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pHammer3550-24/pHammer3550-48 802.1x

. IEEE 802.1x

(Port based network access control protocol), IEEE 802 LAN
LAN o
pHammer3550-24/puHammer3550-48 ) 802.1x
IGMP. ARP. H.Link vstack )
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G
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DHCP.

H.Link

)

ammer 3550-24/ anmer 3550-48

config dotlx quiet-period <0-32767>

config dotlx quiet-period <0-65535>

config dotlx re-authentication period
<1-32767>

config dotlx re-authentication period
<1-65535>

config dotlx server-timeout <1-32767>

config dotlx server-timeout <1-65535>

config dotlx supp-timeout <1-32767>

config dotlx supp-timeout <1-65535>

Copyright by Harbour Networks, Ltd. All rights reserved.
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config dotlx tx-period <1-32767>

config dotlx tx-period <1-65535>

config dotlx pae force-logoff mac <usermac>
{port <portno>}*1

config dotlx pae force-logoff mac
<address> {port <portno>}*1

config isp-domain <domain> accounting
config-server id <id> type [ primary|multi
|backup]

config isp-domain <domain> accounting
config-server id <0-4> type
[ primary|multi |backup]

config isp-domain <domain> authentication
[add-server]delete-server] id <id>

config isp-domain <domain>
authentication
[add-server]delete-server] id <0-4>

config isp-domain <domain> authentication
config-server id <id> type primary

config isp-domain <domain>
authentication config-server id <0-4>
type primary

ammer 3550-24/ ammer 3550-48

config dotlx uplink-port <portno>

config dotlx access-limit route-engine
[rate]acl|disable]

radius config-attribute access-bandwidth
[uplink]downlink] Vendor-Specific
<VendorType> {<Vendorld>}*1

radius config-attribute access-bandwidth
[uplink]downlink] default-value

radius config-attribute access-bandwidth
[uplink]downlink] standard <1-255>

radius config-attribute access-bandwidth
unit [bps|kbps]

radius config-attribute filter-id
Vendor-Specific <VendorType>
{<Vendorld>}*1

radius config-attribute filter-id
default-value

radius config-attribute filter-id standard
<1-255>

show dotlx access-limit route-engine

show dotlx uplink-port

show dotlx vlan <vlanname> pae

show dotlx vlan <vlanname> user-count

show radius config-attribute
bandwidth-unit

anmer 3550-24/ anmer 3550-48 ) {NAS »
show isp-domain
show isp-domain <domain> domain
show radius config-attribute source-mac RADIUS MAC

Copyright by Harbour Networks, Ltd. All rights reserved.
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H.Link )
pHammer3550-24/uHammer3550-48
pHammer1008/pHammer 1016/piHammer 1024 )

g

H.Link
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pHammer3550-24/pHammer3550-48 )
. Bootromr
[ ]
[ ]
[
[ ]
. SNMP
[
. HammerOS
[
2.1 Bootrom
Bootrom
[
[ ]
2.1.1

Hammer Boot Loader version 1.1, Harbour Networks, Inc.
Compiled Fri 02-NOV-2001 11:00

Memory selftest: _._.._..._ ... _....... OK
Base ethernet MAC address: 00:05:3b:00:04:90

Copyright(c) 2000-2001 by Harbour Networks, Inc.
System booting. ..

Uncompress start...
Uncompress success, enter device initialize, Please wait...

Init console ... done.
Console baudrate is 9600.

Entering HammerOS ......

Copyright by Harbour Networks, Ltd. All rights reserved.
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2.1.2

Bootrom
?:
h:
b:

g:

Initializing environment ...... Done.
Loading startup config ...... Done.
HRHERE R AR RS AR AR R SRR AR AR TR
# ¥
# Welcome to Hammer(ds, L
# #
# Press Return to connect and ceonfig this system. #
# #
HRBRRRERBERRERE BB R ERR RS R R BRI R R R RIS R AR
b o

Bootrom

Console ; .
b o
“Hammer; ” , Bootrom .
Bootrom

Hammer Boot Loader version 1.1, Harbour Networks, Inc.

Compiled Fri 02-NOV-2001 11:00

Memory

selftest: ... ... ... ...... OK

Base ethernet MAC address: 00:05:3b:00:04:90

Copyright(c) 2000-2001 by Harbour Networks, Inc.

System booting...
? - List all available commands
h - List all available commands
b - Boot an executable image
g - Boot an executable image with default configurations
u - Load and boot an executable image
| - Load configuration file and boot an executable image
r - Reboot system
Press "h" or "?" To get helping information.
Hammer :
HammerOS
HammerOS

Copyright by Harbour Networks, Ltd. All rights reserved.
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u: Xmodem HammerOS,
l: Xmodem ) HammerOS
r:
2.2
o (CLD,
pHammer 3550 : )

o ’ o

. “Harbour>",
“Harbour(config)#” .

pHammer 3550 : )
l) b o b o
2) ’ ’
1P R R
3) , o
<Cr> °
: Harbour(config)#exit
“exit” , o

: Harbour(config)#config port 2,3 speed 10

o port speed, 2, 3 10.

Copyright by Harbour Networks, Ltd. All rights reserved. 9
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221
s “ ?77 “ __+__ ? 770 “ ?77 ; “ __+__ ? b4
) : <cr> Just Press Enter to Execute command!
: who
“ ?” s
who Display who is connected to the switch,
Who ; 14 +? »’
am Display me myself who is connected to the target machine.
<cr> Just Press Enter to Execute command!
who am ) who .
222
“Tab” , HammerOS . )
“ Tab” b b b b
: ping
b “ Tab” b
-t -count -size -waittime —tl -pattern
ping ; o
) “Tab” .
show run
“Tab” show running-config
2.2.3
) . ) VLAN

Copyright by Harbour Networks, Ltd. All rights reserved. 10



pMHammer3550-24/3550-48

it IJIEE*.‘.E'H'

( market)

1-5

b

untagged

market )

harbour(config)#config vlan market add port 1-5 untagged

: con vl market ad po 1-5 un

2.2.4
o 2-1 o
2-1
< > °
: create vlan <name>
<name>
vlan o
[1] | o
config stpd default [enable]disable]
enable disable.
{1} * .
: show vlan {<name>}*1
show vlan show
vlan vlan o
0-n & n
2.25
pHammer3550-24/uHammer3550-48 ; <portlist>
Copyright by Harbour Networks, Ltd. All rights reserved. 11
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° : port 3
L4 b
° , : port
2.2.6
“< >”
[ ]
o <1-255>
2 o
e IP
ABCD ,
192.168.0.1 IP
[ ]
portlist
6, 8.
[ ]
16 )
o : <macaddr>
005023344325 MAC
2.2.7
2-2

: port 1-4

5 8

- HammerOS

1, 3‘6, 8

16
<name>

1. 2. 3. 4

1. 2. 3. 4. 5. 8

255

Ko o »

MAC

& o»

:1, 3, 47 57

BackSpace Del Ctrl+h

Ctrl+p

Ctrl+b

Cctri+f

Ctrl+n

Copyright by Harbour Networks, Ltd. All rights reserved.
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Ctrl+a
Ctrl+e
Ctri+d
Ctri+k
Ctrl+t

Ctrl+u
ctri+w

1
L7 : Del

Telnet , ° Ctrl+h, Ctrl+p. Ctrl+b, Ctrl+f  Ctrl+n

~ ~ ~

2.2.8

HammerOS , ; °

“ »»”

i > . “Harbour>", . “#”
, “Harbour(config)#”. ,

° “interface <vlanname>”, ’
“HammerOS(config-if)#”.

7

2.3

2.3.1 enable

[ 1

[ ] enable

[ ]

[ ] “>” , “Harbour>", , “yr

, “Harbour(config)#”. ,

Copyright by Harbour Networks, Ltd. All rights reserved. 13
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Harbour>enable
Password: <enable-password>

Harbour(config)#

2.3.2 show history

[ ] HammerOS 20 .
R : 2-2,

[ 1 show history

[ ]

[ )|

Harbour>show history

show history

list
show history
enable
show idle-timeout
exit
2.3.3 exit
[ )| ,
[ ] exit
[ )|
[ ] exit , Hammer0S
exit 0
[ ] exit
Harbour>exit
Exit
Disconnected.
Thanks for using Harbour Networks®s product.
Byel
exit
Harbour(config)#exit
Harbour>

Copyright by Harbour Networks, Ltd. All rights reserved.
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2.3.4 show version

[ ]

¢ 1 show version

[ ] . . .
MAC

[ )|

[ 1 pHammer3550-24

Harbour>show version

Product Name: pHammer3550-24

Hardware Version: Version 1.22

Bootrom Version: Version 1.1

Software Version: Version 1.2(Release 1.21 Apr 22 2003 10:17:33)
Manufacture Date: 2002-12-26

Serial Number: 01010033A122022000001

Base MAC Address: 00053b58013a

Copyright(c) 2000-2001 by Harbour Networks, Ltd.

2.3.5 terminal length

[ ]

[ 1 terminal length <0-512>

[ 1 length , 0 512
[ )| 20

[ )|

[ ] length 0,

2.3.6 help

[ l “?”
[ 1 help

[ ]

[

] help
Harbour (config)#help

HammerOS provides help feature as described blow.
Anytime you need help, just press "?" and don"t

press Enter you can see each possible command argument
and its description.

You can also input "list" and then press Enter
to execute this helpful command to view the list of

commands you can use.

Copyright by Harbour Networks, Ltd. All rights reserved. 15
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) HammerOS
“r) »
list, ’
2.3.7who
[ ]
[ 1 who
who am i
[ ]
[ )| who
who am 1 ( )
¢ ]
Harbour (config)#who
SessionlD - UserName ------- LOCATION ---——-- MODE ----
3 admin console CONFIG (That"s me. )
Total 1 sessions in current system
Harbour(config)#who am i
I am *Session [3] : user admin connected from console.
2.3.8 list
¢ ]
[ 1 list
[ ]
[ ]
Harbour>list
clear
enable
exit
help
list
logout

ping {[-t1}*1 {[-count] <1-65535>}*1 {[-size] <1-6400>}*1
{[-waittime] <1-255>

1 {[-ttl] <1-255>}*1 {[-pattern] <user_pattern>}*1 <A_B.C.D>
quit
show ACL [<name>|all]
show arp {[<A.B.C.D>]permanent]}*1

Copyright by Harbour Networks, Ltd. All rights reserved. 16
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show fdb {[mac] <macaddr>}*1 {[vlan] <name>}*1

show fdb agingtime

show fdb permanent {[mac] <macaddr>}*1 {[vlan] <name>}*1
show history

show idle-timeout

show interface {<IFNAME>}*1

show ip route

show ip route <A.B.C.D/M>

show ip route <A_B.C.D>

show ip route [connected]|static]

[ 1 list<pattern>,

2.3.9 show services

[ ] services
[ 1 show services

[ ]

[ ]

Harbour (config)#show services

Service telnet is up.

Service acl is down.

Service qos is down.

Service dhcprelay is down.

Service snmp agent is up.

Service snmp rmon is down.

Service snmp trap support is down.

2.3.10 quit/logout

[ ] , Hammer0S
[ 1 quit
logout
[ ]
[ )| quit logout
[ ] quit Hammer0S

Harbour> quit

Quit.

Disconnected.

Thanks for using Harbour Networks®s product.
Bye!

Copyright by Harbour Networks, Ltd. All rights reserved.
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2.3.11 hostname
]

[

¢ 1 hostname <hostname>
[ ]

[ )| ,

[ )|

Harbour (config)#hostname useA
useA(config)#

2.3.12 clear
]

[
[ 1 clear

[ ]

[ )| , ,

2.3.13 idle-timeout

[ 1 .
. logout .

[ 1 idle-timeout <0-35791>
¢ ]
¢ 1 <0-35791> , . . 0
[ ] 10

Harbour (config)#idle-timeout 10
[ 1 show idle-timeout

2.3.14 config timezone

( ]

[ 1 config timezone <name> [positive|negative] <0-12> {<1-59>}*1

[ 1 name , positive , negative
<0-12> , <1-59> .

[ ]

[ ] 8

Harbour (config)#config timezone CST positive 8

Copyright by Harbour Networks, Ltd. All rights reserved.



pHammer3550-24/3550-48

II II;ﬂEFEEbF

2.3.15 show running-config

(
(
(
(
(

]

1 show running-config
]

)| ,
)|

Harbour(config)#show running-config

THammerOS system config file -———————-———————
1Syslog config

IPort config

IVLAN config

IFDB entry config

TAcl config

1Qos config

IDscp config

1Tos config

IBandwidth config
ITraceroute config

1Stpd config

TRoute-policy rules config
IInterface config

IStatic routes config
Tlgmp shooping

TArp config

ISntp config

ITimezone config

IDotlx config

IPort bind config

IRADIUS client config
TUsermanage config

Isnmp config

TH._Link config

INetwork access-control service config
Ivstack cluster config

end of config ---— -

2.3.16 show startup-config

(
(
(
(

]
1 show startup-config
]
]

Copyright by Harbour Networks, Ltd. All rights reserved.
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2.3.17 save configuration

(
(
(
(

1 save configuration

Harbour (config)#save configuration

Trying save configuration to flash, please wait ......
Preparing configuration data to save...Done

Starting write configuration data to flash...Done.

Configuration save to flash successfully

2.3.18 erase startup-config

(
(
(
[
[

] erase startup-config

Harbour (config)#erase startup-config

Are you sure want to erase startup-config? [Y/N]y

Trying erase all configuration from flash, please wait ....

finished
Successfully erase all configuration info from flash

2.3.19 reboot

[
(
(
(

2.3.20

1 reboot

) ) save configuration.

“save configuration” o

Copyright by Harbour Networks, Ltd. All rights reserved.
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clear

enable ,

exit )

help
list o
list <pattrn> pattern

logout ,

quit , ( logout )

show history

show services

show version Hammer0S

who

show idle-timeout idle timeout ( )

enable , 2-4

2-4

clear timezone ,

config timezone <name>
[positive|negative] <0-12>
{<1-59>}*1

enable-password ) 6

erase {startup-config}*1

hostname <hostname> , , ,
HammerO0S

idle-timeout <0-35791>

kill session <1-24> telnet

login-password

reboot

save configuration
show interface {<IFNAME>}*1
show running-config

show time

show version

terminal length <0-512>

user add <username> <login_password> <username>
login-password hello]dd] Is-request|Is-update|Is-ack]all
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<login_password>

user delete <username>

<username>

user enable-password
<username>

<username>

user list

user login-password
<username>

<username>

user role <username> ADMIN
enable-password
<enable_password>

<username>
<enable_password>

user role <username> NORMAL <username>
who am i
reboot
1
.= HammerOS °
2.4
HammerOS
. NORMAL
) (
Do HammerOS )
. ADMIN
241
) admin, harbour . admin
2472
1. admin ( )3

Copyright by Harbour Networks, Ltd. All rights reserved.
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2. ’ H

3. ’ enable ’ ’ H

4, )

¢ ] user add <username> login-password <login_password>

[ 1 <username> , <login_password> .

¢ )| <username> , ,

\ \ 4-20 . <login_password>
) 6-20 .

[ ]

[ )| , manager, harbour, ,
Harbour(config)#user add manager login-password harbour
Successfully added user manager as a NORMAL_USER ,

To change user role use “user role” command
I
) o ( )

2.4.3

[ ] user role <username> admin enable-password <enable_password>

[ ] <username> , <enable_password> .

[ 1

¢ ]

Harbour(config)#user add manager login-password 111111
Harbour (config)#user role manager admin enable-password 111222
Successfully change user manager to ADMIN mode.

[ 1 user role <username> normal

[ 1 <username>

[ )| manager

Copyright by Harbour Networks, Ltd. All rights reserved.
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Harbour (config)#user role manager normal

Successfully change user manager to NORMAL mode.

2.4.4
) user list
) : user list.
UserName -----—--- User_role --——-——-
admin ADMIN_USER
manager NORMAL_USER
Total 2 users in system.
2.4.5
[ 1 user delete <username>
[ 1 username .
¢ ]
¢ ]
Harbour(config)#user delete manager
Successfully delete user manager .
2.4.6
° ) login-password. )
L4 b b
enable-password. o
b ) : User login-password <username>. user

enable-password <username>,

o

b

manager network, :  user login-password manager
) o : network : network,
manager enter_config, : user enable-password manager
) o : enter_config : enter_config

Copyright by Harbour Networks, Ltd. All rights reserved.
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i : manager  admin , !

2.5

. ( ) (Console) ,
(CLD) &

° Telnet o
. SNMP o

. Console

° 3 telnet

2.5.1 Console

“Console” RJ-45 COM o
Console

° : 9600

° 8

[ ]

° 1

[ ]

Console , VT100 o
VT100 o

Copyright by Harbour Networks, Ltd. All rights reserved.
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2|
wwE BE

— IhEERE. ®i=L#EF cirl RRRTE

v SRumiE (T) 0 Windows #2000

— Backespace f¥EIE
f* CtrI+HCI T Del (D)8 Ctrl4H, Space, Ctrl+H(H)

s2iRthE (E):
rios RN

Telnet 5287 ID(N): [VT100

FHEE R TH ) [500 =
[ EEEEFR RS E)

MABR@... | s BEgw.. |
E i |
Console ) 192.168.0.232 IP )
Console ) o
HammerOS )

TR R T R T R R T

# #
# Welcome to HammeroOS, #
# #
# Press Return to connect and config this system. #
# #

TR R T R T R R T

° , admin ;
harbour, ) ) enable, ) harbour .
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; : Harbour(config)#,

: VLAN ( default VLAN VLAN, default
VLAN ) IP o : config vlan default ipaddress 192.168.0.232/24.
) VLAN VLAN IP telnet

) : save configuration

Trying save configuration to flash, please wait ......
Preparing configuration data to save...Done.

Starting write configuration data to flash...Done.
Configuration save to flash successfully.

FLASH ) ) o

) : logout exit )

2.5.2 telnet

telnet TCPIIP ,
0 telnet ) IP 0
telnet <A.B.C.D>

- : <A.B.C.D> IP °

IP 192.168.0.232 pHammer3550-24

b

harbour(config)#telnet 192.168.0.232

Connected to 192.168.0.232.
Press Ctrl-Q to force exit telnet.
HammerOS Versionl.1l on pHammer3550-48.

Login:
2.5.3 Telnet
Telnet , o
1. Telnet
[ ] service telnet enable

Copyright by Harbour Networks, Ltd. All rights reserved. 27



pHammer3550-24/3550-48 l l e il

[ )|

Harbour (config)#service telnet enable

Successfully changed telnet service to up.
2. Telnet
[ 1 service telnet disable
[ )|

Harbour (config)#service telnet disable

Successfully changed telnet service to down.

show service Telnet : Service telnet is up.
Telnet ; Service telnet is down. Telnet .
254 Telnet
Telnet )
who .
) who
sessionlD, : kill session <1-24>, <1-24> sessionlD
sessionlD console ; )
: You can't kill aconsole session.
telnet ; .
2.6 SNMP
SNMP (Simple Network Management Protocol )

o SNMP ) Management
Information Base (MIB ), MIB .
2.6.1 SNMP
1. SNMP
[ 1 service snmp enable
[ ]

Harbour(config)#service snmp enable

Successfully changed snmp agent service to up.
2. SNMP

Copyright by Harbour Networks, Ltd. All rights reserved.
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[ ] service snmp disable
[ ]
Harbour(config)#service snmp disable
Successfully changed snmp agent service to down.
show service snmp
Service snmp agent is up, snmp ;
Service snmp agent is down, snmp o
2.6.2 SNMP
SNMP
[ 1 config snmp community [readonly|readwrite] <string>
[ 1 community .
Community : Community (readonly)
) public. Community (readwrite)
; private.
[ ]
[ 1 show snmp community-string
SNMP  Community .
2.6.3 trap
[ 1 service snmp trap [enable]disable]
[ ] enable, trap ; disable,
trap .
[ ]
2.6.4 trapreceiver
[ Jconfig snmp trapreceiver add <A.B.C.D> version [vl]v2c] {community <string>}*1
[ 1 trapreceiver trap ; <A_B.C.D> traprceiver IP
v1l/v2c trap ; traprceiver )
community .
[ ]
[ )| trapreceiver, 10.1.30.100, trap vl,

Copyright by Harbour Networks, Ltd. All rights reserved. 29
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Harbour (config)#config snmp trapreceiver add 10.1.30.100 version vl

Successfully added trapreceiver IP address is 10.1.30.100
The trap version is vl
The default trap community is public

2.6.5 trapreceiver

[ 1 config snmp trapreceiver delete <A.B.C.D>
[ 1 <A.B.C.D> trapreceiver IP

¢ ]

[ )| 10.1.20.20  trapreceiver

Harbour (config)#config snmp trapreceiver delete 10.1.20.20

2.6.6 trapreceiver

[ 1 show snmp trapreceiver
[ ]

[ 1 SNMP  trapreceiver

Harbour (config)#show snmp trapreceiver

IP address Version Community
12.12.12.1 vl public
Total 1 trapreceiver IP address in system.

2.7

2.7.1

[ 1 ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1

ip route <A.B.C.D > <A_B.C.D> <A_B.C.D>{<1-255>}*1
[ ] <A_B.C.D/M> IP )
M 1P o <A.B.C.D>
IP . <1-255> ) 1,
[ ]
[ )| 192.168.1.88 ) 192.168.0.3.

Harbour (config)#ip route 192.168.1.88/24 192.168.0.3

Copyright by Harbour Networks, Ltd. All rights reserved. 30
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2.7.2

2.7.3

™ PN PN

2.7.4

Harbour (config)#ip route 192.168.1.88 255.255.255.0 192.168.0.3

1 no ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1

no ip route <A.B.C.D> <A.B.C.D> <A_B.C.D> {<1-255>}*1
<A.B.C.D/M> 1P

M 1P

192.168.1.88

b

o <A.B.C.D>

192.168.0.3

Harbour(config)#no ip route 192.168.1.88/24 192.168.0.3

Harbour (config)#no ip route 192.168.1.88 255.255.255.0 192.168.0.3

1 show ip route

Harbour (config)#show ip route

*** begin route table info ***

Destination net--—--- NetMask--—-—-——-——— Gateway-----—--

127.0.0.1 255.255.255.255
192.168.1.0 255.255.255.0
*** end route table info ***

127.0.0.1
192.168.0.3

ip route <A.B.C.D/M>
<A.B.C.D> {<1-255>}*1

ip route <A.B.C.D > <A.B.C.D>
<A_B.C.D>{<1-255>}*1

1P

no ip route <A.B.C.D/M>
<A.B.C.D> {<1-255>}*1

no ip route <A.B.C.D>
<A.B.C.D> <A.B.C.D>

1P

Copyright by Harbour Networks, Ltd. All rights reserved.
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{<1-255>}*1

show ip route

show ip route <A.B.C.D/M> <A.B.C.D/M>
show ip route <A.B.C.D> <A.B.C.D>
show ip route connected static

[connected]|static]

show ip route summary

2.8 HammerOS
) o “save configuration” ,
FLASH . : Configuration save to flash
successfully .
) (
) ) . 2 )
FTP ) Xmodem .
b b 2 b
FTP ) Xmodem .
28.1 FTP HammerOS
telnet o
download ftp [config-filelhammeros] <A.B.C.D> <username> <password>
<filename>. <A.B.C.D> IP » <username> FTP )
<password> FTP ,  <filename> o
) reboot .
10.1.30.16 FTP ; sysconfig.txt
) useA ) harbour, HammerOS )

Harbour (config)#download ftp config-file 10.1.30.16 useA harbour
sysconfig.txt

Trying download file from ftp server, please wait...
Successfully finished receiving Ffile.

Trying write file to flash......
Finished.
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You®ve successfully download new config file
Now you can type reboot command to reboot system.

2.8.2 Xmodem HammerOS
Xmodem ) :
¢ ] download xmodem [hammeros|config-file]{baudrate [9600]115200]}*1
[ ] hammeros, ; config-file,
) baudrate :9600 115200
[ 1 c:\windows\desktop : sysconfig.txt,
Telnet ;

download xmodem config-file.

You haven"t specified baudrate, system will use default value 9600, same as
current console baudrate.

Trying download file from console, please wait...

Trying receive file from console use xmodem protocol......
Cccc

EfD RD 3FD 2D |eto By

Lil=] &3] ol i
My |
HETTERE

Harbour (config)¥ d config=-file
vou haven't specif  MERINRE  Eysten will use default value 9600, same as curr
ert console baudrate,

Trying download file fron censele, please wadit,..

Trying recedve Fle from console use smaden protocel.. ...
[ S E

| KN

HEREEATE

( Xmodem)
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IR O AWTHDOWS\Desktop
IS F):
IC SWIHDOWS'\Desktophsysconfig txt

bk (B
I}{mndem LI

#igm | =Ao | mE |

FHarbour EiXEmodem® £F

EERIE £ \WINDOWS \Desktophsysconti g txt

gRa: | WA |CRC
Eiw b BEEiEEt o
=R |

e | T
em [ wms [ S=x [

s/ @ |

b b b

Successfully finished receiving file.
Trying write file to flash...... Finished.

You®ve successfully download new config file
Now you can type reboot command to reboot system

reboot o

Writing configuration to flash, please wait ......_ finished.
Configuration saved to flash successfully.

2.8.3 FTP HammerOS
FTP , Flash ,

[ ] upload ftp [hammeros|config-file] <A.B.C.D> <username>

<password> <filename>
Copyright by Harbour Networks, Ltd. All rights reserved.
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harbour,

useA harbour

°

sysconifg.txt

[ 1 hammeros, ;
config-file, o
<A.B.C.D> FTP IP ;
<username> FTP ;
<password> FTP ;
<filename> o
[ ] 10.1.30.16 FTP ,
sysconfig.txt , useA )
o Hammer0S )
Harbour (config)#upload ftp config-file 10.1.30.16
sysconfig.txt
Trying upload file to ftp server, please wait...
Successfully finished Upload File.
Finished.
You"ve successfully upload config file.
FTP :
2.8.4 Xmodem HammerOS
Xmodem , FLASH )
[ ] upload xmodem [hammeros|config-file]{baudrate [9600]115200]}*1
[ 1 hammeros, ;
config-File, .
baudrate : 9600 115200.
9600,
¢ ]
¢ ] ,

b

Harbour(config)#upload xmodem hammeros baudrate 115200

b

System®s current console baudrate is 9600.

You"ve choosen change console baudrate to 115200 when upload file.
Please change your terminal®s baudrate to 115200 in 10 seconds.
After that, you can start receive file.

115200bps

Copyright by Harbour Networks, Ltd. All rights reserved.
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10 115200bps;

9600bps 10 9600.

HiEEER=EO 1
TEET

Lt [ =S

_mE | m |

“ 7 ) ) 115200, “ 7 .

COMl [t

115200
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113 »”

R TCTT E TNE T
EEPHECE -

e
‘fou“ve choosen bau m.mglm me as curremt console baudrate.

Trying upload fila SERESE lleace wait...

Trying upload File by consale via mmoden protocal......
Waiting receiver...

successfully finished upload fila,
Firrished,

‘fou”ve successfully uploadconfig file
Upload Complete.

Harbowr (cenfiglé unlesd wmoden config-file
vou haven't specified baudrate, system will use default value 9600, sane as curr

ant consele baudrate,

Trying wpload File by consela, please wait...

Trying upload Fila by console via mmodem protocol......
wWatting receiwer...

LELE LY o
) Xmodem.
i 2|
TE T HUS (e ch R BRI (E)
= \WINDOWS \Desktop PllEE (B). . .
e PR EdEE i et (D

I}{mndem ;I
mrE | =Ao | mE |

“ ” , , : hammeros.bin

Imodem Formikritan , BElHEMIEREIHERAT
THEW BRI .

JrfE o hwindowshdesktop
B [Fl: Ihammer-:-s. bin

R HiH
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HHarbour EEEmodem I #E

FIrf e \windowzidesktopbennerss. bin
nEm Fr #EeE  fE
st b Eirget: T fE

L=tz | EaE: |
BER: ETE A
=m0 |

Successfully finished upload file.
Finished.

You"ve successfully uploadimage file
Upload Complete.

& : .
2.9
29.1 ping

ping : ping Internet Control Message
Protocol (ICMP) echo IP . ping .
ping

ping {[-t]}*1 {[-count] <1-65535>}*1 {[-size] <0-6400>}*1 {[-waittime] <1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>

ping ) o : ping 192.168.0.1,
P 192.168.0.1 o )

PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.

Reply from 192.168.0.1 : bytes=56: icmp_seq=0 ttl=128 time=100 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=1 ttl=128 time=33 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=2 ttl=128 time=16 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=3 ttl=128 time=0 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=4 ttl=128 time=33 ms
Copyright by Harbour Networks, Ltd. All rights reserved. 38
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----192.168.0.1 PING Statistics---—-
5 packets transmitted, 5 packets received, 0% packet loss

round-trip(ms

b

PING 192.168.
Press Ctrl-c

time
time
time
time
time

Request
Request
Request
Request
Request

----192.

) min/avg/max

0.1
to Stop.

out.
out.
out.
out.
out.

0/36/100

: 56 data bytes.

168.0.1 PING Statistics—----

5 packets transmitted, O packets received, 100% packet loss

2-5 ping
-t t » ping IP
ICMP echo ) Ctrl+c o
t »ping 5 ICMP echo
-count <1-65535> count ping ICMP
echo ping .
-size <1-6400> size ICMP echo
-waittime <1-255> waittime ping
-ttl <1-255> ttl ICMP ttl (time to live)
-pattern <user_patter> pattern 1CMP
1-16 16 .
2.9.2 traceroute
traceroute . traceroute
Internet Control Message Protocol (ICMP) echo UDP IP o

traceroute

» traceroute

traceroute {[-a] <A.B.C.D>}*1 {[-f] <1-30>}*1 {[-m] <2-255>}*1 {[-p] <1-65535>}*1 {[-q] <1-10>}*1

{[-W] <1-65535>}*1 <A.B.C.D>

traceroute

Copyright by Harbour Networks, Ltd. All rights reserved.
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IP 202.96.13.137 o
IP ’ traceroute

b

traceroute 202.96.13.137

Type Control-C to abort.
Tracing the route to 202.96.13.137

1 10.7.4.1 <10 ms <10 ms < 10 ms

2 10.8.1.1 < 10 ms 16 ms 16 ms
3 10.4.1.254 16 ms 16 ms < 10 ms
4 10.1.0.144 16 ms < 10 ms 16 ms
5 218.244.39.98 16 ms 16 ms 16 ms
6 218.244.36.157 66 ms 50 ms 50 ms
7 202.96.6.181 266 ms 66 ms 66 ms
8 202.96.6.81 50 ms 66 ms 66 ms
9 202.96.13.137 50 ms 66 ms 50 ms

b

traceroute 202.96.13.137

Type Control-C to abort.
Tracing the route to 202.96.13.137

1 10.7.4.1 <10ms <10 ms < 10 ms
2 10.6.1.1 < 10 ms 16 ms 16 ms
3 10.4.1.254 16 ms 16 ms < 10 ms
4 10.1.0.144 16 ms < 10 ms 16 ms
5 218.244.39.98 16 ms 16 ms 16 ms
6 218.244.36.157 66 ms 50 ms 50 ms
7 * * X
8 *x * *
9 * * X
CTRL+C traceroute ) ) 218.244.36.157
) 218.244.36.157 o
traceroute ) UDP ICMP » UNIX
traceroute UDP , Windows 98 ICMP o traceroute

: config tracert_mode [udplicmp]

2-6 traceroute

-a <A.B.C.D> UDP IP , udp
-f <1-30> ttl (time to live) . 1
-m <2-255> ttl (time to live) . IP
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, 30
-q <1-10> , 3
-w <1-65535> traceroute , ,
2
2.9.3 CPU
CPU : show cpu usage.

: Harbour (config)#show cpu usage

Ccpu usage: 9%

294

: show memory status

: Harbour (config)#show memory status

MODULE-NAME 32 64 128 256 512
2048
ROUTE 1104 6 1 5 0 0 2
VIRTUAL_END 0 0 0 0 1 0 0
MANAGE_CLI 24472 1375 73 2 6 0]
RSTP 0 0 0 0] 242 0] 0
SLAB_SHOW 0 0] 0 0 5 0 0
FDB 7 0 1 24 0 0 0
VLAN 0 0 1 0 0] 0 0
ACL 0 0 240 0 0 0 0
RADIUS_CLIENT 3 1 1 0 0 0
ARP 0] 1 0 0 0] 0 0
TIMER 0 5 0 0 0 0 0
MANAGE_USER 3 2 0 0 0] 0
20 1 0 0 0 0 0] 0
QoS 4 0 0 0 0] 0 0
IGMP_SNOOPING 2 0] 0 0 0 0
MODULE-NAME 4096 8192 16K 32K 64K 128K
ROUTE 0 29 0 0 1 0
VIRTUAL_END 2 0 0 0] 0 0
MANAGE_CLI 1 0] 0 0 0 0
RSTP 0 0 0] 0 0 0
SLAB_SHOW 0 0 0 0 0 0
FDB 0 0 0 0 0 0
VLAN 0 0 0 0 0 0
ACL 0 0 0 0 0 0
RADIUS_CLIENT 0 0 0 0 0 0
ARP 0 0 0 0] 0 0
TIMER 0 0 0 0 0 0
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MANAGE_USER 0
20 0
QoS 0
I1GMP_SNOOP ING 0
=====—===—===Total
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3
HammerOS pHHammer3550-24/uHammer3550-48 )
[ ]
[ ]
[ ]
[ ]
[ ]
. (Load Sharing)
. (Port mirroring)
10Base-T. 100Base-T 1000Base-T )
d , HammerOS , HammerOS
. N o
3.1
3.1.1
[ 1 config port [<portlist>]all] [enable|disable]
[ )| <portlist> all , portlist ,
; all . enable disable
) enable, ; disable,
[ ] 1’ 3, 5, 7_12y

Harbour(config)#config port 1,3,5,7-12 disable
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3.1.2
[ 1 config port [<portlist>]all] auto [on]off]
[ )| <portlist> , all . on
; off °
[ ] 24
Harbour(config)#config port 24 auto off
3.1.3
[ 1 config port [<portlist>]all] speed [10]100]1000]
[ )| <portlist> , all . 10
10M , 100 100M . 1000
1000M .
[ )| 25 100Mbps
Harbour(config)#config port 25 speed 100
I
. anmer 3550-24/  anmer 3550-48 10/100M, 1000M.
1000M ) , o
[ ] °
3.14
[ ] config port [<portlist>]all] mode [master|slave]
[ )| <portlist> , all o
master ; slave .
[ )| anmer 3550-24/ anmer 3550-48
) , 1000M, ,
1000M, )
[ ]
3.1.5
[ 1 config port [<portlist>]all] duplex [full]half]
[ )| <portlist> , all . full
; half .
[ ] 24
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Harbour(config)#config port 24 duplex full

3.1.6
[ ] config port [<portlist>]all] flowcontrol [on]off]
[ )| <portlist> , all . on
H off o

[ 1

Harbour (config)#config port all flowcontrol on
3.1.7
[ 1 config port [<portlist>]all] learn [on]off]
[ ] <portlist> , all . on

) off .

[ ]
[ ] 3 4 , 10Mbps,

b b

Harbour (config)#config port 3,4 auto off
Harbour (config)#config port 3,4 speed 10
Harbour (config)#config port 3,4 duplex half
Harbour (config)#config port 3,4 learn on

Harbour (config)#show port 3

Port:3 "s Configuration Information

Link State > Up Port State : Enabled
Port Type : 100BaseT Speed - 10
Autonegotiation : Disabled Duplex > Half
Flowcontrol - Disabled Learn State : Enabled
Port VLAN ID 1 2047

Port VLAN Name : default

Port Summary = normal
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, 10/100 °

3.1.8

3-1 HammerOS

config port [<portlist>|all]
[enable|disable]

config port [<portlist>]all] auto
[on]off]

config port [<portlist>]all] speed 10 Mbps 100Mbps
[10]100]1000 ] 1000Mbps

config port [<portlist>]all] duplex
[full]half]

config port [<portlist>|all]
flowcontrol [on]off]

config port [<portlist>]all] mode
[master|slave]

config port [<portlist>]all] learn

[on]off]
show port [<portlist>]all]
{[configuration|stats]}*1 configuration
stats
3.2
HammerOS (Load Sharing)
, Load Sharing o VLAN
Load Sharing . Load Sharing )
Load Sharing o )
Load Sharing ) .
) Load Sharing o )
Load Sharing .
Hammer Load Sharing ) Intel  Cisco Port Group
I .
i : Load Sharing,

’ H ©
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3.2.1 Load Sharing

50,

3.2.2

Load Sharing, Load Sharing - Load Sharing
Load Sharing ) Switch1 Load Sharing Switch2 Load
Sharing o , Switch1 Load Sharing
1. 2. 3. 4, Switch2 Load Sharing 6. 7. 9. 10,
Loaj Sharlng ’ : 1_6y 2_7y 3_9y 4_100
Load Sharing , .
pHammer3550-24/pHammer3550-43 6 Load Sharing Load Sharing
8 .
1 Load Sharing ) ) o
load Sharing , load Sharing
Load Sharing )
Load Sharing -
Load Sharing VLAN, tag .
secure ) Load sharing.
ups down , load sharing .
Config port [<portlist>]all] [normal|secure]  portlist Load sharing o
Config port [<portlist>|all] secure [permit|deny] portlist Load sharing .

Config port [<portlist>|all] secure [add|delete] macgroup [<macfiltername>[al]  portlist
Load sharing .

pHammer3550-48 , 1 1-12, 25-36.
2 13-24, 37-48. 49, pHammer3550-48 Load Sharing -
) Load Sharing , 1-12. 25-36. 50 13-24, 37-48. 49
o UHammer3550-24 o

Load Sharing

] create sharing <master_portno> grouping <portlist>

1 <master_portno> Load Sharing ) pHammer3550-48
) <1-50>, pHammer3550-24 <1-26>.
<portlist> Load Sharing .
]
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3.2.3 Load Sharing
[ 1 delete sharing <master_portno>
¢ ] <master_portno> Load Sharing . pHammer3550-48
) <1-50>, pHammer3550-24 <1-26>.
[ ]
3.24
[ ] config sharing <master_portno> select-mode <rtag>
[ 1 <master_portno> Load Sharing . uHammer3550-48 ,
<1-50>, pHammer3550-24 <1-26>, <rtag>

® smac MAC

e dmac: MAC

e sdmac: MAC

e dip: IP

e (dip: IP

e dip: IP
¢ ]
3.2.5 Load Sharing

Load Sharing 10-14, 12 . )
12 10. 11, 12, 13. 14. shaing

MAC .

Harbour(config)#create sharing 12 grouping 10-14

Harbour (config)#config sharing 12 select-mode sdmac

) . Load Sharing
VLAN STP Load Sharing , Load Sharing

( 12 Load Sharing ) Load Sharing-

VLAN , Load Sharing )
Load Sharing . , 12 Load Sharing

Harbour(config)#create sharing 12 grouping 10-14
Harbour (config)#config port 12 disable
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3.2.6 Load Sharing

( ]
[ ]
[ ]
3.3

show sharing

Load Sharing .

Harbour (config)#create sharing 1 grouping 1-3,5,7
Harbour (config)#config sharing 1 select-mode sdmac
Harbour (config)#show sharing

Sharing information:
Master Port: 1 Group Ports: 1 2 3 5 7
Forwarding Port Selecting Mode : Source mac and Destination mac address

pHammer3550-48 )

UHammer3550-48 ) 1 1-12.

25-36. 50, 2 13-24, 37-48. 49, mirror )
1-12. 25-36. 50 13-24, 37-48. 49 - MHammer3550-24

3.31
pHammer3550-24 ) pHammer3550-48 o
[ 1 config mirroring <mirrornum> to <port>
[ 1 <mirrornum> , <port>
[ ]
3.3.2

pHammer3550-24/pHammer3550-48 )
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3.3.3

b

1 config mirroring <mirrornum> [add]delete] port [<portlist>]all]
[egress|ingress]
]

mirrornum
add
delete
portlist

al

egress

ingress

1-10

Harbour (config)#config mirroring 1 add port 1-10 egress

1-10

Harbour (config)#config mirroring 1 add port 1-10 ingress

1 config mirroring <mirrornum> disable
1 <mirrornum>

]

1 show mirroring

]
] 5, 6-12 ) 25-30

b

Harbour (config)#config mirrror 1 to 5

Harbour (config)#config mirroring 1 add port 6-12 egress
Harbour (config)#config mirroring 1 add port 25-30 ingress
Harbour (config)#show mirroring

Mirroring information:
The port which mirror to : 5
The ports which egress traffic mirror from : 6 7 8 9 10 11 12
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The ports which ingress traffic mirror from : 25 26 27 28 29 30

3.4
- MHammer3550-24/uHammer3550-48 )

1. )

2 ( ) ),

3. FDB ) ) FDB

o ) FDB,

4. o

34.1
CPU, ) MAC
o MAC / ) o
3.4.2
[ 1 create macgroup <name>
[ ] , ,
) 30. 256 o
[ 1 <name>
[ ]
[ ]
Harbour (config)#create macgroup mactest

3.4.3
[ 1 delete macgroup [<name>|all]
[ ]
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3.4.4

3.4.5

3.4.6

1 <name> o all, macgroup o
)|

)| macgroup
Harbour (config)#delete macgroup mactest

/
1 config macgroup <name> [add|delete] <mac>
1 / / o )
12 .
1 <name> . add ; delete
; <mac> .
]
]

Harbour (config)#config macgroup mactest add 001122334455
Harbour (config)#config macgroup mactest delete 001122334455

1 config port [<portlist>|all] [normal|secure]

)| : ,
. permit.
1 <portlist> , all ; normal
; secure .
1
] 1

Harbour (config)#config port 1 secure

] config port [<portlist>]|all] secure [permit]deny]

)| , : permit/deny.
1. permit, (
) .
) ( FDB o
2. deny,
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3.4.7

3.4.9

o b

1 <portlist> , all . permit,

deny, o

Harbour (config)#config port 1 secure permit

( )
1 config port [<portlist>]all] secure [add]|delete] macgroup

[<macfiltername>]all]

1 ( Do
) permit/deny .
1 <portlist> . all ; add
delete ; macfiltername
) ; al ( Do
)|

Harbour (config)#config port 1 secure add macgroup mactest

] show macgroup {<name>}
] : ~ ~

1 <name> , .

] show perport [<portist>]all]
] ° / b
,  permit deny ;

1 <portlist> , all o
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3.5 (Boradcast Limit)
351 /
[ ] config Broadcast_Limit [enable]disable]
[ 1 enable ; disable
[ ]
35.2
[ 1 config Broadcast_Limit <1-262143>
¢ ] , ,

4096,
¢ ]
3.5.3
[ 1 show Broadcast_Limit
[ ]
[ ]
[ ] ) 10000

Harbour (config)#show broadcast limit

State Value

enable 10000
3.6 (Loop Detect)

STP , STP
) , disable .
config loopdetect enable
config loopdetect disable
) 10 ) show port <portlist> )
disable, self-looped .
22 ; show port 22

Copyright by Harbour Networks, Ltd. All rights reserved.



pHammer3550-24/3550-48 I I e il

Port State  Enabled. 22 )
Port State  Disabled (self looped):

Harbour (config)#show port 22

Port:22 "s Configuration Information

Link State - Up Port State : Enabled
Port Type : 100BaseT Speed : 100
Autonegotiation : Enabled Duplex : Full
Flowcontrol : Disabled Learn State : Enabled
Port VLAN 1D 1 2047

Port VLAN Name : default

Port Summary : normal

Harbour (config)#config loopdetect enable

Harbour (config)#show port 22

Port:22 "s Configuration Information

Link State - Up Port State : Disabled
(selT_looped)
Port Type : 100BaseT Speed : 100
Autonegotiation : Enabled Duplex : Full
Flowcontrol : Disabled Learn State : Enabled
Port VLAN 1D 1 2047
Port VLAN Name : default
Port Summary : normal
; port 22 ; disable 22, enable

22,
config port 22 disable

config port 22 enable
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4 ARP
ARP (Address Resolution Pratocol ) MAC IP o
4.1 ARP
ARP )
[ 1 config arp add <A.B.C.D> <mac_address>
[ 1<A.B.C.D> ARP IP , <mac_address> IP MAC
[ )|
[ ] ARP

Harbour (config)#config arp add 10.5.1.32 0O0OE02B123456

4.2 ARP

[ 1 config arp delete <A.B.C.D>

[ 1 <A.B.C.D> IP
[ )|

[ ] ARP

Harbour(config)#config arp delete 168.0.1.2

4.3 ARP

[ ] show arp {[<A.B.C.D>|permanent]}*1

[ 1 <A.B.C.D> IP , permanent ARP

[ ] arp , .
IP <A.B.C.D> 1P ARP .

permanent ARP
¢ ]
¢ ]

Harbour (config)#show arp

ARP TABLE LIST:

IP ADDRESS MAC ADDRESS TYPE REFERENCE

USE
Copyright by Harbour Networks, Ltd. All rights reserved.
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11.1.0.1 00:50:Ffc:3c:13:d0 DYNAMIC 0
1
TOTAL :1
1 L ARP 4000 ;  ARP 20
4.4 APR
[ 1 show arp user
[ ] ARP o show arp permanent
: show arp permanent up ARP ; show arp
user Cup  down) ARP .
[ ]
[ ]
Harbour (config)#show arp user
Begin to show arp config table information
Physics Address IP Address Interface
00:11:22:33:44:55 1.1.1.3 default
Total 1 information
End to show arp table information
4.5 ARP
[ 1 show arp summary
[ ] ARP ARP
[ ]
[ ]

Harbour (config)#show arp summary

ARP table information
Total 2 information

4.6 ARP

[ 1 clear arp

[ 1 ARP » ARP
[ ]
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5 FDB
FDB ( Forwarding Database )
pHammer3550-24/uHammer3550-48 FDB .
5.1 FDB
Media Access Control (MAC) ) MAC
) MAC
) MAC FDB .
5.1.1 FDB
HammerOS  FDB »  MHammer3550-24/puHammer3550-48
o FDB
e MAC
o MAC (Port)
o MAC VLAN (VLAN name)
o FDB (Flags)
FDB
System : ( ) FDB .
Permenant FDB o
Dynamic : FDB .
L3 : FDB o
MAC FDB )
VLAN - MHammer3550-24/p Hammer3550-48 FDB
VLANID o
5.1.2 FDB
MAC
— ) FDB
( Agingtime) ) )
reset o
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— (Agingtime) 0, MAC
- MAC ’ o
( Do
pHammer3550-24/uHammer3550-48 1K .
o FDB VLAN
o FDB VLAN tag
o VLAN FDB
o (disable)
o (block)
o down  (link down)
5.1.3 FDB
FDB
o o MAC \ -~ VLANID,
FDB .
o FDB .
52 FDB
FDB 51 .
5-1 HammerOS MAC
config fdb agingtime [0]<10-1000000>] FDB )
80 0

create fdbentry <mac_address> vlan
<name> port <portlist> {priority <mac_address>: MAC
<0-7>}*1 <name>: VLAN;
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<portlist>:
{priority <0-7>}:

521 FDB
FDB )
[ ] create fdbentry <mac_address> vlan <name> port <portlist> {priority
<0-7>}*1
[ 1 <mac_address> MAC , <name> vlan , <portlist> .
priority
[ ]
[ )| FDB

Harbour (config)#create fdbentry O00E02B123456 vlan market port 4

° MAC 00:E0:2B:12:34:56
e VLAN market
. 4
FDB )
[ 1 config fdb agingtime [0]<10-1000000>]
[ 1 [0]<10-1000000>] , . 0 )
80
[ ]
[ ]l FDB 40
Harbour (config)#config fdb agingtime 40
52.2 FDB
[ ] delete fdbentry {mac<mac_address> vlan <name>}*1
[ 1 <mac_address> MAC , <name> VLAN
o “delete fdbentry”, o
[ 1
[ )| vlan market 4
Harbour(config)#delete fdbentry mac 00E02B123456 vlan market
! : FDB o
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5.3

5.3.1

5.3.2

FDB

FDB

] show fdb {[mac]<macaddr>}*1 {[vlan]<name>}*1

] <macaddr> MAC , <name> VLAN

]l WNAC VLAN ) FDB
o MAC ) VLAN MAC FDB
o VLAN ) VLAN FDB o
MAC VLAN ) VLAN MAC FDB o
]
]

Harbour (config)#show fdb

——————— Begin of MAC Address Table Information (all)------—-

MAC address Port vlan name Flags
00:05:3b:02:30:00 O default System L3
Permanent
00:05:3b:02:30:00 0 System Cluster System
Permanent
00:05:4b:00:04:90 10 System Cluster Dynamic
FDB
] show fdb permanent {[mac] <macaddr>}*1 {[vlan] <name>}*1
1 <macaddr> MAC , <name> VLAN
] MAC VLAN ; FDB
. MAC ; VLAN MAC
. VLAN ; VLAN
. MAC VLAN ; VLAN MAC
]
]
Harbour (config)#show fdb permanent mac 004532659872
——————— Begin of Permanent MAC Information

(macaddr:[004532659872])----—--

MAC address Port VLAN name Flags

Copyright by Harbour Networks, Ltd. All rights reserved. 61



pHammer3550-24/3550-48 l I e il

00:45:32:65:98:72 O default System
00:45:32:65:98:72 O sun Permanent

Total 2 permanent mac showed.

—————————— End of Permanent MAC Information -----—-—--—-

5.3.3 FDB
[ 1 show fdb usage
[ ] FDB FDB o
¢ ]
[ ]
Harbour (config)#sh fdb usage
———————————————— FDB usage ---—--—-—-———————-—-
Static 3
Dynamic 0
Total 3
5.4 MAC
) ) FDB MAC
. MAC ; )
MAC o ; MAC )
MAC ; MAC . MAC
config port [<portlist>|all] learn off
FDB MAC

create fdbentry <mac_address> vlan <name> <portlist>
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6 VLAN

6.1 VLAN
, VLAN
VLAN , (
VLAN. VLAN )
VLAN. VLAN

1. VLAN
VLAN VLAN
2. VLAN

VLAN VLAN o
Sales , )
3. VLAN
6.2 VLAN

VLAN:

[ ]

. 802.1Q tag

[ ]
6.2.1 VLAN

Port-Based VLAN ( VLAN) ,
o VLAN
1/0 o

VLAN [P , o

,  MHammer3550-48 , 1.9 15
Finance, 6. 18-21 VLAN Sdes.
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6.2.2 VLAN
) tag, VLAN
! 802.1Q |EEE 802.3/
, , 802.1Q
6.2.3 Tagged VLAN
(Tagging) VLAN )
) VLAN. VLAN
Tagged VLAN VLAN.
) VLAN , 802.1Q
6.2.4 VLAN
VLAN 802.1Q VLAN tag. 802.1Q
) VLAN . HammerOS
default VLAN, VLANID  2047.
VLAN o VLAN
|
Qe tag , tag tag
VLAN, °
6-1 Tag (tagged) Tag (untagged) VLAN

VLANID.

VLAN
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Scrver

WAL

N

\.D n: o a.: u—‘

TEH 2

BEHEH = 9 :ﬂ—:‘

6-1 tagged untagged VLAN
1 1 2 1 VLAN Market VLAN Sdles,
o VLAN Market VLAN Sales )
VLAN o
o tagged.
o 1 9 Server 802.1Q Tagged (NIC) &
. Server 1 9 VLAN Market VLAN Sales.
o Server 1 8 1 tagged )
untagged.
[ ] ’
(tagged) Server (tagged) ;
untagged.
6.2.5 Tagged VLAN  Port-Based VLAN
Tagged VLAN  Port-Based VLAN, VLAN,
VLAN (Untagged) . )
Port-Based VLAN Tagged VLAN.
A VLAN , 802.1Q , 802.1Q

VLANID 0,

Cuntagged) .
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6.3 VLAN
Hammer VLAN ; VLAN N - IP Address
. Tag o
6.3.1 VLAN
Hammer VLAN, VLAN
. VLAN default
[ ]
e default VLAN untagged
. default VLAN VLANID 2047
6.3.2 VLAN
VLAN 1 30 ; N
VLAN o ; VLAN
. (Switch2) (Switchl) , (Switchl) VLAN
(Switch2) .
i
Jom VLAN.
6.3.3 VLAN
pHammer3550-24/pHammer3550-48 VLAN, : |IEEE 802.1Q
tagged |EEE 802.1Q untagged . IEEE 802.1Q untagged
VLAN,  |EEE 802.1Q tagged VLAN.
VLAN )
[ ] config vlan <name> add port <portlist> [tagged|untagged]
[ J<name> vlan , <portlist> , tagged VLAN tagged
) untagged VLAN untagged .
[ 1 VLAN IEEE 802.1Q untagged

Default VLAN,
Default VLAN o
Default VLAN,
VLAN,
VLAN
VLAN .
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; untagged VLAN.,
[ )| market  VLAN, 2 IEEE 802.1Q untagged

VLAN,
Harbour (config)#show vlan market

VLAN ID I 2045
Name : market
MAC address : 00:45:32:65:98:72
Tagged Ports
Untagged Ports : 2 4 5 8 9 10
market IEEE 802.1Q tagged VLAN 2 ,

Harbour (config)#config vlan market add port 2 tagged
Harbour (config)#show vlan market

VLAN ID : 2045
Name : market
MAC address : 00:45:32:65:98:72
Tagged Ports 2
Untagged Ports - 4 5 8 9 10
) 2 |EEE 802.1Q tagged market, untagged ports
2
6.3.4 IP
pHHammer3550 ) ; VLAN IP Address.
IP )
[ 1 config vlan <name> ipaddress <A.B.C.D/M>

config vlan <name> ipaddress <A.B.C.D> <A_B.C.D>

¢ 1 <name> VLAN , <A.B.C.D> VLAN 1P » M

¢ ] VLAN default IP 192.168.0.232, 24,
Harbour (config)#config vlan default ipaddress 192.168.0.232/24

b

Harbour (config)#config vlan default ipaddress 192.168.0.232
255.255.255.0

6.3.5 VLAN Tag

pHammer3550-24/uHammer3550-48 VLAN  Tag 1-4094 o
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6.4 VLAN
VLAN o VLAN
1. VLAN VLAN o
2. VLAN IP .
3. VLAN Tag ( Tag).
4. VLAN o 802.1Q tag-
6-1HammerOS VLAN
create vlan <name> VLAN
config vlan <name> ipaddress <name> VLAN IP
<A.B.C.D/M>
config vlan <name> ipaddress <A.B.C.D> <name> VLAN IP
<A_B.C.D>
config vlan <name> tag <1-4094> VLAN tag  VLANID
config vlan <name> [add]|delete] port VLAN ,
<portlist> [tagged]untagged] tagged untagged
6.4.1 VLAN
pHammer3550-48 development  VLAN, VLAN IP
202.106.15.3 255.255.255.0, 3, 6, 17-20, untagged

o

Harbour(config)#create vlan development

Harbour(config)#config vlan development ipaddress 202.106.15.3
255.255.255.0

Harbour (config)#config vlan development add port 3,6,17-20 untagged

,  HHammer3550-48 ; video  Tag-Based VLAN, VLAN
VLANID 128, 4 8 VLAN tagged .

Harbour (config)#create vlan video
Harbour (config)#config vlan video tag 128
Harbour (config)#config vlan video add port 4-8 tagged

6.4.2 VLAN

[ 1 delete vlan [<name>|all]
[ )| name , vlan, all vlan(default )o
VLAN VLAN  untagged untagged VLAN
default .

Copyright by Harbour Networks, Ltd. All rights reserved. 68



pHammer3550-24/3550-48 l l e il

( ]

6.4.3 VLAN IP

[ 1 no vlan <name> ip
[ ]
¢ ] vlan market IP

Harbour (config)#no ip-vlan market

6.4.4 VLAN

[ 1 show vlan {<name>}*1
[ 1 name . name , name  VLAN
o name , VLAN . Show
VLAN
e VLAN (VLAN name)
e VLANID
e |P

VLAN  tagged
VLAN  untagged

[ )| VLAN development, VLAN ,
Harbour (config)#show vlan development

VLAN 1D 1 2046
Name : development
IP Address : 202.106.15.3 /24
MAC address : 10:82:c3:45:11:22
Tagged Ports :
Untagged Ports 3 6 17 18 19 20
6.5 VLAN
i : pHammer 3550-24 o
6.5.1 VLAN
VLAN VLAN , VLAN
) ) o , ingress - VLAN

1. Default VLAN
2. VLAN Load sharing
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3. VLAN mirrored_to_port
4. VLAN VLAN
5. VLAN VLAN QoS

6.5.2 VLAN

[ ] config vlan <name> uplink_port <portno>
[ ] VLAN ) VLAN o VLAN
VLAN ; ) o
[ )| <name>  VLAN ; portno .
[ 1

Harbour (config)#create vlan iso_vlan
Harbour (config)#config vlan iso_vlan add port 1,2,3 untagged
Harbour (config)#config vlan iso_vlan uplink _port 1

1 vlaniso_vlan , vlaniso_vlan 2.3

VLAN , show vlan )

Harbour (config)#show vlan iso_vlan

VLAN 1D 1 2046

Name : iso_vlan

VLAN Type - Normal

MAC address : 00:05:3b:80:00:01
Uplink Port o1

Tagged Ports
Untagged Ports : 1 2 3

6.5.3 VLAN

[ 1 no vlan <name> uplink_port
[ )| VLAN o

¢ ] name  VLAN .

¢ ]

Harbour (config)#no vlan iso_vlan uplink_port

Copyright by Harbour Networks, Ltd. All rights reserved.
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e RSTP N

7.1 STP

Hammer |IEEE802. 1d

b

7.1.1STP

STP

Hammer STP
config stpd default [enable | disable]
enable, STP )
STPR, )

config stpd default enable

Hammer

b

RSTP

STP ,

disable,

STP

config stpd default port [<portlist>[all] [enable|disabl €]

<portlist>[all
stp )

10 STP

config stpd default port 10 enable

disable,

, dl

°

Copyright by Harbour Networks, Ltd. All rights reserved.
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STP,

STP o

STP )
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STP
STP  STP )
STP Hammer
e Bridge Priority
e HelloTime

e Forward Delay

e MaxAge
° Path Cost
e  Port Priority
STP
STP .

config stpd default priority <0-65535>

0-65535, 32768,
Bridge) - 0 o
STP 2000,
config stpd default priority 2000
BPDU

BPDU )
config stpd default hellotime <1-10>
HelloTime 1-10, , 2

BPDU

config stpd default hellotime 5
i ! : HelloTime ForwardDelay-2
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config stpd default forwarddelay <4-30>

ForwardDelay 4-30, ) 15

config stpd default forwarddelay 20

BPDU

BPDU )

config stpd default maxage <6-40>

MaxAge 6-40, ) 20 .

BPDU 30 ,

config stpd default maxage 30

: Maxage 2*(HelloTime + 1),

STP

STP )
config stpd default port [<portlist> | al ] priority <0-255>

, <portlist> , al
0-255, 128. ;

°

STP 10 120,

config stpd default port 10 priority 120

STP

STP ,
config stpd default port [<portlist> | al ] cost <1-65535>

, <portlist> , dl
HammerOS

e 10Mbps 100
Copyright by Harbour Networks, Ltd. All rights reserved.

: ForwardDelay HelloTime+2

20

BPDU ) o

2*(ForwardDelay — 1)

°

(Root Port),

o 1-65535,
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e 100Mbps 19
e 1000Mbps 4
STP 200,

config stpd default port 10 cost 200

7.1.2 STP

STP
e BridgelD
e Root BridgelD
e SITP
: show stpd default
STP ; : show stpd default.

STP Domain default information

-- Designated Root Info --
Priority : 32768

Mac address 00: 05: 3b: 00: 04: 90

Max Age : 30
Hello Time : 5
Forward Delay : 20

-- STP Domain Config Info --

Priority

Mac address
Root Path Cost
Root Port
Bridge Max Age

Bridge Hello Time

32768

00: 05: 3b: 00: 04:

200

10

30

5
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Bridge Forward Delay: 20

STP

e Designated port

show stpd default port [<portlist> | al ]
, <portlist> , al
10 STP )

show stpd default port 10

Port 10 "s Spanning Tree Protocol Information

Port Join STP Domain default *s Calculate

-- Port Info --

Port id : 18
Priority : 120
State : Disable
Path Cost : 100
Designated Cost : 0

-- Designated Port --
Port id : 18
Priority : 128
-- Designated Root --

Priority : 32768

Copyright by Harbour Networks, Ltd. All rights reserved.
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Mac address
-- Designated Bridge --
Priority

Mac address

00: 05: 3b: 00: 04: 90

32768

00: 05: 3b: 00: 04: 90

7.1.3 STP
7-1 STP
config stpd default [enable | disable] STP
config stpd default priority <0-65535> STP
0-65535,
32768.
(Root Bridge)- 0
config stpd default hellotime <1-10> BPDU
HelloTime 1-10,
) 2
config stpd default forwarddelay <4-30>
ForwardDelay 4-30,
, 15
config stpd default maxage <6-40> BPDU )
BPDU ,
MaxAge 6-40, ,
20
config stpd default port STP
[<portlist>]all] [enable]disable]
config stpd default port [<portlist> | STP o
all ] priority <0-255> 0-255,
128,
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(Root Port), 0

config stpd default port [<portlist> |
all ] cost <1-65535>

STP
1-65535, Hammero0S

10Mbps 100
100Mbps 19
1000Mbps 4
show stpd default STP
show stpd default port [<portlist> | all ] STP
7.2 RSTP
RSTP |EEE802.1w , STP 802.1d ,
, P2P ( ) , . RSTP
7.2.1 RSTP
RSTP
. RSTP
. RSTP
. RSTP
RSTP
Hammer RSTP o RSTP )
config spanning-tree [enable | disabl€]
enable, RSTP; disable, RSTP o
RSTP, )

config spanning-tree enable

Copyright by Harbour Networks, Ltd. All rights reserved.
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RSTP

Hammer RSTP 0

b

Config spanning-tree port <port> [none-stp] [yes | no |

<port> ; yes,
no, RSTP 0

10 RSTP ) )

config spanning-tree port 10 none-stp yes

RSTP

RSTP )
e Bridge Priority
e HelloTime
e Forward Delay
e MaxAge

e Force-version

e  Path Cost
e  Port Priority
o P2P
e Edge
RSTP
RSTP )

Config spanning-tree priority <0-61440>

0-61440, 32768.
(Root Bridge) . 0 o
. : RSTP 8192,

config spanning-tree priority 8192
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BPDU

BPDU )
Config spanning-tree hello-time <1-10>

HelloTime 1—10, ) 2 . : BPDU
4

config spanning-tree hello-time 4

Config spanning-tree forward-delay <4-30>

ForwardDelay 4—30, ) 15 . )
10 ,

config spanning-tree forward-delay 10

1
i : Hello-time, Max-Age Forward-Delay
2*(Hello-time + 1) <= Max-Age <= 2*(Forward-Delay - 1)

BPDU

RSTP BPDU ) BPDU )

Config spanning-tree maximum-age <6-40>

Maximum-age 6—40, , 20 . , RSTP BPDU
30 ,

config spanning-tree maximum-age 30

I .
i : Hello-time, Max-Age Forward-Delay
2*(Hello-time + 1) <= Max-Age <= 2*(Forward-Delay - 1)

RSTP

RSTP )
Config spanning-tree port ~ <port> [priority] <0-240>

0_ 240, 16 ’ 1280
Copyright by Harbour Networks, Ltd. All rights reserved.
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) (Root Port), 0 o )
RSTP 10 96,

config spanning-tree port 10 priority 96

RSTP

RSTP )
Config spanning-tree port <port> [path-cost] [auto | <1-200000000]

1-200000000, )

) auto. auto , RSTP , RSTP
e 10Mbps 2000000
e 100Mbps 200000
e  1000Mbps 20000

) RSTP 10 300000,

config spanning-tree port 10 path-cost 300000

STP

|EEE 802.1d STP » RSTP ) 802.1d
STP )

config spanning-tree [force-version] [0 | 2]

force-version 2 RSTP ; force-version o ,
STP o 2, RSTP o , |EEE 802.1d
STP )

config spanning-tree force-version 0

802.1d STP 802.1w RSTP ,
config spanning-tree mode [stp|rstp]
stp 802.1d STP , rstp 802.1w RSTP o RSTP ,

config spanning-tree mode rstp
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802.1d STP

RSTP STP )

config spanning-tree mcheck yes

P2P

pP2pP )
Config spanning-tree port <port> p2p [yes | no | auto]

yes, no, auto. auto, RSTP
) RSTP )

b

config spanning-tree port 10 p2p yes

edge
Edge ;

config spanning-tree port <port> [edge] [yes | no]

edge yes, no, no.
; edge
o ; 10 edge ;
config spanning-tree port 10 edge yes
7.2.2 RSTP
RSTP
RSTP
e BridgelD
e Root BridgelD
e RSTP
RSTP ) : show spanning-tree.
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show spanning-tree

-- Designated Root Info --

Priority

MAC address

Designated

Max Age

Port ID

Hello Time

Forward Delay

: 133726292

: 00:05:3b:04:00:50

:0/13

120

12

215

-- STP Domain Config Info --

Priority

MAC address

Root Port

- 133726272

1 22:22:22:22:22:22

:0/18

Root Path Cost

Bridge Max Age

Bridge Hell

o Time

: 200000

120

12

Bridge Forward Delay : 15

Bridge ForceVersion

Num pri
0/24 128
0/23 128
0/22 128
0/21 128

0/20 128

All portsinfomation in STP domain 2047

12

path--cost role span-state

2000000

2000000

2000000

2000000

2000000

Dis Discarding
Dis Discarding
Dis Discarding
Dis Discarding

Dis Discarding

Copyright by Harbour Networks, Ltd. All rights reserved.

SPANNING TREE infomation in STP domain 2047

Ink p2p edg
N N N
N N N
N N N
N N N
N N N

pendcost designated root id

N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050

N 200000 32768:00053b040050
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N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050
N 200000 32768:00053b040050

N 200000 32768:00053b040050

0/19 128 2000000 DisDiscarding N N N
0/18 128 200000 Root Forwarding Y Y N
0/17 128 2000000 DisDiscarding N N N
0/16 128 2000000 DisDiscarding N N N
0/15 128 2000000 DisDiscarding N N N
0/14 128 2000000 DisDiscarding N N N
0/13 128 2000000 DisDiscarding N N N
0/12 128 2000000 DisDiscarding N N N
0/11 128 2000000 DisDiscarding N N N
0/10 128 2000000 DisDiscarding N N N
0/9 128 2000000 DisDiscarding N N N
0/8 128 2000000 DisDiscarding N N N
0/7 128 2000000 DisDiscarding N N N
0/6 128 2000000 DisDiscarding N N N
0/5 128 2000000 DisDiscarding N N N
0/4 128 2000000 DisDiscarding N N N
0/3 128 2000000 DisDiscarding N N N
0/2 128 2000000 DisDiscarding N N N
0/1 128 2000000 DisDiscarding N N N
RSTP
RSTP
o
o
RSTP )

°

b

show spanning-tree port 10

10
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STP

, <port>

b
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Num pri

0/10 128

7.2.3 RSTP

7-2RSTP

path--cost role span-state

2000000 DisDiscarding N N N

Ink p2p edg pendcost designatedrootid

N 200000 32768:00053b040050

config spanning-tree [enable | disable] RSTP

config spanning-tree priority <0-61440> (4096 )
config spanning-tree maximum-age <6-40> BPDU

config spanning-tree hello-time <1-10> hello-time

config spanning-tree

forward-delay <4-30>

forward-delay

config spanning-tree

[force-version] [0 | 2]

RSTP

config spanning-tree

mcheck yes

802.1d STP

config spanning-tree port <port> [path-cost]
[auto | <1-200000000]

config spanning-tree port <port> [priority]
<0-240>

@16 )

config spanning-tree port <port> [none-stp] [yes

| no ]

RSTP

config spanning-tree port <port> p2p [yes | no |
auto]

P2P

config spanning-tree port <port> [edge] [ves |
no ]

edge

show spanning-tree

RSTP

show spanning-tree port <port>

RSTP
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8 IGMP Snooping

IGMP (Internet Group Management Protocol )

IP o
IGMP Snooping IGMP
IGMP Snooping
8.1 IGMP Snooping
IGMP, )

service igmp snooping enable

8.2 IGMP Snooping

1. ,

IGMP

config igmp snooping router_timeout <10~2147483647>

router_timeout

10~2147483647 : o

2. ,

°

config igmp snooping host_timeout <10~2147483647>

host_timeout

10~2147483647 : o

) , router_timeout =500 , host_timeout = 600

b

Harbour (config)#config igmp snooping router_timeout 500

Harbour (config)#config igmp snooping host_timeout 600

show igmp snooping summary
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Harbour (config)#show igmp snooping summary

—————————— igmp snhooping summary ---------—-

Router timeout 260s(D)
Host timeout 260s(D)
Total group 0
Max group 255
D: default.
8.3 IGMP Snooping
VLAN VLAN ) )

clear igmp snooping vlan [name]all]

) <name> VLAN , dl VLAN.

) default , ’

Harbour (config)#clear igmp snooping vlan default

8.4 IGMP Snooping

IGMP, )

service igmp snhooping disable

8.5 IGMP Snooping

VLAN VLAN ) )

show igmp snooping vlan <name>

) <name> VLAN , <name> adl , VLAN.

) default )

show igmp snooping vlan default

Copyright by Harbour Networks, Ltd. All rights reserved.
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8.6 IGMP Snooping

8-1 IGMP Snooping

Service igmp-snooping
[enable|disable]

/ IGMP Snooping

config igmp snooping router_timeout ( 260 O
<10~2147483647>
config igmp snooping host_timeout ( 260
<10~-2147483647>
clear igmp snooping vlan <name> VLAN VLAN
) name all VLAN
show igmp snooping timer
show igmp snooping vlan <name> VLAN VLAN

Copyright by Harbour Networks, Ltd. All rights reserved.
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9 QoS
9.1 QoS
911
QoS (Quality of Service) IP ; IP ;
. QoS N IP , )
) ) o , QoS
o QoS IP o
QoS ) N )
pHammer3550-24/pHammer3550-48 4 o SP (Strict Priority)
WRR (Weighted Round Robin) .
o SP: ’
. WRR: Low, Norma, Medium, High
, 4 o
QoS CoS 802.1p MAC. PORT. VLAN. ACL
. CoS : H
s ( )0
9.1.2 QoS
QoS : MAC < PORT < VLAN < ACL.
QoS ) ) )
QoS ) o
9.1.3 (DiffServ)
pHammer3550-24/uHammer3550-48 QoS 1Pv4 (DiffServ),
IPv4 DSCP ,
° |1Pv4 DSCP
o IPv4 DSCP , )
DiffServ
. PORT DiffServ
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. VLAN DiffServ
o ACL DiffServ
9.1.4 (ToS)
pHammer3550-24/puHammer3550-48 QoS IPv4 ToS
° VLAN ToS
o ACL ToS
pHammer3550-24/pHammer3550-48 ) ; 1M,
8 .
9.2 QoS
9.2.1 QoS
/ QoS o CoS o
[ ] service qos [enable|disable]
[ )| 8 802.1p 0 CoS . enable
4 CoS , 8 802.1p CoS ; disable
QoS ) QoS o
[ 1
9.2.2 CoS
CoS )
[ 1 config WRR-queue bandwidth <low,normal,medium,high>
[ 14 CoS 0. 1. 2. 3 low. normal. medium. high.
(SP) : config WRR-queue bandwidth 0,0,0,0.
(WRR) : config WRR-queue bandwidth 1,2,3,4.
Low: Norma: Medium: High 1. 2: 3: 4, High
4 ; Medium Norma 2 ; Low
1 o 1-255,
[ )|
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CoS )

[ 1 show wrr-queue

[ ] 4

¢ ]

[ ] 1,2,3,4, :
Harbour (config)#config WRR-queue bandwidth 1,2,3,4
Harbour (config)#show wrr-queue
———————— QoSQueue -------- WRR value -------—-
———————— Low -———— 1 ————————— -
———————— Normal ----———— 2 ——————— -
———————— Medium ---————- 3 ——————— -
———————— High ——————— 4 e

9.2.3802.1p CoS

802.1p CoS )

[ 1 config priority <0-7> qosqueue [Low|Normal |[Medium|High]

[ 1 CoS_SEL 802.1p CoS .

[ ]

9.2.4 802.1p CoS

802.1p CoS o
[ 1 show dotlp-QosQueue-mapping
[ ]
802.1p CoS ) o

Harbour (config)#show dotlp-gosqueue-mapping

———————— Low ————————
———————— Normal -----—-——-
———————— Normal ------——-
———————— Medium --—————-
———————— Medium --—————-

~N~No ok~ WNEO

802.1p 7 Low 0 CoS o
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Harbour (config)#config priority 7 qosqueue low
Harbour (config)#show dot
Harbour (config)#show dotlp-gosqueue-mapping

———————— Dotlp Priority-----------Q0S Queue ---------
————————— 0] ———— Low —————
————————— 1 —_————— Low —————
————————— 2 ———————— Normal ————————
————————— 3 ———————— Normal ————————
————————— 4 —_————— Medium —————
————————— 5 ———————- Medium ———————-
————————— 6 ———————- High ————————
————————— 7 —_————— Low —————

9.25 MAC

[ ] create fdbentry <mac_address> vlan <name> port <portlist> {priority <0-7>}*1

[ 1 FDB ) MAC MAC

802.1p CoS o
[ ]
[ ]

Harbour (config)#create fdb 001122334455 vlan default port 5 priority
7
Harbour (config)#show gos mac

“““““““““““““““““ MAC
MAC address Port VLAN name Priority
00:11:22:33:44:55 5 default 7

9.2.6 PORT

802.1p )
[ 1 config port [<portlist>|all] remap-priority [on]|off]
[ ] / 802.1p
[ ]
9.2.7 802.1p
[ 1 config port [<portlist>]all] remap-priority <0-7>
[ )| priority 802.1p o
802.1p CoS o
[ ]
[ ]

Harbour (config)#config port 1 remap-priority on
Harbour (config)#config port 1 remap-priority 6
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Harbour (config)#show qos port

Port: 1°s 802.1p priority is 6.

9.2.8 VLAN

[ 1 config vlan <name> priority <0-7>

[ ] VLAN VLAN o
VLAN 802.1p ) CoS o

[ ]

[ )|

Harbour (config)#config vlan test priority 7
Harbour (config)#show qos vlan

VLAN: test"s 802.1p priority is 7.

9.2.9 ACL
( 1 config acl <name> priority <0-7>
( ] ACL ACL .
ACL 802.1p , CoS
[ ]
[ ]

Harbour (config)#config acl test priority 6
Harbour (config)#show qos acl

ACL : test"s 802.1p priority is 6.

9.3 DiffServ
IP ToS (Type Of Service) . DiffServ 8 ToS )

DS (DifferServer) , 6 DSCP ( DifferServer CodePoint)

codepoint, .
DSCP DSCP QoS ; . DiffServ
IPv4 DSCP ,

1. IPv4 DSCP

° IPv4 DSCP
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o VLAN IPv4 DSCP

o ACL IPv4 DSCP
2. DSCP 802.1p ) DSCP IPv4
DiffServ )

1) service gos enable
2) config dscp to-802.1p map codepoint [0-7|8-15|16-23|24-31|32-39]40-47|48-55|56-63] priority <0-7>
3) config dscp enable

4) config dscp to-802.1p [on|off] ,

9.3.1 Differv

[ 1 config dscp [enable]disable]

[ )| DiffServ , differv .
[ ]

[ ]

Harbour (config)#config dscp enable

9.3.2 Differv
[ 1 config dscp to-802.1p [on]off]
[ ] DiffServ .
on IPV4 DSCP
off ; DSCP 1PV4
[ )|
[ )|

Harbour (config)#config dscp to-802.1p on
Harbour(config)#config dscp to-802.1p off

9.3.3 Differv  802.1p

[ ] config dscp to-802.1p map codepoint [0-7]8-15]16-23]24-31]32-39]40-47
|48-55]56-63] priority <0-7>
[ )| differv dscp codepoint 802.1p o
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9.34

™ P PN PN

™ PN PN PN

9.3.5

™ PN PN PN

™ PN PN PN

dscp codepoint 802.1pri
0-7

8-15
16-23
23-31
32-39
40-47
48-55
56-63

~N o o~ WO N - O

Harbour(config)#dscp to-802.1p map codepoint 16—23 priority 2

VLAN DSCP

1 config vlan <vlanname> dscp <0-63>
)| vlan dscp

]
1 Harbour (config)#config vlan default dscp 6

1 no vlan <name> dscp

] vlan dscp

)|

1 Harbour(config)#no vlan default dscp

ACL DSCP

1 config acl <name> dscp <0-63>

] acl dscp

]

1 Harbour(config)#config acl acl_1 dscp 24

1 no acl <name> dscp
1 acl  dscp
)|

] Harbour(config)#no acl acl_1 dscp
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9.3.6

(
[

™ PN PN PN

9.3.7

™ PN PN PN

PORT DSCP
1 config port [<portlist>]all] dscp <0-63>

codepoint

]
1 Harbour(config)#config port 1, 3—12, 5 dscp 63

] no port [<portlist>]all] dscp
)| port  dscp

)|

] Harbour(config)#no port 4 dscp

DiffServ

1 show dscp [vlan]acl|port]all]

] DiffServ

)|

)|
Harbour (config)#show dscp all
————————————— VLAN DSCP-----———————-
VLANName DSCP
vl 10
————————————— ACL DSCP---—-———————-
AclName DSCP
test 10

DiffServ  8021.p

1 show dscp map

] DiffServ  802.1p
)|

)|

Harbour (config)#show dscp map

dscp codepoint 802.1pri
0-7 0
8-15 1
16-23 2
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9.4 ToS

IP

94.1

™ PN PN PN

9.4.2

™ PN PN PN

™ PN PN PN

9.4.3

™ PN PN PN

23-31
32-39
40-47
48-55
56-63

~No ok W

ToS (Type Of Service) o
VLAN |IPv4 ToS
ACL IPv4 ToS

ToS

1 config tos [enable|disable]
)| tos .

)|

)|

Harbour(config)#config tos enable

VLAN ToS

1 config vlan <name> tos_p <1-7>

] vlan  ToS, vlan IP ToS
)|

] Harbour(config)#config vlan test tos p 6

1 no vlan <name> tos_p
1 vlan  tos
]

1 Harbour(config)#no vlan test tos_p

ACL ToS
1 config acl <name> tos_p <0-7>
] ACL  tos, ACL IP tos

]
] Harbour(config)#config acl acl_1 tos p 5
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™ PN PN PN

9.4.4

™ PN PN PN

9.5

9.5.1

1 no acl <name> top_p

] ACL  tos

1

] Harbour(config)#no acl acl_1 tos_p

ToS

1 show tos_p [vlan]acl]all]

] ToS

)|

)|
Harbour (config)#show tos all
————————————— VLAN ToS---—————-———-
VLANName ToS P
vl 3
————————————— ACL ToS---—-————-————-
AclIName ToS P
test 2

(bandwidth)

] config port [<portlist>]|all] bandwidth input <0-127>

)| o <0-127> ) M (
( Jo

]

1 Harbour(config)#config port 3 bandwidth input 20

] config port [<portlist>]all] bandwidth output <0-127>

)| o <0-127> ) M (
( Jo

1

1 Harbour(config)#config port 3 bandwidth output 20
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9.5.3

1 show bandwidth port

] o

]

1 Harbour(config)#show bandwidth port 3

™ PN PN PN

9.6 QoS

service qos [enable|disable] / QoS

config WRR-queue bandwidth
<low,normal ,medium,high>

show WRR-queue 4

config priority <0-7> qosqueue
[Low|Normal |[Medium|High] 802.1p Cos
show dotlp-QosQueue-mapping 802.1p Cos

create fdbentry <mac_address> vlan
<name> port <portlist> {priority FDB  802.1p
<0-7>}

config port [<portlist>]all]
remap-priority <0-7> 802.1p

config vlan <name> priority <0-7> VLAN

no vlan <name> priority vlan

config acl <aclname> priority <0-7> ACL

no acl <name> priority ACL

show qos [port]|mac|vlan]acl]all] QoS

config tos [enable]disable] tos

config vlan <name> tos p <1-7> vlan Tos

no vlan <name> tos p vlan Tos

config acl <aclname> tos_p <0-7> acl Tos

no acl <name> top_p acl Tos

show tos p [vlan]acl]all] tos
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10

10.1

10.2

10.2.1

™ PN PN PN PN

10.2.2

™ PN PN PN PN

N N 0 monitor,

° server,

1

] config syslog [enable|disable]

)| enable ; disable
]

]

Harbour (config)#config syslog enable

Successfully changed syslog service to enable

)|

] config syslog type [<name>]|all] [enable]disable]

] enable ; disable

1

1 name ; show syslog configuration

: AUTH, BGP, CLI, SYSLOG, DEVCTRL, ARP, DOT1X,
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10.2.3

™ PN PN PN

10.2.4

™ PN PN PN PN PN

10.2.5

™ PN PN PN PN PN

PORT, FDB, RADIUS, RIP, ROUTE, SNMP, STP, SYSTEM, VLAN, WEB, SERVICE, DHCPR
. all .
)| AUTH , AUTH
Harbour (config)#config syslog type auth enable

Successfully changed syslog type auth to enable.

]

1 config syslog lowest-level <0-7>

]

)| 0o 7 EMERG , ALERT , CRITERR, CRIT, ERR,
WARNING, NOTICE, INFO, DEBUG.

)| 3 3 ( 0—3)

Harbour (config)#config syslog lowest-level 3

Successfully changed syslog service lowest-lever level 3 [ERR].

]

1 record command-line [enable]disable]

1 enable ; disable o
)|

)| 6, INFO o

1

Harbour (config)#record command-line enable

Successfully changed syslog record CLI to enable.

telnet

] telnet
1 record valid-access [enable|disable]

] enable ; disable .

]
] 5, NOTICE o
] telnet

Harbour(config)#record valid-access enable
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10.3
10.3.1
¢ ]
¢ ] config syslog server [enable]disable]
[ ] enable ; disable .
[ ]
[ ] , o
[ ]
Harbour (config)#config syslog server enable
Successfully changed syslog service logto server enable.
Warning: Syslog server config is empty.Please add syslog server.
10.3.2
[ ] b IP b b
[ 1 config syslog [add|delete] server <A.B.C.D>{[port] <1-65535>}*1 {[facility]
<0-7>}*1
[ ] add , delete ; A.B.C.D
server IP , port
,» Tacility .
[ )|
[ )| , .
[ )| IP 10.12.3.4 ; 8808, facility 5:

Harbour(config)#config syslog add server 10.12.3.4 port 8808 facility 5
Successfully added syslog server 10.12.3.4

) 1P 10.1.4.1, 6500, facility 1:

Harbour(config)#config syslog delete server 10.1.4.1 port 6500 facility 1
Successfully deleted syslog server 10.1.4.1
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10.4
104.1
¢ ]
¢ ] config syslog monitor-terminal [enable]disable]
[ )| enable , disable
[ ]
[ ] , .
[ ]
Harbour (config)#config syslog monitor-terminal enable
Successfully changed syslog service logto monitor-terminal to
enable.
10.4.2
¢ ]
[ 1 monitor [on]off]
[ )| on , disable
[ ]
[ ] .
[ ]
Harbour (config)#monitor on
Successfully changed your terminal display syslog messages.
10.4.3
[ ]
[ 1 monitor timestamp [none|time]|datetime]
¢ ]
¢ ] .
[ ]
Harbour (config)#monitor timestamp datetime
10.4.4
[ ]
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10.4.5

™ PN PN PN

10.5

10.5.1

™ PN PN PN PN

] monitor lowest-level <0-7>

]

] ) 0o 7 EMERG,
ALERT, CRITERR, CRIT, ERR, WARNING, NOTICE, INFO, DEBUG.

] 3 3

Harbour (config)#monitor lowest-level 3

Successfully changed monitor lowest-lever level 3 [ERR]-

]

] monitor type [<typename>|all] [on]off]

)|

)| , typename , show syslog

configuration , : AUTH, BGP, CLI, SYSLOG,

DEVCTRL, ARP, DOT1X, NAS, OSPF, PORT, FDB, RADIUS, RIP, ROUTE, SNMP, STP,
SYSTEM, VLAN, WEB, SERVICE, DHCPR . all o

]

Harbour (config)#monitor type all on

Successfully changed to display all messages.

)| , .

1 show syslog configuration

)|

1 , .
1

Harbour (config)#show syslog configuration

Syslog Serviceisup.
--Service Syslog logto flashfileis up.
--Service Syslog logto server is down.

Have no syslog server.
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10.5.2

™ PN PN PN PN

10.6

10-1

--Service Syslog logto monitor-terminal is up.

--L og messages that not lower than level 4 [WARNING].

--Log these types messages.

--Not log these types messages:
:AUTH:BGP.CLI:SY SLOG:DEVCTRL:ARP.DOT1X:NAS.OSPF:PORT:FDB
‘RADIUS.RIP.ROUTE:SNMP:STP.SY STEM:VLAN:WEB:SERVICE:DHCPR

Record command-line is disabled

)| ,
] show monitor configuration

)|

1 .

1

Harbour (config)#show monitor configuration

Monitor has been on.

Monitor show messages with none timestamp.

Monitor only display log messages that not lower than level 7 [DEBUG].

Monitor display messages of these types:

Monitor donot display messages of these types:
AUTH:BGP:CLI:SYSLOG:DEVCTRL:ARP:DOT1X:NAS:OSPF:PORT:FDB:RADIUS

‘RIP:.ROUTE:SNMP:STP:SY STEM:VLAN:WEB:SERVICE:DHCPR:
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config syslog [enable|disable]

, disable o

. enable

config syslog monitor-terminal
[enable]disable]

, disable .

. enable

config syslog lowest-level <0-7>

lowest-level
» 12 » 2:
4: , b: , 6:

config syslog type [<name>|all]
[enable|disable]

- nName

, all
. enable , disable

record command-line [enable]disable]

, disable

. enable

°

config syslog server [enable]disable]

enable

, disable o

config syslog [add|delete] server <A_B.C.D>
{[port] <1-65535>}*1 {[facility] <0-7>}*1

, port

. <A.B.C.D> IP
» facility

show syslog configuration

monitor [on]off]

monitor timestamp [none|time|datetime]

monitor lowest-level <0-7>

monitor type [<typename>|all] [on]off]

show monitor configuration

record valid-access [enable]disable]

telnet
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11 NMS
e NMS
e NMS
o / IP
o NMS
e NMS
11.1 NMS
NMS(Net Management service) \
) , IP
, IP , IP ,
. 10 .
11.2 NMS
11.2.1
¢ ]
[ 1 config access-control {[telnet|snmp]}*1 [on]off]
[ )| on ; off
[ ]
[ 1] , telnet  snmp
Harbour(config)#config access-control on
Successfully changed access-control on.
[ 21 telnet
Harbour(config)#config access-control telnet on
Successfully changed telnet access-control on
11.2.2 NMS
[ ] NMS
[ 1 create nms-access-profile <access_profile_name>
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[ ] <access_profile_name> , 20 .
[ )|
[ )| admin

Harbour(config)#create nms-access-profile admin

Profile admin added success.

11.2.3 NMS

[ )| NMS

[ ] delete nms-access-profile <access_profile_name>

[ ] <access_profile_name> , 20 .
[ )|

[ 1 admin

Harbour(config)#delete nms-access-profile admin

Profile admin delete success.

11.2.4 Telnet
[ )| Telnet
[ ] config nms-access-profile <access_profile_name> telnet [enable|disable]
[ ] <access_profile_name> , 20 .
enable telnet ; disable o
[ 1
[ )| admin telnet

Harbour(config)#config nms-access-profile admin telnet enable

Config profile admin®s telnet-access enable success.

11.2.5 SNMP
[ )| SNMP
[ ] config nms-access-profile <access_profile_name> snmp [enable|disable]
[ 1 <access_profile_name> , 20 .
enable telnet ; disable o
¢ ]
[ ] admin SNMP

Harbour(config)#config nms-access-profile admin snmp enable

Config profile admin®s snmp-access enable success.

Copyright by Harbour Networks, Ltd. All rights reserved. 107



pHammer3550-24/3550-48 l l e il

11.3

11.3.1

[
(

11.3.2

114

11.41
[

/ IP

IP

)| IP
1 config nms-access-profile <access_profile_name> add ipaddress <A.B.C.D/M>
config nms-access-profile <access_profile_name> add ipaddress <A.B.C.D>
<A_B.C.D>

1 <A_B.C.D/M> <A.B.C.D> <A.B.C.D> 1P
]
1 admin P 10.5.3.1, 255.255.255.0

Harbour(config)#config nms-access-profile admin add ipaddress 10.5.3.1/24

Harbour(config)#config nms-access-profile admin add ipaddress 10.5.3.1
255.255.255.0

P

] IP
] config nms-access-profile <access _profile_name> delete ipaddress
[all |<A_B.C.D/M>]
config nms-access-profile <access profile _name> delete ipaddress
<A.B.C.D> <A.B.C.D>

] all IP; <A.B.C.D/M> <A.B.C.D> <A.B.C.D>
IP
]
1 admin IP 10.5.3.1, 255.255.255.0
Harbour(config)#config nms-access-profile admin delete ipaddress
10.5.3.1/24

Harbour(config)#config nms-access-profile admin delete ipaddress
10.5.3.1 255.255.255.0

]
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[ ] show access-control {[telnet]|snmp]}*1
[ )|
[ 1]

Harbour(config)#show access-control

Telnet access-control is : on

SNMP access-control is : on

[ 2] telnet

Harbour(config)#show access-control telnet

Telnet access-control is:on

11.4.2

¢ ]

[ ] show nms-access-profile {<access_profile_name>}*1
[ 1 <access_profile_name> ,
[ ]

[ ] admin

Harbour (config)#show nms-access-profile admin

Access profile name : admin
Telnet access status : disable

SNMP  access status : disable

No ID Network-IP NetMask
1 0 10.5.5.1 255.255.255.0
2 1 10.5.3.0 255.255.255.0

Total 2 Addresses.
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115

11-1

config access-control { [telnet|snmp] }*1

[on]off]

on

off|

create nms-access-profile
<access_profile_name>

delete nms-access-profile
<access_profile_name>

config nms-access-profile
<access_profile_name> telnet
[enable|disable]

config nms-access-profile
<access_profile_name>

snmp [enable|disable]

config nms-access-profile
<access_profile_name> add ipaddress
<A_B.C.D/M>

config nms-access-profile

<access_profile_name> add ipaddress <A.B.C.D>

<A_.B.C.D>

config nms-access-profile
<access_profile_name> delete ipaddress
|<A.B.C.D/M>]

config nms-access-profile
<access_profile_name> delete ipaddress
<A.B.C.D> <A.B.C.D>

show access-control {[telnet]snmp]}*1
show nms-access-profile
{<access_profile_name>}*1

[all

telnet

SNMP
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12 ACL
12.1 ACL
ACL (Access Control List) MAC 1P
. TCP/IUDP . )
pHammer3550-24/uHammer3550-48  ACL
e ACL permit any, ACL ACL
) ACL o
. , ACL ACL
. ) ACL o
12.2 ACL
12.2.1 / ACL
[ 1 service acl [enable]disable]
[ ] ACL , enable disable
ACL
¢ ]
12.2.2 IP ACL
[ ] create acl <name> ip DIP [<A.B.C.D/M>]any] SIP [<A.B.C.D/M>|any] [permit
|deny] ports [<portlist>]any]{precedence <0-255>}*1
[ )| IP ACL o IP IP
) ; precedence ) (0-255),
0.
¢ ]
[ ]

Harbour(config)#create acl test ip ip DIP 10.1.30.1/16 SIP
10.1.40.8/16 deny ports any precedence 30
Harbour (config)#show acl all

ACL test ip ip DIP 10.1.30.1/16 SIP 10.1.40.8/16 deny ports any
precedence 30
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12.2.3
[

12.2.4

12.2.5

UDP ACL

] create acl <name> udp DIP[<A.B.C.D/M>]any]ip-port [<dst_port>|any]
SIP[<A.B.C.D/M>]any] ip-port [<src_port>]any][permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

] UDP  ACL . IP. IP,
) , precedence )
(0-255), 0.
)|
)|

Harbour (config)#create acl test_udp udp DIP any ip-port 800 SIP any
ip-port 400 deny ports any precedence 10
Harbour (config)#sh acl all

ACL test_udp udp DIP any ip-port 800 SIP any ip-port 400 deny ports
any
precedence 10

TCP ACL

] create acl <name> tcp DIP [<A.B.C.D/M>]any] ip-port[<dst_port>]any] SIP
[<A.B.C.D/M>]any]ip-port[<src_port>]any][permit]deny]ports [<portlist>
|any]{precedence <0-255>}*1

] TCP  ACL . IP. IP,
) , precedence )
(0-255), 0.
)|
)|

Harbour (config)#create acl test_tcp tcpDIP 11.1.30.1/24 ip-port 800
SIP 11.1.0.1/24 ip-port 400 deny ports any precedence 7
Harbour (config)#sh acl all

ACL test_tcp tcpDIP 11.1.30.1/24 ip-port800SIP11.1.0.1/24 ip-port
400 deny
ports any precedence 7

ICMP  ACL

] create acl <name> icmp DIP [<A.B.C.D/M>]any]SIP [<A.B.C.D/M>]any]
type [<icmp_type>]any] code [<icmp_code>]any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}
] 1CMP ACL . 1P IP
, ICMP ICMP , , precedence
) (0-255), 0.
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(

12.2.6

12.2.7

12.2.9

]

MAC+IP  ACL

] create acl <name> mac-ip destination [<dst_mac> |any]
[<A.B.C.D/M> Jany] source [<src_mac> |any] [<A.B.C.D/M>]any]
[permit]deny] ports [<portlist>]any] {precedence <0-255>}*1

] MAC+IP ACL . 1P IP,
MAC MAC , , precedence )
(0-255), 0.
]
]
Harbour (config)#create ACL test_macip mac-ip destination
001122334455

11.40.1.1/16 source 001234565566 11.1.30.1/16 deny ports
any precedence 100
Harbour (config)#sh acl all

ACL test_macip mac-ip destination 001122334455 11.40.1.1/16 source

001234565566
11.1.30.1/16 deny ports any precedence 100

ACL

1 delete acl [<name>|all]

)| (name)  ACL , all ACL .
1
ACL
1 show acl [<name>]all]
] (name)  ACL , all ACL .
]
(counter)
ACL counter, ACL ~counter
12-1

12-1counter

create counter <name>
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config acl <name> counter <name>

ACL

clear counter [<name>|all]

no acl <name> counter

ACL

delete counter [<name>|all]

show counter [<name>]all]
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13 SNTP

e SNTP
e SNTP

o SNTP

13.1 SNTP

13.1.1 SNTP

SNTP (Simple Network Time Protocol )
) SNTP

13.1.2 SNTP
SNTP

Unicast:

Multicast: ’

Anycast:

13.2 SNTP

SNTP
o SNTP SNTP
o (.  SNTP ) SNTP

o ¢ SNTP ) SNTP
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° SNTP
13.2.1 SNTP
Hammer SNTP o
[ 1 config sntp-client [enable | disable]
[ )| enable, SNTP , disable,
SNTP o
[ ] SNTP SNTP o
[ )|
13.2.2 SNTP
Hammer SNTP o
[ ] config sntp-server [enable | disable]
[ )| enable, SNTP , disable,
SNTP o
¢ ] SNTP SNTP .
[ ]

13.2.3 SNTP

SNTP , SNTP
unicast, multicast, anycast, unicast o SNTP SNTP
) SNTP ; o
[ 1 cofig [sntp-client | sntp-server] mode <1-3>
[ 1 sntp-client ) sntp-server
o <1-3> unicast, multicast, anycast.
[ )|
[ )| sntp unicast

Harbour (config)#config sntp-client mode 1

13.2.4 SNTP P
SNTP unicast , SNTP SNTP IP ,
[ ] config sntp-client server ipaddr <A.B.C.D >
[ ] <A.B.C.D > SNTP IP o
[ 1
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[ )| IP 10.5.4.66
Harbour (config)#config sntp-client server ipaddr 10.5.4.66

13.2.5
anycast  unicast ; .
[ 1 config sntp-client update-interval <64-1024>
[ )| <64-1024> ) ) 64 (s)
[ ]
[ ] 100
Harbour (config)#config sntp-client update-interval 100
13.2.6
SNTP multicast )
[ ] config sntp-server broadcast-interval <64-1024>
[ ] <64-1024> , 64 (s).
¢ ]
[ ] 66 (s)
Harbour (config)#config sntp-server broadcast-interval 66
13.2.7 SNTP unicast
[ 1 no sntp-client mode
[ ]
[ 1 sntp , sntp unicast
Harbour(config-if)#no sntp-client mode
13.2.8 SNTP unicast
[ 1 no sntp-server mode
[ ]
[ 1 sntp , sntp unicast

Harbour(config-if)#no sntp-server mode

13.2.9 SNTP

[ 1 no sntp-client update-interval
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[ )|
[ )| sntp (64s):

Harbour(config-if)#no sntp-client update-interval

13.2.10 SNTP

[ 1 no sntp-server broadcast-interval
[ ]
[ )| sntp (64s):

Harbour(config-if)#no sntp-server broadcast-interval

13.3 SNTP

13.3.1
[ 1 show sntp-client
[ 1 show SNTP
[ ]
. IP
[ ]
e OSNTP
[ ] SNTP
Harbour (config)#show sntp-client
———————————— sntp client"s current state-----————————-—
sntp-client are running.
sntp-client"s mode is unicast.
sntp-server"s IPAddress is 10.5.4.66.
sntp-client"s update-interval is 64 seconds.
13.3.2
[ 1 show sntp-server
[ 1 show SNTP
[ ]
[ ]
e OSNTP
[ ] SNTP

Harbour (config)#show sntp-server
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sntp-server is running.

sntp-server"s mode is unicast.

13.4 SNTP

SNTP

pHammer3550

1. pHammer3550 )
unicast multicast J:

Harbour(config)#config sntp-server mode 3
Harbour(config)#config sntp-server enable
2,

Harbour(config)#config sntp-client mode 3
Harbour(config)#config sntp-client enable

3\ b
100 (s):

Harbour(config)#config sntp-client update-interval 100
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14

14.1

pHammer3550-24/uHammer3550-48

b

) VLAN

° IP
; IP o )
P, IP  172.30.0.1/24 ;

14.2

14.2.1

[ ] [start|stop] cluster

[ )| , ;

[ )|
14.2.2 commander switch

[ 1 config cluster commander

[ ] commander,
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Command switch

[ ]
14.2.3
[ 1 show cluster
[ ] , ID 0 Command switch Member switch
[ ]
¢ ]
Harbour (config)#show cluster
The system is commander,stack cluster information...........
|1D |duty |deviceType | stackPort |macAddress
|
| O | commander|] uHammer3550-24 | O |
00-05-3b-00-04-91 |
| 1 | member | uHammer3550-24 | 6 |
00-05-3b-00-38-99 |
| 2 | member | uHammer3550-24 | 6 |
00-05-3b-58-00-52 |
| 3 | member | uHammer3550-24 | 11 |
00-05-3b-58-00-32 |
| 4 | member | uHammer3550-24 | 6 |
00-05-3b-00-04-90 |
14.2.4
[ 1 config cluster member <1-7>
¢ ]
¢ ]
14.2.5
[ ] cluster download ftp [hammeros|config-file] <A.B.C.D> <username> <password>

<filename> [<clusterlist>]all]
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[ )|

[ )|

14.2.6

[ 1 cluster save [<clusterlist>]all]

¢ ]

[ ]

14.2.7

[ ] cluster erase [<clusterlist>]all]

¢ ]

¢ )|

14.2.8

[ 1 cluster reboot [<clusterlist>|all]

[ 1

[ 1

14.2.9 trap receiver

[ 1 config cluster trap version [vl]v2c] {community <string>}*1
[ )| trap receiver
[ )|

14.2.10 trap receiver

[ ] config cluster trap version [vl]v2c] {community <string>}*1
[ ] trap receiver, trap.
[ ]

14.2.11 trap

[ 1 show cluster snmp trap

[ ] trap

¢ ]
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HHammer3550-48 »  WHammer3550-24
, <1-50> <1-26> o
clear
enable )
exit ,
help
list
logout )
ping {[-t]1}*1 {[-count] <1-65535>}*1 o
{[-size] <0-6400>}*1 {[-waittime]
<1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>
quit
show ACL [<name>]all] ACL
show arp {[<A.B.C.D>|permanent]}*1 arp
show fdb {[mac] <macaddr>}*1 {[vlan] mac <macaddr>, vlan <vlan>
<name>}*1 FDB
show fdb agetime
show fdb permanent {[mac] <macaddr>}*1 FDB
{[vlan] <name>}*1
show history
show idle-timeout
show interface {<IFNAME>}*1
show ip route RIB
show ip route <A.B.C.D/M> RIB 1P
<A.B.C.D/M>
show ip route <A.B.C.D> RIB 1P <A.B.C.D>
show ip route [connected]static] RIB

show ip route summary

show mirroring
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show port [<portlist>]|all]
{[configuration|stats]}*1
show services ) telnet, snmp,
web manage
show sharing sharing
show stpd default STP
show stpd default port [<portlist> | all ] stp
show syscontact )
show syslocation
show time
show version Hammer0S
show vlan {<name>}*1 VLAN
telnet <A_B.C.D>
terminal length <0-512>
who
who am |
clear
(name) (all) ACL
clear counter [<name>|all]
clear igmp snooping vlan <name> VLAN
clear ip route static
clear stats port [<portlist>]all] ) portlist
) all
config ACL <name> priority <0-7> ACL
config WRR-queue bandwidth
<low,normal ,medium,high>
config access-control {[telnet]web] telnet. web  snmp
snmp]}*1 [on]off] o
config acl <name> counter <name> ACL
config igmp snooping host_ timeout
<10-2147483647>
config igmp snooping router_timeout
<10-2147483647>
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config loopDetect [enable]disable]

. enable
disable

’

config mirroring [add]delete] port
[<portlist>]all] [egress|ingress]

, delete
egress ,

, add

>

ingress

config mirroring disable

config mirroring to <1-50>

config fdb agingtime [0]<10-1000000>

Tdb

config nms-access-profile
<access_profile_name> snmp
[enable]disable]

NMS

snmp » enable )

disable

config nms-access-profile
<access_profile_name> web
[enable|disable]

NMS
web

config nms-access-profile
<access_profile_name> add ipaddress
<A.B.C.D> {netmask [<0-32>|<A.B.C.D>]}*1

NMS

config nms-access-profile
<access_profile_name> delete ipaddress
<A.B.C.D> {netmask [<0-32>|<A.B.C.D>]}*1

NMS ip

config nms-access-profile
<access_profile_name> telnet
[enable]disable]

NMS

telnet , enable

, disable

config port [<portlist>]all]
[enable|disable]

¢ / ), enable

disable

config port [<portlist>]all] auto
[on]off]

¢ / ), on

, off

config port [<portlist>]all] duplex
[full]half]

. half

), full

config port [<portlist>]all] flowcontrol
[on]off]

¢ / ), on

, off

config port [<portlist>]|all] speed
[10]100]1000]

, 10
1000Mbps

10Mbps, 100
1000

100Mbps,

config port [<portlist>]all] learn
[on]off]

config port [<portlist>]all] mode
[master|slave]
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config port [<portlist>]all] 802.1p
remap-priority <0-7>

config port [<portlist>]all] / 802.1p
remap-priority [on]off]

config priority <0-7> gosqueue 802.1p CoS

[Low|Normal |[Medium|High]

config sharing <1-50> select-mode <rtag>

Load sharing

config snmp community
[readonly|readwrite] <string>

community

readonly/readwirte

config snmp trapreceiver add <A.B.C.D>
version [vl]v2c] {community <string>}*1

trap

config snmp trapreceiver delete <A.B.C.D>

trap

config stpd default [enable|disable]

stpd

config stpd default port [<portlist> |
all ] cost <1-65535>

STP

config stpd default port [<portlist> |
all ] priority <0-255>

STP

config stpd default port [<portlist>]all]
[enable|disable]

STP

STP

config stpd default [enable | disable]

STP (

config stpd default forwarddelay <4-30>

STP

config

stpd default hellotime <1-10>

STP

config

stpd default maxage <6-40>

STP

config

stpd default priority <0-65535>

STP

config

syscontact <.contact>

config

syslocation <.location>

config

time <1970-2100> <1-12> <1-31>

<HH:MM:SS>

config vlan <name> [add|delete] port
<portlist> [tagged|untagged]

<name>
untagged

VLAN

tagged

config vlan <name> ipaddress <A.B.C.D/M>

<name>

VLAN

1P
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config vlan <name> ipaddress <A.B.C.D>
<A_B.C.D>

<name> VLAN

1P

config vlan <name> priority <0-7>

VLAN
VLAN

config vlan <name> tag <1-4094>

<name> VLAN

¢ VLAN ID)

create ACL <name> ip DIP
[<A.B.C.D/M>]any] SIP [<A.B.C.D/M>]any]
[permit]deny] ports [<portlist>]any]
{precedence <0-255>}

1P ACL

create ACL <name> udp DIP
[<A.B.C.D/M>]any] ip-port
[<dst_port>]any] SIP [<A.B.C.D/M>]any]
ip-port [<src_port>|any] [permit]deny]
ports [<portlist>]any] {precedence
<0-255>}

UbP  ACL

create ACL <name> tcp DIP
[<A.B.C.D/M>]any]ip-port [<dst_port>|
any] SIP [<A.B.C.D/M>]any]ip-port
[<src_port>]any] [permit]|deny] ports
[<portlist>]|any]{precedence <0-255>}*1

TCP  ACL

create ACL <name> mac-ip destination
[<dst _mac> |any] [<A.B.C.D/M> Jany]
source [<src_mac> |any]
[<A.B.C.D/M>]any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

MAC+IP  ACL

create ACL <name> icmp DIP
[<A.B.C.D/M>]any] SIP [<A.B.C.D/M>]any]
type [<icmp_type>]any] code
[<icmp_code>|any] [permit]deny] ports
[<portlist>]any] {precedence <0-255>}*1

ICMP  ACL

create counter <name>

create fdbentry <mac_address> vlan <name>
port <portno> {priority <0-7>}*1

FDB

create sharing <1-50> grouping <portlist>

Load Sharing.

<portlist>

Load Sharing

create vlan <name> <name> VLAN
delete ACL [<name>|all] ACL
delete counter [<name>]all] ACL
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delete fdbentry {mac <mac_address> vlan
<name>}*1

MAC

delete nms-access-profile
<access_profile_name>

NMS

delete sharing <1-50>

Load Sharing

delete vlan [<name>|all]

<name> VLAN VLAN

download ftp [hammeros]config-file]
<A_.B.C.D>
<filename>

<username> <password>

FTP Hammer0S
FLASH

config-file

download xmodem [hammeros]config-file]
{baudrate [9600]115200]}*1

xmodem Hammer0S
config-file

9600 115200

FLASH

enable-password

erase {startup-config}*1

exit

help

hostname <hostname>

Hammer0S

idle-timeout <0-35791>

interface <IFNAME>

vlan

ip route <A_B.C.D/M> [<A.B.C.D>]
{<1-255>}*1

. IP
<A.B.C.D/M>, IP
<A.B.C.D>, distance <1-255>

ip route <A_B.C.D> <A_B.C.D> [<A.B.C.D>]
{<1-255>}*1

i IP
<A.B.C.D>,
<A.B.C.D>, distance

<A.B.C.D>,

<1-255>

kill session <1-24>

telnet

list

List<pattern>

login-password

logout

monitor [on]off]

monitor lowest-level <0-7>

monitor timestamp [none|time]|
datetime]

monitor type [<typename>|all] [on]off]

no acl <name> priority

ACL

Copyright by Harbour Networks, Ltd. All rights reserved.

129



pMHammer3550-24/3550-48

Il-il.;EEFJEh¥

no ip route <A.B.C.D/M> <A.B.C.D>
{<1-255>}*1

1P
<A.B.C.D/M>.
distance ( )

<1-255>

<A.B.C.D>.

no ip route <A.B.C.D><A.B.C.D><A_.B.C.D>
{<1-255>}*1

1P
<A.B.C.D>.

<A.B.C.D>. distance

<A.B.C.D>.

( ) <1-255>

no vlan-priority <name>

vlan

no vlan <name> ip

vlan ip

ping {[-t]1}*1 {[-count] <1-65535>}*1
{[-size] <1-6400>}*1 {[-waittime]
<1-255>}*1 {[-ttl] <1-255>}*1
{[-pattern] <user_pattern>}*1 <A.B.C.D>

quit

reboot

record command-line [enable]disable]

save configuration

service acl [enable]disable]

acl

service igmp snooping [enable]disable]

/ IGMP Snooping

service qos [enable]disable]

QoS

service snmp [enable]disable]

snmp

service snmp rmon [enable]disable]

rmon

service snmp trap [enable|disable]

snmp trap

service telnet [enable|disable]

telnet ,
telnet , disable

, enable
telnet

show ACL [<name>]all]

ACL

show WRR-queue

show arp {[<A.B.C.D>|permanent]}*1

arp

show acl counter

ACL

show counter [<name>|all]

show dotlp-QosQueue-mapping

802.1p CoS

show arp [{<A.B.C.D>}*1 |{permanent}*1]

1P <A.B.C.D>

Arp

show fdb
<name>}*1

{[mac] <macaddr>}*1 {[vlan]

mac
mac

<macaddr>,

vlan <vlan>

show fdb agingtime

fdb
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show fdb permanent {[mac] <macaddr>}*1 mac
{[vlan] <name>}*1
Show fdb summary FDB ) FDB
Show filter IRULE  IMASK
show history 20
show idle-timeout
show igmp snooping timer IGMP Snooping
show igmp snooping vlan <name> VLAN IGMP Snooping
show interface {<IFNAME>}*1
show ip fib 1P
show ip route RIB
show ip route <A.B.C.D/M> RIB 1P
<A.B.C.D/M>
show ip route <A.B.C.D> RIB IP (
)
show ip route [connected]|static] RIB
) rip
show ip route summary RIP
Show macgroup-info MAC group
show mirroring
show monitor{configuration}*1 monitor
show nms-access-profile NMS
{<access_profile_name>}*1
show port [<portlist>]all]
{[configuration|stats]}*1
show qos [port]|mac|vlan]acl]all] QoS
show running-config
show services ) telnet, snmp,
web manage
show sharing sharing
show snmp community-string community-string get/set
Show snmp trapagent-address SNMP  trapagent-address
show snmp trapreceiver snmp trapreceiver
show startup-config
show stpd default STP
show stpd default port [<portlist>] all ] /
show syscontact
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show syslocation

show syslog {configuration}*1

show time

show version

show vlan {<name>}*1

VLAN

telnet <A.B.C.D>

1P <A.B.C.D>

terminal length <0-512>

upload ftp [hammeros]config-file]
<A.B.C.D> <username> <password>
<filename>

FTP HammerOS config-file

upload xmodem [hammeros|config-file]
{baudrate [9600]115200]}*1

xmodem HammerQS
config-file

9600 115200

user add <username> login-password

<login_password>

<login_password> <username>

user delete <username> <username>

user enable-password <username> <username>

user list

user login-password <username> <username>

user role <username> ADMIN <username> ,

enable-password <enable_password>

<enable_password>

user role <username> NORMAL

<username>

who

who am i
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