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2
Hammer3100
[
[ ]
[ ]
[
[ ]
[ ]
. SNMP
[ ]
[ ]
[ ]
!
“ save configuration”
2.1
Hammer3100
2.1.1
Command Line Interface CLI
Hammer OS
Hammer3100
Hammer3100
“ Harbour>"
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“ Harbour(config)#’

admin
harbour

IP

<cr> Just Press Enter to Execute command!

1

Harbour(config)# exit

¢ exit” exit

2
Harbour(config)#config port 2 3 speed 10

config port speed 2 3 10

HammerOQS

Copyright by Harbour Networks, Ltd. / All right reserved. — 6



- Hammer3100 ! ! AEEEE

“ ?l

<cr> Just Press Enter to Execute command!

who
Harbour>who
° 13 ”
who Display who is connected to the switch.
who
° “ + "

am Display me myself who is connected to the target machine.
<cr>  Just Press Enter to Execute command!

who am who

2 help

Harbour> help

HammerOS provides help feature as described blow.

1. Anytime you need help, just press"?' and don't
press Enter,you can see each possible command argument

and its description.

2. You can also input "list" and then press Enter

Copyright by Harbour Networks, Ltd. / All right reserved. — 7
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to execute this helpful command to view the list of

commands yOu can use.

HammerOS
1 13 ”
2 list
2.1.3
HammerOS “ Tab”
1 show
show ‘g
Harbour>sh
“ Tab"
Harbour>show
2 show
show
Harbour >show
'”Tabﬂ
802.1x ap dotlp fdb history idle-timeout
igmp ip ipfilter ~ mirroring modem port
services  sharing sntp-client stpd syscontact syslocation
time vdsl version vlan
show

Copyright by Harbour Networks, Ltd. / All right reserved. — 8
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2.14

VLAN
market

1 1-5 untagged market

Harbour(config)#config vlan market add port 1-5 untagged

Harbour(config)#con vl market ad po 1-5 un

215
<portlist> Hammer3100
[ ]
port 3 3
° 13 _H
port 1-4 1 4 4
[ ]
port 1-4 5 8 1 2 3 45 8
2.1.6
2-1
2-1
<> 3
IP
create vlan <name> <name>

VLAN

Copyright by Harbour Networks, Ltd. / All right reserved. — 9
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- Hammer3100
“ Unknown Command”
[1] I
service telnet[enable|disable]
enable disable
{1} *
show vlan {<name>}*1
show vlan show vlan
VLAN
0-n
n 1 <name>
2.1.7
Lo HammerOS
<1-255> 1 255 2
1P
A.B.CD IP IP
192.168.0.1 IP
portlist “o
1 36 8 1 3 45 6 8
Copyright by Harbour Networks, Ltd. / All right reserved. — 10
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16 113 + ”
<macaddr> 16 MAC 005023344325
MAC <name>
2.1.8
2-2
2-2

BackSpace Del Ctrl+h

Ctrl+p
Ctrl+b
Ctri+f
Ctrl+n
Ctrl+a
Ctrl+e
ctri+d
ctrl+k
Ctri+t
Ctrl+u
ctri+w
Del
Telnet Ctrl+h

Ctrl+p Ctrl+b Ctrl+f  Ctrl+n

2.1.9 history
HammerOS 20 show history
19 show history 20
Ctrl+b  Ctrl+n
2-2

Copyright by Harbour Networks, Ltd. / All right reserved. — 1
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Harbour> show history
list

ex

list

show fdb mac

show fdb mac 00:01:10:55:10:19
show fdb vlan

show vlan

show fdb vlan

show fdb vlan uplink
show fdb agingtime

show fdb
2.2
HammerOS
2-3
‘o Harbour>
" #H
Harbour (config)#
“ enable”
Harbour>enable
password
Harbour(config)#
exit

2.2.1 show version

Hammer3100

show version

Copyright by Harbour Networks, Ltd. / All right reserved.
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Harbour (config)# show version

HammerOS Versionl.32 Release3.7.0 on Hammer3100.

Hardware Version: Version 1.33

Software Version: Versionl1.32 Release3.7.0(Compiled Jun 27 2003 10:48:04)
Manufacture Date: 2002-07-19

Serial Number: 01010035A133027000298

Base Mac Address: 00053b500330

Copyright(c) 2001-2002 by Harbour Networks, Ltd.

2.2.2 enable

enable

Harbour> enable
Password

Harbour(config)#

2.2.3 terminal length

terminal length <0-512>

length 0 512 20
length 0

2.2.4 help
“ on

help

help
Harbour(config)# help

HammerOS provides help feature as described blow.

1. Anytime you need help, just press "?" and don"t

press Enter,you can see each possible command argument

Copyright by Harbour Networks, Ltd. / All right reserved. — 13
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and its description.

2. You can also input "list" and then press Enter
to execute this helpful command to view the list of

commands you can use.

o HammerOS
. 13 ”
. list
2.2.5who
who
who am 1
who who am i

Harbour(config)# who
SessionID. - UserName ---------- LOCATION ---------- MODE ----
5 admin console CONFIG (That's me.)

Total 1 sessionsin current system.

Harbour(config)# who am i

| am * Session [5] : user admin connected from console.

2.2.6 list

2.2.7 list <pattern>

list <pattern>

Copyright by Harbour Networks, Ltd. / All right reserved.
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Harbour(config)# list create

create fdbentry <macaddr> <portlist> {<vlanname>}*1

create ipfilter [<A.B.C.D/M> | <A.B.C.D/A.B.C.D>] [permit|deny]

create ipfilter ipaddress <A_B.C.D/M> [permit]deny]

create ipfilter ipaddress <A.B.C.D> <A.B.C.D> [permit|deny]

create sharing <mainport> grouping <portlist> {[SourceDestination]}*1
create telnet filter [<A.B.C.D/1-32> | <A.B.C.D/A.B.C.D>] [permit]deny]

create vlan <name>

2.2.8 show services

Services Telnet SNMP Agent SNMP Trap  Web Manage

show services

Harbour (config)# show services
Service telnet is up.

Service snmp agent is down.
Service snmp trap support is down.

Service Web manage is down.

2.2.9 save configuration

Flash

save{configuration}*1

2.2.10 quit

quit

quit logout

Harbour(config)# quit

Quit.

Disconnected.

Thanks for using Harbour Networks's product.
Byel

Copyright by Harbour Networks, Ltd. / All right reserved. — 15
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Welcome to HammerOS.

Press Return to connect and config this system.

#
#
#
#
#

# ¥ xR B ®

logout

2.2.11 logout

logout

logout quit
logout
Harbour(config)# logout
Quit.
Disconnected.
Thanks for using Harbour Networks's product.
Byel

Welcome to HammerOS.

Press Return to connect and config this system.

#
#
#
#
#

# ¥ R # ®

quit

2.2.12 show idle-timeout

idle timeout

Copyright by Harbour Networks, Ltd. / All right reserved. — 16
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show idle-timeout

idle-timeout <0-35791>

Harbour(config)# show idle-timeout

Idle time out is set to 10 minutes

idle-timeout

2.2.13 erase

erase {startup-config}*1

Harbour(config)# erase startup-config

Are you sure want to erase startup-config? [Y/N]y

Trying erase all configuration from flash, please wait ...... finished

Successfully erase all configuration info from flash

hlink
h.link hlink-root
2.2.14 exit
exit
Hammer0S quit logout
exit ( )

Harbour> exit
Exit.

Disconnected.

Copyright by Harbour Networks, Ltd. / All right reserved. — 17
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Thanks for using Harbour Networks's product.
Byel

Welcome to HammerOS.

Press Return to connect and config this system.

#
#
#
#
#

# ¥ R # ®

exit ( )
Harbour(config)# exit
Harbour>

quit, logout

2.2.15

2-4

clear

enable

exit

help

list

logout

quit logout
show history

show service

show idle-timeout idle timeout

Copyright by Harbour Networks, Ltd. / All right reserved. — 18
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- Hammer3100
show version Hammer0S
show time
show modem [<modemlist>]all] Modem

terminal length <0-512>

telnet <A.B.C.D> Telnet
who
enable 2-5
2-5

enable-password

config time <1970-2100> <1-12>
<1-31> <HH:MM:SS>

erase {startup-config}*1

hostname <hostname>
Harbour

idle-timeout <0-35791>

config webbrowser Web
fresh-interval <second>

show running-config
show startup-config

config syscontact <.contact>

config syslocation <. location>
show syscontact
show syslocation

save {configuration}*1

-

HammerOS

Copyright by Harbour Networks, Ltd. / All right reserved.
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2.3

HammerOS

e ADMIN
¢ NORMAL

HammerOS

23.1

admin harbour
admin

2.3.2

1. admin

3. enable

user add <username> login-password <login_password>

username

4-20

login_password
6-20

Copyright by Harbour Networks, Ltd. / All right reserved. — 20
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manager

Harbour(config)# user add manager login-password harbour

Successfully added user manager asaNORMAL_USER,

To change user role use "user role" command

2.3.3

user role <username> ADMIN enable-password <enable_password>

username

enable_password

user role <username> NORMAL

username

manager

Copyright by Harbour Networks, Ltd. / All right reserved.
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Harbour(config)# user role manager admin enable-password harbour

Successfully change user manager to ADMIN mode

2.3.4

user list

Harbour(config)# user list

UserName --------------- User_role ----------
admin ADMIN_USER
manager NORMAL_USER

Total 2 usersin system

2.3.5

user delete <username>

username

2.3.6

Harbour(config)# login-password

Harbour(config)# enable-password
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user login-password <username>

user enable-password <username>

username

manager network
Harbour(config)#user login-password manager

network network

manager enter_config
Harbour(config)# user enable-password manager

enter_config enter_config

-l

manager admin

2.4 Hammer3100

Hammer3100

. Console
CLI

o Telnet

. SNMP

o Web Internet Explorer
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Bl sens

. 1 Console

° 4 Telnet
. 4
° 1 2

24.1 Console

“ CONSOLE" RJ-45

Console
9600
8
1

Console VT100
VT100
T THE— 2ix
EgH TR |

Lhiegk. :L8F0 ool SAE
|ﬂ‘ e vy T Findows B

Baclkspacs BESIE :
|-l‘?- Crl+HIDI T Del @0 CarliH, Space, Ctrl+EH)
HRTR

-]  wEdEo . |
Telnst EFSR IDOEN: [vTiOD
EE@AHETH @ [ =
I EiEeER N & A )
wAampD. .. | asco BEEo |
[m= | ws |

2-1
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- Hammer3100
Console 192.168.0.232 IP
Console
HammerOS
# #
# Welcome to HammerOS. #
# #
# Press Return to connect and config this system. #
# #
1 admin
harbour enable
harbour
2
Habour(config)#
IP
Harbour(config)# config ipaddress 192.168.0.232/24
VLAN VLAN IP Telnet
Harbour(config)# save configuration
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Trying save configuration to flash, please wait ......
Preparing configuration data to save...Done
Starting write configuration data to flash...Done

Configuration save to flash successfully

Flash

logout exit

2.4.2 Telnet

Telnet TCP/IP
Telnet IP

telnet <A.B.C.D>

AB.CD IP

-l

Telnet IP IP

IP 192.168.0.232
Harbour(config)# telnet 192.168.0.232

Trying 192.168.0.232...

Press Ctrl-Q to abort connect.
Connected to 192.168.0.232.
Press Ctrl-Q to force exit telnet.

HammerOS Release Versionl.2 on MicroHammer VDSL Switch.
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Login:
Hammer3100 Telnet
Hammer3100 Telnet
Telnet Telnet Hammer3100
Telnet

1) Telnet

create ipfilter ipaddress <A.B.C.D/M> [permit]deny]

create ipfilter ipaddress <A.B.C.D> <A.B.C.D> [permit|deny]

<A.B.C.D/M> /M

<A.B.C.D/A.B.C.D> M 1-32

permit <A.B.C.D/A.B.C.D> Telnet

deny <A.B.C.D/A.B.C.D> Telnet

Hammer3100

Telnet

Harbour(config)# create ipfilter ipaddress 192.168.0.0/16 permit

192.168.0.0/16 Telnet

Telnet 192.168

192.168.0.23/32  192.168.0.24/32 Telnet
Harbour(config)# create ipfilter ipaddress 192.168.0.23/32 deny
Harbour(config)# create ipfilter ipaddress 192.168.0.24/32 deny
2) Telnet

config ipdefrule [permit]deny]

— 27
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permit Telnet

deny Telnet

Harbour(config)#config ipdefrule permit
3) Telnet

config ipfilter [enable|disable]

enable Telnet
disable Telnet
Telnet config ipfilter Telnet

Harbour(config)#config ipfilter enable
4) Telnet

show ipfilter
Telnet
5) Telnet

service telnet [enable]disable]

enable Telnet
disable Telnet
show services Telnet
Service telnet is up Telnet Service telnet is down
Telnet
6) Telnet

kill session <1-24>
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<1-24> sessionld

Telnet who
who
sessionld session
Console
You can’t kill a console session

243 SNMP

SNMP  Simple Network Management Protocol
SNMP
Management Information Base MIB MIB

SNMP
1 SNMP

service snmp enable

Harbour(config)# service snmp enable

Successfully changed snmp agent service to up.

2 SNMP

service snmp disable

Harbour(config)# service snmp disable

Successfully changed snmp agent service to down.

show service SNMP
o Service snmp agent is up SNMP
o Service snmp agent is down SNMP

SNMP
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config snmp community [readonly|readwrite] <string>

readonly Community
public
readwrite Community
private
string Community
Community
Community

show snmp community-string
SNMP  Community

Trap

service snmp trap [enable]disable]

enable Trap

disable Trap

Trap Receiver

config snmp trapreceiver add <A.B.C.D> version [vl]v2c] {community

<string>}*1

trapreceiver Trap
<A.B.C.D> Traprceiver IP
vl/v2c Trap
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{community Traprceiver
<string>}*1
Community

Trap Receiver 10.1.30.100 Trap vl

Harbour(config)#config snmp trapreceiver add 10.1.30.100 version vl
Successfully added trapreceiver IP address is 10.1.30.100
The trap version is vl

The default trap community is public

Trap Receiver

config snmp trapreceiver delete <A_B.C.D>

<A.B.C.D> Trap Receiver IP

10.1.20.20 Trap Receiver

Harbour(config)# config snmp trapreceiver delete 10.1.20.20

Trap Receiver

show snmp trapreceiver

SNMP  Trap Receiver
Harbour(config)# show snmp trapreceiver

IP address Version Community
10.1.30.100 vl public
Total 1 trapreceiver |P address in system.

244 Web

HammerOS Web
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TCP/IP Web
Web
o Telnet IP
o Web
[ ]
o Web Internet Explorer IP
[ ]
e
Web 1
Web
service webserver [enable]disable]
enable Web
disable Web
show service Web
o Service Web manage is up Web
o Service Web manage is down Web
2.5

Harbour(config)# save configuration
Flash

Configuration save to flash successftully
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2 FTP Xmodem

FTP Xmodem

251 FTP

download ftp [hammeros|config-file] <A.B.C.D> <username> <password>
<filename>

hammeros

config-file

<A.B.C.D> FTP IP
<username> FTP
<password> FTP

<filename>

FTP
Flash
10.1.30.16 FTP
sysconfig.txt userA harbour

Harbour(config)# download ftp config-file 10.1.30.16 userA harbour sysconfig.txt

Trying download file from ftp server, please wait...
Successfully finished receiving file

Trying writefileto flash......

Finished

You've successfully download new config file

Now you can type reboot command to reboot system

2.5.2 Xmodem

download xmodem [hammeros|config-file]
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hammeros

config-file

¢ \windows\desktop

Harbour(config)#dowload xmodem config-file

Trying download file from console, please wait...

Trying receive file from console use xmodem protocol...

CCC

m

S
sHsrbour i cordigld d P

config=-fula
wrt crivale baaskeats
frying downlcad f1Ta from coracls, plascs sETr-.

_T'E':q___rll:n'.l- fila from cosscle e meodes grotocol. ...

ol RaaRer fpei T EEEEREE pares w11 ess defaiily ashes DD, samE &t 0L

|

Xmodem

ICEEIE: O AKWIHDOWSh\Desktop
IritE (F):

IC SWINDOWS\Desktophsysconfiz txt
fAm (B

I}{m-:udem

#E© | xAo | M

sysconfig.txt
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IEEEIE - |C: \YIFDORS \Daakicp L ayscenfig txl

mge [ wdew  F
wolm- b EeueEmaid b
=it |

[~ Bl | epsitesiD

Successfully finished receiving file
Trying write fileto flash......Finished
You've successfully download new config file

Now you can type reboot command to reboot system

reboot
Writing configuration to flash, please wait ...... finished

Configuration saved to flash successfully

2.5.3 FTP
upload ftp [hammeros]config-file] <A.B.C.D> <username> <password>
<filename>
hammeros
config-file
<A.B.C.D> FTP IP
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<username> FTP

<password> FTP

<filename>

10.1.30.16 FTP
sysconfig.txt useA harbour

Harbour(config)#upload ftp config-file 10.1.30.16 useA harbour sysconfig.txt

Trying upload file to ftp server, please wait...
Successfully finished Upload file

Finished

You' ve successfully upload config file

FTP

254 Xmodem

upload xmodem [hammeros|config-file]

hammeros

config-file

Harbour(config)# upload xmodem hammeros

Trying upload file by console, please wait...
Trying upload file by console via xmodem protocal......

Waiting receiver...
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| fou w8 choaoesn bau -:r-::-ll-l.- ma a1 current conacle Saudrais.
Trying upload Fu'le SESEEEE Yanas mnit. ..

Trying upiaad i le by conexla wia sscdee protooo ... .
HEEIng releivEr

Lorcaaafully Findshed upload F e,

wuri chad

Frow® mccartTil 1y wploadconfig M=

iz lood Comp leza.

:lebn.lrl:'::rnq:-- koad =mcoem config-T e

P haven T e Tied e aTe. 3rEtes W17 wde JETRITT vaTles BEI0, She A3 CuT
act cosen e baudraTa.

Trying wuplosd fule by conexla, plasss mabic. .

friing upfaad 1 by conesls vis scds promecnl.. ..

Ri1Eing recetr. ., -l
=

S SRR

2-5

T TR IR R B BRI (B):

|=: WINDOWS\Desktop Bl (B . . |

TR A NS ()
I}{ml:-dem ;I

grm | =FA0 | B |

“ ” hammeros.bin

Emodem FrmiEAC 45, ElEAIEE ST
TFAEE SRR

I e windows'desktop
IS (F): Ihammer-:-s. bin

RE HiiH
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_'tf wlk ?ﬁl{h Imodem :!::.':ﬁ:

F#: e windows'desktopihanmeros. bin
smEd: e HIRE: [
mawgr o EEsgsit b s ko
iR | s [

£/ I 00:00:02
] cpsfbps(C) |

Successfully finished upload file
Finished

You've successfully uploadimage file

Upload Complete
o
2.6 ARP
ARP  Address Resolution Protocol MAC
26.1

config arp add <A.B.C.D> <mac_address>

<A.B.C.D> 1P

<mac_address> MAC
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MAC 00:50:ba:f2:4b:0a

Harbour(config)# config arp add 10.1.31.41 0050baf24b0a

2.6.2

config arp delete [<A.B.C.D>]all]

IP 10.1.31.41

<A.B.C.D> 1P

all all

IP 10.1.31.41
Harbour(config)# config arp delete 10.1.31.41

2.6.3

show arp {[<A.B.C.D>|permanent]}*1

<A.B.C.D> 1P

permanent

Harbour(config)# show arp

Arp table information

Physics Address Ip Address Type
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00:10:5c:b4:49:6Ff 10.1.30.80 dynamic
00:50:ba:f2:4b:0a 10.1.31.41 permanent

Total 2 information

2.7 IP

IP IP

config ipaddress <A.B.C.D/M>
config ipaddress <A.B.C.D > <A.B.C.D >

<A.B.C.D/M> IP M
<A.B.C.D > <A.B.C.D > M IP

IP 192.168.0.232 255.255.255.0

Harbour(config)# config ipaddress 192.168.0.232 255.255.255.0

Harbour(config)# config ipaddress 192.168.0.232/24
show ip IP

Harbour (config)# show ip

Switch ip address information:

Switch ip address : 192.168.0.232

Switch netmask - 255.255.255.0
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2.8

281
ip route <A.B.C.D/M> <A .B.C.D>

ip route<A.B.C.D > <A.B.C.D><A.B.C.D>

<A.B.C.D/M> IP
<A.B.C.D><A.B.C.D> M
1P
<A.B.C.D> <A.B.C.D> 1P
IP IP
Harbour(config)#config ip 10.1.2.3/8
Harbour(config)#ip route 169.254.1.1/24 10.1.2.5
2.8.2
no ip route <A_.B.C.D/M> <A.B.C.D>
no ip route <A_.B.C.D> <A_.B.C.D> <A_B.C.D>
<A.B.C.D/M> 1P
<A.B.C.D> <A.B.C.D> M
IP
<A.B.C.D> <A.B.C.D> IP
IP 1P
2.8.3
show ip route
IP IP
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Harbour(config)# show ip route

***  pegin routetableinfo ***

Destination net-----NetM ask------------- Gateway-------------
10.0.0.0 255.0.0.0 10.1.2.3
127.0.0.1 255.255.255.255 127.0.0.1
169.254.1.0 255.255.255.0 10.1.25

***  end route table info ***

2.9 ACL Access Control List

o /

o /
29.1

IP
IP
IP IP
20

29.2 /

config ipfilter [enable|disable]

enable

disable
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293 /

create ipfilter ipaddress <A.B.C.D/M> [permit|deny]

create ipfilter ipaddress <A.B.C.D> <A.B.C.D> [permit|deny]

<A_B.C.D/M> 1P
<A_B.C.D/A.B.C.D>

M 1P
permit 1P
deny 1P

Harbour(config)#creat ipfilter ip 192.168.0.200 255.255.255.0 permit

delete ipfilter all
deleteipfilter ipaddress <A.B.C.D/M>

delete ipfilter ipaddress <A.B.C.D> <A.B.C.D>

Harbour(config)#delete ipfilter 192.168.0.88/16

294

config ipdefrule [permit]deny]
IP IP

Harbour(config)#config ipdefrule deny

2.9.5

show ipfilter
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Harbour(config)#show ipfilter

IPFILTER START:

Ipfilter enable
192.168. 0.200 255.255.255. 0O : permit
Default rule : permit

IPFILTER END

totle2 rules

2.9.6

config ipdefrule [permit]deny]

config ipfilter [enable]disable] /

create ipfilter ipaddress <A.B.C.D/M>
[ permit|deny]

create ipfilter ipaddress <A.B.C.D>
<A.B.C.D> [permit]deny]
deleteipfilter all

deleteipfilter ipaddress <A.B.C.D/M>

delete ipfilter ipaddress <A.B.C.D>
<A.B.C.D>

show ipfilter

2.10

ping ping Internet Control Message
Protocol (ICMP) echo IP ping
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ping {[-t]}*1 {[-count] <1-65535>}*1 {[-size] <0-6400>}*1 {[-waittime] <1-255>}*1

{[-ttl] <1-255>}*1 {[-pattern] <user_pattern>}*1 <A.B.C.D>

-t t ping 1P
ICMP echo Ctrl+c
t ping 5 ICMP
echo
-count <1-65535> count ping ICuP
echo ping
-size <1-6400> size ICMP echo
-waittime <1-255> waittime ping
-ttl <1-255> ttl I1CMP ttl time to live
-pattern <user_patter> pattern I1CMP
1-16 16
ping

ping 192.168.0.1
IP 192.168.0.1

PING 192.168.0.1 : 56 data bytes.

Press Ctrl-c to Stop.

Reply from 192.168.0.1 : bytes=56: icmp_seq=0 ttl=128 time=100 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=1 ttl=128 time=33 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=2 ttl=128 time=33 ms

----192.168.0.1 PING Statistics----

5 packets transmitted, 5 packets received, 0% packet loss

round-trip(ms) min/avg/max = 0/36/100

PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.
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Request time out.
Request time out.
Request time out.

-—---192.168.0.1 PING Statistics----
5 packets transmitted, O packets received, 100% packet loss

2.11 /

config broadcast-limite off

config broadcast-limite on {<10-10230>}*1

off

on

10-10230
2.12

pause

2121 /

config monitor_pause [on|off]

on

off
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Harbour(config)#config monitor_pause off

2.12.2

show monitor_pause status

Harbour(config)#show monitor_pause status

monitor ison

2.13

IGMP STP [P

0.5
IGMP 100

IP 4294967295 STP 200

2.13.1
config systemlimit [igmp|ip|stp] [all]<portlist>] <0-4294967295>

Ligmp | ip | stp ]
all

<portlist>

<0-4294967295> 0

1 1GMP 150
Harbour(config)# config systemlimit igmp 1 150

2.13.2

show systemlimit [igmp]ip|stp] [all]<portlist>]

Ligmp | ip | stp ]
all

<portlist>

Copyright by Harbour Networks, Ltd. / All right reserved. — 47



- Hammer3100 I l AEEEE

Harbour(config)# show systemlimit igmp 1

port 1: permit receiving 150 packet in every interval
2.14 802.1x
2.14.1 802.1x

config 802.1x forwarding [enable]|disable]

enable 802.1x

disable 802.1x

Harbour(config)# config 802.1x forwarding enable

2.14.2 802.1x

config port [<portlist>] uplink

<portlist>

4 802.1x

Harbour(config)# config port 1 4 uplink

2.143 802.1x

show 802.1x

Harbour(config)# show 802.1x
802.1x forwarding enabled

uplink port list 1,4
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2.15 CPU

2xx  Hammer3100 Hammer3100-16

Trap Syslog
Hammer3100

show fan status

Harbour(config)# show fan status

warning: CPU fan occurred a fault now!

CPU
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HammerOS VDSL

[}

[ ]

[ ]

[}

[ ]

[ ]

° VDSL

° VDSL

° VDSL

° VDSL

. VDSL Firmware
. MAC

3.1

config port [<portlist>|all][enable]disabl €]

portlist

all

enable

disable

1 3 5 7 12
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Harbour(config)#config port 1,3,5,7-12 disable

VDSL Modem

3.2

25 26
10Base-T 100Base-Tx

Hammer3100

3.2.1

config port [<portlist>]all] auto [on]off]

portlist

all

on

off

25
Harbour(config)# config port 25 auto off

3.2.2

config port [<portlist>]all] speed [10]100]

portlist
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all

10 10M

100 100M

25 10Mbps

Harbour(config)# config port 25 speed 10

3.2.3

config port [<portlist>|all] duplex [full]half]

portlist
all
full
half
25

Harbour(config)# config port 25 duplex full

3.2.4

config port [<portlist>]all] flowcontrol [on]off]

portlist

all

on

off

Harbour(config)# config port all flowcontrol on

3.2.5

config port [<portlist>|all] learning [enable|disable]
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portlist

all

enable

disable

25 26

Harbour(config)# config port 25,26 learning enable

3.2.6

show port [<portlist>|all ] {[configuration|stats]}* 1

portlist

all

configuration

stat

Harbour(config)# show port 1 configuration

Port:1 's Configuration Information

Link state : Down Port state : Enabled
Learning : Enable VlanFiltering  : On

Port Default VID: 2047 Vlan name : default
Port summary : normal

Harbour(config)# show port 6 stats

Port:6 "s Statistics Information
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Total octets : 30545016

Tx total octets : 10869 Rx total octets : 30531631

Tx unicast frames 112 Rx unicast frames : 1612

Tx multicast frames : O Rx multicast frames : O

Tx broadcast frames : 25 Rx broadcast frames : 447129

Tx pause frames -0 Rx pause frames -0

Tx under run frames : O Rx unknown frames : 0

Rx droped frames > 3720 Rx overflow frames : O

CRC error frames 37 Oversize frames : 0

Fragments -0 Jabber :

Undersize frames -0 length 64 frames : 811

length 65 frames : 448025 length 128 frames 132

length 256 frames - 10 length 512 frames -0

length 1024 frames : O length 1519 frames : O

symbol error -0 false carrier -0

out discards : 0 in discards 1299
3.2.7

config port [<portlist>]all] reset

<portlist>

all

LINK Modem SYS Modem

Harbour(config)# config port 1 reset

3.3

test loopback [<portlist>]all] [line]
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portlist

all

line

Harbour(config)# test loopback 1 line

Modem 1loopback OK!

0
3.4 VDSL
VDSL , Modem
VDSL 10Base-T 100Base-Tx
Hammer3100 VDSL

VDSL Modem

34.1 VDSL

config modem [<modemlist>]all] auto [on]off]

modemlist

all VDSL

on

off

1-14
Harbour(config)# config modem 1-14 auto off

3.4.2 VDSL

config modem [<modemlist>]all] speed [10]100]
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modemlist

all VDSL

10 10M

100 100M
12-20 10Mbps

Harbour(config)# config modem 12-20 speed 10

3.4.3 VDSL

config modem [<modemlist>]all] duplex [full]half]

modemlist

all VDSL

full

half

VDSL

Harbour(config)# config modem all duplex full

3.4.4 VDSL Modem

config modem [<modemlist>]all] flowcontrol [on]off]

modemlist

all Modem

on

off

1 357 14

Harbour(config)# config modem 1,3,5,7-14 flowcontrol on

3.4.5 VDSL

config vdsl_port [<portlist>|all] LT_flowcontrol [on]off]
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portlist

all VDSL

on

off

1 357 14

Harbour(config)# config vdsl port 1,3,5,7-14 LT flowcontrol on

3.4.6 VDSL

show modem [<modemlist>]all]

modemlist

all VDSL

Modem 1

Harbour(config)# show modem 1

Modem

Port[ 1] vdsl status:

Remote modem connection : NO

Downstream line rate(mbps): 12.5 Upstream line rate(mbps) : 12.5

Rt vdsl auto neg : Enable Rt ethernet speed : 100M

Rt ethernet duplex : Full Rt ethernet flowctrl : Enabled
Modem

Port[ 1] vdsl status:
Remote modem connection : YES Modem version V2.2

Downstream freq(kHz) : 1831 Upstream freq(kHz) 1 4467
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Downstream Line SNR (dB) : 43.08 Upstream Line SNR (dB) 1 29.28
Downstream line rate(mbps): 4.17 Upstream line rate(mbps) : 1.56
Downstream PSD(dBm/Hz) : -63.72 Upstream PSD(dBm/Hz) : -119.93
Remote pc connection - YES Remote pc pause flowctrl : Support
Rt vdsl auto neg : Enable Rt ethernet speed : 100M
Rt ethernet duplex > Full Rt ethernet flowctrl : Enabled
3.5 Modem
VDSL Modem Modem

config modem <modemlist> [SERIAL_NO]HARDWARE_VERSION|SOFTWARE_VERSION]

<string>

modemlist Modem
SERIAL_NO Modem
HARDWARE_VERSION Modem
SOFTWARE_VERSION Modem
string

12 21
4

show modem [<modemlist>|all]sysinfo {[SERIAL_NOJHARDWARE_VERSION

|SOFTWARE_VERSION]}*1

Harbour(config)# config modem 21 serial_no 123456789012
Harbour(config)# config modem 21 hardware version 1.41
Harbour(config)# config modem 21 software_version 2.11

Harbour(config)# show modem 21 sysinfo

Modem 21's serial_no: 123456789012
Modem 21's hardware_version: 141

Modem 21's software version: 211
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3.6 Modem

Modem

show modem [<modemlist>]all] sysinfo {[SERIAL_NO]HARDWARE_VERSION]|
SOFTWARE_VERSION]}*1

modemlist Modem

all Modem

SERIAL_NO Modem

HARDWARE_VERSION Modem

SOFTWARE_VERSION Modem
Modem 21

Harbour(config)# show modem 21 sysinfo

Modem 21's serial_no: 123456789012

Modem 21's hardware_version: 141
Modem 21's software version: 211

. I
-

terminal length

3.7 VDSL

VDSL Modem 1500
Modem VDSL
Modem

config modem [<modemlist>|all] [upstream]downstream|both] rate
[R16.67|R12.5]R8.33|Rom|R1.04|R4.17|R2.08]R9.38]

modemlist Modem
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all Modem
upstream Modem  Switch
downstream Switch  Modem
both
R16.67 16.67Mbps
R12.5 12 .5Mbps
R8.33 8.33Mbps
Rom

1.56 Mbps,

4.17 Mbps
R1.04 1.04Mbps
R4.17 4.17Mbps
R2.08 2.08Mbps
R9.38 9.38Mbps

VDSL 10M Modem
10M
3.8 Modem
Modem

config vdsl_port [<portlist>]all] reset

portlist Modem

all Modem

Modem LINK
Modem SYS Modem

Harbour(config)# config vdsl_port 21 reset

Reset modem 21 success !
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3.9 VDSL Firmware
Firmware patch50 patch56 patch56
patch50 patch56 Modem
3.9.1 VDSL Modem  Firmware
config modem [<modemlist>]all] patch50
config modem [<modemlist>]all] patch56
<modemlist> Modem
all Modem
3.9.2 VDSL Firmware
config switch [<portlist>]all] patch50
config switch [<portlist>|all] patch56
portlist
all
2.xx  Hammer3100 Hammer3100-16
3.9.3 VDSL Modem  Firmware
show modem [<modemlist>]all] patch-version
<modemlist> Modem
all Modem
Harbour(config)# show modem 1 patch-version
modem 1's patch file ver is 56
Copyright by Harbour Networks, Ltd. / All right reserved. — 61



- Hammer3100 I l AEEEE

3.94 VDSL Switch Firmware

show switch [<portlist>]all] patch-version

portlist

all

2.xx  Hammer3100 Hammer3100-16

Harbour(config)# show switch 1 patch-version

Port 1'slocal patch versionis 56

3.95 VDSL Modem

patch50 patch56 enable Modem

config auto-update-patch [enable|disable]

enable

disable

3.9.6 VDSL Modem

show auto-update-patch

Harbour(config)# show auto-update-patch

Auto-update-patch is enabled

Status of each port:

not updated: 234567 9101112131415161718192021222324
updating: 1

updated: 8

1 Modem 8 Modem
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3.10 VDSL Modem
Modem 100M
Modem
3.10.1 Firmware

config auto_ability_of modem [patch50|patch56] [100]10]

patch50|patch56 VDSL Modem  Firmware
100]10 Speed
patch50  Modem 10M, patch56  Modem  100M
patch50  Modem 100M

Harbour(config)# config auto_ability of modem patch50 100m

3.10.2 Firmware Modem

show auto_ability_of modem [patch50]patch56]

Harbour(config)# show auto_ability_of _modem patch50

The max auto-negotiation ability of patch50 is 100m

3.11 VDSL
3.11.1 pre-sync-mode
Modem
A. Static 1.xx
Hammer3100 ROM 2.XX Hammer3100
Hammer3100-16 12.5
B. Dynamic ROM 125 Modem

config pre-sync-mode [<portlist>]all] [static]dynamic]
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portlist

all

static

dynamic

Harbour(config)# config pre-sync-mode 1 static

show pre-sync-mode [<portlist>]all]

Harbour(config)# show pre-sync-mode 1

Port 1: pre-sync-mode is dynamic

3.11.2 (fail-sync-mode)
Ratel6.7
A. Normal pre-sync-mode
Trap
B. rate_keep
Trap

config fail-sync-mode [<portlist>|all] [rate_keep|normal]

portlist

all

rate_keep

normal
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1 rate_keep

Harbour(config)# config fail-sync-mode 1 rate_keep

show fail-sync-mode [<portlist>|all]

Harbour(config)# show fail-sync-mode 1

Port 1: fail-sync-mode israte_keep

3.12 VDSL

show vdsl [<portlist>]all] [modem|switch] stats

portlist

all

modem CPE

switch

Harbour(config)# show vdsl 1 modem stats

Vdd Port: 1 Modem's Statistics Information

Rx Octets ok : 936 Tx Octets ok :0
Rx valid frames 14 Tx valid Frames :0
Rx Pause frames 10 Tx Pause frames :0
Rx Broadcast frames 4
Receive errors frames(<64 bytes) :0
Reed Solomon error :0
Alignment errors frames :0
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Single Collision Frames :0
Multiple Collision Frames :0
Deferred Transmission :0
Late Collisions :0
Excessive Collisions :0
Carrier Sense Errors :0
Frame Too Long Errors :0
FCSerrors 10
3.13
3-1

config port [<portlist>]all] [enable|disable]

config port [<portlist>]all] auto [on]off]

config port [ <portlist>|all] speed [10]100] 10 Mbps
100Mbps

config port [<portlist>]all] duplex

[full]half ]

config port [<portlist>]all] flowcontrol

[on]off]
config port [<portlist>]all] learning
[enable]disable]
show port [<portlist>]all]
{[configuration|stats ]}*1 configuration
stat
config port [<portlist>]all] summary
[<details|normal>]
config modem [<modemlist>[all] VDSL
[upstream|downstream|both] rate 16.67Mbps  12.5Mbps  8.33Mbps Rom
[R16.67|R12.5|R8.33|ROM|R1.04|R4.17|R2.08|R9.38  1.04Mbps 4.17Mbps  2.08Mbps
] 9.38Mbps
config modem < modemlist > Modem
[SERIAL_NO|HARDWARE_VERSION|SOFTWARE_VERSION
1 <string>
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config modem [<modemlist>]all] auto [on]off]

config vdsl port [<portlist> |all] reset

config modem [ <modemlist> | all ] speed
[10]100]

config modem [<modemlist>]all] duplex
[full]half]

config modem [<modemlist>]|all]

flowcontrol [ on | off ]

config vdsl port [<portlist>]all]

LT _flowcontrol [on]off]

show vdsl_port [<portlist>]all]

LT flowcontrol

show modem[<modemlist>]all]

show modem [<modemlist>]all] sysinfo
{[SERIAL_NO|HARDWARE_VERSION|]SOFT
WARE_VERSIONJ}*1

config modem [<modemlist>]all] patch50
config modem [<modemlist>]all] patch56
show modem [<modemlist>]all] patch-version
config auto-update-patch [enable|disable]
show auto-update-patch

test loopback [<portlist>|all] [line]

show vdsl [<portlist>|all] [modem|switch]
stats

config auto_ability of modem
[patch50]patch56] [100]10]

show auto_ability_of modem [patch50]|patch56]

config pre-sync-mode [<portlist>]|all]
[static|dynamic]

show pre-sync-mode [<portlist>]all]
config fail-sync-mode [<portlist>]|all]
[rate_keep|normal]

show fail-sync-mode [<portlist>]all]

show modem [<modemlist>]all] auto_ability
clear port [<portlist>]all] stats

100Mbps

VDSL
Modem
VDSL 10 Mbps
VDSL
VDSL Modem
VDSL
VDSL
Modem
Modem

Modem  Firmware

Modem  Firmware
Modem  Firmware

Modem  Firmware

VDSL

Firmware

Firmware Modem

Modem

3.14 Hammer3100

Hammer3100
Sharing

(Sharing)

(Sharing)
VLAN
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Sharing Sharing
Sharing Sharing
Sharing
!
L oad Sharing
Sharing
Hammer3100 Load Sharing Intel  Cisco port group
3.14.1 Load Sharing
Load Sharing Sharing Sharing
o Load Sharing Switchl Load Sharing Switch2 Load
Sharing
o Hammer3100 Sharing
o Sharing 4
o Load sharing
Sharing
Sharing Sharing

create sharing <mainport> grouping <portlist> {SourceDestination}*1

mainport
portlist
SourceDestination
MAC
MAC
Sharing LINK LINK
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Load Sharing 1 2-4
Harbour(config)# creat sharing 1 grouping 2-4
Harbour(config)# show sharing
Sharing port group 1 information:
Master Port: 1 Group Ports: 1234
L oad sharing according as Source Mac.
1 1 2 3 4
Sharing VLAN Sharing
1 Sharing VLAN
Sharing
!
VDSL  Load Sharing VDSL
3.14.2 Sharing
del ete sharing <mainport>
mainport
3.14.3 Load Sharing

show sharing

Sharing

Harbour(config)# create sharing 2 grouping 2-4

Harbour(config)# show sharing

Sharing port group 1 information:

Master Port: 2 GroupPorts:2 3 4
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L oad sharing according as Source Mac.

3.15 dot1p(802.1p)

802.1p
3
IEEE 802.1p VLAN Priority )
High Low
3.15.1 dotlp

conifg port [<portlist>[all] dot1p[high|low] {[replacement]}*1
config port [<portlist>[all] dotlp high <4-7> {[replacement]}* 1

config port [<portlist>[all] dot1lp low <0-3> {[replacement]}* 1

portlist

all

high

low

replacement

<4-7>

<0-3>

1dotlp

Harbour(config)# config port 1 dotlp high

3.15.2

dotlp
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config dotlp weight <0-126>

<0-126>
10
10 1 0

show dotlp weight dotlp

3.15.3 dotlp

show port [<portlist>]all] dotlp

portlist

all

1 dotlp
Harbour(config)# show port 1 dot1p

Port priority information

Port 1%s priority is O
Port 1%"s priority replacement is not replaced

3.16 MAC
. MAC
e« MAC
. MAC
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3.16.1 MAC

MAC
MAC MAC
MAC
MAC MAC
MAC MAC
3164 3.165

3.16.2 MAC

config port [<portlist>]all] maclimit on <1-128>

portlist

all

<1-128>

2 MAC 3

Harbour(config)# config port 2 maclimit on 3

3.16.3 MAC

config port [<portlist>]all] maclimit off

portlist

all

3.16.4

MAC
3 learning halfclose close learning
MAC waittime
halfclose
MAC waittime
close
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Modem RJ11
Link Down MAC
MAC

config port [<portlist>]all] maclimit action [learning|halfclose] wait
<30-214700000>

portlist

all

learning

halfclose

<30-214700000>

2 40 40

Harbour(config)# config port 2 maclimit action halfclose wait 40

config port [<portlist>]all] maclimit action close

portlist

all

2

Harbour(config)# config port 2 maclimit action close

3.16.5 Trap

config port [<portlist>|all] maclimit trap [yes|no]
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portlist
all
yes Trap
no Trap
Trap

3.16.6 MAC

show port [<portlist>|all] maclimit {[detail]}*1

portlist

all

detail detail

MAC

1
Harbour(config)# sh port 2 maclimit

port 2
mac limit :6 .learning :6
action :halfclose . waittime :300 . trap no

softstate :lock . hwstate : disable and lock

mac limit 6 MAC
learning 6 MAC
action

waittime

softstate normal learning
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hwstate STP
lock unlock
STP disable learning listening forwording
2

Harbour(config)# sh port 2 maclimit detail

port 2

mac limit :6 .learning : 6

action halfclose .waittime :300 . trap no
softstate :lock . hwstate : disable and lock

port 2 elapsed time 58 s exceptioncouter O
mac list:

00:01:30:55:98:€2 pos.0

00:50:fc:20:3f:85 pos.96

00:05:3b:00:26:€0 pos: 140
00:10:dc:5¢:79:92 pos: 166

00:20:ed:a6:de:ce pos:190

00:01.:€6:37:85:3d pos:192

total: 6 items

execpt mac:

total: O items

elapsed time

exceptioncouter FDB Hash hash MAC

mac list FDB Hash MAC
Pos Hash

execpt mac  Hash

3.16.7 MAC
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config port [<portlist>]all] maclimit
on <1-128>

MAC

config port [<portlist>]all] maclimit
off

MAC

config port [<portlist>]all] maclimit
action [learning|halfclose] wait
<30-214700000>

config port [<portlist>]all] maclimit
action close

config port [<portlist>]all] maclimit
trap [yes|no]

Trap

show port [<portlist>]all] maclimit
{[detail]}*1

MAC

3.17 Hammer3100

Hammer3100

3.17.1

(Mirror)

Hammer3100

config mirroring to <portnumber>

portnumber

2

Harbour(config)#config mirroring to 2

3.17.2

config mirroring [add]delete] port [<portlist>]all]
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add

delete

portlist

all

2 3-6
Harbour(config)#config mirroring add port 3-6

3-6 2 2

3

Harbour(config)#config mirroring delete port 3

3.17.3

show mirroring

Harbour(config)#config mirroring to 2
Harbour(config)#config mirroring add port 3-6

Harbour(config)# show mirroring

Mirroring information:
The port which traffic mirror to 2.

The ports which traffic mirror from: 3456

3.17.4

config mirroring disable
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4 VLAN
Virtual Local AreaNetworks VLAN
VLAN Hammer3100
VLAN

4.1 VLAN

VLAN

VLAN VLAN
VLAN VLAN
. VLAN
VLAN VLAN
. VLAN
VLAN VLAN VLAN
Market VLAN Sdes
. VLAN
VLAN
4.2 VLAN
32 VLAN VLAN

[

. 802.1Q tag

[ ]
421 VLAN(Port-Based VLAN)

Port-Based VLAN VLAN

Port-Based VLAN
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422 VLAN(Tagged VLAN)

Tagging
VLANId

-l

802.1Q
1 518
802.1Q

4.2.3 Tagged VLAN

Tagging VLAN

Tagged VLAN
VLAN
Network Interface Card(NIC)

42.4 VLAN

VLAN 802.1Q VLAN Tag
VLAN
default
VLANid -- 2047

VLAN

-l

Tag
Tag(VLANid) VLAN

Tag

VLAN

VLAN
VLAN

VLAN

425 Tagged VLAN  Port-Based VLAN

Tagged VLAN  Port-Based VLAN

-l

VLAN

|EEE 802.3/

VLAN

VLAN

802.1Q

802.1Q
Hammer3100
VLAN

VLAN
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VLAN
802.1Q
untagged

4.2.6 VLAN

Hammer3100

20

VLAN

802.1Q
VLANid

32 VLAN VLAN

VLAN

switchl  switch2 switchl VLAN

-l

VLAN

4.2.7 VLAN(Default VLAN)

e VLAN

e default VLAN
e default VLAN

4.3 VLAN

VLAN

o VLAN
o VLAN
o VLAN

VLAN VLAN

default

untagged

VLANid 2047

VLAN

VLAN

Tag Tag
802.1Qtag

o VLAN inputport VLAN defaultVID

4-2 VLAN

VLAN

switch2

create vlan <name>

<name> VLAN

delete vlan {<name>}*1 <name> VLAN
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VLAN VLAN
config vlan <name> tag <1-4095> VLAN  Tag VLANid
config vlan <name> inputport <portlist> VLAN VLAN
VID defaultVID
config vlan <name> [add|delete] port VLAN
<portlist> [tagged|untagged] Tag untagged
config ven up <portlist> [notagout]|tagout]
baseVID <1-4069> VLAN
config vlan [<name>]all] console [enable | VLAN  Console
disable] disable VLAN
4.3.1 VLAN
create vlan <name>
name VLAN

<name> VLAN

market  VLAN

Harbour(config)# create vlan market

show vlan {<name>}*1 VLAN <name>
VLAN VLAN <name> VLAN
VLAN

Harbour(config)# show vlan

VLAN 1D = 2047

Name : default

Mac address : 00:05:3b:00:00:00
Flag

Untagged Ports -1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
20 21 22 23 24
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VLAN 1D = 2046

Name . market

Mac address : 00:05:3b:00:00:00
Flag

Untagged Ports

VLANID 2047 VLAN VLAN VLANID
VLAN VLAN market
4.3.2 VLAN Tag
VLAN market VLANID 2046
VLAN  Tag VLAN
VLAN Tag

config vlan <name> tag <1-4095>

name VLAN

1-4095 Tag

market VLAN Tag 3200
Harbour(config)# config vlan market tag 3200

4.3.3 VLAN
VLAN /

|EEE 802.1Q tagged VLAN untaged
VLAN VLAN  /

config vlan <name> [add]|delete] port <portlist>[tagged]untagged]

name VLAN

add VLAN
delete VLAN
portlist /

2046
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tagged VLAN tagged
untagged VLAN untagged
1 5 untagged market  VLAN

Harbour(config)# config vlan market add port 1-5 untagged

defaultVID
untagged VLAN defaultVID
defaultVID VLAN VLAN VID Tag
defaultVID VLAN
defaultVID  default VLAN  VID(2047) VLAN  inputport
VLAN defaultVID

config vlan <name> inputport <portlist>

name VLAN
portlist VLAN
defaultVID VLAN  VID
VLAN market 4  defaultVID VLAN  VID

Harbour(config)# config vlan market inputport 4

4  defaultVID VLAN market VID show port 4
defaultVID

Harbour(config)# show port 4

Port:4 "s Configuration Information

Link state : Down Port state : Disabled
AutoNegotiation : Enabled Speed > 10BaseT
Duplex : Half FlowControl - Disabled
Learning : Enable Tagout : Disable
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Port Default VID: 3200 Vlan name : market

43.4 VLAN

delete vlan {<name>}*1

name VLAN

VLAN

Harbour(config)# delete vlan

4.3.5 VLAN

rename vlan from <name> to <name>

name name VLAN
name VLAN
wang VLAN 1 12  untagged VLAN
VLAN yang
Harbour(config)#create vlan wang
Harbour (config)#config vlan wang add port 1-12 untagged
Harbour(config)# rename vlan from wang to yang
4.3.6 VLAN  Console
Hammer3100 Console VLAN  Console
disable VLAN ping IP
Telnet Web
config vlan [<name>|all] console [enable|disable]
name VLAN
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all VLAN
enable VLAN VLAN
Console
disable VLAN  Console
disable VLAN Console show vlan
VLAN Fag Console VLAN ping
IP Telnet Web
IP 11.11.11.1/24 PC 24 IP
11.11.11.11/24

Harbour(config)#config ip 11.11.11.1/24
Harbour(config)#creat vlan wang
Harbour (config)#config vlan wang add port 24 untagged

Harbour (config)#show vlan

VLAN 1D : 2047

Name : default

Mac address : 00:05:3b:20:01:3c
Flag : Console

Tagged Ports
Untagged Ports - 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19
20 21 22 23 24

VLAN 1D : 2046

Name : wang

Mac address : 00:05:3b:-20:01:3c
Flag : Console

Tagged Ports
Untagged Ports : 24

Harbour(config)#ping 11.11.11.11

PING 11.11.11.11 : 56 data bytes.
Press Ctrl-c to Stop.
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Reply from 11.11.11.11 : bytes=56: icmp_seg=0 ttl=128 time=0 ms
Reply from 11.11.11.11 : bytes=56: icmp_seg=1 ttl=128 time=0 ms
Reply from 11.11.11.11 : bytes=56: icmp_seqg=2 ttl=128 time=0 ms
Reply from 11.11.11.11 : bytes=56: icmp_seqg=3 ttl=128 time=0 ms

----11.11.11.11 PING Statistics--—--

4 packets transmitted, 4 packets received, 0% packet loss

round-trip(ms) min/avg/max = 0/0/0
ping PC VLAN

Harbour(config)#config vlan wang console disable
Harbour(config)#ping 11.11.11.11

PING 11.11.11.11 : 56 data bytes.
Press Ctrl-c to Stop.

Reply from 11.11.11.11 : bytes=56: icmp_seg=0 ttl=128 time=0 ms
Reply from 11.11.11.11 : bytes=56: icmp_seg=1 ttl=128 time=0 ms
Reply from 11.11.11.11 : bytes=56: icmp_seqg=2 ttl=128 time=0 ms

----11.11.11.11 PING Statistics--—--

3 packets transmitted, 3 packets received, 0% packet loss

round-trip(ms) min/avg/max = 0/0/0

ping PC Console disable 24
defaultVID VLAN default VLAN wang
ping PC

Harbour(config)#config vlan wang input 24

Harbour (config)#show vlan wang

VLAN 1D : 2046

Name : wang
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Mac address : 00:05:3b:20:01:3c
Flag

Tagged Ports

Untagged Ports : 24

Flag Console

Harbour(config)#ping 11.11.11.11

PING 11.11.11.11 : 56 data bytes.
Press Ctrl-c to Stop.

Request time out.

Request time out.

--—-11.11.11.11 PING Statistics-—--

VLAN wang

2 packets transmitted, O packets received, 100% packet loss

ping PC

4.3.7

config vcn up <portlist> [notagout]tagout] baseVID <1-4069>

VLAN

portlist
notagout
VLAN
tagout
VLAN
1-4069 baseVID
VLAN  Tag
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baseVID 200
Harbour (config)#config vcn up 1-5 tagout baseVID 200

Harbour(config)#show vlan

VLAN ID 1 2047

Name . default

Mac address : 00:05:3b:20:01:3c
Flag : Console

Tagged Ports
Untagged Ports 1 2 3 4 5 6 7 8 9 10 11 12 13
14 15 16 17 18 19 20 21 22 23 24

VLAN 1D : 205

Name > VendVian6é

Mac address : 00:05:3b:20:01:3c
Flag

Tagged Ports -1 2 3 4 5
Untagged Ports : 6

VLAN ID : 206

Name > VendVian7

Mac address : 00:05:3b:20:01:3c
Flag

Tagged Ports -1 2 3 4 5
Untagged Ports : 7

VLAN ID 1 223

Name : VendVian24

Mac address : 00:05:3b:20:01:3c
Flag

Tagged Ports : 1 2 3 4 5
Untagged Ports : 24

VLAN 1D = 200

Name : VenuVlanl
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Mac address - 00:05:3b:20:01:3c

Flag : Console
TeggedPorts :1 2 3 4 5

Untagged Ports : 6 7 8 9 10 11 12 13 14 15
16 17 18 19 20 21 22 23 24

4.4 VLAN
Hammer3100 VLAN
A.normal untag VLAN
B.extension untag VLAN
4.4.1 VLAN

config vlan mode [normal|extension]

[normal Jextension] VLAN normal

4.4.2 VLAN

show vlan mode

show vlan mode”

Harbour(config)# show vlan mode

vlan mode is extension

-l

extension VLAN ven VLAN
VLAN ven
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5 FDB
5.1 FDB
MAC
MAC
FDB Forwarding Database
5.1.1 FDB
HammerOS  FDB 4K
. MAC
. Flag
MAC MAC
VLAN
5.1.2 FDB
FDB
—_— FDB
Agingtime
FDB
e Agingtime FDB
—_— FDB
Hammer3100
1000
. VLAN
. VLAN VLANiId
o tagged/untagged
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o VLAN
o disable
o Block
. down link down
5.1.3FDB
FDB
o MAC
VLAN FDB
o FDB
5.2 FDB
FDB
config fdb agingtime <0-120> FDB
80 ,0
create fdbentry <macaddr> <portlist> <macaddr>
{<vlanname>}*1 MAC MAC
vlanname VLAN
delete fdbentry [<macaddr> |all] MAC
{<vlanname>}*1
discard fdbentry <macaddr> MAC
show fdb agingtime FDB
show fdb all FDB
show fdb permanent {[mac] FDB
<macaddr>}*1 FDB
show fdb dynamic FDB
{[port]<portlist>}*1 FDB
{[mac]<macaddr>}*1
521

create fdbentry <macaddr> <portlist> {<vlanname>}*1
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macaddr MAC MAC

portlist

vlanname FDB VLAN
FDB

Harbour(config)#create fdbentry 001122334455 2

e MAC 001122334455
o 2
522 FDB

delete fdbentry [<macaddr> |Jall] {<vlanname>}*1

macaddr MAC
all FDB
vlanname FDB
VLAN
00E02B123456

Harbour(config)#delete fdbentry O00OE02B123456

5.2.3 MAC
MAC
discard fdbentry <macaddr>
macaddr MAC
<macaddr> MAC I1legal
MAC
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MAC 001122334455
Harbour(config)# discard fdbentry 001122334455

524 FDB
show fdb permanent {[mac] <macaddr>}*1
MAC FDB
MAC MAC

Harbour(config)# show fdb permanent mac 001122334455

--- Begin of Permanent Address Table Information --

Mac address Port Flags

00:11:22:33:44:55 2 Permanent NotMove

Total 1 static mac showed.

————————— End of Permanent Mac Information ----——-—---

5.2.5 FDB
FDB

show fdb dynamic {[port]<portlist>}*1 {[mac]<macaddr>}*1

[port]<portlist>
[mac]<macaddr> MAC
5.2.6 FDB
FDB
show fdb all
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Harbour(config)# show fdb al

Mac address Port type tocpu move mirror
00:05:3b:50:06:69 0 static 2 no no
00:05:3b:ff:ef:10 0 static 3 no no

Mac address vlan port

Total 2 unicast mac showed.

Total 0 multcast mac showed.

Port

type

tocpu CPU CPU MAC 0 3
move FDB

mirror

5.2.7 FDB

show fdb summary

Harbour(config)# show fdb summary

Total unicast FDB entry 5
static FDB entry 12
dynamic FDB entry 03
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Total multicast FDB entry  : 0

5.2.8 FDB

config fdb agingtime <0-120>

0-120

80
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6 SIP
e STP
e SIP
. STP
6.1 STP
IEEE802.1D STP  Spanning Tree Protocol
STR( )
Block
STP STP BPDU
BPDU Bridge Protocol Data Units BPDU
[ ]
[ ]
o Blocking
[ ]
!
STP |[EEE802.1D
6.2 STP

STP
. STP
o STP
o STP
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6.2.1 STP
config stpd default [enable]disable]

enable STP
disable STP
STP
6.2.2 STP

config stpd default port [<portlist>]all] [enable]disable]

portlist
all
enable STP
disable STP
STP
6 SIP

Harbour(config)#config stpd default port 6 enable

6.2.3 STP

config stpd default reverse [enable]disable]

enable STP

disable STP
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6.2.4 STP
STP STP
STP Hammer
e  Bridge Priority
e HeloTime
e Forward Delay
e MaxAge
° Path Cost
e  Port Priority
STP
6-1 STP
config stpd default STP
[enable]disable]
config stpd default priority STP
<0-65535> 0-65535
32768
Root Bridge 0
config stpd default hellotime BPDU
<1-10>
HelloTime 1-10
2
HelloTime
ForwardDelay 2
config stpd default forwarddelay
<4-30>
ForwardDelay 4-30
15
ForwardDelay
HelloTime+2
config stpd default maxage <6-40> BPDU
BPDU
MaxAge 6-40
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20

Maxage
2*(HelloTime + 1)
2*(ForwardDelay— 1)

config stpd default port STP
[<portlist>]all] [enable|disable]
config stpd default port STP
[<portlist>]|all] priority <0-255> 0-255
128
Root Port 0
config stpd default port STP
[<portlist>]all] cost <1-65535> 1-65535 Hammer0S
10Mbps 100
100Mbps 19
1000Mbps 4
config stpd default reverse stpd default
[enable]disable]
id
STP
Blocking
portiD
enable stpd default

disable stpd default

6.2.5 STP
STP
e  BridgelD

e Root BridgelD
. STP

e  Designated port
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show stpd default { port [<portlist>all]}* 1
1 STP

Harbour(config)# show stpd default

STP Domain default information

-- Designated Root Info --

Priority - 32768

Mac address : 00:05:3b:00:00:00
Max Age = 20

Hello Time t 2

Forward Delay 15

-- Bridge Info

Priority - 32768

Mac address : 00:05:3b:00:00:00
Root Path Cost -0

Root Port -0

Bridge Max Age - 20

Bridge Hello Time 12

Bridge Forward Delay : 15

2 STP
Harbour(config)# show stpd default port 2

Port:2 "s Spanning Tree Protocol Information

-- Port Info --

Port id 2
Priority ;128
State : Disable
Path Cost : 100
Designated Cost 0

-- Designated Port --
Port id : 2
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Priority : 128

-- Designated Root --
Priority 1 32768
Mac address : 00:05:3b:00:00:00

-- Designated Bridge --

Priority 1 32768
Mac address - 00:05:3b:00:00:00
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7 IGMP Snooping

e IGMP Snooping
e IGMP Snooping
o IGMP Snooping

7.1 IGMP Snooping

IGMP Snooping IGMP Snooping, “ §
IGMP IGMP
FDB
IGMP

VLAN IGMP Snooping

7.1.1 IGMP Snooping
igmp-snooping disable

igmp-snooping enable

enable IGMP Snooping

disable IGMP Snooping

7.1.2 IGMP Snooping

IGMP Snooping

igmp-snooping router_timeout <10-2147483647>

10-2147483647 260
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igmp-snooping host_timeout <10-2147483647>

10-2147483647 260

7.1.3 IGMP Snooping
VLAN VLAN

clear igmp snooping vlan <name>

clear igmp snooping vlan all

name VLAN

all VLAN

default
Harbour(config)# clear igmp snooping vlan default

7.1.4 VLAN

default VLAN
VLAN VLAN VLAN

config vlan <name> igmpport <portlist>

name VLAN
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portlist

7.1.5 IGMP Snooping
VLAN VLAN

show igmp snooping vlan [<name>|all]

name VLAN

all VLAN

Harbour(config)# show igmp snhooping vlan all

VLAN 1D - 2047
Name : default
Mac address : 01:00:5e:03:04:01
Ports -5 10
VLAN 1D - 2047
Name : default
Mac address : 01:00:5e:03:04:02
Ports : 5
VLAN 1D - 2047
Name : default
Mac address : 01:00:5e:7f:ff:fe
Ports -5 22
7.1.6 IGMP Snooping VLAN ID

show igmp port [<portlist>[all]
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portlist

all

Harbour(config)# show igmp port 21

Port 21 "s igmp vlan ID : 2047

7.1.7 IGMP Snooping

igmp-snooping immediate-leave [enable]disable]

enable

igmp-snooping

disable

igmp-snooping

7.2 IGMP Snooping

7-1 1GMP Snooping

IGMP-Snooping

igmp-snooping enable

IGMP Snooping

igmp-snooping disable

IGMP Snooping

igmp-snooping router_timeout
<10-2147483647>

260

igmp-snooping host_timeout
<10-2147483647>

260

clear igmp snooping vlan
[name]all]

VLAN

VLAN

config vlan <name> igmpport
<portlist>

VLAN
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show igmp snooping config

IGMP Snooping

show igmp snooping vlan
[name]all]

VLAN

VLAN

show igmp port [<portlist>]all]

IGMP Snooping

VLAN

ID
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8 SNTP
e SNTP
e SNTP
. SNTP

8.1 SNTP Simple Network Time Protocol

8.1.1 SNTP

SNTP
SNTP SNTP

8.1.2 SNTP

Hammer3100 SNTP Unicast

8.2 SNTP

SNTP

o SNTP SNTP

o SNTP SNTP
o SNTP SNTP
o SNTP

8.2.1 SNTP

config sntp-client [enabl e|disabl €]

Copyright by Harbour Networks, Ltd. / All right reserved. — 107



- Hammer3100 I 'ﬂm

enable SNTP
disable SNTP
Hammer3100 SNTP SNTP
SNTP
8.2.2 SNTP IP
SNTP Unicast SNTP SNTP IP
config sntp-client server ipaddr <A.B.C.D >
A.B.C.D SNTP IP
IP 10.5.4.66
Harbour(config)# config sntp-client server ipaddr 10.5.4.66
8.3 SNTP
show sntp-client {[default]}*1
show SNTP
IP
SNTP
SNTP IP “ default”
SNTP
Harbour(config)# show sntp-client
I sntp client's current state--------------
sntp-client are running.
user give: 10.5.4.66
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sntp server isinusing : 10.5.4.66

Harbour(config)# show sntp-client default

sntp-client are running.
user give: 10.5.4.66
sntp server isinusing : 10.5.4.66
default:
137.92.140.80
128.250.36.2
138.194.21.154
130.155.98.1
130.95.156.206
200.19.119.69
142.3.100.2
128.233.3.100
128.233.3.101
193.5.216.14
129.132.2.21
146.83.8.200
200.68.60.246
195.113.144.201
131.188.3.220
131.188.3.221
131.188.3.222
131.188.3.223
130.149.17.21
130.149.17.8
192.53.103.103
192.53.103.104

129.69.1.153
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8.4.1 Timezone

clear timezone

8.4.2

config timezone <name> [east|west] <0-12> {<1-59>}*1

name

CST

east|west

0-12

1-59

Harbour(config)# config timez CST east 8 (

Harbour(config)# config timez USA west 5 (

8.5 SNTP

SNTP

config sntp-client [enabl er|disabl €]

SNTP

<A.B.C.D>

config sntp-client server ipaddr SNTP

show sntp-client {[default]}*1

SNTP

show timezone

Timezone
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clear timezone Timezone
config timezone <name> Timezone

[eastjwest] <0-12> {<1-59>}*1
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9 NAS
9.1 NAS
Hammer
Hammer
Network Access Server NAS
802.1x RADIUS
4 IP
. L3 L2 IPDSLAM
. MAC
[ ]
802.1x
MAC
DHCP Relay
IP
3 PAP CHAP EAP-MD5
1 PAP
9-1 Hammer EAPOL-START

EAP-REQUEST/IDENTITY
EAP-RESPONSE/IDENTITY
PAP
ACCESS REQUEST RADIUS
ACCESS ACCEPT
EAP-SUCCESS

EAP-REQUEST/PAP
EAP-RESPONSE/PAP
EAP-RESPONSE/PAP
RADIUS
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;J "’ l N—"
H P g R i Hammer 7 i1 RADIUS HE % 5%
[ EAPOL | | RADIUS [
| |l EAPOL-ETART > | | | |
| | | | |
| | C ERP- nmuz-@rmznlnrv ]I | |
| | | | |
| |l EAP-RESPONSEADEMTITY > | | | |
| | | | |
| | C EAPRED‘LIESTPP.IP ]I | |
| | | | |
| |r EAP-RESFLNSEFAR > I m%WD | |
| | | | |
| | < EAP-SUCDESSI 1| < ACCESSACCERT I |
[l | | (|

9-1 PAP
2 CHAP
9-2 Hammer EAPOL-START
EAP-REQUEST/IDENTITY

EAP-RESPONSE/IDENTITY Challenge

EAP-REQUEST/CHALLENGE CHAP

EAP-RESPONSE/MD5-CHALLENGE

EAP-RESPONSE/MD5-CHALLENGE ACCESS REQUEST RADIUS

RADIUS ACCESS ACCEPT
EAP-SUCCESS
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' i
;-’ A l N
H P g R i Hammer =z #iH1 RADIUS HE % 5%
[ EAPOL | | RADIUS [
| |l EAFOL-START > | | | |
| | | | |
| | C EAF- nmuz-@rmzn'nrv ]I | |
| | | | |
| |l EAP-RESPONSEADEMTITY > | | | |
| | | | |
| | EAP- REI]LIESTL’.-HP.LL;ENGE ]I | |
| | | | |
| m% I-%I:.]EE-E:-’WD | |
| | | | |
| | < EAP-SUCDESSI 1| < ACCESSACCERT I |
[ | | [
9-2 CHAP
3 EAP-MD5
9-3 Hammer EAPOL-START
EAP-REQUEST/IDENTITY
EAP-RESPONSE/IDENTITY ACCESS-REQUEST RADIUS
RADIUS Challenge ACCESS-CHALLENGE
EAP-REQUEST/CHALLENGE EAP-MD5
EAP-RESPONSE/MD5-CHALLENGE
EAP-RESPONSE/MD5-CHALLENGE ACCESS REQUEST
RADIUS RADIUS ACCESS
ACCEPT EAP-SUCCESS
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CESS-REQUEST >
I

EAP-REQUEST/CHALLENGE
I

< ACCESS-CHALLENGE

- Hammer3100
' |
;’ ) N——
P Hammer 7 3541, RADIUSHE %
| EAPOL | | RADIUS
|l EAPOL-ZTART > | |
| |
| C E4P| FLEI.‘]UE‘-E-TIDEN]I'IT\' ]I
| |
[ I =
I
|
|
|

HEWEST-'F-1D5£H-“J_LEHK‘|E>

t EAP-RESFONSEMDE-CHALLENGE

|
|
]
|
|
[(ACCEss
| T
|
1'
|

|
| < EAP-SUCCESS | < F\.CCESE-)’-CCEP‘T
[ I
9-3 EAP-MD5
9.2 802.1x
IEEE 802
|EEE 802.1x
|EEE 802.1x Port Based Network Access Control Protocol
|IEEE 802 LAN
LAN
LAN MAC
LAN |IEEE 802.11 LAN
9.2.1 802.1x
|EEE 802.1x Supplicant Authenticator System
Authentication Server
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P b R PATES A B S R 5
= FUEPAE hilF TSk AGEPAE | | R R R
& Ll [y EAP
F N
H )
E TR i L
EAPOL
L )

9-4 |EEE 802.1x

802.1x
EAPOL Extensible Authentication Protocol Over LAN

802.1x Hammer
802.1x
MAC Controlled Port
Uncontrolled Port EAPOL
9-4
PAE Port Access Entity PAE PAE
. PAE
. PAE
PAE PAE EAPOL
PAE RADIUS Remote Authentication Dia In User Service
RADIUS
RADIUS
VLAN CAR
9-4
A B A PAE Suppliant B
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PAE Authenticator B A B PAE
A PAE
9.2.2 802.1x

802.1x
[ ]
[ ]
[ ]
1

EAPOL-Start

EAP-Request/Identity
EAP-Request/Identity EAP-Response/ldentity
EAPOL-Start
EAPOL-Start EAP-Request/Identity

2
a)
b)
c) MAC
d)
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e)

f)

0) EAPOL-L ogoff

EAPOL -L ogoff
EAPOL -L ogoff
3
3600
':
MAC
MAC
4
EAP
30
802.1x DHCP
DHCP IP DHCP IP
802.1x DHCP
DHCP
9.2.3
802.1x
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EAP
802.1x EAP EAP Extensible
Authentication Protocol RFC 2284 PPP
EAP LCP
EAP
EAP 9-5
Octet Mumber
Code 1
Identifier 3
Length a4
Data 5-M
9-5 EAP
EAP
Code 1 EAP
1 Request
2 Response
3 Success
4 Failure
Identifier 1 Request  Response
Identifier
Length 2 EAP
Data 0 EAP
EAPOL
802.1x EAPOL EAP over LANs
EAP EAP
LAN
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EAPOL 9-6
Cotet Number
PAE Ethemnet Type 1-2
Protocol Version 3
Packet Type 4
Packet Body Length 54
Packet Body 7-MN
9-6 EAPOL
EAPOL
PAE Ethernet Type 2 802.1x
888E
Protocol Version 1 EAPOL
0000 0001
Packet Type 1
a) EAP-Packet. 0000 0000

EAP

b) EAPOL-Start. 0000 0001
EAPOL-Start

c) EAPOL-Logoff. 0000 0010
EAPOL-Logoff

d) EAPOL-Key. 0000 0011
EAPOL-Key

e) EAPOL-Encapsulated-ASF-Alert.
0000 0100

Packet Body Length 2

Packet Body

Packet Body 0 Packet Type  EAP-Packet EAPOL-Key
EAPOL-Encapsulated-ASF-Alert
Packet Body
EAPOL 802.1qg VLAN
EAPOL MAC
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MAC 802.1x 01-80-c2-00-00-03
9.24 802.1x
802.1x 802.1x
802.1x
EAP-Request/Identity 802.1x
EAPOL-Start 802.1x MAC 802.1x
802.1x 802.1x
EAP-Request/Identity
OperControlledDirections
9.3 RADIUS
RADIUS Remote Access Dail-In User Service
RADIUS Server  RADIUS Client
Accounting
RADIUS Client/Server NAS Client
RADIUS RADIUS
RADIUS Authentication Server
RADIUS RADIUS

Accounting Server
RADIUS

. RADIUS Client/Server
° RADIUS Client

o RADIUS

RADIUS Server Server

MD5
PAP CHAP

128
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9.4 802.1x

9.4.1 / 802.1x

config dot1x [enable|disablé€]

enable 802.1x
disable 802.1x
25 26 , 25
26  Learning disable, Telnet
Telnet 25 26
802.1x

Harbour(config)# config dot1x enable

9.4.2 /

config dot1x binduser [enable|disable]

enable

disable

Harbour(config)# config dot1x binduser enable

9.4.3 /

config dot1x binduser [add|delete] port [<portlist>|all] user <username>
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add]delete /

portlist

all

username

24 3100_test

Harbour(config)# config dot1x binduser add port 24 user 3100 _test

9.4.4

config dot1x binduser clear-all

Harbour(config)# config dot1x binduser clear-all

9.4.5 802.1x
config dot1x clear-statistic
802.1x

Harbour(config)# config dot1x clear-statistic

9.4.6 / Keepalive

config dot1x keepalive [enable|disable]

enable Keepalive

disable Keepalive

Keepalive

Harbour(config)# config dot1x keepalive enable
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9.4.7 Keepalive

config dot1x keepalive mechanism [ping-pong|state-machine]

ping-pong ping-pong

state-machine

Harbour(config)# config dot1x keepalive mechanism state-machine

9.4.8 Keepalive max-no-respone-count

config dot1x keepalive max-no-response-count <2-30>

2—30 ’ 2 7 30 ’ 5

max-no-response-count 3

Harbour(config)# config dot1x keeapalive max-no-response-count 3

9.4.9 Keepalive ping-pong-period
config dot1x keepalive ping-pong-period <60-600>

60-600  ping-pong , 60 600 120

ping-pong 300

Harbour(config)# config dot1x keepalive ping-pong-period 300
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9.4.10 Keepalive state-machine-period

config dot1x keepalive state-machine-period <10-3600>

10-3600 state machine , 10 3600 ,
300
state machine 400

Harbour(config)# config dot1x keepalive state-machine-period 400

94.11

config dot1x low-level-switch-bind [enabl e|disabl €]

enable

disable

Harbour(config)# config dot1x low-level-switch-bind enable

9.4.12

config dot1x max-req <1-10>

1-10 , 10 , 1 2

3

Harbour(config)# config dot1x max-req 3
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9.4.13

config dot1x multiple-host-one-port max-host-count <2-128>

2-128 , 10

9

Harbour(config)# config dot1x multiple-host-one-port max-host-count 9

9.4.14

config dot1x pae force-logoff all

Harbour(config)# config dot1x pae force-logoff all

9.4.15 PAE id

config dot1x pae force-logoff id <paeid>

paeid paeid

paeid 1

Harbour(config)# config dot1x pae force-logoff id 1

9.4.16

config dot1x pae force-logoff port <portno>

portno <portno>
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16

Harbour(config)# config dot1x pae force-logoff port 16

9.4.17 MAC

. config dot1x pae force-logoff mac <address> { port <portno>}*1

address MAC

port <portno>

MAC 00-05-3b-51-02-92

Harbour(config)# config dot1x pae force-logoff mac 000530510292

9.4.18 qguiet-period

config dot1x quiet-period <0-65535>

0-65535 , , 60

quiet-period 30

Harbour(config)# config dot1x quiet-period 30

9.4.19 /

config dot1x re-authentication [enabl e|disabl €]

enable

disable 802.1x
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802.1x

Harbour(config)# config dot1x re-authentication enable

9.4.20

config dot1x re-authentication period <1-65535>

1-65535 , , 3600

10800

Harbour(config)# config dot1x re-authentication period 10800

9.4.21

config dot1x reauth-max <1-10>

1-10 , 2

3

Harbour(config)# config dot1x reauth-max 3

9.4.22

config dot1x server-timeout <1-65535>

1-65535 , , 30

20

Harbour(config)# config dot1x server-timeout 20
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9.4.23

config dot1x supp-timeout <1-65535>

1-65535 , , 30

25

Harbour(config)# config dot1x supp-timeout 25

9.4.24 EAP-Request/Identity

config dot1x tx-period <1-65535>

1-65535 , , 30

20

Harbour(config)# config dot1x tx-period 20

9.4.25

config port [<portlist>]all] dot1x authcontrolledportcontrol [auto|forceauth|forceunauth]

<portlist>]all [ | ]

auto| forceauth|forceunauth , auto

25,26 forceauth

Harbour(config)# config port 25-26 dot1x authcontrolledportcontrol forceauth
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9.5 802.1x

802.1x o-1

9-1  802.1x

show dotlx

802.1x

show dot1x binduser port [<portlist>|all]

show dot1x binduser status

show dot1x binduser user <username>

show dot1x low-level-switch-bind

show dot1x pae all

PAE

show dotlx paeid <id>

PAEID

show dot1x pae mac <address> { port <portno>}*1

MAC PAE

show dot1x pae port <portno>

PAE

show dotlx statistic

802.1x

show port [<portlist>[all] dot1x

802.1x
PAE
PAE

show 802.1x

802.1x Forwarding

9.6

RADIUS

Authentication Server

ID NAS

server-ip IP

client-ip RADIUS Client IP

NAS
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e  udp-port RADIUS Server RADIUS Client UDP
1812

9.6.1 RADIUS

radius authentication enable
RADIUS

Harbour(config)# radius authentication enable

9.6.2 RADIUS

radius authentication disable
RADIUS

Harbour(config)# radius authentication disable

9.6.3 RADIUS Server RADIUS Client

radius authentication add-server id <0-4> server-ip <A.B.C.D> client-ip <A.B.C.D>
{ udp-port <1-6500>} * 1

id <0-4> RADIUS Server

server-ip <A.B.C.D> RADIUS Server IP

client-ip <A.B.C.D> RADIUS Client IP

udp-port <1-6500> RADIUS , 1812

RADIUS Server id=0, server-ip 192.168.88.111, client-ip: 192.168.88.66, UDP
1812

Harbour(config)# radius authentication add-server id O server-ip 192.168.88.111 client-ip
192.168.88.66 udp-port 1812

9.6.4

radius authentication config-server id <0-4> shared-secret <secret>
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id <0-4> Server id

secret

serverid=0 harbour

Harbour(config)# radius authentication config-server id 0 shared-secret harbour

9.6.5

radius authentication config-server id <0-4> max-retransmit-count <2-10>

id <0-4> server id

2-10 , 3

RADIUS Server O, 2

Harbour(config)# radius authentication config-server id O max-retransmit-count 2

9.6.6

radius authentication config-server id <0-4> max-retransmit-drop-count <2-30>

id <0-4> server id

2-30 , 3

RADIUS Server O, 2

Harbour(config)# radius authentication config-server id O max-retransmit-drop-count 2

P : RADIUS Server Server

Copyright by Harbour Networks, Ltd. / All right reserved. — 132



- Hammer3100 I '.ﬂﬂg

9.6.7

radius authentication config-server id <0-4> max-send-fail-count <2-30>

id <0-4> server id

2-30 , 3

RADIUS Server O, 2

Harbour(config)# radius authentication config-server id O max-send-fail-drop-count 2

.L : RADIUS Server

RADIUS Server

9.6.8

radius authentication config-server id <0-4> retransmit-interval <5-300>

id <0-4> server id

5-300 , 10

RADIUS Server O, 15

Harbour(config)# radius authentication config-server id O retransmit-interval 15

9.6.9 Server active

radius authentication config-server id <0-4> status active

id <0-4> server id
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Server active

Harbour(config)# radius authentication config-server id O status active

9.6.10 Server

radius authentication delete-server id <0-4>

id <0-4> server id

server 0

Harbour(config)# radius authentication delete-server id O

9.7 RADIUS
RADIUS 9-2
9-2 RADIUS
show radius idpool RADIUS ID Pool
show radius { configuration} * 1 RADIUS
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10 (Syslog)

10.1

Monitor

10.2

10.2.1

config syslog [enable]disable]

enable

disable

Harbour(config)# config syslog enable

Successfully changed syslog service to enable
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10.2.2

config syslog type [<name>]all] [enable]disable]

name

all

enable

disable

show syslog configuration AUTH
BGP CLI SYSLOG DEVCTRL ARP DOT1X NAS OSPF PORT FDB RADIUS RIP
ROUTE SNMP STP SYSTEM VLAN WEB SERVICE DHCPR, VDSLDRV

Harbour(config)# config syslog type auth enable
Successfully changed syslog type auth to enable.

AUTH AUTH

10.2.3

config syslog lowest-level <0-7>

<0_7> L] 0 7

EMERG ~ ALERT  CRITERR  WARNING NOTICE
INFO DEBUG

Harbour(config)# config syslog lowest-level 3
Successfully changed syslog service lowest-lever level 3[ERR].

3 3
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10.2.4

record command-line [enable]disable]

enable

disable

6 INFO

Harbour(config)# record command-line enable

Successfully changed syslog record CLI to enable.

10.3

10.3.1

config syslog server [enableldisable]

enable

disable

Harbour(config)# config syslog server enable
Successfully changed syslog service logto server enable.

Warning: Syslog server config is empty.Please add syslog server.
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10.3.2

IP

config syslog [add]|delete] server <A.B.C.D>
{[port] <1-65535>}*1 {[facility] <0-7>}*1

add

delete

A.B.C.D IP

port

[facility] <0-7> ,

Harbour(config)# config syslog add server 10.12.3.4 port 8808 facility 5
Successfully added syslog server 10.12.3.4.

IP 10.12.34 8808 5

Harbour(config)# config syslog delete server 10.1.4.1 port 6500 facility 1
Successfully deleted syslog server 10.1.4.1

1P 10.14.1 6500 1

10.4

10.4.1
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config syslog monitor-terminal [enableldisable]

enable

disable

Harbour(config)# config syslog monitor-terminal enable

Successfully changed syslog service logto monitor-terminal to enable.

10.4.2

monitor [on|off]

on

off

Harbour(config)# monitor on

Successfully changed your terminal display syslog messages.
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10.4.3

monitor display timestamp [nonejtime]datetime]

none

time

datetime

Harbour(config)# monitor timestamp datetime

10.4.4

monitor display lowest-level <0-7>

<0-7> , 0 7
EMERG ALERT CRITERR WARNING NOTICE
INFO DEBUG

Harbour(config)# monitor display lowest-level 3

Successfully changed monitor lowest-lever level 3 [ERR]
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3 3

10.4.5

monitor display type [<typename>|all] [on|off]

typename

all

show syslog configuration
AUTH BGP CLI SYSLOG DEVCTRL ARP DOT1X NAS
OSPF PORT FDB RADIUS RIP ROUTE SNMP STP SYSTEM VLAN
WEB SERVICE DHCPR,VDSLDRV

Harbour(config)# monitor display type al on

Successfully changed to display all messages.

10.5

10.5.1

show syslog { configuration} * 1

Harbour(config)# show syslog configuration

Copyright by Harbour Networks, Ltd. / All right reserved. — 141



- Hammer3100 ! ! AEEEE

Syslog Serviceisup.

--Service Syslog logto flashfileis up.

--Service Syslog logto server is down.
Have no syslog server.

--Service Syslog logto monitor-terminal is up.

--Log messages that not lower than level 4 [WARNING].

--Log these types messages:

--Not log these types messages:

‘AUTH:BGP:CLI:SYSLOG:DEVCTRL:ARP:DOT1X:NAS:OSPF:PORT:FDB:RA
DIUSRIP.ROUTE:SNMP:STP.SY STEM:VLAN:WEB:SERVICE:DHCPR:VDSLDRV

Record command-lineis disabled

10.5.2

show monitor { configuration}* 1

Harbour(config)# show monitor configuration

Monitor has been on.

Monitor show messages with none timestamp.
Monitor only display log messages that not lower than level 7 [DEBUG].

Monitor display messages of these types:

Monitor donot display messages of these types:
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AUTH:BGP:CLI:SYSLOG:DEVCTRL:ARP:DOT1X:NAS:OSPF:PORT:FDB:RADIUS:RIP.ROUT

E:SNMP:ST

P:SYSTEM:VLAN:WEB:SERVICE:DHCPR:

10.6

config syslog [enable|disable]

enable disable

config syslog monitor-terminal

[enable|disable]

disable

enable

config syslog lowest-level <0-7>

lowest-level
1

config syslog
[enable|disable]

type [<name>]all]

name
enable

all
disable

record command-line [enable]disable]

disable

enable

config syslog server [enable]disable]

disable

enable

config syslog [add|delete] server <A.B.C.D>
{[port] <1-65535>}*1 {[facility] <0-7>}*1

port facility

<A.B.C.D> IP

show syslog {configuration}*1

monitor [on]off]

monitor display

[none|time|datetime]

timestamp

monitor display lowest-level <0-7>

monitor

[on]off]

display type [<typename>|all]

show monitor {configuration}*1

-l
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VDSL SYNC LINK
5 10

Syslog

Syslog
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11 Web Hammer 3100
HammerOS Web
Web
11.1
HammerOS Hammer
pHammer FlexHammer BigHammer Hammer3100 Web
Web

11.11 Web
Web

config ipaddress <A.B.C.D> <A.B.C.D>

<A.B.C.D> <A.B.C.D> IP
<A.B.C.D> IP

config ipaddress <A.B.C.D/M>

A.B.CD IP

IP 10.1.17.111

Harbour(config)#config ipaddress 10.1.17.111 255.0.0.0

Harbour(config)#config ipaddress 10.1.17.111/8
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2.
Harbour(config)#service webserver enable

Web show service

3 Web IP 11-1
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4 |}
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11-1 11-2
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12
. Bootrom
. HammerOS

12.1 Bootrom

Bootrom

12.1.1

HammerOS Hammer3100

Hammer Boot Loader version 1.0, Harbour Networks, Inc.

Compiled Wed 28-FEB-2001 11:00

Base ethernet MAC address: 00:05:3b:01:36:00

Copyright(c) 2000-2001 by Harbour Networks, Inc.

Product name: MicroHammer VDSL Switch

Serial number: U51001080003

Manufacture date: 2001-08-01

Hardware revision: version 1.00

System booting, please wait...

Open console ...... Done.

Entering HammerOS ......

Initializing environment ...... Done.

Loading startup config ...... Done.
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R R R R A R R R A R R R B R R

Welcome to HammerOS.

Press Return to connect and config this system.

H OHF O HF OH =
H OHF O HF OH =

R R R R R A R R R A R R R R R

12.1.2
Bootrom
1 Console
2
3 “ Hammer: ” Bootrom
Bootrom

Hammer Boot Loader version 1.0, Harbour Networks, Inc.

Compiled Wed 28-FEB-2001 11:00

Base ethernet MAC address: 00:05:3b:01:36:00

Copyright(c) 2000-2001 by Harbour Networks, Inc.

Product name: MicroHammer VDSL Switch
Serial number: U51001080003

Manu

? - List all available commands

h - List all available commands

b - Boot an executable image

g - Boot an executable image with default configurations
u - Load and boot an executable image

I - Load configuration file and boot an executable image
r - Reboot system

Press "h" or "?" To get helping information.

Hammer:
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Bootrom
?
h
b HammerOS
g HammerOS
u Xmodem HammerOS
| Xmodem HammerOS
r
'
== Hammer OS Flash HammerOS
Xmodem FTP Flash
12.2 HammerOS
HammerOS
. Xmodem HammerOS
. TCP/IP FTP HammerOS
12.2.1 Xmodem HammerOS
HammerOS
1
2

Harbour(config)# download xmodem hammeros

3 HammerOS
4 reboot
12.2.2 TCP/IP FTP HammerOS
FTP HammerOS

25
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1 TCP/IP

download ftp hammeros <A_.B.C.D> <username> <password>

<filename>

A.B.CD hammeros IP
username FTP
password
filename
3 FTP Flash
4 reboot

System is going to reboot....
Disconnected.

Thanks for using Harbour Networks®"s product.

Bye!

12.2.3

reboot

Harbour(config)# save configuration
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