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2
Hammer10000 IP-DSLAM
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
e ping
':
“ save configuration”
2.1
Hammer10000 IP-DSLAM
211

Command Line Interface CLI

Hammer OS

Hammer10000 |IP-DSLAM

Hammer10000 |P-DSLAM

* Harbour>"
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“ Harbour(config)#’

harbour

IP

<cr> Just Press Enter to Execute command!

1
Harbour(config)# exit

“exit” exit

2
Harbour(config)# config port 0:1 speed 10

“ config port 0:1 speed 10”
port speed 01 10

“ o " # HammerOS

admin

config

Copyright by Harbour Networks, Ltd. / All right reserved.
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<cr> Just Press Enter to Execute command!

who
Harbour>who
[ ]
who Display who is connected to the switch.
who
° “ + ”

am Display me myself who is connected to the target machine.
<cr>  Just Press Enter to Execute command!

who am

2 help

Harbour>help
HammerOS provides help feature as described blow.
1. Anytime you need help, just press"?* and don't

press Enter,you can see each possible command argument

who

Copyright by Harbour Networks, Ltd. / All right reserved.
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and its description.

2. Youcanasoinput "list" and then press Enter
to execute this helpful command to view the list of

commands YyOu Can use.

HammerOS
1
2 list
2.1.3
“ Tab” HammerOS
“ Tab’
1 show
show “ g
Harbour>sh
“ Tab’
Harbour>show
2 show
show
Harbour >show
"Tab’
arp dot1x ddl-profile fdb history
igmp-snooping interface ip mirroring nas
radius services  snmp stpd sysattack
sysdlocation time version vlan

idle-timeout
port

syscontact

Copyright by Harbour Networks, Ltd. / All right reserved.
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show
214
VLAN
market
1 0:1-0:5 untagged market
Harbour(config)#config vlan market add port 0:1-0:5 untagged
Harbour(config)#con vl market ad po 0:1-0:5 un
':
215
<portlist> Hammer10000 IP-DSLAM
Hammer10000 IP-DSLAM slot
port o
1
port 3:1
3 1
2
port3:1 4.8 6:10
3 1 4 8 6 10

Copyright by Harbour Networks, Ltd. / All right reserved. — 10



- Hammer10000 IP-DSLAM

3 b ”
port 2.3 2:15

2 3 15
4

port 2.1 2.4 420

221 222 23 24 420

5
Hammer10000 IP-DSLAM 0 1
SMU 01
2-1
Sy
0
o
i -1 . E
a7 E
12 (4|
i :.:l
04 +E
05 |
1 |
2-1
2.1.6
2-1
2-1
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<> 7
IP
create vlan <name> <name>
VLAN
“ Unknown Command”
[1] [
service telnet[enable|disable]
enable disable
{1} *
show vlan {<name>}*1
show vlan show vlan
VLAN
0-n n
n 1 <name>
1
2.1.7
> HammerOS
<1-255> 1 255
1P
A.B.CD IP IP
192.168.0.1 IP

Copyright by Harbour Networks, Ltd. / All right reserved.
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portlist

2.2 252210 2:20

20
16
<macaddr>
MAC <name>
2.1.8
2-2
2-2

16

MAC

2 56 7 8 9 10

005023344325

BackSpace Del Ctrl+h

Ctrl+p

Ctrl+b

Ctri+f

Ctrl+n

Ctrl+a

Ctrl+e

Ctrl+d

ctrl+k

Ctri+t

Ctrl+u

ctri+w

Copyright by Harbour Networks, Ltd. / All right reserved.
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Del
Telnet Ctrl+h
Ctrl+p Ctrl+b Ctrl+f Ctrl+n

2.1.9 history
HammerOS 20 show history
19 show history 20
Ctrl+b  Ctrl+n
2-2

Harbour> show history
list
ex
list
show fdb mac
show fdb mac 00:01:10:55:10:19
show fdb vlan
show vlan
show fdb vlan
show fdb vlan uplink
show fdb agingtime
show fdb

2.2

HammerOS

CcC

2-3

.o Harbour>
13 #H
Harbour (config)#

1 enabl e”
Copyright by Harbour Networks, Ltd. / All right reserved. — 14
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Harbour>enable
password

Harbour (config)#

exit

2.2.1 show version

Hammer10000 IP-DSLAM
show version [all |<0-15>]
all
0-15

6

Harbour(config)# show version 6
————————— Board In Slot 6 Version Information ---————---

Board Type : ADU_GS_32
Hardware Version - V .2
FPGA Version : A 1.3
CPLD Version - 1.0

ADU Serial Number : API-71
ADU Firmware Version : X3727
ADU Vendor ID : GSPN

2.2.2 enable

enable

Harbour> enable
Password
Harbour(config)#

2.2.3 terminal length

Copyright by Harbour Networks, Ltd. / All right reserved.
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terminal length <value>

length <value> 0 512 20
length 0

2.2.4who

who

who am i

who who am i

Harbour(config)# who

---SessionlD---UserName---LOCAT ION----MODE----

5 admin console CONFIG(That"s me.)
Total 1 sessions in current system.

Harbour(config)# who am i

I am Session [5] : user admin connected from console.

2.2.5 list

list

2.2.6 show services

Telnet SNMP up down

show services

Harbour(config)# show services
Service telnet is up.

Service snmp agent is down.
Trap support is down.

Copyright by Harbour Networks, Ltd. / All right reserved.

— 16



- Hammer10000 IP-DSLAM ! !ﬂﬂ.@

2.2.7 save configuration

2.2.8 quit

2.2.9 logout

Flash

save{configuration}*1

Hammer10000 IP-DSLAM Hammer0S
quit

quit logout

Harbour(config)# quit

Quit.

Disconnected.

Thanks for using Harbour Networks®s product.
Bye!

logout

Hammer10000 IP-DSLAM Hammer0S
logout

logout quit
logout
Harbour(config)# logout
Quit.
Disconnected.

Thanks for using Harbour Networks®s product.
Bye!

quit

2.2.10 show idle-timeout

idle timeout Hammer10000 IP-DSLAM

Copyright by Harbour Networks, Ltd. / All right reserved.
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logout

show idle-timeout

idle-timeout <value>

Harbour(config)# show idle-timeout
Idle time out is set to 10 minutes.

idle-timeout <0-35791>

2.2.11 exit

exit

Hammer0S quit

exit ( )
Harbour> exit
Exit
Disconnected.

Thanks for using Harbour Networks®s product.
Bye!

exit ( )

Harbour(config)# exit
Harbour>

quit, logout

2.2.12
2-4

2-4

logout

Copyright by Harbour Networks, Ltd. / All right reserved.
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clear

enable

quit logout

show history

show services

show version [all |<0-15>]

terminal length <value>

who

who am i

show idle-timeout

show time

enable 2-5

2-5

enable-password

config time <1970-2069>
<1-12> <1-31> <HH:MM:SS>

erase {startup-config}*1

hostname <hostname>
Harbour

idle-timeout <value> Hammer10000 IP-DSLAM

show running-config

show startup-config

save {configuration}*1

config syscontact
<.contact>

config syslocation
<.location>

Copyright by Harbour Networks, Ltd. / All right reserved.
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il

Hammero0S
2.3
HammerOS
e ADMIN
. NORMAL
HammerOS
[ ]
[
2.3.1
admin harbour
admin
2.3.2
1 admin
2 enable
3

user add <username> login-password <login_password>

<username>
4-20 <login_password>
6-20

Copyright by Harbour Networks, Ltd. / All right reserved.
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2.3.3

harbour

il

manager harbour

Harbour(config)# user add manager login-password harbour
Successfully added user manager as a NORMAL_USER ,
To change user role use "user role" command .

user role <username> ADMIN enable-password <enable_password>

<username> <enable password>
admin

user role <username> NORMAL
<username>

manager
harbour

Harbour(config)# user role manager admin enable-password harbour
Successfully change user manager to ADMIN mode.

manager

Harbour(config)# user role manager normal

Copyright by Harbour Networks, Ltd. / All right reserved.
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Successfully change user manager to NORMAL mode.

234
Harbour(config)# user list
UserName --------------- User_role -—-----———-
admin ADMIN_USER
manager NORMAL_USER
Total 2 users in system.
2.3.5
user delete <username>
<username>
manager
Harbuor(config)# user delete manager
Harbour(config)# user list
UserName --------—-—-————- User_role --——————-——-
admin ADMIN_USER
Total 1 users in system.
manager
2.3.6
1

enable-password

Copyright by Harbour Networks, Ltd. / All right reserved.
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user login-password <username>

user enable-password <username>

2.4 Hammer10000 IP-DSLAM

Hammer10000 IP-DSLAM

J Hammer10000 IP-DSLAM
Console Hammer10000 IP-DSLAM
CLI

. Telnet Hammer10000 IP-DSLAM

. SNMP Hammer10000 IP-DSLAM

Hammer10000 IP-DSLAM

. Console
° 4 Tenet
. 4
. 2
24.1 Hammer10000 IP-DSLAM
Hammer10000 IP-DSLAM
Console
. 9600
. 8

CONSOLE”
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config terminal Baudrate [115200]|9600]

9600bps 115200bps Console
9600bps
ar
——Hammer10000 1P-DSLAM Console Hammer10000
1P-DSLAM VT100
VT100
VT100

Console Hammer10000 IP-DSLAM
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Hammer10000 IP-DSLAM Console

HammerOS Hammer10000 IP-DSLAM

B0 RO OO A R A B B B B B R BB

Welcome to Hammer()s.

T

#
#
#
# Press Return to connect and cenfig this system.
#
#

R R AR AR R R R R AR R B R R AR R R AR AR AR R AR AR R SRR AR R R ER

. admin harbour
enable harbour
Hammer10000 |P-DSLAM

Harbour (config)#

Hammer10000 IP-DSLAM

Hammer10000 IP-DSLAM IP

Hammer10000 IP-DSLAM IP

Harbour(config)# config vlan default ipaddress 192.168.1.232/24

192.168.1.232/24 IP
Hammer10000 |P-DSLAM IP Telnet

Harbour(config)# save configuration

Copyright by Harbour Networks, Ltd. / All right reserved. — 25



- Hammer10000 IP-DSLAM g !.ﬂgﬂ.@

Areyou sure to save the current configuration?[Y/N]y

Trying save configuration to flash, please wait ......

Preparing configuration data to save...Done.

Starting write configuration datato flash...Done.

Configuration save to flash successfully.

Flash

Hammer10000 |P-DSLAM

Harbour(config)# logout
Harbour(config)# quit

Hammer10000 IP-DSLAM

2472 Telnet Hammer10000 IP-DSLAM
1 Tenet
Telnet
1 Telnet

Harbour(config)# service telnet enable

Successfully changed telnet service to up.

Telnet

2 Telnet

Harbour(config)# service telnet disable

Successfully changed telnet service to down.
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Telnet

3 Telnet

Harbour (config)# show services

Service telnet is up. Telnet Service telnet is down.
Telnet
2 Telnet Hammer 10000 | P-DSL AM
Telnet TCP/IP Hammer10000 |P-DSLAM
Telnet Hammer10000
IP-DSLAM IP
Telnet Hammer10000 IP-DSLAM
telnet <A.B.C.D>
<A.B.C.D> Hammer10000 IP-DSLAM IP
Hammer10000 IP-DSLAM IP 192.168.1.232 Telnet

Harbour(config)# telnet 192.168.1.232

Trying 192.168.1.232...

Press Ctrl-Q to abort connect.

Connected to 192.168.1.232.

Press Ctrl-Q to force exit telnet.

HammerOS Release Versionl.2 on Hammer10000 IP-DSLAM.

Login:
3 Telnet

Telnet who
who session ID
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kill session <1-24>

<1-24> session|D session  Console

You can"t kill a console session.

4 Tenet

Telnet Telnet Telnet
Telnet Telnet
Telnet
/ Telnet-Filter

config telnet-filter [enabledisable]

enable Telnet-Filter Telnet disable
Telnet-Filter Telnet

Telnet
create telnet-filter permit <A.B.C.D/M>

permit Telnet <A.B.C.D/A.B.C.D>
Telnet M

Telnet 10.10.10.1/24  Telnet

Harbour(config)# create telnet-filter permit 10.10.10.1/24

Tenet-Filter
show telnet-filter

telnet-filter

Harbour(config)# show telnet-filter

Telnet_filter is enabled.
Telnet_filter 10.4.1.1/24 permit.
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24.3 SNMP Hammer10000 IP-DSLAM

SNMP  Simple Network Management Protocol
SNMP Hammer10000 IP-DSLAM
Management Information Base MIB

MIB
1 I SNMP
SNMP SNMP
1 SNMP

Harbour(config)# service snmp enable

Successfully changed snmp agent service to up.

SNMP

2 SNMP

Harbour(config)# service snmp disable

Successfully changed snmp agent service to down.

SNMP

SNMP

Harbour (config)# show services

Service snmp agent is up SNMP Service snmp agent is
down SNMP
2 SNMP

SNMP
Community
Community Community Hammer10000 IP-DSLAM
public Community
private
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config snmp community [readonly|readwrite] <string>

3 SNMP  Trap
NMS Trap
Agent
NMS Trap
NMS
1 Trap
service snmp trap [enable]disable]
enable Trap disable
Trap
2 Trap Receiver  |P
config snmp trapreceiver add <A.B.C.D> version [vl]|v2c] {community
<string>}*1
<A.B.C.D> Trap Receiver IP vl Trap vl
v2c Trap v2c
Trap Receiver IP 10.1.30.100 Trap vl

Harbour (config)#config snmp trapreceiver add 10.1.30.100 version vl
Successfully added trapreceiver IP address is 10.1.30.100

The trap version is vl
The default trap community is public

3 Trap Receiver [P

config snmp trapreceiver delete <A.B.C.D>

<A.B.C.D> Trap Receiver IP

4 SNMP  Trap Receiver

show snmp trapreceiver

Harbour(config)# show snmp trapreceiver

IP address Version Community
12.12.12.1 vl public
Total 1 trapreceiver IP address in system.
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2.5

Hammer10000 IP-DSLAM

251

ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1

<A.B.C.D> IP M <A.B.C.D>
1P
ip route <A.B.C.D> <A.B.C.D> <A_.B.C.D> {<1-255>}*1
1P
C 192.168.2.88
192.168.1.3

Harbour(config)# ip route 192.168.2.88/24 192.168.1.3

Harbour(config)# ip route 192.168.2.88 255.255.255.0 192.168.1.3
2.5.2

show ip route
ip route 192.168.2.88/24 192.168.1.3

Harbour(config)# show ip route
Codes: C - connected, S - static, R - RIP,
>* - selected route

S>* 0.0.0.0/0 [1/0] via 10.16.0.254, harbour
C>* 2.2.2.0/24 is directly connected, pppoel
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2.5.3

2.6

C>* 10.0.0.0/16 is directly connected, uplink
C>* 10.10.1.0/24 is directly connected, server2
S 10.10.1.0/24 [1/0] via 10.11.1.254 inactive
C>* 10.16.0.0/16 is directly connected, harbour
C>* 12.1.0.0/16 is directly connected, server
C>* 192.168.0.0/16 is directly connected, adsl
S>* 192.168.2.0/24 [1/0] via 192.168.1.3, adsl

192.168.2.0 255.255.255.0 192.168.1.3

no ip route <A.B.C.D/M> <A.B.C.D> {<1-255>}*1

no ip route <A.B.C.D> <A.B.C.D> <A.B.C.D> {<1-255>}*1

IP
1P

Harbour(config)# no ip route 192.168.2.88/24 192.168.1.3

Harbour(config)# no ip route 192.168.2.88 255.255.255.0 192.168.1.3

save {configuration}*1

Flash

Configuration save to flash successfully

FTP Xmodem

IP
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2.6.1 Flash
.
show flash
.
del file <filename>
.
rename file <name> <newname>
2.6.2 FTP
Telnet
FTP
server
download ftp [hammeros]config-file]cops3000]odiag3000]o0am3000]adufpga
[vdubf pgalbootromigtiooctffile] <A.B.C.D><username><password><filename>
<A.B.C.D> IP <username>  FTP
<password> FTP , <filename>
reboot
FTP

Trying download file from ftp server, please wait...
Successfully finished receiving file.

Trying write file to flash......
Finished.

You®ve successfully download new image file
Now you can type reboot command to reboot system.
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2.6.3 Xmodem

Telnet

download xmodem [hammeros]|config-file]cops3000]odiag3000]00am3000]

adufpga|vdubfpga]bootrom]gtiooct]

Xmodem

Writing configuration to flash, please wait ...... finished.
Configuration saved to flash successfully.

reboot

2.6.4 FTP
FTP Flash

upload ftp [hammeros]config-file|cops3000]odiag3000]ooam3000]
fpga|bootrom|gtiooct|file] <A.B.C.D> <username> <password> <filename>
hammeros
config-Ffile
<A.B.C.D> FTP 1P
<username> FTP
<password>FTP

<filename>

filename FTP . FTP
filename

10.1.30.92 FTP userl
drv Hammer0S

Harbour(config)# wupload ftp config-file 10.1.30.92 userl drv
sysconfig.txt

Trying upload file to ftp server, please wait...

Successfully finished Upload file.

Finished.

You®ve successfully upload config file.

FTP sysconfig.txt
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2.6.5 Xmodem
Xmodem Flash

upload xmodem [hammeros]config-file]cops3000]odiag3000]ooam3000]fpgal
bootrom|gtiooct]

hammeros config-file

Harbour (config)#upload xmodem config-file

Trying upload file by console, please wait...
Trying upload file by console via xmodem protocol......

Xmodem
Successfully finished upload file.
Finished.
You"ve successfully upload config file
Upload Complete.
.--"-_l
Hammer10000
IP-DSLAM
2.7 PVC
2.7.1 PVC

config pvc operation [<VPI:VCI>]

VPI VPI <0-127>
VCI VCI <17 127>
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show pvc PVC ,
Modem  PVC PVC

Harbour (config)# config pvc operation 8 35

2.7.2 PVvC

show pvc

Harbour(config)# show pvc

2.8 ping
Hammer10000 IP-DSLAM ping
ping Internet Control Message Protocol (ICMP) echo IP
ping
ping {[-t]}*1 {[-count] <1-65535>}*1 {[-siz€e] <1-6400>}*1 {[-waittime] <1-255>}*1
{[-ttl] <1-255>}* 1 {[-pattern] <user_pattern>}*1 <A.B.C.D>
ping

ping 192.168.0.1

Hammer10000 |P-DSLAM IP 192.168.0.1

PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.

Reply from 192.168.0.1 : bytes=56: icmp_seq=0 ttl=128 time=10 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=1 ttl=128 time=5 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=2 ttl=128 time=5 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=3 ttl=128 time=5 ms
Reply from 192.168.0.1 : bytes=56: icmp_seq=4 ttl=128 time=5 ms

----192.168.0.1 PING Statistics----
5 packets transmitted, 5 packets received, 0% packet loss

round-trip(ms) min/avg/max = 0/36/100
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PING 192.168.0.1 : 56 data bytes.
Press Ctrl-c to Stop.

Request time out.
Request time out.
Request time out.
Request time out.
Request time out.

----192.168.0.1 PING Statistics----
5 packets transmitted, O packets received, 100% packet loss

2-6 ping

2-6 ping
-t t ping 1P

ICMP echo Ctrl+c
t ping 5 ICMP echo
-count <1-65535> count ping ICMP echo
ping
-size <1-6400> size ICMP echo
-waittime <1-255> waittime ping
-ttl <1-255> ttl ICMP ttl time to live
-pattern <user_patter> pattern I1CMP 1-16
16
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HammerOS Hammer10000 IP-DSLAM

Hammer10000 |P-DSLAM
Hammer10000 IP-DSLAM

e VDSL
e ADSL
3.1 xDSL
Hammer10000 IP-DSLAM
3.1.1

xDSL HammerOS

Hammer10000 |IP-DSLAM

xDSL

create [adsl-profile]adsl-thresh-profile|vdsl-profile] <name>

adsl-profile ADSL
adsl-thresh-profile ADSL
vdsl-profile VDSL

<name>

3.1.2

config dsl-profile <name>

<name>

i

Profile
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3.1.3
config port [<portlist>]all] [attach]|detach] dsl-profile <profilename>
attach profile
detach profile
<portlist> profile
all profile
<profilename>
3.14
delete dsl-profile <profilename>
<profilename>
3.15
flush dsl-profile <name>
<name>
3.1.6
show dsl-profile {<name>}*1
<name>
3.2

e
.t
S
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10M/100M
10M/100M
3.21
enable disable VDU disable
config port [<portlist>]all] [enable]disable]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
enable
disable
3.2.2
Hammer10000 IP-DSLAM
config port [<portlist>]all] auto [on]off]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
on auto
off
0:1
Harbour(config)# config port 0:1 auto on
3.2.3
Hammer10000 IP-DSLAM 10/100Mbps
config port [<portlist>|all] speed [10]100]
<portlist>
6:1 6:1 6:6
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6:1,6:3-6:6
all
10, 10Mbps
100 100Mbps

0:1 10Mbps
Harbour(config)# config port 0 1 speed 10

3.24
config port [<portlist>]all] duplex [full]half]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
full
half
0:1
Harbour(config)# config port 0 1 duplex full
3.25

config port [<portlist>]all] flowcontrol [on]off]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
on
off
0:1
Harbour(config)# config port 0 1 Tflowcontrol on

i
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3.2.6

Hammer10000 IP-DSLAM

show port [<portlist>]|all]active] {[switch-port|stats|stp|vlan-list]}*1

<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
active

switch-port

stats
stp Spanning Tree Protocol
vlan-list VLAN

Harbour(config)# show port 0:1

Port:<0:1> "s Current Value Information

Link state - Up Port state : Enabled
AutoNegotiation > On Speed - 100BaseTX
Duplex : Full FlowControl : Off
LockState : On DropPacket = 0On
Port Default VLAN ID 16 Port Default VLAN name = harbour

]

ADSL VDSL
show port <portlist> show port 0 1
[1] ?’l
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3.3 VDSL
:
VDSL
VDSL VDSL
3.3.1 VDSL
Hammer10000 IP-DSLAM VDU VDSL

config port [<portlist>]all] vdsl uprate [r1.04]r2.08|r4.17|r8.33]
r10.04|r12.5|rl17|rom]

<portlist>

6:1 6:1 6:6
6:1,6:3-6:6
all
3-1
3-1
r1.04 1.04Mbps
r2.08 2.08Mbps
ra.17 4.17Mbps
rg.33 8.33Mbps
r10.04 10.04 Mbps
ri2.5 12 .5Mbps
ri7 17Mbps
rom 1.56 Mbps
4 .17 Mbps
Hammer10000 1P-DSLAM VDU 6 VDSL 1
ri2.5

Harbour(config)# config port 6:1 vdsl uprate r12.5
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3.3.2
Hammer10000 IP-DSLAM VDU VDSL
config port [<portlist>|all] vdsl downrate [r1.04|r2.08|r4.17|r8.33|
r10.04]r12.5|r17]rom]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
3 1
Hammer10000 IP-DSLAM VDU 6 VDSL 1
r2.08
Harbour(config)# config port 6:1 vdsl downrate r2.08
3.4 ADSL
34.1 /
ADSL / /

config port [<portlist>|all] adsl [downrate|uprate] [max|min] <value>

<portlist>
6:1 6:1 6:6
6:1,6:3-6:6

all

“ downrate” ADSL “ uprate” ADSL

“ max” “ min”

<value> 1
255 1 32
ADSL 32Kbps 8.160Mbit/s
32Kbps 1 255

i
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Hammer10000 IP-DSLAM AbU  ( 11 ) 1
100 3.2Mbps
Harbour(config)# config port 11:1 adsl downrate min 100

3.4.2
ADSL multimode g.lite g.dmt T1.413
config port [<portlist>]all] adsl mode [multimode]g.lite]g.dmt] T1.413]
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
multimode g.lite g.dmt T1.413

3.4.3 /

/

config port[<portlist>]all] adsl noisemargin [downstream] [maximum]target]
<value>

config port [<portlist>]all] adsl noisemargin [upstream] [target] <value>

<portlist>

6:1 6:1 6:6
6:1,6:3-6:6

all

“ downstream” ADSL

‘ upstream” ADSL

3-2

3-2
maximum 0 31dB
target 0 31dB
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il

Hammer10000 1P-DSLAM ADU  ( 11 ) 1
20dB

Harbour(config)# config port 11:1 adsl noisemargin downsteam maximum 20

3.4.4 /

config port [<portlist>|all] adsl fimode [fast]interleaved]

<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
[fast]interleaved]

Hammer10000 1P-DSLAM ADU  ( 11 ) 1

Harbour(config)# config port 11:1 adsl fimodel fast

3.4.5 /
/

config port [<portlist>|all] adsl interdelay [downstream|upstream] <value>

<portlist>

6:1 6:1 6:6
6:1,6:3-6:6
all
“ downstream” ADSL “ upstream”
ADSL 1,2,4,8,16,
32 64 ms
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Hammer10000 I1P-DSLAM ADU ( 1 ) 1
32ms

Harbour(config)# config port 11:1 adsl interdelay upstream 32

3.4.6

. |ossframe
e losssignd
. losslink

o  losspower

° €ess
config port [<portlist>]all] adsl threshold [lossframe]losssignal
| losslink] losspower|ess] <value>
<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all
Hammer10000 1P-DSLAM 15
lossframe 0 255 0
losssignal 0 255 0
losslink 0 255 0
losspower 0 255 0
ess 0 255 0
3.4.7
ADSL

show port [<portlist> | all | active] adsl [line-config]
all
<portlist>

active
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3.5

Port Mirroring

Hammer10000 IP-DSLAM

3.5.1

e  Hammer10000 IP-DSLAM

o DevO
o Dev2
o Dev3
. Dev4

devO dev2 dev3 dev4d

1GMP

port 0:1

sot 1 8
port 0:2 05
port 0:6 0:9

215 2-1

Hammer10000 |P-DSLAM

Hammer10000 IP-DSLAM

sot 9 15

ADSL/VDSL

32

source port
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config mirroring <1-32> to <port>

config mirroring <1-32> add port <portlist>

config mirroring<1-32> delete port
<portlist>

config mirroring <1-32> add slot <0-15>

config mirroring <1-32> delete slot <0-15>

config mirroring <1-32> disable

show mirroring{<1-32>}*1

show mirroring

35.2
config mirroring <1-32> to <port>
<1-32> Hammer10000 IP-DSLAM
<port>
1 01
Harbour(config)# config mirroring 1 to 0:1
3.5.3
config mirroring <1-32> disable
<1-32>
3.5.4

config mirroring <1-32> add port <portlist>

32
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<1-32> Hammer10000 1P-DSLAM 32
<portlist>

0:2 0:8
Harbour(config)# config mirroring 1 add port 0:2, 0:8

3.55
config mirroring <1-32> delete port <portlist>
<1-32> Hammer10000 IP-DSLAM 32
<portlist>
1 0:2
Harbour(config)# config mirroring 1 delete port 0:2
3.5.6
config mirroring <1-32> add slot <0-15>
<1-32> Hammer10000 1P-DSLAM 32
<0-15> 1 2 2 2
8 10
Harbour(config)# config mirroring 10 add slot 8
3.5.7
config mirroring <1-32> delete slot <0-15>
<1-32> Hammer10000 IP-DSLAM 32
<0-15>
10 8
Harbour(config)# config mirroring 10 delete slot 8
3.5.8

config mirroring <1-32> delete port <portlist>
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config mirroring <1-32> delete slot <0-15>

config mirroring <1-32> disable

3.5.9

show mirroring {<1-32>}*1

show mirroring

<1-32>

1

Harbour(config)# show mirroring 1
Port Mirror Configurations:

Mirroring Group 1:
Source Port: 0:1
Source Slot:
Target Port: 0:4

3.6 (Load Sharing)

Hammer10000 IP-DSLAM Load Sharing

Load Sharing

Load Sharing

i

Load Sharing,

3.6.1 Load Sharing

Load Sharing Load Sharing Load Sharing
VLAN Untagged/Tagged
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Hammer10000 IP-DSLAM Load Sharing

o Load Sharing

° Hammer10000 |P-DSLAM
devO dev2 dev3 dev4

devO port 0:1 dot 9 15
dev2 sot 1 8
dev3 port 0:2 05
dev4 port 0:6 09
devd dev4 Load Sharing Load Sharing
Load Sharing
Load Sharing Load Sharing
1 Load Sharing

create sharing <string> grouping <portlist>
< string > <portlist> Load Sharing
Load Sharing 0:3 05 0:3

Harbour(config)# create sharing 0:3 grouping 0:3-0:5

2 Load Sharing
delete sharing <string>

< string > Load Sharing

i

PR Load Sharing

STP

3.6.2 Load Sharing

show sharing Load Sharing

Harbour (config)# show sharing
Sharing port group 1 information:
Master Port: 0:3 Group Ports: 0:3 0:4 0:5
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3.7

34

Hammer10000 |P-DSLAM

3-4 Hammer10000 IP-DSLAM

config port [<portlist>]all] [enable]
disable]

config port [<portlist>]all] auto [on]off]

config port [ <portlist>]all] speed [10]100]

MBps

100MBps

10

config port [<portlist>]all] duplex
[full]half]

config port [<portlist>]|all] flowcontrol
[on]off]

VDSL

config port [<portlist>]all] vdsl uprate
[r1.04]
r2.08|r4.17]r8.33]r10.04|r12.5|r17]rom]

config port [<portlist>]all] vdsl downrate
[r1.04]r2.08]r4.17]r8.33]r10.04]r12.5]r17

| rom]

ADSL

config port [<portlist>]all] adsl
[downrate|uprate] [max|min] <value>

config port [<portlist>]|all] adsl mode
[multimode|g.lite]g.-dmt] T1.413]

config port [<portlist>]all] adsl noisemargin
[downstream] [maximum]target] <value>

config port [<portlist>]|all] adsl noisemargin
[upstream] [target] <value>

config port [<portlist>]all] adsl fimode
[fast]interleaved]

config port [<portlist>]all] adsl interdelay
[downstream|upstream] <value>

config port [<portlist>]all] adsl threshold
[lossframe|losssignal | losslink]losspower|ess
1 <value>
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show port [<portlist> | all | active] adsl
[line-config]

create sharing <string> grouping <portlist> Load Sharing
delete sharing <string> Load Sharing
show sharing Load Sharing

config mirroring <1-32> to <port>

config mirroring <1-32> add port <portlist>

config mirroring <1-32> delete port <portlist>

config mirroring <1-32> add slot <0-15>

config mirroring <1-32> delete slot <0-15>

config mirroring <1-32> disable

show mirroring {<1-32>}*1

show mirroring
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4.1 VLAN

VLAN

VLAN

e VLAN

VLAN

e VLAN

VLAN
Market

e VLAN

VLAN

4.2 VLAN

VLAN

VLAN
Virtual Local Area Networks VLAN

VLAN Hammer10000 IP-DSLAM

VLAN VLAN

VLAN

VLAN
VLAN VLAN
VLAN Sales
VLAN
VLAN Market
VLAN Market
4K VLAN

Hammer10000 IP-DSLAM

VLAN

e 802.1Qtag
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421 VLAN Port-Based VLAN

Port-Based VLAN VLAN
Port-Based VLAN

4.2.2 VLAN Tagged VLAN
Tagging Tag VLAN
VLANiId
]
802.10Q IEEE 802.3/
1 518
802.1Q

1 Tagged VLAN

Tagging VLAN
VLAN VLAN
Tagged VLAN VLAN
VLAN 802.1Q
Network Interface Card NIC
2 VLAN
VLAN 802.1Q VLAN Tag 802.1Q
VLAN VLAN Hammer10000 IP-DSLAM
default VLAN
VLAN VLANid -- 2047
VLAN VLAN

i

Tag
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Tag(VLANid)

VLAN

42.3 Tagged VLAN  Port-Based VLAN
Tagged VLAN  Port-Based VLAN VLAN
VLAN Untagged
Port-Based VLAN Tagged VLAN
]
VLAN 802.1Q
802.1Q VLANid
untagged
4.3 VLAN
Hammer10000 IP-DSLAM 4K VLAN VLAN
29 ©
VLAN
VLAN VLAN
Switch2 (Switchl) (Switchl)
VLAN Switch2
]
VLAN
VLAN(Default VLAN)
Hammer10000 |IP-DSLAM VLAN VLAN
. VLAN default
[ ]
e default VLAN untagged
. default VLAN VLANid 2047
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4.4 VLAN (Aggregation)

441

Supernetting

4.4.2

VLAN IP

Super VLAN

VLAN

4.4.3

44.4

ARP

Sub

Copyright by Harbour Networks, Ltd. / All right reserved.

— 58



- Hammer10000 IP-DSLAM g !.ﬂgﬂ.@

4.4.5 SubVLAN
VLAN 1P VLAN

config vlan [<name>|<1-4095>] [add|delete] [subvlan]subvlanbyport]

<string>
<name> Super VLAN
<1-4095> VLAN  VID
[add|delete] add VLAN, delete VLAN
[subvlan|subvlanbyport] subvlan VLAN
subvlanbyport XDSL
SubVLAN SuperVLAN
<string> VLAN XDSL
1 test  SuperVLAN VLAN “ dsl12048”

Harbour(config)# config vlan test add subvlan dsl12048

2 2:1 VLAN test  SuperVLAN

Harbour(config)# config vlan test add subvlanbyport 2:1

4.5 Hammer10000 IP-DSLAM VLAN
451
Hammer10000 IP-DSLAM VLAN
o VLAN
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45.2
VLAN
1 Normal VLAN
VLAN
a IP
b Tag Untag
2 SubVLAN
VLAN
a IP
b
C Super VLAN
3 Super VLAN
VLAN
a) IP
b)
C) Sub VLAN
4 Multicast VLAN
a
b
45.3
Hammer10000 IP-DSLAM
VLAN
1 VLAN(Default VLAN)
VLAN
. VLAN default
e VLAN Normal
.
e default VLAN untagged

VLAN
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° default VLAN VLANiId 2047
2 VLAN(Reserved VLAN)
VLAN

. VLAN reserved

. VLAN Normal

. Reserved VLAN VLANid 2046

. VLAN IP

° VLAN

3 DSL VLAN

DSL VLAN
DSL VLAN DSL VLAN
DSL VLAN DSL VLAN Sub VLAN
DSL VLAN Super VLAN DSL VLAN Super VLAN
SubVLAN
VLAN VLAN 4K  VLAN
VLAN VLAN VLAN
Hammer10000 IP-DSLAM VLAN
4.6 VLAN
Hammer10000 IP-DSLAM VLAN
VID VLAN

46.1 VLAN
1 VLAN

create vlan [<name>|<1-4095>] {[super|sub]}*1

<name> VLAN VLAN VID
<1-4095> VID VLAN
VLAN super Super VLAN sub Sub VLAN
Normal VLAN
VLAN Normal VLAN <vlan+VID> Sub VLAN
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<subvlan+VID> Super VLAN  <supervlan+VID> Multicast VLAN
<multicastvlan+VI1D>

2 VLAN Tag Tag
config vlan <name> tag <value>
<name> VLAN

<value> VLAN 1-4095

3 VLAN /

config vlan [<name>|<1-4095>] [add|del ete] port <portlist> [tagged|untagged]

add VLAN
delete VLAN
tagged 802.1Qtag
untagged 802.1Qtag
]
SuperVLAN
4 VLAN IP

config vlan [<name>|<1-4095>] ipaddress <A.B.C.D> <A.B.C.D>

config vlan [<name>|<1-4095>] ipaddress <A.B.C.D/M>

ipaddress VLAN IP
1
Sub VLAN Multicast VLAN IP
4-1 VLAN
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4-1 Hammer10000 IP-DSLAM VLAN

create vlan [<name>[<1-4095>] VLAN
{[supersub]}*1

config vlan [<name>[<1-4095>] ipaddress VLAN IP
<A.B.C.D/M>
config vlian <[<name>|<1-4095>] VLAN IP

ipaddress <A.B.C.D> <A.B.C.D>

config vlan <name> tag <value> VLAN Tag VLANId

config vlan [<name>[<1-4095>] [add|del ete] VLAN

port <portlist> [tagged|untagged] tagged untagged
4.6.2
VLAN
Proxy ARP
21 31

VLAN Hammer10000 IP-DSLAM

ADU

config vlan [<name>|<1-4095>] separation [on|off]

<name> Normal VLAN on
Normal VLAN DSL VLAN
4.6.3 VLAN
1 development VLAN 2
untagged

Harbour(config)# create vlan development
Harbour(config)# config vlan development add port 0:2 untagged
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2 video Tag-Based VLAN VLAN
VLANid 128 2 5 VLAN tagged

Harbour(config)# create vlan video
Harbour(config)# config vlan video tag 128
Harbour(config)# config vlan video add port 0:2-0:5 tagged

46.4 VLAN
VLAN

show vlan {<name>}*1

<name> VLAN VLAN VLAN
VLAN

VLANid

VLAN VLAN name

VLAN

MAC

VLAN  tagged

VLAN  untagged
Parent VLAN VLAN VLAN
SubVLAN VLAN SuperVLAN

VLAN default
Harbour(config)# show vlan default

VLAN 1D 1 2047

Vlan Name : default

Vlan Type : Normal

Mac address : 00:05:3h:48:08:a6

Tagged Ports
Untagged Ports : 0:1 0:2 0:4

4.6.5 VLAN

delete vlan [<name>|<1-4095>]

<name> VLAN VLAN VID VLAN VID
VLAN
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5 STP

Hammer10000 IP-DSLAM |EEE802.1D
STP
[
]
Hammer10000 IP-DSLAM
51 STP
Hammer10000 IP-DSLAM STP
. STP
° STP
. STP
51.1 STP
HammerOS STP
STP
config stpd default [enabl e|disabl €]
enable STP disable
]
Hammer10000 1P-DSLAM
default
51.2 STP

Hammer10000 |P-DSLAM
STP

STP

STP

STP

STP

STP
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config stpd default port [<portlist>[all] [enable|disable]

<portlist>
al
enable STP
disable STP
5.1.3 STP
STP STP Hammer10000
IP-DSLAM STP

e  Bridge Priority
e HeloTime

e Forward Delay
e MaxAge

e  Path Cost

e  Port Priority

5-1 STP

5-1 STP

config stpd default priority <0-65535>
STP

0-65535 32768
Root Bridge 0

config stpd default hellotime <1-10>

BPDU
HelloTime 1-10 2
HelloTime ForwardDelay - 2

config stpd default forwarddelay <4-30>

ForwardDelay 4-30 15
ForwardDelay HelloTime+2

config stpd default maxage <6-40>
BPDU BPDU
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MaxAge 6-40 20
MaxAge 2*(HelloTime + 1) 2*(ForwardDelay —
config stpd default port [<portlist>]all] priority <0-255>
STP
0-255 128
Root Port 0

config stpd default port [<portlist>]all] cost <1-65535>

STP
1-65535 Hammer0S
10Mbps 100
100Mbps 19
1000Mbps 4
' _
L Load sharing STP
52 STP
521 STP
STP
e  BridgelD

e Root BridgelD
e STP

show stpd default

Harbour(config)# show stpd default
STP Domain default information

-- Designated Root Info --

Priority 1 32768

Mac address : 00:05:3b:00:00:00
Max Age 20

Hello Time 2

Forward Delay 15

-- Bridge Info --

Priority 1 32768
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Mac address : 00:05:3b:00:00:00
Root Path Cost :0
Root Port 0
Bridge Max Age 20
Bridge Hello Time 2

Bridge Forward Delay : 15

5.2.2 STP

e  Designated port

show stpd default port [<portlist>]all]

Harbour(config)#show stpd default port 0 1

Port 0:1 "s Spanning Tree Protocol Information
Port Join STP Domain default "s Calculate

-- Port Info --

Port id o1

Priority ;128

State : Forwarding
Path Cost : 19
Designated Cost :0

-- Designated Port --

Port id o1

Priority 1 128

-- Designated Root --

Priority : 32768

Mac address : 00:05:3b:00:22:22

-- Designated Bridge --
Priority : 32768
Mac address : 00:05:3b:00:22:22
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6 FDB

FDB Forwarding Database

IP-DSLAM

6.1 FDB

6.1.1 FDB

HammerOS FDB

e MAC

o MAC
o MAC
o FDB

FDB

e Age

e CPU

e RouteEngine
e System

° Permenant

e Sharing
. Multicast
. Broadcast

VLAN

FDB

Media Access Control (MAC)

MAC

Port
VLAN

(Flags)

(Flags)
FDB
MAC
MAC

FDB
FDB

FDB
FDB

MAC

MAC
FDB

Hammer10000 IP-DSLAM

(VLAN Name)

FDB

Load Sharing

MAC

CPU

MAC

Hammer10000

FDB
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6.1.2 FDB
FDB

. . FDB
Agingtime

FDB

o  — Agingtime
FDB

o FDB

. FDB VLAN
o untagged tagged
. VLAN

. disable
. block

. down link down

-

DSL MAC

6.1.3 FDB
FDB

1 MAC
VLAN FDB
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2. FDB

6.2 FDB

6.2.1

create fdbentry <mac_address> vlan [<name>]<1-4095>] <portlist>

<mac_address> MAC <portlist>
VLAN MAC Hammer10000 1P-DSLAM
0:1 0:2 MAC 00:E0:2B:12:34:56
0:1 VLAN groupl 0:2 VLAN group2 MAC

Harbour(config)# create fdbentry O0E02B123456 vlan groupl 0:1
Harbour(config)# create fdbentry O0E02B123456 vlan group2 0:2

VLAN
VLAN MAC <portlist>
FDB MAC 00:E0:2B:39:35:56

3:4 VLAN market
Harbour(config)# create fdbentry 00E02B393556 vlan market 3:4

6.2.2 FDB

config fdb agingtime <0-630>
400 0

FDB 40
Harbour(config)# config fdb agingtime 40

6.2.3
FDB

delete fdbentry <mac_address> vlan [<name>]<1-4095>]

< mac_address > MAC <name>
VLAN ,<1-4095> VLAN  VID
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MAC 00:11:22:33:44:55
Harbour(config)# delete fdbentry 001122334455 vlan market

il

FDB

6.3 FDB
6.3.1 FDB
FDB

show fdb {[mac] <macaddr>}*1 {[vlan] [<name>|<1-4095>]}*1

show fdb port <portlist>

show fdb dlot <0-15>

MAC VLAN FDB CPU
FDB
!
CPU  FDB
MAC VLAN MAC FDB
VLAN VLAN FDB
MAC VLAN VID VLAN MAC FDB
FDB
FDB
FDB
Flags Permanent CPU System Age IGMP
802.1x 802.1x
Permanent
Hammer10000 IP-DSLAM FDB
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Harbour(config)# show fdb
————— Begin of Mac Address Table Information (all)-----

Total 1 mac address entry showed.

Mac address Port VIlan name Flags

———————— End of Mac Address Table Information ----—---

6.3.2 FDB

show fdb permanent {[mac] <macaddr>}*1 {[vlan] [<name>]<1-4095>]}*1

MAC VLAN FDB

MAC VLAN MAC

VLAN VID VLAN

MAC VLAN VID VLAN MAC
Hammer10000 IP-DSLAM FDB

Harbour(config)# show fdb permanent
——————— Begin of Permanent Mac Information (all)-—--——-

Total 1 permanent MAC showed.

Mac address Port Vlan name Flags

il

802.1x
Permanent
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6.3.3 FDB
FDB

show fdb agingtime

6.4 FDB
MAC 6-1
6-1 Hammer10000 IP-DSLAM FDB

config fdb agingtime <0-630>

FDB 400 0

create fdbentry <mac_address> vlan [<name>[|<1-4095>] <portlist>

<mac_address> MAC MAC

delete fdbentry <mac_address> vlan [<name>|<1-4095>]

MAC

show fdb {[mac] <macaddr>}*1 {[vlan] [<name>|<1-4095>]}*1
show fdb port <portlist>

show fdb slot <0-15>

FDB CPU  FDB
FDB

show fdb agingtime

FDB

show fdb permanent {[mac] <macaddr>}*1 {[vlan] [<name>|<1-4095>]}*1

FDB FDB
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7 IGMP Snooping

7.1 IGMP Snooping

IGMP Snooping IGMP

IGMP

IGMP Internet Group Management Protocol IP
IP IGMP

HammerOS IGMP Snooping

7.2 IGMP Snooping

il

7.2.1 / IGMP Snooping

config igmp-snooping [enable]disable]

“ enable” IGMP Snooping “ disable” IGMP Snooping,
VLAN
IGMP Snooping
Harbour(config)# config igmp-snooping disable
7.2.2
config igmp-snooping router [automatism|manual]
automatism
Copyright by Harbour Networks, Ltd. / All right reserved. — 75



- Hammer10000 IP-DSLAM g !.ﬂgﬂ.@

Harbour(config)# config igmp-shooping router automatism

7.2.3 VLAN
VLAN

config igmp-snooping router del port [<portlist>] vlan_id [<1-4095>]
<portlist>
[<1-4095>] VLAN Tag

7.2.4
config igmp-snooping router agingtime [default]<180-600>]
<default> = 240
<180-600> 180 600
7.2.5
auto  manual
show igmp-snooping router status
IGMP Snooping
Harbour(config)# show igmp-snooping route status
Router mode is automatism.Router AgingTime is 240s.
7.2.6
show igmp-snooping router
Harbour(config)# show igmp-snooping route
current route have :
port: 0:2 vlan: 2045 IP: 9.9.9.253 mac: 00:01:40:55:e0:bb Igmp version: 2
Aging
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Flag: 0
7.2.7 / IGMP Snooping VLAN
/ IGMP Snooping VLAN VLAN

config igmp-snooping vlan [add|delete] byvid [all]<1-4095>]
config igmp-snooping vlan [add|delete] byport <portlist>

add VLAN igmp-snooping
delete igmp-snooping VLAN
byvid all VLAN <1-4095> VLAN
Tag VLAN
byport VLAN
7.2.8 IGMP Snooping
IGMP Snooping

show igmp-snooping status

igmp-snooping

Harbour(config)# show igmp-snooping status
IGMP_SNOOPING is enable.

7.2.9 VLAN

show igmp-snooping vlan [all]<1-4095>]

Harbour(config)# show igmp-snooping vlan all
VLAN: dsl2240 in the Group: 2043

VLAN: dsl2496 in the Group: 2041

VLAN: dsl2497 in the Group:

VLAN: dsl2498 in the Group: 2040

7.2.10

show igmp-snooping group [all]<1-4095>]
<1-4095> ID
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7.2.11

7.2.12

Harbour(config)# show igmp-snooping group all

Group Vid: 2041 IP: 224.2.228.14 Port List: 9:1
Group Vid: 2040 IP: 224.2.248.4 Port List: 9:3
Group Vid: 2043 IP: 239.255.255.250 Port List: 5:1
Total multicast group number: 3

show igmp-snooping multicastmac

Filtermac
Groupmac
Harbour(config)# show
Filtermac:1:0:5e:2:f3:
Filtermac:1:0:5e:7f:2:
Filtermac:1:0:5e:7f:2
Filtermac:1:0:5e:2:e7:
Filtermac:1:0:5e:2:fd:
Filtermac:1:0:5e:2:dd
Filtermac:1:0:5e:2:b5:
Filtermac:1:0:5e:2:h0:
Filtermac:1:0:5e:2:91
Filtermac:1:0:5e:0
Filtermac:1:0:5e:0

igmp-snooping multicastmac

24 agenumber :
2 agenumber: 1

:2:2 agenumber: 2

b4 agenumber:
ed agenumber:

178 agenumber:

fb agenumber:
cf agenumber:

132 agenumber:
:1:18 agenumber: 3
:0:2 agenumber: 3

1 vid:
vid:
vid:
vid:
vid:
vid:
vid:
vid:
vid:
vid:
vid:

AR DPADADMD

2045
2045
20
20
20
2045
20
20
20
2498
20

Groupmac:1:0:5e:2:e4:e Group VID: 2041 Member number: 1
Groupmac:1:0:5e:2:18:4 Group VID: 2040 Member number: 1
Groupmac:1:0:5e:7f:ff:fa Group VID: 2043 Member number: 1
Total filter multi mac: 11
Total group multi mac: 3

[silent [fast ]

fast

silent
fast

config igmp-snooping leave [silent]fast]

silent

7.2.13 IGMP Snooping

IGMP Snooping

fast
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show igmp-snooping config

Harbour(config)# show igmp-snooping

Tigmp snooping

config
config
config
config
config
config
config
config
config
config
config
config

igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping
igmp-snooping

enable

vlan
vlan
vlan
vlan
vlan
vlan
vlan
vlan

add
add
add
add
add
add
add
add

byvid
byvid
byvid
byvid
byvid
byvid
byvid
byvid

config

2047
2898
2899
2900
2901
2902
2903
2045

router automatism
router agingtime 240
leave fast
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8

8.1 DHCP Relay

DHCP

DHCP
BootP
IP
IP
° DHCP
[ ]
[}
DHCP
40 50
IP
DNS
DHCP
DHCP
DHCP Relay
8.2 DHCP Relay
DHCP Relay
DHCP
DHCP Relay
IP
DHCP Relay

DHCP Relay

Dynamic Host Configuration Protocol DHCP

IP
P 1P TCP/IP
DHCP DOS/Windows
IP DHCP
1P 50 1P
40 |IP
DHCP P
P
DCHPRelay DHCP
DHCP
DHCP Relay
DHCP DHCP
DHCP DHCP

DHCP Relay DHCP Relay
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[ Addrass Pool

VLANTADADADAZ - 10.10.10.255

.‘___D_‘I:CF' R WLANZ:10.10.20.10~ 10.10.20.126
- S ATVLANLEF iR
- #DHCP ik
peptipsont - | DHCPRelay L~ — —
10, 10, 10, 22 g — — —
R TP HLHE
L0, 10, 1, 22 DHCP Server
8-1 DHCP Relay
VLAN1 DHCP Relay DHCP DHCP Relay
VLAN1 DHCP Server DHCP Server Address Pool
1P DHCP Server VLAN
P DHCP Relay DHCP Relay VLAN1 1P
8.3
8.3.1 DHCP Relay
Super VLAN IP
DHCPRelay DHCP Server
DHCP Relay Hammer10000 IP-DSLAM
Super VLAN Super VLAN IP Super VLAN
IP Super VLAN Super VLAN

VLAN

config dhcpr listen [add|delete] <vlanname>

<vlanname>

show dhcpr listen

VLAN
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1

1 DHCP Relay
2 VLAN IP
3 DHCP Relay

4 DHCP Relay

DHCP Server IP

DHCP Relay

config dhepr targetip [add|delete] <A.B.C.D>

add DHCP Relay
delete DHCP Relay
<A.B.C.D> / IP

DHCP Server 1P
target ip IP

show dhcpr targetip DHCP Server  IP

Harbour(config)# show dhcpr targetip
dhcpr target IP 192.168.1.100

8.3.2 DHCP Relay

DHCPServer P
. DHCP Relay
DHCP Relay

service dhcpr enable

DHCP Relay
show dhcpr status

DHCP Relay

DHCP Server IP

IP
1P
DHCP Relay
target ip
cc
DHCP Relay
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Harbour(config)# show dhcpr status
DHCP Relay isup

o DHCP Relay
service dhcpr disable
8.4
Hammer10000 IP-DSLAM DHCP Relay
SuperVLAN SuperVLAN IP
SuperVLAN DHCP Relay DHCP Relay
SuperVLAN IP SuperVLAN
SuperVLAN
]
DHCP Relay DHCP Relay
DHCP Relay
DHCP Relay DHCP Server  IP
targetip

SuperVLAN market

SubVLAN dsl2048 dsl2050 SuperVLAN finance

SubVLAN dsl2110 dsl2112 VLAN
IP Hammer10000 IP-DSLAM

1P 30.
1P 20.
DHCP Relay

30.30.30/24
20.20.20/24
DHCP Server
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|
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|

DOHCP Server
1080 140, 1
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: !
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: .:,!- Sub\ian | POLIM
i dsl2710 :
|
| -i!—' Subivian :
| dsl2112 i
e

8-1 DHCP Relay
SuperVLAN market [P 30.30.30.30/24 SuperVLAN finance IP

20.20.20.20/24

Harbour(config)# create vlan market

Harbour(config)# config vlan market ipaddress 30.30.30.30/24
Harbour(config)# create vlan finance

Harbour(config)# config vlan finance ipaddress 20.20.20.20/24

SuperVLAN market SubVLAN dsl2048 dsl2050 SuperVLAN finance
SubVLAN dsi2110  ddl2112

Harbour(config)# config vlan market add subvlan dsl2048
Harbour(config)# config vlan market add subvlan dsl2050
Harbour(config)# config vlan finance add subvlan dsl2110

Harbour(config)# config vlan finance add subvlan dsl2112

VLAN uplink 0:1  untagged VLAN VLAN
1P 10.10.10.3/24

Harbour(config)#config port 0:1 enable
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Harbour(config)#create vian uplink
Harbour(config)#config vlian uplink ip 10.10.10.3/24

Harbour(config)#config vlan uplink add port 0:1 untagged

SuperVLAN market  finance VLAN uplink DHCP Relay

Harbour(config)# config dhcpr listen add market
Harbour(config)# config dhcpr listen add finance

Harbour(config)# config dhcpr listen add uplink

DHCP Server  IP DHCP Server |IP 10.10.10.1

Harbour(config)# config dhcpr targetip add 10.10.10.1

DHCP Relay

Harbour(config)# service dhcpr enable
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9 ARP
Proxy ARP RFC925 RFC1027 RFC3069
ARP ARP ARP
SubVLAN Hammer10000 IP-DSLAM VLAN
IP SuperVLAN VLAN
SuperVLAN SuperVLAN SubVLAN VLAN
SubVLAN
Proxy ARP SuperVLAN SubVLAN
Proxy ARP
IP
MAC IP ARP REQUEST
ARP REPLY MAC MAC
ARP REQUEST MAC
MAC IP Hammer10000
IP-DSLAM ARP REQUEST
Proxy ARP ARP
proxyarp group group
SuperVLAN SubVLAN
SubVLAN group
ARP
1 / SuperVLAN Proxy ARP
2 proxyarp group
3 DSL VLAN proxyarp group
9.1 SuperVLAN ARP
SuperVLAN ARP

config vlan <name> proxyarp [enable]disable]

name  SuperVLAN
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enable ARP
disable ARP

9.2 SuperVLAN  ARP

SuperVLAN ARP

show vlan <name> proxyarp

9.3 / ARP

/ ARP

create proxyarpgroup <name> supervlan <name>

delete proxyarpgroup {<name>}*1

group SuperVLAN proxyarp group
group 64
9.4 ARP SubVLAN
proxyarp group SubVLAN

config proxyarpgroup <name> [add|del] port <portlist>

name proxyarp group
add|del
portlist
9.5 ARP
proxyarp group SubVLAN

show proxyarpgroup { <name>}*1
name proxyarp group

group
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10 DHCP DHCP Client Proxy
10.1
Hammer10000 IP-DSLAM PPPoE 1P DHCP
DHCP P P
PPPoE P PPPoE Hammer10000 IP-DSLAM
DHCP Release DHCPServer  IP DHCP
DHCP DHCP
VLAN VLAN IP
10.2 DHCP
10.2.1

config dhcpc-proxy listen [add]|delete] <vlanname>

[add|delete] add VLAN  DHCP
delete DHCP VLAN
<vlanname> VLAN ( VLAN IP
DHCP uplink  VLAN

Harbour(config)# config dhcpc-proxy listen add uplink

VLAN DHCP VLAN

10.2.2 DHCP IP

config dhcpc-proxy targetip <A.B.C.D>
<A_B.C.D> DHCP 1P

DHCP IP 50.1.1.2
Harbour(config)# config dhcpc-proxy targetip 50.1.1.2

10.2.3 / DHCP

service dhcpc-proxy [enable]disable]

Copyright by Harbour Networks, Ltd. / All right reserved. — 88



- Hammer10000 IP-DSLAM 5 !.ﬂgﬂ.@

[enable|disable] enable DHCP disable
DHCP

DHCP

Harbour(config)# service dhcpc-proxy enable

1 DHCPC-PROXY VLAN targetip
2 PPP IP DHCPC-RPOXY DHCP

10.2.4 DHCP

show dhcpc-proxy config

Harbour (config)# show dhcpc-proxy config
target ip - 50.1.1.2

listened vlan : uplink

dhcpc-proxy service enabled

10.3
10.3.1
e  Hammer10000 IP-DSLAM 01 DHCP
e DHCP IP 50.1.1.2
10.3.2
1 VLAN DHCP
Harbour(config)# create vlan uplink
Harbour(config)# config vlan uplink ipaddress 50.1.1.1/24
Harbour(config)# config vlan uplink add port 0:1 untagged
2 DHCP

Harbour(config)# config dhcpc-proxy listen add uplink
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Harbour(config)# config dhcpc-proxy targetip 50.1.1.2

Harbour(config)# service dhcpc-proxy enable
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11 PPP
11.1
PPP PPP
LCP NCP PAP CHAP  PPP
PPP RFC 1661
RFC 1994 RFC 1334 RFC1990 RFC 1974
i} Establish M}[ ﬁuthenticate]
Fy
FATL FAIL
SUCCESS /NONE
LOWN CLOSING
11.1.1 PPP
1 PPP LCP SP MP Magic
Number
2 LCP Establish LCP Opened
3 Authenticate CHAP
PAP
4 Terminate LCP Down
NCP LCP Opened 1PCP I1PXCP
5 NCP IPCP IPXCP IPCP IP IPXCP
NCP
6 LCP NCP

Copyright by Harbour Networks, Ltd. / All right reserved.

— 9



- Hammer10000 IP-DSLAM g !.ﬂgﬂ.@

11.1.2 PPP PAP  CHAP

e PAP

e CHAP
1 (Challenge)

2 MD5
(Response)

3 MD5
Acknowledge or Not Acknowledge

11.2 PPP
PPP Super VLAN
. LCP
. IPCP
[ ]
[ ]
VLAN PPP
interface <IFNAME>
<IFNAME> PPP VLAN
VLAN user PPP
Harbour(config)# interface user
11.3 LCP

11.3.1 PPP

ppp lcp fast-start
config-if
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11.3.2 PPP

no ppp lcp fast-start
config-if

11.3.3 PPP LCP
ppp lcp delay <0-255>
<0-255> 2
config-if
PPP LCP 10
Harbour (config-if)# ppp Icp delay 10

11.3.4 PPP LCP

no ppp lcp delay
config-if

11.3.5 ECHO-REQUEST
ppp lcp interval <10-120>
<10-120> 10
config-if
ECHO-REQUEST 20
Harbour(config-if)# ppp Icp interval 20

11.3.6 ECHO-REQUEST

ppp lcp retransmit <1-30>
<1-30> 10
config-if
ECHO-REQUEST 10
Harbour(config-if)# ppp Icp retransmit 10

11.4 NCP

11.4.1 P

ppp ipcp accept-address
config-if
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11.4.2 IP

no ppp ipcp accept-address

config-if
11.4.3 DNS

ppp ipcp dns [accept]
config-if

11.4.4 / DNS

ppp ipcp dns [<A.B.C.D>] {<A.B.C.D>}*1 [accept | reject]

[<A.B.C.D>] DNS IP
[<A.B.C.D>] DNS IP
accept IP DNS
reject IP DNS
config-if

1P 100.1.1.1 DNS
Harbour(config-if)# ppp ipcp dns 100.1.1.1 accept

“ ppp ipcp dns [accept]”

11.4.5 DNS

no ppp ipcp dns
config-if

11.4.6 WINS

ppp ipcp wins [accept]
config-if

11.4.7 / WINS

ppp ipcp wins [<A.B.C.D>] {<A.B.C.D>}*1 [accept | reject]

[<A.B.C.D>] WINS IP
[<A.B.C.D>] WINS IP
accept IP WINS
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reject IP WINS
config-if
IP 100.1.1.1 WINS
Harbour(config-if)# ppp ipcp wins 100.1.1.1 accept

“ ppp ipcp wins [accept]”

11.4.8 WINS

no ppp ipcp wins

config-if

115

11.5.1 PPP

ppp authentication [chap|pap]

chap CHAP

pap PAP
config-if

PPP CHAP

Harbour(config-if)# ppp authentication chap

11.5.2 PPP

no ppp authentication
config-if
PPP

Harbour(config-if)# no ppp authentication

11.5.3

ppp timeout authentication <0-255>
<0-255>
config-if
20
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11.5.4

11.6

11.6.1

11.6.2

11.6.3

11.6.4

11.6.5

Harbour(config-if)# ppp timeout authentication 20

no ppp timeout authentication

config-if

PPP

ppp timeout retry <1-255>
<1-255> PPP
config-if
PPP 20
Harbour(config-if)# ppp timeout retry 20

PPP

no ppp timeout retry
config-if

P

peer ip address pool [default]<poolname>]
default IP
<poolname> poolname IP
config-if
test IP

Harbour(config-if)# peer ip address pool test

DHCP IP
peer ip address dhcpc-proxy
config-if
IP

no peer ip address

config-if
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11.6.6

11.6.7

PPP

show ppp configuration
config-if
PPP

Harbour (config-if)# show ppp configuration

interface user ppp configuration

Icp delay time: 2(seconds)

Icp fast start: yes

Icp echo retries: 10

Icp echo intervals: 10(seconds)

ipcp accept address: yes

primary dns ip address: (null)
secondary dns ip address: (null)

accept peer dns settings: (null)
primary wins ip address: (null)
secondary wins ip address: (null)
accept peer wins settings: (null)

peer ip address: 50.1.1.2 [dhcpc-proxy]
ppp authentication mode: chap

ppp timeout retry: 3(times)

ppp timeout authentication: 10(seconds)

IP
ip local pool [default|<poolname>] <A_B.C.D> {<A_B.C.D>}*1
default 1P
<poolname> <poolname> IP
<A.B.C.D> 1P IP
D E
<A.B.C.D> 1P IP
D E
<A.B.C.D>
test IP 100.1.1.2-100.1.1.254

Harbour(config)# ip local pool test 100.1.1.2 100.1.1.254

DHCP Server Super VLAN
IP Super VLAN
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11.6.8
no ip local pool [default]<poolname>]
default
<poolname> <poolname>
test
Harbour (config)# no ip local pool test
IP IP
11.6.9
show ip local pool
Harbour(config)# show ip local pool
pool first last total free
test 100.1.1.2 100.1.1.254 253 252
new 100.1.2.2 100.1.2.254 253 253
11.6.10
show ip local pool [default]<poolname>]{[detail]assigned]}*1
default
<poolname> poolname
detail IP
assigned IP
test
Harbour(config)# show ip local pool test assigned
IP Address Host-name Assigned-time Client-1D
100.1.1.2 pppO1 2003-5-12 05:56:46 00:01:30:55:98:e2
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%Assigned IP number : 1

11.7
o user Super VLAN
o IP IP 100.1.1.2 100.1.1.2%4
100.1.1.1

1 user IP
Harbour(config)# config vlan user ipaddress 100.1.1.1/24

2 test IP 100.1.1.2 100.1.1.2%4
Harbour(config)# ip local pool test 100.1.1.2 100.1.1.254

3 user pPPP

Harbour(config)# interface user
Harbour(config-if)# ppp authentication chap

Harbour(config-if)# peer ip address pool test
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12 NAS
. NAS
[ ]
[
12.1 NAS
Hammer
Hammer
Network Access Server NAS
802.1x RADIUS
. IP
. L3 L2 IPDSLAM
. MAC
[ ]
802.1x
MAC
DHCP Relay
IP
3 PAP CHAP EAP-MD5
1 PAP
12-1 Hammer EAPOL-START

EAP-REQUEST/IDENTITY
EAP-RESPONSE/IDENTITY
PAP

EAP-REQUEST/PAP
EAP-RESPONSE/PAP
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EAP-RESPONSE/PAP

ACCESS REQUEST RADIUS RADIUS
ACCESS ACCEPT
EAP-SUCCESS
' i
;’ A ) N L
- Hammer 77 41 RADIUS HE % 5%
[ EAPOL | | RADIUS [
| |l EAPUL-START > | | | |
| | | | |
| EAP-HEI.‘]UEST.'IDEN]I'IW ]I |
|
| | | | |
| |l EAP-RESPOMSENDEMTITY > | | | |
| | | | |
| | < EAF-RECUESTIFAT ] | |
| |
| | | | |
| |r EAP-RESFLNSEFAR > I %({W> | |
| | | | |
| | < EAP\-S'LICI:ESSI 1| < ACCESS-ACCEFT I |
[l | | (|
12-1 PAP
2 CHAP
12-2 Hammer EAPOL-START
EAP-REQUEST/IDENTITY
EAP-RESPONSE/IDENTITY Challenge
EAP-REQUEST/CHALLENGE CHAP
EAP-RESPONSE/MD5-CHALLENGE
EAP-RESPONSE/MD5-CHALLENGE ACCESS REQUEST RADIUS
RADIUS ACCESS ACCEPT
EAP-SUCCESS
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jm| 7—

e Hammer =7 #i#1 RADLUSHE %
|
|
|
i
|
|
|
]
|

RADIUS

EAPOL-START > |

< EAP-REQUESTIDENTITY

|
[
|
|
| |
|
|
|
|

EAP-RESPOMSENDEMTITY > |

EAP-REQUEST/CHALLEMGE

rE-"'.l"-ﬂ ESFONSEMDE-CHALLEMGE 3 |I AE(LIFSE-REUUEST-'CH#F ¥

| |
| < EAP-SUCCESS | .I < ACCESS-ACCEPT
| |

3 EAP-MD5

12-3 Hammer EAPOL-START
EAP-REQUEST/IDENTITY

EAP-RESPONSE/IDENTITY ACCESS-REQUEST

RADIUS RADIUS Challenge ACCESS-CHALLENGE
EAP-REQUEST/CHALLENGE
EAP-MD5 EAP-RESPONSE/MD5-CHALLENGE
EAP-RESPONSE/MD5-CHALLENGE ACCESS
REQUEST RADIUS RADIUS
ACCESS ACCEPT
EAP-SUCCESS
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B Paami i Hammer % $:41, RADIUS IR 4 3%
[ EAPOL | | RADIUS | |
| |l EAPOL-ZTART > | | | |
| | | | | |
| | < EAF‘-FLE('JUEET.'lDEN':'lT*r ]I | |
| | | | |
| !_ EAP-RESPOMESEADEMNTITY > ! n;CCESS-F!:EEILIEST > | |
| | | | |
| | EAP-REQUEST!CHALLENGE ]I < ACCESE-CHALLEMGE I |
| | | | |
| m@ Incn:;ES&{-HEWEST:!-‘ID&-CHALLE%E> | |
| | | | |
| | < EAP‘-S'LICCESSI _I < .‘\CCE,SS-.-’-CCEP‘T I |
I I | I
12-3 EAP-MD5
12.2 802.1x
|IEEE 802
|EEE 802.1x
|EEE 802.1x Port Based Network Access Control Protocol
IEEE 802 LAN
LAN
LAN MAC
LAN |IEEE 802.11 LAN
12.2.1 802.1x
|EEE 802.1x Supplicant Authenticator System
Authentication Server
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P b R E RS PAUE A % o 3R 2
%= PRPAE AIE RS | | WLIFPAE |e »| VAL R
& PR 5 [y EAP
EH
H e
ESTRT: b L
EAPOL
L )

12-4 |EEE 802.1x

802.1x
EAPOL Extensible Authentication Protocol Over LAN

802.1x Hammer
802.1x
MAC Controlled Port
Uncontrolled Port EAPOL
12-4
PAE Port Access Entity PAE PAE
. PAE
. PAE
PAE PAE EAPOL
PAE RADIUS Remote Authentication Dial In User Service
RADIUS
RADIUS
VLAN CAR
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12-4
A B A PAE Suppliant
B PAE Authenticator B A B PAE
A PAE
12.2.2 802.1x
802.1x
[ ]
[ ]
[ ]
[ ]
1
EAPOL-Start
EAP-Request/Identity
EAP-Request/Identity EAP-Response/ldentity
EAPOL-Start
EAPOL-Start EAP-Request/Identity
2
a)
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b)
C) MAC
d)
e
f)
0) EAPOL-L ogoff

EAPOL-L ogoff

EAPOL -L ogoff
3
3600
':
MAC
MAC
4
EAP
30
802.1x DHCP
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DHCP IP DHCP IP
802.1x DHCP
DHCP
12.2.3
802.1x
EAP
802.1x EAP EAP Extensible
Authentication Protocol RFC 2284 PPP
EAP LCP
EAP
EAP 12-5
Oetet Mumber
Code 1
Identifiar 2
Length 2.4
Data 5-M
12-5EAP
EAP
Code 1 EAP
1 Request
2 Response
3 Success
4 Failure
Identifier 1 Request Response
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Identifier
Length 2 EAP
Data 0 EAP
EAPOL
802.1x EAPOL EAP over LANs
EAP EAP
LAN
EAPOL 12-6
Octet Mumber
PAE Ethemnet Type 1-2
Protocol Version 3
Packet Type 4
Packet Body Length Ea
Packet Body 7-N
12-6 EAPOL
EAPOL
PAE Ethernet Type 2 802.1x
888E
Protocol Version 1 EAPOL
0000 0001
Packet Type 1
a) EAP-Packet. 0000 0000
EAP
b) EAPOL-Start. 0000 0001
EAPOL-Start
c) EAPOL-Logoff. 0000 0010

EAPOL-Logoff
d) EAPOL-Key. 0000 0011
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EAPOL-Key
e) EAPOL-Encapsulated-ASF-Alert.
0000 0100
Packet Body Length 2 Packet Body
Packet Body 0 Packet Type  EAP-Packet EAPOL-Key

EAPOL-Encapsulated-ASF-Alert
Packet Body

EAPOL 802.1g VLAN
EAPOL MAC
MAC 802.1x 01-80-c2-00-00-03
12.2.4 802.1x
802.1x 802.1x
802.1x
EAP-Request/Identity 802.1x
EAPOL-Start 802.1x MAC 802.1x
802.1x 802.1x

EAP-Request/Identity
OperControlledDirections

12.3 RADIUS
RADIUS Remote Access Dail-In User Service
RADIUS Server  RADIUS Client
Accounting
RADIUS Client/Server NAS Client
RADIUS RADIUS

RADIUS Authentication Server
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RADIUS RADIUS
Accounting Server
RADIUS
e RADIUS Client/Server
° RADIUS Client RADIUS Server  Server
° RADIUS MD5 128
o PAP CHAP
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12.4 802.1x

12.4.1 / 802.1x
/ 802.1x
config dot1x [enable|disable]
enable 802.1x
802.1x

Harbour(config)# config dotlx enable

12.4.2

802.1x
RADIUS

quietPeriod

txPeriod
EAP-Request/Identity txPeriod

reAuthMax
EAP-Request/Identity

suppTimeout
EAP-Request/Challenge suppTimeout
Challenge

max-r
EAP-Request/ Challenge

serverTimeout

1 quietPeriod

disable 802.1x

EAP-Request/Identity

EAP-Request/
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quiet Authentication Server
60

config dot1x quiet-period <0-65535>

2 txPeriod
EAP-Request/I dentity

config dot1x tx-period <1-65535>

3 reAuthMax
EAP-Request/Identity

config dot1x reauth-max <1-10>

4 suppTimeout
EAP-Request/Challenge

config dot1x supp-timeout <1-65535>

5 max-r eq
EAP-Request/Challenge

config dot1x max-req <1-10>
6 server Timeout

config dot1x server-timeout <1-65535>

12.4.3 802.1x
1
auto forceauth  forceunauth
auto
auto

forceauth

30

30

30
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forceunauth

config port [<portlist>|all] dot1x authcontrolledportcontrol [autolforceauth|forceunauth]
11:1 auto

Harbour(config)# config port 11:1 dotlx authcontrolledportcontrol auto

i

auto
2
MAC
MAC
config port [<portlist>]all] dotlx port-control-mode [MAC-based]
port-based]
<portlist>
al
MAC-based MAC
port-based
1
IP DSLAM MAC
11 5 MAC
Harbour(config)# config port 11:5 dotlx port-control-mode MAC-based
3

MAC

config port [<portlist>]all] dotlx max-hosts <1-128>

<portlist>
128 1 MAC
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11:5 10
Harbour(config)# config port 11:5 dotlx max-hosts 10

4
config dotlx authenticate-protocol [chap|eap-md5|pap]
PAP CHAP EAP-MD5 802.1x
EAP-MD5
CHAP
Harbour(config)# config dotlx authenticate-protocol chap
12.4.4
Hammer
1 /
config dotlx re-authentication [enable]disable]
enable disable
Harbour(config)# config dotlx re-authentication enable
2

config dotlx re-authentication period <1-65535>

1 65535 3600 1

4000
Harbour(config)# config dotlx re-authentication period 4000

il
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12.4.5 keepalive

config dot1x keepalive [enable|disable]

enable disable

Harbour(config)# config dotlx keepalive enable

2
state-machine 802.1x EAP Request/Identity
EAP Response/ldentity
ping-pong
K eepaliveRequestPeriod K eepaliveM axNoResponseCount

K eepaliveMaxNoResponseCount x keepalive

K eepaliveRequestPeriod + 30

ping-pong
]
0 Keepalive
state-machine 0 ping pong
config dot1x keepalive mechanism [ping-pong|state-machine]
3

config dot1x keepalive state-machine-period <10-3600>
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802.1x active
10 3600 120

180 802.1x

Harbour(config)# config dotlx keepalive state-machine-period 180

4

config dot1x keepalive ping-pong-period <30-600>

ping-pong
30 600 30
180

Harbour(config)# config dotlx keepalive ping-pong-period 180
5

config dot1x keepalive max-no-response-count <2-30>

ping-pong-period x
max-no-response-count + 30
2 30
3
3
Harbour(config)# config dotlx keepalive max-no-response-count 3
12.4.6
802.1x

1 IP

config dot1x pae force-logoff ip <address>
IP

IP 10.10.2.6

Harbour(config)# config dotlx pae force-logoff ip 10.10.2.6

Copyright by Harbour Networks, Ltd. / All right reserved. — 116



- Hammer10000 IP-DSLAM g !.ﬂgﬂ.@

2 PAE ID
config dot1x pae force-logoff id <paeid>
PAE ID  <paeid>
paeid 10

Harbour(config)# config dotlx pae force-logoff id 10

3 MAC

config dot1x pae force-logoff mac <address> { port <portno>}*1

MAC < address > { port<portno>}
<portno> MAC <
address > MAC
< address >
3 MAC 12-00-1c-36-02-11

Harbour(config)# config dotlx pae force-logoff mac 12001c360211 port 3

4

config dot1x pae force-logoff port <portno>

10

Harbour(config)# config dotlx pae force-logoff port 10
5

config dot1x pae force-logoff all

802.1x
Harbour(config)# config dotlx pae force-logoff all
12.4.7

1
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config dot1x supp-upgrade-force [enable|disable]

enable

disable

Harbour(config)# config dotlx supp-upgrade-force enable

2 URL

config dot1x supp-upgrade-url <url>

<url> URL
12.4.8 802.1x
802.1x
config dot1x clear-statistic
12.5 802.1x
802.1x 12-1
12-1  802.1x
show dotlx 802.1x
show dotlx pae all PAE
show dotlx pae id <id> PAE id PAE
show dotlx pae port <portlist>
PAE PAE
show dotlx pae mac <address> MAC PAE
{port<portlist>}*1 MAC Authenticator
show port [<portlist>]all] dotlx 802.1x
PAE
PAE
show dotlx statistic 802.1x

show dotlx authenticate-protocol
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12.6 NAS

12.6.1

config nas binduser port [<portlist>|all] [enable|disable]

config nas binduser multi-port-per-user [enableldisable]

config nas binduser [add|del ete] port [<portlist>|all] user <username>

config nas binduser clear-al

12.6.2

NAS
NVRAM

config nas high-memory [enable|disabl €]

config nas high-memory interval <30-60>

config nas high-memory resend-interval <90-180>

show nas high-memory { configuration}* 1

16
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12.7 NAS
NAS 12-2
12-2 NAS

show nas user username <name>

show nas user mac <address>

MAC

show nas user ip <address>

1P

show nas user port <portno>

show nas user vlan <vlanname>

VLAN

show nas user isp-domain <domain>

show nas binduser port [<portlist>]all]

show nas binduser user <username>

show nas user statistic

show nas accounting-statistic

show nas high-memory {configuration}*1

show nas version

NAS

12.8 RADIUS

RADIUS Server

12.8.1 RADIUS
Authentication Server

o ID NAS

ID ID

RADIUS

NAS
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e  Server-ip IP
e client-ip RADIUSClient IP VLAN IP
e  udp-port RADIUS Server  RADIUS Client Radius UDP
UDP )
RADIUS 1812
1 / RADIUS
RADIUS

Harbour(config)# radius authentication enable

RADIUS

Harbour(config)# radius authentication disable

2 RADIUS
radius authentication add-server id <0-4> server-ip <A.B.C.D> client-ip <A.B.C.D>

{ udp-port <1-6500>}*1

RADIUS ID 0 4
IP UDP
1812 Client IP
RADIUS ID 1 1P 110.12.21.1 RADIUS
Client IP 110.12.21.2

Harbour(config)# radius authentication add-server id 1 server-ip 110.12.21.1
client-ip 110.12.21.2

3 RADIUS

radius authentication delete-server id <0-4>

RADIUS Client RADIUS Server
Radius HMAC_MD5
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radius authentication config-server id <0-4> shared-secret <secret>

<0-4> RADIUS Server <secret>
5
RADIUS Client RADIUS Server RADIUS Server
RADIUS Client RADIUS Server
10
radius authentication config-server id <0-4> retransmit-interval <5-300>
<0-4> RADIUS Server <5-300>
6
RADIUS Client RADIUS Server RADIUS Client
3
radius authentication config-server id <0-4> max-retransmit-count <2-10>
<0-4> RADIUS Server <2-10>
7
RADIUS Server RADIUS Client
RADIUS Server
RADIUS Server
radius authentication config-server id <0-4> max-retransmit-drop-count <2-30>
<0-4> RADIUS Server <2-30>
8
RADIUS Server RADIUS Client
RADIUS Server
radius authentication config-server id <0-4> max-send-fail-count <2-30>
<0-4> RADIUS Server <2-30>
9

active 1iInactive dead
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active
inactive
active
dead
inactive dead inactive
active dead inactive

radius authentication config-server id <0-4> status [activelinactiveldead]

12.8.2 RADIUS

1 / RADIUS
RADIUS

Harbour (config)#radius accounting enabled

RADIUS

Harbour(config)#radius accounting disable

2 RADIUS
RADIUS ID 04
ID
IP uUbP 1813 RADIUS Client
IP

radius accounting add-server id <0-4> server-ip <A.B.C.D> client-ip <A.B.C.D>
{udp-port <1-6500>}* 1

RADIUS ID 1 1P 110.12.21.1 RADIUS
Client IP 110.12.21.2
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Harbour(config)# radius accounting add-server id 1 server-ip 110.12.21.1
client-ip 110.12.21.2

3 RADIUS

radius accounting delete-server id <0-4>

4
RADIUS Server RADIUS Client <secret> md5
radius accounting config-server id <0-4> shared-secret <secret>
<0-4> RADIUS Server <secret>
5
RADIUS Client RADIUS Server RADIUS Server
RADIUS Client RADIUS Server 10
radius accounting config-server id <0-4> retransmit-interval <5-300>
<0-4> RADIUS Server <5-300>
6
RADIUS Client RADIUS Server RADIUS Client
3
radius accounting config-server id <0-4> max-retransmit-count <2-10>
<0-4> RADIUS Server <2-10>
7
RADIUS Server RADIUS Client
RADIUS Server
RADIUS Server

radius accounting config-server id <0-4> max-retransmit-drop-count <2-30>
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<0-4> RADIUS Server <2-30>
8
RADIUS Server RADIUS Client
RADIUS Server
radius accounting config-server id <0-4> max-send-fail-count <2-30>
<0-4> RADIUS Server <2-30>
9

active inactive dead

active
inactive
active
dead
inactive dead inactive
active dead inactive

Hammer10000 IP-DSLAM
active

radius accounting config-server id <0-4> status active

12.8.3 RADIUS CUT

RADIUS CUT RADIUS Server RADIUS Server
RADIUS CuT
UDP CUT
CuUT AUTHENTICATOR
MESSAGE AUTHENTICATOR Hammer
RADIUS Server AUTHENTICATOR MESSAGE
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AUTHENTICATOR

CuUT
RADIUS Server CuT
. RADIUS Server
[
':
Cut
RADIUS Server
CUT
Server
RADIUSCUT
1 / CuT
CuUT

Harbour(config)# radius cut enable

CuT

Harbour(config)# radius cut disable

CuT

CuUT

RADIUS _ACCESS REJECT

CUT Server

radius cut add-server authentication id <0-4>{ udp-port <1-6500>}* 1
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radius cut delete-server authentication id <0-4>

Hammer 5 id <0-4>

3 / CuT

radius cut add-server accounting id <0-4> {udp-port <1-6500>}*1

radius cut delete-server accounting id <0-4>

Hammer 5 id <0-4>

4 CuT

CUT CUT

radius cut verify-by [authenticator|message-authenticator|none]

authenticator CuT authenticator
message-authenticator CuT message-authenticator
none CuT

5 CUT

Hammer10000 IP-DSLAM CUT

radius cut process-by [reauthentication]|logoff]

reauthentication CuT logoff
reauthentication CuT
12.84 RADIUS
RADIUS NAS
RADIUS Accounting-On
RADIUS NAS
NAS RADIUS RADIUS
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RADIUS
radius accounting sync [enabl e|disabl €]
RADIUS

show radius accounting sync

12.8.5 Session Timeout

Session Timeout  RADIUS Server Access Accept RFC2866

Hammer
RFC2866
Session Timeout

radius accounting session-timeout-type [logoff]|reauthenticate]

logoff RFC2866 Session Timeout
reauthenticate session-timeout

12.8.6 RADIUS Server

Hammer 5 RADIUS
RADIUS

RADIUS
[
[ ]
. RADIUS

/

. RADIUS
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/ RADIUS Server

radius [accounting]authentication] server-switch [enable]disable]

accounting /
authentication /
disable
802.1x
RADIUS 802.1x
802.1x 802.1x
RADIUS
RADIUS 802.1x

radius serverswitch-notify [enableldisable]

12.8.7 RADIUS

RADIUS RADIUS
RADIUS Frame-Protocol PPP
PPP RADIUS Hammer

RADIUS
Frame-Protocol
radius config-attribute frame-protocol <0-255>

<0-255> Frame-Protocol

<0-255>

PPP
SLIP
AppleTalk Remote Access Protocol (ARAP)

Gandalf proprietary SingleLink/MultiLink protocol

Xylogics proprietary IPX/SLIP

OOl | |WIN|PF

X.75 Synchronous

nas-port-type nas-port-type RADIUS
radius config-attribute nas-port-type <0-255>

<0-255> nas-port-type NAS
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<0-255> NAS
0 Async
1 Sync
2 ISDN Sync
3 ISDN Async V.120
4 ISDN Async V.110
5 Virtual
6 PIAFS
7 HDLC Clear Channel
8 X.25
9 X.75
10 G.3 Fax
11 SDSL - Symmetric DSL
12 ADSL-CAP - Asymmetric DSL, Carrierless Amplitude Phase

Modulation

13 ADSL-DMT - Asymmetric DSL, Discrete Multi-Tone
14 IDSL - ISDN Digital Subscriber Line
15 Ethernet
16 xDSL - Digital Subscriber Line of unknown type
17 Cable
18 Wireless - Other
19 Wireless - IEEE 802.11

RADIUS

show radius config-attribute frame-protocol
show radius config-attribute nas-port-type
12.8.8
1
RADIUS RADIUS IP 10.7.1.9
IP 10.7.1.253 1812 "Xyzzy5461”
5 2
2 2

Harbour(config)# radius authentication enable

Harbour(config)# radius authentication add-server id 0 server-ip 10.7.1.9
client-ip 10.7.1.253 udp-port 1812
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Harbour(config)# radius authentication config-server id 0 shared-secret xyzzy5461

Harbour(config)# radius authentication config-server id O retransmit-

interval 5

Harbour(config)# radius authentication

count 2

Harbour(config)# radius authentication

count 2

Harbour(config)# radius authentication

drop-count 2

config-server id 0 max-retransmit-

config-server id 0 max-send-fail-

config-server id 0 max-retransmit-

2
ID 0 RADIUS RADIUS
Harbour(config)# radius authentication delete-server id 0
Harbour(config)# radius authentication disable
12.8.9 RADIUS
RADIUS 12-3
12-3  RADIUS
show radius [accounting]authentication] RADIUS
server-switch
show radius accounting session-timeout-type Session Timeout
show radius cut process-way CuT
show radius cut verify-way CuT
show radius idpool RADIUS ID
show radius {configuration}*1 RADIUS
show radius config-attribute frame-protocol Frame-Protocol
show radius config-attribute nas-port-type Nas-Port-Type
show radius custom-attributes RADIUS
12.9

Hammer10000 IP-DSLAM

isp-domain
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RADIUS
default
default RADIUS

RADIUS

i

default

129.1
create isp-domain <domain>
<domain>
delete isp-domain <domain>
<domain>
RADIUS
13 @ ”
config isp-domain <domain> username [complete]incomplete]
complete RADIUS incomplete
abc@domain
abc@domain RADIUS
abc RADIUS
12.9.2
/
config isp-domain <domain> authentication [add-server]|delete-server] id
<id>
add-server <domain>
delete-server <domain>
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<id>
/ RADIUS

config isp-domain <domain> authentication [enable]disable]

independent primary_backup

config isp-domain  <domain> authentication mode
[independent|primary-backup]

<domain> independent
primary-backup

primary-backup RADIUS

Harbour(config)# radius authentication server-switch enable

config isp-domain <domain> authentication config-server id <id> type
primary

<id>

12.9.3
/

config isp-domain <domain> accounting [add-server|delete-server] id <id>

add-server <domain> delete-server
<domain>
ID <id>
/ RADIUS

config isp-domain <domain> accounting [enable]disable]

enable
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config isp-domain <domain> accounting config-server id <id> type
[primary|backup]

primary RADIUS backup
RADIUS

i

RADIUS

config isp-domain <domain> accounting mode [independent|primary-backup|multi]

independent
(independent) RADIUS
RADIUS
(primary-backup) RADIUS
RADIUS (multi)
RADIUS
primary-backup RADIUS

Harbour(config)# radius accounting server-switch enable

(Interim Update Accouting)
RADIUS

config isp-domain <domain> accounting interim-update-accounting interval
<10-65535>

config isp-domain <domain> accounting interim-update-accounting disable
disable 0
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IP
DHCP Relay DHCP Proxy |PLoca Pool P
NAS IP
Release IP IP
IP IP

IP

config isp-domain <domain> accounting start-need-ip [enable]disable]

enable IP
disable 1P enable

config isp-domain <domain> accounting wait-ip <100-600>
<100-600> 100

/
config isp-domain <domain> accounting timeout [enable]disable]
enable
disable
enable
1294
harbour IP IP
180 180

Harbour(config)# config isp-domain harbour accounting start-need-ip enable
Harbour(config)# config isp-domain harbour accounting wait-ip 180

Harbour(config)# config isp-domain harbour accounting interim-update-accounting interval 180
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12.10 PPPoOE
12.10.1
Hammer10000 IP-DSLAM PPPoE SMU PPPoE
ADU PPPoE Hammer10000
IP-DSLAM PPPoE Radius
Radius
IP PPPoE IP
IP IP DHCP DHCP
IP
PPPoE PPPoE
1P/ IP
PPPoE IP
PPPoE PPPoE PPPoE
12.10.2 PPPOE
> PPPoE
> PPP PPP
12.10.3 PPPoE

config port [<portlist>]all] pppoe-terminate [enable]disable]

[enable|disable] enable PPPOE disable
PPPOE

14:15 PPPOE
Harbour(config)# config port 14:15 pppoe-terminate enable
12.104 PPPoE

config port <portlist> pppoe-separation [enable]disable]

[enable|disable] enable PPPoOE disable
PPPOE

14:15 PPPoE
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Harbour(config)# config port 14:15 pppoe-separation enable

-l

PPPOE

12.10.5

config slot [<slotnumber>]all] gateway <A.B.C.D> <A.B.C.D>

[<slotnumber>]all] slotnumber all
<A_B.C.D> IP
<A_B.C.D>
14

Harbour(config)# config slot 14 gateway 100.1.1.1 255.255.255.0

12.10.6

PPPoOE
VLAN

DHCP

Radius /

PPP

YV V VYV V V V

PPPOE
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DHCP Server

IP: 50,1.1.2
\\
R . | Super Vlan:user :
| IP:100.1.1.1/24 |
RADIUS Server ™ | |
IP:50.1.1.3 ™\ I |
I I
I i 5 [
A I
1 = [
i i I A— [
Hammer10000 | Dsi2gso |
12-7 PPPoE
14:15 PPPoE DHCP IP DHCP Radius
/ 12-7
1 VLAN(uplink) 01 02 uplink Hammer10000 IP-DSLAM
0:1 DHCP 0:2 Radius /
Harbour(config)# create vlan uplink
Harbour(config)# config vlan uplink ipaddress 50.1.1.1/24
Harbour(config)# config vlan uplink add port 0:1,0:2 untagged
2 SUPER VLAN(user) SUB VLAN dsl2830 14:15
SUB VLAN DHCP IP 100.1.1.2~100.1.1.254

100.1.1.1
Harbour(config)# create vlan user super
Harbour(config)# config vlan user ipaddress 100.1.1.1/24

Harbour(config)# config vlan user add subvlanbyport 14:15
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3 Radius
Harbour(config)# radius authentication add-server id 0 server-ip 50.1.1.3 client-ip 50.1.1.1
Harbour(config)# radius accounting add-server id O server-ip 50.1.1.3 client-ip 50.1.1.1
Harbour(config)# radius authentication enable

Harbour(config)# radius accounting enable

4 DHCP
Harbour(config)# config dhcpc-proxy listen add uplink
Harbour(config)# config dhcpc-proxy targetip add 50.1.1.2

Harbour(config)# service dhcpc-proxy enable

5 pooll IP 100.1.1.2 100.1.1.254

Harbour(config)# ip local pool pooll 100.1.1.2 100.1.1.254

6 user PPP
Harbour(config)# interface user

Harbour(config-if)# ppp authentication chap

IP dhcp client-proxy

Harbour(config-if)# peer ip address dhcpc-proxy

IP

Harbour(config-if)# peer ip address pool pool1

7 14:15 PPPoE

Harbour(config-if)# config port 14:15 pppoe-terminate enable
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12.11 DSL
12.11.1 MAC
DSL MAC
DSL MAC
config port [<portlist>[all] bind mac enable
DSL MAC
create bindmacentry <mac_address> <portlist>
10 MAC
1 / DSL MAC
config port [<portlist>|all] bind mac [enableldisabl €]
2 / DSL MAC

create bindmacentry <mac_address> <portlist>

delete bindmacentry <mac_address> <portlist>

3 DSL MAC

show port [<portlist>]all] bind mac

-l

MAC
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12.11.2 MAC
MAC
config port [<portlist>]all] maclimit <0-128>
config port [<portlist>|all] maclimit [enable|disabl€]
MAC CONFI1G_MODE
1 DSL MAC enable disable

config port [<portlist>]all] maclimit [enable|disable]

<portlist>

6:1 6:1 6:6
6:1,6:3-6:6
all DSL
enable MAC enable
disable MAC disable
4:1MAC

Harbour(config)# configport 4 1 maclimit enable

2. DSL MAC

config port [<portlist>]all] maclimit <0-128>

<portlist>

6:1 6:1 6:6
6:1,6:3-6:6
all DSL
<0-128> MAC 0 MAC
4:1mac

Harbour(config)# config port 4 1 maclimit 1

3. DSL MAC

show port [<portlist>]all] maclimit

<portlist>
6:1 6:1 6:6
6:1,6:3-6:6
all DSL
4:1MAC
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Harbour(config)# show port 4 1 maclimit

12.11.3 1P
DSL IP MAC
IP  MAC MAC
DSL IP
config port [<portlist>[all] bind ip enable
DSL IP
create bindipentry <A.B.C.D> <portlist>
1 DSL IP
config port [<portlist>[all] bind ip disable
2 DSL IP
delete bindipentry <A.B.C.D> <portlist>
3 DSL IP

show port [<portlist>]all|active] bind ip

10 IP

-l

IP 802.1x
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12.12

default
default

12-8 Hammer10000 |P-DSLAM RADIUS
1P 10.10.11.1 ID O

10010911

=

o
Superdan radius

(EIRADIUS Servert 110,10 20624

10.10.91.2 B2 |D

| | = f:1 it
"‘I;‘IL] L2AL3 Swilch e
-

Lok ] ﬁA_EHLEEEWt'I?

Harrener 1 0000 T0.10.90.14

12-8

1 802.1x
802.1x
Harbour(config)# config dot1x enable
802.1x
Harbour(config)# config port 6:1-6:32 dot1x enable
6:1-6:32 auto

Harbour(config)# config port 6:1-6:32 dot1x authcontrolledportcontrol auto

2 RADIUS

IP 10.10.11.1
RADIUS ID 0 IP 10.10.11.2 RADIUS ID 1
ID

Harbour(config)# radius authentication add-server id O server-ip 10.10.11.1 client-ip 10.10.11.254
Harbour(config)# radius accounting add-server id 0 server-ip 10.10.11.1 client-ip 10.10.11.254

Harbour(config)# radius authentication add-server id 1 server-ip 10.10.11.2 client-ip 10.10.11.254
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Harbour(config)# radius accounting add-server id 1 server-ip 10.10.11.2 client-ip 10.10.11.254
* harbour”
Harbour(config)# radius authentication config-server id 0 shared-secret harbour
RADIUS
Harbour(config)# radius authentication enable

Harbour(config)# radius accounting enable

12.13
802.1x RADIUS
RADIUS
12-8 domainl domain2
1 802.1x
2 RADIUS
3

domainl domain2

Harbour(config)# create isp-domain domainl
Harbour(config)# create isp-domain domain2
RADIUS domainl  domain2
Harbour(config)# config isp-domain domainl authentication add-server id O

Harbour(config)# config isp-domain domainl accounting add-server id 0
Harbour(config)# config isp-domain domain2 authentication add-server id 1

Harbour(config)# config isp-domain domain2 accounting add-server id 1

userO1 domain2
user01@domain2
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12.14
RADIUS
12-8 RADIUS domainl ID O
domainl

1 802.1x

2 RADIUS

IP 10.10.11.1 RADIUS ID OIP 10.10.11.2
RADIUS ID 1 ID

Harbour(config)# radius authentication add-server id 0 server-ip 10.10.11.1
client-ip 10.10.11.254

Harbour(config)# radius authentication add-server id 1 server-ip 10.10.11.2
client-ip 10.10.11.254

‘ harbour”

Harbour(config)# radius authentication config-server id 0 shared-secret
harbour

Harbour(config)# radius authentication config-server id 1 shared-secret
harbour

RADIUS
Harbour(config)# radius authentication enable

Harbour(config)# radius accounting enable

RADIUS

Harbour(config)# radius authentication server-switch enable

domainl

Harbour(config)# create isp-domain domainl
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RADIUS domainl

Harbour(config)# config isp-domain domainl authentication add-server i
Harbour(config)# config isp-domain domainl authentication add-server i

primary-backup

Harbour(config)# config  isp-domain  domainl authentication mode
primary-backup
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config nas binduser [add|del ete] port [<portlist>|all] user <username>

config nas binduser port [<portlist>[all] [enable]disable]
config nas binduser clear_all

config nas binduser multi_port_per_user [enable|disable]

config dot1x authenticate-protocol [chapleap-md5|pap]
config dot1x clear-statistic
config dot1x keepalive [enableldisable]

config dot1x keepalive max-no-response-count <2-30>

config dot1x keepalive mechanism [ping-pong|state-machine]
config dot1x keepalive state-machine-period <10-3600>

config dot1x keepalive ping-pong-period <30-600>

config dot1x max-req <1-10>

config dot1x reauth-max <1-10>

config port [<portlist>|all] dot1x max-hosts <2-512>

config dot1x pae force-logoff ip < address >

config dot1x pae force-logoff al

config dot1x pae force-logoff id <paeid>

config dot1x pae force-logoff mac <usermac> { port <portno>}*1

config dot1x pae force-logoff port <portno>

config dot1x quiet-period <0-32767>

802.1x

EAP-Request/Identity

PAE

MAC
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config dot1x re-authentication [enable]disable] /
config dot1x re-authentication period <1-32767>

config dot1x server-timeout <1-32767>

config dot1x supp-timeout <1-32767>

config dot1x supp-upgrade-force [enableldisable]
config dot1x supp-upgrade-url <url> URL

config dot1x tx-period <1-32767>
EAP-Request/ldentity

config isp-domain <domain> accounting [add-server|del ete-server] id <id> /

config isp-domain <domain> accounting [enabledisable] / RADIUS

config isp-domain <domain> accounting config-server id <id> type

[ primary|multi |backup]

config isp-domain <domain> accounting interim-update-accounting disable

config isp-domain <domain> accounting interim-update-accounting interval

<10-65535>

config isp-domain <domain> accounting mode RADIUS
[ independent|primary-backup|multi]

config isp-domain <domain> accounting start-need-ip [enableldisable]

IP
config isp-domain <domain> accounting sync [enableldisable]
RADIUS
config isp-domain <domain> accounting wait-ip <100-600>
IP
config isp-domain <domain> authentication [add-server|delete-server] id <id> /
config isp-domain <domain> authentication [enabl e|disabl €] / RADIUS

config isp-domain <domain> authentication config-server id <id> type primary
config isp-domain <domain> authentication mode [independent

|primary-backup]
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config isp-domain <domain> username [complete [incomplete]
config port [<portlist>|all] dot1x authcontrolledportcontrol
[auto|f orceauth|forceunauth]

config port [<portlist>|all] dot1x [enable|disable]

config port [<portlist>|all] dot1x port-control-mode [M A C-based|port-based]

create isp-domain <domain>

delete isp-domain <domain>

radius [accountinglauthentication] server-switch [enableldisable]

radius accounting add-server id <0-4> server-ip <A.B.C.D> client-ip <A.B.C.D>

{udp-port <1-6500>}* 1

radius accounting config-server id <0-4> max-retransmit-count <2-10>

radius accounting config-server id <0-4> max-retransmit-drop-count <2-30>

radius accounting config-server id <0-4> max-send-fail-count <2-30>

radius accounting config-server id <0-4> retransmit-interval <5-300>

radius accounting config-server id <0-4> shared-secret <secret>

radius accounting delete-server id <0-4>
radius accounting disable
radius accounting enabled

radius accounting session-timeout-type [logoff|reauthenti cate]

radius authentication add-server id <0-4> server-ip <A.B.C.D> client-ip

<A.B.C.D> {udp-port <1-6500>}* 1

radius authentication config-server id <0-4> max-retransmit-count <2-10>

radius authentication config-server id <0-4> max-retransmit-drop-count <2-30>

radius authentication config-server id <0-4> max-send-fail-count <2-30>

radius authentication config-server id <0-4> retransmit-interval <5-300>

radius authentication config-server id <0-4> shared-secret <secret>

RADIUS

/ 802.1x
<domain>
<domain>

/ RADIUS Server

RADIUS

RADIUS
RADIUS
RADIUS

Session Timeout

RADIUS
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radius authentication delete-server id <0-4>
radius authentication disable
radius authentication enable

radius config-attribute frame-protocol <0-255>

radius config-attribute nas-port-type <0-255>

radius config-attribute source-mac standard <100-255>

radius cut add-server [authentication|accounting] id <0-4> { udp-port

<1-6500>}*1

radius cut delelte-server [authentication|accounting] id <0-4>

radius cut disable

radius cut enable

radius cut process-by [reauthentication|logoff]

radius cut verify-by [authenticator|message-authenti cator|none]
radius serverswitch-notify [enable|disable]

show dot1x

show dot1x authenticate-protocol

show dot1x pae al

show dotlx paeid <id>

show dot1x pae mac <address> { port <portlist>}*1

show dotlx pae port <portlist>

show dotlx statistic

show nas binduser multi-port-per-user status

show nas binduser port [<portlist>|all]

RADIUS
RADIUS
RADIUS

Frame-Protocol

nas-port-type

<100-255>

MAC

MAC

Ccut
CuT
CuT
Ccut

802.1x
802.1x

PAE
PAE id
PAE
MAC
PAE

Authenticator

PAE

PAE

802.1x
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show nas binduser user <username>

show nas accounting-statistic

show nas user username <name>

show nas user mac <address> MAC
show nas user ip <address> 1P
show nas user port <portno>

show nas user vlan <vlanname> VLAN
sShow nas user isp-domain <domain>

show nas user statistic

show nas version NAS

show port [<portlist>[all] dot1x

802.1x
PAE
PAE

show radius [accountinglauthentication] server-switch RADIUS
show radius accounting session-timeout-type Session

Timeout
show radius config-attribute frame-protocol Frame-Protocol
show radius config-attribute nas-port-type Nas-Port-Type
show radius custom-attributes RADIUS
show radius cut process-way CuT
show radius cut verify-way cut
show radius idpool RADIUS ID
show radius { configuration} * 1 RADIUS
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13 (Syslog)

13.1

Monitor

13.2

13.2.1

config syslog [enable]disable]
enabl e

di sabl e

Harbour(config)# config syslog enable

Successfully changed syslog service to enable

13.2.2

config syslog type [<name>]all] [enable]disable]
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name show syslog configuration
AUTH,CLI,SYSLOG,DEVCTRL,,DOT1X,NAS,RADIUS,WEBAUTH,

DHCPR,DHCPS,PORT,RIP,ROUTE, SNMP, STP, SYSTEM, VLAN, PORTB,,GTDRV,, FDB, TIMER
, TELNETF,PACKETDEBUG, FFS,PPPOE, PPP ,DHCPC,ADSL , IGMPS, L3SWITCH,BOARD, FPG

A,LOCALBUS

al |
enabl e
di sabl e

Harbour(config)# config syslog type auth enable
Successfully changed syslog type auth to enable.

AUTH AUTH

13.2.3

config syslog lowest-level <0-7>

0 7 EMERG ALERT CRITERR
WARNING NOTICE INFO DEBUG

Harbour(config)# config syslog lowest-level 3
Successfully changed syslog service lowest-lever level 3 [ERR].

3 3 01 2 3

il

13.2.4

record command-line [enable]disable]
enabl e

di sabl e
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Harbour(config)# record command-line enable

Successfully changed syslog record CLI to enable.

i

6 INFO

13.3

13.3.1

config syslog server [enable]disable]
enabl e

di sabl e

Harbour(config)# config syslog server enable
Successfully changed syslog service logto server enable.

Warning: Syslog server config is empty.Please add syslog server.

i

13.3.2

config syslog [add|delete] server <A.B.C.D> {[port] <1-65535>}*1

{[facility] <0-7>}*1
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add

del ete
A B.CD IP
port
facility ,

1
Harbour(config)# config syslog add server 10.12.3.4 port 8808 facility 5

Successfully added syslog server 10.12.3.4.
P 10.12.3.4 8808 5
2

Harbour(config)# config syslog delete server 10.1.4.1 port 6500 facility 1

Successfully deleted syslog server 10.1.4.1

IP 10.14.1 6500 1

13.4

13.4.1

config syslog monitor-terminal [enable]disable]
enabl e

di sabl e

Harbour(config)# config syslog monitor-terminal enable

Successfully changed syslog service logto monitor-terminal to enable.
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13.4.2

monitor [on]off]
on
off

Harbour(config)# monitor on

Successfully changed your terminal display syslog messages.

13.4.3

monitor timestamp [none|time| datetime]

Harbour(config)# monitor timestamp datetime

13.4.4

monitor lowest-level <0-7>

0 7 EMERG
ALERT CRITERR WARNING NOTICE INFO DEBUG
Harbour(config)# monitor lowest-level 3
Successfully changed monitor lowest-lever level 3 [ERR]
3 3
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13.4.5

monitor type [<typename>|all] [on]off]

typename show syslog
configuration AUTH BGP CLI
SYSLOG DEVCTRL ARP DOT1X NAS OSPF  PORT FDB RADIUS

RIP ROUTE SNMP STP SYSTEM VLAN  WEB SERVICE DHCPR
all

on
off

Harbour(config)# monitor type all on

Successfully changed to display all messages.

13.5

13.5.1

show syslog {configuration}*1

Harbour(config)# show syslog configuration

Syslog Serviceisup.

--Service Syslog logto server isup.

Syslog-server-ip server-port facility
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1111 8808 5

--Service Syslog logto monitor-terminal is up.

--Log messages whose level are not lower than level 3 [ERR].
--Log these types messages:

:AUTH
--Not log these types messages:

:CLI:SYSLOG:DEVCTRL:DOT1X:NAS:RADIUSWEBAUTH:DHCPR:DHCPS:PORT:RIP:
ROUTE:SNMP:.STP.SYSTEM:VLAN:PORTB:GTDRV:FDB:TIMER: TELNETF:PACKETDEBU
G:FFS:PPPOE:PPP.DHCPC:ADSL :IGMPS.L3SWITCH:BOARD:FPGA:LOCALBUS

Record command-line is enabled

13.5.2
show monitor {configuration}*1
Harbour(config)# show monitor configuration
Monitor has been on.
Monitor show messages with datetime timestamp.
Monitor only displays log messages whose level are not lower than level 3
[ERR].

Monitor display messages of these types:

AUTH:

Monitor do NOT display messages of these types:

CLI:SYSLOG:DEVCTRL:DOT1X:NAS:RADIUS :WEBAUTH:DHCPR : DHCPS : PORT :RIP:ROUTE: SN
MP:STP:SYSTEM:VLAN:PORTB:GTDRV:FDB:TIMER: TELNETF : PACKETDEBUG: FFS - PPPOE : PPP - DHCPC: ADSL
2 1GMPS:L3SWITCH:BOARD: FPGA:LOCALBUS:

13.6
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config syslog [enable|disable]

enable disable

config syslog monitor-terminal[enable]|
disable]

disable

enable

config syslog lowest-level <0-7>

lowest-level
1

config syslog type [<name>|all]
[enable]disable]

name
enable

all
disable

record command-line
[enable|disable]

disable

enable

config syslog server [enable]disable]

disable

enable

config syslog [add|delete] server
<A_B.C.D> {[port] <1-65535>}*1
{[facility] <0-7>}*1

port facility

<A.B.C.D> IP

show syslog {configuration}*1

monitor [on]off]

monitor timestamp [none|time|datetime]

monitor lowest-level <0-7>

monitor type [<typename>|all][on]off]

show monitor {configuration}*1
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14 Bootrom

° Bootrom

. HammerOS

14.1 Bootrom

Bootrom

14.1.1

Hammer10000 |IP-DSLAM
HammerOS

Hammer10000V 2 Boot L oader Version 2.02

Compiled: Mar 26 2003 20:07:01

Copyright(c) 2000-2003 by Harbour Networks, Inc.
Uncompress start...

Uncompress success, enter deviceinitialize, Please wait...
Load FPGA program ... ... Done.

Entering HammerOS ......izing environment ......

L oading startup config ...... done.

# #
# Welcome to HammerOS. #
# #
# Press Return to connect and config this system. #
# #
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14.1.2
Bootrom
1. Hammer10000 IP-DSLAM Console
2.
3. “ Hammer: ” Bootrom Bootrom
Hammer10000V2 Boot Loader Version 2.02
Compiled: Mar 26 2003 20:07:01
Base ethernet MAC address: 00:05:3b:00:04:99
Copyrlght(c) 2000-2003 by Harbour Networks, Inc.
- List all available commands
h - List all available commands
g - Boot an executable image
dl - Enter download mode to load new image or config file
r - Reboot system
Press "h" or "?" To get helping information.
Hammer:
Bootrom
. ?
. h
e g HammerOS
. r
!
Hammer0S Xmodem FTP
Flash

14.2 HammerOS

HammerOS
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. Xmodem HammerOS
o FTP HammerOS
14.2.1 Xmodem HammerOS
Xmodem HammerOS
1
2. Hammer10000 IP-DSLAM Console 115200bps
Console 9600bps Xmodem HammerOS
115200

config terminal Baudrate [115200]9600]
Console 115200bps

download xmodem [hammeros]config-file|cops3000]odiag3000]ooam3000]|
adufpga]vdubfpga]bootrom|gtiooct]
[hammeros|config-file]cops3000]odiag3000]00am3000]adufpga]vdubfpgal
bootrom|gtiooct] 14-1

14-1

hammeros HammerQS

config-file

cops3000 cops3000

odiag300 odiag3000

00am3000 00am3000

adufpga]vdubfpga ADU VDU  FPGA

bootrom Bootrom Hammer10000 IP-DSLAM
Bootrom

Hammer10000 Bootrom

gtiooct Globespan ADSL

4. | ] [ ]
[ ] Xmodem [ ]
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5. reboot
14.2.2 FTP HammerQOS
FTP HammerOS
1
2 VLAN IP
3

download ftp [hammeros |config-file |cops3000 Jodiag3000 |ooam3000 |fpga
|bootrom |gtiooct|file] <A.B.C.D> <username> <password> <filename>
[hammeros|config-file|cops3000]odiag3000]ooam3000

| fpga|bootrom|
gtiooct] 14-1 file
<A.B.C.D> HammerOS 1P

<password> <filename>
FTP Flash

Flash.
<username> FTP

5 reboot

Ip_Dslam is going to reboot

Disconnected.
Thanks for using Harbour Networks®s product.

Bye!

14.2.3 Xmodem HammerQOS (for VDU)

Xmodem HammerOS

download xmodem vduos [all]<2-15>]
all Hammer0S (for VDU) VDU <2-15>
Hammer0S (for VDU) VDU

3 | ] [ ]
[ ] Xmodem [ ]

4 reboot
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14.2.4 FTP HammerOS (for VDU)

FTP HammerOS

2 VLAN IP

download ftp vduos [all]|<2-15>] <A.B.C.D> <username> <password> <filename>

all HammerQ0S (for VDU) VDU <2-15>
HammerQ0S (for VDU) VDU <A.B.C.D> Hammer0S
1P <username> FTP <password>

<filename>
Flash

5 reboot

Ip_Dslam is going to reboot

Disconnected. . ............
Thanks for using Harbour Networks®s product.

Bye!

14.3
reboot

Harbour(config)# save configuration

Reboot
Reboot {<2-15>|smu}*1

1 reboot

Ip_Dslam is going to reboot

Disconnected. . ............
Thanks for using Harbour Networks®s product.

Bye!

2 smu
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System is going to reboot

Disconnected..............
Thanks for using Harbour Networks®s product.
Bye!
Hammer10000 IP-DSLAM
3

No board
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