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No. &5 e EncryptRuthDH *i& B Sk T -1
Wiaiting far 192.168.290.0 10101000
! D] Caonnection Bl B 255.255.295.0 255.255.255.0 CEGENHELhE
HALE @ CESBE PIEEEL A ETE wEHE SRS
Encrypt/Auth/DH
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Gigabit {8 2Rt Es
VPN (%8 H ek~ (Tunnel Status) :
PUTHLEH VPN FREREE” VPN (%38 B AR e B figah:
O VPN BRsEikas
[ impsaciEsm [ impsmnimss
szl =g sEET? %
No.| MRS Ty 2 Encmi?&?nm *@EE | aakd EwME | EgEy | ES
| o genor| ocsuosy 11992500 1010008 o 1605 [Cama] e
KRN

E—H/T—H - Bt#l L N E—HE T — H it S8 S ARy VPN [BEEE > 5
—/ B -SHEETH EUDESERERT-TRERIE R KEEENFTE VPN BEIRRE

fWifir (351020 All)
Tunnel No. EIREGE VPN BN EE > VPN ThEsR » 35 SR N E R BB 4R 5k
AREE: NERINZ

e - (Connected )

LSRN - (Hostname Resolution Failed)

&

MBS %74 (Resolving Hostname)
H5H4R- (Waiting for Connection) & :H

M P T -Manual 3%E IPSec i - HtRRE & IR T8
-Manual 3oE LA NEEIE T 85 e TR IR

R =R H AR VPN a2 - 41 XXX Office » A 2H Ll L
HIREERCERTRE B — (R E SR AR E > DURIRA

ER MRBEAEE SRR R EA VPN 3 (JE VPN [KGHE)EF -
AL E L %Tﬁgﬁi?ﬁﬂﬁﬁ%ﬁﬂ%?ﬁlﬁﬁﬁzﬁ BEREEA &

NI 5 BE B
Phase2 A LB R % (DES/3DES) MUK B (MD5/SHAL) DU B4 Group
Encrypt/Auth/Gro  (1/2/5)%5EH
up: FEEEEFEI (Manual )3 E IPSec (sE > AL R &7 8Er Phase 2
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A HrEELH:
BIEEEAH:
BRI

R

EE:

PREE EERUE -
PR E E&RE

BF4H VPN RRERUT:

DH B0

It R MR A iy VPN AR 2 R EAHEE

IHE B RE RN VPN 4R 27 2B R E

b R 35 e Bk Bilibi VPN Gt sy IP izl 55300E Fyigimty VPN [fj
KGN ETE TP ik s e a4 i S

A DA R R R RS R R R IRAS - A IR & BT A LR AR

T AR B B o AT LR B s VPN i
21T ] 2 2 (Edit) DR e s D

Gt MR (Bdit) fzi > ReeE R R srerHE E T o S RUE
st - s TirEE s e
R e e

RIEBRER %/ DR E E SRR A £/ D i E E A s e

AR E R VPN H2((GroupVPNs) > IEREEURHI &R VPN fREE -

O VPN FHHIERE RS

(R Phase2? e
HHAR B EncryptiuthDH A ETE wmAP RPitE HREN &
192.168.250.0 T F .

TESTOOZ 1] DESmDaM 985 755 355 ] W L0 00, C O i Detail List [iA, Edit m
BT H Al E #4% GroupVPNs [ i 1%
@it g A AR A E#ARAY VPNGroups i
Phase2 R EETTIN# (DES/3DES) LA K 5556 (MD5/SHAL) DL EF4H Group
Encrypt/Auth/Grou (1/2/5)%3%EH=
p: e EEEFE(Manual )i E IPSec &L » AL~ &8~ Phase 2 DH

il
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AHEEAH e RN A R gy B4 VPN AR 2 2 REAH 0T

B Fim: b R BEUR BL B AH A R Y VPN R 2 e B 3O

FA iR RE: EidE T E LGS FR (Detail List) %4 > SR ERURE ZHRIE -
EREAEAATE o TP firhk DL R BRI R e S

A AP R -Connect REREEILIFENIRAS » HIGREE SR & RN It
AR b

RE: TR - S EE A (Edit) U R ET B TR (Edit)

1 EEETIGRENEEE T > B ETRRE - EEE
TR B o R B E R

10.1.2. #Frig—1 VPN g
VPN [ K S 455 e S ] A 2 w3 R A e v

VPN [giEH2 5 2 5 VPN BB)(HJK SR AERS Internet FRAEAK - EHE THE —FRIEEAVEE - R
GEPFES 5] VPN BEE VPN BEREOE S Pl VPN BERRERY Him L -

PRSI (Gateway to Gateway ) :

B TR BUES > R EREES (2] VPN BIEE VPN BERYSOE HE L -

B © VPN fiE

a1 ChE

ATUE © VPN fiE
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F PimtRaiE (Client to Gateway):
ERSTT EE - KE ERES B M Pl VPN RIERRCE HH L -

EFRi& (THAER)
b ald ahE

S © VPN

10.1.2.1. FEHFEATRSE

EEEse I

BaaH: |

EOnE: [EdE ]
BH: | =

BEHLUTHYSCGERSRE - ERERET LHER & VPN [k Z fEE 7 —fk VPN i -

R EEECE VPN PGB Z VPN ThEERS - 55 BEHREEECER) Tunnel [EiE4R57
RiETE: S E IERRE TR > 401 XXX Office » ERAE A — D EAYBREREREE -

B (ERE AR A B F > PURIR R

FOER: R E SR R AR A A VPN 5 (FE VPN B KR8 ) I » 5 — 2%
(AR E L i 0 P B 2 T A R R B R S IIER AR PR ! -

VPN frEifirhk: T DU —(E S i B e VPN BEERY R

R CJBERUAIEETH o L VPN BRERERL - HLTHE RTERCREH > ERUEEKE 0 A
DU E SRR ERCE
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At EEE4ARCE (Local Group Setup)

O Z{AFRMERE

FENEZZEN: |EEHE =]
IPfyh: ([192 168 |3 [133

FEDETREAN: | THRE
IP firdk: ([192 [t68 | 250 D
FHIEER: [255 [255  [255 [0

IHETE H Ay A it B i 5 43 #8780 ( Local Security Gateway Type ). /8 Bil il 137 i it 1 el i 5 43 8 7Y
( Remote Security Gateway Type)fH[E] -

FHREE S A AHERERS A - A IR EE AR H R > o5
&M IP
IP + Domain Name(FQDN) #7:&
IP + E-mail (USER FQDN) iZi
#ge IP + Domain Name(FQDN) 7%
#fE IP + E-mail (USER FQDN) 3735

IHETE H AR 3 5 53 387 ( Local Security Gateway Type ).h/E#Hl
EBEEIRIRDE 5% ( Remote Security Gateway Type)d[H -
(1) EH IP:
EEEE M IP ARG - HAEEEALL IP rkk T DI B
i ZR1& VPN 7Ky WAN IP firfik - K& S MR A LI H 2218 A
EA AL THINE

FEMEZZ IR |(EERP =]
Py 1927 [68° B 133

(2) IP + Domain Name(FQDN) 755

\:Hl

E IR IP+ i A A RS S APy Aot LU TP
firkk#A 1% VPN B5Kitey WAN IP firhl - i & 5 B ALIH H 2280
EATREAEEITHI N
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FQDN Z45 F gLl K i 2 fmnss & o o EEER Internet
AT DIERE] > 40 vpn.server.com - [t IP firik DU 495k 45500
JR RN VPN 272 fE s e AR [E A ] DUEREE R -

*EpEZeEn [T+ BESRTFOON EE 7|
P [i82 [iB8 B [iE@
RS EH: |

(3) IP + E-mail (USER FQDN) 5¥z5:

IR TP (rabin EEET SRS - R REIEE AL IP firhk Bl
TR ALE o] AR > 787% VPN [KGEHY WAN TP firkk -
e BB AL H 2R - AR R AR TEINRE -

EENEIDER: |IP+E-maﬂcLTserFQDm% =]
Pt 192 68 [3 [133

E-mail: || @|

(4) @%E IP + Domain Name(FQDN) 3734:

Elll

EEEAENRR IP (rhb#sEE VPN KGR - fmT DU A
P2 VPN &gy VPN RIEZOREL VPN B5GE(E Ry VPN R -
VPN Bkt e haialgsaii oIl VPN [RagHieg,; = s iy
P VPN > 5Ff A S g a] -

FEMEZREY: [FEF + HEEH N 28 7]
FEEE: |

(5) ##E IP + E-mail (USER FQDN) 23%:

EEERENRE IP ArakiERz VPN By - f0n] DUss Al
£ VPN (& i A TP (izhk > & & VPN REZKEL VPN [
Kt TE Ry VPN HIERIE; - VPN KSR & hldalaasal ol gt VPN %
LR, ETOEEIEAE R VPN > S A B T B (R0 E-Mall
fir EZE R AL BT -
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FENELRIAY: [T + E-mail(User FODN) 3228 |~
E-mail: || @l
Atz e 4RMEAY I Ry AR e VPN A AFHUEAY » DN S ERR S At I
URCEREE - SRR EEE S8
(1) IP firfik:
BEIRE s St VPN B EaRi% - HAH ALL IP (rikAy AR it SR T
DA -

AT 7 Ay |IP fiit =]

P [92 [ie8 [T

DLERVEES Ry E I VPN [ EER1% >t 192.168.1.0 Hyit IP
i bk BRI AT LLEEER -

(2) TH8i
BETHE By feafitt VPN [REEARE - &5 T LAY A B A #0 AT
DIHER -

*ERATREN: [THE 5
P s 192 e I ]
THEES: |[255 | [255 | [255 | [0

DL EMER ESE By g L VPN [FiEEisRsg - 1A 192.168.1.0 > 149
PRI Fy 255.255.255.0 Ay 4EER EE RS AT DLE s VPN 4R -

(3) IP firfiksE[E]
BEIA H Ry fuatitt VPN g ESR% - s AL TP g a4 s T

AT H T A |IP1‘ith$EE -]
IPirhEE: [192 68 1 0 g [254

DLEAVEE S Ry E I VPN BREELRZ - it 192.168.1.0~254 1Y
LR TP fir ik [ ) B A m DAZAR -
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Bk PEHEFCE (Remote Group Setup)

O EsEHFRFMIRE

TR A | EEHP =]
[P | [ el
E R T T R AY: |—Hﬁﬂﬁ -]
P || | [ ||

TFHIBER: |[255 | [255 | J255 | J0

LT H iy iR E 5 77 ( Remote Security Gateway Type )i/ B 3 il (1 T i A0 e 28 B

Sr4E7I( Local Security Gateway Type)Ad[H -

BRENRES T EA:

IV E RS o A IR R H S - R
& IP

i

7%

IP + Domain Name(FQDN) 3z

i

IP + E-mail (USER FQDN) 373

j=(11

cd
1

Ell\k‘
"

#@hte IP + Domain Name(FQDN)

B

#%E IP + E-mail (USER FQDN) %:&
(1) {£H IP:
B E A TP B TEE HUAE E E AL 1P izt o] AP HUL B »

T NEZREAY: | EERE =]
[P =

Href HE N MERERE SR TP firik - AT 2 DNS
Resolve 7K DNS @5k IP firhk o W HAESE SERIRTE Summary
H 2w T R R RS TP firdk -

TR MBS DI || (E{ERIP =]
|IP by DINE Resolved ﬂ |

syt DLEE Multiple DNS Resolved 7§ DNS ##5k IP fir
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fb o M HAESOE SERRIRTE Summary Kyl [ &R i EE
1y IP firt -

FEoa M E 2R B [1EEHLP =]

1.

IP b Multiple DNE Eesolved ﬂ 2 I

|
1.

(2) IP + Domain Name(FQDN) :¥z5:

EIERE TP+ AR EEE - SR A TP ik DUR SEFBRag 4
ik FQDN 245 BRI I fiAvaS & > (HRE AT DA A
—fiélFF & FQDN Hy4EI AR - [t IP firsik DUR G844 g 0 /R i
Uity VPN 2 =i e SR AH R A AT DU R -

wmMEZREN: [P+ BEERFON 22 5|
[P firtt {3 Y Y I
L ||

EEHHE R RE R IP ik - RIETLUSEAE s i DNS
Resolve #Kr DNS #Epi IP firsik - pHAgs A iH 0 HFE Internet
R DAERHYE] o W B AR E SeRRTE Summary BRI T H
H B~ HAE S R P firsk

anMEZann: [P+ BEEARFON 28 7
|IP by DNE Fesolved j |

FEEE: ||

sE el DU Multiple DNS Resolved 7k DNS gk IP fir
Ik - W BAFRRESEREE Summary BiElERTE T m s~ HAE S E
H IP firtk
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wmMEZREN: [T+ RAEERILN &g 7]

1.

2|

[P by Multiple DNZ Resolved ;I

(3) IP + E-mail(USER FQDN) 27:5:

IR TP (rabin EEE SRR ANRYEE - HAEEE ALL IP firkk A

BT B B R DA B -

HmMEZZEA: [P+ EnalJser FODN EZE 7]

[TF ki A

E-mail: | @I

EEHEHEANEBRE PR IP Azl - AIa] DUZ 8 4 i 44 1 ik
DNS Resolve ¢ DNS 5k IP firsik o 36 HAERE 52 IR AE
Summary YR E N EE R S ER IP Ak -

AEMEZDER: [P+ EndT=rFODN 2 =]

|IP by DNE Fesolved =] |

E-mail: | @l

st el Dl dE Multiple DNS Resolved 7k DNS ##pk IP fir
bk - W HAESE SERIRAE Summary YR E [ S~ A TE

1y IP firtk -

ARMBZ R [P+ Eued(Uor FODN) B8 7]

1.

2|

IF by Multiple DNE Eesolved LI

E-mail: | @l

(4) #hEE IP + Domain Name(FQDN)

27K .
A5

U4

2

1

1=

EE T HERE 1P fizhkEg VPN [5KGIER - AT USSR 1P i

HEAN b AT DU S AL TR 4E &
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EmMEZIEN: [BEF + AEABFDN 28 7|
AgaR: |

/1

AT .
Dio .

(5) 8 IP + E-mail (USER FQDN)

=11

EE I HERE TP fizhbHE VPN D5GRERF > 0] DUBHSE AR AL
2 VPN > E gy VPN FEZ0KREL VPN K (E R VPN R -
VPN [iKiis & haialsagii o et VPN BOEEaR; S5 AE 72
R s E-Mail frEzErafiot -

FRR M RN [FREIP + E-meil User FODN) 508 v
E-mail: | @)
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BEREZHEER: It Ry ity VPN B {FHCEA - DU S (R i s e Y
HH - BRI B E 2
(1) IP firhk

BETA H Ry fuaT it VPN BRIEHSRE - U AL TP ik iy A dE s
ATLLEELR -

it R |IP it =]

IPfidk: 192 leg 2 L

PR E 2% By i I VPN BRiEiEaR1% 0 74 192.168.2.1 #yjtt IP
{ir EFE R R AT AR -
(2) 74

BRI H R featit VPN BIEEGRE - &6 T IR A I B i
ATLAZEER -

aRmarEs: [TRE =
Pk (192 s 2D
FHEBRER: [55 [555 [255 o

DLERIEES S By rE It VPN BRiEEaniz - 1A 192.168.2.0 > +
AEipg e By 255.255.255.0 A48 EE “_JLX@%YIH”% VPN 7H%3

(3)IP firhlaGE

BEIAH Ry feat it VPN [ EaRt% - A AL IP ik #a e A
BRI T DL R

X ot T U A |IP1‘ithﬁEE ~]
iR 192 e 2 U 3254

DL ERVEEE S By @& I VPN BRiEELR % > 1A 192.168.2.1
192.168.2.254 Y IP firhl-#a &Y e o] DUHESR -

IPSec Setup

RN HEIEAEAYEE - BERIE VPN BRERY IS 00 S [E] A AT LUK R s 1 7
ko ARy IPSec 2558 - FMIRE B2 “key” - VPN [ S L T DL T —fiin g Key
Management - 535l 5 FE)(Manual) DUF IKE E#Ejn#E=- IKE with Preshared Key (automatic) »
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RE] LA I DIREFRE TR HAYINEH a0 M EFoR -

0 IPSecEy

ERERRSE | ERIKE= v]

RsEE1 DHIRZETFA: |[EHA1 =
BEEE1 mMEFEL: || DEE -
REEx1 ZJWE & | |MD5 ~
BBz 1 SaHEFfE: | 28500 e
T EEATIRPFS)
REEZ2 DHIGSETFA: | |37481 =
FEEx2 mEHEL: ||DEE -
RiEz2 ZJ/WBE: | |MDS =
REBR2 SAET ;| [3600 25
HHATE:

;

313

N

wREHE .

BEBEIHEEE Ryl FEE e I VPN [ (o T f i i s DL R Bttt atig - IR — A SRS - e
ER IS AR SRS S B[R BERY 720 B B Auto (IKE) =2 T8 Manual & > 1t
SRR R e B L o — e Uy =B E]
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O IPSec5F

EEEARSE Ii?EFHIKEtEEE "I

BSE: 1 DHIRSERFAE: |¥¥§Hl "I

BSEz 1 mES B |DES vI

RE1 EEEFHEE: IMDS vl

RSB SAH IEEEDD #r

ZEEAERPFS)
RS EE2 DHIRSETH: |E¥.$ﬂl v|

RiEE2 mERHEE: |DES ~]

REEE2 ERWMEE: |MD5 v|

REEE2 SAH S iE: I3EDD #r

HmEa: |

| EREE

{5 IKE fie:

#EiE IKE AR 3 P 0 i A I s B B 56 i U Y S8 FH =8 © 25 K5 50 2 I [ 785 5 PFS(PeI‘feCt Forward
SeCFeCY)FﬁZﬁH@% A FEE PR Eery IKE Tfmnﬁ B A Y et Héfm’;ﬁ( —B RS - & PFS BX
Fit& > i35 brute force AfEHIERIVEL % (hacken) UL ILATIF A » DG EISE —I0 a5 -

° 2JE %4 (Perfect Forward Secrecy) : &% PFS #IHL)#E % - 221559 M= VPN 3% #
ﬁm VPN Client 38 PFS ThEERHRL -

® [HEZ 1/P&EL 2 DH fipasfeatl « pRrubEEE n] LU R ] Diffie-Hellman ##24H75=(: Groupl =i
Group2/Group5 -

o [EE 1/PEE: 2 IEEE0E « IS BT R E it VPN BRIE(E 1=t WA TR
B2 B AR RGN 2 80 [E | DES: 64- (i ooz = - 3DES: 128-firytreil## -
AES: 2 et Er T AN AR » 52 FF 128 7 ~ 192 {irfll 256 {irHY#RL -

o [BET 1/FEEL 2 WREERUE © IEERRE BRI Rss e It VPN [ (i R i ast e IR
B IS B ARG BEG 2 B[R " MD 5 5" SHAL" -

® [BEZ 1 SA HRURH @ RILSHREEHYA IR - Z T E Ry 28800 FH(8 /NKF) » FALF IR
AT VPN SR - 2408 B BRI A TR - E By A B SR i AT OR 27

®  [BEZ 2 SA RN © RIS HY A RN > S HTHER(E Ry 3600 FH(1 /NEF) - YA
PIEY VPN 4R - 2808 5 BRI AR R - BN R AR S R i DU AR 2
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o I ¢ It Auto (IKE) B » (Al A —415cHEiER “Pre-shared Key” HfifF -
TEIAIREIIRLE B test » (T LA AR AT SR S S TS - 2 i B A e
B S ST HATETIS 1 Bk VPN [ 2 3 TS B TS SRR M L 17 7T S A5
ARTE RS ATH A 30 (BSOS -

Manual-FE177 (RKRZ1E)

O IPSec 25§

sREAEE [FIam~ 7]
Incoming SPI: I
Outgoing SPI: I
mEmEEE: [ =]
ZImuEk: [MD5 5]

mETE: |
Z2Tm: |

BRI Manual /UES - HHREUEE ENNE wHE > I EE A BB TR -

o AHLAYEINEEEsE Encryption KEY” LK Bisgazsa Authentication KEY” —f& » 3 0] DL A Bfir
TCEGE ST AT » Z0R & B BV (e ARV T BRSSO TS E Bk VPN %
T I AT A A TS LR S AR L B T B S Y AT AR S i = AT A 23 B S P4AHE -

o SIHNEFRERE Incoming SPI"HyZcia & LUK "Outgoing SPI” A e » [ 5 B il
VPN sz fHIE A LAY Incoming SPI 35 E S8 wiETE nnY VPN 2y Outgoing
SPI % EMEFE M AHixs Outgoing SPI 3EF » thEBFEIFN VPN H5H
Incoming SPI #EM[E T |
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R - RALA T IKE e
O EPERE

Adoressive Mode

{EFAIP HeadeB4EIR:E

{FHFELR

AH FEEREE (MDS =
REFMetBIOSEEE AR

TLETETREBIE EEFHNAT
ETiR{EEIThE(DPD) =R IT HAETTIEE

a0 aonnn

£ VPN Bk RS s HE $ > 4351/ Main DUk Aggressive (BF&fE=) iz - Main mode
& VPN [fiKEHY7HE: VPN (ESERE > iy BB Sy EAM VPN St Rz T U AR -

o EpEfiz (Aggressive Mode) : K% Fyislif Ve iR - A0 FHENRE TP B - 25 T s HE
PR -

® [/ IP Header BR4EHHE @ HEEFEILIA H 2% » AZERERY VPN [ZiE S VPN [klE S4% 1P 5%
VEIPREMYER4E(IP Payload compression Protocol) -

®  FRACRRFELR  EBERILIE H A8 - ARy VPN B Tt G R E R ILR VPN A g i
BEGE 2 By o3 Bl il e B B e (E ] > SRS EE 1P kb Ayiss A -

® AH e EEE « AH (Authentication Header) Egsgiast@sgst - nfiEE MD5/DSHA-1 -

® i NetBIOS EfkEl i - B iR ILIH H 2y35 - AIHREHY VPN [ZiE & 3% NetBIOS EfEE]
B - AR EERHIERAE S EES S o (HEHERIE AL VPN BERR ERE K |

o  EFHAREME B EZE NAT @ 3t VPN m] DUZFHE LR s Al 7Ry NAT H]

o isGR(THLIAE(DPD) * B ILIE H )35 - ARy VPN [BiE g Eiiny#ix HELLO/ACK &R
BEMREHZES VPN BB AR - EF —ImErdril] VPN K& & B e - 24
TR PRI AR o (3 T DUB S — 2 DPD SR B ERAVEER] » TRk 105D -

10.1.2.2. FIEBEIRIRMRE
BB FHIRERY » B HE A Bk ] DUE A PImea VPN [ K il > R sr— 16 VPN [ -

MR DU ERE —k VPN [BEAE ] P R At —{E% 5 A A (Tunnel) 80E 2 i — B F A
(Group VPN)(RAZIR) - & H—BE% F R AR A& R e Bimi & F > AR seE Ry — R Edt
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—4HZ LA - DB SR E YA -

(1) EREE (Tunnel) HEN:
& EEE O VPNEHEES

EEsse 2

BEaE: |

EOhE: Iﬁiﬁﬁl vI

BEH: | F

B EEEE VPN PRGN 2 VPN DhRERT - 5FEHRINERIERY Tunnel [
HERE -

SRE LR B R - 40 XXX Office » Bk BA — (B L LB EEE
HYEE - B E—ERE AR R A > PLRIRE

SR MRE RS R R R M VPN By - S A AE I
I s B e R A R R (et R SRR ! -

VPN JrEfirik: JamT DU — {1 7 e (o B ASURs e VPN B vy BB

BLAA: CJEERU BEIH > FIE VPN RERHRL o BEIH H AR - E e e
& o] ISR SR B ERE

At ERE4ERCE (Local Group Setup)

138 B #Y A RS 3 5 4y 8% ( Local Security Gateway Type ) .06/ Bl i 13 i Ui iy [ 38 5 4 S Y
( Remote Security Gateway Type)ff[H] -

FHOE S IR - AR ER R - A IR R H B - A
{EH IP

IP + Domain Name(FQDN) 75
IP + E-mail (USER FQDN) &

om

#hfe IP + Domain Name(FQDN) ¢z

#hge IP + E-mail(USER FQDN) 57:8&
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[HEIE H Ay A fE 38 5 438581 ( Local Security Gateway Type )W/
B BHENRIRE 5 57 4% ( Remote Security Gateway Type)#d
E o

(1) /4 IP:

EERIE TP BARE - UARLESAL 1P A TTLIEERLhE
25t VPN KT WAN TP firsh - 667 NI LR F 224
P R AL TN -

FIEMESZRER: | EERF =]
P it ([192 88 [3 33

(2) IP + Domain Name(FQDN) :¥z5:

R P+ AES - i AP BRI A R DL R
IP firsik#h1% VPN [k &y WAN IP firsik - € B BPE A SLIE H 22
A R FEAETHINSGE - FQDN 245 EREAMMLL R84
W& G A EEER Internet E o] L& HEYF] - 41
vpn.server.com - [t IP firik DAR 4835 i OB Y VPN 24
RS E SR A AH EI AR DA R s -

AEMESER R ||IF + S B FODN) ek =]
Pﬁi:h%_h%_ﬁ pﬂ
AL A ||

(3) IP + E-mail(USER FQDN) 37:

iR IP (ki BT E YRS - HAEEE AL IP firkk
DUR R T # O E o] IF AU - 281% VPN KGiERY WAN TP
ikt - e BEHEALLIE HZERBA - SR REAEETEINGE

HEMEZREN: [+ E-medl(Jeer FODN) 5028 =]
P g ([192° [68 3 133

E-mail: || @|
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GRS IP+HAIS SRR ES - S8 A 1P (kDR SR BRI
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Advanced CEE{EEEER ) - At fE A BB EREA{EH (IKE Preshareed Key Only)

O HEPERRE
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{EAIP HeaderBiEIRE

{RiFELR
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REFMetBIOSE R AR
FLETERR R EEFHNAT
ETREEITIEE(DPD) =R I_ HAETTIEE
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sz aied g e M BRE BB RE > 41 XXX Office » des o 2g —(E L FaybkE
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DL EHERES Ry L VPN g% - 1A 192.168.1.0 > 54
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Rike2 ZEFMASE: |MDS =
REE2 SAERkRE: | 5600 20

HH %

:

ThENENE

o  sc4lEfEik(Perfect Forward Secrecy) : /i PFS B4 » 3018 SHMIETS VPN 3Lf
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MAkGA1UEBhMCVF cxEDAOBgNVBAgTBOhzaW5 j aHUxEDAOBgNVBAcTBOhzaW5;j aHUx
HDAaBgNVBAoTE1FubyBUZWNobm9sb2dSIE1uYy4xHDAaBgNVBASTEIByb2R1Y3Qg
RGV2ZWxvcG1 1 bnQxEzARBgNVBAMTCnFuby5; b20udHcxHTAbBgkghk 1 GOwOBCQEW
DmZhZUBxbm8uY29 t LnRAMIGEMAOGCSqGSIb3DQEBAQUAA4GNADCB1QKBg(QDxx 1 Xo
Yw3gTLnhZSj GTMnhOQD6Hx 3hMLhRh8G 3 r4R2nN98k9LYn44 / vZkCpSenXmOV6pyv
/NyDhhODDOBooIx/7L1PGj 8 5CDHuOMrCaKhXEGWVKUx7Lo0Lgo2w7+mlgbLsafHr
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VmBgpRqcEkSEX63yJuH2YkcPFcVVeddOSwSnkPxH/QQhcUQuSj TsdgIMQ6FBSGPg
kF+PTc51Uk90Kc3ya1kwRx8tG1Vo1zbZRtky7hXp1ypWr1ZpBhO1Kzo6aw; 30VEM
RqWteLnIQ9XqV+t/m6x1AU4B
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|Jan 1 08:00:23 2000
{Jan 1 08:00:28 2000
|Jan 1 08:00:28 2000
|Jan 1 08:00:28 2000

A

System Log
System Log
System Log
System Log
System Log
System Log

Tue Aug 19 17:46:32 2008

HEER 5

SMB : System is up

terminating on signal 15

WAN connection is down

dhcpConfig: open/write/close: No such file or directory

dhcpConfig: fopen: No such file or directory

WAN connection is up : 192.168.3.113/255.255.255.0 gw 192.168.3.1 on eth3

SMRIEE

EENE PC AR HASERHE - EHEEE SRS L - B Ak DUS A AV R R AR

e~ BUEEEN -

BEM A HEER 5
Aug 19 17:49:42 2008 Connection Accepted
|Aug 19 17:49:51 2008 Connection Accepted

EARTEIE -

EEREES]

g

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40
TOS=0x00 PREC=0x00 TTL=127 ID=62883 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64512 RES=0x00 ACK URGP=0

IN=eth0 OUT=eth3 SRC=192.168.1.101 DST=207.46.106.69 LEN=40

TOS=0x00 PREC=0x00 TTL=127 ID=62898 DF PROTO=TCP SPT=2004
DPT=1863 WINDOW=64471 RES=0x00 ACK URGP=0

AEEIMNDHEA Gigabit B HHESHIRSTE B HEE - B HFERMIMNBACRARS ikl - H Ak Bl IR SR

e

il
j={114

EAHAHR

(=31 i HEE A58
Aug 19 17:49:41 2008 Connection Accepted
Aug 19 17:49:51 2008 Connection Accepted

B HE

etE Ry A RRATA H AT Gigabit B8 HasHY H SEAER &

B"A
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=80
TOS=0x00 PREC=0x80 TTL=114 ID=33845 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
IN=eth3 OUT=eth0 SRC=207.46.106.69 DST=192.168.1.101 LEN=81

TOS=0x00 PREC=0x80 TTL=114 ID=16353 DF PROTO=TCP SPT=1863
DPT=2004 WINDOW=64843 RES=0x00 ACK PSH URGP=0
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14.2 Z&IRER IR EE 12

Gigabit jt% FH &5 HY F ARG R Bz B BRI AE 7] PSR 2t H ARV RGN - B i E iR 24t - HAl
SRIHEHINRE o P fiLil - MRS E IS B (MAC fizil) » THERRIEEE - THECRE » 4R {alikas(DNS) - 4
A WEIRVEEEE - XA EEE - £MEDEOBESET - (ERIEE Byte FiESET - HEAVEE
Byte it - £EEHAVEE Byte JESuat > WEIRVEAEI QAET LUUR REAVEIESGT - HERE - HriE
SREC LEBHR AR > TEHREEARERN -

O ZHZEME

-8
FE: Rtk _ RikiE2 | Fieki s | Rikiga
L eth1 . eth2 ‘ eth3 A eth4
s R | B | Pl | B
SZfEPhizit: | 612228194 | 0.0.0.0 ‘ 0.0.0.0 4 0.0.0.0
MACfizht: | 00-17-16-03-00-91 | 00-17-16-03-00-92 | 00-17-16-03-00-93 | 00-17-16-03-00-94
FiHREER: | 2552552550 0.0.0.0 4 0.0.0.0 ' 0.0.0.0
faRMIE: 612228165 | 0.0.0.0 | 0.0.0.0 _ 0.0.0.0
ﬁﬁ%ﬁg&% 168.95.1.1 0.0.0.0 0.0.0.0 0.0.0.0
SEEEEE: AR e | 3B R
Bkt 408487 0 0 0
EENaRt: 282797 0 0 0
B e 2 EAE | 691284 0 0 0
Sk Byte S E : | 30958427 0 0 0
ﬁﬁﬁEBﬁeﬁg: | 269168539 0 0 0
23N mBytefiE : | 300126966 0 0 0
BrgicRs
BytesiSec: | S 0 0 0
BHa#xie
Bytes/Sec: | 103735 0 0 0
N BRE | 0 0 0 0
EESaGH: 0 0 0 0
RSN 0 0 0 0
HEHRH 0 0 0 0
FESEE A E%) | 1 0 0 0
PRI EAE®): 0 0 0 0
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14.3 REHET
Gigabit [ (1 g U RS IR - ACHRICEP B E B TR R A A P B A -

O RE%t

WA [YrRgEsst =l

WV $rE it this
@ Pzt bytesisec %
61.222.81.94 494 100

HAREALE IP it -

FE LR PR TIEIME A NS B H ARG IP ik - FAE %) byte BiFTSHYEILE -

o WELH
BERRFTRE ;| [HARERRITE [v]

RIAmESEt
F|PRHE _ bytesisec _ %
192.168.1.101 106 100

HINREBALE 1P il -

FE LB PR T #E N R E ARG 1P #ikk > SFRME /) byte BAFTSAYE SYEL -
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O wELE
FRERBARE | WINEEAEIPAIE ?J
RAESE
ZRPH I . bytesisec %
192.168.1.101 617 100

HARE P IRFERE -

FERLIEN R TR T DI IR BB AR S A AR E R B4t (Bh)byte B 53 EE -

O HmELG
FAHREEFTRE | | HAREIPREE % ﬂ
V] g Esst
B RE _ Hig A bytesisec _ )
TCP | 443 22 75
TCP 1863 7 24

BINARE P RFIERGE -

FELLIEN R RO T DI IR B A ST N A RV A B 4T (5 h)byte BA /3L -

O RELE
FARRBTARE ;|| HIRRPRHEE  [v]

RIFEYiEt
s RE Hig bytesisec %
UDP | 514 | 77 100

i
HARE P SRS -

FEBLIE R PREUR TSRS 2y (Dest. IP)fiztkAT LR AYEISAEREHY IP(Source IP)(Z & Fr (s FHHYIRTES
¥ (Dest.Port) g A 3L [HE A1)t & (bytes/sec) L /3 EE -
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O WELE
FERBERRE . 'ﬁWiﬁEIP session®l ﬂ
M gREasst

FJ|eieht | EFRRE FE|ie | HiiPichE | HiiE | bytesisec | %

192.168.1.101 | TCP 2880 | 59.124180.50 | 443 276 | 56
| 192.168.1.101 | TCP 2879 | 59.124.180.50 443 191 | 39

192.168.1.101 TCP 2649 | 219.133.51.93 80 15 3

192.168.1.101 | TCP 2866 59.124.180.50 443 4 0

EXfert]

BN 1P HRE

TR R R AR TS AERE Y IP(Source IP)fizsik ¥4 MEER Y B A7 & (Dest. IP)IP K (st AR 55
(Dest.Port)iZ2 AR AT [ & (bytes/sec) Bl 5 47 tL

O WELE

V] g st
e EIPiE BB
| 192168.1.101 | TCP
192.168.1.101 TCP

14.4 %55E P FIRRRR

FRRBBARE | HINERIP sessiond] v

*gis HEIPR
2858 | 59.124.180.50 |
2004 207.46.106.69

38!

Hig [ bytesisec | %
443 ‘ 8 | 66
1863 4 33

Gigabit % & fE At E N B AT LIS — IP Bt —FrEiR R &It 1P ARhfay HAvithh: - SC2amee A
{5 P (1 e 53 - L HAY AT LLUT (i Rt FR SR Re AV A i 28 2 WAN SR EGE B — 1l WAN 32 > 488 A
S DAL HAVREAY 1P R0 AR i B 3k TR - S54h A AAE(ER] BT =k P2P i » o]

BEFE Port iR E & -
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O IPESRFRITESE

¥ BH

weri [BVE =] sEsis D e

3 5 5 TRER LEEE
FEP i  EARE | REEAE EOLSE | e fah | BEEdE Bytes/Sec Bytes/Sec

RFE IP ARG -
ELEAE P ik S AR A RHY IP {irhh - gUrT DUBURHEL 1P SSMNELRETFTA H B R 855 -

syt [P ] P ot [0 68 | T [0 &S|

B 2 : TFEE L iEE
FEIP ph | AAESE | RESRIE | BEOE | ARIP i | BEESE Bytes/Sec Bytes/Sec

192.168.1.100 TCP 4004 WA 207 46.109.114 1863 1] 1]
192.168.1.100 TCP 1065 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1066 WA T 192.168.3.10 443 0 0
192.168.1.100 TCP 1081 WAN1 192.168.3.10 443 0 0
192.168.1.100 TCP 1082 WA 182.168.3.10 443 1] 1]
192.168.1.100 TCP 1799 WA T 168.95.83.189 21 0 0
192.168.1.100 UDP 55101 WA T 192.168.3.10 53 0 0
192.168.1.100 LEP 58732 WAN1 192.168.3.10 53 0 0

REEHAREE

EIF AR EE AR A AYRGE - g BRI R BAE AL IP IELE(EM -

megs s [ENE o] s 3| (S |

2 2 2 T#REE HEE
FEIP oA | ERESE | RESEAE | BEONE N AP iad | BfESRE Bytes/Sec Bytes/Sec

192.168.1.100 TCFP 1065 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1066 WA 192.168.3.10 443 0 0
192.168.1.100 TCF 1021 WARN1 192.168.3.10 443 0 0
192.168.1.100 TCFP 1082 WA 192.168.3.10 443 0 0
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14.5 QRTG (Qno Router Traffic Grapher)

QRTG ZF|FHEhREAY /) i B R B AV 4R s H8E - B HAT Qno [ K/ R i 28 240/ TOEIRRE » ffE CPU
A% - FigsCERE (Memory) HH% - #HisR#E (Session) DL &EE WAN #YiE (WAN Traffic) -

B QRTG : QRTG fE A4t M PHE (E2 A By - & 2ERE) QRTG DhRER; » RAR Gk S & SRR
BETHRERIRIUN > ATRE e Bt thas B B FIARAE - B 212 > SEmT DU T U B RS2 L TN 35 H Y H RTHIIR ARG
EETEE ~ BP - 45T TR i E E A T SR R Y N A SR R Bk -

— CPU R / HEREEST (W TE)

(1) CPU - HURE R/ NIHERREY / P9E / &KE -

(2) CPU - HitREE— R PHIEMXRER / FHE / &KE -
(3) CPU - iR E—H VI MXRER / FHE / &KE -

M BIFQRTG [cPumE -
° gﬁgﬂaﬁdﬁqzﬁ BRSNS (6184 TRDERERE 20%
%1% - g 9277 i%
(100) 450 fa: %
5 j&
il b i, Al
T TP
14:25 14:20 14:25 14:40 14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:20 afﬂ'ﬁ“
B 100 _
{&:
) W\_/\,W -
A 58 %
{&:
0 14:25 14:20 14:25 14:40 14:45 14:50 14:55 15:00 15:05 15:10 15:15 15:20 ﬁfjoﬁg\
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(100) 100 {&: 2
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50 A 14539 §f
; 18:00 18:00 20:00 22:00  0:00 2:00 4:00 6:00 8:00  10:00 12:00  14:00 Byl
B 100
{i5:% ¥ 3% %
{&:
50 8
A BT %
{&:
- 18:00 18:00 20.00 22:00  0:00 2:00 4:00 8:00 8:00 10:00 12:00  14:00 By RF
O HhERSsHEFHFERAE
By T i
gg’?‘ 150 ¥ g5 iF
(100) & 8
100
B B
50 A 18219 §#
& 3]
0
Nov 5 Nov 8 Nov 7 Nov 8 Nov 8 Nov 10 Nov 11 BfuiA
8 100
R E
{7:% ¥ 28 9%
{&:
50 8
et o SN
&
- Nov 5 Nov 8 Nov Nov 8 Nov © Nov 10 Nov 11 "f\;jﬁ

= - =58 WAN T/ ESETBREWIE (LEREHE TERE) (0 TE)
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M BiF QRTG [WAN B&E ()8 ¥ B
O RBEMEMTHIEE © wan1 ¥ wan2 ¥ wan2 ¥ wana ¥ wans Fi9E:
B
M wan1
Kbps g0 M wan2
y/ Il wan3 W 3096 Kbps
2000 | @ wand W 2280 Kbps
W 4384 Kbps
W 3120 Kbps
200 W 2552 Kbps
0
18:20 1825 18:20 18:35 18:40 16:45 1850 1855 17:00 17.05 17:10 1715
By
O RN LIEIEE © wan1 ¥ wan2 ¥ wan3 ¥ wan4 ¥ wans Fi9E:
B
1000 |, @ wan
Kbps M wan2
'- wan3 H712 Kbps
M wand W 848 Kbps
soo |/ Il wan5/DMZ ~ W 864 Kbps
W 800 Kbps
m688  Kbps
0
18:20 1€:25 16:30 18:35 16:40 16:45 1850 1855 17:00 17:05 17:10 17:15
Bfu

= - 5fE WAN T5—% | REGHEVETSE (CERRETHRE) (0 THE)
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W BIFQRTG | WAN Bt —F) >

O BEHETHEE P wan1 ¥ wan2 ¥ wan3 ¥ wand ¥ wans

Bl

Kbps 4000

2000

M wan1
B wan2
B wan3

M wand \

18:00 20:00 22:00 0:00 2:00 4:00 8:00 8:00 10:00 12:00 14:00 16:00

O BEHMIEMEIEE © wan1F wan2 ¥ wan3 M wans ¥ wans

Bl

Kbps
1000

500

18:00 20:00 22:00 0:00 2:00 4:00 €:00 8:00 10:00 12:00 14:00 16:00

* &8 WAN '5—E | RESFETEREVSE (LEREE THRE) (A0 TE)

F3E:

W 2455
W 2661
2180
W 2256
mo

Bl
FH90E;

B 708
M 709
W 633
M 658
mo

B {i B¥

Kbps
Kbps
Kbps
Kbps
Kbps

Kbps
Kbps
Kbps
Kbps
Kbps
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W BiFAORTG [WaN B4 (—iR) |
O BEETHEHIEE P wan1F wan2¥ wanz ¥ wans ¥ wans Fi9E:
By
M wan1
Kops %% | M wan2
M wan3 ! ; g | f W 2167 Kbps
0% ' wans g A ! N , W 2231 Kbps
B wan5 ‘ ‘ / | A ‘ W 2252 Kbps
2000 |/ . . ‘ /
i \ W 2251 Kbps
G mo Kbps
0
Nov 21 Nov 22 Nov 22 Nov 24 Nov 25 Nov 26 Nov 27
8B
O BEEHELMBEE P wan1 ¥ wan2 ¥ wan3 ¥ wans ¥ wans FSE:
Bfi
1200 | wan
Kbps M wan2
- B wan3 673 Kbps
M wan4 W685  Kbps
, Il wan5 W 633 Kbps
. ;U W622  Kbps
[ K1) Kbps
0
Nov 21 Nov 22 Nov 23 Nov 24 Nov 25 Nov 26 Nov 27
8fuA
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fifsk— ~ BoEST E R fE =TI

REFEEBFAEOE SO E T SRS B ERE 28 Web 577 B A1 Y $i45 B 5 T S HE U, » E— 20 7 (H
ORI RCE RS e - [FJIRF SRS Hh 5 Y L AFRE

& RS RS ST M H T T

[Zherx (v R
(N M
SN
A your futﬁre I{fe
b O BEHMRINE
nagaﬂg WAN 1 WAN 2 WAN 3 WAN 4 DMZ
BEEAR " o
e 0.0.0.0 118.169.105.104 203.67.195.164 118.169.105.108 0.0.0.0
M 0.0.0.0 122.124.0.254 203.67.195.1 122.124.0.254
DNSEI
EREE 0.0.0.0 168.95.192.1 139.175.55.244 168.95.192.1 -
RIPhrht
R 0 23 0 0 0
(session)
TRAE
Prusiast 0 0 0 0 0
T
pidinets 0 11 0 0 0
DDN S&h Dyndns RRA Dyndns RiRA Dyndns R4 Dyndns R3RA
R 3322 R 3322[3R8 3322F3R8 3322 F3R8 -
BER Qnoddns R3EA Qnoddns BIRA Qnoddns RARA Qnoddns RARA
QosElE | g ymmmpas 6 AR 6 AR 6 AR =
wmEBE
fEse SRR _

BH A~ HEERRERUE © RERTR AR B8k B S Al
I EIRVRE
5.1 HHER
MR R E N~ ETEISER G E
W E 6.1 HEPEELE
REEHE 6.2 % WAN 55
WBEIE 6.2 % WAN 55
QoS FHEH J\ ~ QoS HHEEHIIRE
HERE 8.1 JHHEERE(Q0S) /Smart QoS HREAREH
HGBEE 8.2 HARBUEE
TR N ERAR 5 8.3 HERE IR
IP/DHCP FCE T AT ESEREE
DHCP % & 7.3 DHCP &% IP {538
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DHCP FR#5iREE 7.4 DHCP AREEEET
IP B MAC #{5E 7.5IP  MAC 3thE4R%E
IP BHHEHE 7.6 IP BEEAHEHE
BKiEHCE U~ BKHEEEE
EARE 9.1 FEARE/ 9.2 FHEKERES
FHERRISE 9.3 FFEMARRE
®HARER 9.4 WHAEEH
R E += -~ HEftEREGOIERE
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B8 R E i E 12.2 pReREREE
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SNMP R e%E 13.4 SNMP {Ai8 ST
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HIRTIEE 13.6 RIIAE
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FIEHRIERE 10.1.2.1 FEHEERE
FEmERERE | 10.1.2.2 AFmERERE

PPTP %% 10.1.3 PPTP 33 BRIRRE
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= Deny All Traffic [*] WM Any Any Alwrays
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(3) [FHIE QQLive HREEEE

QQLive 1557 BB G & — TR SRR RS - T R PR —EERRI RS - B EEE
(& (A QQLive 1H5F EREHRES - (5 T ELECRIVAEE » 5k VPN K EnyEiEi#E - [#15 VPN [
Kt e S BRI - A0SR B MRE S ETEH QQLive HIfEIAR 28 S sk EmAE wE vl DA B ARV - T RIBtE(E
MRS & Qno Sy THRATIRE R (R AHRBARYE R J7 28 » AT VPN [ RERRE

a). #EA VPN [5KiiE Web EFEE T - FH#E AN KiEoE "1 s R AIESE”

O FHURHIRE

EMmiE: |[FL >
SRS : |A].1 Traffic [TCP&UDP/1-E65535] LI

HE:: Im

gOms: [y 5

REIP ik : |[Ay =]
Bep fictt: |[Smze 5] [0 | [T [le5

O BREHERE

samma[FAsm =] 0w [ cenessn

Fax | [ sun T mon T Tue I owed T Tho T Fri T gat

BEZ[EY

b). FESEMEITAYVEHRA" > A SIEFRORAECE " il - £ ARG ATE " P E HIE)
TEBEH P B 2" > PR (Alinasin” B FrA R [TCP&UDP/1~65535]" » BEEE AR M " By LA
Y™ > "SR TP firhk "SI CHRRARR KAV P AT DABSE " B " ol & " PHI- B IP s — Bz IP
1y QQLive 1YY %) > FHE"BHY IP firtk S B E A QQLive {aiggsay IP {irkk"58.60.11.145”

(QQLive falfizsHy IP frikA tb—(E- R FE Z BRI ) SR RS il e "HY " B BRI "B Ay
AFE"EE QQLive WG SR HIMETTHOE (WA TRE 1] IR BEsC e B HAVEE ) "HEE " REA T —

C). EELLERIRIFAE A" HAY IP [kt "SE R A LU IP firdk

cache.tv.qg.com logingqlivedx.qgq.com qqlive.qq.com

58.60.11.145 219.133.49.159 219.133.62.70
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58.60.11.146

58.60.11.147

59.36.97.5

59.36.97.7

59.36.97.37

219.133.63.48

loginqglivewt.qg.com
58.251.63.13
logingglivexy.qg.com

202.205.3.218

tv1-3t.qg.com
221.236.11.40
tv2.qg.com

218.17.209.17

U TTLUEEIAERE QQLive HyfIR Sy ek 5 » BEHERSE A I QQLive R EHE

5E o T EEAE QQLive3. 1 AYRRA T IR e e FE Y -
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(4) ARP jREREH

1. ARP AR T EURARBR R

ATH - B 2 SR i R R ] B AR (B G B 3R R - (EEE R HIR AN & B B E - BN
Fs MAC fiLik 25 [RERY > Errstiasny MAC B E A% E VPN K JHAY NAT Sk - Al e el -
IR AW EIAE P HA RS - AR IS ER I ES R » 2350 (SRR R AL AR SN T T - BESATE L
FUEAEES 2 E] T ARP RIS - HHAVER > W S i E B0 » il A IR
AVETEL > A& TS S E RV T A BE R P RYEEN - B TSRS - B o) USSR I 4 1 BB 5 Y
SRAIEER - EHUHFIRSEERN o T EP MRS f i g -

B R T (12 ARP > ARP “Address Resolution Protocol” (firhi-fi#tfiizaE ) » Eikdgt » 48
BE P E S ER IR T 0 MEREA BT MAC firhkry - )ﬁﬁ‘m“ﬁzmﬁﬁﬁ"?jﬁgjﬁff&fﬁ AIERTRF E AR 1P iz
hEgEHAR H A MAC ﬁzhtaﬁ B2 - ARP 17 ey EARDhRE B2 e H s iy IP fizkl: - #sh B sy MAC fir
ik > DACRES (S HINEF]

ARP Tl TARREL : fEiga%4eA TCP/IP i Eny B SE# A —{lH ARP 42173k - FMY IP firfik# MAC
firhbE——$ERY > JWRATR -

IP it MAC firfik
192.168 00-0f-3d-83-74-28
1.1
192.168 00-aa-00-62-c5-03
1.2
192.168 03-aa-01-75-c3-06
1.3

HMLLEM A (192.168.1.5) [mEH B (192.168.1.1) SHAER AP - EHREERIE - EHA GEH
CHJ ARP &fFR P e A AR IP firht - a0RIRE] T > iR 17 AR MAC firkt - EHEEEHEE MAC {izik
AR E XA ATLLT » QRAE ARP GEFRIUGAIREHE Y IP ikt - T A s E4EEs 3t —(EE
i > HIE MAC {izik/2" FF.FR.FRFRFRFF" » iE30Rm A — ML N HIFTH LA HEkETsmf - "192.168.1.1
Y MAC fiztib /@ (178 2 "Heits b HAth EARGA B8 ARP S - HA £ B BULES AT - 7w 6% A s
BERYEfE © *192.168.1.1 1y MAC {iziik/Z2 00-aa-00-62-c6-09" - i2fF > F 1 A FRA1E T £ B 19 MAC fir
b - ST PAE E B SAEEN T - [FRFEERRT T HCHY ARP &7 -
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He ﬁfﬁ%?ﬁﬁﬁw—Tﬁﬁﬁx‘% ARP JREEEE - iETEH S e B EIREEHY PC 1T % - (Hlsigdd PC 1%
fy ARP FIRREL - FEEIREE T - i ARP e 258 pk 1P firtk#ii fyss — 2 firht: (B MAC fizht) #Y - ARP
fhE R 2 B A RN E S - miB (A IP Arabfl MAC {irkh 235 ARP R » AE#(E4EIS o 4E K &Y ARP
MBEEEGEEEIHZE - #E1T ARP R [AINIRERILEE - H{RiEIR MAC fizik3%2% ARP [HfEER - ¥ ARP HREGCIERS
PRI S - SRR X E IR 5 - iSRS i Es sl R E R i AR e A m] DL R4 - AR
BRI LA - IR T 2 XA G HBUSHEI R - EiEH B a3 arp —a anSoiad ARP
THVIRHEE AR VPN [KHERY IP A1 MAC #fEth > iEst/E ARP R B SERE R -

s T 35 B9 2 A 41 PWSteal.lemir =0 H 8 1 - J& i K E 2 U/ 8 & 8% % > Windows
95/98/Me/NT/2000/XP/2003 {2 FI5 2 - it B T =\ 2 B 4a s i PG i ACE A Wit - ¥ VPN 7K
ity ARP SR ERATB EIEY PC RIEVIIER - RId e /o ERTEER > R — 25 RsEERAT SIS MAC &
AR E4E VPN PG > A8k VPN [FKGHE S AT R 5 3RAY MAC fizkl - JERIER PC SAUEIEN - {ﬁ
& ARP DBE{RIERIE - B — RS - B CEKERrT PC m{RFEZRER - MAZEBEIERFR VPN
DKERIE B8 - 12 PCEHA > g EA T T > "k 7"

PUEMREEIN S - LRE ARP RSB TR RIEEEAMT A VPN [ K& 5 T AT = i e 5 %
TEZ PRag I RERY B i - Fr AT PI2888E VPN KIS HEE AT E R VPN DKGE 2 S A i ARP R EEHY
Thit - Qno EmmIEAFPEft TS HEHIINEE - LA EmIR(EE 552 -

2. ARP [y

YIRS T — B RS GBI Z RS EARE T ARP pi#E - BAMTRUH S G BRI AV T A0
HALIERER S > MG Qno it TAZATHY ARP [z -

i ARP TEFIRGHL - AR A0 ARP ZFRHEMESCMERTERT VPN KIS — 25555 Y 1P
SRE R RS — (B R R A A T R AR - GBS E G RN RAAY AR - iSRRI g2 42Uy ARP
WEE > $1E% ARP IEBHVHIET - HUTARE S - IRk B3R AR EISRPHIGE THE A Sy DOS #2(F -
pingVPN /K fiHY LAN IP ZEEN - fA ping 192.168.1.1 (fa IP firkk) > 40 -

eply from 192.168.1.1: hytes=32 time<imz TTL=64
eply from 192.168.1.1: hytes=32 time<imz TTL=64
equest timed ount.
equest timed out.

equest timed out.
equest timed out.
eply from 192.168.1.1: hytes=32 time<{ims
eply from 192.168.1.1: hytes=32 time<{ims

354 pingVPN [ &Y LAN 1P EA& (86 - 2h& G | - iIBRAHRERET 7 ARP 08 » By 17— D i
20 0 AT LB AR ARP FACHET - B A ARP -a an< » BURAT N E] -
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Interface: 192.168.1.72 —— Bx2
Internet Address Ph;;ical Address T ype
192.168.1.1 B80-8f -3d-83-74-28 dynamic

192.168.1.43 BU-13-di-et-hi-bc dynamic
192.168.1.252 #8-8f -34-83-74-28 dynamic

C:sWINDOWS“System3d >arp —a

ALV 192.168.1.1 firkbFl 192.168.252 firikiy IP iy MAC fizhik#} 2 00-0f-3d-83-74-28 » 1R
20 iERE ARP HIBRIERY -
3. ARP gk

HABRAECKEEAE T ARP > ARP HBRIEEE DUR A FIER LA 8 > T Y R 20 R EI T 2 A I
HIFAA DG LB S B S BB © Qno Y — @ B A oy = (P BR2R5E K -

a) -~ BRI ARP s

i A VPN [5G TP fizsik - &k VPN BKGigHy Web EELHE - HEASPHKGEECE "I BEARCE" - A
BIRE VI ARP 3B "FEiE — 1 THY RO "R R - FE AR RGBSR - AiE

BikEs: | & es@ C pEeEs

SPIEEEM: | & =F O pEEY
DoSEAEEThE:: | & =F O REEd

MM EEEDE : & =P O Ee§
mREATE: =R O e o 0

XSfMulticastEHRIFEE: | © =R ~ ES

BibARPRSSH®: | ¢ =E O [E
mwrane 0 =arrna

b))~ HEE PC L4ERERT IP FH MAC {iZik

TTERAVER(E L2 1 ARP SKBRRTE IP FIH MAC iz & JeAE VPN [ K iEm & i ke IP B MAC {irkk
ﬁ[l °
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O EWiENSTE
macknt: [c | bl | 0 B | o= | 20
{ MER 4 1c-b1-80-9a-ce-20)
MEfEH: 192 Jies | |1 [
THEGES: | |255 | J255 ] J255 ) o

N&IEF G PC# LBA4A/3E T cmd #E A dos #&F > # A arp -s 192.168.1.1 00-17-16-01-35-cf »
Enter %525k pcO1 (45 - 4fE

Microsoft Windows [h5A 6.1.7601)
Copyright <(c)> 2089 Microsoft Corporation. All rights reserved.

C:\Users\Tina.Jhen>arp-s 192.168.1.1 80-17-16-81-35-cf

BT EARRS PRV TR ET SRR 7 A E ARH FERY 11 TP LLURe MAC firhh 585k IP B2 MAC 45 5E - (E 2 B fF
WIEREE TR - (FARLEHA  Frlla] DB S s —(Et TR % - BUEFE LSRRI B2 - #ERIEZ
ATLUERER

@echo off
arp -d
arp -sVPN [5kis LAN IP - VPN [5k & LAN MAC

HNEK P T arp BUEAEREE - FIREIEER - U574 A PC A T A ping ZEAVEHEE - 4£ DOS
4T arp -a &% > BERMETEN MAC ikl 251 VPN XS E BN MAC AH[E - WA 2 - AldEikia(E
MAC {ZLEFTHSERY PC > 125 PCHLERER -

FLAEY VPN (5K FH R 5 Z 2B AE VPN KSR PC i T M4 E 1P firtik 81 MAC firkksK
SERHRERGHITIERY » {B4E VPN [k f&mAl PC bt IP fizhkEt MAC ﬁzﬁ]:ﬂ’%ﬁﬁmt[:@x%ws  REENES PC
1%y IP firsik B MAC IR T TIE R - PR P EE S T -

)~ £ VPN [5Kiimsh e A = IP/MAC firkk: -

#EANIP / DHCP SELhgE” > AILIEE]NIP B MAC 85" > R a] LATERLR AN IP 82 MAC #5E - B AFHRAZ:
o £ RO EERE VT BEENRIIZIEEYIR" - EERERIIRSE IR HAL IP 81 MAC F950E - AR EE
H_“FE,‘]\\Eﬁr—‘—r”
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O IPEEMACHE

#aP o4k [192 [fee | [T [i0i

Frereaamackntt 00| _[Te o[58 .[65
= :|PCEIEII

BR. v

| EFER

192.168.1.101 =+ 00-1e-Be-c5-b3-69 == PCO01 => Enabled

¥ 453072 oh P hE B MACTT A T4 FERF P
M i #ie st gl T E b AR R

EONINT HIESIR 1% - HEEE RS E L NArE CEEETR IR  NIEBEFEABRAILTE - SRR
TERR A MR N ATE E1% IP/MAC (i TAF R E - BH )5 EKYE IP 8 MAC » IFEHEEES > 1
LUB Y REBHTAFE - EiETRERR > THIEHE -

#EANIP / DHCP S0E "HY 1P 81 MAC e "B H — (" BURHTIIARY IP (rak "REBEHE A -
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O IPEAMACHEE

2 ve o I N
gsmamackntt: [ [ [ [ [ [
%ﬁ:l

BH. T

illaeE |

[ 453175 o IP AT B MACTT A T4 RERIF
™ $EF e flE & P RRAmAR

RS 2 1 a ] IP 8 MAC 4ESIRKEETTHE - I TR G B N RIS ERY pe Y IP 81 MAC {ir
HERERE - AER BRI B VT B RS LA REE

/2 5 A BAIP {4EFF - Windows Intemet Explorer

IP {5 ht MaCihh 5 BH
192 168.1.101 00:1e:8echh9:69 I I
192 168.1.100 00:20:ed:41:ch:9d | I
[ -]
SR L @ e ESUIR
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BERFHR AT S0 AE Y BT & HHIRAE TP 82 MAC SESIRAETE » QI8 5 FFREEE TR "#E SEhk -

O IPEAMACHEIFE

#eP otk o192 [iee [T | [f00

e el call all eyl
HiE :IPCEIEIE

BR. WV

| EHRE

192 1628.1.100 == 00-20-ed-41-cb-9d == PCO0Z == Enabled

192.1658.1.101 =» 00-1e-Be-c5-b3-65 =- PCO01 == Enabled

¥ 44540 h Pt B MACT T4 FER R
V st e TE P AR A A
{HRFRM SR ERAREAA ] DU T - (5 Qno Ayl TAZElERE im0 i — S T B

e ARP [T 8 o

1 A5 - SRR ES TR - T B E R A At o ILIRFLLEE S - L T ARP ZUBRHYJHEHR
PC HEAYATRE - FT LAOREGE 6 i o0 ~7 g

2 - WUEEE SteEEEGENE  ZEP RS - BRESE TR ER

3~ LB HRIRLEEHT T 12 - #iS Windows Update 22454 24wl 1 12 =N (REFR 3 ~ 222 58l Service
Pack)

T SERUEHE RIRF SO R SRR » AR 12 oAb FRHBDT+HRES
AT UZE /bR — e (IR =

5 &EEHEEEE O3 » SUE RaTHY A EE R ER: 5B R o LA 6 ARSI KAk as -
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RIS E R R Tt o] DUES E RIS ZAVIE A - RE AUt fE B ARG AV BRI SR © B
fit Windows FEANBEIER 2285 | > A 05 a8 (5 SRS Kl = HA 7 A A E— e b5

6 ~ BAPH— LA FREAIIRTS  (R(T ea PRI A BRI — 2L A YR - thEafE C$ - DSEFEHILA - g8
PRAY =t e] ELRERARH Server i

7 ~ A ERE(FRGEFTR QQ ~ MSN FEWIR TH ES82nyisi s - A Z i E TR sE TIAAE -« n]SefEfife
2 AOERRAYRAEN - SRS -

4. Hush

ARP B ilE—EEEMEBRVERE - DLEJEREA R LU ARP 52 KU ARS8 ICHHRH T RE - 1
HE P RAGEDET T ATBE TRRHER - HEEREEEEHE AN BV EREEME - HE AR
ST o PP AT PARRAULA bl 15 ARP I8 > DUV ZEIHNEE - fem TIEReR - RO RX -
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Migk= : Qno it 1E&:
LA R E AT ER 0 B T R LB A E A RS ~ 208 FTP (SR ZSAVAERIE B » s — P RrE ik
S AR EH PRI ~ Bk EE R R fig hu L BUS AR BT RS -

REERLR B 548055 © http © //www.Qno.com.tw

BRSPS T3

FH 0] DUB S 455 RS B & s &% RS 5% http @ //www.gno.com.tw/web/where_buy.asp

GERA L - BT ERERS - QnoFAE@gno.com.tw
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