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01) Running processes:

- \SystemRoot\System32\smss.exe *4725*

- C:\Windows\system32\svchost.exe *FD08*
+ C:\Windows\system32\module32.exe *CF8A*
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02) Loaded modules:

- c:\windows\system32\svchost.exe
c:\windows\system32\kernel32.dl1l
c:\windows\system32\khbekhb.dll
c:\windows\system32\advapi32.dll
]
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03) TCP i&E4%

KEEBSEA TCPERIMEEE -
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03) TCP connections:
- Active connection: 127.0.0.1:30606 ->
127.0.0.1:55320, owner: ekrn.exe

- Active connection: 127.0.0.1:50007 ->
127.0.0.1:50006,

- Active connection: 127.0.0.1:55320 ->
127.0.0.1:30606, owner: OUTLOOK.EXE

- Listening on *, port 135 (epmap), owner:
+ Listening on *, port 2401,
Listening on *, port 445

[...]

owner:

EBER

svchost.exe
fservice.exe
(microsoft-ds), owner:

System
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04) UDP i#2)
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04) UDP endpoints:

- 0.0.0.0, port 123 (ntp)

+ 0.0.0.0, port 3702

- 0.0.0.0, port 4500 (ipsec-msft)

- 0.0.0.0, port 500 (isakmp)

[...]
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05) DNS server entries:

+ 204.74.105.85

- 172.16.152.2
[...]
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06) EZEHIEH
AREBEEZETHEENHEEEN -
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06) Important registry entries:

* Category: Standard Autostart (3 items)
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- HotKeysCmds = C:\Windows\system32\hkcmd.exe

- IgfxTray = C:\Windows\system32\igfxtray.exe
HKCU\SOFTWARE\Microsoft\Windows\CurrentVersion\Run
- Google Update = “C:\Users\antoniak\AppData\Local\
Google\Update\GoogleUpdate.exe” /c

* Category: Internet Explorer (7 items)
HKLM\Software\Microsoft\Internet Explorer\Main

+ Default Page URL = http://thatcrack.com/

[...]
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=

07) AR#5
KEBEREDHRE N TSRS -
h

07) Services:

- Name: Andrea ADI Filters Service, exe path: c:\
windows\system32\aeadisrv.exe, state: Running,
startup: Automatic

- Name: Application Experience Service, exe path:
c:\windows\system32\aelupsvc.dll, state: Running,
startup: Automatic

- Name: Application Layer Gateway Service, exe path:
c:\windows\system32\alg.exe, state: Stopped, startup:
Manual

[...1]

MATE > 2EIEWRRZEERCHIRBEERERE
08) BEEnEl

A@EETHEREMNES RN -

gap) -

08) Drivers:

- Name: Microsoft ACPI Driver, exe path: c:\windows\
system32\drivers\acpi.sys, state: Running, startup:
Boot

- Name: ADI UAA Function Driver for High Definition
Audio Service, exe path: c:\windows\system32\drivers\
adihdaud.sys, state: Running, startup: Manual

[...]
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RERESUERFRARLEREDRE ERRERMIEEEN -
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09) Critical files:
* File: win.ini

- [fonts]

- [extensions]

- [files]

- MAPI=1

[...]
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* File: system.ini

- [386Enh]

- woafont=dosapp.fon

- EGA80WOA.FON=EGA80WOA.FON
[...]

* File: hosts

- 127.0.0.1 localhost
- ::1 localhost

[...]
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