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FATE REETH

RGBT R TREZHINM RS mN, OFRGRE. APEE. RGTAUAZEEH

AR ) o

4.1 RERE

ARG EN TREZHNEA RN, AUROFHRAFLE. REMR. RGN HAEHE P UK
EWIH

411 RAEER
AU IR B AL s RSN AR L5 B

Uitk FLRAHE R T ASZ#HLI 16 4~ 10/100/1000Mbps RJ45 5t 11 L) Jz 2 A SFP 4 J@ i b TA/EIR
A, HrhUBCA AR IR B T2 10/100/1000Mbps RJ45 i 11, FriHh SFP (3 2 6 2P e 1

HARERTT%: REEE>RAME>>RARE R

z 4 B & 10 1z 14 18 SFP?
T m a1 mllin milin mIlins TG L
aill A B . G B
SFF1
FERER
R 16G Managed Switch
HEE: TL-5G3216
HEAE: SHEMZHEM
BERERE: wyw Ip-link.cam.cn
B TL-5G32161.0
Eogl e 0.1.0 Build 20100831 Rel. 78578
IPHILHE = 1723070211
FHERS ¢ 255.255.254.0
B 172.30.701
MACHLHE 00-0A-EB-00-13-01
FERRTE : 2006-01-01 18:31:52
=R O day- 11 hour- 32 min - 0 sec
[ m# | [ ®B |
K 4-1 RGE R
ZHNA:
> U AR

1000M i I RN B 7% o
1000M it 11 T AE# % 4 1000Mbps ..
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(=] SFP it [ T AF3# % 5 1000Mbps.
=1 SFP it [ TAE %% % 100Mbps.

2 bR B B, 2 Wiz I TEAIE R, W R PTR .

imO -4

EE
s

ZER D 1000M RJ45

100M, 23T
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Kl 4-2 w5 R

Z BN

> WOBER
it 1« ORATHALI G 15
KA. 7 1 (¥ ity 1 27
pr 8z R 1 S KA
RE: PIAE 3 PR S

s 1, 3 s i LY AT AR, RIS fns R by Fs AR AR (1 2 L, B P AR
N el R G I R = e s A S o DS e ST DN 8 MY i, RVUK U Al R

AP ML . W1 R EFTR

R E
IZATATE - GER: FTERO B SEIERE : 0%

100%
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80%
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50%
40%
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El: [ s [ Eis

©mpr Osiz
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4.1.2 &R
T SR A ML A B, AR & 4R W . BEZR T I
BARAMYE: BRESE>>REME>> R4 M

EEHT
HEEH TL-SG3216
wETE SHEMZHEM 13Ar
BEEAE: e - link.com.cn

FE:

BEEW. REUETRRAEEEAEAI32TFH.

Kl 4-4 RGiHE

% HA 4

> &R
BHAR: B AP A TR
B E: G AHM UL BT R o
BR R J5 ¥ HGIRAR T

4.1.3 REGEHTA]

AT R EAS WL RGN R . R GEIS R] A A Je AL AR I F s fa), FLe ThRg Clnys il 4D
RS IR ) B AR AR A HE o TT DA BT 5 B0 B IS TR B SE R B NTP (R 28 5} [ IS0 A 4% 2 SR B
GMT BfJa], 7] LLIRECY AT 3 PC [ B A4 R A8 He LI R GE ) []

HARME TR REEE>>RALE>>REM A

FElE 8.
WETRASE : 2006-01-13 063403 EHAA
ZRiATal RS, ©  FahECERE
i ElfcE
® FaEEatia
SEEE 2006 «| [01 w|[13
B : 06w [3¢ | [0z
O L GMTEE
LHEGE B
BHIENTPIRSE-23
BIENTPIRS88 :
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FraseTiE it
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ZH A4
>  HREER
LET RG] SRAHHL A HT H Y I
LRI AR SRAEHHL A T IR (AR
> BIEEE
F 3 c B ) BN, FECE HWL .
FKEL GMT Al )T ST 5 BCE I DR NTP 2525 1) 1P bk, A8 B LR H 303K E GMT
T o BUIN AN L AR 2 NTP il 5545
o INIX: GEFEFT{ERINTX.
o HIE/IE NTP Jless#s: TS NTP RS5#5 1 1P il
FKEVE H PC Al EIEIG, REEBEAALIR TE)TC A A B R e (]
> EANRE
BARPRE: WA HE 2.
FF4 I 8] - TEPEEL A R T AR I ] o
SETRI A 5L A 1 25 TR )

® URILE R BR A FHNELE4TaY NTP AR 78 RARey ], 4o RPRIKI, oy B 2R B A & E,
TR EIRE LR RG]

® hoRikiFT “HIXGMT ot ”, 1228 AR BT IR 4%, ML ERIFM & L agedia) ik 4%
FRIRAT ], 12 AT4R S AR AL MEFE T Internet,
4.1.4 EHIP

P2 IR B AT B O P ik, AT A BB 1P ik m] LLS A HLIK) Web BT, ASZ bl
fit “Hpa& IP”. “DHCP” 1 “BOOTP” =F IP SR 3, (HACHALR 1P Huhib 2 nfE— 1y, i LMEH]
AR E T 2RI 1P #2578 o6 S5 A 1 1P sl

o Ui IP” FREUT A

W BT A ECE ML 1P bk 7 PIHERSFNER NG, A FH IS N AR B 15 R0 2% 11 SR 1 6 I 6 23
BOHATIC E . R ENLR 1P Huhb A0 pEAL AT A 1P kAL TR — B, A BT ) A AL
Web T .

e “DHCP” 3kHUT5 .
DHCP (Dynamic Host Configuration Protocol, #Z EHLECE ) J&4F BOOTP Whhis Ladi i T

TR = AL 1) P R 4 L DS, T DLSEELM 28 BRI B S E . ACHHLE Sy DHCP %7
i, ATELANFZ8 1) DHCP Ik ds as EalaSaks Mk 24, BRI E, SUE T L

o “BOOTP” #kHujy=,
BOOTP (Bootstrap Protocol, HZ WM. AZ#AL/EA BOOTP & /7 ufi, A LAM BOOTP k45 #%3K
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MG A B, EENRICCRT, MWE T EAE BOOTP k554 Loy RN il & BOOTP £

It L BOOTP — Uz AT EAS RS IR I 28 PR v, 249 [ 28 AR AR A I, S ik % DHCP

AU R IC B A L) 2 1P bl
HATHKE: REAFE>RARE>>EH IP

%

>

IPECE
MACHLAL : 00-21-8C-EA-4E-D3
AT ®gmP OpHer O BOOTR
IPHEAE : 192.168.0.1 8/
F R - 265,255 265.0
BLLAF
HE:

IPHEIHE ¥ B AT AR R S AT IR IR R b o 1R FF PRSP P PR PE Rl — PR

K 4-6 &3P
H A 2H:
IP ACE
MAC Hbik EORATEA L EE R
REU A TEPEAT HH LI 28 2 B0 3R 2K
o AP TEHHAGAHMLA IP Hukik. 1 RHERDAITERIN M K
e DHCP: MK 1] DHCP iik45%s b HShFRECS Hb LIk M 2% 2
e BOOTP: MMt BOOTP 45 #% I A BN 3REUAZ B ML I 9 4%
IP Hutik: HESHHLEEE P Huhl, % IP Huhk ) #RiAE K 192.168.0.1,
AR T B
F R S NEVINGE 1IN G R
LNV PR RGP NGRE Y INTIE TSNP
35
IP 3o hbay 38 5T eS80 S AT A &k 40y b ik, HRF IP st 5 N M IP 3ot £ B — M 5 o
RBHRA —A IP 3otk #BE 09 IP it 5 8 2 5 A ey IP sk,
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AL TRy, BRikad IP dehbE . 192.168.0.1,
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il 1 admin EHER BHA iR
HHEs FERY
E:
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i B A2
DER

® KRG M E TRLE RACKET IR, SRS, REBRAE A,
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REL S

HitFRHEERR
aEEiRET 1Sl . TUERERERRITRM—~ T » SinElEahERE .
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HHE:
FirSEECE T AR ERACATE » LHAS L T ERREA .
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> BEXHEG
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2%

® By LATELE T ALE RACKET R, SN A OFA, R M.

4.3.3 BT

AR B LA LU Web 5 ST R 30, R TH PR KR B S K TR .
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FHE R
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K 4-11 AT

%

o]

® Rt RARAL P Mo

21

® FAREXHE., LEMNFTRAGERIEEEHEER . wREANNEELIHHIR, TiEFH

i AE



TL-SG3216 EEIERES ==Yl

® JHRETiFiAIF L BATA R A — By SR o

® R EFL—EatE, MR RAEK MR E VIR, TNEFREREIIRR AL o
® LSRG, REFLANEH B

® FPJHARA &I B AL S

4.3.4 RAEF

FESEAE AT LLHE TR S0l A HA LR 5 B 3R [0 B8 Sk 0Tl 5 B S R A M aric &, &
HA A, R ERS B EK.

BATHKTE: REEE>SRETE>>RGER

FHER

o

EBwHATES

BRI :

iE:
EREEBHE  iFTERARERE  LREE.

Kl 4-12 RGHEH

0 AZ&EERMNE, HRELMEEVR, VARFIREE
4.3.5 BHE AL

M PAEEAL, ATDOR AP 0 ) B EARES, BITAT e B B R s B
BATEK T RABTE>RATAS>REEA
i Ef

Yetr B : i

BE:
¥HELR, TRRERERERLI BUNTE . APEREREEER.

Kl 4-13 AR

e
® BRMEAiE, RMBCERKIRE md ) BIARES, RENZEFER

4.4 ‘ZEEH

A BN RE R B AN R R A 8y 3, ORI (K 2 A i, AR5 F ™ i BRAS S LI 22 41k
e E. SSLACE. SSHME —~/MiCHE il .
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16 4TIk — 2 WA HibL

4.4.1 ZEE

AU oK BRI S A4 L Weeb LI R 7 FR) S4B NG AT I o 1 A LG 7 B 2 4k o L
L, BHRAKZRA SR ESGES % 4.2 )EH.

BARMMKIT: ZRAEE>ZEEE>ZERE

SRRRE
BR4IZER = v
|PHEE RS -
MACHE :
wmOe:
1 3 4 5 B T 8
9 11 12 13 14 14 16
R
FERTR | SR 5-30)
I R
Apmarge: O gR @ =/
R AL & C1-16)
ZERRP A EZC0-18)
(sm ) [ =8 |
K 4-14 Z4kE
s H A4
> B4R
PR 2R 7Y« PR PR P 5y 2
o JLT IP: HISRIR IV R AZ #AL Web BT H P 1 1P I B
o JLT MAC: HIRBEHIVT in A2 #eAl Web Bl iY H ;i 341 MAC
Hudik,
o JLTum Ty KPR IV ) A2 # AL Web UL 1HI A2 AL 1145 .
IP sk, #ehd. WP CET IP” AR T E . R AVEET TR IP PRI |
FEHLH P HuhkA AT LT R AZ #L ) Web BT
MAC Huhit. R “IT MAC” WA RERHMTIECE . L ACVFIT I MAC ik Fl4
B ENLIY MAC Huhik v DL i) A2 #: ML) Web BRI .
b MR PR R TR I A RERETECE . H A VR AR BT v i e B R
R E S P T 1 B LT R AS HH LI Web LI .
> R
B N B ] < Ln AR I I 18] 2 BN AT He L B I AT ERAE, RE S HE)
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> EEABRAE

BRI B AT R A BB T R

=S PN e HEUE T [N 5 A e L Web 0T £ 45 B 53 3 56

2 RRAH B S T [ A e, Wb T 152 B /2 R 8L
4.4.2 SSLECE

SSL (Secure Sockets Layer, ‘<B4 ) &MWL, EARET TCP KN HZE MRt
AVERE, WA HTTP SRR 5 2042 (0 HTTPS %32, SSL Wpy iz #u il T Web 3145 2% 5 I
25 a5 Z AR S Y IE RN 2 B AR, ZATHAE 7RIS W RHATSR U, O Mg A R A
Pz A PERIE
SSL s3I IR 45 - 2

1. STH P FIIR S # AT 3L TR BB 0 AAIE, A R E 2 21 1E i 1 P R R 452 5

2. OWAREEEEEAT NG, LA 1R E g B

3. dEP BRI A, A OREE AR AR R AR R

SSL KHARX BRI BoA, A “# Pt AT EAR s, <#Px ey (B
UEASHD AR e MR AZHAL . AT BN RGIE . CA2E4) AR ALY, ] DUE R
BrEYIR NI RER BB YIS, (H SSLUEBARH LA T A, AN HTTPS AfEIEH IER .

ATpaedR)n, BTl https://192.168.0.1 5k AZHALHIWeb TTii « AR AE A HA BRI HIAE 1S
MWAHTTPS G AT AL, WE s T e felE  “IZUET 2t BB AR MABAEE” 50 “UEPHR 7,
SHE IR SEEE PSS IO B AEAIE TS, sl AR 0 B b o st B ]

BATEK T %: RAEE>>REEHE>>SSL iLE

£ RS
SSLThes : @ gB O =H -
i ETR
EHS A
SSLITH EEZN [sAiEs |
SR
HE:

1. BSUEHESAEA R, REEBTHRIAREM.
2. BEUEHESALMEN 2 A, FMHTTPE T BRE RiEE.

¥ 4-15 SSL iF 34581
FHN
> SSLiFPEH
SSL HhkE: HEPEIE T FHACHMLIY) SSL Thik.
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> EREA

SSL iF$: ERE TN SSLAET . UF 15420 % BASEGS itk 2.
> EHSA

SSL #4A: BT NI SSL % H. B HW ATk BASEGS Fifidt .
® SSL it H/FHAL MBI FA, TN HTTPS RALEF &

SSL it BIFRAFANE, FEERIIA RLAER -
248 B HTTPS 3 5 243, LA R K Bagrbhb 42357 “https: /327455
® HTTPS # 3 R G rikit. MwE, MEEFI4E, MR pikETiaEd@ag HTTP #5412,

4.4.3 SSHECE

SSH (Secure Shell, ‘%44b5¢) & IETF (Internet Engineering Task Force, [A%FM TREAT4541)
T, G N SRR A A B e . SSH I L T HE I D) RER LT — telnet
R, (HRAESN telnet AR E LT XAEA T FR2A LN, BB RE FRAE B SCfEIR 114
FEAE G, 04T FO AT DUR 28 5 X 28 1 A f s . 43l i — AN ASBECRAIE 2 4 10 X 48 3R 85
G SR BV AN, SSH Thfie rl LLER AL K (R0 2 A UE 22 4R B, 8] DA T A7 A8 4 1R 25 10 AT
InEs, w LU R0 e R A B R v () £ S i R

SSH &tk g5 i A Pl ¥y, 9 HA VR V2 IRADAIREICA . 7l #Ed, SSH ik
5545 5% sy H A HAHP RS SSH MO S FUIN R, Wi BUS, % i m iR 55 25 i A kS 1 3K
SR MIAUETE K, AR 5 X7 BEATHEAT (5 B B o ARSI SCRE SSH kg5 ds Dhhe, v AT
SSH % i AT ik SSH 147 28 AT b L

SSH I AN @& SSH A AR HN T . WERE P F AR, AZHbla ek H %5
WIER 77 U2 SSH ¥

HATREK T E: RAEE>ZEEE>>SSHRE

2REcE
SSHTHE: © O R © =@
Protocal 1 : @ gR O =R
Protocal W2 ® @ O =A 1RAr
R 500 B 1-999) 5
s 5 €1-53

wERT A
IEFEESR A ATRAREE.
FEAHER S5H-2 RSADSA v
Pl

HE:

1. FAEHMTREFEYHEE » WRAEE LS - R R ETIR.

K| 4-16 SSH it &
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s HA 4
> LRRE

SSH Ihfk:

Protocol V1:

Protocol V2:

FERI
BKEEY:

> EHIA
WHRA:

LR
FANEY:

Ai%

Mt 7 5 ] SSH T
AT A TN SSH VI S
AT A FHXT SSH V2 3

B ERERIN A %I 18] A 2 7 i AT R AR N, 42 A BT,
ERIA A 500 7.

P SSH [AlIN Al SeVF IR e KR E, SERHCE i, Aok PR S
ffriEd. BRI 5.

R E AN E I . AP LLF; SSH-1 RSA,SSH-2 RSA Al
SSH-2 DSA =F2RAL 1% HH .

bk B NEIE S R L
ki RE, KT SSH S A AL

O HHRFAM LR EARKEAH 256 £ 3072 rbiFay SSH N4,

O SAFHLME., KMATIA P RANGRERDFAKSHEELE o wRFATAILIH IR,
SSH £ 4 B F AiNIE 04 7 X o

AN 1:
> HMFER

1. f¥H SSH Lifiglr

CEMIAET 1T AL, AZHNL A SSH ThfiE.

2. MEFEEIER =5 & A PUTTY,

> WESE

1. FTIFEAME, 5k PUTTY (ES . 7 “Host Name” ALIEEAZ ML IP Hulk; “Port” fRFFER
NI 22; “Connection type” Abik#% SSH RN . W FE iR,
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_[}2 PuTTY Configuration

Categorny:
=I- Session
Lagaing
=I- Terminal
Keyboard
Bell
Features
=I- Wikndow
Appearance
Behaviour
Translation
Selection
Colours
= Connection
Data
Frosy
Telhet
Filogin
=- 55H
Fem
Auth
TTY
=11

B azic optionz for your PUTTY seszsion

Specify the destination you want to connect bo
Host Mame [or [P address] Port
192 168.0.1 22

Caonnection type;
(O Raw () Telmet ) Rlogin &) 55H (O Sedial

Load, zave or delete a stored sezsion
Saved Seszions

Default Settings

Delete

Cloze windaw on exit:

(O Always (O Never (&) Only on clean exit

16 L4 TJk K

l Open ] [ Cancel

]

AL

2. niili<Open>#%f, HIFERBZHN . #MT7ES telnet AN, H A 44 MG SR 0D,
R Rr gk st e B AT . W NS

admin
TP-LI

H N H 2:
>  AMFR

1. AEA] SSH ZhRef) “#PIAIE” 5 G AZHML, AZMALE A ] SSH I
2. HEFAAEEE =05 % S i A PUTTY,

> WESE

1. EPEEPIMAEYISE, JF M SSH %8, W~ &R .
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TL-5G3216 [RINNE e Py

&' PullY Eey Generator

File Key Conwersionz Help

Keyp
Mo key.

Actions

Generate a public/private key pair [ s | Generate i

Load an existing private key file

Save the generated key

Earameter

Type of key to generate: FHHER
() 55H-1 [R5A) () 55H-2 RS54 () 55H-2 DEA
Mumnber of bits in a generated kew: ’ %‘ﬁﬁf__ﬁ 1024

‘4
.

4

E

%

® FHIREAYTLEA 256 £ 3072 1L,
® AmEANEEY, RENETE R RAF, TAIREAERGEE
2. EWAEE, BRPIRRBYISERAAAE TN L. Q.

' PullY Eey Generator

File EKey Conversions Help

Ky
Public: key for pasting into DpenS5H authorized_keys file:

zzh-rza

AAAARIMzaC1 w2 EAAAABIDALAIE ALK IbAPeZ i h nwfo/BYR 2K Suzhd PEE 360

caBadl+4 ] Ohwzabk +/bosz 3smid 0 kY 74P uSel gz 1 7L ++wgq o9l H S =BG IF
Z0emactB8CM 27T zdy htfD zdw+BZ836bdk Dged0OH U 3acb A kqP40 50 agB T =

rea-key-20100127

Key fingerprint: ssh-rsa 1024 9e:80:4b: a0:f4: 8c: Be: 8a:8b: 8o fa: 53 a3 76:df:d5
Key comment: rsa-key-20100127 B AFHIFER

Key passphrase: BAREEN

Confirm pazsphrase: ﬁ;f(%)\ﬁ%%ﬂ
Actions

Generate a public/private key pair
Load an existing private key file

Save the generated key Save public key Save private key

RFLHE REFRSE

Parameters

Type of key to generate:

() 55H-1 [R5A) (%) 55H-2 RS54 () 55H-2D5A
Mumnber of bits in a generated kew: 1024

3. (EATHRALMCE IO L, A5 ORA7 B EHLL M AP P ASZHAL
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HHS A
HEIR TR S M TR TR,
i | [ st |

s

o THETREFHTANED R K,

® A\ SSH ZE 48y 152 Atk P B o

4 PRHISCIESAGE SSH &SRB, R R

Pageant: Enter Pass... EJ

Enter passphraze for key
rea-key-20100120

| BEARHEE
[_ (1] ] [Qancel ]

[(Brz8 [ s ] .

5. Zut BIEPR)E, APRA SR C SN, BEaE N HEN B PAUER G S2 A0 E e AE . 5
PUuTTY L5400, A IP sbbdb 8 5% .

_[}2 PuTTY Configuration

Categorny:

=) Sezsion - B azic optionz for your PUTTY seszsion
L_l:ugglng Specify the destination you want to connect bo

= Terminal

Host Mame [or [P address] Port

Keyboard
Bel 192.168.0.1 NEZ |
Features Caonnection type;

(=) Wi (O Raw () Telmet ) Rlogin &) 55H (O Sedial
&

PPRESIANCE Load, zave or delete a stored sezsion

Behaviour
Translatian Saved Seszions
Selection | |
Colours

Default Settings
(=)~ Connection Load

[ Loas |
Data Save
pote
Telhet
Filogin
=-55H
Fem —

Cloze windaw on exit:

'_?_‘#t\t' O Always (O Never (&) Only on clean exit

=1 ht

I Open ] [ Cancel
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6. NERINE, BINGEXH P4, WRIRA T B NS R g ke, RHEHCL RSN
B s o

£ 192 168. 0.1 — PullY

login as: admin
Further ientication reguired

hnuthenti ting with publie key "ras-key-201001207 from agent
TP-LINE>

I
m
el
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BEE JRATH

TR EAE R E ] TR A HANL AT R, OfRm OB R, ICREE . WESU U RE
BT

5.1 v & H
i 1 FE TG B A et Lo 1 A @ M, dhss OECE . dm O M3 R i 0 224 =N d & T .

5.1.1 AR E

S B PR R A LI 1 TR A S S ORI “HER 7 I, SEHOLIE B0k E1iX A
S I IRUHC L 3B ) RGPS, A LUK BRS80S S E,
PRI P23 100 2

S A SO 2 ELBER T T, W s R L TR
HATURT: — RS> > R

HOACE
s
i frim| it brs EENT bk 4 LAG
O AV [—Ato— M [EA~
O 1 BH Auto A &
O 2 BHA Auta a2
O 3 BHA Auta a2
O 4 BHA Auta =M
O 5 BA Auto =8
O [ BH Auta =M
O 7 BHA Auta a2
O 8 BHA Auta a2
O q BH Ruto =M
O 10 BHA Alto =H
O 1 BH Auta =M
O 12 BHA Auta a2
O 13 BHA Auta a2
O 14 BH Ruto =M
O 15 BH Auta A w
gr | [ #m |
-
RO -16T .
K 51 SO E
ZHNAH
> hmHARE
Yiig 1 3 %« <P, wTARRYE P S, SRR AR Y
%R A i L i T S, T 2k
Yiig ¢ SR AL 1 .
HiR - T vy VPR IR L, BADK 23 44 i 141 ) FH e
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RZ: P FUIRAS . RAPIRE R RTINS, 3 1 4 e LE 3 e A 8 2.
R e 1 AR s 2 S A R s 5 AU Y B e i 2005 A

U A4 S0 AR b — 0, 2 P Auto SBT3 11 1)
MUt E PRI eE . Bk Auto. X5 T SFP B, AAcH
HUET RS (1B . S PR 02 B RO EP e, VA T 4
T 100M A Ts LA A I TR CPREe, i B
XA A 1000M 4240 L,

T PR IR A . o VR e 08 [R) 20 F A it RN A 326 ity P T 5
B 11 PRI AN — S0 B W 2% A .
LAG: SR S ET TR 2R A

O SHUIRABLE AN FALE %08 0 R A, AR AT R RE AR RS

® B TR —ACIRLEY PR R R 3% O 0448 o S AL B % R AF— B
5.1.2 ¥ O W=

g 1 A2 — s AR EOR, Sl P E AL, AT PASEHURE — AN LA 1 (i 1D (1%L
P B AN i 1 Gl 1D, AR AT — 6 2 T AR A AT AR L, i
SR MHAE WA T 0, MBI T 190 4 M 47 AR 199 258 e 1 H 1

BATE KT 2R3 8>> i 08 B >> iy O ki

IRTFEHARE
MEsH letminn A iR TFIR O ERE
1 2 Both 7-8 L 2icd
2 0 MNone HRig
3 0 MNone g
4 0 MNone i
K 5-2 i1
s H A4
> WEAHR
WA, BoRBEHAN .
BRI EORBEA IR AL E— 1 — AN R
LAE 2y B BoRERN IR AL I 7 X, HAT VIR 5K ingress, egress, both,
none.
g O IRBEAN MR L BT A i s it 1
HAE: m<gwmiE >, AR N ' TS .

<S> 128, Son A N E PR
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BEfF iR
EFES 0 | Number! v

EERORS
MmO Por2 v AT | Both v

ERTFRO

L] 2(M1) ] 4 s s
B 7eenty EETH g Clio Cd1g Oz
O3 [ C1s C1s

(= ] (em ] (=8 ]

HE:

« M ERIE TR O AR A A 14 .

- R TR M TR O PR A T A

. LAGT S i3in O = i B R .

- M1 QA — 1 e .

- BT IR R O TR R R O T R .
- iCEEH AR BT AR TR O A TR O

G?U\}E-LAJM—‘

B 5-3 Zik el

FHI 4

>  WEdEE
HRRAS: P AT B ) WP 4
> WRiEmORE
W 1 - T M ARG PR 12 M A7 1 1 Ml 2 3 1
TR TRtk Pz iy s, ARy ks None ZL1it, )
X IV ) M A M 7 s 11K A M i A 2 R
> RO
et R 7 A3 % M 2 AL P M o 1
3

® LRy I R TR A A B Isin v, RAEAMEIER T o
& AR AT ABRAE A M dsn 2 AR ARSI o

® s Wirshab e A A% VLAN #4705 4%

5.1.3 g H %4

ATARMUH IR R A 55 i I MR A S K MAC SBhERIXS R 2R, IF DL NI AT A%, HLhESR )R/
e E . Mtk R SO AR R TH AR 0 MAC, Ptk 3%, AL hhl Ry 5, <2
HALR AT 67 2Ok P AT BT LR SC, XN et 2 v DUR AT A PR R, BRI 2405 B . Hh

W T Jm, B DANZ 0 SRR R i . G R B R, Mg gee mE it E
R o

g 11 2 A o PR 1 (0 55 K57 > MAC RH, ORI VE MAC stk Xeete P2 i 11 ) IO 4o 24t
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st 1A F o 22 4 ThRE, B ahas ?7%)\5’] MAC Hiht, 242 ) Mok BOA B e RE s 1E2% > . Bk
Jii, MAC ik A A 27 20 10 WX 25 0 585 AN e Pl ok 122 I NN 2%, DUORAIE 22 41k .

BATEKI T DR8> DB H>>i 024

wO%EE
e | BAEIHIE S THEE S IE, taE
] i v ZH v
F 1 64 0 ) A W
O 2 B4 ] i A
O 3 B4 ] = &
O 4 B4 0 B =R
O 5 B4 0 b &
F i Ed 0 B ZH
F 7 Ed 0 = ZH
F & Ed 0 = ZH
F g fi4 0 = b=
O 10 B4 ] i =H
O 11 B4 ] i A
O 12 B4 ] = & v
L | s |
PEE:

BRI EATEE I 0-64.

K 5-4 w024

ZHAH
> IRA%4e
HFE: R M S 224y, T Bk
W, SRR B 5 1
BRI Hht . TS5 N s 1 fe 22 1) LL2E 2] () MAC HdiE%0H . 2RAK 64.
B2 HuhEEL SR N BV 282 2T 1) MAC B hEECH .
2R YEEE MAC Hbdik 2 > it
o FA&: MAC Huhihoy > 52 24l BRI, ZALRS TR S, B
() MAC H 144 15 I 555
o WA: MAC Huhih* ) A2 AL la) BRI, H AT ShakdT I
WL E T 5 1% 4% H A
o JK/A: MAC Hilih>¥ ) AR5z AL IS TE) BRI, H AT ShakdT I
WAL 5 1% 46 HARFFAAE
RE: WS T5 I i 11 22 4 Th i o
D -

® U ALRM R, % DAY T e o RA K
R38O 8955 T %2 hk o

® 802X A A, AR o

A ML Kig, F Tk

L\
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5.2 ILREM

LAG(Link Aggregation Group, i 12 2 ) & AT HAL IR 22 90 Bl 1Y 2R AE — AL T il — AN 4 iy
1, AV SR A PN 1A 22 R B s nT A — S B AR R I o ity 1Y 2R ] LS IR 8 VI SR A v % ol 572 ity
2 AT 4340, DIBInay o8 . [AIE, A —V SR AL 8 AN Bl B O 2 (AR b sh 2 40y, B T %3
CIE 4

J& T A — ANV SR AP ) i B ity 1 DA 2004 — 2P o, IS F 255 STP. QoS. GVRP. VLAN.
i g M. MAC Huhik 2% 2] 2%, HARUEII R

e JF/H GVRP. 802.1Q VLAN. &% VLAN. 4F#H. QoS ALE. DHCP il M Ol E Gl
FXUT . W) Thhems 1, 58 TR0, ABATT e & T e — 3

o JHEMHN %4, WOME. MAC HibkidyE. #& MAC Huhkg8sE . 802.1X TAIELL ALK I,
N IR LR

e JF/H ARP Bi¥. DoS BiyZhaenun I, I ERE IR 4.

AR T EACE VSR, R AT REAN S BV R A s, R U ThRE AL B SR A HE T g .
...

® LAG wiayitH.

L 44 B vg A AT 1000Mbps 53 2 # 5 LAG B, W T4 —4 5% 0 474 F 4742 1000Mbps, F#7vk
/3% a4 5% A 2000Mbps o EA11E R LAG 44 KD B A —A T &4 % 4 % % 8000Mbps »

® LAG WAL IRBERBR AR E BRI ENRRAF TP R, % LAG Fag— NI 2 iddE
WA agafiE, XL arAE S # 55 LAG PR e EFayn e b &, FASGEE TR S

B o
P ST AR, S EC B AT LAY MR ARG LACP U .. AThisiICERyIER. F
FHECE M LACP BCE — AN & T .

5.2.1 ILER¥|%E
TEA U] LAY BIAT HA L S 1 1 43y SR 4L
HAREM A E: ZERXESSICREES>STLRIIR

=REnE
ERREE R AMACHIE v 1B
iCEFRE
EE  HS i RER Bt
O Lact R 13,14, 15,16 g | EE

(=& | [ mee | [ %8 |

Kl 5-5 LRI
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FHA
> ZRRE
Pt 2. R AR e B SR, B A B ) g 1
o VR H MAC $uik: AUAE B b Y5 H i) MAC $hikf5 L.
o VRHIK IP Huhik: AUAEHIBER G U H 1 1P bhkAE B
> LRI
WP BB A RATMER, Wik,
HE: BRNICRATF S
ik BRER AR R .
R - B R IR A Y 1
B XA IR A EAT A R IO

o . B IRALRIREA N B S 1
o A TAIFRAN IR .

<A >4, LR BIPTRIC R AL PR 5 B

RS R

HSREIE - LAG3

e i FehinE

ROk BA

EEMWT : Auto

HROET BH

ARAEREbps) -

HAFEREbps)

rEaimsElpps)

EF I pps) |

UL (pps) |

QostEdEes cosl

HoAEIVLAN 1

Kl 5-6 JLERARS

5.2.2 FHELE

FEA GO ISR AT TEh L&, T-2hlc & A9 20m 1) LACP RS 45
BAREM T L BRI REE>FHRE
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iCREHACE

EEEE LAG1 w

iR ed ( BE16TETFHHETHEF)
B iR A
1 4 O 2 O = [ 4 O s O s
O s O s ] Cio [ER [HEY
Oz [P Miswasty  MieLasn

L | [Lee | [ = |

HE:

1. LAG* TR miEin Ol FrERCERH (Link Agaregation Group)a
2. FIEFE—T-CFEE A RIET A 1 00MER O F01 000MER O

Kl 5-7 FaE
ZH 4
> ARRE
HHAT: R RA 75, A5k LAG.
ZH IR BRI MR B, X & MR A R AE.
> R H
PR 3 1« )3 B TSR AL B 11, 3 SRR BRI R 4

%
® LM —ACBLE ey LAG, ¥5i% LAG a9 R iF = H R BT o
O N OUTULTF—ANLRET, AL mARLEC LAG B9 50, REFCLERA

LACP oy R at, %o FRICKRE, Tl

5.2.3 LACPE( &

LACP (Link Aggregation Control Protocol, FEEil S840 ZHET IEEE802.3ad Arifi KL
IR % Bh AR SR I o ISR XU I WSO8 LSRG R, UL C 4 T 2R A — gl
KA, TEFRLE N S 1A DRI o2& B LB 58 e, AT AR e (R R TG PR AR AL 1 A 88 1 1) e
P

JA Fl 3 1 FF) LACP fig e, 123 1 1) sl 7h A (R 2R AR IR (RGBS, R4 MAC, A1 2
Key 2R, HEHS P i IR SR AR IR 58 & — BUA T IR AE — I BB IR I 4 AF . T — B A2 HpL
2 A K 14 AN BRI AL, DA 2 e B R AL LA I I, RIS B /M2 LSBT 3R
FIRE, —MERANRZ KA 8 Mibism ., KBB4 5m H A L E g% rg, im0
SER AR/ G IE B, i D SE AR RN, P Se b i 1 5 LR/ (i 1

FEA AT LARCE A AL LACP DI

BATHEK T RS> REHE>>LACP IRE
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2RECE
LACPIHEE :

LACPECE

5
b

I o o

f{m|

L I e T R

10
1"
12
13
14
14

O BR © =@
b |
EEKey FHHESLE ( 0-65535) RO ( 0-65535) s LAG
R v

1 32768 32768 =M ~

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =gz

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =M

1 32768 32768 =32

1 32768 32768 =M v

wr | [ #m |

iR

1. HEEELACPIORE BRI B =g RIR » BB RS AR ThER.
1 BERTHE LAGHERM RIROTIE B LACPIE.

s HA
> SRR

LACP Tjgg:

> LACPME
Siig L 3%
HEF:
WL

%ﬁ Key:

RGMER:

Ui OS2 -

o
G

LAG:

5.3 MESIT

PG TR & i AR5 B, AT e A B A A e vt P A e T

Kl 5-8 LACP fit' &

EPELAT A FIAZHALIT LACP Zhfg.

sl <ERE> L HE, IR P S, PR R N
/n) 3 ity 1L it 1 LACP ZhE, nl £ ik,

IR AL

RV R AR R DA, IO E AR R PR 2 Key

HEH Key MASEH) MAC Ml It [ 2 ek e A sm (TSR bR IR, I
RERIR5E 4 — SRR A 1A TR SRR R 444 . BRACh 32768,

YU T 8T ER AR B ¥ AR S i DTG R fEL /S (R 3 11 2
WOk PR B AR A NI A5 LS BAR R, W 15 /N 2 4
WP BN RAE I . ERIN Ty 32768,

MEFEAT N3 2 75 5 1Y LACP Zhfig

o i IR RVSR AL
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5.3.1 REMS
R U PSR S R L L R I, T 42 0 230370 B 43 I 6 S

BAREK T ZEZHF>RER T >>TEMRK

BRI
BRI : OpR O=zA
Rl FE1RA B 3-200)
T
0
B0 BEOTEEE  BENESE  BETTE  BETEH EEEm
1 0 0 0 0 HemER A
2 T44 40 71360 5210 HEHEER
3 0 0 0 0 emER
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5 o o o o EER
5] 786 1861 107 265 1556098 FERER
7 0 0 0 0 HEER
8 0 0 0 0 HeEEA
9 0 0 0 0 HeEEA
10 ] ] ] 0 HEHEER
11 ] ] ] 0 HEHEER
12 ] ] ] 0 HEEER L2
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K 5-9 Vi ML
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> BzRH
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Fll 350 ) 3« S A e . BRIk 30 7.
> WEMRK
3 1 e Ml <P HE, AR B S, PR A R T4 H
WO, SR 15
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BehflFT
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FEEEERLT
wma |1 W
EWE 88t FiEE Bt
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A TFEAFTE 1]
GAFTHE 0
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> B3RF
B 3 il - TEREEAS I A BB hEe .
Fill 57 ) B « IS B Bl 4 B TR) 9
> WSt
i 2 WNEAF R RS B L .
WS B Git: 2 v R AL R R4S B
KIEE BGit: givh iz RIS BRI TEE B .
I sty S RIE S A ) FE R A s B H OS8R D o
ZHA: gt SRR IS A A R B s B H (AN EREMD
B, gitg S R E & A R R M s O H S & 4R o

Alignment 45R 4.
NF 64 AT

64 7.

65-127 FFif:
128-255 FFil:
256-511 F I f:
512-1023 ¥

Sy I BRI E D 64-1518 55 IR AN R (1 Al i H
i B /N T 64 AT AR WA H - CA SRR .
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HhER 1) 73 S B i N R PR «

ERERTHEE | CHEN MAC Hult5
utR%R |\RE ZALHTTE] "
iij i e (AR RHERR
wabbg | Tahm % J ¢l — VLAN 1, D48
FEM MAC it fE b
Hpi 1]
AEMbLF | 6] fi é COMER MAC Habi T
LT 3 12
iuklhh | TR % 1 -
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ARG E L e bk, SRVFACHMUN AR R B WO AT, s AN S ezl HRET T
BT INFIN R 70 i JE kR s I 2 BRI MAC k)5, AZHbLRE B 3 i J8 s/ H f i hix
AHBERIMT,  DURS] 2240 H e i il b2 o bbb e A R A8 e L AR
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VLANW o [7]—ANVLAN P (1) ML A% 48 1 LUK 3 A5 7 N THOCIAS B, AR VLAN P 1) 3
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6.1 802.1Q VLAN
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|IEEE 802.1QIHMCAH T FrUEALVLANSEIL T %, XA VLANSR IR EER &5 it AT T4 He.
VO E 7 H FIMACHEEFIJEMACH b 2 J5 52 4 S5 IVLAN Tag, H DA IRVLANTAH OGS B
1 6-2 fiizn. VLAN Tagtl & U4 7B, 20512 TPID (Tag Protocol Identifier, #3250 ilbrilisF).
Priority. CFI (Canonical Format Indicator, #r##s0iE7~67) FIVLAN ID.
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(o >
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} 0x8100.

2) Priority: kRN E ALK

3) CFl: PLKMAHAHLF, CFl R E N 0. M IEAEE, CFIH T LRSS R 4% F1-4 KR
Kzs 2 ], AR LUK R 2Rl CFL &N 1, oWk, XERNLIK
W) ity 1 s AN TC A2 i 1 o
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T 0 F1 4095 i@ % Al A, Fril VLAN ID (EUE o B —8h 1~4094. VLAN ID f#F% VID.

ZHHLAH VLAN 1D KGR SCHTE ) VLAN, 4805 2 B AN %47 VLAN Tag I, S H#Hble

A% A ds R AT B 1 645 VLAN ID f#) VLAN Tag, K8t e e o 1Bk 4 VLAN it

1A .
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FEABHE, e tag WitaEdE A VLAN Tag 7Bt 1H VLAN ID 24 0 B %dE 4.
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7EA7E 802.1Q VLAN i, 75 AR 4 ity 11 3543 1) ¥ 46 V0B ity 11 AR BE I S0 o iy 1 (R B R A I T =

i

1) ACCESS: #id HAsE T 1 4 VLAN, H I, UNTAG, £ 0 7 4 ¥ &% 13
24 ACCESS 2845 T N 7 e VLAN I, W 3 308 H A5 VLAN,

2) TRUNK: i Ha] PLRVEEZA VLAN JERE, a] LR A 2 24 VLAN 4R ST, 5 F T M4 % 4%
Z IRk . AEMZEH VLAN 25 B HAEAN RIS L -, TRUNK A8 55 L 3 RS TAG,
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WA s, T DU T P 5. GENERAL 288U s 11 {10 H 11 3000 AT DAKE 42 11
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IEEE 802.1Q VLAN IhfeFE VLAN BRE . ¥ O ECE W A0 E 70
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i Shn A BTVLAN
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Lz | [ = |
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> ¥ AR VLAN

VLAN ID &3
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6-6 7 H T g VLAN

siti<fr R4, PARYE i VLAN D, DU A $ o 1T & (1 VLAN
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7 VLAN [ B
<R >, KA A VLAN B R .

802.1Q VLAN it & /0 3%

P] | Btk

L

5

I

1| R nA

WIERAE. /5 VLAN>>802.1Q VLAN>>¥ 1S B 5 IR i F 42 )
P U g 2R

2 | /& VLAN

DIk EAE . £ VLAN>>802.1Q VLAN>>VLAN B & 7 i b i <Brd>i%
BEAIEE VLAN, 5% VLAN ID JF5F AT HEAR,  AE b 0 mm Ao (R iz
& VLAN A5 )0 H .
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Al EHEAE . 7F VLAN>>802.1Q VLAN>>VLAN Bt & 7 [fi w5 il <>l <
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4 | Ex VLAN

AR . 7F VLAN>>802.1Q VLAN>>VL AN B & 5T i) % AH M (] VLAN
s H, <M B> de gt AT s .
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T3 4% 1] DA 25 U e s 11, 3 B 1 IR S VLAN T B 52 3t TR RT, T AS 0 B A8 VLANER, 2 TR

MAC VLAN H 4l G A #1A7 In F AR o5

53




TL-SG3216 ARk S =Y k=g ]
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3. HEA LML MAC X1 %) 802.1Q VLAN W5, & T ARIEZ EHLAESS (E L VLAN 4 1E #3815,
TR L N 1 V0B MR ) 802.1Q VLAN Bebi . PRSI

6.2.1 MAC VLAN

7E MAC VLAN T, #J L MAC VLAN Jf 25 F 241 4% ) MAC VLAN,

BATEM A VLAN>>MAC VLAN>>MAC VLAN

MAC YLANEEE
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MACTEE : -89 ) #0
WLAM D - {1-4094 2 £
MAC VLAMNEIFE
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1Efr) 802.1Q VLAN.
» MAC VLAN %%
MAC sk FE: R <iE RS FAE, TARYE Brie MAC PuE Ay 4k MAC VLAN 45 H .
Pt AL BT, Wik
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MAC VLAN [t B P %

B | #1F B BH
1| B 2R HIEEAE. 7F VLAN>>802.1Q VLAN>>ig e & 7 [ 45 4 52 b M
28 2 KL U T iy 1 B It Y
2 | G VLAN DIEREAE . 48 VLAN>>802.1Q VLAN>>VLAN P& v [fij 7 15 o <3t

A>HEE0) 4 VLAN, 5%\ VLAN 1D 0 Hl TRk, 7ok vl
i [ A) % VLAN A2 R o

3 | 6z MAC VLAN Wik#aE. 76 VLAN>>MAC VLAN BT fi )4 MAC VLAN, Gzt T
MAC VLAN J&, XFR. MAC Hbuhk i g AEAS He b L b 1 3% Feu 1 B 0h
Zise VLAN Jl 08, A REPRAIE IE 015 .

6.3 P VLAN

PISCVLANE 42 [0 25 22 D0 SOR KA VAN, - RRE 9 20t oh 3 R IR 95 6B 5 DML VLANGEA T 98, JF

SCBURFAE H AR o I G B PR CVLAN, A2 L n] DO S BRI AR5 VLAN Tag 193R SCEAT 20 1
AR AN 7] b 2 A R R R 7 BRI LR A SC 5 T BEE RO P SO AR DL AR, A DB S B 4R ST
IAHMFIVLAN Tag, SEHUREE T8 U 8l A 3h 70 A 204 2 MVLAN FR st th g, x4 2
Bttt ELAAC L FH R IR 25 A R ) D 24 A BB, Rl Rl 3 O VLANCR AT 45 PR

> DKM S s hers X

N R T AR AN IR SCHM SR PR RS, S Ty s A2 LUK P R it B2 o HTRUOK M
PRI SO e T AT P AT, 2300 Ethernet 115726 71802.2/802.3% k¢, PRI SC I Jaf b 30 T -

® Ethernet I1E}3

DA&SA(12) | Type(2) DATA

® 802.2/802.3%}%%

DA&SA(12) |Length(2) | DSAP(1) | SSAP(1) |Control(1)| OUI(3) | PID(2) DATA

DA. SA 43I mil S H i) MAC HihEF1E MAC Mk, 3ot FBIK R, 4 A
AT, WYE H ) MAC stk B T 12 8.

HH T UK R ST e R B2 2 1500 <7715, A 48 16 2 il #5074 0x05DC, A 802.2/802.3
BB Length 7B LR 6 2l 0x0000~0x05DC. 1fij Ethernet Il 3125z b (1) Type 7 BXHX
{45} 0x0600~0xFFFF. Type m Length 7BHi{ & 0x05DD~0x05FF ({3 SO A
N ARERSC, N B L 5r . A8 AR 1K PR A - B B Y [ (9 AN TR SR X 43
Ethernet Il ZLFT 802.2/802.3 TR <,
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® 802.3 rawEf3k

DA&SA(12) |Length(2) DATA

FEPH LR H (3l 2 5 R Length 7By, 2 5 BIEDATA, ¥ A7 Hifh 7B H i A H1IPX
WY 7 #5802.3 rawdf . 802.3 rawd 7 Length B Jm PN 71 IR U [ & 4 OXFFFF .

® 802.2 LLC (Logic Link Control, iZ#5Esszsd) %

DA&SA(12) |Length(2)| DSAP(1) | SSAP(1) |Control(1) DATA

V. H k5 #Length. DSAP (Destination Service Access Point, H #4515 11
A+ SSAP (Source Service Access Point, iflk%5 Vi) i) FlControl# B, i Control
FRIHUE I E 493, 802.2 LLCHH: 1 [(IDSAPHISSAPE I K bR I 2 B S R A 1 7 B
Bilur, A B IR I EUE D OXEORT,  Ros B2 U IPX,
® 802.2 SNAP (Sub-Network Access Protocol, 1M AN 325544802, 3hxvE A 1 Stk

7%, 76802.2 SNAPEH: 1, DSAPHISSAPEL I EUE 4 [E 72 S OXAA, Control B
fEH3. AHNRIEDSAPFISSAP 7B HU{E X 77802.2 LLCH1802.2 SNAPE] % .

DAK P S 380 iR W R st b X, e T A8 iR ST e %, TRl —AN 1 2% 1T BB T LA [i) B 25 326 Y o

P U ST, H s A0 1) 1 2% 202 Ethernet 11 3524 2

IP Hrif. ARP tpil. FI RARP Hil#452FF 802.3 Fll Ethernet || PiFidR SRR, (B2 IRATA

PSR SCRE F I A7 B e e AT LA aok DG 75 9 o s 2R A8 28 () AR A1 >R X 43 SC T g PRI 3L

> ATHEALX RSB DG AE HE
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I #5! Typedii 802.2/802.3 3

Ethermet || 54%  l«—0x0800 to 0xFFFF 0x50D to OxSFF— {FiddR

Control{ii 4 3

DSAPISSAPTIL

h 4 HLAb L {4 h 4

VLR Typefd L7 PID{H
802.2 LLCHf#:
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A 2

8023 rawit  |4—FF Af—m  B02.2 SNAPH

L 4

[LEDSAPISSAPEH

h 4

x FE A Eris VL AN ik 25 404 £
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RSO SR bR e, AHE “ g 07 N “ GRS PGy ZERUAE P IVLANGY T 2 BE
RN IO SRR . 2 6-202 W5 WL 28 IR DM SRS I 3 e i o, BB PSR FT LA % . [l I A2 HepL
LTI (57 DRSO, 7T L R AR A R P Bl OB B P VLAN .
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IP (0x0800) SCH AN ANSHF SCEF
IPX (0x8137) SR SR SR SCHF
AppleTalk (0x809B) SCEf ASCFY ANSCFf SCEf

R 6-2 H PSR KR o
> RIS AV LANEE R A BT A

1. Mu DU EJUNTAGE RIS, w0 A 2 5 00 2 M & A N B VLAN, 47 E 8 PR VLAN,
M5 AP AL AN B VLANTGTAG 45 B AN I PO VLAN, - AR S 2 0 1 (1 PVIDAE 25 2
HAHATAG, FEF i G AEA N IVLAN 3 K
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2. Y DRI TAGHWE W, A4 #802.1Q VLANIK 7 = Ab BZiit. A g T4l
ZVLAN TAGIH ¥l it WIEH A WARAE T, WEFIZAGE .

3. A THHXVLANIG, b T ARUEEHE R IR AR, TR P SOVLANR A BE i 1 CE A AH 1 802.1Q
VLANJE o PERSIE B 26-1 i 1250 5VLANEHE I E &,

6.3.1 V4T FE

PV FR T S, FTAAE . A3 e P VLAN.
AR FE: VLAN>STR VLAN>>HRY A5 %R

i sEFIZE
i FisER WLAR D Member PRt
1 IP 5] T HRiE

[ | (2 | [ mee | [ #m |

6-8 thiAlyI%R

FHN:
> WM VLAN 5%
P B A HRATMER, W2k,
e TR VLAN F PR,
VLAN ID: BoR1 VLAN 1D,
Member: SR VLAN 55
Btk M g H <gifi>dickt, nTMESOZA H NS L. BXoeEE,

Mt BRI R
ST <HT RS YA, T LLAEHT I B VLAN.,
6.3.2 AR E

FEME TR R, AT LUME SO Y 1 #0IVLAN
AR A VLANS>THY VLAN>> Y 4 8

tnssHACE

S ZER IP w | C Ethernetll, 08000

VLAM D : B € 1-4094)
b SH B =
O 1 O 2 O3 04 O s O s
7 O s ] 1o O Oz
(13 114 15 1s

[ ) (2 ] (wz ] (&8 ]

K 6-9 QI & A PR
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FHI 4

> PMXARCE

Ve Tith HEPET ZAE il VLAN B9,
VLAN ID: fic & 7 VLAN ID.

> PN RR

A REM VLAN B 5 3 1, #7801 3 5 P00 VLAN ZEAT GG, 1 T Wil VLAN B 5% i S
X YR Untag Bl iy, RIS AW S AA AR B VLAN. 7748, PR Bl B v
R VLAN R R Bt 3 ANAEAE, DR Rt 4% 6 802.1Q VLAN BEIBEATHe %

35

® i3l VLAN 5% 3 5% 0 & 2 IR EIR Ly il A & AP IR E B 49 VLAN Tag, WE2ET %
A~ VLAN, fm B, A3 VLAN 8900 F, W T iZss OE4a8 8 P g, PTvAizss ol o SN 24%
% 4 Untag, % EFrik, % 30 VLAN R 3% 2 a7, i5353% o % 5 GENERAL 55, e
HZn v AR R A Yl VLAN a9 4R et sk @ AL 4 Untag o

6.3.3 TR

Bie B B IOV LANEG Y 26 FE & 0 SR, ANAZHALAE ) BRSO N B 405E X TIP. ARPHIRARPZE: )
WUREAR, 25 15 2 0 22 PR B SRR BN, 7 8 LG TR P28

HEANTRTE R A VLANSSTH VLANS> TR

FIPRE T
B 2ER AT C1-37FF)
Ether Type : a04se C M7ty i
Frame Type : SHAP A

HHEEIR IR

iEiE Fs P 2R Ether Type Frame Twpe
F 1 IF oaoo Ethernet I
F 2 ARP 0a0e Ethernet Il
F 3 RARF 0a3s Ethernet I
F 4 P 8137 ShAR
F a AT 2049 SMAF
(2 | [ mee | [ =mm |

6-10 il bR

Z HA 4

> UEREEE
N ENE PC B R SO B SCRSEAR 1 44 K o
Ether Type: B B PSRRI R A
Frame Type: P 12 I SCAE FH ) 3 2B A 2
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> UUERSIR
priitiz Bk S HAATIER, W21k,
U ESiEE TR SRR 44 o
Ether Type: BN IZPI AR P .
Frame Type: SR AZ U FH ) g 5K
EE:

® LUl VLAN 482 5, 45 ik M IR SRR o

P30 VLAN P B0 5% -

PR | #iF A

1| W b 2R DAIEEAF o 4 VLAN>>802.1Q VLAN>>¥ [ BL B U1 [ 45 & 5
o 10X 24 5 1) B i 1 R R Y o PRS0 VLA B 0 i 1 PR 7 P
W VLAN i PR 5 28458 Untag.

2 | fg VLAN Wik Ak . 7E VLAN>>802.1Q VLAN>>VLAN Bt & 7 [fii i A
i<Bra>f et a0 VLAN, i A VLAN ID J5xf HETHA,
AE I T P RS20 2% VLAN AL 1) 355

3 | AU R DAIEPERAE . BB MY VLAN BT A5G VLANS> MY VLAN>>
B SURELAR UL 1 e 5 P AR AR

4 | AUzt VLAN DR ERAE 76 VLANS> T VLANS> T 5138 01 1 b s o<
B> AR AN P VLAN,

5 | 4#/4E VLAN AEERE . 7 VLAN>>HMY VLANSSHMUZL S 3 7 5 <
> 2 BN A 1) VLAN BEAT 44

6 | MMEx VLAN Ak EAE . 7F VLAN>>TY VLANS> P 513 01 1 2) 1 41

T VLAN 46 H o <> F B e T S o

6.4 802.1Q VLANIHHEE I M [ F

> HMER

o ATHML AR T ML A FIRSS %8 Bs

o ATHHL B IR T B ARG 2 A

o IIEHLA RIS A A RE T — A0

o IFHHLB MRS A B [FJE T

o  /NEETTEL VLAN X7y, AH I Z [ AN GRS .
> HAME
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%% 2% B 55 4% A

LA | P2

R

VLA LB
TR “P 87" SRR AL I
> WESE
o MCEATHAL A:
FE] | Bk Bt

1| W 2R WIEHEEAE . 7 VLAN>>802.1Q VLAN>>i [ e B i1 [f 1 2 vy 11 2 2878
3 ACCESS; ¥ & 3 12574 TRUNK; i1 4 28744 ACCESS.

2 | g VLAN10 DIk EEAE . 78 VLAN>>802.1Q VLAN>>VLAN B & 7 i b i <Brt>i%
0% VLAN, VLAN ID 4 10, Ff60 2 st 11 2 Fus o 3.

3 | fi% VLAN20 DEERE . 78 VLAN>>802.1Q VLAN>>VLAN B8 v [ T s < > 4%
Hef) g VLAN, VLAN ID 24 20, FE4u&rfrsm 1 3 Fsi il 4,

o JEAHM B:

D] | #4E i

1| B A WIESRAE . E VLAN>>802.1Q VLAN>>¥i M AL E Ul i E b 11 7 12
i ACCESS; &Il 6 1284104 TRUNK; i1 8 28447k ACCESS.

2 | filg VLAN1O DikHAE . 78 VLAN>>802.1Q VLAN>>VLAN BE B 7 i b < B >i%
G VLAN, VLAN ID 24 10, 4021 1 6 Al 11 8.,

3 | s VLAN20 Wk ERE . 75 VLAN>>802.1Q VLAN>>VLAN B 7 i o i <frglt>4%
63 VLAN, VLAN ID 4 20, JFEA0 2 1 6 Filsi i 7.
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TL-SG3216

6.5 MAC VLANIHBERIZH M W H

> HMFER

o ATHHL A RN B 9 HERERI NS WE, W E NS

o ZEiIUAAFMZEILABNSWELHEM, 258 AR,

o AR JE T VLAN1TO F1 VLAN20. ILZSKIX I & 280 A G IS M 2=/, 1
AV B O8I Ss 2%, BIIRSS 2% A R4S 25 B,

o ZFEilA AMEILA B K MAC #isik7pJ)) 4 00-19-56-8A-4C-71. 00-19-56-82-3B-70.

> HAME

g4 A

k454 B

—

P3

AL C

P11 | L A 2L B | P21
SUCEA g g XWEB
EioAA  EilAB

B “P 3y R BN 5

> WEPER
PB’ | BiE Tt

2

1 | WEImER

Pkt . 7 VLAN>>802.1Q VLAN>>¥ IR & i ¥ & o 11 11 [

12578 GENERAL, i 1 12 #3125 TRUNK.

2 | fillg VLAN10

DikHAE . 78 VLAN>>802.1Q VLAN>>VLAN BE B 7 i b < >i%
AN VLAN, VLANID 24 10, A58 s 1 11 Flog 12, 3111 9 H
FIEEI 5 & A Untag.
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16 4TI 2 WA A AL

3 | 6% VLAN20 DAEERE . 78 VLAN>>802.1Q VLAN>>VLAN B8 v [ T ki < > 4%
BAlH VLAN, VLAN ID 24 20, 8106 11 R 12, g 11 1 H
I REI 5 & A Untag.
4 | #%'H MAC VLAN | 7 VLAN>>MAC VLAN T MAC VLAN10, B MAC bl >k
10 00-19-56-8A-4C-71.
5 | &% MAC VLAN | 7£ VLAN>>MAC VLAN T fif)d MAC VLAN20, J<EXH MAC il h

20

00-19-56-82-3B-70.

PB | BiE i

1| W 2R Wik, 78 VLAN>>802.1Q VLAN>>¥i FELE [ 15 & i 1 21 (135
12871 % GENERAL, i 1 22 (193 F125 %4 TRUNK.

2 | g VLAN10 Wk ERE . 75 VLAN>>802.1Q VLAN>>VLAN B 7l [l i i <frglt>4%
BEG)# VLAN, VLANID 4y 10, A5 fu 1 21 Flug 22, %565 21 f)H
R ¥ & Untag

3 | fi% VLAN20 DEERVE . 78 VLAN>>802.1Q VLAN>>VLAN B8 i [ T s < > 4%
BEAIZE VLAN, VLAN ID 24 20, 5 1 1 21 Flg 22, g 21 1
FIRLN 55 R Untag.

4 | %% MAC VLAN | 7 VLAN>>MAC VLAN T MAC VLAN10, B MAC Hbhkh

10

00-19-56-8A-4C-71,

5 | % & MAC VLAN | 7£ VLAN>>MAC VLAN H i) MAC VLAN20, =Bt MAC il A
20 00-19-56-82-3B-70.
PB | BiE i

1| BEE 2R WIEHEEAE . 7 VLAN>>802.1Q VLAN>>¥i [ e B T [ 15 i 1 2 Fli
3 [y 12K % GENERAL, i 11 4 Rl 1 5 13 112578 % ACCESS.

2 | g VLAN10 Wk ERE . 75 VLAN>>802.1Q VLAN>>VLAN B 7 [l i s di<frglt>4%
g VLAN, VLAN ID 24 10, A5 18 2. 3 3 il 5,

3 | 4z VLAN20 DikHEAE . 78 VLAN>>802.1Q VLAN>>VLAN BE B 7 i b i < >i%

6 VLAN, VLAN ID 24 20, B8 0uH 2. b5 H 3 Flim 1 4.,

6.6 Wi VLANZIhRE )2 M

>

ST T T Y B AS H L A R 1 12 A A R
SEHERT TR A 1P EHLF AppleTalk EA4L;
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IP EHLTTEE 1P W48 kg5 stk 5s, J& T VLAN10; AppleTalk 41754 AppleTalk x5 #i
k55, JET VLAN20;

AL A G AERE T IP WZE RS 23 A1 AppleTalk M 25 il 45 4 5

HME

J=
2=

[P+ &5 Il 55 4% ApppleTalklli %44

AZHAL A

= [\
J=

==

AppleTalk|
Tl

IPTHL

B ) “P 3oy Rom s LI i 1145

> HELSER
W | #E i
1| W b 2R DHIEEEAE. 7F VLAN>>802.1Q VLAN>>¥ g & vl [ ¥ & i 1 11 Flsi
113 (a1 2878 % ACCESS, i I 12 113w 112574 ) GENERAL.
2 | g VLAN10 DIk EAE . 78 VLAN>>802.1Q VLAN>>VLAN B & 7 i b i <Brt>i%
B4 VLAN, VLAN ID Jy 10, A8 1 12 g H 13, 55 12 1 H
IR 5 & A Untag.
3 | s VLAN20 DIk . 78 VLAN>>802.1Q VLAN>>VLAN B & 7 i b i <Brdt>i%

BAIE VLAN, VLANID % 20, B8 1 11 g 12, o 12 1 H
IR 5 & A Untag.
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PEB | BiE i
1| R 2R DIk AR . 76 VLAN>>802.1Q VLAN>> M ELE [ 5 5 ik 11 4 Fl 1
5 [p)3 127 % ACCESS, it 111 3 (K3 1257 ) GENERAL.
2 | fz VLAN10 Wik #AE . 7E VLAN>>802.1Q VLAN>>VLAN FEE Ui il <> 4%
Al VLAN, VLAN ID % 10, A& 3 Fkg I 4, ui 3 (9 H
K & A Tag.
3 | fi% VLAN20 DEERVE . 78 VLAN>>802.1Q VLAN>>VLAN B8 v [ T i < > 4%
BAIZE VLAN, VLAN ID 4 20, A8 3 Fug 1 5, il 3 ) H
K% & A Tag.
4 | QISR DAEERAE . AT R S2 BRI L 4E VLANS> MY VLANS>BRSUERR 711
BC B P BUBEAR . 9 1 1P 25 504 €L LA Ethernet Il 2574 3%¢, Ether Type
F-B: 71 0800; AppleTalk I’ 2% i 43, L SNAP 2 #4152, PID 7 B o4 809B .
5 | wEY VLAN | 76 VLAN>> T VLANS> T 138 51 1 o < gt > $ ol ) g sl
10 VLAN10, ZCHBEIP WM, FF2)dk i i o 3.
6 | WEIL VLAN | 28 VLANSS Y VLANSSTZE 3138 71 0 o < > Fe ol ) 28 Hhist
20 VLAN20, Bt AppleTalk Wi, Jf/)3% p B i 1 3.
6.7 GVRP

GVRP (GARP VLAN Registration Protocol, GARP VLANEMH) J&2GARP (Generic Attribute
Registration Protocol, 18 A&ty M0 F—F N o e il e o 3 M 85 VLANTG B
ik 3 i s MBRVLAN H 1, FHAEREVLANAG BRI e g L, g B VLANI U 1 F--3))

#RAr

>

o

GARP f&j4t

GARPEHL 7B, I 0 7 A SR P (R A8 i B3 2 18] 70 A AR RRRE AR5 S - GARP
ARGANEDy A LARAAE T B, EIRGARPYII NI S AAFK ) GARPNH], GVRPHLZEGARP
(K1 BN o 4 GARPR I SEARAAAE - B (KA 1IN, 1235 1 FRC GARP R I 544

0 4 1 R GARP . H S 442 1) 38 5 A% 35 GARPH JE R 56 B 52 15 B AZ #, GARPIMIUE XA =K
73 doinii B Leaveil EHILeaveAllTF &L, = Ff i JE 56 Bt ¢ M A5 JEL AR ik v 4

JointHR: 25— ANGARPMN I SiiAy I E BTN A RS B, ExishkizJoini &
MR E SR I JoiniH B B I A AU E TS E I, 7 2 E GARP M IS AAREA TN, &

SY

EES

i) &k K ik Join i & .

LeaveiH B: 41— N GARPN SR I BB &4 B C R YESS B, e xishkixLeavell B ;
MR E SR I Leave il BRI AL | M sl A i 7w )n, et s s kiXLeavel .
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LeaveAlliH B : 5 1NGARPN H Sk )8 8 )G, K I i 3 LeaveAllSE I 25 . 241% & IN 25 #8155, GARP
I SEARBE X Ah K ik LeaveAll 5L, LeaveAll S RIF 85 FTa @, DUEFH S GARP W ] SEAAE
BrE WA Sz AR T AT I YA R

XV AT, A R R AR ST LA 4 8 [) — Sy sk mh ) i A GARP N TSI A

GARP J3 K32 1A I 1) [ B 30 1ok 5 I 2 >kl . GARPEIMSCE ST DR I 85, FH T HIGARPH &
IR 3

Hold B #8: 1GARP N IS AAF S LB B SOR HIVENHE BN, AN MR Z S B —
ZJoiniif B Ah A%, Mt JA SiHOIdE I 4%, 4iZE I S9N 7, GARPAY I SEAA0RE G Iy B A2
BT A S TSR] —ASJoindi B [y SN AR, AT 19 45 5 5 5 o

JoinsERY #%: GARPIY. FH S A AT LUk K AFA~Joindi S i) F1 A 1% R UK CRAIE T B T SE4k4r, (028
—UORIE R Joindi AT A3 B[RS IR IR, GARPR I SE AR 2538 — k% Joinii | . PR Joinil B K
3K 22 [ ] ) BES ] Join & I 8 R4

LeaveE R #%: 4 N GARPN I SEAA VLA E ML BN, KX A ik Leaveit B, I R%IH

B MIGARP N ISR IR BliLeave e N a4 WIERFEZE N 43 - N 2 Brs A e Bl Joindif B, WEH %8
%‘A%\o

LeaveAllsERf#s: ®ANGARPIN KB EN )G, KRN JEzLeaveAllE R 4%, i@ M4 5,
GARP R H 540K 5 4h K% LeaveAllTH &, LA L& GARP N H S 8 A Sz 4k b A () J@ v A
Ko Bl P BiLeaveAllsE 45, TFAGHT IR —30 TR

> GVRP @~

GVRPZGARPH—HMNH . ‘BT GARPII TAENLE, 4P % &P IMVLANSIZSEMG B, JHEHE
VLANTE B3 E e 4.

WA HZIGVRPEFIL A, e HRICR B E A KIVLANIE MG &, JFaha& R A I VLANZE
Ko AFEHFTAIVLANAL 5L« X EEVEANER G AT DL WA s 1 203845 [m] I 3% B8 4 A b I VLAN
TEAHE S e e e, DAL Rk kg 3 B Ay i 2 (VLANTS B — 2. GVRPALIEIVLANTE
MHE BB RFEA T TREMHSTNEE, Wik AeERa s AENER.

EARAZHAHLT, HATRUNKERS S A GEVE A GVRP N SEAAK,  4EP A8 #epL A VLANYE JIHE B .
GVRP# 133 WA = F: Normal. FixedFIForbidden, &kt T

Normal#iz: iz OEh&F M. FHHVLAN, EHEEIZASVLANLL L #A8VLANSE & .

Fixed Bz : 25 1E1Z00 S A VLAN, SRR ASVLANG B, AMERE 5 AVLANSS B . Fixed
2 A s 1 SRV A S BT i A VLANSS B

Forbidden#&=X: 2% 1% M2 &E M. FEAYVLAN, AMEIEEVLAN LUAR AT [IVLANAS ..
Forbiddenti =i I, H ARG ERIAVLAN (VLAN1) il .

HATEA A VLAN>>GVRP
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2REE
GVR

imHEE

DDDDDDDDDDDDDDDD%

PIE -

3
|

Lo I e N T

10
1"
12
13
14
14

O gE © zA 871

0

s FERRES LeaveAll ERTSR(ER)  Join ERTSRER)  Leave ERTER(ER) LAG

TR v | |MNormal v

=M Marmal 1000 20 B0 == ~

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

A Marmal 1000 20 &0

=M Mormal 1000 20 (1] W

Kl 6-11 fic#E GVRP

® ST LAG MR Ry GVRP 7k, i tREFATH MR R 5% 7 ey RS A2 AR X — 2o

ZH A4

> ZREE
GVRP IiRE:

> WmORE

iy I e«

priiz

WP AT A FIAZHALI GVRP Jifie.

sir<iERE> L, TR P S PR A AT Y A H
A, BoE NG GVRP RS, I Zik.
R AL S 15

WPIEA G I hfg. o 08 GVRP IhREZ i i Z i 1128
B4 Trunk.

P RS

o Normal #i:: RVFZm 387N 14 VLAN, /£3%578 VLAN

DL 4S VLAN 13 5L,

o Fixed: Z%1Fi%dm A& VEM . EH VLAN, LA VLAN {5

Ko AMERES) A VLAN A5 .

e Forbidden: &% 1 iZum I &M 748 VLAN, 2 e iFEi4 VLAN
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LeaveAll 28 A0 B4 GARP J5, [ A2 LeaveAll 5E 4%, it CUE 6 MG
K% LeaveAll JH 5., DA H e V8 H v M Lo A 1 i 145 .
LeaveAll 3E i 25 [ HUE Y F 4y 1000-30000 JEFD,
Join SEBf28: GARP ity 1 A] PUEEREAS Join Zds A ) 41 & 326 R K ARUE T B AT 5
AR, PIIR AEZ TR TR] TR] 5 Join 52 B 2% ok 42 il Join 52 ) 2%
A YE 4 20-1000 JEFD .
Leave SERF2E.: B3 Leave BHEALIY) GARP #1155 Leave EIEE, 1 RAE %
SE N 45BN 2 TS 2 Join e, DU B AH MY 17 B . Leave
€ B 25 I HUE YE 24 60-3000 JEFD .
LAG: SR S ET TR 2R A
Ais
® |eaveAll gaF a2 K T T 10 12 Leave a7 %%, Leave £ of B2 K T T 2 42 Join € af
GVRP & DR
DB’ | #BiE i

1

I

5

I

=

e e ANES

DIEHEAE . £ VLAN>>802.1Q VLAN>>¥i A & 7 [ i [
FRMBE ) TRUNK.

2 | JAH GVRP Ififig WEEAE. 76 VLAN>>GVRP 71 5 H GVRP Ijfg.
3| FE I O VE MR A DL S & | IR AE VLANS>GVRP T[] AR 52 s 1 FH 5 00 15 B

SE AR K

iy 1 12 B0 J3 A3 1 o

=
m
il
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HTE AR

STP (Spanning Tree Protocol, el 2 #s IEEE 802.1D #rfEdarir), HT-75 sk o
TH BB B R S ) PR () WMo 3B AT I PRSI A S A AT FLAS R I 2% TR IR 3R i, ORIk
FROPNS H bty TEAT PHIE, S 2K TR I 28 S5 R A5 BY RO EA RO B 28 o &% 2540, AT 75 1 AR S 3R
% 0 28 R AN TR IS A2 R PR IR, 38 5 1 % 1 T F S 4 WSOAH [) R R SC P s s R i SC AR B R ) Bk (14 1)

STP R R 3 j& BPDU (Bridge Protocol Data Unit, M 3EdE S0), AN ECE WA,
BPDU (0 7 T /218 A5 R AR UE B 2% 78 BOAE e 1) v B f . STP BRIV T8 i 76 8 4% 2 ) 5 32
BPDU fAff o W 4 K141 4h 45 44

> BPDU #=R RFBH

SV R [ Th g, ACIHLZ [A4%3d BPDU R SCSCBUE BACH., BTy sCFF STP PRl (A bLp
SAMOFAE PRI SC o AZAR SRR X BLH5A1 T Y A b o S P A A S

ARAEZE B ) BPDU ittt X A v B st B -

2 1 1 1 8 4
Protocol . Message ) Root Path
Identifier Version i Flag Root ID Cost

. Message : Forward
Bridge ID Port ID fe Max Age | Hello Time ks
8 2 2 2 2 2
Protocol identifier: Bl briN
Version: PR SURAS
Message type: BPDU 27
Flag: AN VA
Root ID: WD, i 2 T ALE 4N 6 71 MAC Hihib Rk
Root path cost: R 5 42 T4

7 ID, oK% BPDU [OHFIK ID, 1 2 FH55E40A0 6 71 MAC Huhik-#4))k
5 111D, AR H BPDU [#3 1-

BPDU 4= {71 1]

247 BPDU &4k (al, Bl 1 E 47 BPDU [ K [7]

FRr R 1% BPDU (1) 1

FOREIAN SR S5, ASHAILAE R I B i 5 75 I WT A0 2 SRS (1 e ]

Bridge ID:

Port ID:

Message age:
Maximum age:
Hello time:
Forward delay:

> STP MEXMS

B 1D (Bridge Identifier): Hf ID SR i1 {kE G RTIE MAC HUbHOS5A 50, 3 B0 ST
DL B K, 5 1D IRAE, DR I RS R g, 335 % o LU SO R b AR I T
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R (Root Bridge): HATH/MF ID IACHNE IR . A PR itk b A AL h s ) 6

JoRRATFACHAL, - DADRAIE A5 3 S dee f A ) 4 PE R ] 0

EEHF (Designated Bridge): fERFAMELH, SRR T S AR KRR R FE A, Hdi 40

Pl e R BN B M BITAT PRSI EAT AR R B AR TP I, AT AR AR 1D RSl bt

3% R SERT -

HRERAEIF4S (Root Path Cost): — &3 A HH LKA B A7 T4 A2 AL 10 £ K 0 0 15 Bl w20 0 ey

AL AR TR Z o ARBRIAR AR TP %

PiLSES (Bridge Priority): J&— M AT LABE IS4, BEVEE A 0 5] 32768, BoE IfEH),

PRICG o ATHALIRIRIC I, A AT AT RE A AR

R H (Root Port): AR HAL F BRI EE I3 1, 5158 S RBFEATIE AR, X 1 2R

PRI ERARTT A (K 2o A AR ) SRR (K B AR TR I, AT dae s DR 5 3 11 23

AL

RN (Designated Port): i A b i) AR AL S Kbl 1y 11«

B 4RS84 (Port Priority): H{HIGIE M 0 2 255, /b, i PR SE S0 . 5 1L 5E 2%

B, AT AT RE A AR 1

It (Path Cost): STP BMUN TIEHHEM S %M. STP VBCHL IHTBAETTHY, EFEN
CHHT ORERE, BILIEZRIOBERS, KEA4AE BY RROCTR Bt B T 2 4 A

P A AL R B 71 Bk ASRBLAL By CEHIRUHIE, L4STPIHTLE, A&

HHUABE R, S 11 2 A3 11 6 -2 [ PRIk i g FL2E

o M ZTHHL A NEEANBIL IR SCHHL B IZATHAML C B

o Uil i1 3 Rl 5 ) B ACHAL B AIAZHHL C AR s S 11 1 R H 4 205 S HAL A
FIAZHHL B IR 15 3 1 6 A HbL C IR A3 H .

LA

LB LHHLC

B 7-1 A A e 4L kA

> STP &%
BReg it iE] (Hello Time):

HUHVEEIN 1 FP 2] 10 2o SEFEARMF [ g BrAT LUkt BPDU K A i [a] [e) B, A #epl
B 5 2 15 A A R
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ZALRE (Max. Age):

HUHVEFEI 6 R0 2 40 F0 o WIRAEE T A 2 5, R A WEIRMA (¥ BPDU i te, A4
ACHHUIG 10 G T A B Lt BPDU Heda €0, Fg vk 504 i

LN SE (Forward Delay):
HULIETEN 4 F23) 30 0o RARATHALIK 3 ORI R BT HI I ]

4 P 8 W | A RS R v SIS AR e R AT B AR A o {E DR T A 2R L
T ETCVESL LI B AW 2%, I R FUIRZSSLZIER (AE, W Res ™ A IR 3A . Dk, ARk
PPPBCRIT T FeRZEIER AL, OB AR LA 52 i 1 AR B 6 A 2 iir e el 2 1 i Ay
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) s 1 S R DD RE, W ik
B IR AT S

915 L R B AT B ) R e, BT FO S AR
B, e A A BRI SR

B35 1k 4 1A VAR 2% 25 MR FR A7 11 512 190 45 0 b 5 4 1) At R A
gl

B 1 b T O 1) TC R SCHE STP il W 2% AL 35 10 - By b 4%
Ryt kAN 2% B 5 [ F) R A ik T B

935 130 g 11 52 388 T Dy 3 ) PSR SC A B
B 1F STP Bt 19 28 f U S0z 33
o =R R A

¥ DR ST IR S K “TC fR4” Thag)n, & EAEA TN TC /41 TC R4 (A TC fr4

JIREAT RO E
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BAREKTE: ERR>>ZERE>>TC R

TC{RP

TCIRIPENE
TCIRIPFIR :

20 FEEC1-1002
fizatd
5 BrC1-100

s HA 4
> TC{R#
TC R BIE:

TC R4 AHA:

K 7-11 TC fid"

7 TC R4F SN, AZ bR TC RS B K EH I 1z 1 5
ATHHUAEZ S I AT HEAT ol R M R B 4. BRIA 20 Hila .

'S TC Ry . BRI 6 70

7.5 STPIfERIAH M MW H

> AMFER

o AHNLA. B. C. D. E ¥ ¥ MSTP Ijf;

o Ay HAL;

o B. CHILERERZHN, D. E. FHBNZZH;
o AW ESS 6 4~ VLAN, A VLAN101-VLAN106;
o i ki#IztT MSTP, Jf H TS W& 3%))&E T Al —A> MST 1,

e VLAN101. 103 #1 105 &l iii & L B R4, VLAN102. 104 #1106 £ E L C iR
Hro BILWIRIZE R KR, I RIS 2R A AR b VLAN i (104 #6040 AR 8o R AR

> AME
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PEB | BiE i
1| B fE “802.1Q VLAN” Thigab, AHN i 258 4 Trunk,
I3 I AAVLAN 101 2IVLAN 106. HARRL B 7 ik
%1, 6.1 802.1Q VLAN.,
2 | A T RE FEAE RN >>FE AL B >>EEARE 70, 5 H A Theg,
P MSTP A= b =X
BB >>SFEARE>>um OB E 0, 85w
MSTP Zjfit.
3 | FCHE MST sk A BT 98] | fE R B >>SMSTP SEFI>> IR AL & vl ihi, FCE A A
“TP-LINK”, 121725 ERINRITT
4 | [idE MST 4% VLAN-SZGIIL) | ZEAE R >>SMSTP SEFI>>S2FIEe & v, fAid'® VLAN-52
LS. ¥ VLANT01. 103 Fi1 105 W25z 1,
VLAN102. 104 F1 106 st 252451 2.
W | #E i
1| B g 7F “802.1Q VLAN” Thfight, AHMN i 1258 4 Trunk,
FE¥ 3 M AVLAN 101 #VLAN 106, HARRC & kil
%11, 6.1 802.1Q VLAN.
2 | AR T RE TEAE A >>FE AL B >>FEATLE U1, 3 H A IhEeE,
e MSTP A= il A 2L o
EAERK>S>EARBRE>> DR E Lm, A HmEr
MSTP Ififig.
3 | Bi'E MST A AUEIT 00 | 464 R >>SMSTP SE B >> IS & v i, Fd & ik 4 4
“TP-LINK”, 51T 2% I ERIARD A,
4 | BlE MST 81 VLAN-S2f s | R4 >>MSTP SE24I>>SeFIBC & v, & VLAN-5K
B2, % VLAN101. 103 Fi1 105 Wi 2524 1, ¥
VLAN102. 104 F1 106 Wi 3545 2.
5 | KBRS HHL B ECE L] 1 IR | B >S>SMSTP SEFI>> 52 ERE v, sewl 1 4L
RBEE N 0
6 | KARSHHL B ECE NS 2 (R | FEAERNS>SMSTP SEF>>sEFIERE i, B sep 2 1
r V% E M 4096
o JilERHHLC
PEB | BiE i
1| EeE 7E “802.1Q VLAN” Thagkt, AHNim DSR4 Trunk,

¥ 5% I AVLAN 101 FIVLAN 106. HAKELE J7%
% 1. 6.1 802.1Q VLAN.
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2 | B IIRE. FEAE R >> T AR AL B >>FE AT E G0, )3 H A A ThEE,
P MSTP 4= i i
EERW>>FEARE>>w DB E v, JH A6
MSTP 1jfig.

3 | BdE MST A AEIT g0 | 754 B >>MSTP 26 >> BB B 7, At &4 N

“TP-LINK”, &7 40 BRIARI A

4 | BoE MST 5/ VLAN-SZ@I ) | 7EAE R >>MSTP S24)>>SEFIRC & i, K& VLAN-5Z
B 2% . % VLAN101. 103 F1 105 M 2szd] 1, ¥
VLAN102. 104 #1106 Wb 3524 2.

5 | BAZHHL CEE ASLHl 1 g E | (EEBM>>SMSTP 924 >>S2F) B B 7, Ksz@l 1 1L

Mr R BEE N 4096,

6 | BATHML C B E N SE] 2 ARME | FEAEBR>>SMSTP SEH>>SEFIESE v, Kzl 2 Itk

HBEE N 0,
o [iEAHALD
W' | BiE TiHA

1| B 7E “802.1Q VLAN” IfEAL, AW O HIZRA 4 Trunk,
I3 I AVLAN 101 ZFIVLAN 106. HAKEC & 5%
%, 6.1 802.1Q VLAN.,

2 | B TR . TEAE B >> 3 AL B >>FEAELE GO, i H A T RE,
WP MSTP A= i i
EERK>>EATRE>>w OB E i, & E W
MSTP Ijfi.

3 | BlE MST A RMEIT R | fEAERK >>SMSTP LG >>IRACE 7, BlEE 4N

“TP-LINK”, 51T 25 BRiARIAT .
4 | FoE MST B0 VLAN-SZFI st | 78R B >>MSTP S2fl>>S2 B B i, FlE VLAN-5Z

s 2% . % VLAN101. 103 F1 105 i 2 sizd] 1, ¥
VLAN102. 104 F1 106 Wit 2152451 2.

AN E MASHHL F BCE AR AL H AL D
bR E LUE B AL IT £ R B B AR T 4
X961 1 (VLAN 101 103 105) i35, AR A FIEP AL BRI EREARTT -
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AHHLD ZEHHLE A HHLF

BN

PITAT AL S D8 BOR L “TC /4 Thig.
MRMFASHALI B A S 1 R BUR T “ AR ERS " ThRE

ARIA G D BUA T “ Bt ORy” Thie.

B4k PC HRgsasiid Zeim 1, A A “BPDU {477 B “BPDU i JE” Lifig.
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FHOE HEEH

> AR

TEMZE R, AR = MORGER ST 30 gk, T8 Ak, Bk #a% (Unicast) J7 UL,
55 a2 B A ECE R R, WA 2 NRCE A AR, 4 B R AR 2
R AERE R, XA RS M B iR A1) 3% (Broadcast) JisUf&fii, R4t
B I PE ARG Mg R BT AL, ANEA TR A T2, AR # B E) HR N5

SR, WIS BORPUIS R S5 L RURE . 22 RS 28 A 55 TEAE BN A5 IR A% 36 1Y) FE A
e AE— RUKIEZ SIS &, SR OSSP B A g, i) 8 A R
W26, 2 SR AE B P A E I, R AR 7 SR ARG, X 414E (multicast)
RS, BB T SRR G R 2 f U SR AR, RERE YA AT TE, BRI 2% A
AR S N K 8-1 o

Kl 8-1 ikt B s 5

Y (R R
o RESXBEARE, WHZEWEZHKRFR;
o UMM BT AN, RI% TR % B B G M 25 o BT
o AN AT LABH I I AN BR H 23R4
o UNMMEELREm, AVF—EMEMIIER K E.
> Akt
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% 1P Huhk:

¥ IANA (Internet Assigned Numbers Authority, R4 M4 SRR 4 e, 4% cm 1P
HohikAE ] D 2% 1P Huhik, 414% IP Mk & 224.0.0.0~239.255.255.255., i, JLAMERA4LE IP
b1k B 1) Bl A 1 B

A btV VLA

224.0.0.0~224.0.0.255 e T PIMSL B I R SR I A1 A BT 2 37 P 3P R B
224.0.1.0~224.0.1.255 S AL

239.0.0.0~239.255.255.255 | Jaydsl o9 py &4 HIH ik, AR T internet

*8-1 RpFRHIZALRE 1P bl
21 4% MAC itk

LUK W A% g Bk 1P SRSV, H K MAC LA H] (12 B8 1K) MAC Mk (HOR AEAR S 2 3k 3
SIS, Al H S AN A BARN S, Mok AE AL, P Ul 2415 MAC it
HEAE D H bk, 48 MAC Huik2 —/MZ4E 1 MAC Hilik.

IANAKLE, HIEMACHIE ) 5= 24bitfi7 /& LA 01-00-5E 3%, 1% 23bit 40 #&IPHubE % 23bit, W)
KA K 8-2 fliR:

0 7 15 23 31
ikt [1110 [ | [ |
™~ bit H i [P &2 {€ 1) 23ba & §] B MACH] {€ 23bx
MACH hi 00000001 [ 00000000 | 0101 |1110 |0 | [ |
01 - 00 - 5E

K 8-2 414% MAC Hbuhil FnZi 4% \P ik iy %f 3 56 &

H T 1P bk (1) 4bit 52 1110, FRITAIRRA, Ik 28bit o HA7 23bit B i 212 #F MAC I
kB, OXFE 1P Ak R Pt e A Bbit B, AL T 32 AN IP AL ik s 1] — MAC
hE ERIER

> AREbbR

AT B 2 HE S0 I MR LR b R BEAT IR o e T LR A AN BE B VLANAR A, DA R 2 46
Mol R A2 B3 FEVLAN 1D, 442 M LA B2 3 A et Kbt I BeAE Bl 1 P AE I VLANY
Fe o AARHBIEFGT I I Y D3 A — A, g — g R . B BRI, A B LR S 21 45 4k
Pt B A R b A R BRIk, W R R R P A AN BRI 4 B T R 7%
B 1oy i 1 T AEVLANA (R BITA i ) e s TSR BE AT 4R B MR 45 H U H Aoy ik 122 — 41
MBI, TRAHNILIX A AR LA LS A, R B 1, A58 AL 3 Al (R A e
kbR Bkl 1B 8-3 Fror.

[ VLAND [ 4w | i8] |
8-3 4lifk btk

> IGMP il

W 2% [ =M LB & 3% IGMP (Internet Group Management Protocol,  H.I R 241 & B 4R 3T
3T 6 3 FRE NN (BESTF) 4144, 4 BE B s sl 4L B i i Nk G, AL 5ok
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YUB R 5 R 45 F WL IGMP W7 (IGMP Snooping) & 2L SHLE, A8 b U Al K 5E 2 3% 41
WA, 24T IGMP AW A AZ HetLIE e gt W A3 At AL L4k % i s 2 1) A2 1.6 IGMIP 430k
B IR AL, AT TT LAY 25 R LR e A R 2% h T

AR BB T S TR B AU AL 8 BETh BE, BTG IGMP A0 . H3RibbsR . IR
WG PUA T

8.1 IGMP1{jilf

> IGMP it () TAEE 2

MU P WS B s 2 R RS H IGMP R, BREFALIER (S B A AL G 10 1 2438 e Lt
W 2 E AL ) s R B R R SC (IGMP Report) 1, A UE %00 1 I A H bR, 2948
BT 2 EHLR LB ITIR L (IGMP Leave) I, B H1#% 4 & 336 1% i 11 05 5 41 A 3 S
(Group-Specific Query), #ibAH e ENUTFEZAE, WPE RN AR S HCC, 5 5 28 MO BT
FHLEIR, A2 AL 2 N bR T BR o 2% el 2 I K AR SC (IGMP Query),

AR BRSO, WHRAE— 8 (WIS ) B N B ) ML RS 4R, 2 1 WL RRR T
MBS o

> IGMP 3
11T T IGMP ity (A 3L AN RIS AL IGMP R SCIIAL B ikl .
1. &R (IGMP Query).

HT A A, ORI 20 b 38 AR ORIV, S 21 B S i i 0 N A B s, LA
ZIN B WP R AL R 0L o B IR IGMP B JF RO E, Sl Bl 1 1) i 41 41 R 1%
IGMP 7€ 21 BT HR L, ATHML KGR SR S, DA 8 i 11 P 77 A AR 4 A L 4L

SoF T30 AR SC, AHHLKG H SCE I VLAN PN 38 11 LAAR o e it T 6 o, Rt 422 s
I AH S AR B s o SR oo AN 2 O A B e s o 11, DK HO DN N 2% |l 2w 1 21038, FF )8 %
P VR TR) s 2 AR B b 2 11, D00 P % e 2 1 P )

X e A AR, A AL m) B A v (P 2L 2 ) R D4 4 . IGMIP 4 e 4 A il SC o

2. REMR L (UGMP Report).

HENUAH, 4TRSS NN 4 3B 21 st 1% b 28 2 A4 30457 W0 N s 7= 22 e b 4 52

LEWC R IGMP #R AR SCIE, AT B AR St VLAN P BB s G g 22, [RTIs ANAZR S
AT S AL I LR AL E,  FFXS 12 S B2 B0 T ASORH B R AR G SR ety 11 2 BTl 0 g
F1, PR N B2 R b2 rb, I 12 11 100l 02 g 10 B TRD s dn SREBR g 112 TR o g 11, D)
T T oty B[]

3. BIFHRC (IGMP Leave).

IZAT IGMPV1 B EHLE TTHIRH N A2 K% IGMP BT,  RIAS He L G125 B3R A0 EH LS TF )
FRE. B, BT IV ITHIBH )G A RIE IGMP R, DRI 224 O I R R B2 S 11 B )
B, ML 2K 1% 1 MAH . [ 2 4% ik 32 A I BR o 3247 IGMPV2 5% IGMPV3 1) 3= ML 2 141 4%
Iy, SRR IGMP B IR SC, DL ANZLRE I hHas B QBT T AN #7541,

MM LN DU R IGMP & RS, S T ik itk R g ik e A s fr e, Al
T St 1 20 R o A AR S, AR Al O i 1 ) TR) A 8 i J TR, B R S I R I e, A
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MU s NN R 2R R b R o G RN B 0 1 5 LR 4 B0 Fee 4Ll i AeAE,
K BRI -

> IGMP il EE A2

1. AR

B A O (Router Port): ASHLAL 452 by 2 755025 1) 3 1 o
R (Member Port):  AC b 4 3k 20 A DA (13 11
2. MSEN &

B A8 (). X BN TRI DY, G SRAT LA AN B ot i 1 PR MR A R ST, A0 A 2 B8 4 g 1
KA. ERINAE 300 2.

B B I BT = S BINTR] A, 2 SRAT L e A 3 B b i I AR R R AR S, Ak i B i 1 AN
P ENE T 2441 B 260 1.

BETTHE S I E) : A T HLA 3 B TR S B AZ b L% A Lt 11 AT 4 v I 4 P T g b ) o RIS 1 BB
ANEEAFEEARE . WMOSH. VLAN SEFAHE VLAN PYANECE 7 f .

8.1.1 A E
Mt E AR HHLI IGMP MW IhAE, 1 EBAEA T E IGMP VT (94 R RERIAI 24,
SRS b L P 2 R B Ve A ZE B M Y, BB A VLAN T 48 Aas L FH “

SRR Dife)a, SSHA I BIALE AR b b AR B ST, 2R scZ 5, N
MTEH L, JFE R ARG AE B, TR SE b i U RC B L fE -
BN T ARBREE>>IGMP Mr>>FE AR E

EAWE

IGMPAR : O gR ©® =A

i
AR ® mEx O =&

IGMPHITHE R
Bt [75in]
EBRsRA z,6,10-12
EBRAENLAN 5,8-9
Lomm | [ s8]
¥FE:

EXERE. ROSHE. VIANSERRER » IGMPITIT 2B .

K 8-4 JEAWE

ZFHN A

> mHARE
IGMP 77 : HPERA A HIAZ BN IGMP i D g .
RANARERLC: SEBEAT MU A SN2 AF RS 1 b 27
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> IGMP fiIF{E &

k- 2R IGMP {5t Wy Y TC B I
R S 7 o I P T PR

8.1.2 I IS
ATUTISRIE E A e L3 11 () IGMP 0T «
BEATE T ARHEE>>IGMP HIN7>>H% 0 5%

O
w0
e | IGMP{HER HUEEFH IhER LaG
i =32 e =
N 1 =451 =M = ”~
O 2 =)=:| EH
O 3 =] =
O 4 =45 =3
O 5 =53] =
O B BH EHE
O 7 = =
O a == =gz ]
O 9 Bz =
[ 10 =] BH
1 11 BH BH
O 12 BH ER - v
BN
&l 8-5 i 124
s HA 4
> MWARE
i 1 3% rih<lERESTEE, v Prinm O, PRsE R MY 1 .
¥ RIS H L E um ) IGMP iWrThee, wl£ik.
Vi s IR HHLI G 1
IGMP {7 - ERZ 215 3 H IGMP il I Rg
PR FFINfE M A SRR B TT D fe e, AL E] IGMP BT T, B
1% 1 A ZH 5 2H A A
LAG: SR YR E R AL .
EE:

® H oAy bik BT AR R AL R AU XA IGMPV2 K v3 B A =

® Likix B HAtL “RIABRLER” HARFTBHAT. wREARITHEANA P,
—AA Ptk BT, TR E AR~ T L C A P agLaiE Ak 5P i o
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8.1.3 VLANS#

IGMP f51W7 prr it S A AL 3k 410 5 VLAN )3k Bk, ANFI VLAN iTLLBEEANF] 1) IGMP 2. A

A TR E A VLAN [ IGMP it 44,
BATRMMEHEE: AFBSE>>IGMP fir>>VLAN S35

>

16 114 Tk M

%

VLANEE
WLAN 1D 2 (1-40942
e m € 60-600 , HEFEI008 )
F i A 5 ( G0-B00 , 2608 ) -
R 0130, HFEIRD
BEEitdimO 2R v
YLANFZE
YLAN 1D lﬂa
B AT ey = N T e = RS ETe T
Ll
O 300 260 1
] 300 260 1
& 300 260 1 5 @)
[ aew | [ mee | [ = |
TE:

ZHEVLANThREE AT » HABCEH A .

HAr4H:
VLAN &3

VLAN ID:

B EE1 g 1 B ] «

F 57 S I [A) <

T S I T

BRI O
VLAN %1%
VLAN ID #%#:
HFE:

VLAN ID:

B P 2% B 11 1] «

B3R 3 (A -

K 8-6 VLAN %k

TS )3 H IGMP iWr IS g VLAN 1D,

FEFT BN TR, R AT AL BT S e o MO B B AR, 3
N IZIE B R HERE 300 A

FEPTBCIN TR A, U R I AT 423 Bl D 3 1A (3R T 4 5L
A IZ A S R HERE 260 Fb

FENUACIE B TTAR L B AS HAAE 2% AL 1 MZEL H8 2 00 0 T ol e
Al HERE 1D

e P ASIC B B dr a1, 2 TR IMEE Mg .

pih<iE P>k, AR IR VLAN ID, P Ak VLAN 4 H .
k4 HIECE VLAN 2%, " £k,

7K VLAN ID.,

7% VLAN 2% ph 2 iy 1 IS T] o

W VLAN PR R0 i 1S T]
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B e B ] . 7% VLAN 1) 25 I3 i I ]
B A . 278 VLAN % b g 11
2%,
® I “/pk VLAN” zhat B ARy, AR agB.E 5K 2o
Pl B D IR
DB | BiE Pt B
1 | J4H IGMP Wi Thie VI ERE . EABEE>>SIGMP IIr>>HE AR E . 3O SH0T
M, A A HALE IGMP AW ZhRe Fl i ) IGMP it it D g .
2 | fit'E VLAN [{ZH4% 550 ATk, (rARBEB>SIGMP {Ur>>VLAN S8R, hE

AL A VLAN BB 2 57% 25

BAT B E 2507 VLAN, R B 7E1% VLAN NI JH IGMP
MirThee, A54i% VLAN H 41 EaR ST 1.

8.1.4 HIEVLAN
TG AR R 728, AT R R VLAN [ S AR — AN AR AL, 4106 922 o dg
AT ) VLAN SBIIERE R — By B A . SXRER AR B 2, IR T KR 3.

5 T 2L VILAN, 11T LA R At ot b3k i R0 44 25 LK 38 I A FUZ15% VLAN 85 ) VLAN
W FE P 36—/ AL VLAN B2 AL Sl , UK LU AE 2% VLAN AT (60, M58 T 4
. [N T35 VLAN 53000 VLAN 524, 22400 5 4575 LLAE .

M 4% VLAN 2 37, 7524 802.1Q VLAN IJfEALFISLHE E — 4> VLAN 1f 4 214% VLAN, ¥4
N3 A VLAN A 204 VLAN G S, 76 VLAN SE000E o Her VLAN it & 1 413E 5 50
B, BIZEAR S AN E B R 403 VLAN DAARHE VLAN 3%

BANTUE M % ABEE>>IGMP flir>>4#% VLAN

SHAEWLAN

SEAE VLA O gR @ =R

VLAM D :

B SR IR ORI -
R Faim QR
BRI
HEHiRO

( 2-40942

# ( BO-B00, HEFIO0ED 187F
B B0-600 , tHFFZE0EL )
B C1-30, HFIED

THE:

1. GUER T4EBVLAN f5 » FrARIIGMPIR I AIEAHE VLANP AT .
2. MEVLANECE T ESeRtim D AHEE VL ANEIEACE , HIEVLANA SEE BIZ1T.

8-7 ##% VLAN
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40 3% VLAN: HEFEIE AT A FH413% VLAN,
VLAN ID: 5 41 #% VLAN [#] VLAN ID.
% FH 2% Ui 11 B ) < FERT I TR, W SR AT ML A A B Fh 28 o 12U 21 A 9 S, it
AR ZI st 1 2R R, HEZE 300 F5
J% 5 S 1 ] < FEFT VI TR P, 0 SR AT $ ML 7A A H A0 1) e D2 o 11 326 AT 15 1
A Tt R HERE 260 F2 .
B B ] . T A% B TR S BNAS HW LA 1% - WL 0 A 36 2 v A0 154 40 ) o s
o HEFE1 P
FAKHm . TEPR AT E % 280 1, 2 TRt M g,
35
® A ISin v aLRI S VLAN L TN R R 5% 2 iR B 4G S o
® fifE 802.1Q VLAN h g4k 5T ik 5% 2 a9 48 % VLAN & HBLE, 284% VLAN 7 4R E #3547,
® 4% VLAN oy i 5% 2 ays% o KA R 4k4% A GENERAL ,
® 1% VLAN Jaggig B oaysy o XA LB E A TRUNK &2 adin A “i tag” 49
GENERAL 5@, Z 0 284% VLAN 14 64 BT A 64 204% B, R 3% O &6 ik 450k B 40 4% 4005 o
® iy 74045 VLAN &, B ey IGMP 3R L3 R £ 204% VLAN 472
(MR 3
W | #E i
1 | B IGMP i Dy fig DAIERRAE . ZEHIEEB>SIGMP MVT>>FEATLE L 3OS 400 h,
i HASHHLIET IGMP A5t Wr ZhHE RN 1111 IGMP il D BE
2 | BIE41#E VLAN DAIEREAF . #F VLAN>>802.1Q VLAN Thigkt, GIz41#% VLAN,
FERs BT R b3 o R eh 28 o D N 1% VLAN H
o iR E Ak G A 12870 5 GENERAL.
o N E I v s 1282 ) TRUNK B IR, “4F tag”
f\] GENERAL.
3 | BlE 4% VLAN 350 | Wik ERfE. SEANABEE>>IGMP ilr>>4H % VLAN T, BT
0% VLAN JEECE 418k VLAN [N S 40
B 10) 2 B0 118 FH BRI
4 | BEICENN FCE T, WZE RS B> SIGMP i >> 3 AR B v (] 1
JAH VLAN” 4 H AL, B-413% VLAN (1) VLAN ID.
ZH X Y H
> HAMFEK
ZH AR IFE L 5 rh 28 B A A IR B, ZH AR RO A o AT Lt e s s FH P A R T B
Beias: WAN DS54 JEMIE; LAN D538 8yAHZE, sk VLANS & & H .
AL dm ] 3 Hig g AHiE, HiEN VLANS k%, il 4 5H 7 A &, Hifid VLAN4
MR EE, w0 5 S5 B A, Hilik VLANS # k5.
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P A SR 1 4 HDE.
P B AL 1 6 HE.
FCE 8 VLAN, AT AN B i 4148 VLAN 2020 # 5 .

> HMKE
2 HIR
AL
Fi 14
YLANG
HFAA
> ELE
fic B AT AL«
PEB | BiE B
1 | f)# VLAN 1E VLAN>>802.1Q VLAN Ihfgat, G VLAN3. 4.5, 3 VLAN3
FIRR S A “4H 3% VLAN”,
2 | B O E Y 7E VLAN>>802.1Q VLAN Zjfight .
BCE 3 M 258 GENERAL, HEO# TAG, FEnA
VLAN3. 4. 5,
PR B L1 4 (s 1268 % GENERAL, H 1] UNTAG, A
VLAN3, 4 i1,
FC B 1 5 [ 1268 % GENERAL, H 1] UNTAG, A
VLAN3, 511,
3 | JHH IGMG fiily EHIBEESSIGMP Ir>>FEARRE T, o H IGMP {iWr hge.
EHIBEHESSIGMP Wilr>>ug OEE v, A E 3. 4. 5 1)
IGMP {5t Zhfit
4 | J3 415 VLAN TEAFBEES>IGMP Mir>>41 4% VLAN T, i FH41#% VLAN, Jf
fid & ZH 9% VLAN 1 VLAN ID % 3, e S8t vl BRI .
5 | K&Z#E VLAN EHBEHESSIGMP (I >>FEARLE 7, “IGMP il 5”7 Ab,
“OUSHMEG I SRk 3. 4. 5, “CUS M VLANY Sl 3.
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8.2 HEHbER

FEMZE R, A5 SARCE AT LIS B BTl (AR AL, AT HAAE B S 21 B 200 I 2 AR A 21 47 st ke ok
BEATI o AT RECLAE ik 2R B A s ik 2 4 4> iC 22 Ui

8.2.1 HiitFT B~

FEAGUAT LA R BIAS AL CAFERI P A A bk A5 R .
BEATUREE 7. ARBEE>>H R MIR>> R Bon

BTWE
L] sguir:
O] wian D
O wo:
O] M :

$HIEIPE:
HIBIP
224.0.1.24
235.80.68.83
230.265.255.254

(A D 225001 )
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f=3z] Bzh EFMac LI
f=3z] B&h ETFMAC izl
3] Bah FETFMAC I -
12

R

LACHR AT EEE R 802 1 ThEE.

Guest VLAN:

A

IR

B 11-21 3 e

R <IEPESFEE, WA B S P A R AN 4% H
AR, R T 802 1X IRIRA, Al ik,
IR AT M Ly 115
P 25 A 802.1X AIIE.
P Zum 1 )& 75 )3 ) Guest VLAN.
Ve PR % 11 s R 2
o Hah: i FHEIATINIE.
S AR s 35t A 75 AR BT AT 5 ) P9 44 o
o RHIAYIE: Ui K ISl I .
ePE %0 11 s 2
o T MAC: %Il %E@Fﬁﬁﬁﬁm%‘lﬁ%%wﬁ

o JL Port: iz FIERLAAAH P IR m, Se e
WAE BT 7 17 [ 25
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BACRE: BRI H AR ACIR A
LAG: SR S ET T E R A

11.4.3 RADIUSEC &

RADIUS (Remote Authentication Dial-In User Service, ZEFEIAIEFL S RS ) IAIEIRSS 8% AT
ARV R S, HAMEE CH P RER, BRIP4 BE LA ESE, TS8Pk
ATNIES TRACFTT3% . RADIUS BL'E DhHe vl i H AR % E W& RS 25 S50, ARIE A E S REE
WA 7 AT

HATEEHE: M%R4>>802.1X IME>>RADIUS iE B

LLEIRE BEE
R&RIP: 0.0.0.0 C$EF192.165.0.1 )
EfnRESBIP: 0.0.0.0 CHE192.168.0.1 2
87
AERO - 1812 ( 1-65535)
Fmtsanen
HERIRE BEE
i+ERThEE O R © =M
RERIP: C#E192.168.01 )
RSP : CREFA192.168.01 )
im0 ( 1-65535)
PRI
11-22 RADIUS it &'
2 HA4H:
> AEREREE
R4#% 1P: HEINEARS A5 1 1P ik,
&0 IREES IP: HE XU NEARS #5117 IP Huhk .
A 1 - HE Y UEIR S 2 SRR &5 B sl 17
BRGLEZEH: HE AN Ik 5 a5 L = %4
> IHEREBREE
TR INRE: WEPEEA S T DR
BR%2% IP: WHE TS0 P ik,
EIRE2E IP: W& h PR &4 1 IP Hudl.
T3 . HE TR RS ae et vh 27 I 45 1 sl 11
BASLERH: HE AN k& a5 L= %
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o
E"s

® RARNT B L Bt T ay 802X Hhk B, A ffk 802.1X AIE T Hk A K o
® |AG:# a2 ReeBH 802.1X Fhiko ko Fsm 25T 802.1X, N FAEAL H 1% 2 e N TR A2

® JUEIR S BiEEAY T E YT RE 802X bk, B AR 5 BEE AL R G IEIR & 52 B 04 Sk
"éio

Jic A IR

W' | BiE TiHA

1| ARG a4

WIEERAT . BTSRRI S & DR R R A
KI5 RT3 B AR AR 44 A B DA AT o

2| R ) AR

WERA o SRR AT SR 2B B (1 802.1X% ) i #
PF, B B L B SEA 802.1XE ) ity A a3 1

3 | W& 802.1X &4

WIEAE . BOATEOLT, AZ#AL 802.1X R IIRERTT A, 1
TE M2 22 42>>802.1X INIE>>4 JFECE G F ¥ A 42 R S 4

4 | WENERGS S H

WIEEAR . T BATREEVAEIRSS 4%, JFEMI 4% 22 2>>802.1X
WIE>>RADIUS Bo & Ui 5 B 55 4 2 K.

5 | % E & 802.1X Thfk

24

DAIEHRAE » VEE 48 22 4>>802. 1X AIE>>u OR & 71 1) AR
P S B ) 28547 0 1 B AS e W L5t 11 1) 802.1X LIRES AL

o
m
el
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$F12EFE SNMP

> SNMP #Eid

SNMP (Simple Network Management Protocol, faj 5. 44 E E#i0) 2& H it UDP/IP k2% H 1 ]
NI N A B, e T AN B R I R B EL I e 4. SNMP £ 4 faj s, i
5, JF HLRRW BERCAN R B A BE 22 5, SR AN AR 1) A B0 B, BT DA 3 T 72 13
FERINH, H AR 254 &S H RS T G #4623 T SNMP 1),

SNMP (15 KA 2 B B, ARBEA TR A Se i #, A S W R Z M4 e, {1
ffiFH . SNMP [{FEARTHAEELHE R0 S8 PR E AN 23 BT 10X 2% 2 A FIC B I 4 W 45 2 o (E I8 I T
YEIS, SNMP nlsEEge ity FoE RIARAEIhRE ;s 29 4% vy, nT Sz Fie S As i Ak &2 Th g .
> SNMP [R5 EHELE

SNMP =AML 62 SNMP & F % (SNMP Manager), SNMP {LEL(SNMP Agent), MIB J%
(Management Information Base, & #5 K7D

SNMP EEE . J2177E SNMP & i e (0 AR, $R40 T AFR AU I NHLAZ B, 7 (44
B0 SE AR 2 B M 2% e i B A

SNMP AREE: BE R A4 PR B — N HERE, Dt ARk B SNMP A BE (KT SRIC . 78
RSSO T, SNMP I 23 41 SNMP A IS AT AR .

MIB FE: #E N SRR S . B8 LT HAEEN R — RIEE: R4 T WG AR
AR R IR . R4 SNMP AAREHA B O/ MIB. SNMP A BEEHRAE AR 7T LA MIB AR
X GIHAT B G HEAF

SNMP# 5 & SNMP W 48 ()45 B, SNMPALHLE SNMP R 2% (R4 45 B35, oAl ]2 18] 1 SNMP 1)
BORAE HAH{ZE ., SNMPEHEH . SNMP{UHEE. MIBJE =& 1AW K 12-1 firs.

MIBFE

B EMIBAE &

k J

RIER AT R
SNMPE H & SNMPALH

12-1 SNMP [ 752 2 K
> SNMP [BEHURAE

AAZHHIRAE T SNMPV3 [ BEThAE, R HE2 SNMPv1 fil SNMPv2, SNMP & ## Fll SNMP 1t
HY) SNMP JRANTE 580, S 12 WA REAM IOEAS, oT LURYE A QRN TR, EREA R 245050
A B

SNMPv1: XHFE4 (Community Name) AiF. A% K L SNMP & #4 Fl SNMP
X FR. W SNMP RSCHE 7 I A2 A A B AT, 24RO B 57 IR 2 T 284
TR0 VER . FHSRBR I SNMP &5 3 %) SNMP AL HE 117 ] o

SNMPv2c: W RHPBMALINIE. EAEMHRZE SNMPv1 1 EI X478 T SNMPv1 [ Ih6E .
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SNMPv3: SNMPv3 7ERT ANERAS v v2¢ FIFERE KK Inas 1 22 At Pl #divt, R 7
VACM (View-based Access Control Model, &1 fvi #2585 K& USM (User-Based
Security Model, 2T/ e B (FAGENLE] . H 7 o] DL E A UEF N2 DhRe, A UEH T 5%E
RICRIETT AL, BERAREH Vi s 26T SNMP 45 HE5 FT SNMP AR 2 (8] ) A4
WOCHAT I, LA oW . A U ERIE T E SRR A, nT Lk SNMP B #E55 F1 SNMP
ARBRZ a] T8 A5 A B e (1) 22 4k

> MIB EfN

MIB & AR S5 M BEAT ARG 1) o AR R RO BN 5, & mT DU AR FF 46 1) — 4% B A M — i iR
Al WX R AT DU — B, X R RS BT R JOID (Object Identifier, X%
FRRAE) . MBI L ) 12-2 Fis. [, BIYOIDA{1.2.1.1}, AlOID4{1.2.1.1.5}.

12-2 MIB B Z5 14
> SNMP ELEME
o MK

MIB #4538 MIB & P R i — T4 . B HXT % Ll OID (Object Identifier, Xf %A K&
7N, B IS E A B R RLEI2R A (RFRHER), SRk B BZ A B R A I H . S
FEXF4 11 OID 1] LAYE SNMP 4 3 ik 4k 3.

o i SNMP 41

Qe )m, & EA0E SNMP 41, HAy “4147, “eafis”, “2agon” =mmE w4l
AN LR AN RIS &AS SNMP dligsin H e/ 5 AR AL E, i 2 14k A F 4
PN FH P XA 4 BIL S RE (R U7 1) B AN TR] A 7 3K

o fEH
H I SNMP 41+, SNMP 3 2 5i fiff FH AN B 32 16 FH 7 R JLDTE I 20 5k 6 5 SNMP AR B i
SNMP #5352 1] T Hd B A HAL ) SNMP ThAg, 055 SNMP Fic & A8 &0 8 3 i AN 340 o

12.1 SNMPE.E

TEATREAL T LI E SNMP 5 BHEA T 8, WiteRicE. MEREHE. A8, H 83 E &
BB TG DU
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12.1.1 & /[RE
BB AT HHLET SNMP Zhfg, w5 EEAR TR E A Hl SNMP 14 /DR .
HATEK FEE: SNMP>>SNMP iR BE>>2 Rt E

£ REE
SNMPTHEE | O BR ©® =H 8
EHE AR
HHIEEEID : 80002e5703007 Fehfe2daf (1 0-64T+7HBIFERT )
TR | AR
_ B
128D : € 0RE1 0-B4- 7S IR )
HE:
3|S5 I DO R B A
K 12-3 4&[iE
s H A4
> SRiE
SNMP Zffig: WL 5 e A HALK) SNMP Zhg
>  AHhWE|EALE
A5 [E D: HE AR SNMP 2K 5 1% 1D, ARHH ) E ARG T,
> EE5|ERE
5% ID: IH'E SNMP &5 % 1D, wfEH P @ AEmEs | #2 T,
EE

® 1% ID ey F AL R ABEL o

12.1.2 L EEH

7E SNMP 2 3C A 47 38 f (O ID) R IR A AL (1) BE X 5, MIB (Management Information
Base, F G R ) J AT W42 I 28 1 2% (1 7 B S (1) A 75 o A0 PR R Ol 47 o 9 B0 2 Qo 0 3 BT
AT R E SNMP (KL

HEANTHE M SNMP>>SNMP L& >>H B & 1
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FEEAE
MEE T C1-167-F8)
MIBFROID : C1-BTFR) =1
i A @ aE O Hp
mEREE
it 3 MEETE By MIBFHOID
| viewDefault ¥ 1
1 viewDefault Hbz 1.361.6315
O viewDiefault Hikz 1.361.6316
| viewDefault Hifz 1.36.1.63.18
(2 | [ mes | [ %8 ]
Bl 12-4 RS
ZHNA
>  FEuE
P B FR HEMEZHB AR — MBI LA ZA R AR E % H
MIB ¥4 OID: HHIZME & HINE AR (OID) .
PLEIRAY: 1 OID 1255,
o fUfE: % OID mJ DAB & B AR BE
o HEFE: 1% OID NREMAS BRAR 4 L,
> MEZIR
HEFE: A HIATIER . [F—FLE R T AL 4k H S R i
PLE R WAL E A FK
E3ih IR OID FIZE,
MIB F#} OID: W AL R AR R (OID)

12.1.3 HEH
AT KB E SNMP 1941, 409 r i it Sz, SV AN Sk Ik B0V i 4 i H
AT R A E:: SNMP>>SNMP it B >>41 551
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$HECE

i

AR
ZEERA|
HiEilE:
HEME:
EEINE -

PR
st

HE

C1-167F5)
vl W
N
viewDefault v =
Mone v
Mone v
FZefEs, FedAl HiEiE RENE BEmNE e

i iRz Gictiu

ig -
— T EHMEE— - RENE , B RiEN B viewDefault.

ZELA:

Kl 12-5 4153

HEMAAY . 5 e M 2ego)” =WOtE ARz A rbR
W, IR A A A4

AL 2

e vi: SNMPv1, XHPIA% (Community Name) iAiE, LA
7E AR B UL AT

e v2C: SNMP v2C, XHPI#A4 (Community Name) AiE,
A DAAE B A B 1 AT I

e v3: SNMPv3, XH USM Al

EHPE SNMP v3 [R41 11 A 0)
e noAuthNoPriv: ANIAIEANZ .
o authNoPriv: AIFASINSES .

e authPriv: JAUEN% .

PR AL, X P AL S RER AR AN RER SR -

EPE RS, XTI R BRI AN RER B . A AT
BEAE, IR RS s

WEPETBANALIE BRI AT LA el B A B 1) S o R A S

21k A HIATINER, T2 ik,
7R SNMP 411414 .
BRI 2 AR,
BIRARIZ Y.

R g BAT RS BUR I B A4 K
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HAERAE: BoRdlr BAT LS BRI A4 5K
L RSIENE R BATIE AU A B A4 B
Btk mLE XA H [ <gmii>tacht, nTBME Sz H I . BeeeR)E

si<fg e, Bl EEG

PE R
® —NEMLREE—A RinAlE, BRIk R ixAlE A viewDefault .
12.1.4 f &8

SNMP & B AF R LUE R ™ (05 SO A LA TR B . I @A AE L2 T, S e i AL BATAR
(7 ) 224 45 ) RN Tl 425 AR o AS ST KRIBC & SNMP (9

EATEEI 7 SNMP>>SNMP B2 E>>F &8558

FFES
APE: admin C1-16 TR
FPZER FHIFF v i v
e w1 v FLRA|
TAIEES, @ TAIFEERS C1-167-F57)
hnEsEs e C1-169-FF)
RPAIRE
friz=2 AFPE PR 4 ZaiEd, R2daRl TAEE,  nEiEs o33
it e #56h
R

APHEEEN. E2OA0 AN RRERNES 8. E2ERRER.

Kl 12-6 Hl e

s HA 4
> HPERE
4. HEH 4.
F P 2REL e P 8T,
o AMA T HEAEAMGIE TR
o LFEH 7 B EIRREGIE R
H4. WA, R AL, i, g ke BT
JE I .
AR SV e oy L AW
AL : WEREL G
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IEAE

NEZERD
IRy W

Uk S AR

> HRPFIR
HHE:
RF4:

PR

M.

Rz
BEHH:
ERER:
Ik S W

etk

EH SNMP v3 17 IR

e None: AiAilF.

o MD5: i BMEHIL,

o SHA: ZAHFHL, tMD5 Ltk EaE.

NN B
et SNMP v3 JI 7 2 B

e None: Ahn#.,
e DES: N bk,

PNyl IS R

B) kA HIHATINER, T2 ik,
B 4.

ATV EVRE SR

Bl

R AR

IR LAY .

B AIERE

W IR

RN A H I <giE> 1, ATLUB SO TR gL, Bdeete
Ja Ridi<iB >, BN AR

® HApPugesiRN. ZEBF LM LA B RN ZEBAIE o

12.1.5 FEEH

SNMP v1 #1 SNMP v2C K 1A% (Community Name) AiE, HIEALS] T 2L T35 65 1975 H
FAF I SNMP v1 #T SNMP v2C, BLE MK 2 )5, v LLHBAEAR AL E SNMP 1 4114

HATEEI A SNMP>>SNMP o & >>F 4551
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EiljE i =
Bl -
PR
MIBHLE

Eilj b

histd iy = 2]

C1-16TFFF )
|

EE

read-only i

viewDiefault i

Eon] MIBE] HRtE

(2 | [ me | [z

HHE:

EHEaDELA BN B rviewD efaulta

MIB ¥LE:
EikzIEs
L

Eifz 2
BUPR:

MIB HLE:
B

o ==
E":

K 12-7 RS HE

HEHEA .

T2 A A A0 B P 7 1) AR o
o read-only: A4 AH R AL B AT L SEA R
e read-write: AN AH N AW K BA S E AR

AR TV i AL

2]k A HIHATINER, T2 ik,
AT RN Eilu =

R AR L R U ) BCRR
SRRV AL o

s N H I <gm > a8, ] DU SO IR KV ) RL P B Tl A
fR. BEoE A Ridi<E e, Bl imE.

Atk ay KA MIB #4115 4 viewDefault o

SNMP ZjHefc &2 5%

o i H SNMPV3 it A

PB | BiE B

1 J& I SNMP 4: J 3 i kAR, 75 SNMP>>SNMP L& >>4 Rl E vl /5
A HHLI SNMP ThfE .

2 AR AR . 7E SNMP>>SNMP BLE >>30 B & H 5l 1, Bz
EHON R . BRIALE 4 viewDefault, OID 4 1.
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3 B8 SNMP 41 IEEAE, 76 SNMP>>SNMP BB >>20 2 8 7l i, 04
SNMPvV3 R 2H, A 21 INASTE] U5 1) ARR A% B

4 B1)5 SNMP 4194 [f )2 EERVE . £F SNMP>>SNMP BLE>>F P &8 7, 6%
SNMPV3 4L FH 7, FEHRCE S AR N 25 465 K 356

o il SNMPV1 Jili A, SNMPv2c it A<

S | B Vit
1 Ji HI SNMP 4= J5 thfit o Wik #AE. 75 SNMP>>SNMP BLE>>2RfcE 5, 5
AEHHLI SNMP S) .
2 | ol AT . {5 SNMP>>SNMP ALE>> VB B8 5Tk, 014k
EE R . BRARLIE A N viewDefault, OID 24 1.
3 HiE | QIEHI B
o | B o HERE L SNMP>>SNMP L& >> 4% # iU,
s PPE——— L SNMPV il v2c JSUAR I 4430847 B
Ui o TR L SNMPV3 HA— 0t 4T, I
| PP B viIN2e FBNAL, AR T SNMPVE Al
g || UL SNMP ALY | sNMPyac A4 7 SNMP IR LK
g | BE | MRS S AHHLI 4 7 2 B LR D 44— 5,
HALFOIRRIN vIv2e LT ) . S
40 0 5 M PR 1

12.2 JEAE

T 0 R Th e S A ML T2 B0 10 B BT AR S B e I I S A Cnise A& T AR, (BT R il i
B AR AT L — L AT S I AL B

TR S5y R LT P

Trap: &i% Trap R3CE %1 SNMP & B .

Inform: A% Inform i 3CiE %41 SNMP 45 33, JF H 2k SNMP 45 B IR [FIME B o A HHL & 3% Inform
WG, A4 T E A YR Inform [ HRSC, WIS ER Inform ) 3C. Mt EAL KBS, K
AHEEKIZEZ Inform 3. Inform HAH Sl 5EM, AXE SNMP v3 7] LLEHR] .

AT SR HCE SNMP (130 &1 BRI RE o
SEATTE R SNMP>>18 4014 B> >3 418 3
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#iEER
BEIPHEAL : UDP#A : 162
HAEamPE:
ReER vl v ERAl: E
THENZER ¢ Trap “ H
&t €1-255)
i B¢ 1-3600)

BEEAAIRE
pricEd BRuPHtE  UDPRO  E#EEAPE =288 Z283) EAZER P U 43

£ ez i1

K 12-8 WA

FHN:
> FELKH
H ) 1P Hbdik: HSEFEH 1P k.
UDP 3 [ HE AL LS A A AR ) UDP 35 1, 5 1P Mk dL (R
EM .. BRI A 162,
k41 P 4 P L BRI A4 T 4
LR b s DR R 7o i S W
ZEREH: Fic & SNMP v3 (#1144 215 o

e noAuthNoPriv: A IAIFAINE .
e authNoPriv: AU,
e authPriv: AIFINZ.
bR Rt A (P38 AR ST SR
e Trap: UL Trap JyaUkIZIE SN,
o Inform: LA Inform J5 Uk 1%3E 40, Inform B A 5w Al Sadk .
Hfk: S Inform FRICHYFLAL AL AZHNLAGE Inform HRILJE, 2 idils
IR 475 A R Inform [FIH SC, T4k Inform $i 3, IS &
B HBUE, BAHEREERIE Inform 730 ZRINA 3.

AT HERZHALEELRS Inform [BI N HRSCHI I ). BIZE G, BEA
i% Inform #3C. ERIAKH 100 Fb,

>  HEENFIE
pri= N A A HIEATINER, W2k
HE) 1P Hidik: WoREFEHLR 1P k.
UDP 3 1 R A AL A3 Sl R AT ) UDP i 1
HE 2 4 B BT AR P 4
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giqecy - bith BRI 2 k.

BELH: 7% SNMP v3 FIH P22 4450 o

THARAY. 7R R SR SO R

AR« IR Inform ST EAL AL

Hif: 7R3 Inform $ SRR S 18 I I [A] o

B s 4 H R <gnfit> 428, nTLMESnZaE a4 H IS8 BHoe

Y Jm mi<iB o1t B B EL

12.3 RMON

RMON (Remote Monitoring, ZEF2 M £ 1 40D 58 4 L T SNMPAA R 4544, /& IETF (Internet Engineering
Task Force, M THEAESSAD) - H ARHE R RE, AfFSNMPEE 432k, B RN =2 Hh i
B S, FIHRMONIIGE, M AT AP ERER 4% . I B sl ih £ Y I g, FRUR RIS i
Jiths B b2 PR . [RIRFRMON MIB- AT DLc 5% 19X 45 % BE RN Rt (10 25t T ALEATAe] o) i U
I [T Sk 5 AT AT A 2 R 2 . RMONEZD 7 SNMPAE B3 [RI A R ) (1) Gl A5 e, i f 4
AT DA BT A 25 B BRI Y 4%

> RMON K TAERH

RMON fL#7E RMON MIB H77fif 285 &, L EAN RMON fREE 5, HA T RMON 3011 1)
e, A SNMP [F3EA M4 5 RMON fCHIAS T35 B, AR MR BAS B (HIE kT
F BRI BR A, EEE JCyAIRI RMON MIB (438, — M R al LR B AN 45 &, X g4
it PR, FH . SRR A

> RMON®#A

AAZHHLSFF RMON BEs (RFC1757) woE DTS2 SiFe. goit dRTEd A

RMON 41 | Zifi JLE

P4l J 3k SR W 2% e A5 | SRR L SR TEIRR . B
B A7 R LU H S 32
I, AT A 25 A S0 A 4%

FE4l & A5 R FAE AL | AR R, G M A
B e peAbe S
S A B A A P AR A

PRI
gLt R A A R i | EFEEERE. BRI BRIk, )RR AL R
ISR Bt CRC M. &/ (HHEAD HEHERIC, of

ST LA R T B s ) Hi 0 . Ju A 64.65~127 . 128~255,
256~511. 512~1023 L\ A 1024~10240 5.
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TL-SG3216

16 4TIk — 2 WA HibL

B SE W0 45 E 1 4R A Bt

{ELJU) fh A 4R

ATHEI, — HEds

Eethefid 55 2

TARAR EE FEIR AL

IR R R BRE PR BIE R BR

FEATHREAL T AL E RMON [I85ANL, 45 05 S0 RAE . SR B R — N L

12.3.1 7 52 Rk
A TUHIKAC B RMON [r) 77 524

HEATHEEIHE: SNMP>>RMON>> [ 5 %4

AR FHATH
i3 Fs FHfRE FHEERR R HlEEE s
O HO1 v TR v
O 1 frimp 1800 monitor =H
[} 2 [ {mp| 1800 fronitar =R
O 3 wa1 1800 manitor ]
O 4 e {mp| 1800 fronitar =Z=H
O 5 [ {mp 1800 monitar =
O [ wa1 1800 manitor ]
O 7 wa1 1800 manitor ]
O 2 {mp 1800 monitor =
O 9 e {mp| 1800 fronitar =Z=H
O 10 wa1 1800 manitor ]
O 11 i 1800 monitor =M
O 12 fr{mp 1800 monitar =H
Kl 12-9 JJj s kAt
ZHN4A:
> PR
privkiz A4 B E R B .
5. WIRKFESHNT 5,
K H IEPEEAT R ()30 11 o
SRR R - TS vy FURAFE (RN Ta] (AT RE . BRI 1800 5.
Bl G R EZCRAE 4% H ISk
RE: R A TR H .
12.3.2 EHBCE

A TR RACE RMON (12112 .

HATHEEFTEE: SNMP>>RMON>>ZHA4RLE
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BHEE
i Fs RFE i Bl flEEE s
O Nane v =E v
O 1 puhlic Mane manitor ]
O 2 puhlic Mane manitor ]
O 3 public Mone fronitor =H
O 4 puhlic Mane manitor ]
O 5 puhlic Mane manitor ]
O 6 public Mone fronitar =H
O 7 puhlic Mane manitor ]
O 2 public Maone monitor =
O 9 public Mone fronitar =Z=H
O 10 puhlic Mane manitor ]
O 11 public Mane monitor =H
O 12 puhlic Mane manitor ]
K 12-10 FificE
ZHN:
> HHERE
% )i 4% H L E A E
PS5 BoRFEHTF 5.
HF: AP B o 20 N F RF LR AN, R 2 4 it
JIAEAT Rk
FiR - SR FA I RIAE R
KA. prit £ e S RISV
e None: MHAFATHEAE.
o Hi&: BN, Wik SNMP & BLRAF R
o N [EHFHUREREN L,
o AE&IMAN: F S SRATAT ML IF 1) 8 B WL ACILE T R o
Bl W5 eI R 5% H sk
RE: LR A k4 H .

12.3.3 24 &
AT A E RMON HI4E T4 F 4R 41 .
ATAEEIFTHE: SNMP>>RMON>>2 47 425 78
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EIREE
EE FS HEEE il HEPZER LHEE  EAEH TRAE  TEBE BRER R IBAIR ) fllEE brey
[F DropBvent  w v HERHE v v v 28 v EHH v
.} 1 DropEvent o mpl HEIHE 100 1] 100 0 e 1800 rmonitor =H
] 2 DropEvent e myl R 100 ] 100 0 25 1800 maonitar =R
] 3 DropEvent O HEHHE 100 0 100 ] ] 1800 manitar =R
.} 4 DropEvent e Jmil HEHE 100 a 100 0 25 1800 maonitar =R
F 5 DropEwvent fr{mp] #ETHE 100 a 100 0 - 1800 monitor =H
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14.4.1 Ping &)
Ping K I AT LUK MRS Hbll 5 5 30 2% 1 24 S 75 T, {0 90 2445 B 2 75 o0 23 R T, 2 0

2R

Ping K FE i F
1) AL H bR K% ICMP i R4 3
2) R TAEIE R, W HBRSEERRENZR SO, A HALRF] ICMP W 2R S EoRAk

NN ENSY
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Ping il
BARIPHIYE : 192.168.0.1
FIEE 4 #1100
Ping
FIERICE A4 FHO1-1024)
= 100 =k (100-1000)
Fing 558

Finging 192.168.0.1 with 64 hytes of data ;
Destination Hast Unreachablel
Destination Host Unreachable!
Destination Host Unreachable!
Destination Host Unreachablel

Fing statistics far 192 168.0.1:

Packets: Sent=4  Received=0,Lost= 4 (100% loss)
Approximate round trip times in milli-seconds:
Minimum = 0ms , Maximum = 0ms , Average = 0ms

K 14-9 Ping &l

ZHA 4

> Ping il
H A5 1P i S TSR FURR S S 1P ik
BB DAL H15 Ping Ky BB IO UO . HILAE B £
BIERICKE HUS Ping Rl i 2 AR I A K J8 . A P A £
Ao 5 0 % ICMP iR S ] i

14.4.2 Tracertkl

Tracert £l 7] LA A ASHA L H AR i Tl (s o W2 B, A8 ] % T LAy
HH LA Y A 2% 4

5 IP Hs m b s A TTL P B A UM R, Rrged ANl TTL FBUNE
o R 1P i A I TTL By 0 501 I, i el 8 R b Bt (0 2557, OF 40 B8 YR 52—~ ICMP
TR L. IXFE A R 1 H A 7E X 240 R AR R IS, TEAR 1 e 9 28 vh i 3

Tracert L FE
1) RHHRLE D TTL A 1 BHRSCE H R34

2) Bk CUNZRSOIT A — Mg [T A TTL I ICMP 030 GERSCH & A 3
B 1P AR, SCREAC LA S T4 AN i B

3)  ACHMLEBIRIE—A TTL 4 2 RS H I
4) BRI A TTL I ICMP #5030, XFEACHM LA 21 126 A b 2 i3t

5) HERU LR EBHRARIEH KRS, CHNAEE T WE S H 1 Preaed (0 pT i b 23 1)
Hitik.

HATR T REGET >>M 42 Wr>>Tracert Kl
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14-10 Tracert ¥l
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> Tracert &
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LERAS WAL, 0T LLB S FTPIL RS N &4 FTP (File Transfer Protocol, S/ ZETCP/IP
P SOB A JE TN JZ 0, 32 B T i R 45 A AAS M L2 T AL ST, 2 IP &% b AL SC 1
A S o AT LR A b S SO IE W R sh i, BT BUR FHFTPINRE T 8T 8 44

15.1 WEfFEREE

Ao E L AT FTPHiS54%
K 15-1 AT FTP In#i £z 14l

1. FTP RS 2ei ko 11 1 38 ML o
2. JWEIFENLEG Console LI SAS#IIES:, LB HFEN FTP RS2l LU R —& EHL.

3. BTV FA A AE FTP IRSTa3R3EE H R, JRE AN 7 44 3 68 LU AL 2 7
LA S H

15.2 P BB L

SERCEA ISR, VS TR 0D SR B A B LB R i, DU BEAT e L
1. EFITUE>> AR F>> M E>> 8l W >E R A s, FTIT %%,
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FEAERF @ » TP-LINE » ) ERaEEE
HEER SRR 4

2.

%0 Windows Catalog
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WinRAR

“ BT '
B FHTA 8
W, v 25 y

@ Internet Explorer
@ Outlook Express

@ Windows Media Flayer
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15.3 bootUtilZEE T & &4
FIH FTP ZhEehn ik ik 4 5 Bt AAZ B MUY bootUtil 28, 1544 N m it 5 kAT He

1. KEECE LI R D ER R R L) Console 1, FR4TTFRCE ) B K L. FTP s #s ik
BRI 1.

2. KACHHUNTHIE R, e A S T 250515 L Press CTRL-B to enter the bootUtillH
[l I 4% T Crl4Z B b 7 B2 B3t AbootUtiIS &, 41 4 15-6 T
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x *x *x x *x x *x
x TP-LINK BOOTUTIL(v1.8.8) *
* % % * % * %

Copyright (c¢) 2018 TP-LINK Tech. Co., Ltd
Create Date: Oct 11 2010 09:43:33

help - print this list

reboot - reboot the system

ifconfig - config the interface

ftp - config the remote hest ip,the user name,user password
and the image file name

upgrade - upgrade the firmware

start - start the system

reset - reset the system to the factory config.

] 15-6 bootUtil > 1
s G B s I TR B, v LAEAS ML L e — EA% AT Ctrl #28E b P RHEEAL, |
FIHEN bootUtil 311,
HEN bootUtil SRS, SRR EATHHLT IP S5, S 4g 0y
ifconfig ip xxx.xxx.xxx.xxx mask 255.255.255.0 gateway XXX.XXX.XXX.XXXo

AL VB AT B ALIF) 1P Hihil o 172.31.70.22, #iY K 255.255.255.0, MR E N 172.31.70.1,
TEmr 2R N BN 2 JE %A 45

[TP-LINK] : ifconfig ip 172.31.70.22 mask 255.255.255.0 gateway 172.31.70.1
RIGHCEAF BT AT FTP RS EIS L DI EACHNIN FTP edsds L H &b, mrd

kAN ftp host XXX.XXX.XXX. XXX user Xxxxx pwd xxxxx file xxxxxx.bin.

A DA RTHI) FTP RSS20 045 1P Hihk 4 172.31.70.146, % FTP R4#5 10 ) 4 Fls
53k 123, THHL TR TN t_sg3216_up.bin. T4l WI RN r. BN )G
Ei7q R85 N

[TP-LINK] : ftp host 172.31.70.146 user 123 pwd 123 file tl_sg3216_up.bin

I upgrade fir@ J5 42 P A T A6 THI L A5 4 v %1, g Ao s 45 )& - You can only
use the port 1 to upgrade, Wl F7R. 1AM GG 1 ERN FTP Ik5-#4%, 47 FTP %
ARG A KI5 FTP RS Al id o 1 1 5 BAUERIT =L FikiE.
[TP-LINK] : upgrade

You can only use the port 1 to upgrade.

Mg s RS K. Are you want to upgrade the firmware[Y/N]: Itf, %A\ Y JFUETH4K,
BN NGRHTE . R PR B R# AR IEAET I, THRAAE R 3 [TP-LINK] i &2
N

Are you want to upgrade the firmware[Y/N] : y
HEHBHABHBHBHABHBHBHHBHBHBHHBHBHBHHBHEH
HEHBHABHBHBHABHBHBHHBHBHBHHBHBHBHHBHEH

[TP-LINK] :

SES 6 ), HN start iy R S HAL, WR BB LR 7S St e g A A i G
H¥YN “admin”) B SAZHHLE CLI A& 11, T LLE CLI iy & BEATHedL .
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[TP-LINK] : start

*k k kkkkkkhkkkkhkkkhkkkkkhkkk*k k% 1 * k k kkkkkkkkkkhkkkkkkkkk k%
User Access Login

User :

IS TGS HAL T AR EE I, AT AR 2 AP HE NS bootUtil SE LRI reset T4
KA EAL, BALRWE R BINBCE,  ERAZIBLIIH P 2 A 65120 admin.,
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B SRA 802. 1X % P g Rk 4445 FH 3¢ B

75 802 AX PR ARG, 2 i A e N B 45 5 2 AR AT N IR B i, HLARAFIEATE 802.1X X
PRUEA BEME AL AU A AT BN LEA AR, 3940 A 3 m] S (0 2 7 i B AR R4 T AL

1. 2235

802, 1¥-V2. 0-Setu

1. BB UL, LR SRR, XXH%‘;%%%#PZEH‘/%@M UL B e
FONRAE, 41N 1 PR

TpSupplicant-¥2.0 — InstallShield Wizard
ERERES
MTFRREN B RRIES.

F2%w ) [ =E |

P A A VA
2. Wuili BB AR IR, 0PI 2 B

IpSupplicant—¥2.0 — InstallShield Wizard
&%
InstallShield Wizard HEEZZHERRFR , 1 HEF.

TpSupplicant-¥2. 0 SERIRFFIEHES InstallShield Wizard, BATERIETHEERE
e P

Hiik

2 WEA LR ATHE

Lri ), R ARG, K B RWGERGRHE, W~ 3 B, BhiN ] e <EBOE >
IS SUR T

w
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TpSupplicant=¥2.0 - InstallShield Wizard 3

WA TpSupplicant-¥2. 0 InstallShield

Tizard

InstallShield (R) Wizerd $GPEITELHLPEEd:
TpSupplicant-VE 0. EE#EE , FBRT “TF—H"

[ =

K 3 Wi tEHE
4. pihi< B> AT AR IR, A& 4 FR. mUE<EEL > AT RLR RS I AL

IpSupplicant—¥2.0 — InstallShield Wizard

EF A A
IR I H P S RO M e

G 5 TpSupplicant-¥2. 0 SESEH|L TR
C:%. . STE-LINEATpSupplicant-¥2. 0

(EI—pe|f—Zw) [ =E |

4 LA R AE
5. &M, wRIHSHCHE. i<t —=D>, Sl 2B e, Wt K 5 Frox:
IpSupplicant—¥2. 0 — InstallShield Wizard

nEEEEERT
A FEEE » AL IR T .

L i
INRERETRENEIERERE . FRE “E—F" . BE CRET EHEEER.

I—#o =%

K 5 IEAEZH
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6. sidi<wd>, JFUfwdk 802X &R, W NE 6 Fik:

IpSupplicant—-¥2.0 — InstallShield Wizard
FERS

InztallShield(R) Wizard IEFEZYE TpSupplicant-¥2. 0

K6 et fe
7. SERFRA, ARSI RSSO ATHE . N 7 s
IpSupplicant—¥2 0 — InstallShield Wizard
InstallShield Wizard Jukk
InstallShield Wirard EFETHIZES

TpSupplicant-¥2. 0, B * m.ﬁﬁ l:.J\iEerfxElﬁ

IREIRT T inPeap 4.0 2T LI , (F5EEH)
hitps/ Seww. w1ngsa org TR LN P capdh
e ‘_'Eﬂl A B2 RANE %‘[@Fﬁ

B 7 2258 O T HE

8. MBI N, 2e3sen, WRIHFENL EEA %% WinPcap 4.0.2 JRA L EHAE, ¥k
i H11% 802.1X 2 i B TIAIE . 176 M _I F 3% WinPcap i )f 285, shidi<sg B .

2. HE UL

T LI TpSupplicant R AFIT, AT DA IR [ 20 BT

1. H%$%: FFEE >> FrATRRFE >> TP-LINK >> TpSupplicant-v2.0 >> #1# 802.1X & P47 %
FURERAE I o A B AR I R 1 8 Bk
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TpSupplicant—-¥2.0 — InstallShield Wizard

iR
InstallShield Wizard MHESZHIEFET o (HSF.

Iyca licant-¥2. 0 SPREIEFFTFEMES InstallShield Wizard, EAIERETH IR
AR S IR

HiH

K 8 Bk HiE e
2. piili<od>, JHREEHEAE, WNE 9 Fis:

TpSupplicant-¥2.0 — InstallShield ¥Wizard | %

=hETehEEERERFEERAE?

2O Fw |

O AT
3. EEEARIA, Ah<TE>RKIAE DRI, R E 10 Fros:

IpSupplicant—¥2.0 — InstallShield Wizard

i1k

InstallShield Wizard ESREEIR TpSupplicant-v2.0

) W

B 10 SE kK
3. 1A B

1 SR, O S TP-LINK 8021 4 7k 1 e b O 17 IR, 8 P Aot HE A
1 R
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: TP-LIRE 802. 1K hif% /5% o

TP-LINK'

T

[ {RFER

BE: [|ex =l

M+ |Realtek RTLE139/810x Family Fast | + |

EH(C) e | B |

Bl 11 30 A
TEF P 44 RVEE R v N IR 45 24 i B0 B P A4 R3S, 1R P A B I A 2 T 15 AN 74
2. fih<JEE>sE, BREMESHEAE, RS m A TE Y, R 12 R
EBEH X

a0z, 1XFEEEERH
NG S = e R 3 ko

DHCPE $%
[~ B BEsEIPEEIE

BHRE
[ ETEr s E=hEH

BuBte |  ®wEo | BAC |

Bl 12 XA
BFETT R R 802.1X 3L (FRMARIRIO): IEFBLIUN, 7)™ i LUAH AR (1 75 217 28 ML H s DIE,
ARJE LA 5 AORGEAIER 3
Ghife B R IP bk GRS TR E T DHCP Jeds s % im0 e 1P, TSR I g «
WIERZI G DHCP Jledsds 2 A shan % ) i 1C 1P Huhil, 207 S 3RAE8 K 1P Huhik 5 4 RV 1) 19945

BFENE BSIER: LRI, W S e 52 1 8] P9 RIS L 2 T 4R 0
VU5 U3 25 S R AS 4 B AR R W] e H LI, XIS ) s B4 1 0 TR AR I 2

3. FELE LK 11 A U A <IER>, R AR A s VAR R, W& 13 B
i
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pitss
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fif%B RiER

16 4TIk = 2 M HAH

L

(# ABCDEEGHIJLMNOEPQ QR
ST UVY W]
RYHEG JILAER TR
A EEDN
AAA Authentication, Authorization and Accounting NIES ¥R 2%
ACL Access Control List Vi a4 #0151 £
ARP Address Resolution Protocol ML AT BRI
- Auto-Negotiation =R
B EEDA
BOOTP Bootstrap Protocol SRS
BPDU Bridge Protocol Data Unit W4 B LB A BT
- Broadcast Storm J R
- Broadcast I
- Broadcast Domain I
C EFED
CFlI Canonical Format Indicator PRUERS AR IR
CHAP Challenge Handshake Authentication Protocal JRv AR T i
CIST Common and Internal Spanning Tree NSRS AE R
CMP Cluster Management Protocol A HE N
CRC Cyclic Redundancy Check TR TR %
CoS Class of Service R 2545
CSMA/CD Carrier Sense Multiple Access/Collision Detect | #& 3 ilT 22 1 1 13/ S A6 I
CST Common Spanning Tree N R
D EFED
DHCP Dynamic Host Configuration Protocol A TFHECE PPl
- DHCP Client DHCP & J' ¥iij
DNS Domain Name System W4 R4
DoS Denial of Service C(EEAY e
DSCP Differentiated Services Code Point 2457 IR 55 Rl 15,
E EEDA
EAP Extensible Authentication Protocol GIE NS NN
EAPOL Extensible Authentication Protocol over LAN JREE M BT R A RE R
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BT JELERR AR
EAPOR EAP over RADIUS &% T RADIUS Hp% ) EAP
- Ethernet PAK A
F [ENEWR
FE Fast Ethernet PRI DL
FDB Forward Data Base Mk
- Flow Control s
- Frame i
FTP File Transfer Protocol SRS
- Full-Duplex XL
G [EFEWR
GARP General Attributes Registration Protocol 10 JE
GBIC Giga Bitrate Interface Converter TR e 5 g
GE Gigabit Ethernet TIRLLK K
GVRP GARP VLAN Registration Protocol GARP VLAN MY
H EEWR
- Half-Duplex T
HTTP Hyper Text Transport Protocol R SCAAL L
HTTPS Secure Hyper Text Transfer Protocol LB A AR Fi L
I [EFEWR
IANA Internet Assigned Numbers Authority IR P 2 5 AL T 2
ICMP Internet Control Message Protocol IR A 4 1R S s
IEEE Institute of Electrical and Electronics Engineers | HipL T FIifith<s
IETF Internet Engineering Task Force DRI Y R 45 40
IGMP Internet Group Management Protocol HIPE ZH A FE ML
- IGMP-Snooping I I 2 A R PN B AR
IP Internet Protocol HIRPIER L W BR R
- IP Address IP kil
- IP Multicast IP 41 4%
ISO International Organization for Standardization FrbrifEfb 421
ISP Internet service provider DRI 9 e 25 B AL
IST Internal Spanning Tree DAL A s R
ITU-T International Telecommunication Union - ] o A3 TG S - HL A5 e 43
Telecommunication Standardization Sector
J EINE

Jumbo Frame

K
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RWXHE FELEIR B AR
L EEWR
L2TP Layer 2 Tunneling Protocol =11 S ERDISNE
LACP Link Aggregation Control Protocol B R A BN
LACPDU Link Aggregation Control Protocol Data Unit TR SR AP PR T
LAG Link Aggregated Group HE R Gl
LAN Local Area Network JRids M
LCP Link Control Protocol Bl s 4 s
M EFEWR
MAC Media Access Control B4 427
MAPT Network Address Port Translation W) 8% bk ity 1 % 360
MIB Management Information Base AR B
MODEM MOdulator-DEModulator VAR 2
MSTI Multi-Spanning Tree Instance 2 R S A5
MSTP Multiple Spanning Tree Protocol ZE A I
MTU Maximum Transmission Unit B KA BTG
- Multicast %k
N [ENEWR
NAPT Network Address Port Translation K] 8% b ik iy 1 %
NAT Net Address Translation WA 24 T il 2 4o
NDP Neighbor Discovery Protocol AR5 R I
NMS Network Management Station ) 25 4 Pl
NPDU Network Protocol Data Unit W4 2% B SO A BT
NTDP Neighbor Topology Discovery Protocol A S IS
NTP Network Time Protocol W) 28 s ] B L
- NTP Server W) 5% IsF T e 55 4%
O [EFEWR
oID Object Identifier X GAR LT
oSl Open Systems Interconnection IR S Hi%E
OSPF Open Shortest Path First FF T8 R B AT
Ooul Organizationally Unique Identifier ERG —BRURF
P [EFEWR
P2P Point To Point RE
- Packet et
PAP Password Authentication Protocol AR PR
PCB Printed Circuit Board EEHIEEN2
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BT JELERR AR
PDU Protocol Data Unit P BT
PING Packet Internet Groper Internet FLER 2%
PoE Power over Ethernet DA A AL H,
- Port Uiy 1
PPP Point-to-Point Protocol ==Y
PPTP Point to Point Tunneling Protocol J=Pap=Ns SRS
PQ Priority Queuing P BAA1
Q EEWR
QoS Quality of Service JIk 25 ot
- Query A
R EEPR
RADIUS Remote Authentication Dial in User Service TFEANUESR 5 H IR SS
RIP Routing Information Protocol ESEEREDSNYINNG
RMON Remote Monitoring TCFE Y 2% WAL
RSTP Rapid Spanning Tree Protocol PR A A P
- Router % A
S [EFEWR
- Server k55 4%
SFTP Secure FTP LA AR MR
SNMP Simple Network Management Protocol ] B D) 8% 5 B PR
SP Strict Priority Queueing PEREAL S BN
SPF Shortest Path First S N AW
SSH Secure Shell GARHNTE
SSL Secure Sockets Layer s iz
STP Spanning Tree Protocol EN RTINS
- Switch ALHAL
T EEWR
TCP Transmission Control Protocol AL s s
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