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5.3.1 R4k (System Description)
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5.3.2 ALK (System Mode)
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A Division of Cisco Systems, Inc.
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.
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5.3.3 % K #4EFE (Forwarding Database)

5-7 Forwarding Database Jit4&

I_.!NIKSYEa ] ] ] ] y . Cisco SYSTEMS

A Division of Cisco Systems, Inc.
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5.3.4 Z 3 REYEE (Multicast Forwarding Database)
B 5-8 2 #H K B e B

]
LINKSYS . . . : o .. P

A Division of Cisco Systems, inc.

| Ripiid | RAGHET | BRNEE | SEEEBEE |

WMACHHE L
%5
MACH L FE %% ik BOE  RASE

00:01:01:00:5E:00:01:07 IGMP Snooping Dynaric MNetwork Assist Fwd: 2, 3, 4 Fwd: 2,3, 4
00:01:01:00:5E:00:01:02 IGMP Snooping Dynarmic Metwork Assist Fwd: 2, 3, 4 Fwd: 2,3, 4
00:01:01:00:5E:00:01:.03 IGMP Snooping Dynamic Metwork Assist Fwd: 2, 3, 4 Fwd: 2,3, 4
00:01:01:00:5E:00:01:04 |GMP Snooping Dynamic Metwork Assist Fwd: 2,3, 4 Fwd: 2,3, 4
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5.4.2 ARP % (ARP Table)

B 5-10 ARP Table %

L!NKEYSE A L Cisco SysTEms
" m

ADivision of Cisco Systems, nc.

| IpHtE | MR B |

1Pt Wil 20
192.160.2.1 00 09:6B:57-ED:1F 2
192.150.2.265 FF:FF:FF.FF.FF.FF 2
192.160.3.1 00.09:58:57:E0:20 3
192.150.3.255 FF:FF:FF.FF.FF.FF 3
192.160.4.1 00.09:66:57:-E0:21 4
192.150.4.255 FF:FF.FF-FF.FFFF 4
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T R A WL e A 2 (A R o HOHE AR I (ARP) i 22 A7 T Wl 5 A8 #e
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IP Hbdk — AN 27 201 TP Hdik.
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Port —uiij 1 4 5.
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5.5.1 i DL E
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VIS 2

B 5-12 i &

Linksys®

Cisco SYSTEMS
A Division of Cisco Systems, Inc. 4 4 3 4

Switch & &
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TRRAEMER Enable Enable |[Enable [Enable Enable [Enatile |[Enable |[Enable Enable Enable Enable Enable Enable Enable Enable [Enable [Enable [Enable |[Enable [Ena
EHEH On [ On [On [ On [ On [On [ On [ On ©On ( On  On  On  On  On [ On | On [ On [ On | On | O
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BEERE Enable |Enable |Enable |Enable |Enable |Enable |[Enable |Enable Enable Enable Enable Enable Enable Enable Enable |Enable |Enable |Enable |Enable |Ena
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TRZEV T8 — Ay S (1 vy 1

ST 58 — A SR I i A5
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1. mE AN AN L, P B TaE R i OB L L R LU BR . Rk AR
A B, VR AT iy AL B K i D B kA E 4 AL

B 5-13 ui LS B 5E(2)

L[NKSYS . Cisco SYSTEMS

of Cisco Systems, Inc.

Switch & &

| RORCE | VLAN | VLAN B0 IEEEW IEEEW%DEEE | LABCE |#mOMT | GARP | IGMPELR |
#»0O 1,2,3,4
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e e
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o BB — RV DU T R B OCE . 8{Ek enable.
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5.5.2 VLAN Fi &

BEIFH/EE % VLANS, fRISE Rk mifis VLAN o VLAN & B FPRS TRl R
W
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A Division of Cisco Systems, Inc.
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B —fI#58 VLAN
4 — BSAFAER VLAN
%’ — MR VLAN
FEAT— O848 X VLAN [ VLAN ID f1& i FE B, VLAN 1 A T) g, 6
TEM % o
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FRICEE LN AE VLAN 1 — N E B AR AT A I R AR 0 & enable, {5 B & LL AR
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5-15 VLAN JiC &

LiInkKsYSs®

Cisco SYSTEMS
A Division of Cisco Systems, inc.

iga,

a [ipm=| switch B [oos|

Switch & & i , : - .
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VLAN ID [
VLANEEE i
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PPl © o|c|o|lo olo|loleo|o|o|o|oo|e|o|loo|o|oo|o|o|o|o|o
2Pl ole|e|e|e oe|e/e oololojojolojoloe|eleeeeeele
bl olojeje|ojo|o|o|o/o|oje|o|c|o|o|o|e|o|o|o|o|c|o|o|C|o
_Eooooooooooooooooooooooooooo
s o e e eleeeeeeeeeeeleeeooolooooce
S
& =5 ' BATERY
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FRIR — A R EE PR 5 A5 11 2 B VLAN [R5 2K

FRIg— AL B2 75 T VLAN 3 IR IEAT A
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5.5.3 & VLAN 35[0

fic & VLAN i 1, 48 [0 S PRk I Switch BR & i VLAN . K B —A5 R
P 7 FEAL ) o .

B 5-16 VLAN i i & b 4=

A Division of Cisco Systems, Inc.

L!NKEYEQ bed ‘ s CIS60 SYSTEMS

Switch & &

®0O & 1 2 3 4 5 6 T 8 9 10 1" 12 13 14 15 16 7 138 19 2

& il O O | O O O O O O O O F 0 O O O O O E

#E Mbhps s, PEA 100 A A, A&, A, 100 A&, Y M, PEA RS A A, A, A&, A&, A&, M#
wmOFE Lag | Lag | Lag | Lag Man | Mon

EERE Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auts | Adto | Au
RLEE Auto | Auto | Auto | Auto | Auto | Auto | Adto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Auto | Audto | Auto | Auto | Auto | Ao
SRREMZE Enable Enable Enable |Enable Enable Enable [Enable [Enable |Enable |[Enable [Enable [Enable [Enable [Enable Enable Enatile |[Enable [Enable [Enable [Ena
EREN On | On | On | On | On  On | On | On | On | On | On | On | On | On  On | On | On | On | On | O
B [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Enable [Ena
23=1 ] Enable |[Enable [Enable [Enable Enable Enable Enable Enable |Enable |[Enable |[Enable |[Enable [Enable [Enable Enable Enable |Enable Enable |Enable |Ena
BERESEINL Enshle Enable Enable Enabls Enable Enable Enable Enable Enable Enable Enable Enable Enable Enable Enabls Enable Enable Enable Enable Ena

FBEFRR OIRE S R E | emEgemoRE |

i

£ |
== 3 B

R o VLAN 3 5 8

® PVID — il B ES Ambric ) frameiipriority tagged frameffJVLAN 1D, It
LIS IAFIIVLAN, T s fE 2 1o

® WEZKFrameM — i AEULH T BB S K frame . BEITAT VLAN only’
A’ Admit A11. 4% VLAN only’ B, 7Es DRI A AR i i Epriority
tagged framesx# B3v. MUE M Admit ALL I, EUbHG FOBCE A bR L 1 frame
Bipriority tagged frame<>#iHe sz HAl$g @ MmO IVLAN ID(H . ST —FPk Iiasbr
LMWL 1802, 1Q VLANKRUEREL .

o HEKVLAN IDFEFFR 3 — nfE Nenablediidisabled. i enabledi, S
A3 A S BEVLANIRUSC S, B2 555, 7 b1 16 Frame o LUBRE 1)
VLAN TDACHH BIVLAN, Ao A AR IE FRIME, VLANGT W B2 0TT 4G 52 A3 LIVLAN 1D, 2415
Hdisabledi, Frf IMifk802. 1Q VLANARHERE ., T.) #t44{iiEdisabled.

® R4 e DIk AL 0 E S IVLAN S8, i R E . i MBS 2 A8 #epL
(RERER N

& 517
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A Division of Cisco Systems, Inc.
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Cisco SYSTEMS

IF_H Switch BE |6l

Switch & & | L =1
|WwAEE | VLAN |VLAN & | £ | EmEEDIEE | LARRE &m0 | GARP | IGMPEE |
Eu] 8
BOSNEEME D [+
THESERER [adnit 411 ]
BAs [Disable v
173 %

* ¥ VLANID — AN NRSEHAH A A VLAN o BER SO 205 22 #2 L VLAN
1D.

»  TEESZ Frame Z8FY — A W e 2R e B W] A2 RS AR,

= 3 VLAN ID HRFRI 3 — DK I 8 806 Z45 2 #2101 Ingress Filtering
ifit. WA Ingress Filtering ThREMEICH], W B AW VLAN ID B 5 iZ ez T
JE ) VLAN ANFF, AN & 9852 155 R 21)7% VLAN 53 (1) 3
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5.5.4 ARMEE
MO EFERR AR, 45 S ki Switch BB I il A2 . BoR bl R &

& 5-18

#%8 | ipmz | swirch B2 |oos | 22 |22 | %ite |2 |8 | 6

Switch & & '
|EEEE | YLAN | VLAN ERE | EEE | ERROAE | LABE |RAEDN | GARP | IGMPER |

Spanning Tree Admin  [,- 0

Mode

Forc:a Protocol [TEEE 202, 1= »|
Version L

Configuration Name DD—DS—GD—UD—DD—Dz
Configuration D (0 to 65535)

Revision Level

Eg;“ﬂ“r““‘)“mﬂ%‘ [Dxac361TTE50 28304458382 | dBab26de62

CST Bridge Identifier  [80:00:00:03: 6d: 00:00:02 | N

CST Bridge Priority 32788 | (0t 61440)
CST Bridge Max Age  [20 | (5 1o 40)
CST Bridge Hello

Time L (110 10)

CST Bridge Forward T

sy [15 |4 1020}

CST Time Since [0 day O hr 0 min O =o|
Toepology Change L

CST Topology 0

Change Count L

CST Topology [Falze

Spanning Tree Admin Mode — 4= b & BRI, T ) sl oG ]

Force Protocol Version — i il /1] 4= sl bt Wi iSL R i A, T 1 $ETEEE 802.1d, IEEE
802.1w, IEEE 802.1s2—.

Configuration Name — A= sl b Bl BC 44 FR.

Configuration Revision Level — A= s s fic & iR A

Configuration Digest Key — {Z’rDigest Key.

CST Bridge Identifier —/~Bridge Identifier

CST Bridge Priority —[it % Bridge Priority

CST Bridge Max Age —[il & CST Bridge Max Age

CST Bridge Hello Time —Ji % CST Bridge Hello Time

CST Bridge Forward Delay —/c & CST Bridge Forward Delay

CST Time Since Topology Change — X/~CST Time Since Topology Change
CST Topology Change Count — £7~xCST Topology Change Count

CST Topology Change — Z.7RCST Topology Change

CST Designated Root — .7RCST Designated Root

CST Root Path Cost — . 7~CST Root Path Cost

CST Root Port — {.7RCST Root Port

Max Age(secs) — \Z.7~xMax Age

Forward Delay(secs) — !ii7rForward Delay

35



® Hold Time(secs) — Z.7rHold Time

® CST Regional Root — {.7RCST Rigional Root
® CST Path Cost — . /~CST Path Cost

e Bt B R B s Pl B 0 2 AR R s 5, b e
MST ID

MST Bridge Priority

Time Since Topology Change

Topology Change Count

Topology Change

Designated Root

Root Path Cost

Root Port

FID

VLAN ID

BT — 2 A, SR ERR B Rl IR B
5-19

.3 [ =
L!NKSYS L ! ! . ° i Cisco SvsTems

A Division of Cisco Systems, Inc.

g 7 410 11 12 12 4 158 7 12 18

Switch B & | i | )
BREIBREE | VLAN |VLAN AT |tRH | A RMOEE | LARR AR | GARF | IGMPELR |
MST ID 0 [{1104004)
#3

® MSTID—iiE 4 ID
HEMANILZ AR SE, BB b
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&

5-20

LiInksYs®

ADivision of Cisco Systems, Inc.

Switch & &

Cisco SYsTEMS

MST ID [t ]

Priority ‘ézmaJ' 0 to 671440)
1

VLAN ID [%

Bridge Identifier |SD 01:00:03: 6d:00:00: D2J

Time Since Topology Change |D day 0 hr 0 min 0 seJ
Topology Change Count |
Topology Change

Designated Root
Root Path Cost

Root Port

123

MST ID

Priority

VLAN ID

Bridge Identifier

Time Since Topology Change
Topology Change Count
Topology Change
Designated Root

Root Path Cost

Root Port
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5.5.5 AgiinHAE

O RO i 11, R 1) S SR 0 Switch L B I mial £ W Is DAL R . ol T4

& 5-21

Switch & &

= | Switch BE |0os | &4 | m8 | % £ i | wepe | 3ER
[ROBCE |VLAN [ VLANIRO | ER# | ERHECORE |LAGRKE |HOE0 | GARP | IGMPEIEE |

Spanning Tree Admin
Made

Force Protocol
Version
Configuration Name
Configuration
Revision Level
Configuration Digest
Key

CST Bridge Identifier

CST Time Since
Topelogy Change
CST Topology
Change Count
CST Topology

=]J:.sal:ule bl

[TEEE 202.12

|00-03-6D-00-00-02

0 ](0to65535)
|Dxac36177£502830d4bB382 1 d8ab26des2

[a0:00:00:03:Ad:00:00:02 |

CST Bridge Priority [32168 | (0o B1440)
CST Bridge Max Age |20 |(§ to 40)

CST Bridge Hello |

Time 2_[{1to10)

CST Bridge Forward

iy [15 (410 30)

TD day.D I.'nr D min D =e|
1]

[False

MST ID— i ZEMST 1D

St I — i iy

Port Priority —id & Port Priority

Admin Edge Port—[ii & Admin Edge Port

Port Path Cost— it & Port Path Cost

Auto-calculate Port Path Cost — £ /~Auto-calculate Port Path Cost
Port ID — 2 <Port ID

Port Up Time Since Counters Last Cleared — .7~ Port Up Time Since Counter
Last Cleared

Port Mode — £ <xPort Mode

Port Forwarding State — {i’/xPort Forwarding State

Port Role — .7~xPort Role

Designated Root — ' 7~xDesignated Root

Designated Cost — i’ /~Designated Cost

Designated Bridge — i <Designated Bridge

Designated Port — 2 /xDesignated Port

Topology Change Acknowledge — !i.7~Topology Change Acknowledge
Hello Time (secs) — !.7xHollo Time

Edge Port — /~Edge Port

Point-to-point MAC — & 7<xPoint-to-poing MAC

CST Regional Root — .7~CST Regional Root



® CST Path Cost — . /~CST Path Cost
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5.5.6 LA E(Link Aggregation Configuration)
X E AR AR, R P Switch BCE JF A LABCE . Pra ik &4 (LAGs) W
TR ORI LU N &

5-22

L!NKEYEO i . . ] Cisco SYSTEMS

A Division of Cisco Systems, Inc.

Switch & & | - ==
|EROECE | VLAN | WLAN BRO |ARE | EEROEE LA RE [WOED | GARF | IGMPEIE |

LAG 30 LAGHREF EWMEA EERE LinkTrap STPER HRAKRO B
1 LAG1 | Enable | LinkUp | Enable | Enable | 5575 &%
2 LAG2 Enable | Link Up Enable Enahle |11 ,12,i3,14%¢’x

LAGHG O — ILAGIK)Z 48 11 .

LAGEZHR — ILAGHI4ZFR.

EERE — HWLAGRGER.

BB — ILLAGHIE B, TF I B C M.

Link Trap — &SRR, Xt R yoe 25 KikTrap. 1. 644 (i £enabled.
STPHR, —HLAGIISTPHIR, JT 5 8% H.

RO — IR ELAGH a5 1 B 22 4 84 0 45 12 45 LAG.
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BIEE—ANFTH) LAG SRS EFFELER LAG
Al s LAG , B HBLLLR R

Cisco SysTEMS

Switch & & o
| EROECE | VLAN | YLAN D |LABCE |#OBRE | GARF | IGMP

BREESER
ERES
BRaK
BAE |Dasable
A R S Enable
E—=] 1 2 3 4 5 6 T 8 g 10 11 12
F F\ F F B F B F F o 0O
Eu] 13 Ui 15 16 17 18 19 20 21 22 23 M 25 6
BB B B OE B B B BB B B BB
=]
s

»  LAG &R — It LAG 4 FK.
= FHEMER - LAG (B, JT R B,

=  LinkTrap — ERRESHCRIN, YE A KIE Trap. 1) 4 EE enabled.

= STPER — IHLAGHISTPEIL, JT/3 8.

= RN H — ST IS 1 DLE PR LAG R 2 A 8 i LR E ST

LAG.
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5.5.7 ¥ 1l

A B AR Ui 11 W, F S PRk T Switch BB IE AT AW K LD R B
K 5-24

Cisco SYsTEMS

Switch & &
MmO [EHRE |
wamin RS
O [Disable v

o BRWEG O - AR E BRI A5 AHR 2 W i 7R "Not Configured”..— HLEC & 4, 4K
DNty 1K AN D0 28 32 e PR i |1 4 AN AT ART A S U i AN BT A A 7800 T R
IS INZE R UK ANBE 25 PING A # LB EHIA A # AT A#EANRE PING #8300 T H.

o AT - AR s I s 5 AR 4 2 I i 7R "Not Configured”.

ORISR - kR O IR R, EA PRI disable il enable. 1. HAE{E

+& disabled.
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5.5.8 GARP i &

fi 10 S B8 T Switch BLE I i GARP o 4 HLLL N i
K] 5-25 GARP Jii %t

&
LINKEYS - : Cisco SysTEMS

ADivision of Cisco Systems, Inc.

45 S A
&L |IPREE | Switch B&E r—q

|ROBEE | VLAN |VLAN RO | LABCE |SOCBER | GARP | IGMP (Tl |

reshos EHIPEE M Disable v |
Freshos A RN Bisaﬁ;f;:

1 |Disabled Disabled| 20 | &0 1000
2 |Disabled Disabled| 20 B0 1000
3 |Disabled Disabled| 20 &0 1000
4 |Disabled Disabled| 20 B0 1000
5 |Dissbled Disabled| 20 | &0 1000
& |Disabled Disabled| 20 &0 1000
7 |Disabled Disabled 20 60 1000
& |Disabled Disabled| 20 &0 1000
9 [Disabled Disabled| 20 | 60 1000

%N % % RN N[N S

SEHHl GVRP — A i (8 GVRP T T J s .
A AL GMRP — 447 1 GMRP T HETT 3 5k ] .
GARP FHFE —ItR ERra A GARP 5 5. K5

o ¥ GVRP X\ - F& itk 11 GVRP & LI & I fig /& enabled 53 disabled.. T
] B4 {E 2 disabled.

o ¥ GMRP A - #5H i 1 GMRP 4 HF# & [ fE /& enabled 5k # disabled. T.
] 48 {E 2 disabled.

o JIMAJAHA- e EEGZ M GARP PDUS f&i% 7 M o1 W 4% i g 4, M A fE 4 & — 4> VLAN
B AR AL XS B R A — AN B GARP 2 538 3Lah 1) — Bl . SR VFE R 10 2
100 JEFP, ) A {E S 20 JEFD.

o BEFFRA- T8 LR R B 2 AR S AR — N B T S M SR i BRI K.
HT B A2 VLAN B8 2 3 411X 2 DRI [ e — AN R4 GARP 22 535 LAtk 1 —
R vl AU VF{E N 20 1) 600 JEFD, T S (i 2 60 JEFD.

o EHEFEY- Xkt Leave All Timer f IR LLH IEK 7L PDUs. Leave All
PDU it T A M .53 2 S RIFE B — N B — > GARP 2 538 3Ll 1) — Bl . ARV
73 200 % 6000 JEFE, 1) S48 {8 2& 1000 JEFD.

® JLESAFHIGARP MGMRP ) A] Ly ae i H e Ja — B B bns . LU bR
AT

43



K] 5-26 GARP Jif #:(2)

44

Switch B ;
|HRCIERE | VLAN |VLAN D | LABRE | ST | GARP | IGMP il |

0O 4
ROGVRPER [Enable ¥
BOIGNRPES [Enable ]
GARPi-HE
) [ ]
axioiE (EH) [

SBRLHI (ED) E_'ib'uﬁ' |

] b

30 GVRP 83X - Fi5 i 1111 GVRP & 21X B 7T fig /& enabled Bt #  disabled.
R IE R disabled, % 32 I8 [a], 25 FF I R) A4 25 7 1R I TR) 8 AR 280 1) g i
disabled.

B0 GMRP B - 45 H I 111 GMRP A3 [ . & 7] §2 & enabled B{#%
disabled. {1 R &+ disabled, % #2158, 25 T 5 o) A4 35 FF A I ) 3% AR R ) i i
& disabled.

TIANFE - 5 E B 2 1] GARP PDUs %1% i I R 03 A% 110 ) v, B g e — A
VLAN ¢ 2 41 LI R B — AN A GARP 2 5 3 3EaE 1 — R B0 S VFE R
10 3] 100 JEFP, 1) B {1 20 JEFD.

EIFRRA - F5 8 BLI ) ) B 25 S A AR JE AR — AN A A W ) 7 R 2 W Rk
TR YA R E S —A VLAN B 2 410X & M 7E A — A8 58— GARP &5
F A — RO VA 20 3 600 JEFR, 1) A {2 60 JEFD,

EFEIF R - X2 Leave All Timer $Hl/EAE 22485 2Kk ™4 irf7 PDUs. Leave
All PDU F& H JIT A3 73 3K A I TR AR — AN 1, B — > GARP 22 5 2 JL4ih (1) — Fi iy
#L. SRVHE 4 200 2 6000 JEFP, 1) H44{H 2 1000 JHFD.



5.5.9 IGMP Zi#£(IGMP Snooping)

AT H/E G S IGMP BIHRTCE . 48 7S 1T Switch L& Jf i IGMP B1#%. 4t
LR B4 o
5-27 IGMP Snooping Setting

LinksYs®

A Division of Cisco Systems, Inc.

T . 410 1121314 1516 17 1;5: 13 2 .E 2324 Gl

Switch & & J
| BROIBEE | VLA | VLAN RO | LABEE | SCIRLE | GARP |IGMP TR |

EREL [Enanle o

HERRER |260 | (1 to 3600 seconds)
i}gﬁgﬁtiﬁg_@gm) [0 ] {1 to 3600 seconds)

SR R R o 0 0 to 3600 seconds) D
H R EEHHER % 0

2 345 6 7 8 9 101112 13 14 15 16 17 18 19 20 21 22 23 24 25 26
Enable O|O|O|C|O|C|C|O|CO|C|O|C|O|0 O[C|D|0|0|C|C|C|C|0|C
eeeeeeeeeeeeeeeeeeeeeeeee

|

= EEES - FEHNAESSHHLA IGMP SR T A 1E .

= ZERRRAXIE - AR STHRHUR IR — 5 1 0 H 2 AR 2 DR R R
AR E £ LR S AU T IGMP S K s 2 IR ) 4B Y B A 1 31 3600 5,

= KR - 4RSI A R e AL AR 58 1 1 A At i A
AR EEAEAE (R I 8] B 25N T IGMP ) il J& R (2. 95 B4 1 %1 3600 5.

= SRRERASHILE RN - QR AR AN R B ) A BT R ) B
BRI WNEEZ s Er Ik AP ey 24

= ZHEEH) Frame $tH —iXBosh CPU AbBE I 2 i K.

= IGMP FEHFMARK —tar &7 2 % 1 IGMP BRI RETT A B ]
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5.6 k%= (QoS)
eI AT L, RIS, Miihrs QoS |, 4 I BLLL s,

5-28 QoS it 5

Cisco SysTEMS

| Diffserv BR® | Diffsery fP2E | Diffsery 3585 | Diftser AR | HEEERSI |

DiffServER#i5L iEnablE v;
bi=nd
MIB& HAEERAEE
EZE3 0/25
EZ3 LIS [ 07150
R 0/52
ERRAR 0/520
[EmEH® [ 0/520
EBsx [ n/s2 Ly

= Diffservlit® —il/RJTH %] DiffServ #AE IR A A 7R DiffServ — IR A/
5 8, B HArrArBOy 205 B 5 B H 5o A T8 E R E 2 DiffServ FAH MIB
*. 2% 5.6.1° Diffserv Conf.” .

»  Diffserv &4 — il & Diffserv %64, 2517 5.6.2" Diffserv S5 E .

»  Diffserv 5% — il /i lic & Diffserv 5% . 2 W55 5.6.3” Diffserv 5% .

=  Diffserv R4 —ibfRIEC & Diffserv ik45. 0% 17 5.6.4° Diffserv 155 .
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5.6.1 Diffserv i &

v DiffServ iz 1R S XS SiANSI/E A 2R DiffServ — IR A9 24145 5, 45 17 51 B 18 I
QoS Ji riili Diffserv BB . KFHHBLLL | BE4

& 5-29 Diffserv it & i 4

LINKEYSQ : : > o000 : : : : : : : ; b 4 5 . Cisco SYSTEMS

A Division of Cisco Systems, Inc.

SR bit-S witeh

m—— r»-uq l 0os

| Diffserv 28 | Diffsers f2E | Diffsery 388 | Diffsery IRE | 3FEREREI |

DiffSernvETIR [Enable v
B
MIBE HREERAER
E:E3 0425
EERUE _ 0/180
W 0452
EREAE 0/520
EmEHE [ 04520
BEE _ 0/52 Ly

DiffServ B BRI A7 ¥ & DiffServ iz VR R ENEX S AEE . HAH A enable 5
disable. #4411 /& disable. X4 disable I}, DiffServ [ B4/ 4% {5 B4 A o] 4l i 2y, (HEANENE .
24 enable i}, Diffserv ik5s A4 a1k

DiffServ —fCR A 4145 B3R F—DiffServ — etk A 4 4145 5 I R A S e R 2 28
DiffServ & 1] MIB & [¥) 241y & i Al K2 i o

ZEFRYWEER  BARYWESERETLEIEH
ERFRRNEE WSS ERRAAE.
FZFMNRLATTEE B MarEgOE b &5 % H .
EZMNEBRKER DRSS LR KB,
RERLYIAR B Yar ks &5 105 H .
RIERBEAKEFRE LR RmEEH KA,
RIEEHIRLGEAR o iR sL R b &% H .
FIREPIRBEABTE T KIS R K AR,
KRIEBHERYAER W Yur kg @R &5 H .
FRBHEREBAAEE BB RE KR,
MERBHWAEE B RERPEIINEH .
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Y

= RERBREE  WRUETIRS KR E .

5.6.2 Diffserv Class Configuration
fic ¥ Diffserv 554, fi5 =2 HLIT QoS Jf riili Diffserv &4k, K HILLL T b %,

& 5-30 Diffserv 254 ji 4

L!NKEYSE : : : : : : A . Cisco SYSTEMS

A Division of Cisco Systems, Inc.

gabit

| Diffsery BEEE | Diffserv #2% | Diffcor #BE | Diffcery JRE- | #2ERH] |

QoS

] SgHa
FEER FEXRR SEFS e & g =
classi All Protocol Keyword 1 ficmp) [Na %
class2 All Destination IP Address 172.16.1.11 (256.255.265.0) |No ﬁ

Diffserv &% — WosH 7 XIF Diffserv 554, b b (1) Elbr @ LAk

"B —fgHr Diffserv 254%
T UFESE N Diffserv SR N4t
*® 0’ — B Diffserv 52k

£l —™ Diffserv &4

7t DiffServ H 2525 (145 2 LMy

MBS WA DSCP, At ) Multi-Field(MF) 254 (%FR, 555 414) (BLE Behavior
Aggregate (BA))

MR IKSFE  FH5E BA 8 RIKIARS Ko W& L, DiffServ 5K — AW )Z2: 1. kS
/PHB, 2. 254
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SERAT G A AT BRI SF N, N REGOE SOt A B AR LA E B 2 1) 55
P R BN E AR ARG EUCVE W SR AR k- B A S b AN B
HFEIEE .

QUEFT S, R AR R I BLLU R

5-31 Create a Diffserv Class i %=

o
L!NKEYS > 2 Cisco SYSTEMS

A Division of Systems, Inc.

B SRR |
FEmThE (411 [

|

Ao ZFR — DiffServ 2544 (1 4 7.
Lem A — Diffserv 2524 254,

B in—A-4443] Diffserv &4

FEBLBR A BB 4548 2 SR IAT G AR o ARTTHER A I Y A A FHZ S N 5 26 AR 4 L
RHGIEL— AN AP E 4 1 e AR
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& 5-32 14 il —/~ 45121 Diffserv 252 57 %

° - -
L!NKEYS i Cisco SysTEMS

A Division of Cisco Systems, Inc.

AR

| Diffser: B2E | Diffserv P2E | Diffsery 58S | Diffsery JRS | HFEEREE] |

E k41 jclass] | _E‘Szﬂ

s

FETakE ‘Destlnatlon MAC Address ZI
Hagft #H R

Protocol 1 (ICMP) | Mo

BRFEIERFTE— XH) AR REE PRI NN 3 (SR I T 75 & 4 1F. 755 4 Every’
Lo, BEBARIR A FE AT SR E A BRI S AME NS B . A8 & 1454,
FT R & 5 AF % £’ Reference Class’i), il f7 sG55 & H 28 4L -

o WUERIEE SR A S 0, "Reference Class’ &40 878 ik .
Szl N kR ik Reference Class’ 14238 N5 & 44 LK 5
oo

s WRIRE S S T N, Reference Class’ i AS L& 7E F k441
oL R P TR NS 2 AR g, RO ¥R R S S R 2 LRI 2% AN R FER ALY

.
DS RS e S ERIN T

e Destination IP Address - DiffservZ 2 A7 &4
TEFR T MG SR IMAGET H 13 1P sk i 575 444

K] 5-33 Destination IP Address — Diffserv [F&7& 2545 bt 5E
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. - <
L!NI(EYE L . . Cisco SYSTEMS

A Division of Cisco Systems, Inc.

| Diffsery B2& | Diffserv #2E | Difsery B85 | Difsery JRE- | FF3ERS] |

Destination IP Address - DiffSenvFB T 5%

E 2B class1
FEETEE Al
HiF Pt |
IP &73 7
125 %

o IPHuhE - BEF:H55E Diffserv (1) H HHh IP Huhilk, —ANE 200 B Fth 1P Huhk DL-H3E67 /N8
R E IR

o IPHERD - AR H WML TP Hubk i 4ad, XA FEA NS RS SRR bit
mask. F CAFE 7<W—343 100 H 3 TP bkl FH R 55 601 P9 2840 DAL, FERE A7 DA 20 A 1 458
(), DLk D ERhIZ 5, 140 255. 128. 0. 0 F&—ANE¥ 0 mask, 255.0.128.0 Rig—
AEVEI maske

® Destination Layer 4 Port - DiffservE % KI5 & 515

EFE E I SCH IMANFE T 20 5 H R 4 )2 port MIRF&4cF . T LL— B R R LR

NI port.
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& 5-34 Destination Layer 4 Port — Diffserv ({1454 41 bt %

LINKSYS®

A Division of Cisco Systems, Inc.

SRx

Cisco SysTeEms

Destination Layer 4 Port - DiffSen2EBf &4

| © to 65535)

SHEE class1
B2k 2 All
HiFL45mOX gtia ‘[domaln ¥ %
HizLesOgE [
Rz

Port Keyword — ItAb51H B 40 H IHLES 4 )2 port [OCHE -1 ik £, #571% other’ IZE

AR AT

® Destination MAC Address - DiffservZE 2% I#F& 444
TEFRE M P NN FE T2 60 H i MAC HhhbE 55 & 24

5-35 Destination MAC Address — Diffserv [ 4F

G TR

LinksYs®

A Division of Cisco Systems, Inc,

SR M2 12 44 1518

| Diffser 2& | Diffsery #P2E | Diffsery 0S| Diffsery BRE | HRERSH |

Cisco SySTEMS

Destination MAC Address - DiffServE & &4

2 E:54 class1

21 E All

E b [po:00:00:00:00:00 |
i b D [bo:o0:00:00:00:00 |

#3T

ks
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o MAC Address - %5 221 MAC Hiulilb k& 22 6 AN AT /S sk, LUE 5k
43 TF, Ho 4 {1 & 00:00:00:00:00:00.

o MAC Mask - % 2 MAC Hiulil: bit mask, k& =X /& 6 AN A7 -+ /5 3k % A g
SEAHAR I, 10 L E 5 k4 JF, HiBh 44 i /& 00:00:00:00:00:00.

® Every - Diffserv 2 K157 & 44

TEFR R e P IR & 4, 35T i £ Al s 1 e 5541

® |P DSCP - Diffservi4y 55 & 44t

TEFR R e P IS T4t TP DiffServ Code Point (DSCP) A[MMEIIFF & 4%
o I IP DiffServ Code Point (DSCP) A=l MOATE TP # Sk ik 4s 28 )\ AL 747 /N
AN EAEAL (CAMAREA A AL ) o

5-36 IP DSCP — Diffserv [ #5441 5t 5

Cisco SYSTEMS
A Division of Cisco Systems, Inc.

cma | pEz ] = PR

| Diffser 2& | Diffsery #P2E | Diffsery 0S| Diffsery BRE | HRERSH |

IP DSCP - DiffSenv &R & 4%+

2R class1

£ 2113 Al

DSCPiid [afll v N
i

o DSCP Keyword - LAt H CUA1IH DSCP {4 Ay i 4%, Bt DSCP B (<) £
& 10(afll), 12(afl12), 14(af13), 18(af21), 20(af22), 22(af23),
26 (af31), 28(af32), 30(af33), 0(be), 0(cs0), 8(csl), 16(cs2), 24(cs3),
32(cs4), 40(cshH), 48(cs6), 56(cs7), 46(ef).

¥ ipdscp . ipprecedence, Fliptos ff&4c-ER 2 AbikdFEn =, HLIfgE Diffserv

SERFTE A, HIERT TP A AR R IR 55 R AN R AR 55 2R, (B ] E R R b
FHAT 25+ o
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® |P Precedence - DiffservZ 2% 5 & 444
TEFRE M0 P I FE T Eis L TP P e BRI I & 4 F o 128 e U ATE TP
SRS Y )\ A5 1 = A SEA, (ML AR AT

5-37 IP Precedence — Diffserv {1554 5515 bt %

L!NK:SYSG i € . = c Cisco SysTEMS
: .l

A Division of Cisco Systems, Inc.

| Diffserv BRE | Diffserv #p2€ | Diffsery 5585 | Diffsery IR | HEERHI |

IP Precedence - DiffSenvE B S48

HEEK class1

FPTE Al

Bt [ own
123z

Precedence Value -4 52 SCIP AL5GAL, JLMEAEVEE 0 31 7 (A /E bk,
vE: ipdscp . ipprecedence, Ml iptos ff& &AFAGEHLEREN 7 =CH LAFE € Diffserv 5§

PTG AT HEXT TP AR [ 10 AR 55 2R R FE IR S5 R, B P AR s ik B A
[T
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® [P TOS - DiffservE&HIfF & 54
LEFEE A e P N IE T TP TOS BEMME I & & th . %0 2 UATE TP 3R
Sk R RS Y )\ A T 1 A ) \AMEAT

5-38 IP TOS — Diffserv [f1544 441 bt %

®
L!NKSYS Cisco SYSTEMS

A Division of Cisco Systems, Inc.

q2 13 14 1516 7 18 13 20 2122 2524 61

| DiffservBCE | Diffserv #2€ | Difsery #5865 | Diffsery [R5 | S2PRHI |

IP ToS - DiffSenv &G & £+

£ k354 class1

FERE All

TOS Hds I(o to ff)

TOS %8 [ ot
R

TOS Bits -iX /& IP TOS {4 0 & FF (+/5N3EH), 7E 5 TOS Mask FI{EAE mask J& H >kt
TOS Mask — £ /~7E TOS Bits "' bit A E, #HES3E 4 IP TOS A7 HEER

{£: ipdscp . ipprecedence, Fl iptos fF& A TF# S MLIEPEN =0 LAFRE Diffserv 55
WIIFFASAE. ARIEXT TP FAH R I IR 45 R AN FEAR 5 8RR A, (B 5 P AE R ik BA
HER.

vED s b, iX4E IP DSCP/Precedence/TOS FF & iAs 1 A BT A RRA, RN i 5g
PR E P IR S BYRALIMWELE bit Bk A
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® Protocol - DiffservZs4; 5 & &4t
EFRE S S0E P IAEE T B0 IP il FF & 4. T BL— Gt Rk R R Ik iy
W

B 5-39 Protocol — Diffserv [F15 & 41 3L

Cisco SYSTEMS

: ] 0os e el r——n
| Diffsery 08 | Diffserv #3E | Diffsery 8% | Diffser RS | BSEEESI |

Protocol - DiffSen 5B & &

E 2k class1

FEHWE All

e Er—

iR gE {0 to 255) %
x|

PSRBT -ILAC S 44 USROG B T ik . #7 ik other’, WIZE T — A A — 207
LICARRII P 3 ip’, IR A BT 15 T D s AL

56



® Reference Class - DiffservZ 2 1175 & 41+
TEFRE M LI E L 0 —E R A RS -

B 5-40 Reference Class — Diffserv [{J75 & & A R 5

Cisco SYSTEMS

Reference Class - DiffSenZ BT &% #

FHEH classl
T All
HEEG ‘ clazsl |«
123 %

SEER IS T A 1 RIS DiffServ 254 FR, LME D IERRAATRE 5K .
WARE MR IESH AT B EFP0E XARTE S HER.
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e Source IP Address - Diffserv &2 ({175 & 44

FEARE A GOE SCHMAE T (L 13 1P Ak (K45 & 26 1T

& 5-41 Source IP Address — Diffserv [554r 4514 5t %t

LinksYs®

ADivision of Cisco Systems, Inc.

SRE

Source IP Address - DiffSenF BTG &

EFEHER class1

FInRE All

IP#at 1

IP i3 ]
1R7E

o IP #udk - A7 455E Diffserv KU 1P Huhik, — AN 20U (P Motk DTk A7 N8 )

AR

® IP #&8 - LRI FREYR IP HuhERHERD, XA AN CAH R NS A R R T bit
mask. F AFR7RME— 823 (5 1P skt A 4 5 50 8s 60 1 N 254 LEAR. mask bit a2
YEEP), Lk O IE ffiRbhis 8, 4540 255. 128. 0. 0 & — &M mask, 255.0.128.0 A

AL mask.
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® Source Layer 4 Port - DiffservEZ: 55 & 444
FEFR R e SR N FE T H s GORIE S 4 2 port IFFE 4. A — R 7Rk R
NI port.

5-42 Source Layer 4 Port — Diffserv {15454 411 2

Cisco SYSTEMS

| Diffser BCE | Diffserv #2E | Diffsery %8S | Diffsery [R5 | 3FEERRH |

Source Layer 4 Port - DiffSen S EH S 4

HBRK class1

HiEE Al

ELIRNLRE [domain |

ELROHE L | (0 10 65535)
123

Port Keyword — ItAb 51 CUAISKYE S 4 2 port I OCHE AR A . 4518 other’, WIAE R —
PRI N TC 2 BRI port.
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® Source MAC Address - Diffservi 2 175 & 44
TEFR E M5 SCH NN FE T AL J5 MAC Mk (757 A 454

B 5-43 Source MAC Address — Diffserv [F1554 &4t B4

Cisco SysTems

Source MAC Address - DiffSenZE AT &%

FERR class1

FEME All

bt [ooz 00z 00:00: 00:00 |

PHE BT [po:00:00:00:00:00 | le
1R

o MAC Address - % — 2] MAC il A% X2 6 ANIAL /S HERIE DL E 5ok 4
JF, HoH 444 /& 00:00:00:00:00:00.

o MAC Mask - % 2 MAC Hulil: bit mask, k& 242 6 AN 7 /5 3E 415 A g
e AH R, 1T LA E 5ok 23 I, Heik 4 {2 00:00:00:00:00:00.
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® VLAN - DiffservER KI#55& 4
LEFE T 20 TP IMNE T HAHR AR 55 )2 VLAN ID FAA7 R 75 41

& 5-44 VLAN — Diffserv [{175 & 5&AF 5 52

Cisco SYSTEMS

| | 0os
| Diffser B2E | Diffserv #2% | Diffsery 88 | Diffsery RS | F5ERE |

VLAN - DiffSernvEE T & &

HaH classt

E 32 All

LS HPILEID 0 it 10 4004)
w3

VLAN Identifier -t 47 VLAN FrIAFF, HAEE 1 31 4094 JuFI/E K L.
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5.6.3 Diffserv SRESHCE
B H DiffServ 5%, fEKLILTH QoS Jf it Diffserv Policy. 5§ HHLLL T i 4.

5-45 Diffserv Policy i %:

®
L!NKEYE et & ® Cisco SysTeEms

ADivision of Cisco Systems, Inc.

N 3
Mt Hmet &8 Bt EEAY =

AIERE=E(Kbps): 40980 Kbps
AR Burst? b (KB): 128 KBytes
Palicyl In class1 Police Simple Conform@EhE  Sand 8 4

Man-Conform@zh{E:  Drop

DiffServ &5 8RR — 5" /7 & X1 Diffserv 5% . B Herh AR R R W

‘B gt Diffserv SRg
' #0 & Diffserv SER&
'’ —HRDiffserviing

£l —IN Diffserv K

7t DiffServ H S # FH LLE S
WMEARWL 452 T ER UL BN VE (policing, marking,shaping) kT 45 4%
JRERTE 45 RS /KT (EFAF,Z8) 15 55 AITA K B2 B SK

SRS IR — MRS DA QoS SIS & MEORIRAE i, iR i S SUEAE
Diffserv S5 4¢5E o HEICIBARE P70 BC R M FHE RS T MR SS . 25k
BN P Fi5 5 s A4 5K o

EAE BRI R RS AR OCIAE . SEfs b, BRGNS AR
W ORIRAE ik, B Pl AT 40E 30— PR IR AR BT SN 15 5 S5 90 UM BHR . 2—E
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P AL B — AN AR AT, FLAT S8 P TS5 N N B SRS (1) 56 5, e o IR MUt =
ISR o

TR 1) 7 2028 A S () S5 G K — A BB SRS MR RS R I SR ) B
P E T ISR o AN R SR S 1 DI TREL AN Z0URS R S5 20 49 R P e AR
B —IUHr Diffserv semg i % B ¥ HILLL T b

K| 5-46 {3 — Diffserv 5% b 5%

|

® SREXAIR—Diffserv SIS XK. XD H, BL1 231 M RNFR T
BRI AL R s U B
®  SRMSSRA R g SRR T 1] i) PN B Sb o
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Diffserv &2 5 Diffserv $RES B

{EQIE Diffserv S LU 7 224 Diffserv 2540 5 e k. H4 HHILLL N BE%E.
& 5-47 Diffserv 254 5 Diffserv 55 I% XI5 55

| DiffservB2E | Diffsery #P2E | Diffserv 38§ | Diffsery RS | HEERH |

EE R [Policy1 | Renane |

RGN [

THARFEES [class2 v | DA TR

BAFEER  [classl v BRIEFOSS | EEEE0ENE

Iy

o FAMKIEHL B—IAALH] P A I [ DiffServ 84044 1, DLAIEFEINASRE /)
SRS o

® IR EF A B A P AT BT E AR R E (KSR (1 B 0 Diffserv 858284 1L,
PAEIZ P o€ I Sems P RS B

e B B 45— Diffserv 5KB&
1ER 552 Y Diffserv S I G X /R 75 i & B P25 78 2 R ms o B BB LL B %o
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Bl 5-48 iC L IE 4545 3 1) SRS D e

Cisco SYSTEMS

A Division of Gisco Systems, inc.

heg pl

REEER In

HARFHHE class1

ERE [ w

UG JRPE — LA H1) H X ST S I SCRF T a1k, X 28 m MU HE Mark IP DSCP,
Mark IP Precedence #iI Police Simple. @ I 75 5 4E 5 ik — B il &
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e & & 14’Mark IP DSCP’%4; Diffserv %%
U JE AR A A OGEAS B AR B I N $5 2 1) TP DSCP {H A5 .

K 5-49 [t &’ Mark IP DSCP’4; Diffserv £ 7 4

Cisco SYSTEMS

| Diffserv BCE | Diffsery fp2

ERWER pl

FgEN In

EEHER class1

A [Mark TP DSCP v
DSCPEgA [af11 ¥]

x|

DSCP SCH ¥ —ULALS I TR DSCP A1 Ak +%. It DSCP {5 Ot 7) i : 10 (af1l),
12(af12), 14(af13), 18(af21), 20(af22), 22(af23), 26(af31), 28(af32), 30(af33),
0(be), 0(cs0), 8(csl), 16(cs2), 24(cs3), 32(cs4), 40(csh), 48(cs6), 56(csT),

46 (ef).

it & & 1’Mark IP Precedence’? Diffserv sEI&
O A T A DG B A £ In N5 2 1) IP Precedence {E AR L.
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B 5-50 [it & JEE’Mark IP Precedence’? Diffserv 550 Jif 5-

Cisco SYSTEMS

| DiffservB0F | Diffsery 7125 | Diffserv &8 | Difsery RS | FFERER%1 |

LR p
RN In

FEHEEW class1

R EY [Mark IP Precedence w|
IP Precedencefsi [ mta7

P

IP Precedence i —IP Precedence {HAi&—/ MM\ 0 | 7 (11154,

fit B J& £’ Police Simple’4; Diffserv g

Police SimpleZRM )&V Je—Fi iy ik BLUR (5 B IR0 £ 1) 732, ‘e pe ket v i A5 1 X
R E Y. W DL HOR Hburst KM, FL45 B W 857 (conform) 5 AN i
~F(noconform). 3%+ (1) 4 4% LLkilobits-per-second(Kbps) i X, HAt K 1 3|
4294967295 [F1¥EEL. SF i burst K/t Lhkilobytes (KB) 32 X, HAH A 1 F 128 3%
Sop 45 A Rl fE [ 3h4F 4 Send, Drop, Mark IP DSCP, 5%, Mark IP Precedence.
TELtPolice Simple Rl J& Pk i sy I BN VE B4 (i ok Send 5 AR~y (1) B A k44 {5 A Drop.
PGS /AN B E Marked TP DSCP Marked IP Precedencel, M0 15 5 JLAH.
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&l 5-51 /i & J& 1’Police Simple’4; Diffserv 5% 57 4%

® T
= E 4 Cisco SYsTEMS
A Division of Cisco Systems, Inc.

r”"m az | oos |

| Diffserv B0 | Diffsery #9258 | Diffserv 58§ | Diffsery [R5 | TaEEREI |

LR pi
b1 e In
E 2 7R diasst
EEH [Police Simple |
ConformBzh{E _W;—l
Non-Conform#IZhiE '_Ma_rk_Il_DD_SC_P vJ
EILMEE (Kbps) [T (110 4294967295) Kbps
RSMBursti b (KB) [ (1t0128) KByles

x|

® Conform KIZh{E —isE AL Fi 8 S5 g P sy IS L a1, s eI R
Send, Drop, Mark IP DSCP,z Mark IP Precedence. #4514 Send.

® Non-Conform HJZIfE —¥ & LRI HRE S A e I E M. tahfE
1{E % Send, Drop, Mark IP DSCP,& Mark IP Precedence. #4{E 4 Drop.

® REHIEZE (kbps) —/Kifi %51k LA kilobits-per-second(Kbps) i X, HAE K 1 F
4294967295 (134,

® KM Burst K/NKB) —Kifi 1) Burst /M UL kilobits-per-second(Kbps)iE X, HAE
1 F) 128 [FEEHL
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5.6.4 Diffserv Service

Diffserv k45wt /&4 Diffserv SRl s HAE— AN FLii i — MR 5 ). CE DiffServ JIR%5 5

] SE PR IE T QoS I 1415 Diffserv Service. 5 HHLLL T 4.

5-52 Diffserv Ik 4% )it 4%

Cisco SYSTEMS

_w O 1234567 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26

wAame( et et - T P - 0= -
Sbickeg |- P2 p2 2 2 - - e - e - | I R R S I
Rl ikE i

® RS FR—WINEE— AL in Ty [A) Mlout 7 [ AR SCIBR K SR . skl e s 1) 11 LLAERRE

PUAT A5 ke 3 1 SGHR.
L B R A R b b RE TR
RINIRWE  F5 08 S AE In' ) Ji SCIR ) SRS o
T LSRG AR E FLIAE Out’ 7 i) SRR SRS o
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FoE — TR S5 45— 16 e i

RLF TS MR, AR O 45 R BLLL T B

5-53 fic'E - Diffserv IR2525— A8 5 i 1 5 4

Cisco SYSTEMS

® EIASRIR—ILIAL R OSSR i 1 (FE In 7 U TR SR 44 5D
® T EREE—I A R OB SY —MRE I 1 (FE Out J5 i BILA Y SRS 44 ) o
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5.6.5 5 FR
VEE AR 5 ET QoS I A SRR, K tHILLL R B,

Bl 5-54 i v R b A

Cisco SysTEMs

| Diffser B2 | Diffsery i | Diffsery 85 | Diffsery R | HRBHE |

0 ADOAEFE (Mbps) B AAHETE (Mbps)
1 £ 3 R &
2 ik ; i 7%
3 #E #E R
4 HE H$E SR
5 £ HiE IR
3 > Ex IR
7 o E3t Ve
g HE HaE e
] B> B3 R
[ 10 #iE [ HiE s
" $E E ey
12 R E3r e
13 £ $E IR
[ 14 3 _ e ]
15 HBE i £
16 #$E E s
17 wE B IR
["1g £ [ Ex IR =

o 7 58 FRAHIR— A — S ¥y o PR i 5 T BRI Ay 12 1 e K 26
ANDOASHGE i PR In T3 1) JCIRE IR 5 PR 3 %

HOAHRE 58 S A Out’ J7 [ SCHR 171 v B il

sl A EMEC & 0 DABCE %00 71 58, B ai o G0 3 0 DU B i 1177 5 2k
e B 3 11 747 SR LA B

B 5-55 iy i [ il e B 5 A
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o
L!NKSYS ¢ Cisco SYSTEMS

A Division of Cisco Systems, Inc.

%0 I

AOEE (Mbps) 170 |

HOMEFRE (Mbps] o |
123

ANDOASHESE  FR B AR Iy ) IR 5 B )%

WO F8EH DAEOut’ Ji [ I a1 5 FR HlTE K

W F BN B IR A Ity 1 5 55 BREIE KA IMbps, X F 8 ANT- IR A7 3ty 1 445 55 B0 KA
8Mbps.
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5.7 # &l E
Fe e AT A T ISRk I, fShirss 224 KLl R BEse

5-56 ‘41t E b

®
LINKEYS . .o e . . Cisco SYSTEMS

A Division of Cisco Systems, Inc.

| FREFSACL | MACHIFENE | 802 0@ | 8021w OEE | RADIUSTEIRRS | RADIUSEEE |

an
ACL %0FA A o o Wi W KE kELPonskELIPon  HRIE  HEMLIPort HRIBLY Port g spne B
SR HERR Lo om byt Wl ERT  SW PRINS  XRT Spil EAAT
1 19101112 nbound| 1 |Deny False IP 1333 2;22?; E;U FTP 2343 2;22?; E;U FTP 333 IP DECP #%
2 17181920 Inbound | 2 e 4
11 [2122,23,24 Inbound | 3 7z

o FFHUEHIACL — il G ML E Access Control List. 2 WL#5455.7.1 A7 Ly
ACL’.

® MACHIEIE— iR EMACHIIESE . %5 175.7.2  MACHIMES 2’

® 802.AXHF— il ES802.1X /. &% #715.7.3°802.1X H 7.

® 802 1XHHHOEE — LRI E802.1X Uil1,2:%5.7.4 °802.1X i LIl E’,

® RADIUSHR% 3% — ibfRILERADIUSHRS #5115 8. 2% 7i%55.7.6 ° RADIUS JI%%

® RADIUSEEE — il{ifid &HRADIUS. £%#75.7.5 'RADIUSH! &’
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5.7.1 fFHFE S ACL

A H gz ACL PR AT 1 P ] U5 n) 8 2 10 98 YR HL BE BT ArT B R AR U X 4% 2
BERCE U 1) 3 2R R ) S B T 224 O A AR B ACLY . BB LLU R B

5-57 2241 & bt 5

Cisco SYSTEMS

| FFREEACL | MACHIEEENSE | 8021XAF | 202.1XROECE | RADIUSEIREE | RADIUSACE |

o1 ]
ACL ¥&OFAN HE o i W Bl HE HFEL Port EFLY Port HFE Ef1iLd Port HfHLY Port 3 =]
ST FRBA co S0 pinl WD 2RT S0 PRI 2R =y Eaad
18101142 Inbound| 1 Demy| False | 1P 1333, 1322021 | Fp mg LI ELL e 33 IPDSCP #%
2 17181920 Inbound | 2 /%
111 21,222324 Inbound | 3 | | e

5 R GBI VT ) 42141 R (ACL) R4 £ SR T, Hrh i FolE R
ACL — A R ACL S, S 1 3] 99 R4k, Ju Bl 1 31 99 AFrUERT AC L %113, Ju
I 1 100 3] 199 A3 MK ACL #I13. — %[ ACL #1138 K A Vrds TP bl /i acE, ¥ Em
ACL R A v e & Wi, Y& 1P sk /#Efd, Y& Port, H ML 1P Muhk /4565, H ML Port, £5F
GRS, eSS S
Wi OFRH — AT Bk 5 ACL ARG 3 11
FF —I R B e 1 ACL g T ). BT BEMIAE 2 inbound’
Rule — #4478~ 5k ACL AHSCERAGREIN] o & 00 45 S A0 4%
& S - MR N5 ACL HISEIRE I R A
& FE - SR A IUAR G fE . T REMI(EE Deny 5 Permit.
& BEEI — AR, SAAET T SR A ACL RIS T s X i ACL ).
HA % False % True.
SKIE P Hudih— F5 5 skl 1P k2 b )
SKIE P HERD — $5 53kl 1P MLy ).
H i 1P ik - 4552 H i 1P b2 sk )
H i 1P #EFS — 25 SRR & H b 1P (o HET.
Sk L4 Port 2548 - ILHIINIFS 2 ok U5 55 DU port #5441
Sk LA Port S5 -45 L MLIIFE 52 KI5 DU R port #4404, HAH 4 0 31 65535.

L 2K 2R 2K 2K 2R 4
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H 3 L4 Port ST - I8 H ST IY )2 port 754 S E45 A ).

H 3 L4 Port 565 - 455¢ H AL DUZ port FF& 44 L. L4 0 3] 65535.
T — e i N 3, WTHERI{ES IGMP, ICMP, IP, TCP, UDP.
PSR — J5 & Pl 5 5 ACL Bk

MREKE #5242 % IP DSCP, IP Precedence, 5% IP TOS 454 4144 L3

AR SR 2R 2R 4

b B B b ioE T R

B - G R
TS — B BEETIR
TR — BRI
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Rl /&% Access Control List
it Access Control List B 45K P INEARE B & "R BLLL R B4

5-58 {3 Access Control List %

> - :
L!NKEYS 3 @ . ? . Cisco SYSTEMS

ADivision of Cisco Systems, Inc,

SRxxxx Gigabif-Switch 4 HAZ 4314 1516 7 16 19 20 1229324 L G2

| FRBEBRACL | MACHINENE |802.1:FF | 802 1XERHEE | RADIVSEIRSE | RADIUSEE |

~
ACL 1D 1
EREMROE 345
Fa| Inbound
s [Cesto Fs
1] o -1
EhiE | Deny 7\?
HAga [Falee v] Iy
S IPAE |192.168. 2. 1 |
S IPHEID 256,256, 265.0 |
HIP AT
E R8I PREID [e55. 265, 2650 |
HELL Pork R [fp ]
*EL4 Port 210 1 o-es535)
H L4 Portt i [other  ~
E L4 PortSi3 [333 |io - 65535)
kR L
iS58 B v

® ACLID- E/rAfilfEx ACL (1 id.

® i H(s) - EFfun 5k ACL AHOCHER.

® Jiln - M AR ACL I BE T 1A

®  HN - WoRAIHEE ACL AH G g 5.

o ZE - MR BRI DR ENTE. ATREI{E L Deny B¢ Permit.

o FFERIN - i —fFa 4, A T a Bl ST & ACL SR 5-5 it e L)
ACL ¥, JAH K False ¢ True. MUb{H ¥ A True s () FIHEDK CIEERIA

® YR IP #hhk - FEUR IP Hhhkgh bR )

® CRYF IP RS - R kUE IP HERD LG LRI ).

o HpHh IP Muhk - +5¢ H UM 1P Huhk45 bR

o HjHh IP RS - F5:& H I IP HEAD 45 R

® CRYF L4 Port REEF — RO SIS DY 2 b 1 25 45 A ).

®  RIF L4 Port B0 - FFA ALY DY ZE i L5 45 eA ). A h 0 #1] 65535.

® HIHh L4 Port XY — o @ A4 B IS DY 20 1 S8 7Y 25 A ).

® HHh L4 Port B85 —FRTAFG 4100 H (b EE DY 112 0 L5 45 PR HEA 0
FI| 65535.

o PHICCEF - FRe MUk pEME A, PTREMM(ES TIGMP, ICMP, IP, TCP, UDP.

® VMY ER - RSk ACL SCHR PSS
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MRSER 4 LI 52 IR 45257, 4 TP DSCP, TP Precedence BY IP TOS. &M}
FRMAIMRSHINLE, Wt

IP DSCP

B P DSCP - [fi2fRE i, 10 2 63 Z [AlPAF & — ANk,

IP Precedence

B IP Precedence - fL5G{H/&—/> 0 2] 7 2 [a] (3L 45.

IP TOS

B TOS Bits - TOS Bits [fI{ii/2 —M M 00 2| FF [P AL-F/SatE6il2L.

B TOS # - TOS HEfS ML —N M 00 2 FF A7 /S 12 il %k
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5.7.2 MAC Huht8i%
BEE MAC MU BEBIUE o Fif 1) SORIE I R4 JF wi il MAC MUk B 2" . 5t LA R B

5-59 MAC Hulil-8ie hihe

&
L!NKEYS L * = Cisco SysTems

A Division of Cisco Systems, Inc.

| FHAFHIACL | MACHUBESESE | B02.1XMF | 8021 ROEE | RADIVSRERSE | RADIUSECE |

%*%0O MACHALERZ
00.01:12.23:34:45
: 5667 76699004 SR
00.01:12.23:34:45
2 5667 76699004 IR
3 P 3
4 e 4
5 SR
00:01:12:23:34:45
B 5567 7E:89.90:04 SR
7 e 4
g Pt
00:01:12.23:34:45
2 SE:67/7E:89.90:04 s o
10 SR
11 R
12 IR
13 i 4
14 S
15 FR
e W

P51 A T BIE I MAC kil g I BEHME @ 7 DURCE %0 0K B8 1 MAC
kb, BT G %0 DA B LT 1 MAC Rk

W B B 1) MAC ik, K B BT B3

Bl 5-60 i1 MAC Huhl- 85 fic &t

Cisco SysTEMS

| FEASHIACL | MACHUIHESE | 2021:FF | 802X mAEE | RADIUSERSE | RADIVSEEE |

0o 6 |

VLAN ID/MACH:AE [

VLAN ID/MACHAE [ [

VLAN ID/MACHAE [

VLAN ID/MACHE 7

VLAN ID/MACHAE 1

VLAN ID/MACHLAE [

VLAN ID/MACHAE [
|

VLAN ID/MACHAE

U T B 8 /N MAC M. 4250 A IR 25 1 KB (1) MAC HLJIEZEWS— VLAN J%JH MAC
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hE.
5.7.3 802.1X A |

WHE 802X 8. f5 MK HIED &4 I Hd7802.AX A 7. ¥

LUK B -

5-61 802.1X Fi/ hi%e

Bt A5 N EA

| FEEREIACL | MACHIAESE | 802 IXAF | 8021XIKCACE | RADIUSEIRES | RADIUSARE |
[

Cisco SysTEms

Hr EZ1E4: #®0O

admin ' defaultList A [#

guest [ defaultList Al |2
Nun-cunﬂgured user | defaultlist | MA | &

JBEbB02.1X | Disable vJ

x|

802X A R—nrA I R Am B b R A FAIER
o AP - BATREGIRIREM PRI %R,
o RIEHK - LRBREIMRIILIE,
o  BREN - SR AR AR BT W 4R S

J53) 802.1X —enable % disable 802.1X & 2.8 52 7 B AR 28 4 38 1324 mi BEp L A i, 4

BT A T8 B AT H AL
Vb B P s 3L R

TS — B 802X I BT IR RS 5 i v e .
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802.1X H F &

& 5-62 Jit'E 802.1X [ it o

P4 - CRERE A, 6.8.1° 1 iKS PrE X ™.
o  ARZIK - CHEMERRI. h#FE1 5.8.2 AUERFN PIrE LI F %K
J B - B PR E A .

WIS PR oy e BB S R A, MZRINESRIEFEDAE, W DT Vi £t CLI .
HIEM, Fltelnet 214 FHA2 B 2 UESE K
TERN 9T IEAT He MLk 2 AN ZE, T )™ admin AHSCEE B R 81 TG 28
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5.7.4 802.1X ¥ &

BE 802X Ui L E S8 . 45 M0 HRIETN &4 JFAT7802AX i AR E’ . BB~ —
A5 R B R AL B

B 5-63 802.1X iiff 0 & 3

® :
L!NKSYS : . . . . i Cisco SysTEMS

A Division of Cisco Systems, Inc.

| FEESIACL | MACHEIEENSE | 802 1XFF | 802.1X SOIACE | RADIUSEIRS | RADIUSERS |

| ey B PR LB syu man
O B0 ST B A S S AWK G W B RE
(sec) (sec) {sec) (seq) &y Enabled Enabled

1 [Both| aute B0 [30 [30 |30 2 3600 False | False |Authorized|#

2 [Both| aute (6D [30 [30 |30 2 3600| False | False |Authorized |#

3 [Both| aute (B0 |30 [30 a0 2 3600| False | False |Authorized [#

4 |Both| auto B0 30 |30 |30 2 3600 False False |Authorized & [}S

5 [Both| aute (60 |30 [30 |30 2 3B00| False | False |Authorized|#

6 [Both| aute (6D [30 [30 |30 2 3600| False | False |Authorized |#

7 |Both| aute [0 |30 [30 [0 2 3W00| False | False |Authorized [#

8 [Both| aute B0 |30 [30 |30 2 3600 False | False |Authorized|#

9 |Both| autn B0 |30 |30 |30 2 3600 | False | False |Authorized &

10 [Both| aute 60 [30 [30 |30 2 3600| False | False |Authorized|#

M [Both| aute (€0 [30 [30 |30 2 3600| False | False |Authorized |# B
12 [Both| aute (€0 [30 [30 [0 2 3W00| False | False |Authorized|#

13 [Both| aute B0 |30 [30 [0 2 00| False | False |Authorized s

14 [Both| aute (€0 [30 [30 [0 2 IB00| False | False |Authorized|#

AR DAl i [=n] =l eIl ":m hal ':r_'rm' Lol ] Comlm LT e (5

802.1X i DAL BEFR—ILE HAHE F oI5 B

o WD - W45,

o T - FRE O E T L A I ) SR SR A S DIE R 2 IR T PSS e R X
S S A AR ) n] A FRL 11 76 9 77 11 (disable #E A K H 25 (45 St s AR HE T 1#)
(H disable 1A B0 ). AT

o WIEHENOAEEH - bt FIs/E AR HAE AT B2 /& ForceUnauthorized,
ForceAuthorized, % Auto.

o BRILRARA - ekl DOAERFOR A LA 00 %, Lo SCI T J&) 3, 76 391 P i AN %
IR B AR R R, G H 2 0 31 65535.

o Tx A - FRsbun HAEZ RSV E 28, H BLYOE i 25k i% — EAPOL EAP
Request/ldentity frame 25 ik >R &, HAE IR R R, HIEH 2 1 3] 65535.

o TERF@BS - rutu COAUEERAENLAALT e 38, FHAHE SR I, el ISR R,
YR 1 %) 65535.

o MREIEET - FEdbui HVGEF RSV 1 E MRS, LIRSS A, S DR R,
A 1 %1 65535.

o BKWER - 7Rt HEFE R OIS, F LATE TG ER &% — EAPOL EAP
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Request/Identity frame %51 K & 78 HAuRZ 1 ) 10.

o  EFERME- 7Eubui HUGEF AR B AR, FH RAYRE (o i SR R E. i
JuFEI7E 1 %) 65535 2 IN.

o EFAIE Enabled — f/R7EFR & ity 1 FHHAE AT enable, JLAE AT HE/E True 5k False.

o EYIEH Enabled — FR/RFESR C I R ALREE ], JUE T AEZ True X False.

o WREF —frun & RN,

P bR 2 7E L B FH DATE & — AN AR G 802.1X ity

L& 802.1X %5 M

K 5-64 [itE 802.1X Ui 15 H:

- x
L!NKSYS 1 1 1 L L e Cisco SYSTEMS

A Division of Cisco Systems, Inc.

| FEESIACL | MACHEEENSE | 2021XFF | 802.1X SEOIACE | RADIUSEIRSE | RADIUSES |

BOFRIHE
b0
EFEnAOER
BIEAB(secs)
150 H M (secs)
HRHE M (secs)
FHAERZERH (secs)
ERERE
EILIEEM(secs)
EFAULEnabled
EHfERMEnabled

|

® i —ULA I LR e B B T o AR T ) SCRC T SR B IR 2 [A]
HEAT VST 8t (R FE P 3K 2 2 Ml 2 A5 A DA R 1) 1T 4 8 i 1 /2 /> 7 ) (dlisable 3 &
R AAE S SO AEREATT T (A disable JEA A ST #210).

®  TE BN ORI — AT LABEE 5 2 i D A IEAE R . Pl T U R A2 —

forceunauthorized: I\iIEF port access entity (PAE)JG 2515 i 13 52 v] 45 #l i [ o) JSIAGEE.
forceauthorized: \iF 3 port access entity (PAE)JG 454 Hh 15 52 7T & # ity 1 o 2N IIE.

auto: iEFport access entity (PAE) 5 W) & Bt A0 IE K #, IR, IAIEIRSS 85 2 [R1EAT
A 45 R

o  F ik RIA— A B b AR RS A IR 8 N2 1R, ARD o, FH B SIS )
W, R RN A SR B IR o Iei B — AN I, Rt RS e S
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T SR )R 4 WIS AN P [ 17 3R 5 i 25 U K o i b A B R 2007 0 1) 65535
Y.

A3 R B — A 152 0 b DA UE AR AT (1) 58 I 2 TRAEL, DARD T, DAY & AT I ik
— EAPOL EAP Request/Identity frame £53i=k 3% . &4 A I 42075 1 21 65535
T8 SR T I — 1 8 1w VIR RS 1) e I 28 BOAE, DARB T, DO sk ih
o I8 SR E N (1 {E A0 1 31 65535 YulH .

FIR 5% A8 I B — I A 152 5 I iy 11 DR 0PRSS (1) 52 I 88 (A, DARD T, DAXRHAE RS
TINS5 SR AAE L 20T 1 3] 65535 i H

B R SR — A B ity DR IR A 7K 1 SR TN 2 i 508 1% EAPOL EAP
Request/Identity & KixXEL. IR IFE L 0E 1 2] 10 YEH .

FEHT AR R — A 152 0 1t AR RS A0 0 5 I 28 IR, DARDIE, DAY E T )
VEFE AR . FFT AR A S IR 0 2004 1 31 65535 [ .

EHAUE Enabled—It A~ 15 5 18 € i 1 =K 35 [ EHTAIE enables 5% disable. 7T
INIER{E 42002 *True’ 5% °False’ o WA AE & true’ FHrA IR &4 . 0], FEHrA
UEAZHE L.

FAfE% Enabled— IR 08 $i w2 i 11175 3K #1416 %5 enable 5} disable.
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5.7.5 RADIUS %452

W'E RADIUS JiR%5 2% . 18 10 S IR T 224 IF /T RADIUS fRE38 . ¥ Bont—AN5 T
P 2 AR ABA ) B

B 5-65 RADIUS JJ}%-5% 5% 5

| J J | e | | 3 | 8P |
|FFERFHIACL | MACHINEETE |8021XFF | 8021XIROEEE |RADUSEERS | RADIUSERSE |

Radius B%S IPhL Radius 30 EENES E
2222 1812 Yes SR

[

RADIUS i #43% — BoRldE ) RADIUS 45 4. RALFE

o RADIUS 4548 IP Huht - TAUEARSS 2311 IP Hudik.
o RADIUS Port - IERSS 2% 5148 /) port.
o FEMRER - RESHIEA. HLAHH Primary 5% Secondary

BEBERE P I AR e TR T
"B ) RADIUS A% 2%
* &’ —1B RADIUS JIR45 4%
' %’ —fHE: RADIUS 245 7%
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A% /15 % RADIUS 428

K 5-65 {I@/15h RADIUS AR %578 5 4:

C1sco SYSTEMS

| FFEEHIACL | MACHIIENSE | 02 1XEP | 8021% HOEZE |RADIUSHERSR | RADIUSEE |

Radius JB%-#% IPieht 11,101

Radius 301 :1812
s E—
EEMES Yes |w|
EAWES Bl |
BECKE .‘l’es :

a2

® RADIUS JR%28 IP Hiib— A2 2 IP Mk BL%E$: 3] RADIUS R4 2% . 45—
RADIUS % i ¥ 3 MRS 45 -

® RADIUS Port — b4 % 5z UDP Port'5i3 ] LLEF: #IRADIUS 45 %% . Port 5 i 2h 25
JE{EOFI6553570 [ P .

® FRFE I E/ERADIUS % U MIRADIUSHRSS fe 2 M 3L E 34 . & — W EN
AR 45 2 HR AT — WAL E . LIS 20N P RBP4 . AL IX G o,
HE O

o EEMREHE — A E SUB—A O e MRS 40 IERADIUS & 7 ke it A2 3 Ik 5%
o M MRS AR B H AR BERADIUS TS K PB4 IS5 #% . He iS5 w8 A 78 %
IVERER AR . % —RADIUSE /7 i 2 W BOE3 MRS a4 o A — M Rss4 8 &
R%5 2%

o fERIMEZE— A LUK & (IRADIUS IR S5 2% (1 IF % J& PEenable & disable. 13 &
INIE# B Eenableds A RADIUS % /7 MIRADIUS I 45 #8 2 [) ERE L LA AN ) 22 4 A i
RADIUSHR 4 23 Bk A5 BIAIE# JE P enable 4 #52 RADIUS % )7 [FIAAIE 1B 3K .

o FMMEEHRE — W RIESCHINE.
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5.7.6 RADIUS it &

W'E RADIUS it & . $RIEHIED 24 Jf it "RADIUS IR &’ . ¥ nH A5 FH
AL B e

K 5-66 RADIUS fit & %5

- - x
L!NKSYS in o Cisco SYSTEMS

ADivision of Cisco Systems, Inc.

BREF R b
B SR Al (secs) :i|
HkEIR Dlsabi_g_rd'
b
AR IP3hht KA RZPort Bl

o BREFEIX — I E A WE] RADIUS JIR 55 45 (51  Inf o 7 2% 18 sk 3 4o i)
RRH AL AAE 1 21 15 22 [0,

o EITHFLEINIA] — A B I A (LARD ), 2 SR A WA [ 1 g T e s ot
WA R i K 4 RADIUS IRk 55 o 8T RS2 W] R 020 7E 1 31 30 2 17).

2 P e R L A 306 AR T I e 4552 ) 8% B8 e KRR N 1] Wi AT 24~ RADIUS JIj 55 %%
BB 7E 2 T — MRS 2 L TR — AN B R DB ARk B L. 0B R ik Bk
FER L T 2 R AT IS I ) AT A W 2 RADIUS A 252 1R, BT LA, HH RADTUS 1 FH Wie 28] [ 1
(1) B K RE IR T T P A7 e 55 (H 3 A 28 IR B0afe LU I 45 8521 Ti])) (10 (s Ao SR RADTUS 43K
P sk =4z, FeAr 1 # 0R pl BR A 5 21 RADIUS W A% [ W2

o kAR — JF /A sl RADIUS TPk I fE
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it ‘& RADIUS 11k iR 4558

¥ 58—~ RADIUS ik iz 25 2%, 4 1 1P ik 22 UDP port 5& XK iz 45 2% .RADIUS
% F1 5 RADIUS THIK 45 #s [ — L2 1% 8. S b B ¥ Wos H—AN 5 R AU
Pt %

K 5-66 RADIUS Jic & 55

Cisco SYSTEMS

| FEEHIACL | MACHIIHNE | 802 1P | 021X 0ESE | RADIUSEIRSE |RADIUSERE |

kB IP ikt [172.16. 111 .
HEFEBEPort [1813 |
we —
BECKE |

73

o HIKARSES IPHUHE — ik IR S5 2 FH R IP bl
TR AR 2528 Port —iH ik ik 55 #% 4 FHH [FJUDP port, i[O - 65535.
o FE —i% BRADIUSHKS: 28 5RADIUS I ] I FAEH.
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5.8 HH#
PRI AT AR T S BRI, i bR BB, ff LT R

5-67 5 1 it o

Cisco SYsTEMS

|AFP®%S [{MEER | HPEREE | Communib@CE | Trap #d | Trap #HE |
HFE4 SHMP v3
B TR Lpme wEmw wEww  mEEs O
admin | ReadAVrite Read/\Write none none &
guest  Read Only Read Only hone hone &
jose |Read Only Read Only nane none g
ET N e,
SEALFRLL N2

PSS --ibRECE kS . S WY 5.8.1 H k57,
INERF--LERECEINIER Y. SIS 5.8.27 WIEXRS).

P B REE - RECE P8R E . ST 5.8.37 M B RALE .
SNMP Community ¢ & --ik /-l & SNMP Community. 2 ILZ&75 5.8.4 'SNMP
Community Fit &’ .

Trap ZH--il/RACE SNMP Trap #icds. Z 0547 5.8.5 "Trap #ZH.

Trap #Ric--iLARIECE Trap Fric. W51 5.8.6° Trap Frid’.
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5.8.1 HIk5S
BEE K o 8 1SS T B O o B K . RS H IR ] 5-67 (1) iE T .

o MIKSE — ToRCEERM T AFRAATIIBEE . bR A BUR Areadwrite
MR E W R R AIE R

FF 2R — FUHFH H 0, Telnet 5 WEB SR 35 (1 LLBEE (9 7 L s i — AN
J1 4 ,admin 1 guest.

R - WoR AR T AR U A H LK 24 (Read/ Write) B S [ B AS B I 2
#(Read Only). L] #4432 admin #5 Read/Write /A HUBUF1 guest 5 Read Only fFHUAL R H
— M Read/Write B, 7 214 5 4™ Read Only ] /.

SNMP v3 F2EUAER- 45 SNMP v3 U il AU BR & 1 1 B .

INEWIL- Fi7 R (08 s FH P B Al B GIE B AT 20 Pl none, md5 2% sha. i i
md5 5L sha #4616 s 3 Bk A R SNMP V3 RS R 25 6.

IRBEPRI - Fi5 i Fis e 6 sk F P BT A FE (0 8 P EURN 25 5H A 280 N &5 013U none BX des.
BB - Wik DES Prsliidnie, e 7 S — AN IS I 16 AR5 W NONE
W E, AT EIR AR P

b B B b ioE T R

!B?]’
’f’
!x’

i il
i
N
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/B S P

B 5-68 it E H ;KT B e

- -
L!NKEYS ] ] ] ] 4 4 o Cisco SYSTEMS

A Division of Cisco Systems, Inc.

bif-5 wifeh 4 5 M1z 12 14 15 18

IFEF'K*; |L)\1IE§§U IFEF'%%EEE | Communm-’EEE | Trap i ITrap ﬁLE.‘ |
Jiil k4 admin
o) ]
WLED |
RS Read/Write
SNMP v3 His H B
SNMP v3 B Friedi e Read/'Write
W [Hane |
nE R [Tene v
mEEH |

123

90

B — e — 2B H P S $il. H P 2R 8 M AR KNG
X4y L] 84 H P b admin F1 guest.

R — SR CAFE 2 %0 s i )\ AR A . B FRFI I AN X 73K
INE

FNERS — B A D LU & IE A b BN

TR — o] DU 3 e B e U A LI 248 (Read/Write) B GE
™EZ4(Read Only) . fE4 1) §t4,admin f Read/Write UF1 guest 7 Read Only
B HA—AH 1 Read/Write BUR, 772 1A 5 4~ Read Only HIJ7.

SNMP v3 FEBUBER, — A A7 5 X SNMP v3 15 AR5 € I8 sk e A5 230
114 readonly B readwrite.

RPN — A e HRE I8 5% P B Al F (R iE Bl B 208 P3CH none,  md5
or sha. WX md5 BY sha B 455, W0 (108 S B0 K 40 F KA 9 SNMP v3 BB iE 258 .
BRBEPRIN — 1A SCHE S sk FH P B A8 (R a5 B sCRI 2 5H - A 30 i 2 D sl
none ¥ des.

B — WRIMEDBOE des, BERHTEAEY], WAHLOE . WEYIMT 16
MR NS NONE Wh sl 8 08, A mr 2 i 401 .



5.8.2 ALY

BEEIERS . 4R PO If iy AIERS . R ILLL T B
&l 5-69 LRSI i

jon of Cisco Systems, Inc.

!__'NKSYSE 0 z 4 ._ . Cisco SYSTEMS

|APHES | AIERAl | RAEREEE | Communib@t®E | Trap #UE | Trap 318 |

EFEIR WIAESFMFF =
defaultList local/undefined/undefined

AR BARC BAS R I GiE 7 3, a0 B s A UE 7547 =, local,radius, reject.

B 5-70 IAFFC & b5

L!NKEYEU i . | . Cisco SYSTEMS

A Division of Gisco Systems, Inc.

| ] ] EH | : rm—nr'm
|APHS |TAITERA |RFPERECE | Communib@EE | Trap 3 | Trap #7518 |

E 2 B | |
Wk Hikt M

Wi Hik2 | undefined V|
WiEH3 [undefined v

R
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5.8.3 AP gaxmeg

BB USRI E . /SRR EE I A PSR E . B HILL R R
B 5-71 H /& kit B b4

A Division of Cisco Systems, Inc.

L!NKEYS(D Cisco SysTEMS

|RPHS | AERS | HPEREE | CommunitdtE | Trap B4 | Trap #5id |

Hr EMER
admin [ defaultList &
guest b defaultList 7
Mon-configured user [ defaultList f
s

B B B AT R ER S, R B s,
B 5-72 H /& kit B b4

. - 5
L!NKEYS Cisco SYSTEMS

A Division of Ciscn Systems, Inc.

|RFHS [AERD | APEREE | CommunitE | Trap W | Trap #5iE |

Hrs iguest

i

92



5.8.4 SNMP Community ACE

H'E SNMP Community . &7 2% LT B H JF 5 SNMP Community ECE” . K7 HILL
e

K] 5-73 SNMP Community fic & 5t %t

L!NKSYSO < . Cisco SYsTEMS

A Division of Cisco Systems, Inc.

SNMP Community&#  E/ 1Pt EPIPER FEHSER HKE B

public 0.0.0.0 0.ooo Read Only  Enable #%
private 0.0.0.0 0.ooo Readfrite Enable %

SNMP Community & —t3&H /R AL E ) SNMP community {58 . {5 & ELHE T 7150

o SNMP Community £k - {7 SNMP Community (14 Fx.

o ZFFIPHibE - NEZMUEER VA2 A DG community ¥ SNMP $di L.

e /PR - AN, HILLSIRIHAR) IP Hihk 53¢ 1P AR mi i 5 18 H7E-
o FEUER — 4 community U7 iR ALFR.

o RE - M community V7 SLARKPIRE.

I R B 5 AR
B gl community
* 4 —E community

* % —fHEkcommunity
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SIE /15 Community
B 5-74 G)@/f&4 Community E4:

L!NKEYSE L i Cisco SYSTEMS

A Division of Cisco Systems, Inc.

|APIES | LAERR | BPEREE | CommunityBoE | Trap 3 | Trap 3718 |

SNMP Community&$R |public |

Eripui Frog ]
EPIPRD Ed:"ﬁf'ﬁ._n'i_i
FREAR [Read Only v]
G iy E-Enab le v_i

B

o SNMP Community Z#8 - A~ H PAE X SNMP Community I FR. &—MNE KNG
X 731 16 A REECF 2 k.

o  ZBFIP M-t DL P Huhik . it IP k7 2 A 1 15 £ 5 2 52 41 A 5% community
[¥] SNMP %45 o, 644 {f2& 0.0.0.0 ©

o  EFIPH - AL E X IP #M . SRR H DR S SK SR IP Huhk7E S5 1P
Mz w5 is 5. s {E 2 0.0.0.0,

o FEEUER - A E X community FAFER VT MIBR . AT R $73E L% Read/Write
g}, Read Only.

o RE -WH-— SNMP Community #% enable, —~ 5t community #H5CHZE ) SNMP i 28
AT AR B S U IR B BRI AT e b Lo 41 2R Communi ty #% disable, fff I Community
[¥) SNMP ZESR A 11552 o« AERRDL N 5 communi ty AHICIE ) SNMP 45 il & wii%
B A AL H 2 enable RSP A
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5.8.5 Trap &
B Trap Bolcak. IR 15K SO0 00 EP R JF et Trap BOBC . H LD T 45

5-75 Trap Bt 45

A Division of Cisco Systems, Inc.

o
L!N’(EYS 3 iC Cisco SYSTEMS

SRxxxx Gigabit-5wifoh

|APHS |AERR |BPEREE | CommunibdtE | Trap Fu | Trap #7id |

SHMP Community&# Ptk wE B

Trap #FEK — W7 SNMP trap #20. Trap {5 B4 75 AR 45 21 SNMP 2845 B 61 o 1K
S RV IR R AR AR A WML A BT R I A o [N SZ 3N AN trap B0, ER A
R IME R

o SNMP Community ZF# — SNMP trap #5158 Community 775 8 L34 Trap HHH .
LK 16 N ERECTALL, RN X ).

o IP Address -#ll47 It ip Hulik 1) %K 20 SNMP Trap.

o Status —&7x Trap # Wk (enable 54 disable).

B BEHE R AR 2 LT
‘B A& trap BllCE

v B trap B
T’ —HER trap FRRCE
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fIE /1B Trap B6E
K 5-76 GIEE/MEK Trap £U b 45

Cisco SYSTEMS

Pl poae ]

HaE | Dizable |

« SNMP Community Z# — SNMP Trap &F#k. ZFRAHER KR 16 DX 2K/
SRR BT (S s i N

o P Huhk — MR LUIEE IP Hubik. 7E1% ip Huhik (3 &K1 SNMP trap.

o WA — BUSHUIHAS SNMP trap. “enable” X WAL trap. “disable” WA fE
B trap.

96



5.8.6 Trap #ic
R Trap bl F61AS AL TR it Trap BRI, HBLLL T BEAS.

5-77

L!NKEYEQ st @ s | o . Cisco SYSTEMS

A Division of Cisco Systems, Inc.

& |

|APH®S | LAEER | BAFPEREE | Communit@l®E | Trap Bl | Trap &iE |

Wit [Enatle ]
Link Up/Down Enable |
Eadiil Enable w | %
I RZ&ic Enable w |
3z

o NIE Trap - IbFE OB AIEINIE Trap. 76 N 2% rh % 4% enabled 28 # disabled.
T s {H 2 disabled.

o  Link Up/Down - JA* & SO 15 R IEHEFR:IE /W Trap. {5 T hy 22 i 15 enabled 5%
% disabled. T.) 644 1E 2 disabled.

o HERF - e NERKIEZH Trap. £ FHSERHIES enabled B3
disabled. T.) #l44{H & disabled.

o JTRXERC - R UEE KIEINE Trap. fE R ik £ enabled i #
disabled. T.) #l44{H & disabled.
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5.9 it
SRR AT IR ORI, (il GEut, Hith BLLAF B

5-78

L!N i . oo ‘ - . - . Cisco SysTEMs

A Division of Cisco Systems, nc.

|G | THAULIE TGRSO | LA |
sl 16385
ARt 20924066
EEREIES 182918
BRI 25814
ZHEBR BN 37353
IR 19714
WERTRURY 0 By
Al 47TE187
EERETEE 31056
BEEXE 4388
SRR 12080
I RSHESE 14530
WM BRIRY 0
®#HEY BEREITA 225
HEAT LA 214
BAREERSMAFIZA 28
HHE BENEESEMEREA 1 v

ALY RS B
SHHES — Lot CPU WIS 5. 2 ILEE1T 5.9.1 AL ikan
RYNBE — GoRFTH CPU JRMML:. SIS 5.9.2 AL 2
WOBES — oA BN P45, 2T 5.9.3 0 L1iE4D
BORE — o D 06 . B L 5.9.4 "3 1 B
LABE — @or— A UK LA S O0%0H 4. 2 05 5.9.5 LA {50
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5.9.1 AT HHLTEL
BEEATHH VAN . F8SERE T " GEv I AP A ELIEN . H5 DL R R,

5-79

L!Nmn : : . . .o : B Cisco SysTEMS

A Division of Cisco Systems, Inc.

12 12 14 1518 17 12 18 20 2122 23 24 3]

[ Akt | g | swncn et [ oos | 2 [ 158 i & | o [ e [ |

|ZEBALFEIE | TRV ROER ROME | LAEE |

%31 16385

AR E 20924066

AEERIEY 182918

BRI R 25814

FHHECRER STE B 37393

IR B 19714

WERTRURY 0 By
AHEA 4776187

AEERIw 31086

R 4388

ARRR R 12080

rEsHR R 14630

BiMF T R i

EHABEHEIHIA 224

#HRAPEIHEA 214
EAREELSRPARICA 2268
EHARERERSHRAEDA 1 v

o Octets Received — JALBEEE (AN (5 Bkl 7347, AR5 FCS AL 75) Il
1))\ AL 1 504 B

o Unicast Packets Received — A {45 [ — 2 iS04k 4 s 24

o Multicast Packets Received — [ 2 &R 1) S 20 v R X Lo AR 46T
P& k.

o Broadcast Packets Received — F:UE 1] #H SC e B i EARIE L
.

o Receive Packets Discarded — #{1% & Z 5 AW E H, i CSCRIMEA A
BrpAEATIRE 30 — AN AT BER IR PR 25 3 — N0 DARE TR A7 25 ).

o Octets Transmitted — 114 1 AMEIR I )\ AL 749 B EL, 15 BTk 0 745

o Packets Transmitted Without Errors — 1342 I 4ME3% 1R SC R 5.

o Unicast Packets Transmitted — | — Z BB SR & 525 B 4% Hu bk R0 1 2
5, B A ECE AR RIE .

o Multicast Packets Transmitted — | — 2 13 2R &% 45 2 F btk (141 1)
S, B ECE AR AL

o Broadcast Packets Transmitted — |— 2 Wi ESR k645 ) #E Huhik ()91
(P, EUFE A B A e Rk 1.

o Transmit Packets Discarded — #i% & 2 7 1) HH il SCECH | & AR
AERAREA B 5. AT RENI IR RS 5 57— AN DA A7 25 ).
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100

Most Address Entries Ever Used — Mt — X 5 o A HL O 2 2 1)

MAC il i f K2

Address Entries in Use — FLAS L 19 5E A 40 2 bk 26 v 2 31 1 RN i
A4 H L

Maximum VLAN Entries — JAS A5 2 SV 1) HEAU EANe— (SRt R0
(VLANs) % H .

Most VLAN Entries Ever Used — [ )\ )5 — X5 )i LU 7E A He L1 11
VLAN s K EH

Static VLAN Entries — H i {EAC L F =4 1) VLAN (% H .
Dynamic VLAN Entries — H Fi7EAZ#dL [ H GVRP V™ AE ¥ VLAN [r) %

H.
VLAN Deletes — H M )5 5 LU FEHAS AL LA 5 SR G VLAN %
H.

Time Since Counters Last Cleared — A AL Ge i 405 R 2 J5 &3 1
e, CAH, I, 4 Ffbit.



5.9.2 T HHLFHE
BEEATHH I . 5 SERE T " GEv I AP B E . 5 DL R e,

5-80

L!NKSYS” 4 9 y . : : , Cisco SysTEMS

A Division of Cisco Systems, Inc.

31 16385

EERRIBERSR 184400

I RHR R 120624
IR 0
EEBRAEN 31352

IR R 14768
FRIRXES 0
#HREIHDA 222
EARERBERSEA R
WEfErEm 0 day 3 hr 5 min 29 sec

Clear Counters Refresh

o Packets Received Without Error — JANEE 25 B 1 22 i SC o 2 (B0 4%
IR SR Z )

o Broadcast Packets Received — I 2111 #4010 S 0 FE AR Z 7
.

o Packets Received With Error —Ii 21| 1) 55 2 £ 5 4.

o Packets Transmitted Without Errors — 1t L 1fi #h i ) #MME 3% TG 2 4
BOIPEY

o Broadcast Packets Transmitted — [ — 2t ERK DL #% 5 2 041
SRR, BLREF SR ECE AN R R IE .

o Transmit Packet Errors — [Kl g4 % 1M AN e AL 1) Hi sl 3 SC R 40

o Address Entries Currently in Use — IAC AL 1K) #% A Bl B s bk 26 vp O 2%
SIS 45 H AL

o VLAN Entries Currently in Use — 7£ H# VLAN 1) VLAN f{%H.

o Time Since Counters Last Cleared — IAS#AL K S0 v19%i5 5 2 o 4 1)
IHE], BLH, IS, 2 FRb
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5.9.3 I 1 R4
BEE I VR $R S IET G JF mii S DVEA . Kt BLLL T bR

5-81

Cisco SysTEMS

410 11 12 12 14 1518 17 12 19 2 2z 23 2d

| AR | TS | SOV RO | LARE |
W
w»A [t
=31
B30 RX A0 TX 64 ALkisH
B30 RX AN TX 65127 AR
JRY RX A TX 128255 ALRiE
B RX A TX 256511 AsE
R RX A TX 5121023 AHAE
R RX A TX 10241518 AHke
ARE B
EE> 1522 A WA
FERR RS
BRI
SRR
IRHR B
P EERIERER
FEE (Jabbers) i
Lt 2N
BIIER

AV SR TN pr e R M e R W RS U

e e e e e e e e e e e e e e [ e RS

o  iflndex — XIS IE R H Al FTIE 1) S 1.

o  Packets RX and TX 64 Octets — JIS 46 J& i 64 (1) \ 47717 N & {5 Bkl 74z, 15
T FCS )AL I (RLFEIRIK) BalCRIAL3% B 4L

o  Packets RX and TX 65-127 Octets — 4L B 4E 65-127 2 [ /) )\ AL 717 O3 (5 &
MR S0, (H A FCS )\ 799 $) ) CRLFE IR 1)) B ORI A& 1% 2K

o  Packets RX and TX 128-255 Octets — FSSEK E7E 65-127 Z [l )\ AL 75 (AN
SR, (5 FCS )\ I (CRLEEIR 1K) Bl RfE 128 4K

o  Packets RX and TX 256-511 Octets — JH{4LKJELE 265-511 2 [A] 1))\ AL 75 (N5
SRz, (5 FCS I\ I (CRLEEIR 1K) Bl RfE 126 4K

o Packets RX and TX 512-1023 Octets — JS4EK & 7E 512-1023 2 [0] ) )\ AL 715 OF
B A BRI 37, {HA FCS AL 1) Hk 1) CBLFEIRIR)) BORI AR 36 5 44

o Packets RX and TX 1024-1518 Octets — ALK AT 1024-1518 Z [a]ff) )\ AL 745
(B A B 207, A5 FCS )AL F1) i) (LR IR 1) Bl i 16 i 4.

o Packets RX and TX 1519-1522 Octets — HPUSKC A 1519-127 2 [a) [ )\ 715
(AN A5 BRI A, 27 FCS )\ALF719) $) 1) (ELFE IR 1)) B loRn #0644

o Packets RX and TX 1523-2047 Octets  — APUL K EAE 1523-2047 2 [a](F) )\ A7 715
(AN A5 BRI A0, 27 FCS )AL 719) ) (ELFE IR 1)) B loRn #4144
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Packets RX and TX 2048-4095 Octets  — L& i 7F 2048-4095 2 [R] [ )\ A7 -5
(AN A7 BRI A, 27 FCS )AL 719) $) ) CELFE IR 1)) B2 loRn #4044

Packets RX and TX 4096-9216 Octets — JSLEKJE 4 4096-9216 Z R [) )\ A7 575
(A5 BRI A, 2 F FCS )\ 799 $- 1) CRLFE IR 1)) B R #4144

Octets Received — &M %% FFEICI )AL 15 s S 8 (U IA 3R S0 (A5 R
MR A7, (HA FCS )LL) . BEX B Be il I LAA BRI PPA% DO W4 & R A8 7S
2R B KRS, etherStatsPkts fll etherStatsOctets Xof % M AE L [A] I B 2 fif Al
Z G HURE. IXAN 7 RE I 45 B2 X AT = IEA LUK I X Bl FH & 2 LE LA 232 0
F 100 $1-5.

Packets Received > 1522 Octets — JS4LLE 1522 iK1 )\ 7715 (& 15 Sk
IIL, AHE FCS )\ A7) RIS 24 1R 1 i 1) CRL R ER 1)) Fle s %

Total Packets Received Without Errors —I ) 9% 5 4 153 S s 5

Unicast Packets Received — A2 {45 F— Z L1 L35 S 40

Multicast Packets Received —HIt 211 2 74 (1) S0 5L 33 BOIX LEHOA L) e kit
[RIHR.

Broadcast Packets Received — FI2[1)) R S 3 VR AEEE 2 HE K.

Total Packets Received with MAC Errors —fZUF 145 MAC bk A5 1) 40 1) 4
Jabbers Received — JIS6 KR 1518 1))\ 705 OS5 B Wik oA, 1B
FCS )\ 77) AL — 1 — /MR S5 IR AT (FCS) 55— )\ 7 5 38 i — A
N FCS 5N )\ 45 AR FE R 3 B0 B v RIX 28 R e 57 TEEE-802. 3
8.2. 1.5 {4 (10BASES) A1 10. 3. 1. 4 (10BASE2) #47 HLII (1) 5 X & AR ). X 2830 15
SR A DATAR 43 B I 20ms 24 40 2F ). A0t 25 I 1) Fe VR Y L& 76 20ms 2] 150ms
2 [H].

Fragments/Undersize Received — 7EK & /T 64 1)\ G215 OR (5 B il 4>
Pr, HE FCS )\ 7)) R I I8 R 4K

Alignment Errors — KJE7E 64 il 1518 )\ A2 715 2 1], FL46 64 F1 1518, (HAF AR
(RIMITAS: 567 31 (FCS) 5 AN\ 15 E 5 (1) I 0 e 4.

Rx FCS Errors — {t 64 F1 1518 J\f7 775 2 [A], £ 45 64 F1 1518, {HAT— IR ITAS
751 (FCS) 5 AN )\ A, 1 BT ) B0 24

Overruns —{5 E\WiF R Z b DA B 3, HARR4ERR.

Total Received Packets Not Forwarded — FSb2tid il Fe 55 (- ik %) 1)
FR B U5 SIS 2L

Local Traffic Frames — 7Ef% it fed R4 H Mot bl A e 47 F b im0 8 25 57 11045
ISLUPSE A8

82.3x Pause Frames Received — 7ttt L b Tisc 21 i) MAC fii M5 Bt Horpig
SEARHS A PAUSE P S s 25, 2 b 1S AT A8 21 A T AR PR I b B 5O 2 384 .
Unacceptable Frame Type — 7t K R4 (5 BRI To k8 0 i H
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VLAN Membership Mismatch — 7t 11 H T 20 A0 il i 25 20 R4S S i 2

H.

VLAN Viable Discards — £ 247554 —AMRFIR VLAN B0 40 2R VLAN A7 1l
B & A S i H

Multicast Tree Viable Discards — 47E (— VLAN) -4k 2 #2124 1E 44
T 2 3 A5 B g H

Reserved Address Discards — [ }i%4:—A> IEEE 802. 1 fR A LRI RS A
SCHRI S B i H

Broadcast Storm Recovery — 4 R XU Gk AR e 1
FF:FF:FF:FF:FF:FF bk i 235 004 Sk H .

CFlDiscards — [X| CFI Ao # 5 & FI7E RIF L bl 2 8 70 0 X 25 35 143 g
H.

Upstream Threshold — ERFEMLEL = HICHIRFF4 1% 0 B SE 7K Z 571
5 B H .

Total Packets Transmitted (Octets) — 7 /4% (AN {5 Bk 47, {25 FCS )\ AL
) _EATRE] (AR 1)\ 7 . e 5 e I DLA B PEAS LUK M9 46
. WA S R KRS, etherStatsPkts fil etherStatsOctets X% W AEIL:
] I B2 W RN 2 S BUORE.

Maximum Frame Size 1518 -

Total Packets Transmitted Successfully — 7£ i 11 O 204 il Dh#E & 31 e 1 X B

N

§

(1 S H .

Unicast Packets Transmitted — _|— 2 i3 sk DU A2 IR B0 i i 40, A
& LA A GERIL ).

Multicast Packets Transmitted — [ /2 PpSCE R DA #F R ik FBdE U B 4,
(IR P RN e Nty S LN

Broadcast Packets Transmitted — [ )2 Wi Bk DL % & 2% 8 da 43 1) 1
B, AU A ECE AR R IE .

Total Transmit Errors — $.—[1), 2 H 1R 2 FmEHE S 4L

Tx FCS Errors — C&ALREMIRSCEEL, K O EE Btk 247, 25 FCS )\
PLFAT) AE 64 A1 1518 )AL Z (8], (B IR 1 B AT 583 )\ AL 1R 56 77 471
(FCS).

Tx Oversized — i K AVHE WIS PE SR XA THESA —ANE 10
Mb/s ISHERFD 815 AN K 1) .

Underrun Errors — [ 4& 4 FIFO Z247 A8 1523 1T 2= 35 104 B s 5.

Total Transmit Packets Discarded — 5., £ & IR 2 (P RERE (5 SR EL
Single Collision Frames — 7ERFREE L I IE (R BUUR A0, ALl e HaT
M.



Multiple Collision Frames — 7EFRFAEE I AR IE (S EWLS . &AL poie v]

LT ANhlkE.
Excessive Collision Frames — 7ERFAFE 1 D) AE 2545 EIWUE B o 1245 S SR
pUIEAAIE R

Port Membership Discards — 7£ ity 11 PR ik o i 18 2 57 10 250 S i H

VLAN Viable Discards — 47E7E i 154k — M7k VLAN 805 Wk VLAN %A1
B A AR S i H .

STP BPDUs Received —7tA4: it 420t BPDU™ s A P S8 S oG 2 H

STP BPDUs Transmitted —M\ 4= bt i A&44 (1) BPDU' s A R8s oo 2 H .

RSTP BPDUs Received —  CU¥)HRIH A= b sl I AFF 1 130ES B = .

RSTP BPDUs Transmitted — U4 A (1R AR Ao b 309 A7 B 80 2540 P .

MSTP BPDUs Received — U 22 F AR S B0 30 I B 1 BRI BT

MSTP BPDUs Transmitted — 5% & (1) 2 55 Az B B30 M B iSOG 52 7.

82.3x Pause Frames Transmitted — 75 4% 1A Briflc 207 MAC #3565 i ()
HAIE5AREDS Sl PAUSE (45 EUITEE. 240 112 38 4 770 2 0 A 2 P s i 1 M BOR
SHETn.

GVRP PDUs Received — 1 GARP JZ 515 GVRP PDU’ s HU%H .

GVRP PDUs Transmitted — M\ GARP %% ) GVRP PDU’ s % H .

GVRP Failed Registrations — 24 GVRP J3: 1 Joik 5 B H R HL.

GMRP PDUs Received — 7 GARP JZ 4%t GMRP PDU’ s (1% H .

GMRP PDUs Transmitted — A GARP 2 %5 & [ GMRP PDU’ s [#j% H .

GMRP Failed Registrations — 243 GMRP 3 /0 58 TR B

Time Since Counters Last Cleared — i H G5 B2 o 2o i sk, LA
H, I, 43 FFb Tt
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5.9.4 ¥ O &

BEE I 2 AR S PRI G JF i DR . R ILLL R B

K 5-82

o
L!NKSYS ° » |+ Cisco SYSTEMS

A Division of Cisco Systems, Inc.

| ZEEVHLIRERY | FEEBALINE | mOUHER | MOEE |LARE |

%o 1 ¥

%31 1

TEERUERSSE a

R ER a

IR R 0

AR a

R a

ThEM 0

mEEE A 0 day 3 hr B min 48 sec %

Clear Counters Clear 411 Counters

G T S s BT I R 1 ity 1 G v H A 5L R
o  iflndex — BEXG o H T T K S .

o  Total Packets Received without Errors -4 P25 B )4k (4B (145

| RS 22 R 4eh) AL

o  Packets Received with Error - \uti 7335/ 20 H A5 £ iR 707 e AT N AT AL e ) 21 1
— 2P

o  Broadcast Packets Received -#: It 211 £ da i 1 2 4k 7 R IXLEAHE 2 Stk
REHHR.

o  Packets Transmitted without Errors - 4% 1 [ MME25 B s 5.

o  Transmit Packet Errors -[Al Jy i i AN BE A% H 1) H ol B i i 24

o  Collision Frames -7E I DLW B b vt (1) e FE v 58 5 40

o  Time Since Counters Last Cleared -ltuii [ [ 48 V1435 5k 2 Ja el O], BAH, 1,
Gy FIFB T
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5.9.5 LA %
A LA 25 R $R s Pkl "gevt JF i LARE . R ILLU T B

LiINkSYS' ; sesisiiisaaaaes soliEEE | P

A Division of Cisco Systems, Inc.

| FEANIEERY | TTAIEE \wﬂﬁélﬁﬁﬁ \wDﬁE |LA #% |

#»O [t
BERE & IR B e
FCHGE BT E B
#0530 8 e B B

AR MR B

AR R
BREAIR IR W
fnsccif bnis ]

# 0 W 2

oo oooooo)

Refresh

LACPDUs Received - 7584 v 11U PR A A R b vE B R0 ) B i 58

1 PDUs %1

Marker PDUs Received - 7115845 v ORI B A AR )45 ic PDUs
Marker Response PDUs Received - 7F 58 4 st R AR A bivE R A
LMY, PDUSs 44

Unknown Packets Received - £ I3 7 ity TR I8 A kg A Jon 45w 240
lllegal Packets Received - 71185 v A% A A BRAE A BOEAE &
PDUs .

LACPDUs Transmitted - 73R4 AL 114 0% H: 38 & PDUs %L
Marker PDUs Transmitted - 7£ It 5 4 iy 1 4& 40145 i PDUs %4

Marker Response PDUs Transmitted - /£ 28 & i A% 5 A AR 30 0 Y
PDUs #%.
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5.10 4%
FRRFERAT AL T IR I, i be2s 283, R B T e 4

& 5-84

A Division of Cisco Systems, Inc.

l_.!thS.YS‘s ! . 5 . < Cisto SYSTEMS

00001 - 0 days 01:05:08 File: nim.c : Lineg 668 internal interface number
40487 out of range

00002 : 0 days 00:00:03 File: nvstore.c : Line: 335 : Building defaults for file
clivweblnitParms cfg

00003 . 0 days 00:00:03 File: nvstore.c © Line: 335 : Building defaults for file
igmpSnoopingnitParms.cfg00003 . 0 days 00:00:03 File. nvstore.c Linel.
335 Building defaults for file igmpSnoopinglnitParms .cfg

00004 - 0 days 00:00:03 File: nvstore ¢ - Line: 335 - Building defaults for file
relayinitParms cfg

00005 : 0 days 00:00:03 File: nvstore.c © Line: 335 : Building defaults for file
wrrplnitParms.cfg

00006 . 0 days D0:00:03 File: nvstore.c - Line: 335 : Building defaults for file
nipinitParms cfg

00007 - 0 days 00:00:03 File nvstore ¢ - Line: 335 - Building defaults for file
ospflnitFarms cfg

00003 : 0 days 00:00:03 File: nvstore.c © Line: 335 : Building defaults for file
iphnitParms cfg

00009 . 0 days D0:00:03 File: std_policy_api.c: Line: 403 . Assertion failed
ANNAN - N Aave 0NN File: nwetara e 0 | inas 335 - Rhildina dafanlte far fila ™

RRALxR — ERlisiibl gy G Rax. 205101 FEALR
BHLFE — Wt SHiREENHELR. 20 5.10.2 FH LR,
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5.10.1 {5 R4 %
BB A, JRINSE AT T IR A S B . K IHILL R s,

5-85

A Division of Cisco Systems, Inc.

L!NEYSE 2 4 : 5 . Cisco SysTEMS

0111z 12 14 1516

| HRLF | FHER |

00001 . 0 days 01:05:09 File: nim.c : Line; 668 . internal interface number
4097 out of range

00002 - 0 days 00:00:03 File: nvstore ¢ - Line: 335 - Building defaults for file
clivweblnitParms cfg

00003 - 0 days 00:00:03 File: nvstare ¢ - Line: 335 - Building defaults for file
igmpSnoopinginitPanms.cfg00003 © 0 days 00:00:03 File: nvstare ¢ - Linal
335 Building defaults for file igmpSnoopinglnitParms cfg

00004 0 days 00:00:03 File: nvstore.c © Line: 335 : Building defaults for file
relaylnitParms cfg

00005 . 0 days D0:00:03 File: nvstore.c - Line: 335 : Building defaults for file
wrrplnitParms.cfg

00006 - 0 days 00:00:03 File: nvstore ¢ - Line: 335 - Building defaults for file
ripinitParms cfg

00007 : 0 days 00:00:03 File: nvstore.c © Line: 335 : Building defaults for file
ospflnitFarms .cfg

00008 . 0 days D0:00:03 File: nvstore.c . Line: 335 : Building defaults for file
ipinitParms cfg

00009 - 0 days 00:00:03 File std_policy_api c: Line: 403 - Assertion failed
ANNAN - N Asve NOENNN2 File: nvetara 0 | ines 3235 - Riildina defanlte for file i

BN HASHBLAES 5 B s BAR U RGEEE .
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5.10.2 FH4F
BEBELE . P8ISR T M B . K ILL R,

5-86

A Division of Cisco Systems, Inc.
R 10 11 12 13 14 1516 1

L!NEYSB ) 3 @ 9 : : 0 . Cisco SysTEMS

| HBEF | FHHOR |

icA XfrE HBE BHD hes B[]
00007: EVEMNT= bootosc 276 03FFFEOD  AAAAAAAA Q00O
00002 EVENT= bootosc 276 O03FFFEDD  AAAAAAAA Q00O
00003: EVENT> bootosc 276 03FFFEDD AAAAAAAA 000D
00004: EVEMT> bootosc 276 03FFFEDD AAAAAAAA QO0DD
00005 EVEMNT= bootosc 276 03FFFEOD  AAAAAAAA Q00O
00006 EVENT= bootosc 276 O03FFFEDD  AAAAAAAA Q00O
00007: EVENT> bootosc 276 03FFFEDD AAAAAAAA 000D [}g
00008 EVEMNT= bootosc 276 03FFFEDD  AAAAAAAA 0O0DO
00009: EVENT= bootosc 276 O03FFFEDD  AAAAAAAA Q00O
00010: EVENT> bootosc 276 03FFFEDD AAAAAAAA 0000
00011 EVENT= bootosc 276 03FFFEDD  AAAAAAAA 0QO0DO
00012 EVENT= bootosc 276 O03FFFEDD  AAAAAAAA Q00O
00013: ERROR= usmdb_si 1204 028D8250 00000003 00342
00074: EVEMNT= bootosc 276 03FFFEDD  AAAAAAAA 0QO0DO
0001%. ERROR= usmdb_si 1204 028D70B0 00000003 00431
00016: EVENT> bootosc 276 03FFFEDD AAAAAAAA 0000

o Entry -Fi{F1% 5.

o Filename - F{EYH 1 T2 FR.
o Line - FRI1THL

o Task ID - (T4 ID.

o Code - FifFHgmis.

o Time - SHAF AP TH).

110



5.11 447
SRR B OO, (el S5, Fith BLLAF s

5-87 4k i 4

Cisco SysTEMS

) 11 12 %3 14 1516 17 18 19 20 2122 28 24 GL

| B | Telnet| B0 | TFTP | EE |Ping |

MEP b 00:0C:41:33:ED:1D
HPIHEAT Y DHCP
SR GAME [Enable ¥
Hnis A [Enetle @)

pad

IR YR S 4L

MZEREE—. S W7 5.11.1 W& IEE M.
Telnet —. W& 5.11.2 'Telnet.

B—. 2% 5.11.3 Serial Port.

TFTP —. ZWLE15 5.11.4 H 11,
BEE S WEW511.5 EE.

Ping —. 2% 5.11.6 'Ping’.
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5.11.1 M %&EE M
B L BB FR I SE AR T I A I LR R

K] 5-88 Network Connectivity i %+

L]
L!NKEYS Cisco SYSTEMS

A Division of Cisco Systems, Inc.

SR3 Managentent S witch

| FAZTEEE#E | Telnet| B0 | TRTREM#S | EF |Ping|

MEMACHHL 00:03:6D:00:00:03

B M PR R None

HTTP Server [Erable o]

IP HTTP Secure Dlsable_v_

IP HTTP Secure Protocol ;_-i?;ath _v

IP HTTP Secure Port [443 ] (11065535)
@ TEEIE

® Py MACHRME —EI/RZATHA LS FIMACH L.

H B0 H P45 B B B — I A2 {27 H A 1 D 4 JC & P i

® HTTP Server —& XA AL TS R VF Mwebiil B85 31T U5 ), Enabled & 45 A2 L
T N—webill WA AT HE ). T 44 {E Zenabled.

e IPHTTP Secure — & S JE7LL IP HITP 224K ki ] web | WS04, T

J B AL disabled.

IP HTTP Secure Protocol — & X fiiH] TP HTTP ‘224 i I Rl

IP HTTP Secure Port —i& X i /] IP HTTP 24K I #) i 1.

WE MACHIHE — TR AZ HbLGe s IFMACH L.

H B B P2 BE B WM — A s A 1 9 28 P 2 P it

HTTP Server —3& XA HALZE T RRVF M webii Y25 3E1T 15 ), Enabled i 45 28 #e L

& A P web B N as AT BLIK. T 64 {H /£ enabled.

IP HTTP Secure — & X ELL 1P HTTP 224 kAt ] web 3 W28 64TV ). T

] E A {E & disabled.

IP HTTP Secure Protocol — & SUffi ] TP HTTP ‘&A= FH it 1L

IP HTTP Secure Port —3& i fi] TP HTTP 2¢ 45U g3 1.
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5.11.2 Telnet
WE Telnet Z%. & AU IF Al Telnet . JEHHIBLLLT i

Kl 5-89 Telnet i+

A Division of Cisco Systems, Inc.

L!NKEYSE g . Cisco SYSTEMS

SR

AR5 5 _\

Telnet Sessions®HHE [57%]

EVFE B Telnet Sessions Yes v
b

o WEMRN - WA SE AEFR— Telnet X1l 2\ Al R 45 2 D A A1 .
WA 0 R AL, 280 0 ] 160 Z M54 T) a2
5.

o Telnet Sessions B KEE - A2 X% [ #7 )L Telnet Xf 1.
Bk 0 Fowl ATl Telnet A% . T.) B4 {E 2 5.

o HEFHTHI Telnet Sessions - LA & L& AT £ VB 1) Telnet X 1. 1)
A YES.
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511.3 &1

- GRE S (O ICIEE el iz DNt - Y W S TN TE 2

5-90 W E H OS8R 5

A Division of Cisco Systems, Inc.

| FlSE RS |Telnet| B0 | TFTP | E& | Ping |

FOFTREE ()
FEHRE (bps)
FFA b bits))
wEEH

Zibfe

FEEN

x|

E_]
115200 ¥
8

Disabled

1

None

o HRIOBESEM - BOFE GG R EF 2 D AR (R iR JOE RN 1] (238 FE N

0 £ 160 a2 H. 1) B 5.

o  VWHRFER(bps) - SbA R XA umHlEE L P IRER . X DN R g ke, HE
4 1200, 2400,4800, 9600, 19200, 38400,57600,F1 115200, T.) #4518 & 115200,

o  FRKR/N (bits) - 7E—NFRFHIIALEL, MK 8.

o  WMEEH- LML EEHIE enabled B 2 disabled, 't & /& disabled.

o BRIEAL - JEIRAT BRI 1.

o AMBRIM - BLAIAE SR DR AR ANV, E B g none.
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5114 TFTP
W TFTP 28, 45 SE M S0 45 O 24 TRTPY, 4B R IR EE.

K 5-91 TFTP Jif %

Cisco SysTEMS

i (TEEEL o
BiE xR | Code L :
[-F [
HRZIPH4 [o.0.0.0
\
F

o fEEN - A E JGH IS TFTP KB R IE S LR IR TS RS B EAL 25 R
55 4% o

o BERA - A E X AR B R A AT L E SO B iR Log, fr & Log Al
Trap Log.

o & - IRUE N EARECN BRSO R

o MRS IP HuHE - BOEE X TFTP IRSS4%1 IP kil
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5115 &
BEBEE M. RASPIETCYE I m B E . KB R bid .

5-92 Reset it %:

Cisco SysTEMS

| FlstiEiBtE | Telnet| B0 | TFTP | &H& | Ping |

EREEMREEL TR, BIRMTTE. B
AR ELETFHIARTES, £ T - RERE

FRER S RRER R TR TR TR IS 2
AL EEHERESHETH I RaE Bl g (e
EEME R RIS R BT RS 1L

FHIE R T AR LR E N RS TR E
FER AHARTENREHELL. FRER

ILZHE T/ N i 174 | R P sy

o FHAERIRINAAFAER — R PTATIC EAr PIPRINAE A7 4% o PTG B SR 2 S RIS, (BR
AT o IZNAT BIPRIN AT A% RS0 ELFT IS Ja ic B AT 2

o BARSREME - ILIhRER PR E S B AL A A

o RGEKE - FFHGE NI RIATIAL P ISV L. B TR e, AR
FEFFTAE AT LG BTG K. ATATARAE AT H SRR R 2
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5.11.6 Ping
VLT Ping iy 448 IS ORI g LA Ping’. BU R BEAEHS L.

&l 5-93 Ping i %

Cisco SYSTEMS

| FEERM: | Telnet| 88A | TFTP |EE |Ping |

Pl |
Ping

IP Address - A= A7E X — G i EHLIPHISE.

e Ping —tairA A e eI FENUREMS - BT i 2E R . a4, FE s
HLA 4% (in-band) &, SKIEATH bR % U206 Ping F2/5 enable Fliz177E TCP/IP
2 AWMU B AT — B4 VLAN [0 L AESS Ping 3, HEAES LA TAERE 2
(AT — AR . oL It A 1% = A Ping 2 H 1 TAESR.
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