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FH—FE  EEEAM

1.1 AR#EA

JURHYT K SRy R 2 il 5 3K

Console, Telnet, SSH (1.x Hi# 2.0, 2.0 & 7.x Frietk, PDM i http = (7.x
LLUEF A ASDM) FiI VMS 1] Firewall Management Center .

X HFHE N Rom Monitor 850, BFR 44 A BiCRIRAAUA, SCFF Help, History
iy 4B S K R AT K

7¥: Catalyst6500 1] FWSM () Jk 5 it 545 8k Firewall Service Module) 3 %2
PO, L i CLI dr 2 HEA:

Switch# session slot slot processor 1  (FWSM Fir£E slot %5)

DR S

Firewall> 4 HIJ 50, A enable HEAFFAUSIEN Firewall#, FFAUBIR W] LAk
ABCERE, 75 6.x Jr BINC EAAE — D2 R BT BE T, 7.x LS BUSAT 108 ZRBLH
A JR I E A SRR B . Tl exit, ctrl-z GB[A] RZEAR S

T B

FEJEAT A TN no AT CAHUGY i 4
TNYHTRCE, 7.x J5 0T BAXS show run )2 %t B T# = A1IL € . Show running-config
all B/ iileE, AEa N E . Tab ol LUH Tar&4b4x, ctrl-l v LA T 38T Wt
N4 G TR AN TS a3 R G A TELI S 50D, help F1 history #HIR] T
10S fir 4.

Show fir4 37 begin, include, exclude, grep jiniE Mz =i 77 Rt Hi HEAT
YER R .

Terminal width v F T& 02 b %8 Bon we B, B4k 80 NF4F, pager
A& A 7R b e i onAT 8, B8 24 4T, pager lines 0

fr A AR AT LU 2l

Show running-config B+ write terminal i
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1.2 BEAIEIFRIIT 4R

B KE BA R AU ATES, il {8 ] show version 14 1] UG W46 T 347 Y
Rtk

Unrestricted (UR) FTA I BRI PR T % & B S 0 PERE, 32 FF Failover

Restricted (R) By X (19 A A7 AT SV R 5 22 s 1 800 BRG], NS Failover

Failover (FO) ANfg sl VBT k3%, HAER T Failover

Failover-Active/Active (FO-AA) H BEFI UR KRB KB — &AM, =C#F
active/active failover

E: FWSM W UR ¥Frf,

activation-key x4 H T I & & V], %V Al A4 11 serial number 5%

(show version %l i LAFE 2D, 6.x Ky 16 F17, 7.x 4 20 FHi.

1.3 ¥R E

PR fh A —FE AT LA setup AT XS SR AL &
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BE REEEN
2.1 BEEENO

P 1 5Ll

B KB A TR A0 B A4, H2 1 1P HBEANHERY (7. TR SRR IPVE) Fi
GAER FE AT DL P B 1 mT DL 4R 42 1 (vlan), M 6.3 FF 4 32+ SPAN. trunk,
B ASCHy 802.1Q B3¢, ASZHF DTP BhRg.

P EATE -

s 0T FWSM JTa 4 Dk AR B 11, 4452 vian J5 TN b vianid. 140
FWSM 171~ 6500 (155 =4, K& =AM, 40508 T vlan 100,200,300.

Switch(config)# firewall vlan-group 1 100,200,300

Switch(config)# firewall module 3 vlan-group 1

Switch(config)# exit

Switch# session slot 3 processor 1

281 U B S B — /N 11 vlan100,v1an200,v1an300

PIX 6.X:

Firewall(config)# interface hardware-id [hardware-speed] [shutdown] (Hardware-id
Al LA show version 4% 31

PIX 7.x:

Firewall(config)# interface hardware-id

Firewall(config-if)# speed {auto | 10 | 100 | nonegotiate}

Firewall(config-if)# duplex {auto | full | half}

Firewall(config-if)# [no] shutdown

(NP

FWSM 2.x:

Firewall(config)# nameif vlan-id if_name securitylevel

%3 0
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PIX 6.X:

Firewall(config)# nameif {hardware-id | vlan-id} if_name securitylevel

PIX 7.X:

Firewall(config)# interface hardware_id[.subinterface]

Firewall(config-if)# nameif if_name

Firewall(config-if)# security-level level

TE: Pix 7.x A FWSM 2.x JFaG sCRf AN R4 AT AR V) security level, i $2 42 =)
fic B A XN ] same-security-traffic permit inter-interface iy

Bie & 1P Hiuhik:

FRAS L

Firewall(config)# ip address if _name ip_address [netmask]

BAx ik

Firewall(config)# ip address outside dhcp [setroute] [retry retry_cnt]

7 setroute T LRI 3R15K 0 DHCP k452 sk 6, PR A iy 2
AL renew ik

PPPOE:

Firewall(config)# vpdn username JohnDoe password JDsecret

Firewall(config)# vpdn group ISP1 localname JohnDoe

Firewall(config)# vpdn group ISP1 ppp authentication chap

Firewall(config)# vpdn group ISP1 request dialout pppoe

Firewall(config)# ip address outside pppoe setroute

Unall; JuE

Firewall# show ip

IPv6 HHERCE (7. BiREeE)

2

ARP it &

e & NS ) ARP 25 H -
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Firewall(config)# arp if_name ip_address mac_address [alias]

fic & timeout s ] :

Firewall(config)# arp timeout seconds #4454 4 /NI

e —IEOU T A clear arp TEBRITE I ARP 2247, ANREEI XA H, H
S LB LU N AR A BOE —AERASKAH, B R ip h—MEH) mac
Hotl, ARJE no FZay S ui s E . —> arp 4 H .

MTU F143 Bt

fiL & MTU:

Firewall(config)# mtu if_name bytes

1 ] show mtu (6.3) B# show running-config mtu (7.X) 46 3F 2> Bt (fragment) [¥]

JLA 2

GHEE SN & €

Firewall(config)# fragment size database-limit [if_name]
PR A A 1 20 BOEL

Firewall(config)# fragment chain chain-limit [if_name]
Bl K 4 23 B 2K ) S A) -

Firewall(config)# fragment timeout seconds [if _name]
B L EIILSE RS (7. et

2

2.2 BEEIKEH

JE ] PRE By 1kt bt 3 i

Firewall(config)# ip verify reverse-path interface if_name

P B AR O

Firewall(config)# route if_name ip_address netmask gateway_ip [metric]
fic'& RIP #{ahWr RIP S (vl, v2):

Firewall(config)# rip if_name passive [version 1] (Firewall(config)# rip if_name

%5 0
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passive version 2 [authentication [text | md5 key (key_id)]])

B 1 O RS I

Firewall(config)# rip if_name default version [1 | 2 [authentication [text | md5 key
key id]]

B & OSPF:

52 X OSPF Jf2:

Firewall(config)# router ospf pid

Fi 5T A Y. /9 2% 5] OSPF [X 43

Firewall(config-router)# network ip_address netmask area area_id

n[i%: 5 X Router ID:

Firewall(config-router)# router-id ip_address

5% OSPF 5 Ji IR BT -

Firewall(config-router)# log-adj-changes [detail]

Ja H OSPF S8l ik

Firewall(config-router)# area area_id authentication [message-digest]

BT B

Firewall(config-router)# default-information originate [always] [metric value]
[metric-type {1 | 2}] [route-map name]

P17 OSPF 244

Firewall(config-router)# timers {spf spf _delay spf holdtime |Isa-group-pacing

seconds}

2.3 DHCP

Fic & Ji %3 DHCP Server:

T b i

Firewall(config)# dhcpd address ip1[-ip2] if_ name (&% 256 /M%) b )
fic & DHCP 2%
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Firewall(config)# dhcpd dns dnsl [dns2]

Firewall(config)# dhcpd wins winsl [wins2]

Firewall(config)# dhcpd domain domain_name

Firewall(config)# dhcpd lease lease length Firewall(config)# dhcpd ping_timeout
timeout

Ji Ff DHCP %5

Firewall(config)# dhcpd enable if_name

IiE: show dhedp, show dhcpd bindings, show dhcpd statistics

fic & DHCP "4k

& XLESZ DHCP Server:

Firewall(config)# dhcprelay server dhcp_server _ip server_ifc(fx % 4 1)

kS AL

Firewall(config)# dhcprelay timeout seconds

Firewall(config)# dhcprelay setroute client_ifc

Je I 4k .

Firewall(config)# dhcprelay enable client_ifc

BAF show dhcprelay statistics
2.4 HIBHYXFF

s
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B=E PIKERNEHE
3.1 {#H Security Context B3 EFIBG A (7.x 4514

FEEA 4. A PIX7.0 H FWSM 2.2(1)JF4h, ) BB — N7 KRR B 2 A
REFLIRIBG KB, BEANBT K EEFR A context, IXAE— AN By K SCRE P A TAE B
single-context A1 multiple-context, Ab-J-Ja7& AR IR Kbt oy = A D fe i
system execution space((HAA A context [MINRE, (HJE A [MAEAL), administrative
context(H#i FH & BRA B () 7 -k %) A1 user contexts(Rz 4L H SR i k8%, BT e & Bl ok
i i 2 R 3E HY)

FeE: 5 show activation-key K5 E /& 154 multiple-context 14 1], R)5
i# 3 mode multiple F1 mode single iy 4 753X P4 MR 2 [ EAT D)3, 44Kt n] LA show
mode KIGUFHLAE LA AT . ZEA A context T HEAT V)4 Al H] :

Firewall# changeto {system | context name}

H T HTA 1) context [1)5E SCHRAZIAE system execution space I, FIf LB & 26 A
changeto system % N i .

Firewall(config)#context name

A EEY) B LT 21 context i U ELXAE A REAEAH MY context I g7 A B
PO, AT C I

Firewall(config-ctx)# allocate-interface physical-interface [map-name]

B Jri s X context [ startup-config [ 47N & -

Firewall(config-ctx)# config-url url

i 1L show context 4 ik

e 4Pk BE TAELE multiple-context x0T, admin context i H 342 1. (show
context >R 1E) HH T Jr A 1) context #3325 25 (1) 2, it LLEEBR )%™ context [ %5 U
IrHCTE JEE X class:

Firewall(config)# class name
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e

Firewall(config-class)# limit-resource all number%
Firewall(config-class)#limit-resource [rate] resource_name number[%]

5 JE EAH N [ context L& T

Firewall(config-ctx)# member class

WL R a4 %3E show class,  show resource allocation, show resource usage %%

. B4 telnet, ssh, IPsec 5 sessions, MAC address 65535 2% H
3.2 &8 Flash XHAS

6.x LIRS R A AP LR AER] Flash, WA X2 RAGRS, A HRE
aF
0-0OSHiff 1-Hah3Cfl 2-VPNAERLIETS 3-PDM Bif% 4-ji 5tf5 & 5-0 93Tk

show flashfs {27 flash SCAF

7.x Fl FWSM SCAIF R %t

7.x I FWSM 4% 108 (30 R 40, RAJRHHS, TR n A nT LR,
7.x i F flash:/{0# Flash U 248, FWSM 23 54t flash:/ (RSB A disk:/(Iid &
Yo BT ARGE RIS Unix (1554, PrLal USR] R 5105 H & K0z 30 R 4t
AR

dir pwd cd more delete copy rename mkdir rmdir format erase fsck(# 2x X 1} R4 5¢
HNE)

6.x 7 Flash #HIU A BEORAF— D RGEHR,  7.x MR R T 1 Fof I o e oL 4k )

Firewall(config)# boot system flash:filename

KA IAF] ) R Ge 844, show bootvar BEAT Ik

OS T+ WLIsx
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3.3 BHEEEXH

7.0 LUJm ] DME ] 2 AN 5 sl e & S0P

Firewall(config)# boot config url

B A B E A

Firewall# show startup-config

Firewall# show configuration (6.x & show configure)

PRAT 2 A iC & SCAF write memory, copy running-config startup-config, write net
[[server-ip-address]:[filename]] (7.x 32 £F copy % tftp)

s i) standby [F]25 24 FilC & SCLE write standby IR 3 B E S write erase

& R B SO S Y R L E SO configure memory A Web 5 NGB LA
configure http[s]://[user:password@]location[:port]/ http-pathname  (7.x 3Z ¥ copy H LA
)

HIFECE SO B B B R S5 A

Firewall(config)# auto-update device-id {hardware-serial | hostname | ipaddress
[if_name] | mac-address [if_name] | string text}

Firewall(config)# auto-update server
http[s]://[username:password@]AUSserver-1P-address[:port]/autoupdate/ AutoUpdateServle

t[verify-certificate]
34 EHEESIR

Firewall(config)# console timeout minutes fit ‘& console & & [FHE M (L4 0 ANERT)
A% 115K B outside 3 11 telnet, )3 F telnet:

Firewall(config)# telnet ip_address netmask if_name

Firewall(config)# telnet timeout minutes it &' telnet i I

Jet ] SSH it &

5B RSA BN

%10 W
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Firewall(config)# domain-name name

Firewall(config)# ca generate rsa key [modulus] (7.x 1# /] crypto key generate rsa
general-keys [modulus modulus])

Firewall(config)# ca save all (7.x HZI{#AE)

1 FH show ca mypubkey rsa K41 (7.x show crypto key mypubkey rsa) ca zeroize rsa
VE IR 5 A 35 e %5F (7.x crypto key zeroize rsa default)

5 i FOVF ssh 23 i

Firewall(config)# ssh ip_address netmask if _name

ssh version fir % A LAUESE ssh (AT, ssh timeout & SCEE IR IS [] ;

PDM/ASDM fic &' :

H1- T PDM f7J80 B g, T AT EE48 2 SR AL E, ASDM ]

Firewall(config)# asdm image device:/path

kfr e BB R, WA BA T UMEH copy fir Ak, ARG HLE VI ]

Firewall# http ip_address subnet_mask if_name

Jet I HTTP 32

Firewall# http server enable

i F https://ip-address/admin K15 1] o

Banner fit & :

Firewall(config)# banner {exec | login | motd} text | banner ANEEE S, HEEH no
KB, B3 clear banner >k R B 1#) banner (7.0 clear configure banner)

WP H215:  who ¥ telnet 231 kill telnet-id SKiF R 231, show ssh sessions
Wi ssh 21, ssh disconnect session-id i/ [ ssh 1%, show pdm sessions 4 pdm &

1, pdm disconnect session-id J& & pdm 41
3.5 REEREE®R

149 reload v & H RS, A 7.0 LUG SCRAFEFRR & 1IN R 5 JS R 4

Firewall# reload at hh:mm [month day | day month] [max-hold-time {minutes |

11 W
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hhh:mm}] [noconfirm] [quick] [save-config] [reason text]

B e T — S R I IR ) o ) TS

Firewall# reload in {minutes | hh:mm} [max-hold-time {minutes | hhh:mm}]
[noconfirm] [quick] [save-config] [reason text]

JE A A A

Firewall(config)# crashinfo save enable (7.0 no crashinfo save disable)

show crashinfo K& i it/ B

clear crashinfo |15 5. (FWSM f#H crashdump)

3.6 SNMP Y5

A% SNMP 5 4. -

Firewall(config)# snmp-server location string (contact string)
SNMP V5 [ ¥F A -

Firewall(config)# snmp-server host if_name ip_addr [poll | trap]

Firewall(config)# snmp-server community key

12 W



R ASA A1 PIX By k% & T

FNE HPEH

41 —RAREE

de SO VIR AN TG 2 password, XA I — M ks P A 2
enable_1,7F ssh & FEA H 7 22 pix, 28 )5 H password SKiAiE .

AR BB S C & -

Firewall(config)# {password | passwd} password [encrypted] (V% & 4 %4 cisco
clear {password | passwd})

R RS B A

Firewall(config)# enable password [pw] [level priv_level] [encrypted]
42 AMBEEFEEERRP

&SI

Firewall(config)# username username [{nopassword | password password}[encrypted]]
privilege level

Ja FHAS Hl A -

Firewall(config)# aaa authentication {serial | telnet | ssh | http} console LOCAL

T B TS LR R 25 65 48 1T enable password 5 S, X RE U E S A
enable KIE NSRRI, 1A T P WIAR T A S R IBR, A A A3 FAR ] A2 A
X W b m] PUAE B A b enable 1A UIE (aaa authentication enable console LOCAL), )/ f#i
username password [ 2 ik HE N enable, F /7 enable 25 v M 748 in 2 4k .

AL

Firewall(config)# aaa authorization command LOCAL

LRI e E R/ E

Firewall(config)# privilege {show | clear | configure} level level [mode {enable |
configure}] command command

%13 W
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18 H show privilege >k 4 i fir 2 IRRF AL 54 (7.x 41 FH show run all privilege)
4.3 EF AAA BRSFZBREER R

5E 3L AAA IR S5 A AL

Firewall(config)# aaa-server server_tag protocol {tacacs+ | radius} (7.x EHENT
kerberos,dap,nt,sdi FM3 S2£F)

IR S 2 4 -

Firewall(config)# aaa-server server_tag [(if_name)] host server_ip [key] [timeout
seconds]

LA

58 SRS 4% SR I -

FWSM: Firewall(config)# aaa-server server_tag max-attempts number

PIX 6.x: Firewall(config)# aaa-server server_tag max-failed-attempts number

PIX 7.x: Firewall(config-aaa-server-group)# max-failed-attempts number

& X GV SRS (7. R ) -

Firewall(config-aaa-server-group)# accounting-mode {single | simultaneous}

FLR R B S
4.4 BEE AAA ETBARA

Je AL -

Firewall(config)# aaa authentication {serial | telnet | ssh | http} consoleserver_tag
[LOCAL]

JA AL -

Firewall(config)# aaa authorization command server_tag [LOCAL]

IEENN

Firewall(config)# aaa accounting command [privilege level] server_tag

T AAA RSS20 1

14 W
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4.5 BLE AAA X#EH A Cut-Through XIE

4.6 FiEWmE

%15 W
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BHE B KSR R

5.1 BAAIERYIZERAIRT

FetEAr 4t N PIX 7.0 F1FWSM 2.2 JT4REI K55 T LASCREE W] 7 KOst 45
MATEREMIEE, TR R ASCRFAN% T inside A1 outside, 488 W] LARC
BAMEHEE D, (HRE B DANGER] TR BT s, /52 context AT A RER
PP ol TER A [F] MR BU 4, BTSSR NAT,  BEARBCA 1P Hihk(H
FFFERT DAL S ACL SRS S . St N IEHALE Firewall(config)# firewall transparent
(show firewall SRIGAUE 21T TAFAE, 1T B AE IR TAE T AN, A
AR R I A 2375 B 224 A G &) -

Be & H

Firewall(config)# interface hardware-id

Firewall(config-if)# speed {auto | 10 | 100 |nonegotiate}

Firewall(config-if)# duplex {auto | full | half}

Firewall(config-if)# [no] shutdown

Firewall(config-if)# nameif if_name

Firewall(config-if)# security-level level

VE: AMBCE IP bR, EREEME S ZRCE R, O Z e
FA—FF, same-security-traffic permit inter-interface fiy4- ] LA A b iR il o

P T

Firewall(config)# ip address ip_address subnet_mask

Firewall(config)# route if_name foreign_network foreign_mask gateway [metric]

MAC Hiil: 3 fHC E -

Firewall# show mac-address-table 7.7x MAC Hilil: 3

Firewall(config)# mac-address-table aging-time minutes 1'% MAC Hutik 2% i 1 i ]

Firewall(config)# mac-address-table static if_name mac_address ¥ & A& MAC 4% H

%16 W
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Firewall(config)# mac-learn if name disable 2% 1l 4§ % 4% O Hb hE 2% > (show
mac-learn % 1IF)

ARP i :

Firewall(config)# arp if_name ip_address mac_address %4 ARP 4 H

Firewall(config)# arp-inspection if_name enable [flood | no-flood] i )5 I ARP £

[t

AR 1P WIS R SR -
Firewall(config)# access-list acl_id ethertype {permit | deny} {any | bpdu | ipx |
mpls-unicast | mpls-multicast | ethertype}

Firewall(config)# access-group acl_id {in | out} interface if _name
5.2 BFAERY B BRIl #0iF

REPEA A s A5 g BIMR 2 455 2R V5 In) F7 h outbound i a], 7 210 & Mk
HHIPER outbound Dy a1, PIX SO M AL E ACL i avFt2Riil, FWSM
MM E ACL R AVFIEAIW Ul o 111 AR 22 455 0 3 ey 22 55 0 ) V7 i) Bk A
inboud i), BTG EIAC E LR BERT inboud Vi 4], HRALMNECE ACL. Rl — %
AEE DT )R] DAC B B R

SCRF AU NAT 287

Translation Type

Application

Basic Command

Direction in Which Connections Can Be Initiated

Static NAT

Real source addresses (and ports) are translated to mapped addresses (and ports) static

Inbound or outbound

Policy NAT

Conditionally translates real source addresses (and ports) to mapped addresses static

17 W\
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access-list

Inbound or outbound

Identity NAT

No translation of real source addresses nat 0

Outbound only

NAT exemption

No translation of real source addresses matched by the access list nat 0 access-list

Inbound or outbound

Dynamic NAT

Translates real source addresses to a pool of mapped addresses nat id global id
address-range

Outbound only

PAT

Translates real source addresses to a single mapped address with dynamic port
numbers nat id global id address

Outbound only

B

ST IER B H] PIX 6.x ... [norandomseq] [max_conns [emb_limit]]

PIX7.x ... [norandomseq] [[tcp] max_conns [emb_limit]] [udp udp_max_conns]

HERHBIH] Firewall(config)# timeout [conn hh:mm:ss] [udp hh:mm:ss]

FiAS NAT:
Tk AR

Firewall(config)# static (real_ifc,mapped_ifc) {mapped_ip | interface} {real_ip
[netmask mask]} [dns] [norandomseq] [max_conns [emb_limit]]

T 11 )i A R

Firewall(config)# static (real_ifc,mapped_ifc) {tcp | udp} {mapped_ip | interface}

mapped_port {real_ip real port [netmask mask]} [dns] [norandomseq] [max_conns

%18 W
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[emb_limit]]

W NAT:

58 SRR

Firewall(config)# access-list acl_name permit ip real ip real_mask foreign_ip
foreign_mask

A -

Firewall(config)# static (real_ifc,mapped_ifc) mapped_ip access-list acl_name [dns]
[norandomseq] [max_conns [emb_limit]]

NAT [¥]:

Firewall(config)# global (mapped_ifc) nat id {global_ip [-global ip] [netmask
global_mask]} | interface

Firewall(config)# nat  (real_ifc) nat_id  access-list acl_name  [dns]
[outside][norandomseq] [max_conns [emb_limit]]

Identify NAT Firewall(config)# nat (real_ifc) O real_ip real_mask [dns] [norandomseq]
[max_conns [emb_limit]]

H: nat O F static AH[FIHUEEMX LET: nat 0 2B T outbound 151, static
T 1) ER AT CA, 56 (] ik A 2 150 ] ) P B e Y 2 i 2

NAT Exemption

Firewall(config)# access-list acl_name permit ip local_ip local_mask foreign_ip
foreign_mask

Firewall(config)# nat (real_ifc) O access-list acl_name [dns] [outside] [max_conns
[emb_limit] [norandomseq]]

e R NAT SEBS AR J5ORT H (10 kA REAR A P i 8 20 B iy

A HUhERHE

JE L NAT [ S bl

Firewall(config)# global (mapped_ifc) nat_id global _ip[-global ip] [netmask
global_mask]

%019 W
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JE L PAT (1) L5 Mk«

Firewall(config)# global (mapped_ifc) nat_id {global ip | interface}

58 SRR

Firewall(config)# nat (real_ifc) nat_id real_ip [mask [dns] [outside] [[norandomseq]
[max_conns [emb_limit]]]

Ve T LU ] ACL SAM AL 4 NAT
5.3 £ ACL #H1TiHai=4]

R 4d: By ki) ACL BCE R 10S ANA], RS ¥ 70 o T3 1 s A
B Ad ] S T MRS . 8 SZ R Object group, L% IP Huhik4H,

ICMP 2RI, 1P Wil sl om 4, FF H #4122 . access-list acl_name compiled
Ml Turbo ACL, 7.x H3))turbo. B ki) ACL G 4 RN, 7.x J5 M 3CHFbR
AR TRV UM T i P BURC & b, JF N B T extend (924, EARICE (I i
A DAAS 26 5 i FH X AN S HUE L AR 7 EEAE R 2 4% H I I 20 7340 extend IXAN S 20N
o

fic

5E X Object Group

P 2% 0 A 21

Firewall(config)# object-group network group_id

Firewall(config-network)# description text

Firewall(config-network)# network-object ip_addr mask (Z3 host ip_addr)

Firewall(config-network)# group-object group_id

ICMP X541

Firewall(config)# object-group icmp-type group_id

Firewall(config-icmp-type)# description text

Firewall(config-icmp-type)# icmp-object icmp_type

Firewall(config-icmp-type)# group-object group_id

%20 W
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PISCRHR 4L

Firewall(config)# object-group protocol group_id

Firewall(config-protocol)# description text

Firewall(config-protocol)# protocol-object protocol

Firewall(config-protocol)# group-object group_id

JR 55 xR 4

Firewall(config)# object-group service group_id {tcp | udp | tcp-udp}

Firewall(config-service)# description text

Firewall(config-service)# port-object range begin_port end_port (2 eq port)

Firewall(config-service)# group-object group_id

& XN TANE H 7.0 ik

Firewall(config)# time-range name

Firewall(config-time-range)# periodic start-day hh:mm to end-day hh:mm

Firewall(config-time-range)# periodic days-of-the-week hh:mm to hh:mm

Firewall(config-time-range)# absolute [start hh:mm day month year] [end hh:mm day
month year]

Bo'E ACL

Firewall(config)# access-list acl_id [line line-num] [extended] {permit | deny}
{protocol | object-group protocol_obj group} {source_addr source_mask |
object-group  network _obj_group} [operator sport | object-group service_obj_group]
{destination_addr destination_mask |object-group network_obj_group} [operator dport |
object-group service_obj _group] [log [[disable | default] | [level]]] [interval secs]]

[time-range name] [inactive]
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access -list acl_id [extended] [line number] permit protocol source destination [log_options] [time-range name] [inactive]

deny
el ;ZI dest_addr ?q el
igmp (2) L t port
ipingp (4) degi_addr desf_mask[ | — gt perf
fcp (6) i neq port
gﬂ object-group groug id ‘cmgo begin_port end_port
17) mp_ype
gre (47} any ;
e5p (50) host souree_addr — wbject-group group_id
:2:::}[:38] source_adar source_mask[ | |
nspf{i:f} object-graup group. id ubﬂ[:::—:\;ig?‘ s;r;;lce group i {tep | udp | lep-udp]
nos (94)
objact-group pratocal group o pep (108) | service -objecteq port
description texi anp (108) abject-group network group id service -object range begin_port end_porf
protacel -object protocol 0-288 description fext a2 i
protecel -object profocal . 5 narwur':i -object host ip adar |
i Hectpp grokpd network -object ip_adot mask | | object-group icmp -type group_ia
o description fex!

lemp -object iemp_ivpe
icmp -object icmg_tyoe

ICMP icmp_type UDP/TCP port
echo-reply {0) acha (7) finger {73) samg (161) Idaps (538)
unreachabla {3) digcard (3) www (B0) enmptrap (162) kerberos (750)
redirect {5) daytime (13) haostname (107) xdmep (177) lotusnotes [1352)
altermala-addness (B) chargen {19} pop2 (109 bgp (175 citrix-ica (1494)
echo (8) Hp-diata (20] pop3 (110) irs (184} sqlrel (1521}
router-adgvertisement (S) ftp {21} sunmpc (111) dnsix {195) radius [1645)
router-sclizitation {10) ssh (22) legin (513} Hdap {38%) radiuz-acct {1646)
tima-exceeded (11) talnat (23) who (513) mobila-ip (434) h323 (1720}
parameter-problem (12) smitp [25) cmd (514) hiips {443) ppip (1723)
limastamp-requast (13) tima (37) sysiog (514) pim-auto-rp (496)  clighe (2748)
limastamp-reply (14; namaserver (42}  Ipd (513) sakmp (500) ao! (5190)
information-request {15) whais (43) ident {113) biff (512} sacurerd-wdp (5510)
information-reply (1€) tacacs (49) nrip (119) exec (512) peanywhere-daia (S631)
mask-ragquast (17} domain (53) ntp (123) talk (517} poanywhers-status |5632)
rask-reply (18) bootps (67) natbioz-ns (137) rip (520) 0-65535
conversion-amor (31) bootpe (68) natbios-dgm (T38)  uucp (540)
maobile-reditec) (32) tfp (59} nalbios-ssn (138)  Kogin (543)
0-255 gopher (70) imap4 (143) kshell (544)

show access-list >kiE, clear access-list acl_id counters H & ACL 1144

922
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FNE  WCE Failover B8hna] &

RetEAr s 7R e I, S R, SRR SE IR A SIN T Failover
(FRFtt. Active-Standby st ISR FiRtt, Horb—&GJ2 UR VR, 58N
UR B Failover-only 7 R], FWSM S SCREIERFIE, 7R BT —AN 4 Active
TARIRZS, Standby HUE A Active HPRZSIMANTAE, XAEHENERE L EARH NG X
FALEIF BRI 76 7x Ui TSI T context HIMED:, XA Active-Active
3 —Fh Failover [HFEMHIL T, ZEREA context R4 H CLI¥ active F1 standby, fc '
BN BEEAEANE context N AR (o IR LR AT, 30 7 PERE, (O R4k
PIX515E, 525,535 Hl ASA 155 3 HF.

6.1 BLE& Failover

B BB — oy R AR RVFrRIE, QR AL UR VT
AL, 0T ] serial 34 AR S S 28 W9 i ) A8 AR PR oE , i RGE ] lan (15 1]
T ) AR T

Firewall(config)# failover lan unit {primary | secondary}

Pc & lan A ) g 1 -

FWSM 2.x:

Firewall(config)# failover interface ip if _name ip_address mask standby ip_address

PIX 6.X:

Firewall(config)# interface phy_if phy_speed

Firewall(config)# nameif phy_if if_name securitylevel

Firewall(config)# ip address if_name ip_address netmask

Firewall(config)# failover ip address if _name ip_address

PIX 7.x:

Firewall(config)# interface phy _if
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Firewall(config-if)# speed speed

Firewall(config-if)# duplex duplex

Firewall(config-if)# no shutdown

Firewall(config-if)# exit

Firewall(config)# failover interface ip if _name ip_address mask standby ip_address
& XHT Failover JERIHE 1 -

FWSM 2.x:

Firewall(config)# failover lan interface if_name vlan vlan

PIX 6.X:

Firewall(config)# failover lan interface if_name

PIX 7.x:

Firewall(config)# failover lan interface if_name phy_if

WA LU H failover lan key key-string 2 X 1l TRUEAT %%

failover lan enable Ji3 /1 lan-based failover, FWSM 44 fii b0, AT E by

X Active-Active #5375 EAE £ 4 [1 system execution space L& Failover 2 :
Firewall(config)# failover group {1 | 2}

Firewall(config-fover-group)# {primary | secondary}
Firewall(config-fover-group)# preempt

Xt LT RESULT) MAC it .

PIX 6.X:

Firewall(config)# failover mac address if _name active_mac standby _mac
PIX 7.X(A-S):

Firewall(config)# failover mac address phy _if active_mac standby mac
PIX 7. (A-A):

Firewall(config)# failover group {1 | 2}

Firewall(config-fover-group)# mac address phy_if active_mac standby _mac
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T8 SCAEFE 42 SRS -

PIX 6.X:

Firewall(config)# failover poll time

PIX 7.x:

Firewall(config)# failover polltime [unit] [msec] time [holdtime holdtime]
Firewall(config)# failover polltime interface time

Firewall(config)# failover interface-policy num[%]

Firewall(config)# monitor-interface if _name

TREF HTTP RASME B -

Firewall(config)# failover replicate http

Firewall(config)# failover J3H] Failover IJFF%

6.2 &= Failover

show failover iy & XPIRAHAT NS, S5 AT LUN state,lan, history, %6244
(no)Failover active TR RABEAT UL, FLE — AN RIKK 5% failover reseto X
TANBE R R FE4S ¥ &5 failover reload-standby 5 i 5 3 .

6.3 A Failover B A IERY OS &%

I %

%25 W
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FHLE RENERNE

Rtk ared: BARAE Failover fRAE 1 nl YL, (HEAEREDH ST 5%, R

BIXZFFT A-A TR, AU RGBT K. FIE R A3 1 s A
BN
—ATAE FWLB SRSEZEL, 55 T ONREAEJT S, fE 6500 LfCE CSM(Content Switching
Module) k28, 5 — Mol L 8 et 772X,
LB R S o BT R N AR TG A B IR N5 2E inside F1 outside [F]INTCE, 4

5 R IR [ B AN ) T 4 25 T 1 O

7.1 EEEHEEH (R 6500 native ios R T)

5E BT KGR R IE RN -

Router(config)# vlan vlan-id

Router(config)# interface vlan vlan-id
Router(config-if)# ip address ip-address subnet-mask
Router(config-if)# no shutdown

Router(config)# ip route inside-network subnet-mask fw-outside-address
58 SCEFRTREAS B it SR AR 1R 000 2%

Router(config)# ip slb probe name ping
Router(config-slb-probe)# address ip-address
Router(config-slb-probe)# interval seconds
Router(config-slb-probe)# faildetect retry-count

58 SCBJ5 KA -

Router(config)# ip slb firewallfarm firewallfarm-name
Router(config-slb-fw)# real ip-address

Router(config-slb-fw-real)# probe probe-name

%26 W
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Router(config-slb-fw-real)# inservice

Router(config-slb-fw-real)# weight weighting-value

5 SCRF 22 B i 2112 B3 K A AR (LR Outside):

Router(config-slb-fw)# access [source source-ip-address network-mask] [destination
destination-ip-address network-mask]

HPE FWLB 1175 s

Router(config-slb-fw)# predictor hash address [port]

Jet H FWLB:

Router(config-slb-fw)# inservice

7.2 BB

BEAN CSM fr 5 s 2

Switch(config)# ip slb mode csm

P CSM R

Switch(config)# module csm slot-number

i 1) 1 T iy K R e
Switch(config-module-csm)# vlan vlan-id client
Switch(config-slb-vlan-client)# ip address ip-address netmask
Switch(config-slb-vlan-client)# gateway ip-address
Switch(config-slb-vlan-client)# exit

e B B 7 KA ) A«

Switch(config-module-csm)# vlan vlan-id server
Switch(config-slb-vlan-server)# ip address ip-address netmask
Switch(config-slb-vlan-server)# alias ip-address netmask

Switch(config-slb-vlan-server)# route ip-address netmask gateway gw-ip-address

%27 W
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SE SCB KB 4% -

Switch(config-module-csm)# probe probe-name icmp

Switch(config-slb-probe-icmp)# interval seconds

Switch(config-slb-probe-icmp)# receive receive-timeout

Switch(config-slb-probe-icmp)# retries retry-count

Switch(config-slb-probe-icmp)# failed failed-interval

€SB KR

Switch(config-module-csm)# serverfarm serverfarm-name

Switch(config-slb-sfarm)# real ip-address

Switch(config-slb-real)# inservice

Switch(config-slb-sfarm)#  predictor hash address {source | destination}
255.255.255.255

Switch(config-slb-sfarm)# no nat server

Switch(config-slb-sfarm)# probe probe-name

5T AN RE UL 25 25 A AL 3 R A4 Ik 55 44 o (1 9 -

Switch(config-module-csm)# vserver virtual-server-name

Switch(config-slb-vserver)# serverfarm serverfarm-name

Switch(config-slb-vserver)# virtual ip-address [network-mask] any

Switch(config-slb-vserver)# vlan vlan-number

Switch(config-slb-vserver)# inservice

Switch(config-slb-vserver)# replicate csrp {sticky | connection}

S8 SN R 55 i R AL B OB K R A PR U

Switch(config-module-csm)# serverfarm serverfarm-name

Switch(config-slb-sfarm)# predictor forward

Switch(config-slb-sfarm)# no nat server

58 SN0 R SUUIR 55 i A PR T Bl K B i B U o

Switch(config-module-csm)# vserver virtual-server-name

%28 W



R ASA A1 PIX By k% & T

Switch(config-slb-vserver)# serverfarm serverfarm-name
Switch(config-slb-vserver)# virtual 0.0.0.0 0.0.0.0 any
Switch(config-slb-vserver)# vlan vlan-number

Switch(config-slb-vserver)# inservice

7.3 BLE CSS £}

FC & CSS (AR 1 -

(config) interface interface_name

(config-if) bridge vlan vlan-id (84 (config-if) trunk)

a5 1P Hhhik:

(config) circuit circuit_name

(config-circuit) ip address ip_address subnet_mask

(config-circuit-ip) enable

e FE A B -

(config) ip route 0.0.0.0 0.0.0.0 next-hop-address

7€ BT K EERE B K 5

(config) ip firewall index local firewall address remote_firewall address
remote_css_address

7 SCHR AR -

(config) ip route ip_address subnet_mask firewall index distance

%% Keeplive I A :

(config) ip firewall timeout seconds

AFdr4 show ip firewall [ kKERIRAS, show ip routes firewall 2[5 K 5% ) 5 A ¢
Hi, show flows 7% 27 K G ) S B 73 42
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HNE HEEH

8.1 KEhEE

5 XX

Firewall(config)# clock timezone zone-name hours [minutes]

E XA

Firewall(config)# clock summer-time zone recurring [week weekday month hh:mm
week weekday month hh:mm] [offset]

Firewall(config)# clock summer-time zone date {day month | month day} year hh:mm
{day month | month day} year hh:mm [offset]

paliP e

Firewall(config)# clock set hh:mm:ss {day month | month day} year

INEZ AT

Firewall# show clock [detail]

a5 NTP JIR %545

Firewall(config)# ntp server ip-address [key number] [source if-name] [prefer]

B & NTP IAE:

Firewall(config)# ntp authentication-key key-number md5 value

Firewall(config)# ntp trusted-key key-number

Firewall(config)# ntp authenticate

NTP 4il:: show ntp, show ntp status, show ntp associations

8.2 HEHEEH

Je I R H &
Firewall(config)# logging on (7.x H logging enable)

%030 W
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i I8 3 e SCH SN (7.0 F51E):

Firewall(config)# logging list event_list level level [class event_class]

Firewall(config)# logging list event_list message start[-end]

FRE AR H S 0 € CH HIALE (7.0 FifE):

Firewall(config)# logging class event class destination level [destination level]
[destination level] ...

Kik H & # console:

Firewall(config)# logging console level

K% HEF telnet, ssh 231

Firewall(config)# logging monitor level

kik H & 2 buffer:

Firewall(config)# logging buffered level

Kik H &R ftp (7.0 F5k):

Firewall(config)# logging ftp-bufferwrap

Firewall(config)# logging ftp-server ftp_server path username password

K% H &2 flash (7.0 Fif):

Firewall(config)# logging flash-bufferwrap

Firewall(config)# logging flash-minimum-free kbytes free

Firewall(config)# logging flash-maximum-allocation kbytes _max

3%k H & E] SNMP il 5525«

Firewall(config)# snmp-server host [if_name] ip_addr trap

Firewall(config)# snmp-server host if _name ip_addr TRap [community string] [version
version] [udp-port port] (7.X)

Firewall(config)# snmp-server enable traps {all | syslog}

Firewall(config)# logging history level

K% H & Syslog AR5 7%

Firewall(config)# logging trap level

%31 W
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Firewall(config)# logging device-id {hostname | ipaddress if_name | string text}
Firewall(config)# logging host if _name ip_address [protocol/port] [format emblem]
Firewall(config)# logging timestamp

Firewall(config)# logging queue queue_size (show logging queue % 1iF)
Firewall(config)# logging facility facility

Firewall(config)# logging standby

RAE H GBI (7.x F71E)-

Firewall(config)# logging mail {level | event-list}

Firewall(config)# smtp-server server_primary [server_secondary]
Firewall(config)# logging from-address from_email_address

Firewall(config)# logging recipient-address to_email_address [level level]

Hik H & 2] ASDM:

Firewall(config)# logging asdm-buffer-size num_of_msgs

Firewall(config)# logging asdm {level | event-list}

IAIE show logging

8.3 H=EiE 2 aRGA

TH BT

Firewall(config)# no logging message message-number (show logging message 4 1iE)
B TH S A

Firewall(config)# logging message message-number [level level]

e & H &% ACL 3CHF:

Firewall(config)# access-list acl_name {permit | deny} ... log [level] [interval seconds]
Firewall(config)# access-list deny-flow-max n

Firewall(config)# access-list alert-interval seconds

W32 W
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8.4 HESSR

XF &S 73 B BB AT
CS-MARS  (http://www.cisco.com)
Network Intelligence Engine (http://www.network-intelligence.com)

Network Security Analyzer w3l FirewallAnalyzer

(http://www.eignetworks.com)

Sawmill Log Analyzer (http://www.sawmill.net)

CiscoWorks (http://www.cisco.com)

%33 W
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BHE P TARRSRIE

9.1 FIAIRRRIEE

CPU 14 :

Firewall# show cpu usage (show cpu usage context all 1F ¥ M. iZ{F 80%LL )
Show processes /< B K B5 M aryEshdbfE, —ME<y: Process A1 Runtime.
AR -

Firewall# show memory

Xlate FK/:

Firewall# show xlate count

Conn # K/):

Firewall# show conn count

By kB {8 7] PDM, Syslog, show traffic it 588 Perfmon 1% 5%
Firewall# show perfmon

Firewall(config)# perfmon interval seconds ,perfmon {verbose | quiet}
Inspection 5|21 Service Policy:

Firewall# show service-policy

Failover: Firewall# show failover

i AR A -

Firewall# show interface

(ESTINST

Firewall# show priority-queue statistics [if_name]

2 MR NIEEE R M

R X T4 B K 8% 2o 1 e 45 W AP 7 X capture session A1 debug

W34 W
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packet, PAEIXBIFETRIZ FTLLGALEE, £ AHERE, CPU MINAFRIT AL, o2&k
s, AR —AEERE, HXP SRR RS, JaE AL 7.x 5 DA

Jic & Capture

PiC B R (1) ACL:

Firewall(config)# access-list acl_id [line line-num] [extended] permit protocol
{source_addr source_mask [operator sport] [destination_addr destination_mask [operator
dport]]

fic & Capture:

Firewall# capture capture_name [access-list acl_name] [ethernet-type type] [interface
if-name] [buffer bytes] [circular-buffer] [packet-length bytes] (7.x ¥ type {raw-data |
isakmp | asp-drop drop-reason}Z %)

show capture 2.7~ 24 i [¥) Capture 2% :

Firewall# show capture capture_name [access-list acl_name] [detail] [dump] E7=FT
AL HIAE B

Firewall# copy capture:capture-name tftp://server/path [pcap] % V{552 TFTP,
B http JimwT LU https://firewall_address/capture/capture_name[/pcap]ifi ik Web 3k &
INEE N

clear capture capture_name 35 ¥ capture ZZf7-{H & PRFEF S UG

no capture capture_name interface if_name {5 1I- capture, MA45iE e L LB FF 28
MIZEAE, no capture capture_name ) JEE M 4 23 1% FI 2217 .

fic & Debug 5K .

Firewall# debug packet if name [src source ip [netmask mask]] [dst dest ip
[netmask mask]] [[proto icmp] | [proto {tcp | udp} [sport src_port] [dport dest_port]] [rx | tx
| both]

9.3 uERH AN IEAIEERETE
Ping I3 :
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Firewall# ping [if_name] host [data pattern] [repeat count] [size bytes] [timeout
seconds] [validate]

ARP G A7 R A :

show arp

A A

show route

Traceroute iR :

traceroute iy 2 HI AL &

Firewall(config)# access-list acl_name permit icmp any any eq echo

Firewall(config)# access-list acl_name permit icmp any any eq echo-reply

Firewall(config)# access-list acl_name permit icmp any any eq unreachable

Firewall(config)# access-list acl_name permit icmp any any eq time-exceeded

Firewall(config)# access-list acl_name permit udp any range 32768 65535 any range
33434 33523

Firewall(config)# access-list acl_name permit udp any dns_address eq domain (R] %)

ACL i

show access-group, show access-list

NAT B ik :

Firewall# show xlate [detail] [global | local ipl[-ip2] [netmask mask]] Iport | gport
port[-port]] [interface ifl[,if2][,ifn]] [state static [,dump] [,portmap] [,norandomseq]
[,identity]] [debug] [count]

Firewall# show xlate [{global | local} ipl[-ip2] [netmask mask]] [{lport | gport}
port[-port]] [interface ifl[,if2][,ifn]] [state {static | portmap | identity | norandomseq}]
[debug] [detail]

Firewall# show conn [state state_type] [{foreign | local} ip1[-ip2] netmask mask] [long]

[{Iport | fport} portl[-port2]] [protocol {tcp | udp}]
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PR E ML

Firewall# show local-host [ip_address] [all] [detail]

Firewall# clear xlate global global_ip [netmask mask] [gport global_port]
Firewall# clear xlate local local_ip [netmask mask] [Iport local_port]
Firewall# clear xlate interface if_name_1[,if_name_2]

Firewall# clear xlate

I 24

Firewall(config)# timeout xlate hh[:mm][:ss]]

Firewall(config)# timeout conn hh[:mm][:ss]]

Firewall(config)# half-closed hh[:mm[:ss]]

Firewall(config)# udp hh[:mm[:ss]]

Shun fi 7

show shun,  show shun statistics

F PR 2 -

show uauth  show url-server stats

Fe & SRR A 5 AAA GC T T il %
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