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5 BRI Command Shell 5117 ESX 341, 1558395 T%F 2 shell BFHRIBER .

W, AP T shell VsPAUR, BrARffie A BZEE shell Y5AEAL. {UET vSphere Client 1

(W EAL AT A Shell Vs TAHR .
6  ERJHININEIA, A MRS RE SRR, R EREER.

7 PG

EHARIEE

T PAESH P ID. P4 SR E . 18 B DAA P51 shell $5 AR
b2

1 ifixf vSphere Client T T H/Lo
2 uBRPAARm R, RERERR.
3 ARSI, AR REREBIATIT G W,
4  BEHEKPID, A UID SCAMEHE ANEUE - 1D,
vSphere Client 7F 4 K O 43 il UID, 7ERZAUES T, FIDARSESO A i
5 IHHAHINT %
6  EHEB R, wkPEBEER, SRR

7 BEEH P Command Shell 151 ESX EHIAVRE S, 1505 al BUN GBI TZF P shell FEFEHRAIE .

8  HL I EINEIAL, IHMH TR e R LR, RERGEM,
9  BENEANAPRERH, ENEBRRERBE PRz 2R, KRR,
10 HhHERE.

BRARSA
FTLAM ESX AL S sk

N REEFEER root 1),

154

PR

1 il vSphere Client E& 41,

2 RERPAMEED R, KRR,

3 ABERRERERIO A, KA R

RWAERMBIAR

KA INE] ESX 213 2 MU FR EA AP I 1 51 36

ez

1 it vSphere Client 25 FAL.

L R PRI, SRS A

gkl 4 RAPNEMTALE, SRS AU TIT CQUEETA” KEAE
1E4 ID 7B N4 2 A 41 1D (GID).,

B~ W N

T GID FHEE 2 ki) . AIRAFRE GID, vSphere Client ¥4 F—~A] 41 ID,
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5 XTI GBI, WA= 44, AR5 s,

6 HLHE.

R BBRAFE AR

T PAMI A R AP I A Pl A RSB P
b1

1 ifiid vSphere Client £ 41,

R PMEED R, KRR,

AR LTSI, RE PR TIT “giRdl” WA,
LRI IR INEI A, HINE M hEE PR AR, R)E R,
TR REER TP, ML B AR AE T e iz 4L 40k, SRR SRR
LHE

ESX M#FEFMZEIES

ESX 343 SSL v3 Ml TLS v1 (IHtAb%ehiy SSL) o disRFH] T SSL, MIHEdRE L 2 R8s, HHIAE
AN T R LB TR, s E]

WEVL N fhnkar, FrA Mgttt # e st T .
B RN Web HERIRSS T HH SR A Se VA NS O ki i 1
mRSSHEH G AR L e E R E A

OGO MR EVUE B, B SSLAET Mt . (H2, ESX filZedad ferh A ahA=miriE13,
FHRSIAEBAARAE TN o iXUEUEASRME— 1, XSRS nT LT a6 IR SS 75, (R e TRATRIER,
1 ELAE A AIIBUBUE AU (CA) 2521 . X MEERIAIEB A 5 2 B PR ABGE RS o

AR SZUEBR AR, R, GRS A RSN B R R, N 2R AT P SR A AL
FREZNHIES , SRR 2 AW UG AR I IHUESS .

A U s W

HR AR ALY, &Pl S EDCTIE B . SRR, T2k A IS IR
FUZEBUES . QERBAT L CA ZRE ML, WKL A 255 UE 15 1% vCenter Server i1 vSphere Client
Z RIS o IXEEUEB A SR I AT REAEAE P IR Fh A 2 B B e e

TEPRIERIAN B2 ESX AL LY /etc/vmware/ss1/o WESFHHNSCARAARG: IEBASY (rui. crt) FIE HIBREHSC1:
(rui.key)o

BRIEBRE RS

DB PR AT 500 A UEB SR B e xt, SAEBRINIS L R HIUEA#0 . TLAFE vSphere Client H1%6:
UEE 7 B A IR .

A& vCenter Server UF 157 &R TH R B - B .

TR
1 fliH] vSphere Client &% %] vCenter Server A%,

2 ERRZET > vCenter Server i E
3 fEAEkTRT SSLRE, ARERITRE AT A ik,
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4 WHRAFEFIHEURENL, AT LA E AR RECR N L6 & RS,
TR MBS, 157E ESX T FastThh Fand:
openssl x509 -in /etc/vmware/ssl/rui.crt —fingerprint —shal —noout

5 QUERFRSILAL, Wderh 41550 S A
BEE G, AT B UM &R

6 HEHEE.

£ ESX FHHFIESR

ESX AL UUHEN RGN AERGIES . AEREUSEOU T, A REFRE R LAV SO o s, A7 s
PUAARECESMMERUE S, A S pRrUE S

HRREH S E) viware-hostd SERERT, mgmt-vmware JIARE G Z I A TIUEBE AL Crui.crt F rui.key ) o
WIS ARAEIRENX LS, WA e - S«

P

1 7 /etc/vmware/ss1 B, SMIAUEE, i@ HL M il THEm 4.

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

R R TESOMNER T UE S A X e, WA G TE G
2 A N ayA K TEHT RS vmware-hostd HEE
service mgmt-vmware restart

3 I PHITEA N AR S RIS orig.rui.crt fl orig.ruikey A TECES, SRAfIN ESX AL AL
DA RGHTIES o

1s -1la

H CA EEBIEPEHHRRONES
ESX AU T2 FE i B 2 A s ngiE 45, X SeiE 45 @ME—i, Al X st B 5 nf U A R 55 %, He
THEARTTIEUERT, 10 A2 A NRIRUEGEBAUA IR (CA) 22579, HEINE B RS B4R L
WS AR E I B UL FIES, W AT DA BRAGE P
pi
1 BRRSEH G IR root AL,
2 fF Jetc/vmware/ss1 Hgr, RPN Far&Ear SWA U

mv rui.crt orig.rui.crt
mv rui.key orig.rui.key

3 BEENEBREAE T Jetc/vmware/ss1.
4 KBRS PIEA N rui.crt T rui.key,o
5  EHEL) viware-hostd JEFRHIE P38,

service mgmt-vmware restart
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BE SSL #rt
FILAy ESX it SSL i .
FTLAR PP 2 PRI P4 R 40 )«
RGN E N T SER S ESX I 443 (4 SSL 4B T ERERIER: .
B EFHREEN TR SE S BSX N 11 443 1) SSL & TRl LR .
X PEREEIN 3 B A DN B,
23 R BB R I B R 2 R I . BRIE O, SE 4T A SSL iR AT R BR
EZ 3
1 BRIRESHE A AR root FFEL,
B HE R /etc/vmware/hostd/ .
T FHSORGi #54TTT config. xml XA
i\ <readTimeoutMs> {H, DLIZEFDHELT,
B, FERHGER N 20 7, ML a4

=~ (O8] N

<readTimeoutMs>20000</readTimeoutMs>

5  #i\ <handshakeTimeoutMs> {ii, PAZZFD NEAL,
Bilan, EERARTHINGBCE D) 20 72, EHRIALL Far .
<handshakeTimeoutMs>20000</handshakeTimeoutMs>

6 PRATHEBOFOCHIT

7 HINPA N LAEHTH ) vmware-hostd 3EF%

service mgmt-vmware restart

T 13-1 EBEXH
A Jetc/vmware/hostd/config.xml LA N34 B 78 SSL B4 FE N L o

<vmacore>

<http>
<readTimeoutMs>20000</readTimeoutMs>
</http>
<ssl>

<handshakeTimeoutMs>20000</handshakeTimeoutMs>

</ssl>
</vmacore>
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&% ESX Web REEiZE
YT Web REMEFIG, TR IEHT I 2

158

FR RN YRS SRR G, BiE A AS service mgmt-vmware restart, HHTEEN vmware-
hostd 2,

BT REER BIES . BSX ASCReahdatil (WRonis syl , R i 1 biis, ESX it
PR TIEIER B8,

FEATDARC  Web IR, DUEEAEIEBRIA B TR S, Tl T HUE B FR 2 & T AL - DA
& N TEBA RIS, IS M.

\

NG AERUEBASEAAAEEAM BN E (Blan, APAEE NFS Sk ML 1) |, AE BSX 2R K ML peit 41
RIS I, B A & i eI s 2 SR MU 2 4: SSL 12T

N TSP 4 SN Tine, RAERRING O FH vSphere Web Access 711 vSphere Web
Services SDK 4% 5 11 SSL. #i FLIX AL A E A KRB E TN, 1551 %) vSphere Web Access
#45k vSphere Web Services SDK #8245 H] SSL, A e fiEs I\ HTTPS Y)#e® HTTP,

ICH X e Pt G T 584 BT IAISIN A I 25 je A8 SSL, X FEEAIh, g kdh, mHS
THLZ R ER e PREI . 251 SSL nIdmtkne, BFEAEHE T HATINE =R T8,

N TBEIEBH ESXMRSS (flan, HIRFEE vSphere Web Access [P Web ik %5+ ) , HAEHES T HTTPS
TR 11 443 A REVS IR AN ESX RS o i1 443 JTIfE ESX 1S AR, ik HTTP YGHME 5T
AR ESX FRUIRSAIR, (HARBATAARIHAL, WARE BRI X 2R 55

AT E AT, DM R HTTP 8 A5 & MRS o BRAER AR Se 2 B AR 6 11 ESX,
7 M EHEAT

1EF+2 vCenter Server Hl vSphere Web Access I, UETERRFERNL, WIRFEER vCenter Server 1 vSphere
Web Access, UEHS F A MRS Ftill & FRRgER o

# Web REERE A RN ERRRIEY

BATARCE Web ACHE, DMEEAEARERINAL B AR R UET o AR S 5L A E 2 5 T4
A FUE BRI A RIS, bR .

2

1
2
3

MRS G TR root HFAL
BH Zﬂzﬁﬁﬂ(jj /etc/vmware/hostd/,
T ISCARGR AT IT proxy . xml SCAF, FHAREIDL T XML /3B,

<ssl>

<!— The server private key file ——>
<privateKey>/etc/vmware/ssl/rui.key</privateKey>
<!—— The server side certificate file ——>
<certificate>/etc/vmware/ssl/rui.crt</certificate>
</ssl>

i N ZAFATUEB UL U IR T S A SO 0 I A2 K B e /etc/vmware/ss1/rui.key.o
IR AT AN T ESX FAL F, W RTRAG T FRAAHE DA mIRiE-P A sAn g S h 2 S L E .

ERE  #F} <privatekey> Fll </privateKey> XML Fric 25,
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5 M AT UER A A - IE S SO 4a 0 I 2 R B i /etc/vmware/ss1/rui.crto

W NG AT rui.key A rui.crt SCfF ESX A2 X EE SO

6  BRIFHEBTEEHS
7 EANLA TS AT 5h vmware—-hostd L,

service mgmt-vmware restart

B Web RERSHERLIGE

A A, DB HTTP 282 B ) & AR 55
7

1 EFRIRSSAEE G IR root FFAL,

2 RKEHREHRCY /ete/vmware/hostd/
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160

FEHISOR G AT T proxy . xml X,
SCHEPAS R AT TR

<ConfigRoot>

<EndpointList>

<_length>6</_length>
<_type>vim.ProxyService.EndpointSpec[]</_type>

<e id="0">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-webserver</pipeName>
<serverNamespace>/</serverNamespace>

</e>

<e id="1">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-sdk</pipeName>
<serverNamespace>/sdk</serverNamespace>

</e>

<e id="2">
<_type>vim.ProxyService.LocalServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<port>8080</port>
<serverNamespace>/ui</serverNamespace>

</e>

<e id="3">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsOnly</accessMode>
<pipeName>/var/run/vmware/proxy-vpxa</pipeName>
<serverNamespace>/vpxa</serverNamespace>

</e>

<e id="4">
<_type>vim.ProxyService.NamedPipeServiceSpec</_type>
<accessMode>httpsWithRedirect</accessMode>
<pipeName>/var/run/vmware/proxy-mob</pipeName>
<serverNamespace>/mob</serverNamespace>

</e>

<e id="5">
<_type>vim.ProxyService.LocalServiceSpec</_type>

<!— Use this mode for "secure" deployment ——>

<!—— <accessMode>httpsWithRedirect</accessMode> ——>
<!—— Use this mode for "insecure" deployment ——>
<accessMode>httpAndHttps</accessMode>
<port>8889</port>
<serverNamespace>/wsman</serverNamespace>

</e>

</EndpointList>

</ConfigRoot>
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4 MRPEEEER R,
B, AEBE M S FH HTTPS FORSAIX B A0S H, LA N HTTP 5 [R5 .

B <eid> 2RSS AS ID XML ARIZH ID 45 . 1D 45 7E HTTP X3 A e ME—H.
< type> SEIEEREENITIRSS 2 HR

B <gccessmode> SRS S VFIEIE A2 I {E A :
B hitpOnly - HEEH S 20 HTTP ZEHK 5 AR S5
B httpsOnly - HAEH HTTPS &R DRSS o

B httpsWithRedirect - HfEiflid HTTPS ER2K MRS . i HTTP A& iRl i e SAHN
HTTPS URL.

B httpAndHttps - "ifiid HTTP #1 HTTPS PAERR 5] R 55
B <port> ENTAZIRF G5 W RUNIRSS il HoAthis 1145
B <serverNamespace> R (IR MIR IS weitan 2423 (A], 4 /sdk 5K /mob.
5 PRAFEBOFRHIS.
6 FALL Fan S UAEH i 5h vmware-hostd JHFE .

service mgmt-vmware restart

Tl 13-2 % E vSphere Web Access LUBIT AR £ yin OB 1TIERS

vSphere Web Access 1 i1l i) 224> 1 (HTTPS, 443) 5 ESX FAHEH TS . anRAE e 2 B RIS, T
nJgeE JUE R PLa AN 22411 (fBildn, HTTP, 80) o SEHUTILERAE, T57E proxy . xml SCAH1 R Web fii
552311 accessMode JEIE. 7F NIAIIZE R, P5ECEE M httpswithRedirect HIEEH httpAndHttps.

<_type>vim.ProxyService.LocalServiceSpec</_type>

<accessMode>httpAndHttps</accessMode>
<port>8080</port>

<serverNamespace>/ui</serverNamespace>
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RFEHERE

VMware $e it RSS2 HI G REAL S, Cm T RSS2 M & rh N B — 22 g IR5astil G e
ESX PR RS, Pl HZe RO O T RESMIR 542l 8 IR ARZEBAUI NI, VMware 3 JLAMIRSS
PR ESE REMTR AR T — LR

AEEPHE T T 38

B 163 01, “HHLeH”

B 164 U1, “ESRBIRSEGIG”

B 164 U1, CJIRSHEHIG B KRR E
B 5168 UL, PR

B SE173 00, LR

B 55174 51, “setuid Ml setgid fric”
517500, “SSH LA

B B176 U, LABAMEFF AL R

FHREFEY

N T #ERIRSS Pl & IR NZFIRH], VMware M UMIRS GG S8 S EATESHEIN T Lo
AT PHRRBC B TR RO SR, (EXFHE 7, S0 PRAE SRR TAE HE AR TR B Hfth L
PFEE, DASERIIEEA I AIERL B ESX EAIL % .

PPAEIIRSS Fhil 5 2o MV BRI 5 4l (R I i 25 RE DA P 8L
m [REVHFI
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N Tttt ARG O RIRSS sl e, JF ST e s, Qs AR (B, ST
RN SR M BT grub 25515 FHL) .

NRS5#H) G 2 AT V1R BSX AYRLER ORI, AR SRR A R s i AR . BRIAKSOL b, 1l
A ST Secure Shell (SSH) AR I 8RR MR AR U3 AR o SRZVE IR FAICERIABE P . W 2K ESX
RGP AU PR, SR sudo A& KT A BRI AU A AT 55

TN, WEEREAR S G s TR e DI . BRSSO s TR LIRS AL,
ST s NS P LR A

m  {fi[f] vSphere Client FF ESX F#/L.
JLR[HEflTH] vSphere Client, vSphere Web Access Bk 5 =77 MIZSAYER T HARAF TR ESX FAL, TAZPA root
MGyl a7 R LE, i vSphere Client, R PABRIEA RS T & U5 ABRIOM 1, 24
ZRIN DT, IR LA 1 E R SR i A A T RE

B (U] VMware RTINS & Fis T ESX 4.
MRSsHsl B 1ol TRMEE =7 A (4140 Tomeat Web %55 ) & Sc =8 B R I sl A THV TIRESS . VMware
AZFEEN VMware JRPASNIAEA HARBDR TR So B . sl ok 1 53— IR N 8O B A MR 7
BRI R MRSl B 2 ek That. TS 58 =77 BN @ ik s FN VMware FIRZE, DRI LOR,

BRIRSFENE

R AVAIL vSphere Client HT K 2 ESX RLFLSEY, (RAERTALE 2 I th b e MRS Pl 44T

S AT R B L

%

1 DA Pt — 153 ESX AL
RN R, TE LIRS L AR 1T U,
 REEREEIHL, HOEA SSH SR A B L LRI

2 HUNBEEH ESX SHLRSIRIR SR,
SR TIOTE EASE root FEIL, VAT P £ 8 SR 35 il 4 L sudo 4 KT root FH,
B A5 su i AATLE, SO LR,

%

B TR T ESX A4, B v DA MRS 4aii A 24T FUMIEAT U2 Linux Ml UNIX #54 A IR
B EEgE S, P man <command_names A& H TN L.

PR Sl & B AR B

164

ESX TEMR S5 ¥l & RN 45 2 [HRE A B Kbk o b TR IR SSEml G 1 5e 3, VMware EL480D T BN LT T
IR Kk ki 4 H o

SEEN RS TG 5k BB R F s L 22, 123, 427, 443, 902. 5989 H1 5988 2 SN AT Hr N HH
ok, XS LTS ESX R TR . R E ] T I e,

FEE P KERE SV Internet 3555174 2 Y (ICMP) ping A 5 DHCP #1DNS ({¥ UDP) % S i {5

FERAFAERIIAGE, RTREVON P UAR SRR e 2. N, APREES Jins B o i el e 4031

hEREHR Fax 1 BRI O LAUS R T IR AN, BT AR N . AP L4
A,
EREZ5 ARSI NI RN b o R B R TR A
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FITEINE O T AT 00 L 2 2R OPR &, PRI Zeds 2 IR Al RE R AT T Hofthng 1 B AT BE AT I
CA2, 12 WEE 139 1,  “ T4 2R3 TCP A1 UDP i 1”7

MR I B E BSX P et SR IR S5 A B, T BT IR AR 5545 5 BT ok d qjﬁ’JHfﬂZJff‘éD A DL
vCenter Server IR S A ERAREE, QU% 137 U1, “ Rk S FAs B RS v By ks 117 FR BTk

B 1 X SR SRR T T 1 2 A, B i g . IRSSEER (Afeffisess . sy ROAE RS )
INHh T RERFEE TP A 1 . i, 4Lkt Veritas NetBackup™ 4.5 JITE&AAEL, MIFZELT FF 1 13720,
13724, 13782 F1113783, NetBackup Kix2tu 1 /] 1% Fum M oidiss . BalES . NSk E % B
SEFTTPBEESE T, 152 WS . IRSSE IR BER RIS .

WE RS A MR LR

SRS P B 1L PO R R B IR S5 42 5 B Uil e 4 B BN T IR 25 sl 1 Bl KR
N T HERALERE TR, B AA ST R B A L T 2

EZ
1 BRRISHEHI G H AR root FHAYL.
2 QEHIDA RIS S TE A B S Fe R N SRR 3 e

esxcfg-firewall —-q incoming
esxcfg-firewall -q outgoing

IR 14-1 st
R 141 REBEHAHNELERT

& {TIRRE RER5
LN N NN e o
ERINTE T BEL b HE i 1 o

ERINE 0T B LE N 3 i 1 o Hhts
BRINFE LT AN BH L H o 1

BRI BN AS B LR Sty 11 o 1%

R DU ANBE 1L H 3l 3t 11
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BEREEHAHIERELT
WE RSB GBS KB L2 POE, FTLAR S LRI o BRI AR S S T T HAth i I, # g e i
L NAR IR o REAE U IR TR R 48 e 2P IR I 2[RI RS-l
TR
1 BRIIRESHRH A AR root FFEL,
2 BT Fandr—, WEIRSEH G P kR 220,
RS G B KRR E T R
esxcfg-firewall --allowOutgoing —-blockIncoming
BB K S5 IR 20 -

esxcfg-firewall --allowIncoming --allowOutgoing

W N B R A R AT B K R A

KRS A B kIR R e RO
esxcfg-firewall —-blockIncoming —-blockOutgoing

3 PN a4k EH S5 vaware-hostd dFH% .

service mgmt-vmware restart
HBUIR SR G B KB e P A Rz o B0, QR K8 B R & Ao L AEAE AR T I
Ui _FIsATee A, PR KRR B IR s L e BRI A2 & . R BERISER, R BikEs:, Ml
iy AN 3 — P R

EREEH &R MIERITHRO

LB =T RS ARERR, AT LA TIPIR 354t 5 B ki 1 o T3 VA SCRRIEAE Ze kel B H 2 BT, 3if
2 DL BN R LTS LA AE A0 75 1) o 1

BIR &4
I BT HABEE T vSphere Client fit B RO 55 Bk ARG 1 o

W I VMware {37 FFiiid vSphere Client £k esxcfg—firewall 44T A1 IR kb 1o A T HoAth 7y
P AT R ki L W RE S S B IMT N .
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2
1 BRRSSHEHI G H R root FHAYL.
2 DA R a4 s o
esxcfg-firewall —-openPort <port_number>,tcp|udp,in|out, <port_name>
B <port_number> JEHEN B HEERIIR S .
BT TCP ittt i tep, ST UDP jitt (] udp.
T in ORI TR L, ST out DR R AT P I
B <port_name> 7t MHIAIELRR, AR TARIHEE I Z0m IR EAEE M AR LT o
B
esxcfg-firewall ——openPort 6380,tcp,in,Navisphere
3 W E TLA N4 SR A ) vmware-hostd HEFE

service mgmt-vmware restart

ERRFEH A AERX AR O

AT APERRSS Zthil 6 5 Kk B e R i o AP I, R — i 5 iz L S IR 5 (075 Bh 231
B, AARAEAE AT SN S RER s 1, WIS Raks:, BRI e IR BaEE

{51 ~closePort HEIf S Ak I T ~openport YT TR AT, AL [LRLFEAL BT TR, WA
ST IR . A, ABIEISE vSphere Client HiAt ] SSH RSS2 N e 21 SSH % 1 th it
ek M SSH I (22).

BIRE N

I BT T2 HIABEE TS vSphere Client 84T B AR B AR 55 AR AR 1

W NG VMware {4l vSphere Client B, esxcfg—firewall #2447 FFAIDCHIBE ki o AT HAL S
PR A AN TR ks 1 v R 2 S EUEIMT N .

g 3
1 BRIRSSHEE G H AR root FFEL,
2 LA a2 oMl I o
esxcfg-firewall —-closePort <port_number>,tcp|udp,in|out, <port_name>
<port_name> NS,
flan:
esxcfg-firewall --closePort 6380, tcp,in
3 (ETPA M4 R R E) vmware-hostd HEfE

service mgmt-vmware restart
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B X355 5 0 457 78 = ot R A R HE B

1t VMware High Availability (HA) 1#{5. 1T, v, &4hak VMotion 2 JEEER 5 KBS, R BEFE0
esxcfg-firewall ERIME
B&

GRE ] iptables ik esxcfg-firewall a4 2 AMNEHEAT Ay & ok ST R824 T ESX ) & AR5 K BE I
s A T Rk S R i B kR o IRl S sl &, MIRESTRI, TTAES SEs kR 2 BRI E .
Blan, nREFH iptables fy S RN, WIZE LML ERCT HA &S0 kB E N esxcfg-firewall 7
ERIBRIARC

EH

EREEIEI T, JeT SRS KRG . 7] iptables BiHA Linux a5 KRG ER BN AR SZ 345
AISAE ] Linux ey SSSCRIME, BTl SEsck i 208, i1 esxcfg-Ffirewall fiy4 iz kS5 48 ERAME
. WIREESHTCRIRSIIEOME, sl AR S ARG, FTPATE /etc/vmware/firewall/chains/
default.xml HYEEER A IR, XN GG iptables My iEEE . default.xml SCAFIRZONHE T HOBERE ]
iptables—A &1,

RRAFR

1 T SURRCE SRR SR &

Yl /etc/vmware/firewall/chains/default.xml XA 2 522 BRI N o

4[] service firewall restart @y 2 B oSG 7 ks,

fifi ] esxcfg-firewall-e|d SERVICE @y e IR S5 B EME sk EEH .

fifi 44 iptables—nL BuFAT SSRGS S TAEIES , HAEE ] iptables ar S EMUTT&H o

(62 B N CS EE S

Bl 14-1 &3 INPUT $%

T DARSE B O 224 SR RAB O MR 55 25 OB KSR INEL . fB1an, /etc/vmware/firewall/chains/
default.xml SCA-HILL N IUNPEAAE INPUT S5 KRG AR«

<ConfigRoot>

<chain name="INPUT">

<rule>-p tcp —-dport 80 -j ACCEPT</rule>
<rule>-p tcp —-dport 110 -j ACCEPT</rule>
<rule>—p tcp —-dport 25 -j ACCEPT</rule>
</chain>. ..

</ConfigRoot>

[k default.xml FrEEEECTLAT iptable fyd:

% iptables —-A INPUT -p tcp —-dport 80 -j ACCEPT
% iptables —-A INPUT -p tcp —-dport 110 -j ACCEPT
% iptables —-A INPUT -p tcp —-dport 25 -j ACCEPT

A AT E XU SE 2405 5, 1525 iptables iy XY,

R

168

i #5457 BSX LI SR TR AT 1B A P 45 AL A T DL PR R AL
AP,
SPGB (5100, Sk T DAMHAOR 22 20U 76 ({3140 Telnet sk FTP {45 )
RO SO Rt s IS TRYERCR, 20kl K KRR R AL ok
SR RISRA RO
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SCHEIRAE PRA R | FRT AR NT TRI R A P L 20 A e Il s A5 SN M . 2 i A 2
Wit FORBE K IR o T SR B, UK B S A 2R3 R A

BER (EORGE TSR IR A, BRI IR R A R o A Rax PR R AR X LA e A A TR Y
TS, AR TSN HC BN, SEESEE.

Oy T MRS AR R, R T, AR A, (AR eSh, ESX ff ] MD5
R A IO ORI R A 2o 4y, TR R MR EDRI BN\ o
TR
FIVABGE NI 35PR ,  DARRER P B8 b AN SRR B RS
BRI DL T, ESXOR FH P sk B nEA I o A 25 o

BAXY FHLPTIT DU R SIS SL R, SR,

BINKE PR T IR MR KAk O K, SR P P DA T
o,

B AT TERA B WS BRI R B -L R, R RIS

Pl G e ] SSH I A 2 Borieds

FIUADNSEE A LA EAEATSEE o 34 PT VA S5 5 - B AR A D 358 e

SE AR RRIA 255 B S BR ol
P DA A BNk SR B B ™ sl A S i S
SR

1 ERIRSSIEE G HFRIL root FFAL,

2 BEEEH AR B IR KA, W HIL R4,
esxcfg-auth —-passmaxdays=<number_of._days>

3 BENTIOCERD ES  AARBR I i NREGHA TR, E LA T a4
esxcfg-auth —-passmindays=-<number_of_days>

4 FEHHSCRIS S TSI TR, s RETA N aA .

esxcfg-auth —--passwarnage=<number_of_days>

E A PHRRIA B BT R

A AR SR A T sl 2 M RO RO S5 B

TR

1 BRIRSHEE & H AR root F7EL,

2 BEENORROREL, A N4
chage -M <number_of days> <username>

3 BEEMCERIE, R M.
chage —W <number_of days> <username>

4 BSOS/ INREL, L N a4

chage -m <number_of_days> <username>
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FHERE

ERINEOL N, ESX /1] pam_cracklib. so 4 HAise 111 G BN A TGRS IR FAE G A HpAS 2 235 e
BRI o

1T pam_cracklib.so ffiff, AILABE FTA S TR BIRAPRE . BIMEOLT, ESX A ARSI i JEfa]
PR, (HSE, 2dFE root ISR, Brde BRI S i AT pam_cracklib. so BEMSEANRE. 1EAh, dE
root JT PR AU e R A T, HJE pam_cracklib. so B 4h & HH IS B R OGS R T ] . ESX
B0 hR AN E R PR O ER A&

RIMNKE /N B NI TAT o IXERE WER A POUE R — 1728 (VNS
KE . Heredih) , MBI N D/ DT

RN TR IBIAL S, MBS e v A B . R P
R RE f/ MK R BT A R B T S N SCBR P ATRRE 4% N
PO S R R B 1

M - CC=E

Hrfr

B MERNRESH

B CC MRS T/ 20 £
BRI NI T A

2 14-2 GoREBE TP E D N— NG R E A — 55 i Sk s
772 pam_cracklib.so AR REFB I FREC DT A, RIS IO 71725
BRI AEE A P EDROE AT, NP R AR IE NN T T o

R 14-2 ZHELEEELER

FRERPHNFERRE
EXTFEERY  NEERH KExH #H= Hib=r s
8 =
7 = = & =
=
=
6 " " i i
b b " i
)‘lei
5 JE S = JE
B ESX A% pam_cracklib.so FIRSEOLE W= WFH " AAE =k
INEEBRATERY, pam_cracklib. so ¥ 5¢ 1S BHMOSEAE . AT HHTH
TR TR

pam_cracklib. so FifF-S A A AT A7 25 A B SO AR S5 Rl 2 D A1 A ofe «
B OEMAERI, AT RESERA T L TR EAT AR, B4 radar B civic,
BRI o

R A RIS BEHIE R, BRI — R, R IR A — Nk 2 N R e B A 5 1 H R i T R
JEH

m NS INEERER AR RS T NS,
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RS ISP ARE R LSRN
BRI EL RO . FAERCE T RS E DRSS N, pam_cracklib. so fif 1A 2 W HIARIE

PRINES N, ESX AGEH ST B8 T A, R pam_cracklib. so JlA-H H JLAR S DX LB s
BT, (U, ASRT DARC B T AN DU G F PO S i o LA 350
QUSRI TE RN, A2/ S pam_cracklib. so LR AR SRS S L A vl B | IR SC A . TR
HUNKFE BSX (REAMIHBS A H o YT a2 A%k B T I IR R e o, IH SRR iR IR
SRS

B AR R SRR RN A . 1B ] esxcfg-auth 32 B pam_cracklib.so B34S HATI
EOXICEOR ey A L R S/ NSRS K RIS R A . R AT PR
5 5 22 P AT iy N S S A

A% pam_cracklib.so FREFIIE L5 ., 155 W Linux 3X#%,

ER T Linux ¥ pam_cracklib. so {12 S EZ T ESX SRS HL. AR esxcfg-auth FIFEIEIX
S MEH

EEFHERA

RIS B T P A RO IR B0 A

TR

1 BRIRSTEH G I root B,

o H R /etc/pam.d/.

i ISR YR 7347 IT system-auth-generic {4,

FT4KLA password  sufficient  /lib/security/$ISA/pam_unix.so JT3kf1T .

KA T SEAINERZATIREE, b, G2 AR T PRI I 2655

remember=X

HESH I 2%

6  RAFEEOFRMCA .

7 RHRESC Jete/security/, FAITL N g A 440 opasswd IS (0) KBS0
touch opasswd

8 AN A4

chmod 0600 opasswd
chown root:root /etc/security/opasswd

¥ pam_cracklib.so 4NN BRELE
1H1d pam_cracklib.so i, FIVABE SR M EEFIE 24
TR R IE 4%, RILARSE T AR I0E S 5001 :

B e credit> Fon/ NG

g = W DN

B <yc credit> o KEFRE
B < credit> TREE
B <oc_credit> FORFFR TR (G0 RIS RIZk)
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E SR IR oT o P B UR B SOl I I IRPF 0y, AP deitid (0] <minimum_length>
SHUE XN

R pam_cracklib. so il A2/ DT 6 MFAFEERD, TCe IO, WICiHsE4s <minimum_length>
IHEANZ R 52, WOk <minimum_length> 9 5, FIPSAEINADT 6 DFIT .

WWIE SRR 5%, pam_cracklib. so ffifFE FH 2 AN H ST 6515 o

BT <minimum_length>, RSN TRT (TSR iRl ) #E— A1,

IR ERE AR IR, R SRR AR EN B 2R s 2 A
IR, RO RN —ME A, RN (R ISR iR E B HO R

Blgn, AR <lc_credit> 9 1, KA ER NS FRHEIN—ME M. XAMEON, 12N T
BRI e VRIS, TEie i) 7 2/ NS0k,

m T, ARG, (FEORE AT RS DB B i DR B i b B
{5 HIZEdREN .

BN, AR <uc_credit> "y -1, WEME DI E—NREFRF ZMBEI T, A2 AEHRSFEE
REFVMOER, et T 20 KRE 70k,

PR UMM S, WX Rt NBMSIERE, (EASRGHSMOE ], AR RS
LR A M A BB 0%, IS TS KR A S8 2 2

Pian, %4 xyzpaets Kl Xyzpa3#s 1R TE5THE 8.
IRHEAE S R VP BT 8K S <minimum_length> FIEAHILEL o
SR
1 EFIRSSIEE G FFRIL root FFHL,

2 AL &4.

esxcfg-auth —-usecrack=<varname><retries></varname><varname><minimum_length></
varname><varname><lc_credit></varname><varname><uc_credit></varname><varname><d_credit></
varname><varname><oc_credit></varname>

<retries> SEAEWUT 2 HT SV IR A

36l 14-2 esxcfg-auth --usecrack 5%

esxcfg-auth —-usecrack=3 9 1 -1 -1 1

n PsliA=RER R, BaBUE.

m RELPET L 9.

NS FRERZ RS ME .

n EOREDUEPREFLE, XFFIASIRIFHINIE o
n EOREDUE T XPFERASIRITEIMNORE
R R 2 RAT—ME

X R OUE, R0 xyzpae# 230K :
(X+y+2z+p+g + e+ #) + (lc_credit + oc_credit)
BINEITES N 9, (HE A E BT E F RN .
e TSt Xyzpq3#:

X+y+z+p+qg+ 3+ #) + (lc_credit + oc_credit) = 9
HRBIREA o g 9, (HIKEM S BFEIRE TR T . KRS TR E AR INEIME T,

I
©o
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Y1#E) pam_passwdqc.so
pam_cracklib.so {1 A KL EOFEIAMLE RO B AL . (2, RS IER M AR A E LA e 3k, 1]
VAU pam_passwdqc. so o

pam_passwdqc . so fRPHRIL T H T RSB ISR P 258050,  HoWEHE root I EERIATE H P BT 5T
Whks 74N, pam_passwdqc. so fifl-HfE 757 pam_cracklib. so fifl N E 24,

R T Linux [1Y pam_passwdqc . so RIS EZL T BSX SCHHNSEL, EARRAE esxcfg-auth HIFREIX
BEHLMBEL, AOGZIEIIIE 25, 12 W Linux SCAY,

L
1 BRIRSHEE G H AR root K7L,
2 HAL N4
esxcfg-auth ——usepamqc=<NO><NI><N2><N3><Nd><match>
B <NO> ZANE RIS B A A I 1 £
B <NI> BRI Rh RN B AT T A
B <N2> TR, ESX BB AIE i — A~ S im 4l il
B <N3> B =R AT BT R AT
B N4> BRI YR AT BT TR 1T

B <match> EMINFS TN F R RV TIT 4 QR pam_passwdac . so fif PR 2 A IR
ME AT ER, REE A B o s B OO TR 747

B AR TAEI e N -1 P38 pam_passwdqc. so Tl{EZM& R, B B AR TEIi e N disabled AJ4E<
pam_passwdqc . so Tl LFIAE A SCEHE AT S 2K . B -1 Ml disabled 24, T ARIENIR A
BT o

Blan, BT 4.
esxcfg-auth --usepamqc=disabled 18 -1 12 8

IERSATIBE, P QUSRS R A S — R A i 7 B M R AL 2 A 2
D18 NFRF, N =R fF A 2 D 12 N7 RF, NPUR R4 it 5 D ] 8 AN 4F.
ORI SR 2

TR

B AL R A A SR e R, PO I iy, R P I RE i B X e i . (F:
=B AAE, PIZSAL R daing , LA 1 N EAA BRI 2e A5l .

TR, KR CIMSCEIERRT ) BTSSR, AR e e i . ikl
P Pl s i, RO IRIE A HIRTA ) LIS IEAE G, SR i R 22 28 th AT P
et ORI EIERIRE IR — AT R RIS, BUINE R RN AL, (AR, B A

9 T BN I £ TR B EH A TR, ESX M T B Ei Al s b > —, Bl 256 fi7 AES
P, BSX ik 1024 fi7 RSA HI T 15 #, X EE s 5 g T AERE I ERIA ST 1

B vSphere Client ilid /I %5 & 5 vCenter Server A1 ESX FAHLIHER
B vSphere Web Access iifiid IR 5451l & 55 ESX MU

ER 1T vSphere Web Access Ziyfi FIF L T I Web JIME RS 0E , PRIHZAE PR T Hol e I
ftb .
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®  SDK 4 vCenter Server il ESX [0i%4z,
B RS EE G M VMkernel S EEAUNIROEE:
B SSHlld kS5l 5 5 ESX ENIRER: .

setuid 1 setgid #xid

ESX Ze IR, BRINIGE DL IR LbE TS setuid Al setgid FRiciIN HIREFr o Horh—2C i IR FPRR 4 1 1E
WA T ENUrFEIRE. 2N nlkny, (E2 e TR AR A USROS AR o

setuid —Mbric, WA D R EARR A ER S ID, S vEN R

174

I B0 T2 R RO PR

setgid —RPbRic, WA ID R EOVRFAIrEF A ID, v TR R 5

BUEA T2 TR P I AR o

RA LN AR

ZE AT LA RN - P ESX By 3B uE AR AU LA THH IR IPL, (R ] DAZE AR Al e i IR 7

AR TR AR R 14-3 M1 14—4 HPAIH
SR
1 EFIRSSIEE G HFRIL root FFAL,
2 BT Ra Sz —, DIASTIN HIRET o
B T setuid ARic AN HIFL -
chmod a-s <path_to_executable_file>
B T setgid FRICHIN HIFER :

chmod a-g <path_to_executable_file>

BN setuid RZFITER

PRING O B 2227 T4 setuid FRICHIN HFER o
F14-3 FIH T ERINR setuid RTRER, R TR 2 A5 b 2 AT
& 14-3 Hi\ setuid M HERF

RREF RRMEE BB AE
crontab S B I cron 7R, ] %
P&#%: /usr/bin/crontab
pam_timestamp_check YR BT W
%1% /sbin/pam_timestamp_check
passwd SRR SR EIE W
P%42: /usr/bin/passwd
ping R IEFTT PR 1 OBl e wT T, Al
#%12. /bin/ping
pwdb_chkpwd SR G I T
%42 /sbin/pwdb_chkpwd
ssh-keysign X SSH P T8 TN S5 3k ﬁﬂ%fifﬁ%?ﬂémﬁ’\]%
#&{%2. /usr/libexec/openssh/ssh—keysign TREIE, WY,
E 1y pri
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& 14-3 i\ setuid RARE (47)

KEREFE &M= HEHAE
su SR, RTPAEEEE ) AN root 1) Wi
%42 /bin/su
sudo (AR E A E LT FE 24 root HIF Al
%1% /usr/bin/sudo
unix_chkpwd KRR AR YL o I
#%#2: /sbin/unix_chkpwd
vmkload_app PATBI TR AT S N IR ALE T BRI T

ARTFRfERE, — AT
FRAE &% 4% /usr/1ib/vmware/bin/vmkload_app
PR /usr/1ib/vmware/bin-debug/vmkload_app

vmware-authd WE ] VMware FEE R 550 34T S350k WA
&4 : /usr/sbin/vmware-authd
vmware—vmx PATBI TR AT S . N R LA AL BRI TR

—NHTRRE R, — TR,
FrfE &N 1%: /usr/1ib/vmware/bin/vmware-vmx
PIRE1E: /usr/lib/vmware/bin-debug/vmware-vmk

BiA setgid MFAEF
BRINGE I N R 2B A EET setaid PRl HIFEFT .
144 B T BN setgid NIRRT, FHRRBHN TIRE PR A TR 2 et o
& 14-4 B\ setgid AERF

MR Rigfnegz BB A

wall PRERFTA 2O A B BRI & A . R RS shutdown A1 AT
HoAbar &
42 . /usr/bin/wall

lockfile X Dell OM AP THIE . $F Dell OM
%42 /usr/bin/lockfile 1, HILERT R

SSH &£

SSH ;2 i) Unix 1 Linux Command Shell, 7] DA e REESRAR S5 4 I T4 U TR e i PRI A T-55
SSH FlFca g meMdRmtL ., Re 2k Hfh Command Shell TR KA,

FEIL ESX iAH, SSH BCE G2 1 Hgst, AEMSIEMt I i), ILRIIREMG A N - 2EhRE.

B EEHNE 1R SSH MY - VMware AFISCHAE 1 MR SSH Y, ifide DA = FHAS 2 Aikhisl, 25 2 hR I
BT 56 1 MO EAE R RS 22 I, TP T B 22 i 5 IR S5 4l S AT MBS 2 1

m RS T INSFEIE - SSH HBTRHERAN SR 256 f7F1 128 {37 AES %545,

® [RHILL root I BB TR — AREFILA root F P Sy Bt i DA AT BIA I P Sy o
HAEEH] sudo fir 151 T2 root FFAIIREESRAE, BHIN su dir& i root HIF.

ER sudo ap S HA LA, Oy E ISR D, Hramad e S P TIAEATHE S AR s A AZ L TR
BYSEAS 25 AT REAAAENY root R TIG Ol

XEERE FAE il SSH kiR S5t (2 B B nl S dtdr . anutb e BN RO oK =k A%, ml A
P L 22
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EXERIA SSH iR E

AT PATEACERIA SSH At i o
SR
1 EFIRISHEE G FFRIL root FFAL,
2 HIME] Jete/ssh ko
3 HHISORYRERSAE sshd_config SCPEHTLL FATEHR1E .
B R VRRARRES,, AT FATHOREE SO yes.
PermitRootLogin no
SR ONERIA SSH MY (58 1 RRANEE 2 i) , TR MAT.
Protocol 2
® SR H 3DES Mk AL RS, IR M7,
Ciphers aes256-cbc,aes128-cbc
AT SSH [ff2c4 FTP (SFTP), FIFEREL M7,
Subsystem ftp /usr/libexec/openssh/sftp-server
4 PAFHEBOREHIE,
5 JEEATEA T a4 K E T E) SSHD k55

service sshd restart

REBIBEFNRERRAEBRG

176

REEL T (40 Nessus ) fERLRINAN SACERAS, AR BHMEFRS. Fit, X
Fr AT REURARER AT 2 GO R LA dE il 2 2 B AME . (BIEEELAHE) o QuRIBBLIELL, PIRAPT

WEIRIREAENY S W, e VMware AT IR . —S82 iR 7 AR IEAIALELX R IE , (Ha@ s e — AR
B MR B, Red Hat (E4MEFF 2 i kA Nessus oAH i A 2R X LR Dl

15 VMware 3/ Limux HOBCPFLIERIRS AR A AL (GLAIRSS ., SHRESKHAL) HROE, ifi i iber
EUEFRF I, VMware #HI0E “vSphere SCHARAV (VIB)” /AT, HITE ESX LUUTZHfY.
S DB B L, M) VMware AHOAY, TIASEIZS =7 “RPM #ifty
R,

B IA IR BUEAMEFFIT, VMware FSISZR B M 7 SO RS 2] O RIS E RV PRRCA Y. XA 2RI
DTS O RIARETER LR BB BAME 2B NS B AR, BRI RO R S Of
T, HETIMEAMEF g S TE RS

NS T AU T ER B -
1 BRI T4 OpenSSL 0.9.7a A (JEH1 0.9.7a EASHEAMEF U ARRRAS ) 19 ESX.
2 OpenSSL &A1 T HIRAEE 0.9.7 A 24 IRl IEFMET o WA 0.9.7x.

3 VMware ¥ OpenSSL 0.9.7x EAMEJ7 R MBI F AR, SEHHEAME T4 5, I VIB, VIB HifY
OpenSSL AN 0.9.7a-1, FoRIFIRIRAS (0.9.7a) AT 1 AMEFMET .

4 TEH
5  ZEPAMEFAREED -1 A%, Wik OpenSSL 1Z4 A BIA R AT
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EHBAMEF R RAEE & T2 TR

BiJik VMware VIB 3CAY, T FACEAMEF N ARIFE.
AR BT S H S e 4 o il i 8 (CVE) 5
WRATAEI CVE 5, MFSE RPN iR o
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— A BSX A 5 G IR B TR anfe LA R T 5 A F BSR4k . o SR A TR 2
I, BT BRI B R UN 258

AEL[RES TP 38
B 179 U1, WU ESX M
B 182 T,  “REANLENL”

0 ESX MENRLIEH
AL R R TUHSE A 24 B TE B, AR ESX HSBi 24l

R A TR, B K oIy K A 2 R O G — N R O 3R, BSX BRI
REAWARFER . LATESERITHE T ViR Bk S M e 2 BB SRG o

BEFRE

TEH g PR, BSX LA ARIFTT, FHAE RN R OB T4 . EHURIRA SN s, &
PLEIE T2 G RN, FEh—0h S Db T2

2 B P AN SRV R BRI, e 2 e W L LA FR s s A BE U A 57 . A nllicse — AR
UMK RGE DL, b TJcE 5 R] vCenter Server B§ 34 Command Line Shell Z{TAi ESX T H, X R
GUE B AT DA RN L 0 5 D TR AL, DRI PT DATE R AN LR S A £k A TR fth 4 T 55

#15-1 BoR T HECE AT EH AL A ) e
F15-1 RERHEDREGHLE

Thek BE &i

MRssiE6 5 RPYUE S HZER -4 & MR IR S5 S E YR o 28 0 HL A TR ES o

PIER 2R 2

s GRE S RUVEER—4 & WL ARSI AR Z T VLAN b B TRE . Bl

VLAN? s HAh A G (41 VMotion ) A—E i I VLAN,

AT USSR — A & FRX e FE AU P AE Rl — NP ER R 25

289

AR ERG TR RS ? JEE T MRS T G L AR S A R e B 48 i i i Rk
HHTRRES . R E It R Geid it A — i F s FH A
BE RS

EJU\EW*/I\JEMTC@NWW%ﬁﬁﬂ%ﬁiﬁﬂﬂ)ﬁmmo
AT . vmdk EEHEE BIAER—A VMES 43X .

FID

JER IS VMFS?
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180

151 BEFHEPHAGHRE ()

Thek BEE &
L) = BATIF FTP SR IR SR . ARLLIAINEE., 15

S 164 U1, “MRSSEHIE B kEERC
RESAUAC L E AT 25 T B AT

FERHIPAA e 5 hE B

b

F 152 WoR T FHUT K 2
F15-2 RERHEMPRAAKAIZE

AFEs i B
Il R R DY 1
L 0
ARG 0
Rl AiE 0

% 15-3 R TR T R0
®15-3 BEFAFERHAATE

pleEs 2] HREER REEER
ST HARRA U RR ? P &
SRR SSH TR & iR ? & &
vCenter Server fll vSphere Web Access? & 7
S OB BUR AL P &
ST BT 5  5 BEA TR ML ]2 P P

SEFRENE

TE2 % FRREIEE R, BSX FAUA TR — N EdRh LI, FF T A2 2% P iRt IR r . X1 — 4k
REH A, THET2 8% P L HMEDIL. J&T AR & IR DA TR — & 20LE, (Hh i 6
PRI, DL GEEAs B .

BRI — 2 BB, (A2 2% P R Il s L8 PR IM L. RSB il — 8% P R
HUGY, M TAT ESX K, R AT DL ALl & D TR R LA Nz o #BwnﬁwLWIBFI’Jli\ﬂﬁéMF{I%O

7 15-4 o TRCE T EHUN A ST
R 15-4 ZEFRGBEPHAMGLE

The mBE &iE

RSEfRESEMYe S ER— & M IR S5 G L F DR o 2 ko L A TR S

ANPIERPN 247

fRssftla et SERPILER—A & S IR GG S % VLAN SRR H 7 es, Lok

VLAN? Hofth 24040 (40 VMotion ) A~—EJEZi Ft VLAN,

AL S HEZ R —MER R B PRI U BRI R 28 o i BRI 2%

- YA E AT

P A S JE T AR S P G IC B F R PSSt LR 10 241 i R Ron)
FATBRES o RE AL HAth 2R Geid A — i AR I A #edTL
SRS

A% PN AR o il S ] — 5 R e ANl
— PRI R EA AN S A A L S S LT BC S
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R 15-4 ZEFREMEPHAGEZ (£2)
Theg BiE #ix
JE VMFS?

-7

R AT AT VMFS X, i H ALY - vmdk TR
I A ABERE T2 X, %S XL LUN,

FRIRTEEEFTIT FTP 28R S5 10011,
RN L R AT 2 T S B I A7

e Gl
HEWHLAN 7 i B D7

gl

FI

% 15-5 TR TR ¥ ESX AL ik a5 7,
& 15-5 SEFARFBEDWAKAIZE

AR ISRt
HE AT Y 1

B 10
RGN 0
FlT 0

% 15-6 TR VAT s o
R15-6 SEARFISBEHRHAAGIE

el WREER EREER REEER
e B s AR 2 P & B
SEAIBRT SSH #F TR S5 41 & VTl & P &
vCenter Server fll vSphere Web Access? & & &
S GRS BURIINL? P P %
B P 5 B TR L] 7 b b P
SEAFBDE

1025 PIFHGIEN, ESX B FR—EHERLA, FET % 4% PR ., ol — 4k
VR B, JHEATS A% P TR, T T AR % PR T A EHLE, Ay
HIATAER D

2R P RGRE T AR — 2 A R, AA 2R S R S RS PRI L. SRE LR
FE—Ee PRGSO, AT ESX K, AT DU i R L 5 03 A R S LA IR A I B TRESUATL N
ERIO AT %% e, —4%A M ORI AT LA TR iz T H N FRE R

% 15-7 WO TECE T =Pl LA 75 K.
R15-7 SEPFHBEFHAGEE

Ihek BRE #ZiE

e SEMWUE S L= WM & T3 AR S5 G B % I EE 2 SR e TR

FH R 2R 2

Mg st Gl S R —A B T3 RS G RCE L T VLAN SRR TR R, feil

VLAN? MR HAD R G0k (40 VMotion ) A—E3E5E4E At
VLAN,

ARSI — S 2 KX N P ARl — N EE R 6
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R15-7 SEFAFAMBEPHAGLE (£7)

Ihek BE &ix

SE LA R A7 IBEY T IR S5 G e T F RS A R AU R £ i
T HAATIRE . BRI At R G — e RS
A ML BT A RS -
R, AT T AU G A ] — P EE AR AL BT RN kA £
R b

R VMFS? = WL AL VMES 431X, ﬁﬂﬂ,ﬁrﬁum .vmdk ST
PIFR AR X F o SIS vmdk A

Er e bl = WIRFIITIF FTP SR & 10i% 0,

RN LA 1 e 7 & FRENI S SN ES T E BN

% 15-8 TR iR E AU bk 75 X
£ 15-8 SEAFHSBEhWAAKAIEE

RS i B
i U R DY 1
PETG 10
ARG 0
T 0

*15-9 iR TR H TR0 o
F15-9 SEFAFHABERHAAE

i HREER EREER RETER Bl A
R R U AR P & & &
il SSH #ATIRS =G 2 P & &

I

vCenter Server fll vSphere Web /& 2 o 7

Access?

SE BRSSO & & & &

e R G TEML 2 b P I

7

ALY

182
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esxcfg-firewall,

esxcfg-info

FTENE SRS 5% & . VMkernel . FERLIBIZS th & P R G A B AT A%
FIRBEAE AR LR E

vSphere Client AELFTEIIG(E 07775, ERTAE H A S
LT RAIIRESRAF R TR L MR e B0, il AT
FLEEE, WRAERRUPIRS.

esxcfg-init

PTG GIRE a0 T 51 AR bR, ASLEAEATI I
EA A4S A2 T AR S B ESX N UHILNRL,
a4 A4 vSphere Client 55350454

esxcfg-module

BEEIK DR SRR ME S  ZR ISk sl R o e &8 15
SRR, FHAUE VMware SARIFEH . FRARS S VMware £
RIFRESET, BUATL HI 2.
I &A1 vSphere Client %2(H74 .

esxcfg-mpath

JyYeeFi ok 1SCSI Bidsfic B 2 MR A R E

H{¥ vSphere Client FUNTFASRIEL E ZIAUE , 157 MRS, 1t
BRI E kL) LUN, REa B . BEHSAET R, iR
PTG EIEX . ARG R > SRR, RS
BRI IRALAC S 12 o

esxcfg-nas

PR NFS Hidk, a4 0t NFS 8k 745
Zi{¥ vSphere Client i & NFS it il Hbirties > BdEF
s, RmRshEEER g, th T UNFRERR > BURERE A A
AT NS :
® R NFS BdRfEMm)ert - R Bdamist o A 3amEse v
(18
O NFS Bl - s iRiirass .
HIE NFS Billafrfit - bR, sloda s ol S B £
TR

esxcfg-nics

FTCPBR AL I s 5 R AR AT SN E T . PCT R AR
TVBEREIR OIS B o o) G it 2 ez B A 268 3 P e ek B
BT R

T vSphere Client HFH USSR s B, il
WIS SRS -

B vSphere Client HIER PRIl dk s AR TR, 15t
SRR S T A A TR RS BT LI P2 > S, 7r B
TEER, FEISHERES > g, SRR ER T A A,

esxcfg-resgrp

WS IR B BT e I TR R A P
M B TR, AN AR R L R
VUSSR IR AR

esxcfg-route

BEE B EBRIA VMkernel WG, FFREASIN, FERRea) RIS
H7F vSphere Client FHEFAZRIAN VMkernel BESCESH, 151 DNS
FURGER . SRR, R, SRS TR DNS IR HECE
W TEAEFR X AT RO B

esxcfg-swiscsi

Fic A iSCST B ir £

337F vSphere Client AR iSCST A%, 18 LA ERCES, o
PR R iSCSL G, ARGt EE. HH] iSCSI Hahg B
TEAERC SRS o
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MR A ESX EARZFHFwE

BEEHEGS

o< Fi&# vSphere Client 312

esxcfg-upgrade

M ESX Server 2.x F+4#] ESX, oS Aid T g

M 2.x THRE) 3x I 5E A F="ME5%. LA MESS Al vSphere Client

AT

TN — THRCBEEEGRE, A ESX Server 2.x 4 ESX.
Afie M vSphere Client FHHTIEEEE,

TS RS — G VMES-2 TS VMES-3, idHERE M
FEINL, SAFS TR > L > FENGEIER. AR,
PATFARERS, SR A THRE] VMFS-3. AU BT RITEE M7
RS PATIE R,

B TR — FE TN VMS-2 TR E VMS-3, i
T AR RN, SRS e R I

esxcfg-scsidevs

#TEN VMkernel {74i# 885 SRS 6] G 15 MLt . b ar A A7AE
vSphere Client %354 .

esxcfg-vmknic

BIHEATET T VMotion, NAS #1iSCSI ) VMkernel TCP/IP # 2 .
BIFF vSphere Client H1i% ¥ VMotion, NFS 5k iSCSI MIZ&EF, ik
B PIE > BRNMISE ., 55 VMkernel, SRJ5—335 52 BB INPIER Al
S TEEERRE L B E XOIP itk T- RIS A VMkernel BRIAISE,
TAEWE, 1 VMotion., iSCSI 5 NFS i [ 2= % ta IR
TR, 1 PR TR M R . M S B TRAE 1
FIBIFR e B 11, SR P LRI AT T L B BT, SR B
i IR B

esxcfg-vswif

CIEEMEITIR S F 5 IS B B o An SR A PR ST B RISk
vSphere Client & ESX 4L, MIEHLa4.

HE7E vSphere Client FRis SRSVl G ke, if0t RI%% > FROIRILE .
WRRSIRHE, Re—E 50 RIS o EEEEE L
W e S IP ik PR RIR 55 47 1l 5 TR DR 5

EMHERE, WP IR G i M bR ZERR AT X
BEIR Y, R, MASH D BN IRHE ARt
Mg pstil Gt o R AT T BN B AE, SRS S0 1k

Elo

esxcfg-vswitch

RIS HT R L2 BE P

2t vSphere Client P RERIN AR, 15 HRERIZ > FRIIRIZE, 26
BRWL, Re—2 2 e i S

LI VCE, U AU L LM S TARIEIR . SR AT
XU, R, WSS B TRAE 181t
PN, SRS RS T LB TR AE , SRS BEo 1
MRS
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BT ESX B Linux f§ &

TSR IN T, ESX L uifhriE Linux AL 21015, BIATMIESMIfFAHRRIC i ar % B0 1]ixee
A THRC L A4 P RE S B0 T IR B M ST T s ESX ThREA AT o

ERAE vSphere SCRIH T3 AT Bl #1538 VMware BORSHRF A S, HIFERCE ESX INhZHi] vSphere Client
TAFo
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{& H vmkfstools

AILMEH] vmk fstools SRR R AT E VMware ESX FAL I HOREIRERL . SR S0 . WHEEFWIER Hi#SS .

fifi ] vmkfstools P ATERAALIPEL S X _F BIEFE BN ISR R G (VMES) . i8R DA L Ay S48 E S,
BanfEfEAE VMES-2. VMEFS-3 F1 NFS _F [ i8Sk .

HJ{ifi[f] vSphere Client $14TKZ 4 vmkfstools 1,

AP SRS 7PN 328
m 55207 U1, “vmkfstools ayaitik”
m E208 T, “vmkfstools pEli”

vmkfstools < iE %

— WS, AFELL root T S B RKIEST vmkfstools ardr. (R, FEEdy A (Hlanscth2gia4) |, 7T
REFTELA root HI By

TTHES vmkfstools a2 LG IS EL:

VMware, Inc.

<options> N— ML AT MAIKIISE, HTH87E vmkfstools THUTINIGZD, g, 7EIEE
HTRE U AN e B A8 2K

RIS, RN /vmfs ER S RO B SR 2 2, Fae B A TR RSO E R VMES
ARG

<partitions HEE MK . IWSHCR A vl <vml_1D>: P A&, T <vml_1ID> SE FHAFAEREAIR RIS ID,
ifi PR R XS, X RIRTZ (0), HWRFZIA fb HZ VMES /31X,

<device> FRE R &R IG . WESEH] ESX & ARG HPINHRE L BEALL /vmfs/devices Tk,
IR AT R GRS

FREAIF ARSI, AR

B /vmfs/devices/disks j& M T AMAEAE T SAN L

B /vmfs/devices/lvm i@ [T ESX &+,

B /vmfs/devices/generic ifi Jfl |-l /1] SCSI 1575, BlANRH N E =

<path> F5E VMFS S RGECC . IWBHEOEA FSRATS 5 . SIS EE /vmfs IS T #4104
AR AR o

® BYRE VMFS AL, i HIL MR

/vmfs/volumes/<file_system_UUID>

207



ESX BLEfE5r

59
/vmfs/volumes/<file_system_label>
® BHEE VMES X, Ll FRs
/vmfs/volumes/<file system label|file system UUID>/[dir]/myDisk.vmdk
GRS M T TR H o2 myDisk.vmdk (RIS E S, TSR N SE A2
B,

/vmfs/volumes/datastorel/rh9.vmdk

vmkfstools EIR
vmkFstools AT L N, FErh i — ek S e 2 T P T
KR AN T B A A &5 B, R A4 REiK.

vmkfstools —-createfs vmfs3 ——blocksize 2m vml.<vml_ID>:1
vmkfstools -C vmfs3 -b 2m vml.<vml_ID>:1

-v FiEL
—v F I A TR o
ZF AR AT
-v ——verbose <number>
A PARRE <numbers [RE, JEFEEM 1 ) 10 19940
FEMERT vmk s tools BETIAP I DMEIE v FUEl, ARl ANE 75T v F-2801, T vmkfstools K22 —v.

ER TR v FI SR vmkfstools ar S THT, PRI —v AMED TR A LA

X RGIER
M RG] T -0 VMES XX 280, X SEk NG T NFS, XT3 1142 AT Al vSphere Client
PATI.
A8 VMFS T#H&R%
fifi [f] vmkfstools 4T LA VMFS X2 % .

-C —-createfs vmfs3
-b —-blocksize <block_size>kK|mM
-S —-setfsname <fsName>

AEBURAEARE R SCSI 43X (I vml. <vml_1D>:1) F Al VMFS-3 SR G0, 1255 DCREON SR R 4e i
e

AEATAT ESX ML F, VMFS-2 U RS2 R . RBea e (8 VMES-2 2%, (HAT LS VMEFS-2
ARG FAFERS . VMFS-3 U R ZEARFEM BSX 2.x FEHLAT I,

W JND —/> LUN HAEH—A VMFS %,
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FIVAY —C sl — (R LA T 12e T -

B b —blocksize - T X VMFS-3 X RATIRI/ N BRAAPEI/ING 1T MB, F58ER <block_sizes HAME
128 KB 154, #e/ME 128 KB FIAK/MEN, w00 528 m sk M PARA A7, 7 2RI X
53 K/NE — vmkfstools 2 m 5k M IS IR T, B k ok K & AN T

B s ——setfsname - HIEAE QI VMFS-3 SUH 2 400E X VMES B IUA R, T2l A -C Gemigh & i
TEMERRZ )Y 128 DNFEART, FHATT AMZ AR E L7

fﬁt)‘(%ﬁZF, MIRTLATE My vmk fstools a2 HEE VMES %Eﬂﬂifﬂﬁt%ﬁo EFRE BRTE N Linux 1s -1
A AR A ZE T, I BAE R /vmfs/volumes EISR T VMEFS GRS 4

ZIHPM VMEFS b5, 15 Linux In —sf 674, TS50 PRl
In -sf /vmfs/volumes/<UUID> /vmfs/volumes/<fsName>

<fsName> & T <UUID> VMEFS [{5Fr .

& VMFS LR ZRIR B
IR AT £E vl . <vml_1D>:1 /3 [X_E A4 h my_vmfs (05T VMFS-3 SUF R % XN 1 MB,

vmkfstools -C vmfs3 -b 1Im -S my_vmfs /vmfs/devices/disks/vml.<vml_ID>:1

V' RIER VMFS-3 %
i vmkfstools fiy4 Al LUK EGEX S INE] VMES %,

-Z —-extendfs <extention-device> <existing-VMFS-volume>

TR N VAT B VMES 25 <existing-VMFS—volume> ZS A —PMEUEIX . IR E S BIR A4/ (Bl /
vmfs/devices/disks/vml.<vml_ID>:1) , Jfi-AFUE5 EF (B0 vml. <vml_ID>:1) . EFRRAG IR, #B<
FEREYEXY i VMEFS-3 4, EIbizakis2 40X, 2 VMFS-3 B I LAt 32 ANMERAEIX

W NG IBTTILIETIN, 2 HI7E <extension—device> F$RER SCSI %8s LARTFHIIIA BURIH £,

¥ B VMFS-3 &85
MR BRSO R G E X, DO AT

vmkfstools -Z /vmfs/devices/disks/vml.<vml_ID_2>:1
/vmfs/devices/disks/vml.<vml_ID_1>:1

Y RBEI SO RGeS 43 X — vl . <vml_ID_1>:1 A vml.<vml_ID_2>:1, fEI <P, vml.<vml_ID_1>:1
Je A A e

S VMFS &R B
{§iF vmkfstools i3 ] LAY H VMES &1 &M .

-P ——queryfs
—h —-human-readable

2 BRI T B A VMFS 35 0 SCUh sk B, e sl e anaEm k. SR ENE 3 VMES ok S
(VMFS-2 5k VMFS-3) . U REN VMES BB AN, Bbr (A ) . UUID DA S A X e
HIR S LI

B RS RE 8 VMES SUUE R B, AR A8 DL AT R 2 I RAT R B

TFILATERE ] -p 2EI 45T -h F0e000. QsRaxhf, M) vmkfstools BLATTIEMETABRAOTER, (fan, sk. 12.1m Bk
2.16) AR E,
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¥ VMFS-2 # 43 VMFS-3
ATLLEE VMES-2 P RG24 5] VMFS-3,

W JNDy VMEFS-2 % VMFS-3 [{iHit— A it 72, B VMFES-2 &6k VMFS-3 5, R ABEHHEHR VMFS-2 4.

{24 VMFS-2 S R G SRR 8 MB IV, A DN HE AT 2
FEESAE RGN, AT e
B _T —tovmfs3 -x —-upgradetype [zeroedthick|eagerzeroedthick|thin]

12U VMES-2 SO R Gefdsl VMES-3, [FI R B SCEE R G SO Tz 1, i R I
fsauxFunction=upgrade 1% vmfs2 Fil vmfs3 WX BhAL 73 E IaEli B S R AR BhFEFT Fsauxe

WAEF] -x ——upgradetype B UK TR IR E LA ME—Fh:

B _x zeroedthick (BRIN) - fREE VMFS-2 B ENE. 1l zeroedthick SCAA% N, AL
FAPARS R, I BRI Ada A S E

B _x eagerzeroedthick - FEAM /SR IR B ARG T80, WITH e 2
Eo A A R AT 2

B _x thin - R VMFS-2 JESPHHAFAORS T B £ 1 VMFS-3 . 5 thick KPR AR, A E &1
RSV RS BRI AR KR AE I, e R IR L T B 5 Ao AR thick XA
FRORE ISR

FERAGIYIIR], ESX SCAFBUE IR B bR A A IR T3 R EAE AR VMES &, RN iR a
ZCRE ESX EMLIEAE TSI . Al RERRIN L8, SEnm Rk n 2 ds S PR iT

MR, I3 Fsaux IXBDFET I N3, vmfs3 A1 vinfs2 SXShRE 7 DAGKSE IF 5 B PE
B _uy —-upgradefinish

eI R] e T+

HE 0L 2R I TR
RS eI o] T . TE R BT AE VMFS-2, VMFS-3 M1 NFS S R G RE A . HErh iRk is
AT R LA vSphere Client $47
ZEHNEERES
AR T RN, AT —d —-diskformat IS TS
MEA gz

B zeroedthick (BRIN) - QUM AR MBR RO Al QU AR MEL % FORBIIEMEYRE, H
SEVAIR MEEHLE R P TS BN 23R B LA MRS

B cagerzeroedthick - BRI NREMIEL BT 25 Ml 5 zeroedthick AL, £ GIEIN SRR
EORBRRBIRE S . BIRIXAIE SRR R 1O TR F] RE 2T O A R K

B thick- QEESIBRIRRATET A, SO R 2 WA A T T P I A0
B, A root FIIPURAF GRS R

B thin- KA ESTEUEA . 5 thick AR, SN A2 NI TR n, ek
A PR A

B rdm - ERGRA B AIGT
B rdmp - PIHGREARIA (ELE ) BREGEI
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B raw- B

B 2gbsparse - iR KEHEIXh 2 GB OMGAL . FPEIAR SR T T Hofth VMware 25, (2, BB
vmkfstools IS (BIAN thick BE thin) TDFSAREEL, T NJCIEAE BSX TAL RS

B monosparse - R . PR IEAS 2O T HAL VMware 775 .
B monoflat - FAHTOVIAME . TR 2RO H T34l VMware 7.

ER T NFS HAEfdiH thin, thick. zerodthick Fl1 2gbsparse Zfiddtg =,

thick. zeroedthick Fll thin il HAMIFMIZE N, KAEE /Bl skIg 2 NFS IR FS#5maE BSX £, KEZE
NFS Ag5+s FIOERIA D FCSRIEAZ thin,

Ol B IR
i 1] vmkfstools w34 T] DA G e AR L

—-c ——createvirtualdisk <size>[kK|mM|gG]
—-a ——adaptertype [buslogic|lsilogic] <srcfile>
-d —-diskformat [thin|zeroedthick]|eagerzeroedthick]

BEETURAE VMES 45 b8 E RS2 QR AUREE . $RE IR N, T <sizes BONMERY, ATRAIN bk (F
T oom OEFY) Blg (CTIRTY) SFRMEAMRIIHAA A, A ZIAX ) A/NE — vmkFstools H k B K
MBS N TFN o AURATEE IR, vmkFstools REBR T 11,

FPALS —c BT —FRAEDL T8

m o fEE T SR TR A AT . WAL BusLogic F1LSI Logic SCSLXRM/MIRE LT IMZEH.
m g iRERE

IR IR R ARG

P RBIBEIH AT TE £ 4 myWMFS [ VMES XX ARG EIEE—A 4400 rh6.2.vmdk . K/INA 2 GB IR RRERL ST .
Wb SCPE SR — A AT H R A LS 0] O 2 H AR A o

vmkfstools —-c 2048m /vmfs/volumes/myVMFS/rh6.2.vmdk

PIkaiL B IR R
fifi ] vmkfstools 2 Al ARG FEPURE 45
-w ——writezeros

IS ITA o A K PR AT A 25 5 N RS m R s 2 0 SERtt v S RO TRI T REBA , BRI
TN SR B 13 4 1 /O 7 5

W AN I A A IR R SR R AL E RO A 25

EFE B RS
i vmkfstools A4 A LASTIeAS A RE PUAE 2%
-j —-inflatedisk

PEIEITUKS thin SRS eagerzeroedthick, FHERBEFTAIUE RS . Mk O 1 AR 0 B AT Bedb £ 7y
Ry i
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i Bk Rl 0Lk
BRI IR 5 VMES 25 A 14 31 L P e AT DI S o

-U ——deletevirtualdisk

E & R

PRI Ty 2 57 A TS AR EER o Th A R O R AR A AT DI SR o B ATE e A SR 2 SRR A2
<oldName>, VARCHT AR LB I% 2 <newName>,,

—-E —-renamevirtualdisk <oldName> <newName>

5e P R OB £ BN AR AR
EISAS G R S MR LA

-1 ——importfile <srcfile> -d --diskformat
[rdm:<device>|rdmp:<device>|
raw: <device>|thin|2gbsparse|monosparse|monoflat]

FIULHKS —d b3S -1 Sel—& . e IR O P G B AR E A% 30 ATV root I e
WAL S o

EE 5% ESX Redo Hik, FINMERILERSM, WM cp 4o

5e B KR FOI R R A0 T B

IR BIG AnAATRE = R R N A templates £ R a2 2 mywMFS SCPF 35 14470 myos . vmdk FRIREIIRZ AL
Seffr

vmkfstools -i /vmfs/volumes/templates/gold-master.vmdk /vmfs/volumes/myVMFS/myOS.vmdk
AT DA R A TS D AL U B S-SR R L A B R, an N IR

scsi0:0.present = TRUE
scsi0:0.fileName = /vmfs/volumes/myVMFS/myOS.vmdk

E# VMware Workstation #1 VMware GSX Server E#I#1

AR ] vSphere Client i VMware Workstation ok VMware GSX Server G/ ITREE] ESX R G
{HS2, RIDMEH] vinkfstools —i a2 Bl SN ESX &%, SRIG BRI I ESX W OIan R tA -

A T N, TROAANBRAE ESX 01 FJHBNLL 2gbsparse A% S HH MR o

R

1 ¥ Workstation 5k GSX Server ####'F N\ /vmfs/volumes/myVMFS/ FI Sal AT+ FI 5%,

2 1F vSphere Client i1, {ii[{] BB E 2 G AR LML

3 ECERARIN, vebeE B R T U S N Workstation B¢ GSX Server ## .
bR ARG R

R R] 7E GRS, X5 Bl SRR R N AT R

-X ——extendvirtualdisk <newSize>[kK|mM|gG]

INICAr @ Z R, AU BT R S R I Lo AU LSO R e, DA% PURAE R e
FEVUFIEE AFTREEA /N, TR TSN 2SR o
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WA B CTF5) «om CRFY) Bog (TIRTNY) SFEE, FIULK newsize ZHURENTF . T
Pl TIRF N FAZUAX S KNG — vmkFstools K k il K IIE SN T35 AR AFRE SR Az 2,
vmkfstools FHERA T,

F i newsize ZHCKE FURTE SRR/, TIASEE SRR I N

Blan, gy 4 G FEPIEIEIN 1 G, WA\ : vmkfstools -X 5g <disk name>.dsk

ER 2N BRI IO SE R AT . A, AT ARERE S DR R B Rl A 4 I
IR

¥ VMFS-2 ERIERTRE VMFS-3
IR T DA O MR A SO M ESX Server 2 A8 AL, ESX 183k

-M —-migratevirtualdisk

PR ERGR R R RS

B TURAE VMES-3 & | QUSRI (RDM) SCHF, RN 2200 AR RIS, (R DA
[ VMFS RE R AIREVS RIRR IR o S SO S EL TR M A /M

-r ——createrdm <device>
BT <devices ZHUN, FARMEAT:

/vmfs/devices/disks/vml.<vml_ID>

ERE P VMES-3 XAE8ie HLi Y1 11T RDM.

PR ERFEENX RDM #I7R51

TEM BT, GIE#N my_rdm.vmdk [1) RDM S, FRE vml. <vml_1D> BREZRIU 2112500
vmkfstools —r /vmfs/devices/disks/vml.<vml_ID> my_rdm.vmdk

WL N ATES N AR S, TR R FURC A 68 T my _rdm . vdk BR SR ST

scsif:0.present = TRUE
scsi0:0.fileName = /vmfs/volumes/myVMFS/my_rdm.vmdk

BB EFEEX RIS

R, FTUAKE B AR S T 2 VMES 26 RSO 2l G AU L 75 [P AU A REAE AL ESX
SCSI a2 HILE, 4 REMINLTS 2k & HIR SCSI &, BNl SAN &I HERE AL IS T, 28k
SRR A .

-z ——createrdmpassthru <device>
T T RIS, A DA T2 G0 R EAT HoAth VMES RS ARV IR T o
YIRE <devices ZHUN, FAME AT

/vmfs/devices/disks/vml.<vml_ID>

5| RDM By R

LTS T R A S R

-q ——queryrdm

BERETSUHS B B A% RDM (440, IEATRIE 51 RS AR B, BN D,

VMware, Inc. 213



ESX BLEfE5r

BREREEILARR
R T R AR AT A I A LT AR AE B
-g —-geometry

AL W . Geometry information C/H/S, A c ARFMALENOE NS, HARERIOEE, 1T s &
X %G

R /¥ VMware Workstation JERZ SN ESX EAUN, W RESE BIRAAL) LTEARALACI R R IM A . 7
B LATEARAE Rt rT e R D b as P A el TR BV RORE ST UN B 1 TR

78 LUN B9 SCSI #i

L BRI R T OB A R s P TR BT 55 o PR35 Pl VAl vSphere Client #4447
-L —-lock [reserve|release|lunreset|targetreset|busreset]<device>

iz, ATLATIE SCSILUN (FEILt BSX AMLE M) o ARERTIE (AR EALATATSR LUN ) NI R
PSR EARRERAT AR ) o

NG T -1 eI AT AT SAN FRIA IR S5 AR AR PR . DA HFERTF S5 L ) -1 26551

214

FRARAS 2] VMware [FRFBIEAT, 75 HAZERA AR VMFS 411 LUN fd ] 265 o
FIPAE S LR SRR -L 2T

B | reserve - FIRAHREN LUN, RAHREN LUN 7, HATRE1Z LUN MRS BRLIE . A
M55 ek ih% LUN, RSB0 i

B | release - AR THEE LUN [ . HAMIRSS#S AT K5 [7]% LUN,

B L lunreset - T EFHEMN LUN, Jriu&diilk LUN RO, I LUN H2O AR ss a5l .
HEA S ERYHA LUN B RN, fERes BRI HAD LUN D5 PR PR RS o

B - targetreset - HPEHANHAR, HERIEIRDIZEAROURIITA LUN _FIY&AHE, JHE LUN fX
XA MRS R AT

B _| busreset - MR PTG HER. B EEHE IR AT EE LU RORTAT LUN _ERET R,
FEFE IO T IR S #5 7T o

YN <device> ZH, FAkg T

/vmfs/devices/disks/vml.<vml_ID>:P
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B>

802.1Q 0 ISL #RialE 143
A

=&

A VLAN BEBIHL 140

BEFHHE DMZ 127,129

X E AL 182

RR&iEHlE 130,163

iR 125

IhEE 125

iSCSI =fig=g 145

Z2# 125

ZHLRE 173

PAM B{I8IE 149

1R 151

NIE 131

ARmY 176

setuid #0 setgid #xid 174

VLAN Bk#E 142

VMkernel 126

vmware-authd 149

vmware-hostd 149

VMware %KH#g 131

EMERF 176

ERLE 126

ERHL 126

EPZHYEO 144

EMEEER 127

FRGIEFNPRE 126
ZEME

SRR 179, 181

SEFIRE 180
R4E%BE, dvPort 47, 48

B
BE R
dvPort 43

dvPort 4 42

vSwitch 40
WEhrE S 107
#PELEAYER A, dvPort 51
Aith SCSI 7%=, #tif 79
A S EEREGE 101, 102
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Cc

CA ZZiEH 156
CDP 24,25
1hf

pam_cracklib.so 170

pam_passwdqc.so 173
#BHAf, SSL 157
CHAP

#m 85

X TRIBIR 87

*tF iSCS| BzhEE 86

xTESRR 87

ZF 88

M= 85

CHAP H{AI&1E 85, 145, 146

CHAP S#38iETi% 85
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