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%% Sybase PC Client, ¥ DA% ZRAZBEHITR R, wTEFT:

Product Selection

To zelect a product or option for installation, click the
box mext to itz mame (o that a check mark appears). To
dezelect the product or option, click the box again (so

B VindowsNT Products Aval|s
¥F Svybase Central
Syba=ze Central ASE Plug—in
Open Client
ODBC Driwer
Monitor Client Librarwy
SOL Adwantage
Language Modules for Connectiwity il
< >

Available 2,147, 155K Spacg 48, 34TE

Product Deseription

& Graphical utility for managing Sybasze databaszesz and
tools

Help | Reset £ Back Hext | Exit

C:ssyhaze~binX*isqgl ——help

Suntax Error in '—help’.

uwsage: isgl [-h]l [-el [-F1 [p] [-n] [—v] [-X]1 [-¥1]

[-a display_charset] [-A packet_sizel] [-c cmdend] [-D databasel
[-E editor [-h header [-H hostname [-i inputfilel

[-1I interfaces_filel [-J client_charset]l [-K keytab_filel

[-1 login_timeout] [-m errorlevell [-H labelname labhelvaluel
[0 outputfilel [-P password] [-R remote_server_principall

[-2 col_separator] [-5 server_namel] [-t timeout] [-U usernamel
[-U [security_optionz]] [-w column_width]l [-= localenamel

[-Z security_mechanisml

C:“syhase“~hin>

ZMNEERE @R, TUEERA 0 THAREER ML

isgl =S ServerName —U UserName —i QueryFile.txt —o Output.txt
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1.2. AT R

AT FERI, Bl T AR P B SQL Advantage, % TR A4
T A isql By —/NEH | 3

— Session 1 M
File Edit V¥iew Server Huery Hindow Help
NEEEEREEEEEE DR =l

Session 1

7 dsedit #4T B AT R A2 BU B B T #E4T 3 HE, )R, SQL
Advantage t7 AEWE D, THAZRMEE D . HANEAET UK LEEH
HEEHED, RFERTERGTFEFENERAL.

2.Sybase Z2#L % A

Sybase & & 4 RIAF L M. B L AR Up K AN

1) B d iy A # L% ( Discretionary Access Controls , DAC) : ZExt %
BRI T R P 37 B AR

2) BRI FAEREH: FRUER AR P T DAY R B A A

3) AEE: ATRGMAFE45RA M. 40 DBA 7 sa fA#,
Z e B R AE ) sso fAE.

4) K TWEH%Z2: Sybase AR AERY, W& L6 o %0
g, RIEFHATREERLD.
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5) #it: Sybase #iAMMEHFHLE, WREBSE, RYREREH
Bt
Fib REHRE, B %EE %

3./ET|x

3.1. 3 F Z2dH

%R

e

BLILRERAGAE

® i sybase Wk H XM, #RAHRLEE R a7 7% H X,
® xf Windows #1£ 2 41 5 , & A regedt32 & HKLM\Software\Sybase
HHY A R AR .

3.1.2. k% BfE &

® FIAP% iR RSB

exec sp_helpserver

A Ao YA

W 2% %5 4L o 5 B9 40 T Bk 2m T

"net password encryption" = true

"net password encryption" = false
ZANE T T

"rpc security model A" E 73R 5 AN #

“rpc security model B” ERHRMEFFEHZAL2RS, wEAHAIE.

HEE ., TEERRE,
® FRAFE A B NG R

exec sp_helpdb

313 B E

o MAEMIEMKEL IR
FYIT AR T BEARA A %67 £17
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exec sp_loginconfig "login mode"

0- FRvEAEE

T BRAMAERE R, Sybase {# f B T8 83 & (master 48 /E + 1y
syslogins % ) AIEH 7. Windows NT/2000 #4 P2 7 40 3R 3% A I 4 B K 2 4
TR HATE .

1- BRIAEHE R

TS —NEE R F, Sybase UK # T Windows kIAEH /. Windows
J B LA T LK AR 77 F] Sybase # AR .

2- BAIMEER:

TERAMKE, B %% Windows RIAIE, 4R Windows H P 1 E#,
Sybase ¥ 2 Jf ' B T 6 & B AT 2 A% X i A 8 R P A R RAE
AR

® i EIINEM

exec sp_loginconfig "default account”

EEBEER T, FIABRARMEAGTZ sa , WEN NULL 3% — MK

WIREA P

3.1.4.34T

o TEHRFBMAE L
select @@VERSION
5|Sybase M 3 | T # & # 4 T: http://downloads.sybase.com/swd/swx
T RA:
1) % &K FE%#4NT EBF (Expedited Bug Fix or Emergency Bug Fix)
2) #T ik%-#, ESD (Electronic Software Delivery)
3) %% 8 XA K IR (Interim Release)
7E: TERLF ESD Z HT e E Ao —MNRAH IR,
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32. B EEBE

32. 1L BALREESH

® k1% ¥ # Sybase ASE Server i it &

exec sp_configure

® 2 'allow updates to system tables'

WRZ “on” KA, DBAF AR FMIRB R LGSR, ZEl sso¥HiX
FA “of? KA. EAHEEE IR DB IAT, EWH T 6
HEF %k,

exec sp_configure "allow updates to system tables"

® b 1% il 'allow resource limit'th(E X Y “1”

exec sp_configure "allow resource limit"

® {%if % %%k 'syscomments' E &% % 4
ZRARKEFEE, (BRAFATHEEN 17, FAZEHKEN “07 .

exec sp_configure "select on syscomments.text"
3224k HEME

& MEZTWERREMESE, #WINZEXREN “17
exec sp_configure "log audit logon failure"
o HRERTUTRNEMAL, WALKELY 17

exec sp_configure "log audit logon success”
33 AP E%Ee
3.3.1.4

® T B E B A AL
FYIT AR T BEARA A
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use DBName

exec sp_helpgroup
o ZIEEHANNAF:

use DBName

exec sp_helpgroup GroupName

3.3.2.4%

o WERFEMEIH RN AE:
select name, password, pwdate, status from syssrvroles
o EEHANAGNIFHEREEL:
exec sp_displayroles "RoleName", expand_up
o EEANA AR L
exec sp_displayroles UserName, expand_down
o BEABFROIALMF:

select name from syssrvroles where password = NULL

3.3.3.HF

o B FMEEMNTARF:
exec sp_helpuser
® MEHIMF HA:
. select name, password from syslogins
® A il P TEAME R
sp_displaylogin UserName
Default login name: ZkiA &[4
Default database: kA % ¥ E
Auto login script: B 34 & [ i A&
Roles assigned : % 4-F
Whether this account locked: /A /4 2 Ik &
Last date of password change: # /& 04 ® & B #

Password expiration interval: & A 2 it Jd]
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Whether password got expired: 14 % & it #i
Minimum password length : &% 04K &
Maximum failed logins: # A & 2K %k $K
Current failed login attempts: 34 B & [ % 23K % #k
o i EEANBEE N A P AUR:
use DBName

exec sp_helprotect
334.HEH P 2B

o {FfEsafflfus

® P& sa #y’sa_role’f1’sso_role’f &, #’sa_role’i ¥ DBA J /-,
¥'sso_role’ ik T % i & 2% ¥

® ik master fu tempdb = MY BT A $53E JE B guest F

® NZLH R R E xR [E AR

3.3.5. 04 %2 5K

o BEDLIMEE, EURKEN14K
exec sp_configure "password expiration interval"
'0' — A A
n'— X#.
o MEDIALRLEIEE —HT
exec sp_configure "check password for digit"
- BREAP AT EDEE—ANKT
o MERNTHLE, HUHSMLE

exec sp_configure "minimum password length"

MR Rt R S, H A& A4 ik S04

AP 4 A B ER
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Mon_user mon_user Fik - 2% b AR P
sybmail User defined | % % % ’Sybase Mail Service’ il 7
Dba SQL 7 Enterprise Portal Express Edition # £
E23
entldbdbo dbopswd Database Access Control £z
entldbreader | rdrpswd Database Access Control £|
jagadmin s Enterprise Portal Application Server | &
PIAdmin PIAdmin Enterprise Portal Application Server 4| 7
pkiuser pkipasswd Enterprise Portal
PortalAdmin sybase Enterprise Portal
pSo 123qwe Enterprise Portal
BARERAE L
3.4.1. R
o MmE XK. T, MABRUNR, MEMK T publicZ AR & xt &

use DBName

exec sp_helprotect ObjectName

iﬁﬁﬂj
1. AP RIRF| &
2. FrA A R AR KA
3. £H%EWITH GRANTAE

3425 E

o FIMBEEFIAY RAMTE:

use sybsystemprocs

select name from sysobjects where type="XP'
® i B A fiEtExp_cmdshell, 3 M Fksybsyesp.dll
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exec sp_dropextendedproc xp_cmdshell
o — % EE A f xp_cmdshell, T B 4% £ AR 2t :
use sybsystemprocs
exec sp_helprotect “xp_cmdshell”
o BEHUHFMHIE
% sendmail, freemail, readmail, deletemail, startmail, stopmail, |4 T

FH gL A2, I PR mail ¥ 'sybmail’.

3.5. %t

Sybase BiAF AL EHIT T H, SHMAEBNGE Z T4 . Sybase
T i R TH o TR % B A A B sybsecurity & 2.

® hrirSybases & %%k % it T H 8 7 £ 2 M Ersybsecurity & 2 & 7 7 .
Sybase i 1 7 DL A S\ B AL . Sybasetd a4t 1 B B #Y 48 Ao
W 1T BB & ¥ A7 7 L T sybsecurity % H #sysaudits_01-sysaudits_08
*.

o MBI R BITH

use master

exec sp_configure "auditing”

DA 30 XA B 1 3 e %k ELRUE B 1R LT AR AR

® ir#sybsecurityEH H T RN E
Sybase ##H £ 2-3 MNKAKRF I, NTAE—DEEFHHEILT, 7
—ANZRHT DB 2R R A S B &

select count(*) from sysobjects where name like "sysaudits%o"

o BREFITRTRENE T Wi, FoW i g7 ik T2 4o X Bk
use sybsecurity

exec sp_helpthreshold aud_seg1
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EHEMFITREBEZXANEW, "sysaudits_01"8y F B4 4
"aud_seg1", "sysaudits_02"#y F B4 ¥ "aud_seg2", &Kk K.

® Wit RE A

BEETRILFAZETANTANE W RES. BT
R NFEIE. DRAFNEMRE, BNMFEIEEUNAT. BHEF
fitt TR 4B IR A

o WELHFITKSHK
use master
exec sp_configure "current audit table"
WML “n” H 07 W—NEH, BEER 07, MEERTFWRY
W& 5 W, Sybase ¥&fFH T —/NHitEk.

o BELUFMKTHHNETZHLIH
exec sp_configure "suspend audit when device full"
RIEEEA 17, IBEFANF RS HORYE R . ZMHE
WA SEMRE)F R A BTRAREI, SREHX 07 B, oMY
HIEY I RGE K, JF ARG R HAR O S T i R

® fr# “audit queue size” W{H, FEHRIECHNER% K, (45044 )
use master
exec sp_configure "audit queue size"
VB X ME 0 B R T B R R e i B 2 B AT T 1K — R AR 23 A
AR o ] B R S RER, MR ES R ARE; MiExe— Wi
KA e R LA, EWRAR TS FEAI T HHEE K.

o MENUTEEZARUENLAFHMLER
Logins - Fir A & i 23
Logouts - P A iF 4 2R
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bep - #ELHE M (bulk copy)
create - FrA G|z BT[], wblER, FHARE, WHE, MAREF.
delete - Mz # 0 B o PR AT
disk - # H A1, BT HAT
drop - #{E %, &k, HFiEadeE, Ak, KENMREF
dump - #3E%F, F5H0MIH
use sybsecurity
exec sp_displayaudit
PRALFT A BT B E A “on”,

® 4R B R 2R
use sybsecurity

select * from AuditTable where event =45 and eventmod =2

T A Y T DLS L

http://manuals.sybase.com/onlinebooks/group-as/asg1200e/asesag

3.6.MEEZE

3.6.1. 7 R FB1E B

s e |
use master

exec sp_configure "allow remote access"

1 R A
0 - AR

R YA, AR PR RN ST W AR HUR
% 2% B0 15 1 AR A8 37 o R 4 23 3 3 RPC $L4T.

FINT A K T8 BBARA R %14 7 H17 |
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o\ RART
e
o BEFMLHFNELRIL

exec sp_helpremoteserver

K BHER FiE R E L

Sybase ¥ HEE DN LR RS HNETEE. wREE
DA E R, WHEREEMLHFNETRR.

3.6.2. 1% & & F A

o v Z eyl fn AR 4% e RS
select * from syssecmechs
Syssecmech 5 Bk A I A7 75, XA 18 o BHE B 22, 2 i LT B ) 41k
sec_mech_name  fR%BR A4 Hh L 2P H 4
available_service % &# %] 7 {t th %2 2 R 5
#4], Windows W& 3 57, HAEKA:
sec_mech _name = NT LAN MANAGER
available_service = unified login
® b libctl.cfg U
WEEE T &R NELR, K4, HR#AmELmmeEtE L.
1. 1R LDAP %25 hn s,
2. ZAWH:
"dce" DCE %4#lL#l.
"csfkrb5" CyberSAFE Kerberos %4 #1#!.

"LIBSMSSP" Windows NT 2 Windows 95({{ %/ 3%)_t # Windows
SN
7E & libtcl.cfg M f & -
UNIX £ R: $SYBASE/config/
B MR SYBASE_home\ini\

® BEH-EMHFENSK

exec sp_configure "unified login required"

FINT A K T8 BBARA R % 15 T K17 T
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WRWGEZAWEENBH, WHRIEEEER 17 . KEH “07 , ¥4
RUFERI R P 5T X BN E ASE, XIS FEEH — A X W 441
M Rk

4. HEITH

MEEHHHERALAA LT G ABMEE, RINBERAALY
e RBATIEE, — T AR R, 5 E b RERMNNEE (T A%
%ﬁﬁkﬁ%ﬁ+ﬁﬁﬁ)o

YR, BAT T UK R 43R F 3 # T B #4847 penetration 5 audit, B BIE K

3| 89 348 3 T B4 45 LT LA

4.1.AppDetetive

A — A L B R RN R AR T TR, .

M AppDetective — Session 2 E]@

Session Bun Edit View Help

SoE M o | ] - T

Hew Open  Discover Folicy Fen Test #mdit  Reportz  lpdate Schedule Fix
E; Natwnrk
,? Oracle Listenet (1521) Alerts by Risk Level Alerts by Category

éa Oracledi Database i +3)

(H 20051010 1050:42

& 200510-101053:31 25000 25000

= é'a Oracledi Database (i «1)
| 2005-2-1811:02:38

Oracle Extermal Procedure Ser
L 20000 — —— 20000
&3 Dracle XML DB HTTP Server

B Misconfigurations

-g 15000 — ——+ 15000 I Denisl of Services

i W High W vurershiities

f_: Medium Pazsword Attacks

o 10000 1 B! 1p000 ! | Low B CPassword Control

F* W informational Access Control

M “pplication Integrity
05 Intedrity
5000 — -+ — 5000 .
0 E lo
SEE—— N
<1 [#] Details | Yulnerability Description Graphs
) H_isK Lewel | o Yulherability | \_P Addrass ) Eml | Apphcatlon | ) o . Details |

Q High ADMIM_RESTRICTIOMS flag not set ek e v | 1521 DracIeEl\ Da abaze (ingw3)] [&DMIM_RESTRICTIOM=off)
3 Hidh BFILEMNAME bufter averflow [Verify version] ma 1521 Oracledi Database (ingw3) [Database Version=3.2.0.1.0] (05 Platform=5olaris)
QH\gh BFILENAME buffer averflow [Verify version) k5 L 1521 Oracledi Database (ingw3) [Database Version=9.2.0.1.0) [05 Platform=5olaris]
Q High Create libram privilege TER R B 1521  OracleSi Database (ingw3) [Granted Ta=DBA] (Privilege=CREATE LIBRARY)
€3 Hidh Create library privilege S o0t 1821 OracleSi Database (ingw3) [Granted To=0BA] [Priviege=4LTER ANY LIBRARY)
Q High Create library privilege ke e 1521 Oracledi Database (ingw3) [Granted To=DBA] [Priviege=CREATE AN LIBRARY] v |
A m | ]
Found 9062 vulnerabilities for the session [included 5 applications] Audit Policy: Download Audit [Built-in) Pen Test Palicy: Download Pen Test [Built-in]
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4.2.1SS Database Scanner

HRROBREEAY TR, T HE.

g -] x|
B EIETED
Sean ]Penelratlon Test

Double click a server to add it to the list:

Wetwork Weighborhood a

) To add to list, enter
+-5f] Microsoft QL Ser e o elook aa lose
=-S5 Srbase tabase -
UNENDR2ZEACS0T a1 ; = Server
chentao Croups...
1o - Vg
‘| £ | o 4dd Databaze Remove % 1rt Scan M
Fun scan for these databases
Server [rruste] #ccount [ Pazsunx | Folicy [ Trpe [ Host address Host Account | Host Passwor, a |
10,153, 180. 24 I HE K Security Level T v [Grbase ¥ [t0-1 N | ]

Scanning database 10. M. Soigiy . - -

Collecting permissions

A% @ @ B Bdatabase Scanne... |[MAScanning databa... = Windovs SEEHEE | A FRES #T | @2 |«ma 1608

4,3.NSGSOFT NGSSQuirreL

=
e

H—RATASE, AW EARARATHR, et

5. %% %R

Nilesh Burghate (GUIDE TO SYBASE SECURITY?)

FITARKA T EEBAARAT, TETERFT AL ETL (RAAH)
A%, ERE/ITE. 32K BN RERNFRERS.
BX Z Wi wulujia@unnoo.com
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