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Kl 3-7 WA ELA
3.1.2 EISGIEERE
1247 WinPcap_3 1l.exe, %% winpcap i, 4R )5 F B wpcap.dil 24t windows

ZAEH N system32 H (1] wpcap.dll SCHF. FFKE wpcap.lib &8 0 2RI TR 71 LFEH,
FEALE B A ) Sk S0

3.1.3 OC48 1z l)l:E'_Ely”Jl_t

example " 47— test F2 17, H 10223847 1) FS2100 Z 41 OC48 iy Rk ATl
FH P ar DA X AN RS 77l i OCA48 i i <ok KA o il test #2)%, I please input
the rule” 427, RJEEIEREIA, SN REEA M, JFEtRia] 1000 NEdE
T EN—4A5 5, W& 3-8 Fik:



wawpisee coucn  (FS-2100 51 2. 56 0C48 JEUE-RIIP T U KIBRHE AR A

epci_card_windows' release’example'test’ || ﬂ

please input the rule:

pcap_compile:.
Enter sample all rule.

packet receive 12:18:21.0109184 len:260

packet receive 12:18:21.8%1914 len:268

packet receive 12:10:21,828109 len:2808

packet receive 12:18:21_.08043683 len:200

packet receive 12:18:21,.846834 len:26@

packet receive 12:18:21.822230 len:2600

packet receive 12:18:21.863962 len:260

packet weceive 12:10:21,848155 len:2808

packet receive 12:18:21,.816351 len:26@
packet receive 12:18:21.A58888 len:Z8A
packet receive 12:18:21.834276 len:208
packet receive 12:18:21.818478 len:208
packet receive 12:18:21.852201 len:280
packet receive 12:18:21.828397 len:Z28A
packet receive 12:18:21.8845%91 len:Z8A
packet receive 12:18:21.846322 len:208
packet receive 12:18:21.8225%16 len:288
packet receive 12:18:21.864247 len:280
packet receive 12:18:21.848441 len:Z28A
packet receive 12:18:21.816637 len:Z8A
packet receive 12:10:21_.858368 len:208

3-8 KA AT e A e
WU R A 152 80 B Uiy, 6 rith test #2)7, HIL “please input the
rule” $27, ARJEHEIACIIEMI, . “port 807, UK RKAEFTH b 115k 80 (K%L
P, R 1000 N EE AT EN— 4 A5 L, Wil 3-9 TR

pci_card_windows'release'example'test'Debug'test

please input the rule:port 88

port BA

pcap_compile iport BA.
packet receive 12:11:19.84765%3 len:256
packet receive 12:11:19.085%408 len:-482
packet receive 12:11:19.8596832 len:-721
packet receive 12:11:19.854B88% len:=56%
packet receive 12:11:19.8682074 len:=678
packet receive 12:11:19,08684132 len:=653
packet receive 12:11:19,852124 len:-18683
packet receive 12:11:19. 868872 len:524
packet receive 12:11:19.0864008 len:-728
packet receive 12:11:19.817484 len-1358
packet receive 12:11:19.826736 len:-462
packet receive 12:11:19.6838403 len:-773
packet receive 12:11:19.848972 len-1417
packet receive 12:11:19.688854% len:=1176
packet receive 12:11:19.862574 len:-246
packet receive 12:11:19.825%648 len:-635
packet receive 12:11:19.846841 len:-185%
packet receive 12:11:19.83819% len:538
packet receive 12:11:19.858276 len:634
packet receive 12:11:19,.0868484 len-1888
packet receive 12:11:19.834082 len:837
packet receive 12:11:19,.0848134 len-12687

3-9 FHIREpE MR
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W R R IE W 5E K 3-8 HIMARE P, R IRSRE P 4% 1R,
NFEF
3.2 Linux TIRZIZ%E
3.21 EyRIE
® izfTr4 tar xvzf oc48pci_card_linux_release.tgz fi# T A0
® izfTf4 cdocd8 card_linux, HEAMEIFIRIERALT,
® z1rn4 cd ocd8 card_driver 3k N BRE) 2% H 5% .
® 4T A . /ouild, AR,
3.2.2 IR HEEERE
® Z1Tar4 cd ocd8 card_libpcap ME AN B A PE 28 H 5%,
® zfrm4./build, % libpcap % .
3.2.3 0OC48 HEE Mk
® zf7f4 cd tcpdump-3.8.3 BEAMA H 5%,

i 3-10 Fros:

[fbElocalhost topdump-3,8,31%
topdump

LStopdunp —nne

verboze output suppressed. uze —v or —wv for full protocol decode

listening on gfilter. link—type EM1OME {Ethernet}. capture =size 95 bytes

11:22:30,019366 00:00:00300:00:1f > 00:00:00:00:00:00, ethertype

IPuwd 003003,

5 U HOBT 2R

1847 Jtcpdump -nne, KA B A5 $E U

leng

th 891: IP 195,19,1.2,1024 > 199,19,1,1,1025; , 1234863:124293(837) ack 234567 win 40

96

11322330,019941 000000300003 1f > 00:00:00:00:00:00, sthertype
th 282; IF 193,19,1,2,1024 > 193,19.1,1,1025; , 03228(228) ack 1
11322:30,021811 00:00:00300:00:1F > 00:00:00:00:00:00, ethertype

IPwd 0030073,

win dio9e

TPud 008007,

th 1300: IFP 192,19,1.2,1024 > 193,19.1,1.1025: |, 0:124601246) ack 1 win 4096

11322:30,021935 00:00:00300:00:1F > 00300:00:00:00:00, sthertyoe
th 480; IF 195,19.1.2,1024 > 195,19.1,1,1025; | 034260426 ack 1
11322330, 023109 00000030000 1F & 00:00:00:00:00:00, sthertype
th 888: IP 193.19,1.2.1024 > 195.19.1,1,1025: | 0:834(834» ack 1
11:22:30,023182 00:00:00300:00:1f > 00:00:00:00:00:00, ethertype
th 2761 IP 193,19,1.2,1024 > 198,19,1,1,1025; | 03222(222) ack 1
11322:30,025031 00000030000 1f > 0000000050000, sthertype

IPwd 003003,

win 4095

IPuwd 0030073,

win dio9e

IPuwd 0030073,

win 4095

IPwd 003003,

th 12835: IF 193.,19,1.2,1024 > 193,19.1,1.1025: |, 0:1334(1234) ack 1 win 4096

11:22330,025150 0000003001003 1f > 0030000000000, sethertuyse
th 457 IP 193,19,1.2,1024 > 195,19,1,1,1025: | 0:403(403) ack 1
11322:30,026235 000000300300 1f > 0030000000000, sethertyce
th 842 IP 193,19,1.2,1024 > 198,19,1,1,1025; | 0:;788(788 ack 1
11:22:30,026286 00:00:00500:00:1f > 00:00:00:00:00:00, sthertype
th 185; IF 198,19,.1.2,1024 > 195,19.1,1,1025; | 031310131 ack 1
11:22530,027736 0010000300002 1F > 0030000000000, sethertuse

IPwa (0=03003,

wir 09

IPud 0030073,

win 4095

IPuwd 0030073,

win 409

IPwa (0=03003,

th 1106: IF 192,19,1.2,1024 > 192,19.1,1.1025: |, 0:105201052) ack 1 win 4095

] 3-10 SRAR B AT K i aCRe 1

leng
leng
leng
leng
leng
leng
leng
leng
leng

leng

10
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4.1 Logout

%2 B TR H IR .
R

logout
SH A

To
B iR

logout

YLl IR IR .
4.2 setfilter-rule

A H I B g R R
g

set filter-rule [ index priority ] [ protocol pt] [ srcip sip ] [ dstip dip ] [ srcportsp ]

[ dstportdp] action {drop | forward | sample /base /ratio }
St R

index  WHEIIEMWESS, FNUEGIEL, G [0x30~0x3ffe].

protocol % E ik JER B, JElH: tep/udp o

srcip B RN YE IP, Bdn 192.168.88.1 .

dstip VB L UEF ) H K IP, filtn 192.168.88.1 .

srcport B YRR Y 1, {54 8080.

dstport & E it SERUIUA H ¥ 1, 5141 8080,

drop FEAT B 00 P s 0, i

forward K A7k yE R ) i Bl A A

sample  Fn U RAE R WA

base BB AR R I3 .

ration W KR,

Bk

set filter-rule index 66 protocol dstip 192.168.88.2 srcport 1024 action forward

VT BOE AR5 0x66 MR, K H A ip O 192.168.88.2, H.ik 4
1024 (¥ top FLIAFE IR 5545 -

11
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4.3 show filter-rule

2 A T BN EURCE Ik s R )
LN

show filter-rule [ num]
S#i5t B

num  ZEEE RN R S, AR TR P AT R .
=RV BY

show filter-rule

YW AR PRI IR, SR A P

0C48PCI >set filter—rule srcport 8B action forward

OC48PCI »>show fFilter—rule

index sip dip pt forward
48 a.a.6.8 a.8.8.8 tcp yes

4.4 delete filter-rule
lﬁA%%wwamEm STUEREI

delete filter-rule num
S ¥ AR

num  ERHER AN R 51T
B HR

delete filter-rule 66

YL MIERZR S5 K 0x66 (1L 38K .

4.5 delete all-filter

2 HIT IR B e A e
R

delete all-filter
SHi% A

o
Bk

delete all-filter

VT MBR T CBCE e
4.6 set pmrc long-pkt
Zar A T RE pmre AR AEK.

ratio
MN-A

12
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set pmrc long-pkt {size}
SHjt A

size WE pmre Nt bdl%, Jol: [536~65535].
Bk

set pmrc long-pkt 1500

YLI: WCE pmre A B K ALKy 15000

4.7 set pmrc short-pkt
Zan A % E pmre A K
R
set pmrc short-pkt {size}
SRR
size WHE pmre NP, HEEf%, . [1~1500].
BikdiA
set pmrc long-pkt 30
YL WEE pmre A DB Kl 30,

4.8 set pmrc rx-mode
Wz A H T % E pmre N HIJFX.

R
set pmrc rx-mode {type}
S#i5 R
type pmrc A\ HIFFIC{H, JE[: enable/ disable.
B iR

set pmrc rx-mode disable
YL SCH] pmrc A

4.9 set pmrcvlan
Zar A T CE pmre 1 vian Zb 3,

wEHEN

set pmrc vlan {type}
S0 R

type pmrc [ vian 2B, JEHl: remove / bypass.
B AR

set pmrc vlan remove

13
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YW WE pmrc ) vian AEFERE A remove.
4.10 set pmrc mpls

Zar A T CE pmre 1 mpls Ab#EE, .
R

set pmrc mpls {type}
S5 A

type pmrc 1) mpls Ab2ERIA;, JE[: remove / bypass.

B iR
set pmrc mpls remove
Y. BE pmrc 1) mpls 4L FAE LA remove.

4.11 show pmrc config

ZinA T8 E pmre (IR E (E
g
show pmrc config
S5 A
oo
BikdiR
show pmrc config
PO IR pmre IACE S B 45 R pis:

QC48PCI *>show pmrc config

In function f_get_pmrc_config.
ry_parity EUEN

long_pkt=1548

short_pkt =48
rx enable
remove ULAN
remove MPLS

4.12 show pmrc statistics
A T EE pmre SIS B

i SHE
show pmrc statistics
S#i5 R
T
BikEiR
show pmrc statistics

;I_

14
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B o pmre (IZERHE K. 25 R B

OC48PCI >show pnrc statistics
channel A
per_rx_pkt_cnt=A per_tx_pkt_cnt=8
ry_long_pkt=8 rx_short_pkt=A
rx_pkt_cnt=8-8 rx_hyte_cnt=0-8
rx_byte_rate = B px_pkt_rate =

channel B

per_rx_pkt_cnt=8 per_tx_pkt_cnt=8
ry_long_pkt=8 rx_short_pkt=A
ry_pkt_cnt=0-0 rx_byte_cnt=0-8
rx_byte_rate = B rx_pkt_rate = @8

Transmitted to PLEIF: Packetsz B Frames B Useful Frames
MI Transmitted to PLRIF: Packets B Frames 8 Useful Frames

CAM Interface to MUX seawrch keys : received B sented B

4.13 set framer fcs
Zar A H TS OC48 #2111 fes.

set framer fcs type
SHR A

type fcs [R5, JuH: crc-16/crec-32
B iR

set framer fcs crc-32

ULHH: WE OC48 #1111 fes 27K cre-32.

4.14 set framer scramble

Zan A H T % & OC48 #2111 1) scramble.
mLHEN

set framer scramble type
S 1% A

type Scramble #iX;, J5H: enable/disable
Bk

set framer scramble enable

Uil WE OC48 #:111%eh 4 enable.

4.15 show framer config
a4 T AE OC48 #: ML E(H B

15
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LN
show framer config
SEI5L AR
T
Biritiz
show framer config
Pl s OCA8 HHIILE MR . ai R WEPis:

OC4A8PCI *show pme5381 config

min pkt B

max pkt 32768
threzhold = 7

burst = 3

Scramble - Enable
FCS length = Crc—32

4.16 show framer statistics
A H T8 E OC4A8 #: 1 4115 ..

R

show framer statistics port
S#i5 P

Port Ui 115, YaH: [1~2].
Bk

show framer statistics 1
PO B8 0C48 #1101 Mgt f5 8. 48 RuEpiR:

16
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OC48PCI >show pmc5381 statistdics 1
(A4?H>section BIP: 24543 (@A48H>1ine BIP:
path BIP error counter: 47088 00BAR GBOBO
HEEPA BERAE BPEPA GEBAR BREBE BEBAE BBEBA
HEEHA GBRAE BEEPA GERAE BREEE GEPAE BEEEA
HEE0A OBRAE BEEPA GEDAR BREER GEDAE BEEER
path REI error counter: BBBPA BARAR ORBBA
AABRA OBRAR ARARA GRRAR ARARA ARRAR ARABA
AAEEA OBRAR BPEPA ABPAR BRARA BEPAR BEABA
AAEEA OBRAR BPEPA ABPAR BRARA BEPAR BEABA
positive justification: UUEPE OOEAR BRERGE
HEEHA GBRAE BEEPA GERAE BREEE GEPAE BEEEA
AABRA OBRAR ARARA GRRAR ARARA ARRAR ARABA
AABRA OBRAR ARARA GRRAR ARARA ARRAR ARABA
negative justification: OPOPA OORAR BBEBEO
AAEEA OBRAR BPEPA ABPAR BRARA BEPAR BEABA
AAEEA OBRAR BPEPA ABPAR BRARA BEPAR BEABA
AAEEA OBRAR BPEPA ABPAR BRARA BEPAR BEABA
C?49H3RE hyte <(hid: DABEERABAA

(74a-74bH>RE packet: BBEEREREEA C7cH>RE
(?4dH>R¥ aborted packet: BAROA C74eH>RE
(?4fH>R¥ max len packet err: BOAAA (76bH>RE
¢?6cH>RY FIF0 accepted: B0ABAEARA (?6eH>RH

4.17 show framer status
A T8 H 0OC48 H: L PIRA .
MR

show framer status port

;I_

St AR
Port i IS, Jul: [1~2].
B iR

show framer status 1
PiHT: Won OC48 #1101 HPIRAS.

4.18 show statistics

e 4 TR0 S RO L
g

show statistics type data
SHt A

type M. pt (BRYSEH fsp BRI /dp CHEERIED.

data M4, YaHH: [0~65535].
BIREA
show statistics sp 4000

A1952
[ ]5 101505
(51510151
(515151505
BaBee
516101505
516101505
[ ]5 101505
[ ]5 101505
(515151505
(515151505
516101505
516101505
[ ]5 101505
[ ]5 101505
[ ]5 101505
[ ]5 101505

<B4%H>1line

(747-748H3RE hyte
erred FCS HCS:
min length packet error: BOABRA
FIF0 indirect cells packets:
FIFQO dropped: B888H0

[ ]5 101505
(51510151
(515151505
BaBee
516101505
516101505
[ ]5 101505
[ ]5 101505
(515151505
(515151505
516101505
516101505
[ ]5 101505
[ ]5 101505
[ ]5 101505
[ ]5 101505
Clod:

REI:

1515515
(51515515
51515515
aBa8a
61510 ]5]6)
61510 ]5]6)
1515515
1515515
51515515
51515515
61510 ]5]6)
61510 ]5]6)
1515515
1515515
1515515
1515515

644804

8711842184

17
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4.19 setcard
2 T IE R
RN
set card {num}
St AR
num R, a1 BRI
BiR$EiR
set card 1
Y ER L5

18
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H5E NMAmIEED

5.1 #FO#HA
SR AU 2 1 10 44 Bk LA B TH RS (AR 76 3L 38 0 54— 11 S FL TR

HEAT VR A «

PRI DRtk

pcap_open_live ARIPURAE A

pcap_compile AT R0 DR P R

pcap_set_default_rule Ve & NN

pcap_del_filter NI A % T L X RN

pcap_loop TR AT R AZ R BN AL TR RS

pcap_breakloop R A

pcap_close BRI, BRI

pcap_stats SO H R E RS B

pcap_card_statistics RS JERAE RN AN, 754
HRDLCH DV, L RS gt
EcE

pcap_ptport_statistics AR 2 BRI, AN 1 B A
113 PR A B8OR - 1 4

pcap_version FERRAS 5

5.2 EAIBELEH

521 pcap_t
peap_t i B TR, A FH A AR U ) 9 2% R AR s 4
5.2.2  pcap_handler
pcap_handler 4 [ul i e Z R 455 0 R4 2 Es kAT b BEAZ R AL A 40 T

typedef void (*pcap_handler)(u_char *usr_data, const struct pcap_pkthdr *hdr,
const u_char *p);

Ferbusr_data D9 A1 E s hdr 0Bl A5 S, p AR IRE, JEIUR
ARG NNZEL M AR,

5.2.3  pcap_pkthdr

19
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pcap_pkthdr 5 A8 W5 S, H A H SRR B R K .

struct pcap_pkthdr {
struct timeval ts;  /* time stamp */
bpf_u_int32 caplen;/* length of portion present */
bpf_u_int32 len;  /* length this packet (off wire) */
}

5.2.4  pcap_stat
pcap_stat 5 N IR AR ZEW RIS THE S, BARGE R
struct pcap_stat {
u_int ps_recv; /* number of packets received */
u_int ps_drop; /* number of packets dropped */
u_int ps_ifdrop;  /* drops by interface XXX not yet supported */

}

5.2.5 card_statistics

card_statistics £ & OC48 i &R BN DR, F R EFRAH D, +
L) 64 A ge it RN AL TR N DR I EE (pps) R IEEE (Bps),
HARGE IR

struct card_statistics

{

unsigned int  rx_pkt_cnt[4];  /* Received Packets Counter low 32 bit */
unsigned int  rx_byte cnt[4]; /* Received Bytes Counter low 32 bit */
unsigned int  rx_pkt_cnt_hi[4]; /* Received Packets Counter high 32 bit */
unsigned int  rx_byte_cnt_hi[4]; /* Received Bytes Counter high 32 bit */
unsigned int  rx_pkt_rate[4];  /* Received Packets Rate */

unsigned int  rx_byte rate[4]; /* Received Bytes Rate */

unsigned int ixf_tx_pkt_cnt[4]; /* Sent Packets Counter low 32 bit */
unsigned int ixf_tx_byte cnt[4]; /* Sent Bytes Counter low 32 bit */
unsigned int  ixf_tx_pkt_cnt_hi[4]; /* Sent Packets Counter high 32 bit*/
unsigned int ixf_tx_byte cnt_hi[4]; /* Sent Bytes Counter high 32 bit */
unsigned int ixf_tx_pkt_rate[4]; /* Sent Packets Rate */

unsigned int ixf_tx_byte rate[4]; /* Sent Bytes Rate */

20
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5.2.6  card_ptport_statistics

card_ptport_statistics 4 & FE A . FEAN Ui 1 B AN H s 2 0 ) 1 2
Mg, BARGan T

struct card_ptport_statistics

{
unsigned short type;/*0:no data , 1:pt, 2:sp, 3:dp */
unsigned short data;/*sp or dp or pt*/
unsigned int byte_cnt; /*byte count*/
unsigned int pkt_cnt; /*packet count*/
h

5.3 IhgEiFik
5.3.1 pcap_open_live
T 2 R B RIBCR S AN, Y R 8 I R AR A U7 1) 1 4%
R H R E
pcap_t * pcap_open_live(const char *device, int snaplen, int promisc, int to_ms, char
*errbuf)

AOZ%

device M THIREFIF A AR, MR ZSECN NULL, R B Al FH 2R

I, — IGO0 T RO 4% SH00 ethN, N BUKSE
FEBN, 1% libpeap 1 b FRUE libpcap {1,

snaplen  SRAEEHE 35040 (1) 3 R K B B 4 SR 4, S B 7 KT snaplen (K
JE AH A R A% IR snaplen N ETT, FEARAS AR TG0

promisc IR AN H BT 75 B 27 A (R, L 2M E T S AT, —
BN RS 1 CGRORTESHEL 2M P 250D .

toms  HISEL, EARATAROISEL.

HOSH
errbuf U BLZSHOR K NULL, W errbuf $i5 i (1) 9 A7 25 1) — 2 RE S 28 40
GCAP_ERROR_BUFFER_SIZE A™4%F A FH % 1 BT 1 58 R ik
P b R AR AR R IN %8 28 R AR BRI R A BN Z R R

21
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[ 2 [], W R 2O NULL R BT 7 IR ANAE R DR AR S

IR [E{E
B BT 3R [R5 5 A0 AR 75 3R 1] NULL, 2 2R errbuf A4 NULL, i@ i3t errbuf 4%
BT B

5.3.2 pcap_compile
2 BRSO DR R ) 38 8 5

R HRE
int pcap_compile (pcap_t *handle, struct bpf_program *program, char *buf, int
optimize, bpf_u_int32 mask)

PNEE>S i
handle  j#id pcap_open_live ZRTH KA AN HZARNTT M X . 155
HOCERIME
program  {EARRA AT OIS EL, Y EH
buf PRAT- T L0 B B SRR o RO ) OG- 4% 3 JF, Ll buf
="tcp port 80" LLALIIMEHT KL Y€ tep I B L H A
19 H 1B J s 14 80,

optimize  fEARRA P A TGOS BT o
mask TEA A A SO S B ]

R E{E
J IR A 0, 7 IR [ -1, 6 5 Jit DAL e FH P 1) i b KA 38 T ARVE I 24

5.3.3 pcap_set_default_rule
ZER AU T LB B A BRI o B A A 2R BRUKI U FH Ok Ak BEAN G T AF-Ar] R0 00
VB . 25 57 RN R BRI B PR b B

R HRE
int pcap_set_default_rule(pcap_t * handle, char *act_str);

AOSH
handle i) pcap_open_live SRAGHIRAE AR AR T 17 BE % o XS H0E

NN
act_str  fRAF E B E BN IE RN . 57 A AL BRI P ol b B,

22
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tban act str = “drop" ZEFFEAUCECAT AR B A 5P act_str =
"forward" M O 714 S AN DT FCATART HE D) 1) 25040 o

iR E{E
JEIRIA] 0, 75 AR [H]-1, 5 4 i A W] BE A2 H P 1) i bR KAt 1 ARIR I S5

5.3.4 pcap_del_rule
AR GER R 2R AW IR

Bp 0]
int pcap_del_filter(pcap_t *pcap,int rule_id);

ANOS#
pcap 1H 1 pcap_open_live $ A5 1R AE AN FH ARG U 0] % 4%« 1S 8UG

NN
rule_id i ZEHMIER A 2R 515

iR E{E
JR DR A 0,15 ik 1)1

5.3.5 pcap_loop

THARAT RAE LR BN FBAE TR RS, B2 P HUE 1 ent ANEER B 1-0%
BRI B BRI B — AN Bl 4, #2 1H H callback 2 eR BOR S AbFE. F P el R
[ IA ) gcap_breakloop 45 RAGHIRA

R &R EY
int pcap_loop (pcap_t *handle, int cnt, pcap_handler callback, u_char *user) ;

AOBH

handle 31 pcap_open_live FiAH 1115 & A A RA VI ) 4 o ZBHOL
NN

cnt R OO A, A5, Ml ent MBS peap_loop IR .
Y ent N5 TR R TG BRAR R BB A, o 2 B B I
IR HOR ],

callback ¥ ¥ ) 51 bR 450, 1% B 500 B 00 3 — AN B B, 782 1
callback 73 i} p& FIO6) £ fin F AL 2

user FH P UK, A4 callback i .

23
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REE
JEIRIA O, 77 AR [m]-1, B8 5 Ji DA ] e e P A 1 B iR 1 2 K

5.3.6  pcap_breakloop

15 AT T8 BB R AR AR L ) AT B SR AR Ak B 4 SRAE — SR o0 R AR A
k4T T peap_loop A, AT LAZE 5 A 2 F R i ] peap_breakloop K 1% G
oF # R B

void pcap_breakloop (pcap_t *handle) ;

ANOBH
handle @it pcap_open_live $453 I & AR AAR U IR W& o 2S00

ERINE .

5.3.7 pcap_close
B SBER AR N R A AT 58 1 a AT FH 12 bR ESORE JECR B PR AR B B A FH IR 08 95

oR # R B
int pcap_close(pcap_t * handle) ;

AOSH
handle  fpH 58RI AU

B E{E
BSBUR TR A] 0, A5 IR B =1, JRICH Jst DA AT B i AR 75 AR Ak AT v, Bl 2
HIP iz e Hte st 1 ARL I S 5.

5.3.8 pcap_stats
ARIONT B R AR F R IR R AR A 2.

R &R EY
int pcap_stats (pcap_t *handle, struct pcap_stat *stats);

ANOBH
handle ifiid pcap_open_live 343 R AL AN H AR Ul i) B4 . 2S00
BRINE

24
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H O3
stats  pcap X ASREE ARG S AR RN 2 T i o £ 4t
THE &
R E{E

BB TR A 0, A7 3R [l-1

5.3.9 pcap_card_statistics

RPOSERAE RN DR 95 BORDUGE D, 8. %S

THE S

R &R EY
int pcap_card_statistics(pcap_t *pcap,struct card_statistics *entry);

ANOSE
pcap il pcap_open_live FRAFHIRERING, HAIMUI MK &. %S5
TCERNE -
H OS5

entry  RFUERAEEMANLDAE MG E B

REE
ARSI A 0, A5 W3 A1

5.3.10 pcap_ptport_statistics
AR 2% b AR AU 1) BN H AR 1 ) L B8OR 15 4

R HRE
int pcap_ptport_statistics(pcap_t *pcap,struct card_ptport_statistics *entry);

AOZH
pcap il pcap_open_live SRAGFHIREE AN, HIAIWTIH BE%. %225
TCERINE
HAS%
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entry  SURPESCERCREANIE H 15 2o 4544 .

R E{E
ARIUE IR [E] 0, A5 R [E] -1

53.11 pcap_version
ARH Libpeap FEHIRCA 5

oF # R B
uint32_t pcap_version() ;

REE

libpeap FEMRRAS S, 16 ALIR B T RA S, A% 16 A73R [ ARAS 5

54 MWEE

5.4.1 EERHM

PRI 98 M 8 K W IR T, ARG L B IER e, M E M ARt
T UCHCBEE AR, (R AV 2 52 B 2 bl 3 R Gedle s 5 at 25 57 Bdla 2
FEATHMFEAS AT (R, ARG P AU N R PR, B P 50

—PPIEA TN
@ src port value
@) dst port value
® src host value (41 1.1.1.1)
@ dst host value (1 2.2.2.2)
® src net value (41 1.1.0.0)
® dst net value (41 2.2.0.0)
@ |tcp
udp
© icmp
igmp
o pt value

26
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5.4.2 HMMNBAEESEE

AR 1ibgeap SCRFPIRIEENIIZ . “H” il “50” B85

“57 358 H” and” Fox, LW “sre port 80 and dst port 8080”7 Fimik
AR OE EIEAKIMIE B — 48 R .

“al” iaHH” or” Fo~, LU “src port 80 or dst port 8080”7 F/RFEA
KM QB b FEA M @TE B— 48 R A LS8~ nT UK Rife “8k” 125, W

RN
port value dst port value or src port value
net value dst net value or src net value
host value dst host value or src host value

PN A A WA, «“ 57 F “5” B RISERA LI, il
N} “src port 80 and dst port 8080 or net 192.168.88. 1”7 wu] LAfFE#HT A LA T HE )
HUEERES

“src port 80 and dst port 8080”

“src net 192.168.88.1”

“dst net 192.168.88.1”

543 SEMM

T JE R RN b B VR BT, 2 E 2 A& R R

Filter rule = rule + action, ANl action NWERIA K forward. ANZR G H R
FFH action A4 LA JLM:

Index Action
@ Drop
@) Forward
@ Sample10 fiI Samplel6

Drop: ARGRAT G 1% MR A L0 Ks 25 i 2257
Forward: ACRATEZ MU 1 BT AT 8o CoRe 2 OB A 5545 508 Mo 18t 25
Sample: ACRAF G 1% MM A K A AT — F8 3 il LU AT R 55 & B 3 156
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i, FHES IS ET, HBESIRIE session M523 . HHT sample B, 22F4L
P ip, HI ip, W AN H 13 08 hash I8 H A H—A 0—15 ME, A5
PLXAME LRSI — 16bit ME PRI —07, IX004 1 I, RO kRS 4
NP IXANE PR L E 5. X T sample, $RAET WA, SamplelO J&iH HEH—1
0—15 MIEE, K~ 16 02 JLI session SHEF MRS #s. Samplel6 )5 [H B4 —
> 16bit %%, SamplelO 5 24T samplel6 001F.

5.5 MR EE R =)

55.1  ZEH|—----e FEUX tep port 80 FIEE

#include <pcap.h>
#include <stdio.h>

void pcap_print(u_char *user, const struct pcap_pkthdr *h, const

{
int 1;
for (i =0; i <h->len; i++)
{
printf( "%02x-", p[i] );
+
printf(''\n");
}
int main()
{

pcap_t *handle; /* the handle */

char *dev=NULL; /* the device */

char errbuf[PCAP_ERRBUF_SIZE]; /* err buf */
struct bpf _program filter; /* filter, no used */
char filter_app[] = "tcp port 80"; /* the rule */
bpf_u_Int32 mask; /* no used */
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bpf u Int32 net; /* no used */
struct pcap_pkthdr header; /* header pointer */
const u_char *packet;

/* Define the device */

handle = pcap_open_live(dev, 1600, 1, 0, errbuf);

pcap_compile(handle, &Filter, filter_app, O, net);

pcap_setfilter(handle, &filter);

pcap_loop(handle, -1, pcap_print, NULL); //this function
//to test the pcap_loop

pcap_close(handle);

return(0);
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FEE WG

). 223E0F FS2100 #2471 OC48 ik R/, 1 windows 1, FRGEATIIA B JE
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