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This document informs users of the Debian GNU/Linux distribution about
major changes in version 6.0 (codenamed squeeze).
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Nevertheless, if you think you have found a bug (incorrect information or
information that is missing) in this documentation, please file a bug in the bug
tracking system [http:/bugs.debian.org/] against the release-notesf 1]
package. You might want to review first the existing bug reports [http:/
bugs.debian.org/release-notes] in case the issue you've found has already been
reported. Feel free to add additional information to existing bug reports if you
can contribute content for this document.

We appreciate, and encourage, reports providing patches to the document's
sources. You will find more information describing how to obtain the sources
of this document in “ZASCRYFIIFR 4" —T5.

o AR AR

BTGB AR TN lenny 2% squeeze HIEMER - tIREEESZE, 1§
7t Bug JEBEE RS [http:/bugs.debian.org/[#E5—1%T release-notesi 1] ¥
) Bug LARESFTRIGHIEER - BRI gzip) B9 T -

HERATHPARERIRE, BT ER.

The status of your package database before and after the upgrade: dpkg's
status database available at /var/1lib/dpkg/status and aptEi®]'s package
state information, available at /var/1lib/apt/extended states. You should
have made a backup before the upgrade as described at “#& {3 % Ak & <
f4”—35, but you can also find backups of /var/lib/dpkg/status in /var/
harkiing
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The Wiki [http://wiki.debian.org/NewInSqueeze] has more information about
this topic.

This release drops official support for the HP PA-RISC (‘hppa') [http:/
lists.debian.org/debian-devel-announce/2010/09/msg00008.html], Alpha (‘alpha’)
and ARM (‘arm') architectures.

T Debian GNU/Linux squeeze B J7 #1284

32-bit PC ('i386")

SPARC ('sparc')

PowerPC (‘powerpc')

MIPS (‘mips' (big-endian) and 'mipsel' (little-endian))
Intel Itanium (‘'ia64")

S/390 ('s390")

64-bit PC (‘famd64')

ARM EABI (‘armel")

In addition to the officially supported architectures, Debian GNU/Linux
squeeze introduces the GNU/kFreeBSD ports (‘kfreebsd-amdé64' and 'kfreebsd-
i386') as a technology preview. These ports are the first ones included in a
Debian release which aren't based on the Linux kernel, but instead use the
FreeBSD kernel with a GNU userland. Users of these versions however should
be warned that the quality of these ports is still catching up with the
outstanding high quality of our Linux ports, and that some advanced desktop
features are not supported yet. However, the support of common server
software is strong and extends the features of Linux-based Debian versions by
the unique features known from the BSD world. This is the first time a Linux
distribution has been extended to also allow use of a non-Linux kernel.

70l LI7E Debian #1E T1H [http:/www.debian.org/ports/], 2|5 £ )5 T AR 285
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applications have also been upgraded, including the otfice suites
OpenOffice.orgh 213.2.1 and KOfficef 112.2.1 as well as GNUcashf 112.2.9,
GNUmeric £11.10.8 and Abiwordg 2]2.8.2.

Updates of other desktop applications include the upgrade to Evolutionf ]
2.30.3 and Pidging £ 12.7.3. The Mozillag £ ] suite has also been updated:
iceweasell g ] (version 3.5.13) is the unbranded Firefox & ] web browser and
icedovef ] (version 3.0.7) is the unbranded Thunderbirdf 2 1 mail client.

A E—H, XREATEEE T U PR F -

LYk RS 5.0(lenny) FAIRRAS R 6.0(squeeze) AR
Apachef 1] 229 2.2.16
BINDE 1] DNS fig5#% 9.6.0 9.7.1
Cherokeel 2 (W44 55 %% 0.7.2 1.0.8
Courierf =] MTA 0.60.0 0.63.0
Diaf 1] 0.96.1 0.97.1
Ekigaf 2 ] VoIP & F' i 2.0.12 32.7
Eximf 8 ] BRIARB IR 5588 4.69 4.72
GNU Ik as B EOARIIRIERR) |4.3.2 4.45
GIMPE =] 2.4.7 2.6.10
GNU C %= 2.7 2.11.2
lighttpd 1.4.19 1.4.28
maradns 1.3.07.09 1.4.03
MySQLE ?] 5.0.51a 5.1.49
OpenLDAP 2.4.11 2.4.23
OpenSSHE 1] 5.1pl 5.5pl
PHPE 3] 5.2.6 5.32
Postfixf 2 1 MTA 255 2.7.1
PostgreSQLE ] 8.3.5 8.4.5
Python 252 2.6.6
Samba 325 355
Tomcath 2] 5.5.26 6.0.28

Debian still supports Linux Standard Base (LLSB) version 3.2.
CDs, DVDs and BDs

The official Debian GNU/Linux distribution now ships on 7 to 8 binary DVDs
or 44 to 53 binary CDs (depending on the architecture) and 6 source
DVDs or 33 source CDs. Additionally, there is a multi-arch DVD, with a subset
of the release for the amd64 and 1386 architectures, along with the source
code. Debian GNU/Linux is also released as Blu-ray (BD) images, 2 each
for the amd64 and 1386 architectures, or one for the source code. For size
reasons, some very large packages are omitted from the CD builds; these
packages fit better in the DVD and BD builds, so are still included there.







A new feature with squeeze is the addition of isohybridf & ] support to the
1386 and amd64 CDs, DVDs and BDs. To make a USB stick bootable with one of
these images used to mean following some extra procedures after
downloading the image; instead, now all that is required is to simply write the
image directly to the USB stick. For more information please see the
“Preparing Files for USB Memory Stick Booting” section in the Installation
Guide [http://www.debian.org/releases/stable/installmanual].

Firmware moved to the non-free section

&

"

Some drivers included in the Linux kernel used to contain non-free firmware
blobs. Starting from squeeze this firmware has been moved to separate
packages in the non-free section of the archive, such as firmware-linuxg .
If such packages are installed, the firmware will be loaded automatically when

H

The preferred program for interactive package management from a terminal
is aptitude. For a non-interactive command line interface for package
management, it is recommended to use apt-get. apt-get is also the preferred
tool for upgrades between major releases. If you are still using dselect, you
should switch to aptitude ] as the official front-end for package

AmA A Im A A ATaa A b

For squeeze APT automatically installs recommended packages by default.
This can be changed by adding the following line in /etc/apt/apt.conf:

APT::Install-Recommends "false";

Dependency booting

An important improvement in the Debian GNU/Linux boot system is the
introduction of dependency-based boot sequencing and parallel boot. This
feature is enabled by default in new installs and it will be enabled for
upgrades from lenny, if possible.

This feature is enabled through the use of insservi 1] by sysv-rc to order
init.d scripts based on their declared dependencies. It has been possible after
a sustained effort to adapt all the boot scripts of packages provided in the
distribution as well as the boot system itself.

With dependency-based boot sequencing it is also now possible to run the
boot system scripts in parallel which can, under most circumstances, improve
the speed of the boot process. This feature is enabled by default, in new
systems and upgrades, whenever possible. To disable it specify

CONCURRENCY=none

in /etc/default/rcS. For more information on this feature refer to the
information available in /usr/share/doc/insserv/README.Debian.

Unified keyboard settings

In this new release, the settings for the keyboard have been unified so that
both the console and the Xorg server use the same settings. The keyboard
settings are now defined in the /etc/default/keyboard configuration file
which overrides the keyboard defined in Xorg's configuration file.



The console-setupf 2] package now handles the keyboard for both
environments as well as the font configuration for the console. You can
reconfigure the keyboard layout and related settings by executing dpkg-
reconfigure keyboard-configuration or by manually editing the /etc/
default/keyboard configuration file.

Kernel mode setting

Graphics mode setting code for the most common desktop chipsets (from
Intel, AT/AMD and NVIDIA) has moved from the respective Xorg drivers to
the Linux kernel. This provides a number of advantages, such as:

More reliable suspend and resume
Ability to use graphics devices without X
Faster VT switch

Native mode text console

More details are in “Graphics stack changes”—7 and in the Debian wiki
[http://wiki.debian.org/KernelModesetting].

LDAP support

A0
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This Debian release comes with several options for implementing client-side
authentication using LDAP. Users of the libnss-1dapf ¢ Jand libpam-1ldap
packages should consider upgrading to libnss-1dapdf % Jand libpam-
These newer packages delegate the LDAP queries to a central unprivileged
daemon (nslcd) that provides separation between the process using the LDAP
information and the daemon performing LDAP queries. This simplifies
handling of secured LDAP connections, LDAP authentication credentials,
provides a simpler mechanism to perform connection fail-over and debugging
and avoids loading LDAP and related libraries into most applications.

Upgrading to libnss-1dapdé f]and libpam-ldapdi 2 ]should be easy as
existing configuration information will be mostly reused. Only for advanced
configuration should any manual reconfiguration be necessary.

These packages however currently lack support for nested groups and only
support password change using the LDAP password modify EXOP operation.

The stable-updates section

Some packages from proposed-updates may also be made available via the
squeeze-updates mechanism. This path will be used for updates which many
users may wish to install on their systems before the next point release is
made, such as updates to virus scanners and timezone data. All packages from
squeeze-updates will be included in point releases.

Note that this replaces the functionality previously provided by the
volatile.debian.org archive [http://volatile.debian.org/].



In order to use packages from squeeze-updates, you can add an entry to
your sources.list:

deb http://mirrors.kernel.org/debian squeeze-updates main
contrib
deb-src http://mirrors.kernel.org/debian squeeze-updates main
contrib

The next time you run apt-get update, the system will become aware of the
packages in the squeeze-updates section and will consider them when
looking for packages to upgrade.

When a new package is made available via squeeze-updates, this will be
announced on the debian-stable-announce [http://lists.debian.org/debian-stable-
announce/] mailing list.

backports.org/backports.debian.org

The service provided by the backports.org repositories has been integrated in
Debian infrastructure and is now an official Debian service [http:/
www.debian.org/News/2010/20100905], hosted at backports.debian.org [http:/
backports.debian.org/].

Comprehensive support for
neuroimaging research

Debian GNU/Linux 6.0 is the first GNU/Linux distribution release ever to offer
comprehensive support for magnetic resonance imaging (MRI) based
neuroimaging research. It comes with up-to-date software for structural image
analysis (e.g. antsg ), diffusion imaging and tractography (e.g. mrtrixg %)),
stimulus delivery (e.g. psychopyE £ ), MRI sequence development (e.g. odin
B %), as well as a number of versatile data processing and analysis suites (e.g.
nipypef_2J). Moreover, this release has built-in support for all major
neuroimaging data formats. See the Debian Science [http://
blends.alioth.debian.org/science/tasks/neuroscience-cognitive] and Debian
Med [http://debian-med.alioth.debian.org/tasks/imaging] task pages for a
comprehensive list of included software and the NeuroDebian webpage [http://
neuro.debian.net] for further information. 2 16 2 /6 % /6 2 16 % 16 8 16 % 16 %]
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Dropped
platforms

Help during the
installation
process

Installation of
Recommended
packages

Automatic
installation of
hardware-specific
packages

Support for
installation of
previous releases

Support for the Alpha (‘alpha'), ARM (‘arm') and
HP PA-RISC (‘hppa') architectures has been
dropped from the installer. The 'arm’
architecture is obsoleted by the ARM EABI
(‘armel') port.

The dialogs presented during the installation
process now provide help information. Although
not currently used in all dialogs, this feature
would be increasingly used in future releases.
This will improve the user experience during
the installation process, especially for new

L Y aratalal

The installation system will install all
recommended packages by default throughout
the process except for some specific situations
in which the general setting gives undesired

T+~
The system will automatically select for
installation hardware-specific packages when
they are appropriate. This is achieved through
the use of discover-pkginstall from the
discoverf f]package.

The installation system can be also used for the
installation of previous release, such as lenny.

Improved mirror selethiennstallation system provides better support

Changes in
partitioning
features

Support for
loading firmware
debs during
installation

FE S S

for installing both squeeze as well as lenny and
older releases (through the use of
archive.debian.org). In addition, it will also
check that the selected mirror is consistent and
holds the selected release.

This release of the installer supports the use of
the ext4 file system and it also simplifies the
creation of RAID, LVM and crypto protected
partitioning systems. Support for the reiserfs
file system is no longer included by default,
although it can be optionally loaded.

It is now possible to load firmware package
files from the installation media in addition to
removable media, allowing the creation of PXE
images and CDs/DVDs with included firmware
packages.

Starting with Debian 6.0, non-free firmware has
been moved out of main. To install Debian on
hardware that needs non-free firmware, you can
either provide the firmware yourself during
installation or use pre-made non-free CDs/DVDs
which include the firmware. See the Getting
Debian section [http:/www.debian.org/distrib]
on the Debian website for more information.

Thanks to the huge efforts of translators,
Debian GNU/Linux can now be installed in 70
languages. This is seven more languages than in
lenny. Most languages are available in both the



text-based installation user intertace and the
graphical user interface, while some are only
available in the graphical user interface.
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The main things you'll want to back up are the contents of /etc, /var/1lib/
dpkg, /var/lib/apt/extended states and the output of dpkg --get-
selections "*" (the quotes are important). If you use aptitude to manage
packages on your system, you will also want to back up /var/lib/aptitude/
pkgstates.

THPGIRAT A& B2 /home THUEMAE o (HELFRFF(FLanEs)r Mozilla £, LA
N GNOME #l KDE S E¥A58) 2 7 #hRAHIRE 5 — R shi AL BOAME R = A
WO P sCE o MO —FPibsthie, thiri8a i - H ST BIRSRCSCR A B 3R
(“dotfiles”) < Z# (n H B TMRKE i RIFARE < 5300, A AL TS IUEA

TR 0 2R R A LB P AR EAT, BXRT LLEL root B sk, sifff] su
5E sudo AIRPCL ZHI AR

TR EJLABIfERM, N SRR E T ]

e R R0

DB A H P EEAT PR AR R RRE, T sshERUTFERS
HIH P AT BEE O R A SER B AR, T ERZ AT LIARSEIEH TAE -

QAR A R BUE Z T fE b, B/ THRET & 0 8E #1% /home 77X °

You will have to do a kernel upgrade when upgrading to squeeze, so a reboot
will be necessary.



assoclated with your critical services. Upgrade these packages prior to doing
the full upgrade described in “Upgrading the system”—i. This way you can
ensure that these critical services are running and available through the full
upgrade process, and their downtime is reduced.
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WREFKRW T, BHFERBERTERENENRGUB T RAMBEE o Ho ki
AR HIF SR S Linux live CD © LUXEENFGI S5, ARIZ AT DUEE AR
FRGIF chroot 2IE BEREIHEE R -

FA TR B — kiR 24l squeeze Debian ZF2EFE PRI IR R o (i L2 Y
EmsE, A AR Z L7 Ak nE & RIS A — o« B2 (E S8 Tt
[http://www.debian.org/releases/stable/installmanual]% 8 ZH)“IEE IR AL —
T LA Debian Z¢2EF2 5 & WAl [http://wiki.debian.org/DebianInstaller/FAQ] °

initrd 35| 567 B 8 IR R

initramfs-toolsE T 1 FEHAAAY initrd FEE— R shell o 4% initrd it
RSO RGE, S AR shell, BT AT LU EARR 64 LLES B BRI (a) 2
EHRERIRY ©

TERBENLNEATE: /dev N EBAATEEMANZE S, NET i 28R (cat /
proc/modules); dmesg HJfiH HB RN LIEIREE - dmesg U H 42 ER
WA SO AR B AW NG L, IR Z R R echo $ROOT AUSiH, LUBIRIR Ui R S8
PRI L -

IREHRBEE TR, BA exit ZBH VIR shell, FFMSaTRIAIH T 4RSS 5t
T o AREEFEBEFRBROAM, FEHER initrd, DUETRG| SRR -

NTHRMEE L 2R

JHTRAREHA IR B BRI A G EER 7200, BT sshziise
ST -

ERS

If you are using some VPN services (such as tincf 1) they might not
be available throughout the upgrade process. Please see “Prepare for
downtime on services”—i.

TS RTISHNM T PR, RATRWEER screen BIFARMENEH
B AGLE - CRET TR RS R, DOIRERN, AR
% ¥ o
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EANZAE TR P& A telnet ~ rlogin ~ rsh Z EHRVE, 5iE N
xdm ~ gdm ~ kdm ZEEFHY) X ZAEF TR o FOTIREEARSS FHIMER —MET
RPEA TR L, HAMSEEA— DA ER, AR T —ERRSE -

Remove conflicting packages

Due to bug #512951 [http://bugs.debian.org/512951], the splashyf & 1 package
needs to be purged prior to the upgrade.

# apt-get purge splashy

BRGNS

SR AR AR AR T N7 lenny FHR T ZHERT, BIRGHI%HESE = I
o AEA P RER TS, EARSHEETHRE, NRGHBIRE =R -

Direct upgrades from Debian releases older than 5.0 (lenny) are not
supported. Please follow the instructions in the Release Notes for Debian GNU/
Linux 5.0 [http://www.debian.org/releases/lenny/releasenotes] to upgrade to 5.0

I EBEEEN RS CEEHE lenny RS ZITA o WREDRBEEAHE, 1EHZ
MR THREER) lenny RS — 17 HHEUBIRAHL ©

S By FHIRIRERE

EFLEENT, #H apt-get {tE aptitude ZZEEH{FEE, F§E41L aptitude I\
E@j”ﬂi?ﬁﬁiﬁﬁ Y FHEHEWBEE o — ok, TEIERFEEIER LR RS S 5o BT

BYEFI, BNIZEECDEHS aptitude T2 5H AR REIE - R QEFHERFEREE
WLHENREBREE BT, FBLIX AT REN TR RN © JE8, EFEIEX—HR A E
&, &M sources.list 39418 lenny M9k stable 52 squeeze - & “IEEN)
sources list”—7 °

BHATEERTE, B BN IZ1T aptitude 1% T g (“Go”) IR ERAE
MARREIE, BHNZEBCN], REEABE, ZAPTEURERIE - WRITHERER
B, 27 —FER “WERHFOFERELER - MEReE T I -

2H APT pinning #/E
IELE APT J— A stable(t testing) WA ERIbE, AL

APT pinning W E{RFEE /etc/apt/preferences F)LLRFFAKEH AT stable kit +
[ - HEZAF K APT pinning WE B FLAIFE apt preferences(s) 1] o



AR

ANER ATER, BRI ASTREF AR ORIRE, FRIERTA L T a7t
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# dpkg --audit
st LA dselect ~ aptitude & & RS FHIFTE GRS, BT LUHA TR 2R
HE

# dpkg -1 | pager

# dpkg --get-selections "*" > ~/curr-pkgs.txt

FEFHREIREERFTA Y hold RASEARA L FZY o ANRA TR TR A E ML
T hold RF, KW -

FE aptitude (ff—#5 apt-get 2 dselect I~N[E7iEHEM hold KSR -
Al LA LU N @4kl aptitude #40F hold MRASHIE »

# aptitude search "~ahold" | grep "~.h"

IAREAERE apt-get THFLEEIRE T hold KA, "LIA

# dpkg --get-selections | grep hold

IR EAM SO BRI T — 6, BIFREmA, BRERAS FRARLT
5, EELAR TR hold A&, LB IEERAR -

The “hold” package state for apt-get can be changed using:

# echo package name hold | dpkg --set-selections

Replace hold with install to unset the “hold” state.

WMREEMFEBENRT, GREFR sources. list 12848 lenny , #ifg o
751 sources list”—T7 T FOFBEE -
proposed-updates [X
WREC A proposed-updates XINAR /etc/apt/sources. list X#F, B4
BB S TEFH R AIEPRT, iXRE AT DAREAR I oS A AR MR o
/_\_f )
EE TR backports



WRE(ETE Debian PGB ZREBNARGH, BROZEIHEI TN 8ESEA LI
BRI R AR 1 S T R B o AN X S 2l 7 /etc/apt/source. list Hfvin— 140
SMNOEARIR T R, EROZIEE IR RS HIR ML squeeze THIFIFAIE, FH RN
BIER Debian FAFIRBIEFE SR AR

FLH PR EA AR E 77 backported “BCHTHY” SRR FFET (A 1Z03EH) Debian
lenny A% o FHEIIEANERY 2 B AT RES [RE MR, ROy Eq ]G & S B
5 o “FHISHIE AT REB R R IR — T B8 — 2R T A AR B & BRI ST PR R E B

A - AYJA] ‘\

 APT &R
EFFIETHIET, B EREEIRSF /etc/apt/sources. list Fi%E apth T 1HY
=9
apti 2] B ERELER “deb” [THEINE, HLEFREMASIHE, BT %0t

AT LY, WA 2N S G HE, SRITem LA, REE CD-
ROM, H/5& HTTP/FTP 1%) -

— N EATHGE E B R B S @ lenny, squeeze)3|H, AT LA ERIIRAZS]H
(I: oldstable, stable, testing, unstable) ° 51 X ITRAICSHUEFATE T, gt
ANEHEBHIRAThR AR L BT B4 o 4%, XM BREEANGEA B O RITEFMN A
17 o RFEMmFE RS, —BEFRATT, BRFASEE ] A= -

ANEER APT A

POABCE M T M E Debian M4gRS & L2, [EEMTREREBEN /etc/apt/
sources.list IfFIHEREE, B AR BIE — i B LFHIERE

Debian HTTP = FTP &i{5ittGE#E http://www.debian.org/distrib/ftplist #%|(%
E " Debian #4%53”—77) - HTTP 5@ &t FTP SEHk -

N, % e E&ITH) Debian #5142 http://mirrors.kernel.org o 24 %N
WEtEE FTP BFREINMEEN, BEEREHFHAS T W M E:

http://mirrors.kernel.org/debian/dists/squeeze/main/binary-
kfreebsd-1386/. ..
http://mirrors.kernel.org/debian/dists/squeeze/contrib/binary-
kfreebsd-1386/. ..

Fil apth 2 FHX MR, BBIATHRIZE sources. list SCH:

deb http://mirrors.kernel.org/debian squeeze main contrib

ERMENEER dists’, XPMRITHRATRNSEA TREET RBEZ HEY -

WINENRIE, 7£ sources. list Ul 7 LLRIAFER “deb” 1TRIIN E— 1 H5 #)HEE
HEA]-



AR APT IR

AT RE A @ BT /etc/apt/sources. List B0l H— A FRBEG (TR E
i+ NFS #:#19), #0% HTTP 5{ FTP 47 & -

fan, BEEWERAT /var/ftp/devian/ T, JHEAMNAIEER:

/var/ftp/debian/dists/squeeze/main/binary-kfreebsd-i386/. ..
/var/ftp/debian/dists/squeeze/contrib/binary-kfreebsd-i386/...

deb file:/var/ftp/debian squeeze main contrib

ERHENEER dists’, XPMRITHA T RIS EA TR R Z THEY -

WINENRE, 7£ sources. list Ul 7 LLRIAFER “deb” 1TRIIN_E—1H5 @#)HREE
HE] -
M CD-ROM = DVD 751 APT 5

MR HEA CD %%, £ /etc/apt/sources.list #i) “deb” 7RI EHE@#HE
BT -
WAIRTE /etc/fstab #F—17RFEHHE CD-ROM T /cdrom ## 5 (apt-cdrom

WAFREHEE SN /cdrom) o 40, {Ri% /dev/hdc gt &%#) CD-ROM, /etc/
fstab T NIZH A —1T

/dev/hdc /cdrom auto defaults,noauto,ro 0 0

EEAESEIE defaults,noauto, ro 2 8040 T 45 o
EIINAERTAR, A—F CD, Zifizfr

# mount /cdrom # i D BEiES
# 1s -alF /cdrom # E~ CD HUHEEZ
# umount /cdrom  # ##E CD

—F—%/F, li_ﬁ‘

# apt-cdrom add

B EFHAAER Debian —i##H CD-ROM #E X 4Mf, LIMEFEH CD BUEIERINE
APT HIEUEREZE -

TR



The recommended way to upgrade from previous Debian GNU/Linux releases
is to use the package management tool apt-get. In previous releases,
aptitude was recommended for this purpose, but recent versions of apt-get
provide equivalent functionality and also have shown to more consistently
give the desired upgrade results.

AEFREEHFELEOIE CULRRIEA /usr S WITETRE, FUT
<

# mount -o remount,rw /mountpoint

T —#HEBNIZIEAR R APT JRidk (/etc/apt/source.list) E/A$8A “squeeze”
N aifgm “stable” o ARIZA(EMFEMA lenny AIJFICTK o

VEURETE
FEE

Source lines for a CD-ROM might sometimes refer to “unstable”;
although this may be confusing, you should not change it.

LSRR
SRR justbinscript BFFLE RS EFH T » XFRE

% g?@ﬁﬂfﬁl‘ﬂ%ﬁﬁ% o T B BANE, A IR RIS FIRHBUME R - BITRIC
2N TVAN

# script -t 2>~/upgrade-squeeze.time -a ~/upgrade-squeeze.script

SRS o N IR SO R IRR B SRR, 40 /tmp 26 /var/tmp (X£8H SR T Y
SR BE SRR B R I UER)

The typescript will also allow you to review information that has scrolled off-
screen. If you are at the system's console, just switch to VI2 (using Alt+F2)
and, after logging in, use less -R ~root/upgrade-squeeze.script to view

HESERARSE, BT UERRTF M HIA exit %1k script °
WREEX script AT -t 201, eI LA scriptplay 25k B AN T 2.

# scriptreplay ~/upgrade-squeeze.time ~/upgrade-squeeze.script

R aRlE

B, #FERBOHAATRRAY A A 513 © $UT

# apt-get update

MR A SR 2SR T2

You have to make sure before upgrading your system that you have sufficient
hard disk space when you start the full system upgrade described in
“Upgrading the system”—5. First, any package needed for installation that is
fetched from the network is stored in /var/cache/apt/archives (and the

T,



partial/ subdirectory, during download), SO you must make sure you have
enough space on the file system partition that holds /var/ to temporarily
download the packages that will be installed in your system. After the
download, you will probably need more space in other file system partitions in
order to both install upgraded packages (which might contain bigger binaries
or more data) and new packages that will be pulled in for the upgrade. If your
system does not have sufficient space you might end up with an incomplete
upgrade that might be difficult to recover from.

apt-get can show you detailed information of the disk space needed for the
installation. Before executing the upgrade, you can see this estimate by

# apt-get -o APT::Get::Trivial-Only=true dist-upgrade

[ ... ]

XXX upgraded, XXX newly installed, XXX to remove and XXX not
upgraded.

Need to get xx.xMB of archives.

After this operation, AAAMB of additional disk space will be used.

R
AT PR EARE(RO R, R IR BRIV TR a2 AT RE R 4 H— B
£ o SRACRERIE, A R O A RN RS — P AR T B R
GAEI HFAPod A%, XA ] DUB AT X S fn < R TG BT R A RE AL =5 18]

If you do not have enough space for the upgrade, apt-get will warn you with

a message like this:

E: You don't have enough free space in /var/cache/apt/archives/.

In this situation, make sure you free up space beforehand. You can:



Remove packages that have been previously downloaded for installation
(at /var/cache/apt/archives). Cleaning up the package cache by running
apt-get clean will remove all previously downloaded package files.
BB S SRR o an R G Z22E5d popularity-contests 21, #/LLAH popcon-
largest-unused > H &5 b5 R E 28] 11 XA RS A, f5tbn] LU
deborphan /2 debfoster & H T (SE T IE”—T7) o FH—FalE T %
&, BUEEE"Z1T aptitude 78I H) B AL G Q" N SIS R -
IR 5 FI oK % 25 18] . B BTN 2R E (R 2 T IETRR EREATRY) © AT DUA
dpigs (7[7£ debian-goodiest ] @2 &H wajig G217 wajig size) ¥t
H KRB B o

You can list packages that take up most of the disk space with aptitude

B 2] Start aptitude in “visual mode”, select Views — New Flat Package List,
press 1 and enter ~i, press S and enter ~installsize, then it will give you
nice list to work with.

WRATFEANE R LUK RGBS ERBIFER A AL S o AT LR HALE
localepurgel & | XA, XHERAE —/INEB G BRI AR % B IR E RS H o xR
Wi/l /usr/share/locale Frifi FIAOREZLZS1A] o

¥ /var/log/ THIRGH SIRATREIHE RS, UK AMER -
fEFER B /var/cache/apt/archives: #r[LL#E R B 55— REUNIRI &7
H3(USB i, I, EHFRCHRS....)

ER
AEMEH NFS, 302 H RS R LT T -

filan, iR USB #4#7E /media/usbkey T:
i AR 22 SR8 B .

# apt-get clean

¥ /var/cache/apt/archives H%E#I%] USB fi#.

# cp -ax /var/cache/apt/archives /media/usbkey/

Frlm 217 B etk 82 S A H R

# mount --bind /media/usbkey/archives /var/cache/apt/archives
A% )5, 127 /var/cache/apt/archives H3x:

# umount /media/usbkey/archives

ER® i /media/usbkey/archives -

BT AR T RGP RV SO R e B ORI 27 H 5% -

Do a minimal upgrade of the system (see “H/NRZiHH”—) or partial
upgrades of the system followed by a full upgrade. This will make it possible
to upgrade the system partially, and allow you to clean the package cache
before the full upgrade.



EENT ZEHBEREEE, BIEHE lenny ) sources.list, iR “MEER
sources list”—7 AR

B NRGTTR

In some cases, doing the full upgrade (as described below) directly might
remove large numbers of packages that you will want to keep. We therefore
recommend a two-part upgrade process, first a minimal upgrade to overcome
these conflicts, then a full upgrade as described in “Upgrading the system”—

e

To do this first, run:

# apt-get upgrade

X TR LT ZL PR 2 S H e AR BRI A -

The minimal system upgrade can also be useful when the system is tight on
space and a full upgrade cannot be run due to space constrains.

Upgrading the kernel and udev

The udevf 2] version in squeeze requires a kernel of version 2.6.26 or newer
with the CONFIG_SYSFS DEPRECATED option disabled and the
CONFIG_INOTIFY_USER and CONFIG SIGNALFD options enabled. Because the
standard Debian kernels in lenny (version 2.6.26) have

CONFIG SYSFS DEPRECATED enabled, and the udevi & ]version in lenny will not
provide all the functionality expected by the latest kernels, special care must
be taken when upgrading to avoid putting your system in an unbootable state.

Booting the 2.6.26 kernel from lenny with the udevi ] from squeeze may
result in a failure to correctly assign names to network devices, and will also
fail to apply certain additional permissions to block devices (such as access by
the disk group). The software itself will appear to be working, but some rules
(for example, network-based rules) will not be loaded properly. It is therefore
strongly recommended that you upgrade the kernel on its own at this point, to
ensure a compatible kernel is available before upgrading udevi 2.

BT IR, T

# apt-get install linux-image-2.6-flavor

BB RN TR A — 9 R B R E NOZ LR MEVT S RN AZ A o
Immediately after upgrading the kernel, you should also install the new udev

to minimize the risk of other incompatibilities caused by using the old
udev with a new kernel . You can do this by running:

# apt-get install udev

Once you have upgraded both the kernel and udevf 2] the system should be
rebooted.



Upgrading the system

Once you have taken the previous steps, you are now ready to continue with
the main part of the upgrade. Execute:

# apt-get dist-upgrade

\ =
FEE

The upgrade process for other releases recommended the use of
aptitude for the upgrade. This tool is not recommended for upgrades
from lenny to squeeze.

R RGUAT IR R, AN A B RYEHT Al RS, SRR R ZATRREY
W2 FPE BRI ED - A LE, EXLREHEUER EHE, SEEman
), FEREAE R LR A o

= —% CD-ROM (& DVD)FFERAS, e R0 058 LA 5 15 BR il A5 € )
CD g;gﬂﬁ?ﬁﬁ%ﬁ%%ﬁﬁa)\ﬁﬁm@ﬁ, X R BARRE) (1 B o B B4
CD T

New versions of currently installed packages that cannot be upgraded
without changing the install status of another package will be left at their
current version (displayed as “held back”). This can be resolved by either
using aptitude to choose these packages for installation or by trying apt-get
-f install package.

THG ] a] BETR 2 AY [R] &L

The following sections describe known issues that might appear during an
upgrade to squeeze.

cryptoloop support not included in the
squeeze Linux kernel

Support for cryptoloop has been dropped from the Linux kernel packages
included in Debian 6.0. Existing installations using cryptoloop need to be
transitioned to dm-crypt before the upgrade.

Expected removals

The upgrade process to squeeze might ask for removal of packages in the
system. The precise list of packages will vary depending on the set of
packages that you have installed. These release notes give general advice on
these removals, but if in doubt, it is recommended that you examine the
package removals proposed by each method before proceeding.

Some common packages that are expected to be removed include: autofsf 2]
(replaced by autofs5& %), dhcp3E 2] (replaced by isc-dhcpfi2]), madwifi-
sourcef & ], python-setuptoolst £ ]and python2.4E 21 (replaced by
python2.6E 2 ). For more information about packages obsoleted in squeeze,
see “THAFAIEL”—TT.

Errors running aptitude or apt-get

WEFH aptitude, apt-get 5 dpkg #1ER H IR



E: Dynamic MMap ran out of room

BINPIZ X BN o &n] Lol fHFReiE B /etc/apt/sources. list FAFE
(91T, BB B INRAF AN R RX A AR - SRAFA/NEEEETE /etc/apt/apt. conf
¥E APT::Cache-Limit B3N - THAVG <2 N ERE 1 EWHRE:

# echo 'APT::Cache-Limit "12500000";' >> /etc/apt/apt.conf

X BB AR ARAE A S iR AT IR
Conflicts or Pre-Depends loops

Sometimes it's necessary to enable the APT: :Force-LoopBreak option in APT
to be able to temporarily remove an essential package due to a Conflicts/Pre-
Depends loop. apt-get will alert you of this and abort the upgrade. You can
work around this by specifying the option -0 APT::Force-LoopBreak=1 on
the apt-get command line.

It is possible that a system's dependency structure can be so corrupt as to
require manual intervention. Usually this means using apt-get or

# dpkg --remove package name

HKIHPRF LSRN, B

# apt-get -f install
# dpkg --configure --pending

HERIRTEOL Y, R RS AR T e —HRFI EH A6

# dpkg --install /path/to/package _name.deb



File conflicts

RN AR lenny RGUTHRELA & MBS, [EARESEHEIEE THY
backport S AT FEH I o CAFMR S FERMLL XA EEHR:

Unpacking <package-foo> (from <package-foo-file>)
dpkg: error processing <package-foo> (--install):
trying to overwrite “<some-file-name>',
which is also in package <package-bar>
dpkg-deb: subprocess paste killed by signal (Broken pipe)
Errors were encountered while processing:
<package- foo>

AU Z ARG R TR RE —1T5R, BRHHER G R AR R 2R

After fixing things up, you should be able to resume the upgrade by repeating
the previously described apt-get commands.

Configuration changes

During the upgrade, you will be asked questions regarding the configuration
or re-configuration of several packages. When you are asked if any file in the /
etc/init.d directory, or the /etc/manpath.config file should be replaced by
the package maintainer's version, it's usually necessary to answer "yes' to
ensure system consistency. You can always revert to the old versions, since
they will be saved with a .dpkg-old extension.

AREAFEZMAT 24, Bwic T RBSCERYAR, FEMEHEE ENTRIT - AT bl
£ script AT IL KAV U PR RABE YR BRERE LEE -

Change of session to console

If you are running the upgrade using the system's local console you might
find that at some points during the upgrade the console is shifted over to a
different view and you lose visibility of the upgrade process. For example, this
will happen in desktop systems when gdm is restarted.

To recover the console where the upgrade was running you will have to use
Ctrl+Alt+F1 to switch back to the virtual terminal 1 if in the graphical startup
screen or use Alt+F1 if in the local text-mode console. Replace F1 with the
function key with the same number of the virtual terminal the upgrade was
running in. You can also use Alt+Left Arrow or Alt+Right Arrow to switch
between the different text-mode terminals.

Special care for specific packages

In most cases, packages should upgrade smoothly between lenny and
squeeze. There are a small number of cases where some intervention may be
required, either before or during the upgrade; these are detailed below on a
per-package basis.

Evolution



Evolution (the GNOME Desktop mail client) has been updated from version
2.22 to 2.30. This changes the storage format used by the package for local
data and there is a possibility of data loss if the upgrade is performed whilst
evolutionff]is running. Exiting the application itself may not be sufficient,
as various related components will continue to run in the background. To
avoid any potential issues, it is recommended that you completely exit your
desktop environment before beginning the upgrade to squeeze.

As part of the upgrade process, evolutiont ] will check whether any related
processes are running and will recommend that they be closed. A secondary
check for processes will then be performed; if necessary, a choice will be
offered between allowing the remaining processes to be killed or aborting the
upgrade in order to resolve the situation by hand.

FHRNZS R,

X TR T ARSI N, DURBARRR RILITHRHIEAE R ] DL %R
Debian f2f#tH) linux-image-*& €16, =0 NIRISHFE—HE LN -

FEEATHRZEEETRL, BESHER—MES{LA) Debian N#%, LK
initramfs-toolsfE 21 #1 udevE 1] ° AIRAERFEH — M NFE initrd K EE XN
¥, BRREER T —FARRR initrd A£EES, SASERELEEATRES AR —FE o

TRNIZITTRIRE B

LR lenny 2HAHRZE squeeze I, TRFEEERZFEHRY linux-image-2.6-* JLEHRE
o WE T BEH dist-upgrade BEZ3ET o &0 ISR A, $HU4T:

# dpkg -1 "linux-image*" | grep "ii

WREEBEEHEMEY, BLABTFEF LLZE —1HM linux-image & - ZEEFAH
1 linux-image-2.6 FITEIREYFE, T

# apt-cache search linux-image-2.6- | grep -v transition

If you are unsure about which package to select, run uname -r and look for a
package with a similar name. For example, if you see '2.6.26-2-686', it is
recommended that you install 1inux-image-2.6-6866 % |. You may also use
apt-cache to see a long description of each package in order to help choose
the best one available. For example:

# apt-cache show linux-image-2.6-686

You should then use apt-get install to install it. Once this new kernel is
installed you should reboot at the next available opportunity to get the
benefits provided by the new kernel version.

For the more adventurous there is an easy way to compile your own custom
kernel on Debian GNU/Linux. Install the kernel-packagef 2] tool and read
the documentation in /usr/share/doc/kernel-package. Alternatively, you
can also use the kernel sources, provided in the linux-source-2.6E %]

mAaAlrAa A Vass Aanm smmanlra siaa AfF LA AAkh rlia Fnvmaratr ArrailAaThTlA G FlhAa AAsrrAaAn 1



patraye. 10u Ctdll 1ll1ldKE uUdE Ul LIIE UEV - PRy LdlyEL davdlldle 111 Ll1E Soulies
makefile for building a binary package. There are some differences in these
two approaches, please consult the respective package's documentation.

WMEREAEE, EAZENTEMNE dist-upgrade s B Z2HE R, XEERE /D H I
~§n§g$ﬂ%l%a@§zﬁa@m% R, XHBESRNRSGE SINRGEAR—T)ER
Ja 7B -

SRR

In lenny and later, a new kernel mechanism for hardware discovery may
change the order in which devices are discovered on your system on each
boot, affecting the device names assigned to them. For example, if you have
two network adapters that are associated with two different drivers, the
devices eth0 and ethl refer to may be swapped.

For network devices, this reordering is normally avoided by the definitions

at /etc/udev/rules.d/70-persistent-net.rules for udevt 1. Since these
rules were already in place in lenny, no additional action should be required
when upgrading to squeeze to get the benefit of stable network device names.
Please note, however, that this udev mechanism means that a given network
device name is tied to a particular piece of hardware; if you, for instance,
exchange ethernet adapters in a deployed squeeze system, the new adapter
will get a new interface name instead of using the existing one. To reuse an
existing device name for new hardware, you will need to delete the associated
entry from /etc/udev/rules.d/70-persistent-net.rules.

For storage devices, you may be able to avoid this reordering by using
initramfs-toolsf % land configuring it to load storage device driver modules
in the same order they are currently loaded. However, in light of other
changes to the storage subsystem of the Linux kernel as described at
“Migration of disk drivers from IDE to PATA subsystem”—7, this is usually not
worth the effort and it is recommended instead to use device names that are
guaranteed to be stable over time, such as the UUID aliases in the /dev/disk/
by-uuid/ directory or LVM device names in /dev/mapper/.

51 R AY [l

WA initramfs-toolss ] AIEAY initrd 531525, FEHREEN FH udeve 3114
RIS SO T BEXT TR s AR B PUT R E T AT o

EHERINS ISR, BRI RRTEER, B ARG o (H2 R G E

B, TR R&EGET /dev T » REMR RS GFET USB f#iAioiZ RAID
b, BHEMFEHT LILOE T8, i HIXF e & o

SR R BT 7T R 2| S50 rootdelay=9 o X MBI E () AT AL E BiE— T -
N M S AYJA]
N EATIRIBE S

FHRSERUG, AT LA T BATAR S o

B A AL — 7 A R A AR RS B B A RIOR B F B0 6D o ZRROZA% EX LS 6 FT F R BC
B, HE RS EMBRX L U ERE TR ECE ST -



Deprecated components

With the next release of Debian GNU/Linux 7.0 (codenamed wheezy) some
features will be deprecated. Users will need to migrate to other alternatives to
prevent trouble when updating to 7.0.

OpenVZ and Linux-Vserver: Debian GNU/Linux 6.0 will be the last release to
include Linux kernel virtualization featuresets outside of mainline. This
means that the OpenVZ and Linux-Vserver featuresets should be considered
deprecated, and users should migrate to linux-2.6 upstream merged
virtualization solutions like KVM, Linux Containers or Xen.

The gdmg_2] package (GNOME Display Manager version 2.20) will be
obsoleted by gdm3 1, a rewritten version. See “GNOME [ (2 5 375" — 77
for more information.

A E

Introducing several thousand new packages, squeeze also retires and omits
more than four thousand old packages that were in lenny. It provides no
upgrade path for these obsolete packages. While nothing prevents you from
continuing to use an obsolete package where desired, the Debian project will
usually discontinue security support for it a year after squeeze's release, Hj#

WA R ESET o 5 A AR AEE] -

A LB MNEATIRFBER? XARLZIFER, a0 EfNES EFEEET T, %F
Debian JF & & X4 X MDA, XA IR LA TIBESIARIRIEE (BrhAR) Bt
T, BEBETEMNBESNRE, RO RNERT squeeze © &g —MERT, XL
BHRIBEBRALT “unstable” 2T

SITE T R ARG AR (2 T N IR R SR, ROV EEEE S REF 2REE
118 » AREFE MRS aptitude, ZUR7E S RIMANLBIER @7 5% H FEELIXLEH -
dselect f2{tRULAIFKE, HEBRIIFIFRE AR o

Also, if you have used aptitude or apt-get to manually install packages in
lenny it will have kept track of those packages you manually installed and will
be able to mark as obsolete those packages pulled in by dependencies alone
which are no longer needed if a package has been removed. aptitude and apt
B2, unlike deborphan, will not mark for removal packages that you manually
installed, as opposed to those that were automatically installed through

dependencies. To remove automatically installed packages that are no longer
ner~d rin-

# apt-get autoremove

A U HAETH T ERLH IR E, i deborphan, debfoster & cruft - %
ffH deborphan, REEEFINEN F) k& IR AIE, BI“libs” 8 & “oldlibs &#R55
AR H B AR - AEE BRI THERRNE, TEEYEELMA
WA HAERROAREDT, ENA S5 EER - IWEHEESBREN 28, FIRERLE
BWEERRE@E . EATRINE ~ RAALLERER) °



Debian #i5%RE: RS [http://bugs.debian.org/iE % SREFIME S, XLELEH FX
MR 2 EHBRIVEER - BAIZMER NG B SNTRERRE, RNEEE—T
ftp.debian.org pseudo-package [http://bugs.debian.org/cgi-bin/pkgreport.cgi?
pkg=ftp.debian.org&archive=yes] H TR IRE ©

The list of obsolete packages includes:

The plonef %] content management suite. This has been done on request by
the developers to use the Unified Installer for Linux, which they consider
their only supported deployment platform. The recommended tool for
installing Plone on a Debian GNU/Linux system is the Unified Installer,
available for download from http:/plone.org/

nessusk ¢ ], the vulnerability scanning server and its associated libraries
and other software. It has been deprecated in favor of the software provided
by OpenVAS which includes openvas-serverf £ ]and openvas-clientf 21
As there is no automatic upgrade path you will have to install OpenVAS and
manually move over your Nessus service configuration (users, certificates,
etc.) to OpenVAS.

postgresql-8.3F % ], successor is postgresql-8.4F 7 .
mysgl-server-5.08 %], successor is mysql-server-5.15 1.

python2.4F %], successor is python2.65 21

Java 5 software including the packages sun-java5-jref 2 Jand sun-java5-
binE 2, successor is Java 6: sun-java6-jrek & ]and associated packages.

apt-proxyk f]is no longer provided, alternatives to this tool include apt-
cacher-ngE 2], apt-cacherf f1and approxg 1. Although no automatic
upgrade path exists, user of apt-proxys &]can switch to these alternatives
by manually installing any of these packages.

Some of Xorg's video drivers are no longer available in squeeze and are
obsolete. This includes xserver-xorg-video-cyrixg ], xserver-xorg-
video-1i810F &, xserver-xorg-video-imstth %, xserver-xorg-video-nsc
B 2], xserver-xorg-video-sunbw2i 1], and xserver-xorg-video-vgai £l
They might be removed through the upgrade. Users should install xserver -
xorg-video-allg f ]instead.

The utility used in lenny to display a splash image at boot time, usplash
B %, is no longer available. It has been replaced by plymouthg .






% 5 X squeeze 1 FFEEE MM
VETE A ]

Sometimes, changes introduced in a new release have side-effects we cannot
reasonably avoid, or they expose bugs somewhere else. This section
documents issues we are aware of. Please also read the errata, the relevant
packages' documentation, bug reports and other information mentioned in “*

N T

Migration#of disk drivers from IDE to PATA
subsystem

The new Linux kernel version provides different drivers for some PATA (IDE)
controllers. The names of some hard disk, CD-ROM, and tape devices may
change.

It is now recommended to identify disk devices in configuration files by label
or UUID (unique identifier) rather than by device name, which will work with
both old and new kernel versions. Upon upgrading to the squeeze version of
the Debian kernel packages, the linux-basef 2] package will offer to do this
conversion for you in the config files for most of the filesystem-related
packages on the system, including the various bootloaders included in Debian.
If you choose not to update the system configuration automatically, or if you
are not using the Debian kernel packages, you must update device IDs
yourself before the next system reboot to ensure the system remains bootable.

mdadm metadata format change requires
recent Grub

The following only applies to users who want to let the grub-pci 2]
bootloader load the kernel directly off a RAID device created with mdadmg ]
3.x and default values, or when the metadata version is explicitly set using -e.
Specifically, this includes all arrays created during or after the installation of
Debian squeeze. Arrays created with older mdadm versions, and RAIDs
created with the command-line option -e 0.9 are not affected.

Versions of grub-pcE 2] older than 1.98+20100720-1 will not be able to boot
directly off a RAID with the 1.x metadata formats (the new default is 1.2). To
ensure a bootable system, please make sure to use grub-pcfi211.98+20100720-1
or later, which is provided by Debian squeeze. An unbootable system may be
rescued with Super Grub2 Disk [http://www.supergrubdisk.org/super-grub2-
disk/] or grml [http://grml.org].

pam_userdb.so breakage with newer libdb

Some Berkeley Database version 7 files created with libdb3 cannot be read by
newer libdb versions (see bug #521860 [http://bugs.debian.org/521860]). As a
workaround, the files can be recreated with db4.8 load, from the db4.8-util
package.

Potential issues with diversions of /bin/sh



If you have previously added a local diversion for /bin/sh, or modified the /
bin/sh symlink to point to somewhere other than /bin/bash, then you may
encounter problems when upgrading the dashg %] or bashg £ ] packages. Note
that this includes changes made by allowing other packages (for example mksh
B %) to become the default system shell by taking over /bin/sh.

If you encounter any such issues, please remove the local diversion and
ensure that the symlinks for both /bin/sh and its manual page point to the
files provided by the bashf ] package and then dpkg-reconfigure --force

dpkg-divert --remove /bin/sh
dpkg-divert --remove /usr/share/man/manl/sh.l.gz

In -sf bash /bin/sh
In -sf bash.1l.9z /usr/share/man/manl/sh.1l.gz

Change in kernel policy regarding resource
conflicts

The default setting for the acpi enforce resources parameter in the Linux
kernel has changed to be “strict” by default. This can lead some legacy
sensor drivers to be denied access to the sensors' hardware. One workaround
is to append “acpi_enforce resources=lax” to the kernel command line.

LDAP support

bR

A feature in the cryptography libraries used in the LDAP libraries causes
programs that use LDAP and attempt to change their effective privileges to
fail when connecting to an LDAP server using TLS or SSL. This can cause
problems for suid programs on systems using libnss-1dapt £ ]like sudo, su
or schroot and for suid programs that perform LDAP searches like sudo-ldap

It is recommended to replace the libnss-1dapf £ package with libnss-
ldapdE_2], a newer library which uses separate daemon (nslcd) for all LDAP
lookups. The replacement for libpam-1daps % Jis libpam-ldapdé 2 1.

Note that libnss-1ldapdi 2] recommends the NSS caching daemon (nscdg )
which you should evaluate for suitability in your environment before
installing. As an alternative to nscdf_f ] you can consider unscdg 2 1.

Further information is available in bugs #566351 [http://bugs.debian.org/566351]
and #545414 [http://bugs.debian.org/545414].

sieve service moving to its IANA-
allocated port

The IANA port allocated for ManageSieve is 4190/tcp, and the old port used by
timsieved and other managesieve software in many distributions (2000/tcp) is
allocated for Cisco SCCP usage, according to the IANA registry [http:/
www.ilana.org/assignments/port-numbers].



Starting with the version 4.38 of the Debian netbasef ] package, the sieve
service will be moved from port 2000 to port 4190 in the /etc/services file.

Any installs which used the sieve service name instead of a numeric port
number will switch to the new port number as soon as the services are
restarted or reloaded, and in some cases, immediately after /etc/services is

This will affect Cyrus IMAP. This may also affect other sieve-enabled software
such as DoveCot.

In order to avoid downtime problems, mail cluster administrators using
Debian are urged to verify their Cyrus (and probably also DoveCot) installs,
and take measures to avoid services moving from port 2000/tcp to port 4190/tcp
by surprise in either servers or clients.

It is worth noting that:

/etc/services will only be automatically updated if you never made any
modifications to it. Otherwise, you will be presented with a prompt by dpkg
asking you about the changes.

You can edit /etc/services and change the sieve port back to 2000 if you
want (this is not recommended, though).

You can edit /etc/cyrus.conf and any other relevant configuration files
for your mail/webmail cluster (e.g. on the sieve web frontends) ahead of time
to force them all to a static port number.

You can configure cyrus master to listen on both ports (2000 and 4190) at the
same time, and thus avoid the problem entirely. This also allows for a much
more smooth migration from port 2000 to port 4190.

Security status of web browsers

Debian 6.0 includes several browser engines which are affected by a steady
stream of security vulnerabilities. The high rate of vulnerabilities and partial
lack of upstream support in the form of long term branches make it very
difficult to support these browsers with backported security fixes. Additionally,
library interdepencies make it impossible to update to newer upstream
releases. As such, browsers built upon the gqtwebkit and khtml engines are
included in Squeeze, but not covered by full security support. We will make an
effort to track down and backport security fixes, but in general these browsers
should not be used against untrusted websites.

For general web browser use we recommend browsers building on the
Mozilla xulrunner engine (Iceweasel and Iceape), browsers based on the
Webkit engine (e.g. Epiphany) or Chromium. Xulrunner has had a history of
good backportability for older releases over the previous release cycles.

Chromium —while built upon the Webkit codebase— is a leaf package, i.e. if
backporting becomes no longer feasible, there's still the possibility of
upgrading to a later upstream release (which is not possible for the webkit

Webkit is supported by upstream with a long term maintenance branch.

KDE 5T



Squeeze is the first Debian release to ship with the full support for the next
generation KDE that is based on Qt 4. Most official KDE applications are at
version 4.4.5 with the exception of kdepimg_£]that is at version 4.4.7. You can
read the announcements from the KDE Project [http://www.kde.org/
announcements/] to learn more about the changes.

Upgrading from KDE 3

KDE 3 Desktop Environment is no longer supported in Debian 6.0. It will be
automatically replaced by the new 4.4 series on upgrade. As this is a major
change, users should take some precautions in order to ensure as smooth of
an upgrade process as possible.

ERS

It is discouraged to upgrade while there is an active KDE 3 session on
the system. Otherwise, the process might render the running session
dysfunctional with the possibility of data loss.

Upon the first login on the upgraded system, existing users will be prompted
with the Debian-KDE guided migration procedure called kaboomf £ which will
assist in the process of migrating the user's personal data and optionally
backing up old KDE configuration. For more information, visit the Kaboom
homepage [http://pkg-kde.alioth.debian.org/kaboom.html].

While KDE 3 based desktop environment is no longer supported, users can
still install and use some individual KDE 3 applications since the core libraries
and binaries of KDE 3 (kdelibsf ? J) and Qt 3 are still available in Debian 6.0.
However, please note that these applications might not be well integrated
with the new environment. What's more, neither KDE 3 nor Qt 3 will be
supported in any form in the next Debian release so if you are using them, you
are strongly advised to port your software to the new platform.

New KDE metapackages

As noted earlier, Debian 6.0 introduces a new set of KDE related

You are strongly advised to install the kde-standardi 2] package for
normal desktop usage. kde-standardi 2] will pull in the KDE Plasma
Desktop [http://www kde.org/workspaces/plasmadesktop/] by default, and a
selected set of commonly used applications.

If you want a minimal desktop you can install the kde-plasma-desktopf 1]
package and manually pick the applications you need. This is a rough
equivalent of the kde-minimalB & ] package as shipped in Debian 5.0.

For small form factor devices, there is an alternative environment called
KDE Plasma Netbook [http:/www.kde.org/workspaces/plasmanetbook/] that
can be installed with the kde-plasma-netbookf ] package. Plasma Netbook
and Plasma Desktop can live in the same system and the default can be
configured in System Settings (replacement of the former KControl).

If you want a full set of official KDE applications, you have the possibility to
install the kde-fullE_f ] package. It will install KDE Plasma Desktop by

GNOME 1 2 5 3 HF



There have been many changes in the GNOME desktop environment from the
version shipped in lenny to the version in squeeze, you can find more
information in the GNOME 2.30 Release Notes [http:/library.gnome.org/misc/
release-notes/2.30/]. Specific issues are listed below.

GDM 2.20 and 2.30

The GNOME Display Manager (GDM), is kept at version 2.20 for systems
upgraded from lenny. This version will still be maintained for the squeeze
cycle but it is the last release to do so. Newly installed systems will get GDM
2.30 instead, provided by the gdm3E_2 ] package. Because of incompatibilities
between both versions, this upgrade is not automatic, but it is recommended
to install gdm3E_3 ] after the upgrade to squeeze. This should be done from the
console, or with only one open GNOME session. Note that settings from GDM
2.20 will not be migrated. For a standard desktop system, however, simply
installing gdm3g_2 ] should be enough.

Device and other administrative permissions

Specific permissions on devices are granted automatically to the user
currently logged on physically to the system: video and audio devices, network
roaming, power management, device mounting. The cdrom, floppy, audio,
video, plugdev and powerdev groups are no longer useful. See the consolekit
documentation for more information.

Most graphical programs requiring root permissions now rely on PolicyKit
[http://www.freedesktop.org/wiki/Software/PolicyKit] to do so, instead of gksu
B2 ]. The recommended way to give a user administrative rights is to add it to
the sudo group.

network-manager and ifupdown interaction

Upon upgrading the network-managert £ package, interfaces configured in /
etc/network/interfaces to use DHCP with no other options will be disabled
in that file, and handled by NetworkManager instead. Therefore the ifup and
ifdown commands will not work. These interfaces can be managed using the
NetworkManager frontends instead, see the NetworkManager documentation
[http:/live.gnome.org/NetworkManager/SystemSettings].

Conversely, any interfaces configured in /etc/network/interfaces with
more options will be ignored by NetworkManager. This applies in particular to
wireless interfaces used during the installation of Debian (see bug #606268
[http://bugs.debian.org/606268]).

Graphics stack changes

There have been a number of changes to the X stack in Debian 6.0. This
section lists the most important and user-visible.



Obsolete Xorg drivers

The cyrix, imstt, sunbw2 and vga Xorg video drivers are no longer provided.
Users should switch to a generic such as vesa or fbdev instead.

The old via driver was no longer maintained, and has been replaced by the
openchrome driver, which will be used automatically after the upgrade.

The nv and radeonhd drivers are still present in this release, but are
deprecated. Users should consider the nouveau and radeon drivers instead,

Kernel mode setting

Kernel drivers for Intel (starting from i830), AT/AMD (from the original
Radeon to the Radeon HD 5xxx “Evergreen” series) and for NVIDIA graphics
chipsets now support native mode setting.

Input device hotplug

The Xorg X server included in Debian 6.0 provides improved support for
hotplugging of input devices (mice, keyboards, tablets, ...). The old xserver -
xorg-input-kbdéifJand xserver-xorg-input-mousef & ] packages are
replaced by xserver-xorg-input-evdevf 2], which requires a kernel with the
CONFIG INPUT EVDEV option enabled. Additionally, some of the keycodes
produced by this driver differ from those traditionally associated with the
same keys. Users of programs like xmodmap and xbindkeys will need to
adjust their configurations for the new keycodes.

X server “zapping”

Traditionally, the Ctrl+Alt+Backspace combination would kill the X server.
This combination is no longer active by default, but can be re-enabled by
reconfiguring the keyboard-configurationg & ] package (system-wide), or
using your desktop environment's keyboard preferences application.

Munin web path change

For squeeze, the default location for the generated web content of munin has
been changed from /var/www/munin to /var/cache/munin/www and
therefore /etc/munin/munin.conf needs to be adapted on upgrades, if it has
been changed by the admin. If you are upgrading, please read /usr/share/
doc/munin/NEWS.Debian.gz.

Shorewall upgrade instructions

Users of the shorewallg £ ] firewall should read the instructions at http://
www.shorewall.net/LennyToSqueeze.html, also available as /usr/share/doc/
shorewall-doc/html/LennyToSqueeze.html in the shorewall-dock ]
package, upon upgrading to Debian 6.0.
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Beyond these release notes and the installation guide, further documentation
on Debian GNU/Linux is available from the Debian Documentation Project
(DDP), whose goal is to create high-quality documentation for Debian users
and developers. Documentation, including the Debian Reference, Debian New
Maintainers Guide, and Debian FAQ are available, and many more. For full
details of the existing resources see the Debian Documentation website [http:/
www.debian.org/doc/] and the Debian Wiki website [http://wiki.debian.org/]
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Please follow the channel guidelines, respecting other users fully. The
guidelines are available at the Debian Wiki [http://wiki.debian.org/DebianIRC].
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to the development ot the distribution by participating on the development
lists [http://lists.debian.org/] is also extremely helpful. To maintain Debian's
high quality distribution, submit bugs [http://bugs.debian.org/] and help
developers track them down and fix them. If you have a way with words then
you may want to contribute more actively by helping to write documentation
[http://www.debian.org/doc/cvs] or translate [http:/www.debian.org/
international/] existing documentation into your own language.
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fff>% A. Managing your lenny
system before the upgrade

AR SETRE] squeeze ZHI, FHEELERREBN lenny ZRETHRE EATH
KAEE o XBOZAERFIRIE L T 72

THREH) lenny R25:

BEA EXMEEEMOI I lenny AREE A KR o ME—X AR, EEEFERE
BB ERIRDIAS I HERE “KEER sources list”— 17 Uil lenny HHE{E

WREM Debian BEE AR, K BEhAREEFH lenny °
KRBT sources list

If any of the lines in your /etc/apt/sources. list refer to 'stable’, you are
effectively already “using” squeeze. This might not be what you want if you
are not ready yet for the upgrade. If you have already run apt-get update,
you can still get back without problems following the procedure below.

IRECZEN squeeze %3 THIFE, BHAE KKIILEMN lenny ZREIFET o X
MEOLT, BLARE 2 MRS EE AL o FTUIRRREIEE, (HEXEAZRE -

RBEERRHREZRCL root BRUR)FTH M /etc/apt/sources. list, fEMELL
deb http: i deb ftp: Jfk, 5IH “stable” fIfT - ARILEIT, ¥ stable th
lenny -

WERALITLL deb file: JFih, BRZECKREZMNEERESE lenny i3
squeeze AURYZE o

ER3

ANEEUEMLL deb cdrom: FFUAATAT o ISR THOTE, SXEATEES RAK,
R FEENST apt-cdrom ° BIff7E 'cdrom' FIfTAIL “unstable”, A
LREIE R - BRS ANER, (HXZ2EFR -

AR TR, RS R

# apt-get update

BB f 512 -

Upgrade legacy locales to UTF-8

If your system is localised and is using a locale that is not based on UTF-8 you
should strongly consider switching your system over to using UTF-8 locales. In
the past, there have been bugs identified that manifest itself only when using
a non-UTF-8 locale. On the desktop, such legacy locales are supported through
ugly hacks in the libraries internals, and we cannot decently provide support
for users who still use them.

To configure your system's locale you can run dpkg-reconfigure locales.
Ensure you select an UTF-8 locale when you are presented with the question
asking which locale to use as a default in the system. In addition, you should
review the locale settings of your users and ensure that they do not have
legacy locales definitions in their configuration environment.
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