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1. AR IWSA

1.1 IWSA TEHI%E
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B CPU = 2 CPU Xeon 2.8 Ghz

W DOM = 256 MB — RABLAFfitas

B RAM = 2 Gbytes

B Hard disks = 2 x 40 Gbytes STA. Raid 0. Software mirror. Disk space
= 40 Gbytes
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1.2 IWSA BY4ARK

~ IWSA 2500 ~

Special version of IWSS (2.5 for Linux)

Linux + Utilities + Hardware-specific software
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Proxy:
<IWSA IP>:<IWSA Port> HTTP Daemon [http]
HTTP Proxy Mode self_proxy=yes

”"“!_"‘E‘“: 1 o o S=5|
IWSA: HTTP Proxy

[http]

self_proxy=no
original_server=<Proxy_IP>
original_server_port=<Proxy_port>
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Booting the InterScan Yeb Security Appliance 2500...

init started: BusyBox v1.00 (2005.12.01-01:05+0000) multi-call binary
crond[915]1: crond 2.3.2 dillon, started, log lewvel 8

iwsa2off login:

B fi<Enter>, SN SR IO BOAK S S5ELR.
> M) 4. root
> Y iwsa

B AN, BEA TWSA [ 3350 5

=====[Main Menul=====
A) Exit

1) System Configuration
2) Utilities

3} Rescue System

4) Reboot

Select an option (B-4) [B8]: _

B AL, HEARGHE TR,



[System Configuration Menul
Back To

Change Management Port
Configure Device Settings
Configure Control Manager
Configure SHHP

Set Network Ports

Set Administrative UI Password
Set "root” Password

Set "remoteadmin” Password

Select an option (0-8) [8]1: _

O~ NP~ W o

B A2, BEABCARECE M T, BOE IWSA MZXACE,

[Device Settingsl]
Device Settings Summary
Host name: iwsa2o00

Network Settings
IP setting: Static
IP address: 10.28.135.221
Netmask: 255.255.255.0
Default gateway: 10.28.135.1
Primary DNS server: 10.28.128.8
Secondary DNS server: 10.28.144 .54
HINS server: 10.28.128.8

0) Back To Top

1) Change Device Host Name

?2) Change Device Network Settings
3) Change Route Settings

{6-3) [0]1: _

Select an option:

BN 2, BEE IWSA [AFH 1P, e IWSA (1) IP
EER, HEYRBEE T IWSA [F) 1P Huhl, Rmtn] LLE
BT A R E &

el Web B FE IWSA AKX

i BT IWSA BEAT JLF-



Network Settings
IP setting: Static
IP address: 18.28.135.221
Hetmask: 255.255.255.0
Default gateway: 10.28.135.1
Primary DNS server: 10.28.128.8
Secondary DNS server: 10.28.144 .54
HINS server: 10.28.128.8

@) Back To Top

1)} Change Device Host Name

2) Change Device Network Settings
3} Change Route Settings

Select an option: (8-3) [@]1: 2

=====[Change Device Hetwork Settingsl=====
Static IP address => 10.28.135.221

Netmask => 255.255.255.0

Default gateway => 10.28.135.1

Primary DNS Server => 10.28.128.8
Secondary DHS Server => 10.28.144 .54

WINS Server => 10.28.128.8_

B A 0PN e, R 3 EANE Control Manager S . (AJIE), %
HEBERETN TMCM (1) TP {5 B 5 & BRIk

=====[Control Manager Settingsl=====
IP or host name:
Root account:
CH Server listening port: 80
E?E public key: Obtain from CH server
NAT IP:

CH registration status: Unregistered

08) Back To Top
1) Change Control Manager Server Settings

Select an option: (@-1) [8]: _

B OXE Web #HIE%ME, DF @AM TS EH IWSA; 7F System Configuration
] Set Administrative Ul Password, #jA 1 3k NZ5H0¥%H % 1.



=====[lJgser Accountsl=====
@) Back to top
1) Change Password

Select an option: (6-1) [8]1: 1

=====[Change Passwordl=====

NOTE: To return to the previous menu without changing vour password, please
IEaue the Current Password field or New Password field blank - Just press
<Enter>.

Change password for user
(Current) Password => =sxssxxsxsx
New Password => =xxxxxxx

Retype New Password => xsmssxsxxs_

B XE root EHRAK S, 7F System Configuration [f] Set root Password,

BN 1, HENEESIREE

=====[8ystem Configuration Menul=====
Back To Top

Change Management Port

Configure Device Settings
Configure Control Manager
Configure SHHMP

Set Network Ports

Set Administrative UI Password

Set "root”™ Password

Set "remoteadmin” Password

Select an option (0-8) [01: 7

Changing password for root

Enter the new password using a combination of upper and lower case
letters, numbers, and punctuation (minimum of 5 characters).

SO~ WS

Enter new password:
Re—enter new password:

B i%E “remote admin” i, WIS G SSH 7 A OESk TWSA #HATE EE, £
AKX R E “remote admin” [ZMSAGE Il (BRIAAFTIF ). 7E System
Configuration [f] Set “remote admin” Password iz, &)t

SSH sk, AW ME DML GHEE, BdERSbFHE2mA root M



=====[System Configuration Menul=====
Back To Top

Change Management Port

Configure Device Settings
Configure Control Manager
Configure SHMP

Set Network Ports

Set Administrative UI Password

Set "root”™ Password

Set "remoteadmin” Password

Select an option (0-8) [B1: 8

Changing password for remoteadmin

Enter the new password using a combination of upper and lower case
letters, numbers, and punctuation (minimum of 5 characters]).

o=l TN~ W=
et e e e S e e e St

Enter new password:
Re-enter new password: _

B OBE IWSA X BRUEDL R, TWSA IR X2 36 [N X, PRl 2s H BN DX ANAT I
f. 7F System Utilities [f) Set Time Zone IE#EIEMMIIT X ;

W UE IWSA BFE]. Wi IWSA RGRT A B, K4 S BUITRI 1 BT S
. JREEIAMHESC IWSA FRFEHENS% . £F System Utilities
ff) Set Date and Time "% B IEAff YIS A -

=====[Set Date and Timel=====
Date => 2006/05/13
Time => 09:57:04_




3.2 #i Web &3Xx IWSA

T F ARG, RS0 nT LA I 0 S48 U i) TWSA JFEATICE T o
BB O3 ] LU L P AR SR TWSA 1 Web P 5 AT L, 70l 02«
m HITPJ5X: Http://IWSA IP:1812;

5

B HTTPSJ73\: Https://IWSA TP:8443;

HAE (@) [@] hep: /710, 28, 135. 221 1812/ Logem. j5p | B wa s

}?’TREND MICRO"InterScan™Web Security Appliance (2 TREND

TREND MICRO
InterScan Web Security Appliance

Please type your password to access the product console.

Password: EntErI
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http://iwsa_ip:1812/
https://iwsa_ip:8443/

IWSA B BT o TWSA (Y08 BE BT iy 9 0 M e 2207 K 3L

IWSA [ ZHRERCE.; A7 2 R LRI AL B A5 8 TRl

, e T T

it

%;S, -TREND MICRO"InterScanWeb Security Appliance

Summary

HTTP

Summary

HTTP Traffic: On Turn Off

FTP Traffic: On Turn Off

2

FTP

Scanning

| urL

| Spyware

| Security Risk Report

-

Reports

Enable: M HTTR scanning

F FTP scanning

| Appletfdctive security

Sape |

Logs

Update I Rollbackl

‘:;Refresh

-

Updates

Component

Current Wersion

Last Update

Update Schedule

Motifications

-

adrninistration

2

D0 000

Yirus pattern
Phish pattern
Spyware pattern
Scan engine

UR.L filtering databaze

UR.L filtering database
engine

TWEA

3.335.00
230
0,257.00
S,100-1002

01.015.0001

1.0.1185

2,5-
Build_linux_1117

4713706 2:42:36 PM
4711706 2:25:10 PM
4711706 2:24:32 PM
4711706 2:25:35 PM

406 2102134 AN

12/22/05 11:30:48
A

12721405

1%:00 Draily

02:00 Saturday
Weakly

21:16 Saturday
Weakly

i A

Scanning results furIToday 'I

Marnes

Frequency =

LIS 4 2 3 e W ) T B
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3.3 ®E IWSA T{EfEX

M e AT DLAE, G AR AT AR G BN R E TWSA A ER TP, ER]
T AL T A O TWSA.-
> BB IWSA J TAERER

PR3 — B BATI L TWSA mJ L% R = Fh 07 RS, 42

B R

B Proxy B

W [CAP BXZ) A
HAEYLE IWSA I TAER S, A8 T LAZE Configuration>Proxy Scan Setting
KT E «

e

:»a;-, -TREND MICRO"InterScan~Web Security Appliance !

Proxy Scan Settings (7]
Surmrmary

~ HTTP

Proxy Settings

Scan Policies
i Listening port number: ISDSD
Applets and Activex

Palicies % Network bridge
Sethi

EEUE = | Fail-open on systern error
Digital Certificates

0 HTTR Proxy

URL Filtering

o [T Enable guest account
Palicies
Settings Port number: IEIDEIl

Access Quota Policies
URL Access Contral
Truszted URLs

Faort ber: |anan
URL Blocking ort number

Configuration

|7 Upstream proxy

Prosy server: |210,22,158,107

' Internet Content Adaptation Protacal (ICAP) Server

Proxy Scan Settings

TG ER A Maximurn number of connedions for request mode zervices: 150
Access Control Settings Maxirmurn number of connactions for rezponse mode services: 250
il [T Enable "x-Virus ID" ICAP hvean:lerg|
> Reports [T Enable "x-Infection-Found" ICAP hvean:lerg|
F Logs
F Updates

Motifications ﬂl CLCEII

k Adrninistration

B R AR
v\ Rk Network bridge £, BEES, F5EAH A IWSA PAANGEG T, il 124



P 1 CRE LRI 4D, B 1 2 AR I
v\ HTTP HLYEWF 80 %11, FTP WMWY 21 3 1.
v’ jHi% Fail Open on System error J&, 24 IWSA R HIMEE, HzhY)
e % Fail Open R4
R LAESE Proxy B
v’ % HTTP Proxy BLIEHE.
v\ REL Stand along MBIy, THECENIrEm I, ERIAN 8080;
v WRFREEE AR RS 2R EES), 1€ upstream proxy [¥] IP Hihil &
AR PR 1 4
VoIRGB R BB RR R P BEAT AL B, R LA E Enable Guest
Account, JF¥ WG, ERIAH 8081,
v' I, TWSA S S 1 1 AR A0 e A 1 g 1
B R LAEAE TCAP BB
v MR FIE, WE Request mode Al Response mode HRZSIFIEHLPR S, 2R
WJE: 250 150,
0 FrANE G DA RS T 75 H Save 1284 BEARAF HRIZ o



> BgHE User Identification
H Pl OB IXAN Dhge 8 IWSA 2 Wi gl —A “H P77, XNk E 2T
IWSA Gifar Zeam il H P AT 250, . URL filtering Al access Quotas

. -TREND MICRO™InterScan™Web Security Appliance

Summary

~ HTTP

Scan Policies

User Identification

User Identification Method

Applets and ActiveX

Palicies
Settings=
Digital Cerificates

URL Filtering

Policies

Settings

fccess Quota Policies

URL Access Contral

Trusted URLs
URL Blocking

Configuration

Erperg Scan Seibing

Uzer Identification

Access Control Settings

r FTP

-

Reparts

F Logs

-

Updates

Motifications

-

Administration

SRATEOL T, TWSA JEAEH TP bty Us P (K. XA as TP A TP A HEEL
B RAEE, XM S IEEGE G . WAE HAR R OL,  nT DA I AS R (3B TR

T AL o
[LWNCWIRP

' No identification
1P address

LD AP Settings:
LOAP vendor:

LOAP server hostname:

Listing port number:
Adrnin account:
Password:

Base distinguished name:

& Simple @
# pdvanced @
Default Realm:

Default Darmain:

kDG and admin Server:

L s g WAL P
2. Riili HTTP > Configuration > User Identification.
3\ JEFEAH NN 7 IHLRAT

" Host name (rodified HTTP headers) @

& Uzer/group name wia proxy autharization

Select LDAP vendor @

Iseruerl.us.example.com
example: serverl.us.example.com

289

Iuserl@us.example.com

IDC=us,DC=examp|e,DC=c0m

example: DC=us,DC=example,DC=com

LD AP Authentication Method:

|us.ExamMPLE. COM

example: us.example.com

|us.ExamMPLE. COM

example: example.cam

Iseruerl.us.example.com




4. |WSA FEARH

41 =REE

IWSA 7 3 MRS HAT SR E, 7 lje:
W REEH %

WS DCS AR B

B

i & IWSA b5 E8 H 3%

TWSA R 25 H Sk AFBUITA# TWSA BB i SCfF, BB a] Ll Web #2540 i 8%
o, TR, AHE Web Ftfil & AN BRSSO VT 0 B, A B G AU
2 ay, SSH 4% J7 TR A R AR R 2 S04



B 7F Administration=>IWSA Configuration=>General:

,-

/% TREND MICRO"InterScan~Web Security Appliance |

IWSA Configuration @
Summmary
b Hut? Quarantine Directory
F FTP . ) . - 7
Specify quarantine directory: I.l"etc.l"lscan.l"quarantlne
F Reports
b Logs Save | Cancell
b Updates

Motifications

* Administration

Iwsa Configuration

General
Databaze

IWEA Servear Farm
Fegister to DCE

Systern Patch
Update 0S5

Password

Product License

Support
web Console

7t DCS AR 45 2%

U AR AT 2 IWSA 55 DCS HEAT RSN, XS TR AFIEA 5 4%, I B TWSA 5540 5 A DCS
[FIfik 55 #% 1P (DCS ILZREWS 15 IWSA FRZRAGHD o VEMHA /R n] LLZE TWSA AL 1e] UK
PRI B 2h iR DCS X% P ity EA T 25

B 7F Administration>IWSA Configuration>Register to DCS:



J-TREND MICRO"InterScan~Web Security Appliance

SUMmmary

HTTR

FTP

3

Reports

3

Logs

4

Updates

Matifications

+ Administration

Damage Cleanup Services Registration

[ Enable pes

Z)

DCS server name or IP address: DCS Server

Paort
MNumber

Delete

I ﬁdd::\-l

Port number:

I_ Redirect client to DCS on cdeanup failure @

IWwsa Configuration

Genersl

Databasze

I'WSA Server Farm
Register to DCE

Systern Patch

Update 0S5

Password

Product License

Support

wWeb Console

TGy T

Save | Cancell

IWSA A7 3 AN BT, 4

IWSA EREFF (A0

B URL RbJ&; (afid)

B Applet and ActiveX Scanning #id, (AJi%)

7F Administration>Product License H# A= i (P FE L :



-TREND MICRO"InterScan~Web Security Appliance

Product License

7

Surnrmary

To receive your Ackivation Code, enter your Registration Key at the Trend Micro Praduck
P HTTP Reaqistration Server,
k FTP

a [IWSA] Your trial period will end in 279 days. View license upgrade
» Reports instruckionsz
b Logs [IWSA - URL Filtering] Your trial period will end in 279 days. Wiew license upgrade
¥ Updates instructions

Motifications

* Administration

Iwsa Configuration

General

Databaze

I'WSA Server Farm
Fegizter to DCS

Systern Patch

Update 0%

Password

Product License

[IWS5A - Malicious Mobile Code] Your trial perod will end in 279

days.

Wiew license upgrade
instructions

License Information

View detsiled licenze online

Product:
Wersion:
Activation code:
Seats:

Status:

Maintenance expiration:

InterScan Web Security Appliance

Trial

aooool
Activated

2f1ef07

Enter a new code

Support

License Information

View detailed licenze online

wieb Console

Product:
Wersion:
Activation code:
Seats:

Status:

Maintenance expiration:

InterScan Web Security Appliance - URL Filtering

Trial

aooool
Activated

1607

Enter a new code




4.2 BEE IWSA B

IWSA {8 BRI BT Iy 50, 4 A2 T T 5 T30 ST
e B T BT
m R

7 TREND MICRO"InterScan~Web Security Appliance 1

Connection Settings @

Surmnmary
» HTTP Proxy Settings
3

P [T Use a proxy server for pattern, engine, and license updates
¥ Reports Server narme or IP I T -

ddress' pProxy, trendrmicrd, com, cn
b Logs a i
Port: ISDSD

~ Updates -

Schedule

: . For praxy server authentication, type vour user ID and password:
Connection Settings prosd Ptype P

. User 1D:
Motifications ser I

» Adrinistration FEELITIEE I

Pattern File Setting

Nambar of pasom s [;——
LR IWSA TR AR A B B R AR R E T [ SR IR 45 2%, A T 2
TE 3% BRSO AR B 25 2845 L o BOFEAR BRI 2545 1P R 11, A SR A5 22 5 3 UAIE
B T EAE X A A — MR K S
IWSA SZH# 25 roll-back Zhfig. b T HEMW S roll-back Thig, IWSA 2k
S B (R AR AR (K5 B RS . 03X L AT DA AR B (R 4t (0-65535), BRIAJZ 3.




W ORCE TN OE
IWSA [RAAETE 00 0 =00 JReehd Opsg. TR RO 98855
URL 1845 Al 4 L 5 1 2

~-TREND MICRO"InterScan™Web Security Appliance

Updates Schedule (2]
sSummary
¥ HTTP ¥Yirus, Spyware and Phish Pattern Update Schedule:
v FTP ' Minutes, avery 15 =
¥ Reports C Haurly
» Logs & Daily
~ Updates O weskly, every ISundal,l ‘I
Schedule ' Manual updates only

Connection Settings

o . Start tirme: |18 ”DD I
Motifications = =

hh mm

» Adrninistration

Scan Engine Update Schedule:

. D aily
& weskly, every IS«EI':LIH:LEH,| -I

& Manual updates only

Start time: IDZ v”DD vl

hh mm

URL Filtering Database fEngine Update Schedule:

O Daily
& weskly, every IS«EI':LIH:LEH,| -I

& Manual updates only

Start time: |21 v”16 -I

hh mm

Saue | Cancell



PATF B R [EIER

-TREND MICRO"InterScan~Web Security Appliance

Summary HTTP Traffic: On Turn Off FTP Traffic: On Turn Off @
Summary
» HTTP Scanning | URL | Spyware | Security Risk Report
b FTP
Epable: [V HTTE Z300ing ¥ Fre scanning O AppletfActives security Save |
F Reports
 Lons Update | Rollback | D Refresh
¥ Updates O CTIETIT Current Version Last Update Update Schedule
Motifications ¥ wirus pattern 3,335.00 4f13/06 Z:42:36 PM 18:00 Daily
v Adrinistration " Phish pattern 250 4/11/06 2:25:10 PM
" Spyware pattern 0,357.00 4711706 2:24:32 PM
. H
" Scan engine 2,100-1002 4/11/06 2:25:35 pyw  22:00 Saturday
Weakly
. . H
" URL filtering database 01.015.0001 3/4/06 2:02:34 a  2Li16 Saturday
Weakly
¢ URL filtering database e LS 12/22/05 11:30:48
angine U A
2,5
TWEA Build_linux_1117 12721705 MY A
Scanning results fanTodan,- .I
Marmes Frequency =

Lazt refresh: 5/13/06 11:00:47 AM

7 Summary->Scanning, #ii%k update 5¢ Rollback 34T T2 5 o2 R (1 #4F
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HTTP 4B UL T IWSA £16) HTTP RHAS (L1 yE ) B, 4521

XA BCE LT D e

B Scan Policies - PG 0] LAFESL I BTG HTTP it A AL 5 % B AR 1414 %
REBRZNAE . IX TR A G50 B A ) AR A

B Applet and ActiveX - PG A LAFEM B E IWSA £1%) Java Applet Al ActiveX
UEES IS

B URL Filtering Policies - ¥ 5 n] LLE L IXANThHEIEAL AL 38 02 T I
WIS, e B

B URL Quota Policies - A P51 1] UM Ik IX AN Ll fiee B il £ o T 7 1) b W9 i £

B URL Access Control - ¥ O1H] LUBIL XA D Re v & AT 0T Mt 2. (142 5.

B Configuration - HITP HEAMKMACHE. w. TAERASE (7 3.3 &k
P

QRS isu

psil

lﬂ
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~-TREND MICRO"InterScan~Web Security Appliance

L

Scan Policies
Summary

M Enszble virus scanning

e

* HTTP

Add @ Dalets

Scan Policies

H% Global Palic

z [~ Account Policy Mame Priority
Applets and Activex
e — 10 125 595 Lilly 1
Falicies
Settings (All accounts) ¥irus Scan Global Policy >

Digital Certificates

.r-\ua @ CreTees

ﬁmﬂslicg

URL Filtering

Falicies Saue | CanceII

Ceploy Policies

Settings

Access Quota Policies
URL Access Control
Trusted URLs

URL Blocking

Configuration

Proxy Scan Settings
User Identification
Access Contral Settings
F FTP
F Reports

F Logs
» Updates

Motifications

b Adrninistration

4.3.1 FE Scan Policies

TWSA Joi 3 411 P SRS AL P8, BRAC SRS R 5 =00 BN L TR TR AR

SN KPR . Gy m] DU i 20 AR BEAT I

> REERN



E;,%‘?TRE ND MICRO"InterScan~Web Security Appliance

Sumrmnary

* HTTP

Scan Policies

¥Yirus Scan Rule Spyware/Grayware Scan Rule Action

Applets and Activex

Palicies
Settings
Digital Certificates

JRL Filtering

Policies

Settings

Access Quota Policies

URL Access Control

Block these file types

[ Microsoft office documnents

¥ other file types Itorrent

[T Javs applets [T Executables

[T sudic/video files Il Images

Scan these file types (if not blocked)

Select & method:

& all scannable files

" IntelliScan: usas "true file type" identification @

= Specified file extensions...

MIME content-tupe to skip:

Trusted URLs
URL Blacking

Configuration

Proxy Scan Settings
Uszer Identification
Acces: Control Settings
F FTP
F Reports
F Logs
¥ Updates
Motifications

¥ Administration

example! image/ audio/ application/pdf

Compressed File Handling
" Black all cormpressed files

* Block cornpressed files if:

[oon—
[z (o-za)
[too | (1-100)

Decompressed file count exceads:
Size of a decampressed file exceeds:

Murmber of layers of compression exceeads:

Cornpression ratio of any file in the archive
exceeds [x 9%]:

FEIE, BB G AT RV AR JLAS 7 AT .

Block these file type - XHA[DAARVFE M GIKE IWSA X4 EIRAN

SCAFHEAT R

Scan these file type (If not block)

RS AT

v ALl file types - JTf 028,

v Use IntelliScan - ELSZICPEAIFIH:

v' Specified file extensions - 4FEP L T/,

Compressed file handling - & H G n] DL ki B fC & 0 s 46 S04 b

PRFS o BT

v' Number of files - MG SCAFEUR RN, XN, Kot
s

v Decompressed percent - 5 SCAFEE KB LA A IR il 5

- XH AR RE IWSA £



v Decompressed size - fiftH 5 SCAFHE IR BRI
v Decompressed layer - #2800,
B Large file handling - & J 5 A DLAE ML BCE TWSA XK SCA R Ab 2 7 2
v' Do not scan file large than - 43 R/MNENPRESE IWSA A
i
v' Enable special file handling - %55 AI LAZEBLBEE TWSA Xt
KNP SR AL X, — Bk Aoy 2, B i L R r ik
I —A
® Deferred scan - KU FHEGSRET, & SFHBI—A T EORE
Ho — BRI, ERSmhB. GEUUEAD
€ Scan after delivering - 4 deferred scan 28U, H R K
A AR i SRR I FE AN S R A T, S TS R AR R
X T AU K 6
B Quarantined files handling - K& SCAFALEEFS it
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ﬁ:TREND MICRO"InterScan~Web Security Appliance

Summary

* HTTP

Sean Policies

Scan Policy: Edit Global Policy

Applets and Activex

Palicies
Settings
Cigital Certificates

URL Filtering

Policies

Settings

Access Quota Policies

URL Access Control

Trusted URLs
URL Blacking

Configuration

Proxy Scan Settings
Uzer Identification

Access Control Settings

FTP

-

Reports

-

Logs

-

Updates

MNotifications

-

administration

Policy List
Virus Scan Rule | SpywarefGrayware Scan Rule | Action
Scan for Additional Threats: [T salect all
=

O Spyware [ aduware
[T Dialers [T Joke programs
O Hacking toals [T Rermote access tools
[ password cracking applications [T others @

| |

—_—



> HITP ARACES/ERE

>

IR OIAE ML ARTC B TWSA X 25 R 23 R AR BB A
/% TREND MICRO"InterScan~Web Security Appliance !
- Scan Policy: Edit Global Policy (7]
- HTTP : Policy List
Scan Policies Wirus Scan Rule | Spyware/Grayware Scan Rule | Action

Applets and Activex File Type action

Policies

Infected files: ICIean 'I
Settings

Uncleanable files: @ IDeIete 'I

Digital Certificates

URL Filtering Paszword-protacted files: m
Palicies Macros: IPass ,I

Settings
Saue | Cancell

Access Quota Policies
URL Access Control
Trusted URLs

URL Blacking

Configuration

Froxy Scan Settings
User Identification

fuocess Control Settings

b FTP

F Feports

F Logs
¥ Updates

Motifications

¥ Adrninistration




4.3.2 BCE Applet and ActiveX

IWSA AT L%} Java Applet 5 ActiveX HEATFIHY, T HWCE i -
1. AR BeE s
2+ AIEHCFUE T A P
3. FHI S O E

wEERKACE:

W 5E IWSA %} Java Applet 5 ActiveX FIECFUEPIIEE

>  EPX) Java Applet ACE, HTTP->Applet and ActiveX->Setting

‘j-:;‘??TRE ND MICRO"InterScan~Web Security Appliance !

Sumrmnary

* HTTP

Secan Policies

Java Applets Activex Executables

Applets and Activex

Palicies
Settings
Digital Certificates

URL Filtering

Palicies

Settings

Access Quota Policies

URL Access Control

Trusted URLs=
URL Blacking

Configuration

Proxy Scan Settings
Uzer Identification
Aecess Control Settings
F FTP
F Reports
F Logs
¥ Updates
Motifications

b Administration

Signature Yalidation
. Strip signatures and process all applets as unsigned
% yalidate applet signatures using following settings:
W check the expiration of signing certificate
W check the expiration of all certificates in the chain

If unahble to determine certificate trusted status, set the status to

ol Unsigned (Strip signature)
0 Invalid
[T cCheck the revacation status of the certificate [(where a status source is defined)
If unable to access the defined status =ource, set status to:
& yalid
& Unzigned (Strip signature))
© Inualid

Mote: If a signature or certificate chain cannot be checked, the signature will be stripped
and the certificate status will be set to "unsigned".

Applet Re-signing

Instrumentation of a validly signed applet will strip and invalidate the signature, making it
unsigned.

After instrurnentation of validly signed applets:

¥ Leave the applets unsigned

. Re-zign the applets with the following certificate

Certificate :
(*.p12, * pfe: I PR I Add I Delate

Password: I

Wiew Certiticate, .. |




> EXF ActiveX WAL E, HITP>Applet and ActiveX->Setting

ﬁﬁTREND MICRO"InterScan~Web Security Appliance

lava Applets ActiveX Executables

Surmrmary

+ HTTP Signature Yalidation - Cab file:

Scan Policies ¥ chedk the expiration of signing certificate

fipplets and ActiveX [T chedk the expiration of all certificates in the chain
Palicies If the signature has a timestamp countersignature:
Settings M use timestamp when a certificate is expired
Digital Certificates IF Timestamp countersignatures don't expire
URL Filtering ¥ Chedk the revocation status of the certificate [where a status source iz defined)
Palici
alisles If unable to access the defined status source, set status to:
Settings
- % yalid
Access Quota Policies
' Inualid

URL ficcess Control

Trusted URL:z Nota: If for any reason, a signature cannot be checked or its status iz undetermined, the
status will be et to Invalid

URL Blacking
Signature Yalidation - PE file:

Configuration

Prosxy Scan Settings ¥ check the expiration of signing certificate

User Identification [T check the expiration of all certificates in the chain
Aecess Control Settings If the signature has a timestamp countersignature:
» FTP M use timestamp when a certificate is expired
b Reports ¥ Timestamp countersignatures don't expire
b Logs ¥ Chedk the revocation status of the certificate [where a status source iz defined)
b Updates If unable to access the defined status source, set status to:
Motifications & yalid
b Adrninistration © Invalid

Nota: If for any reason, a signature cannot be checked or its status iz undetermined, the
status will be et to Invalid




RS R B EIE

L EB R T IWSA 234G A Java Applet ¢ ActiveX U uEB A A, 7EIXH
SUBOE IWSA 5 LM A A S b o B 3 53 v] DAFE X BLIEAT 59 0 B % R 44 B 4%
B,

i f HTTP>Applet and ActiveX=>Digital Certificates HEANCE UL, FR¥E
P IR KR AT I &

_? TREND MICRO"InterScan~Web Security Appliance
Manage Digital Certificates ©
Summary
~ HTTP Active Certificates Inactive Certificates
Scan Policies
Add @ Delete @ Da-activate n Blacklist ERemoue from Blacklist
Applets and Activex
Common Certificate Expire Associated
Policies I 1 MName T Date Status URL
Settings VeariSign Class 3 2036-07-
Digital Certificates [ BublicPrimary Root CA Certificate 17
Cerification Authaorit 07:59:59
UR.L Filtering -G53 e
Palicies Vp—c‘—igﬁ": ;ri'i_'l‘:fs 4 2036-07-
yu .
Settings I Cersfication FMATeTiLe [ R T 53.59,59
- 33 ' '
Access Quota Policies WeriSign Class 1 2036-07-
URL Access Contral Bublic Primar i
I Cerification ey FOTE €A Gerificin 33.59.59
Trusted URLs - 53 e
URL Blocking ‘;e;;a' ;_Class 2 203E6-07F-
uplic Frimary iL
Configuration r Certification Authority Root CA Certificate 33'59'59
: - G3 e
Froxey Sean S=tings GeoTrust Universal e BBz
User Identification - CA 2 Root CA Certificate 04
. contral Satt =2 13:00:00
FeeEs Tenhre BEnes FeoTrust Universal IR
b [ S SDRBES Root CA Certificate 04
FTF LA 13:00:00
F Reports VeriSign, Inc., Class 2028-08-
5 [T 2z Public Prirmary Root CA Cerificate 02
Logs Certification Auth,., 07:59:59
» Updates Verifign, Inc., Class 2028-08-
— [T 4 Public Prirnary Root CA Certificate 02
Motifications Certification Auth... 07:159:59
P 2 Verifign, Inc., Class 2028-08-
> Administration [T 1 Public Primary Root CA Certificat 02
Certification Auth... 07:59:59




Applet and ActiveX A FISACE

y,
m];

55 IWSA HoAb gk

JyEgs—FFE, Applet and ActiveX fHiH 2L

SR Al F B AAIRT, B BT DL E E SC— 208 IR SR

1k HTTP>Applet and ActiveX->Policies

TSR, R

B ARG Applet and ActiveX

AR RIS DO . X AW X) Java Applet 5 ActiveX 43 AR E o

B Java Applet

JTREND MICRO"InterScan™Web Security Appliance

I—

Sumrmary

* HTTP

Scan Policies

Java Applet Security Rules Activer Security Rules

Applets and Activex

Palicies
Settings
Digital Certificatas

UR.L Filtering

Palicies

Settings

Access Quota Policies

URL Access Control

Trusted URLz
URL Blocking

Configuration

Proxy Scan Settings
User Identification

Access Control Settings

¥ FTP

-

Reports

-

Logs

-

Updates

Maotifications

-

adrninistration

Jawva Applet Security
7 Block all Java applets

% process Java applets using the following settings:

If applet has:

Walid signature, trusted certificate: IPass ;I
Walid signature, blacklistad

certificate: IPass ;I
Mo signature: IPass ;I

Invalid signature: IPass ;I

Applet Instrumentation Settings

Allow applets to performn the following file operations:

Destructive operations: @ " Enable [Exceptions) {v

Mon-destructive operations: @ " Enable [Exceptions) {v

Write : i Enable (Exceptions) g
Read: = Enable (Exceptions) g

Allow applets to perform the following network operations:
[ Eind local poarts
p Connect to their originating servers

Host connections: % Enable (Exceptions) o

Allow applets to perform the following thread and windows operations:

[T create new thread groups
[T create unlimited active threads,
If disabled, allow maxirium threads: IS

[T create unlimited active windows,

If disabled, allow maxirnum windows: |5

Cisable (Exceptions)
Cisable (Exceptions)
Cisable (Exceptions)

Cisable [Exceptions)

Dizable (Exceptions)

U AN E 53 v ARG :
Java Applet Security - /XK EMEFF Java Applet F525iibHE, DA

AL BRI BT

2. Applet Instrumentation Settings - JFCVF Applet $#ATATHAFERIBIE .



B AR ActiveX N E
BB AT LURSE B B 175 26 ActiveX IIFIUEH T WS, i HTTP->Applet and
ActiveX>Policies #F AN H V]

-TREND MICRO"InterScan™Web Security Applhiance !
Applets and ActiveX Policy: Edit Global Policy ©

Surmmary
* HTTP Paolicy List

Scan Policies Java Applet Security Rules | ActiveX Security Rules

Gl e S ActiveX Security

Policies - n

E tabl binet fil

Settings (:.i:ub; = mabineties " Block all cabinet files

Digital Certificates @ Allow all cabinet filaz

URL Filtering o Werify zignatures

Policies [T Black unzigned

Settings ¥ Black blacklisted

a ta Polici

£eess Quota Policies ¥ Black unprocessable

URL Access Control

uREet] (L Portable executable (PE) files e ’

URL Blocking (% exe, *.0cx, . BElock all PE format files

Configuration = allow all PE format files

Proxy Scan Settings o verify signatures

Uzer Identification M Elock nsraned

A Cantral Setti

FrEss Lmnhral SERnGE I Block blacklisted
F FTP
M Black unprocessable
b Reports
Enforce policy for all signed PE format executables

» Logs [ Enf licy feor all d FEf bl
b Updates [not just ActiveX/COM objects)

Motifications
¥ Adrninistration Saye I Cancell

FEIX ML, A PR B3] UG BUR PSR IR N 2 S AT AN TR R AR P
1. Executable cabinet files CRJHWATIN. cab SCAF) — XF IR SCAF AT LA
ANTRI Ak 2 7 5
2. Portable Executable files —XFIEIEICAF AT LAEAS [F] i) b 2 7 =X
3. AETT A L o VFEE



4.3.3 BLE URL Filtering

IWSA #HA 58 K1 URL it yEhfe, v LA AL P g dl b it i S i 0 11
PERR . — RSO0, B8 0 T A PRI URL i JESEms D2 n] L 2 /oK
G —4% URL Filtering M52 .

1. A% HTTP>URL Filtering Policies, M7 Add;

e

7 TREND MICRO"InterScan™Web Security Appliance ]
URL Filtering Policy: Edit Policy (2]
Summary
el Palicy List > (test) W Enable palicy
Scan Policies Account ™| Rule

Applets and Activex

Palicy name: Itest

Policies
Settings .-
IP range: Twpe Identification
Digital Certificates 192.168.0.1
- Fram: | IP RANGE R
URL Filtering 192.168.0.254 @

i I Add
Palicies Ta —bl
Settings IP address: I— Add = I

Access Quota Policies
URL Access Control
Trusted URLs

URL Blocking

Configuration

Proxy Scan Settings

User Identification

pccess Control Settings Maote: To select accounts by Host name ar
Uszer/group name, change the User
F FTP Identification methad at HTTP =
Configuration > User Identification.
F Feports
F Logs Save Cancel
¥ Updates

Motifications

> A
v I AN I

v RTIG  HEE I T APE—TR AL

CEERRBCEAOI A T S, sl IP. LA LDAP User 4575 3
5. WIEJG, miili Next HENTF—ANTUMH, W NE:

-\



~-TREND MICRO"InterScan™Web Security Appliance
URL Filtering Policy: Edit Policy
Surmrmary
+ HTTP Policy List > (test) ¥ Enable policy
Scan Policies Sccount | Rule
Gl S e oS URL Category Block During Waork Time Block During Leisure Time
Palicies
Company Prohibited Sites [ |l
Settings
Digital Certificates e ¥ W
URL Filtering Possible Research Tapics || O
policies Business Function Related I O
Settings Custormer Defined ™ v
Access Quota Policies Others [ O
URL fccess Control
Truszted URLs Note
URL Blocking Created: S/13/06 10:26:44 AM
Configuration Last Modified:  S/13/06 10:26:45 AM
Proxy Scan Settings Mote: ;I
User Identification
Access Control Settings
¥ FTP
[ |
F Reports
b Logs Sauve Cancel
» Updates
Motifications
» Adrninistration

A}

Ne) co
P /

EFEH P ANBE D W) URL 4324 5
Ji% Enable policys
il Save.

RN 2480, ST Deploy Policiess



4.3.4 P& Web Access Quota Policies

BB AT AR B AN T (B TP N4 LDAP User) 7EHEANIHI B
REfS N a/ AR IEOE B n XA P AR IX A I T B I T IXANBRAE,  TWSA
SAUXAH R b, L RNX AN R N 54

ERINELL T, IWSA NS IR 7 e 1 BRAE

QI —4H7 1) Web Access Quota Policies, HHEUIT:
1. fi%k HTTP>Access Quota Policy, i Add, #HLLRE .

pr—

Ja?, -TREND MICRO"InterScan~Web Security Appliance

e Monthly access quota in MEB: I

Sumrnary
- HTTP % Unlimited access
Scan Policies Accounts
Applets and Activex .
rR IP range: Twpe Identification

Palicies
From: | 192,168.0.1 =~
Settings I [REKES 192,168.0.254
- o To I Add =

Digital Certificates

URL Filtering i I— add =
address:

Policies

Settings

Access Quota Policies

URL Access Control

Trusted URLs

URL Blacking

Configuration

Proxy Scan Settings Maote: To select accounts by Host name ar
s Uzer/group name, change the User

L=Sigld=ptitication Identification method at HTTE =

Accass Control Settings configuration > User Identification.

r FTF

Note
F Reports

Created: 5/13/06 10:27:52 AM
F Logs

Last madified: S/13/06 10:27:52 AM
b Updates

Motifications

b Adrinistration

MNote:

2. EBEFRIRG T, AT EIREME T, s Next;
3. ¥EH Enable Policy;
4, B EH P FR



5. Mt Save;
6+ WA ZI4%, i Deploy Policies.



4.3.5 Ft'® URL Access Control

> URL (14 il
1. 5%k HTTP>URL Access Control=>Trusted URLs, #HLLF G :

i

3{;5‘, -TREND MICRO"InterScanWeb Security Appliance

Match: I
Summary

« HTTP * web site (example: "wxx.com' matches oo com' and all of its sub-sites)

i~ String [exact-match, example: 'zzz.com/file matches only 'zzz.cam/ffile")

Scan Policies
Trust I Do Mot Trust I

Applets and Activex

Policies Import Trusted list and exceptions: I M ﬂl

Settings

Digital Certificates Do Mot Scan these URLs @
URL Filtering * crnbehina, cn®

Policies office, crnbchina, com™
Settings

Access Quota Policies
URL Access Control
Trusted URLs

URL Blocking

Configuration

Proxy Scan Settings Remaove Rermove All

User Identification

Exceptions to the Trusted URL List @

fuocess Control Settings
¥ FTF
F Reports

F Logs
¥ Updates

Motifications

¥ Adrninistration

Remouve I Remouve All I

2. 1E Match IR SCAHE P AN AR(E AR Rl OC 8, OB m) L FHLAA L 1A% B2
IP M55,

3 BEFEVLAC T 35

4. ik Approve I ME A EEM B 5 2,  si%E Do not Approve %M uk
IVNEAVIE TR

5. Mk Save.



» URL Blockling
B —A URL blocking list, FEAALLF LI,
1. 3% HTTPURL Blockking=>Via Local List, B —AMHEE L, T

i

sa;, -TREND MICRO"InterScan~Web Security Appliance L
¥Wia Local List .| Via Pattern File (Phish)
Summary
« HTTP Match: I

. * web site (example: "=xx,com' matches 'xxx com' and all of its sub-zites)
Scan Policies

applets and Activex

Policies

& URL keyword (exarmple: "yey' string rnatches all URLs containing 'vyw'l

. String [exact-rnatch, exarmple: 'zzz comffile matches only 'zzz. com/ffile’)

Block I Lo Mot Black I
Digital Certificates

N N Import block list and exceptions: o I
URL Filtering I —I

Irmpat
Policies ;I

Settings

Settings

Block List

Access Quota Paolicies
URL Access Control
Trusted URLs

URL Blacking

Configuration

Proxy Scan Settings
User Identification
Access Control Settings
F FTP
F Reports

Rernouve Rernouve All

b Logs Exceptions to the Block List

2 1E Match [ SCAHE H g AR AR 4 A 9 2t

3. JEFEUCECAI /3N (Website. URL keyword. String);

4. HL¥%E Block, BEMIUEZSSTRN Block 1list H1, ridE Do not Block, LM
Exception to Block List H';

5. Rilk Save.




4.4 FTP HA#ENEE

IWSA AJ LUEFXE FTP P iSCEEA T 755 S (A1 BEER A (0375 7 o FTP 18 101 3 24, 75 LA
e T
B Scan Rules - X 5 (WAL BRIt 5 s
B Configuration :
v’ General - AJRZHNIBHE;

v' Access Control Settings - 0] 5m& & 10,

~-TREND MICRO"InterScan~Web Security Appliance !

Access Control Settings @
Surmmary
b HTTP Client IP .| Server IP White List .| Destination Ports
~ FTP
" Enable FTP Access Based On Client IP
Scan Rules

. . Deny FTP access to clients whose IP address is not included below:
Canfiguration

General & 1p
Aecess Control Settings o IP Range
b Reports 1P Mask
b Logs T Range Mask

I Add
b Updates IP address

Motifications IF Priority  Delete

F Administration
Save | Cancell




REERSH
/7 TREND MICRO"InterScan~Web Security Appliance |

FTP Configuration @
Summary
> Proxy Settings
~ FTP
& Use stand-alone mode (logon = useri@host)
Scan Rules

o Use FTP prox
Configuration e

Proxy servar: I

Feneral
Access Control Settings Part: |21
P Reports Data Connection
F Logs
* pazsive FTP [client initiztes the data channel to the server)
F Updates

. ' active FTP (server initiates the data channel to the cliant)
Motifications

- B p—
FEIX L - R E TWSA () T AR K
B TWSA 1) TAERE
B Stand-alone: HEAENANMLRK FTP ALKk S5 45
B Use FTP Proxy: H & TCILHEBEN Internet, 785 54T (1) FTP AQEE I
SR

Be & FTP HH#E IR
5 FTP 44 I 86 n 1 et it J7 1m) (04948, 19 upload &5 download PiMJ5
[, FH P AT DR CR 4 R S AN R BOE SR 107 7], G5 TWSA (1R fe .
HARMIEIUE HITP i g4I T30, TR nLAS% 4. 3. 1,



45 IWSA BEE#RFE

451 IWSA HE

IWSA X B BHSATIRIL SR B AL PR OUPE T B i H A&, FEALTIL
Pl H &

v R
[AJ s A H &
URL #2548 H &%
URL 5 1) H &
PEREH &S
FTP Get Hi&;
FTP Put H&;
T R H &S
IWSA M RG H &S
v HTTP Scan Log;

A N N N N N

FTP Scan log;
Mail Log;

Admin Log;

D N N

Update Logo



> IfI%EE IWSA H&
IWSA JIT 7 1) Log & J7 NEEA —5L, X HLLL URL Blocking Log M-
1. mii% Logs>URL Blocking Log, #fHiLLFN% H:

STREND MICRO"InterScan~Web Security Applhiance !

URL Blocking Log (7]
Sumrmary
3
RTV? Time period: (O ITodan,- vI
FFTP
e Range:
¥ Repaorts
P Frorm: IJanuarl,l ;I |1 ;I I2DDS;| hh:IDD;I
* Logs
g To: IJanuarl,l ;I |1 ;I I2DDS;I hh:IDD;I
Wirus Log
e -
Spyware/Grayware Log - =
URL Blocking Log 10,258,135, 174/ test/ sica
£9.61,59. 117 randam/cc Add =
URL &ccess Log ASCIT tewt |-
Client IP ACL Add All >
Perfarmance Lag URLs blocked: S
Corrupted_Zip_file < Rernove
FTP Get Log Destination Port restrictic —
Exceed_Compression_R: =< Rermove All
FTP Put Log Excead_File_Count_Lirnit
MMC Default Policy
Cleanup Log Paszword_Protected_File 7|
Settings

¥ pdates Sort by: IDate —
Matifications Show Lag |

b Administration




V TEA DT IR I E AR AR A TR I ]
 ERARAE R O YE R

NIbvioti & S AT HEE TR

5. ik show log mim] LA RAHICHT H &K,

I N \)

;f?‘?TREND MICRO"InterScan~Web Security Appliance

URL Blocking Log as of 5/13/06 10:33:48 AM

Export to CSY

Found mare than 6000 entries,
Only the first 000 entries will be displayed.
Mote: To reduce the nurnber of entries, select a sharter time range.

Date ¥ Category Rule User ID: .?_::re‘
4/28/06

5:21:13  work ASCIT tewt 10.28.135.215 narmal
PM

4/28/06

5:20:43  work ASCIT tewt 10.28.135.215 narmal
PM

4/28/06

5120141 work ASCIT text 10.22.135.215 narmal
PH

4/28/06

520041 work ASCII text 10.28.135.215 normal
PH

4/28/06

5120033 |work ASCII text 10.28.135.215 normal
P

4/28/06

5:20:33 | work ASCII text 10.26.135.215 normal
PH

428106

520032 | work ASCII text 10.26.135.215 nermal
P

oPP
1)

a

URL

http://bt.Sqzone. net/download. php

hittp 1/ www. bt en/ aaf downbottarnad. htm

http i/ www. ttbt. cnfin_top2.js

hittp /ww b, cnfimmages/pehard. ces

hittp ffucstat.baidu,cornfermbed. php

hittp 1/ www bk, cn/ g sortbottorn ad, hm

http i/ www ttbt. enfirmages/pehard css



4.5.2 AI# debug Log

b T Web il G ok iR H & LA, R E ] DL
letc/iscan/intscan.ini % & IWSA 7 Debug 155 & . Debug log X 7= 541G 1z K1)
WY, 2 IWSA PR AR, 855 A e S B 51 U Bh4T T IWSA () Debug
log 1E 13

FTIF IWSA debug log )72

B E shell HEA AT 41T

B vi ] Jf/etc/iscan/intscan.ini;

B EFXS HTTP:

[http]
#switch for debug log

#1->turnon
# 0 -> turn off
verbose=1
B EX FTP:
[ftp]
#switch for debug log
#1->turnon
# 0 -> turn off

verbose=1

iR HIFORAF s

H A3 IWSA kg5 . fiA: /S991Sproxy reload

IWSA 7% log H 3% CE 4y http.log.yyyymmdd.000x” (%) log;

il i “cp http.log.yyyymmdd.000x ../UserDumps™{t® log # 1 & UserDumps H

3K

B @it Web #4414 Administration->Support 1] DLk #iZ 04, RIS AH
AT



453 Al IWSA RE

BRG] ORI B 5 IR, eI R R, AR A

o

/7 TREND MICRO"InterScan~Web Security Appliance

sSumrmary

¥ HTTF

Scheduled Reports

r FTP

Daily | Weekly | Manthly

* Reports
Real-Time Reparts

[” Enable Daily Report Saue |

EEDail Feport Settings @ Delete

Scheduled Reports

[T Report Marne

Generated On v

Customization

F Logs

EEDail Report Settings @ Celete

» Updates

Motifications

» Adrninistration

SEBI 50 h .

1. 3% Report=>Settings=>Daily Report;

2. V4% Enable Daily Report #EJ;
3 MEFEA R AR NI E], BRUGE 12AM;

v B SCANIRF AL, TR R R A GE Sn

4
5+ IEHE Report ZEME Il (H 405
6. 1EFE Report PR,

7. %% Report [FHs

8. HEFF Save, PRAFIXE.




4.6 k& IWSA2500 HI 8

T JTAE T RENT A B TWSA2500 [ BEE, FATIFLALLL R 774 TWSA2500 fIH ¥
o VRAT EARRHE R 875 SRAG LT R A
Lo ORAF R0 A P2 B EAH R ) I R AT
B Reset IWSA Software Binary files;
B Reset All IWSA software configurations.
2. WE ML AT RE
B Reset IWSA Network Configurations;
B Reset IWSA Software Binary files;
B Reset All IWSA software configurations.

4.6.1 Reset IWSA Network Configurations

D) A A TWSA2500;
2) Vilnl Shell;
1. %A root k5 5% (ERIA iwsa);
2. JEPAMISCMIZEHHEN shell: “Utilities” (2) > “Start Shell
Interface” (1) = “y” [Enter] to continue
3. # /etc/resetconfig. sh — KE AEINECE ez, BHEEH 1P, &
AVEN 2 TMCM)
4. )53 IWSA
B A exit [Enter]
B “0” [Enter] - hZigm (FH)
B “4” [Enter] - Reboot
5. FBIMCHE IWSA2500 ) IP Mkl b5 FH4

B Access the shell interface (See step 2)



B System Configuration (1) = Configure Device Settings (2)

4.6.2 Reset IWSA Software Binary Files

1) TR A TWSA2500;
2) Vil Shell;
B A root k5 5 CERIN iwsa);
Vi = S b R N ¥ S “Restore IWSS to Factory—default
installation” “Rescue System” (3) = “Restore IWSS to

Factory—-default installation” (2)

4.6.3 Reset All IWSA software configurations

WAL LR ER, TWSA2500 & R ARG L, WIHE WE RS, Jf H
IWSA2500 2 A ) IFT A L E -
1. # mount — Verify which partition is mounted (/dev/hda2 or /dev/hda3)
Look for one of the following:
/dev/hda2 on / type ext2 (ro)
/dev/hda3 on / type ext2 (ro)
2. #mount - oremount /dev/hda2 / —Mount File system Read/Write (specify
partition in previous step)
3. # cd /var/iwsa image/1130 - Change present working directory to the
location of the iwsa installtion files.
4. /var/iwsa image/1130 # chmod 744 uninstall appliance.sh - make
uninstall
script executable

5. /var/iwsa image/1130 # . /uninstall appliance.sh — Uninstall IWSA



Software
6. /var/iwsa image/1130# ./install appliance.sh - Reinstall IWSA
Software

B Binary Package File? [Binary-2006mmdd. tar.gz] [Enter]

B Data Package File? [Data—2006mmdd. tar.gz] [Enter]
B Enter password for new user iwsa [Enter]
|

Enter it again. iwsa [Enter]



5. WA A A S )

YL ST B MRS — A HETICAR MR ST o V8 AN A% 301 ()98 B 7 15
ARG AR, EICAR European Institute for Computer Antivirus Research)
KRN HHLPTR T o2 2B, RSy, BEARBURHLAY 55— 2 B —A>
Wik, TRRAA M2, ERT RS RANHRD) TR SR
AL AW o R REICAR SR IRISe i o mT DAE DL M B T 33

ZE: http://www. eicar. org/anti virus test file. htm
5.1 HTTP BFEIhaEMK

B IR P PR 5 F R ) IWSACUT SR TWSA TAEAEMFAE N TG 7 X AR B
B EN ST Bicar AL, 123028 IWSA FrAm ok Fa. IWSA
SHER P BO g L A O, S AN TS R

5.2 FTP BFEINeEM)

X B IWSA TAEAEM B 2 177 ki .
H FRFTPYG . ftp://download. trendmicro. com/products/eicar—file/eicar. com
Wl TE BT ZIER:, S IMSCHEASEE N2, 12 08 TR I A 5 A4 998 5 1 DL I .



ftp://download.trendmicro.com/products/eicar-file/eicar.com

6. FAQ

Q: TWSA FHI¥J A& NVW2500 [rfELE, 1 i) TWSA Be A48 FH 5 A 1 [ LA 2
A: ANATEL. TWSA ¢ HREATTH 3 N 1 o A 220/ um AR 3 TWSA 1) TAER R
HIE o

Q: HHIAA IWSA i WM 2 B 45 32 FF Vlan?
A: ASCHF. HBETRRASE N JoikSCHF Vian,

Q: TWSA d5d SCREI L 8047 5000, 1H A A FRIH 80 AT 2000, S iR g ?
A: 5000u ZFRLE AT A LRGN BT RE A5 I8 AT I AR IR . i S0 A7 A Hh i &
ZeIImHEE (s BT, FAECEFEAS), WIFFE % 18 IWSA B e A2 (1 F - 4.
S

PERERRHET (s 2K ICAP BXENIE > Proxy BB SR,

JE ] URL 13, TEBE B B4 25%:

JE I MMC,  PERE T & 20%;

WURH AT N E AR, W R P AT VRO, W CGROE SCPF AR, R
PR By 3 i SR ab By 5D

Q: WRF % kL 5000u, IWSA IERETTHREE R MG 2 WURBEHE, fE 2
My, MERET 2

A ATDAERE . HE 2 /D& H A IR YOE . ARG BHL N LG TWSA ) BAZK
%% 5000u, L% B HTHEL )] S 2/5000=TWSA 5 235 1 5 2.

AR RIS 2 ARSI TR 4 JEACHIRI A .

wrr K-



r J.
W
@
@

Shared
Postgres DB

Q: TWSA A 2 R E A Je,  fnfel &5 DCS Hikah ?
A: 4 IWSA RINZ vty R AE TEE SRR “Phone—home” B, 2 L& Mt HLAE
PRI DCS g4, X2 7 i MEAT e FEvs B AR A 0 A o i SR BRAS BT
ALV, TWSA 3% ) i #5E 17 22 DCS ik 55 as i i, #EAVEEE)a 4
M. JEE R

A
on =B

Intamet

Firenwall



Q: IWSA J& 15 3Z#F VLAN A%g

A: SR IRK; IWSA 2 n] DASCHF VLAN (35, kg 2, 78 IWSA [ E
JANNXT N IR VLAN routing IP FINAT IP. CRy#2: IWSA (K47 & 0 35 I0AE = 2 A0 #e
HLZHD

Q: TWSA S 75 Wr s SR ERR? X Wr s B A% 1) SR A5 HEA T 3140 7
As ZEREIAK;  TWSA ] ASCHFIRT ri AR IR3ERE, iy HLAE W7 i S A% 1) [R) I REA T3 24
it

Q: TWSA J& 75 SCf p SCI o 5 5
it 21

A: ZEREMK;  TWSA (F93 73 2 15 5 EUZ P LSCHRF Double bytes EAITE WA K KR,

D BWAMXME (I9542500) — Bicessoft Internnt Explocer

gﬁm- ) DR G Pew hewr 0 -k - o

FEAE 00 (g Bk f e, 01 cur. conddownd pedd wicar. oo

Iﬂiﬁ:ﬁ %Fﬁﬂa&mr_ﬁ (TWSA2500)

PR RN EERT SN E

THE b vewweeae ancoan dovnlond ‘eicancom

MR deleted
et

- 3 ecarcom, M-S Eicar_test_file
CAIT delered IR{E

Q: TWSA 7E3EWIREC T H S HF HTTPSO uify 1 fFI14,  Hoe 1 HTTP Sify 112 15 32 452
A: TSZ TWSA 73 IR N H S 4 HTTPSO. FTP21 [d#: Wik & Ay AR e
g, AT AR TT % AE IWSA command line "B, Al B O fE LB 2% .



INAE

-\4
)=
S

B 800 BERFML
800-820-8839

B EEE TRt

service@trendmicro.com.cn

W EBRER R,

www.trendmicro.com

B FEE

www.trendmicro.com/vinfo/zh-cn/

W PR FE R R T B

ftp.trendmicro.com.cn

B EER S T B s

www.trendmicro.com/download

m XSS HIE:

www.trendmicro.com.cn/corporate/techsupport/online registration/cd.asp

B EERRREIER(ERE

virus_doctor@trendmicro.com.cn

B EERE S HIRIT R ML

www.trendmicro.com.cn/corporate/about/channel/news/subscribe.asp



mailto:service@trendmicro.com.cn
http://www.trendmicro.com/
http://www.trendmicro.com/vinfo/zh-cn/
ftp://ftp.trendmicro.com.cn/
http://www.trendmicro.com/download
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