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Release 3.0.04 (2008/09/24)

[BugFix] Incomplete MSN file recording.

[BugFix] Incorrect bandwidth accounting for bridge in CLI and Ul (System Status).

[BugFix] Auto-reboot due to low memory during firmware upgrade?may cause corrupted flash.
[BugFix] Bypass card always goes into bypass since 3.0.

[BugFix] Web manager runs in sniffer mode by default.

[BugFix] URL keyword blocking now works in partial-matching mode.

[BugFix] Blocking policy in L7 must rely on enabling Traffic Manager.

[BugFix] No Game/Stock patterns shown in InstantScan series models.

[BugFix] UserConsole --> Group without Web Service

10. [BugFix] L4/L7 Manager will not reload configuration after modifing address objects in Object Manager
11. [NewFeature] Support new traffic discovery: App/Host/Policy views.

12. [NewFeature] Support default interface mapping for 1X-5000V/1X-5000VB.

13. [Update] (Pattern) Built-in 2.1.05.326

14. [Update] (URLDB) Built-in 2.1.00.021

CoNoOOR~WNE

Release 3.0.02 (2008/09/08)

[BugFix] Bridge learning timeout too long (15 seconds) when plugging the INT/EXT cables.
[BugFix] Web Manager may accidentally cause CPU 99%.

[BugFix] Logging system may be corrupted due to long pattern name.

[BugFix] Telnet/Ftp content recording may running out of free memory.

[BugFix] AD mapping causes heavy CPU loads at AD server.

[BugFix] AD mapping may not work well in Windows 2000 Active Desktop environments.
[BugFix] CLI "sys mgtserver" may cause "Invalid Checksum" problems.

[BugFix] Session count in AppView is not synchronized with that in HostView.
[NewFeature] Support multiple bridge with scheduled Traffic Manager policy rules.

10 [NewFeature] Support manual ordering/naming of network interface for all x86 hardware.
11. [Update] (Pattern) Built-in 2.1.05.320

12. [Update] (URLDB) Built-in 2.1.00.020

CoNOOR~WNE
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1.4 InstantScan Elfj;,ﬁ;?\&ﬁ?flr%f@ VS ﬁﬁfﬂ?"sx%‘

Ti*ifllf&ﬁ*ﬁft ﬁﬁﬁiﬁ%@?‘i = ] EE LA E o IP LR %%lrﬁ »INT (Internal) #=® EXT (External) !
Ej%,l% o [NE% Internal %ﬁ&fug;%ﬂ’w LAN Fiao InstantScan jtzLFl TpuE] ﬁlﬁ' [ External HHiEL3HE 59t

p‘J%{ﬁ o \#E?[J/"EFT [*L Frefie A ISR E ) L F” Fi-vi"] InstantScan [ > i CLI ;rflﬁl FHRPIERE PR o

T RS tip show” > [T ‘Jsu[ffr‘u’* CRARSEEI IO ?‘Zﬁf‘é’zi%fﬁﬁr&%ﬁ? AR AT TR s S

N oo gk

FUAEEAsL -
“HE! R LS
Password admin admin
Port No. 1 N/A
Internal IP Address N/A N/A
Subnet mask N/A N/A
Status DOWN UP
Port No. 2 N/A
External IP Address N/A N/A
Netmask N/A N/A
Status DOWN N/A
Port No. 3 3
IP Address 192.168.1.1 192.168.168.201
Netmask 255.255.255.0 255.255.255.0
MGT Gateway IP 192.168.1.254 192.168.168.254
Primary DNS 0.0.0.0 168.95.1.1
Secondary DNS 0.0.0.0 0.0.0.0
Status DOWN UP
Port No. 4 4
HA IP Address N/A N/A
Netmask N/A N/A
Status DOWN DOWN
IP Address A FE 10.1.1.10
Subnet mask # = 255.255.255.0
wanagement [ Gateway IP At L 10.1.1.254
Primary DNS A 168.95.1.1
Secondary DNS i# N/A
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1.

2.
3.
4

Language pack installation

Chinese Traditional

=

KRR

R P S O 'Etpiéﬁ—ﬂm A

To display language characters correctly wou need to
install the following language pachk:

[ IMewverinstall any language packs.

X

[

Install

l [ Cancel

l

ﬁgﬂ% 2-1 =4

AEl

FD AL Pentium 4 g5 [R5 «

IR D 256MB - R+ 512MB [
f/['ﬁ' [&p% e 23 RL Windows XP service pack 2 ’fflﬂ'Jﬂ BES
FI3306 - = - L WA IS RN T R e R

B > e > [ﬁﬁglgﬂgk
EEE Ea@;g:@ FOFTER S0 -
S > B > B o&f%@tﬁ%

iy ¢ %ffﬁﬂfﬁrrf BB AR s

REREZ =

%) B0GB '] i {71414 » FRLI | 120GB i 7 -

(UDP £ TCP)

1] AR | R
Log Server 514 UDP
Socks 1080 TCP
Database Server | 3306 TCP

Aff 21 R RS T

212 [RAETES

1.
2.
3.

F4% Management Server
Y5k AD Log Server
Management Server 454 +| 7k

=t
- B

H P },‘Ffl %F%I{EPM |~ HRBE R 5141080
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InstantScan & * & 523
BIRFPIREEX K
4. BT
5. AUk HI({EULE Management Server)
6. 5 AD Log Server
7. BEERIAEEST
AN g
L F[LEI W%‘ﬁiﬁ (R > AR I - R [ - Y R R - BT YER  he
B4 B

2. TR G MySQL Apache =i h » 540 LTl i MYSQL Apache it » s
o

213 MJEi s

EIsS2 InstantScan ARG InstantScan FsREASG kY i o (SR P A R T S
PP i 1P > *fﬁi i WIS BB - I Java Plug-in KA
HTJ‘J/%:ETUI FUH )L IJFF Fﬁﬁjﬂ:\'l

A EECT Jff BT R R R o PO o S RS ST 2 Java plug-in A
i - 1%

2.2 7t InstantScan

IE LF JﬁF[ﬂF‘ InstantScan %[fFF %‘:ﬂ‘ ﬂ H| InstantScan F” console /i E[ E[ F| RS-232 console ;'%‘F;E'J—F%:\L_
InstantScan | = i45fiy PC hﬂ% 71‘1/54 i CLI fi 9] 7L InstantScan UK 2. V& 7)) Telnet » SSH -
Ay P terminal 75 Jﬁﬁﬁj:w\gmr;;ﬁ Bl

221 FHPRT
ﬂ’j’?%ﬁ InstantScan %ﬁjﬁﬁ,gu%ﬁ HEIRET R o T BIRSSR RS ”"ﬂ"'ﬁ'_}‘fuﬁ?“ ID = H_F [Pfﬁﬁ F—'?ﬁ@ D E’?ﬁﬁf@%
F“i_ admin - rifq P L fi' IJFE] CL ?“ |JEIEISF'14ﬁF F_jgl CLI ;c" %gﬁﬂxdb A S

222 KU

InstantScan! ] wﬁ“i%‘iﬁ"ﬁ]’ﬁ,[,f PRI If J;ﬁf}“’ A InstantScan*T%f" T e InstantScan“FT“If;' AR
Fo 70 FRALISRI b PP P 3?L“Eﬂ“**°?@g' Er‘#ﬁ%q,n%ﬁf?f‘ RTWWT,Q_H,vﬂﬁgugﬁg

PTH o ’F[F'TEF:' i & I EHJ‘:PLW’F/ filnstantScan » 2 X' ST ATRALETRY InstantScan VR [

Ty f;”iﬂljl ﬂﬁ“’f‘.’ifﬁ' o B L - (R InstantScan Tﬁ,uigﬂévﬂﬁ PUor SRRl A AU SRR CE - ST ’F‘@%‘«

El 2 Filp JTH{;{,EI%W%IJJ HEZFY InstantScan e
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InstantScan ¢ * = p

Firewall/Router

-

DHCP
Server
Proxy
AD
- Server
|1||§J}|||'r
o IlJ‘E
2 I:ill) |Trl
S e T

R

[l % 2-2 InstantScan -FFEfYF LIRS
Yag3x! 573 D EB Kk o Fra o Ilf:i/U\%EJ}‘Fﬁ‘—_’IP "ﬂlFfT” 1) InstantScan FT:"E/‘EI (Management i) ; 2) F“f;r T
259 3) #EE; PC - InstantScan i %L’»%JE” s ﬁﬁ[‘/’ﬁ‘ﬁ i,nﬁj*’” E'l%f’?’rEk IR “}i"’%iﬂ/ (F b
(ESE R Jﬁr’j’F%JLT‘éy = InstantScan- ,y*[J InstantScan §4 1Y PC f?“]r ffP SU1Fs zﬂﬁ*(lM)ﬁf«*ﬁ“ﬁ&;’ﬁﬁ‘%ﬁ P2P)
ﬁlﬁ?ﬁf{?ﬁ‘]ﬂiﬁ » InstantScan (L) i IR MU R IR R o TRl s IR SEOmpRp A e
AN AR

2.2.3 éﬁﬁ’kﬂﬁﬁ‘%‘—
|BEES (BRfY RS- 232 console 75 > JfInstantScan console /7 2122 H [ & InstantScanfiuPC.V - [HEAT I - [ 2 4%
EOMliﬁ&ﬁ&COMZtﬁW%ilnstantScan %x#l %“&ﬁ‘fltjﬁ‘iﬁ JI%JL?NJ o

[J L'IF['I ﬁ

“f‘fﬁﬁ}ﬁﬂ G ARy
B 115200
B 8
[Fil* 5 =S
e (-F 1
S LR =
-2 G
HAEL | AHE InstantScan login: admin
A %u J;GPF'WFF admin/admin- (% | Password:
il ﬁ#—g{CLlﬁ. RIS - WHelcome to InstantScan...
InstantScan>

EERN EIRER A SRR 5204 7 fi] o [ AT
ffid =7 pyAHT 202 7“~ f’?‘i—mﬁﬁ&l ﬁIFTJCLI
}_Flil%’i‘:%i%v;" H*F *
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H3H 2 %’rg‘—_‘lnstamScan IP Pai-

7 en t ALY o B ip set 4 ﬁr"?"&
MGT if Jﬁlféﬁ] IP i fko

B i “41%11;751* TR A s - B A R

You must make sure the management server
works well first.”"puFEL o

Please enter the IP configuration for this dewvice.
IP Address [192.168.17.931:
Netmask [255.255.255.81:

Default Gateway [192.168.17.2541:
Primary DNS [168.95.1.11:
Secondary DNE [B.8.8.81:

Your configuration i

Gateway: 192.168.17.254
Primary DHNS: 168.95.1.1
Secondary DHNS:

H.

(Bridge 3>
{Bridge 3>
255.255.255.8
N/A
N/A

up

DOWN <HA Disahled>

ur {Bridge

ur {Bridge
{Bridge
{Bridge

to apply and e [Y/N1? [H1?

setting

Do you really want
Waiting for system
Setting done.

H3 3 ﬁﬁﬁ'ﬁfjlnstantScan%ﬁ_ﬁ’iﬁd
S ip show - [STF' I F 2| 1fj InstantScanfi JIPI%"“

Gateway: 192.168.17.254
Primary DNS: 168.95.1.1

JAES TN Secondary DNS: B.8.8.8
éi#kqﬁd ¢ Management Server: 192.168.17.285%
{Bridge 3>
{Bridge 3>
172.168.17.93 255.255.255.8
N-A N-A DOWN <HA Disahled>
N-A N-A up (Bridge 1>
up (Bridge 1>
up (Bridge 2>
{Bridge 2>
2.2.4

InstantScan Hf! /i Ell%‘ﬂ‘—

InstantScan ﬁ?ﬁ ARy A SR Java T a%‘;f FRIL 18 Java Plug-in F=V o BRI B e

4t Java Plug-in - [ BEEE! (Rl IR ARAE Y -

*L\pw G o 57 RE

R ERRIRE i

)
gﬁr;:)— S R R e Plug e fﬁfaﬁ-&%
%Fu-‘[‘u\Tj % o

hap 1 IR
fRde- A2 1P B9AGER HET InstantScan v PC
IP Bahi> o {ET

R IIFALLHFH,
SR e RSB ’iF/?EzEfﬁ

(fTJfJLI : 192.168.168.1) o FTBHISAY IE RETEY 0 T A g http://<*FTr,T$I fﬁjﬁﬁ/ 7N

* hitp://10.1.1.10 LR (Y

Wfﬁ}PC EARET mlnstantScan};;FL['T A ARINERE
InstantScané,tFF [ o

”ff“ﬂ I NATHIR > o7 [RIAFFE gt &0 e 1A 2
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’5% 2 FEEEF B o

E}% S\: ”_Ldﬁ -[ll:l%‘l L‘ 7 ﬁl L r/ 5‘
F ?";f& el i L

3 MEE(SiT A "L7-Networks" 5H3ERT 23R Applet U 7
' HTERER T | AOREET M -

A TEEEHFEEMLFAMEDR -

A ) B2 BEUFREAE AN -

FEFHEEALD

@J 5w | [ #RW |

5 3 ZRFEHHE

InstantScant lﬂjjﬁﬁﬂ}'\w ?"Pi'F[ld/ ’P%}F[ld/z“
SR ITE'M HEEGER > BT S B ufffl

Ei 152 gl I p[guvgl%nﬂﬂﬁb” %J,EE& OK %
SR

E%l'n ?[757 i ﬁ‘h’%’ﬁl%‘é, S N

I'IZ] Tools > Language Setting & f

PASE el

[ ] Hever show this window agai m.

HA 4 __F"? 1
fii; * ID/Password (%?s‘fﬁﬂf«:’ admin) o’F‘:F P o AIFE T W
2241 B EERIREE
%2 1 Friebe s File > Device/Group Manager
S % 7 InstantScan i o 3% i | [Bie| Update Tools Help
evice/Group Manager 3#EI:#iT InstantScan M
%1: {ES g New Project ek
Open Project Chl-0
Edit Project Ctrl-E
Save Project Ctrl-5
Close Project Ctrl-C
Delete Project Ctrl-Dr
Exit il
T
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A N

VHE s

H3; 2 FrEEGE
T Devicesfﬁb’f 2 ?‘H%f“éz%ﬁ%New Group -

File > Device/Group Manager > New Group

DevicelGroup Manager X

&7 Devices
New Group

Rename Group

Delete Group

New Device
Edit Device

Delete Device

o

HE 3 A

iy PR £ > SREHEE OK 38 - Vi
A EpR R &‘f_ﬁ“’ﬁ'f o [ J\J;[%'*F,%%%'Rename
Group ﬁ& Delete Group ﬁé[”%ﬁiﬁ)ﬂ'ﬂiﬁﬁ”“ﬁéﬁﬁ’ °

File > Device/Group Manager > New Group

New Group

@ Enter the name of the group.

 Group information

Name: |Grnup_1

’ Cancel

L7-NETWORKS
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K% 4 FHER

TR Group_lj—}i‘/‘F i RRE New Device -

File > Device/Group Manager > New Device

Device/Group Manager

W7 Devices

te

Hew Group
Rename Group
Delete Group
Hew Device [% >
[~Edit Device —

Delete Device

#H3 5 ;Tﬂﬁﬂﬁ' I,
fi %E‘?I*E’TL%— A R i

File > Device/Group Manager > New Device

"= New Device

InstantScan %{fﬁ‘ VP i gRiggE ﬁ?ﬁ'ﬁﬁ*
FHo gl!glOK =353 r%';‘{.
@ Enter an unigue name and related information for the device.

PR A CLI fr sl

Ik ,ﬂilaﬁ FTEEI QF/%E P I++ﬂ— il EI” ii-& rDevice imfor

Ul Epefri | ”%f‘”“' F{,L RS F“ﬂlfd

T *JFEQV‘E:W“E' Sl EJ devnce P e [l _ :

fb“l"*‘rl IHFI J%i:g, s a—d‘&j I [ JF“L%"L ng-% Mame: |Dewce_1 |

fl G F s %“ﬂhiHDewce 1 192 168.168.201 » iP: 1192.168.168.201 v

R B PR - W T A

192.168.168.201 lﬁﬁ IP fib ko oroup; | | | How |
Type: |Content Management Firewall | - |
Brand: |L? Networks | - |
Mode: InstantScan-100 M

(o)
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>
~

_U‘j"
i
S
=
IR/ W
AN
Vel

2242  FHIHE

ha L FRBK

& New Project -

File > New Project

[Eile| Update Tools Help
Device/Group Manager Ctl-T
ew Project Cirl-
Open T Ctrl-0
Edit Project Ctil-E
Save Project Cirl-5
Close Project Ctrl-C
Delete Project Ctrl-Ir
Exit Cotrl- 2

TRt
AF“I:L ’ % FECEE TSt '11 IE RN New Project
ﬁ féﬁ{ffili%%?%lﬂpﬂl

B << (C[IfED KR
Devices it o Yl fjﬁ%l@#g( FER S

Devices

#ig’ R ’Hi&%ﬁ

i

File > New Project > New Project

"

EIpE] Selected ' Create a new Project.

Enter the name of this project. New a groupidevice by right-click the objects.

L " OSSR I °

FiI [ HJ FJ’JEF-' ) Al f Select the devices into the project.
rSelect Mode
[@_General ) Group J

~Project information

Name: |
~Selected Devices —————— -All Devices
£7 Davices
=] Tg Group_1
= Davice_1
== Device_2
Next Step | ‘ OK ‘ | Cancel |

e

Gilig]

3

General (- 4%) -

f@:’%ﬂ;ﬁﬂ%"‘[ InstantScan £ (' [t | H i[E'H[JEIfJF%’V{L_’ﬁi’ ) EJ'F PR R T IR A el 2
PR R B R .

Group (¥5:)

; l}’réiﬁéf;iﬂ 2 *F",g\) 2 *F"IJ‘LI— _!nstantSc’an };ﬁzfﬁ'f ’ mgﬁgﬁﬁf“‘?ﬁlfjﬁjﬁ, B E J};ﬁg,'pa%gﬁ@\ EIE
pe AU | o SHERLEY > TV PE- ) Device FRBRISEEAM ﬁ%’éﬁi‘ [ %’Tﬁiéﬁl"ﬂﬁ:

il (Base Device) [UFEEA 1 o B PulgER ] bR g BV R A ) i SV R B s A
A 23 Ei
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- BRI

h oL P RS File > New Project
¥ General (- %) ?EEJJ%F'UTE'L?“ E |
iﬁjfﬁ,‘uﬁﬂﬁﬁﬁi’fﬂo IJ‘ IRt E7E ’r:{;AII evices
il LI PR R <<% i

[H FJ> }[;/gﬁ— F J/%:EE'I JI:ITU Selected evices )]f;ﬁ Enter the name of this project. New a group/device by right-click the objects.
d. 7;/['%\[ L El ﬁ-lf—ﬂ—}—é i "IB*’ I’[_{’%{LH ’ %E#AL Select the devices into the project.

]‘FI ’ 7#.&%!‘5&& >> ( ];]l'f[]jﬁjﬁ'—) ﬂfl ° .&%!Efﬁ OK
?ﬁq i ~Select Mode

@ General ) Group

Project information

Hame: Froject_1

1 Devi ~All Devices
Group_1 : Device_1 &7 Devices
Group_1 : Device_2 = Tq. Group_1
== Device_1
<= e Deyice 2

b

Hext Step H OK H) Cancel ‘

# 2 2 f%rgjxgt File > Save Project

%5_ Save Project &+ ﬁq‘ ﬁ f Elle| Update Tools Help
Device/Group Manager Cid-T

Mew Project Chil-F
0Open Project Ctrl-0
Edit Project Chil-E

ave Project Ctr

Close Project trl-C

Delete Project Crl-I

Exit Chl-
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B R R

H 3 1 FIERSE R Et File > New Project
2242 Group ( _g T S [ New Project
ﬁ?il’g' 71 InstantScan ﬁJ P LR oy
A Ik g%{r*IIEIJ T ﬁ“ THE ﬂt}_—A” Devices o Create a new Project.

)ﬁiﬁ# [[ ?‘JF&I J[Ij ”_’d J'ilf[ J%’EE' |l /Hil& =uj <<(J:" Enter the name of this project. New a group/device by right-click the objects.
rF' ﬂ> }{ygf =p J%L IpE] SeleCted Devices f# Select the devices into the project.

AT [ER @Pﬂfi%"[{e @FEF[ ) %gﬁ_gﬁ%{
I'FI ’ ’]ﬁm%ﬁaﬁ >> FII’}:[J%EE) I fi' e ﬁ.&gﬁéﬁ  Select Mode

Next Step % »— W& - DGeneraI

~Project information

Name: ‘F’I’D]ECL'I

~Selected Devices ————————— -All Devices

Group_1 : Device_1 £7 Davices

Group_1:Device_2 =] Tq Group_1
== Device_1

e == Device 2

Q Hext Step /H 0K || Cancel |
%% 2 :S.%‘ﬁl“@if; File > New Project > Next Step
%J Base Device (ﬁlﬂ’@?ﬁa o 3 ﬁ%%% ~Group'Project Setting x
s, )?)?:" [[—E‘T :i[JU%fEA —;]' %{E"l
| 1% [ = [ ; _ )
IF-IFJ%}‘*—*&I, S TTVE J%%&iﬁg—?%fh [?? EL 0 f&'{i Specify Group project settings
OK 'T‘?H‘I %‘—L o Edit settings here to help define your new project.
rGroup Setting
Base Device :

q

(Group_1 : Device_1

Back Step q| oK ||) Cancel |
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>
~

W

A N
Vel

HR3 FEHR
R Save Project fi =1 E! F‘U?J*i

File > Save Project

File | Update Tools Help
Device/Group Manager Ctil-T
New Project cl-PoL
Open Project Chl-0
Edit Project Chil-E
ave Project Ctr
Close Project trl-
Delete Project Chil-b
Exit Chil-x

2243  PIREE

H 1 BEAIAAE

Eﬁ_ Delete Project 3#fi o

File > Delete Project

File | Update Tools Help
Device/Group Manager ctri-T
Hew Project Ctrl-F
Open Project Ctil-0
Edit Project Ctrl-E
Save Project Ctrl-5
Close Project Ctrl-C
Delete Project Ctrl-
Exit Ctrl-3

%2 2 MIFRRE

File > Delete Project

4#“'L?EEIHJ[§-'A‘ LJTFE' HDIN |%<%"$ OK ﬁlﬂﬁfjﬁ]ﬁ,[ ( = ‘Delete Project E
E‘:& . Select a Project.
1 - R L%JLEE‘OK et ”g1 E'H?([Jf 7 =ik Select a Project from the list below.
FIPIRR o
2. VT ['Fj éi\\fiﬁﬂ‘f F L FJ?fJfE[ ~Project information
R " :
roject_1
£
o
—
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>
~

W

AN
VHE s

2.2.4.4 ﬁﬂ?%r“[ﬁ?}ﬁfjfgﬁl

%3 1 BT L
&ﬁ% Open Project i o

File > Open Project
Eile| Update Tools Help

Device/Group Manager Ctil-T

NEE_F_"_TI_J]_ECT Chl-F
Open Project 1l-0
an
Save Project chl-s
Close Project chil-C
Delete Project Ctil-
Exit Chil-x

% 2 BHEWTHEL
SR ERIBITRONE - i OK IR 1 -

File > Open Project

( 7 Upen Project W
Select a Project.
@ Select a Project from the list below.
rProject information
roject_1 \
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#3 3 *F.,‘EJ InstantScan File > Open Project
Tnatantican Confent Manager - Project 1

Ut B IR InstantScan - - | SIS
B DRI o7 RS TR || Slele e
fOsE! °ﬂﬁfﬁ‘%’@ﬂfif%‘ifzﬁ’?ﬁ"@}éifgff%ﬁﬂ?ﬂ o]
T FRREE PR 2 B - | ||
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mailer

¥3%
mailer

1757/ J7 ?f/ mailer ﬂ»‘f%”é??i/ =

3.1 Mailer A&t
RS o J%%’ﬂ#¢wﬁﬁi<mmm»ﬁﬁ%A RO £ - SOEESEING - B

Py

YV V V V

Y

7

o mailer pazs = [y -

AR g\[?{al CPU/Memory (" Jiﬁ= . ?ﬁ’i[?l/HTTP/ﬁil fﬁjﬁ@,ﬁpm EIRE S ET%I iR B pY IPIMAC f’FE‘ﬁ’:J A=A
SR | I ﬂm~ﬁu¢

FTP 1+ L FTP ([IGER oYl PRI iRin] - 2R B D -

A e “’i‘“ﬁﬁ& FRAVPTE] ~ A ﬁﬁ&ﬂ' EaES “’T‘“i&iﬂ YR @D - ri%iiFﬁ&Hf i %&%EFI F%
TRl %%F”qé % ﬁ'%ﬂii i5 Y Ay

RARFIG w%lf%wwﬁﬁ‘@ S0 ERATAIBE T

S LS ,xx%f:!;éi YA

f

3.2 Mailer F%*Q‘—_
EREAREE R L e “"4'%HEiﬁﬁ§?&®%%Wﬁ*ﬂ°%ﬁﬁ§%ﬂ@?f’%ﬁ*°

HA L R mailer > System Info

&iﬁfﬁ??w L )32 CPU TR

T

JJ_&.A‘ | NEYT 1]" ,+F—4l ﬁﬁl = A o) i =
= ’?F;a‘aﬁ SRR AR RS ] ) B i = @
System Info E-Mail Alert FTP Setup Report Center Syslog About
CPU Usage CPU Usage History Memory Usage

Managerrment Server Info
Database Server o Benice on (CAL7Metworks\ApacherdpacheZihtdocs)
HTTF Sener Senice on (CALTNetworksiMySQLIMySGL Server 4.1)

Managerment Server : Service on (C:AL7Networks)

Network Infor
Description=Realtek RTL3133 Family PCI Fast Ethemet NIC - Packet Scheduler Miniport A~
Address=00:08:A1:35: AE6E
DhepEnabled=0
IpAddressList=192.168.17.120
Iphlask=255.255.255.0

2006/10/20 =4 09:44:54 [Management Server]: [Repant]Na device has been chosen
200B/10/20 4 09:45:54 [Management Server]: [Report]No device has been chosen

200B/10/20 14 09:44:52 [Management Server]: Management Server Started
2006/10/20 4 09:46:54 [Management Server]: [Repart]Na device has been chosen
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3%
mailer

3 2 B R

it Edit Fg - 2% By Local Server 2 « i *
DNS ffillgdi IP f 4> 7% Check Time (mln) 1
g _rﬂjqﬁ@f\_ N EJ 3 IF' (Fp Jﬁ U] o PP (& il
[—tﬂﬁﬂ SMTP l'i q& = L_%, || RiEaN %%‘!ﬁ_ By
SMTP Server fEfEl Ir ] Test » R Y
SR Jﬁlﬁil[ [y * LI'TIEH%FULH D bud R
OK I Ign»%;{w

Mailer > E-Mail Alert > Edit

@

Report Center Syslag About

5 n e

E-Mail Alert FTF Setup

i

Systern Info

InstantScan—MySQL connected V2.1 =

Wil Server Setup Alert Receiver

Date T2 [ 2cton E-Mail

e Iy [

| Custorize Mail Message

$Date $opp Shction $User

DNS Server =T _ prein |
|-Subject
L ] Vou are net slowed to do SApp's SActiont
User Name |
Hi $User This is a message from the IT department. The
$App $Action you were trying to access is forbidden at
Password

$Date. Please strictly follow the company’s pelicy.
Far rore help, email IT Support Desk

Check Time(min)
~ Test <,' EdD

2006/10/20 - 5F 09:50:54 [Management Server]: [Report]Mo device has been chosen.
200610420 _F4F 09:51:54 [Management Server]: [ReportjNo device has been chasen.
20060420 b4 09:52.54 [Management Server|: [Report]io device has been chosen

2006/10/20 L 4F 09:49.54 [Management Server]: [Report]No device has been chosen. ~

33 HRIEHFE
HPRASFEEY S8 iforop 7 Ao bR H R
?$Date $App - $Action ~ $User) - F

Mailer > E-Mail Alert > Customize Mail Message

InstantScan—MySQL connected ¥2.1 =

2 T
= e @
Systern Info E-tlail Alert FTP Setup Report Center Syslog About
Mail Server Setup ~Aleit Receiver
Date | App. [ Action [ EMail |
¢ B y @&
Cu:hmm Mai Message
‘ tpp $étion s | |
DS Server | _ preisn |
i }p. ] You ere nol slowed 1o do $App's $Actiond
User Name | _
Hi$User This is a message from the [T dapsnmiﬁ-&ks\
Prsswanl ]7 /|| ¥App $Action you were trying to access is forbidden at

$Date. Please strictly follow the company's policy.
Ear more help, email IT Support Desk.

J

Check Time(min) |

2006410720 £ F 09:50:54 [Management Server]: [Report]No device has been chosen
20061020 4 09:51:54 [Management Server): [Repont]No device has been chosen
2006/10/20 £ 2F 09:52:54 [Management Server]: [Report]No device has been chosen

-
ot Test 2 Edit

| :

200610720 b 4 09:49:54 [Management Server|: [Report]No device has been chosen A

el 1 i

)

$Date ([!#])

B TEEH AT AV

2005/01/01 10:10:00

$App (=M i‘\?ﬂ )

Il ™ 38 E i el ™ [ I =

MSN

$Action (ffli"]=5%)

T EERVIMEH mtw; o

file transfer

$User (i H =)

TEUD 14 PV IMIE ™ | H I=5F -

user@host.your.com

A SLBT I oL
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3%
mailer

53 4 TREE ST

g, 2
fgf il Jﬁéim\;njlillﬁjﬁ

fl‘%ﬁéﬁ Preview [ - %g

Mailer > E-Mail Alert > Customize Mail > Preview

Subject: [L7 Networks] You are not allowed to do MSN's file transfer!!
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For more help, email IT Support Desk.
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Day Week Hour  Minute

[ Clear only, don't backup. [~ Database ™ Record Files
HIOSKSe | Get Backup List ‘ ‘ Restore ‘
Host : 10115

Save

~ Test B Save

2008/10/20 4 10:10:54 [Management Server]: [Report]Mo device has been chosen

2006410420 _£2F 10:12:19 [Management Server] FTP hackup=>On

2008410/20 £ 4F 10:11:54 [Management Server]: [Report]Mo device has been chosen.

2008410/20 £ 4F 10:12:54 [Management Server]: [Report]Mo device has been chosen.

% 6 L]
=i+ Backup Type “$

I“"L"F& BIpvEeR Tidad
[_‘

<EFHRIEFTP |
II: flg}*‘\[l}é ﬁ\/ﬁiiﬂfl °

YR VAL« R
Get Bakup List #& » IR
N R %J,E& Restore

Mailer > FTP Backup > Backup Type

B || &

@

InstantScan--MySQL connected ¥2.1 =
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¥ Backup only = I I

I™ Backup and clear.

¥ Database

Backup Type
™ Clear only,don't backup.

W Record Files

‘ﬁpsewer
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Part : 21 V Psv

< Test B Save

Host Setup | (et Backup List ‘ ‘ Festare. |
10.1.1.5

Host Directory

User

2008/10/20 = 10:31:54 [Management Server]: [Report]No device has been chosen

2006/10/20 < 10:33:54 [Management Server]: [Report]No device has been chosen

2008/10/20 b4 10:32:54 [Management Server]: [Report]No device has been chosen.

2006/10/20 b <F 10:34:54 [Management Server]. [Report]No device has been chosen.
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L7-NETWORKS

23




» 3%
mailer

InstantScan ¢ * & p
’.r/_ '% 10 :‘{?%’/"%ﬁf é;ﬁ%‘a% InstantScan—-MySQL connected ¥2.2 .
TR [ 15 » L1 SR A H B 4 A 8 s | @
Systern Info E-Mail Alert FTP Setup Report Center Syslog About

N AE

|
PO0EA10/20 B4 11:22:27 [Management Server]: Management Server Started.

sl

A\ 4 B PR mailer » [T )R AT ES C RS 18 0 L7 Networks w0k ['fSE[fii% - mailer.exe o FEI(LTY
Hg 7 g, C:/L7Network e

iEL > 7 mailerexe [ HRiR Y o JIF BT - Mailer SRR [IY

24

L7-NETWORKS



InstantScan ¢ * £ p ¥ 4%
1\ 4
W E
$4F
| =
IM RS

1‘75’7/faf/27[//f7/$7“ &M R ﬁ‘/‘V?ﬁ{A&ﬁlnstantScan LI

InstantScan ¥ £ POP3 (s) - IMAP (s) - Radius - LDAP ==& =0 - =IHR ) I;ﬁ rl&fhfﬁ'?ﬁﬁ POP3 (s) -~
IMAP () S kil » FREEEREAYH R 1 POIFRR SR - E0# [ 7%) Radius 5 LDAP [l a2
gtz Ifi 1Ry s R - qV@ﬁ:tPangﬁl Jjﬂ o

4.1 REEpVER
(1B s BT S Y R - F{ il %Liﬁﬁﬁjﬁl [ BURTH e A 4T InstantScan %ﬁF FY 1P b
SN Eflﬂ?}*ﬁ%ﬁ? S o

T R

1. giﬂj el

2. J&&‘E&'HI

3. %;“{L_ - ;[xg\r

4. i IE YEf H o A ST https:// InstantScan P Byit (79[ https://192.168.168.201/) i E&REAIF -

42 FHCREREL

421 Pop3(s) ?B“i‘__

#H21 r%’?‘:_ Pop3 (s) & IM Manager > Auth > Pop3 (s)
E‘Jié_'? Enable User Self-Registration (5% |E& | [v]Enable User SelfRegistration
#E Pop3(s) 5&“?5’3;‘1’59" EET‘ I'ﬁJﬁF\’/FE‘ IP | hentication T . ]
e e @ Pop3(s) | Imap(s) () Rad ) LDAP
ﬂ'lfl q@g«g{@ YA FIJ[F %/a!«g]_l oo JD,L.F; (s POP: lce:n Wi op3is map(s ius
995) LR - i 2ESSL - lzﬁ& P - (Shsetting  gorver o111 |
Server Port ’1107

B Pop3 A 110 iLi) Pops 4755 S
SR 995 e -

W St #ily]

Server IP Pop3 (s) fﬁjﬁﬁ%&'ﬁfj IP Bk 10.1.1.1

Pop3 (s) ffillgdi e vRLEVgEFUR « FIU0 > Pop3 Mgindismini 110 shast

ij Pop3s ’357 S 995 SIS - 110

Server Port

FGFEJ ULS,SL f\j”n ﬁkgjmﬁj ﬁF'u}atr’*E]‘{_! E”};{j“jt: @%,&Hﬁ_ T = SRR
@iﬁEVw“PW e 2 (5 TR et i

. » M IVIH~ {fdf Private Key » F
Encryption b~ i Public Key W‘ﬁﬁﬁ“—f‘,f SR AR PO LA T
4’*#[ RSl ﬁlﬁﬁvmﬂfﬁ:@ HAers EFIJF”?[&%: ”LJT

L7-NETWORKS 25




InstantScan ¢ * £ p ¥ 4%
IM & 555 25
HESFVE R ? PR Ei’ﬁﬁlﬁ@ﬁj Rk Public Key A
Ay ?{5“ ] Private Key T} - it ]
4 4-1POP3 (s)
4.2.2

Imap (s) #&

H1 FE Imap (s) Reeg

2J3¥ Enable User Self-Registration (
&) o EE Imap (s) FLREERIE] - fay
PR < DR (T S
995) sl % #JEESSL °

Ei‘FlJE&
[HEEL
r!i' Jp i (fﬁ'rsfF

3:19
lﬂ*n%« Hﬁﬁr%“ﬁr‘ét

EEC Imap A 143 i) Imaps R
AL 993 S -

IM Manager > Auth > Imaps (s)
Enahle User Self-Registration

Authentication Type ) Pop3(s) | ® Imap(s)) _ Radius  LDAP

IMAP setting Server P [10.1.1.1
Server Port M

Encryption  [w] SSL
R i |
Server IP IMAP (s) fRlgHp IP Boit-e 10.1.1.1
IMAP () il B e PRI FOpiF s - I > IMAP IRF5aEH 143 s
Server Port PJ IMAPS %7 i‘éz{é}'tﬁ 993 lg:_‘lg‘* 993
T SSL R SR g 2 e
1[ﬁ¢ﬁ@ Vig s B [EAE IF JJEJT%f'*F V- i Private Key -
. ﬁﬁs‘j%k fi# Public Key E’P"f’[ﬁ"ﬁ‘,f‘%[?ﬁﬁﬁﬁ A ,[, [ﬂxgﬁﬂﬁﬂf\_ﬁiﬂfﬁﬁu
Encryption TR EJ[ I'FU il %,I}EE"HV;EE_:I:‘;R fRfeR > iE dp Jfﬁi: Hrr g L SSL
N A s uﬁlﬁ"@ﬁ:’ FRLESE Public Key AR
R ?ﬂ e Fjj? H Prlvate Key TFDEJ%%FIJ
?“ﬁ? 4-2 IMAP (s) I%{u_
4.2.3 Radius r%i‘—_
#Hak1 %’“‘TL‘ Radius &g IM Manager > Auth > Radius
ﬂ[”ﬁ)\'?J 3\\ =RET 4 Radius |,’§E/% #|fiVE) | [¥] Enable User Self-Registration
- éﬁ[ﬁﬂmu ot Radlus llﬁF/a*E L JE%?
Radius %ggﬁw FJIIE'FI ?ﬁ;' = ”]jjﬂ Authentication Type O Pop3(s) O Imapis) @ Radius ) LDAP
[[E%TE » InstantScan { 1A% Radius |ﬂJ§F,%§j:E4ﬂ RADIUS setting Server Ip W
2J3¥ Enable User Self-Registration (EIP(E'JE? Server Port [1512
) - Radius £ &%ﬁjiﬁgl?" g? [ﬁjﬁﬁ%ﬁ' IP I
fﬁJqBE{gﬂfﬁ‘ E?jf?"j Radius [Jq&é‘éjﬁiﬁlj/Secret Secret M
s o IRis - @?&“‘%ﬁi’ o
il | Y]
Server IP Radius [’ﬁj’iﬁ%ﬁ' IP Puhto 10.1.1.2

L7-NETWORKS

26




InstantScan ¢ * £ p ¥ 4%
IM & 85 5525
Server Port Radisu [’ﬁjﬁﬁ/%ﬁ?}’ﬂiﬁéﬁ LR o 1812
Secret Seiret jQL_ Raidu‘ﬁs’ fﬁjﬁﬁ/%%?j Jt’ljﬁ sﬁ%‘ﬁf{?@ﬁ & @ﬁ o ujmﬁi{@%gyﬁ =+ secret
I IR Rl S P R | J[?}S»ﬁﬁﬁd AR e R A

#f% 4-3 Radius it

f f
4.2.4 LDAP ?&‘:\L_
#H21 I%’Q‘—_ LDAP BE&sH IM Manager > Auth > LDAP

IPRE] 2 RIS A LDAP fﬁjﬁﬁ%g » BrE[fif) T | []Enable User Self Registration
‘E“f*ﬂlﬁﬂ%@ . LDAP [RITgER 1o R T

LDAP @ E'Jﬁﬁﬁ%ﬁ@ﬂ” . ?Hﬁ' E'J?ﬁ;l E' ";E%!:PIJEJHE‘ Authentication Type > Pop3{s) (. Imapi{s) . Radius ® LDAP

SRS > InstantScan ¢l LDAP i

AR | LDAP setting o2 |
fE:I B R fﬁl ] %,E@T 1 ﬂﬁ%%—%ﬁ%ﬁ% , Server IP |10.1.1.2

InstantScan ﬁﬂﬁ’ﬂ“t’ﬂﬁ%ﬁ%ﬁ%@éﬁ LDAP (il
b >~ EppbeE E\'HFI‘ﬁéEF'JE'HE\JJ‘iEﬁ*‘ﬂE%f)
2J3# Enable User Self-Registration(??E'JE%EE) °
E Y LDAP LRI - iyt ([l 1P e

(7R - LDAP AR > i) i -

R EAig

H{y]

A 1P LDAP (i 1P #5ii-

10.1.1.11

#fft 4-4 LDAP &

L7-NETWORKS 27




InstantScan ¢ * £ p ¥ 4%
1\ 4

i 321

InstantScan g R

L7-NETWORKS 28



InstantScan i * £ p %5

e

InstantScan ? BRI

oy

¥5%
InstantScan Fy=El =5 /7 gy

FHEg ;ﬁé[ 7InstantScan ﬂfg%?f’ﬁﬁ/%‘;’q%‘éﬁf o

5.1 InstantScan % #5E" |

InstantScan R £ - AFEEEY S Ao SRR I TR {0 970 InstantScanbEf o [ A I R A
A IAETHS 4%V InstantScan ﬁfﬂ[’ﬁjﬁﬁ%ﬁ' 0

PIATRZ R 16 b 2 PR [ R T 5 R i) [

5

1.

by

S SIS I = R SRR (M) RSO (P2P) B T - SO £ BB » i
A HTTP sl » | PPREEISAOR )« 55 B 8 R R - fm,%%z.w IR ENEES SV

[ESRNRS =) f“‘%’%’r‘l‘i@?&?ﬁlﬁﬁ? |5%

Step.2 Step.3 Step.5
Normalization  Behavior Mgmt Report/Analysis

Anti-Virus

i Game

W
v
i

Chat Recording
IM Streaming
Keyword block

P2P Bandwidt — i
Mgmt. —

J
%
Realtime Layer-7 to Layer4 Interactive Deep Content  Offline Report
Learning MNormalization Behavior Mgmt Inspection / Analysis

FEEEC I B ARS8 2D e B A IR - InstantScan R B C) 2 l’mﬁﬂﬂﬁfﬁ'l"&) — e
F‘ﬁﬁ;#ﬁ[ﬁ%ﬁ»‘?'\%@# »InstantScan  JR{pI S R R R SR o TR E]E 2D MSN R HTTP Faip
RS SR EEE 2D IM DT T« TSR R TSR T R R E R

BV TR BT I et ¢ R R e > RLII TR o ST TR Y T f e AR R e e AL
InstantScan {417 77 et " A BT G SR AP RT SR B L TpUE| PP E R T R
SRS 5L IO f] - 2D InstantScan PRI HRET 1M s B0 MSN @ FIES (RIS 1o et
F MSN 2 FEARTEIV 1860 BRI 1 - EJ[JSF?F'#J FHHTTP PRI fAR R ias o RIF L - (e S )=
R b f' HTTP/SOCKS4/SOCKS V‘%fﬁﬁﬁ%ﬁ (ﬂffﬁﬁﬁﬁﬂﬁﬂ HTTP (Rl ) o diB1vRL -
TSI R 7 T IR MSN IO E s R

JEFEIpY S I o SE S InstantScan HIF T RS
SR o " !

L7-NETWORKS 29



InstantScan ¢ * £ p 5%
InstantScan ¢ 32 ik s/ 5

3. IR IELECR S S AU e IR InstantScan [ J‘J‘%fﬁ P R o S AR 8 SR S BN TS
R A T IR SRR o (iR R J‘;gff—‘[ i & IRl E'Jé‘ﬁ}’i{'ﬁr’?ﬁl » 1Y LDAP ~ Active Directory -
POP3(S) ~ IMAP(S) * RADIUS -

4. VERR R %@%FETFW[‘J}&’E@?E@FF > w1 InstantScan i’ fﬁT?EH/FE'?F'",’ SR b TR MSN
WV@WLRLW@WWtJ°ﬂ@ﬁﬂﬁﬁwi§ﬁv%ﬂ@§?FFH@W%»*@%NW?%%%o%@wﬂ
ﬁ’ifi'ﬁfﬁ“ ] %"J'ﬁj\?}%ﬁmﬁ—ﬁ > InstantScan fieSi rIMﬂ_ﬁlg i) ff[fﬁﬁ'ﬁﬁj? ﬁjﬁm IM iﬁﬁ']i”srﬁj“

5. FERHBACIAT K WA TR TR E SR o B PRV o SRR SRR E TR R AT

e~ IMRRD RS £ ~ 1) 25 FIAIRIRET A TR (R a8 g - %%P’J‘l’éﬁ'ﬁjﬂ (=~ 42> 2 HI']"] PDF/HTML/Excel
EM?‘,?“ T ?"EF'UE?J‘ EiPGLGl JJ‘H‘I’T‘JDTEFF?I&“. °

= A R I S TR

3o PHRASEEE  fR I =S - InstantScan
RN IR

ST TP AL o e Y SR A A TR e
BP0 R A S A TSRS e T S

LR ST R AL R T Y P R - I T e A

R

2. FERIFRER ¢ AE R I ORL A [T A R U ST R o BERRRRI
VRS o) 17« o R (R » T AU 5T oy -

3. AR ¢ AU S OAVATIRS O TR I - U P R R - P S
S P YA TR ML oy e -

L7-NETWORKS 30



InstantScan & * £ p %5
InstantScan 3= i &1

5y

5.2 [‘Jﬁ’mfrﬂﬁ

InstantScan | F“*Iﬂa%pﬂ*‘vﬁﬂj‘*ﬁ?ﬁlu[ﬁﬂj‘@éﬁj\?ﬂ (IM) ~ Eﬁﬂﬁf‘ (P2P) ﬁlﬁ}%ﬁj?ﬂ ﬁﬁilﬁ{ﬁﬁj?ﬂ ~ TR
ﬂﬁ]‘éﬂﬁ Ras VoPWH&‘”ﬂﬁE'[ (eI Hh?ﬁ‘ g*‘*%” imé‘rﬁﬁﬁ[ﬂmﬁ,n*‘rﬂ L 2 ﬁuqﬁfj%dj ER
Fehe— <UL pm{ﬁ[ﬁ e A I ﬁaﬁﬁpﬁgﬁg Rip N 3o NN R E S [{Eﬁlﬂl glﬁ ﬁ;}ﬁj
B R [ﬁ o J{Eﬂj@% IR Eﬁﬁfmﬂuﬁﬂfww%ﬂJﬁp AL T ﬁ s
EIpY o Iﬂ%*ﬁ”ﬁf%ﬂil 25 PGS ST | Ay R AE s S o

Web Manager IM Manager

-managed by IM account
Yes

Packets in Traffic Azﬁéﬁ:ﬁm
Dlscovery -managed by IP Address

[ 5-1 [ R R Y A
I A 5-1 574 InstantScan S f Uik &2 E%E“%@LEE[ é R e bﬁﬁf FiE e | W’ET [
TCP St Sy kL (28! [ s <'7 i HTTPISOCKS ) AL (AT sﬁ“?“:E » H AT nsiantScan feh e RS
A 57 Fe*%’ﬁ‘idlﬂ RE PN R SRS Y 1P (Mrﬁﬁ“ ET‘E ‘PE‘J#’J# CETigs 1P s |
TRERL R R PURBE U & ] SR e - 2 MR g -

FJ',L ?f” SFFEREEE FIES » MSNIYahoo/AIM/ICQ 5 IR SpIR i BRbHY 1 B 3 I fUREIAEN 1« o liERLEY MSN

g[ﬁ"z it 1863 ~ Yahoo 5050 ~ AIM/ICQ 5190 - 1 J]] Eﬂjﬂ%ﬁj’ﬁg,&@!aﬁtﬁﬁﬁ@ Efsgid - InstantScan
= 7@[‘ o el ﬁf%[ U MSN sl B SR B fﬂ@'ﬁfﬁ‘ﬁ f o7 MSN SIS - MSN_A i 1863 »
! J_—’F{ SRS S 1) MSN Bwq‘z\f Ip'p"ﬁ'r 80 sl » iy BL T4 pjprmfﬁﬁ'

f PRIT R P IR AL 80 RSt s (AR R B T N N IR
RIS URL]EJ%& {ﬁgl}f‘i‘,:ﬁrﬁgl[ #N [],l

5.3 InstantScan sfE! /i E‘I%"*‘E‘l"_ﬁ'LEJIJ

InstantScan #i2fl 5k b A* U= et T -

T ) R InstantScan é*@gﬁﬁ EAPI) b[;kﬁﬁj _%

InstantScan B i%ﬁs}ﬁ Dby SRR Flgf 20| Pdg %Uiﬁ FUF);:EJ%:L:EAI .
ﬁJﬁ‘iﬁjﬂ{[ﬁl LITE InstantScan i JﬁJ d[iﬁj-{ ) e i]'ﬁ‘w““ LETATET
PJ?ﬁﬁIFﬁ: F‘['F'ﬂ’ B J%Lﬁjf,ﬂvl E*T\E‘Jﬁq SlEat JI}iL F%L InstantScan °

N

L7-NETWORKS 31



InstantScan ¢ * = p

%5
InstantScan 3= i &1

&5

5. JRJET] 1 B | R (R e [T

5.4 InstantScan Q%}H‘%EF'EJ

I PR e

1= e
' EEE TS
B = r'EJ?fEfi
- X | R NE
3| R
g | vires
I
- T NG S e | B [ 2 b oA N s ik
— B [ USECPE GRS ) 9 E e R O R -
FIp B | [P - e O Pl A G [ R -
Q | EWIRITI o [ RS A -
CN | EETCR RO R E L -
il At

?drﬁ 5-1 InstantScan [l 3]

L7-NETWORKS

32




InstantScan & * £ p % 5%
InstantScan ¢ 32 ik s/ 5
5.5 7 557
B5 BE! P
Device/Group Manager | i Pty e
New Project o %ﬁéf:;t
File Open Project F'Ej‘ﬁﬂf FEYEEIE
Close Project MENIEES
Delete Project P 2 SVASTE EJI
Exit B AR R P
Upload Configuration F[’ﬁl%{ﬁﬂ%{&" -
. = :Hl A F AR R [EE i R 415'0*[_ P s
Register Eﬂr[ﬁf‘ ’ﬁ[ﬂ?/guﬂ o ,&ﬁiﬁuf" L j;@ jj ﬂjﬂ .
Update IM engine FERIFH =R IM J [
Update pattern (ERIFE 1= RIEER [ 8
Update Update AV database PRI R ) e R
Update URL database (ER 1= R1#r URL ??6‘7{6[’%
License {;[[F‘A L:EJ ,EEI:F”J{ Web > [0 17 F4 JE (o p @? jqilﬁﬁ??j
%0 YRR e
Option EI%HI/@\F%}“:L
Support list InstantScan T $E[ivVE [ %
Account Manager Ex %Lrpﬁ“ [P A
Change Password EI c'ﬂa FE
Tools Language Setting ;ﬁfﬁj i f I IR = G .F'TF:'
SNMP Control fﬁ B SR Y R JE}{J\Ft I
Config Backup |TE[ Dy PRI PR
Config Restore R R PR CRE R
Help About U5, InstantScan 5 4 241

5.6 T AR EA5 4

%2 1 ABIEH I+
InstantScan #/# + E@‘%f’ﬁ"ﬂ”ﬁr%’ il AN A
7+ o %&ﬁ_ About g‘ HEEiE ke

Help > About
File

Update Tools |H
Abhout
h|E

Project_1
a= Device 1
s Device_2

2 2 BT AR R £
O e o e

JEE IR IR AR pAS A2 A 1 -

L7-NETWORKS

33




InstantScan & * £ p % 6
Fe R 3o ? LISl S
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!
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1‘;7’7 J7 7;r7,’ InstantScan /& f7=¢ ﬂ@aﬁ%ﬂﬁ%ﬁ4 TEH] o

alﬁfﬁ

PSR S AR TR R T A SRR D T i R - 4L
FCESEH S T 1 A B 961 IS 07 | BSTTS0 g 11 1+ BST709 gl
SRR < B5% » {08 BST790 i PRl - U il = R o RO I P g - (10 L) BS
7799 FL- S WHIRT o EE BT 2 B o T Efs (" FPUER é"gﬁ{”?@zﬁjﬁw%ﬁ[ﬁl vl
EFH U = RTEAIE © InstantScan PJﬁmﬁﬁ * i BSTT99 ﬁgtﬁ% B BSTT99 FrEh ﬁﬁ%ﬁ
Pt = R RE Y ek -

6.2 FIpY
[ PRI 2~ PR 2 il A R ) R - InstantScan s TSR  HIMIET T
OFF TP R R R L RS RN [ UR RS S TR S I AR

6.3 H¥EFE

InstantScan | i Fll = AR o SRR

1. Admin : 2t E }‘?’E‘Ejﬁﬁq?ﬁﬁ‘@ i ﬁjﬂtﬁfﬂffﬁ?ﬁg’fﬂ%gﬁ' °
2. MIS Sy~ fio | ﬁjﬂ%ﬁfi'?fﬁfﬂ?\iiﬁiﬁhﬁ'l’ﬁ?%ﬂﬁi o

3. Audit: Iﬁ G M B FRETRIERGEL lﬁ':"'??ﬁjutﬁi'?fﬂ“

6.4 HER

T [EET- V% T InstantScan PJ”",’?FEJ%E’E% T J&ﬂﬁ%ﬁ'ﬁm ﬁ’li@ﬂiﬁiﬁ‘ﬁ?vmfﬁjﬁﬁ%gﬁfjnﬁ%%?iﬁ% o fﬁgl[?’gpfjuﬁﬁ
MRV R InstantScan > G 2T plfER Y e RRAEE 2 F{J*é‘?ﬁ‘f * R Ffﬁ N _FIJ%WFW%Tﬁ* o

6.4.1  FUEHE R

H31 ?Tff;l[[ﬁﬁdfr,%“%: Tool > Account Manager
3% Account Manager ([[RBFRRIED) 27 - _F“e Update [Tools] Help

b Account Manager...
DB

Ch rd...
Language Setting...

Project_1
e Devic
= Dyic| CONfig Backup...

Config Restore...
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# Bk 2 FR P IHIRAE Tool > Account Manager > User > Add User
InstantScan " [ ]ET % & e F’T S = Account Manager

ST | T L T T R L7 Authority Manager 3 MName Group Description
QCC?FURE I\i?nag?r A< " FI" Fh"a F'[F) %; f 'L '*,;E/' - JQ, User iéadmin Wdmin Administrator
lfquF/éEE‘Jmﬁﬁ l i IE' PR AR R B9 Group s IS Mis
Jaudit Audit Audit

Add User
DefeteHset §

i I ID

R i Ll

Name ( &7 ) T V) R R T R 78 test

P TV ECE R R AR PO R > o0 Y = PR

1. admin (*E?i' SED) FIJ%?‘E InstantScan - ﬁgfrjﬁé%%’ﬁ{uﬂ%f%‘%—i‘*ﬁ AL -
Group (E55E) 2. mis Gy~ £+ BT InstantScan - (E12 3 i ey = ,?[’E’J%T'%"%@Lo mis
3. audit (?;Tﬁ/i MED O p‘ﬁ,{,[’ﬂﬂéﬁﬁ?léﬁw l'ﬂﬂiiﬁr%’iu_’ InstantScan -

EEC RS PSS .
Description (4f'%) %éﬂﬁ%ﬁfﬁlff%%%‘ﬂﬂ o ;ecsgount

K 61 (RN

# 38 3 ;?}%[[E%?F Tool > Account Manager > User > Add User
@?ﬁ“ [SferErETRvREE €7~ SRR 2 = Rdd USer X
sl W, THE B + "v‘l:lo SN =W L.,
H Ldf,"ﬁ%:’ ) R T %ﬁgﬁ” OK & %?t Enter a unigue name and related information for the user.
rUser Information
Name: |test |
Group : |MIS |-|
Description: [testaccaunt |
Password : |a--r |

Confirm : |ﬂ-« |
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Information

The user is added successtulhy.

_—‘J-'_'_\_\-""\-\.

OK

%Ak S B =TI EREE
ﬁ &Ry g =R > (2T 7 Account Manager
SRR EY ) prom F‘E[""”[J FEUAY I

Tool > Account Manager > User

Account Manager

&7 sutharity Manager

H, User

3 Group

Marme Group Description
ladmin [admin Administrator
mis MIS MIS
“laudit lnuait Audit
[rest MIS test account Jli

# 2 6 H[@[ﬂ;&}? Tool > Account Manager > User > Delete User
ﬁif— [[J:QEFF FI%[ s PSR SR I% Accnm Manager _
HEE Delete User (fY BQ E:IF'J:H) Ape - 43‘”&;'2’[“"3”39” e Mame Mm?r:wn o Deseription
R Group i

 fmis MIS MIS

faudit it it

' ' test account

4 1 [ D
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6.4.2 l"%'clérfw Elj:gﬁ 3 ;T‘Fﬁ_EJ fr E-[Fﬁ;ﬁa;’ﬁg

#H21 %Ilri?_i_ﬁlaér{f{a;’ﬁ% Tool > Change Password
1§ Change Password (RIsifE) 27 - File Update Iﬂﬂls‘ Help

Change Passworil...

Project_1
e [avic

Lang ...

Config Backup...
Config Restore...

Tool > Change Password

B2 i FHTE

~Change Password

111 Old Password (g}éfiﬁﬂfﬁﬁ) = New
Password (%ﬁﬂiﬂ}‘fﬁ%) » JREs 7+ Confirm ('ﬁ‘é?‘,{)
T IFIAP P « R OK ALt

Enter your old password and new password.

X

|

Confirm:

rPassword
Old Password: [~ |
New Password: [~ |
|
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InstantScan Traffic Discovery (il HE) ﬁjﬁu ) EEFH‘E”’R—H InstantScan gfgafp B — B R Eiﬁimﬂfmﬁﬂﬁ'} o
(ES T %Mﬁ%ﬁi {ﬁi'é‘muaﬁ#d%rfﬁwug. Ffff;lﬂﬂp‘ s H] Tﬁxzjzligglmrug ¥+ - MSN/Yahoo/ICQ/AIM =[]
Eflﬁg*ﬁj\?g fi &l kw A FLHPOIREASL R f ”J ?F—*H }{i‘l’[%g_ w7 Traffic Discovery - - i Traffic
Discovery - if E‘fk Fim ”'[ R E IR 0 P DS S s g s A

Ha 1 E—T’é’ﬁﬁﬂﬁ}{‘iﬁ Function > Monitor > Traffic Discovery > Dicovery
it Traffic Discovery FRERy™ > [~ FI° ‘]ﬁglﬁfj & Configure |
A s »%?WW PR AT pOliRs s ag iy | [ Discoven | : :
i Oy '/Jﬁ_-wi 3= 30 > Traffic Discovery £5— R e type sreip [ sre port | dstip | dstport] in bytes out bytes
JF% 5 :j'T bﬂ%m_\‘: 5‘;4 Eit I*"‘i |Ei| F' I[bﬂ% j% aol (3 connections)
RN IP R R TS Fj P Il B E%%:%}E%E%ﬂ? .
= .168.17.58 {5 connections’
{‘FIJIE—-'MJ‘YW @msn 192.168.17.58 6B 19316817190 3128 12839 3208 ]

@ msn 192.168.17.58 36ES B5.54.239.80 1863 14 14

@ msn 192.168.17.58 J6EE B5.54.239.80 1863 252 136
B TR B 1921081768 3068 207eeiTo20 @0 0084 2613

@&/ nbns (3 connections)
MSN : 1863 & smb (3 cunnec!iuns) %
Yahoo : 5050 &2 ssh (1 connection)
AIM/ICQ : 5190
i Ji et 3y
éﬂ B AR MENDH] SEIEAE J%‘_’I\ P s 4‘%[# Bl
Type JEJ ﬂj SRR - Fi R R AR - B | o
7R R IR o

Src IP WAz InstantScanfiud & s i l’”l IP #4i-o 192.168.17.58
Src port WeagInstantScanfiydf &y 1 s Pk Jtﬁﬁ 3684
Dest IP %ﬁhiﬁfﬁlnstantScanElfjifq‘EIJ;'/E'E\Jflﬁm IP b 192.168.17.190
Dest port aZinstantScanfiuff e V| 'Elfiifl%jtﬁ'r o 3128
In bites BELE PN o 1 R BV U M 12929
out bites 2RISR E ] . 3028

A 71 R BT
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8%
qfal’qvgﬁ,lgj —|IP = Schedule

TH A P R R

L ABC il W 2 R IATE) P pUsEEa AL - (kL - CEO = CTO %R BivE it Ml VARSI oy
5 e

2. ABC R IJpJ I EIRLE W] B 8:30 - 12:000 T 13:00 - 17:30 ¢ {17 12:00 - 13:00 £ fREHE] o A
g fIJPT 'ﬁ'{ﬁﬁﬂg*WEﬂ*T%ﬁlﬁ?ﬁi PR I TER

3. ]fk@"rﬁl[rl F“#’”#ﬁﬁ* gn}}{ﬁ]"t[ﬁe‘:-l’4 &) iJ]E[PT tﬂﬁ[ﬁu%‘;‘ﬂ‘—

I
8.2 "Hi—"“

1. 3 InstantScan fPJlff-“'TTfE' LG =t CEO FIJ IP 4% 192.168.168.2 > CTO v IP i % 192.168.168.10 >
P B e s
PSS P Y T - (A -

8.3 W
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831 g

H 3 1 FAYIE - Function > Management > Object Manager > Address > Objects
Yt HOStCEO FH7 4 » SRESEH Edit o £ v [3 | Oviests [ Groups |

PRI T - InstantScan=1 e ﬂ*’ii“ i ﬁjle—f;itcm
”‘ HPF BEECE R BT @'%l'rcl B HostCFo-—fd——
IP b HoH F'F??’JI%FHJ% iz E"ﬂ@‘?’rﬁ"#’ili !HDS‘{ EI >

™ HostcT
™ Hostchai
™ HostPresident

B HostviceChairman

™ HostvicePresident

B SenerfTP

™ SenerHTTR

B SererfySal

™ Serersal

B SubnetsDh

B SubnetFINANCE

! SubnetMANUFACTURE
: SubnetMARKETING

B SubnetPos

= SubnetRD
# 2 2 Ef]:}EEi HostCEO Function > Management > Object Manager > Address > Objects
J§  HoStCEO Bt = fiv P % - % | [Zlg s x|

192.168.168.2 o [T A5 RECUERIS I
Enfronsrpentg ) S e

IP &4 TJRL 1) Subnet (—'J'ifﬁ); 2) Range
(&@') ; ¥ 3) Host (Z24%) -

B 4sHOStCEOR LA [ -

I
| 0K || Cancel |
IP Address S #ig [ FES #3[y]
Subnet o kil ) i IPv4 f5 192.168.168.0
Mask (0-32) | =l kE T RS EEE# 24

Range  |SrtIP PP E B 1P i IPv4 f&=t 192.168.168.1
End IP R s IPv4 f5=0 192.168.168.10

Host IP Hi- 2B 1P Ao IPv4 fr'ﬁ,ﬂ 192.168.168.2

Ao 81 THMHI
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# 2 3 FEPIF RS
AR IR Add -

Function > Management > Object Manager > Address > Groups

Ohjects | Groups |

@ AR
B &2 Grd Eefit—
&0 poer

H
2 Hostemo
£2 HostCTo
£2 SenerF TR
() &2 ServerHTTP

() B2 ServeriysoL
ServersoL

£2 SubnetADM

£2 SubnetFINANCE

£2 SubnethiANUFACTURE
() 2 SubnethARKETING

() B2 SubnetPoA

SubinetRD

#2 4 SFEEEE

“r EFEMENE T Boss - i All Hosts Aift 32
# Object:HostCEO =* Object:HostCTO » JRi
S>> ([ D SRR et i ]
i?:cted HoFstsF%;Efnjm o ARFERSEFET p 15 fil (o -
Pk o %& Selected Hosts 1 |* ;& 172z 4
Pl > IR << (5 [T T -

Function > Management > Object Manager > Address > Groups

Add new IP"Address group:

This is Group Editor. Please enter your Group name

Name :

All Hosts i ~Selected Hosts
™ Object:HostPresident ™ Object:HostCEO
= object:HostChairman = Object:HostCTO

= Object:HostVicePresident |—
™ Object:HostViceChairman
™ ObjectHostCMO e
5 Object:HostCEQ 9
5 Object:HostCFO

5 Object:HostCTO

5 Object:SubnetMARKETING

5 Object:SubnetMANUFACTUR]
j b d NDkA
{1l Il [Tr]

Finish Cancel

<

[4]

35 BT I R
HEHREER Finish e oIl [URSR AT
»ﬁﬂl— o i/[liqugﬁlﬁfrﬁ o

Function > Management > Object Manager > Address > Groups
Groups |

£ Grom

m
& &2

GroupErmployee
GroupManager
GroupSener

&2 HostCED

&2 Hostomo

& HostoTo

&2 ServerFTP

E2 SererHTTP

E2 SererhYSaL

= B2 ServersaL

&2 SubnetaDM

&2 SubnetFINANCE

&2 SubnetMANUFACTURE
&2 SubnetARKETING
SubnetPQA

SubnetRD
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IP & Schedule

H2 6 _FORECHELERI

Eﬁij Upload Configuration i » Wi‘ﬁ&#ﬁ& E ﬁEﬁH

R R O L

A\ f/['ﬁ'*' (7 P = RS R T e S PR P AR = o S IR =P

PR » B PR 4 -

SRR B & & I 1 R S B

832 pHERE

%o L PR
InstantScan=! LA (&R (AR JPETRY

Functions > Management > Object

Objects | Groups |

Manager > Schedule > Objects

FEET TL ng,j\ L H III’EIT“L‘FE@ fl‘f?f ,j,:ﬂ MO, Mame Schedules
Elgf‘ [ge PJ WorkTime Morning, Afternoon
Add

D IR 3 PGS | Detete Group
ﬁi&ﬁxpﬂﬁfﬁ#gﬁﬂ??%?ﬁﬁﬁl%{ EdRt EMTy
g ﬁ%#ﬁﬁf I
H‘tﬂgl[ i Aféj[ %ﬁ 0 :

Objects | Groups |
JF EJF S| I?ﬂ_, t FE%E#J Iff; ol VTJF‘LFE%E ?g)_':;" 'F)}IE:I FI Mame Sun Mon Tue Wed Thu Fri Sat Start Time Stop Time
T BRI [ F'j PP R IR TR H Hik=gE Morning (@] (@] (@] (@] (@] 08:30 12:00

)
%E? IfF —hedul (] (] (] (@] (@] 13:00 17:30
Delete Schedule [
[EditEntry
H32 ‘&Fﬁﬂff*ﬂfiﬁﬁj—ﬂ“ﬁ% Functions > Management > Object Manager > Schedule > Objects
j:j% _‘PH FI% jﬂ%l& SH Add SChedUIe MO, ‘ Mame ‘ Sun ‘ on | Tue ‘ Wed ‘ Thu | Fri | Sat ‘ Start Time ‘ Stop Time
Delete ule
Edit Entry
[l I 1D
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% 5 3 FriERE
i R £ - R OK IFTRE 1 -

Functions > Management > Object Manager > Schedule > Objects

= Add'New Schedule
Please input schedule name

Name :@

| OK

|| Cancel |

# 5 4 FEEIF 1
“ WH-Morning #Jl[Jpv Start Time f# HiF i
) 7#.&%% Edit Entry i -

Functions > Management > Object Manager > Schedule > Objects

Objects | Groups |
MO, Mame Sun hfan Tue Wed Thu Fri Sat Start Time Stop Time
WH-Morning 00:00 | 00:00
Add Schedule —
Delete Schedule
< Edit Entry |\

% 5 #:ggﬁlﬁfiﬁgjrts
f¥:# Start Time | IJEJI‘E-”
ik

Stop Time [ EAHI - i GO EE

SRR OK R

Functions > Management > Object Manager > Schedule > Objects
= =]

S Edit Start Time

Time: Hour (8 || Min |30 |+

| OK | ‘ Cancel

# 2 6 E‘iﬁﬁ*ﬁ’fﬂ
ABC* Fil[iy R L b ] (B0 o Al [

ﬂjif‘fﬁé’zgﬁru Mon it i-pi= ™ » SAJ% |~ i
v g 'ﬂf%‘ifﬁT }%*T%H— Tue ~ Fri o

H PR EF AT -

Functions > Management > Object Manager > Schedule > Objects

| Objects Groups

Mame Sun hon Tue Wied Thu Fri Sat Stant Time Stop Time
WH-Morning uk 00:00 00:00

27 ?ﬂﬁ?ﬁﬂ?ﬁﬁﬂ

Functions > Management > Object Manager > Schedule > Objects

FT Mﬁu[ B i PR o L2 | Objects | Groups |
i[FVE{%,lF;L #Bﬁﬁ%’yrv @*J» o MO, Name- Sun ni?n "l'-L-IE \-"\-ftad Thu Fr| Sat Start Time StupTime‘\
WH-Morning [¥] (7] 7] [¥] (@] 08:30 12:00
WH-Afternoon (@] (@] (@] (@] (@] 13:00 17:30
A
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»9F 8 FrififE Functions > Management > Object Manager > Schedule > Groups
[« £ ABC 7 F,J fiY I—TEJI‘ f £, 8:30~12:00 = Objects | Graups |
13:00~17:30 » 7l J IS U R T Lo No | MName | Schedules [
L —E o T "JFJE'I f Jﬁ* ° T Erhr HH MG
|% IREEHE Add Group # 7 e %I W
Edit Entry
#2389 ﬂlﬁ‘ EE Functions > Management > Object Manager > Schedule > Groups

F i O -
Please input group name

Hame : |Wnrkinanurs |

| OK | | Cancel ‘
# 2 10 ﬁﬁﬁiﬁ;’? Functions > Management > Object Manager > Schedule > Groups
T WorklngHours HIFFY Schedule Mg =HT i [ Obiects [ Graups |
%ﬂé /H{I&L{T—m Edlt Entry fffg[ O Mame Schedules
WorkingHours  Empty set Add Group

Delete Group_|

Edit Entry .
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#3211 ;?Fﬁ}%ﬁﬁ_’ Functions > Management > Object Manager > Schedule > Groups
i Al Schedules I [ [ P
PRE }H{'& | >> ( it ﬁFU fl{y ¥FI IPEE Please select schedules :
Jp‘ Selected Schedules )hEﬁJ'ﬂ i/[f%J (BRI
(T =R R ‘?‘Ti Selected Schedules '-‘\_“ Schedul -Sglemeu Schedules
ﬁ%ﬁ"i’ HIRFEF 2P - ’]ﬁxfx << (Z[pIfipED Al © WiNorning  WMorning
FIJ%R‘% %”Eﬁ Finish ,? F \, 4 WH-Afternoon 4 WH-Afternoon

Ed

<

# 2 12 ﬁ;ﬁ*ﬁm?@@#@ﬁiﬁi Functions > Management > Object Manager > Schedule > Groups
RS B PO SRR R O [ Obiects | Groups |
EJ ’ BFIJIJ"}H%JEJEELJ?%—_ ° Mo, | Marne Schedules |

WorkingHours  WH-Morning, WwH-Afternoon

#3013 PRI -
Eﬁls_ Upload Configuration 3#7fi » *}iﬁ%g,ﬂ&qgﬂﬁ _F@F%E‘,{L_'fr*g@ﬂ%f?,ﬂl o

A DIPTSR IR ] - o PRI - SO IR & S SRS PSR T
PR P
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17 /ﬁff Traffic Manager =4/ 4/ %0 -

R [ BB IS SR @fﬁﬁwﬁzﬁ SEFERLAIL 72 02
1 P OgER o 8 (R TR RIS > InstantScan (R EYREREH 4 R o e L
%F‘Hf o %LLEH}’FEE:JF!@}‘FE gL [T H ISR E’*ﬁ“gh é'[E;T IO v%’E'EEIﬁILjﬁE [F5ske

tﬂ?éﬂﬁmsz gwﬁa‘rﬁﬁﬁ[hw#ﬁ TR W FTP ARSI BEn5 1 (Middle) S = = IRGHIFNERIE e (st
A | A EIE]EIJ 18% 7L S

@ %AAIM’
a5
3" gwicq,
YMM ESSENGER
B Ropter Y = —
- e Web Server

FTP Server
140.113.179.4

'Y
High
1 50% =1 Mbps
t t : Uplink A Middle Uplink
: / ¥ 18% = 0.36 Mbps
“ LAN y i
~ Low
) S 32% = 0.64 Mbps
A 4

% 91 SH9H T

L7-NETWORKS 50



InstantScan ¢ * = p

P 9'-%‘
B LR

InstantScan — T— 4
— - Web Server
Firewall
FTP Scrver
140.113.179.4
1
| High
I'-. 50% = S0Mbps
Downlink A Middle
\. LAN ) ]{IX/..—]SMbps
Low
- 32% = 32 Mbps
Y
[ 9-2 S i
9.2
InstantScan 53 HbREF9F =S L 0T 55 = [agTH] > 9 AR o ST RE PUSEETIIR 2Mbps o [ SET R AUAREETEICES
100 Mbps -
FR T i P
f (High) 50% = 1 Mbps
EO ) it 2 Mbps fl1 (Middle) 18% = 0.36 Mbps
% (Low) 32% = 0.64 Mbps
ﬁ,lj (High) 50% = 50 Mbps
S 100 Mbps [l (Middle) 18% = 18 Mbps
% (Low) 32% = 32 Mbps

A FFRER s YUl (PR LSRR (ST E RSB %E’Iﬂidﬂﬁ 0.64 Mbps - FTE AL ES 32 Mbps = {41 »

MSN/Yahoo/ICQ/AOL/GoogleTalk & [ i il i PLsag i (S

, ﬂ[ﬁ’ﬁ”ﬁf MSN + Yahoo + ICQ + AOL + GoogleTlak +

Webim = 32 % SR} v (3 iR SFHTIT 2 * 32% = 0.64 Mbps » [y [Hfii% 100 * 32% = 32 Mbps -
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52 14 T T

7J3# Enable Traffic Management -

Functions > Management > Traffic Manager > Traffic Manager

Traffic Manager |

—
¥ Enable Traffic Management

rOuthound Traffic

Bandwidth: 0.3 Mhis
High: 0.1(33.3%) Mhis
Middle: 0.1(33.3%) Mhis
Low: 0.1(33.3%;) Mhis
Ink | Traffic

Bandwvidth: a0 Mhis
High: 1.0(33.3%) Mhis
Middle: 1.0(33.3%) Mhis
Low: 1.0(33.3%) Mhis

yg:ﬁ 15 ’*“g*ﬁ
e[ ?yﬁqhg. TRV EAIR o o [l e F‘L’ et

) -

Warning

Enahling Traffic Manager will also enable Application Firewall. Are you sure you want to enable it?

H 16 FLEI A

T Outbound Traffic fgik* WE” 2 o FHH] iF‘?e
g ,éﬁ RL s, [Jmf:\ i H|gh i%JH[] f 50% §
£E§¢ > Middle %l P 18% I ) Low k|l
F' 32% ;Fxlﬁj“%l ° IL FQ}_LZH;EF—F[H{J % ﬁ“jﬁl’-f_l]
e CR IR s il e

Functions > Management > Traffic Manager > Traffic Manager
Traffic Manager |

Enable Traffic Management
ron Traffic
Bandwicith: @J’S
High: 1.0(50.0%) Mbis
Middle: 0.36(78.0%) Mb/s
Low: 0 H4{32.0%) Mhis
Traffic
Bandwidth: (3.0 Mbis
High: 1.0(33.3%) Mb/s
Middle: 1.0033.3%) Mb/s
Low: 1.0(33.3%) Mb/s
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g
|3 ©

P

17 FEET A
[FJ Outbound Traffic 3 - % Inbound Traffic A
[ * 100 = F|® FEAGE T BRIt s
% ngh KEWI 50% aﬁi‘ﬁh » Middle H]J i
18% ;[»F;'%—F[J, [ LOW }fﬂau 32% ;[»F’H/:E 'I'J
%L;IH,I;EPIJ\ | ﬁ“gﬁmy}fﬁkﬁﬁ[ﬁw* .g -
AR

Functions > Management > Traffic Manager > Traffic Manager

Traffic Manager |

Enahle Traffic Management

High:

Middle:

Low:

50.0(50.0%)

17.98(18.0%)

32.02(32.0%)

O Traffic
Bandwidth: 2 Mhis
High: 1.0050.0%) Mhis
Middle: 0.36¢18.0%) Mhis
Lovs: 0.64{32.0%) Mhis
Trafiic

Handw"’th

Mhis

Mhbis

Mhis

IM: High (50 %)

I Micdcile (16 %)

IN;: Low (32 %)

/

aﬁ 18 lJ R e kS ﬁ Functions > Management > Application Firewall
{ Fl J:E Eﬂ-[ﬁ:, ﬁ :I\::,jL -0 [F‘A] ?Y |v] Enable Application Firewall
1 eI, 9-2 . }[ FT{D ﬁﬁ,i%}l J,F; F[T?}fg Al F%"; List |--Gmup.. |v| Apply |--Schedule-. ‘v‘ ‘.-Securily.. |v| |..Trafﬁc.. |v| to listed.

EEG Mi dIe WL ﬁuf_l ST Schedule | Sre [ Dst Pratocol Security Profi. | Traffic Prafile
i@ Always £ any E2 any [5) Email-POP3 & Allow ‘@ High
i@ AMways R any 2 any 5] Email-IMAP % Allow ‘& High
i Mways an E any i3} FileTransfer-FTP # Allow ‘g Middle J
i AMways 2 any E2 any & VolP-Skype & Allow ‘@ Low
4 Always &R any E2 any %, YolP-Skype File Transfer & Allow ‘@ Low

5319 HEFE
K Upload Configuration 37 » ﬁ%#@fﬁﬁ HH FEIfJF%”“‘C”[‘EL"@?U InstantScan L& F -
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10.1  ER|[ }J—%f‘a’?’

FEC2005 # 5 F| Gartner 217 " Application Delivery and Web Application Firewall Are Ready to Converge ; # '[HI?F“
Lo fEJ—%ﬁfr?JEIWﬁE’%T’?ﬁﬂilfFFll AT | TSY%f: ?E*ﬁquf{fiﬁ FEEER et > S5 T SR T B T R ?ﬂwﬁuﬁ‘g}sn{ﬁ@

PR kL] R PITTO EAE RS - Ty 7 (Application Firewall) Mgy
A

T Vel bkl (W EPptar ﬁ;’lElflflﬁﬂﬁ'éfiéfﬁiﬂ%ﬁﬁ o Firl R [Tty Jo 4 PR PR [ G R
RIS w‘*ﬂ PYEVR R PSS (POt = o L 2 AR 200~ N E R Y ERP RS T g BT
'J ‘&lFﬁrH JRELG LA il ﬂb%ﬁ't’?gﬁﬁu'ﬂiﬁfﬁﬁﬂﬁ‘? 0 T POREEES AT - InstantScan EIUU‘I%E'J@%ﬂ’&‘ﬁ'ﬁ'}éﬂfﬁ?‘sjiﬁj

%{ Fl JF‘EFI ﬁ?ﬂ JDI ;ﬁ%’;ﬂ F“‘ s %ﬁlﬁE = \LI*‘T u]‘%lﬂjr‘gﬁl , E’ ﬁlﬁ}ﬁ?’iﬂﬁ , %ﬁ_ﬁj mﬁ[{ﬂ‘ﬁ[ﬁ%‘lﬁé Tﬁ'{jﬂgﬁ{pg

ﬁji’y

10.2 ==t
1. CEO CTO}*}tsJﬁfEZ}uﬁp FF ) RS 2 -
2. [ MSN I Fﬂqgajzf SNCEa IR TE l[ﬁﬂ%&ﬁf«%ﬂ

3. %+ Skype !’ 7+ TR T R PR -
4. FPFE > R&D AT 7] Skype [ -

103 4
1. 2T 41 CEO 2 CTO [iusfsifikl -
2. &7 CEO™ CTO % » Fj&f?%ﬁf P R0™ T MSN - STERIRPRR - B -

3. 4+ CEO™ CTO §t » F1= i -2 I | |1 707 Skype MRy - BB IMITIE VoIP — B
i

4. FEHGRT o R&D AL i Skype i

10.4 HWEE

1. ?TF'J’E“J et ﬁf%] A E EG R ~ e FRTE 1 Boss BEUARETRE] ~ o MSN I E ERAFAI IR
FIJIEIH °

2. o Skype " ERRS R R i Ao -
3. B I R&D AT Skype i % (U ¢
A e
Lo PR RS T T PRGEGE InstantScan » T iE SRR I3 1P ﬁfréjfgﬁ?ﬁémga JECBIpOE £

p IEPH InstantScan -
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Il InstantScan HhbF 12 il S
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» EUFE fEEA > [ InstantScan 4 SRR R
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10.4.1 %ﬁg ]EHJ= %ﬁj?ﬁrgjglﬂ

h 3 1R R

>J3¥ Enable Application Firewall -

Function > Management > Application Firewall

fiable Application Firew

List [-Groun- [ ~| apoly [-schedute- |+ | [-security-- [~ |[-Trafic- [+ tolisten.
Schedule | Src \ Dist Protocal Security Proﬂ..]Trafﬁc Frofile
B Always 22 any EE any & Chat-MSN(MSN TrillianMiranda/G... | & Allow ‘ﬁl Middle
B Always  E2 any E2 any = Chat-Yahoo(Yahoo/TrillianMirand... | & Allow ‘ﬂ Middle
M Always B2 any E2 any & Chat-ICQACQTrillianMirandaiGai... |4 Allow ‘@ Middle
B Always  E2 any 2 any £ Chat-AOL(AOLTrillianMiranda/Ga... % Allow ‘@ Middle
B Always 22 any £2 any 7 Chat-¥MPP{Google TalkiGaim) # Allow ‘@ Middle

%3¢ 2 [ Chat B
iR S HEE List Chat » F[ERATE) bt

Function > Management > Application Firewall

Enable Application Firewall

Chat ﬁi:,i”ﬁ thl Bl List [ Group— [~| appty [-Schedute [~ || Security |=|[-Trafic. || tolisted.
FProtocol Security F’roﬂ..] Traffic Profile
%, Chat-MSH{MSN(TrillianMirandaiG... | # Allow ‘@ Middle
mail
ileTransfer gl Chat-Yahoo(vahoo/TrillianMirand... | % Allow ‘@ Middle
€& ChatICO{CQTrillianMiranda/Gai... |#& Allow ‘@ Middle
ﬁ Chat-AQL{AOL TrillianMiranda/Ga... & Allow ‘El Middle
7 Chat-XMPP{Google Talk/Gaim} & Allow ‘@ Middle
%23 "55’5‘%‘?—’5&1 Function > Management > Application Firewall
Jj: : E 7_7” %Apply Worklng Hours FE:E }l:l:]/ Enable Application Firewsall
#ﬁg;@i 'i FErEJ Chat 4{’[:[ lo L T P I J_rgw % List |(:hat |v| Apply |--Schedule-- |v |--Securny-- ‘v”--namc-- |v| 1o listed.
) il J’EE ERH -Schedule-- t Protocol Security Profi| Traffic Profile
=) [R[E Jif,_:l ” F ng}t’_“' amways
%%, Chat-MSHN(MSNTrillianMirandarG... | Allow ER Middle
,;Wnrklnanui. )} - ‘
w' Chat-Yahoo(yahooTrilianMirand... | 4 Allow £} Midule
Afternoo
*Frmy—" €% ChatICO{ICQ/TrillianMiranda/Gai... |4 Allow ‘@ Middle
any £ Chat-AOL{AOLrillianMiranda/Ga..| % Allow ‘@ Middle
E any ; Chat-XMPP{Google Talk/Gaim) & Allow ‘@ Middle
a,,y A Chat.00 % Alow ‘@ Middle
any 2 Chat WEBIM & Mlow ‘@ Middle
#3m4 BRIV Function > Management > Application Firewall
['J

(X CEO™ CTOE | Sk W it Ml s SRR o
BootE - QTH"& ?ﬂ“'ﬁ* - [ Boss
(HostCEO, HOStCTO) o S A 53058 » Fik
H#= Boss “1Hﬁ)‘£’”’7f’fl’?‘éji¥?lf|ﬁ- 1P {12
SRR AR 2 2 R el SR
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Enable Application Firewall

List [Chat

|v| Apply |--S|:hedule-. |v| |.-Sel:urity.. ‘ v| |..1rarﬁc.. |v | to listed.
Schedule | | Dst Protocol Security F’ruﬂle| Traffic Profile
- any s Chat-MSHMSN TrillianMiranda/G... | # Allow ‘ﬁl Middle
3 Wnrking...Eh“"“’Q & Chat-Yahoo{Yahoo!TrillianMMirand...| & Allow: ‘ﬂ Middle
BRD
a . Boss . ~ . _

1 & ChatICOICO/TrillianMirandaiGai... | # Allow ‘@ Middle
Boss : HosICED, HostCTa)

amy é Chat-AOL{AOL TrillianMiranda/Ga... % Allow ‘@ Middle

% any 7 Chal-XMPP(Google TalkGaim) # Allow ‘@ Middle

E any A chat-0Q # Allow ‘@ Middle

an B Chat-WEBIM & Allow ‘@ Middle

# 35 E#Y 2 5h (Security Profile)

“ 7 S Security SIF FEE 1] Block
FE R FVEP I L o (R D e
MSN [ Security Z{FAllow o [NEL A FIHIE
IR FE ] MSN

Function > Management > Application Firewall

Enable Application Firewall

List (Chat || aoo [-Schedule- [~ |[Security- [+ |[-Traffic- [+ | tolisted.
MO, | Schedule | Sre [ Ds{-Security-- Pratocal Security Prafile | Trafic Profile
& Allow
i Wurking...# Boss 2 any ﬁmcmsumiuianmnandarﬁ._. & Allow ‘@ Middle
I
% Working... Boss E2 any = Chat-Yahoo(Yahoo/TrillianMirand... # Allow &R Middle
@ L
g" Working... E any & Chat-ICQ{CQ/TrillianMirandarGai... | & Allow ‘@ Middle
48 Working... E2 any A Chat-AOL{AOLTrillianMirandaiGa... & Allow ‘@ Middie
3;3 Working... E2 any :} Chat-XKMPP{Google Talk/Gaim) & Allow ‘@ Middle
S Working... E2 any u & Allow iddle
4 Work g M Chat-00 All ‘@ Middl
8 Working... E2 any - & Allow iddle
5 work B Chat-WEBIM All ‘@ Middl

% 2 6 ZFHFPEH] (Traffic Profile)

T SIFpY Traffic IR - EE0] Middle
SRRV B« 5 IR SRR
JuiEglien Middle Hi) -

Function > Management > Application Firewall

Enahble Application Firewall

List [Chat

|-‘ Apply |——Schedu|e—, |v| |7—Secur'rly~ |-| _Traffic— |v to listed.

Schedule [ Dst - Traffic- Security Profile | Traffic Profile

A High o
& Working... any 29 Chat&Middle ig]a!ﬁ... © Block Middle

R Low
& Working... any & Chat-Yanmoorramoor irand... & Block R Middle
35 Working... E any & ChatICO{ICQ/TrillianMiranda/Gai... | Block ‘@ Middle
;;3 Working... E amy £ Chat-AOL{AOL TrillianMirandaiGa..| @ Block ‘@ Middle
;;9 Working... E amy ; Chat-XMPP{Google Talk/Gaim} @ Block ‘@ Middle
1§ Working... E any A Chat-0Q © Block ‘@ Widdle
45 Working... E any 2 Chat-WEBIM © Block ‘@ Middle

K3 7 B BRI
P R O AR PR -

Function > Management > Application Firewall
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B R YU
Enable Application Firewall
List [Chat |~| sl [-Schedute-- || Lsecurity- [+ |[-Tramic- | +| totistea.
Schedule | Src | Dist Frotocol Security Pmﬂle| Traffic Profile
@Working...}ﬂlaoss 2 any B Chat-MSN(MSN/TrillianMirandaiG... |# Allow ‘@ Middle
@Wﬂrking...FBoss =2 any = Chat-Yahoo(Yahoo/Trillian/Mirand... & Block ‘@ Middle
@Working...FEoss an ¥ Chat-ICOICQ/TrillianMirandaiGai... | @ Block ‘@ Middle
@Working...FEoss an £ Chat-AOL(AOLITrillianMiranda/Ga.. & Block ‘@ Middle
@Working...FEoss an 7 Chat-XMPP{Google Talk/Gaim) o) Block ‘@ Middle
@Wurking...#ﬂuss any A Chat-QQ @, Block ‘@ Middle
@Wurking...#ﬂuss any B Chat-WEBIM @ Block ‘@ Middle
ks S B | A i f5)
AR g B | D Ve SRR SRS FrE| InstantScan &
List Group B IE)'F SR R el ﬁfﬁliﬁﬂj AR E| o Chat
W FpVESE
Schedule }H VAR B B A AR L H I ERA WorkingHours
Apply Security : ~ N
to Profil SEIVIVL = 5 RIS B AR Allow / Block Block
listed. rotie
Traffic Profile | JKj:E =V AS IR |2 2 5 e[ I High / Middle / Low | Middle
A 10-1 T VRG FAR RS
e P H i)
27 InstantScan Vs i’;iflt IP £yfho %fﬁn J qia‘y . Bdoss | gybnet/ Range /
S ORI 1 Boss i HHES S 8 1P e b Host [ oss
Dst & InstantScan bV Rf @IV E IV 1P & dibe 5=l [ ®eess | Subnet / Range /
° ORI Boss ST B 98 1P e Host any
- - BRE | $E TR
Protocol PRI > fRLE S InstantScan Y IR RO R - T;,J;if T Chat-MSN
[
Security Profile Eﬁﬁf’[ﬁ%“ VAR RS o Allow / Block Allow
Traffic Profile | 7 B 7R LSS A - righ ftiddle 7 widde

At 102 TG 1R
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10.4.2  FECRESIR M )

e RN T

>J3# Enable Application Firewall -

Functions > Management > Application Firewall

hable Application Firew

List |"Gmup" |v| Apply |~Schedula |v| |,Secur'nyﬁ | v| ‘JTramc" ‘ = | to listed.
Schedule | Sre | D=t Protocal Security Pruﬂ..] Traffic Profile
8 Always any =2 any %% Chat-MSH{MSN/Trillian/MirandaiG... | % Allow ‘@ Middle
9 Always any =2 any = Chat-Yahoo{YahooTrillian/Mirand... | & Allow ‘@ Middle
8 Always any =2 any €& ChatICQ{CQ/TrillianMiranda/Gai... | & Allow ‘@ Middle
& Always amny any £ Chat-AOL{AOL TrillianMiranda/Ga... & Allow ‘@ Middle
& Always amny any :/ Chat-¥MPP{Google Talk/Gaim) & Allow ‘@ Middle

H2 2 JPR P2P FEE
W 2l Group ¥ List P2P it P2P
o T B 7 2 - -

Functions > Management > Application Firewall

Enable Application Firewall

List

--Group-- |v Apphy |--Schedule-- | v| |--Securily-- |v| |--Traﬁ'|c-- |v | to listed.

i| Sre | Dist Protocal SecuriNF’roﬂ.]Trafﬂc Profile
‘ any =2 any % Chat-MSN(MSN/TrillianMiranda/G... | # Allow ‘@ Middle

J amy 2 amy = Chat-Yahoo(Yahoo!TrillianMirand... | & Allow ‘@ Middle

2‘ any E2 any & Chat-ICO{ICOTrillianMirandaiGai... |4 Allow ‘@ Middle

-
E2 any E2 any A& Chat-AOL(AOL TrillianMirandaGa... & Allow ‘El Middle
E2 any E2 any > Chat-XMPP{Google Talk/Gaim) & Allow ‘ﬁl Middle

[ -5%4% WorkingHours £ - 1=

P2P FE 1« [k [ 1] fE -

Functions > Management > Application Firewall

Enable Application Firewall

List p2p [~

Apply |--Schedule-- | -

|--Se[:urity-- ‘ v| |--Tral’ﬁ[:--

|+ | totisted.

Schedule & ':5'3“9““'9" it Protocol Security Prafi I Traffic Profile
;_:EL s P2P-eDonkey(eDonkey/Overnete... | % Allow ‘@ Low
5 WorkingHour, ) ] ]
W (3 P2P-Bittorrent(Bittorrent/eXeem ... | & Allow ‘ﬁl Low
4 WH-Afternoo
_ *me—’l @ P2ZP_ezPeer & Allow ‘E} Low
A Always E any any m P2P-Fasttrack{Kazaa/GroksteriM... # Allow ‘@ Low
4 Always E any E anmy @ P2P-GhutellaiBearshare/Ghucleu... | % Allow ‘@ Low
4 Always }E any E anmy & P2P-Kuro # Allow ‘ﬁl Low
@ Always E any amy d# P2ZP-DirrectConnectiDirectConne... | & Allow ‘E} Low
A Always E any any . P2P-OpenFTi{CrazaaKceasy) # Allow ‘@ Low
@ Always }E any E amy & P2P-nres # Allow ‘ﬁl Low
4 Always }E any E anmy W P2P-SoulSeek # Allow ‘ﬁl Low
@ Always E any amy B P2P-GoBoouy # Allow ‘E} Low
A Always E any any (P_(: P2P-Kugoo # Allow ‘@ Low
@ Mways }E any E any 7% P2P-Pigo(Pigo/100Bao) # Allow ‘@ Low
@ Always }E any E amy P2P-Poco # Allow ‘ﬁl Low
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et kol
HIR 4 EFTIR Functions > Management > Application Firewall
[ CEOT;"CTO ¢ 3{L mwﬁ_—j % gVn{ﬁwF EI?I [¥] Enable Application Firewall
IR SR fi gﬁ“ II& =13 — #55= Boss | Uit p2p || apply [-Schedute |+ |[security.. [+ ||-Traffic- [+ ] tolisted.
(HostCEO, HostCTO) - ;,\__}E—L‘ﬁg‘[lj QBDSS > i Schedule | [ Dst Protocal Security Profile | Trafiic Profile
F*%z [&7" Boss igifHEs 9 o BE J-} 1’?{7. IP ['ﬁ[ 25 Working... any Y= P2P-eDonkey{eDonkey/Overnetie... | # Allow ‘@ Low
Fl H‘{ ?l‘g—é: FI EE_L JI_EFI ifﬁj ”_’Ff\ )
™ T - -
= jL E?ﬁjk = Vel ltf jE any (7 P2P-Bittorrent{BittorrentieXeem ... | & Allow ‘@ Low
E2 any & P2P.ezPeer & Bllow ‘@ Lowe
2 any (& P2P-Fasttrack(Kazaa/Grokster/iM... & Allow ‘El Low
@ P2P-GnutellaiBearshare/Gnucleu... | & Allow ‘@ Low
Boss : HostCEOQ, HostCTO
%S’ Working... & P2P Kuro & Nllow ER Low
iy Wurkmg...E any E @8 P2P-DirrectConnect{DirectConne... | % Allow ‘@ Low
a8 Working... B2 anmy =5 amy P2P-0OpenFT{CrazaaKceasy) & Allow Low
8 Working... B2 any E2 any ‘i P2P-Ares & Allow &R Low
3
48 Working... B2 any E2 any P2P-SoulSeek & Allow Low
) s e ¥ ‘ a
5 Working... £ any Z2 any P2P-GoBoogy & Allow Low
” = = B ‘@
%5 Working... B2 any Pany (= P2P-Kugoo & Nllow ‘@ Low
45 Working... Z2 any @ any ) P2P-Pigo(Pigo/100Ba0) # Nllow ‘@ Low
55 Working... E2 any any P2P-Poco & Allow ‘@ Low
Ha 5 HEEVESH Functions > Management > Application Firewall
+ j ; 7}”FLJ Irty Profile : [w] Enable Application Firewall
Block i H7t EHI T%’ﬁlﬁﬁf« List [pzp || aoply -scheauie-. | w| [ Security. |v|[-Trafic. || tonsted.
Schedule | Sre [ Ds[-Security-- Pratacal Security Profile | Traffic Profile
2 Al
& Working.. FBDSS E2 any ﬁ:.]u::—\,onkey(eDonkewOwrneﬁe... & Allow ‘@ Low
R
5 Working.. FBDSS &2 any (3 P2P-Bittorrent{EfttorrentieXeem ... & Allow ‘@ Low
15 Working.. F Boss E any @ P2P_ezPeer & Allow ‘@ Low
33 Working... ﬁBuss E2 any m P2P-FasttrackiKazaa/GroksteriM...| & Allow ‘@ Low
33 Working... }ﬂBoss E2 any @ P2P-GnutellaiBearshare/Gnucleu... | #& Allow ‘ﬁl Low
14 Working.. }ﬂﬁoss E2 any & P2P-Kuro & Allow ‘@ Low
35 Working... FBDSS £2 any @8 P2P-DirrectConnect{DirectConne... | & Allow ‘@ Low
5 Working.. FBDSS E2 any @ P2P-OpenFTiCrazaaKceasy) & Allow ‘@ Low
42 Working... &8 Boss any @ P2P_Ares & Allow £} Low
& i
5 Working.. FBDSS E2 any ¥ P2P_SoulSeek % Allow ‘@ Low
15 Working.. }QBDSS E2 any B P2P-GoBoogy & Allow ‘ﬁl Low
14 Working.. }ﬁﬁoss E2 any (& P2P-Kugoo & Allow ‘@ Low
& Working.. FBDSS E2 any i) P2P-Pigo(Pigo/100Bao) & Allow ‘@ Low
15 Working.. F Boss & any P2P-Poco & Allow ‘@ Low

L7-NETWORKS

59




InstantScan ¢ * = p

e Kok

10 3
'

wf 6 EEHEPIH

Functions > Management > Application Firewall

;' 7]” FN Tl’aﬁIC PI’OfI'e ﬁ jEl - % }-%J 7‘5», E Enable Application Firewall
- : - .
LOW b=l E# |é=‘j'g# IR ﬁj\?ﬁ F o e 2] Ejj List jp2p |~| appty -Schedule— |+ | [Security [+ |[-Traffic- [~ | tolisted.
ﬂ?ﬁ?ﬁ Jgﬁlhﬂfl‘ﬁiut\i" Low z%]ﬁj“ Schedule | Sre | Dist --Traffic.- Security Pruﬂle| Trafiic Profile
i High
e Working...F Boss E any Y= P2P-eDy lernetie...| @ Block ‘@ Low
IMidelle———_|
a . Low
£ Working...F Boss =2 any 1 P2P-Bi Bxe)em . |® Block ‘@ Low
e Working...h Boss E2 any & P2P-ezPeer © Block ‘@ Low
e Working...F Boss E any (3] P2p-FasttrackiKazaa/GroksteriM..| @ Block ‘@ Low
,; Working...F Boss =2 any @ P2P-GnutellaiBearshare/Gnucleu... | @ Block ‘@ Low
e Working...h Boss E2 any &l P2P-Kuro © Block ‘@ Low
e Working...F Boss E any @8 P2P_DirrectConnect{DirectConne...| @ Block ‘@ Low
] Working...F Boss E2 any & P2P-OpenFT(CrazaaKceasy) © Block ‘@ Low
e Working...h Boss E2 any i P2P-fres © Block ‘@ Low
e Working...F Boss E any ¥ P2P-SoulSeek © Block ‘@ Low
] Working...F Boss E2 any B P2P-GoBoogy © Block ‘@ Low
e Working...h Boss E2 any i P2P-Kugoo © Block ‘@ Low
e Working...F Boss & any ) P2P-Pigo(Pigo/100Ba0) © Block ‘@ Low
] Working...F Boss =2 any P2P-Poco © Block ‘@ Low
o -
1043 & VoIP 4|
. i . . . .
Ha1 ?$E‘JT%E'J%#FE '};?FF, Functions > Management > Application Firewall
¥ Enable Application Firewall - CE I TG b
List [-Groun- [ ~| Aoy [-Schedute | v | [-Security-- [+ |[-Traffic- [+ tolisted.
Schedule \ Src \ Dist Fratocal Security Profi. ] Traffic Profile
8 Always E2 any @aw Q} Chat-MSH{MSNTrilianMiranda/G... | # Allow ‘@ Middle
) Always 22 any @aw = Chat-Yahoo(Yahoo!TrillianMirand... | % Allow ‘@ WMiddle
M Always B2 any Eaﬂy ﬂ Chat-ICOICOTrillianMiranda/Gai... |# Allow ‘@ Middle
M Always B2 any Eaﬂy A& Chat-AOL(AOLTrillianMiranda/Ga... % Allow ‘@ Middle
8 Always E2 any Eaﬂy } Chat-XMPP(Google Talk/Gaim) # Allow ‘@ Middle
2 & VolP Bt Functions > Management > Application Firewall
4 — E 7}” Iy Group l— %l LISt VoIP - F;?JJVOIP [v] Enable Application Firewall
3 3. T A List |--Group-- [ —Schedule— —-Security-- —Traffic— to listed.
PRSI 2Ry - B -] o s o] ooty |<][eate |-
np-Group-- = Sre [ Dst Pratacal Security Profi.| Traffic Profile
any =2 any 8 Chat-MSH{MSN/TrillianMirandaiG... | & Allow ‘@ Middle
L!_"—' any E2 any = Chat-Yahoo(Yahoo/TrillianMirand... | % Allowe ‘@ Middle
|
«‘ any E2 any &8 ChatICQ{CQ/TrillianMiranda/Gai... | Allow ‘El Middle
-
any & any A Chat-AOL(AOL TrilllanMiranda/Ga...| & Allows ‘@ Middle
=2 any =2 any 7 Chat-XMPP(Google Talk/Gaim) & Allow ‘E} Middle
any E2 any A chat-0Q & Allow ‘@ Middle
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%% 3 BREE Functions > Management > Application Firewall
*,‘i : E 7}” L% Worklng HOU rs }igﬂ )ﬁl L‘}—lgﬂ Enable Application Firewall
BT | VoIP E&E Hl o [T i) M= Effi | List |VOIP |v| Apply |--Schedule-- |v ‘--Securily-- |v‘ ‘--Trafﬁc-- |v‘ to listed.
TR RS R 5 LJFNJ IEI YR o -Schedule-- t [ Protocol Security Profi.] Traffic Profile
.;BI CATTERS & voIP-Skype & Nllow ‘@ Low
15 WorkTime ) i
W VolP-Skype File Transfer # Allow ‘@ Low
< Afternoon 13 VoIP-SkypeOut & Allow ‘@ Low
E any (T YolP-SIP{MSN Voice/Yahoo Voicer.. & Allow ‘@ Low
@ any & VoIP-H323(NetMeeting) & Allow ‘@ Low
H3k 4 i%'_j%“k?’ﬁffﬁ IP Functions > Management > Application Firewall
W‘EW\ CEO%ECTOT %’mj F @3 T 1Fﬁf5 Fﬁ[;%} Schedule | Src Dst | Protocal Secutity F‘ruﬂ..] Traffic Profile
Vil Fl o = Jf' E‘T [, =5 et ﬁ £ Boss 1§ WorkTi.. Fﬂoss & wolP-Skype & Allow ‘@ Low
B » 55
(HOS{C'EO HO?tCTO) . LT%J%H $ nes gL =2 ", VolP-Skype File Transfer # Allow ‘@ Low
PR 2 7 Boss SRR 9 o ey ?WEJUIPIEB 5
gﬁﬁgﬁg‘ﬁ?ﬁ Fﬁl?l] R EF' SR [y ]‘Fﬁtfj E’I 13 VoIP-SkypeOut & Alow ‘@ Low
T HusICTO, HosIGEQ |2 VoIP SIPMSH Voice(¥ahoo Vioicel... & Allow ‘@ Low
@VolP-HSZS(NetMeeﬁng) & Allow ‘@ Low
H3 5 EFV=E = £ Functions > Management > Application Firewall
7& - rU FI % Securlty Profile sug ::F—I |- 3g¢ %J;% E'J Enable Application Firewsall
B|OCk T A | AL gjﬁfﬁj‘ o List ‘\mlp |v| Apply|--Sl:hedule-- ‘v| _Security-- |v |--Trafﬁc-- |v| to listed.
gl!—‘* glﬁ Fﬂ Schedule | Sre [ Ds:f;::{"_\\ Protacal Security Profi.] Trafiic Profile
% WorkTi... FBOSS ez any( © Block N r:rpe & Allow ‘@ Low
% WorkTi... }ﬁ Boss any %, VolP-Skype File Transfer & Allow ‘@ Low
% WorkTi... F Boss E any 1 volP-Skypeout & Miow ‘@ Low
4 WorkTi... Boss any [T VoIP-SIP(MSN VoiceYahoo Voice!..| & Allow ‘@ Low
4 WorkTi.. F Boss any & VolP-H323({NetMeeting) & AMlow ‘E& Low
H3 6 ﬁ%ﬂjﬁi’gﬁ%ﬁjﬂ Functions > Management > Application Firewall
Tj - £t 7\7” ELJ Trafflc Proflle :Eité.- fE‘I [ :g_g % é ;| [v] Enable Application Firewall
Low vt i %ﬂﬂ; i - e ] 5 «EEJ‘ List [valp |~| mopty |-Schedule- |+ ||[-security- |~ |[-Traffic- |~ | tolistea.
7, Sehedul 5 Dst --Traffic-- 5 Prafi..| Traffic Profil
m?ﬂﬁ J%“El"ﬂ{ﬁ?ut LOW &'HU - che qu3 [ e EI: g [ B ecurty Profi. Traffic Profile
8 WorkTi... F Boss B2 any [sY VIJIP-SIGML@IE_H ) Block ‘@ Low
5 WorkTi... }ﬁﬁoss EE any N VonglsLDw @ Block ‘@ Low
15 WorkTi... F Boss 2 any 12 voIP-SkypeOut ) Block ‘@ Low
5 WorkTi... F Boss = any [T) VoIP-SIP(MSN Voice/¥ahoo Voice!... @ Block ‘@ Low
4 WorkTi... F Boss P any & WolP_H323{NetMeeting) @ Block ‘@ Low
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B* KDL
Hak 7 ]%@Z Skype AU = S K Functions > Management > Application Firewall
|,7F‘ ~ ﬁjﬁﬁ“ jF ,I — lEl ;, Skype F’?l } Enable Application Firewall
i F‘}J %‘Eﬁg Skype F' 5 _L = FEE] Allow iy }L{JK List |VOIP |v| Apply |~Schedule |-| |/Secur'nyﬁ |v| |,,Trafﬁc" |v| to listed.
'F”& lF;JL Skype IE[ Jﬂ‘ -j, ]:[ [ J;EJIHInstantSCan Schedule | St [ Dst [ Protocal Security Prof. | Traffic Profile
15 WorkTi... &% Boss E2 any @ VoIP-Skype & Allow 1@ Low
15 WorkTi... F Boss 2 any %, VolP-Skype File Transfer & Allow &R Low
15 WorkTi... F Boss 2 any 153 volP-SkypeOut & Allow J@ Low
15 WorkTi... F Boss E2 any (T VoIP-SIP{MSN Voice!Yahoo Voice!..| @ Block ‘@ Low
15 WorkTi... F Boss E any & volP_-H323({NetMeeting) © Block ‘@ Low

10.4.4 #HFE VolP - Skype File Transfer

B 1 mwufﬁ@g,s

Functions > Management > Object Manager > Address > Objects

£, R&D% IF IE:, o) Skype E,g ﬁi:i @?ﬁ]jj hie(.:ts Groups |
I ) f& RSD e T - 1| (B
192.168.17.1 ~ 19 168 17.254 - ®f g HOSICFO
192.168.17.0 Fﬁ} JEL e ‘F} = P E :zggrg
SubnetRD - /Hil%(? l’}f\k’igﬂ gkypepﬁffl I“ B HostChairman

B HostPrasident

M HostviceChairman

™ HostvicePresident

= Sererf TP

™ ServerHTTR

B ServemfySaL

= SererSal

= SubnetaDwM

B SubnetFINANCE

= SubnetMANUFACTURE
B SubnethARKETING

= SubnetPas

= SubnetRD

| Adg |
Edit

Deleie’s |

7 SubnetRD b7 g - kiR Edit -

H % 2 RURDIFHIPEL-

Functions > Management > Object Manager > Address > Objects

P TR @S Hi- 2 4 - SubnetRD
F[Jr'f‘ HHE R -,\[ » Bl % FH SubnetRD £,
192.168.17.0/24 - it O rﬁﬁf Hipre

Edit IP" Address object

Edit wour IP address ohject

x|
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T A AR

#H3x 3 F“:gﬂ??ﬁl@ R&D FIFHEIZ ™)
Skypefif% &

Y ABC fJg JLJW’EV VolP/jE" | p’j?ﬂF UiTa
I Skype’ H{l. R&D f(rlfﬁug BERE RS
Rk T FTRERITIE ] Skype iR -
= ET?&IF? IR VoIP Fufili ™ AR S
}[ﬁj’ﬂ BUNE Afif M VolP-Skype File Transfer »
T Src 4%5# s }‘“‘J SubnetRD #Zfi »
Security Profile HZ# Block -

f RD i} Skype [iF -
nstantScan =™ s -

‘{ﬂ%l& i

_-EHH

(AE {7

Functions > Management > Application Firewall

Schedule \ Sre | Dist | Protocol Security F‘roﬂ..] Traffic Profile
1§ WorkTi... @ Boss E any @ volP-Skype & Mlow ‘@ Low
15 WorkTi... |™ SubnetRD an ', VolP-Skype File Transfer © Block ‘@ Low ]
14 WorkTi... F Boss E any 1 VoIP-SkypeOut & Allow ‘@ Low
1§ WorkTi... @ Boss E any (T) VolP-SIP(MSN Vuice/Yahoo Voice!... o/ Block ‘@ Low
5 WorkTi... @ Boss E any &y WolP-H323{NetMeeting) © Block ‘@ Low

TE FE?*W
FJF E ] Fup‘r
¥ Upload Configuration

Rl » % It Hﬁ“l%ifr*éﬁUInstantScani;iE,

S Y H R

TG L SR e o S R R -

S R

%3 5 SkypeHpud i
P i=s AT RDOARAR 1P 192.168.17.58

llﬁl}fﬁ'} Skype @il > /¥ InstantScan $#E
s

Functions > Reports > Application Firewall > Event View

f Functional View r Policy View rPersunaI View rEverr( View |

+
| o (@

F[l[lﬁ-ﬂﬁ-l:‘::t‘el:ilﬁglﬂﬂ Sk‘:":]mztion ELOCE:(QISSC:;::;:B Unsmtocol 192.1§|:1|§.53 Zﬁgitlc T 192.1E§.t1|§.ﬁﬁ 1523?'30'1
A l%at_»y;cvs:
1o PN RV VS BRI > PRI <Ctrl> + <GPE=8E> IR R Al [ e SV
Pﬁ]’llo
2. IR Y AR SRR T RIR « A R - 0 S % )
I | U3 fJL_FEHJ‘: %}HYF‘F%*’?/? 5= BAPRILE SRR S S M T e tﬁﬁlJF”"“FJ?ﬂE%%ﬁl

I |*%FEEJ%JE[]J“'?&1E9qV
3. N ERrEIVER T g

» (2T H M= <Ctrl> > wla,az{ﬁr_ﬁf'%'iiiewv [J'{;IE[]J F%F

AR e
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111 %ﬁ*

IR A U G L 0 S SRS R R S
?HVTﬁ%ﬂwuﬁw@%yﬂwwt@@JWMHm$w

M

11.2 Hyk
£ Functions > Management > IM Manager > Message [l ré_ﬁ *‘F“[,%,FDL °
11.3 #HER
11.3.1 E\'“ﬁlﬂ,ﬁ*%’ﬂ
Ha 1 B El_filEJ[J,_l/%;’f’*, Functions > Management > IM Manager > Message > IM Service
;»;F*gg{@n BB Rl (e tﬁgl[ Eﬂj‘ = jarF’j | File Transfer :
Efﬂ%ﬁJFL|[ SR [EIF' ﬂp J%;TFI” EL o Folicy violation! The action "File Transfer is
not allowed.

el S B F A T

‘Ji
11.3.2 flfjﬁ@%ﬁﬂ]:’\?aﬁr
HZ: 1 BYIPFRHILY ILF,.?”E;L Functions > Management > IM Manager > Message > IM Peer
AEEL B R A GRS PO AR R - Peer :
Er e E\IHE\ﬂjiﬁ]?*ﬁFVFiﬁméﬁl_nﬂ =] :&{ﬁﬁ%’rﬁ Falicy vialation! You are not allowed to chat
HEL o ith this user.
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11.33  SEERIH

A 1 B A
;;EH IEH_T AR Jrgﬁgﬁi Eﬁ

o 7 éﬁﬁ?ﬁlﬁl PHEVET R R -

S EElE

Functions > Management > IM Manager > Message > IM Content

Keyword :

Faolicy violation! Some word{s) of the

sentence you are trving to sendfreceive is
not allowed.

HR 2 MR
;EEE{ LIBS fﬁ, & p‘ﬁﬁg'.,'iﬂ;]:

il fﬁﬁﬁllﬁ' Hp J%ETFI?J'E °

0 S

Functions > Management > IM Manager > Message > IM Content

File :

Falicy winlation! The file vou are trying to
sendireceive is not allowed.

11.3.4  SFERYHE M

hA L R E
e L e
'i tl{ Ejj:ﬂg*ﬁjgfl[ |RER |[EI H

e
Lf,

m

y
o
I

s
el
L—‘

P

‘“@%‘C

Functions > Management > IM Manager > Message > IM Security

Yirus :

Securitwarningl Awvirls is detected. You
are naot allowed to sendireceive this file.

5 2 R

A /B U OURLIR | IR ¢
%{g’ ﬁ%’??‘i"[ﬁﬁﬂa‘iﬁjﬁﬂ ﬁl—“ﬂ]m
ORI EL -

Functions > Management > IM Manager > Message > IM Security

Worm :

Security warningl A computer worm is
detected. You are not allowed to
sendireceive this LIRLe.
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1135 H g

#H2 1 }ﬁﬁi"ipﬁﬂfﬁﬁ‘%} Functions > Management > IM Manager > Message > Others
A P R | R PR » SLERTICR L AL

}%{E’ JJ‘? J éﬁﬁ&f\lﬂﬁﬁiﬁl?ﬁlgﬁ@ﬂgﬁﬁ@E'ji‘ﬁpfj Policy violation! & third-party encryption

FELe software is detected. You are not allowed to

sendireceive this messange.

a2 FEELK
#1% Upload Configuration 5-# R #{j! -+ AP S R R

A ERC:
ﬁ’?ﬁﬁ%*}J’ﬁ'gﬁﬂﬂp{f;’ﬁﬁ’?ﬁgﬁj‘:ﬁdﬁilfﬁﬁlﬂﬁﬁ{ﬁ]?ﬁﬁﬁgvp MSN/Yahoo/ICQIAOL Py gl - fglp‘é?iﬂﬁl"ﬁ’pfjﬁfﬁg . “F{f[’
f& F%E'J IM Manager [ ’iﬁ%’ﬂﬂﬁﬁﬂ?ﬁﬁﬁ?ﬁﬁ#ﬁWﬂﬂﬁ‘,ﬂ R
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12.1 ”PI ] TR

Lo A IR T S TR R R [T SRR S A

2. HREENK IR (EIETRE S RIS o )RR S R R e -
12.2  HE

1. ;\L;gghfll—JEﬁiE]%QS;:% C BACEH P E'Jﬂﬁﬂ* o E%ﬁg'ﬁ[ﬂ?ﬁ% )
2. }q‘jj}é’ I’[E'E"I: 5}EE[§[J1?[§LE}F"]EIUE1’:§E H[ o

12.3 W
1231 HFERRS
H21 EEF%EIH]EE.TE]?*%}?}? Functions > Management > IM Manager > IM Services
T | 54 J 3 A — o ; \,—J pa a3 E‘"‘f = NO. MName LOGIN HLI:_IHAN...HLi:_SHHHI...HPP_SHHHI..JPHUiUb’i’I’AP YOICE YWEBCAM WWHITEBORRD REMOTE_A.. GAME FHANDVRIT
WF{I%&{”E\ %%ﬁ&?%ﬂﬂu q‘al?ﬁﬁ gl IZFE‘F[I““F”ﬁT Platinam | G G ] @ @ G G G G G [+
RIS TFJF%%%J%JE‘“ ’ Gk G @ [ 7] @ %) %) G @ © ]
F R I SISV R P T o oo oo %
R (e " P St o e e e
MR G IR ] AP R T e e e e e B e B s
%*‘*—H’Jf‘ﬁfﬁ = E S PR AV PR
f r ot | G ® e e e e e e o o e
Newsss | @ | © o e | o ) 5 5 ® ] ]
2 2 %?EJUET&E]?«QB?% Functions > Management > IM Manager > IM Services
5 3 27K = 5 .z f N iy LOGIN | FILE_TRAN._|FILE_SHAR| | APP_SHAR| [PHOTOSWAP] WDICE | WEBCAM WHITEEOARD REMOTE_A |  GAME | HANDWWRI
APHTEFEEIANR R T 6 - IR RRE @ @ P o ) @ | @ ) o @ )
New Service -
[#] ] [#] [#] ] [#] [#] ] v =] Q
%) @ 7] %) G @ 7 e ) ) e
%) 5 @ g G ) ) 5 ] ] e
G e ) ) e ) ) e ) ) e
5 e o ) e ) ) 5 ] ) 5
4 -
“DEmEserte
#H3 3 ﬁiﬁﬁ‘ ;ﬁ-ﬁ?ﬁ%“{ﬁﬁ? Functions > Management > IM Manager > IM Services
fidy * FETIR £7 7#'&&1!@ OK E‘r%rlfjﬁirtf ‘ I. Add Service 'E'.
Please input service name
Tin
OK Cancel
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H 2 4 Eﬁ’?iﬁﬁﬁ' L’*"?F’E'[JEIUEJTEE'J’iEl?*FE’ Functions > Management > IM Manager > IM Services

[ &z 73: F 4 [ NO. Name LOGIN FILE_TRAN... FILE_SHAR..| APF_SHARI..|FHOTOSYWAF VOICE WEBCAM WWHITEBOARD REMOTE_A...| GAME HANDYWRTT
%*E?Er” Eﬁxﬂﬁ*ﬁbhﬁﬁﬁ'ﬂ IRl 2 § 1HARE) Iﬂlﬁzﬂi meia - . = - o o o o o | o |
PR FJ?[ F{ L ¥?+l§’,l4 [ %JEI“ I“E[%W[ I%‘; Gald [¥] (#] @ [¥] (¥] @ (¥] [¥] I @ =] =]

%J_ .
== swe | o @ o @ @ @ @ e e e e
FLE| (B IBHsE - s R G
}L{;J, F%P o” E ’]E FE gl!a ﬁﬁ%ﬁ Hronze [¥] (#] @ [¥] (¥] =] =] =] Q =] =]
Normal (%] =] =] Q =] =] =] =] -] e ]
Tin =] =] =] =] =] =] =] =] Q =] =]
NewUger -] e e e ] -] e ] -] e ]
#Ha 5 ?%E‘JEJHETiEJ%@E'JF—? £ Functions > Management > IM Manager > IM Services
?%‘EIJ LOgIn N FlleTransfer N é’? VOICe ° MO, p::::’::“ | Ll::lN HLI:;I:‘AN... HLI:_;FW«...HPP_::HHI... PHUI:J;\NHP \':I:I: WI:::AH :NHIIE:UHHDRI:M:E_A... (A:l:l: I‘W\IL::I'{H‘
Gl [#] [#] [#] I (¥ ] [#] W I [#] (7] Q [=]
sinver [¥] @ [¥] @ (¥] 7] @ =] e =] =]
Eronze [#] (%] ] %] %] -] =] Q =] ] e
Hormal (7] =] Q [=] =] [=] =] Q e =] e
Tin [¥] W =] (-] =] [¥] -] =] (-] =] (=]
Hewliser ] ] ] e ] e e ] ] ] e
H3k 6 BRI EJIEETiﬁjﬂEjﬁi‘fﬁJElU i) Functions > Management > IM Manager > IM Services
|iLErVFI J%J EI] '_“j[:i; ]:l% 71{'&&#_‘ Edlt Entry o . p;a.r::“ L(:IN FILE;H!N...HLE:_:;W{I.. AFP_:{;W{I.. PHUI:::’WAP \’ULI:I: WI:::HM \'\HI'I::UAHU HEH:I:J\.. U::I: PML::'RIIE'
[+ [#] [+] ] [+] =] [+] ] (7} Q (=]
[#] [#] (¥ ] [#] ] 9 =] =] Q e
@ [¥] @ (7] 7] =] =] =] =] =] =]
[¥] =] [=)] =] [=] =] [=] =] [=] =] [=]
(7] [=] Q =] 7] =] =] =] ] e
=] e -] e ] e e e =] e
Hak 7 ,%F}ﬁﬂﬁﬁ”"“" Functions > Management > IM Manager > IM Services

E?’L (& TE_;;[[ clﬂ‘lfl JﬁF/ ’ %!@ OK P;j%ﬁfbﬁ"?ﬁ ° Edit Service

Please input service name

Speed

OK Cancel

#2 8 FJF?’J]F,M Functions > Management > IM Manager > IM Services

- JEE NO. MName LOGIN |PIL TRAN... |FILE_SHARI.| APF_SHARL | FHOTOSYAR| YOICE WEBCAM WHITEBORRD REMOTE_A..| GAME HANDWRIT
ﬂj?{%fi’a«ﬂ};l% i AR 5 ) 4 [% nfsge S Lo LQ - = - 5 uA it
Delete Service ﬁ‘/ Delete Selected ‘J[ i P = | { f

qFﬁ’/

%]
(7]
o
(7]

£

o 0|0 C | C|C
0 0|0 C|C | O
0 0|0 C|C|C
0 C|0 0 C | O ©
0 0|0 0| C | O
o 0|0 0 0 |C
0 0|0 0|0 C
0 0|0 0 0| 0 C
o 0|0 0|0 0 C
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$#1% Upload Configuration Fu&?ﬁ%ﬁ,ﬁ&ﬁ%ﬁ'ﬁ v}[ﬁ%ﬁ."ﬁl@?’»{g‘ﬁi’fl’i@ﬂ%fﬁu’f o

SRR 53 i
ER o P E SRR PN P R IR -
(LS SEEE AR B 7 I SR R
g “FE ISR P R P 5 R -
e R 53 o FEER R P I 5 e Rt
R 3 <o A R P AR -
il 7o IR R R = P R e
Wi TR R P AR
FIfy oINPT EEE P R A TR D AR TR
EAD e SRR P s ﬁjﬂu :
5 o SRR P 1S R SRS -
T o FESEER O R PV R
A 121 RO
1232 SFHEFES

ﬁ% 1 E’I%‘TEJ[EET@%%E'
ﬂwf::ef’”u“ SR £

[% JREER New Group
F‘H [,l%roupt ;BOSS °

Functions > Console > User Console

(S’tatus rUsers rGroups |
MO,

Group Mame Description I Service YWeh Service

Others Default group name for users' registration Hewllszar Newlsar

Hew Group

Edit Group

Delete Group

Delete All

H3 2 A EE AR SR Functions > Console > User Console

}[fjlfjg 27| Boss 4z Status rUsers rGruups |

)ﬁ‘grj I—H?I% JRi% R Edit MO, Group MNarne Description IM Service Web Service

Entry Full permission Platinum Platinum
Mew Group

2 Others Default group name for users regis| Edit Group Newlser Newllser

Delete Group
Delete All
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S

TEL B
7 Content & [ * (251 £
IREEE PR > SR RiE OK

AEAE o

Functions > Console > User Console

Edit group

Marme |EI|:|55 |
Description : |Fu|| permission |
I
I Service Flatinum -
Weh
Weh Service Flatinum -
Finish Cancel
H3x 4 F%i‘—_,l*“ﬁii'ﬁ?' pl‘ﬁ;”lr% Functions > Console > User Console
’-]"5':}“ Status | Users | Groups |
E];SFA . Description Il Service ‘Weh Service

F“%*P"'ﬁﬁ%‘ﬁ,%ﬁﬁﬁ‘%o ]
SRR I PRI = > 2
; ,qué B IR A
'F'FILJEJ[EEﬁIﬁg-‘[E[F‘ H o

Full permission

Flatinum
Gold
Sliver
Eronze
Mormal
Mewllser

Default group name for users' registration

Platinum

Flatinum ﬂ

HA S OB

#1& Upload Configuration ﬁ%ﬁ@ﬁ%ﬁ ,‘-{%?&ﬁi’f@?ﬂ%{ﬁff °

& EY: (I
s = g IR Ot
BRI Ay -

[&9T I |23 AD Import 55 File Import fio4=¢ »

SRRl SRV < T
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BRI = B
13.1 %TTI*

L SR SRR AD BRI -

2. T FERN > (1 PUTT R MSN R RN A e T R
AP, mfr

3 mﬂﬁﬁﬁul%£t+ FoS SR i 7

13.2 HEFE

N e e s | P - G et

2. }{ﬁj’ R ﬁlﬂﬁ*[ﬁlﬁ' P ?Q‘EJ Block” _"_‘?E%ﬁFEIEJI;\I—FIJJ\J],E[H ] MSN » &5 277 :\El%ﬂ’ﬁ:}%lﬂ:@ o VTR R A
WIS 20 R e

3. ¥ File Export” ,’H AR AT SRR e i

13.3 HER

F i [a ﬁsrn j[Egj‘;ﬂéuf% * HEHEEEAGE] InstantScan };f{—f*]' FEJT J[EJJE g =+ ]+ InstantScan #LFI {,f; fs:"”u
i L%#III ,ﬁ; | FIJ@F' #]ﬁ fflrH ] ?ﬁ—][ﬁiﬂﬂj‘@ﬁléﬂig[@@ ; AT mtﬂpu InstantScan L [ {3
Vfﬁﬂﬁ AN RFA I HEE - 1) SRy AD [l ke T Y B R i R U
B 3) = ;J*JEIE;FEH@F' HIEH -

FJ
IHevel s 2)

W HET Eh*ié‘wﬁ%ﬁl“ 19 BB LRI R R 7 o I AT o A A Li/['l?%i IRSEIR R =
13.3.1 AD Import — Open LDAP

H3k1 %ﬁﬁ;ﬁ AD f&™ fJ 2 [ H R Functions > Management > Object Manager > AD > AD Import
It AD Import FEi - R

& owian { cwian)

& danny { danny)

& einstein { einstein )

& o { Aowe )

& hyewi { hyewi )

& twchen {iwchen )

& kerry (kermy)

& krbtot krbtgl

& lintest (test)

& loco (locady

& mermphis (memphis )
& natalie { natalie ) |
£ native { native =

Q Import [}

L7-NETWORKS 72




InstantScan ¢ * = p

%13
TREEAR® R

Y
_g‘
T

# 8 2 7§ OpenLDAP &>
A i P GRRE =
389)‘?E§i5'J$5§4$% OpenLDAP filffj#ifis User
DN =i - f]ﬁf‘%}ﬁ“ U= H PR AT i Base
DN-[555¥ OpenLDAP ?Tiiﬁjﬁﬁ%é’i%ﬂoﬁ'rf Open
LDAP [kt i i o] 4380 453 31 3-8 %
oo = £§;i—l PrIERIR . o

T T RS 1 S -

Functions > Management > Object Manager > AD > AD Import
: .Si.énrer S.P.;t"ti-ng .
*Server IP: [192.168.17.254 |

AD Import

*Port: 389

Password: [~

*User DN : |ator,cn:users,dc:l?,dc:c0m|

*Base DN: [di=I7 de=corm |

Server Type
) ActiveDirectory 2000 ) ActiveDirectory 2003 (& OpenLDAP Advance
[ ] Delete all objects | OK | | Cancel |

% 2 3 OpenLDAP JEIFE?]%QE_

AR OB TR Y AR R ORE ¢ R
[UEYR] © T[RH LDAP fgﬁﬁr%g F%é;«ﬂ%ﬁ’ua{ 3%
CARE Y REIE S 3P

o o

Functions > Management > Object Manager > AD > AD Import

i AD Advacne Sethng

Please choose the attributes for import

Account

*Base DN: [dc=I7, de=corm |

fitter : [ohiectClass=person |

Account [uid | *Name: [cn |

Group

*Base DN: [dc=I7,de=com |

fitter : [ohjectClass=aroup

Mame: [cn |

| OK || Cancel |

*}% 4 %’X 5*}:".]
Hi (ELDAP iy s * #9RI 2 » 2y gy
TIRETELE I« B OK il

Functions > Management > Object Manager > AD > AD Import

Loading Message

Information

Loading...
Found 35 groupis).
Found 38 user(s).
Created 35 graupis).
Created 34 user(s).

Finighed.

HAS BT

44 Upload Configuration pivRiE R Al A L -
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13.3.2 AD Import - ActiveDirectory

BB 1 EEEE AD B [EIHTE
%!,E’* AD Import 5@ o

Functions > Management > Object Manager > AD > AD Import

& caral (caral)

& clock [ clock)

& owjan { cwjan)

& danny { danny)

& einstein { einstein )

& o { owe )

& hyewi { hyewi )

& iwchen {iwchen )

& kemy (kerryd

& krbtot { krbtgt)

& lintest( test)

& loco (loco )

& memphis ( memphis)
& natalie { natalie ) |

£ native native Pt

# 25 2 7§ ActiveDirectory f&?

e fﬁJﬁS%&'%‘%Eﬁiﬁﬁ[‘Jv i (AR P GRRE =
389) -~ =E[F [l ActiveDirectory flFHSFY
User DN =i - SRy ffl ™8R] B iy
Base DN - [§:# ActiveDirectory 2003 £3 il
K% - #14 ActiveDirectory Elfjl;%?iit’ , ﬁ%
GE! PBAIERIR T 4 PAIFERR
B o

ﬁkji}ﬁl T B PRPORR S B A

Functions > Management > Object Manager > AD > AD Import

3

[Peasesotpyourapsoner ]

| Server Setting '
*Server IP: [192.168.17.254 |

AD Import

*Port: |389

Password: [™

‘User DN: [ator.cr=users,do=I7 de=corm|

*Base DN : [dc=I7 do=com |

Server Type

() ActiveDirectory 2000 ( (= ActiveDirectory 2003 _ OpenLDAP

[] Delete all objects | ok

Advance

| cancel |

# 3¢ 3 ActiveDirectory ;;%BE?I%’Q‘__
SRR ETEE  BISR RE R
foerE - ?Jrf LDAP SEfE it » ﬁ%éf%ﬁ’lé{ &
FHHIFRER - -

Functions > Management > Object Manager > AD > AD Import

2 AD Advacne Sething

Please choose the attributes for import

Account

*Base DN : |dc=|?,dc=c0m | filter : |1)(!(0bject0|asS:computer)))|

Account [sAMACcounttame | *Name: [name |

Group
*Base DN: [de=I7,de=com |

fitter: [objectClass=group

Mame: [name |

| ok || cancel |
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il

Information

Loading...
Found 34 groupis).
Found 35 user(s).
Created 35 group(s).
Created 35 user(s).
Finished.

Functions > Management > IM Manager > IM User > LDAP Import

Loading Message

T

Rt
4% Upload Configuration fyEfif £ Al A L

W

| i

ActiveDirectory &y

Open LDAP Hify|

Server Setting

Server IP LDAP frlfgaspy 1P #94- 10.17.17.3 10.17.17.3
Port LDAP il e bRl pUtRs o 389 (GfiF) 389 (FiF)

User DN £t [ 7% v LDAP ]’ﬁj’i?fé’ o cn:mana'ger,dc:yourCo
User DN RN« IR (P |8 RS Administrator mpany,dc=com
Password {1752V LDAP [l ik - | ADLdapABC OpenLDAP

Base DN £ LDAP (il b & i ™ = =
Base DN lﬂj%éﬁ‘ 3’” e cn=users,dc=ABC,dc=com ou=people,dc=ABC,

I T 1

dc=com

Server Type

ActiveDirectory 2002

ActiveDirectory 2003

OpenLDAP
Advance
Account
Base DN fL7% AD ’i’l’?@j’ ,fT\E’,?\%&EIfJ £
Base DN 34 » O}f:JQVOUpaQ({:rABCadi:COFn ° '] | cn=users,dc=yourCompany, | ou=people,dc=yourCompany,
lrig:‘*—ﬁ‘{ﬂn ]i;lj,};r{_pui@‘%gf[l > rif%ﬂ—_’ AD | dc=com dc=com
e Err U o
D RN S T R [ _ ~
filter :l:\J ﬁz}ﬁpﬁllﬁﬁ‘ B A AR N e f S (SR Y E)%EZE{?:(I:;?SELS:()_rgSLSth))()!( objectClass=person
| - (ObjectClass=person )
= oy AR ER - F s
Account %?%ﬁﬁ'ﬂ??%ﬁ% ;AOP lﬂmwéf Iered sAMAccountName uid
i Y ERL LDAP [ Ay 5
Name @ ET??EIUI CImpE - f B name cn
Group
Base DN gL 7t LDAP Firgf - 32305 £
Base DN 3_ S OUZQVOUD,dQZPfBC,dCZCOfn ° 1| | cn=manager,dc=ABC,dc=c | ou=group,dc=ABC,dc=co
‘Eﬁﬁﬁﬂfﬁﬁ‘iajﬁ:ﬁfjiﬁiﬂﬂl ) ?ir%{g om,dc=tw m
LDAP [ Afiffiusd -
filter I AR ¢ S YR 20 | objectClass=group objectClass=group
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o =
PURNR

TR Y X

( s

,[\Jiﬁpxﬁlﬁﬁfﬁig R IPE R Y
Il - (ObjectClass=person )

e 7P FPRL LDAP (il 1 Pty
PSR A -

name cn

13.3.3 {f1¥| AD Book Import
IM Manager FI‘J‘}}?TEEI AD Server EIE5f¢AD Server [&™ {12 | # VRS EEE [’E'FTEEJ °

AR -

» 45 AD Log Server

> ?YE*J AD Manager(:Z[&)

» AD Book Import...

# 2 1 4'4€ AD Log Server
A R f$ %’%&E S

etup.exe - B AD Log Server »

FHES B > AD Log Server

# 2 2 F%'H——Lgi'lé‘, nif_%%‘ﬂ‘—
device IP
{8 AD Log Server EI4 SEZ 4]
1 < 5 IP By 1P A
Ifil "

d A : = IP TEAVERIEL AD
og Serveri_,’% Log L;UﬂBF,
device FUELRL

FHES 1 > AD Log Server > AD Log Server Installation

AD Log Server Installation W

roelect disk

Flease select a disk to install. The installation

directory

=c ] =

Lo

hWanagement Server [P

Please input device |F:

192.1658.1.1

]

EEEZ ok

S
S ,HH °

FEES 1 > AD Log Server > AD Log Server Installation > Install completed

AD Log Server El

Instell completed.

# 3¢ 4 AD Log Server F%ﬂ‘—

s d i (12 AD Log Server

F?tf

g7

1 }14% Syslog Server » it I'[d
i Wﬁi LAY - H Save fF
= F'% .

L =P ORI AD
F_og Server kL Log = Z{H[i
device ° I[N ] J*ﬁ%ﬁ“'ﬂfﬁﬁfﬁ ff

Install completed > AD Log Server Setting
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B GREEEES
i)™ gy C:\L7Networks_AD ™+
?9,[‘;1*1 AD.exe ffiZ[fi" o

AD Log Server

| Spslog Gerver [ Daemon Mods | LogNet | “About

el

Syslog Server IP

192.168.17.121

2006410423 T 4F 05:15:34 [Info]: AD Log Server Started.

# 35 ﬁ'ﬂ’??AD Manager ]%’Q‘:
i
IR s e Wﬁ: » SREH Rl
ﬁ:tFJ 2 > FIZ] Managerment
= IR 2 ] (Update >
License r, * A ZAY License
Key) - 55y 15 Management
EHL { AD Manager =*
ncapsulation Manager f+7Ei &

Tch

Enahle AD Manager

rDescription

This manager maps tynmamic IP addresses to Microsoft Active Directory names.

You need to install a program on your AD servers.

.PF 6 AD Book Import
Li'l!‘“" 3 AD Book Import E']JF?E}?U'V
Import fi Jﬁi,l[ Io

Functions > Management > IM Manager > IM User > AD Book Import

rStatus rUsers rGroups |

List |—-Gr0up-- |v| |—-Iru1 Service-- |v| |—-Web Service-- |v| | || Search
Anply |--Schedu|e-- |v| |--Gr0up-- |v‘ |—-IM Service-- |v| ‘--Web Service-- |v| to listed.
Ko} Schedule Group Mame Description It Service Web Service
B Always Others DefaultUser efault User Flatinum mail
AD Book Import | | File Import | | File Export

ﬁ%7#ADﬁﬁ%‘
SR R e =
OK &,J[JH ° Eﬁ

Functions > Management > IM Manager > IM User > AD Book Import
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A A 1331 R
B l"zﬁil ?FL iZH AD ﬂZiEPF
‘%ﬂﬁﬁ:wr' °

LA 1
=h 3 =t
TP pERE 2 i
Import §|
Please select the accounts and groups
[ ] B objects [a]
[] T Accounts
2 [ Groups
[ & AE
[ 8 Account Operatars =

1% Administrators

[[]%& Backup Operators

15 Cart Publishers

1% DnsAdmins =

[[1 % DnsUpdateProxy

[[1%& Damain Admins

[ % Domain Computers

[1%® Domain Contrallers

[]%* Domain Guests

1% Darmain Users

1% Enterprise Admins

[1%® Group Policy Creator Cwners
| 1% Guests

[4]

0K | | Cancel

28 FOHY

4§ Upload Configuration p?%ﬂ,‘@ﬁgﬁlﬁ ﬂ%;&:{gﬁ@»f@;ﬁ@i?f o

A PR ¢ i RD_1 1% RD Group fii= 1 » (FLELIPyHRUATFINGE EH 7 M User b » Rl es 2 2
Eﬁ %ﬁfﬁq pruE=S5H] IM account > AD User > AD Group > Default User

13.3.4 ‘4:1‘*’:*‘ T ES ] Eﬁﬁ%@ﬂ e P
W%ﬁfﬁTiﬁlDN”@F”%*hﬂﬂﬁ?*wﬁﬂ%ﬂ%mﬁﬁ%@wﬂmﬁﬁﬁﬂwaﬁaﬂ@mfawww
I A e L G i S

%31 PR U

[T Uz*ﬂ?l[&% LB ﬁ%ﬁ'

}Lﬂ_k s #ﬁd‘%’ﬁgm‘r F:/IFI 1&5”'[‘—71 wJ Fl:f'iL Hio EI
BRL S PR o AR T LS R R R
HIEERI %ﬁ‘@* E*Hif VEIIHL > RERL Y

A o

Functions > Management > IM Manager > IM User > File Import

ceo, boss, ceolyourCompany.com, ceoflhotmail.com, ceollll
oto, bosa, ctoldyourCompany.com, ctofhotmail.com, ctoldld
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TP LR E K

# 25 2 B A RER Functions > Management > IM Manager > IM User > File Import
%IL'TE& F||e |mpOI’t ;’7’%@ o MO Schedule Group hsg R [File Rec Marme Description TSN Account erVRHOO Acco VIVCQ A
& Always Others (=] & UserName User Description  |(J (@] (@]
8 Always Others (=] & DefaultUser Default User (PR TR @

I

I
| AD Book Import KU\Fne Import/l,P File Export ‘

# 2 3 EERRET pUES Functions > Management > IM Manager > IM User > File Import

233# Group ~ E-Mail ~ MSN Account ~ Yahoo ( = 'File Import x
Account - §R & % 3E  Would you like to

overwrite existing users? F =&Y IE[ H] Please select the columns which you want to import.

H o B OK S [ -

Name

[] Description
Group

E-Mail

MSN Account
YAHOO Account
[]1CQ Account

[] AOL Account

Would you like to overwrite existing users?

oo |
e —
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j‘?:
TR F R

R L
BRI T Y SRl ShiB Open [ilffike

S E{,Iﬂeo

MEEIEN=E S

Look In: |ﬁ My Documents

] My Music

5 My Pictures

[ import test txt

D Yahoo! Briefcase.url

File Hame: |impc|r1 test bt |
Files of Type: | Al Files v
Y e —
Q open Cancel |
H35 BT Functions > Management > IM Manager > IM User > File Import
HR N © SRS - R R O (" Message X
Al Al N TR F &’55& Close Rt o
Line1: impaortis done.
LineZ: import is done.
Import complete.
# 2 6 B R R pUsE Functions > Management > IM Manager > IM User
AR &R0 B, (80T [ — IRt SRR o [ WO [ Bchedule | Group |MsgR[FileRec]  Mame [ Decciplion | MEN Account [YAHOO Acca. | IGG Accaunt [ AGL Account | Serdce | Ermail alet |
"IE‘% }t[ '?A\L‘ }:[ - J:ij: EJ %ﬁ [f?:: ’E‘:L’:Ii R % 1§ WorkTL.  Others ] [#] UserName  Liser Description Platinum & useriih..
:%i ' E‘E E\J(E}*:[;H %‘T&W%jg%lﬁ ' ﬂfrﬁbﬁl{ F'I & WorkTi | Olhers (7] 7] L cen@ho.., a1 Platinum ax:.uzy;..
“ ;Flﬁl[ﬁiwﬁ?‘za 'TI,TD ;\IHEﬁlﬂ?‘lﬁl Eljﬁﬁ\]tﬂ EI” ’ & WorkTi. | oty . (] [} e -wam_-t.iu 010 Plating Iem&w‘]
(7] Plafisnam {jmlnin@.‘

4 Always Others (7] Difaulillsa Dt Dseer @ o (R o

hAT BT

344 Upload Configuration R AR Al R -
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13.3.5 = Eare A IR 1 H

52 1 FHTEI R

Functions > Management > IM Manager > IM User

vy J [ '_‘ VA / 5 4 ”\"“‘E.E . ° MO Schedule Group Msg R...|File Rec. MNarme Description MEN Accaunt [YAHOO Acco. | 1CQ Account | AOL Account Senice |EI’HEHB|E
A IM User }ﬁF F{’[—‘ H F[% ”Iﬁl&k% Add User 45 WorkTi.. Others [#] (] UserName  User Description Platinum @ userg
3 Always Others [#] [#] DefaultUser  Default User 2" @] " @] Platinum ({2 admin
Add User
\D'elemsdeﬁ&"'
Delete All
Edlit Entry
Delete Entry
# 2 2 ﬁ“ eI &7 Functions > Management > IM Manager > IM User
B SR ™ 1A €77 - R OK Y] Add User X
F{‘;{[ [ o
Please input user name
ceo
# 2 3 ;ﬁ%fﬁﬁ'ﬁﬂﬁiﬁ Functions > Management > IM Manager > IM User
z . . ,Tf" '_‘ A s 4 5 ;E:? . . N0 Sehiedule Group Mg R (File R Marng Descriplion MEN Account YAHOO Acca | ICQ Account | AGL Account Bardce |Fm:|i|:a|m|l
o+ Descrlptlon WL‘ - H F[% llﬂ%lﬁh%’ Edlt i WorkTL. | Others (%] [*] UserName  User Description Platinum uul@.l
Entry -
& WorkTi | Olhers (=] [=] cen e Platinum
i Alveays Cithers | W [+ Defaulliser  Defaut tiger| DUt lser . e *g Platinum () adming,
Dewtean
< | ety B
) m‘"%
#24 ﬁ“ ﬁ,ﬁhﬁﬂj[‘]?{ Functions > Management > IM Manager > IM User
ﬁ—‘ %:ﬁﬂpﬁ@ E'J:HF'&J}FIQ—EPJ?? ° %!@ OK ?‘Eﬂl gfll = Edit User Description
ax
Please input description
Full Permission
(o Jyemen
H 35 ;@%fﬁﬁ'ﬁ{ﬁfﬁlﬂﬁﬂjiﬁﬁ*ﬂﬁdf Functions > Management > IM Manager > IM User
— ’Tf‘» '_‘ VA 2 [53 JE:_E . - NG Bchedube Group Mg R Filie Rec. Harng | i MEMN Account [YAHOOD Acco. | ICQ Accound | ADL Account Errvics |Frn:|i| alert |
'E—JE MSN Account )]fﬁlg—‘ EL Flﬁ 71%&3"% Edit 4 WorkTi.. | Others *] ] UserName  Liser Descrigtion Ptolinum le"*'@"-
ntry ‘ 4 WorkTie. | Others =1 [=] cen Platinum
Add User
@ Ay others (] (] Detauniiser  Deraur User Iu' Dbl e Lisr N Platinum | asmingg,
- | Delete Sedacted | |
| etetean—— |
| it ety b
“MaRWBF"
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T B i B i # "‘z?}ii

ﬁ?ﬁ 6 ﬁ‘a?]‘ @E'jﬂgﬁﬁﬂﬂﬁﬂj‘iﬁ%ﬂﬁéﬁv}f Functions > Management > IM Manager > IM User
- Account FIFF P jfay R MSN [R5 " EditMSN Account X

ETERANF R RS IR MSN =5 -

Please input the MSN account name
cen@hmmail.cnm|

@ Cancel

H k7 ;fr?}%%‘fﬁ fﬁfﬁﬁﬁﬁ Functions > Management > IM Manager > IM User
—4 H ya VA AR S0 SEE R H MG, Schedule Group K:uR...IFiIuHur Mame Degeriplion INSN Avcount YAHOO Avco_| 1C0 Account | AOL Account Semvice Ernvail sderifo
& Eamilalortto flit IH] 58 A Edt | Bl ot SO e e ==
n ry 4 Worklh. | Others [=] [=] cen Full Pariission L Ce0fho.. LJ ceol111 Platinair |
Al User
o Alvays Others [+ (] DefaultUser  Default User *h (o lQ‘ o Platinun  Dedate User
Delata Salected
(,mnﬂ_,‘
.. | Edit
e
# 2 8 glam‘j“ Fq“ﬁ]iffﬁ‘ﬁrg Functions > Management > IM Manager > IM User
ﬁ? Es ks ey f[l |I5F|E”gd4 ElIE I"F' E 25 Edit Email Account vl
tﬂ'&ﬁﬁlﬁh A TR %Jum sl 1Ei’§' —

[
PRI % T@}HF‘F, AR R AR

Please input the Email account name

CEOENOUrCOmPpany.com

@M Cancel ‘

#H 389 ﬁ;ﬁlil;ﬁﬁﬁiﬁﬁ‘ﬁl[ﬁi’]‘iﬁi&@” Functions > Management > IM Manager > IM User

| Cescrigtion | MSN Account [YAHOO Acco. | 100 Avcount | AOL Accountt|  Serdce | Emall slertin

PRSI0 RO CHALOR A | g e L
i e S g |
-

Phatinum ) user@h...

5 WorkTi, | Othess e © i Full Permission 0 ceng@hi.. [ cent 111 Plalinam ) cendty

:0 . :0 . lO ¢ | Platnum L admings..

& Always | thers | G | Q | Detautiiser :IJBIMuur :0‘

5310 SR
1% Upload Configuration FyRlE = A R R -

Email alert to [0/ hLATEH 7 |-kl BRI [ 7 358 i) Eﬁqw%f L BRI 1 LRLIE P
IRRIC e e NIl tlfﬁfaﬁjg* Jﬁ“ﬁf\fﬁq I R A ?’m s @ fiE bl AP

' 1 Cadig]

Q Email alert to | i ffiH | #55~ R RRA PR }HHWU%FLI l'ﬁl’*

© Email alert to [ fffi™ 1™ AFG iR iR T fﬂ’_’rﬂ’?ﬁ (it

Al 13-1 SRR 0 P L

DA R D R AIRDGER - R AR SRR T FOE e e bl APV

i R i
@ Email alert to | HAIHS7 1 0 IR TR 5 1 - f E’THVTU%%T] 1
(=) Email alertto | JIFGEEY0 Y 1 #E T P e A E%xﬂjg*%ffﬂ IG (T
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r’F’EF'—?xﬁ' 1(. 3 "}5 ’r‘}: "i
A 13-2 A T e FE AR R
Wi 7 Wi #

AIRFRFGR | E ORISR - By &) PR R |

No iy j[ﬂig[ mp,_w[ﬁ [UFSHE - LS 2

Schedule Fsm Flyﬂrwﬁ [[Eﬂflﬁj;&[ﬁ[ﬂ %JE'[ ”EJ‘TF . ﬁigsyS/ Never / @Elﬁg Always

Group M= | ES A R fﬁ‘*“' ° P e boss
IR sl L IE'J%* BB - AE IR | @ e S |

Msg Rec. ?*S%F e " LB P @ oy 1@ v | @

: A1 ﬂg*’r’éﬁiilﬂ‘# PISHIR e AINGERY | g e w ooy | me

File Rec. ﬁj% kol f ik P @ o 1@ v | @

Name NG RIRA EAPR £ fflrE o ceo

Description AR E gt - A Full permission

MSN account

MSN [j=8k -

MSN [[=5F1=

ceo@hotmail.com

YAHOO account Yahoo [R5 - Yahoo nﬁ%ffﬁ?“ ceollll

ICQ account ICQ [I=¥F - ICQ ﬂﬁ'é%ﬁ??c -

AOL account AOL [=5E - AOL [[J%'ﬂﬁ?“ -

Service NG RIRAGUH | 5 ELF= A IR Platinum

Email alert to ;;;J E}Jﬂ%’ﬂ PRI 8 R R P (il e ceo@abc.com
%Tﬁ‘ 13-3 IR RIR 0= B AR B

13.3.6

IR
B R I R
G FIEJ%&TUEUHJ:«#F AN F T SRR RN o A e

25F 'r%é

gﬂf’ﬂ? AUz o

R R F

TR A S e
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TP R o X

PO
( s

ﬁ% 1 f& BFE @El
it Non_IM_Users (ZFF IM Users &1 FHivfiR

B T G SRR IR R e m
= .

BRI pvE ”rﬁw' Eﬂflﬁﬁ*lﬁl"ﬁﬁ“ﬂ el
FI B REE o R AL ;Lh
Non_IM_Users fyfi=bkRe* IM Users 1%‘

Hll- ’ﬁz’H I FIRHEETT 4G IM Users i
g“ULF” £l q”# | AR PO > 51

.4,\7 N1 ?t IS [ Jﬁﬁ AR IR 27 et
LIRS PRYEY Rf3g -

Functions > Auditor > IM Recorder

& Al
[ g Man_IM_Us

& 420664 Import all accounts to IM User using IP as username
& I7manualte yonart all accounts to IM User using fiosthame as username
& evan
& ishn Clear records
g boss

W

g

Import all accounts to IM User using IP as
username

iR e
Hp 1P by ¢ <

AR T SR R

Import all accounts to IM User using hostname as

username

WA B CFRELE [ €7 o

SRR = TR S 0 TR 2T O

Clear records

I 7 G

HA 181 FIEIRBEE ) - e 2R

H3k 2 B EYVRPH
s R [RBRRE 9 S R T
7+ Non_IM_Users &+ - s# & SRR Y
M=B > SR e =Rt H‘%)E[% EELER '/LH
(=B * = ﬁ'ﬁfﬂ%ﬁ "**‘%F‘” A e

Functions > Auditor > IM Recorder

Z7 Al
= i Mon_IM_Users
&% 426669
£ ITmanug

Import as a new IM user...

&) evan Import as an existing I User

& john < Import to IM User using IP as username %
g hoss

e | import okt b ing host ot

Clear records

Field Description Example
Import as a new IM user ALEEPVIIRGRIRYIRSE - T Srpeplipy | 4286963
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TRELRR Y KR

Y
_g.
T

2R IR R R -

Import as an existing IM User

TR S ST e S PR R R
R -

Evan

Import to IM User using IP as username

SR EpUE RS (NP iy fR
RGERA U TR B

192.168.168.10

Import to IM User using hostname as
username

R O TS - E = B 7 SIIEg
S T -

ABC-Evan

Clear records

VR L RORE A E R

FA 132 [IEIRSEEE - B R RIIRRR R  E T R

133.7  f POMR Be RRR 2  HE E e
EL 2 SRER T [RRATIPSS o S = PN D R AR - o RN AR B R o T

I TR -

H3 L LR
Rt File Export [ist LR R0 EeyR -

Functions > Management > IM Manager > IM User > File Export

D

Group Msg R... |File Rec) Mame Description MEM Account YAHOO Acco.) GG
Others (=] @ |& carol {carol) @] (@] @]
Others (=] © |& clock (clock) @] [#] ]
Others (-] @ & cwjan ( cwja.. @] [#] @]
Others (=] © |& danny{dann.., @] (@] @]
Others (=] & |& einstein ( ein... @] [#] @]
Others (=] @ |& flow (flow) @] [#] @]
Others (=] © |4 hvewi (hye... @] [#] ]
Others (=] @ |& iwchen (iwc... @] (@] @]

-

[)]

| AD Book Import || File Import H;FileExpnrt_;P

%32 iy BRSO
# File Name #§% [ [fi]* T fopi g - i

Eﬁéﬁk Save [Ffr o

Functions > Management > IM Manager > IM User > File Export

- Save H

Save In; ||j My Documents

oo | o—
M B85

[ filelib [ My Skype Received Files [ ) SkypeSetup.exe
J1caLite ] Symantec [} technical.txt
] MSH Messenger ig%8  [] Test [y vs.rar
1 My Music s D Yahoo! Briefcase.url
] My Pictures [ wWiaLL
3 My Received Files D Instanthlock-db.txt
<] Il D
File Name:  [fileExport |

Files of Type: |AllFiles
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f’P];‘Exé’ 1(. 3 "k?}:i

#H 3k 3 R Functions > Management > IM Manager > IM User > File Export

L ﬁim SR EJ U (BRI I 2 i
s o e

Export Complete.

Lt
0K

13.3.8 I:J”Ej]:lﬁlg_‘ E[Flj?{%‘{#’ — l:l7"
B g A ﬁﬂgﬂgﬂﬂjﬂgui%i InstantScan ﬁiﬂﬂ IR 20 1) IR (List) EEy Jﬂ’i R
SRS B P - 2) RE] (Apply) f;f.*»JI@EF%M?IJ%E@EWJE%ﬂF’*lﬁl“ IHEH

@ List |--Gr0up.. |v| |--Senrice.. |v| @ | || Search
@ Appty |---Schedu...| v |[-Msy Rec--| ~ | [-File Rec-- | + | |--MSN-. |v| |.-YAH00-. |v| |..|co-- |v| |..AOL.. |v| _Senice-- || tolisted.

ooy S #E | A kil
Group SIS R AR R - fil 2] Boss
List () | service JIPRE LT AR T E = 1 ESPV T -
Schedule | = [ EIUERREERAOIF R0 FHEHLE o filr | LR Always
R Ay TEZ SN SEAE :
Msg Rec. :E}U—c ERUF LRI FIETIZRAOAR RPN HE | (?;lvaj) 1 i | @
File Rec. ;iﬁﬁ@_”ﬁ&ilﬁ' S PIE R A R R 2 8 %) (?%E'J) | © i | @
i to MSN ;?ﬁ Y MSN I IJ%EWE\[HE\JJ:&EE”E'BJ%{% Block/Allow Allow
listed. 2 FIj2uE B3l B
® |0 |n PG vahoo SHHETIFARAT I AT | giocmiow Allow
AOL ;;é;ijfi Lty AoL HHHIER IJ%\EIUE‘I”E‘JJ‘:{E;[”@fﬁ'Elﬁﬁ%ﬁ‘Elfll Block/Allow Allow
ICQ ;i oin S 1eQ R IJ%EIUE\IHE%J;@%TE{BJ%%E Block/Allow Allow
Service 22 PR PR P AR spi i = | ffr |8 ESs R Platinum
Search IR RS RS DO S H i

i 13-4 SRR RS )
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$14%
BB ST

14.1 %T‘j*

By o gy iR el R FTTI SpR L B P -

e ERR > fATRUR TR MSN > SRR RL SR o R - S e WL R SRR
L T LR e ‘J'Pﬂﬁf‘ﬁﬁm#’ HIl -

P (EERTRAET - PR RD W PSRRI ERE SIS S RIS .

AT | PSR SR SRR T (5 R AT A AR IR AT R (R It oaEEe
E RIS R AT

| R ORI T 1R P IR R -

PUELIEEIINIEY CEO =2 CTO EpRyFAfves: » Al I IR ! o st -

142  HE

o oA W N

%+ Functions > Management > IM Manager > Status > New IM User Setting _EJE'l_"?ﬁ—_’%gﬁ‘@"{lflfjflﬂﬁﬁiﬁl?*fﬁ[ HIH
%ﬁgg&@ .

7+ Functions > Management > IM Manager > IM Users I Ew?ﬁﬂﬂﬁ?jﬂ?ﬁ@Elﬁ:ﬁm}'fﬁ o

7t Functions > Management > IM Manager > IM Peers F! F[F%’Jt RD #5517 F )= Non_IM_User T~ -

7 Functions > Management > IM Manager > IM Contents F! E-IF%{L_’EIEE}?};TEIU?*,E;L?W{?(’ ) i??%E'JF?y“{L; o

7+ Functions > Management > IM Manager > IM Security EJEI?S‘(E'JB’E@E?BJQWE Sl

A Functipns > Management > IM Manager > Exempt Sources ! Elr%{u_ » Boss (CEO/CTO) Elfiﬁﬁﬁﬁﬁﬂﬁﬁjﬂﬂﬁﬁiﬁl
PR IS -

14.3 HER
14.3.1  FRAFOAIRSER R R R
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#3 1 SRR HTE
£ fl & [J Eji I'E[m %E,fjférfﬁj‘ > ﬁ?[}?ﬁ%}fﬁ New

IM User FIJ%L@F :

Schedule: Worleme

Group: Others

Msg Record: enable

File Record: enable

MSN: enable

YAHOO: disable

ICQ: disable

AOL: disable

Service: Platinum

% [_ EL‘J—L;‘H‘ =5 Fﬁ;—‘lﬁ o = ,}sjﬁﬁ[lﬁ NEl| pﬁﬂ% IEI ol
?ﬂ F =] [prq;q_ o

Functions > Management > IM Manager > Status
Enable IM Manager

rHew IM User Setting

Schedule (45 WorkTime [« |
crou
MsgRecord [enable [w]
File Record lenable [ +|
MN nabie [ ]
vaHoO  [disabiel )

Ica disable  [~]
AOL disable  [w]

Service

1432 SIBERREIH TR

H 3 1 TR SR

%)% Enable IM Manager -

Functions > Management > IM Manager > Status

[+t Efiable IM Manage

rNew IMUSEr Setting

Schedule 15 WorkTime [« |

Grow
MsgRecord [enable [+|
FileRecord  [gnable ||
MSN enable [~
VA0
ica
oL
Senvice
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22 AFFHE] MSN » E'iEI EJ 53 | Functions > Management > IM Manager > IM Users
7
ﬁﬁl?rﬁ% MSN ACCOUnt '_‘ [4] Lrl Group Ms%R.. Fi\ef{ec. MName Descm-pti-un ,N@N Account YAHOO Acco| ICQ Account AOLAccuumA
Iﬁ U ( 7 _I) s EEE‘E[ | Eﬁlﬁjg_‘ﬁ:,&?ﬁﬁ J[}Eﬂ[ Others (¥] (¥] UserName  User Description
. JEf{ Iﬁ[‘ e (}Eﬁl‘g r —J" IZI %E_E[ I IM Users EFJ 10 [#] [#] issaa Abdulrahman Issa 1 |(J issaa@u..| @) Issa
FL[ J“ﬁ EEEENSTI H{ﬁ%‘ sl EJJA;IEJ@ |E:| | ﬁ JLJiJ 10 Q| o acallen  Adam C Allen ‘e Allen
10 (7] (7] arhickey  dam R Hickey 1 ‘G Hickey I
10 (7] (7] aiyajt {diva J Thomas 1 ‘G Thomas
10 (7] (7] salhia idnan Salhi 1 ‘G Salhi
10 [#] [#] barkana  Adrian J Barkan 1 ‘e Barkan
10 [#] [#] arehan hmed Rehan 1 (4 arehan... ‘e Rehan
10 (7] (7] edwardsa  Jlan G Edwards 1 @ Edwards
10 (7] (7] ajdeeds
10 a |l a fiosaide__Alber Tse 1 & 1se ‘ : .lz
‘ LDAP Import || File Import || File Export
#4323 LLEEHEL WorkTime Functions > Management > IM Manager > IM Users
F
—f‘j: -El"] E’[ FISJ ﬁ/l %’T s ::_9 I’Fﬁ ol ;l/%; fi ,:I,{I%J fu .[ll:l lFﬁ F NO. ¢ ‘Schedu\e'\ Graup Ms-g-R F”E__REE MName Description MSHN Account [YAHOO Acco. | 1CQ Account AOLAnnnumA
LA 2 4§ WorkTi... Others (¥] (¥] UserName  User Description g |
Schedule " - % 4 Schedule #f i F}‘b i
WOrleme ru "ﬂ‘ IZIJ N I;{:“ FIJ <Ctr|> + ?F% j;E-J/ETV & WorKTi. 10 [#] [#] issaa bduirahiman Issa 1 ({2 issaa@u...Q Issa
fF (& %I = UEJ[ Eﬁlﬁlgﬂﬁl H ?ﬂ 71{"2 i+ ;'T[J = i WorkTi 10 7] 7] acallen  [dam C Allen ‘a Allen
% Apply WOI’kTIme to lISted & WorkTi, 10 [#] [#] arhickey indam R Hickey 1 ‘e Hickey [
4 WorkTi 10 @ @ adiyajt idiya J Thomas 1 ‘e Thomas
1§ WorkTi, 10 @ @ salhia idnan Salhi 1 ‘G Salhi
14 WorkTi. 10 [#) [#) harkana idrian J Barkan 1 ‘a Barkan
14 WorkTi. 10 [#] [#] arehan iAhmed Rehan 1 @ arehan... ‘e Rehan
& WorkTi, 10 [#] [#] edwardsa  |Alan G Edwards 1 & Edwards
5 WorkTi. 10 @ [¥] ajdeeds
£ WorkTi 10 G | a hert Tse 1 & 1se =]
‘ 1 I [»]
‘ LDAP Import || File Import || File Export
% 2 4 F;':FJ’?%‘?*E;L/’FE'@'@'J%JF]’: Functions > Management > IM Manager > IM Users
%Eﬁiﬁ%ffﬁ MSg ReC. ﬁ'ﬁ lf_\i., _'_‘ i I_ i u rl:FEJES[r Group *ﬁs?ﬁ.. Fneﬂﬁec Marne Des:rlrptlran MSMN Account [YAHOO Acco.) 1CQ Account AOLAchumA
HQ‘LIFJ\ [’E'J\(%:%'?—l‘j Flle Rec. ﬁﬁ"—\j J“ Al -+ u rl-}ﬂﬂflr Others (@] (¥] UserName  User Description il
ﬁ’ri 'E{' o %1&7‘1 Email alert to #ﬁ"‘j’_‘[— Al 10 (7] issaa Issa1 (G i O Issa |
G IE FSIQLE j[‘ %‘r'—} FI lj{‘- FI Jq j7J 10 [#] ¥] acallen Adam C Allen & Allen
o P
10 [¥] [¥] arhickey  |Adam R Hickey 1 ‘0 Hickey 1
DfEEr I It by 5
L e }:I J i IM Users i F{'I B 10 @ [#] adiyajt  |diya J Thomas 1 ‘e Thomas
Wﬁ%¥ﬁﬁ@@@“ﬂﬁﬁ°
10 @ 7] salhia idnan Sathi 1 ‘G Salhi
10 [#] [¥] barkana  jdrian J Barkan 1 ‘0 Barkan
10 [#] (¥] arehan iAhmed Rehan 1 L@ arehan... ‘a Rehan
10 @ @ edwardsa  lan G Edwards 1 &) Edwards
10 [¥] [¥] ajdeeds
1 Q| a i Ihert Tse 1 & Tse =
1 ] [v]
LDAP Import ‘ | File Import || File Export

HEH S MR
4 Upload Configuration pvRhEA{H=- ;{;"Jﬁ%igﬁu—@fﬁugrfﬁu— .
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1433 ERFIPI A

%3 1 FeR R =P ]

Functions > Management > IM Manager > IM Peer

ﬂ%irgjg%é‘u |M Peer Flfjg%}—l—ﬁ'?l%’ %#Tf%“i Add d[e) User1 Lser 2 Fermission
Peer - ANY ANY # alloww
(J;I;Peer
" Deicte oo N
#H 3 2 EHH Userl Functions > Management > IM Manager > IM Peer
\l} User 1 ﬁﬁfj'laﬁf?iu RD - Uszer 1 User2 Fermission
ANY -| oy & allow
ANY =l
) ALL_IM_USER W ANY # allow
& UserName
i issaa =]
# 3 3 EiH User2 Functions > Management > IM Manager > IM Peer
"‘i’ User2 ﬁﬁ"j‘fg‘*ﬁ% NON_|M_USER o MO, User1 LUser 2 Permission
& RD ANY w | & allow
ANY -
ANY ; # allow
< g NON_IM_USER m
b
ke 10
e Others
& UserName
) issaa ~|
# 3 4 HlZ RD = NON_IM_Userfi]pv#} | Functions > Management > IM Manager > IM Peer
ﬁl:zl MO. User 1 User2 Permission
T Permission fiffit _—# & deny - & RD & NON_IM_USER & allow
# allow
ANY ANY <Igl dony
# 25 ﬁﬁﬁi@ﬁl@?ﬂﬁ?jiﬁ}%ﬁp“«ﬁﬁﬁlﬁu Functions > Management > IM Manager > IM Peer
ﬁﬁji‘[;g?ig?ﬁfjgg{}?\?dl’itﬂ EI“ ° MO User1 User 2 Permission
e RD ke NON_IM_USER @ deny
ANY ANY & allow
Lx

HH6 BT

344 Upload Configuration Rl A A ERE
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¥ 14 %

BB K

HRT RS IAPITET FE

E%‘;W‘ RD fififiis Evan wﬁ%ﬁ“ﬁ”lf, HJ 3
S eIFEE IM Users ETE‘H Bl IS

12 | InstantScan SRR 9 . Felp Jﬂ:]LP:F J f'v“i Ell

R U I -

# Second Angel - Conversation
FI|E Edit Actions Tools Help

% o ?
Y3 B =R ﬁ! e

Invite SendFiles  Video  Voice  Activibies Games

&

To: Second Angel -<jaona@aaa.com>

Ewvan says
hello
Second Angel says:
Policy wiolation! ¥ou are not allowed to chat with this user.

A D Ovacedp Swinks ~ B @ (20

Last message received at 4:01 PM on 6/5(2006. _ii’

' =

-

1434  HIFHEFC JFL,;H?'EL

Al SR

143.4.1

5 3 L T IS

2J3% Enable keyword filtering -

nahle keyword filtering

Functions > Management > IM Manager > IM Contents > Chat

3 kepworgs]
7 DirtyWords
[] & Name
[ I Confidential
[] 5 Sewx
[] & Lave
[] 7 Stock
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¥ 14 %

ORI K

#3 2 ﬁi@’(ﬁﬁ%
JIFEF22] IM Contents > Chat [t - ],
& gﬁfg Add Group -

Functions > Management > IM Manager > IM Contents > Chat

Enable keyword fittering

[ 5 Keyward
[ B Namj{ Edit Group

[] 3 Conf
L] & Sewy
[] 3 Lave
[] 2 Stock

EH-H

Delete Group

3]

Add Keyword
Edit Keyword

H-H

Delete Keyword

H 3 R
i SR SRR -

Functions > Management > IM Manager > IM Contents > Chat

Message

Please input the group name

Stock

(—; ) cancel

2 4 AR

PP EEE R 8 SRR RE Add

Keyword »

Functions > Management > IM Manager > IM Contents > Chat
[ ] Enable kesaword filtering

[] B Keywords

H-EH-HH

[ ] 3 Dirty\Wards
[] & Name

[] 3 Confidential
[] & Sexy

[] 3 Lave
& Stoc

Add Group
Edit Group
Del

Edit !eywurd !

Delete Keyword
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%25 ﬂlzim’T‘ Fo<d Functions > Management > IM Manager > IM Contents > Chat
SRR TRl X

Messape Lg

Please input the keyword

Stock

@ Cancel |

HE6 ORI
4% Upload Configuration E‘/Pﬁi"%‘ﬁ ;{ﬁ%iﬁﬁy}@ﬂg&@u— .

ﬁ/. gf 7 J-:EE} EEF:\%%EJ'%@?EL T‘_F‘[ ?"'F,;,L B YERT..... - Conversation !EE

T SR T [ SR | S A T e —
%ﬁiﬂ‘w%— A%Tﬁ%go 4 5 BAPESTS

Invite SendFiles  Video  Woice Activities Games

To: EELT ... <tsaizdza63@hotmail.com:

Second Angel says:
stack

NEILT _ sovs
violation! Some word(s) of the sentence ¥ou are trying
send/freceive is not allowed.

A D+ Wuoedp winks + Lol - @ (22

Send
Search

Last message received ak 5:04 PM on 6572006, ] Lij_

14.3.42 RREEGEE

%1 ‘FI?TE‘Jﬁ?fi'?%TEJEﬁ}%’ Functions > Management > IM Manager > IM Contents > File

»J3% Enable file-type filtering ° @%ﬁlﬁle-typeﬁnering
[] IF File Types

[] I Audio

[] 3 Compression
[ & Image

[] IF Office

[ &F Source

[] ¥ Risk

[[] & video

] 7 #mL

H-E-EH B H BB
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3 2 FHMKITE]
JFIFEF2Z] IM Contents > File ElfJﬁﬁfﬁ"F,
& El!,*fg Add Type -

Functions > Management > IM Manager > IM Contents > File
Enable file-type fittering

L] 2 File Ty

D’EAL& Add Type L\é >
[] 3 com Type

[] & Imax Delete Type

L] B Offic| Add File Name
L] & Soul Edit File Name
L] & RisH pelete File Name
[] 7 videb
[] 2 sl

EH-H

H-EH-H

EH-H

%2 3 [ T
iy R SR R -

Functions > Management > IM Manager > IM Contents > File
Enable file-type filtering

[ ] 3 File Ty

Dﬁﬁﬁ Add Type [%
[ & Cor ks

[ Ima Delete Type

] & oOffic| Add File Name
L] & Souy Edit File Hame
L] & Risk pelete File Name
[] 2 videb
[ 7 wmL

H—H

H-EHH

H-H

H 34 FHME G
[, PL?J'Jf’Lﬁ'J??iﬁEﬁiﬁi’iﬁi’@ﬁ,'Jfﬁ’f[fn;‘fév ’z#&%'rﬁ Add

File Name -

Functions > Management > IM Manager > IM Contents > File
Enahle file-type filtering

[] &7 File Types

[ 5 Audio

[] I Compression
[] & Image

[] & Office

[] 37 Source

[] ¥ Risk

[ 3 video

] 3 L

OB

H-EH-EH B H HH

Add Type
Edit Type
Delete Type

Add File Name ; >

Delete File Name
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%25 FET .
F ST T R s i éqﬁﬂﬁ]’%ﬁ@iﬁ?
) .al R

L Message

Please input the file name

(0], Cancel

% B¢ 6 TR IR RIE I
2J3# Enable file-type filtering » ™ 2032 [k riey
REE S A

Functions > Management > IM Manager > IM Contents > File
Enable file-type filtering

[] & File Types

[ 3 Audio

[] 3 Compression

[ & Image
[] 3 Office
[ 7 Source
[] 7 Rizk
[ 3 video
] 2 L
7 [picture]
& ai

HHEHEHBERB

o

HBT BT

1% Upload Configuration FyRlE = A R R

%2 8 BV MR HEERET TR
‘gil’ﬁl P SBL HR EEREV RT  00
s P LR L -

# aven.... - Conversation !Eu

File Edit Actions Toolk Help

r & |
3 B K go)  men¥
ﬁta Sen;ﬁlas E .\% Ams &‘;s 4 @ \jj

To; @¥en. <avencab@pchome, com.bw =

Second Angel sends:
N

DM1.3i (7915 KE)

aven, ... Canceled

E Sending of "DM1.ai" to aven.... has failed.

BWEN.... SEYS:
violation! The file you are trying to send/receive 1s not [
owed.

A %~ (@ vice Clip EjW\nks - E' 6' (&3]
send
Search

JIAT)

Last message received at 5:27 PM on 6/5/2006,
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14.35 JFpR =

14.3.5.1 H; (Anti-Virus)

H31 ’??E'J ClamAV [%3,

>3 Enable ClamAV Anti-Virus > ‘ZF&E:E%‘B?”J
t InstantScan }ﬁfﬁ ERR =T (T S N U R
500K > M 9fR T RL 500K I/ 7 ity
3 SOOKFUHI %~ T -

Functions > Management > IM Manager > IM Security > Anti-Virus

f#TEnable ClamAY Anti-\Virus

Max file size to sca

2 R
21 Upload Configuration pyflEs ol

M

A

% FS ISR ISEORE Ay PR PO P
B
Eh fits] ?{Iﬁb_/glly‘ﬂ IR ,,f J’r'?i‘,[ljj » i [ T
«#’Hi%ﬂfﬁﬂk i TR 'HEﬁzﬁﬁ*ﬁJﬁw |
S F?&ﬁ flip InstantScan Hﬁ Jlﬁl“

File Edit Actions Tools Help

) - 5 i ]
E K ’?t& T - ‘ m Y
‘I'%te Senudlz;les @ a w “ @ ?)

Wideo  Woice  Ackivities  Games

To: S@MRMEXAIEAFNEN L ~ <joan@aa.com>
TESTGENOS.
eicarcomz,zip {1 KB}
EmHERERTEY L ~ Canceled
2 Sending of "eicarcom? zip" to L aF ST TR S IFAT S ]
~ has failed.

| ESHHEZAERTFISEY L ~ says:

1 Security waming! A virus is detected. You are not allowed to ||

send/freceive this file. v

I
A 2 Ovhcecip Jhwirks - gl @ (20

Last message received at 3:09 PM on 6/6/2006,

' =

14.3.5.2 [HiEE (Anti-Worm)

#3 1 REI ,

23 Enable L7 Anti-Worm -

Functions > Management > IM Manager > IM Security > Anti-Worm

#TEnable L7 Anti-Worm

Enable blocking of URL and filetransfer worms.

Hgp2 FEFLH

#4% Upload Configuration pvEfTRf & A R R
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EL File Edit Actions Tools Help
,IEIH ﬂlml_/}%”;ﬁﬁ JURL/ﬁ‘ P fJ az% P .= .3 = " o msnY'
Instant can { fﬂpnﬁl“ﬁﬁ

&

# ,QF 3 Eﬁjgﬂﬁ‘ﬁ JURL/*H'{#{ _AI >’Tf‘ =} EIU%T‘ P fFl R, - Conversation IEE
i n*
F

Invite SendFiles  Wideo  Woice  Activiies  Games @

To: MW A <wolfied127@hokmail. com > ]
1

|° AP may oot reply becarze his or ber states is setto Oot To Loach. |

Test says:
bedroom-thangs pif

LR, says:

Security warning! A computer worm is detected. You are not
allowed to send/freceive this URLile.

A ©- Wwiedip Bwinks - Gl @b (20

Lask message received at 3:23 PM on 6J6/2006, b ‘i’
1436 B9 PSRBT
H3k1 '??E‘JB%?}TFQ'F@F& Functions > Management > IM Manager > Exempt Source
5J3# Enable Exempt Sources - R i ¥ @
Exclude Boss from the IM Manager Enable Exempt Sources
enforcement = & - [Ifiv ) A7 fﬂul filif Boss [@} Exclude Boss w | from the IM Manager enfnr-::ement]
(&% # CEO =@ CTO) ‘EJ%’FEZFI”J:FF[ f t‘VﬂﬁB}?
it s B L) [g,gﬁqém HERE T Egjglmaw’% i Include |! ServerHTTP |v| in the IM Manager enforcement
gjnfjjcgt"gy, °

5% 2 OB
1% Upload Configuration FyRif = @ ﬂﬁ'?"ﬁﬁ'&’f@?ﬂéﬁﬁl’f o

L e R | #f)
Enable Exempt Sources | ™I 9t e if- = - RN (il
Exclude from IM | TRV AP SEAHRGE - HERAVEREE T | ey Object Ml Boss
Manager enforcement | f[ %/ Sl R« 2SI ES
Include ___in IM SRR IR b Gy R | BE] Object Bl
Manager enforcement | f - [ N

A 14-1 B9 TR O A
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LDAP (ActiveDirctory) Import % 2 &)

% 15%
LDAP (ActiveDirctory) Import F%i‘—_ﬁ'c?fﬂ

LDAP [t Lightweight Directory Access Protocol (il | IE5 Tuizsits) o 3 LDAP [ufgsts I/HI ) li[%\fﬁ E[%ﬁ‘ﬁ‘ﬁ‘/
EHHRS gﬂ]ﬁ}{kﬂﬁﬁ °LDAP [URSiERL = fI] fil > 5T AR RLgp )] ( countries ) [TV ehk » 1 i i i rF" £1 fJ(organlzatlon)
FulgEhas » ﬁf%iﬁ{ MflCorganizationalUnit ) » F | < KB {f * o fysifie il ~ Al g = ffid k?ﬂr{ EJF’?EE' pugE £, (distinguished name
i dn) - dn f'f “#lﬂ cn=John Smith,ou=Accounts,dc=myCompany,dc=tw -

&35 LDAP Import ?f[ﬁ'ﬁlﬁ: o PIEE SRR > B SR T {EPE?EJ%MZIH o T I FY A R F~ E'Ul%
LA R RO

T LDAP Import lﬁlﬁﬁ}"ﬁt ] RIAERIESE R e ] EIEJ%’TFHEj '] |3 LDAP 1F¢|[4 Protocol i&
e [JFJ, iIf¥ LDAP | EJF/E% (ﬂvp ActiveDirectory ~ OpenLDAP %£7) - g [~ = LDAP Browser ﬂJﬁf{?ﬁ#?ﬁﬂ
RLA R IE_"REM Z| LDAP (fl95 8 - [&F )% http://Awww-unix.mes.anl.gov/~ qawor/ldap/ lF[.JFF:I% [ng—f“ﬁi?“ | %P1 %
LDAp ﬁlﬁ}ﬁ?}% g Jfﬁﬂtai& M =5 Uﬁﬁ" F 56 Browser282b2.zip » FES{H i ELT -

15.1 I%ﬁ‘—_ LDAP Browser ﬁﬁ?%'

Hak1 ﬁﬂ’i}% LDAP Browser ﬁiﬁ?ﬁ

| applet help C w
FHEFEE] Toejar Hck PR - «-J | | ,J
(] e i o

: CHﬁNGES TET fag.html == Ibe.bat
AL HTML Document @ M3E-DOZ #h:Rig s
11 KB 28KEB 1EKB

: T ol

- attributes.config sample
EEE E‘}(%PLE BE

lb

ot

LdapBrowser
| wE
1EKE

. relnotes himnl D | nofmichigan.cfg
HTML Document HTML Document Mj.cmsoft Offlce Outlock SR7EE

3EE 4KE L 3kB

H32 ’??E'J LDAP Browser ﬁﬁ(?ﬂ

9‘;‘1{1 LDAP Browser FILJE:\E[%; [T [Ji/[' rSessiun List rQuick Connect

REANE Fl!ﬁi New i J;&w‘i(Sessmn)

Session List:

New

Edit

Copy

Delete

Rename

| Connect H Cancel ‘
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LDAP (ActiveDirctory) Import

% 3¢ 3 a7 LB 78
iy ISR £

2 New Session

l/Name |/Cunne-::1inn rOptiuns |

Session

Hamb: |LDAFPServer )

| Save || Cancel ‘

#HAx4a = LDAP fﬁjﬁﬁﬁﬁﬁﬁﬁ%ﬂr -
OpenLDAP

ETETJ‘“ LDAP fﬁjﬁﬁ%&'ﬁfj IP f“_"ij_ﬁ*{?ﬁﬁf}ﬁ% PAES ey
(filffas bty Base DN - Il 7t Base
DN ELip p‘Ilfb,g;#“J Fetch DNs ﬁég’léﬁ?vfﬁ
Base DN - ﬁd* lﬁ [&ffi"] Fetch DNs [ » A
FEVEIpY Base DN Fifst -y Base DN o £
FEW‘ LDAP Import EJJ’“H“IF'J Fe[i %a FE 4
[P H ekl i7py Base DN ERff « - iﬂﬁpr ’
OpenLDAP i "] {4##[? 1 [ ¥ 7t ou=People Y
l;l5< u{E |4§3\ o

£ Edit Session

Name | Connection 0ptiuns|

Host Info

Host: |141_211_14.52

‘ Port: |389 | WVearsion: H

Base DN:[IDu:peuple,dc:umich,dc:edu ] ‘v|
Fetch DN . [*] Anomymous hind
iU g gy LDApgrowser &t
User Info & g e 3R
User DN: [] append base DN
Password:

| Save || Cancel |

Z LDAP Browser\Fditor ¥2.8.2 - [1dap:/dap itd nmich ednfon—people,dc—umich,dc—edu] |T”E|b_(‘

File Edit View /LDIF Help

3 Du_penp\e‘dc:umich,dc:edu] :; Atttibute Walue
o= [ ch=A A Witkowski 1 =||ou FPeople
o~ ] cn=AE Carter 1 |objectClass top

hiectClass organizationallnit

o= [ ch=AE Handler 1

o= [ ch=AJ Brown 1

o= [ ch=A J McMarnara 2
o= ch=AM Dingle 1

o= [Jcn=AR Krachenberg 1
o F ch=AR Roth 1

o= [ ch=Aalea Lateala 1

o= [ ch=Aaron A Anderson 2
o= ] ch=Aaron J Seitz 1

o= [ ch=Aaron F Parrott 1
o= [ cr=Aaron T Mighoff 1
o= [ ch=Aaron Troxler 1

o= [ ch=Abbe L Gally 1

Reaty. A
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R 4b r%“’-& LDAP fﬁjﬁ?}%ﬁ}ﬁﬁﬁ'«’%@?—
ActiveDirectory

§E?J“ LDAP rﬁjﬁﬁﬁﬁﬁfj IP "i"ijff[\};ﬂﬁiﬂ*‘ IEVSE (20T
fﬁjﬁ?/%” AR Base DN o J[ifd j’p“gg Base
DN &% I'H N IH:,EF'J Fetch DNs ?FEIE#JE‘WQ
Base DN - &y #i > Hi[&ff1®] Fetch DNs EJI’ AT
FEOVE[RY Base DN Fifst iy Base DN o
Fgﬁx LDAP Import Py fi JL#FE[ﬂi ) ‘IUFE?L{
[ = PR s iy Base DN FR |f| o = lﬂﬁpjr )
ActiveDirectory i *'| # =¥ ] %7 & i¥ 7+ cn=Users
(ActiveDirectory ) [VRg & [ IE- o

'IJ

£ Fdit Session

r Name |/ Connection r Options |
Host Info

Host: |1 047173

‘ Port: ‘389 ‘ Yersion:
M

Base DN: CN Uzers, DC=AD DC=yourCampany,DC=com ]
- # EE¥EDAP Browser Mgrymeus bind
User Info R ehiEdn 1R
User DN: |administrat0r / | [ ]append base DN
Password: |“""“"’"""“"‘"“"‘"‘""’ / |
/
/ | Save | | Cancel ‘

I%II@\I&IHﬁII%II@\ID*IIEH%II%I

m CN:Users,DC:AD,DC:yourCompany,DC=com]:; Aftrib.. | Value

o= [ CH=Adrministrator

o [ CH=Cert Publishers

o= [J CH=DCnsAdmins

o= 9 CH=DnsUpdateProsy

o= ] CH=Domain Admins

o= 9 CH=Domain Computers

o= 9 CH=Domain Contrallers

o= [ CH=Domain Guests

o 9 CH=Domain Users

o= ] CH=Einstein

o= [ CM=Enterprise Admins

o= [ CH=Exchange Domain Servers
o= 9 CH=Exchange Serices

o= [ CH=Group Palicy Creator Owners
4] Ii ] ID

[4]

Ready. 31 entries returned. |U

%2 5a Wi ﬁﬁ%‘%@ - OpenLDAP
‘fwﬁ\‘i € g (anonymous bind) » R
User DN #[iia * F=El IO RBF= R -

=Hi: %Open LDAPHILﬁ’%‘pﬁ?‘ (5 User DN i
£%  cn=[yourAccount] - ﬁjfj g cn=Directory
Manager -

& Edit Session

(Name rCunnemiun rominns |

Host Info

Host: |141.211.14_52

‘ Port: ‘389 ‘ Version:

Base DM: |ou=peoplede=umich,dc=edu v|
Fetch DNs []ssL @
User Info
User DN |cn:Director\; Manager | [|append base DN
Password]| = |
| Save | ‘ Cancel ‘
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HER 5b ‘W?Fﬁ’l Elﬁ-L%“L -
ActiveDirectory
TV R El,ﬁii (anonymous bind )

User DN i fisy * 2RI 8 IUI=oR= i -

» GRE TR

£ Edit Session

rName rCunnectiun |’0ptiuns |

Host Info

Host: |1D.1T.1T.3 | Port: ‘339 | \.-‘ersiun:|3 -

Base DN: |CN:USers,DC:AD,DC:YUurCUmpany,DC:cum -
Fetch DNs []SSL [ ] Anomamous hind

User Info
User DNUAdministratnr

A
4 |

[ ] append base DM

Password

| Save || Cancel ‘

# % 6 sfrn:
i Options L PR > T

o
S R

.

& Edit Session

Name | Connection Omions|

LDAP Settings
Referrals: [ | Manage Handle

Deref. Aliases: [v]|MNever [ | Always [ |Searching [ | Finding

Tirnmeout: IEli Size limit: ’07

Other Settings

Sort Tree: [ | No sorting Ascending [ | Descending
P .

~
Q Save /H Cancel |

HATa HIFRHABSR - OpenLDAP

fob i 0 M g = R e A s N R T Ry T
H[ il Ty 5 "Tl%*'ﬁflfifﬁﬁl » [l RS HE - YN
ﬁg Iﬁ' ﬁ%@rjﬁéﬁ;;-! Eo U N5 3 I

AT T
R PHE

£ LDAP BrowserEditor v2.8.2 - [dap:#/141 211 14 62/ou=people,dc=umich,dc=edu]

File Edit View LDIF Help

4| Attribute [value

‘ou Feople
‘|ohjectClass  top

‘|ohjectClass  arganizationalUnit

[~ |ou=peonle,de=umich,de=edu|
o= [ cri=A A Witkowski 1

o= [ tr=AB Carter 1

o= [ cr=AB Handler 1

o= [ cr=AJ Brown 1

o= [ tr=hd Meharmara 2

o= cr=A N Dingle 1

o= [ cr=A R Krachenhberg 1
o= tr=AR Roth 1

o= [ cr=halea Latvala 1

o= [ cr=Aaron A Anderson 2
o= [ er=haron J Seitz 1

o= [ cr=haron P Parrott 1

o= [ cr=Aaron T Miehof 1

o= [ cr=Aaron Troxler 1

o= [ cr=fbbe L Gally 1

[ »

4]

Ready. A
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B 7b ?E[]::v‘tiﬁ’_l;?@;lkﬁ-l - ActiveDirectory
B M E ;,E SR FOSHARG YN T RS T
TH[ ] qF/%E FE‘I‘E‘ =3 IEI SE EW‘?{V‘I EIH%"I lg:_'lﬁ\r i ‘[j[l%\l

ﬂ@\j JK;EA%;;J BrI2rERR -
#iFE P ‘4 i'l Q{PF g» = %Ej‘ﬁﬁf IR

- LDAF Browser\Editor v2 8.2 - [1dap://10.17 17 3/CN=Uzers, DC=AD,DC=__

1 S

ile Edit View LDIF Help

2]2a|[n[x]e] [~ 7[a][&a]

|value

3 CN:Users,DC:AD,DC:yourCUmpany,D::. Adtri..
o [ CH=Administrator :

o= 3 CM=Cert Publishers

o= 3 CN=DnsAdmins

o~ [ CM=DnsUpdateProsy

o= [ CH=Ciomain Admins

o= ] CH=Diomain Computers

o= 3 CH=Daornain Controllers

o= 3 CH=Daornain Guests

o~ [ CN=Dormain Users

o= [ CM=Einstein

o= ] CH=Enterprise Admins

o= 3 CM=Exchange Domain Servers
o= [ CM=Exchange Services

o= [ CM=Group Policy Creatar Owners

q 1 | |

Ready. 31 entries returned.

=]

15.2 l%’i—_ LDAP Import — ﬁiqﬁﬁ%ﬁ—_

HZ 1 I%ﬂ‘— LDAP Import =g
AR EREY 1P~ 5 P AR RS -

E'F%Jtl' iy # -fv Base DN -

%o 2328 LDAP (FTRHEE
ﬁ{%f@iﬂULDAP Serverifﬁ"' "\EE%‘}F‘%FLjserverﬁ
7R TR AL ) 5 REE SR
[V BRI 1 APLDAP 8 (e
EKE“]%”LH IR ©

A: OpenLDAP
AD Import g|
: .Séwer S.é{‘.ti.ng .
*Server IP: |192.168.1T.254 | *Port: [385
*User DN: [atorcn=users,dc=I7,de=com| Py il
*Base DN: |[dc=I7,de=com |
Server Type
) ActiveDirectory 2000  ActiveDirectory 2l]l] Advance
[] Delete all ohjects | OK | | Cancel |

B: ActiveDirectory

AD Import

Please setup your AD server

Server Settmg

*ServerIP: [192.166.17 254 | *Port:

384

===

*User DN :

|at0r,cn:users,dc:l?,dc:com| P d:

*BaseDN: [dc=I7 de=com |

Server Type

) ActiveDirectory 2000 (@ ActiveDirectory 2003 _! OpenLDAP

[| Delete all objects | oK

Advance

| | Cancel |
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15.3 FEE LDAP Import — &Mk

i

¥

7 LR

L puamEE S (filter) > 5
;E YEIARAR 7 LR FﬁEﬁSlgﬂ

EVE ;F'S“]EUIEI“ R AHIFEETR
ﬂfﬁw S IO
RS O i
F VS RFC 2254
(http://www.ietf.org/rfc/rfc2254.txt )

fi-

H3 2 E’?E%Li’ﬁa‘r‘ﬁfl@i%ﬁ‘%”ﬂ‘—‘
et EﬁJ“ﬂﬁf“ BRI
;% i fiehl 1 €% (name) %L
(descrlptlon) Fe#ER (Group) piY
Ak -

hE 3R G
P S E B uBase DN > frpuf!
IR E e M ELRE T R Y
Fa! o

» 2 4@1@%%%;
%%ﬁf‘%wﬁ*’*%?@“
Ra%w’awwﬂwgﬁimﬁ
AUAE £ ﬂ&eﬁﬁﬂ rn‘*/?u
flt ””T'Jviﬁi‘ EQ*HI’;EJJ“J T
~ EE e s RIS |
HerFpip J?“-F'”ﬁ;ﬁr*é?’ YR Y
’*Eﬁ*ﬁ'lﬁﬂf\ (IR TS | Gl
P R g R -

3 5 P
%%%“égﬁﬁﬁﬂw’ﬁé%i
A £) (name) fﬁ (description

E[fj;ﬁ% :’1{‘» °

A: OpenLDAP

i AD Advacne Setting

Account

Please choose the attributes for import

*Base DN: |dc=I7,dc=com|

fitter : |objeciClass=persan

E\ccnum uig ) EName: cn )
Group
*‘Base DN : filter : |objeciClass=groy,
Name :

o [

[T de=IT-networks,de=com
o= ] cn=raot
¢ ] ou=People
[ vid=test

o= [ uid=test2

o= [ uid=test3

o= ] uid=test1

o= [ uid=rachel

o= [ uid=test10

o= [ uid=test11

4| attribute [walue |
v Ell racpel
userPassward  BIMARY (38h)
‘|loginShell thirftcsh
“|uidMurnber 77

‘| gidMurmber 10

:|ohjectClass pergan
MobjeciClass odiccount
fuid rachel

:|horneDirectory

:Juid raiel

‘|oecos racWel

Jen rachel )
fhomefrachel

B: ActiveDirecto

< AD Adyacne Setting

Account

Please choose the attributes for import

*Base DN: |dc=I7 de=com

filter = |il{objectClass=cormputer)

( Acoount [samaccountiame ) [Mame: fame ||

Group

‘Base DN: |dc=I7 do=co

Name :

filter : |ohjectClass=griup

OK Cancel

o= ] CH=Computers
o= 3 OL=Domain Contrallers
o 3 OU=FAE
o= [ CH=FareignSecurityPrincipal
o= ] Ch=Infrastructure
o= 7 Ch=LastAndFound
o= [ CH=MTDE Quotas
o 9 OU=PD
o= ] Ch=Frogram Data
o= [ OU=04
% CJ0U=RD

o [ Ch=art

o= [ Ch=cwian

[ [Ehi=danny]

o= [ Ch=einstein

o= ] Ch=flow

o= [ Ch=iwchen

o= [ Ch=lintest

S T b= rnaramhi

4
-

“|whenCreated

Aftribute |value
" |codeFage 1]
“|wistinguishediamg  Ch=danny,0U=RD,DC=I7 DC=com
“fwhenchanged 20060425030636.02
20060425023933.02

[4]

127904065074625000
3
2233720368547 75807
i]
ohjectGUID PO@ OOgMO  O*0O
sh danny
S|lastlogon 127904065093593740
\usrChanged 33133
SMCreated 32961
jectSid O0.EO0O0O-OFO}
fcagninyCode I}
G| sAMACcounttlame danmy }
instanceType 4
2| remberof J CMN=RD,0U=RD DC=I7,DC=tam
Z|badPwd Count y o
f|name danny 3

| b

[4]
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LDAP (ActiveDirctory) Import X % b

154 LDAP [ 7 EpHE

Ffffs@‘ £ ;:\/,mg;tﬁxum\,ﬁj LDAP 'f' 1Ak AN 2

FA' HESIE: ’F"’Eﬁir %EL Y 1P ZEH LA T i/pf,@éﬁ ,,ﬂpjg', ' 115 telnet <ip> <port>fiu ¥ =4 » £ kL F'F HEHIE o
'iﬁél“:Ulﬂi G2 LDAP fiifif '[/Fa I fEIE 7 LDAP [l s SRl A EJFJFV‘jH% a%‘a/]bﬁﬂjr‘"i i v
(access) #f? (gt AP i ﬁF/é E”f“?fé V’fﬂ fit %?HEWEJ LDAP (il 3 A PR P sy

R ¢ EBIRE T ST GIRSE PR R 2
3 -iﬁ FoRLPN ER o el IO A ISR B R R PRI G R TP E E R A IR

—m

RS © SRy PO H el =2 7 LDAP [y HIVRIEI D ?

£+ e %EIVLDAP ||’51F7ELE§*E%L *%ﬁaﬂ! (query) fl1 > fEIE i (result) FugRl L A SR= -l * ) i
Fl :é:ﬂfljhl}**[ F[%I[a:l;‘r: F)—’rlﬁlﬂ FU LDAP l ql;/é‘éﬂjxgi\f %KEF[

http://www. Idapbrowser com/forum/wewtoplc php?t=14 f JrﬁT” ) Fﬁ}@ﬁﬁ‘?ﬁyﬁgﬂ;fs;ﬁg LDAP l'ﬁJqFJ/ %E'ﬁﬁ’?%l’ﬁ ’I':%F??J .
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% 1

HEE

(o))
P

)

¥ 163

FILERVE

17 5?7/4‘,7;{/ InstantScan ﬂvfy‘ﬁ/g’?‘zﬂ*ﬁfj‘:é?i/ﬂ%é o

161
L J§EH MSN Yahoo SR ® ™ FlSRY » T PRIRIAS [ OB AR I B
16.2 HEFE

1. 7 Functions > Management > Enapsulation Manager F! E‘lff'ﬁji[ﬁﬁ%{ﬁffﬁ,f AR

16.3 HER
16.3.1 ??‘Eﬂﬁ%”qflﬁﬁ

Functions > Managements > Enapsulation

v LT

2J3# Enable Encapsulation Manager -

Description
This manager makes installation extremely easy.

You don't need to modify any Fir

when ing IM over the followi

(1) IM over hon-standard ports
(2) IM over HTTP connections
(3) IM over proxy connections

(4) IM over SOCKS4/5 connections

# 2 2 RO

;#3# Upload Configuration ﬁ‘)%ﬁ,‘éﬁﬁﬁ%ﬂ% @ ﬂ%’?i&ﬁ’;’f@?@,{ﬁff o
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w7 4

¥17%
S

#7477 a7 IntantScan fATE FE TS ‘f’f//q%“{

171 =
"l

The downloaded web page will be
filtered with ActiveX/Java/Java
Script/Cookies components.

WebServerd £~
140.112.14

/ Internet

PC1_2
192.168.168.2

[ 17-1 S Y L-F P A

1. JpE# 17-1 S > PC1_1 T BT WebServer3 fUififf 1« A F1Av[ [ H &0 ¢ [cookles Java applets - Java scripts
F&?ﬁ ActiveX PriF = lf“ﬁj FL”J:V:[J %Lpﬁ?ﬁ]ﬂ ESFEIVIIE [ R o Er [&: ) EEEJF cHESIFPC1_1 Wﬁ&lﬁﬁ
2 LA RE -
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: A

The web page which comes from
forbidden web site will be filtered out.

WebServer3
14011214

or- g / Internet

PC1_2
192.168.168.3

qg*ﬂ% 17-2 SRR FERE I-F 1 BT WebServer3 fUsfiEl

2. UpfH 17-2 Fr 0 PCL_L T R AT B WebServer3 fIOfF 1 « a1 [ =0 & g ] e
F R i ST pAERESRER AR B R T R e B f:ﬁ%ﬁéxﬁ}?{& Instantgcan [ty
Cl_ 1k Iﬁ@#ﬂﬂﬁfﬁ{ﬁfﬂ? o

17.2  FIpy
L FLASIFI[I 1§ cookies - Java applet - ActiveX 4%
2. FHIFE T A R R

17.3
1. F%’“i{u_'g[;ﬁﬂrgpfm[ﬁgl 7% > {1 cookies ﬁ‘} Java applets -
2. F%z’“’t?{ﬁﬁl SR - }warﬁ[ﬁfl Eﬁ » InstantScan F‘ﬁﬁjﬁ%ﬁ?@ﬁ%ﬂﬂﬂﬁ@ Attt ~ Sfiiy F%r%%éiis ﬁj'%’rﬂ?\, KA E AR -
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17.4 HER

Ha3l ’?%E‘Jﬁqgﬁ‘g,lﬁjﬁ Content Manager > Web Manager > Status
5% Enable Web Filter - | Status | web Service | Web Sites | Weh Contents | Weh Message |

Enable Weh Manager

rDescription

e Fi[r_;% PR SR o R U 2
g'TE;TFI"’r? [TRAARYE HTTP (8OHSR) PUsfE gl - ¥
Pl F;I}{ﬁf;l £~ =gt F 2% Enable Exemp
Sources - H [[IExcludeflf# 9 > Inlcudefl | {55552 TS
EfY R BT Webiii -

wigk Manager allows you to filtker urwanted sites during the ofice hours.

T —+

[] Enahle Exempt Sources

(@ Exclude HogtCEC frarm the veb filter enforcerment
) Include 22 HostCTo in the web filter enforcement

# 25 2 H‘FITJ%Web Service Content Manager > Web Manager > Web Service
HEWeb ServiceEIfJf, f[ﬁiuirﬁj TSR o [ status [ Weh Service rwgh Sites [’Weh Contents [’Weh Message |
[, Mame Blocked Categories
B 1) #TTWeb  Service + S B AREH 75 F Web | B platem
Senvce o eb Mail, Web IM, Dizcuszion, Instant Meszage, Chat Room
2 Gold

. Game, Instant h NEWS, Fhota, Pormography

New Service

udionfideo, Web Mail, Web IM, Blog, Discussion, Game, Inst , Photo,
= Bionze Fornography, Spors, Stocks, Web HD, Chat Room Edit Service
b Mail Delete Service
=) mail
Delete All
Wdvertizements, Audioffideo, Drugs, Gambling, Hacking, Web Rram, wTorencs, weEo m, Blog,
5] MNewllser Dizcuszsion, Game, Instant beszage, Job, NEWS, F2ZF, Fhoto, Formography, Poral, Prosy, Redirectar,

Social, Sports, Spyware, Stocks, Suspect, Trade, Tunnel, Warez, Web HD, Chat Room

#23 %’I-T.j%Silver Web Service Content Manager > Web Manager > Web Service > Edit Service
SR AR P }Ffl'prWeb databasesfitf i - ]
Silver Z3% iYWeb Service - F| B]:1 B 8T =
Service# - ﬁ?ﬂiﬁé‘ﬁ*ﬁjﬁfﬁﬁj o ﬁj‘tﬁﬂéﬁffﬁ o Mame : (gilve] |

~Blocked Categories Il ~All Categories |*|

Weh Mail Advertisements

Weh IM AudioMideo 3

Blog Blog

Discussion Chat Room |

Game = < Discussion

Instant Message s Drugs

NEWS Gambling

Photo Game

Pornography Hacking

Sports = Instant Message

Stocks = Joh =
‘ Finish | ‘ Cancel |
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3 4 BRI R

FJFEAD Import:& s fjli = [ Fevk] > SR I
BT R0 TADR " ST e
Web Service A EAIVIEI -

’ﬁ .41
o

ﬁ[JﬁDefaultUser I S i EpoWeb
ﬂ“ B ?[SF‘ - %l“iﬁ “Web Service °

Functions > Console > User Console

Status | Users Gmups|

H Search |

List ‘——Gruup—— |v| |——IM Service-- ‘v‘ ‘——Weh Service-- |v| ‘

Apply ‘V—Schedule—— |v| |~Gmup—— ‘v| |——IM Semice-- |v‘ ‘——\Neh Service-- |v| to listed

Description IM Service Web Service

Schedule

Defaultlser Cefault User

# r?f I'ﬁ = P
5038 Enable Trusted Domain ° ’\]ﬁfé’ai@?‘ﬁ@ﬁ'ﬁ =
p Jﬁ{ﬁtﬁf«‘ﬁﬁ’@’“{ﬁﬁl SR A o

o R Ao £ - i dpgd

rﬂ i ST £ RS B DNS
kel G v

s - FIRLEL - L Spywer

ﬂfe: I ARTE ST T RE O
B

Management > Web Manager > Exclude > Trusted Dest

r Status rWeh Service r Web Sites |’Weh Contents r Weh Message |
Trusted Dest |

Enable Trusted Destination

rDescription

Forthose trusted sites listed here will not be filtered by the Web Manager.

1 Trusted_Dest
=] 7 default
[] 7 eps.mydamain.corm
[] 10004
[] 27 wonvwr 1 63.com
[] 7 119.160.246.23
& mailyahoo.com
I twloginyahoo.corm

i FefE L EST
Enable Exempt Sources ?W'JE'JB%?HQ@%F]; o ‘?’s[rglj / T?;lraj EF%‘EIJ
FTIERE 1P ok s *‘ﬁ?lﬂi*—%’gﬂp
Exclude from the | {fjl ¥ ﬁn{ﬁElei’FL ° “J‘B”ﬁiﬂ‘%j S
web filter enforcement oss o & CEO = CTO % F” |p (RN i1 /Boss

R BT

Include in the web
filter enforcement

ATE Y SETRCE Ll e TR R - )

W —T Hrn

A 17-1 BRI

HA 0 KR URL i 0
¥ Custom_URL - [~ '|:|? EIJ
URL fibfik-- InstantScan = vp%~
ERRN/ LN ﬁ\fg‘ﬁ% il &f‘iﬁﬂ%
[ﬁﬁrgﬁA g"vc'”/ﬁ],g%J

et
FI ljr
57 /l' EI;/

Functions > Management > Web Manager > Web Sites > Custom

[ status | wweb Service | Wieh Sites | weh Contents | Weh Message |

Custom | Trusted Dest |

rDescription

Any URL listed here will be blocked and logged.

7 Custarm_URL

B 37 User_Defined
3 fuck

T sex

3 damn

2 blowjob
1T pusy
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#7 FLA

i wi g /A 2|
O ISV BRY URL Sithiel iy (1O RHEE Adv/advertise/adsrv/

URL Keywords

I ’5 IS SRR FIM@ﬁHﬁ » FURL
AP FL }]ﬁj’ 1 ¥ InstantScan [ -

¥ EJ"EJ"fH

banner/splash

%TF‘ 17-2 URL FTJ%—«—J IHYE,L

BT HIRIPIE B

zJ# Enable Object Blocklng R 503 F;,,;[ & ﬁ _
fLi?}Hi Lﬁ J-T]ﬁ lff’l I-JF L ?S“FIJ [}—wjjﬂb E «ZEIH Object |

Functions > Management > Web Manager > Web Contents > Object

r Status r Web Service I/Weh Sites rWEh Contents I/ Web Message ‘

PCl 1 YTE"’_’@EI -ﬂwl I I E[ [J [J_L“-F’J[if: I: [w] Enable Object Blocking

ui_ﬂtuﬁfjgl i (cache) E% o %ﬁ{;ﬁr&wﬁ
gw’f GG guq[ﬁglmt&l[ﬁ r,rgr;ﬂﬁ L o D

Some weh obiects may be harmiul to you ifthey contains malicious code

ﬁ’f?ﬁé’ VEE xﬂ_wfﬁg Bl

However, blacking these objects usually make mostweb page difficult to read

rObjects

Block Activel ohjects
Block Java ohjects

Block cookies

s i # [y
TP A SR PUREE 1T MR R R - il
ActiveX TR il ActiveX [IUFET ‘?S(E' ]
Java IH?FLEIJ Java fUfE! ’F%E'J
Cookies zHi’FLEIJ Cookies fUAffE! - ?%E'J
FA 17-3 AE IR BT
e EE B/ A Hify]
Enable Keyword Blocking (il “{ﬁEl | TR TIE - R il
E{ f 2 REEE PN YN [T Y}lﬂ%ﬁfjgl ll
Stop transferring the web page | F!7l FUFTJ%J ; IPL&[ﬁEI}i"’“F AR T " e | e |
when the same keyword appears ¢H o f‘iﬁfd%J BT ELFEFE? F '%'F*‘E 3 FI o i .
for __times. RS0 gy A iy p ST Eﬁ P S Jv{ﬁ g 5
Fre Bl F'EAF@J%J 5 FE Eﬁwfﬁﬁl °
adv
advertise
Keywords fiiy féiﬁlfﬁﬂi'ﬁlfiréﬁ%ﬂ" . R ﬂ"ﬂ"ﬂﬁ adsrv
banner
splash

%urﬁ 17-4 Fﬁ%%%@?ﬁ
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3F % ,:“‘ o ?g h

5183
B

1‘7257/ 7 a 7/{/“ InstantScan #H& 75 o

18.1 InstantScan ## ik
InstantScan FE{H & FIREEA "] S 1 [ fOflE  BE Juﬂ?éﬁuﬁ“ﬂ R 8 g B A
D H T M&%ﬁﬁ* ERPAPA N - HRES fﬁgujd[aa@;gﬂ R IR LJHP[@I[_,W”E%%EJ%E&
FEERT o RISV E S RIE SRR e R A -

182 AR

18.2.1 AR

E'fi] InstantScan (Aol o = A A -

L RV o b o el g P S g -

AR RIR R FY A - A e AR R ’fi‘»E‘HQHfFFt‘%@\

AE R A s R AR R PR AE F?l%&

WEI P - =g a b D B BT E FAU 'FE*ﬁE‘aQ*FFq‘%’%

TR IR A T | AR R [ s 57 3 SRR KR o EARAIERIVZI o

AT A

T A o PR R AL IR 5 DR -
1. ZJfefr (Funcational View) : {Rrfrfe (=R [#E7 -

2. =1 (Policy View) - f}fﬁﬁlﬁ{ﬁ’%ﬁi[j EPUPEFIRET T ULAE PO A -
3. f{lt*~ 1 (Personal View) : [AIfh ™ I Jﬁlﬂﬁdﬂﬁﬂ DT UL A

4. HifF 1 (Event View) F’?“ = E ’IJ[lEﬂJqu?:tI%s

18.2.2 =~ L

EL R G&ﬁ'u%#ﬂjiqui IR AR - InstantScan ffE T ST R L [’*EIEF;[‘/%LFIJF@$J TS Ry

Date : [2006.06-01 | v || OK @ =l
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# % 1 BRERREE
Wi %’%fﬁfrmg%\ F[fj F 1R 5, E'Ji‘:fe%f‘g?
+ fﬁjqﬁfﬁgﬁﬁﬁ?E%F"JE*#[ 55 HIAM] o T 53Ry
1) 23 2) 5] 3) &% > = FELE] - [
53 MRS ] - R )
S FIfOEY- 252 [Tl 2006-06-01 - [f
T 55 RV BRI
KPR SR HIE » SRR E
DFE o LRI A -

Date: [2006-06.01 |~ || oK @ Py i H
ey
2006-06-01 E -
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Date

e R

2006-06-19 14:40:24

Web Site

ol B AT -

Us_jsl.yimg.com

Status Code

SRFERBIE A AP RS -

200

Content Type

CRIRRE

Text/css

Bytes

[P B -

1053.0

Src IP

R 1 Foaffro e fFﬁI%j IP g

192.168.17.58

Src Port

RIS o e Vs -

1811

Dst IP

(TR BRRRE Y 1P 2o

64.86.106.216

Dst Port
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241  F=F
I

LA R A B NS 7 fu;agyair%tc

2. {ﬁﬁ" kF By=owy F,ﬁqﬂﬁgé,‘erql%&, lﬁ'f:T L =
*T@t][ﬁﬁqyru alert (% 'F')@ critical (21 ) f,-l\\&ﬂjqili'?r:lcl%& —T@F{[T;ﬁt

3. A f
%ﬁ“¢

F Iy
LA

2 R
3. A

)

HE

1. EZIH—E ﬁ:\:l%ﬁr{l L SO AR AR }Jllgﬂj e F .

q‘ HTE] ”ﬁ'“ﬁ’ﬁpfrﬁ‘ ToRIE

ﬁj j«ﬂﬂlj InstantScan USSR A o
?[/J E[Eﬁqsrr”%qﬂ\\m s

\ﬂﬁtﬁt'%

2. A maller }%H?’éa At o F%JLJ*J&JﬁF' *Jr,u_r:.t %ﬁﬁiﬁﬁ[ﬁﬁﬁ
3. 7 mailer —F?THJ”&IFT} e-mail {5 r,q_—mﬁﬁc'%&

244  HER

2441 —T—:Tv‘t%'%

™ W{hlﬁ&ﬁ, tﬁ[fj%&_{ﬂ‘ °

E;o

TR -+ e

# 2 3 W R
[T
Manager [! Ew}jﬁgﬁrﬁfﬁ | pi

Functions > Reports > System

@l

Functions > Reports > System Manager

ate : 2006-06.01 [~

SRR

1
F r £7 Systern Manager Report Date Tier LID SYS Message S¥5 User Fram
, e el Lp et AT d
IZ""E%;I IZE 5iHY 5 RS B T Events /[2006-06-07 14:07:55 Client  $27  Download configuration fadmin 192.168.17.56 |+
- =
AIert (i"!z—_% ) 0 Als.,-rt £ 2006-06-07 14:07:50 Client 527 Download configuration admin 192.168.17.56
%, F [ = Critical H
= i :i2006-06-07 13:15:50 Client 527  Download configuration admin 192.168.17.56
Critical ~ (#1) 1 Warig é: ’ r
Qs Ty Matification :2006-06-07 13:15:46 Client 527  Download configuration admin 192.168.17.56
W, . I ™ Infarmation 4 — - - -
arning ( %l -1 ) :[2006-06-07 11:36:12 Client 527  Download configuration admin 10.180.50.3
" . - 2006-06-07 11:35:52 (Client [527 _ Download configuration ladmin 10.180.50.3
Notification ~ (3=Hi)
/[2006-06-06 17:17:31 Client  S26  Upload configuration fadmin 192.168.17.56
Information  ( lﬁ 3 [2006.06.06 16:15:34 Client 528 Upload configuration admin [192.168.17.56
2006-06-06 15:42:24 Client [S28  Upload configuration admin 192.168.17.56
PR op—s R |2006.06-06 15:24:05 Client 528 Upload configuration ldmin 192.168.17.56
FAESHEE ISR S YR 457 B BB koo —
[~ f £2006-06-06 15:10:11 (Client 528  Upload configuration ladmin 192.168.17.56 ||
AT I [Tv] |
ya s :2“
L Jh #

Date AR 5 '%&F”E'EFﬁ’EﬁF °

Tier [ 4 ‘ﬁitjclfaé’aﬂﬁg 7o [KET InstantScan BT = Fg#?“%lﬁ’ﬁ’?fﬁj Device &~ Management
Server ¢t > == Client g -

LID

;;ﬁ?]%ﬂﬁ;@% °

SYS Message

FRATIR R
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ko Siissk
SYS User F O TR(EE InstantScan ffH ] ERRE -
From A P A P TRk -

2442 RER I FHFIBEOR ]

FAf 24-1 SR

H o 1 FERRIREL A
+ Reports > System Manager fiJE! F"fﬁ‘/%'?
il . S SO AT R R
AU AR Save Settings - I ]
‘E\[E‘\’;I ':T{anﬁ%l s IZ,\[F;,I = I* Load Settings s mﬁpj}k‘]’

VIR

Functions > Reports > System Manager > Export

[ 7 Report’Option ]
Select the reports to make form

3 Bystern Manager Report
=] 1 Ewents

™ Alert

) Critical

) Wiarning

) Motification

= Infarmation

Choose export file type

[ HTML [] PDF [w] EXCEL ]

‘ Load Setting Save Setting J} 0K H Cancel ‘
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%22 ?ﬁﬁ?ﬂ?éﬁﬁ?lﬁﬁﬁ@ﬁﬁﬂ Mailer > Report Center
% mailer > Report Center 1B L1574
R A O ﬁﬁ‘&ff‘ W S R S (S

O FRRTR - G BRI ﬁnmf, = e

f‘FI ° Systern Info E-Mail Alert FTP Setup Report Center Syslog About L7

Time Device IP ‘
© Weekly © Wonthly 192, 168.168.201
Format
[ ¥ PDF ¥ HThL |v Excel }
Fiepor receiver's E-mait
mis@yourCompany.com J
File Mame MD5 Checksum File Size:

24.4.3 RS I AR

h LR IR S S AR mailer > Syslog
5%  Enable/Disable Send Syslog By Email » 1t
= SiEIEJﬂE\ﬂ]‘j%L[sr—m ql%ﬁv{l I ’]ﬁmﬁ?‘ EE L
Bt 2 [ 4
%‘—L;{ R &) EJII g ﬁ?g“—\(: [j:“ Iif:qlé,ﬁc\%‘; E NN Systam Info E-Mail Alert FTR Setup Report Center Syslog About L7
[l pﬁ%ﬁqfﬁm ﬁ[& ﬁ TRV qﬁjcifa& ?F' fFll »
v Enable/Disable Send Syslog By E-m aming(3)
|mis@yourCompany.com j
Severity
T
Check_time Date | Severityl Tier | Lid | Uzer Fram
200657 T 05:46:22 [Management Server]: Alert/Syslog timeout! s
2006/7 T 05:45:22 [Management Server]: Try ta get M info<== 7. cam. tw
2006/87 T <F 05:45:25 [Management Server]: Get W info-= m 7 com tw
200687 T 05:45:33 [Management Server]: Send alert syslog to ylwo@I7 com tw [ ]
o
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WA VY
RTI :E
S SLILE

25.1
1

' ;_?;gﬁ-,wﬁ%i ?T{ﬁ:' EI;P? N (P Fi/

25.2

¥25%
-
AR e =
= ﬁﬂk%%
z\ﬁ//’ 7/'/7“7 /74%#
it
InstantScan @1 [ﬁiﬂﬂﬁl%ﬁw S Sl ;]*Fﬁ, fulﬁr]p‘ﬁ[ﬁﬁ'ﬁ,;{&ﬁ: FHIUTPRS ~ SIS ER 0 URL BWRIR
U B TRTP fg %g“"ﬁ?%[ﬁgl fi IR InstantScan -

PR éﬂ’ﬁ‘ﬂfb?iﬁa}ﬂ”& [T ESEATE /Ty kL console /i PuR TR EE]: 'r’ﬁﬁﬁl%@ ° I'E'“F{'}’IS:’E\

il
e

MFEﬁ [EF VR T 73 console /i i » F[ B 548 \[}rgyl”ﬁpgl%@

e
i InstantScan & » SRR IRATSEPS [ CHRIEE » 1SR T BRSO CAR - T
I °

il TRTP [R5 a8 # = # R

InstantScan

' * ~ <g---ce-- Upgrade firmware
N\

192.168.168.201 “‘ e = P Backup firmware

% 25-1 (- TRTP (R ssce 5 1 ff)iyip

’5% 1 F@‘i‘—_ TFTP fﬁjﬁﬁ%ﬁ

M TFTP l’l ﬁF/a‘E’fFVﬁA c:\ ﬁﬁfg? ,E]““F&J@?JFETJ
i E15 b|n fofg i — & ﬂjﬁf |5 thtp
pJﬁBé‘E 4 PC I IP Iy

LANL s 1P fil~ |[ah{ﬁf§ %7 InstantScan
console u|}[ g?* FE x,rf P o

InstantScan N/A
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2, L L 47, A)
% 5% ?E
S ‘\VU‘\-E‘:

% 3 2 AR
f& " ip thtp upgrade image <FILENAME> 192.168.168.170 - % i - InstantScan ﬁﬁ’ﬁﬂé Bl - ’FE'F%J%J CLI i ﬁ%f&f%[‘ﬁ% A FiH -

sn e sf ER——— ——
ﬂﬁ .% 3 ﬁg‘l E[ ¥?|&ExJ§JPE‘F§?7\E N Firmuare ;;;;;mat ion
f‘ﬂj gl F}ﬂ%%"_f&; ’ % ElJS)/S Ver?h—?ﬁﬁ} El)fr‘?J ﬂl%«%%{ Lj\l Firmware Uersion: Uersion 3.08.84
=T ﬁ F f Building Time: 29888726-20:87:85
L FE Hardware ID: EFEE4BE373F6248CDEA? 77DA

A1591 D876 FC?27ADF?192D16
Serial Number: AADAC?9CANGE

Engines~ Modules Uersion
pattern engine: i
virus db engine: 1.
im—engine: 8.
pattern: i.
virus database: 1.
url datah

253 ff e

#H21 ﬁ%f}}?’@f’ﬁ'{ Tools > Config Backup
T \f’/ljf%lréﬁ Tools » §Ri% Eﬁé Config | Fle Update | Tools | Help
Backup -

IB - Account Manager...
Change Password...
47 Project_1 Language Setting...

o [evir;
Config Backup...
Config Restore...
# 3 2 f%ﬁf%‘@lﬁr Tools > Config Backup
ﬁ?fé%%lﬂ%?éﬁﬁ%@EI'\’J";‘}‘%SW ’ 7#&3537‘ (=N - Backup n
£ e &l!,ft& Backup ﬁs&?t °
Look In: |5 WaLL | (||| (=3 [BE]E=

File Name: 0anvoa

Files of Type: |CBC Backup Config File (.bcf) b4

Cancel
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254 BURGEEM

ib?ﬁ 1 ® F.Lr%ﬂ‘—ﬁr Tools > Config Restore
T f%ﬁéﬁ Tools » R Eﬁfﬂ_“" Config quls| Help
Restore °
S Account Manager...
2 Change Password...

&*: Language Setting...

2 SHMP Control...

& Config Backup...
¢ Config Restore...
= 2 ;gj%y;ﬂ@ﬁfjr%}*@ﬁ? Tools > Config Restore

BRI R Restore %7 | [ ~ |
4 o

Look In: ‘leALL ‘-| @E
A usu?us.t@

File Name:  [050704.bef |

Files of Type: |c3c Backup Config File (bch) ‘ - ‘

| Restore ﬂ Cancel ‘

25.5 ’?SFF'J = B

Hi [XEEY InstantScan Ej pUEfEYERY Application Flrewall 5~ Traffic Manager £55 ~ IM Manager #5i2= Object
anager 815 o IR ECE Web Manager » [ F1Z i | :@1;' - Web Manager A9 License Key ¥ [JVF'J

o PSS R Web Manager » ="~ Ul Ppl{ﬁﬂlﬁuﬁ ES

# 2 l :EL"F—‘EP' ! Update > License
'] HiY update - B License Update | Tools Help

[ Upload configuration

% Update pattern
£ Update URL database

. License
[ License Status

4 Option...
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% 25 %

# 2 2 ﬂm’j‘ License Key Update > License
iy LR S PSR - 71{'%‘%5& OK 7t - license Key IE'

Please input Lincense Key :

License Key :[ |:‘-L-4EI41 8-D5E9A-5B4924-3A40C-DECE |

—

Cancel |

%2 3 ARy
i SRR T - R E I I PR

Information 'E'

Update license succefiuby
&

256 AR IM IIYF [ EEFERTS | 2R [ URL SR
25.6.1 FIFE IM 918 [ R R 1 ORE R/ URL BRI

HA L pIERIFTEL Update > Option...

KiiE Option... - Update | Tools Help

[ Upload configuration

{7 Update pattern
£ Update URL database

. License
[ License Status

~ -~ Option...
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32 i R ST

ﬁ‘ P 1L i g (S0 J‘J%J![E.E’e Default }#&*
Jok 5»@?]3@3[ il oo R R
YR EL Rl proxy fﬁjﬁﬁ%ﬁﬁg—;{ﬁ% , ﬁ%gﬁ%
Manual Proxy Configuration - ’Zﬁ&ﬁ‘ proxy i
TR 1P g VT AR (S H [ B A
’FJE ° EIJ,E& Advanced r%ﬁgﬁl;@?rgjﬁ IE2gF o

Update > Option... > General

Update Uption

o
)

General

General

Update Center
it .
% ocation: |update.L?.cnm.t-N |
PR o |

Connection

i@ Direct Connect to Internet

_» Manual Proxy Configuration

Proxy: [192.168.17.255 | Port: [3128 |

User name : |ylserblame| Password ; [Frems

‘ 0K H Cancel ‘

%3 3 HRIFIERIFT
2% enable auto update » > 2IERIF IEIRIFTVCE

[ - i Schedule R -

Update > Option... > Advanced

[
[Update Option W

J Advanced
General Auto-update

T
% H.1i] enable alﬂu@

Pattern IM engine  [v] Virus DB URL DB ‘

@ scheduling update

Advanced

| OK H Cancel ‘
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#H 24 ?ﬁ‘—;ﬁ'ﬁ#ﬁﬂ
Y Weekly - SREEE S T TR FTHOR T
]« B OK Ryt «

Update > Option... > Advanced > Schedule

I Schedule’Dialog

~Daily

) Daily

set update time:  Hour : le Min :

) Weekhy

set update time:  Hoyr : Min :

H 31 IE Ul =B RN R 5
Eg,@l Update pattern o

Update > Upd

ate pattern

Update | Tools Help

[ Upload configuration

{7 Update pattern
£ Update URL database

. License
[ License Status

i 4 Option...

%3 2 RIFTIEE REEV[ED
RER: OK. IR IR0 -

Update > Upd

ate pattern

Info

Current pattern version is 2.1.01.150
The latest version is 2.1.01.151
Do you want to upgrade pattern now?

([on ) comr
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LR
25.6.3 = FiF{ % URL 77

db% 1 & Ul '—""Fr’H‘["JSt URL ?T‘)[r'[’?]
El!ﬁﬁ Update URL database -

Update > Update URL database
Update | Tools Help

[ Upload configuration

i % Update pattern
£ Update URL database

. License
[ License Status

i 4 Option...

# 3k 2 Ri¥Fr URL '—’Y%I?['ﬁ[
PN SR A9 url SRR BT A R
RUREL - %EIJE& OK A N RIBHIvEs (e

Update > Update URL database

Current URL database version is 2.0.00.001
The latest version is 2.0.00.002

Do you want to upgrade URL database now?

m‘ Cancel ‘

25.6.4 7 CLIf2¥ER™ Iﬁ‘

R

533 R TR

it CLI fi=t"" 87 sys resetconf now > ## Enter i » —Fﬁ}{ﬁ’ﬂ%ﬁfﬁ% ) Eﬁ*ﬁjr%

i E ] ',@'Z;’E]%@ ‘

25.6.5 Tk CLIFHEME™ » [l

L[ l%ﬁ%‘lﬁ

HI 4 ET IR

7t 5 FIOFILEEL) - B otrlve - 54 g
P B Iy A S i g
WA o s e
i = R rilﬁl*ﬁl*”ﬁé
[ o

fij * sys resetconf now >
A 5%@5‘5?@5

SR PR

Press ctrl+e in 9 secs to start with emergency kernel.
Enter emergency mode.

(Emergency Mode) login as "admin™, no password
[EMERGENCY] login: admin
[EMERGENCY1> en
[EMERGENCY 1#

dizable Turn off privileged mode command

exit Exit command shell

ip Configure/Display IP related settings

Configure system parameters

[EHERGENC?]# sys resetconf now
Config reset to default.

Svstem will reboot now
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25.6.6 SNMP I

HA1 F'#JTJ'TSNMP ﬂﬁjﬂﬁﬂﬁﬁ

&E[‘f:_ﬂ Tool Bar F[ifi Tools 271 ik 72
#l > Ji# SNMP Control #Fi 1 i U%F?E}?H',
SNM Elfjgt;t’ﬁju;”r Fie

Tools > SNMP Control

File Update
=

Project_1
= [y

Tools | Help

Account Manager...

- Change Password...

SNMP Control...

Config Backup...
Confiyg Restore...

% 2 2 r%{u_ SNMP 57
PURIE 1P i SNMP S EI S5 [
LI SNMP e [ytiEit

InstantScan [ FHHEE - ?[ﬁ‘f%‘;{kﬁfif o

Tools > SNMP Control

~ SHMP Control X

Enable SHMP

System name :

InstantScan

System location: |OFFICES

Contact info : s

Get community:  |public-ro
Set community:  |private-rw

Trusted host :

182.168.40.5

Trap community : [tfrap-comm
Trap destination : |182.168.40.5

) Jie i A fy]

Hr"1 SNMP T SNMP E R - il
SR E InstantScan %fﬁ'f Rk WALL-1.yourCompany.com
Ak b i InstantScan it ff - Office
i l’ﬁ Rl L3V InstantScan iR E o mis

, S EER G SNMP pueysH o S5 HIFY get community X {l) .
Get community ﬁ?ﬁﬂjﬁlﬁ 1’2"?‘5}[}%&%%% : Pyt o R HITH public-ro

. T EER I JEH SNMP fueysH o 5 HIPY set community 2 (7] % .
Set Community ﬁéﬁiﬁfg‘r—jﬁgﬁ% ) FYers %*EF ty Sl private-rw
(FE= 45 [I']) i InstantScan S HY UL 1P i 192.168.1.5
Trap community {52 SNMP trap poml# - trap-comm
Trap destination ﬁlﬁj InstantScan f#i:= SNMP trap fi IP o 192.168.1.5
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[ET)F]R] web /7 1 (http/https ) g InstantScan s =l 9t
SRS Ry o

BEE - CLI AL

CEPR PN

é’vll»flil

R R TS FORLETHHS - ﬂﬁﬁﬁﬂchJw$WIm%ﬁ

Al CLI 7

Hi (2573 console/telnet/SSH g1 F InstantScan

ek InstantScan UL -

JEF T HEf8L=Y Non-privileged mode

-

SR CL #F'[

_ﬂ

-
[Eset o

TS

InstantScan « [ [MET | AT )

= B 4 SR i) 4P
? ? B e "AZLEH
enable (en) enable P FAR 4
exit (ex) exit B CLI /7
ip AR 1P 24
ping ip ping 202.11.22.33 F3= ICMP [filE 3%:1‘34%“
traceroute izyaotzrici r202u.ge3 g* S A E PO RS
sys ?t?ﬁ’iifé\f
status (st) sys status i SRR
version (ver) sys version K7 InstantScan #5145 1 ¢

A AL AR IR AR

AN g g e i R (T A k-
O {1 - -

fidTisE 2

g “ip 27

- i
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F T Hf5=t Privileged mode
2 B AR iy 4 P
? ? B AR E ;FF[ aES-
disable (dis) disable F—Téﬁf B
exit (ex) exit B CLI /i
ip LA IP 25
ifset ip ifset INTF1 R PRI /1 Pl
ping ip ping 202.11.22.33 JL:2 ICMP [l ighist L
set ip set I%»{L_ InstantScan #f! FJ’T% IP #af-
show ip show 2= ﬁ’??Jﬁﬁﬁ?%F%?{u;
tftp ip tftp upgrade image 3 N S
(upgrade) <FILENAME> rE-titp lﬂj’iﬁ/%g&?d[ ,1\&@”?%‘
192.168.168.170.
traceroute ip traceroute 202.11.22.33 | LA M pIE( | VIS EEESEAVEE &
sys LR
date sys date He /I%JLE[ o A il
halt sys halt now FJIE“J%
highavalil sys highavail set High-Availability ﬁ{g%g@g&:@
module sys module EI%/@EL?HGEH_F%J&
password sys password AR VR
reboot sys reboot now RIS
resetconf sys resetconf now ;l%ﬁ'\ \%ﬁgﬁi"?}f‘ ',FJ@?’E?@
sessionlog sys ressionlog on Session q%&ﬁﬁ%t
showmac sys showmac Bl Y MAC o g
status (st) sys status B9 PR
tcpdump sys tcpdump management | (] (dump) JRaEpoEf e
uptime Sys uptime &9 InstantScan I—ﬁr{é:_rrEﬂUEﬁ fH]
version (ver) sys version &5 InstantScan iﬂ?ﬂlﬁi
oAt A2 (S ORI
F T sys module == ip tftp upgrade ?’F’,?J ’ ﬁ%éﬁ&f_ﬁ Fe o
ARG | o | BERA | v ) i
flushstate - sys module flushstate %‘ gﬂgiggm 1Kl
SYs module query -- sys module query ?Fﬁjﬁﬁi’%’?¢
restore all sys module restore all (HE L A R R 5
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BV BRI 3 PRI
av sys module restore av rf?’%{ 'P{ﬁ)ﬁJ% FHiTiE
el
sys module restore TERUE AR TR P =15
pattern i i
; sys module restore Lot A A
signature e R R B
set sys module setting set EIEl’erI;@?[’ﬁquﬁg%ﬁJ&
setting - - ) B
show sys module setting show | &= EI%[ﬁHS%ﬁ?ﬁ:
RIFrat 5
all sys module update all tr/ﬁ f%/’ﬁilﬁﬂ'#{
av sys module update av RO 2 i
dat FYRUE
Up ate I%‘rza\ﬁ,—.épjiﬂgcrj
pattern sys module update pattern E AR ET
. sys module update e
signature signature [ L
FILENAME ip tftp upgrade firmware p = = oprom
; FE-tftp (7R | b
firmware tftp server P | <FILENAME> - titp il e f] 5
address 192.168.168.170 E‘
FILENAME ip tftp upgrade image s ~ -
. i rv tft =R B Re ,“‘\Ez
|p tftp Upgrade |mage tﬂp server IP <FILENAME> Ir“;‘a 2%@5%&% I'l
address 192.168.168.170 ge 18
FILENAME ip tftp upgrade module p = S,
(E-thtp (IR Y EF] A
module tfitp server IP <FILENAME> ;; Igﬂ[ﬂjqbﬁ‘gkﬂ. [ b
address 192.168.168.170 et

?Ufﬁ A-3 Sys module = IP tftp ?ﬁ —?J%EF'EJ

& EEi > IPTFTP upgradeﬂ"éﬁ'jﬁﬂ?él%vp‘k :
WORD : tftp fﬁjﬁ@%ﬁ' PRy -
FILENAME : | i LAy /Bl ivimagetti g ¢ «

FEsys sessionlog ?F“[?J ] ﬁ%%ﬁiﬁ Fe o

S 51 44, 5= 454y TS 5] f 4y
Off -- sys sessionlog off F%,%F%ﬂ-?ﬁr“%’%
2 Sessionlog Oon -- sys sessionlog on ?%“J:#?%’ﬁﬁifé#
Status -- sys sessionlog status %’ﬁ?%‘[’\ﬁf

%Jfﬁ A-5 sys tcpdump ?ﬂﬁ%"?ﬁﬂ

FHE”sys tepdump f47 rﬁ?fxgﬁﬁji o
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[l ]’iﬁfﬁ[ *ﬁ G T’F}ﬁ 5= ?“F}.&J 3"@:’}?,—?J e R
dump Zﬁsmtg [Pl @Y [HFNAAE external ‘fﬁﬂﬂ@ﬁép
External
: . sys tcpdump external | (&% BB ERRES external
Interactive interactive fﬁ'df'lfi it &
dump Ziﬁnt;pdump internal [AHRAAS internal £ FI SES
sys tcpdump Internal . )
. . sys tcpdump internal (2 FAL RS internal
Interactive interactive f‘r*'-}E'figﬁJ‘ &
sys tcpdump [ ElNEs management,rJ e
dump management dump &
Management d
- ; sys tcp umpt <t S AT
Interactive m;?:gﬁ\;gen management“ [t e

?ur*ﬁ A-6 sys tcpdump 4545

A2 CLIFR4TEHT - fﬂ% EX
PRS- PR R

,’ﬁﬁﬁﬁ%@ o }[ﬁ’ InstantScan giFrfi i« - T 5 e

P 5 ['JH <ctrl> + e & » %ﬁ? admin &3E T FFERIE o
ZEFF ' f#f=" Non-privileged mode
= Bi 4 AR i) iy
? 9 T‘Ej F)"’I"E -TFF[ 1_$ﬂ
enable (en) Enable E;JFI,,; [i @ﬁiyh?ﬁ”
exit (ex) Exit BEH CLI /i
ip FLAT 1P S0y
ping ip ping 202.11.22.33 Ji:= ICMP [ﬂ"ﬁ%?ﬂ*%,ﬂ
ip traceroute HE R F B AR S
traceroute 202.11.22.33 i "
Sys ?@_—F?ﬁ%ﬁ\f
date sys date 2 El i JEEHTFEI

?df*ﬁ A-T PR V2 @ﬁr

P Hfs=t Privileged mode

= B TR 3fy] f P
? ? B A 2 R
disable (dis) Disable Tiﬁfu: i AR
exit (ex) Exit BEH] CLI /T
ip e CATIR 1P =
ping ip ping 202.11.22.33 L= ICMP [f['i%ﬁ?ﬂ*?*,ﬁl

L7-NETWORKS 169




InstantBlock User Manual

i A

set ip set I% - device i IP ¥y
show ip show Bim e | ‘ﬁﬁ“ﬁ?i
tht ip titp upgrade image | ;x4 e ] S IRE| ST R e v A U
e L
traceroute ip traceroute 202.11.22.33 | sELf BAFT ] FI B mEsliiv g &
=9 e
date sys date B "'ﬁﬁf i
halt sys halt now ke
reboot sys reboot now IR
resetconf sys resetconf now }J?—FT&E?&T@&E‘/H W&J’ﬁﬁ?@
resetpasswd sys resetpasswd AR EV R
showmac sys showmac B A Y MAC i

HE A8 PRI T
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45 B
LSRR

1. A% InstantScan & Eb (1 i MSN 55 Yahoo fliztax i * 7
’*’“FA LR A

1-1 Y IM Manager -l User 05§ * MSN
A.  “LZE] Report |11 Application Firewall ﬁ[ logfShd » RL Ay RE 1S yF' 7H 'F'JT@?F ’

B. Yppa e S| MSN“\j;t “ﬂfi_[ﬂt port 80 FJIBIF'E]F' L:f“ E I‘F“:LL Elg_1§¢1J1863 li“J* I r}ﬁ; PC
g MéN FITpo 22 ,gl TCP 7 2> TWFJ 53 H Y[ SOCKS ~ SOC gs HTTP Proxy i -

C. Zr% bﬁ A LS s = > LAN TO WAN Service : 1863 Allow

1-2 TFh IM Manager e i User =% 7 Yahoo
A.  LE| Report flifi Application Firewall T log N > Lk IS A ?F' ? Rh{r e 2
B.  I[MU R LB Yahoo kT RLAELR I 80 - J:r,y i 4 [/U:ITFI EhER T f{ lg_qﬁ.,ﬁlj 5050 - %'Ji‘ H [JFF}FU
PC I fei Yahoo H'F”Wfﬁ«nﬁ %%ij'%ﬁj i j%}ﬁ&ﬂ RNk f—gﬂﬁem EEE |ﬂ11_fg[
C. I },Fg, I = >LAN TO WAN Service : 5050 AIIow

2. Dlﬂ R AR R 2
= * Console &=t > "jj ?ij sys status > EE':‘EJ_Z‘H]:%{ {f% CPU Loading ~ Concurrent Sessions &%

Iﬁ

3. yp fSF%“{L_’ Auto update pattern » #[Z5 Y1 H 1 'ﬁfjﬁ;@? pattern & | PR ARE ?
: [EE |yl T i pattern ARERI -
3-1 T FH PIREE Update > Support list 5k [T IE HBETE 7 41T T 0P IRY - pattern A4S E frd
jﬁéﬁgﬁaﬁz}jl °
3-2 % A {ﬁ'“m[ﬁgl www.L7-Networks. com R SRR E > BE A SIS EFASERY pattern m»ﬁ o
Fkﬁ&m U Support List i - A7 E 2L HEERIT I -

Tﬁ

4. P A Y Pattern f% URL database fol BRI ?

’A‘ .

4-1 ?yﬁ“ﬁl IR Sl ERGE SR REEIE D 51 Update > Update Pattern/Database -
4-2 71 console fEi=t Hlﬁ?‘ sys module update all F5:Z-FIR I (7141 sys module update pattern) = =1 i - %if
FEgJL ESES T [ﬁ'ﬂ [ﬁlgpj

5. i E[%@J?ﬁlpﬂ ?

HES %“ff %ﬂ"fh FEEIH Ihﬁﬁ!r;@ [r[ ”Vrﬁﬁ;@?@?ﬂ R Console fr%if“kﬁ? | ip tftp upgrade image
iﬁq > (myp ip tftp upgrade image filename.bin 192.168.1.10) - *JE”“‘:’;T;F%“L tftp 'f' EJW; Z/Dlﬁf‘ tftp |ﬂ RS

vg@p’ga %xg#j:—ril %[aTﬁF;I BrorBRiko o

6. VIR SR s
Fl %I#«T H‘ﬁﬁf@*fbgu%i
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6-1 %’ﬁéﬁi& console ﬁr“Hf‘“'fﬂif%@li};i?l'%ﬂ%ﬁmﬁl’ﬁJ’%S%E' IP b e

6-2 %FEF (B ENE %’éﬁfﬁkﬂﬂ‘ﬁ}”ﬁ

6-3 Uit JFS{E*JB*J MFE, %FW’B Fore EpTBHT = (R (9 A A S W S ™ 936 (514 - 1080 = 3306) -
6-4 Y[ 1 F © 3 s Eﬁ?ﬂ#&ﬁﬁlﬂ i e RIS LogServer VARIETRL =Ry -

7. ELH ﬁi& 7+ Console ™ fﬂ ERHE?

L Tﬁﬁqﬂfﬁ% P! > SFDRETLALY R 115200 - GRS FROEEREL (8RR TR - 1 FER -
115200 &7 [a“l%ﬁajﬁ‘)

7-2 l@ﬂ['*ﬁ 7-1 F”% L Ialalﬂﬁj B 12#? * console # [ e ﬂﬂﬂﬁﬁﬁﬁﬂ nF——F, PC iy TS 5 B R AR
SR Ping “g“fgliﬁ&gu IP (T I?‘s:"“[;!ﬁt 192.168.1.1) g‘, Requestfﬂ\_7 [T -

7-3 YPPHEER 7-2 +4 ping Tﬂﬁfﬁ* VP ﬂﬂﬁ%ﬁl%ﬁ—ﬂt/gf{ ﬁ%ﬁrﬂﬂﬁ,nf [P SR GE REIEIN )
R 1 @”E?J’El?ﬂi7 [Eidg

7o i LAERE B T R e 4
A. ﬂﬁ"é‘,}'ﬁf %El}z\ Console 5L
B. sl %F' | RMA ™ it U«
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5 C
InstantScan fielf¢| %'E”fﬁ'%ﬁdﬁ%ﬁﬁgﬁp{%

Cache Proxy
Cache Proxy + Limitations of Firewall

ISA Proxy Server
ISA Proxy Server (NAT)

Redirect to Web-Proxy

el

— ~ Cache Proxy

1. il

Firewall/Gateway
Normal
HITES
HTTPS

Em’:fcy Server

ik B1 P Hﬂﬁ R A
2. 3

E,ﬁfrﬂ;{ | HTTP/HTTPS i ! jgg fj Proxy (11 i e o ear%ﬂqsf{:@ Ik IM/P2P IR P ] o AR LA
PR < IR IM/PZP A B L | pw&@n

i
3. P FRRE
InstantScan 'Jesfie/fEf v M [T 1§ = Firewall/Gateway [V fif] - =
4. EEICH
A. JpEE Client % i i ffi ] MSN Eﬁ ?ig * ﬁlfﬁ]@ » [i' it Proxy 2t Deny URL

http://gateway.messenger. hotmall com/gateway/gateway.dll- H} TRERY T & 747 MSN %"?ﬁ}a@ HIIE_FAYHTTP

fP JFJ bl ,"?F%?‘Z;FI l,},jf%‘ﬁFJ*FEIUF%‘%
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Proxy &< » i port 80 == MSN Server FIASL - SR InstantScan i TEY IM E*%f ﬂjf T /?5_ ZE)
R e+ User 7 1A » [NH] port 80 1 MSN 1@15\?& InstantScan [ ETIEN ? e

B. InstantScan [i'#¢ = fiip PIH?ETF”TE e T i IM {1 ™ ] [52?%[ P2pP ﬁj\’ﬁ‘gpqﬁ_a&b (i ﬁju P2pP EFI“O

~ Cache Proxy + Limitations of Firewall

1. i

irewall/Gateway

Normal
HTTP/ K
HTTPS

EpdxyServer

[Fi#B-2 % @F' LJ%’ e
2. [WfsIER

Firewall/Gateway [FGEf1E t] Server (HTTP/HTTPS Proxy ~ Mail) fvIP f’ Elgllﬂw ) @ﬁ 'ilﬁ %i?‘ﬁ, s ZRIFIAY
L[ (R User fji"'] HTTP/HTTPS izt » f’ﬁlH Proxy Server (e B = 5
H—Eﬁ‘ﬁ[ﬁ"'—f‘* HliELEIE Y IM/P2P |f ‘p’f«?ﬁ‘[@“ ] ["JF“ j Lﬁj"’%‘ﬂfh HTTP (S) /SOCKS Proxy Server [iu32gy ?;lﬁJEJFJ/

E RN mﬁq»ﬁw — T bﬁltﬁ%dj A

3. ETEIE EP

InstantScan T?f'fgl'ﬁ: HE NS Firewall/Gateway [V [t - I%"Jg*ﬁk‘v[ﬂ :

R -

A. I%J‘_ffﬂ Firewall fi JLA;TLJ B ik ] F{’E[ IM fuAR¥EEEr (MSN £ 1863~ Yahoo : 5050~ ICQ : 5190~ AOL : 5190 ) >
7] © LAN (T‘F‘Y’F'rr'ﬂ to WAN gpﬁ”—ru) fuft 1863 WEJ[fl | 3 @F%‘Lt" CFERE o

B. HRRILTIHVIH IM - Proxy Ut [IRCNERES TN R

C. ﬁ—ﬂui Proxy 5%t4FiR61% 2V URL http://gateway.messenger.hotmail.com/gateway/gateway.dll I'J[H =+ ’Flﬁ
it MSN *F“ T PRS0 %" SR R ] R RS 2

4. EHIH
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A, RUA R ?5'|J~%f| IEJFyaL‘ & =AY IM/P2P ﬁf«?ﬁ’ [A InstantScan ¢ iR P RS T HTTP/SOCKS (v IM/P2P &l
ﬁjy[%lﬁjgnj:u tl[’@[{ ;TE

B. FirewaIIFJWF'J ra“:ﬂ]hﬁﬁ* [ Fa;“ ?Z[ (LAN-trust) [’ HIVIHED (WAN ~un- trust)]]EJF/é FVaR#s (3R
1863 ~ 5050... =" El]\”ﬁq eS| ?z ﬁ“% (WAN to LAN) g &I Fsgiass » [k wk Fwewallﬂ_}?p@fﬁi%ﬂ o

—y £ S==

C. B[S F1 IM Pulgatssii » InstantScan [ir & g AR {37 IM -

D.  HEJR Firewall [*[55}9f oy % BTG > 1?;’7&}' p2p ﬁj\?ﬁp‘ “%’*ﬂ 19 lHLP“||\/| FOLEYE IR0 SRjh InstantScan fsR 1
TR ?»ﬁ%? e RS TR (e

= ~ ISA Proxy Server
1. W]

Normal

Firewall/Gateway

ISA Server (Client gateway)
q‘a'ﬂ?& B-3 {jli"'| ISA Server [it 1% default gateway

2. ERP
T L 7] Microsoft ISA Server S HTTP 3P MR - 2045 Ln ] wgosii it - Jpys E?F EL;%,
(default gateway ) 7 ISA Server - ISA[}% - ﬁ}{"’ HTTP Proxy S et R 'i SR PR RS S
Firewall S=2 (11 HE Y 1SA ﬁﬂ‘—’jﬁ el EITULI' [ IV Firewall/Gateway -

1 1SA Server HIUTSRTRTAIASEH] - F kL1 b o Firewall AR - WOPII 1= FUMh- B
§¢ [Hgﬁr[jjﬁg“p J IM/P2P i ‘p’j?ﬂ@“ 151321@ HTTP Proxy [ a5sgiss -
3. [ 'e% T
InstantScan EfielfE{ i "6 1= Firewall/Gateway Jfi] - I%’iu_’i/[lﬂK :

A. §E‘FEZFlrewall [‘/iISA Server Elfiféfﬁj“’r'ﬁjﬁﬁ'ﬁ'lfﬁ}ﬁ BUH T 2F IM pofgEtil (MSN : 1863~ Yahoo : 5050 ICQ ¢
5160 - AOL : 5190) P LAN D CRIFED o WAN  CEIFOS)  [BES 1863 il Vst e e g 7

B. r%{u_ ISA Server ﬁ%ﬁfﬁ IM P VESRS SRS BE L= L TR o
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HB " IS M Proxy (U i b o -
D. &% Proxy 24t v URL http://gateway.messenger.hotmail.com/gateway/gateway.dll I'J[# -]+
At MSN ) PR bty - 5 Y el Bl -
4. EEECH
A, RUR TR PR T S 5 R8T IM/P2P B > P InstantScan f=ftil B T HTTP/SOCKS 14 IM/P2P k! -
oA AR 4 -

B. Firewall F‘ﬁJWE'Jﬂfﬁ.}‘éﬁq‘% A WF%’»J&;{L_PJ?“,[S (LAN - trust) 2ot ?ﬂi (WAN -~ un-trust) [’ﬁjﬁﬁ%ﬁﬁqugﬂf (I
1863 ~ 5050..57) [} ML S A (WAN to LAN) - Fralt EIfiusliist > [7y%ih ¥l Firewall ﬂ;’};ﬁgm@%—k o

C. WE'Jt’lifﬁjElfJFéﬁjﬁ%{g% ISA Server » Al 7 ISA Server fdﬁ‘ﬁfg\j;@ 1863 ~ 5050 ~ 5190 * 5222 FHIfsEL -
QMEIW%‘,E'I?}H%[ IR » IAs E R e .

D. F'ﬁjifrﬁfg IM [Uf3¥EES » InstantScan Fl’fjiﬁﬁf‘ﬂigm%gtﬁ?m o

E.  HEIR Firewall [* 359 sy & Bibe - lﬁ’?ﬂ p2p ﬁﬁ\lﬁgp ﬁ:%ﬁﬂJE'Jiﬁﬁf‘IM FVIRE sl S5 B InstantScan [y
TR ‘Ffﬁ?@t‘ 1 ST 15 ?,iﬂlﬁ& (B

P4 ~ ISA Proxy Server (NAT)
1. Q%‘ﬂfﬂ

Firewall/Gateway
Normal

HTTP/
HTTPS

MSN HTTP

_z"// / .// ¢ /'I
InStantScan
— "//
/__/
ISA Proxy Server

[fi1 % B-4 ISA Proxy Server 1’,{'1“%

2. [ IR

ffi¥'] Microsoft ISA Server %[ HTTP %‘“]’*i‘]’ﬁﬁﬁ%&' ] fﬁ'j*?i’%{ﬁ’ gateway ?F,[F[j ISA Server > ﬁ"%ﬁﬁ@?f:ﬁ f =8 }{ﬂj’ IE
VBT 2 MSN SIiSLHTTP Proxy i) 1A Server -
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3. e a7

InstantScan Efielfi{ 7 ISA Server = Firewall/Gateway U35t - - ?'@/[m :

A. 7t Core Router J‘?i‘—_’?fﬁ]— }lﬁ'ﬁfgl IM A2 745 (MSN @ 1863 ~ Yahoo : 5050 ~ ICQ : 5190 ~ AOL : 5190 ~ )
* ISA Server -

B. F%JL ISA Server £§ NAT 4510 » G~ L3R B A5 ;] Fﬁ*‘ﬁl IM FOASYESRS FOSiAsL NAT =0 TR
C.  Firewall A F ) Fift i1 ISA Server » &' [ I[iVbiihi£] 1863 ~ 5050 ~ 5190 ~ 5222 i « 7] : ISAfY IP (43
’|”> to WAN (f'p J,F.J) piRt 1863 ij{ﬂ I/lgg.T T ujﬂlH
D. HE" iﬁﬁ‘fwﬁ 1F1 IM _F Proxy fi JF%JL G Jx,@%ﬁ_ﬁ{u[?ﬁW o
E. #ﬁri Proxy %JL?ET 1% 3V URL http://gateway.messenger.hotmail.com/gateway/gateway.dll I [{ (F*] £ ’rlﬁ
it MSN # H AU e EE R ‘F SR PR T R AR YA 2
4. EEECH

A. InstantScan F7it: pm‘fﬁ' » PUE A HTTP Proxy  (IM-HTTP Proxy) &l »FFV%E‘VF I?'ﬁﬁz 2 IM T IJ;@%»L
i ﬂ;ﬁ} InstantScan I'J3%/~ IM F‘HEL

B. U iR R R B AR IM/P2P JEUH [ InstantScan fEfEipL RS ¥ HTTP/SOCKS 1 IM/P2P i &1 -
S 2 -

C. Firewall BHeH] £ r;ﬂ}ﬂa& ?;u
1863 -~ 5050...etc) > [t jﬁ S|

f[ (LAN~trust) fi* access Y} #[f (WAN -~ un-trust) fﬁjﬁﬁﬁgﬁquﬁﬁ’ﬁ (I
HIAES  (WAN to LAN) it EIfIiiast [yt b Firewall [E’#Flﬁpflﬁi%‘k o

D. HWRIEEY IMARYERUHIE 2 %“w & InstantScan - FL?’3=|?,”1J Core Router}{jﬁu%{ oo
E. ISA Server g,ﬁfﬁ[ HNAT 20 > FIRSRLES S MSN it I o Ayt -

F. Firewall T ISA 1 1) {7 [FiTeHY 80 - 443 ~ 1863 i - {512 %) P2P i fiI[i'f “;‘@[ BiEE pRes (TR
InstantScan) & 3EAYVET -

=+ ~ Redirect to Web-Proxy
1. [
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N"““all Firewall/Gateway
i (client gateway)

Proxy Server (Web-Content Mgt.)
ﬁ%‘]'?‘& B-5 f{i™IFEH Ig[;ﬁ‘,' HTTP ji &l 1;5;}-%
2. IR
SISl 1 l%ﬁﬁ *JEVRL R 7 80 ~ 3128 RV AR ; Wﬁ?fﬁé’jﬁﬁjﬁt’wﬁﬁ HTTP/HTTPS ﬁ?ﬁw/%pﬁj }{‘—’j;&”_ﬁ&'{l%ﬁ
[[1| Proxy Server - Web ET%' fﬁJ‘%S%‘E ° L%*J?“Em—ﬁ %ﬁﬁ‘ifsﬁj\ ﬁ?’fﬁg'ﬁ?fﬁ}%@fl’f fﬁ‘?‘*ﬁﬂﬂﬁ’ H 2 Web = Ehpofisl -
[0 Al Web P 1k P HTTP Sk > IM/P2P S HTTP MIClists - 1T Az Proxy 1 skt
f”%[ CHTHTTP fr e h 3 et Tunnel ficfRd > i g o SHiRsL > S [“Jﬁ?ﬂif{ﬁ?%‘lﬁ??ﬁfiﬁ\%? PO -
3. PR EF
InstantScan ’j:%\p‘cifﬁ‘['?ﬂ%‘,gl 1952 Firewall/Gateway ./ [H] - F%”{u_’i/[lﬂk :
A. 3%n‘jfﬂﬁjFirewall EIfJFqu’ [t Client | ff | & 71 IM FoAgEtRt (MSN 2 1863 - Yahoo : 5050 - ICQ : 5190 - AOL : 5190) »
?ﬂ : LAN (ﬁéi’}ifﬁ.}) to WAN ('} 'EIfJiFI%.j) iUkl 1863 ||/ ﬁ_ﬁ%%éﬁ’ ERg b
B. @t Proxy 7 Deny URL http://gateway.messenger.hotmail.com/gateway/gateway.dll I'[[ - Client i
MSN B8 = TS -ELHIASC 2N SRIE R Y il = Rty = o
4. EFEHE
A, RLAF T H%fﬁjﬁﬁ%ﬁén’?ﬁﬁé'{m IM/P2P mﬁg » [ InstantScan 'F’J‘Zéf—’%ﬁ‘ylﬂ',[i%&%& HTTP/SOCKS [i¥ IM/P2P jfiikl >
R ?“‘EJHW;';F?; o
B. Firewall F'ﬁjb”ﬁ'Jﬁifﬁ}%% PR PERERLD Jf,ﬂ (LAN - trust) f'&3v 9t ?ﬂs (WAN ~ un-trust) (ﬁjﬁg%ﬁﬁ@ﬁﬁ%ﬁf (I
1863 ~ 5050..57) » i FIAIEE ST I (WAN to LAND Al @I[Iufase » [1yht B Firewall [ fE{io ™ -
C. F'ﬁjifrﬁfg IM [ ¥EEs » InstantScan Fl’fjiﬁﬁf‘ﬂﬁjmﬂ:ﬁm o

D.  HEYR Firewall [ [5f9f fosih & BiE > 55aY P2P ﬁﬁ\fe‘é‘ﬁ 'F’jiﬁ?[JE'Jiﬁﬁf‘ IM FIOtRi = st » SRy InstantScan " |17
‘Ff”%'i (op IR e = ?’F'[F/ETE' BT =
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y
*t4s D
I — =T
S =1
Tﬂﬁﬁt[%uﬂi;
InstantScan: time=2005-01-10 12:57:27; mod=SYS; sev=<112131415>; tier=<TIER>; 1i1d=<LID>;
msg=<Message>; by=<userlsystem>; from=<IPlconsolelsystem>;

BEI S Level name
1 Alert (%ﬁ‘f )
2 Critical  (#%£1)
3 Warning (¥7.)
4 Notification (=)
5 Information ( [’ﬁ B
TIER LID Message Severity
AO1 | Login success Information
AO01 | Login fail, miss password Information
AO02 | Change password Information
A04 | A new user <user> has been added Notification
Client AO5 | User <user> has been deleted. Notification
tier=1 AO07 | Login user <user> login failed due to invalid user name Information
S25 | Backup configuration file by admin Warning
S26 | Restore configuration file by admin Warning
S27 Download configuration Warning
S28 Upload configuration Warning
LO1 Database is full Critical
LO2 Database is cleanup Critical
LO3 Backup database to 192.168.17.130 Warning
LO4 | Send report to user@yourCompany.com Information
Mgtsvr LO5 | Restore database from 192.168.1.1 Warning
tier=2 LO6 | Send alert to user@yourCompany.com Information
MO1 | Change E-Mail Alert setting Notification
MO2 | Change FTP Backup setting Notification
MO3 | Change Report Center setting Notification
MO04 | Change Syslog setting Notification
Device A03 Login success Information
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tier=3z

AO3 Login fail, miss password Information
A06 | Change password Information
S01 | Device Startup Warning
S02 | Device Reboot Critical
S03 | MGT set t0192.168.17.114 Notification
S04 | Gateway IP setto 192.168.17.254 Notification
S05 | Primary DNS setto 10.1.1.1 Notification
S06 | Secondary DNS setto 168.95.1.1 Notification
S07 | Management server set to 192.168.17.112 Notification
S08 | System time updated to 2005-09-04 12:00:00 Notification
S09 | Factory reset to default settings Warning
S10 Firmware upgraded to version X.X.XX Warning
S10 | Firmware upgrade has failed Critical
S11 | Application Firewall pattern updated to version X.X.XX. XXX Warning
S11 | Application Firewall pattern update has failed Critical
S12 IM signature updated to version X.X.XX.XXX Warning
S12 IM signature update has failed Critical
S13 | AVDB updated to version X.X.XX. XXX Warning
S13 | AVDB update has failed Critical
S14 | Enable application firewall Notification
S14 | Disable application firewall Notification
S15 | Enable IM Manager Notification
S15 | Disable IM Manager Notification
S16 | Enable Traffic Manager Notification
S16 | Disable Traffic Manager Notification
S17 | Enable HA Critical
S17 | Disable HA Critical
S18 | HA mode changed to AA Critical
S18 | HA mode changed to AS Critical
S19 | HA type changed to master Critical
S19 HA type changed to slave Critical
S20 HA monitored node <node_name> failed Warning
S21 HA control changed to master Alert

S21 HA control changed to slave Alert

S22 | HA Virtual IP Address: 192.168.17.100 Notification
S23 | HA In-Ping-Nodes: 192.168.17.111 Notification
S24 | HA Ex-Ping-Nodes: 192.168.17.254 Notificaiton
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S29 | URLDB
S31 | Application Firewall pattern updated to version X.X.XX. XXX Warning
S31 | Application Firewall pattern update has failed(error code:XX) Critical
S32 | reserved for future using
S33 | AVDB updated to version X.X.XX.XXX Warning
S33 | AVDB update has failed(error code:XX) Critical
S34 | URLDB updated to version X.X.XX.XXX Warning
S34 | URLDB update has failed(error code:XX) Critical
S35 | IM engine updated to version X.X.XX Warning
S35 | IM engine has failed(error code:XX) Critical
S36 | Application Firewall engine updated to version X.X.XX Warning
S36 | Application Firewall engine update has failed(error code:XX) Critical
S37 | reserved for future using
S38 | Antivirus database engine updated to version X.X.XX Warning
S38 | Antivirus database engine update has failed(error code:XX) Critical
S39 URL database engine updated to version X.X.XX. XXX Warning
S39 URL database engine update has failed(error code:XX) Critical
S40 | reserved for future using
S41 | Application Firewall pattern restored to version X.X.XX. XXX Warning
S41 | Application Firewall pattern restore has failed(error code:XX) Critical
S42 | reserved for future using
S43 | AVDB restored to version X.X.XX. XXX Warning
S43 | AVDB restore has failed(error code:XX) Critical
S44 | URLDB restored to version X.X.XX. XXX Warning
S44 | URLDB restore has failed(error code:XX) Critical
S45 | IM engine restored to version X.X. XX. XXX Warning
S45 | IM engine restore has failed(error code:XX) Critical
S46 | Application Firewall engine restored to version X.X.XX Warning
S46 | Application Firewall engine restore has failed(error code:XX) Critical
S47 | reserved for future using
S48 | Antivirus database engine restored to version X.X.XX Warning
S48 | Antivirus database engine restore has failed(error code:XX) Critical
S49 URL database engine restored to version X.X.XX Warning
S49 URL database engine restore has failed(error code:XX) Critical
S50 | reserved for future using
S51 $SWID

(Update Successfully. Update database and then respond a new SWID.)
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$SWID

S52 | (Keep old license. Don't need to update database and then respond the old
SWID.)

S53 | Request is rejected

S54 | Invalid HWID

S55 | This device is not registered

S56 | This license is invalid

S57 | This license has been registered

S58 | This license cannot be used on this device

S59 | Can not connect to database

S60 | No such device

S61 | Can not connect to device

S62 | Unable to clear database table

S63 | Filter List error

S64 Post parameters error

S65 | Post value is invalid

S66 | Invalid software ID

S67 Execute SQL command fail

S68 | No version obtained

S69 | No such database

S70 | Backup database fail

S71 | Restore database fail

S72 Unmatched pattern version

S73 | Software ID was reset to trial version

S74 | Invalid checksum

S75 | Can not find backup SQL scheme

S76 | Enable Web Manager Notification

S76 | Disable Web Manager Notification

?&Jfﬁ D-1 #;ﬁ%léﬁzﬁﬁ}“%ﬁﬂﬂ
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DDoS (syFE=V['%R555 » Distributed Denial-of-Service )

DDoS £l DoS fi— FEfd#), » [T & R A 7?ﬁﬂ~ VR » Al Wﬁr%}ﬁr = DoS ( Distributed DoS » fif{## DDoS )
TSEHE o

DoS (Denial of Service )
DOS k- 7 * (A" » )| TR BT R - S A T IORL > DoS T T 1 i
’TF[[ ffﬂﬂﬂrﬂﬁgﬁ/*/i—?{‘f il i_[ g = BSELE TR -

FTP (f% ffEi L File Transfer Protocol)
FTP fL7% B i (TCPAP ) FER il “Ifo— A EFv it  CRINI - [ [E 0 2 » g oh e oset
(Network ) ’I Elﬁ“vq{ﬁ“'—é‘,fﬁuf‘;ﬁmm 2RI (ERLE R I RRE T PR e (e

H.323

323 WIRILE 1996 *EIEREHIEL ) 11305 SRRISTER O @ - 52 pr i o
ﬁﬁ‘?}g‘;:w{ﬁq_ﬁl— SL‘F*J;E\E;J/ | FIJE%,.{H[[EJ%’%%{HE# EE;E &bp%?g[‘mgg—\_q ]‘3’,J [F[JEJI‘»J L,ﬂ. VT Y R Fﬁq—fﬂ‘ﬁ”“y
U R ,1%1[. TELEJF i Jﬁ&‘ﬁlﬂ H. 323 #tﬁjjq W JEW?/ RESER - S5 ﬂﬂ VR - T ?’
JUPI W ";E‘;g(ﬁ“ * HH (_£-; 711 £3= fFJg**Jpl » H.323 [l[| ¥ #8 H.261 = H.263 n?f F;[FIJEIE‘*’E%%/PIM&
FEIVE o

IM (EJI]EEﬁiﬁFR » Instant Messaging)

SIS T AR R G 2 IR S QT SRR i s
oty

IPS (Ea'fs{f‘ fERH] > Anomaly-Based IPS)

At (TR p[i;ﬁmn @1*/ Fﬁ[ i L= T [F{ JPuEEL 0 R ita\ﬁgwﬁépd flgt=s5} @yp%@yﬁujmt LAY
i,ﬂEﬁ wﬁ%ﬁwﬁ%ipIﬁW%wﬂﬁw“@’Mi,ﬂ}ﬁ%ﬂﬁ

IP Spoofing (IP B (e )
AL IR i A e P (e RREAITTE
P2 B (Host) @R ELsghl s fIT IO &0 o R P St (Link) o s i b st ) -

LDAP (Lightweight Directory Access Protocol)
LDAP %L Lightweight Directory Access Protocol fivi#s f\_E I F;Ly, SRVE l%@@y, ( Directory
Service, DS) & IvfHRk o

License Key ({4&fF)
InstantScan i1 {5 R5 > SRS SR NIRRT P‘,‘\J?Tg'lﬁgﬂﬁﬁf °

P2P (%J,‘iﬁf&[!r’ Peer-To-Peer)
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—é - hr[ﬂ“{mfk » I L lJ“rJ:h Iﬁ“{ﬁ]}%p ) ]"ﬂl’/[lﬁ AT Frlﬁ”;lj Napster (Napster) - HiEpLl | BiEREAY S = l’;ﬂgﬁ—,] )
[El“ ,ia:ﬁﬁ%ﬁﬁuﬁs ’[’ﬁjﬁ @}% Hﬁ“ﬁﬂﬁ& EDownIoad) Ll P2P AR b= ri,’rjﬁir% (Client/Server) [t
> PER S S Jﬁrwﬁ“ﬁp PGS g A pEE S JP‘PI—"{’ (R E{iwﬂ“ﬂ O S A

Port
“PF (Data) 7 @i o SR

Protocol (V)
~ MFRE RIPVMERLE RGR (5l ] » fol B Jiip— ﬂf?*ﬁ'ﬁ‘?“ﬁ@*m WS = A TR ] o G AIE S R i
e EHPEIETE (Network) 1 i B@LER TR - FEST ot = P - B SR -

RADIUS (L,Fﬂ%%jﬁj%fﬁl“ ?{ﬁﬁﬁ*‘a Remote Authentication Dial-In User Service)
RADIUSf\j&j%{ﬁ[%ﬁ?é‘,%m|ﬁ ﬁ? (ISP ) Frffli™] Fu@:’“&*’al j,ﬁ HE ISPE REN r“\’pﬁ?‘ PR ET E

fﬁ? 15[51&%?4’%&[?{ %] RADIUS ],’iE,aLE, (Server) , E[ F'r i - WA ISP 43 ﬁﬂhJj’V HEYR RADIUS
L W F' VAR Iﬁ'i‘[’ﬁ”tﬁﬁ‘iﬁ“ﬂﬁﬁﬂf fRE T A I‘E[Jﬁ?”?ﬂﬁﬁt

RDP (L,F.J:F[rfwlﬁw’% » Remote Desktop Protocol)
RDP fL Windows 745t (il 4 1 %ﬁiﬂ e PR R o E'Jt’IfﬂfﬂJ“ LR ERE  ER  EOEE T
oo [ﬂJ’%b%‘éE'I il “J“ﬁ%iﬂfj@? Ty ﬁlfﬁﬁﬂj [ifl%.} o

Router (")

El&cplé,n G trgn,"f‘lﬂ”%é , TE[ Eljﬁﬂ"iﬁrﬁi%%#l—ﬁ%j\ r vrﬁilézlr)}n FI fE?Er&ﬁiﬁj?g , EI&E[[aLg&H;fﬁgp (Bridge) F[Ljﬁjﬂ“:tﬁﬂ} , [,?[
WUREE PR AR A - E ’J‘HEI?JT%%{ SE o BRPAN T ER T Fl “{ﬁﬁ%“{ﬁ fpjR el (IP ) A kpy
BidGlsE (LAN ) -

RS-232
RS-232 15 EIA 0%  RLEER FEe Rt 270 0 -

Scan
Scan Ji'I'JRLE S IPF WJ{EFF]T“I F & ey © oL PP Efie | TCP connect() callSYN it (half-open

scanning) -~ Nmap =~

Severity
RIS ERURGE I b e (RE R B 5 (SRR % #.Eﬁggﬁrgp Y (e A

Signature

B R R B B 7 YRR -

Smurf Attack
Smurf va&?{}{»’ Elgﬂs TRl ICMP echo request ] &/ 2% IP broadcast addresses ° IL mm%@?wm [H Y IPF&
broadcast t%p'[ﬁ“l*%'lﬁl ICMP echo reply ﬁﬁp%ﬁ o ]E{?&fﬁ %ﬁﬁ‘iﬁﬁf}” R L = P

Spam  (iBEH)
Spam FLfL- FES B %EEIFWF_?TE" ﬁ%ﬁfﬁﬁ\“ﬁ?ﬁ (Internet) FYETZRL > fREH] ??" *‘JF%‘?LTH i (E-mail ) xfﬁ
Jm“r&ﬁ[;lf” ij%lﬁlﬂ :gﬂ j 1 E,ﬁj]’#%% [l ’ lﬁll_’f-‘\fg'lﬁjﬂsrlif: koo oB] 15/“4]413;]: glli_;c"l;{ %@Fl qgﬁ ﬁlfgl UFH
kL (message (MESG) (MSG) ) EﬁiﬁlﬁfgﬂJ?Mﬂ[‘ﬁlﬁp{f
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Spoofing (H[f&)
FAFORLE o RN Sp 0 Al (Network) i MERYIE » S HERLIEI 715 -

SSL (Secured Socket Layer)

SSLi_ﬁfj’ IS SIS [iﬁfu;{ﬁﬁﬁﬂﬂ E! (Netscape Navigator) [Usfis s (Browser ) HIF1 - #f

ﬁﬁ%h FilfyH =] ﬂil;ﬁ@%& (Server) H#l- 2 EII™% gmuqﬁm (Network) (AR B = 1 5E4R | SSL - SSL iy

,Jpju »J&%IH@FIHI o Fh&ﬂjﬂﬁﬁ,}ﬁfﬁlguﬁéﬁ B P]ﬁ?ﬁ{f)lﬁi FEI&IF&H HERP LMD 2 1EE S E > S
s A IFi Jﬂuﬁ%é@ﬂrll FHEEJ"

SYN Attack

IPFE SR 202 BIRLF([H | TCP iy three way handshaking fivigdid o @ TCP/IP i eyl o et (A~B) (v

%?F%:Cfg_ ' A vf@q—‘*ji’tﬁ'rﬁt[', it SYN ﬁcpnﬂ B ﬁ J’#j R I'-‘dEJJ‘? B @ # k- {id SYN-ACK Ut A » IV EIF|E(E >
[hf - fﬁ ACK Fuﬁqﬁf B ILPF RS e St s St I/ B AEE B [E' FEnggl”—EF”lgﬂ » P S ’(#EJUF 4t

?ﬁ‘%ﬂi R YIERYR] o SYN S TOP s i o = s iy

TCP (@Wﬁ‘ﬂ{#% Transmission Control Protocol)

TCP/IP fl— 3= H [ sfif 5 ﬁfﬂ! ‘;ﬁ,[, (Internet) F=#% (Host) [9fEdARYE « TCP AFHHIH By 27k = ﬁllg_@\gﬂﬁéﬁgﬂpj
ﬁp@(ﬁ%p)ﬁﬁpl%%ﬁﬁOWMﬁ%&@Gﬁ%ﬂ%ﬁ“@mW|ﬂﬁﬁ? AR PR R
o

7 o
—

Teardrop

Teardrop attack I f T RLEI 0 o iﬂi,ghpjﬁﬂ LR R | J%ﬁ},g[% EREE o F M EIJEH'EﬂUJJEl!‘
F{ﬂﬂhgiﬂﬁm JECE = ﬁ:phﬁ 7L Jl“);l,:r %o L o J,[ﬂH}gﬁlgqﬁ:ppﬁﬁ—«gﬁmw 87— SRR
HUEYF o pJTeardrop E'UEU”I IP A ﬁ”?&t{iﬂgﬁiﬂﬁﬂ”@ FJ' S FR A | IR B A L Juﬂ“}ffrf’j
1@7‘7 gt rdl)t?:& Mﬁﬁﬁl U&pﬁ}é&gum{v[ﬁﬁrﬁujﬁg I{FUE%HHE&E FIU{?ZHJJ;H TRLPSE > | Ei_l&l},[mgkﬂjﬁ
Rl AR VTR I”Fgﬁﬂt] UHEEPR A AT ﬁ £ [N SRR T F'rﬁ $i7 = #i;[
i%ﬁ%ﬁlﬁﬁﬂﬁ ’ I'HF}HTBF’??WEAHEJ%_ *ﬁ;pjlﬁﬁif gﬁn*{

Telnet
3RS (terminal (T) (TERM) (TML) ) R ﬂsﬁlt}ﬁ ‘pﬁ[ﬁﬁ?ﬁﬁ?—f‘,ﬂ?&{g (P ) > iﬁ[%’iﬁf\,fﬁﬁ'ﬁ{p‘?fﬁj
%J‘ (Server) [l FUzVAuLsd - 2053V (Access) W’I" n{ﬁ*ﬁ

Terminal Emulator (%Z‘*%ﬁ?ﬁi]%%ﬁ)
ijfﬂﬁkgﬂﬁﬁlﬁ% ’«]F]FF&%{}FI & [iﬁfl DRl G R 2 %F’J%gﬁwﬁ?#i"\w °

TETP (TR MR 203 Trivial File Transfer Protocol)

TFTP 1L TCP/IP Protocol f[1fis— £1 A1 FTP ~ Rl = kL FTP RLEIH| TCP o fHkL TFTP ;L@ﬂ UDP f i i »
@“LDPiﬁF@ﬁﬁﬂrwﬁwE%’W‘*%wwiﬁﬁijf@“UTHP AR CRLAE 0 s A
Terminal Server-Router “\/}\_ SNMP Hub fi JF"H H &R i 3=E,l % HITETP 9 Upgrade FIfj“' %ﬁﬁ F” Flrmware fl& Software-

Transparent Mode (&5t )
& fiff J?E%‘tll%flfﬂéal@ﬂ%@qé R iﬁm KA FHEE [PEE ) lzpFL b e~ BB
Fkﬂ'_j’%{jjﬂljlﬁ ﬁ“’s‘%’fﬂ#ﬁrﬁi » o T%TEIEIST@EJT" ' {mgr

Transport  ( fBEE3=)
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Psec ﬁ%ﬁﬁ‘?ﬁ: fieg- 7 [Wﬁ B I{iﬂ?éf% fiY Host-to-Host fi Jﬁ%{&kﬁfu - I{Enlg_ﬁkﬁx FSEFE L Bapy 1P & I iR
49 AH R L) Esp s R g B e (=2 IPsec -

Trojan (ﬁiﬁﬁlﬁﬁ Trojan Horse)

glﬁﬁﬁy ) ﬁﬁ‘,ﬁ%ﬁi T ;tlémhﬁ%%q\gjﬁqﬂ,[ ;ﬁ[zp[i FURHES o LT glﬁﬁjf T }H?gﬂﬁwg
N ESIEEE S 'JFIJ@*\ F{,FY =3 ~U1ﬁ ]FIJEJI‘&KQ?F i[f[fﬁ‘ﬁl%uéﬁlﬁz I [~ T kﬁg (' Malicious

code) AV (Vilus) 1 e SRTRETHINY F IELEE b w@gvrﬂ}:l?rﬁ?

UDP ([ ¥ | #¥ ¥R AR E]E3% » User Datagram Protocol )
UDP RLIHEEF 1 FO5F I 2 M et D BITVR] « SRR B SO0 ORI 2 I » =y
%TEIE?%E[FU JfL7 SIS [ PR aﬂ@ &&ﬁ’[]

UID (fr® @4 - User IDentification )
R SN 1 ) R R (R

URL (G- sWREft 8§ » Uniform Resource Locator)

}“EFIF%lﬁFE'F)?",‘irfE{pJ;[@{‘éﬁbﬂ Fﬁﬁ'*' ﬁgﬁ' ﬁgﬁf_jf",{ﬁ[ﬁ?{ﬁj"é‘, (Internet) _ijq[ﬁgl » ZHNE ﬁpqﬁ?ﬁlfymﬂ@*ﬁ[%ﬁ
P e = Sfy@all (Www o) T URFL [ELLAfLHY #‘ ° Tk ﬁ&’l‘@ﬂ E—"ﬁf[ (HTML ) EJT’équ "] URL 1?F|L%J%Eﬁ
(Hyperlink ) f9F HRAEEED » SR w[ﬁﬁ'@'*fﬁ Lp b= HTML’r‘é& Cy = @ e i b= FifIR ) -

Virus (Jﬁ%)

AL FERI > = FEEE e T 3 SR v Fi[in“lpiﬁ “T@ﬁmpuﬁﬁlx sty L»JEAL%%ELE;J J;J
ﬁl?‘{‘ﬁlﬂ#@p/ﬁ [N IfFAlﬁ FRRFEE IR S R 4@ %"]ﬁﬁﬁ = H j@ﬂ.ﬂﬁg@& SR STl
Nlﬂﬁgﬁ T F'BIT i ET PR T b 1R "ﬂwﬁg Jﬁ[ﬁ% <20 (E-mail ) ROERE P ’TH

VPN (% E %853 » Virtual Private Network)

VPN ELEE  (Tunneling) - “iifi (Encryption ) ~ £p53#5% (Authentication ) - & Vil (Access Control)

s b%:gil Internet ~ ?fi‘?“ IPq{ﬁ"& . *& [ﬁ‘? i V‘E]apg FJ$$¢ R SR f;,g iﬁj:ﬁ: IFE' + VPN § ~;“m \“le'ﬁ?é

R 5 e @ﬂ i - i/[l%'wiﬁ'%ls 2 2 'I‘arﬁ”?ﬁiﬁfﬁfﬁ“ %ﬁi VPN I

b e 2 %ﬁ‘j ’ 'ﬁﬁji‘é‘lfa (53¢ PEEETR T Jh&ffréf%ﬁﬁuﬁgﬁa §,f I VPN [ gm,qr — Tunneling » 3% &y

jllmemet i NS i 4 ﬁﬁ“l'ﬁ”f‘ﬁllﬁl I H ) rilEJIH?L_.FL«TJI& u&lﬁl[*;gl; s H%Wiﬁ‘u kol
| AR

Vulnerability (5@%[![‘)
TR T R BB B

WAN (Wide Area Networks)

f@ ﬁﬁim—é‘li ok {%%Eﬁﬁﬁlmﬁgﬁ*‘mJ;"*q’xl'l{ﬁ,n '—L/E'E[I— ﬁﬁlﬁ}%lr[qgj%ﬁﬁfﬁ T s [ﬁ?—é‘l; " ?Eﬁ@ﬂ'ﬁ,nj []:[ E’!_"
L m - lﬂ?ﬁ?m A 5

Worm (a‘—“ﬁ‘]‘}“,‘ i)
FLJT\'@ EEL JH %ﬁ_%?l’ﬁﬁfﬂ u— F E‘HJTE%‘T [Fil F' VL i l—/I fF&X#F &R B PR o LF”—' F;/' Iifl_“F E [I’H‘E“QJT =
FIREHREAfE Ak o I*F%%T@Pl HEfi R A AR R UV > BT PR IR -

WWW  (World Wide Web )
SRS s -
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