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T NAT T oot 328
FETELFTP I TP BT T oottt es st 329

T NAT TRZR ettt 330

NAT FEE <ottt 331
TETUARTIUL e 331
BB BEAR HSRP..c.oocevcirctsciecieeisettse st 331
EFH HSRP 3 T FE oottt 332
B B HSRP A2 1 ] FIE EEIET A oot 333
HSRP DL ZE I ettt 335
HSRP HH ICIMP TS ] oottt 336
T HSRP TE BT B oottt 337
FE A FRIR AL FF T HSRP oottt ess sttt sssesssssenes 337
P HSRP ] SNIMIP SZHF ottt 339
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22,9, BEJHSRP I ATME oottt 339
22.10.  FEI HSRP IR I ettt 341
22,10 HSRP HEEE oottt 341
22,12, JAHH HSRP IR 2ttt 341
2213, VRRP coooiiimiieteete ettt bR 342
2214 GLBP..oueoeieeieeeite ettt 344
B TEE TP 2L o 345
231, FIE PIM-DM R IR oottt 345
23.2. FLE PIM-SM I BSR I HIZAIIEEE FH oo 346
23.3. ACE PIM-SM A Auto-RP I HJZLHBRIEE HT oo, 348
234, TLUE PIM B JE oottt 350
235, ARAELIR AL HISZHE et 351
23.6. {f Frame Relay Bi& ATM IZE A FTZHIE «.ooovoeeeeeeeeeeeee s 352
23.7. T CGMP oottt ettt s st 353
23.8. A IGMP FIRAR 3 oottt 353
23.9.  FRALUFEE HIFIZLE DL oot 354
23.10.  JEFH MOSPF KIEATALIEHE T ooveoeeeeeeeeeseeiee ettt 355
23.11.  JiH DVMRP SRIEATALIB IR FH oottt 356
23,12, DVMRP FEIE .ottt 356
23.13. ECE XA PIM (Configuring Bidirectional PIM) .....c.cveveveveveeeececceeeeeeeeeeee e 357
23.14.  FHH TTL SRABHILLIEIE R oot 359
23.15. fi#i [l Administratively Scoped Addressing KA I ZHFEVE . coocvvecveeeceeeeeeee 360
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23.16. ] MBGP SRAZHRZLIBER FHAG JE oot 360
23.17. A MSDP SRZIIINTBIE covovvrveeeeesesese sttt 362
23,18, TILE ANYCAST RP .oveieceieeeeceeeeeeetee ettt ettt ettt ettt ae ettt ne s 363
2319, FALT TIE LR (oo 365
23.20.  BIRALIBIRZSIE T oot 367
2321, ABEE EHHERT oot 368
S TUTE  FEBI IP oo 368
24.1. AHIBEFIPE (Local Area MODbIlity) .....ccevececeeeeeeeeeeceeeeeee e senees 368
24.2. JHEHACEE (Home AGent) MLH ..o ee e n s eeee 372
24.3. Vil HIARFE (Foreign ABENt) Tl oot see et senees 373
244, PLE S FHAS BT BN coveeeeeseeeeee et 374
24.5. JR[BEIERE K (Reverse-Tunnel FOrwarding) ........ocoeeeoeoeeeeeceeveeeeeueeesssesssssessesenenns 375
24.6. BCEVABEHACHE HSRP SCRFRIMITCARTE covve 377
B T T IPVB ettt 379
251, FBIECESETT IPVE HBEE (oo 380
25.2. FHURCEEIT IPVE HBEE (oo 381
25.3. TIE IPVE DHCP HRZS cooeecereieeeeieeieeeeiseee ettt sttt 383
25.4.  TIE RIP 1 IPVE IS coovooeeieiecieiice ettt 385
25.5. MBI RIP FIBAT B EL oottt 387
25.6.  RIP 11 1Pv6 i T AL R AT BEFE AR B A oo, 389
25.7. THE OSPF ) IPVE AR coocveieieciieiicie sttt 391
25.8.  OSPF 1 IPV6 I HAL YEFT L A IE I cvvoverveeeeeeeeeee e 392
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25.9. BB EZIAI coovveiieieeieeiie sttt 393
2510, TILEE IMBGP ..ottt bbb 395
25.11.  FEILAT 1PVA PG AL TH IPVE B ..o 397
25.12. IPV6 T IPVA ZJAIFEAL oo 398
T 7NTE IMIPLS ettt 399
26.1. FLE LA MPLS P I HHZE oot 399
26.2.  TIE LA MPLS PE B RS covvveeieeeieceesse ettt 402
26.3.  TILE LA MPLS CE B TR oot 410
264, ATM ZKZH IMPLS ..ottt sttt sne 411
26.5. PE-CE ZIHJIEAT RIPuuiuieieieeiieiiesiesiesissie sttt et st ss st ss st sse s ss s ssns 415
26.6.  PE-CE ZIHJIZEAT OSPF w.ouivveeieiieieeieiesiessssess s sse s st ssnsnee 416
26.7. PE-CE ZIHHIZEAT EIGRP ooovveiereieieieesiesieeie st st sse st ss sttt sse s ssessessns 420
26.8.  PE-CE ZIHIEAT BGP .ooviveieeicieieieie ettt st 422
26.9.  MPLS LT QOS woovvoiviieiiiiecicie ettt 424
26.10. Autoroute I MPLS JEEE LFE couvveveieieieeieeiesiesiese st 428
26.11. MPLS EFBIZHIE oottt 435
26.12.  JRZGTIANBETRAL oottt 441
B e 2 et bbbt 444
27.0. AT AULOSECUIE ...ttt ettt ettt et anenanan 444
27.2. AFRAEET B R SCHEEIF2 (Context-Based AcCess-ListS) ......covvereveveeeerereesnnanns 448
27.3. FBWIIOS I KB oot 451
274, BHIEAEZAIRZS T oot 452
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27.5.  (EAERRE R AN
27.6.  NARUEIFI T
27.7. CEREEREUE

27.8. AIEAREE (Authentication Proxy)
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FFE BOHSRENMFER

‘ 1.1, J@ Rk TFTP KA B% rh #%
Sein) AL TRTP Skhn a8 o & A BC B 1F
[F]%%
Routerl#copy tftp://172.25.1.1/NEWCONFIG running-config
Destination filename [running-config]? <enter>
Accessing tftp://172.25.1.1/NEWCONFIG...
Loading NEWCONFIG from 172.25.1.1 (via FastEthernet0/0.1): !
[OK - 24 bytes]
24 bytes copied in 0.192 secs (125 bytes/sec)
Routerl#

ERE 10512.0 A PAHTA# FH configure network 4, 55 % DU 1% o 4% IO T B SCHF W % LL End 45
&, NS IR AR R 5 S . %PARSER-4-BADCFG: Unexpected end of configuration file.

1.2, ORAF B A5 B0 & Bk 55 4%

Peln) CRATER Hh ot 24 AU B SO 3 TRTP IS5 A R 25
[EIE2S

Freebsd% touch /tftpboot/routerl-confg

Freebsd% chmod 666 /tftpboot/routerl-confg

Freebsd% telnet Router1

Trying 172.25.1.5...
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Connected to Routerl.

Escape characteris '*]'.

User Access Verification

Password: <vtypassword>

Routerl>enable

Password: <enablepassword>

Routerl#copy running-config tftp://172.25.1.1/router1-confg
Address or name of remote host [172.25.1.1]? <enter>
Destination filename [routerl-confg]? <enter>

1

9640 bytes copied in 3.956 secs (2437 bytes/sec)
Routerl#

VERE WO TFTP g5 ds B H RSOl s

1.3, Al o BC B SCE S B il A

S ie] AL 5 ARG SO R A B A

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#service config

Routerl(config)#boot network tftp Network-auto 172.25.1.1

Routerl(config)#tboot host tftp Router8-auto 172.25.1.1
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Routerl(config)#end
Routerl#

R service config 4 & IR, WHRFTIFJE s & L A #1144 4 network-config, cisconet.cfg,

routerl-confg, routerl.cfg 2%

1.4.  fR47 KT NVRAM K/ 1 fid & 31

Pl FCE SRR, GBI TR NVRAM K/

[]2%F

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#service compress-config

Routerl(config)ttend

Routerl#

TERE n] LU show startup-config K IE

Routerl#show startup-config

Using 5068 out of 29688 bytes, uncompressed size = 9969 bytes

Uncompressed configuration from 5068 bytes to 9969 bytes

1.5. i BRJE 3R E SO

Pl JEERECE SCIHRE B ) SR

[EES

Routerl#erase nvram:  (erase startup-config)

Erasing the nvram filesystem will remove all files! Continue? [confirm] <enter>

[OK]
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Erase of nvram: complete

Routerl#treload

System configuration has been modified. Save? [yes/no]: no

Proceed with reload? [confirm] <enter>

PR

1.6.  N#EF I 10S R

BEIR) THICATTIN 108

[EE

Routerl#copy tftp://172.25.1.1/c2600-ik903s-mz.122-12a.bin flash:

Destination filename [c2600-ik903s-mz.122-12a.bin]? <enter>

Accessing tftp://172.25.1.1/c2600-ik903s-mz.122-12a.bin...

Erase flash: before copying? [confirm] <enter>

Erasing the flash filesystem will remove all files! Continue? [confirm] <enter>

Erasing device... eeeeeeeeeceeeeeeeeeeeeeeeeceeeeeeceeeeeeceeeeeeeceeeeeeeeeeeeeee ...erased

Erase of flash: complete

[OK - 11135588 bytes]

Verifying checksum... OK (OxE643)

11135588 bytes copied in 82.236 secs (135410 bytes/sec)
Routerl# reload

Proceed with reload? [confirm] <enter>
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HER L

1.7. Lo —A~10S BE& A 8

$ein] AT 108 Bi8 A Bl

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#boot system flash:c3620-jk903s-mz.122-7a.bin
Routerl(config)#boot system flash:c3620-jos56i-1.120-11.bin
Routerl(config)#tboot system slot0:c3620-ik9s-mz.122-13.bin
Routerl(config)#boot system rom

Routerl(config)t#tend

R boot system iy 2 HIUTAEH B2, Wi 10S, @ I5EHEIT no boot system #E{E. M
10S 12.3(4)T JE BTN T boot markers [, 471 boot systme iy 2 # 23 7E boot markers 2.
fw], Hedn:

Routerl#show running-config | include *boot
boot-start-marker

boot system slot0:c3745-ipbasek9-mz.124-6.T.bin
boot system slot0:c3745-ipbasek9-mz.124-7.bin
boot system flash:

boot-end-marker

Routerl#

1.8. it M 4% ) Bl
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BeiR] 108 KA Flash JiktrAfy, (EHIORAAAERIZE LY 10S f53)
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tboot system tftp c2500-i0-1.122-7a.bin 172.25.1.1
Routerl(config)#boot system flash

Routerl(config)ttend

Routerl#

TR

1.9. # Ul 10S B & 30 2 ik 55 %%

fein) PRAF— 13 108 2 TFTP JIR 55 434F b %07

[EES

Freebsd% touch /tftpboot/c2600-ik903s-mz.122-12a.bin
Freebsd% chmod 666 /tftpboot/c2600-ik903s-mz.122-12a.bin
Freebsd% telnet Router1

Trying 172.25.1.5...

Connected to Routerl.

Escape character is '7]".

User Access Verification

Password: <vtypassword>

Routerl>enable
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Password: <enablepassword>

Routerl#copy flash:c2600-ik903s-mz.122-12a.bin tftp

Address or name of remote host []? 172.25.1.1

Destination filename [c2600-ik903s-mz.122-12a.bin]? <enter>

11135588 bytes copied in 52.588 secs (211752 bytes/sec)

Routerl#

TR

1.10. @R gEHl A D8 I 10S SR S
FE) R G ORI AUX S R N2 10S
[EESS
Routerl#copy xmodem: slotl:
k%% \WWARNING ****
x/ymodem is a slow transfer protocol limited to the current speed
settings of the auxiliary/console ports. The use of the auxilary
port for this download is strongly recommended.
During the course of the download no exec input/output will be

available.

3k %k 3k % %k k %k

Proceed? [confirm] <enter>

Destination filename []? ¢3620-ik9s-mz.122-12a.bin
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Erase slotl: before copying? [confirm] <enter>

Use crc block checksumming? [confirm] <enter>

Max Retry Count [10]: <enter>

Perform image validation checks? [confirm] <enter>

Xmodem download using crc checksumming with image validation
Continue? [confirm] <enter>

Ready to receive file........... CC <start xmodem file transfer here>
4294967295 bytes copied in 1450.848 secs (1271445669961 bytes/sec)
Routerl#

AR AR BUEH AUX HEET OGP ER, B AUX SRR . O T 38 ms DU RS, il
A FH T 3 i 2 A g

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line aux 0

Routerl(config-line)#speed 115200

Routerl(config-line)#end

Routerl#

1.11. MM Bk FLASH v () S0
$ER MBS Flash g SC

EES

Routerl#erase slot1:

Erasing the slot1 filesystem will remove all files! Continue? [confirm] <enter>
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Erasing device... eeeeeeeeeeee ...erased

Erase of slotl: complete

Routerl#

B R A S

Routerl#tdelete slot1:c3620-ik9s-mz.122-13.bin

Delete filename [c3620-ik9s-mz.122-13.bin]? <enter>

Delete slot1:c3620-ik9s-mz.122-13.bin? [confirm] <enter>

Routerl#

R IS T 14 25 #0SZFF erase 14, AMTIIUE AT LA format v, A7 L8 o AE Al H
delete 174 LU it vl LA A undelete KKK, [N 75 ZATH squeeze KA ECHH B SC 4+

1.12. %} FLASH #1474 X
PElR 7 Flash #4745 X
[EE=S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#partition slotl: 28 8
Routerl(config)t#tend
Routerl#

HRE Wik erase ASCRFR AT LA partition fiv 4>

1.13.  FCE M A58 TFTP IRk %5 2%
) BCE b2 TFTP RS %%

[l
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tftp-server flash:c2600-ik903s-mz.122-12a.bin
Routerl(config)ttend

Routerl#

TR At A IF A B AR O BN R DU RER) TFTP JIRS54%, BuliRgsas e - 3C/F v 3, A
REREAT LA%

1.14. fE#kH &% B4 FTP

P fEEg s BATH FTP SRIEAT SOOI N 4

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip ftp username neoshi
Routerl(config)#ip ftp password ioscookbook
Routerl(config)ttend

Routerl#copy ftp: running-config

Address or name of remote host [172.25.1.1]? 172.25.1.1
Source filename []? test

Destination filename [running-config]? <enter>
Accessing ftp://172.25.1.1/test...

Loading /test

[OK - 24/4096 bytes]
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24 bytes copied in 0.276 secs (87 bytes/sec)

Routerl#

2R AT LLE TR i A A i 2

copy ftp://neoshi: ioscookbook@172.25.1.1/c3620-ik9s-mz.122-10a.bin slot1:

VERE WORBAT R ) ARG, % b il 2 T B 44 8

1.15.  ftbE > A K il 2 i B S0

1.16. [N A2 & #4810 &

1.17.  SRI W #& 1 AR R

1.18. &4 % A 10 A

LA EAREAE ] pert BIAKRBEATHE S AL RAT, DU JRAEAE (0 B A 2 (0 B 2 T B AF

1.19. M HE

Pl T T iR p ol I M55 5 W sl 8] B 1K

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#warm-reboot

Routerl(config)#end

Routerl#

TR EAE IR B UG R 8 — k.. JoHE TGS . BRAPEITAR T 12.3 (20 T, IRGESER R 3

BTG 4 73 8h. rTLMEH] reload warm T & #E4T N L4 5
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1.20. T
Pein) FF2e 8% AL 10S T b 2% 5 i g 2
[EIp=s

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)twarm-reboot
Routerl(config)ttend
Routerl#reload warm file slot0:c3745-ipbasek9-mz.124-7.bin

R 12.3(00)T FFaR ST RF g

1.21. [ E A7 RS RF Ik
P B3RS A B AT AR
Ep=s

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#tarchive
Routerl(config-archive)#path slot0:/configs/Sh
Routerl(config-archive)t#write-memory
Routerl(config-archive)#time-period 1440
Routerl(config-archive)#end

Routerl#

TR N 12.3(4)T THR RS INBC EAFRIRF L, REAEH] wr XFBC BT DRAF IO I A2 % el 2 B
AR AR E SO, AR ] DUR R ISR 1440 73 Bl ORA7— K, ] show archive i 42K fi
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TR ECEACRY, B DR 14 A S0, JF HARME T ECE A4 show archive config differences
slot0:/configs/Routerl-1 LAt T [FIVE 112 configure replace slot0:/configs/Routerl-1 715 (K]
AR B AFTHIBCE . AT PRAF L B SCAF 44 1T LASh SRARER 1 & ML A St RARIR I (1]

1.22. %4 G E BUE

FEl) B 122 A F P [ ISt 6 b s P S AT 1

[EE

H ) HEATIC BB E

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tconfiguration mode exclusive auto
Routerl(config)#end

Routerl#

Ff B AT i E A E

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#configuration mode exclusive manual
Routerl(config)ttend

Routerl#

R 12.3(14)T SIN T R 12N P R0 % B s e B B0, 7ERCE Y auto BT,
WURA I BEN T C BRI H B E AT HUE, 7E manual AU AT LS configure terminal
lock HEATHC B4 &, W LLf# ] show configuration lock K75 & 41 (K BC EHUES E, 0 AR Se 75 2
BHTICE, #UE BB M AB . .

FoE BuSEH
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2.1. Qs A a4
Py a2 O 6 v e 5 44
[EIE=S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#alias exec rt show ip route
Routerl(config)#alias exec on show ip ospf neighbor
Routerl(config)t#tend

Routerl#

R show aliases 2 1] LU H 2 HiBC & 1) 501 44

2.2, EH A ARP 217
P 150 ARP £ 4% H N IR
[ %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface Ethernet0

Routerl(config-if)#arp timeout 600

Routerl(config-if)#end

Routerl#

R BB 4 AN, RN RN A Sy 2 BE S RS BR 5= ARP 2547, HAEIE L clear arp

i AT ER S ARP £
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2.3. 4% BUFFER i %

FEl) Foh LR th & Buffer 2 Feok i H T4 1 2%

[EESS

B 243 P Buffer Wi, public buffers FlI interface buffers
3% public buffers

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tbuffers big initial 100

Routerl(config)#buffers big max-free 200
Routerl(config)#buffers big min-free 50
Routerl(config)#tbuffers big permanent 50
Routerl(config)#end

Routerl#

4 interface buffers

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tbuffers Ethernet0 initial 200
Routerl(config)#tbuffers Ethernet0 max-free 300
Routerl(config)#buffers EthernetO min-free 50
Routerl(config)#tbuffers Ethernet0 permanent 50
Routerl(config)#end

Routerl#
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R —RARES, WREN, @UCE SEEH] show buffers fir &R &7 T buffer fEHI5 5L, 14

F DS @8 T show memory KA B P AEAT R

2.4, H3hiH R 4% BUFFER

Seinl 7 SR h AR A ORI 00 A Sh T buffer 73 FC i 4
[ 2%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#buffers tune automatic

Router(config)#tend

Router#

R 451 A 108 12.3(14)T, 16 show buffers tune 1y &K E A 5L E I

2.5. A coP #hil

Pel) 7y BRI AR A 4 26 e 4 4 5L

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttcdp run

Routerl(config)#interface Serial0/0

Routerl(config-if)#cdp enable

Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#no cdp enable
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Routerl(config-if)#exit
Routerl(config)#interface FastEthernet1/0
Routerl(config-if)#cdp enable
Routerl(config-if)#end

Routerl#

7£B CDP(Cisco Discovery Protocol)s& MR FItL, T RIMAIER SR %, HE) T M2
Kb, B2 A ), 3 show cdp neighbor detail 74 1] LA B AHIE ¥ £ I TE4E (S B

2.6. %51k cop Hhil

Pl 4 T 24 SR I ANREAE AR B A A F a5 A R
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttcdp run

Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#no cdp enable

Routerl(config-if)#end

Routerl#

TERE N T A n] IEIL S st B A%IE coP

2.7. /MRS HIT A

Pl I A s AR LA finger (1M IR S5
[EIE=3

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#service tcp-small-servers (no service tcp-small-servers)
Routerl(config)#service udp-small-servers (no sercie udp-small-servers)
Routerl(config)ttend

Routerl#

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip finger (no ip finger)

Routerl#

TR tep A1 udp HIZNRSSHE T )5 % 1 #511) echo,discard,daytime 1 chargen HR%5, A T 24 #EB0E
HIE M

2.8.  Ja I E& A% HTTP 1j )

S fr) P B AR R AL P 4

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#taccess-list 75 permit 172.25.1.1
Routerl(config)ttaccess-list 75 deny any

Routerl(config)#ip http server

Routerl(config)#ip http access-class 75

Routerl(config)#end

Routerl#
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FERE BT 10S 12.1(5) Z BUAFAE HTTP U i) i) s fa i, BT LU R AR 108 RRAS /N~ I A S J3UAS 2
IF e e 45

2.9, Ji B b 28 % 4 HTTPS 15 i

Sefa) T T HTTP U ) rh &%

[ 2%

Core#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Core(config)#ip http secure-server

Core(config)ttend

Core#t

TERE 108 12.2(14)S 2 Ja 5 I N MAEYE,  BHY5EH no ip http server v < HAEMNZE 1Y HTTP 7], ARG
TFIE A vii, [T LA H ip http secure-port 8080 fir 4 K H 40 [n) B 1

2.10. i ] A AL AL g

PEIR) e thas E RO E AR EHURGS R,  AIAEH EN LA AN 1P kR U ) e
[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip host freebsd 172.25.1.1

Routerl(config)#ip host router2 10.1.1.1 172.22.1.4

Routerl(config)#end

Routerl#

VERE AT DO — A EHLA MR 2 1P B hERARPEIC AR VT, show hosts fir & KB IE
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2.11.  JAJH DNs fik %5

$eln) B tH A8 DNS JIR 554Kt EHL 4

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip domain-lookup

Routerl(config)#ip domain-name oreilly.com
Routerl(config)#ip name-server 172.25.1.1

Routerl(config)#ip name-server 10.1.20.5

Routerl(config)#end

Routerl#

TR M 10s 12.2 JF4A, JEEMEH T ip domain lookup KAXES ip domain-lookup 251U ip domain-name
# ip domain name {4

2,12, R A R AT

B AR AT, Bk dras A ST iy 14T DNS #ifd

[ril 25

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#no ip domain-lookup

Routerl1(config)#end

Routerl#

U R 2R i ONS 2Rl B4, ERE SO T 8 S T i 4 20 AR AR 0 mT A P 20 AR A 5 %
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line vty 0 4

Routerl(config-line)#transport preferred none
Routerl(config-line)#tend

Routerl#

HRE WE— D SRR —F, 1B G060 N ERENE nT LB A FH B4 R 2R A 2 A a2
telnet %, HILIEBSH telnet (A4, JRIAZE KA transport preferred 644 /& telnet, 41ARAL
H A none LS H] telnet iy 2 RIAT W& 5%, Ar TR A2 HH BB Ag A 1) 1) R T

2.13. O B b A A E I ) E

PR 5 L h AR AR 2 I 8] A B A

[EIE=3

Routerl#reload in 20

Reload scheduled for 11:33:53 EST Sat Feb 1 2003 (in 20 minutes)
Proceed with reload? [confirm] <enter>

Routerl#

Routerl#reload at 14:00 Feb 2

Reload scheduled for 14:00:00 EST Sun Feb 2 2003 (in 26 hours and 44 minutes)
Proceed with reload? [confirm] <enter>

Routerl#

R IR WA, SARIEXS I i as il B B T B AT il B T A b fr 2, AR a3 T B B R AR
FHCE, XFERTCART (B3 B CBiE s th 23 2 4b. Al LL#H reload cancel fiy4 >REX Y € I 8L A
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2.14.  GE I $AT I E i 4

Pl J I A I AT R A i &

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#kron policy-list NEOSHI
Router(config-kron-policy)#cli write memory
Router(config-kron-policy)#exit

Router(config)#tkron occurrence DAILYat5 at 17:00 recurring
Router(config-kron-occurrence)#policy-list NEOSHI/
Router(config-kron-occurrence)#end

Router#

R M 10S12.3(0) FFEATIN T X AR Unix Cron [R4SEPE, At —2edk &, HABIE1T EXEC R
T4, AR TICEAR X NS, RN PGS A RS HYER, HUAGERIA copy
running-config startup-config RARAEACE, K& T EHIAR, AU H write memory KA

2.15. WO % cPu R 1 B A g
Sin] SRS g CPU R IR

[EIE=3

Router# show processes cpu history

Router  03:48:18 PM Monday Apr 17 2006 EDT

555559999999999999999
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100

90

80

70

60

50

40

30

20

10 *

0...5..1...1....

9 1

9 1

100 **

90**

80 #*

70 #*

60 #*
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ok 3k 3k 3k >k 3k 3k ok %k 5k %k 3k 5k %k >k k %k k

3k ok 3k ok 3k ok ok 5k >k 5k 3k %k %k >k 5k %k Kk

3k 3k 3k ok %k 3k ok ok 5k %k >k 5k %k >k %k %k %k k

3k 3k 3k 3k 3k 3k >k %k 3k %k 3k 3k %k >k %k %k *k %k

3k 3k 3k 3k 3k 3k >k 5k >k %k 3k %k %k %k %k %k k k

3k 3k 3k 3k 3k 3k 3k >k 3k 3k >k %k 3k %k 3k 3k %k >k 3k %k *k k ok

3k ok 3k sk 3k ok ok sk ok 5k ok ok ok ok 5k ok ok %k %k %k k ok k

ok 3k 3k ok 3k 3k 3k ok %k 3k ok %k 3k %k ok 5k %k >k %k %k *k k¥

3k 3k 2k 3k ok ok ok ok ok ok %k %k ok ok ok ok %k Kk ok kok %k k

3k 3k 3k 3k 3k 3k >k 3k >k 3k 3k %k 3k %k 3k >k 3k %k %k %k k k k

2..2..3.3..4.4..5.5..

CPU% per second (last 60 seconds)

9999

4 9999

***#*#

**##*#

*HHE

*HHEH

*HHHE#
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50 #* *HHHHH
40 #* *HHHH
30 #* HHHRHE
20 ## HAHAHH
o#4 * HHAHE

0..5..1.1..2..2.3.3...4..4..5.5..

CPU% per minute (last 60 minutes)
* = maximum CPU%  # = average CPU%
..................................... ClrF W ) g L s
CPU% per hour (last 72 hours)
* = maximum CPU%  # = average CPU%

FER M 10512.2(2)T LLJG JEBELY show process cpu Ay 3400 T history HIEIR, IXFER LIH FIH K 3
RI cPU FIHHZR, AR 2 n LAE R 5 2081, frth IR S 1, ) P il dee /o 2 2 w9 1)
B, RGP AR S AR, TERES BRI IN N RS A (R348, VA IRAERE 51 1Y) 3,
ANl 2 B

2.16.  ERCE AN H SO/ CEXCEPTION DUMP FILES)

Bl A s A A AN LRI 0T AR T SO g TAC EAT Ab B
[l 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip ftp source-interface Loopback0

Routerl(config)#ip ftp username ijbrown
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Routerl(config)#ip ftp password ijpassword
Routerl(config)#texception protocol ftp
Routerl(config)#texception region-size 65536
Routerl(config)t#texception dump 172.25.1.3
Routerl(config)ttend

Routerl#

TR AL B A S tftp v 2 HEATAE L, AN TFTP A5 16M 11 R il Bt A i3U3 ok FTP Bl o
AN T B 1ML S ECCHANEEA K, BTLMER] T exception region-size 65536 K& Hi (% B4 3 70 W A7
AT A . ATLLSEAT ] write core i A SRR SZIG T AL it S

2,17, AERGEOE WS

2.18.  ERGES H RS

2.19. E ARP KR 5

2.20.  AERENLRM S

PLE#RAEI perl BIASRIEAT -4 ) (L S B4, BIASHE 25

BEE RV HARREE

3.0 BRI 4

Sein] AR F AN BBEE AN R R P 44 R0 Y

[]25F

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#fusername neoshi password ioscookbook (username weak nopassword)
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Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login local_auth local
Routerl(config)#line vty 0 4

Routerl(config-line)#login authentication local_auth
Routerl(config-line)#exit

Routerl(config)#end

Routerl#

TR BCE S H] P A MRS A A A 200 T, I B AN R A H G 2 BRI T &
o, B U1%SYS-5-RELOAD: Reload requested by kdooley on vty0 (172.25.1.1). 5 #ME username X4
HHIEAT > autocommand LI, SEHLE S LLE B 8 HATHAMR € I ar-& B, R 615t
s MNP run BER, G s BLE R e FARAEE B SR 11, AR GE F e

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taaa new-model

Routerl(config)#aaa authentication login default local
Routerl(config)#aaa authorization exec default local
Routerl(config)#tusername run nopassword noescape
Routerl(config)#username run autocommand show ip interface brief
Routerl(config)ttend

Routerl#

3.2,
S0 0 T S T AR I S

[l 25
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#enable password oreilly
Routerl(config)#line vty 0 4
Routerl(config-line)#password cookbook
Routerl(config-line)#line con 0
Routerl(config-line)#password cookbook
Routerl(config-line)#line aux 0
Routerl(config-line)#password cookbook
Routerl(config-line)#exit
Routerl(config)#service password-encryption
Routerl(config)ttend

Routerl#

VERE IR s RS, AR S i

3.3, T A o R I BOR

S ) AP SR v e s g AN R RRER AT RN BoR
S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#enable secret ORAbooks

Routerl(config)ttend
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Routerl#

£ 108 12.2(8)T Jri th AT LAY username FfJ%5 i i e it 55 10 Jon
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#username ijbrown secret oreilly
Router(config)#end

Router#

FERE X Rl g7 U ) /& MDS BT AR gk FE AR G K T . XF T+ enable secret [543 A7)
HI o A RO BB 2, AT PlaEAav+2 17 AR A .

3.4, B AECE TR EEAE R
e AR E A BRI
[ A5 FH BRI A I 25

TERE TR A show tech Ay 4t m] LA

3.5, ff s JORE Y B8
PRI AR BRI 1R 5T
[l 25 A B s 25

AR mTLAE A BOSON Wil | ) 5 9% T H°.

3.6. WoRMEIEXH
P TR HEr sk A A
[EIp=s

Routerl#show users (who)

Route To The Future

[
%

B
Sl =

5 RO [ £ o B

49


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

HER L

3.7. RfER&ILEM,

Pen] B AR G SR AR ] — e A L
[EIE=3

Routerltsend *

Routerl#send console 0

Routerl#tsend vty 2

Routerl#send 66

VERE ARGFRIRAE, B S IREE R IR A 2 PRl N, SORME B +2 45

3.8. BT vy £ H

Pl N el el e s Y B8 H

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line vty 0 9

Routerl(config-line)#exit

Routerl(config)t#tend

Routerl#

HR S vty BOH A 5, AREMIBR, XT3 ET LU no line vty x MiIBR, A
M vy, SEMIBRPTE KT x 1 vty

PN
il

b
B

7

&)
H

=Y
[

iR

3.9. B VTY B I I K
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PEIR) B ORI I3t S Y X8 3 I 4 2R S W T

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line vty 0 4

Routerl(config-line)#exec-timeout 0 0 (exec-timeout 240 0)
Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

VERE S HIT 10 20 Rl s f R S, 00 W LUTAVEIS, 25— 0 &0, 25 A 0 2tb.

I g T 7 LA S8 P 40RO Ay ) vy i VRSO0, iU R T iy 2 oK B
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#service tcp-keepalives-in

Routerl(config)#end

Routerl#

3.10. PRI 7 s T U AT A B i

Seial FeVE P RS € IR SORBEA T R GEE K

[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line vty 0 4
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Routerl(config-line)#transport input telnet

Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

HRE SRATEOLTER T A LL telnet 5%, IBSCRFLL M MSUE 3K lat pad v120 lapb-ta rlogin ssh

300 B H G K

|72 Routerl#configure terminal

Enter configuration commands, one per line.

Routerl(config)#line vty 0 4

Routerl(config-line)#absolute-timeout 5

Routerl(config-line)#logout-warning 30

Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

R

P X SR BN A HEAT BRI, AR AT AR S R IE T 30

End with CNTL/Z.

3.12.  {#B& BANNERS
BN W R R R
[EIp=s

Routerl#configure terminal

Enter configuration commands, one per line.
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Routerl(config)#banner exec # This is an exec banner #

Routerl(config)#tbanner login # This is a login banner #

Routerl(config)ttbanner motd S This is a motd banner S

Routerl(config)ttend

Routerl#

AR AHAEH welcome Z 2B MFHE, FIHIZ A FBI (R HI#5 55K banner (2%
Routerl(config)t#tbanner login #

Enter TEXT message. End with the character '#'.

| WARNING |

| This system is solely for the use of authorized users for official |

| purposes. You have no expectation of privacy in its use and to /

| ensure that the system is functioning properly, individuals using |

| this computer system are subject to having all of their activities |

| monitored and recorded by system personnel. Use of this system /

| evidences an express consent to such monitoring and agreement that |

| if such monitoring reveals evidence of possible abuse or criminal |

| activity, system personnel may provide the results of such )

| monitoring to appropriate officials. /
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#

Routerl(config)t#tend

Routerl#

3.13.  7EFF A ui H 45 H) BANNERS 7R

$El) aux FH T modem #4%, b 17 it 4 B i) JLAS B2 5C 1] banner S
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line aux 0

Routerl(config-line)#no motd-banner

Routerl(config-line)#no exec-banner

Routerl(config-line)#exit

Routerl(config)t#tend

Routerl#

TR T

3.14.  ZEH] LINE %k

P AR IEAE AUX B Line Sify 1 AT B2 45 6 5%

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#line aux 0
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Routerl(config-line)#transport input none

Routerl(config-line)#no exec

Routerl(config-line)#exec-timeout 0 1

Routerl(config-line)#no password

Routerl(config-line)#exit

Routerl(config)#end

Routerl#

Routerl#configure terminal

Enter configuration commands, one per line.

Routerl(config)#access-list 98 deny any log

Routerl(config)#line vty 0 4

Routerl(config-line)#transport input none

Routerl(config-line)#exec-timeout 0 1

Routerl(config-line)#no exec

Routerl(config-line)#access-class 98 in

Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

R

End with CNTL/Z.

3.15. A BE G OR B RE 2 6 i

S By A IS s AR T, N BB AR T
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[l

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)taccess-list 9 permit 172.25.1.1

Routerl(config)#line vty 4

Routerl(config-line)#access-class 9 in

Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

o

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)t#access-list 9 permit 172.25.1.1

Routerl(config)#line vty 5 7

Routerl(config-line)#rotary 25

Routerl(config-line)#access-class 9 in

Routerl(config-line)#exit

Routerl(config)t#tend

Routerl#

VERE AEAEHISS —Flr rotary iy I il AH S AR e 65 SR 1A o 11 5%, AN 145 1) 23, 142 3000+ rotary

5% 25=3025

3.16. PR l4EF s Hubk ) TELNET % 5
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$Ein HAVIREE PP AT Telnet 55k

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttaccess-list 99 permit 172.25.1.0 0.0.0.255
Routerl(config)#access-list 99 deny any log
Routerl(config)#line vty 0 4

Routerl(config-line)#access-class 99 in
Routerl(config-line)#exit

Routerl(config)ttend

Routerl#

R

3.17. 4 TELNET Py i) 47 H & 5%

$EiR) dSREEX telnet () H A&

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taccess-list 90 permit any log
Routerl(config)#line vty 0 4

Routerl(config-line)#access-class 90 in

Routerl(config-line)#exit
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Routerl(config)#end

Routerl#

TR H 2RI AE G IR R, A2 H S P BRI permitted:

%SEC-6-IPACCESSLOGS: list 90 permitted 172.25.1.1 1 packet

3.18.  WE K TELNET (¥ I M dik

B TR] A7 IR S Ve 2 A 2 A v B R SR VPR SE B IE AR telnet 155K
[F]%%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip telnet source-interface loopback0
Routerl(config)ttend

Routerl#

e

Routerl#telnet 172.25.1.5 /source-interface loopback0

VERE A 0 b A 2 A 3 H I3 A 1 i 1 oK AN Telnet B YL

‘3.19. H ) & %

VERE AU RIANS 2, JLSEH] SecueCRT R 5) e

‘3.20. i FH SSH & 5%
1) JE ) SSH IX P fin s 1) g si 7 5
[ %

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#thostname Router1

Routerl(config)#ip domain-name neoshi.net

Routerl(config)#crypto key generate rsa

The name for the keys will be: Routerl.oreilly.com

Choose the size of the key modulus in the range of 360 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024
Generating RSA keys ...

[OK]

Routerl(config)#

Jun 27 15:04:15: %SSH-5-ENABLED: SSH 1.5 has been enabled
Routerl(config)#ip ssh time-out 120

Routerl(config)#ip ssh authentication-retries 4
Routerl(config)#end

Routerl#

R M10S 12.3(4)T JFUACRF SSHV2, 2RI SCRE v, 1 8 EMARIN 10S FRA, ARG A SCRE %
A5 3DES, A REJT S SSH KA

3.21. B8 108 iy A 10 R A% 4
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FEI] AEBURFE 108 it 2 IR A5 2%

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttprivilege exec level 1 show startup-config
Routerl(config)#end

Routerl#

R BT LS A8 SRR 16 PIREREES, AR T 0,1 F 15 SRS, TERAEESL 0
N R SZFF disable, enable, exit, help, il logout #ir4>, 1 FHEAGENTCEHATIEH, 15 /& enable
SRESR YR

3.22. EETH R BUSE

BRI 0 PP TS R O A

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login default local
Routerl(config)#aaa authorization exec default local
Routerl(config)#tusername neoshi privilege 10 password ioscookbook
Routerl(config)#privilege exec level 10 show ip route
Routerl(config)#privilege exec level 1 show ip

Routerl(config)#privilege exec level 1 show
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Routerl(config)#end
Routerl#

VERE H 0, 1A 15 SRRAEIIEA AL, T LLE SCE 2 A4 AN F R

3.23. L g AL

PER) AR S AN ]38 ST 58 R B 2
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#line aux 0
Routerl(config-line)#privilege level 5
Routerl(config-line)#exit

Routerl(config)#privilege exec level 5 show ip route
Routerl(config)#privilege exec level 1 show ip
Routerl(config)#tprivilege exec level 1 show
Routerl(config)#end

Routerl#

R
HEJ]E TACAS+

4.1 g

Sei) AP I S B0T 300 P Bk B 2 AT 45

[l
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login default group tacacs+
Routerl(config)#aaa authentication enable default group tacacs+
Routerl(config)#tacacs-server host 172.25.1.1
Routerl(config)#ttacacs-server key COOKBOOK
Routerl(config)#end

Routerl#

ERE B ERIA T EAAR G s LRCEM A% T, SeE AR R R T

4.2, BRAHIEEE 4 B AT BB

FEI) RSB AT AT i A PRBEAT T P AL

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taaa new-model

Routerl(config)#aaa authorization exec default group tacacs+
Routerl(config)#aaa authorization commands 15 default group tacacs+
Routerl(config)#tacacs-server host 172.25.1.1
Routerl(config)#tacacs-server key neoshi

Routerl(config)ttend
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Routerl#

R L

4.3.  TACACS+R %5 %% Jo ik Vs ]

Fel) Byl I TACACS+R 55 i ek 3 BUTT AT FH P B AN e 6 5

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login default group tacacs+ enable
Routerl(config)#aaa authentication enable default group tacacs+ enable
Routerl(config)#aaa authorization commands 15 default group tacacs+ if-authenticated
Routerl(config)#tacacs-server host 172.25.1.1
Routerl(config)#tacacs-server key COOKBOOK

Routerl(config)ttend

Routerl#

TR AENUE AR S5 L IR ) 5 100 1 A8 enable A5 AE A 2543, [FIIN U] if-authenticated 2
HAE AR BB i

4.4,  FFFFE U 25 H TACACS+% Y
Fein) T U7 AR IEAE R FE T TACACS+EEAL
%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login default group tacacs+ local

Routerl(config)#aaa authentication login NEOSHI line

Routerl(config)#line con 0

Routerl(config-line)#login authentication NEOSHI

Routerl(config-line)#tend

Routerl#

TR

4.5. M N

B A i A PR G i & AT 7]

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taaa new-model

Routerl(config)#aaa accounting commands 1 default stop-only group tacacs+
Routerl(config)#taaa accounting commands 15 default stop-only group tacacs+
Routerl(config)#end

Routerl#

R R A H A, RIERIE

FriJan 3 11:08:47 2006 toronto ijorown tty66 ~ 172.25.1.1 stop task_id=512
start_time=1041610127 timezone=EST service=shell  priv-lvl=15 cmd=configure terminal
<cr>
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4.6. WERRZFHAM

Pel) W ARGHA

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ftaaa new-model

Routerl(config)#aaa accounting exec default start-stop group tacacs+
Routerl(config)#aaa accounting connection default start-stop group tacacs+
Routerl(config)#aaa accounting system default stop-only group tacacs+
Routerl(config)#end

Routerl#

R BR T LLd s P AN 2 DIAMEIAE T exec CHH P IFURAIH IR exec 216 HII [HIGESRD
connection (/7 REAMTERL IR A], Huhlk, et 2 D555 Bl sk L telnet ssh %5) Fll system
(RGHET, 2 AMERFEER) =R RGEFFM DR

4.7. W E TACACS+iH B A J5 Hh bl

FEln) Ik TACACS+ S A F R s AU b -

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip tacacs source-interface Loopback0
Routerl(config)#end

Routerl#

Route To The Future

LE
=

+SYOVL E s o

65


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

TERE P A s IAC s AR Ok B[R] ik Iy 0 H S I B A gt

4.8, TACACSII 4 8  F S 11 b 4

VERE AT DU JERE S 2% (1) TACACS+IR 5% a5 t T LA FT R Mk (R R 5% 2, G 7 5mes

ELE PKH

5.1 B i 4 H

fein) r R AR e R A H

[EE

Router>show ip route 172.25.100.15

Routing entry for 172.25.100.0/24
Known via "ospf 55", distance 110, metric 11, type inter area
Redistributing via ospf 55
Last update from 172.25.1.1 on Ethernet0, 2d12h ago
Routing Descriptor Blocks:
*172.25.1.1, from 172.25.1.1, 2d12h ago, via Ethernet0

Route metric is 11, traffic share count is 1

FERE Bt AE M th b B R b 45 H I R e B UCRE, BT A7 b AR A 4R 1K )2 172.25.200.15
HE I THRA AR E Bl BoaRmas BoS 5 KUCHLK 172.15.100.0/24.. 41 %A L4 — 4 ISR
RS M, SHILFEER

Router> show ip route 172.15.101.5

% Network not in table

HERERE X AR TR, AR A—FE T
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5.2. A HRAFE R B 4 H
P e A B RIS i 4% H
IR
Router>show ip route static

192.168.1.0/32 is subnetted, 1 subnets
S 192.168.1.1 [1/0] via 172.25.1.4
AT A
Router>show ip route summary

IP routing table name is Default-IP-Routing-Table(0)

Route Source Networks Subnets Overhead Memory (bytes)
connected 0 3 328 432

static 1 0 64 144

ospf 55 1 3 256 576

Intra-area: 1 Inter-area: 2 External-1: 1 External-2: 0

NSSA External-1: 0 NSSA External-2: 0
internal 2 2328
Total 4 6 648 3480

VERE R AR MG DOOK T RS e A 1 R A H, R m DURTR BUJS 1 B

LE
£z

HiEdl =%

5.3, & BRI £ b B

VERE A 2, VT Boson S S gl 4 TR,

5.4, 4 I 25 2

Route To The Future



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Pl Ho B AR AR

[ 2%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#ip route 10.35.15.5 255.255.255.255 Ethernet0 (permanent (&I 7] M & B — B 7
ETHHRF, MAE T —BTEE)

Router(config)#ip route 172.16.0.0 255.255.0.0 10.35.6.12  (permanent)
Router(config)#tend

Router#

WA LG % h 2% H AT EARaE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route 172.16.0.0 255.255.0.0 10.35.6.1 2 tag 36291
Router(config)#end

Router#

TR AEIABLRA W3 b 22 86 U7 1) PR ) g vh g SO — B o bk AN 2 45 e IS5 00 T 2%t 2%
XA BN — B R A B 2 — 2Bl 7E 12.3(20) LA 3G 0 TR 1 A Al IO e ) 3T
i #£ Router(config)#ip route static adjust-time 30, XIS T tag FH -1 B F A A IR X 49

5.5. VF )M H

PRI 22l A5 % ph S 1) () I 5 FH i A i A A % 1
EE=

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#ip route 10.0.0.0 255.0.0.0 172.16.1.1190  ( F—Bktha] ik — MR SHD)
Router(config)#end
Router#

VERE I U A B 05 S OREEAT B Ay, AN B R R B U A A A R R
DU, A B RARULECR S 0. SIAMEANTR]) R B BRI IR, AR B R e H ik
A,

5.6. T UE HbHE 1R 5K B B

Pl R U5 B AN [RI e R AN 7] (1 % A2

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 1 permit 10.15.35.0 0.0.0.255
Router(config)#access-list 2 permit 10.15.36.0 0.0.0.255
Router(config)#interface Ethernet0

Router(config-if)#ip address 10.15.22.7 255.255.255.0
Router(config-if)#ip policy route-map Engineers
Router(config-if)#ip route-cache policy
Router(config-if)#exit

Router(config)#route-map Engineers permit 10
Router(config-route-map)#match ip address 1
Router(config-route-map)#set ip next-hop 10.15.27.1

Router(config-route-map)#exit
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Router(config)t#troute-map Engineers permit 20
Router(config-route-map)#match ip address 2
Router(config-route-map)#set interface Ethernet1
Router(config-route-map)#end

Router#

HRE BT T route map M5 — UL deny all, IXFEAFFA route map B s £ 408 2 4%
IEF R REATH A - set ip next-hop verify-availability iy 32 (it 7 N Bk, A 2iT
CDP ¥, JIr LA AT HI sl fir & 75 24T I COP, Sl IR INF RN G, BE S 4 & 180 A0 Al H SFems
% RIS S (R AR IS B, DR A S48 0T AR B b ot HE R 880 G0 P AR I route map 3XFFE 233t 1k

B o

5.7. TNV B SRS K

SR AR IR 1 R FE R4 R R e 1

EFs

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 101 deny tcp 10.15.25.0 0.0.0.255 any eq www
Router(config)#access-list 101 permit tcp any any eq www
Router(config)#interface Ethernet0

Router(config-if)#ip address 10.15.22.7 255.255.255.0
Router(config-if)#ip policy route-map Websurfers
Router(config-if)#ip route-cache policy

Router(config-if)#exit

Router(config)#route-map Websurfers permit 10
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Router(config-route-map)#match ip address 101
Router(config-route-map)#set ip next-hop 10.15.27.1
Router(config-route-map)#exit

Router(config)#route-map Websurfers permit 20
Router(config-route-map)#set ip default next-hop 10.15.26.1
Router(config-route-map)#end

Router#

X AR e 1R R BB 0t ARt SRS i
Router#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip local policy route-map dIswtraffic
Router(config)#access-list 103 permit tcp any any eq 2065
Router(config)taccess-list 103 permit tcp any eq 2065 any
Router(config)#route-map diswtraffic permit 10
Router(config-route-map)#match ip address 103
Router(config-route-map)#set ip next-hop 10.15.27.3
Router(config-route-map)#tend

Router#

VERE IEHOL T R PTG SR — B AR I DL R S ST B ok ity fn SRk R BeA it
8 TR B, XK ] LI set ip default next-hop i 5E SC— AN IR 1644 1

5.8. UM% bk A

S G BT R SRS £
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[l

Router>show ip policy

Interface Route map
local dIswtraffic
EthernetO Websurfers
Serial0 High-priority

Router>show route-map

route-map High-priority, permit, sequence 10

Match clauses:

ip address (access-lists): 101

Set clauses:

ip next-hop 10.15.27.1

Policy routing matches: 0 packets, 0 bytes

route-map Websurfers, permit, sequence 10

Match clauses:

ip address (access-lists): 102

Set clauses:

ip next-hop 10.15.27.1

Policy routing matches: 0 packets, 0 bytes

route-map Websurfers, permit, sequence 20

Match clauses:

Set clauses:
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ip default next-hop 10.15.26.1

Policy routing matches: 4 packets, 531 bytes

route-map dlswtraffic, permit, sequence 10

Match clauses:

ip address (access-lists): 103

Set clauses:

ip next-hop 10.15.27.3

Policy routing matches: 5 packets, 500 bytes

FERE ] LA i show access-list 103 iy 45 £ 5 £ (K UL L{E B

5.9. MURE B E

S ln) YRR B A 00 45 PR e 4 A PILEE

[EES

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router rip

Router(config-route)#network 192.168.15.0
Router(config-route)#distance 15 192.168.15.1 0.0.0.0
Router(config-route)#distance 200 192.168.15.0 0.0.0.255
Router(config-route)#distance 255
Router(config-route)#end

Router#
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Router#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router eigrp 111

Router(config-route)#network 192.168.16.0
Router(config-route)#distance eigrp 55 200
Router(config-route)#end

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router ospf 66

Router(config-route)#distance ospf inter-area 115
Router(config-route)#distance ospf intra-area 105
Router(config-route)#distance ospf external 125
Router(config-route)#end

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)ttrouter bgp 65520
Router(config-route)#distance bgp 115 220 50
Router(config-route)#end

Router#

VERE B RIRE R P UREL R B R, S Y IR A e (0 B R R R R R 1 K R A5 A
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5.10. AH RO E 1 2 42 2%

Pl B thas 20k R H B g A28 H

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router ospf 65510
Router(config-router)#maximum-paths 2
Router(config-router)#end

Router#

10S 12.2T LUJ5%f BGP ¥4 T N ¥y &

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#router bgp 65511
Router(config-router)#maximum-paths 2
Router(config-router)#maximum-paths ibgp 3
Router(config-router)#end

Router#

TR B tsol FEASER M LR 6 4004, BGP N —4&mmitikte, HALRK hhillh 4 4. i L
RATATE 12.3(2)T 2 a7l LA #E R KR 6 4%, 12.3(2)T Z 5 v Ll Kol 16 4%

5.11.  BCE A B H B g
I AEF N 2 S5 00N A R FHARR 2 R A 14 i
[EIE=S
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Router#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#track 10 interface Serial0/0 line-protocol
Router(config-track)#delay down 5 up 30
Router(config-track)#exit

Router(config)#ip route 192.168.10.0 255.255.255.0 10.3.12.26 track 10
Router(config)#tend

Router#

Router#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#track 11 ip route 10.2.95.0 255.255.255.0 reachability
Router(config-track)#delay down 5 up 5
Router(config-track)#exit

Router(config)#ip route 0.0.0.0 0.0.0.0 10.3.12.26 track 11
Router(config)#end

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#track 12 list boolean and
Router(config-track)#object 10 not

Router(config-track)#object 11

Router(config-track)#exit
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Router(config)#ip route 192.168.13.0 255.255.255.0 10.3.12.26 track 12
Router(config)#end
Router#

TR M 12.3T 1 12.4 LUG JT46 108 32 8E T —FF track AO4EM:, AT DL XIREEARRPIRA . Al LIE
show track fiT 2 KA B EREFATIRA . IRESRSW AT LIATH S, 44 and or &Iz 8E H 4L,
WCEASERINR G, R, Adpea gl LT

5.12. i H1 R A S Gt

Sl 3o i B B R AR BN v A AT B B e R AR Tk

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip route profile

Router(config)#end

Router#

Router#tshow ip route profile

IP routing table change statistics:

Frequency of changes in a 5 second sampling interval

Change/ Fwd-path Prefix Nexthop Pathcount Prefix

interval change add change change refresh

0 327 327 335 335 331
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1 4 4 0 0 1
2 2 2 0 0 1
3 0 0 0 0 0
4 1 1 0 0 1
Router#

W 120 §iAT D d, TR AT, IXAGevt i W ERa Y, 57 R 10 due AR 1
BLHUR SR —ATHHAR R, JLAATHE 0. ZEih ik 3 B —ANRIRG, 7R3N HIRE A i 1 s

HRAB BTk, 22U R 2R (XA 02— 20k 2, — R AR 2 1%L
P&, Z5E T no ip route profile, #RJ5 ip route profile i e, AW EIXH RS TH45 5, %A

FIBH 5E 2R 2% 2% E ) ) 7

FEINE RIP

‘6.1. it & RIP (V1)

Beie] AL 2% b e RIP R P

[EES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)ttinterface Ethernet0

Router2(config-if)#ip address 192.168.30.1 255.255.255.0
Router2(config-if)#interface Serial0.1

Router2(config-subif)#ip address 172.25.2.2 255.255.255.0
Router2(config-subif)#exit

Router2(config)#router rip
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Router2(config-router)#network 172.25.0.0

Router2(config-router)#network 192.168.30.0

Router2(config-router)#exit

Router2(config)ttend

Router2#

R BRI B AE A 1 19 RIP 1) network fiv 2 2 TEKM, wAARECE a2 20 RN M L%,
FH 2% P BRIE S 25 540 o TE2E Y . show ip rip database J&— MBI A IF iy 4

6.2. RIP H 1Y) i L g&

Fia] PRI RIP PRl o i 4% H IAS #r
EE=

N

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#access-list 10 deny 192.168.20.0
Router2(config)#access-list 10 permit any
Router2(config)#router rip

Router2(config-router)#distribute-list 10 in Serial 0.1

AL FTArE#ZO)
Router2(config-router)#network 172.25.0.0
Router2(config-router)#network 192.168.30.0
Router2(config-router)#exit

Router2(config)#end
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Router2#

tH 519

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taccess-list 20 permit 0.0.0.0
Routerl(config)#access-list 20 deny any
Routerl(config)#trouter rip
Routerl(config-router)#distribute-list 20 out Serial0/0.2
Routerl(config-router)#network 172.25.0.0
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

ERE i H show ip protocol T4 1] DL RIS UEFT AL & H distribute-list

6.3. i KA i A& T 2 RIP

SR FEAA R BT B A i A e 2 RIP I P

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 192.168.10.0 255.255.255.0 172.22.1.4
Routerl(config)#router rip

Routerl(config-router)#tredistribute static metric 5
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Routerl(config-router)#distribute-list 7 out static
Routerl(config-router)#exit
Routerl(config)#access-list 7 permit 192.168.10.0
Routerl(config)ttend

Routerl#

HRE X B R AN S TR RO i, B DA O V2. B R TR A ERAS T
PLF R AT HAB SN A th i, Ll OSPF, BGP, EIGRP %%, 451l redistribute eigrp 65530

A MNF BTG DU BRI A 2B AT LSRR RIP B S A, ERRCE NS AN SR, DY RIP
BT FA B A % i bSO I EERE 5 IS, TR DO AN R 3RS

6.4. fliJil ROUTE MAPS B 47 % i 5 K A

$Ela) A1 Route Maps JX i B8 B 2 fhPRE FE 1R 075 CoRBEAT i Py #5 A O T
[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 192.168.10.0 255.255.255.0 172.22.1.4
Routerl(config)#ip route 192.168.11.0 255.255.255.0 172.22.1.4
Routerl(config)#ip route 192.168.12.0 255.255.255.0 172.22.1.4
Routerl(config)#access-list 20 permit 192.168.10.0
Routerl(config)#taccess-list 21 permit 192.168.11.0
Routerl(config)#route-map STATIC permit 10
Routerl(config-route-map)#match ip address 20

Routerl(config-route-map)#set metric 2
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Routerl(config-route-map)itset tag 2

Routerl(config-route-map)#exit

Routerl(config)#route-map STATIC permit 20

Routerl(config-route-map)#match ip address 21

Routerl(config-route-map)#set metric 8

Routerl(config-route-map)#route-map STATIC deny 30

Routerl(config-route-map)#exit

Routerl(config)#router rip

Routerl(config-router)#redistribute static route-map STATIC

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE A route map AT LUK H - A A HEAT SEAPREE A, G0 R0 0 P A i MR ) 1, AP

iF T4 show route-map T GE 5 4 P fil— 4

6.5. 7 RIP 1 & % 64 % tH

Peinl Al RIP SRE & — 450 2% HH

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.25.1.1
Routerl(config)#router rip

Routerl(config-router)#tdefault-information originate
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Routerl(config-router)#end

Routerl#

o A R A 2

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.25.1.1
Routerl(config)#taccess-list 7 permit 0.0.0.0
Routerl(config)#router rip
Routerl(config-router)#redistribute static
Routerl(config-router)#distribute-list 7 out static
Routerl(config-router)#end

Routerl#

VR HERAAE SR Ao, BR TR LR BRI L vE A1 3 LASME T LLAT route map SK2H 454

6.6. fEHFE A RIP

e FLIERAZ OS5 RIP

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 12 deny any

Routerl(config)#router rip

Routerl(config-router)#passive-interface FastEthernet0/1
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Routerl(config-router)#distribute-list 12 in FastEthernet0/1
Routerl(config-router)#end

Routerl#

IE¥E passive-interface JI T 1ldm I A% iR B, (I FARESR L RE A% a5 02, kA
FLAEH] distribute-list iy 2K B 1 DAL S S

6.7. BRAEWBE O

Peln) B LEPTA I I A5H] RIP, BRARKE TR E

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter rip

Routerl(config-router)#passive-interface default

1T
Routerl(config-router)#no passive-interface FastEthernet0/0.1 ?ﬁ
gl
Routerl(config-router)#network 172.22.0.0 =
©

Routerl(config-router)#network 172.25.0.0

Routerl(config-router)#network 192.168.1.0

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

R

6.8. RIP S B 9 4% 4

P i) AR A AR sl T3k 1 R B A i o ST
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter rip
Routerl(config-router)#passive-interface FastEthernet0/1
Routerl(config-router)#neighbor 172.22.1.4
Routerl(config-router)#tend

Routerl#

VERE BeAE VL AEHTT R, V2 AT ALRR R 8 2R A i i ST

6.9. X i M H] OFFSETS

S n) B BSURE R £ 1127 B s R A it o i) R A
[EES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#access-list 22 permit 192.168.20.0
Router2(config)ttaccess-list 33 permit 192.168.30.0
Router2(config)#router rip
Router2(config-router)#toffset-list 33 out 10 Serial0.1
Router2(config-router)#offset-list 22 in 5 Serial0.1
Router2(config-router)#exit

Router2(config)ttend
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Router2#

VERE RIP SR ARG R BORDEA T8 B T B AT 5 FE RV REBR AN IR, S I SR A iy T LA AH R B n A
FHRBE AR, IMAEIEEGIN 51, TR K offset S REHE N R A fEm D

6.10. JE IV 2% i %

FEIR] OXF RIP FHYE N S BOE HEAT RS, S Sl i

[EIE=3

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#trouter rip

Router2(config-router)#timers basic 20 80 80 120
Router2(config-router)#texit

Router2(config)#end

Router2#

TERE A e I s SRR R, SR SR, R AN A O N ], SR = AN A DRI ], 2R
VU flush I TA) o B A2 LA DR 5 T RIP Y R4 58 I S i L 30

6.11. MK oh 5B Mo L X B IR

B G s e S A o A R R B B R AN S b B
[ril 25

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#trouter rip

Router2(config-router)#output-delay 10
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Router2(config-router)#exit
Router2(config)t#tend

Router2#

TR IR EOL T A RIP SO /N 512 P T DL 25 SRl gc H L, Wik R H K
T 25 i 2 A th BB R AL, IEFRRATREIRIVA, o AR PR W] AT I A% (e B,

OVt

6.12.  Ja JH AR 0k B B

P i) G AE 30 A0 A J IR SR, A8 A e S B

IR

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface Serial0/0.2

it
Routerl(config-subif)#ip rip triggered "
&
Routeri(config-subif)#end gl
=
©

Routerl#

TERE o BAEAR S i Ay R R, RRER] T RO B

6.13. 4K RIP 1% A BA 41

PEI) et b g L3N RIP [R5\ BB 8 G 2K % F AT R
[EIF=3

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#trouter rip
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Router2(config-router)#input-queue 200

Router2(config-router)#end

Router2#

R 2611

6.14. L& RIP (V2)

Bl I RIE R A 2 RIP

[EES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#router rip
Router2(config-router)#version 2
Router2(config-router)#network 172.25.0.0
Router2(config-router)#network 192.168.30.0
Router2(config-router)#tend

Router2#

TR BRAE NGO e A 2 T v R v2 B RIP B A, (HR KGR v AR A

6.15. J3 JH RIP I\iE

FEIA) X RIP (R Hcds (b A T DGIE RS 0 22 4=V
[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#key chain ORA

Routerl(config-keychain)#key 1

Routerl(config-keychain-key)#key-string neoshi

Routerl(config-keychain-key)#exit

Routerl(config)#interface FastEthernet0/0.1

Routerl(config-subif)#ip rip authentication key-chain ORA

Router1(config-subif)#ip rip authentication mode text (&34 ip rip authentication mode md5)
Routerl(config-subif)#exit

Routerl(config)ttend

Routerl#

FERE RIP LR RIPV2 FORFPEZ —, A B RS2 30 M T DR T DR S0 8t o b A 35 A i
145 H 8 disl, ORI el 24, MDS 2xib o 23

6.16. L E RIP % H I &

S lR) SR AL S R R % AR AR, AR

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router1(config)#interface Serial0/0.2

Routerl(config-subif)#ip summary-address rip 172.25.0.0 255.255.0.0
Routerl(config-subif)#exit

Routerl(config)#end

Routerl#
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B THDL R RIP 2 AR 4 HE RO ISR Z e iy, A1 Iy 255 i
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#router rip

Routerl(config-router)#no auto-summary

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

VERE BN R R B — 4 1 R AR AEAE R, R ARl s AR AR L AT R e

6.17. % AR 2%

SEIR) O PR A AT R G B ARRE AT 8 G AN [7) 6 1 P80 ) S8 e 7 B A L o [ 3
[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.25.1.1
Routerl(config)ttaccess-list 7 permit 0.0.0.0
Routerl(config)#route-map TAGGING permit 10
Routerl(config-route-map)# match ip address 7
Routerl(config-route-map)# set tag 5
Routerl(config-route-map)#exit

Routerl(config)#trouter rip

Route To The Future

90


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl(config-router)#redistribute static route-map TAGGING
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

MR F3%8 TAG HUH AN el i A S0 RIP “Z 2B 1, RIP H 5 IE W 500 N A A
REhRZE, HURIMRIME, IR i 54500 e 21 0 A gt ey BB R T AR AR R AT EA T 4%
il

# L E EIGRP

‘ 7.1. HCE EIGRP
Sein) HCE LA H] EIGRP % 1 B
[EE
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Ethernet0
Router1(config-if)#ip address 192.168.20.1 255.255.255.0
Routerl(config-if)#exit
Routerl(config)#tinterface Serial0.1 point-to-point
Routerl(config-subif)#ip address 172.25.2.2 255.255.255.252
Routerl(config-subif)#exit
Routerl(config)#router eigrp 55
Routerl(config-router)#network 172.25.0.0

Routerl(config-router)t#tnetwork 192.168.20.0
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Routerl(config-router)#exit
Routerl(config)ttend
Routerl#

TR BEA RS DL e A A % bR S0 () EIGRP S T e R S AR, AT LLfE H show ip eigrp
neighbors JKIGIFALfE R . [A]IN 3 5 network 192.168.20.0 0.0.0.255 K& X R A1) M 4%

7.2, Ml E

PEIR) X EIGRP 2 51| sl B 15 R et EA TR 0

[EIE=3

VAL pUR:

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#access-list 34 deny 192.168.30.0
Router2(config)#taccess-list 34 permit any
Router2(config)#router eigrp 55
Router2(config-router)#distribute-list 34 in Serial0.1
Router2(config-router)#exit

Router2(config)ttend

Router2#

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)ttaccess-list 57 permit 172.25.1.0
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Routerl(config)#access-list 57 deny any

Routerl(config)#trouter eigrp 55

Routerl(config-router)#distribute-list 57 out Serial0/0.2
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

{FH prefix 7k, IF H3CFF gateway I

Router9#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)#ip prefix-list ALLOWED-PREFIXES permit 10.0.0.0/8 le 32
Router9(config)#ip prefix-list ALLOWED-PREFIXES deny 0.0.0.0/0 le 32
Router9(config)#ip prefix-list ALLOWED-NEIGHBORS permit 172.18.19.1/32
Router9(config)#ip prefix-list ALLOWED-NEIGHBORS permit 172.18.19.4/32
Router9(config)#ip prefix-list ALLOWED-NEIGHBORS deny 0.0.0.0/0 le 32
Router9(config)#router eigrp 55

Router9(config-router)#distribute-list prefix ALLOWED-PREFIXES gateway ALLOWED-NEIGHBORS in
Router9(config-router)#exit

Router9(config)#end

Router9#

TR 7EM I e e prefix 7N ANH ACL 123, Gateway 23 K AEH T A J7 45, [6] )
AN AN interface YEFI{H

7.3. T3 R AT 3] EIGRP
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Pl R AT HoAt 77 357 B 1 2 EIGRP i H 2E AR

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter eigrp 55
Routerl(config-router)#redistribute rip
Routerl(config-router)#default-metric 1000 100 250 100 1500
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

TR WP R AT I R AS I o] DU & default-metric fiy4, 6 oA bS8 06 200 Jic 5 bt i 2
A W TCTE N5 5 AT o PR AT Z it w] LA I DB S 2 2E A7 e thad g i SR R AR 6 o

Routerl(config)#trouter eigrp 55
Routerl(config-router)#redistribute ospf 99

Routerl(config-router)#distribute-list 7 out ospf 99

7.4.  {f ] ROUTE MAP J7 X K e & ¥ & A

P in) A 4% KL 547 (1) Route Map J5 xXRIC T 7 K Al
%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 192.168.10.0 255.255.255.0 172.22.1.4

Routerl(config)#ip route 192.168.11.0 255.255.255.0 172.22.1.4
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Routerl(config)#ip route 192.168.12.0 255.255.255.0 172.22.1.4

Routerl(config)#access-list 20 permit 192.168.10.0

Routerl(config)#access-list 21 permit 192.168.11.0

Routerl(config)t#troute-map STATIC permit 10

Routerl(config-route-map)#match ip address 20

Routerl(config-route-map)#set metric 56 100 255 1 1500

Routerl(config-route-map)#set tag 2

Routerl(config-route-map)#exit

Routerl(config)t#troute-map STATIC permit 20

Routerl(config-route-map)#match ip address 21

Routerl(config-route-map)#tset metric 128 200 255 1 1500

Routerl(config-route-map)#exit

Routerl(config)#route-map STATIC deny 30

Routerl(config-route-map)#exit

Routerl(config)#router eigrp 55

Routerl(config-router)#redistribute static route-map STATIC

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE BLACHCEATIN 6.3 MACE 22 A%, ME— il B A AT T $ B A A 20 EE N _E metric (1L

7.5. KFE 0%k EIGRP
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e AR IEREA 125 EIGRP

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter eigrp 55
Routerl(config-router)#passive-interface Serial0/1
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE X LA B4 A RIP ANIR], i T 45 R AN RETE A Ja A2 - 1T DU ] i i 2 BUS st AN e A
XA RO i E R

7.6. %% EIGRP ¥

FE ) AE R EIGRP 25 i B A

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#taccess-list 22 permit 192.168.30.0
Routerl(config)ttaccess-list 33 permit 192.168.30.0
Routerl(config)#router eigrp 55
Routerl(config-router)toffset-list 33 out 10000 Serial0.1
Routerl(config-router)#offset-list 22 in 10000 Serial0.1

Routerl(config-router)#exit
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Routerl(config)#end

Routerl#

TR

7.7. € KA

Fn) R i AR SR

[EESS

Routerl#configure terminal

Enter configuration commands, one per line.

Routerl(config)ttinterface Serial0.1

End with CNTL/Z.

Routerl(config-subif)#ip hello-interval eigrp 55 3

Routerl(config-subif)#ip hold-time eigrp 55 9

Routerl(config-subif)#exit

Routerl(config)t#tend

Routerl#

TERE EIGRP [ —MEFPERIURE E N # A A W] DAL 0 1, FLASHI PR KRB 2% T BT AT B0 6 1 5 IS

WWE B, BTSSR

7.8. 3 JHl EIGRP Ak

Peln) ok b5 S ek

[EES

Routerl#configure terminal

Enter configuration commands, one per line.

Routerl(config)ttkey chain ORA
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Routerl(config-keychain)#key 1
Routerl(config-keychain-key)#key-string oreilly
Routerl(config-keychain-key)#exit
Routerl(config-keychain)#exit

Routerl(config)#interface Serial0/1

Routerl(config-if)#ip authentication mode eigrp 55 md5
Routerl(config-if)#ip authentication key-chain eigrp 55 ORA
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

R R B IO AIEA 2 IS B 5 B NI AP key J5i, 35BN 2R I8 21058
) key

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#tkey chain Mars

Routerl(config-keychain)#key 1

Routerl(config-keychain-key)#key-string rocket
Routerl(config-keychain-key)#accept-lifetime 00:00:00 Jan 1 1993 00:15:00 Nov 1 2006
Routerl(config-keychain-key)#send-lifetime 00:00:00 Jan 1 1993 00:00:00 Nov 1 2006
Routerl(config-keychain-key)#key 2

Routerl(config-keychain-key)#tkey-string martian

Routerl(config-keychain-key)#accept-lifetime 23:45:00 Oct 31 2006 infinite
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Routerl(config-keychain-key)#send-lifetime 00:00:00 Nov 1 2006 infinite

Routerl(config-keychain-key)#end

Routerl#

7.9. JlE EIGRP B HHIL &

S ln) AL VS R D i RN i B E

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/0.2

Routerl(config-subif)#ip summary-address eigrp 55 172.25.0.0 255.255.0.0
Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

B2 AEN I, AT no auto-summary <[ (12.2(8)T J& 8 <H])D
LS AT N w9 Y e e =il i = i1 i B

Router9# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)#ip prefix-list 10.5.5/24 permit 10.5.5.0/24
Router9(config)#route-map LEAK10-5-5 permit 10
Router9(config-route-map)#match ip address prefix-list 10.5.5/24

Router9(config-route-map)#exit
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Router9(config)#interface Serial0/0

Router9(config-if)#ip summary-address eigrp 55 10.5.0.0 255.255.0.0 leak-map LEAK10-5-5
Router9(config-if)#exit

Router9(config)ttend

Router9#

R Bl B EIGRP (RE 2, ATRARC EAEAR R th s (R DA, N5 OSPF JIFE R
REAE ABR VLAt o VI Ak i r1 AR B2 S AEDR IV S e o v ) g 2 00 P i i ) RE SR A 5. Leakmap 41k
75 12.3(14)T Ja 51N, AT LAZEI B K H AR [ I A A1 HE 46 B DT JC A 2% i

7.10. il AR SRR &AL AL

feinl R AR SR

[EE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter eigrp 55

Routerl(config-router)#eigrp log-neighbor-changes
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

HERE BT

7.11. P4 EIGRP %% i o 37 5 Ay 5
i) BRI EIGRP B B 5 A SE R H 0 b

[ril 2
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Serial0.1

Routerl(config-subif)#ip bandwidth-percent eigrp 55 40
Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

VERE X E T LUK T 100%, S 3ATA N MIBEE T Hedim 1t 58 F T SR

7.12. EIGRP STUB % i1

B [ G M A R AT [ R

EIE=3

Routerl#configure terminal i
8

Enter configuration commands, one per line. End with CNTL/Z. Ik
m
)

Routerl(config)#trouter eigrp 55 3

Routerl(config-router)#eigrp stub

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

TR T

7.13. HHR%

SelR) RERNRS E e AT ARRE, Bl bR A B e e A
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.25.1.1
Routerl(config)#taccess-list 7 permit 0.0.0.0
Routerl(config)#route-map TAGGING permit 10
Routerl(config-route-map)#match ip address 7
Routerl(config-route-map)itset tag 5
Routerl(config-route-map)#exit

Routerl(config)#router eigrp 55
Routerl(config-router)#redistribute static route-map TAGGING
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

TR L

7.14. 5 F EIGRP K&
Pl AAIRAT L

[EES

Routerl#show ip protocols
Routerl#tshow ip route eigrp

Routerl#show ip eigrp neighbors

Route To The Future

L2

.

d¥oi3 B}

102


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl#show ip eigrp interfaces

Router9#show ip eigrp accounting
Routerl#show ip eigrp topology

HRE 12.3(14)T 5] N T show ip eigrp accounting
Router9#show ip eigrp accounting

IP-EIGRP accounting for AS(55)/1D(172.18.5.9)

Total Prefix Count: 50 States: A-Adjacency, P-Pending, D-Down

State Address/Source  Interface Prefix ~ Restart Restart/
Count Count  Reset(s)
A 172.20.10.1 Se0/0 1 0 0
A 172.18.19.1 Fa0/0 39 0 0
A 172.18.19.4 Fa0/0 1 0 0
A 172.18.19.6 Fa0/0 6 0 0
Router9#

Routerl#show ip eigrp topology

IP-EIGRP Topology Table for AS(55)/ID(172.25.25.1)

Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,

r - reply Status, s - sia Status

P 0.0.0.0/0, 1 successors, FD is 28160, tag is 5

via Rstatic (28160/0)
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via Summary (28160/0), Null0

P 10.2.2.0/24, 1 successors, FD is 156160

via 172.22.1.4 (156160/128256), FastEthernet0/1

P 10.1.1.0/30, 1 successors, FD is 3845120

via Connected, Serial0/1

P 192.168.10.0/24, 1 successors, FD is 28160, tag is 5

via Rstatic (28160/0)

P 192.168.30.0/24, 1 successors, FD is 156160

via 172.22.1.4 (156160/128256), FastEthernet0/1

P 192.168.20.0/24, 1 successors, FD is 2195456

via 172.25.2.2 (2195456/281600), Serial0/0.2

P 172.25.25.6/32, 1 successors, FD is 156160

via 172.25.1.7 (156160/128256), FastEthernet0/0.1

P 172.25.25.1/32, 1 successors, FD is 128256

via Connected, Loopback0

P 172.25.25.2/32, 1 successors, FD is 2297856

via 172.25.2.2 (2297856/128256), Serial0/0.2

P 172.25.1.0/24, 1 successors, FD is 28160

via Connected, FastEthernet0/0.1

P 172.25.2.0/30, 1 successors, FD is 2169856

via Connected, Serial0/0.2

P 172.22.1.0/24, 1 successors, FD is 28160
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via Connected, FastEthernet0/1

Routerl#

HI)\E OSPF

‘ 8.1. Jic & OSPF
$ein] 7ER 2% S H OSPF
[EESS
Router5#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)#trouter ospf 87
Router5(config-router)#network 0.0.0.0 255.255.255.255 area 0

Router5(config-router)#exit

1
Router5(config)#end .
&
N—
—
Router5# I
)
[%2]
T

VEFE X H OSPF MR S RAHAE ], ANTFEAS EIGRP —FEIEAN I3 FF—3. 78 12.30)T LU f
—ANE A A R i NN OSPF X1k, AN 37 H network [T 4

Router9#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)#trouter ospf 87

Router9(config-router)#exit

Router9(config)#interface FastEthernet0/0

Router9(config-if)#ip address 172.18.5.9 255.255.255.0

Router9(config-if)#ip ospf 87 area 10
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Router9(config-if)#exit

Router9(config)ttend

Router9#

8.2. W H Ik

Pe) AT LU, JAVF OSPF SRR B FHIE N B Fh R
[EESS

AN J5 1)

Router5#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)#access-list 1 deny 172.20.10.0
Router5(config)#access-list 1 permit any
Router5(config)#router ospf 87
Router5(config-router)#distribute-list 1 in Ethernet0/0
Router5(config-router)#exit

Router5(config)#end

Router5#

VERE KR4 OSPF (IHLH, JrA DX I P 1% 2% LSA B P 9 A5 b B ER Fp— 30, T UIE H 00 T ANRE
XS AT RLNE, ATT R g R H B HE NS T, FEAHBIY LSA Bl AR R AT el . 48R
D SR S O 7 R BEAT I P A ZBO0) Y 1) BT AT D LSA REATREDE, SRR S EUR IS AR LSA
B EAERE, — AR .

RN 22 RV 7 1000 g
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#router ospf 87

Routerl(config-router)#neighbor 192.168.1.3 database-filter all out

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

AR, R R T AL

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface Serial0/0

Routerl(config-if)#encapsulation frame-relay

Routerl(config-if)#exit

Routerl(config)#interface Serial0/0.10 multipoint

Routerl(config-subif)#ip address 192.168.1.1 255.255.255.0

Routerl(config-subif)#ip ospf network broadcast

Routerl(config-subif)#ip ospf database-filter all out

Routerl(config-subif)#frame-relay map ip 192.168.1.3 101 broadcast

Routerl(config-subif)#frame-relay map ip 192.168.1.5 109 broadcast

Routerl(config-subif)#exit

Routerl(config)#trouter ospf 1

Routerl(config-router)#network 0.0.0.0 255.255.255.255 area 10

Routerl(config-router)#exit

Routerl(config)#end
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Routerl#

8.3. HEE ospF R {i

PEi) VR4 OSPF B i AN E

[EIE=3

4 ey i #E

Router5#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)#router ospf 87
Router5(config-router)#auto-cost reference-bandwidth 1000

Router5(config-router)#exit

Router5(config)t#tend
Router5# o
&
i =
Ecampliked b
2
Router5#configure terminal s

Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)ttinterface Ethernet0

Router5(config-if)#ip ospf cost 31

Router5(config-if)# exit

Router5(config)#end

Router5#

R
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8.4. H B4 % h ¥ OSPF

fn) B R B H1 2 OSPF M 2%

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.25.1.1
Routerl(config)#router ospf 55
Routerl(config-router)#default-information originate metric 30 metric-type 1
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE AR FUASBEAL I A AT a2 e et 1) iy R A AT A 1% ol

8.5. 1 A A ifh A i th 2 OSPF

SR Pl % 4B AR 5] OSPF

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 192.168.10.0 255.255.255.0 172.22.1.4
Routerl(config)#ip route 172.24.1.0 255.255.255.0 172.22.1.4
Routerl(config)#ip route 10.100.1.0 255.255.255.0 172.22.1.4

Routerl(config)#trouter ospf 55
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Routerl(config-router)#redistribute static

% Only classful networks will be redistributed
Routerl(config-router)#exit
Routerl(config)t#tend

Routerl#

VR ORI Ear e n ol LLE RIS S S 0L T OSPF R R AE RN L, BTl +F L RR=
A I FH 2 JUAT 192.168.10.0/24 S AT KK, fefgkAmth 2, HEMWNHAIT. XA
L& redistribute static subnets iy 2 K KA T, AR 1] LA I metric S50

8.6. K AT Ah 5K % B 3] OSPF
M PR AT e s e s h 5 L2 OSPF
[EE=S

Routerl#configure terminal

pili
Enter configuration commands, one per line. End with CNTL/Z. éFdi
=
Routerl(config)#trouter ospf 55 T
[%2]
e

Routerl(config-router)#redistribute eigrp 11 subnets
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

FE 12.3(2)T LSRG 171 1 i i A AT R i 4% H i 17 BRI
Routerl(config-router)#redistribute maximum-prefix 1000 80

W XIS EE R subnet IS EL. ST ia— AN BB 4, 55— 1000 &% H 4% H %1,
80 £ H A
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8.7. DR &%

$&n) F DR IZEZE AN A 2 H

[EESS

Router5#configure terminal

Enter configuration commands, one per line.
Router5(config)ttinterface Ethernet0
Router5(config-if)#ip ospf priority 10
Router5(config-if)#exit

Router5(config)#tend

Router5#

End with CNTL/Z.

TR DR 2SN T4 thl B 5 L R 0 S MOSPF I NBMA 4% . fE MOSPF %441, MOSPF ff] DR
FUIEH OSPF 1) DR AR, M W14 DR AN/ —A> MOSPF (1) 2% A0 4 BT 4145 1A 6 F s AN e 2
SURHE 28 2 AN SCRF MOPSF 19, FIT AZEX MG 0 T 240U ] ip ospf priority O [T &R A5 1E IR

BDR Tk # DR. 7E NBMA (1) 4% 1 Z0K DR W& 7E Hub M %% o 38— AN EEE 0] JU 2 DR AR
ST, IR ML AT DR, X RIMEEET I (2 B 2 S LS AR ASRERR ) DR, A2

ZEAFIRAER DR T 1] @A AT LAEE B % 2% ol DR.

8.8. W H OSPFRID

Feil N W€ R 4% Router ID
EES

—FlJ& Loopback ik 7 =

Router5#configure terminal

Enter configuration commands, one per line.

Router5(config)ttinterface Loopback0
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Router5(config-if)#ip address 172.25.25.6 255.255.255.255
Router5(config-if)#exit

Router5(config)#end

Router5#

—F /& Router ID 2773

Router5#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)#router ospf 87
Router5(config-router)#trouter-id 172.25.1.7
Router5(config-if)#exit

Router5(config)#end

Router5#

TR s 4 B K 1P HbHEYE A Router ID. Router id #v2 G [ H 1P #dikr] LLRE R, ANHEWIELT
TER bl 554b routerid —H 2 FRLLG, BMEEF S T h U AGEARTE, W0EI clear

ip ospf process [ )7 2 & reload KI5 2k 4

8.9. JAJU OSPF %4

Bela] A % A ST A AU DR AIE 199 25 e 6 ) 2 Ak
%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/1

Routerl(config-if)#ip ospf message-digest-key 1 md5 oreilly
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Routerl(config-if)#exit

Routerl(config)#trouter ospf 55

Routerl(config-router)tarea 2 authentication message-digest
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

VERE VERAZEANE R ) OPSF MD5 N A UE HL IR AT e A 1), PO RFC AT FLTE. X o8
R S 1 T L, SO T T TH PSSR PR SO AR R

8.10. Ik 4 idi 1y X 4 2K Y

SElr] AN[R] R DX AT AN [ RO DR A Bl e, el AN [ DXl P 2B 0K 1 4 8% 1 s B SR B PR IAC 8
[EES

Stubby Area

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#trouter ospf 55

Routerl(config-router)#area 100 stub
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

Totally Stubby Area

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#router ospf 55

Routerl(config-router)#area 100 stub no-summary
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

Not So Stubby Areas (NSSA), [A]fA= f— 45648 1% th
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#trouter ospf 55

Routerl(config-router)#area 100 nssa default-information-originate

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

Totally Stubby, Not So Stubby Area.

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)ttrouter ospf 55

Routerl(config-router)#area 100 nssa no-summary

Routerl(config-router)#exit

Routerl(config)#end

Routerl#
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TR IXLEHZAE ABR EIRIHCEL, 01+ D3 L TR L8 (1) 5 R 22 LA NSSA AT stub (1) 10 B A 0 B
it E 2 15 4 totally stubby .

8.11. fEfk T #11 LI E OSPF

P RS0 FJA ] OSPF, {HUANARAE OSPF WM SCEHE — B Rk 5 e b T B IR &
[EESS

i RA HAEIR S B R1

Routerd#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router4(config)#username Routerl password O cisco
Router4(config)#tinterface BRIO

Routerd(config-if)#ip address 192.168.15.4 255.255.255.0
Router4(config-if)#encapsulation ppp

Router4(config-if)#ip ospf demand-circuit

Router4(config-if)#tdialer map ip 192.168.15.1 broadcast 4165550000
Router4(config-if)#dialer-group 1

Router4(config-if)#isdn switch-type basic-ni

Router4(config-if)#isdn spidl 416555001000 4165550010
Router4(config-if)#isdn spid2 416555001100 4165550011
Router4(config-if)#ppp authentication chap

Router4(config-if)#ppp multilink

Router4(config-if)#exit

Router4(config)#dialer-list 1 protocol ip permit
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Router4d(config)#router ospf 87
Router4(config-router)#network 192.168.15.0 0.0.0.255 area 10
Router4d(config-router)#exit

Router4(config)ttend

Routerd#

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#username Router4 password O cisco
Routerl(config)#interface BRIO/O

Routerl(config-if)#ip address 192.168.15.1 255.255.255.0
Routerl(config-if)#encapsulation ppp
Routerl(config-if)#dialer-group 1

Routerl(config-if)#isdn switch-type basic-ni
Routerl(config-if)#isdn spid1 416555000000 4165550000
Routerl(config-if)#isdn spid2 416555000100 4165550001
Routerl(config-if)#ppp authentication chap
Routerl(config-if)#ppp multilink

Routerl(config-if)#exit

Routerl(config)ttdialer-list 1 protocol ip permit
Routerl(config)#router ospf 87
Routerl(config-router)#network 192.168.15.0 0.0.0.255 area 10
Routerl(config-router)#exit
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Routerl(config)#end
Routerl#

R T H ip ospf demand-circuit (14 W] DLERFEFAR E R — EJE FULLIRAS,  TIANE BE M 15 30T

8.12. if HIVC A

BEIR] Pl i R

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttrouter ospf 55

Routerl(config-router)#area 100 range 172.20.0.0 255.255.0.0
Routerl(config-router)#area 0 range 172.25.0.0 255.255.0.0
Routerl(config-router)#area 2 range 10.0.0.0 255.0.0.0
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

HRE OSPF (1% FVC S RERC E AT ABR o AR BV s i FAR A (LR A8 175 450 01 0 B8 o s /N )
— B AR U B RS R RS TR EL A5 /N AN 1 R 2% HAR DG, 3X 2 RFC1583 EffsE X,
TEHTI RFC e ST i FH AR (LR S KPR TR AN 6 ph 4% H A DG, B DA — s B4 o Ji A I e 2R
AR THS T, RS (] RFC1583 1771k, 45 nT LU H] no compatible rfc1583. 7i ABR |-
JHFC R LG 2 Al A s — 40 B B I 3 Bk B (12.1(6)) kil S b [ R

8.13.  {E4F L i H 45 OSPF
P 2 RN 12 5 OSPF
[ %
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Router3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#router ospf 44

Router3(config-router)#network 0.0.0.0 255.255.255.255 area 100
Router3(config-router)#tpassive-interface Ethernet0
Router3(config-router)#exit

Router3(config)ttend

Router3#

VERE OSPF U e 1 ok Jic i gt s 4 11 100 Ok AN 2B il 88 e OC R N Tk 92 5 OSPF. 4Rt m] DLl il A
7E network 74 HEL & b DORZE 11, RIS S A — PRI ORCE 715, network THTE# O, H
EHAE TR b g AR O, N TR ENE DR no W44 25 OSPF:

Router3(config)#trouter ospf 44

Router3(config-router)#tnetwork 0.0.0.0 255.255.255.255 area 100
Router3(config-router)#passive-interface default
Router3(config-router)#no passive-interface Ethernet0
Router3(config-router)#exit

Router3(config)ttend

Router3#

8.14. 1B L) M 4% 2k A
P B RN g 1 B4 1) 9 2 2 Y
[EIE=S

Router9#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router9(config)#interface FastEthernet0/0

Router9(config-if)#ip ospf network ?
broadcast Specify OSPF broadcast multi-access network
non-broadcast Specify OSPF NBMA network
point-to-multipoint  Specify OSPF point-to-multipoint network

point-to-point Specify OSPF point-to-point network

Router9(config-if)#

R Eal PUAS OB 32 B A R 15 SR i e AR AR, AR EESE DR, X T
Broadcast M 4%, SZRFAIRE, DR ATLLHZNIEFE, AT ERUE . X T nonbroadcast %%, ASZRF4]
&, WINTAEH neighbor Ay S HCEAE R R, X T point-to-multipoint M 4%, ANF3E DR k2%, B

ANFHEE neighbor 74, XIEFET & H)E framerelay it B T2 4 broadcast:
Router9(config)#interface Serial0/0

Router9(config-if)#ip address 192.168.10.9 255.255.255.0
Router9(config-if)#encapsulation frame-relay
Router9(config-if)#frame-relay map ip 192.168.10.2 123 broadcast
Router9(config-if)#ip ospf network point-to-multipoint
Router9(config-if)#exit

Router9(config)#router ospf 1

Router9(config-router)#network 192.168.10.0 0.0.0.255 area 0
Router9(config-router)#exit

ML ZEC & neighbor
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Router9(config)#interface Serial0/0

Router9(config-if)#ip address 192.168.10.9 255.255.255.0
Router9(config-if)#encapsulation frame-relay
Router9(config-if}#frame-relay map ip 192.168.10.2 123
Router9(config-if)#ip ospf network point-to-multipoint non-broadcast
Router9(config-if)#exit

Router9(config)#trouter ospf 1

Router9(config-router)#network 192.168.10.0 0.0.0.255 area 0
Router9(config-router)#neighbor 192.168.10.2
Router9(config-router)#exit

I )5 — P point-to-point I 44 AN 75 2 DR, (H S FFAL B R AL S, 75 W75 ZEAC E neighbor i 4

A —AFERR R R HbaE, S48 500 OSPF 23 5 25 [RI R kil 49 /32 (1) 45, (HJ& AR n] LATE R BR800 |
fic & H. 4 ip ospf network point-to-point, K3 il & 55 1 A 1) 9 25 S AL

8.15. I bR %

FEIR) NP A R H TR R A5 G FAH P R A L I [P 2R

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#router ospf 55

Routerl(config-router)#tredistribute eigrp 11 metric-type 1 subnets tag 67
Routerl(config-router)#exit

Routerl(config)ttend
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Routerl#

TR

8.16. sk OSPF A iR &A1k

$eln) idsx OSPF AR R A B

[EES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#router ospf 12
Router2(config-router)#log-adjacency-changes
Router2(config-router)#exit

Router2(config)t#tend

Router2#

VERE 12,1 ek BTl 23900 T detail ZH0n] LUE 2 8 2 48 RS 5 B

8.17. OSPF & I #%

P PHRE R 5, RIS

[]25F

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/1

Routerl(config-if)#ip ospf hello-interval 5

Routerl(config-if)#ip ospf dead-interval 20
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Routerl(config-if)#exit
Routerl(config)t#tend
Routerl#

VERE BEORUEA st A (18 3% R A [ R IR 9 EL, 77 I J AR ANREE T

8.18. ik /> OSPF th il i &

Peln] FERGE MM 28 EEANTT 2 LSA L 2 Bdls At i
[EES

Router9#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)#interface Serial0/0

Router9(config-if)#ip address 192.168.10.9 255.255.255.0
Router9(config-if)#ip ospf flood-reduction
Router9(config-if)#exit

Router9(config)ttend

Router9#

R IEETEUN OSPE 2 BERE— /N TATA ) LSA 2 4k, 7EASE Mg B — AT 2L, Frildad
IXFh 7 P E LSA [ DoNotAge 7, B fuid £ &

8.19. OSPF & #l B i

FEI) SRS I3 FF IR b A R A0 % 110 J7 XA I
[ %

Router9#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router9(config)#router ospf 1
Router9(config-router)#area 10 virtual-link 10.54.0.1
Router9(config-router)#exit

Router9(config)ttend

Router9#

VERE Wi show ip ospf virtual-links SRUGAE . 75 ByE B 2 XA FE BN ES Bl 2 A THC A, 1P Hhk
XTI Router ID,  Ef{RXANHbEZEAY, area J5 R ATE 5L Area

8.20. I 4 & FH OSPF R

$2i £ OSPF [ show fiir & F 1 7~ e 4 45k 44 If A A M ik

[ 2%

Router3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#ip ospf name-lookup

Router3(config)#end

Router3#

TR T

8.21. OSPF flF4H

FEI) X+ OSPF HEAT HEA

[ 2%

Router3#debug ip ospf adj

OSPF adjacency events debugging is on

Router3#
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FERE OSPF HEFE M AR %, X HLHLPRAL T AR e R IHERE v &, R AR JE /& OSPF [k fit

FEIE BGP

‘ 9.1. M #& BGP

Fein) fEMZE A ] BGP

[EES

Routel fF AS 65500 !

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttinterface Serial0

Routerl(config-if)#ip address 192.168.55.6 255.255.255.252

Routerl(config-if)#exit
o
B
Routerl(config-router)#network 192.168.1.0 114

Routerl(config)#router bgp 65500

Routerl(config-router)#tneighbor 192.168.55.5 remote-as 65501
Routerl(config-router)#no synchronization
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

Router2 £ AS 65501 '

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Route To The Future 1 24



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Router2(config)#interface Serial0

Router2(config-if)#ip address 192.168.55.5 255.255.255.252

Router2(config-if)#exit

Router2(config)#trouter bgp 65501

Router2(config-router)#tnetwork 172.25.17.0 mask 255.255.255.0

Router2(config-router)#neighbor 192.168.55.6 remote-as 65500

Router2(config-router)#no synchronization

Router2(config-router)#exit

Router2(config)ttend

Router2#

TR X BGP S8 UE K I LE A AT I 10 A 4 72

Routerl#show ip bgp summary

BGP router identifier 192.168.99.5, local AS number 65500

BGP table version is 7, main routing table version 7

4 network entries and 4 paths using 484 bytes of memory

2 BGP path attribute entries using 196 bytes of memory

BGP activity 11/7 prefixes, 11/7 paths

Neighbor Vv AS MsgRcvd MsgSent  ThlVer InQ OutQ Up/Down State/PfxRcd
192.168.55.5 4 65501 17 18 7 0 000:12:38 2
172.25.2.2 4 65531 527 526 0 0 0 21:05:23 Active
Routerl#
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T BT R R BAUIR A 2 State 2T, RE & Active AR ML E 1EY, MG 7] fe 2N &
AR, BT neighbor 172.20.1.2 update-source Loopback0 it 2K [ BGP £ #iE (Ui b il 4 [H] 34
Mok, E A OR b ol ) 3

9.2. {#H EBGP MULTIHOP

$eln) ACESMES BGP, AH &AL FLEE MR I Hh 4%

[EE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip route 172.20.1.2 255.255.255.255 192.168.1.5 2
Routerl(config)#trouter bgp 65500
Routerl(config-router)#neighbor 172.20.1.2 remote-as 65530
Routerl(config-router)#tneighbor 172.20.1.2 update-source Loopback0
Routerl(config-router)#neighbor 172.20.1.2 ebgp-multihop 3
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

TR G TEDLT eBGP IRIHE B A 20 FUEM), WERANE HER M H EAA i 4. — Rk 2t
BEEH NG, {H S RFC 3682 UﬁjJTﬁé & TR GT, JERHE 12.3(7)T Ja R TRRAEW,
F1 T neighbor 192.168.55.5 ttl-security hops 1 7%, M4 EFPTA TTL /N T 255-1=254 [¥] BGP
AL, IX I 0 g eBGP AR Ja AN SR AR PR Al 6 25U H T T ) i 4R G & neighbor
192.168.55.6 ebgp-multihop 255

9.3. ¥ NEXT-HOP J& M 1{H

BeiR] A iBGP 2 [W)E i HINRAE 5~ —BU R PR, AEILAR N FE AS f ik
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttrouter bgp 65500
Routerl(config-router)#neighbor 192.168.1.6 remote-as 65500
Routerl(config-router)#neighbor 192.168.1.6 next-hop-self
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE IEHOL R BGP Z i N B R E R A BN, N qE eBGP INUHTIE U, Ml 245
7] eBGP &L fu fryddik, TAEAE AR AS FRIEK Hi &5 AT 254 B bk 2% i

9.4. EHZMA ISPS

fel) — & AR WA ISP, RUEMZ5TUAR

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Serial0
Routerl(config-if)#description connection to ISP #1, ASN 65510
Routerl(config-if)#ip address 192.168.1.6 255.255.255.252
Routerl(config-if)#exit

Routerl(config)#finterface Seriall

Routerl(config-if}#description connection to ISP #2, ASN 65520
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Routerl(config-if)#ip address 192.168.2.6 255.255.255.252
Routerl(config-if)#exit

Routerl(config)#interface Ethernet0
Routerl(config-if}#description connection to internal network, ASN 65500
Routerl(config-if)#ip address 172.18.5.2 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#trouter bgp 65500
Routerl(config-router)#network 172.18.5.0 mask 255.255.255.0
Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#neighbor 192.168.2.5 remote-as 65520
Routerl(config-router)#no synchronization
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

FERE A E AR RAENCE, TR RSN IS AS BRI ISP (1) transit AS, [R5 350 [ 1% H 28
A GUEA " 25!

9.5. PN K A% i) IS ISP

e NS AS A B R AR, 2R ISP ARIEM 2T AR
[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#tinterface Serial0
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Routerl(config-if)#description connection to ISP #1, ASN 65510

Routerl(config-if)#ip address 192.168.1.6 255.255.255.252

Routerl(config-if)#exit

Routerl(config)#tinterface Ethernet0

Routerl(config-if)#description connection to internal network, ASN 65500

Routerl(config-if)#ip address 172.18.5.2 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#ip as-path access-list 15 permit A$
Routerl(config)#trouter bgp 65500
Routerl(config-router)#network 172.18.5.0 mask 255.255.255.0
Routerl(config-router)#neighbor 172.18.5.3 remote-as 65500
Routerl(config-router)#tneighbor 172.18.5.3 next-hop-self
Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#neighbor 192.168.1.5 filter-list 15 out
Routerl(config-router)#no synchronization
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#tinterface Seriall
Router2(config-if)#description connection to ISP #2, ASN 65520
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Router2(config-if)#ip address 192.168.2.6 255.255.255.252

Router2(config-if)#exit

Router2(config)#finterface Ethernet0

Router2(config-if}#description connection to internal network, ASN 65500

Router2(config-if)#ip address 172.18.5.3 255.255.255.0
Router2(config-if)#exit

Router2(config)#ip as-path access-list 15 permit 1S
Router2(config)#router bgp 65500
Router2(config-router)#network 172.18.5.0 mask 255.255.255.0
Router2(config-router)#neighbor 192.168.2.5 remote-as 65520
Router2(config-router)#neighbor 192.168.2.5 filter-list 15 out
Router2(config-router)#tneighbor 172.18.5.2 remote-as 65500
Router2(config-router)#neighbor 172.18.5.2 next-hop-self
Router2(config-router)#no synchronization
Router2(config-router)#exit

Router2(config)ttend

Router2#

R L

9.6. [R4#I1 BGP X u i M &% & 45
P PRAFIR & B A S 455 um i AS

[l 2%
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A=Mrik, Ry ACL

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#taccess-list 105 deny ip host 172.25.0.0 host 255.255.0.0
Routerl(config)#taccess-list 105 permit ip any any
Routerl(config)#route-map ACL-RT-FILTER permit 10
Routerl(config-route-map)#match ip address 105
Routerl(config-route-map)#exit

Routerl(config)#troute-map ACL-RT-FILTER deny 20
Routerl(config-route-map)#exit

Routerl(config)#router bgp 65500

Routerl(config-router)#tneighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#neighbor 192.168.1.5 route-map ACL-RT-FILTER in
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

5 AL distribute-list:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 106 deny ip host 172.25.0.0 host 255.255.0.0
Routerl(config)#access-list 106 permit ip any any
Routerl(config)#router bgp 65500
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Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#neighbor 192.168.1.5 distribute-list 106 in
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

BB e H 2T prefix lists

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip prefix-list PREFIX-FILTER seq 10 deny 172.25.0.0/16
Router1(config)#ip prefix-list PREFIX-FILTER seq 20 permit 0.0.0.0/0 le 32
Routerl(config)#router bgp 65500

Routerl(config-router)#tneighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#neighbor 192.168.1.5 prefix-list PREFIX-FILTER in
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

TR AP P ACL LLERETRE, 2B host ST, E5 AN host S T MRS, AN LS
H [}k, JITEA host 172.25.0.0 host 255.255.0.0 s AA& k%% 172.25.0.0/16, WIHH I 1) ACL #tsE
AN TR TCR A2 1R o T DAHESR AT I 8 = A )5 2 prefixlist, MEHIRSCFFEH) S, w] LA IR1E

RIS H ge 2 KT le /T, 7 MHERS permit 0.0.0.0/0 le 32 222 AHF) permit any

9.7. %% LOCAL PREFERENCE J& M 1
1) ¥ Local Preference J& T4 R4 il i th £ F7

[l 25
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AR

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttrouter bgp 65500

Routerl(config-router)itbgp default local-preference 200
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

P route map #4il

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router1(config)#ip prefix-list LOW_LP_PREFIXES seq 10 permit 172.22.0.0/16

Routerl(config)#route-map LOCALPREF permit 10

Routerl(config-route-map)#match ip address prefix-list LOW_LP_PREFIXES

Routerl(config-route-map)#set local-preference 50

Routerl(config-route-map)#exit

Routerl(config)ttroute-map LOCALPREF permit 20

Routerl(config-route-map)#exit

Routerl(config)#trouter bgp 65500

Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510

Routerl(config-router)#neighbor 192.168.1.5 route-map LOCALPREF in

Routerl(config-router)#exit
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Routerl(config)#end
Routerl#

FERE It local preference JE ME(E RAEPEE AS 5, N ET AS Path. BUAEECRAL e b, St
H{H N 100, Show ip bgp iy 4 1T LA 245~ (111 local preference J& (i

9.8. fE M

$en) 71 BGP 41 Ju 2 I 2 HE itk b S 30 it

[EE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttrouter bgp 65500
Routerl(config-router)fmaximum-paths 4
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

VERE IEHTHOUT BGP LB SRS S PRIE AT — et 42, Ity & nl LIS IS 4 4, AL Zm iR ey
JEVEMEANIE], AHE MED JE k. [A) I S S 3 iy LB LR e i AN IS A A

9.9. {E AS PATH J& P {H 45 Br FA 47 ASNS

Pl J6E S Y I AL ASN A% 478 21 FLIEC 1Y

[]25F

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#tinterface Serial0
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Routerl(config-if)#description connection to ISP #1, ASN 1

Routerl(config-if)#ip address 192.168.1.6 255.255.255.252

Routerl(config-if)#exit

Routerl(config)ttinterface Seriall

Routerl(config-if)#description connection to private network, ASN 65500

Routerl(config-if)#ip address 192.168.5.1 255.255.255.252

Routerl(config-if)#exit

Routerl(config)#router bgp 2

Routerl(config-router)#neighbor 192.168.5.2 remote-as 65500

Routerl(config-router)#neighbor 192.168.1.5 remote-as 1

Routerl(config-router)#neighbor 192.168.1.5 remove-private-AS

Routerl(config-router)#no synchronization

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

VERE VERUL A R AN REMER IS LEAE A 3L ASN Z [RI R ASN

9.10. F:F AS PATH J& M {1 /9 % 1 3y

Pein] BETRAMECE KX H ) AS Path JB VEEUEAT % thid U
[ %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#ip as-path access-list 15 permit 2655015
Routerl(config)#ip as-path access-list 25 permit _65530_
Routerl(config)#ip as-path access-list 25 deny 655315
Routerl(config)#ip as-path access-list 25 permit . *
Routerl(config)#trouter bgp 65500
Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510
Routerl(config-router)#tneighbor 192.168.1.5 filter-list 15 in
Routerl(config-router)#neighbor 192.168.2.5 remote-as 65520
Routerl(config-router)#neighbor 192.168.2.5 filter-list 25 out
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

TR IRk A vk

9.11. /b R B Y el 2R KD

i) RV FR B e 1 R ek D T R
EE=

T I i i e ) 7 TR e B 2 S E
Router1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router1(config)#ip route 0.0.0.0 0.0.0.0 192.168.101.0 1

Routerl(config)#ip route 0.0.0.0 0.0.0.0 192.168.102.0 2
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Routerl(config)#ip prefix-list CREATE-DEFAULT seq 10 permit 192.168.101.0/24

Routerl(config)#ip prefix-list CREATE-DEFAULT seq 20 permit 192.168.102.0/24

Routerl(config)#router bgp 65500

Routerl(config-router)#neighbor 192.168.1.5 remote-as 65520

Routerl(config-router)#tneighbor 192.168.1.5 prefix-list CREATE-DEFAULT in

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

R L

9.12. Uy ) % A5 BIL R
) AE ) SR 2 A 3R BT AT I R
EE=

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#router bgp 65500

Routerl(config-router)#tneighbor 192.168.1.5 remote-as 65520

Routerl(config-router)#auto-summary

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

VERE KRBT N, AHRRAARINLE, JFH B R AR i, ANBEREH] T network iy

AWCE M H . BMEH] TR 0 177 1n) % AT R
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Router3(config)#router bgp 65530

Router3(config-router)#aggregate-address 172.20.0.0 255.252.0.0 summary-only

Summaryonly I R AR E B, LH RS RIEIL B AW, 10 T 8RR ORI
as-set &I

9.13. fE AS PATH J& PE{H ¥ I B £ ASN

Pl I HGHN AS Path J& ' ASN % H K520 BGP ik
[EE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip as-path access-list 15 permit 1S
Routerl(config)#route-map PREPEND permit 10

Routerl(config-route-map)#match as-path 15

£

Routerl(config-route-map)#set as-path prepend 65500 65500 65500

.

dog ¢

Routerl(config-route-map)#exit

Routerl(config)t#troute-map PREPEND permit 20

Routerl(config-route-map)#exit

Routerl(config)#trouter bgp 65500

Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510

Routerl(config-router)#neighbor 192.168.1.5 route-map PREPEND out

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

Route To The Future 1 3 8



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

VERE T XAy AR A

9.14. P A A % 1 ] BGP

$E1) 1GP 1 BGP Z MK FF 43 K

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#router ospf 100
Routerl(config-router)#network 172.26.0.0 0.0.255.255 area 0
Routerl(config-router)#tredistribute bgp 65500 metric 500 subnets
Routerl(config-router)#exit

Routerl(config)#trouter bgp 65500
Routerl(config-router)#neighbor 192.168.1.5 remote-as 65520
Routerl(config-router)#network 172.26.0.0
Routerl(config-router)#exit

Routerl(config)#end

Routerl#

Router2(config)#route-map REDIST permit 5
Router2(config-route-map)#match tag 123
Router2(config-route-map)#exit

Router2(config)#route-map REDIST deny 10

Router2(config-route-map)#match route-type external
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Router2(config-route-map)#exit

Router2(config)#troute-map REDIST permit 20

Router2(config-route-map)#exit

Router2(config)ttrouter bgp 65520

Router2(config-router)#tredistribute eigrp 99 route-map REDIST metric 500

HERE L

9.15. {f /il PEER GROUPS

Setn) A T2 TR 2R AR Aok 22 AN AH [R] s 1 40 e O B

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#router bgp 65500

Routerl(config-router)#neighbor EBGP-PEERS peer-group
Routerl(config-router)#tneighbor EBGP-PEERS prefix-list PRE-RTFILTER in
Routerl(config-router)#neighbor EBGP-PEERS filter-list 15 out
Routerl(config-router)#tneighbor 192.168.1.5 remote-as 65520
Routerl(config-router)#neighbor 192.168.1.5 peer-group EBGP-PEERS
Routerl(config-router)#neighbor 192.168.1.9 remote-as 65521
Routerl(config-router)#neighbor 192.168.1.9 peer-group EBGP-PEERS
Routerl(config-router)#neighbor 192.168.1.13 remote-as 65522

Routerl(config-router)#tneighbor 192.168.1.13 peer-group EBGP-PEERS
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Routerl(config-router)#neighbor 192.168.1.17 remote-as 65523
Routerl(config-router)#neighbor 192.168.1.17 peer-group EBGP-PEERS
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

TR R AT LUEEXS iBGP 4B )

Routerl(config)#trouter bgp 6550

Routerl(config-router)#neighbor IBGP-PEERS peer-group
Routerl(config-router)#neighbor IBGP-PEERS update-source Loopback0
Routerl(config-router)#neighbor IBGP-PEERS route-reflector-client
Routerl(config-router)#neighbor 192.168.101.5 remote-as 65500
Routerl(config-router)#tneighbor 192.168.101.5 peer-group IBGP-PEERS
Routerl(config-router)#neighbor 192.168.101.9 remote-as 65500

Routerl(config-router)#neighbor 192.168.101.9 peer-group IBGP-PEERS

9.16. BGP 4B )& IAiF

Pl AL ARSI 22 4k

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#router bgp 65500

Routerl(config-router)#tneighbor 192.168.55.5 remote-as 65501
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Routerl(config-router)#neighbor 192.168.55.5 password password-1234

Routerl(config-router)#exit

Routerl(config)#end

Routerl#

PR

9.17. fi ] BGP COMMUNITIES

1) {fF BGP Communities &% 4% R4 T #4518

[EE

B EIE T route map A UGB JE B8 75 B A Communities 1
Router3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#ip prefix-list 10.101/16 seq 5 permit 10.101.0.0/16
Router3(config)#ip prefix-list 10.102/16 seq 5 permit 10.102.0.0/16
Router3(config)#ip prefix-list 10.103/16 seq 5 permit 10.103.0.0/16
Router3(config)#ip prefix-list 10.104/16 seq 5 permit 10.104.0.0/16
Router3(config)#ip prefix-list 10.105/16 seq 5 permit 10.105.0.0/16
Router3(config)#route-map APPLY_COMMUNITY_A permit 10
Router3(config-route-map)#match ip address prefix-list 10.101/16
Router3(config-route-map)#set community no-advertise
Router3(config-route-map)#exit

Router3(config)ttroute-map APPLY_COMMUNITY_A permit 20
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Router3(config-route-map)#match ip address prefix-list 10.102/16

Router3(config-route-map)#set community no-export

Router3(config-route-map)#exit

Router3(config)ttroute-map APPLY_COMMUNITY_A permit 30

Router3(config-route-map)#match ip address prefix-list 10.103/16

Router3(config-route-map)#set community local-AS

Router3(config-route-map)#exit

Router3(config)#route-map APPLY_COMMUNITY_A permit 40

Router3(config-route-map)#match ip address prefix-list 10.104/16

Router3(config-route-map)#set community internet

Router3(config-route-map)#exit

Router3(config)ttroute-map APPLY_COMMUNITY_A permit 50

Router3(config-route-map)#match ip address prefix-list 10.105/16

Router3(config-route-map)#set community 4293328976

Router3(config-route-map)#exit

Router3(config)#troute-map APPLY_COMMUNITY_A permit 100

Router3(config-route-map)#exit

Router3(config)#router bgp 65500

Router3(config-router)#no synchronization

Router3(config-router)#neighbor 172.18.5.3 remote-as 65500

Router3(config-router)#neighbor 172.18.5.3 next-hop-self

Router3(config-router)#neighbor 172.18.5.3 send-community both
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Router3(config-router)#neighbor 172.18.5.10 remote-as 65500
Router3(config-router)#neighbor 172.18.5.10 next-hop-self
Router3(config-router)#neighbor 172.18.5.10 send-community both
Router3(config-router)#neighbor 192.168.1.9 remote-as 65520
Router3(config-router)#tneighbor 192.168.1.9 send-community both
Router3(config-router)#neighbor 192.168.1.9 route-map APPLY_COMMUNITY_A in
Router3(config-router)#exit

Router3(config)#end

Router3#

P87 R A AL AT A2R A Community {1
Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#router bgp 65500

Router2(config-router)#no synchronization
Router2(config-router)#neighbor 172.18.5.4 remote-as 65500
Router2(config-router)#neighbor 172.18.5.4 send-community both
Router2(config-router)#neighbor 172.18.5.10 remote-as 65500
Router2(config-router)#neighbor 172.18.5.10 send-community both
Router2(config-router)#no auto-summary
Router2(config-router)#exit

Router2(config)ttend

Router2#
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VR 1L %2 X local-as,no-advertise,no-export,internet VYR A 6] community J& PEAE 1 75 28Rk BR 14 1

g i

9.18. i BGP i 1 Jx 4 4%

S AL b S g 077 ORI IBGP 4B 5K AR
S

SO AN [ €0 8 e 45 O TG 25

Routerl 7 Client Peer:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface Ethernet0/0
Routerl(config-if)#ip address 172.18.5.2 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#interface Serial0/0

Routerl(config-if)#ip address 192.168.1.6 255.255.255.252
Routerl(config-if)#exit

Routerl(config)#interface Loopback0

Routerl(config-if)#ip address 172.18.6.1 255.255.255.255
Routerl(config-if)#exit

Routerl(config)#router bgp 65500

Routerl(config-router)#no synchronization

Routerl(config-router)#neighbor 172.18.6.2 remote-as 65500

Routerl(config-router)#tneighbor 172.18.6.2 next-hop-self
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Routerl(config-router)#neighbor 172.18.6.2 update-source Loopback0

Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510

Routerl(config-router)#exit

Routerl(config)#ip route 172.18.6.2 255.255.255.255 172.18.5.3

Routerl(config)#ip route 172.18.6.3 255.255.255.255 172.18.5.4

Routerl(config)#ip route 172.18.6.4 255.255.255.255 172.18.5.10

Routerl(config)ttend

Routerl#

Routerd ;& Nonclient Peer:

Routerd#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router4(config)ttinterface Ethernet0

Router4(config-if)#ip address 172.18.5.10 255.255.255.0

Router4(config-if)#exit

Router4d(config)#finterface Loopback0

Router4(config-if)#ip address 172.18.6.4 255.255.255.255

Router4(config-if)#exit

Router4(config)#router bgp 65500

Router4(config-router)#no synchronization

Routerd(config-router)#neighbor 172.18.6.2 remote-as 65500

Router4(config-router)#neighbor 172.18.6.2 update-source Loopback0

Routerd(config-router)#exit
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Router4d(config)#ip route 172.18.6.1 255.255.255.255 172.18.5.2

Router4(config)#ip route 172.18.6.2 255.255.255.255 172.18.5.3

Router4(config)#ip route 172.18.6.3 255.255.255.255 172.18.5.4

Router4(config)ttend

Router4#

R2 /& Route Reflector

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface FastEthernet0/0

Router2(config-if)#ip address 172.18.5.3 255.255.255.0

Router2(config-if)#exit

Router2(config)ttinterface Loopback0

Router2(config-if)#ip address 172.18.6.2 255.255.255.255

Router2(config-if)#exit

Router2(config)#router bgp 65500

Router2(config-router)#no synchronization

Router2(config-router)#tneighbor 172.18.6.1 remote-as 65500

Router2(config-router)#neighbor 172.18.6.1 route-reflector-client

Router2(config-router)#tneighbor 172.18.6.1 update-source Loopback0

Router2(config-router)#neighbor 172.18.6.3 remote-as 65500

Router2(config-router)#neighbor 172.18.6.3 route-reflector-client

Router2(config-router)#neighbor 172.18.6.3 update-source Loopback0
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Router2(config-router)#neighbor 172.18.6.4 remote-as 65500
Router2(config-router)#neighbor 172.18.6.4 update-source Loopback0
Router2(config-router)#no auto-summary

Router2(config-router)#exit

Router2(config)#ip route 172.18.6.1 255.255.255.255 172.18.5.2
Router2(config)#ip route 172.18.6.3 255.255.255.255 172.18.5.4
Router2(config)#ip route 172.18.6.4 255.255.255.255 172.18.5.10
Router2(config)#end

Router2#

FERE B S S 28 A AR K IBGP A HICA ) . AL A T ARAE U A RIS 2 L AN S
2%, 131 bgp cluster-id 1234 iy 4K & X cluster

9.19. VL& L5

Pl 25 G a7, FOHTECE 6 B e A AN TR R I 1S 0
[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Serial0

Routerl(config-if)#description connection to ISP #1, ASN 65510
Routerl(config-if)#ip address 192.168.1.6 255.255.255.252
Routerl(config-if)#exit

Routerl(config)#finterface Seriall

Routerl(config-if}#description connection to ISP #2, ASN 65520
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Routerl(config-if)#ip address 192.168.2.6 255.255.255.252
Routerl(config-if)#exit

Routerl(config)#interface Ethernet0

Routerl(config-if}#description connection to internal network, ASN 65500
Routerl(config-if)#ip address 172.18.5.2 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#ip as-path access-list 15 permit 1S

Routerl(config)#ip route 0.0.0.0 0.0.0.0 192.168.101.0 1
Routerl(config)#ip route 0.0.0.0 0.0.0.0 192.168.102.0 2
Router1(config)#ip prefix-list CREATE-DEFAULT seq 10 permit 192.168.101.0/24
Routerl(config)#ip prefix-list CREATE-DEFAULT seq 20 permit 192.168.102.0/24
Router1(config)#ip prefix-list BLOCK-DEFAULT seq 10 permit 0.0.0.0/0 ge 1
Routerl(config)#route-map PREPEND permit 10
Routerl(config-route-map)#set as-path prepend 65500 65500
Routerl(config-route-map)#exit

Routerl(config)#route-map LOCALPREF permit 10
Routerl(config-route-map)#set local-preference 75
Routerl(config-route-map)#exit

Routerl(config)t#troute-map DEFAULT-ROUTE permit 10
Routerl(config-route-map)#match ip address prefix-list CREATE-DEFAULT
Routerl(config-route-map)#exit

Routerl(config)#router bgp 65500
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Routerl(config-router)#network 172.18.5.0 mask 255.255.255.0

Routerl(config-router)#neighbor 172.18.5.3 remote-as 65500

Routerl(config-router)#tneighbor 172.18.5.3 password password_numberl

Routerl(config-router)#neighbor 172.18.5.3 default-origniate route-map DEFAULT-ROUTE

Routerl(config-router)#neighbor 192.168.1.5 remote-as 65510

Routerl(config-router)#neighbor 192.168.1.5 password password_number2

Routerl(config-router)#tneighbor 192.168.1.5 filter-list 15 out

Routerl(config-router)#tneighbor 192.168.1.5 prefix-list CREATE-DEFAULT in

Routerl(config-router)#neighbor 192.168.1.5 prefix-list BLOCK-DEFAULT out

Routerl(config-router)#neighbor 192.168.2.5 remote-as 65520

Routerl(config-router)#neighbor 192.168.2.5 password password_number3

Routerl(config-router)#tneighbor 192.168.2.5 filter-list 15 out i
&
Routerl(config-router)#neighbor 192.168.2.5 prefix-list CREATE-DEFAULT in g&
=
Routerl(config-router)#neighbor 192.168.2.5 prefix-list BLOCK-DEFAULT out T
5

Routerl(config-router)#neighbor 192.168.2.5 route-map PREPEND out

Routerl(config-router)#neighbor 192.168.2.5 route-map LOCALPREF in

Routerl(config-router)#no synchronization

Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

R L

F+E Wihgk
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10.1. A ] RO R0 10 R0 SXOE L i 4k
Seinl A PVC HJE R E 1 1 7 AR E b 4k
%

HL L E

Centralttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0
Central(config-if)#tdescription Frame-Relay host circuit
Central(config-if)#no ip address
Central(config-if)#encapsulation frame-relay
Central(config-if)#exit

Central(config)#interface Serial0.1 point-to-point Ti"-'

&
Central(config-subif)#description PVC to first branch - DLCI 101 J[_EE
=
Central(config-subif)#ip address 192.168.1.5 255.255.255.252 §

Central(config-subif)#frame-relay interface-dici 101

Central(config-fr-dici)#exit

Central(config-subif)#exit

Central(config)#tinterface Serial0.2 point-to-point

Central(config-subif)#description PVC to second branch - DLCI 102

Central(config-subif)#ip address 192.168.1.9 255.255.255.252

Central(config-subif)#fframe-relay interface-dici 102

Central(config-fr-dici)#exit
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Central(config-subif)#exit

Central(config)#end

Central#

AGNE

Branchl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Branchl(config)#interface Serial0

Branch1(config-if)#description Frame-Relay circuit

Branch1(config-if)#no ip address

Branch1(config-if)#fencapsulation frame-relay

Branch1(config-if)#exit

Branchl(config)#interface Serial0.1 point-to-point

Branch1(config-subif)#description PVC to Central host - DLCI 50

Branch1(config-subif)#ip address 192.168.1.6 255.255.255.252

Branch1(config-subif)#frame-relay interface-dlci 50

Branch1(config-fr-dlci)#exit

Branch1(config-if)#texit

Branch1(config)#end

Branchl1#

TR RO 4 1 7 2R e T PR ) — A ARG T 20T o T BB R SRR A% I m]
FEN L H5 e L 25 O PR UERY 1ETF #% 5 (RFC1490), 1] LAZEF: 1 N LS encapsulation frame-relay ietf
BHAE T R E frame-relay interface-dlci 101 ietfo 40 o Wi 4% f) i) i 2% Hh 2525 E Shios

Inverse ARP, Tl 7 #42 H e & Wb 20 &R, I LA T — AR A 752 no frame-relay inverse-arp. i&
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B EF R N2 X B interface Serial0.1 point-to-point, & [ T4 O AL B4, 5 W52 R
BRI, ARJEEE S A AT DA

10.2. i LMI ik I

Pl fEmrh gk f g EECE A F LM

[EESS

Branchl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Branchl(config)#interface Serial0
Branch1(config-if)#fencapsulation frame-relay
Branchi(config-if)#frame-relay Imi-type ansi  (cisco, ¢933a)
Branch1(config-if)#exit

Branch1(config)#end

Branch1#

A TEOLT LML Keeplive GAE AR Bl — 1, AT DL 48 bk W] BE
Branchl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Branchl(config)#interface Serial0
Branch1(config-if)#fencapsulation frame-relay
Branchi(config-if)t#tkeepalive 5

Branch1(config-if)#texit

Branch1(config)#end

Branchl#
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X ANSCHE LML R 9 45 6 250 B 38 F 4 57 1 W DL
Branchl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Branchl(config)#interface Serial0
Branch1(config-if)#fencapsulation frame-relay
Branch1(config-if)#frame-relay local-dici 50
Branch1(config-if)#exit

Branch1(config)#end

Branchl#

R T ANSCEE LML R ] no keepalive K] LMI R4

10.3. i H MAP iy & Bl &

$n BT ) PVC HEE R AN

[EES

Central#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0

Central(config)#tdescription Frame Relay to branches
Central(config-if)#ip address 192.168.1.1 255.255.255.0
Central(config-if)#encapsulation frame-relay
Central(config-if)#frame-relay map ip 192.168.1.10 101

Central(config-if)#tframe-relay map ip 192.168.1.11 102
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Central(config-if)#frame-relay map ip 192.168.1.12 103
Central(config-if)#exit

Central(config)#tend

Central#

AR A5 101 HPATH T RO s D BT ORI E, /N MAP ()07 AR 2 iR S R
AR SEBL TV, AR AR A v O sOA] LUAR G AS PYC 11 trap, T P U0 JIG2 o0 B A B % ™ 28
w5 [E] I T 4k S NBMA %, FTLLEE Y frame-relay map ip 192.168.1.10 101 broadcast /7 i\
KAVE R )AL %

10.4. M Z A 7N

$EM BT PVC SEEE AN

[EESS

Central#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0.1 multipoint
Central(config-subif)#tdescription Frame Relay to branches
Central(config-subif)#ip address 192.168.1.1 255.255.255.0
Central(config-subif)#frame-relay interface-dici 101
Central(config-subif)#frame-relay interface-dlci 102
Central(config-subif)#fframe-relay interface-dici 103
Central(config-subif)#tfframe-relay interface-dici 104
Central(config-subif)#exit

Central(config)ttend

Central#t
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FERE KRR 5 A R AN [ e A T BERC BRI AY Inverse ARP, - It AZEIX Al T AN BE

5 [ 5] ARP. 1] LLIlIY show frame-relay map fir 4 K46 1F

10.5. g & it 4k sves

PER) P oh A A H SRR 4K sve

[EESS

SVC FHOE

Centralttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0
Central(config-if)#encapsulation frame-relay
Central(config-if)#frame-relay Imi-type q933a
Central(config-if)#frame-relay svc

Central(config-if)#exit

Central(config)ttinterface Serial0.10 point-to-point
Central(config-subif)#ip address 192.168.1.129 255.255.255.252
Central(config-subif)#fframe-relay interface-dici 200
Central(config-subif)##map-group SVCMAP
Central(config-fr-dici)#class SVCclass

Central(config-fr-dici)#exit

Central(config-subif)# exit

Central(config)#fmap-list SVCMAP source-addr X121 1234 dest-addr X121 4321

Central(config-map-list)#ip 192.168.55.6 class SVCclass ietf
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Central(config-map-list)#exit

Central(config)#map-class frame-relay SVCclass
Central(config-map-class)#frame-relay traffic-rate 56000 128000
Central(config-map-class)#exit

Central(config)#end

Central#

SVC AE 7L B

Central#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0

Central(config-if)#ip address 192.168.55.1 255.255.255.0
Central(config-if)#encapsulation frame-relay
Central(config-if)#frame-relay Imi-type q933a
Central(config-if)#fframe-relay svc

Central(config-if)#map-group SVCMAP
Central(config-if)#frame-relay interface-dici 50
Central(config-fr-dici)#class SVCclass

Central(config-fr-dici)#exit

Central(config-if)#exit

Central(config)#fmap-list SVCMAP source-addr X121 1234 dest-addr X121 4321

Central(config-map-list)#ip 192.168.55.6 class SVCclass ietf

Central(config-map-list)#exit
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Central(config)#ftmap-class frame-relay SVCclass
Central(config-map-class)#frame-relay traffic-rate 56000 128000
Central(config-map-class)#exit

Central(config)#end

Central#

TR NG00 RS N 120 M) SVC vk, TTLAEA] frame-relay idle-timer fir &K AZ K. T
it show frame-relay svc maplist SVEMAP K6 IE. — B &% # i PvC, svC H T4 A, (H2&
BN T SRR B RS, B ph s T LA S 3G 0 sl I

10.6.  FE AL b 4k =
] 6 B i 28 R Al 4k A8
[EIE=S

Cloud#configure terminal

Enter configuration commands, one per line. End with CNTL/Z. S
+
1
Cloud(config)#frame-relay switching =
=
H
5

Cloud(config)#interface Serial0

Cloud(config-if)#description Frame-relay connection to Central - DLCI 50

Cloud(config-if)#tencapsulation frame-relay

Cloud(config-if)#clock rate 125000

Cloud(config-if)#frame-relay Imi-type cisco

Cloud(config-if)#frame-relay intf-type dce

Cloud(config-if)#fframe-relay route 101 interface Seriall 50

Cloud(config-if)#frame-relay route 102 interface Serial2 50
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Cloud(config-if)#exit

Cloud(config)#interface Seriall

Cloud(config-if)#description Frame-relay connection to Branch1 - DLCI 101
Cloud(config-if)#tencapsulation frame-relay

Cloud(config-if)#clock rate 125000

Cloud(config-if)#frame-relay Imi-type cisco

Cloud(config-if)#tframe-relay intf-type dce

Cloud(config-if)#frame-relay route 50 interface Serial0 101
Cloud(config-if)#exit

Cloud(config)#interface Serial2

Cloud(config-if)#description Frame-relay connection to Branch2 - DLCI 102
Cloud(config-if)#tencapsulation frame-relay

Cloud(config-if)#clock rate 125000

Cloud(config-if)#frame-relay Imi-type cisco

Cloud(config-if)#frame-relay intf-type dce

Cloud(config-if)#frame-relay route 50 interface Serial0 102
Cloud(config-if)#exit

Cloud(config)#end

Cloud#

R MEABAUAN S R SVC, [T S AL B # 5 BECN AHOC FRF P I SCRF AN 2R 4« show
frame-relay route 172 KA A AT I BERE A H L E .

10.7.  THREBECE B A Wb 4K I 4
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P ) A I 4R 1) e 4

[EESS

Central#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)#tinterface Serial0O

Central(config-if)#encapsulation frame-relay
Central(config-if)#tframe-relay ip tcp header-compression passive
Central(config-if)j#frame-relay payload-compression frf9 stac (packet-by-packet)
Central(config-if)#exit

Central(config)#tend

Central#

TERE passive Z R SO AW T 48 1 s B A2 R IR o s B U ] FRF.9 JXA i

FJFIbRYE . {8 ] fiv4 show frame-relay ip tcp header-compression 7] LL7 2| [k 45 1) 48 1% éjf
it
10.8.  MAP fir & 1 )i b 4k i 46 §
=

feinl A E MAP i T BOWUH 4k I 4

[EES

Central#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Central(config)ttinterface Serial0

Central(config-if)#tdescription Frame Relay to branches
Central(config-if)#ip address 192.168.1.1 255.255.255.0

Central(config-if)#encapsulation frame-relay
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Central(config-if)#frame-relay map ip 192.168.1.10 101 payload-compression frf9 stac

Central(config-if)#exit

Central(config)#tend

Central#

PR

10.9.  WiiHh 4k K H PP

PEIR) Wi AR BEHS O S PPP B2

[ 25

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Loopbackl

Routerl(config-if)#ip address 10.1.200.5 255.255.255.252

&
+
Routerl(config-if)#exit i
=
Routerl(config)#tinterface Virtual-Template1 §

Routerl(config-if)#ip unnumbered Loopback1

Routerl(config-if)#encapsulation ppp

Routerl(config-if)#exit

Routerl(config)#tinterface Serial0

Routerl(config-if)#no ip address

Routerl(config-if)##encapsulation frame-relay

Routerl(config-if)#exit

Route To The Future 1 6 1



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl(config)#finterface Serial0.1 point-to-point
Routerl(config-subif)#frame-relay interface-dici 104 ppp Virtual-Template1
Routerl(config-fr-dici)#exit

Routerl(config-subif)#exit

Routerl(config)ttend

Routerl#

HR A A

10.10. & F Wi 28R 7S

B AA WP AR

[EIF=3

Central#show interfaces Serial0 o
il

Central#tshow frame-relay pvc iuf

|

Central#show frame-relay Imi Jih
&

HB Ok =
kil
Bt

F+—F BIFIMAE

‘ 11.1. FAST SWITCHING Al CEF
BEIR) 45 s G L e U A MR
[EIFS
Fast Switching Ht4 /2 i H 1)
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#interface FastEthernet0/0
Router(config-if)#ip route-cache
Router(config-if)#exit

Router(config)#end

Router#

D RAE S, TR T A4

Router#configure terminal

Enter configuration commands, one per line.

Router(config)#interface FastEthernet0/0
Router(config-if)#ip route-cache policy
Router(config-if)#exit

Router(config)#tend

Router#

CEF A5 & BAH I, 4R A A

Router#configure terminal

Enter configuration commands, one per line.

Router(config)#ip cef

Router(config)#interface FastEthernet0/0

Router(config-if)#ip route-cache cef

Router(config-if)#exit

Router(config)#tend

Router#
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FERE BR T R policy ZHLLAN, 384 N IS HORRIEZE U (7] — P Bz 1

Router(config)#interface Serial0/0

Router(config-if)#ip route-cache same-interface

Al LM R T iy A 3E TR show cef interface show cef drop il show cef not-cef-switched show ip cef

11.2. % 'E DSCP 3 TOS fr.
P B A bR ic R e F L) DSCP 83 TOS £
] 2

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)taccess-list 101 permit any eq ftp any

Router(config)#access-list 101 permit any any eq ftp

Router(config)#access-list 102 permit any eq ftp-data any

Router(config)#access-list 102 permit any any eq ftp-data

Router(config)#class-map match-all ser00-ftpcontrol

Router(config-cmap)#description branch ftp control traffic

Router(config-cmap)#match input-interface serial0/0

Router(config-cmap)#match access-group 101

Router(config-cmap)#exit

Router(config)#class-map match-all ser00-ftpdata

Router(config-cmap)#description branch ftp data traffic

Router(config-cmap)#match input-interface serial0/0
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Router(config-cmap)#match access-group 102
Router(config-cmap)#exit

Router(config)#policy-map serialftppolicy
Router(config-pmap)#description branch ftp traffic policy
Router(config-pmap)#class ser00-ftpcontrol
Router(config-pmap-c)#set ip precedence immediate
Router(config-pmap-c)#exit
Router(config-pmap)#class ser00-ftpdata
Router(config-pmap-c)#set ip precedence priority
Router(config-pmap-c)#exit
Router(config-pmap)#exit

Router(config)#interface serial0/0
Router(config-if)#ip route-cache policy
Router(config-if)#service-policy input serialftppolicy
Router(config-if)#exit

Router(config)#tend

Router#

R JefEH classmap SR SCRFER R BRI, AR5 policymap SKX TOS A7 #E4T #5id

11.3. A H AL 58 g BA 41 (PRIORITY QUEUING)
S AL A6 B A BT A (10 5 2R AR IR v A 5 45 1 B o g sk 2

[l 2%
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Router#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 101 permit ip any any precedence 5 tos 12
Router(config)#access-list 102 permit ip any any precedence 4
Router(config)#access-list 103 permit ip any any precedence 3
Router(config)#priority-list 1 protocol ip high list 101
Router(config)#priority-list 1 protocol ip medium list 102
Router(config)#priority-list 1 protocol ip normal list 103
Router(config)#priority-list 1 default low
Router(config)#interface Ethernet0
Router(config-if)#priority-group 1

Router(config-if)#exit

Router(config)#end

Router#

AR FRal A AR e A P] R 25 S BUm U SE B s o5 s A (1517 55 . precedence 5 tos 12 “%1F]
T dscp ef. SRETEHL N ASHEAICEC I B AL AN E] normal PLAEHBAF, A g FC R LN T
low LAE A%, Show interface fiy 4 1] LLE ZH44 %N BAFI KN Chigh E5E44°4 20 4>, medium 4
40 4, AKUGHID

Output queue (queue priority: size/max/drops):
high: 0/20/0, medium: 0/40/0, normal 0/60/0, low 0/80/0

A L] Router(config)#priority-list 1 queue-limit 10 15 25 35 fir & KA&E. B LLQ B4
CBWFQ RAFARIR A It e 2 BN A

11.4. AfFH B x XBAF (CUSTOM QUEUING)
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Pl ARIEEA A 1P PLSE R IIANFEISR A 5 LA 27y 58
%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 103 permit ip any any precedence 5
Router(config)t#access-list 104 permit ip any any precedence 4
Router(config)#access-list 105 permit ip any any precedence 3
Router(config)#access-list 106 permit ip any any precedence 2
Router(config)#access-list 107 permit ip any any precedence 1
Router(config)#queue-list 1 protocol ip 3 list 103
Router(config)t#tqueue-list 1 protocol ip 4 list 104
Router(config)#queue-list 1 protocol ip 5 list 105
Router(config)#tqueue-list 1 queue 5 byte-count 3000 limit 55
Router(config)#queue-list 1 protocol ip 6 list 106
Router(config)#queue-list 1 protocol ip 7 list 107
Router(config)#queue-list 1 default 8

Router(config)#interface HSS10/0
Router(config-if)#custom-queue-list 1

Router(config-if)#exit

Router(config)#end

Router#

ke IS RCE HE IR B 16 AN BAAIAT 1 A4S R GERAS o
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Queuing strategy: custom-list 1
Output queues: (queue #: size/max/drops)
0: 0/20/0 1: 0/20/0 2: 0/20/0 3: 0/20/0 4: 0/20/0
5:0/55/3 6:5/20/0 7: 0/20/0 8: 0/20/0 9: 0/20/0
10: 0/20/0 11: 0/20/0 12: 0/20/0 13: 0/20/0 14: 0/20/0
15: 0/20/0 16: 0/20/0

SRR OLE B E SCBANFIANS X TG 73 R B GdE T AU &, P AR — AN BAA . B 1
B RSS20 1500 7775, REANBAS W] I 20/ AF 20 N EdE 6, T LLIE IS queue-list 1 queue 5
byte-count 3000 limit 55 fiy% K&

X F RIS 7 3 B R R ASR B T AT A ZE T B A i, P DO T M I B &
FILAN 2 R, (FR B RS P . seM oy U2 U 1T %, #EFEEH] CBWFQ

11.5.  H & X BAFE AL 58 2B\ 41

Pl m e RS B, ARG P 3L =t v
EFs

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 101 permit ip any any precedence 7
Router(config)#access-list 102 permit ip any any precedence 6
Router(config)#access-list 103 permit ip any any precedence 5
Router(config)taccess-list 104 permit ip any any precedence 4
Router(config)#access-list 105 permit ip any any precedence 3
Router(config)taccess-list 106 permit ip any any precedence 2

Router(config)#access-list 107 permit ip any any precedence 1
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Router(config)t#tqueue-list 1 protocol ip 1 list 101
Router(config)#queue-list 1 protocol ip 2 list 102
Router(config)#queue-list 1 protocol ip 3 list 103
Router(config)#queue-list 1 protocol ip 4 list 104
Router(config)#queue-list 1 protocol ip 5 list 105
Router(config)t#tqueue-list 1 protocol ip 6 list 106
Router(config)#queue-list 1 protocol ip 7 list 107
Router(config)#queue-list 1 lowest-custom 4
Router(config)#interface HSSI0/0
Router(config-if)#custom-queue-list 1
Router(config-if)#exit

Router(config)#tend

Router#

TR MHLEE 11.4 £ 7 — queue-list 1 lowest-custom 4 , iX#f 1234 & X At se 44 BA 2

11.6. I AL A BA %] (WEIGHTED FAIR QUEUING)
P21 K4 TOS/DSCP {7 K K A

S

AT T WFQ 2 A BIE/ N T 2M R 14 1A A
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface Serial0/0
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Router(config-if)#fair-queue 64 512 10
Router(config-if)#exit
Router(config)#end

Router#

TERE WFQ {EBUAT TOS/DSCP ARCIIIELL TR T LA TAR . dr & eSS En b =4, A EFT
A, A SRR 64 M, LURMEER W S Es7, B oA Ash&IIEH, 2 16
e, SR AT AR 2 (AR RO SO0 N, 58 =0 RSVP T EASY, 8 0.

11.7. A H I T2 AL A B %1 (USING CLASS-BASED WEIGHTED FAIR
QUEUING)

Pl fEdm b Ne BB T SRR A - A S

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#class-map highprec
Router(config-cmap)#description Highest priority Prec=5
Router(config-cmap)#match ip precedence 5
Router(config-cmap)#exit

Router(config)#class-map medhiprec
Router(config-cmap)#description Medium-high priority Prec=4
Router(config-cmap)#match ip precedence 4
Router(config-cmap)#exit

Router(config)#class-map medloprec

Router(config-cmap)#description Medium-low priority Prec=2,3
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Router(config-cmap)#match ip precedence 2 3

Router(config-cmap)#exit

Router(config)#policy-map cbwfqpolicy

Router(config-pmap)#class highprec

Router(config-pmap-c)#bandwidth percent 25

Router(config-pmap-c)#exit

Router(config-pmap)#class medhiprec

Router(config-pmap-c)#tbandwidth percent 25

Router(config-pmap-c)#exit

Router(config-pmap)#class medloprec

Router(config-pmap-c)#tbandwidth percent 25

Router(config-pmap-c)#exit

Router(config-pmap)#class class-default

Router(config-pmap-c)#fair-queue 512

Router(config-pmap-c)#queue-limit 96

Router(config-pmap-c)#exit

Router(config-pmap)#exit

Router(config)#interface serial0/1

Router(config-if)#service-policy output cbwfgpolicy

Router(config-if)#exit

Router(config)#end

Router#
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HER L

11.8. ¥ ] NBAR

P& {3 NBAR (Network Based Application Recognition) £ JZ % #4 3E4T - ) A0 2325

[ 25

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip cef

Routerl(config)#class-map INTERACTIVE

Routerl(config-cmap)#match protocol citrix

Routerl(config-cmap)#match protocol telnet

Routerl(config-cmap)#exit

Routerl(config)#policy-map QoSPolicy

Routerl(config-pmap)#class INTERACTIVE

Routerl(config-pmap-c)#bandwidth percent 50

Routerl(config-pmap-c)#set dscp ef

Routerl(config-pmap-c)#exit

Routerl(config-pmap)#class class-default

Routerl(config-pmap-c)#bandwidth percent 20

Routerl(config-pmap-c)#random-detect dscp-based

Routerl(config-pmap-c)#exit

Routerl(config-pmap)#exit
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Routerl(config)#interface FastEthernet0/0

Routerl(config-fi)#service-policy inbound QoSPolicy

Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

FRISHEAEM R4 PDLM (Packet Description Language Module) 7% NBAR 2r2%

Routerl#show flash

System flash directory:
File Length  Name/status
1 23169076 c2600-ipvoice-mz.124-10.bin
2 3100 bittorrent.pdim
[23172304 bytes used, 9857836 available, 33030140 total]

32768K bytes of processor board System flash (Read/Write)

Ffne Vg =18

Router1#Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip nbar pdim flash://bittorrent.pdIm

Routerl(config)ttclass-map BITTORRENT

Routerl(config-cmap)#match protocol bittorrent

Routerl(config-cmap)#exit

Routerl(config)#end
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Routerl#

AT DU NBAR K [ 8l06) W9 2 s34 T 4 K48 1
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip nbar protocol-discovery
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

TERE NBAR 23BN cPU 1% . Routerl#tshow ip nbar protocol-discovery top-n 5 1] UL 7~ ) NBAR
PR 5 A s s v

11.9. {fi J/] WRED 3k 2 | #1] 2

P K WRED K454 %€

[E¥

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#class-map Prec5
Router(config-cmap)#description Critical
Router(config-cmap)#match ip precedence 5
Router(config-cmap)#exit

Router(config)#policy-map cb_wred

Router(config-pmap)#class Prec5
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Router(config-pmap-c)#frandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#class class-default

Router(config-pmap-c)#fair-queue 512

Router(config-pmap-c)#queue-limit 96

Router(config-pmap-c)t#frandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#exit

Router(config)#interface HSSI0/1

Router(config-if)#service-policy output ch_wred

Router(config-if)#exit

Router(config)#tend

Router#

R L

11.10. fifi /i RSVP
/) AEM g B RSVP
] 2

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#access-list 15 permit ip 192.168.1.0 0.0.0.255

Router(config)#interface FastEthernet0/0
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Router(config-if)#ip rsvp bandwidth 128 56
Router(config-if)#ip rsvp neighbor 15
Router(config-if)#exit

Router(config)#end

Router#

FERE TiCE RSVP WY, #21ERECE WFQ, CBWFQ, ¥ WRED

11.11.  F3) RSVP Tl

SRl BCE T30 RSVP Tl

[EIE=3

Sender EHL (192.168.100.202) ¥%#% R1
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip address 192.168.100.21 255.255.255.0
Routerl(config-if)#ip rsvp bandwidth 128 56
Routerl(config-if)#exit

Routerl(config)#interface Serial0/0

Routerl(config-if)#no ip address
Routerl(config-if)#encapsulation frame-relay
Routerl(config-if)#fair-queue 64 256 37

Routerl(config-if)#ip rsvp bandwidth
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Routerl(config-if)#exit

Routerl(config)#interface Serial0/0.1 point-to-point
Routerl(config-subif)#ip address 192.168.55.9 255.255.255.252
Routerl(config-subif)#frame-relay interface-dici 904
Routerl(config-fr-dici)#ip rsvp bandwidth 128 56
Routerl(config-subif)#exit

Routerl(config)#ip rsvp sender 192.168.9.100 192.168.100.202 UDP 1300 1300 192.168.100.202
FastEthernet0/0 55 1

Routerl(config)ttend

Routerl#

Receiver L (192.168.9.100) % R4
Routerd# configure terminal
Router4(config)#interface Ethernet0/0
Router4d(config-if)#ip address 192.168.9.3 255.255.255.0
Router4(config-if)#ip rsvp bandwidth 128 56
Router4(config-if)#exit
Router4(config)#interface Serial0/0
Router4(config-if)#no ip address
Router4(config-if)#encapsulation frame-relay
Router4(config-if)#fair-queue 64 256 37
Router4(config-if)#ip rsvp bandwidth

Router4(config-if)#exit
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Router4(config)#interface Serial0/0.1 point-to-point

Router4(config-subif)#ip address 192.168.56.5 255.255.255.252

Router4d(config-subif)#frame-relay interface-dici 107

Router4(config-fr-dici)#ip rsvp bandwidth 128 56

Router4(config-subif)#exit

Router4(config)#ip rsvp reservation 192.168.9.100 192.168.100.202 UDP 1300 1300 192.168.9.100
Ethernet0/0 FF RATE 55 1

Router4(config)ttend

Router4#

HERE L

11.12. 4 RSVP 78 ( AGGREGATING RSVP RESERVATIONS)
Pl A2 RSVP X AEAZ O N 48 AN 5 BN S A T 18
[EE=S

Router2#configure terminal

Ffne Vg =18

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface FastEthernet0/0

Router2(config-if)#ip address 192.168.101.1 255.255.255.0

Router2(config-if)#ip rsvp bandwidth 128 56

Router2(config-if)#ip rsvp data-packet classification none

Router2(config-if)#ip rsvp resource-provider none

Router2(config-if)#exit

Router2(config)#interface Serial0/0.1 point-to-point
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Router2(config-subif)#ip address 192.168.55.10 255.255.255.252
Router2(config-subif)#frame-relay interface-dici 409
Router2(config-fr-dlici)#ip rsvp bandwidth 128 56
Router2(config-subif)#ip rsvp data-packet classification none
Router2(config-subif)#ip rsvp resource-provider none
Router2(config-subif)#exit

Router2(config)ttend

Router2#

R RSVP T JEVEANSR, KT %0 M40 2 AL 45 ) DSCP i 77X, 12.2(2)T #910S 5IN T HiH
IREFAR PRI R, R0 28 HC & RSVP K S FF RSVP Requests, {H 2 BA A I AN 7 48 ] RSVP
s &

11.13. ME U #IE (GENERIC TRAFFIC SHAPING)
S ie] ] R T R BRI

[ 2%

B R

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0

Router(config-if)#traffic-shape rate 500000

Router(config-if)#exit

Router(config)#tend

Router#
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A B R FE AL

Routerticonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 101 permit tcp any eq www any
Router(config)#access-list 101 permit tcp any any eq www
Router(config)#access-list 102 permit tcp any eq ftp any
Router(config)#access-list 102 permit tcp any any eq ftp
Router(config)#interface FastEthernet0/0
Router(config-if)#traffic-shape group 101 100000
Router(config-if)#traffic-shape group 102 200000
Router(config-if)#exit

Router(config)#tend

Router#

VERE TR A fa] PR 2 1 92 HUE 5 T AN SCRE CBWFQUIRMREJEE S 1)y 3 41

11.14. P B ot 4k i REE

Feln) FEEHI&A PVC B

P

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface HSSI0/0

Router(config-if)#encapsulation frame-relay
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Router(config-if)#exit

Router(config)#interface HSSI0/0.1 point-to-point
Router(config-subif)#traffic-shape adaptive 10000
Router(config-subif)#frame-relay interface-dlci 31
Router(config-subif)#exit

Router(config)#end

Router#

TR traffic-shape adaptive iy 2 M BECN KA 4E PVC 1) A1k 3 %

11.15. [ E AR U N TR R
Pin) A E AR BN (Committed Access Rate) K7 il I [ &

IR

o] B (R HiC P 34033 %k 500,000 bps, fo PSSk A 4500 bytes, 28 & #83d 9000 bytes, 1% #5423 F Fr it

IEAE/EEaR

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface HSS10/0

Router(config-if)#rate-limit output 500000 4500 9000 conform-action transmit exceed-action drop
Router(config-if)#exit

Router(config)#end

Router#

] ACL R 7E AR AR 32, AR BRI 7 SCAN[] ) PR ok 32

Router#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 101 permit tcp any eq www any
Router(config)#access-list 101 permit tcp any any eq www
Router(config)#access-list 102 permit tcp any eq ftp any
Router(config)#access-list 102 permit tcp any any eq ftp
Router(config)#access-list 102 permit tcp any eq ftp-data any
Router(config)#access-list 102 permit tcp any any eq ftp-data
Router(config)#access-list 103 permit ip any any
Router(config)#interface HSSI0/0

Router(config-if)#rate-limit output access-group 101 50000 4500 9000 conform-action transmit

exceed-action drop

Router(config-if)#rate-limit output access-group 102 50000 4500 9000 conform-action transmit

exceed-action drop

Router(config-if)#rate-limit output access-group 103 400000 4500 9000 conform-action transmit

exceed-action drop

Router(config-if)#exit

Router(config)#tend

Router#

R4t DSCP kedz i, i 2 i) DSCP B fi k-2
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface HSSI0/0
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Router(config-if)#rate-limit output dscp 14 50000 4500 9000 conform-action transmit exceed-action
drop

Router(config-if)#rate-limit output dscp 22 50000 4500 9000 conform-action transmit exceed-action
drop

Router(config-if)#rate-limit output dscp 30 50000 4500 9000 conform-action transmit exceed-action

drop

Router(config-if)#exit

Router(config)#end

Router#

A8 F BT rate-limiting access-list iy 4% 2\:

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list rate-limit 55 5
Router(config)#interface HSSI0/0

Router(config-if)#rate-limit output access-group rate-limit 55 50000 4500 9000 conform-action transmit

exceed-action drop
Router(config-if)#exit
Router(config)#tend
Router#

R R IR SR BRI, IR A AP SR B, T CAR JEARHE Ay &
exceed-action JIT & AT AR THEAE

11.16. #E A FHrUER PHB (PER-HOP BEHAVIOR)

FEn) ST RVE AR Y5 DSCP 4 11 PHB
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EES
Router#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#class-map EF

Router(config-cmap)#description Real-time application traffic
Router(config-cmap)#match ip precedence 5
Router(config-cmap)#exit

Router(config)#class-map AF1x
Router(config-cmap)#description Priority Class 1
Router(config-cmap)#match ip precedence 1
Router(config-cmap)#exit

Router(config)#class-map AF2x
Router(config-cmap)#description Priority Class 2
Router(config-cmap)#match ip precedence 2
Router(config-cmap)#exit

Router(config)#class-map AF3x
Router(config-cmap)#description Priority Class 3
Router(config-cmap)#match ip precedence 3
Router(config-cmap)#exit

Router(config)#class-map AF4x
Router(config-cmap)#description Priority Class 4

Router(config-cmap)#match ip precedence 4
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Router(config-cmap)#exit

Router(config)#policy-map cbwfq_pq

Router(config-pmap)#class EF

Router(config-pmap-c)#priority 58 800

Router(config-pmap-c)#exit

Router(config-pmap)#class AF1x

Router(config-pmap-c)#bandwidth percent 15

Router(config-pmap-c)#frandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#class AF2x

Router(config-pmap-c)#tbandwidth percent 15

Router(config-pmap-c)trandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#class AF3x

Router(config-pmap-c)#tbandwidth percent 15

Router(config-pmap-c)#trandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#class AF4x

Router(config-pmap-c)#bandwidth percent 15

Router(config-pmap-c)#frandom-detect dscp-based

Router(config-pmap-c)#exit

Router(config-pmap)#class class-default
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Router(config-pmap-c)#fair-queue 512

Router(config-pmap-c)#queue-limit 96

Router(config-pmap-c)#exit

Router(config-pmap)#exit

Router(config)#interface HSSI0/1

Router(config-if)#service-policy output chwfqpolicy

Router(config-if)#exit

Router(config)#tend

Router#

TR

11.17. AUTOQOS

fein) WOE A B SRR Voip 5 — B ALK QoS SR L
[ 2%

—HEE T VoIP i

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip cef

Routerl(config)#interface Serial0/0

Routerl(config-if)#no ip address

Routerl(config-if)#encapsulation frame-relay

Routerl(config-if)#exit
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Routerl(config)#interface Serial0/0.1 point-to-point

Routerl(config-subif)#ip address 192.168.55.9 255.255.255.252

Routerl(config-subif)#frame-relay interface-dici 904

Routerl(config-fr-dici)#auto qos voip

%Creating new map-class.

Routerl(config-fr-dici)#exit

Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

*Mar 101:32:55.031: %RMON-5-FALLINGTRAP: Falling trap is generated because the
value of cbQosCMDropBitRate.1169.1171 has fallen below the falling-threshold va

lue 0

Routerl#

BEX— ity 1P i, 25— R iR sk

Ffne Vg =18

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip cef

Routerl(config)#interface Serial0/0

Routerl(config-if)#no ip address

Routerl(config-if)#encapsulation frame-relay

Routerl(config-if)#exit

Routerl(config)#interface Serial0/0.1 point-to-point
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Routerl(config-subif)#ip address 192.168.55.9 255.255.255.252
Routerl(config-subif)#frame-relay interface-dici 904
Routerl(config-fr-dici)#auto discovery qos
Routerl(config-fr-dici)#exit

Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

9 A e A R

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/0.1 point-to-point
Routerl(config-subif)#frame-relay interface-dici 904
Routerl(config-fr-dici)#fauto qos

%Creating new map-class.

Routerl(config-fr-dici)#no auto discovery qos
Routerl(config-fr-dici)#exit

Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

AR AutoQoS AR4F, AFJEA N JULANBRE]: L ARER SO SRR, ANREAT frame map B virtual
templates &2l H, ANAEH T SVC, Wit Rl C &, 254 1E 4 BT AT (R IR 45 S sl

access-groups B FH T oAl (K3 11, %25 B CEF. %1% VolIP (1) AutoQoS 51 H 12.2(15)T, @it —4%
kA SBCE, W LLH show auto qos KA F . FHxl A 1P B 51 3 12.3(7)T, A ahE S Ediin 4>
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KRN, EHEH auto qos 2R 5 i no 35 J5UK (1) discovery. 73 B2 /R W 5 K ARA H auto
gos T, HARTI LA no auot qos fH /&I AR 2 L B AL Wk B ERR I, 0 ZRAEZ AT show auto
qgos % . AutoQoS AJ& )T figfy, BLE

11.18. A IS

Pl A R AP

[ 25

Router#tshow queue FastEthernet0/0
Router#tshow queuing

FERE PCEIEZAS B F € SCABII show queue fir&-¥5 AT AH N (1%

F+FE RIERN VPN

‘12.1. A1) @ TUNNEL

1
Sn) AL BRI IR 77 AR M 2% b A 1P Kl ?’E
1% i
Routerl#configure terminal @f\
5
2

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Tunnell

Routerl(config-if)#ip address 192.168.35.6 255.255.255.252
Routerl(config-if)#tunnel source 172.25.1.5
Routerl(config-if)#tunnel destination 172.25.1.7
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#
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Router5#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router5(config)#interface Tunnel3

Router5(config-if)#ip address 192.168.35.5 255.255.255.252
Router5(config-if)#tunnel source 172.25.1.7
Router5(config-if)#tunnel destination 172.25.1.5
Router5(config-if)#exit

Router5(config)#end

Router5#

R Tunnel AL E H 51 LL# F tunnel source Ethernet0 (1177 XRARAR 20 . 7= 28 HSK I M2 40 k%
EHE B 2 UP, RIMEXTGGHL, 12.2(8)T J55IAN T keeplive ZX 3 n] LUK B (1R A&7 M8
2, keepalive 32 %K% 3 70—~ Keeplive, 1 FE PR IRBMCE oA A i 1244 G SO0 s G ) e 4
PEEE By IEELF RS, TTLAECE tunnel checksum, tunnel sequence-datagrams, {H 753571 212 GRE
ARTCP, BHRWEF T AR . FUETIL FEEIE B GRE, WA LUE tunnel mode ipip 74
KA T GRE 23 EL 1P Kt G I LAAS ol E S ™ A2 T MTU R[], 6T~ TCP 4z n] LA
1% H ip tcp path-mtu-discovery, 1B} FIE TCP #) GRE, 75 Z{#H tunnel path-mtu-discovery. 7F
12.2(13)T LAJG 5]\ T tunnel path-mtu-discovery min-mtu 500 >K5& X f5/ME) MTU MR 264

12.2. A PR CEEE 2 P

SR REBEIN 7R 1P IS TP AL B KR, Hod 1PX
EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipx routing AAAA.BBBB.0001

Routerl(config)#tinterface Tunnell

Route To The Future

NdA [¢Er

190


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl(config-if)#ipx network AAA
Routerl(config-if)#tunnel source 172.25.1.5
Routerl(config-if)#tunnel destination 172.25.1.7
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

Router5#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ipx routing AAAA.BBBB.0002
Router5(config)#interface Tunnel3
Router5(config-if)#ipx network AAA
Router5(config-if)#tunnel source 172.25.1.7
Router5(config-if)#tunnel destination 172.25.1.5
Router5(config-if)#exit

Router5(config)#end

Router5#

VERE VR RRE A L I A GRE B STRF IPX IR o R I ) AFEREIE £ 1 F BC B 22 S AN R K 1
WO S5 AE S TE B2 22 A B

Routerl(config)#interface Tunnel1
Routerl(config-if)#ip address 192.168.35.6 255.255.255.252
Routerl(config-if)#ipx network AAA

Routerl(config-if)#tunnel source 172.25.1.5
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Routerl(config-if)#tunnel destination 172.25.1.7

Routerl(config-if)#exit

Routerl(config)#end

Routerl#

12.3.  B¥ I 345 B B P I

Befn) AEREE AR % MY

[F]%%

B2 MY E] tunnel destination [ AN &l IS tunnel B2 L1 R, 56— i S B A K 1R
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)t#tinterface Tunnell

Routerl(config-if)#ip address 192.168.35.6 255.255.255.252 éjf
|l
Routerl(config-if)#tunnel source 172.25.1.5 E
=
e
Router1(config-if)#tunnel destination 172.22.1.2 =
<
0
2

Routerl(config-if)#exit

Routerl(config)#ip route 172.22.1.2 255.255.255.255 172.25.1.1

Routerl(config)#router eigrp 55

Routerl(config-router)#network 192.168.35.0

Routerl(config-router)#exit

Routerl(config)#end

Routerl#
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S5 MR tunnel 352 R 53 AMTES (PG, AT R b M £ EL I PR i B S
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#tinterface Tunnell

Routerl(config-if)#ip address 192.168.35.6 255.255.255.252
Routerl(config-if)#tunnel source 172.25.1.5
Routerl(config-if)#tunnel destination 172.22.1.2
Routerl(config-if)#exit

Routerl(config)#trouter eigrp 55
Routerl(config-router)#network 172.22.0.0
Routerl(config-router)#network 172.25.0.0
Routerl(config-router)#tend

Routerl(config)#router rip

Routerl(config-router)#network 192.168.35.0
Routerl(config-router)#exit

Routerl(config)ttend

Routerl#

E I RN gEEpUR:S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tinterface Tunnell

Routerl(config-if)#ip address 192.168.35.6 255.255.255.252
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Routerl(config-if)#tunnel source 172.25.1.5

Routerl(config-if)#tunnel destination 172.22.1.2

Routerl(config-if)#exit

Routerll(config)#ip prefix-list TUNNELROUTES seq 10 permit 192.168.0.0/16 ge 17
Routerl(config)#trouter eigrp 55

Routerl(config-router)#network 172.22.0.0
Routerl(config-router)#tnetwork 172.25.0.0
Routerl(config-router)t#tnetwork 192.168.35.0
Routerl(config-router)#distribute-list prefix TUNNELROUTES out Tunnell
Routerl(config-router)#texit

Routerl(config)#end

Routerl#

VERE AP RPAR fa] BAECR TCRVERY REPEANGE , HERE 2R =l

12.4. AFBERS
Pl A BRIERAS

[EIE=3

Routerl#show interface Tunnel5
Routerl#ping 192.168.66.6
Routerl#ping 172.22.1.4

TR T

12.5. {E GRE B& & A G 2 — > 5% 10 2% b 4% 2 2% B #5110 VPN
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Pl JE I P R I U V2 B LI R R R e 2R IR N VPN
%
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tcrypto isakmp policy 10
Routerl(config-isakmp)#encr aes 256
Routerl(config-isakmp)#authentication pre-share
Routerl(config-isakmp)#group 2
Routerl(config-isakmp)#exit
Routerl(config)#crypto isakmp key TUNNELKEYO1 address 172.16.2.1 no-xauth
Routerl(config)#crypto ipsec transform-set TUNNEL-TRANSFORM ah-sha-hmac esp-aes 256
Routerl(cfg-crypto-trans)#mode transport
Routerl(cfg-crypto-trans)#exit
Routerl(config)t#tcrypto map TUNNELMAP 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.
Routerl(config-crypto-map)#set peer 172.16.2.1
Routerl(config-crypto-map)#set transform-set TUNNEL-TRANSFORM
Routerl(config-crypto-map)#match address 102
Routerl(config-crypto-map)#exit
Routerl(config)#access-list 102 permit gre host 172.16.1.1 host 172.16.2.1
Routerl(config)#interface Tunnell
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Routerl(config-if)#ip address 192.168.1.1 255.255.255.252
Routerl(config-if)#tunnel source 172.16.1.1

Routerl(config-if)#tunnel destination 172.16.2.1

Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 172.16.1.1 255.255.255.0
Routerl(config-if)#ip access-group 101 in

Routerl(config-if)#crypto map TUNNELMAP

Routerl(config-if)}#exit

Routerl(config)#access-list 101 permit gre host 172.16.2.1 host 172.16.1.1
Routerl(config)#access-list 101 permit esp host 172.16.2.1 host 172.16.1.1
Routerl(config)ttaccess-list 101 permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp
Routerl(config)#access-list 101 permit ahp host 172.16.2.1 host 172.16.1.1
Routerl(config)t#taccess-list 101 deny ip any any log
Routerl(config)#finterface Loopback0

Routerl(config-if)#ip address 192.168.16.1 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2

Routerl(config)#ip route 192.168.15.0 255.255.255.0 192.168.1.2
Routerl(config)#end

Routerl#

Router2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)ttcrypto isakmp policy 10

Router2(config-isakmp)#encr aes 256

Router2(config-isakmp)#authentication pre-share

Router2(config-isakmp)#tgroup 2

Router2(config-isakmp)#exit

Router2(config)#tcrypto isakmp key TUNNELKEYO1 address 172.16.1.1

Router2(config)#crypto ipsec transform-set TUNNEL-TRANSFORM ah-sha-hmac esp-aes 256

Router2(cfg-crypto-trans)#mode transport

Router2(cfg-crypto-trans)#exit

Router2(config)#crypto map TUNNELMAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

Router2(config-crypto-map)#set peer 172.16.1.1

Router2(config-crypto-map)#set transform-set TUNNEL-TRANSFORM

Router2(config-crypto-map)#match address 102

Router2(config-crypto-map)#exit

Router2(config)#access-list 102 permit gre host 172.16.2.1 host 172.16.1.1

Router2(config)ttinterface Tunnell

Router2(config-if)#ip address 192.168.1.2 255.255.255.252

Router2(config-if)#tunnel source 172.16.2.1

Router2(config-if)#tunnel destination 172.16.1.1
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Router2(config-if)#exit

Router2(config)#interface FastEthernet0/0

Router2(config-if)#ip address 172.16.2.1 255.255.255.0
Router2(config-if)#ip access-group 101 in

Router2(config-if)#crypto map TUNNELMAP

Router2(config-if)#exit

Router2(config)#taccess-list 101 permit gre host 172.16.1.1 host 172.16.2.1
Router2(config)#access-list 101 permit esp host 172.16.1.1 host 172.16.2.1
Router2(config)#access-list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp
Router2(config)#access-list 101 permit ahp host 172.16.1.1 host 172.16.2.1
Router2(config)#access-list 101 deny ip any any log
Router2(config)ttinterface Loopback0

Router2(config-if)#ip address 192.168.15.1 255.255.255.0
Router2(config-if)#exit

Router2(config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2

Router2(config)#ip route 192.168.16.0 255.255.255.0 192.168.1.1
Router2(config)ttend

Router2#

TR B0 E el ISAKMP AR J 53 1) 85 U AS e Semss, X7 s SA 8N, Je MBS 21K
HISEME 145, 13 show crypto isakmp policy KA & 2 HT Mg . AR5 & XHTUG )25 - crypto isakmp
key, X FLA] AL T 1P ikt v DL T 044, RS T N4 05 2L crypto isakmp identity
hostname, Fi show crypto isakmp key KZiiF. show crypto isakmp sa F K75 7115 1 ISAKMP SA IRk
&, M5 IPSec SA T show crypto ipsecsa KT E . 25 & & X IPSec [t transform set, J&5E

SAfT AR BT AR 6, JF HEGE X Ipsec EWIRA, Sk HREERE, X T GRE fEHIIEW]
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R, GRERFIE ELALSEIK) 1PSec B If-7F 5 fai AN BE R 05,  Ebtnn) DB sh A M il EE . et
crypto map A G . e EIE RN crypto map T TR GRE 3 A0 0482 L i A& tunnel 4%

. show crypto engine connections active 7 24 ij i 150

12.6.  FEPIA Ml 28 A0 LAN 42 112 JR) ) 2 i % VPN
Pl A L s R i 77 SN EN N AF VPN JE I FLIBE R IR IS LAN 2 H
[EE
R1
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tcrypto isakmp policy 10
Routerl(config-isakmp)#encr aes 256
Routerl(config-isakmp)#authentication pre-share
Routerl(config-isakmp)#group 2
Routerl(config-isakmp)#exit
Routerl(config)#crypto isakmp key TUNNELKEYO01 address 172.16.2.1 no-xauth
Routerl(config)#crypto ipsec transform-set LAN2LAN-TRANSFORM ah-sha-hmac esp-aes 256
Routerl(cfg-crypto-trans)#exit
Routerl(config)#access-list 102 permit gre host 172.16.1.1 host 172.16.2.1
Routerl(config)#tcrypto map LAN2LANMAP 10 ipsec-isakmp
% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

Routerl(config-crypto-map)#set peer 172.16.2.1
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Routerl(config-crypto-map)#set transform-set LAN2LAN-TRANSFORM
Routerl(config-crypto-map)#match address 103
Routerl(config-crypto-map)#exit

Routerl(config)#access-list 103 permit ip 192.168.16.0 0.0.0.255 192.168.15.0 0.0.0.255
Routerl(config)#interface FastEthernet0/1

Routerl(config-if)#ip address 192.168.16.1 255.255.255.0
Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 172.16.1.1 255.255.255.0
Routerl(config-if)#ip access-group 101 in

Routerl(config-if)#icrypto map LAN2LANMAP

Routerl(config-if)#exit

Routerl(config)#ip route 0.0.0.0 0.0.0.0 172.16.1.2
Routerl(config)t#taccess-list 101 permit esp host 172.16.2.1 host 172.16.1.1
Routerl(config)#access-list 101 permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp
Routerl(config)t#taccess-list 101 permit ahp host 172.16.2.1 host 172.16.1.1
Routerl(config)#taccess-list 101 deny ip any any log

Routerl(config)#end

Routerl#

R2

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router2(config)#crypto isakmp policy 10

Router2(config-isakmp)#encr aes 256

Router2(config-isakmp)#authentication pre-share

Router2(config-isakmp)#group 2

Router2(config-isakmp)#exit

Router2(config)#crypto isakmp key TUNNELKEYO01 address 172.16.1.1

Router2(config)#tcrypto ipsec transform-set LAN2LAN-TRANSFORM ah-sha-hmac esp-aes 256

Router2(cfg-crypto-trans)#exit

Router2(config)#crypto map LAN2LANMAP 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

Router2(config-crypto-map)#set peer 172.16.1.1

Router2(config-crypto-map)#set transform-set LAN2LAN-TRANSFORM

Router2(config-crypto-map)#match address 103

Router2(config-crypto-map)#exit

Router2(config)#access-list 103 permit ip 192.168.15.0 0.0.0.255 192.168.16.0 0.0.0.255

Router2(config)#interface FastEthernet0/1

Router2(config-if)#description Internal LAN

Router2(config-if)#ip address 192.168.15.1 255.255.255.0

Router2(config-if)#exit

Router2(config)#interface FastEthernet0/0
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Router2(config-if)#description Connection to Internet

Router2(config-if)#ip address 172.16.2.1 255.255.255.0
Router2(config-if)#crypto map LAN2LANMAP

Router2(config-if)#exit

Router2(config)#ip route 0.0.0.0 0.0.0.0 172.16.2.2
Router2(config)#access-list 101 permit esp host 172.16.1.1 host 172.16.2.1
Router2(config)ttaccess-list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp
Router2(config)#access-list 101 permit ahp host 172.16.1.1 host 172.16.2.1
Router2(config)t#taccess-list 101 deny ip any any log

Router2(config)#end

Router2#

VERE X HLERTT DORIAE T 12.5 gL T R N VPN TTHIACE T mode transport 111X HL AR
M7 IPSec FEIE ST HOREE L. 75 ACL BL AT SAVFAYE GRE 4L, XHUZ AL LAN #£1
Z IR, LK A TIORE, ArE P IO o R AT i A 2

12.7. ‘EHRSA #

Fel) AR LS RSA 28 T 0 a5 5 DR

EFs

JefE R1_EAERH CUHY pubkey

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#tcrypto key generate rsa

The name for the keys will be: Routerl.oreilly.com
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Choose the size of the key modulus in the range of 360 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 1024

Generating RSA keys ...

[OK]

Routerl(config)ttend

Routerl#tshow crypto key mypubkey rsa

% Key pair was generated at: 01:19:45 EST Mar 1 2003

Key name: Routerl.oreilly.com

Usage: General Purpose Key

Key Data:

30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 O0E68338

D561B2D1 7B8B75D6 7B34F6AF 1710B00B 5B6ESESD D7183BE6 FO8A6342 054EADFC

B764DF9C 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988 312B11E9

FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DA7E3852 408E9742

2584DF56 67293F3F F76B6A96 CAD518FB 1A0114BF E2449838 BE5794E2 37020301 0001

% Key pair was generated at: 01:19:52 EST Mar 1 2003

Key name: Routerl.oreilly.com.server

Usage: Encryption Key
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Key Data:
307C300D 06092A86 4886F70D 01010105 00036B00 30680261 00BD928A BD5637E6
2265621C 3AC57138 911CA27D 11F40AA1 E657EA26 6EBF654C 952A3319 D421A33C
E2ECA87E CD7E050C 8A8FE64D B73954EA BF2ED639 BC6A8F74 5B9550EA 4119E796
A97430E2 4B1BF7D3 ED1469FF AEA83690 AOFEA871 BBFBESAD 19020301 0001
Routerl#
R P DURS G 20 06] s i 2%
Router2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#crypto key pubkey-chain rsa
Router2(config-pubkey-chain)#addressed-key 192.168.99.1
Router2(config-pubkey-key)#address 192.168.99.1
Router2(config-pubkey-key)#key-string

Enter a public key as a hexidecimal number ....

Router2(config-pubkey)#30819F30 0D06092A 864886F7 0D010101 05000381 80003081 89028181

00E68338

Router2(config-pubkey)#D561B2D1 7B8B75D6 7B34F6AF 1710B00B 5B6E9E8D D7183BE6 FO8A6342

054EADFC

Router2(config-pubkey)#B764DF9C 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988

312B11E9

Router2(config-pubkey)#FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DA7E3852

408E9742
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Router2(config-pubkey)#2584DF56 67293F3F F76B6A96 C4D518FB 1A0114BF E2449838 BE5794E2

37020301 0001
Router2(config-pubkey)#quit
Router2(config-pubkey-key)#exit
Router2(config-pubkey-chain)#exit
Router2(config)ttend
Router2#show crypto key pubkey-chain rsa address 192.168.99.1
Key address: 192.168.99.1
Usage: General Purpose Key
Source: Manually entered
Data:
30819F30 0D06092A 864886F7 0D010101 05000381 8D003081 89028181 O0E68338
D561B2D1 7B8B75D6 7B34F6AF 1710B0O0B 5B6ESESD D7183BE6 FO8A6342 054EADFC
B764DF9C 4592B891 522727F2 14233B47 8F757134 24F03DB3 833C5988 312B11E9
FB6EOE20 4579C0A4 F2062353 4F1C8CE4 410EE57B 9FCEE784 DA7E3852 408E9742

2584DF56 67293F3F F76B6A96 CAD518FB 1A0114BF E2449838 BE5794E2 37020301 0001

Router2#
HR BT R A B a2 A A, BT DA SE L
Routerl(config)#thostname Router1

Routerl(config)#ip domain-name oreilly.com

a0 S N b T S R TR . T I A4 crypto key zeroize rsa KM i 24 B 25 L
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12.8. i 1] RSA & AL @) g % rh 4% 2 8% 4% 1 VPN
Sein] FIH] RSA 5 2L A —M I 1 VPN

%

R1

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#crypto key pubkey-chain rsa
Routerl(config-pubkey-chain)#addressed-key 172.16.2.1
Routerl(config-pubkey-key)#address 172.16.2.1
Routerl(config-pubkey-key)#key-string

Enter a public key as a hexidecimal number ....

Routerl(config-pubkey)#30819F30 0D06092A 864886F7 00010101 05000381 8D003081 89028181

00EBOAB2

Routerl1(config-pubkey)#EA33B519 O0CD95EFF EDFD4723 BED73640 97981CC0 1FC83FBF 5C6DF97C

8CB8CEOA

Routerl(config-pubkey)#C5FE959D 1E055002 83B92EF4 35B69545 C3217E5F EOC32A73 44FD2373

15979E77

Routerl(config-pubkey)#75598BE0 B4A4E7B2 3C318C2D 3BF3B192 8871D8C9 A1EO0F929 OE84BDAD

EC909833

Routerl(config-pubkey)#BC425170 400BD26A 319E632F 4E9649F5 BA7ADA40 5A94B09C 05F8414E

33020301 0001

Routerl(config-pubkey)#quit

Routerl(config-pubkey-key)#exit
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Routerl(config-pubkey-chain)#exit

Routerl(config)#crypto isakmp policy 100

Routerl(config-isakmp)#encryption aes 256

Routerl(config-isakmp)#authentication rsa-encr

Routerl(config-isakmp)#group 2

Routerl(config-isakmp)#exit

Routerl(config)#crypto ipsec transform-set TUNNEL-TRANSFORM ah-sha-hmac esp-aes 256

Routerl(cfg-crypto-trans)#mode transport

Routerl(cfg-crypto-trans)#exit

Routerl(config)#crypto map TUNNEL-RSA 10 ipsec-isakmp

% NOTE: This new crypto map will remain disabled until a peer

and a valid access list have been configured.

Routerl(config-crypto-map)#set peer 172.16.2.1

Routerl(config-crypto-map)#set transform-set TUNNEL-TRANSFORM

Routerl(config-crypto-map)#match address 102

Routerl(config-crypto-map)#exit

Routerl(config)#access-list 102 permit gre host 172.16.1.1 host 172.16.2.1

Routerl(config)t#tinterface Tunnell

Routerl(config-if)#ip address 192.168.1.1 255.255.255.252

Routerl(config-if)#tunnel source 172.16.1.1

Routerl(config-if)#tunnel destination 172.16.2.1
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Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 172.16.1.1 255.255.255.0
Routerl(config-if)#ip access-group 101 in

Routerl(config-if)#crypto map TUNNEL-RSA

Routerl(config-if)#exit

Routerl(config)t#taccess-list 101 permit gre host 172.16.2.1 host 172.16.1.1
Routerl(config)#access-list 101 permit esp host 172.16.2.1 host 172.16.1.1
Routerl(config)#access-list 101 permit udp host 172.16.2.1 host 172.16.1.1 eq isakmp
Routerl(config)#access-list 101 permit ahp host 172.16.2.1 host 172.16.1.1
Routerl(config)#access-list 101 deny ip any any log

Routerl(config)ttend

Routerl#

R2

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#tcrypto key pubkey-chain rsa
Router2(config-pubkey-chain)#addressed-key 172.16.1.1
Router2(config-pubkey-key)#address 172.16.1.1
Router2(config-pubkey-key)#key-string

Enter a public key as a hexidecimal number ....

Route To The Future

NdA [ ErEy

208


http://neoshi.dreamz.org/

Cisco 10S CookBook Sk faj filx

Router2(config-pubkey)#30819F30 0D06092A 864886F7 00010101 05000381 8D003081 89028181
00A0830E

Router2(config-pubkey)#01E4B6E1 08823E41 8A98A7F4 DBOE6277 1E7AA500 F7B620CA 49BCBEBA
BOAO455A

Router2(config-pubkey)#114BA6B9 SADEOD2E 7DC3EFC1 D7D07015 01C83E08 7305ED3C 71F04B44
31A1C574

Router2(config-pubkey)#COE6ACA2 C191DB07 3D347F88 2D2884BF 99C2AF80 45BC1BE9 6D2BF684
B60CO4E6

Router2(config-pubkey)#0F3D5C09 7C26694F 8FB75F90 2FA1DF46 94401D54 82ACA366 E621DD04
48020301 0001

Router2(config-pubkey)#quit

Router2(config-pubkey-key)#exit

Router2(config-pubkey-chain)#exit

Router2(config)#crypto isakmp policy 100

Router2(config-isakmp)#encryption aes 256

Router2(config-isakmp)#authentication rsa-encr

Router2(config-isakmp)#igroup 2

Router2(config-isakmp)#exit

Router2(config)#crypto ipsec transform-set TUNNEL-TRANSFORM ah-sha-hmac esp-aes 256

Router2(cfg-crypto-trans)#mode transport

Router2(cfg-crypto-trans)#exit

Router2(config)ttcrypto map TUNNEL-RSA 10 ipsec-isakmp

Router2(config-crypto-map)#set peer 172.16.1.1

Router2(config-crypto-map)#set transform-set TUNNEL-TRANSFORM
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Router2(config-crypto-map)#match address 102
Router2(config-crypto-map)#exit

Router2(config)#access-list 102 permit gre host 172.16.2.1 host 172.16.1.1
Router2(config)#tinterface Tunnell

Router2(config-if)#ip address 192.168.1.2 255.255.255.252
Router2(config-if)#tunnel source 172.16.2.1

Router2(config-if)#tunnel destination 172.16.1.1

Router2(config-if)#exit

Router2(config)#interface FastEthernet0/0

Router2(config-if)#ip address 172.16.1.1 255.255.255.0
Router2(config-if)#ip access-group 101 in

Router2(config-if)#crypto map TUNNEL-RSA

Router2(config-if)#exit

Router2(config)#taccess-list 101 permit gre host 172.16.1.1 host 172.16.2.1

Router2(config)#access-list 101 permit esp host 172.16.1.1 host 172.16.2.1

Router2(config)#access-list 101 permit udp host 172.16.1.1 host 172.16.2.1 eq isakmp

Router2(config)#taccess-list 101 permit ahp host 172.16.1.1 host 172.16.2.1

Router2(config)#access-list 101 deny ip any any log

Router2(config)ttend

Router2#

R 25123 il 12.6
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12.9.  BU& T HLE)E 2% 1 VPN

Pl Iz s AR EE 3 ) VPN iR

%

B AR E, %A BN LA RRCE
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login default group tacacs+
Routerl(config)#aaa authentication enable default group tacacs+
Routerl(config)#tacacs-server host 172.25.1.1
Routerl(config)#ttacacs-server key NEOSHI
Routerl(config)#crypto isakmp policy 10
Routerl(config-isakmp)#encryption 3des
Routerl(config-isakmp)#authentication pre-share
Routerl(config-isakmp)#group 2

Routerl(config-isakmp)#exit

Routerl(config)#crypto ipsec transform-set VPN-TRANSFORMS ah-sha-hmac esp-sha-hmac esp-3des

Routerl(cfg-crypto-trans)#mode tunnel

Routerl(cfg-crypto-trans)#exit

Routerl(config)#crypto dynamic-map VPN-USER-MAP 50

Routerl(config-crypto-map)#description A dynamic crypto map for VPN users

Routerl(config-crypto-map)#match address 115
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Routerl(config-crypto-map)#set transform-set VPN-TRANSFORMS
Routerl(config-crypto-map)#exit

Routerl(config)#access-list 115 deny any 224.0.0.0 35.255.255.255
Routerl(config)t#access-list 115 deny any 172.25.1.255 0.0.0.0
Routerl(config)#taccess-list 115 permit any any
Routerl(config)#crypto map CRYPTOMAP 10 ipsec-isakmp dynamic VPN-USER-MAP
Routerl(config)#interface FastEthernet0/1

Routerl(config-if)#ip address 172.25.1.5 255.255.255.0
Routerl(config-if)}#crypto map CRYPTOMAP
Routerl(config-if)#exit

Routerl(config)#exit

Routerl#

AR TN RESR B AR E P UL AT IS T dynamic crypto maps

12.10. f# SSL VPN

$E ) A% % R 231 WebVPN JIR 5k il SSLVPN

[EE

Core#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Core(config)#hostname Core

Core(config)#ip domain-name oreilly.com

Core(config)t#taaa new-model
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Core(config)#aaa authentication login local_auth local

Core(config)t#tusername ijbrown secret ianspassword

Core(config)#username kdooley secret kevinspassword

Core(config)#tcrypto pki trustpoint WEBVPN

Core(ca-trustpoint)#enrollment selfsigned

Core(ca-trustpoint)#rsakeypair WEBVPN 1024

Core(ca-trustpoint)#subject-name CN=WEBVPN OU=cookbooks O=oreilly

Core(ca-trustpoint)#exit

Core(config)#crypto pki enroll WEBVPN

The router has already generated a Self Signed Certificate for

trustpoint TP-self-signed-3299111097.

If you continue the existing trustpoint and Self Signed Certificate

will be deleted.

Do you want to continue generating a new Self Signed Certificate? [yes/no]:yes

% Include the router serial number in the subject name? [yes/no]: no

% Include an IP address in the subject name? [no]: no

Generate Self Signed Router Certificate? [yes/no]: yes

Router Self Signed Certificate successfully created

Core(config)#interface Loopback0
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Core(config-if)#ip address 172.25.100.2 255.255.255.255
Core(config-if)#exit

Core(config)#webvpn enable gateway-addr 172.25.100.2
Core(config)# Core(config)#webvpn

Core(config-webvpn)#ssl trustpoint WEBVPN
Core(config-webvpn)#ssl encryption 3des-shal
Core(config-webvpn)#title "Cisco Cookbook WebVPN Portal"
Core(config-webvpn)#url-list COOKBOOKURLS
Core(config-webvpn-url)#theading "Cookbook URLs"

Core(config-webvpn-url)#url-text "Cisco Cookbook" url-value

"http://www.oreilly.com/catalog/ciscockbk/"
Core(config-webvpn-url)#url-text "Perl Cookbook" url-value
"http://www.oreilly.com/catalog/perickbk2/"
Core(config-webvpn-url)#heading "Cisco URLs"
Core(config-webvpn-url)#url-text "The Books" url-value
"http://www.oreilly.com/pub/topic/cisco"

Core(config-webvpn-url)#exit

Core(config-webvpn)#port-forward list SERVERLOGIN local-port 20003 remote-server 172.25.1.1

remote-port 23

Core(config-webvpn)#exit

Core(config)#tend

Core#t
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R 12.3(14)T 51N T WebVPN k%5, (H2& N REAERr e i -6 b, JBESCHF sSLv3, ASCHETLS, A
HFEEL SSLVPN & P iR AF o By ii— N i 5 11 port forward BLE, 4 FER: I WebVPN 5,
1§ F telnet 2ACHLAY 20003 i D g8 k& 4 172.25.1.1 B 23 % 1

12.11. 8 F IPSEC Hh BUR &

e AF VPN RES

[EE

{78 ISAKMP security associations.
Routerl#tshow crypto isakmp sa

IPSec security associations

Routerl#show crypto ipsec sa

BHE NN IPSec 1EH%

Routerl#show crypto engine connections active
fee e BRIk +
Routerl#show crypto engine connections dropped-packet o
T fic & [ IPSec crypto maps g
Routerl#tshow crypto map

*FF dynamic crypto maps
Routerl#show crypto dynamic-map

R L

BH=8 RSEZH

[13.1. ARG ED

i) ) gl o) S A DR B 1 B R O A ) R
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface BRIO/O

Routerl(config-if)#ip address 10.1.99.55 255.255.255.0
Routerl(config-if)#encapsulation ppp

Routerl(config-if)#dialer idle-timeout 300
Routerl(config-if)#dialer map ip 10.1.99.1 name dialhost broadcast 95551212
Routerl(config-if)#dialer load-threshold 50 either
Routerl(config-if)#dialer-group 1

Routerl(config-if)#isdn switch-type basic-ni
Routerl(config-if)#isdn spid1 800555123400 5551234
Routerl(config-if)#isdn spid2 800555123500 5551235
Routerl(config-if)#ppp authentication chap
Routerl(config-if)#ppp multilink

Routerl(config-if)#exit

Routerl(config)tusername dialhost password dialpassword
Routerl(config)#ip route 0.0.0.0 0.0.0.0 10.1.99.1 180
Routerl(config)ttdialer-list 1 protocol ip list 101
Routerl(config)#access-list 101 deny eigrp any any
Routerl(config)#access-list 101 permit ip any any

Routerl(config)#router eigrp 55
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Routerl(config-router)#network 10.0.0.0

Routerl(config-router)#end

Routerl#

7ERE isdn switch-type & SUX Ui ISDN AZ # ALY, o [F H basic-net3. 1l Routerl#show isdn status

Routerl#tshow isdn status

Global ISDN Switchtype = basic-ni

ISDN BRI1/0 interface

dsl 8, interface ISDN Switchtype = basic-ni

Layer 1 Status:

ACTIVE

Layer 2 Status:

TEI = 85, Ces = 1, SAPI = 0, State = MULTIPLE_FRAME_ESTABLISHED

TEI = 86, Ces = 2, SAPI = 0, State = MULTIPLE_FRAME_ESTABLISHED

TEI 85, ces = 1, state = 8(established)

spid1 configured, spidl sent, spid1 valid

TEI 86, ces = 2, state = 8(established)

spid2 configured, spid2 sent, spid2 valid

Layer 3 Status:

0 Active Layer 3 Call(s)

Activated dsl 8 CCBs =0

The Free Channel Mask: 0x80000003
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Total Allocated ISDN CCBs = 2

Routerl#

LN SER v Y Al aex S DV TR RE (6 iR TN L2 AR NSV E P S

13.2. k5N

Bl M2 AP EE D AR SR N

[ 2%

FRZE W1 1SDN BRI % 11

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface BRIO/O

Routerl(config-if)#encapsulation ppp

-

=]

£

Routerl(config-if)#dialer pool-member 1

.

Routerl(config-if)#isdn switch-type basic-ni

Routerl(config-if)#isdn spid1 800555123400 5551234

W% ==1

Routerl(config-if)#isdn spid2 800555123500 5551235

Routerl(config-if)#ppp authentication chap

Routerl(config-if)#exit

Routerl(config)#interface BRIO/1

Routerl(config-if)#encapsulation ppp

Routerl(config-if)#dialer pool-member 1

Routerl(config-if)#isdn switch-type basic-ni
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Routerl(config-if)#isdn spidl 800555123600 5551236

Routerl(config-if)#isdn spid2 800555123700 5551237

Routerl(config-if)#ppp authentication chap

Routerl(config-if)#exit

Routerl(config)ttinterface Dialer1

Routerl(config-if)#ip address 10.1.99.55 255.255.255.0

Routerl(config-if)#encapsulation ppp

Routerl(config-if)#dialer remote-name dialhost

Routerl(config-if)#dialer pool 1

Routerl(config-if)#dialer idle-timeout 300

Routerl(config-if)#dialer string 95551212

Routerl(config-if)#dialer load-threshold 50 either

Routerl(config-if)#dialer-group 1

Routerl(config-if)#ppp authentication chap

Routerl(config-if)#ppp multilink

Routerl(config-if)#exit

Routerl(config)tusername dialhost password dialpassword

Routerl(config)#ip route 0.0.0.0 0.0.0.0 10.1.99.1 180

Routerl(config)ttdialer-list 1 protocol ip list 101

Routerl(config)#access-list 101 deny eigrp any any

Routerl(config)#access-list 101 permit ip any any

Routerl(config)#router eigrp 55
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Routerl(config-router)#network 10.0.0.0

Routerl(config-router)#end

Routerl#

BN

dialhost#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

dialhost(config)#tusername Routerl password dialpassword

dialhost(config)#controller T1 0

dialhost(config-controller)#framing esf

dialhost(config-controller)#clock source line primary

dialhost(config-controller)#linecode b8zs

dialhost(config-controller)#pri-group timeslots 1-24

dialhost(config-controller)#exit

dialhost(config)#interface Serial0:23

dialhost(config-if)#encapsulation ppp

dialhost(config-if)#dialer rotary-group 1

dialhost(config-if)#dialer-group 1

dialhost(config-if)#isdn switch-type primary-dms100

dialhost(config-if)#tisdn not-end-to-end 56

dialhost(config-if)#exit

dialhost(config)#interface Dialer1

dialhost(config-if)#ip address 10.1.99.1 255.255.255.0

Route To The Future

-

=]

£

.

W e =—1

220


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

dialhost(config-if)#encapsulation ppp
dialhost(config-if)#dialer in-band
dialhost(config-if)#dialer idle-timeout 300
dialhost(config-if)#dialer-group 1
dialhost(config-if)#no peer default ip address
dialhost(config-if)#ppp authentication chap
dialhost(config-if)#t{ppp multilink
dialhost(config-if)#exit
dialhost(config)#access-list 101 deny eigrp any any
dialhost(config)#access-list 101 permit ip any any
dialhost(config)#dialer-list 1 protocol ip list 101
dialhost(config)#router eigrp 55
dialhost(config-router)#network 10.0.0.0
dialhost(config-router)#exit

dialhost(config)#end

dialhost#

R ARSI S R 13.1 A0 IR, FCE AR IEAME, AFEPEX R A dialer map i1, EY)
PO DA RS (P, A B HE 2 HE L 53 0 Dialerl - 7E Server %iiffi ] T PRI

13.3.  {F AUX ¥ 148 B 5 4 MODEM
R A6 28 AUX 3 D IERT 0 Modem, FHAE IR 5 %40
EE=

Router2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)ttinterface Async65

Router2(config-if)#encapsulation ppp

Router2(config-if)#dialer in-band

Router2(config-if)#dialer pool-member 1

Router2(config-if)#ppp authentication chap

Router2(config-if)#async default routing

Router2(config-if)#exit

Router2(config)ttinterface Dialer1

Router2(config-if)#ip address 10.1.99.56 255.255.255.0

Router2(config-if)#encapsulation ppp

Router2(config-if)#dialer remote-name dialhost

Router2(config-if)#dialer pool 1

Router2(config-if)#dialer idle-timeout 300

Router2(config-if)#dialer string 95551212

Router2(config-if)#dialer-group 1

Router2(config-if)#ppp authentication chap

Router2(config-if)#exit

Router2(config)tline aux 0

Router2(config-line)#modem inout

Router2(config-line)#transport input all

Router2(config-line)#no exec
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Router2(config-line)#speed 115200
Router2(config-line)#exit

Router2(config)#username dialhost password dialpassword
Router2(config)#ip route 0.0.0.0 0.0.0.0 10.1.99.1 180
Router2(config)ttdialer-list 1 protocol ip list 101
Router2(config)#access-list 101 deny eigrp any any
Router2(config)#taccess-list 101 permit ip any any
Router2(config)#router eigrp 55
Router2(config-router)#network 10.0.0.0
Router2(config-router)#exit

Router2(config)#end

Router2#

HRE JTIRESEIE T show line A4k H AUX L1 vty S i, /2 interface Async65 , 4R &4 FH AT I
PERNRIE S ORI TS, £ 7 — async default routing #7%, BREABRE M T 720 O &%
b S B AL o AT AUX S TG IR, 8 56— € B8 no exec K4 HH I Modem ANGE i R K]
) L, [ R R R, 3 )25 B4 9.6 Kbps.

13.4. A % 04 1

SRl AR P BE L DU I DL T RS

S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/0

Routerl(config-if)#backup delay 0 300
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Routerl(config-if}#backup interface BRIO/O

Routerl(config-if)#encapsulation frame-relay

Routerl(config-ifj#down-when-looped

Routerl(config-if)#exit

Routerl(config)#interface Serial0/0.1 point-to-point

Routerl(config-subif)#ip address 10.1.1.10 255.255.255.252

Routerl(config-subif)#frame-relay interface-dici 50

Routerl(config-subif)#exit

Routerl(config)#interface BRIO/O

Routerl(config-if)#ip address 10.1.99.55 255.255.255.0

Routerl(config-if)#encapsulation ppp

Routerl(config-if)#dialer idle-timeout 300

Routerl(config-if)#dialer map ip 10.1.99.1 name dialhost broadcast 95551212

Routerl(config-if)#dialer load-threshold 50 either

Routerl(config-if)#dialer-group 1

Routerl(config-if)#isdn switch-type basic-ni

Routerl(config-if)#isdn spid1 800555123400 5551234

Routerl(config-if)#isdn spid2 800555123500 5551235

Routerl(config-if)#ppp authentication chap

Routerl(config-if)#ppp multilink

Routerl(config-if)#exit

Routerl(config)#dialer-list 1 protocol ip permit
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Routerl(config)#end
Routerl#

FERE 008 DG B e R 1 RIS P30 b — B I AT 5 4 PO AR
2 ) I R ) 1R A RERDLAE B 1) down i 1, JF HAEIE R IE DL R4 4 0 A TAEATIR
A, RFESHEEFILY, DHeH show isdn status 55 iy & UEAT 2 B RS v .

13.5. {{ A DIALER WATCH

$Ei) A LA Dialer Watch FrIE KAl & 4 5 %4>

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface BRIO/O

Routerl(config-if)#ip address 10.1.99.55 255.255.255.0
Routerl(config-if)#encapsulation ppp

Routerl(config-if)#dialer map ip 10.1.1.0 name dialhost broadcast 95551212
Routerl(config-if)#dialer map ip 10.2.0.0 name dialhost broadcast 95551212
Routerl(config-if)#dialer map ip 10.1.99.1 name dialhost broadcast 95551212
Routerl(config-if)#dialer load-threshold 50 either

Routerl(config-if)#dialer watch-group 1

Routerl(config-if)#dialer-group 1

Routerl(config-if)#isdn switch-type basic-ni

Routerl(config-if)#isdn spid1l 800555123400 5551234

Router1(config-if)#isdn spid2 800555123500 5551235
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Routerl(config-if)#ppp authentication chap

Routerl(config-if}#ppp multilink

Routerl(config-if)#exit

Routerl(config)#trouter eigrp 55

Routerl(config-router)#network 10.0.0.0

Routerl(config-router)#exit

Routerl(config)#tusername dialhost password cisco

Routerl(config)#access-list 101 deny eigrp any any

Routerl(config)t#access-list 101 permit ip any any

Routerl(config)#dialer-list 1 protocol ip list 101

Routerl(config)#dialer watch-list 1 ip 10.2.0.0 255.255.0.0

Routerl(config)#tdialer watch-list 1 ip 10.1.1.0 255.255.255.0

Routerl(config)#dialer watch-list 1 delay route-check initial 300

Routerl(config)#dialer watch-list 1 delay disconnect 15

Routerl(config)#end

Routerl#

VERE Dialer Watch e B 2 R 2 i e i 28 PR AP AE R DR A T2 15 7 B b o, XL 20y
U SRR A TP A T A TSR A A TSR R A il R R o I A 13.1

RS s ORI S &

13.6. i | VIRTUAL TEMPLATES
PEiE] 44 Virtual Templates 177 2ok HCE K 5 &40

[l 2%
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dialhost#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
dialhost(config)#username Router1 password dialpassword
dialhost(config)#interface BRIO/0
dialhost(config-if)#tno ip address
dialhost(config-if)#tencapsulation ppp
dialhost(config-if)#tdialer pool-member 1
dialhost(config-if)#isdn switch-type basic-ni
dialhost(config-if)#isdn point-to-point-setup
dialhost(config-if)#isdn spid1 800555123400 5551234
dialhost(config-if)#isdn spid2 800555123500 5551235
dialhost(config-if)#tppp authentication chap
dialhost(config-if)#tppp multilink
dialhost(config-if)#exit

dialhost(config)#interface Dialer1
dialhost(config-if)#no ip address
dialhost(config-if)#tencapsulation ppp
dialhost(config-if)#dialer idle-timeout 300
dialhost(config-if)#dialer-group 1
dialhost(config-if)#no peer default ip address
dialhost(config-if)#ppp authentication chap
dialhost(config-if)#ppp multilink
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dialhost(config-if)#exit

dialhost(config)#access-list 101 deny  eigrp any any

dialhost(config)#access-list 101 permit ip any any

dialhost(config)#dialer-list 1 protocol ip list 101

dialhost(config)#router eigrp 55

dialhost(config-router)#network 10.0.0.0

dialhost(config-router)#exit

dialhost(config)#interface Loopback1

dialhost(config-if)#ip address 10.1.99.1 255.255.255.0

dialhost(config-if)#exit

dialhost(config)#interface Virtual-Templatel

-

=]

dialhost(config-if)#ip unnumbered Loopback1

£

.

dialhost(config-if)#tencapsulation ppp

dialhost(config-if)#ppp authentication chap

W% ==1

dialhost(config-if)#ppp multilink

dialhost(config-if)#ppp multilink load-threshold 50 either
dialhost(config-if)#exit

dialhost(config)#virtual-profile virtual-template 1
dialhost(config)#end

dialhost#

R — Tk T RS, LT 13.2 (HJE7E Dialer #1001 FHAAANCE 1P Hhhl, T &Rl E
{F Virtual Template I
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13.7. W OR BT £k IE 3

S in) 2 TR UKL DL A DR 6 3 B BT e 1T

[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/0.1 point-to-point
Routerl(config-subif)#bandwidth 56

Routerl(config-subif)#exit

Router1(config)#interface BRIO/0
Routerl(config-subif)#bandwidth 54

Routerl(config-subif)#end

it
Routerl#

VIR LI A 9 0 7 SRR RS 4 B TR0 metric £, AT IBE G0 26 B4 15T I 46 1 o

13.8. #EHEIKTHMHRE N
Sl EER T HIRE
[E¥

Routerlitshow dialer
Routerl#show backup
Routerl#show isdn status
Routerl#show isdn active

Routerl#show isdn history
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ERE show dialer LT ELA A & LK) {5 )& & Dial reason: ip (s=10.1.99.55, d=224.0.0.10), MIfi#fiE &4t
2R bR 4k T

13.9. k5 & O HE A

P mHIR T w0 R

[ 2%

Routerl#debug ppp authentication
Routerl#debug dialer

AR

FH+IME NTP FKE

(1400 o 9% A 5

BRIFL 219800 RS 3 B0 e
%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

[l fHOY dIN Ehd-| 8 i

Router(config)#service timestamps log datetime localtime
Router(config)#service timestamps debug datetime localtime
Router(config)#tend

Router#

TERE B A LAZE R4 G TH N b show-timezone, msec 252 %l ] [R]85 Isf X A5 LRI 22 70 2

14.2.  WCE I [H]

Beinl BEE L h AR A
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[E¥

PN e

Routert#clock set 14:27:22 January 29 2006
Router#

v i % 1 A5 P LT DR A I 1]
Routerttcalendar set 14:34:39 January 29 2006

Router#

HERE WA rE AR B 2% F A I )T E S 2%, show calendar — 5 T AT LR 2 H AT BE, thaT
DL RIS AIF A 154 et R, BRI AT calendar B 4 AS— 20 v] LLE F clock update-calendar 5%
clock read-calendar 3K 5.4 725

14.3.  WEH WX

PEI) BB B A I DX o
&
[EIF=3 ‘é
1k
Router#configure terminal z
>
Enter configuration commands, one per line. End with CNTL/Z. I
X[

Router(config)#clock timezone EST 5
Router(config)#tend
Router#

TR B i 2 ) uTC w2 LLETIY GMT

14.4. B I ) 4%

B ph g B ST I Rt AT I ] R

[ril 2
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Router#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#clock summer-time EDT date 26 oct 2003 02:00 6 apr 2003 02:00

W

Router(config)#clock summer-time AEDT recurring last sun oct 02:00 last sun mar 02:00
Router(config)#end

Router#

VERE S AT I, JA R DI show clock detail KA IE

14.5. R 25 (NTP)

Pl 2% b e 1 3[R 20 9 2% I [)

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#clock timezone EST -5
Router(config)#clock summer-time EDT recurring
Router(config)#ntp server 172.25.1.1
Router(config)#end

Router#

REFANSCRF NTP BB i, Al SNTP
Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#clock timezone EST -5
Router(config)#clock summer-time EDT recurring
Router(config)#sntp server 172.25.1.1
Router(config)#end

Router#

VERE T LUE I ntp source loopback0 X4 ntp server 10.1.1.1 source Serial 0/0 iy % K45 5E NTP &%
FIP5HhE . BT NTP [FD R & N EBIBE, BT DL 2EEC E ntp update-calendar K[ [7] 20 1 calendar
iy 4o

14.6. [l'® NTP JU4&

P BB ZAS NTP RS 2t )7 ok 4Rt i 4%

[EIF=3

Router#configure terminal 2
&

Enter configuration commands, one per line. End with CNTL/Z. ‘é
I

Router(config)#clock timezone EST -5 Z
~

Router(config)#clock summer-time EDT recurring =
=

Router(config)#ntp server 172.25.1.1

Router(config)#ntp server 10.121.33.231

Router(config)#ntp peer 192.168.12.12

Router(config)#tend

Router#

R L

14.7.  WOE M H AN M2 NTP R 55 4%
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PEIN) BCE I HHAE N 48 NTP RSS2, A I 45 (1) 3 I it
[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#clock timezone EST 5

Router(config)#clock summer-time EDT recurring
Router(config)#clock calendar-valid

Router(config)#ntp master 8

Router(config)#end

Router#

R X B iR E ntp master 8 LAY Stratum level 8, REARENIE LN 1

14.8. W% NTP [A) 25 F

PEI) R A A RIE NTP B C0 ok 30 IF [F) 25

[EIE=3

NTP RN A VFFENESUREANA, (A B 57T LL A S B iR

TR IR A 64 Fb—AN R0, M 48 U A8 e BRI 25 i Mg, e ®) 1024 5, a4

Router>show ntp associations

address ref clock st when pollreach delay offset disp
*¥~172.25.1.1 130.207.244.240 2 440 1024 377 1.6 -3.23 5.6
+~172.25.1.3 204.152.184.72 2 829 1024 377 1.7 8.06 0.9

* master (synced), # master (unsynced), + selected, - candidate, ~ configured
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Router>

14.9. NTP AC3% JIVE T 3k 40 Ok £F 508

Pl AR R, AN A INE L A

[EIE=3

JIk 55 i i

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#clock timezone EST -5

Routerl(config)t#tclock summer-time EDT recurring
Routerl(config)#ntp server 172.25.1.1

Routerl(config)#ntp server 172.25.1.2
Routerl(config)#tinterface FastEthernet0/0
Routerl(config-if)#ntp broadcast

Routerl(config-if)#end

Routerl#

7% )i

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#clock timezone EST -5

Router2(config)#clock summer-time EDT recurring

Router2(config)#tntp broadcastdelay 4
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Router2(config)#finterface Ethernet0
Router2(config-if)#ntp broadcast client
Router2(config-if)#end

Router2#

TR AR T HA I A e A2 507 ¥, 383 broadcastdelay SRAZHI ], | R BLA DG %
J i AT R S5 A 2 7 S 2

14.10. NTP A 126 J& 0 VE 2 % B0 08 5 50080
B TETARFELT, AHEERETLEER
[EIp=

IR 55 2% iy

Routerl#configure terminal

il

Enter configuration commands, one per line. End with CNTL/Z. %F.d*
5

+

Routerl(config)#tclock timezone EST -5 ﬁ
Z

Routerl(config)#clock summer-time EDT recurring M
=

Z

Routerl(config)#ntp server 172.25.1.1 =

Routerl(config)#ntp server 172.25.1.3

Routerl(config)#interface FastEthernet 0/0

Routerl(config-if)#ntp multicast 224.0.1.1 ttl 1

Routerl(config-if)#end

Routerl#

& i

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttclock timezone EST -5

Routerl(config)#clock summer-time EDT recurring
Routerl(config)#ntp server 172.25.1.1

Routerl(config)#tntp server 172.25.1.3
Routerl(config)#interface FastEthernet 0/0
Routerl(config-if)#ntp multicast 224.0.1.1 ttl 1
Routerl(config-if)#fend

Routerl#

VERE AURRARN T R AF A 200 T, JF HAEK MBI IR 5 7 i g A% 22 R Ak il
WEIR, DA (o) SEAER, 75 20T R AR BT I B A S R 2 F A

14.11.  FETHEJFA NTP

Beinl B A E N NTP JIeds ds, (HJE R s 1145 11 NTP Jieds
[E¥

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial0/1

Router(config-if)#ntp disable

Router(config-if)#end

Router#

o#

Router#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 107 deny udp any eq 123 any eq 123
Router(config)#access-list 107 permit ip any any
Router(config)#interface Serial0/1

Router(config-if)#ip access-group 107 in

Router(config-if)#end

Router#

TR PEHIZR A A%, 2R B AR T AR associations, fHFHLIEA T NTP £E 4

14.12. NTP JiAiF

PiE] BB NTP Bds AR 204
[ %

JI5 55 % vty

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ntp authentication-key 2 md5 neoshi

Routerl(config)#ntp authenticate

Routerl(config)#ntp trusted-key 2

Routerl(config)ttend

Routerl#

i

Router2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ntp authentication-key 2 md5 neoshi
Router2(config)#ntp authenticate

Router2(config)#ntp trusted-key 2

Router2(config)#tntp server 172.25.1.5 key 2
Router2(config)#end

Router2#

R T e AR key B E A ntp broadcast key 2 il ntp multicast key 2

14.13. PR NTP PEERS % H

B i BRI th 25 0] A2 (1) NTP Peers R4 H

[ 2%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ntp max-associations 30

Router(config)#end

Router#

TR T

14.14. [ ] PEERS
FEW) 0 NTP RS HEAT H -t JE P47 1
P23

Router#tconfigure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 88 permit host 172.25.1.1
Router(config)#access-list 88 permit host 10.1.1.1
Router(config)#access-list 99 permit 172.25.0.0 0.0.255.255
Router(config)#access-list 99 permit 10.2.0.0 0.0.255.255
Router(config)#clock timezone EST -5

Router(config)#clock summer-time EDT recurring
Router(config)#ntp server 172.25.1.1 version 3
Router(config)#ntp server 10.1.1.1 version 3
Router(config)#ntp access-group peer 88
Router(config)#ntp access-group serve-only 99
Router(config)#tend

Router#

VERE b e KRV PRI Bk A ACL88 i SCIKI AN 55 4 HH AR IR TR 20, [F]I HAT ACL99 3 SCIT A A 14
Bz 7 i Al LLAAS B 438 SR N Tl B

14.15.  BLE I Bl

P A EEE F B U ntp clock-period xxooox I{E

[l 2%

H A AR R 2 ey BBl A AN I B RO A2, AN OB s 18 2
Routert#tshow running-config | include clock-period

ntp clock-period 17180200

Router#
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HER L

14.16. f & NTPIRZS

bRl EA X NTPOIRAS

[EIE=3

Router>show clock detail
Router>show ntp status
Router>show ntp associations
Router>show ntp associations detail
7B Router>show clock detail
.15:54:33.079 EST Sun Jan 29 2006

Time source is NTP

&
A LT ARSI B A5 #
=
i
14.17. NTP fE44 z
;]:H
BLi fife NTP Hh 4 0 1 E
I

[EES

NTP AR REUE,  HH RDEAR K AT RENE w2 I 1 )
Router#debug ntp packets

VEFE Router#idebug ntp packet

NTP packets debugging is on

.Mar 21 02:39:18: NTP: xmit packet to 172.25.1.5:

.Mar 21 02:39:18: leap 3, mode 3, version 3, stratum 0, ppoll 64
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.Mar 21 02:39:18:

.Mar 21 02:39:18:

.Mar 21 02:39:18:

.Mar 21 02:39:18:

.Mar 21 02:39:18:

rtdel 28C7 (159.286), rtdsp 2444 (141.663), refid AC190101
ref C043C43F.47A9CD5C (21:30:23.279 EST Wed Mar 20 2003)
org 00000000.00000000 (19:00:00.000 EST Thu Dec 31 1899)
rec 00000000.00000000 (19:00:00.000 EST Thu Dec 31 1899)

xmt C043C656.4DFC7394 (21:39:18.304 EST Wed Mar 20 2003)

.Mar 21 02:39:25: NTP: rcv packet from 172.25.1.5 to 172.16.2.2 on Fa0/0.1:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

.Mar 21 02:39:25:

leap 3, mode 3, version 3, stratum 0, ppoll 64

rtdel 286E (157.928), rtdsp OEC6 (57.709), refid AC190101

ref C043C4D7.1D633CDE (21:32:55.114 EST Wed Mar 20 2003)
org 00000000.00000000 (19:00:00.000 EST Thu Dec 31 1899)
rec 00000000.00000000 (19:00:00.000 EST Thu Dec 31 1899)
xmt C043C65D.1D0A6CBC (21:39:25.113 EST Wed Mar 20 2003)

inp C043C65D.1296E3C7 (21:39:25.072 EST Wed Mar 20 2003)

A debug (i, W E] T A server HIKC L BT stratum O, fRAEMIS AT 25,
AR L3RS BT 2 AR S5 28 SR R T

14.18.

NTP H &

P S E R NTP ZHE

[l 2%

Router2#configure terminal

Enter configuration commands, one per line.

End with CNTL/Z.

Router2(config)#ntp logging

Router2(config)ttend
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Router2#

R WAk 12.3(7)T, B AN H &SR

Router2#show logging | include NTP

000019: Jan 29 10:57:52.633 EST: %NTP-5-PEERSYNC: NTP synced to peer 172.25.1.5
000020: Jan 29 10:57:52.637 EST: %NTP-6-PEERREACH: Peer 172.25.1.5 is reachable
000024: Jan 29 11:01:20.653 EST: %NTP-4-PEERUNREACH: Peer 172.25.1.5 is unreachable

000026: Jan 29 11:15:11.985 EST: %NTP-4-UNSYNC: NTP sync is lost

‘14.19. Y EH W CEXTENDED DAYLIGHT SAVING TIME)

TERE SCIECY 7048 RESAN 2007 SETT AR T 1 BRI R BEE,  Bomk X

‘ 14.20. NTP JR4 25N &

VERE THURCE S &

2%

BTARE Ba&S&O0

‘Mi A RS
PEI) A AT AR RS
[EIFS
Routerl#show interfaces
Routerl#show interfaces FastEthernet0/1
Routerl#tshow ip interface brief

Routerl#tshow ip interface FastEthernet0/1
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ERE show interface Ay & MM ARZ 0GB, M _L—Sp USRI A H i 008 X, XHEAE
T . Txload 1 rxload X PN (8 1 B BB 2 5 438k, W LU load-interval 60 ir 2115 i H:

60 B, i 30 MG AL, Bl 10 Bl KBTS

Routerl#show interfaces FastEthernet0/1 stats

FastEthernet0/1

Switching path PktsIn  CharsIn  Pkts Out

Chars Out

Processor 294567 18704930 239526 22219870

Route cache 7758 681257 48303 6129834

Total 302325 19386187 287829 28349704

Processor & process switching, Route cache /& Fast Switching

16.2. W& # 7O
PR ) IR R AT R
s

Router3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router3(config)#tinterface Seriall

Router3(config-if)#description WAN Connection to Chicago

Router3(config-if)#ip address 192.168.99.5 255.255.255.252

Router3(config-if)#encapsulation hdlc

Router3(config-if)#clock rate 56000

Router3(config-if)#no shutdown

Router3(config-if)#exit
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Router3(config)#end
Router3#

R /X DCE 75 ZEMLE clock rate, WIHL/E DTE AL T clock rate % i #y2> ZBS AL E . 1T show

controller serial fir & K HIMIERLL LI AL . GLA TG DL A 23 A0 # E1 2R 1.544M A5 58, 1T SEBx Al
REANIE, A T HERUEAT B PR AR T A, SRS L bandwidth fir KA, R B FRLA

Kilobits #3%5, Tfij clock rate /& bits

16.3. {f{H N E T1CSU/DSU

Pn) AHEH] P4 E T1 CSU/DSU B 3 % 12

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/1

Routerl(config-if)#ip address 192.168.99.9 255.255.255.252
Routerl(config-if)#no shutdown
Routerl(config-if)##service-module t1 timeslots 1-12
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

R B8 R channel f A 64Kbps, 415 FE K& 56k 175 B 7L IR service module 4 & 1HI L
speed 56, IR Z S HL, FHFERN bi—3

Routerl(config-if)#service-module t1 linecode ami
Routerl(config-if)#service-module t1 data-coding inverted

Routerl(config-if)#service-module t1 framing sf
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Routerl(config-if)#service-module t1 fdl ansi
Routerl(config-if)#service-module t1 fdl att
Routerl(config-if)##service-module t1 remote-alarm-enable

I8 W ST R, a0 R A S0 P48 75 B DCE 75 2L & service-module t1 clock source
internal SR3EALE g

16.4. i }] 4 & ISDN PRI iR

$in) FCE N E ISDN PRI ASEER

[EIES

Router8#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router8(config)#isdn switch-type primary-dms100

Router8(config)#controller T1 0 ;:;
3
Router8(config-controlle)#framing esf {?ﬂh
5
Router8(config-controlle)#clock source line primary H
5
Router8(config-controlle)#linecode b8zs o

Router8(config-controlle)#pri-group timeslots 1-24

Router8(config-controlle)#exit

Router8(config)ttend

Router8#

R

16.5. ffi [ N & 56 KBPS CSU/DSU

) FRE N E 56 Kbps CSU/DSU
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EES
Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface Serial0/1

Router2(config-if)#ip address 192.168.99.25 255.255.255.252
Router2(config-if)#no shutdown
Router2(config-if)#service-module 56k clock rate 9.6
Router2(config-if)#exit

Router2(config)ttend

Router2#

VERE AR BAT WL, A1 A, SE T

16.6. Mo & b th AT 4% 1

Fel] WOE AR AT O AR T R

%

Router3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router3(config)#interface Seriall/7
Router3(config-if)#physical-layer async
Router3(config-if)#encapsulation ppp

Router3(config-if)#exit

Router3(config)tline 40
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Router3(config-line)#speed 115200

Router3(config-line)#exit

Router3(config)ttend

Router3#

TERE {ERCE T physical-layer async fir 2 LUG T A F line 5
Router3#show line

Tty Typ Tx/Rx A Modem Roty AccO Accl Uses Noise Overruns Int

0CTY - - - - - 0 0 0/0 -
40TTY 9600/9600 - - - - - 0 0 0/0 Sel/7
65 AUX 2400/2400 F - - - - 0 0 0/0 -

F 3 Se1/7 M line 40, [AJIN HIH %48 4 9600, T LA EAS ] speed fir 4K A5 i %

16.7. HBCE ATM T 1

fein) BT PVC ) ATM B K H I

[EIFS

EAVIRES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface ATMO0/0

Router2(config-if)#no ip address

Router2(config-if)#exit

Router2(config)#interface ATMO0/0.1 point-to-point
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Router2(config-subif)#description PVC to New York
Router2(config-subif)#ip address 192.168.250.146 255.255.255.252
Router2(config-subif)#atm pvc 1 0 60 aal5snap 10000 5000 3 oam 5
Router2(config-subif)#exit

Router2(config)ttend

Router2#

11.3 BUSAEHT BRI A% ATM OAM 15 Jekil ik v
Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface ATMO0/0

Router2(config-if)#no ip address

Router2(config-if)#exit

Router2(config)#interface ATMO0/0.1 point-to-point
Router2(config-subif)#description PVC to New York
Router2(config-subif)#ip address 192.168.250.146 255.255.255.252
Router2(config-subif)#pvc 0/60

Router2(config-if-atm-vc)#vbr-nrt 20000 5000 30
Router2(config-if-atm-vc)#oam-pvc manage 5
Router2(config-if-atm-vc)#exit

Router2(config)#end

Router2#

TERE 25— PP 71 8630F Router2#show atm pvc 0/60

Route To The Future

Clg e 48 N5

249


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

ATMO0/0.1: VCD: 1, VPI: 0, VCI: 60, etype:0x0, AALS - LLC/SNAP, Flags: 0x830

PeakRate: 10000, Average Rate: 5000, Burst Cells: 96, VCmode: 0xE000

OAM frequency: 5 second(s), INARP frequency: 15 minute(s)

InPkts: 1292959637, OutPkts: 3327374998, InBytes: 2196038015, OutBytes: 813592646
InPRoc: 19959239, OutPRoc: 24660, Broadcasts: 19481389

InFast: 1212924649, OutFast: 3297025318, InAS: 60075750, OutAS: 10843631

OAM F5 cells sent: 6804133, OAM cells received: 6740056

Status: ACTIVE

VCD &AM R, VPIVCI AT iAH A, 2T BB i HESE & AALSSNAP, G 4L 75 557 K pPp I
A AALSCISCOPPP

EFTER MO BANE ved T, - H R 3 4~ OAM 15 o B W Bt 2 bric bbb, 7F
12.2(4)T 51251 N T Router2(config)#snmp-server enable traps atm pvc extension oam failure loopback

S EF SNMP 452

16.8. W H A 5t (PAYLOAD SCRAMBLING)
Pl BB A BT S

%

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface ATMO0/0

Router2(config-if)#atm ds3-scramble  (atm e3-scramble)
Router2(config-if)#exit

Router2(config)#end

Router2#
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Routerd#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router4(config)#interface ATMO0/0

Router4(config-if)#atm scrambling cell-payload

Router4(config-if)#exit

Router4(config)#end

Router4#

FERE BTN

16.9. fE 4 () ATM 7k %% IP ( CLASSICAL IP OVER ATM)

PR PR R RS sve VB SEI) ATM &2 1P

EIE= i
1

Ny

¥ 5 ATMARP Server i”‘r_
N

Routerl#configure terminal o
5

B

Enter configuration commands, one per line. End with CNTL/Z. Q’éﬁ
R

O

Routerl(config)#interface ATM1/0

Routerl(config-if)#no ip address

Routerl(config-if)#atm ilmi-keepalive

Routerl(config-if)#pvc 0/5 qgsaal

Routerl(config-if-atm-vc)#exit

Routerl(config-if)#pvc 0/16 ilmi

Routerl(config-if-atm-vc)#exit
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Routerl(config-if)#exit

Routerl(config)#interface ATM1/0.1 multipoint

Routerl(config-subif)#ip address 192.168.123.1 255.255.255.0

Routerl(config-subif)#atm esi-address AOOOCOA87B01.01

Routerl(config-subif)#atm arp-server self

Routerl(config-subif)#exit

Routerl(config)ttend

Routerl#

HAth Client

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface ATM1/0

Router2(config-if)#no ip address

Router2(config-if)#atm ilmi-keepalive

Router2(config-if)#pvc 0/5 qsaal

Router2(config-if-atm-vc)#exit

Router2(config-if)#pvc 0/16 ilmi

Router2(config-if-atm-vc)#exit

Router2(config-if)#exit

Router2(config)#interface ATM1/0.1 multipoint

Router2(config-subif)#ip address 192.168.123.2 255.255.255.0

Router2(config-subif)#atm esi-address AOOOCOA87B02.01
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Router2(config-subif)#atm arp-server nsap 47.00918100000000e014cd0001.A000C0A87B01.01
Router2(config-subif)#exit

Router2(config)#end

Router2#

R BT FHEREH ATM svC BLAh, 84T Local Area Network Emulation (LANE)FH Multiple Protocols
over ATM (MPOA)E S+, #FZM#E1R Quasi Signaling Application Adaptation Layer (QSAAL) T3
nterim Local Management Interface (ILMI)[JiF) @, 767 P HLECE arp Mk 2545 stk 200 1 o Argk,
FEAALUE AR 55 2 14 ESI M bk

16.10. P DA OK 9 2 R 1

Pela) X LUK PR A, WCCARRF AT I &
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)j#media-type 100BaseX
Routerl(config-if)#duplex full
Routerl(config-if)#speed 100
Routerl(config-if)j#mac-address 0AAA.ABCD.0101
Routerl(config-if)#arp timeout 60
Routerl(config-if)#tkeepalive 5
Routerl(config-if)#exit

Routerl(config)#end

Routerl#
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HER L

16.11. P 4 B 4 1 Ry A

P BoE A I

[EIES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#tinterface TokenRing0
Router2(config-if)#fring-speed 4

Router8(config-if)#full-duplex

Router2(config-if)j#mac-address 0006.1111.aaaa

Router2(config-if)#exit

il

) &
Router2(config)#end j[
Router2# ilf
B

TR AT 2 R S XL %
O0

16.12. A ] I1SL Pp i & VLAN TRUNKS

P Al 1SL XA E Vian Trunks

[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#no ip address
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Routerl(config-if)#speed 100
Routerl(config-if)#full-duplex

Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0.1
Routerl(config-subif)#encapsulation isl 1
Routerl(config-subif)#ip address 172.25.1.5 255.255.255.0
Routerl(config-subif)#exit

Routerl(config)#interface FastEthernet0/0.2
Routerl(config-subif)#encapsulation isl 2
Routerl(config-subif)#ip address 172.16.2.1 255.255.255.0
Routerl(config-subif)#exit

Routerl(config)#interface FastEthernet0/0.3
Routerl(config-subif)#encapsulation isl 574
Routerl(config-subif)#ip address 10.22.1.2 255.255.255.0
Routerl(config-subif)#exit

Routerl(config)ttend

Routerl#

ORI i R R e, ISL 2 EVRHRRA 1Y
Routerl#show interfaces FastEthernet0/0.3
Encapsulation ISL Virtual LAN, Color 574.

75 12.2(4)T LA T

Routerl(config)#interface FastEthernet0/0.1
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Routerl(config-if)#ip unnumbered Loopback0

16.13. ffi /{ 802.1Q P/ i il & VLAN TRUNKS
i) i 802.1Q WAL & Vian Trunks
[]%

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface FastEthernet1/0
Router2(config-if)#no ip address

Router2(config-if)#speed 100

Router2(config-if)#full-duplex

Router2(config-if)#exit

Router2(config)#interface FastEthernet1/0.1
Router2(config-subif)#encapsulation dot1Q 1 native
Router2(config-subif)#ip address 172.25.1.47 255.255.255.0
Router2(config-subif)#exit

Router2(config)#interface FastEthernet1/0.2
Router2(config-subif)#encapsulation dot1Q 2
Router2(config-subif)#ip address 172.25.22.4 255.255.255.0
Router2(config-subif)#exit

Router2(config)#interface FastEthernet1/0.3

Router2(config-subif)#encapsulation dot1Q 548
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Router2(config-subif)#ip address 172.20.1.1 255.255.255.0
Router2(config-subif)#exit

Router2(config)#end

Router2#

R X HLTH B B A JE native vian FOTIC'E, B2 vian 1, (HE AT DL e o JLAb iy, EARAIE R
311 native vlan FIAZ AL —EUH

16.14. LPD T EHL 3 HF

Sein] SEFTENHLEL BB s i) 50 84T 1k

[l 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#printer rtiprl line 161

Routerl(config)ttend

Routerl#

TR EeE — & T Berkeley Unix LPD print program, 4R it & ML etc/printcap #EFTEN T
YERE BB EHA%, ARV URIGFT EIHLEE SRR 058, B a1l show line (14 4k 2 AUX bfi [11H) line
S, e bR 161, TR ESEEC T E

Routerl(config)#line aux 0
Routerl(config-line)#no exec
Routerl(config-line)#no login
Routerl(config-line)#no password
Routerl(config-line)#transport input none

Routerl(config-line)#speed 115200
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Routerl(config-line)#exit
Routerl#show printer

Printer Line Rotary Errors Connections Datafiles Controlfiles  Bytes

rtlprl 161 0 0 0 0 0 0
Routerl#
F+LE SNmP

‘171. fic & SNMP

PEI) 72K 3% L AR SNMP %5
[ %

Router#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

1

Router(config)##snmp-server community ORARO ro W

-+

X . o

Router(config)#snmp-server community ORARW rw il

2

Router(config)t#tend %
Router#

M 12.0 UG T 53— Fiic &7 5C

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server group COOKRO v1
Router(config)#snmp-server user TESTRO1 COOKRO v1

Router(config)#snmp-server group BOOKRO v2c

Route To The Future 2 5 8



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Router(config)#tsnmp-server user TESTRO2 BOOKRO v2c

Router(config)#end

R TR X B H A T . SNMP RS, B SNMP 1) GET Fll SET ik, A& ki%k
SNMP traps informs. f-T- SNMP V1 Fll V2c #f42& B SCAE 4T community {5 BT DA 75 55 21 16— 222 4 R 1
show snmp group AJ LA K EGIE

17.2. ik SNMP T H 3R (1 8% i 25 B

VERE AT U# F snmpget,  snmpwalk, snmpset i 2 BT MIB #7800, #UU# F Solarwinds &5
KIEAL T H, 2%,

JAL MIBs {5 E.:  http://www.cisco.com/public/sw-center/netmgmt/cmtk/mibs.shtml.

17.3. i SNMP Vs jn] i & — 26 3 fy 2% i 215 B

FEI) g SNMP V5 ) SR EESALEK th o7 B, FPal o4 EEAE R

[EE

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server contact lan Brown 416-555-2943
Router(config)#snmp-server location 999 Queen St. W., Toronto, Ont.
Router(config)#snmp-server chassis-id JAX123456789
Router(config)#tend

Router#

R

17.4.  fEH] SNMP 3 it 5 i i % 15 B

FERE A pert BAKREEATAE R ALERAE, 0%
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17.5. i A #5132 K BRI SNMP 3 1)

fen) A A2 1077 KR H SNMP U ) 1) 22 4k
[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 99 permit 172.25.1.0 0.0.0.255
Router(config)#access-list 99 permit host 10.1.1.1
Router(config)#access-list 99 deny any
Router(config)#snmp-server community ORARO ro 99
Router(config)#access-list 98 permit 172.25.1.0 0.0.0.255
Router(config)#snmp-server community ORARW rw 98
Router(config)#end

Router#

SNMP Group (17715

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 99 permit 172.25.1.0 0.0.0.255
Router(config)#access-list 99 permit host 10.1.1.1
Router(config)#access-list 99 deny any
Router(config)#snmp-server group COOKRO v1 access 99
Router(config)##snmp-server user TESTRO1 COOKRO v1

Router(config)#end
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Router#

M 12.3(2)T LU o 44 P H 813

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip access-list standard SNMPACL
Router2(config-std-nacl)#permit 172.25.1.0 0.0.0.255
Router2(config-std-nacl)#permit host 10.1.1.1
Router2(config-std-nacl)#deny any
Router2(config-std-nacl)#snmp-server community ORARO1 ro SNMPACL
Router2(config)#end

Router2#

PR =

17.6. W ARRBLH SNMP 228

PEi) SRR SNMP 22303047 H il %

[E¥

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 99 permit 172.25.1.0 0.0.0.255
Router(config)#access-list 99 permit host 10.1.1.1
Router(config)#access-list 99 deny any log

Router(config)#snmp-server community ORARO ro 99
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Router(config)tsnmp-server community ORARW rw 99
Router(config)#end
Router#
7ER Router#show access-list 99
Standard IP access list 99
permit 10.1.1.1 (1293 matches)
permit 172.25.1.0, wildcard bits 0.0.0.255 (630 matches)
deny anylog (17 matches)
Router#ishow logging
Syslog logging: enabled (0 messages dropped, 0 flushes, 0 overruns)

Console logging: disabled

o
eS|

Monitor logging: level debugging, 26 messages logged
Logging to: vty2(0)

Buffer logging: level debugging, 49 messages logged

dAINS 2255

Trap logging: level informational, 53 message lines logged
Logging to 172.25.1.1, 53 message lines logged

Logging to 172.25.1.3, 53 message lines logged

Log Buffer (4096 bytes):
Apr 15 22:33:21: %SEC-6-IPACCESSLOGS: list 99 denied 192.168.22.13 1 packet

Apr 15 22:39:18: %SEC-6-IPACCESSLOGS: list 99 denied 10.121.212.11 3 packets

Router#
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17.7. BRI miB 5 1

FEI] BRAIEE & K MIB 1] LB SNMP i ]

%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 99 permit 172.25.1.0 0.0.0.255
Router(config)#access-list 99 deny any log
Router(config)#tsnmp-server view ORAVIEW mib-2 included
Router(config)##snmp-server view ORAVIEW at excluded
Router(config)tsnmp-server view ORAVIEW cisco included
Router(config)#snmp-server community ORARO view ORAVIEW ro 99
Router(config)tsnmp-server view RESTRICTED Isystem.55 included
Router(config)#snmp-server community ORARW view RESTRICTED rw 99
Router(config)#end

Router#

SNMP Group /7 =X,

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server view ORAVIEW mib-2 included
Router(config)#snmp-server view ORAVIEW at excluded
Router(config)#snmp-server view ORAVIEW cisco included

Router(config)#snmp-server group TEST vl read ORAVIEW
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Router(config)tsnmp-server user ORARO TEST v1

Router(config)#snmp-server view RESTRICTED Isystem.55 included

Router(config)#snmp-server group TEST2 v1 write RESTRICTED

Router(config)#snmp-server user ORARW TEST2 vl

Router(config)#tend

Router#

TR

Router#tshow snmp view

ORAVIEW mib-2 - included nonvolatile active

ORAVIEW at - excluded nonvolatile active

ORAVIEW cisco - included nonvolatile active

vldefault internet - included volatile active

vldefault internet.6.3.15 - excluded volatile active

vldefault internet.6.3.16 - excluded volatile active

vldefault internet.6.3.18 - excluded volatile active

RESTRICTED cisco - included nonvolatile active

RESTRICTED Isystem.55 - included nonvolatile active

Router#

17.8. Al H SNMP k& o % i 2% 24 1y i B

B Al H SNMP 3K F AR b B e S0 S 1

[l 2%
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LL3% T NETSNMP [ Freebsd Jyfl

A A SNmP

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server community ORARW rw

Router(config)#end

NEACE

Freebsd% touch /tftpboot/router.cfg

Freebsd% chmod 666 /tftpboot/router.cfg

Freebsd% snmpset vl -c ORARW Router .1.3.6.1.4.1.9.2.1.55.172.25.1.1 s router.cfg
enterprises.9.2.1.55.172.25.1.1 = "router.cfg"

Freebsd%

1B S &G _EARORAT

Freebsd% echo "no ip source-route" > /tftpboot/new.cfg

Freebsd% echo "end" >> /tftpboot/new.cfg

Freebsd% chmod 666 /tftpboot/new.cfg

Freebsd% snmpset vl -c ORARW Router .1.3.6.1.4.1.9.2.1.53.172.25.1.1 s new.cfg
enterprises.9.2.1.53.172.25.1.1 = "new.cfg"

Freebsd% snmpset vl -c ORARW Router .1.3.6.1.4.1.9.2.1.54.0i 1
enterprises.9.2.1.54.0=1

Freebsd%
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R .1.3.6.1.4.1.9.2.1.55 J& AR} MIB &35 M HT e & SCHF I OID (R, 172.25.1.1 /2 TFTP JIR &5 25 bk
A0S Bl B SO I A G B L end 74, FEEUXHTA) OID /£.1.3.6.1.4.1.9.2.1.53., &5 —1
snmpset 2 &% FALRC BT ORAT o 28R Ll B/ E#S n] AT Solarwinds i 2F S

17.9. fiiH SNmMP kT4 10S

feinl Tl IL SNMP Rz i T4 % 1 4% 10S

[EE

T A AR R

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server community ORARW rw
Router(config)#end

NECARET 108

Freebsd% touch /tftpboot/c2600-jk903s-mz.122-7a.bin

Freebsd% chmod 666 /tftpboot/c2600-jk903s-mz.122-7a.bin
Freebsd% snmpset vl -c ORARW Router .1.3.6.1.4.1.9.2.10.9.172.25.1.1 s c2600-jk903s-mz.122-7a.bin
enterprises.9.2.10.9.172.25.1.1 = "c2600-jk903s-mz.122-7a.bin"
Freebsd%

T+ 108

Freebsd% chmod 666 /tftpboot/c2600-jk903s-mz.122-7a.bin
Freebsd% snmpset vl -c ORARW Router .1.3.6.1.4.1.9.2.10.6.0i 1
enterprises.9.2.10.6.0=1

Freebsd% snmpset vl -c ORARW Router.1.3.6.1.4.1.9.2.10.12.172.25.1.1 s c2600-jk903s-mz.122-7a.bin
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enterprises.9.2.10.12.172.25.1.1 = "¢2600-jk903s-mz.122-7a.bin"
Freebsd%

R 71 Router & % FHES AL 44 T LA 1P Hiuht, .1.3.6.1.4.1.9.2.10.9 2 4HN. 1) OID. 7F
Xt 108 T2 (R 58 — 2D AU A2 5 B Flash, 58 D0 BAE 10S. XA m] DU FH AL A >k S2E0 10S 1)
E R,

17.10. A SNMP Sk 4T At B B B 45

VERE AEH perl BIACSKIEATHER AL 3RAT,  2T0%

17.00 G R R s i
FEl) LAV R I WAkl ik SNMP AT TRTP e 32 A2 I e A 6L
[EIF=3

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z. iy
%F.ﬁ
Router(config)#access-list 92 permit 172.25.1.1 -+
C\V
gl
Router(config)#access-list 92 deny any log 9
<
e

Router(config)#snmp-server tftp-server-list 92
Router(config)#snmp-server community ORARW rw
Router(config)#end

Router#

M 12.3(2)T THiG SRR 44 12151 3%
Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip access-list standard TFTPACL
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Router2(config-std-nacl)#permit 172.25.1.1
Router2(config-std-nacl)#deny any log
Router2(config-std-nacl)#exit
Router2(config)#tsnmp-server tftp-server-list TFTPACL
Router2(config)tsnmp-server community ORARW rw
Router2(config)#end

Router2#

VERE ST R R X LR AL SR I 1L SNMP G TFTP 231, 0 HAl K SRS AN Z 520 . 53
HMIZ B PR e A2 SR PRI, ASBERTXTER SE 1) community {E

17.12. REELOEL KK AN
P B S BRI SNMP A8 AR R I3 1 44

[l 2

dANS ZrT--5 wo

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server ifindex persist

Router(config)#end

Router#

R DU A 1

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial0/0

Router(config-if)#snmp ifindex persist
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Router(config-if)#exit

Router(config)#end

Router#

VERE AR 2 RIS JIE A B SNMP 2 15 2 22481, IXARAE AT Sl A Ik 25 A, B T T Y

%Y, FastEthernet1/0 f] ifindex +& 5

Freebsd% snmpwalk v1 -c ORARO Router ifDescr
interfaces.ifTable.ifEntry.ifDescr.1 = "BRIO/0"
interfaces.ifTable.ifEntry.ifDescr.2 = "Ethernet0/0"
interfaces.ifTable.ifEntry.ifDescr.3 = "BRI0/0:1"
interfaces.ifTable.ifEntry.ifDescr.4 = "BRI0/0:2"
interfaces.ifTable.ifEntry.ifDescr.5 = "FastEthernet1/0"
interfaces.ifTable.ifEntry.ifDescr.6 = "Null0"
interfaces.ifTable.ifEntry.ifDescr.7 = "Loopback0"

H)A UG gz 2 7

Freebsd% snmpwalk v1 -c ORARO Router ifDescr
interfaces.ifTable.ifEntry.ifDescr.1 = "Ethernet0/0"
interfaces.ifTable.ifEntry.ifDescr.2 = "FastEthernet1/0"
interfaces.ifTable.ifEntry.ifDescr.3 = "Null0"
interfaces.ifTable.ifEntry.ifDescr.4 = "Loopback0"

TXFE A2 20 W I ol PR e

17.13.  J3 JH SNMP TRAPS FII INFORMS

PEn) 0 B AR 2 FH A = 4R Traps B3 Informs
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EES
Routerticonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server enable traps

Router(config)#snmp-server host 172.25.1.1 ORATRAP config entity envmon hsrp
Router(config)tsnmp-server host nms.oreilly.com ORATRAP bgp snmp envmon
Router(config)#tend

Router#

M SNMP v2c 146 % FH# SCFF SNMP Informs

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server enable informs

Router(config)tsnmp-server host 172.25.1.1 informs version 2c ORATRAP snmp envmon
Router(config)#tend

Router#

R XK Traps fE i H s B ALR), AJZEFXT SNMP request M . 1] LA snmp-server enable
traps envmon SKAIEFRFE 1) TRAPS, A LU XA [E 1 NMS A LAIEAN[F] 1) traps

17.14. L SNMP TRAP [ J£ X & 2% SYSLOG
Felm U Syslog 3534 Al SNMP Traps 5% Informs

[EE=S

Traps

Router#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging history informational

Router(config)#snmp-server enable traps syslog

Router(config)#snmp-server host 172.25.1.1 ORATRAP syslog
Router(config)#tend

Router#

Informs

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging history informational

Router(config)#tsnmp-server enable informs

Router(config)#snmp-server host 172.25.1.1 informs version 2c ORATRAP syslog
Router(config)#end

Router#

7% Routertclear counters

Clear "show interface" counters on all interfaces [confirm]

Router#

May 28 10:07:04: %CLEAR-5-COUNTERS: Clear counter on all interfaces by ijorown on vty0 (172.25.1.1)
FIRTH) Syslog 15 2372 1 R IHI ) SNMP i &

Freebsd% tail snmptrapd.log

May 28 10:07:04 freebsd snmptrapd[77759]: 172.25.25.1: Enterprise Specific Trap (1) Uptime: 18 days,

22:35:26.99, enterprises.9.9.41.1.2.3.1.2.118 = "CLEAR", enterprises.9.9.41.1.2.3.1.3.118 = 6,
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enterprises.9.9.41.1.2.3.1.4.118 = "COUNTERS", enterprises.9.9.41.1.2.3.1.5.118 = "Clear counter on all
interfaces by ijorown on vty0 (172.25.1.1)", enterprises.9.9.41.1.2.3.1.6.118 = Timeticks: (163652698) 18
days, 22:35:26.98

Freebsd%

17.15. & E SNMP £, K/)h

$i] SR TR SNMP ALK/

[ 2%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#snmp-server packetsize 1480

Router(config)#end
Router#
ot
VERE BUEh 1500 S #
C\V
— I
17.16. ¥ € SNMP BA 51 K/~ 2
<
el

5 8450 SNMP Trap BAZI K/

[EIE=3

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server queue-length 25
Router(config)#snmp-server inform pending 40

Router(config)#tend

Router#

Route To The Future 2 7 2



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

TERE B % Trap [RIBAAIZ 10 A trap W, XT Inform 42 25 4. 0] LUl T show snmp KA & BA AT
HRE ST Trap £

17.17.  WE SNMP I I K

L) JH4%E SNMP Trap B IS I K

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server trap-timeout 60
Router(config)##snmp-server inform timeout 120
Router(config)#end

Router#

FERE WEAfDOZ ARSI

17.18. 2% 1y ) UP/DOWN TRAPS

Pl 2R R g 1 PR BE R A o

[]25F

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial0/0

Router(config-ifjtno snmp trap link-status
Router(config-if)#exit

Router(config)#tend

Router#
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FERE PLlnRe s (4K 5 4% 1 AR

17.19. % & SNMP TRAPS ¥ i /& i% Hh bt

FEl) BERE SNMP Traps 11 & A5 A 16 Hu b

[EIE=3

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)tsnmp-server host 172.25.1.1 ORATRAP
Router(config)tsnmp-server trap-source loopback0
Router(config)#tend

Router#

R L

17.20. f# /il RMON K kK i% TRAPS

Pl S CPU B S KIE trap B HAREE S 1L trap
[ 2%

CPU Iy 5 I

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#rmon event 1 log trap ORATRAP description "CPU on Router has exceeded threshold"

owner ijbrown
Router(config)#rmon event 2 log description "CPU on Router has normalized" owner ijbrown

Router(config)#rmon alarm 1 Isystem.57.0 60 absolute rising-threshold 70 1 falling-threshold 40 2

owner ijbrown
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Router(config)#end

Router#

P A7) R A TR

Router#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)tirmon event 4 log trap ORATRAP description "Low memory condition on Router" owner

ijbrown

Router(config)#rmon event 5 log trap ORATRAP description "Low Memory condition cleared on Router'

owner ijbrown

Router(config)#rmon alarm 3 Isystem.8.0 60 absolute rising-threshold 1500000 5 falling-threshold
1000000 4 owner ijbrown

Router(config)#tend

Router#

Sk ) P AR 1

er#tconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#rmon event 6 log trap ORATRAP description "Bandwidth utilization has exceeded

threshold on Router interface Serial 0/0" owner ijbrown

Router(config)#rmon event 7 log trap ORATRAP description "Bandwidth utilization has normalized on

Router interface Serial 0/0" owner jjbrown
Router(config)#! Configure inbound alarm on Serial0/0 (ifNumber 3)

Router(config)#rmon alarm 4 lifEntry.6.3 300 absolute rising-threshold 1000000 6 falling-threshold
800000 7 owner ijbrown

Router(config)#! Configure outbound alarm on Serial0/0 (ifNumber 3)
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Router(config)#trmon alarm 5 lifEntry.8.3 300 absolute rising-threshold 1000000 6 falling-threshold
800000 7 owner ijbrown

Router(config)#end
Router#
TR B bR N BT XM AR B T %
Router>show rmon events
Event 1 is active, owned by ijbrown
Description is CPU on Router has exceeded threshold
Event firing causes log and trap to community ORATRAP, last fired 00:00:00
Event 2 is active, owned by ijbrown
Description is CPU on Router has normalized

Event firing causes log, last fired 2w2d

dANS ZrT--5 wo

Current log entries:

index time  description

1 2w2d  CPU on Router has normalized

Router>

17.21.  J3 ] SNMPV3
P JHH SNMPv3 $2 4t 2 4k
[EIF=3

(noAuthNoPriv):

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)tsnmp-server view TESTV3 mib-2 include
Router(config)#snmp-server group NOTSAFE v3 noauth read TESTV3
Router(config)#tisnmp-server user WEAK NOTSAFE v3

Router(config)#end

Router#

(authNoPriv):

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server view TESTV3 mib-2 include
Router(config)tsnmp-server group ORAROV3 v3 auth read TESTV3
Router(config)'snmp-server user cking ORAROV3 v3 auth md5 daytonal9y
Router(config)#tend

Router#

(authPriv)

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#snmp-server view TESTV3 mib-2 include
Router(config)tsnmp-server group ORAROV3 v3 auth read TESTV3
Router(config)#snmp-server user bpugsley ORAROV3 v3 auth md5 hockeyrules priv des56 shortguy
Router(config)#end

Router#

TR v3 BN RS N 1 224k, A6 =M aT L+
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17.22. &R E SNMPV3 N #

$Eie] HY5R V3 (RN Es

[EESS

M 12.4(2)T FHEGIG R T 0% T7 %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#tsnmp-server user wbrejniak ORAROV3 v3 auth md5 authpass priv 3des privpass
Routerl(config)t#tend

Routerl#

e

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)'snmp-server user wbrejniak ORAROV3 v3 auth md5 authpass priv aes 128 privpass
Routerl(config)#end

Routerl#

R

17.23.  f{Jl] SAA

$RI) CE M R A S — B BRIk TR ARG T
[ %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#rtr responder

Routerl(config)trtr 10

Routerl(config-rtr)#type echo protocol iplcmpEcho 10.1.2.3

Routerl(config-rtr)t#ttag ECHO_TEST

Routerl(config-rtr)#threshold 1000

Routerl(config-rtr)#frequency 300

Routerl(config-rtr)#exit

Routerl(config)#rtr schedule 10 life 2147483647 start-time now

Routerl(config)trtr 20

Routerl(config-rtr)#type jitter dest-ipaddr 10.1.2.3 dest-port 99 num-packets 100

Routerl(config-rtr)#tag JITTER_TEST

Routerl(config-rtr)#frequency 300

o
eS|

&
Routerl(config-rtr)#exit ;t
il
Routerl(config)#trtr schedule 20 life 100000 start-time now ageout 3600 2
S
Routerl(config)#exit
Routerl#

Fobri s, HIRMIN SAA I

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#rtr responder

Router2(config)#exit

Router2#
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TR T

FTHNE HE

‘wl JE YA S ¥ i 2 S

beinl S has B 5O H R E R, AU e 2 |
[F]%%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging buffered informational

Router(config)#tend

Router#

R B4 HE0 58k debugging 2250, 4117124 informational ZIE45 T debug 4 B . ZEFH A N ifi

PNy
fir 4

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no logging buffered

Router(config)#end

Router#

18.2. i H &l K/
P S8R B R g AR A H R SR
[EIE=S

Router#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging buffered 16000
Router(config)#tend

Router#

R ENERIRSR T RN A, BT H SRS bR

18.3. iEFRE i as H &l
Belal iR th s H Al

[ 25

Routert#clear logging

Clear logging buffer [confirm]<enter>

Router#

TR T

18.4.  KIX H & 3 i & WoR
PEI] 5L 5 HE S s H Rl sk
[EES

A

Router#iterminal monitor

Router#

2EH

Router#terminal no monitor

Router#
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TERE SR TEOL T HASIL SIS AE console Ui i, HEAE VTY 1% B st Al 1 Lok dir &

18.5. i ) o 75 AR 55 4%

Pl Ak H S sk Bl i H G a5 4%

[EIES

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging 172.25.1.1

Router(config)#end

Router#

12.2(15)T Jra ] DU AT i i 4% 5K

Router2#configure terminal

il

Enter configuration commands, one per line. End with CNTL/Z. "

&

-+

Router2(config)#logging host 172.25.1.1 Jﬁh

X m

Router2(config)ttend B
Router2#

VERE AE 12.2(05)T el n 77— ANREE T DMl ARl 5 7 B0, NI R s i H il &

Jul 15 20:35:07 172.25.1.100: Jul 15 20:35:07.499 EDT: %SYS-5-CONFIG_I: Configured from console by
ijorown on vty0 (172.25.1.1)

N IREE AR R A 1%

Jul 15 20:37:05 172.25.1.100: Router2: Jul 15 20:37:05.173 EDT: %SYS-5-CONFIG_I: Configured from
console by ijbrown on vty0 (172.25.1.1)

fid & 777%: Router2#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#logging origin-id hosthame

Router2(config)#tend

Router2#

18.6. UNIX JIR %% #% [ 5 Hl SYSLOG filt 45

PEim) L Unix IR 253200 syslog sk

[EES

— W LTS BLAE Jetc/syslog.conf

local7.info /var/log/rtrlog

TERE RS DL 25 local7 logging facility

18.7. B Hk44 LOG FACILITY
P2 B Log Facility

[ 25

TH =4

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#logging host 172.25.1.1

Router(config)#logging facility local6

Router(config)#tend

Router#

R

18.8.  PRHIFF & H & il sk K ik 2 R4 s
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Fen] BRAIRR & ) H S R I B g5 2%

[EESS

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging host 172.25.1.1

Router(config)#logging trap notifications

Router(config)#tend

Router#

TR

18.9. & 5E SYSLOG 71 B (1 Y Hb 1l
] B % Syslog Y S B bk 4 s ik
EE=

Router#configure terminal

TH =¥

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging host 172.25.1.1

Router(config)#logging source-interface Loopback0

Router(config)#end

Router#

TR XFEWURAE H SRS 48 LRCE T Huhk B e n] USSR IR AR
Apr 220:27:01 172.25.2.6 94: %SYS-5-CONFIG_I: Configured from on vty0

Apr 2 20:27:48 Boston 95: %SYS-5-CONFIG_I: Configured from on vty0
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18.20. 36l B o 38 ok i B 0 A

TERE

18.01.  eHIR 5 L ik

VERE R A SEBL H D 1) B S AR A T RE W

18,12, Bk FI & IR 25 28 0

FERE AU AR H 2SR 55 2 IO G B2 75 IE A 1%

18,03, 3 3 0009 BB i

Felr) A5 H sk AR 20 I IR A AT B
[EIE=3

Routerttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface Serial0/0
Router(config-if)#no logging event link-status
Router(config-if)#no logging event dlci-status-change
Router(config-if)#no logging event subif-link-status
Router(config-if)#exit

Router(config)#end

Router#

TERE g

N

18.14. H & d & Wi & 75

Befal PR A IE B M 25 4% 0 S i
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[E¥

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging host 172.25.1.1

Router(config)#logging rate-limit 30 except warnings
Router(config)#end

Router#

XFFE G F) H RS ] s H #E

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#logging rate-limit console 25 except warnings
Router(config)#tend

Router#

R L

18.15. A H &gt

$eln) Guititk thats H BB H H

[EES

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#logging count

Router2(config)ttend
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Router2#

R

Router2#show logging count

Facility Message Name Sev Occur Last Time

NTP PEERREACH 6 3Jul 13 20:31:34.441
NTP PEERSYNC 5 1Jul 13 20:23:03.571

NTP PEERUNREACH 4 3 Jul 13 20:22:00.435
NTP RESTART 6 1Jan 31 14:13:33.769
NTP TOTAL 8

18.16. R XML ¥ =X ) H il &

Bl LA XML A% AR AR H &

[ 25

Router2# configure terminal

Enter configuration commands, one per line.

Router2(config)#logging console xml

Router2(config)#logging monitor xml

Router2(config)#logging buffered xml

Router2(config)#logging host 172.25.1.1 xml

Router2(config)ttend
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Router2#

FERE 12.2(15)T GIAMEREME, 5 {# 5 AL FR

18.17. B H &L=

feln) AEBENARS HE LR

[F]%%

TSR TCL A (delcounters.tel JIAH T 845405 counters 1 H &)
# delcounters.tcl  This script deletes all log messages that

# have the mnemonic "COUNTERS".

if { [string compare -nocase COUNTERS $::mnemonic ] ==0 }{

return ""

}else {

return $::orig_msg

SERINEN: A RN

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#logging filter tftp://172.25.1.1/delcounters.tcl
Router2(config)#logging host 172.25.1.1 filtered
Router2(config)#end

Router2#

B Embedded Syslog Manager (ESM) 51 H 12.3(2)T, #2t— AR 04 D aT LUt H &3
Bl ATy, FEUEEH TCL BIAKIEATHE
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BHhAE THIIEK

19.1 T URE A H A0 bk i

SRl BHLIESK B R bk s A A R ik ) ot

[ 25

A5 s A 1 87 ARG REL 1R s skt ik iy s
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 50 deny host 10.2.2.2
Routerl(config)#taccess-list 50 permit any

Routerl(config)#interface Serial0/1

Routerl(config-if)#ip access-group 50 in Tk
%F.ﬁ
Routerl(config-if)#exit -+
=
1k
Routerl(config)t#tend
K
=
Routerl1# s
o

A I TR 2 AR BEL L 2 Pt bk AT H A st bl ) it 20
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 150 deny ip host 10.2.2.2 host 172.25.25.1
Routerl(config)#access-list 150 permit ip any any
Routerl(config)#interface Serial0/1

Routerl(config-if)#ip access-group 150 in
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Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

R L

19.2. %5 ACL ¥ i %

Pl g 42 51 S IR g A B 12

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#access-list 50 remark Authorizing thy trespass with compare Routerl(config)t#access-list

50 deny host 10.2.2.2

Routerl(config)#access-list 50 permit 10.2.2.0 0.0.0.255
Routerl(config)#taccess-list 50 permit any

Routerl(config)#end

Routerl#

o#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip access-list standard TESTACL
Router2(config-std-nacl)t#fremark Authorizing thy trespass with compare
Router2(config-std-nacl)#deny host 10.2.2.2

Router2(config-std-nacl)#permit 10.2.2.0 0.0.0.255
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Router2(config-std-nacl)#permit any
Router2(config-std-nacl)#end
Router2#

ERE ALF show access list iy & 2 H N FIEREN

19.3. TN A Uk

Setn] AR A R S IR HEAT R0

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 151 permit tcp any any eq www

Routerl(config)#taccess-list 151 deny tcp any any gt 1023

o
Routerl(config)#access-list 151 permit icmp any any E_FE
~
Routerl(config)t#taccess-list 151 permit udp any any eq ntp ot
<
=
Routerl(config)ttaccess-list 151 deny ip any any %
A

Routerl(config)#interface Serial0/1
Routerl(config-if)#ip access-group 151 in
Routerl(config-if)#exit
Routerl(config)t#tend

Routerl#

TR T

19.4. T TCP SkbrZE il uk
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SRl AR TCP Sk T BUh RS HEA T I 9k

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttaccess-list 161 deny tcp any any ack fin psh rst syn urg
Routerl(config)#access-list 161 deny tcp any any rst syn
Routerl(config)ttaccess-list 161 deny tcp any any rst syn fin
Routerl(config)#access-list 161 deny tcp any any rst syn fin ack
Routerl(config)#taccess-list 161 deny tcp any any syn fin
Routerl(config)#access-list 161 deny tcp any any syn fin ack
Routerl(config)#end

Routerl#

M 12.3(4)T LUS TG R FOBT i i 4 53X

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip access-list extended TCPFLAGFILTER

Router2(config-ext-nacl)#deny tcp any any match-all +ack +fin +psh +rst +syn +urg

Router2(config-ext-nacl)#deny tcp any any match-all +rst +syn
Router2(config-ext-nacl)#deny tcp any any match-all +rst +syn +fin
Router2(config-ext-nacl)#deny tcp any any match-all +rst +syn +fin +ack
Router2(config-ext-nacl)#deny tcp any any match-all +syn +fin
Router2(config-ext-nacl)#deny tcp any any match-all +syn +fin +ack
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Router2(config-ext-nacl)#tend
Router2#

B TCP Sk B h A ANFIARZAT % B ACK, SYN, FIN, RST, PSH fl URG. fEHi A al AT

match-all fll match-any PI>JCHET, match-any AL SERENETT A2, OGO 8 bn G AL BB T AVE

FUAbAREALBCE, match-all AT 54 52 HIAR G A7 BEE

19.5. PR TCP 2 il [ 7 7]

Feln) LUk TCP Sl HUARVRE S i Ak A

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 148 permit tcp any eq telnet any established
Routerl(config)ttaccess-list 148 deny ip any any
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip access-group 148 in
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

TR T

19.6. HEF £ um 0 R B g
FE ) o pE L TIT RS 22 A N
P23

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#access-list 152 permit tcp any any eq ftp
Routerl(config)#access-list 152 permit tcp any any eq ftp-data established
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip access-group 152 in

Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

VERE ORI oA 22 1A AT LA T T A RS X
Routerl(config)#access-list 154 permit udp any any range 6000 6063
Routerl(config)#access-list 155 deny udp any any gt 1023
Routerl(config)#taccess-list 156 permit udp any any It 1024

Routerl(config)#access-list 157 permit udp any any neq 666

19.7. 3T DSCP Al TOS (il 9&

B MR 1P S5 Bk R AT 9k

[EIE=

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 162 permit ip any any dscp afll
Routerl(config)#end

e
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#access-list 162 permit ip any any tos max-reliability

Routerl(config)ttend

PR

19.8. id =% fih A B A K
) sk PR AR S
[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#access-list 150 permit ip any any log
Routerl(config)#interface Serial0/1
Routerl(config-if)#ip access-group 150 in
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

SETEAN RO R

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#access-list 150 permit tcp any any log-input

Routerl(config)#taccess-list 150 permit ip any any
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Routerl(config)#interface Serial0/1

Routerl(config-if)#ip access-group 150 in

Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

ke A H R R

Feb 6 13:01:19: %SEC-6-IPACCESSLOGRP: list 150 permitted ospf 10.1.1.1 -> 224.0.0.5, 9 packets

Feb 6 13:01:19: %SEC-6-IPACCESSLOGDP: list 150 permitted icmp 10.1.1.1 -> 10.1.1.2 (0/0), 4 packets
&AM TR HEE R

Feb 6 14:56:34: %SEC-6-IPACCESSLOGP: list 150 permitted tcp 172.25.1.1(0) (FastEthernet0/0.1
0010.4b09.5700) -> 172.25.25.1(0), 1 packet

RN log-input ZHU BEIE WY 13 P51 51146

19.9. Wk TCP & ik

PEIA il TCP & 1E % H

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttaccess-list 122 permit tcp any any eq telnet established
Routerl(config)#access-list 122 permit tcp any any eq telnet
Routerl(config)#taccess-list 122 permit ip any any
Routerl(config)#interface Serial0/0

Routerl(config-if)#ip access-group 122 in
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Routerl(config-if)#exit
Routerl(config)ttend
Routerl#
%
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttaccess-list 121 permit tcp any any eq telnet syn
Routerl(config)#access-list 121 permit tcp any any eq telnet
Routerl(config)t#access-list 121 permit ip any any
Router1(config)#interface Serial0/0
Routerl(config-if)#ip access-group 121 in
Routerl(config-if)#exit
Routerl(config)#end
Routerl#
R AT
Routerl#show access-list 122
Extended IP access list 122
permit tcp any any eq telnet established (3843 matches)
permit tcp any any eq telnet (6 matches)
permit ip any any (31937 matches)

Routerl#

M H AT PAE BRI AN Telnet 21 1E I %11, 3,843 + 6 =3,849 /> Telnet 200
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‘19.10. i ACL H G4 H

TR Al HIBASKR B 2B B ACL HS, 2Tms

1901, 1T i 45 A0 0 4
PR AEa AL AN TP AR A o SR 1R
[EESS
NI [ iy 4 1 T B RS R 1
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip access-list standard STANDARD-ACL
Routerl(config-std-nacl)#fremark This is a standard ACL
Routerl(config-std-nacl)#permit any log
Routerl(config-std-nacl)#exit
Routerl(config)#ip access-list extended EXTENDED-ACL
Routerl(config-ext-nacl)#tremark This is an extended ACL
Routerl(config-ext-nacl)#deny tcp any any eq www
Routerl(config-ext-nacl)#permit ip any any log
Routerl(config-ext-nacl)#exit
Routerl(config)#interface Serial0/1
Routerl(config-if)#ip access-group STANDARD-ACL in
Routerl(config-if)#exit

Routerl(config)ttend

Route To The Future

+

HUYAE

2N ful

298


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl#

TN T A G A A R S R SRR SR VE LS IR /Y Ping
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip access-list extended PING-OUT
Routerl(config-ext-nacl)#permit icmp any any reflect ICMP-REFLECT timeout 15
Routerl(config-ext-nacl)#permit ip any any
Routerl(config-ext-nacl)#exit

Routerl(config)#ip access-list extended PING-IN
Routerl(config-ext-nacl)#evaluate ICMP-REFLECT
Routerl(config-ext-nacl)#deny icmp any any log
Routerl(config-ext-nacl)#permit ip any any
Routerl(config-ext-nacl)#exit

Routerl(config)#interface Serial0/1

Routerl(config-if)#ip access-group PING-OUT out
Routerl(config-if)#ip access-group PING-IN in
Routerl(config-if)#end

Routerl#

VERE AEBITrh B S 2 512 R LURR [T ICMP Response BEAT 47

19.12. AbE ALK FTP

P XS FTP ORIEATIX 73
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)t#access-list 144 permit tcp any gt 1023 any eq ftp
Routerl(config)#taccess-list 144 permit tcp any gt 1023 any gt 1023
Routerl(config)#access-list 144 deny ip any any
Routerl(config)#interface Serial0/0.1

Routerl(config-subif)#ip access-group 144 in
Routerl(config-subif)#exit

Routerl(config)#end

Routerl#

VERE Bl BT (0 FTP, 20 7 i PO e 25 4 A8 — SR T 1024 3 SRRSO TR il
AT IR PTA 5T 1024 (R 1, 417 A IC B AR BES A R ML e, (EDR D> T e, AELUR

T A AT R AL B

19.13. A ] L I fa) i 45 ol 2 R

S TR) O I H S T I ) Bk AT 4 o

[EE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#time-range NOSURF
Routerl(config-time-range)# periodic weekdays 9:00 to 17:00

Routerl(config-time-range)#exit
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Routerl(config)#ip access-list extended NOSURFING
Routerl(config-ext-nacl)# deny  tcp any any eq www time-range NOSURF
Routerl(config-ext-nacl)# permit ip any any

Routerl(config-ext-nacl)#exit

Routerl(config)#interface FastEthernet0/1

Routerl(config-if)#ip access-group NOSURFING in

Routerl(config-if)#end

Routerl#

VR AR A B ECE B AR LARC E 2 periodic,

19.14. AR S 1 vE

Sein] C B A AR S 1 R g

[l 2%

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip access-list extended OREILLY

Router2(config-ext-nacl)#permit tcp any host 172.25.100.100 eq 80 23 25 110 514 21

Router2(config-ext-nacl)#end

Router2#

VERE T N S K € T LA permit tep any any range 20 25 IV a4, 6T AR SE
it 1 P10 3 96 DU A ] 22 25481 permiit tep any host 172.25.100.100 eq 80 [F)#ir4>, HEM 12.3(7)T LG

YT LA R g v g T ORI A T R A

19.15.  F 4] 31 % g B
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PEIR) AR AN AT o iR

%

AN H BRI R 512

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip access-list extended OREILLY
Router2(config-ext-nacl)#12 permit tcp any host 172.25.100.100 eq 20
Router2(config-ext-nacl)#end

Router2#

HOHO P A 2P 41 AT T

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip access-list resequence OREILLY 10 10
Router2(config)ttend

Router2#

TR € r) 4R 1 & 4% H

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip access-list extended OREILLY
Router2(config-ext-nacl)#no 60

Router2(config-ext-nacl)#end

Router2#
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VERE M 12.3(2)T LUS B 85800 7 BSR4 H PSS S0RF, § 10 3638, IXRERT LU X

P F 34T G iR

Router2#show ip access-lists OREILLY

Extended IP access list OREILLY
10 permit tcp any host 172.25.100.100 eq www
20 permit tcp any host 172.25.100.100 eq telnet
30 permit tcp any host 172.25.100.100 eq smtp
40 permit tcp any host 172.25.100.100 eq pop3

50 permit tcp any host 172.25.100.100 eq cmd

19.16. T Ipve i JE
il X 1pve B R kAT I g
EHE=

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ipv6 access-list EXAMPLES
Routerl(config-ipv6-acl)#permit ipvé AAAA:5::/64 any

Routerl(config-ipv6-acl)#permit ipvé host AAAA:5::FE:1 any

Routerl(config-ipv6-acl)#permit tcp any any eq telnet established

Routerl(config-ipv6-acl)#tdeny tcp any any eq telnet syn

Routerl(config-ipv6-acl)##sequence 55 permit udp any any eq snmp

Routerl(config-ipv6-acl)#fremark this is a comment

Routerl(config-ipv6-acl)##sequence 66 remark this comment has a sequence number
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Routerl(config-ipv6-acl)#permit icmp any any reflect ICMP-REFLECT
Routerl(config-ipv6-acl)#deny ipv6 any host AAAA:6::1 log
Routerl(config-ipv6-acl)#deny ipv6 any any log-input
Routerl(config-ipv6-acl)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ipv6 traffic-filter EXAMPLES in
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

FERE 1pve by B H] A 44 AP HIZ 2, R B AR T iy 40 g AR M AT e

‘20.1. {§i | IP HELPER ADDRESSES fir &

1) i % 28 5 DHCP Request 5 ) S 7

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Ethernet0

Routerl(config-if)#ip helper-address 172.25.1.1
Routerl(config-if)#ip helper-address 172.25.10.7
Routerl(config-if)#exit

Routerl(config)ttend
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Routerl#

VERE 1H IP Helper Address it 240 FH # i & A A — > DHCP ARERARSS 2%, &K% )i (1) DHCP
Request L 'E [ ip helper address.

20.2. R IP HELPER ADDRESSES i 4 [1 5%

) BL'E IP Helper Address T4 LA 5 5 U 4 FH R 48 sy 5l 3 DHCP IR 45 2% Sty 1 1y
[EIES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#no ip forward-protocol udp tftp

Routerl(config)#no ip forward-protocol udp nameserver

Routerl(config)#no ip forward-protocol udp domain

Routerl(config)#no ip forward-protocol udp time b
bt
Routerl(config)#no ip forward-protocol udp netbios-ns i
il
Routerl(config)#no ip forward-protocol udp netbios-dgm o
I
(@]
e

Routerl(config)#no ip forward-protocol udp tacacs
Routerl(config)#end
Routerl#

TERE BT IP Helper i 2255 K ARZ UDP | 4B, AMUASE DHCP il tl, Jf HANGEED
AN R R R 45 2 e AN TR R

20.3. i H DHCP K2 A . & Bt #% 1P bbb

B PO R ARl A RAT 1P ik

[ril 2
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/1

Routerl(config-if)#ip address dhcp

Routerl(config-if)#end

Routerl#

Interface FastEthernet0/1 assigned DHCP address 172.25.1.57, mask 255.255.255.0
Routerl#

R 7E 12.2(8)T Z AT A 0UEH T LUKM RO . M 12.3(8)T LLJE A BAXT DHCP 3E IR T4,
FIEC E N AN SRS DNS 457

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/1
Routerl(config-if)#no ip dhcp client request dns-nameserver
Routerl(config-if)#tend

TR TR G AR el R 254

S*  0.0.0.0/0[254/0] via 172.25.1.1

M 12.3(4)T FFEAHEIN T X5 SRA b1l R TEORH 58 3R A5 ) S
Routerl#release dhcp FastEthernet0/1

Routerl#renew dhcp FastEthernet0/1

20.4. JHE DHCP KX} & /7 um dE 4T 8 2 1P Hu sk 43 Bd
) FcE s bk DHCP R4S %%
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EES
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#service dhcp

Router1(config)#ip dhcp pool 172.25.1.0/24
Routerl(dhcp-config)#network 172.25.1.0 255.255.255.0
Routerl(dhcp-config)#default-router 172.25.1.1
Routerl(dhcp-config)#exit

Routerl(config)#ip dhcp excluded-address 172.25.1.1 172.25.1.50
Routerl(config)#ip dhcp excluded-address 172.25.1.200 172.25.1.255

Routerl(config)#end

Routerl#

R TEAZENE excluded a4 R HERRFELe g, By 1l I RE 5

20.5. [iL'E DHCP [ fic & ik 1

$1n) L E T2 [F) DHCP i B R TR AL 45 75 1 vif

[EIE=

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip dhcp pool ORAserver
Routerl(dhcp-config)t#thost 172.25.1.34 255.255.255.0

Routerl(dhcp-config)#client-name bigserver
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Routerl(dhcp-config)t#default-router 172.25.1.1 172.25.1.3

Routerl(dhcp-config)#domain-name oreilly.com

Routerl(dhcp-config)#dns-server 172.25.1.1 10.1.2.3

Routerl(dhcp-config)#netbios-name-server 172.25.1.1

Routerl(dhcp-config)#netbios-node-type h-node

Routerl(dhcp-config)t#option 66 ip 10.1.1.1

Routerl(dhcp-config)#option 33 ip 192.0.2.1 172.25.1.3

Routerl(dhcp-config)#option 31 hex 01

Routerl1(dhcp-config)#lease 2

Routerl(dhcp-config)#exit

Routerl(config)#end

Routerl# hii
&

TERE Option 66 & X TFTP Ik45 2%; Option 33 & XA HH; Option 31 7€ X% J ' ¥ d ] IRDP. Lr‘
il
o

20.6. Wil 'E DHCP {23 i i) K 3
el

$) S DHCP 43 Ui K

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router1(config)#ip dhcp pool 172.25.2.0/24
Routerl(dhcp-config)tlease 2 12 30

Routerl(dhcp-config)#exit
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Routerl(config)#end

Routerl#

R SeE Be K, BCERIUNR, /DI, Jrbh

20.7.  JrECHERAS 1P ML

PEIR] BERHRS 7> BCLE HAM E BT E 1P ik

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip dhcp pool IAN

Routerl(dhcp-config)#thost 172.25.1.33 255.255.255.0

Routerl1(dhcp-config)#client-identifier 0100.0103.85e9.87

.
[;

L
— & =

Routerl(dhcp-config)#client-name win2k

Routerl(dhcp-config)#default-router 172.25.1.1 E;
o
Routerl(dhcp-config)#domain-name oreilly.com S
e

Routerl(dhcp-config)#dns-server 172.25.1.1
Routerl(dhcp-config)#exit
Routerl(config)#end

Routerl#

R X HET MAC Huliksk g8 54 1P Hudik. Client-identifier J& IR ER /2 MAC #ihik, AidbbiL4e
MAC HihiE 2 T 0100, A2 A, ) T 58 2 [ 3 871 2 2% RFC 3232 1¥] Number Hardware Type

iy

Routerl#show ip dhcp binding
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IP address Hardware address Lease expiration Type
172.25.1.33 0100.0103.85€9.87 Infinite Manual
172.25.1.52 0100.50da.2a5e.a2 Apr 11 2006 09:00 PM Automatic
172.25.1.53 0100.0103.ealb.ed Apr 11 2006 08:58 PM Automatic

20.8.  [Jil'E A DHCP Kk & & F ify

fein) 75— A e L& 2 HT ) DHCP Hodl

[F]%%

FTP 7=t

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip dhcp database ftp://dhcp:bindsave@172.25.1.1/dhcp-leases

.
[;

Routerl(config)#end }
ity

[

Routerl# E;
N \ o

TFTP J7 =X 5
e

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router1(config)#ip dhcp database tftp://172.25.1.1/dhcp-leases

Routerl(config)ttend

Routerl#

RCP 7,

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip dhcp database rcp://dhcp@172.25.1.1/dhcp-leases
Routerl(config)ttend

Routerl#

VERE JEH DHCP i EORAF TN AF, WERE A At 22k, ATRMEA] Bk 77 AT % A A e 2
PR EUN B R ATl

Routerl#show ip dhcp database

URL : ftp://dhcp:bindsave@172.25.1.1/dhcp-leases

Read : Never

Written : Apr 09 2006 10:24 PM

Status  : Last write succeeded. Agent information is up-to-date.
Delay : 300 seconds

Timeout :300 seconds

Failures : 1

Successes: 30

20.9. fEA— TMEE £ A DHCP ]k %5 #&

P AE [l —F WL E 2 A DHCP iRk 45# k1 inm] FH 7

[EIFS

Routerl:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip dhcp pool 172.22.1.0/24
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Routerl(dhcp-config)#network 172.22.1.0 255.255.255.0

Routerl(dhcp-config)#default-router 172.22.1.1

Routerl(dhcp-config)#domain-name oreilly.com

Routerl(dhcp-config)#dns-server 172.25.1.1 10.1.2.3

Routerl(dhcp-config)#exit

Routerl(config)#ip dhcp excluded-address 172.22.1.1 172.22.1.49
Routerl(config)#ip dhcp excluded-address 172.22.1.150 172.22.1.254

Router1(config)#ip dhcp database ftp://dhcp:bindsave@172.25.1.1/dhcp-leases-rtr1

Routerl(config)ttend

Routerl#

Router2:

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip dhcp pool 172.22.1.0/24

Router2(dhcp-config)#network 172.22.1.0 255.255.255.0

Router2(dhcp-config)#default-router 172.22.1.1

Router2(dhcp-config)#domain-name oreilly.com

Router2(dhcp-config)t#tdns-server 172.25.1.1 10.1.2.3

Router2(dhcp-config)#exit

Router2(config)#ip dhcp excluded-address 172.22.1.1 172.22.1.149

Router2(config)#ip dhcp database ftp://dhcp:bindsave@172.25.1.1/dhcp-leases-rtr2

Router2(config)#end
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Router2#

FER BEAARNCE MM HEE AT R, Routerl Jprficiihik > M 172.25.1.50 ] 172.25.1.149, Router2 73t
Hubil 5 M 172.25.1.150 F] 172.25.1.254,

20.10. DHCP i & e 5t

S lr) AR FEA SCATCAFRAEAT 1P HhE AR I
[EIE=3

FeAE TFTP IR 45#% b O bt SeA S

Freebsd% cat /tftpboot/dhcp.static

*time* Aug 17 2006 03:52 PM

*version* 2

IIP address Type Hardware address Lease expiration

10.1.1.16 /24 id 0100.104b.33da.74 Infinite b
bt

10.1.1.17/24  id 0100.0dbc.eff6.38 Infinite i
il

10.1.1.18 /24 id 0100.0a5e.4001.27 Infinite o
ol
e

10.1.1.19 /24 id 0100.0331.327e.41 Infinite

10.1.1.20 /24 id 0100.0d60.b21a.4c Infinite

*end*

Freebsd%

% FH ARG B

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip dhcp pool OREILLY
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Router1(dhcp-config)#origin file tftp://172.25.1.1/dhcp.static
Routerl(dhcp-config)#default-router 10.1.1.1
Routerl(dhcp-config)#dns-server 172.25.1.1 172.25.1.3
Routerl(dhcp-config)#domain-name oreilly.com
Routerl(dhcp-config)#lease 3

Routerl(dhcp-config)t#tend

Routerl#

TR 20.7 YEEI A ER AR B0 75 2 AMEFE 1Y) DHCP Pool, #7 JEMEASR, M 12.3(11)T LUG AT LUl
8 I SO SO R THRIC, ANk 20 i — g i X 1 SR SR SCHHE UA 75 B4R, LG no
service dhcp K157 11- DHCP It 555X 5 service dhep fiv 2 H57 it FH ok AERK

20.11. %4> DHCP IP Hbdik Fi7 Ik

20 [/ ARP I DHCP i hEZk 52 ke By 1l B 1P bk 4k

[l 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip dhcp pool OREILLY
Routerl(dhcp-config)#update arp

Routerl(dhcp-config)#end

Routerl#

HRE M 12.2(15)T TP ARSI N T 224 DHCP IP Hiulik#87R (DHCP secured IP address assignment) , Ji
FH IR 5 225 XHEEAS DHCP 4R e B in—> 224 ARP 4 H, By iEx 4% H s e, BIAdi{E
clear arp-cache iy & 2 {RIUE L4 H ANBEE B

20.12. B R DHCP IR
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$in 5o DHCP RS IFIRA
[ 2%

BIRGRE MR 73 eI
Routerl#show ip dhcp binding
ETAZN: 61| RUIEN

Routerl#tshow ip dhcp conflict
Routerl#show ip dhcp database
Y7842 R DHCP #dligi it

Routerl#show ip dhcp server statistics

R

Routerl#show ip dhcp server statistics o
B

Memory usage 17996 i
1k

Address pools 4 o
5
e

Database agents 1

Automatic bindings 2

Manual bindings 1

Expired bindings 3

Malformed messages O

Message Received

BOOTREQUEST 0
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DHCPDISCOVER 63

DHCPREQUEST 203

DHCPDECLINE 1

DHCPRELEASE 27

DHCPINFORM 19

Message Sent

BOOTREPLY 0

DHCPOFFER 63

DHCPACK 139

DHCPNAK 2

Routerl# ﬂ
bt
[

20.13. DHCP HE44 T
il

$Ein] XF DHCP HHIL I [l R4 T HEAE z
_|

[EIF=3
Routerl#debug ip dhcp server events
Routerl#debug ip dhcp server packet

R G

‘21.1. il B LA NAT Ih fig

B ek A% 1 HEAR [ NAT Z)fig
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[m] 4%

=

Routerticonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 15 permit 192.168.0.0 0.0.255.255

Router(config)#ip nat inside source list 15 interface FastEthernet0/0 overload

Router(config)#interface FastEthernet0/2

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.2.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface Ethernet0/0

Router(config-if)#ip address 172.16.1.5 255.255.255.252

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#end

Router#

FERE B b B E S T bl BE 192.168.0.0/16 Vi [l AR ZE LS O 172.16.1.5 I TIfiE, JEAH

Hu iR fE

21.2. B EAL N AN ES Hh bk
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BRI MSEANRE S (M ISR B 25 4 R Hb

L

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#access-list 15 permit 192.168.0.0 0.0.255.255

Router(config)#ip nat pool NATPOOL 172.16.1.100 172.16.1.150 netmask 255.255.255.0

Router(config)#ip nat inside source list 15 pool NATPOOL

Router(config)#interface FastEthernet 0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface FastEthernet 0/1

Router(config-if)#ip address 192.168.2.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface Ethernet1/0

Router(config-if)#ip address 172.16.1.2 255.255.255.0

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#end

Router#
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¥ ip nat inside source list 15 pool NATPOOL jE S 1 HHPE 2ty stdibthy,  fnn SRt k- vts 1Y 50 97 1 B3
KAy, WA LT overload ZH0H 2 WA — AL AR BEAT S o S 4 X LK kb i JF A — &
R outside i I MM AF 7 — 10 BE, BT M 1912 o g T A

21.3. A B AL O AR M bk

S in) FHPERELURR E B Bl AR e B AR B

[EE

Routerticonfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip nat inside source static 192.168.1.15 172.16.1.10
Router(config)#ip nat inside source static 192.168.1.16 172.16.1.11
Router(config)#interface FastEthernet 0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat inside ﬁ
+
Router(config-if)#exit %
2
Router(config)#interface FastEthernet 0/1 3

Router(config-if)#ip address 192.168.2.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface Ethernet1/0

Router(config-if)#ip address 172.16.1.2 255.255.255.0

Router(config-if)#ip nat outside

Router(config-if)#exit
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Router(config)#end
Router#

VERE AR

21.4. MHEEE A M)A RS S

Pl FRASMB)A LT A 455

%

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#access-list 15 deny 192.168.1.15 0.0.0.0
Router(config)#access-list 15 deny 192.168.1.16 0.0.0.0
Router(config)#access-list 15 permit 192.168.0.0 0.0.255.255
Router(config)#ip nat inside source static 192.168.1.15 172.16.1.10
Router(config)#ip nat inside source static 192.168.1.16 172.16.1.11
Router(config)#ip nat pool NATPOOL 172.16.1.100 172.16.1.150 netmask 255.255.255.0
Router(config)#ip nat inside source list 15 pool NATPOOL overload
Router(config)#interface FastEthernet0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.2.1 255.255.255.0
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Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface Ethernet0/0
Router(config-if)#ip address 172.16.1.2 255.255.255.0
Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#tend

Router#

FERE XIS RAC P 2 W A RS 1T, 2RI P AR A, DR AR I
PE TSR, AL ST S0 S bl A 20 2 I Bl A (ot bk AR

21.5.  f# /il ROUTE MAPS 3K 3 47 B % J I 2 4
i) 1 H Route Maps SRIEAT T 4F HIHH Ak R

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0
Router(config-if)#ip address 172.16.1.5 255.255.255.252
Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#interface FastEthernet0/1
Router(config-if)#ip address 172.16.2.5 255.255.255.252

Router(config-if)#ip nat outside
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Router(config-if)#exit

Router(config)#interface FastEthernet0/2

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#ip nat inside source route-map ISP-1 interface FastEthernet0/0 overload
Router(config)#ip nat inside source route-map ISP-2 interface FastEthernet0/1 overload
Router(config)#route-map ISP-1 permit 10

Router(config-route-map)#match interface FastEthernet0/0
Router(config-route-map)#exit

Router(config)#route-map ISP-2 permit 10

Router(config-route-map)#match interface FastEthernet0/1

>
ity
[
Router(config-route-map)#exit =+
|
gils
Router(config)#tend
s
_|
Router#

TR @EHI T2 outside diy I I 4L

21.6.  [R] I P9AS Jy 1n) kR R
7t L I 1 D W SR 5 i 2 2
[ %

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router(config)#access-list 15 deny 192.168.1.15
Router(config)#access-list 15 permit 192.168.0.0 0.0.255.255
Router(config)#access-list 16 deny 172.16.5.25
Router(config)#access-list 16 permit 172.16.0.0 0.0.255.255
Router(config)#ip nat pool NATPOOL 172.16.1.100 172.16.1.150 netmask 255.255.255.0
Router(config)#ip nat pool INBOUNDNAT 192.168.15.100 192.168.15.200 netmask 255.255.255.0
Router(config)#ip nat inside source list 15 pool NATPOOL overload
Router(config)#ip nat inside source list 16 pool INBOUNDNAT overload
Router(config)#ip nat inside source static 192.168.1.15 172.16.1.10
Router(config)#ip nat outside source static 172.16.5.25 192.168.15.5
Router(config)#ip route 192.168.15.0 255.255.255.0 Ethernet0/0
Router(config)#interface FastEthernet 0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface FastEthernet 0/1

Router(config-if)#ip address 192.168.2.1 255.255.255.0
Router(config-if)#ip nat inside

Router(config-if)#interface Ethernet0/0

Router(config-if)#ip address 172.16.1.2 255.255.255.0
Router(config-if)#ip nat outside

Router(config-if)#exit
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Router(config)#end

Router#

R L

21.7. MEAREE
P A7 B A A R 2% B IR R 4%
EE=

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#ip nat outside source static network 172.16.0.0 172.17.0.0 /16 no-alias

Router(config)#ip route 172.16.0.0 255.255.0.0 Ethernet1/0

Router(config)#ip route 172.17.0.0 255.255.0.0 Ethernet1/0

Router(config)#interface FastEthernet 0/0

Router(config-if)#ip address 10.1.1.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface Ethernet1/0

Router(config-if)#ip address 172.16.1.6 255.255.255.252

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#end

Router#
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VERE 3G WA A 4 L5 itk B SR 15 D

21.8. ] NAT SR HEEAT B 55 & A 0 41

PE ARG 5 F)— 1P Hhodik AT SN FH () 6 e 240
[EIE=3

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface FastEthernet0/0

Router(config-if)#ip address 192.168.1.1 255.255.255.0
Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.2.1 255.255.255.0
Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#ip nat pool WEBSERVERS 192.168.1.101 192.168.1.105 netmask 255.255.255.0 type

rotary

Router(config)#access-list 20 permit host 192.168.1.100

Router(config)#ip nat inside destination list 20 pool WEBSERVERS

Router(config)#end

Router#

AR XEAFRSAETHHT rotary INSEHE ] T destination 1A~ & source ZERIIFIEM 1, 44K

LIPS EPNIbiE: sl i) TR S

Route To The Future

e bt

1VN

325


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

21.9.  JEFRAE M NAT D)

Sein) AEm A FAPER 28 R NAT, IXRE— B B MRS OL T 5 — & T DLDI#GE 21 NAT 4R
%

RouterA

Router-Attconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-A(config)#access-list 11 permit any

Router-A(config)#ip nat pool NATPOOL 172.17.100.100 172.17.100.150 netmask 255.255.255.0
Router-A(config)#ip nat inside source list 11 pool NATPOOL mapping-id 1
Router-A(config)#interface FastEthernet0/0

Router-A(config-if)#ip address 192.168.1.3 255.255.255.0
Router-A(config-if)#ip nat inside

Router-A(config-if)#standby 1 ip 192.168.1.1

Router-A(config-if)#standby 1 preempt

Router-A(config-if}##standby 1 name SNATGROUP
Router-A(config-if)#exit

Router-A(config)#interface Serial0/0

Router-A(config-if)#ip address 172.17.55.2 255.255.255.252
Router-A(config-if)#ip nat outside

Router-A(config-if)#exit

Router-A(config)#ip nat Stateful id 1

Router-A(config-ipnat-snat)#redundancy SNATGROUP

Route To The Future

e bt

1VN

326


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Router(config-ipnat-snat-red)#mapping-id 1
Router(config-ipnat-snat-red)#exit

Router-A(config)#tend

Router-A#

RouterB

Router-B#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-B(config)#access-list 11 permit any

Router-B(config)#ip nat pool NATPOOL 172.17.100.100 172.17.100.150 netmask 255.255.255.0
Router-B(config)#ip nat inside source list 11 pool NATPOOL mapping-id 1
Router-B(config)#interface FastEthernet0/0
Router-B(config-if)#ip address 192.168.1.2 255.255.255.0
Router-B(config-if)#ip nat inside

Router-B(config-if)#standby 1 ip 192.168.1.1
Router-B(config-if)#standby 1 priority 90
Router-B(config-if)#tstandby 1 preempt
Router-B(config-if)#standby 1 name SNATGROUP
Router-B(config-if)#exit

Router-B(config)#interface Serial0/0

Router-B(config-if)#ip address 172.17.55.6 255.255.255.252
Router-B(config-if)#ip nat outside

Router-B(config-if)#exit
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Router-B(config)#ip nat Stateful id 1
Router-B(config-ipnat-snat)#redundancy SNATGROUP
Router(config-ipnat-snat-red)#mapping-id 1
Router(config-ipnat-snat-red)#exit
Router-B(config)#end

Router-B#

AR ESR U HSRP W] DA v FH PRI ), R ANBERID NAT BPREE, A 12.2(13)T BUS
BRI T HETARAS T NAT (SNAT) |, IXFER] DURFF Y & e IR IER R, JOCHEA 228 ip nat
Stateful EET & IX LK) Stateful f2 K5 TT k1), X L2 X 70 KNG 1. 5340 SNAT HUFT HSRP 3 H
ANHEIR VRRP 5 GLBP -t EH] o[RSt i) LU H 22 41 HSRP (1T 2R R 1 48035 17

21.10. 4 NAT I K

FEin) YR NAT BHRER A H I K

[EES

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip nat translation tcp-timeout 500
Router(config)#ip nat translation udp-timeout 30
Router(config)#ip nat translation dns-timeout 30
Router(config)#ip nat translation icmp-timeout 30
Router(config)#ip nat translation finrst-timeout 30
Router(config)#ip nat translation syn-timeout 30
Router(config)#end

Router#
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AT AR A 1 d K 4% H R

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#ip nat translation max-entries 1000
Router(config)#tend

Router#

FERE B48 TCP A 24 /NINF, UDP A 5 434k, DNS b 1 404

21.11. & FTP [ TCP ¥fi [
i) FTP ARSS 284 A Ak I % i 1
[EIE=S

Routerticonfigure terminal

—
L

Enter configuration commands, one per line. End with CNTL/Z.

B
[
Router(config)#access-list 19 permit 192.168.55.5 T
gils
Router(config)#ip nat service list 19 ftp tcp port 8021 z
_|

Router(config)#ip nat service list 19 ftp tcp port 21

Router(config)#tend

Router#

TR AE 12.2(4)T JG ARSI T no-payload SSHET SR 1h Hodhs G 3 i sl A5 BBEAT 2
Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#interface FastEthernet0/0
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Router(config-if)#ip address 172.16.1.5 255.255.255.252

Router(config-if)#ip nat outside

Router(config-if)#exit

Router(config)#interface FastEthernet0/1

Router(config-if)#ip address 192.168.1.1 255.255.255.0

Router(config-if)#ip nat inside

Router(config-if)#exit

Router(config)#ip nat inside source static 192.168.1.10 172.16.1.5 no-payload

Router(config)#end

Router#

21.12.  fofr NAT IR

B BA X NAT /58

[EES

Router#tshow ip nat translation

Routerttclear ip nat translation *

Router#clear ip nat translation inside 172.18.3.2
Routert#clear ip nat translation outside 192.168.1.10
Router#ishow ip nat statistics

Routert#clear ip nat statistics

11 %% Router#tshow ip nat translation

Pro Inside global Inside local Outside local Outside global
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"Inside global" kj PN ¢ %% B 12 Y Hi ik " Inside local" Ay P #5154 1) EL S ik "Outside local” ok #1315
H BRI HLHE" Outside global" AN 2 [ B HlE, global addresses 71 outside, local addresses
1E inside.

21.13.  NAT fF44

Fil X NAT HEATHERS

[ 25

Router#idebug ip nat
Routerttdebug ip nat detailed
Router#idebug ip nat 15
Router#debug ip nat 15 detailed

ER L
BT BB KBHN

‘22.1. fic ‘& JE K HSRP

PEI] 4 1 i e 2 4 DS 2 03 % e 4 ) AR 1 B e 4% 10 1P L AN MAC ki
[ 2%

Routerl:

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet 0/1

Routerl(config-if)#ip address 172.22.1.3 255.255.255.0

Routerl(config-if)#standby 1 ip 172.22.1.1

Routerl(config-if)#standby 1 priority 120
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Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

Router2:

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface FastEthernet 1/0
Router2(config-if)#ip address 172.22.1.2 255.255.255.0
Router2(config-if}#standby 1ip 172.22.1.1
Router2(config-if)#tstandby 1 priority 110
Router2(config-if)#exit

Router2(config)ttend

Router2#

VERE BT HSRP JEHLH K1 MAC HuhEFRATAHOC, BrbAn] fig sy B[R] — A Bep L 21 2 AN FH R MAC
HhE IR, X I 5k 75 25 FH standby 1 mac-address 0000.0c07.ad01 iy 4>k N\ T35 & —> MAC Hiuhil:

22.2  {fi H] HSRP 4 [y 5 1

Beinl s E s R s E — B P AT AP

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet 0/1

Routerl(config-if}#standby 1ip 172.22.1.1
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Routerl(config-if)#tstandby 1 priority 120
Routerl(config-if)#standby 1 preempt
Routerl(config-if)#exit
Routerl(config)ttend

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface FastEthernet 1/0
Router2(config-if}#standby 1ip 172.22.1.1
Router2(config-if)#tstandby 1 priority 110
Router2(config-if)#standby 1 preempt
Router2(config-if)#exit
Router2(config)#end

Router2#

HRE IEHESL T 2 LAN 3 up JE St a R Az Ay, 1T G AT BE M 538 B S, T DA O 5
SEIRITIR], LR H AR A 20 L — B ) P R AR 5% standby 1 preempt delay 60

22.3. M E HSRP XS 82 i) UG B ) S FF

PEI) 4 3 i e s 10 B 1 HE B IS S D) 21 2% i et 2
[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet0/1
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Routerl(config-if)#standby 1 ip 172.22.1.1
Routerl(config-if)#standby 1 priority 120
Routerl(config-if)#standby 1 preempt
Routerl(config-if)##standby 1 track Serial0/0 20
Routerl(config-if)#exit
Routerl(config)#end
Routerl#
M 12.2(15)T J5 51N BE £ AT B ER S
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#track 11 interface Seriall/1 ip routing
Routerl(config-track)#exit
Routerl(config)#interface FastEthernet0/0
Routerl(config-if}#standby 1 ip 172.22.1.1
Routerl(config-if)#standby 1 priority 120
Routerl(config-if)#standby 1 preempt
Routerl(config-if)#standby 1 track 11 decrement 50
Routerl(config-if)#tend
Routerl#
VEB Routerlitshow track
Track 11

Interface Serial1/1 ip routing
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IP routing is Down (hw admin-down, ip disabled)

1 change, last change 00:12:48

Tracked by:

HSRP FastEthernet0/0 1

22.4. HSRP 11 2 34 i

fein] EPIEECE 2 6 HSRP [ 4 L Sl & 10 SR 8 1 iy

[EE=S
Routerl#configure terminal

Enter configuration commands, one per line.

Routerl(config)#interface FastEthernet0/1

Routerl(config-if)#ip address 172.22.1.3 255.255.255.0

Routerl(config-if)##standby 1 ip 172.22.1.1

Routerl(config-if)#standby 1 priority 120

Routerl(config-if)#standby 1 preempt

Routerl(config-if)##standby 2 ip 172.22.1.2

Routerl(config-if)#standby 2 priority 110

Routerl(config-if)##standby 2 preempt

Routerl(config-if)#exit

Routerl(config)#end

Routerl#

Router2#configure terminal

Route To The Future
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Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#interface FastEthernet1/0
Router2(config-if)#ip address 172.22.1.4 255.255.255.0
Router2(config-if}#standby 1ip 172.22.1.1
Router2(config-if)#standby 1 priority 110
Router2(config-if)#standby 1 preempt
Router2(config-if)##standby 2 ip 172.22.1.2
Router2(config-if)#standby 2 priority 120
Router2(config-if)#standby 2 preempt
Router2(config-if)#exit

Router2(config)#end

Router2#

FERE B MBI, T DA B S B B2 T IO 2% F A B K

22.5. HSRP 1 ICMP H & |7

$E1) #E HSRP HJH H ICMP 3¢ 7]

[EIE=

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#tinterface FastEthernet 1/0
Router2(config-if)#no ip redirects

Router2(config-if)#standby redirects disable
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Router2(config-if)#exit

Router2(config)#tend

Router2#

TR

22.6. % HSRP JE I 7%

Bein) A O A R T TR I

[F]%%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet0/1

1
Routerl(config-if}#standby 1ip 172.22.1.1 5%;
[l
Routerl(config-if)#standby 1 priority 120 ﬁ
¢
Routerl(config-if)#standby 1 preempt -
|
Routerl(config-if)#standby 1 timers 1 3 %
Vi
Routerl(config-if)#exit >§<t
Routerl(config)ttend
Routerl#

R B Hello GWIHKCh 3 80, 10 BPJa & #eF, WK 1 F s tr s ARG, SN2 N T i P A s 2
YHEE Sy A RN G . e ] LL B 2Z#) Routerd(config-if)#standby 1 timers msec 100 msec 300

22.7.  AE4 JHEA M 45 P4l ] HSRP

P B RRIR N 2% HHC . HSRP

[l
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LR P O B R AT T 5, W R AT HA S R AT T source-route bridging At T I

(e & A

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface Tokenring0

Routerl(config-if)#ip address 172.22.1.3

Routerl(config-if)#standby ip 172.22.1.1

Routerl(config-if)#standby use-bia

Routerl(config-if)#standby priority 120

Routerl(config-if)#standby preempt

Routerl(config-if)#exit

Routerl(config)#end

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)ttinterface Tokenring0

Router2(config-if)#ip address 172.22.1.2

Router2(config-if}#standby ip 172.22.1.1

Router2(config-if)#standby use-bia

Router2(config-if)#standby priority 110

Router2(config-if)#standby preempt

Router2(config-if)#exit
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Router2(config)#end
Router2#

R T2 IR R 25 2 H BB 45 1 MAC HilE(E S, BT Al HSRP FH 21 B HUL MAC 34 H il i,
PEAERCE A H T burned-in address (BIAKARES MAC ik b Hi B ) 25

22.8.  JCE HSRP [f] SNMP 3L #f

$1) J3 F HSRP 1] SNMP Traps

[]2%F

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#snmp-server enable traps hsrp

Routerl(config)tsnmp-server host 172.25.1.1 ORATRAP 4
W

Routerl(config)#tend [l
0

Routerl# e
&

R *
&

N iy ‘}»

22.9. M1 HSRP )4 4> 1k 2

PEI] 5 HSRP )24

[EIE=3

AN BEAR AT ] P

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet 0/1

Routerl(config-if)#standby 1 ip 172.22.1.1
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Routerl(config-if)#tstandby 1 priority 120
Routerl(config-if)#standby 1 authentication NEOSHI
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

M 12.3(2)T Jr3ZHF MDS s 5 i

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/1
Routerl(config-if)#standby 1 ip 10.1.1.1
Routerl(config-if)#tstandby 1 priority 200
Routerl(config-if)#standby 1 authentication md5 key-string OREILLY
Routerl(config-if)#tend

Routerl#

AT B AR R g R A, BCEAES A e g
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet 0/1
Routerl(config-if)#standby 1ip 172.22.1.1
Routerl(config-if)#standby 1 priority 255
Routerl(config-if)#exit

Routerl(config)#end
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Routerl#

TR

22.10. fn HSRP AR A fF B
P R HSRP RE(F B

[EES

Router2#show standby

Router2#show standby FastEthernet 1/0

Router2#show standby brief

e

22.11. HSRP HE4S

1
$EiH) X} HSRP HEATHEE ?udl;
+
[EIF=3 |l
¢
Router2#debug standby errors %Ffi
Z
Router2#debug standby events 5;
=
=

Router2#debug standby packets

Router2#debug standby terse

R L

22.12. 3 H HSRP JiR A 2
e 5 E HSRPv2
[ %

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/1
Routerl(config-if)#standby version 2
Routerl(config-if)#standby 4095 ip 10.1.1.1
Routerl(config-if)#standby 4095 timers msec 15 msec 50
Routerl(config-if)#standby 4095 priority 200
Routerl(config-if)##standby 4095 preempt
Routerl(config-if)#fend

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z. g

W
Router2(config)#interface FastEthernet0/0 —ti
[
Router2(config-if)#tstandby version 2 o
&
Router2(config-if)#standby 4095 ip 10.1.1.1 @L,:-
\F'l
Router2(config-if)#standby 4095 timers msec 15 msec 50 ﬁ
<

Router2(config-if)#standby 4095 priority 150
Router2(config-if)##standby 4095 preempt
Router2(config-if)#tend

Router2#

VERE M 12.3(4)T J5 HUGS2RE HSRPv2, EE &P ke T a4 Z, M va 11 256 A~ BIBLAERT 4095 />
2, AR MAC HihEFI4 453t KA GER -

22.13. VRRP

Route To The Future 342



http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

) A RS 3% 15 VRRP
[m] %5

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet0/1
Routerl(config-if)#ip address 10.1.1.2 255.255.255.0
Routerl(config-if)#vrrp 1 ip 10.1.1.1
Routerl(config-if)#vrrp 1 preempt
Routerl(config-if)#vrrp 1 priority 200
Routerl(config-if)#fend

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface FastEthernet0/0
Router2(config-if)#ip address 10.1.1.3 255.255.255.0
Router2(config-if)}#vrrp 1 ip 10.1.1.1
Router2(config-if)#vrrp 1 preempt
Router2(config-if)#vrrp 1 priority 150
Router2(config-if)#end

Router2#
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R EREAASAUAIECE b R B RRAE BRNL S A ] e S
Hello [AIB&, W LAZE B2 BECE, &0 th2s vl LUE LR E vrrp 1 timers learn iy 22K H )22,

A DUABCE R INAIA, HSCRF Track

H n) /8

FEMCEE I g B H ARG

22.14 GLBP
Pl Ml GLBP KSEHLUR S ) F 3l 4 43 41
[ %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 172.22.1.3 255.255.255.0

Routerl(config-if)#glbp 1 ip 172.22.1.1

Routerl(config-if)#exit

Routerl(config)#end

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#interface FastEthernet0/0

Router2(config-if)#ip address 172.22.1.2 255.255.255.0

Router2(config-if)#glbp 1 ip 172.22.1.1

Router2(config-if)#exit

Router2(config)ttend

Router2#
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OB GLBP At 2H Py e & R [l R Wi B R DL MAC LSk S B 1 Bl ) A7 A 2348, 249Kt w] U FH A 1)
ST, LRSS, IXFEA T OB A E 2 HSRP 4111 77 S BL T 394, I BT A v Al Al —
199 S Hhu ik

B_+=F 1pAHRE

‘ 23.1. [ E PIM-DM I (1 4%

Pl BOE K b A B A 4L T g

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip address 192.168.1.1 255.255.255.0
Routerl(config-if)#ip pim dense-mode

Routerl(config-if)#exit

Routerl(config)#interface Serial1/0

Routerl(config-if)#ip address 192.168.2.5 255.255.255.252
Routerl(config-if)#ip pim dense-mode

Routerl(config-if)#end

Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip multicast-routing
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Router2(config)#interface FastEthernet0/0
Router2(config-if)#ip address 192.168.3.1 255.255.255.0
Router2(config-if)#ip pim dense-mode
Router2(config-if)#exit

Router2(config)#interface Serial1/0

Router2(config-if)#ip address 192.168.2.6 255.255.255.252
Router2(config-if)#ip pim dense-mode
Router2(config-if)#fend

Router2#

VERE B RS A T 4R AR 7 MO IR R RS f 00, SO TT AR ER BT B AR K.

23.2. [id'E PIM-SM FI BSR I 1) 4H 4% % th

P PoE MR AL b, (R BSR SR2M K RP {5 &L

pad

=

=

Z 5 A BRI I 4%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip multicast-routing

Routerl(config)#ip pim rp-address 192.168.15.5

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 192.168.1.1 255.255.255.0

Routerl(config-if)#ip pim sparse-mode
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Routerl(config-if)#interface Serial1/0

Routerl(config-if)#ip address 192.168.2.5 255.255.255.252
Routerl(config-if)#ip pim sparse-mode

Routerl(config-if)#end

Routerl#

RP {5 1L % FH #5 AT BSR fiz 1B % FH 74

Router-RP1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-RP1(config)#ip multicast-routing
Router-RP1(config)#interface Loopback0
Router-RP1(config-if)#ip address 192.168.12.1 255.255.255.255
Router-RP1(config-if)# ip pim sparse-mode
Router-RP1(config-if)#exit

Router-RP1(config)#interface FastEthernet0/0
Router-RP1(config-if)#ip address 192.168.1.1 255.255.255.0
Router-RP1(config-if)#ip pim sparse-mode
Router-RP1(config-if)#exit

Router-RP1(config)#interface Serial1/0
Router-RP1(config-if)#ip address 192.168.2.5 255.255.255.252
Router-RP1(config-if)#ip pim sparse-mode
Router-RP1(config-if)#exit

Router-RP1(config)#ip pim rp-address 192.168.12.1 15
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Router-RP1(config)#ip pim rp-candidate loopbackO group-list 15
Router-RP1(config)#ip pim bsr-candidate loopback0 1
Router-RP1(config)#access-list 15 permit 239.5.5.0 0.0.0.255
Router-RP1(config)#access-list 15 deny any
Router-RP1(config)#end

Router-RP1#

TR N TR A 7 B — ANV 4 55 Rendezvous Point (RP)IAE N 41 3% 2 5 B 124 Shortest Path
Trees (SPT)HIMR . FCE % FHA (] RP A PIATT7%, —Fhad Routerd i AT E HI 72X ip pim
rp-address 192.168.15.5 5 — Pl &AM R RP, IX XA RN RS, 56— Fho2 AR 1)
Auto-RP, ) —Fiigh J& A5 ' ) Bootstrap Router. 7E Router-RP1 71 5E4# H ip pim rp-candidate ¢ & 15
H oA ATRE RP, K51l 1 ip pim bsr-candidate /it & 24 Bootstrap Router (BSR).BSR H [ A& & AT
LR T ATRER RP S Bl T3 AT E45 1 2 UL HL S ip pim rp-address 192.168.12.1 15 JUHL &
£ 12.3 LLJE 1 10S. BSR BT 2 PIM-SM v2 3CHFo

23.3. [lE PIM-SM Fl AUTO-RP I [ 41 4 % th
fein) B EMAR T RS . AR Auto-RP SRR RP 15 L
%

S5 R W B A

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#ip pim rp-address 192.168.15.5
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 192.168.1.1 255.255.255.0

Routerl(config-if)#ip pim sparse-dense-mode
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Routerl(config-if)#exit

Routerl(config)#interface Serial1/0

Routerl(config-if)#ip address 192.168.2.5 255.255.255.252

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)#end

Routerl#

{3 RP 2% 2%

Router-RP1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-RP1(config)#ip multicast-routing

Router-RP1(config)#interface Loopback0

Router-RP1(config-if)#ip address 192.168.12.1 255.255.255.255

Router-RP1(config-if)#ip pim sparse-dense-mode

Router-RP1(config-if)#exit

Router-RP1(config)#interface FastEthernet0/0

Router-RP1(config-if)#ip address 192.168.1.1 255.255.255.0

Router-RP1(config-if)#tip pim sparse-dense-mode

Router-RP1(config-if)#exit

Router-RP1(config)#interface Serial1/0

Router-RP1(config-if)#ip address 192.168.2.5 255.255.255.252

Router-RP1(config-if)#ip pim sparse-dense-mode

Router-RP1(config-if)#exit
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Router-RP1(config)#ip pim send-rp-announce loopback0 scope 16 group-list 15
Router-RP1(config)#ip pim send-rp-discovery scope 16
Router-RP1(config)#access-list 15 permit 239.5.5.0 0.0.0.255
Router-RP1(config)#access-list 15 deny any

Router-RP1(config)#end

Router-RP1#

R 7E Auto-RP 52U, H9)1 T sparse-dense-mode 1z, i T L4711 224.0.1.39 1 224.0.1.40.
P 2 A st

23.4. L€ PIM 4B S

Setn) By ik e as WAl B s i 2] Piv Hodl £

[EES

75 R1 _ERCE S UEXS R2

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip address 192.168.1.1 255.255.255.0
Routerl(config-if)#ip pim sparse-mode
Routerl(config-if)#ip pim neighbor-filter 18
Routerl(config-if)#exit

Routerl(config)#access-list 18 deny any

Routerl(config)ttend
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Routerl#

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router2(config)#ip multicast-routing

Router2(config)#interface FastEthernet0/0
Router2(config-if)#ip address 192.168.1.2 255.255.255.0
Router2(config-if)#ip pim dense-mode

Router2(config-if)#ip igmp helper-address 192.168.1.1
Router2(config-if)#end

Router2#

FERE XS PIM AT AL IERR TR LASEBL 224 LAAh, &R LU R Multicast stub routing

23.5. IR A 2H R R N H R S RE

Pl O E TR AR G H 1) S RF

EFs

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#ip pim spt-threshold 10 group-list 15
Routerl(config)#access-list 15 permit 239.5.5.55
Routerl(config)#access-list 15 deny any

Routerl(config)#interface FastEthernet0/0
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Routerl(config-if)#ip address 192.168.1.1 255.255.255.0

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)#exit

Routerl(config)#tinterface Serial1/0

Routerl(config-if)#ip address 192.168.2.5 255.255.255.252

Routerl(config-if)#ip pim sparse-mode

Routerl(config-if)#end

Routerl#

VERE 0T AR AR A A, A1 1 B 5 2 P A i A o, RN PO SPT ELK PR

JIT A ST 20 9 B A A

23.6. {E FRAME RELAY o # ATM % % b fifi FH 41 4%

i £F NBMA W2& b4 i PIM-SM
]2

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip multicast-routing

Routerl(config)#interface Serial0/0

Routerl(config-if)#encapsulation frame-relay

Routerl(config-if)#ip pim sparse-mode

Routerl(config-if)#ip pim nbma-mode

Routerl(config-if)#fend

Routerl#
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FERE XTI ) NBMA MIZ5H ) NBMA 2 O JGVE X 2 RO Rl O A #5ig sk, @il ip pim
nbma-mode T4 5% H &I JE 1 4H 3% 1 K

23.7. [ & CGMP

Pein] PCE K th 25 A Catalyst A2 #pL2 [)fH CGMP 81
[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip pim sparse-dense-mode
Routerl(config-if)#ip cgmp

Routerl(config-if)#end

Routerl#

R AFACHLE R caMP 1y & rTREAT, tBAZ A I ACHHLA S S CGMP

23.8. fliH 1GMP JR A 3

FEm) TLE IGMPY3

[EIE=3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#ip pim ssm default

Routerl(config)#interface FastEthernet0/0
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Routerl(config-if)#ip pim sparse-dense-mode
Routerl(config-if)#ip igmp version 3
Routerl(config-if)#end

Routerl#

WAL H Source-Specific Multicast(SSM)RF:, {H A& 2t i & ANSCHE v3, i LU A BLRHE IemP
v3lite

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#ip pim ssm default

Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip pim sparse-dense-mode
Routerl(config-if)#ip igmp v3lite

Routerl(config-if)#end

Routerl#

VERE v3 HU B A TR PERIE SSM, AMEAT DUSR @ AR ER AR 4L, I mT DL & 21 U5

23.9. A 2R B R 2R Ak R

S in] AL AN A F ORI SN A (2R % Hh R4k 5%
[E¥

F AN ZH R %

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#ip multicast-routing

Routerl(config)#ip mroute 192.168.15.0 255.255.255.0 192.168.98.6

Routerl(config)#interface TunnelO

Routerl(config-if)#ip address 192.168.98.5 255.255.255.252

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)##tunnel mode gre ip

Routerl(config-if)#end

Routerl#

AL

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ip multicast-routing

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)#ip igmp join-group 239.5.5.55

Routerl(config-if)#end

Routerl#

FERE L 12.3Q)TJEIIANT AT ip igmp join-group fiv4, U4k 2 iy &8 H fast switching SRACHEZH

i)

23.10. 3 MOSPF Skt 17 41 #% #%
F2) 8 MOSPF Sk 4y R 4H 4% % th 3%

A% BRIASSZEF MOSPF
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23.11. i il DVMRP >k #E 47 41 4% % th

P FCE DVMRP SR SCHR2L 1% 4 1

[EESS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip pim sparse-dense-mode
Routerl(config-if)#ip dvmrp unicast-routing
Routerl(config-if)#ip dvmrp summary-address 192.168.0.0 255.255.0.0
Routerl(config-if)#end

Routerl#

R JUES DVMRP FSZRF A E 2RI, T2 JE4E A DVMRP I PIM 2 [R5, i H Hi I 2%
FIR/D4 DVMRP 1168, HEFEAEH PIM, PIM {EH (192 LB I i 3%, 11 DVMRP & H A 4i 9 —A>
HIBW R, 1 224.0.0.4 XA A REH L SAS B4R fa /5 &

23.12. DVMRP [%i#

B 1R) 37 DVMRP BETE R 7N S RF LR I 9 2%

[EIFS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#interface TunnelO
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Router1(config-if)#ip unnumbered FastEthernet0/0

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)#ip dvmrp unicast-routing

Routerl(config-if}#tunnel source FastEthernet0/0

Routerl(config-if)#tunnel destination 192.168.99.15

Routerl(config-if)##ftunnel mode dvmrp

Routerl(config-if)#exit

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 192.168.1.1 255.255.255.0

Routerl(config-if)#ip pim sparse-dense-mode

Routerl(config-if)#fend

Routerl# -

[
VIR DVMRP B 2 2t 37 A SR b A AL S5 S0H DVMRP B & b, 1 & SR 2 IS S i m
FhbgiE, XPhREiE L geRe R ARG, FERIE R R O 2 FH PIM o

23.13.  Jic & X[ PIM (CONFIGURING BIDIRECTIONAL PIM)
PR FCE W EE TR PIM RS2 HF

[ 2%

RP % Hi%

Router-RP1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-RP1(config)#ip multicast-routing

Router-RP1(config)#ip pim bidir-enable
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Router-RP1(config)#ip pim rp-address 192.168.12.1 bidir

Router-RP1(config)#ip pim rp-candidate Loopback0 group-list 15 bidir

Router-RP1(config)#ip pim bsr-candidate Loopback0 1

Router-RP1(config)#access-list 15 permit 239.5.5.0 0.0.0.255

Router-RP1(config)#access-list 15 deny any

Router-RP1(config)#interface Loopback0

Router-RP1(config-if)#ip address 192.168.12.1 255.255.255.255

Router-RP1(config-if)# ip pim sparse-mode

Router-RP1(config-if)#exit

Router-RP1(config)#interface FastEthernet0/0

Router-RP1(config-if)#ip address 192.168.1.1 255.255.255.0

Router-RP1(config-if)#ip pim sparse-mode

Router-RP1(config-if)#exit

Router-RP1(config)#interface Serial1/0

Router-RP1(config-if)#ip address 192.168.2.5 255.255.255.252

Router-RP1(config-if)#ip pim sparse-mode

Router-RP1(config-if)#exit

Router-RP1(config)t#tend

Router-RP1#

FoAt i 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#ip multicast-routing

Routerl(config)#ip pim bidir-enable

Routerl(config)#ip pim rp-address 192.168.12.1 bidir

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip address 192.168.1.2 255.255.255.0

Routerl(config-if)#ip pim sparse-mode

Routerl(config-if)#tinterface Serial1/0

Routerl(config-if)#ip address 192.168.3.5 255.255.255.252

Routerl(config-if)#ip pim sparse-mode

Routerl(config-if)#fend

Routerl#

HERE WU PIM 2L PIM-SM,  (H R AENLER EASHICE BTAN TR, n SR B8 X ) PIM — 5 BEAE 4= W % T:*

o AR E SR, MOARAREAE 12.2 DL L Lr\
]
il

23.14. ¥ TTL ok ) 41 4% i [ -
é?%

S i) BAORZLRR S UVE T 5 1) W) 255 S 1

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip multicast ttl-threshold 16

Routerl(config-if)#end
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Routerl#

VERE X HLIK G B 2 Ok AR RO 46 TTL BE 3G, iR AL TTL 8 1, 387108 16, Alk2h 64,
TR R 1280 SRAMREREANFIR AL, R TTL I & S A IR [A] ICMP TTL A I 2 7 U

23.15.  {f | ADMINISTRATIVELY SCOPED ADDRESSING >k 4 {fil 41 #% ¥ [#]
Beinl A RFC2365 5 A P [l ik ke i 41k 1K 70
[EIES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip multicast-routing

Routerl(config)#access-list 15 deny 239.255.0.0 0.0.255.255
Routerl(config)#access-list 15 permit any
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip multicast boundary 15
Routerl(config-if)#end

Routerl#

VERE A TTLORSESIE 2 A0 AR, PTUAER T _EBIREER I, A X 239.0.0.0 F
239.255.255.255 [F 2L FEHbIL, AN (7 AR S FH A AP AN [R] (Rt ik B, ool ik BEdE A4l X ML) i
A ANTR] T E i G R L JE SRR, X PIM B S EAT T L, AT i i N2 R R

23.16. il [l MBGP kA2 #: 41 % % 5 &
a1l H MBGP 7E AN M 2% T T AR AS B 4 4% 1% A=
[EIp

T SEAE ASBR L T AR i b A6 AS I 4 % AT
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Router-ASBR1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-ASBR1(config)#ip multicast-routing

Router-ASBR1(config)#access-list 15 deny 239.0.0.0 0.255.255.255

Router-ASBR1(config)#taccess-list 15 deny 224.0.1.39

Router-ASBR1(config)#access-list 15 deny 224.0.1.40

Router-ASBR1(config)#taccess-list 15 permit any

Router-ASBR1(config)#interface Serial0/0

Router-ASBR1(config-if)#ip multicast boundary 15

Router-ASBR1(config-if)#ip multicast ttl-threshold 64

Router-ASBR1(config-if)#ip pim dense-mode

Router-ASBR1(config-if)#end

Router-ASBR1#

ARG MBGP

Router-ASBR1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-ASBR1(config)#trouter bgp 65530

Router-ASBR1(config-router)t#tnetwork 10.0.0.0 mask 255.0.0.0

Router-ASBR1(config-router)#neighbor 10.15.32.1 remote-as 65531

Router-ASBR1(config-router)#address-family ipv4 multicast

Router-ASBR1(config-router-af)#neighbor 10.15.32.1 activate

Router-ASBR1(config-router-af)#end
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Router-ASBR1#

TR MBGP JfFAME PIM —FE2— Bl AR ES i Ph s, SR ARAR S thfE 5, DT LAERCE HIEAT PIM
IR E

23.17.  fii F{ MSDP >k & B4 5 U8

Fetn] A H] MSDP KA 5 — A FHAIEU 4 HE )5

[EIE=3

Router-ASBR1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-ASBR1(config)#ip multicast-routing
Router-ASBR1(config)#interface Loopback0
Router-ASBR1(config-if)#ip address 192.168.12.1 255.255.255.255
Router-ASBR1(config-if)# ip pim sparse-mode
Router-ASBR1(config-if)#interface FastEthernet0/0
Router-ASBR1(config-if)#ip address 192.168.1.1 255.255.255.0
Router-ASBR1(config-if)#ip pim sparse-mode
Router-ASBR1(config-if)#exit

Router-ASBR1(config)#interface Serial1/0
Router-ASBR1(config-if)#ip address 192.168.2.5 255.255.255.252
Router-ASBR1(config-if)#ip multicast boundary 15
Router-ASBR1(config-if)#ip multicast ttl-threshold 64
Router-ASBR1(config-if)#ip pim sparse-mode

Router-ASBR1(config-if)#exit
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Router-ASBR1(config)#ip pim rp-candidate loopback0
Router-ASBR1(config)#ip pim bsr-candidate loopback0 1
Router-ASBR1(config-if)#router bgp 65530
Router-ASBR1(config-router)#network 10.0.0.0 mask 255.0.0.0
Router-ASBR1(config-router)#neighbor 192.168.2.6 remote-as 65531
Router-ASBR1(config-router)#taddress-family ipv4 multicast
Router-ASBR1(config-router-af)#neighbor 192.168.2.6 activate
Router-ASBR1(config-router-af)#exit
Router-ASBR1(config-router)#exit

Router-ASBR1(config)#ip msdp peer 192.168.2.6
Router-ASBR1(config)#ip msdp sa-request 192.168.2.6
Router-ASBR1(config)#access-list 15 deny 239.0.0.0 0.255.255.255
Router-ASBR1(config)#access-list 15 deny 224.0.1.39
Router-ASBR1(config)#access-list 15 deny 224.0.1.40
Router-ASBR1(config)#access-list 15 permit any
Router-ASBR1(config)#end

Router-ASBR1#

VR XL SR AL T sa AR S R A A A A T S

23.18. A ® ANYCAST RP
A EE A ECE 2 RP SR1EES H s A Bk BT

[l 2%

Route To The Future

H=1T8

1z dI

363


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

H—AN RP T

Router-RP1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-RP1(config)#ip multicast-routing

Router-RP1(config)#tinterface Loopback0

Router-RP1(config-if)# ip address 10.4.4.4 255.255.255.255

Router-RP1(config-if)#exit

Router-RP1(config)#interface Loopbackl

Router-RP1(config-if)# ip address 192.168.99.1 255.255.255.255

Router-RP1(config-if)# ip pim sparse-dense-mode

Router-RP1(config-if)#exit

Router-RP1(config)#ip pim send-rp-announce Loopbackl scope 16 group-list 22

Router-RP1(config)#ip pim send-rp-discovery Loopbackl scope 16

Router-RP1(config)#ip msdp peer 10.5.5.5 connect-source Loopback0

Router-RP1(config)#access-list 22 permit 239.0.0.0 0.255.255.255.255

Router-RP1(config)#end

Router-RP1#

AN RP R

Router-RP2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-RP2(config)#ip multicast-routing

Router-RP2(config)#interface Loopback0
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Router-RP2(config-if)# ip address 10.5.5.5 255.255.255.255
Router-RP2(config-if)#exit

Router-RP2(config)#interface Loopbackl

Router-RP2(config-if)# ip address 192.168.99.1 255.255.255.255
Router-RP2(config-if)# ip pim sparse-dense-mode
Router-RP2(config-if)#exit

Router-RP2(config)#ip pim send-rp-announce Loopbackl scope 16 group-list 22
Router-RP2(config)#ip pim send-rp-discovery Loopbackl scope 16
Router-RP2(config)#ip msdp peer 10.4.4.4 connect-source Loopback0
Router-RP2(config)#access-list 22 permit 239.0.0.0 0.255.255.255.255
Router-RP2(config)#tend

Router-RP2#

TERE PIM-SM AT N BRI AE — AR L K AT > RP, JURTEANIG . 1T Anycast 38 1 Hl B AR
[ F) Anycast Mtk SR J5 R SRR i E P SOR GRUESR IR 1 RP, ANIFIK RP 22 )R] LA ] MSDP >k
TRAEZH R (5 B R 2D

23.19.  H AL AR N AR

S n) LT R A N by 20 R A 9 55 v A

[E¥

S — kg A%

Router1#configure terminal

Enter configuration commands, one per line.  End with CNTL/Z.

Routerl(config)#ip multicast-routing
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Routerl(config)#access-list 115 permit any any udp 3535

Routerl(config)#taccess-list 115 deny any any udp

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip directed broadcast

Routerl(config-if)#ip multicast helper-map broadcast 239.3.5.35 115

Routerl(config-if)#exit

Routerl(config)#ip pim sparse-dense-mode

Routerl(config)#ip forward-protocol udp 3535

Routerl(config)ttend

Routerl#

fJa Bkl 2%

Router2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router2(config)#ip multicast-routing

Router2(config)#access-list 115 permit any any udp 3535

Router2(config)#taccess-list 115 deny any any udp

Router2(config)ttinterface Ethernet0

Router2(config-if)#ip address 192.168.9.1 255.255.255.0

Router2(config-if)#ip directed broadcast

Router2(config-if)#ip multicast helper-map 239.3.5.35 192.168.9.255 115

Router2(config-if)#ip pim sparse-dense-mode

Router2(config-if)#exit
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Router2(config)#ip igmp join-group 239.3.5.35
Router2(config)#ip forward-protocol udp 3535
Router2(config)#end

Router2#

VEFE IP Multicast Helper FO4EPESS B (28 5280 T BERh e, (BRI AP AL LEICRE DR cPU, U2 IR
I g e Ty %

23.20. BRAFEREGE R
feln) RORARRIRASAE B

[EIF=S

Router#ishow ip mroute

Router#tshow ip mroute count

Router#tshow ip mroute active

—r

Router#show ip igmp groups ‘ﬁ
ok
Routert#tshow ip igmp interface =
EEE
‘?‘%

Router#ishow ip pim neighbor

Router#tshow ip pim interface

Router#ishow ip pim rp

Router#tshow ip msdp count

Router#tshow ip msdp peer 192.168.201.15

Router#tshow ip msdp summary

Router#tshow ip rpf 192.168.3.2

Router#mstat 192.168.3.2 239.5.5.55
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TR T

23.21. LAk B b A B

Beinl AR R

[EIES

Router#tdebug ip mrouting
Router#idebug ip mpacket 239.5.5.55
Routerttdebug ip igmp

e

E-+WUE B3)IP

‘ 24.1. AH B (LOCAL AREA MOBILITY)

S in] C B AR B MR S B 1) W) 4408 U

[ 2%

VA1 b % FH %% HomeRouter

RouterHometconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RouterHome(config)#interface FastEthernet0/0
RouterHome(config-if)#ip address 192.168.10.1 255.255.255.0
RouterHome(config-if)#ip proxy-arp

RouterHome(config-if)#ip mobile arp
RouterHome(config-if)#texit

RouterHome(config)#router eigrp 99
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RouterHome(config-router)#network 192.168.10.0
RouterHome(config-router)#default-metric 10000 10 255 1 1500
RouterHome(config-router)#redistribute mobile
RouterHome(config-router)#no auto-summary
RouterHome(config-router)#exit

RouterHome(config)#end

RouterHome#

i 5] % i 2% ForeignRouter

RouterForeign#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RouterForeign(config)#interface FastEthernet0/0
RouterForeign(config-if)#ip address 192.168.110.1 255.255.255.0
RouterForeign(config-if)#ip proxy-arp
RouterForeign(config-if)#ip mobile arp
RouterForeign(config-if)#exit

RouterForeign(config)#router eigrp 99
RouterForeign(config-router)#network 192.168.100.0
RouterForeign(config-router)#default-metric 20000 10 255 1 1500
RouterForeign(config-router)#redistribute mobile
RouterForeign(config-router)#no auto-summary
RouterForeign(config-router)#exit

RouterForeign(config)#end
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RouterForeign#

7ERE Local Area Mobility /& EHE I Proxy Arp KSR —Fh R #8880 1P, FUZAE A WA DHCP 18
AT, YU HL ] ARP B3I T U5 ) 152 45 LG S 7R 0% thR AE i — 25 WL th, AR5 L L
FH 20 o B B ) g s T 24 2, B iy e Hu ) ARP RIS H

RouterForeign#tshow ip arp FastEthernet0/0

Protocol Address Age (min) Hardware Addr Type Interface

Internet 192.168.110.1 - 000e.d7d6.1060 ARPA  FastEthernet0/0
Internet 192.168.10.109 1 00b0.64ab.0580 ARPA FastEthernet0/0
Internet 192.168.110.9 21 0000.0c75.c684 ARPA  FastEthernet0/0

RouterForeign#
RouterForeign#ishow ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 192.168.110.0/24 is directly connected, FastEthernet0/0
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192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

M 192.168.10.109/32 [3/1] via 192.168.10.109, 00:17:59, FastEthernet0/0
D 192.168.10.0/24 [90/2172416] via 192.168.55.11, 00:29:43, Serial0/0
C 192.168.55.0/24 is directly connected, Serial0/0
RouterForeign#
V5 Ml EIGRP 27 ]
RouterHome#show ip route
Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2

2hi+—8

i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2

ia - IS-IS inter area, * - candidate default, U - per-user static route

0 - ODR, P - periodic downloaded static route

dl [z

Gateway of last resort is not set

D 192.168.110.0/24 [90/2172416] via 192.168.55.12, 00:31:43, Serial0/0

192.168.10.0/24 is variably subnetted, 2 subnets, 2 masks

D EX 192.168.10.109/32 [170/2172416] via 192.168.55.12, 00:18:19, Serial0/0

C 192.168.10.0/24 is directly connected, FastEthernet0/0

C 192.168.55.0/24 is directly connected, Serial0/0
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RouterHome#

24.2.  H)EH A (HOME AGENT) ML &

BeEln) P e 2 N AS B A i 1 U R AR

[EIE=3

RouterHome#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RouterHome(config)#interface Loopback0
RouterHome(config-if)#ip address 192.168.9.1 255.255.255.255
RouterHome(config-if)#exit

RouterHome(config)#router mobile
RouterHome(config-router)#exit

RouterHome(config)#router eigrp 99
RouterHome(config-router)#redistribute mobile
RouterHome(config-router)#network 192.168.9.0
RouterHome(config-router)#network 192.168.10.0
RouterHome(config-router)#default-metric 10000 10 255 1 1500
RouterHome(config-router)#no auto-summary
RouterHome(config-router)#exit

RouterHome(config)#ip mobile home-agent address 192.168.9.1

RouterHome(config)#ip mobile virtual-network 192.168.10.0 255.255.255.0

RouterHome(config)#ip mobile host 192.168.10.1 192.168.10.254 virtual-network 192.168.10.0

255.255.255.0
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RouterHome(config)#ip mobile secure host 192.168.10.110 spi 100 key ascii neoshi
RouterHome(config)#ip mobile secure host 192.168.10.111 spi 100 key ascii neoshi
RouterHome(config)#ip mobile secure host 192.168.10.112 spi 100 key ascii neoshi
RouterHome(config)#ip mobile secure host 192.168.10.113 spi 100 key ascii neoshi
RouterHome(config)#ip mobile secure host 192.168.10.114 spi 100 key ascii neoshi
RouterHome(config)#ip mobile secure host 192.168.10.115 spi 100 key ascii neoshi
RouterHome(config)#end

RouterHome#

HERE MU RAL RS RS ) 1P OS5, FA AR AT ) 1P B4R A5 X Home Agent
(01P HUHEASE SUBS BRI MAL R, Jo0m ALRE RS R B B0 2R, XY T I TE T AR ) Aaa
RIS A

RouterHome(config)#aaa new-model
RouterHome(config)#aaa authorization ipmobile default group tacacs+

RouterHome(config)#ip mobile secure mn-aaa spi 200 algorithm md5

RS BEh P BRE R I 1P PSS A 55

24.3. Uil HfCH (FOREIGN AGENT) fil &

S el THC B ph s 1O B B 2 (07 e A CRE

[ 2%

RouterForeign#iconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RouterForeign(config)#router mobile

RouterForeign(config-router)#exit
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RouterForeign(config)#router eigrp 99
RouterForeign(config-router)#network 192.168.110.0
RouterForeign(config-router)#no auto-summary
RouterForeign(config-router)#exit
RouterForeign(config)#interface Ethernet0/0
RouterForeign(config-if)#ip address 192.168.110.1 255.255.255.0
RouterForeign(config-if)#ip irdp

RouterForeign(config-if)#ip mobile foreign-service
RouterForeign(config-if)#exit

RouterForeign(config)#ip mobile foreign-agent care-of Ethernet0/0
RouterForeign(config)#end

RouterForeign#

AR B3 1P B PR E R O E VT i A RE, WA E AN 8 A B B LA R, AR
FEFZ VA HI IRDP, B2 23l it IRDP RACHLVS it ACEL Ak, AR5 /5 HE R AR, foe e 2 P
VA 8 Hu R A Hutil: (care-of address) Stdtihit H SR A J@ s Hbhl N7 5 e . A R (1) S AN R 7E U 8 Hbidk
SE T ) Hb RITC S AR A e SO i Tk, DR A IR AN HHE AR Bl 2 i o S

TIHN R T RN A R DAV e AR U 1) H AR EE R AR
RouterHome(config)#ip mobile secure foreign-agent 192.168.110.1 spi 100 key ascii neoshi

RouterForeign(config)#ip mobile secure home-agent 192.168.9.1 spi 100 key ascii neoshi

24.4. S E B b Ay ON B 2
B R h A A s A
[l 2

RouterMobileticonfigure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
RouterMobile(config)#router mobile
RouterMobile(config-router)#exit

RouterMobile(config)#ip mobile secure home-agent 192.168.9.1 spi 100 key ascii neoshi
RouterMobile(config)#ip mobile router
RouterMobile(mobile-router)t#address 192.168.10.112 255.255.255.0
RouterMobile(mobile-router)#thome-agent 192.168.9.1
RouterMobile(mobile-router)#exit

RouterMobile(config)#tinterface FastEthernet0/0
RouterMobile(config-if)#ip address 192.168.10.112 255.255.255.0
RouterMobile(config-if)#ip irdp

RouterMobile(config-if)#ip mobile router-service roam
RouterMobile(config-if)#ip mobile router-service solicit
RouterMobile(config-if)#exit

RouterMobile(config)#end

RouterMobile#

VERE M\ 12.2(4)T LU i 38 TF 46 RO B 5 2

24.5.  Jz |0 % iE # % (REVERSE-TUNNEL FORWARDING)

S fa) i i B A K 0 0 I B T e S R S M 2% b O 1 B bR IEIR Bh BI  SCR N8R

[l 2

RouterMobile#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
RouterMobile(config)#ip mobile router
RouterMobile(mobile-router)#reverse-tunnel
RouterMobile(mobile-router)#exit

RouterMobile(config)#tend

RouterMobilett

VERE i RS s 2 i [ RE A Bcdls B 3 1 U5 i) M AR 7T g 2 e A b i o g AN e B A e [ VA
Mo AR, SXFE AT REIRTIE U Il M AR (1 22 A SR, DRI i Y S P oK s o [ R e A il 230 3
R, AILEAFEIET EY R, Kok

RouterForeign#ishow ip mobile tunnel

Mobile Tunnels:

% =

TunnelO: Y
+

src 192.168.110.1, dest 192.168.9.1 E
encap IP/IP, mode reverse-allowed, tunnel-users 1 3‘?

B

IP MTU 1480 bytes

Path MTU Discovery, mtu: 0, ager: 10 mins, expires: never

outbound interface Serial0/0

FA created, fast switching enabled, ICMP unreachable enabled

105 packets input, 8462 bytes, 0 drops

0 packets output, 0 bytes

RouterForeign#
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24.6. T A8 HLAQ R HSRP SRR 3 I ov 42 vk
Pein] A iC E 2 A s M AR ot

%

RouterHomel#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
RouterHomel(config)#interface FastEthernet0/0
RouterHome1(config-if)#ip address 192.168.9.2 255.255.255.0
RouterHomel(config-if)#standby 1 ip 192.168.9.1
RouterHome1(config-if)#standby 1 name HA-GROUP
RouterHome1(config-if)#exit

RouterHome1l(config)#router mobile
RouterHome1(config-router)#exit

RouterHome1l(config)#router eigrp 99
RouterHome1(config-router)#redistribute mobile
RouterHomel(config-router)#network 192.168.9.0
RouterHomel(config-router)#fnetwork 192.168.10.0
RouterHome1(config-router)#default-metric 20000 10 255 1 1500
RouterHome1(config-router)#no auto-summary
RouterHome1(config-router)#exit

RouterHome1l(config)#ip mobile home-agent address 192.168.9.1

RouterHome1(config)#ip mobile home-agent redundancy HA-GROUP virtual-network

RouterHome1l(config)#ip mobile virtual-network 192.168.10.0 255.255.255.0
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RouterHome1(config)#ip mobile host 192.168.10.1 192.168.10.254 virtual-network 192.168.10.0
255.255.255.0

RouterHome1(config)#ip mobile secure home-agent 192.168.9.3 spi 100 key ascii cisco

RouterHome1(config)#ip mobile secure host 192.168.10.110 spi 100 key ascii cookbook

RouterHome1(config)#ip mobile secure host 192.168.10.111 spi 100 key ascii cookbook

RouterHome1(config)#ip mobile secure host 192.168.10.112 spi 100 key ascii cookbook

RouterHome1(config)#ip mobile secure host 192.168.10.113 spi 100 key ascii cookbook

RouterHome1(config)#ip mobile secure host 192.168.10.114 spi 100 key ascii cookbook

RouterHome1(config)#ip mobile secure host 192.168.10.115 spi 100 key ascii cookbook

RouterHome1(config)#end

RouterHomel#

RouterHome2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

RouterHome2(config)#interface FastEthernet0/0

RouterHome2(config-if)#ip address 192.168.9.3 255.255.255.0

RouterHome2(config-if)#tstandby 1 ip 192.168.9.1

RouterHome2(config-if)#tstandby 1 name HA-GROUP

RouterHome2(config-if)#exit

RouterHome2(config)#router mobile

RouterHome2(config-router)#exit

RouterHome2(config)#router eigrp 99

RouterHome2(config-router)#redistribute mobile
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RouterHome2(config-router)#network 192.168.9.0

RouterHome2(config-router)#network 192.168.10.0

RouterHome2(config-router)#default-metric 10000 10 255 1 1500

RouterHome2(config-router)#no auto-summary

RouterHome2(config-router)#exit

RouterHome2(config)#ip mobile home-agent address 192.168.9.1

RouterHome2(config)#ip mobile home-agent redundancy HA-GROUP virtual-network

RouterHome2(config)#ip mobile virtual-network 192.168.10.0 255.255.255.0

RouterHome2(config)#ip mobile host 192.168.10.1 192.168.10.254 virtual-network 192.168.10.0
255.255.255.0

RouterHome2(config)#ip mobile secure home-agent 192.168.9.2 spi 100 key ascii cisco

RouterHome2(config)#ip mobile secure host 192.168.10.110 spi 100 key ascii cookbook

o
b
RouterHome2(config)#ip mobile secure host 192.168.10.111 spi 100 key ascii cookbook [
i
RouterHome2(config)#ip mobile secure host 192.168.10.112 spi 100 key ascii cookbook I
-
RouterHome2(config)#ip mobile secure host 192.168.10.113 spi 100 key ascii cookbook &

RouterHome2(config)#ip mobile secure host 192.168.10.114 spi 100 key ascii cookbook
RouterHome2(config)#ip mobile secure host 192.168.10.115 spi 100 key ascii cookbook
RouterHome2(config)#end

RouterHome2#

RS AT HSRP [ R L b S A SR VA S s il R34 T4, 53482 T ip mobile home-agent
redundancy HA-GROUP virtual-network 772K JCIBEAH NV [ HSRP 41, [ I 75 B 0 5 9 A I 8 M ¢ Bt
Z A ESE[E 2515 & ip mobile secure home-agent 192.168.9.3 spi 100 key ascii cisco

e me
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25.1.  HIBE D IPve Hilk

i) e A Ipve,  FIZhAE K 1Pve ikl

[EESS

—FhJ&# FH autoconfig 52k

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address autoconfig
Routerl(config-if)#fend

Routerl#

—FREH] EUl-64 5K SRAER IPve MM ALY, RIS AG CE M2

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address AAAA::/64 eui-64
Routerl(config-if)#end

Routerl#

7ERE ipv6 unicast-routing T2 A& H KA B0 ML, A HIZ AR —FE ] LUACE ve bk, ]
DI v6 1) Ping &5 4, L 43 e B A% 4% Hh SR IDCIE 9 2%, H 2 s 2 3UHC A e i 2 » YT autoconfig
TR — e ASh A ATS A FESO::/10 ¥ linklocal Hutilk ) #4251 DHCP SR3R MM HbE. X T Eul 7=

ZHRHE MAC HihikSk 2k B RT4E h AAAA::/64 Global Unicast Hilik
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25.2.  TEACE O IPVe Mk

i) T O E 1pve ik

[ 2%

L& Unicast Ml

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing
Routerl(config)#interface FastEthernet0/0
Router1(config-if)#ipv6 address AAAA::1/64

Routerl(config-if)#exit

Routerl(config)ttend
1
Routerl# o
b
[
Jit & Anycast M1k E‘:
I
Routerl#configure terminal -
<
[e)]

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address AAFF::1/64 anycast
Routerl(config-if)#exit

Routerl(config)t#tend

Routerl#

B % link-local Huil
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Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address FE80::1 link-local
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

R BLE T unicast Mihib2y F AR EUI U7 XA K Linklocal Hihik. Anycast 7 root dns 18 52 Bk &k
PETRKAEH, &AL

Routerl#show ipv6 interface FastEthernet0/0
FastEthernet0/0 is up, line protocol is up
IPv6 is enabled, link-local address is FE80::20E:84FF:FE24:4E70
Global unicast address(es):
AAAA::1, subnet is AAAA::/64
AAFF::1, subnet is AAFF::/64 [ANY]
Joined group address(es):
FFO2::1
FF02::2
FFO2::1:FF00:1
FF02::1:FF24:4E70

MTU is 1500 bytes
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ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is 0 milliseconds

ND advertised retransmit interval is 0 milliseconds

ND router advertisements are sent every 200 seconds

ND router advertisements live for 1800 seconds

Hosts use stateless autoconfig for addresses.

Routerl#

25.3. [ & IPV6 DHCP i %%

$eln) ek s b S H DHCP JIR 45 2 FF K A2 44 1Pve bl

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router1(config)#ipvé dhcp database flash:/DHCPv6-db

Routerl(config)#ipv6 local pool VLAN10-pool AAAA:1::/48 64

Routerl(config)#ipv6 local pool VLAN11-pool AAAA:11::/48 64

Routerl(config)#ipv6 dhcp pool DHCPv6POOL

Routerl(config-dhcp)#prefix-delegation AAAA:1::23F6:33BA/64 00030001000E84244E70

Routerl(config-dhcp)#prefix-delegation pool VLAN10-pool
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Routerl(config-dhcp)#dns-server AAAA:1::19
Routerl(config-dhcp)#domain-name oreilly.com
Routerl(config-dhcp)#exit
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address AAAA:1::1/64
Routerl(config-if)#ipv6 address FE80::1 link-local
Routerl(config-if)#ipv6 nd managed-config-flag
Routerl(config-if)#ipv6 nd other-config-flag
Routerl(config-if)#ipv6 dhcp server DHCPv6POOL rapid-commit preference 1 allow-hint
Routerl(config-if)#exit
Routerl(config)#end
Routerl#
VERE LA I A PR T s 1 1 4%
Routerl#show ipvé dhcp pool DHCPv6POOL
DHCPv6 pool: DHCPv6POOL
Static bindings:
Binding for client 00030001000E84244E70
IA PD: IA ID not specified
Prefix: AAAA:1::23F6:33BA/64
preferred lifetime 604800, valid lifetime 2592000
Prefix pool: VLAN10-pool

preferred lifetime 604800, valid lifetime 2592000
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DNS server: AAAA:1::19

Domain name: oreilly.com

Active clients: 0

Routerl#

25.4. [ & RIP [ IPV6 LA

$in] BCE SRR 1PV B HI RIP

[F]%%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing

Routerl(config)#ipv6 router rip RIP_PROC

ok
kot

Routerl(config-rtr)#exit
[
Routerl(config)#interface FastEthernet0/0 ;_
il
Routerl(config-if)#ipv6 address AAAA:5:1/64 5
[e)]

Routerl(config-if)#ipv6 rip RIP_PROC enable
Routerl(config-if)#exit

Routerl(config)#interface Serial0/0

Routerl(config-if)#ipv6 address AAAA:1:2/64
Routerl(config-if)#ipv6 rip RIP_PROC enable
Routerl(config-if)##fframe-relay map ipv6 AAAA:1:3 206 broadcast

Routerl(config-if)#exit
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Routerl(config)#end
Routerl#

R ipv6 MU RIP X IAE T A 75 B & network 174, 7EH 1R P& B H N —BkHhhlk 352 linklocal
il

Routerl#tshow ipv6 route rip
IPv6 Routing Table - 9 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
I11-1SIS L1, 12 - ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

R AAAA:2::/64 [120/2]

ok
kot

via FE80::2EQ:1EFF:FE7F:9E41, FastEthernet0/0 [

&

R AAAA:95::/64 [120/2] Tk
-

=

via FE80::2EQ:1EFF:FE7F:9E41, FastEthernet0/0
R AAAA:99::/64 [120/2]

via FE80::20E:D7FF:FED6:1060, FastEthernet0/0
Routerl#
A AN HUR ) i
Routerl#show ipv6 rip next-hops
RIP process "RIP_PROC", Next Hops

FE80::2EQ:1EFF:FE7F:9E41/FastEthernet0/0 [2 paths]
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FE80::20E:D7FF:FED6:1060/FastEthernet0/0 [7 paths]

FE80::200:CFF:FE75:C684/FastEthernet0/0 [2 paths]

FE80::2E0:1EFF:FE7F:9E41/Serial0/0 [2 paths]

Routerl#

25.5. B RIP B 25

Pl BUEaE N g8, A RIP 24

[EES

EHBUE I 3

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing

Routerl(config)#ipv6 router rip RIP_PROC
Routerl(config-rtr)#timers 15 60 5 120
Routerl(config-rtr)#exit

Routerl(config)#end

Routerl#

165U BB 2

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 unicast-routing

Routerl(config)#ipvé router rip RIP_PROC

Route To The Future

s R,

9AdI

387


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl(config-rtr)#distance 100

Routerl(config-rtr)#exit

Routerl(config)#end

Routerl#

KK 53 )

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#ipv6 unicast-routing

Routerl(config)#ipv6 router rip RIP_PROC

Routerl(config-rtr)#no split-horizon

Routerl(config-rtr)#exit

Routerl(config)ttend

Routerl#

R JMRHIRRA S 1Pv6 JRASHT va A —FE Al B i 24

Routerl#show ipv6 rip

RIP process "RIP_PROC", port 521, multicast-group FF02::9, pid 125
Administrative distance is 120. Maximum paths is 16
Updates every 15 seconds, expire after 60
Holddown lasts 5 seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 755, trigger updates 3
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Interfaces:

FastEthernet0/0

LoopbackO

Redistribution:

None

Routerl#

25.6.  RIP 1 IPV6 % 1 A I i A1 S 818 11 12 2
FEIR] 65 RIP A RS 2 14 I T

[EIE=3

H bk R

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0
Router1(config-if)#ipv6 rip RIP_PROC summary-address AAAA:99::8:0/109
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

R R K

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#interface FastEthernet0/0
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Routerl(config-if)#ipv6 rip RIP_PROC default-information originate
Routerl(config-if)}#exit

Routerl(config)#end

Routerl#

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ipv6 rip RIP_PROC default-information only
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 prefix-list BLOCK_2E6 seq 5 deny AAAA:2E6::/64 le 128
Routerl(config)#ipv6 prefix-list BLOCK_2E6 seq 10 permit ::/0 le 128
Routerl(config)#ipvé prefix-list ALLOW_2222 seq 5 permit AAAA:2222::/64 le 128
Routerl(config)#ipv6 prefix-list ALLOW_2222 seq 10 deny ::/0 le 128
Routerl(config)#ipvé router rip RIP_PROC

Routerl(config-rtr)#distribute-list prefix-list BLOCK_2EG6 in FastEthernet0/0
Routerl(config-rtr)#distribute-list prefix-list ALLOW_2222 out FastEthernet0/0
Routerl(config-rtr)#exit
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Routerl(config)#end

Routerl#

R AN

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Serial0/0

Routerl(config-if)#ipv6 rip RIP_PROC metric-offset 5
Routerl(config-if)#exit

Routerl(config)t#tend

Routerl#

VR SACHE 7R IPva MR, 7R L UER Prefixlist th Ve FLAEREAZ prefix list ACE, 5 A HE
I accesslist 1E 2%k

25.7. [iL'E OSPF [) IPV6 it A

$E] WUE SRR IPV6 (1) OSPF v3

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip cef

Routerl(config)#ipvé cef

Routerl(config)#ipv6 unicast-routing

Routerl(config)#ipv6 router ospf 1

Routerl(config-rtr)#trouter-id 1.0.0.1
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Routerl(config-rtr)#area 0 range AAAA:5::/64
Routerl(config-rtr)#exit
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ipv6 address AAAA:5::1/64
Routerl(config-if)#ipv6 ospf 1 area 0
Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

AR XA A LK router id MR, 71 v4 TH0L N2 BB 1P Hukl Rk $e, (HETE4L ve
BTN va 1Ml B U 2R & router id, 77 ospf ABEIE W IEAT

25.8.  OSPF "' I1PV6 % rH i JE 1 & {5 15 ok
FEIa) %) OSPF AF Fc i % i ¢ 7 n L
EFs
B BERAANE
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipvé router ospf 1
Routerl(config-rtr)#auto-cost reference-bandwidth 1000
%O0SPFv3: Reference bandwidth is change.

Please ensure reference bandwidth is consistent across all routers.
Routerl(config-rtr)#exit

Routerl(config)ttend
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Routerl#

18 U B AR

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ipv6 ospf cost 500

Routerl(config)ttend

Routerl#

g PO

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 prefix-list BLOCK_99 E seq 5 deny AAAA:99::E:0/112
Routerl(config)#ipvé prefix-list BLOCK_99 E seq 10 permit ::/0le 128
Routerl(config)#ipvé router ospf 1

Routerl(config-rtr)#distribute-list prefix-list BLOCK_99 E in
Routerl(config-rtr)#exit

Routerl(config)ttend

Routerl#

VERE RABLT va il E

25.9. K HE A

B ANTEES RS R EAT A
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EES
P> 41 OSPF %I RIP

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipvé router rip RIP_PROC
Routerl(config-rtr)#redistribute ospf 1 metric 5
Routerl(config-rtr)#exit

Routerl(config)#end

Routerl#

P43 i RIP E OSPF

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 router ospf 1
Routerl(config-rtr)#redistribute rip RIP_PROC
Routerl(config-rtr)#exit

Routerl(config)ttend

Routerl#

OSPF ‘. 45 i 1

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipv6 router ospf 1

Routerl(config-rtr)#default-information originate always
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Routerl(config-rtr)#exit
Routerl(config)ttend
Routerl#

FER WA LMEH routemap &5 m 4K 7k

25.10. fic & MBGP

Beinl AEANFR AR BRG] MBGP A% 1Pve i i L
[EES

L ve IREE

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)ttrouter bgp 65520

Routerl(config-router)#no bgp default ipv4-unicast
Routerl(config-router)#neighbor AAAA:5::2 remote-as 65522
Routerl(config-router)#tneighbor AAAA:5::AA9 remote-as 65521
Routerl(config-router)#address-family ipv6
Routerl(config-router-af)#neighbor AAAA:5::2 activate
Routerl(config-router-af)#tneighbor AAAA:5::AA9 activate
Routerl(config-router-af)#network AAAA:2222::2/64
Routerl(config-router-af)#no synchronization
Routerl(config-router-af)#exit-address-family

Routerl(config-router)#exit
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Routerl(config)#end

Routerl#

V4 Hl v6 TR ARG

Router9#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)#router bgp 65521

Router9(config-router)#no bgp default ipv4-unicast
Router9(config-router)#neighbor AAAA:5::1 remote-as 65520
Router9(config-router)#neighbor 192.168.1.103 remote-as 65525
Router9(config-router)#address-family ipv4
Router9(config-router-af)#redistribute connected
Router9(config-router-af)#fneighbor 192.168.1.103 activate
Router9(config-router-af)#no auto-summary
Router9(config-router-af)#no synchronization
Router9(config-router-af)#exit-address-family
Router9(config-router)#address-family ipv6
Router9(config-router-af)#neighbor AAAA:5::1 activate
Router9(config-router-af)#fnetwork AAAA:FE::1/64
Router9(config-router-af)#network AAAA:BBBB::1/64
Router9(config-router-af)#no synchronization
Router9(config-router-af)#exit-address-family
Router9(config-router)#exit
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Router9(config)#end
Router9#

TR A va BCE B RKIIARFESERE I T no bgp default ipvd-unicast iy 4, K LA TSI BGP H2s & AT
va TR A0S . B F A EIRSAEH show bgp summary, X4 va 48 & 4l FH ) J& show ip bgp

summary 4

25.11.  {EILA IPv4 P& AL g IPVe H s

$ie] S IATIC 1Pva 4K FLIEPI A 1Pve 2%

[l 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#interface Loopback1

Routerl(config-if)#ip address 10.15.1.11 255.255.255.255

o
eS|

Routerl(config-if)#exit il

=+
Routerl(config)#tinterface Tunnell E:
Router1(config-if)#ipv6 address BBBB:1::1/126 g‘i

Routerl(config-if)#ipv6 rip RIP_PROC enable

Routerl(config-if)#tunnel source 10.15.1.11

Routerl(config-if)#tunnel destination 172.16.11.9

Routerl(config-if)#exit

Routerl(config)#end

Routerl#

Router9#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Router9(config)ttinterface Loopbackl

Router9(config-if)#ip address 172.16.11.9 255.255.255.255
Router9(config-if)#exit

Router9(config)ttinterface Tunnell

Router9(config-if)#ipv6 address BBBB:1::2/126
Router9(config-if)#ipv6 rip RIP_PROC enable
Router9(config-if)#tunnel source 172.16.11.9
Router9(config-if)#tunnel destination 10.15.1.11
Router9(config-if)#exit

Router9(config)#end

Router9#

VERE ICFh GRE BRI BT EL AT IO 01 T BR800 2 WA 2 DRl BB 10 D0
Ry

25.12. IPV6 1 IPV4 Z [A] 1k

PEI) JcE % s ROk 1Pva F Py 4% 2 ] f) 9 ¢

[EES

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ipvé access-list ALLOWED-NAT-DEVS
Routerl(config-ipv6-acl)# permit ipvé any any

Routerl(config-ipv6-acl)#exit
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Routerl(config)#ipv6 nat prefix ::FFFF:0.0.0.0/96 v4-mapped ALLOWED-NAT-DEVS
Routerl(config)#ipv6 nat vév4 source AAAA:5::AA9 192.168.56.100
Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#no ip address

Routerl(config-if)#ipv6 address AAAA:5::2012/64

Routerl(config-if)#ipv6 nat

Routerl(config-if)#exit

Routerl(config)#interface Serial0/0

Routerl(config-if)#ip address 192.168.55.12 255.255.255.0

Routerl(config-if)#ipv6 nat

Routerl(config-if)#exit

Routerl(config)#end piid
i
[l
Routerl# =+
e
TERE 12.2(13)T Ja i s vl LA ve Rl va Z RN PRSUFAR RS, X T ve Vil va dulik, wJ LR <
"IPv4-Mapped IPv6 Address" it a.b.c.d f#l ¥ 4 :FFFF:A.B.C.D, T4 T~ va Vi) ve Huhl, HAERA#A o

WL 1) 75 K (ipv6 nat veva), X Fl i LR A L E inside B outside #2111

T+ /NE MPLS

‘26.1. Jit B R KB MPLS P % 2%

P2l ACHE MPLS AZ%0 W9 2% FLIET Y P 2% FH ot
[]25F
Router-P1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router-P1(config)tip cef

Router-P1(config)#mpls ip

Router-P1(config)#interface FastEthernet0/0

Router-P1(config-if)#description connection to Router-PE2

Router-P1(config-if)#ip address 10.1.2.11 255.255.255.0

Router-P1(config-if)#mpls ip

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/0

Router-P1(config-if)#description connection to Router-PE1

Router-P1(config-if)#ip address 10.1.1.14 255.255.255.252

Router-P1(config-if)#mpls ip

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/1

Router-P1(config-if)#description connection to Router-PE3

Router-P1(config-if)#ip address 10.1.1.10 255.255.255.252

Router-P1(config-if)#mpls ip

Router-P1(config-if)#exit

Router-P1(config)ttinterface Loopback0

Router-P1(config-if)#ip address 10.0.0.11 255.255.255.255

Router-P1(config-if)#exit

Router-P1(config)#router ospf 99

Router-P1(config-router)#trouter-id 10.0.0.11
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Router-P1(config-router)#network 10.0.0.0 0.255.255.255 area 0
Router-P1(config-router)#exit

Router-P1(config)t#end

Router-P1#

VERE X P b as st 2 )5 F CEF Fdess K3 H MPLS, 5T tag-switching ip instead F1 mpls ip FH4
AR HRIEA—E, X TR AALE Idp B tdp AR 201, Bl a ABhEN . A = ANRIEa 4

Router-P1#show mpls interfaces

Interface IP Tunnel  Operational
FastEthernet0/0 Yes (tdp) No Yes
Serial0/0 Yes (tdp) No Yes
Serial0/1 Yes (tdp) No Yes

Router-P1#show mpls Idp neighbor

Peer TDP Ident: 10.0.0.2:0; Local TDP Ident 10.0.0.11:0

TCP connection: 10.0.0.2.711 - 10.0.0.11.28185

State: Oper; PIEs sent/rcvd: 0/82; Downstream

Up time: 01:04:45

TDP discovery sources:

Serial0/0, Src IP addr: 10.1.1.13

Addresses bound to peer TDP Ident:

10.0.0.2 10.1.1.2 10.1.1.13

Router-P1#show mpls forwarding-table

Local Outgoing Prefix Bytes tag Outgoing  Next Hop
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tag tagorVC  orTunnelld switched interface

16 Pop tag 10.0.0.2/32 7697 Se0/0 point2point
17 Pop tag 10.1.1.0/30 0 Se0/0 point2point
18 Pop tag 10.0.0.3/32 6685 Se0/1 point2point

26.2. [CE LA MPLS PE i H 2%

Befn] BCHE MPLS W44 112 7 12 F i 45 R IR 7 (2%

ES

BiE =13 PE P hay

Router-PE1l#configure terminal

Enter configuration commands, one per line.

Router-PE1(config)#ip cef

Router-PE1(config)#mpls ip

Router-PE1(config)#interface Serial0/0

End with CNTL/Z.

Router-PE1(config-if)#tdescription Connection to Router-P1

Router-PE1(config-if)#ip address 10.1.1.13 255.255.255.252

Router-PE1(config-if)#tmpls ip

Router-PE1(config-if)#exit

Router-PE1(config)#interface Loopback0

Router-PE1(config-if)#ip address 10.0.0.2 255.255.255.255

Router-PE1(config-if)#exit

Router-PE1(config)#router ospf 99
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Router-PE1(config-router)#router-id 10.0.0.2

Router-PE1(config-router)#network 10.0.0.0 0.255.255.255 area 0

Router-PE1(config-router)#exit

Router-PE1(config)#ip vrf NetworkA

Router-PE1(config-vrf)#rd 100:1

Router-PE1(config-vrf)#route-target export 100:1

Router-PE1(config-vrf)#route-target import 100:1

Router-PE1(config-vrf)#exit

Router-PE1(config)#ip vrf NetworkB

Router-PE1(config-vrf)#rd 100:2

Router-PE1(config-vrf)#route-target export 100:2

Router-PE1(config-vrf)#route-target import 100:2

Router-PE1(config-vrf)#exit

Router-PE1(config)#interface Ethernet0/0

Router-PE1(config-if)#description connection to customer A, site 1

Router-PE1(config-if)#ip vrf forwarding NetworkA

Router-PE1(config-if)#ip address 192.168.1.1 255.255.255.0

Router-PE1(config-if)#exit

Router-PE1(config)#interface Ethernet0/1

Router-PE1(config-if)#description connection to customer B, site 1

Router-PE1(config-if)#ip vrf forwarding NetworkB

Router-PE1(config-if)#ip address 192.168.11.1 255.255.255.0
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Router-PE1(config-if)#exit

Router-PE1(config)#router bgp 100

Router-PE1(config-router)#bgp log-neighbor-changes

Router-PE1(config-router)#neighbor 10.0.0.3 remote-as 100

Router-PE1(config-router)#neighbor 10.0.0.3 update-source Loopback0

Router-PE1(config-router)#neighbor 10.0.0.4 remote-as 100

Router-PE1(config-router)#neighbor 10.0.0.4 update-source Loopback0

Router-PE1(config-router)#address-family ipv4 vrf NetworkA

Router-PE1(config-router-af)#no auto-summary

Router-PE1(config-router-af)#no synchronization

Router-PE1(config-router-af)#redistribute connected

Router-PE1(config-router-af)#exit-address-family

Router-PE1(config-router)#adress-family ipv4 vrf NetworkB

Router-PE1(config-router-af)#no auto-summary

Router-PE1(config-router-af)#no synchronization

Router-PE1(config-router-af)#redistribute connected

Router-PE1(config-router-af)#exit-address-family

Router-PE1(config-router)#address-family vpnv4

Router-PE1(config-router-af)#tneighbor 10.0.0.3 activate

Router-PE1(config-router-af)#neighbor 10.0.0.3 send-community extended

Router-PE1(config-router-af)#neighbor 10.0.0.4 activate

Router-PE1(config-router-af)#neighbor 10.0.0.4 send-community extended
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Router-PE1(config-router-af)#exit-address-family

Router-PE1(config-router)#exit

Router-PE1(config)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE2(config)#ip cef

Router-PE2(config)#mpls ip

Router-PE2(config)#interface FastEthernet0/0

Router-PE2(config-if)#no ip address

Router-PE2(config-if)#exit

Router-PE2(config)#interface FastEthernet0/0.1

Router-PE2(config-if)#description Connection to Router-P1

Router-PE2(config-if)#tencapsulation dot1Q 10

Router-PE2(config-if)#ip address 10.1.2.4 255.255.255.0

Router-PE2(config-if)#tmpls ip

Router-PE2(config-if)#texit

Router-PE2(config)#tinterface Loopback0

Router-PE2(config-if)#ip address 10.0.0.3 255.255.255.255

Router-PE2(config-if)#exit

Router-PE2(config)#router ospf 99

Router-PE2(config-router)#router-id 10.0.0.3
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Router-PE2(config-router)#network 10.0.0.0 0.255.255.255 area 0

Router-PE2(config-router)#exit

Router-PE2(config)#ip vrf NetworkA

Router-PE2(config-vrf)#rd 100:1

Router-PE2(config-vrf)#route-target export 100:1

Router-PE2(config-vrf)#route-target import 100:1

Router-PE2(config-vrf)#exit

Router-PE2(config)#ip vrf NetworkB

Router-PE2(config-vrf)#rd 100:2

Router-PE2(config-vrf)#route-target export 100:2

Router-PE2(config-vrf)#route-target import 100:2

Router-PE2(config-vrf)#exit

Router-PE2(config)#interface FastEthernet0/0.2

Router-PE2(config-if)#tdescription Connection to customer A, site 2

Router-PE2(config-if)#encapsulation dot1Q 102

Router-PE2(config-if)#ip address 192.168.3.1 255.255.255.0

Router-PE2(config-if)#tmpls ip

Router-PE2(config-if)#exit

Router-PE2(config)#router bgp 100

Router-PE2(config-router)#bgp log-neighbor-changes

Router-PE2(config-router)#neighbor 10.0.0.2 remote-as 100

Router-PE2(config-router)#neighbor 10.0.0.2 update-source Loopback0
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Router-PE2(config-router)#neighbor 10.0.0.3 remote-as 100

Router-PE2(config-router)#neighbor 10.0.0.3 update-source Loopback0

Router-PE2(config-router)#address-family ipv4 vrf NetworkA

Router-PE2(config-router-af)#no auto-summary

Router-PE2(config-router-af)#no synchronization

Router-PE2(config-router-af)#redistribute connected

Router-PE2(config-router-af)#exit-address-family

Router-PE2(config-router)#address-family vpnv4

Router-PE2(config-router-af)#neighbor 10.0.0.2 activate

Router-PE2(config-router-af)#neighbor 10.0.0.2 send-community extended

Router-PE2(config-router-af)#neighbor 10.0.0.4 activate

Router-PE2(config-router-af)#tneighbor 10.0.0.4 send-community extended

Router-PE2(config-router-af)#exit-address-family

Router-PE2(config-router)#exit

Router-PE2(config)#end

Router-PE2#

Router-PE3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE3(config)#ip cef

Router-PE3(config)#mpls ip

Router-PE3(config)#interface Serial0/0

Router-PE3(config-if)##description Connection to Router-P1
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Router-PE3(config-if)#ip address 10.1.1.9 255.255.255.252

Router-PE3(config-if)#tmpls ip

Router-PE3(config-if)#exit

Router-PE3(config)#interface Loopback0

Router-PE3(config-if)#ip address 10.0.0.3 255.255.255.255

Router-PE3(config-if)#exit

Router-PE3(config)#router ospf 99

Router-PE3(config-router)#router-id 10.0.0.3

Router-PE3(config-router)#network 10.0.0.0 0.255.255.255 area 0

Router-PE3(config-router)#exit

Router-PE3(config)#ip vrf NetworkA

Router-PE3(config-vrf)#rd 100:1

Router-PE3(config-vrf)#route-target export 100:1

Router-PE3(config-vrf)#route-target import 100:1

Router-PE3(config-vrf)#exit

Router-PE3(config)#ip vrf NetworkB

Router-PE3(config-vrf)#rd 100:2

Router-PE3(config-vrf)#route-target export 100:2

Router-PE3(config-vrf)#route-target import 100:2

Router-PE3(config-vrf)#exit

Router-PE3(config)#interface Ethernet0/0

Router-PE3(config-if)##description connection to customer A, site 3

Route To The Future

HA

S1dIN

408


http://neoshi.dreamz.org/

Cisco 10S CookBook Sk faj filx

Router-PE3(config-if)#ip vrf forwarding NetworkA

Router-PE3(config-if)#ip address 192.168.2.1 255.255.255.0

Router-PE3(config-if)#exit

Router-PE3(config)#interface Ethernet0/1

Router-PE3(config-if)#tdescription connection to customer B, site 2

Router-PE3(config-if)#ip vrf forwarding NetworkB

Router-PE3(config-if)#ip address 192.168.10.1 255.255.255.0

Router-PE3(config-if)#exit

Router-PE3(config)#router bgp 100

Router-PE3(config-router)#bgp log-neighbor-changes

Router-PE3(config-router)#neighbor 10.0.0.2 remote-as 100

Router-PE3(config-router)#neighbor 10.0.0.2 update-source Loopback0

Router-PE3(config-router)#neighbor 10.0.0.4 remote-as 100

Router-PE3(config-router)#neighbor 10.0.0.4 update-source Loopback0

Router-PE3(config-router)#address-family ipv4 vrf NetworkA

Router-PE3(config-router-af)#no auto-summary

Router-PE3(config-router-af)#no synchronization

Router-PE3(config-router-af)#redistribute connected

Router-PE3(config-router-af)#exit-address-family

Router-PE3(config-router)#adress-family ipv4 vrf NetworkB

Router-PE3(config-router-af)#no auto-summary

Router-PE3(config-router-af)#no synchronization
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Router-PE3(config-router-af)#redistribute connected
Router-PE3(config-router-af)#exit-address-family
Router-PE3(config-router)#address-family vpnv4
Router-PE3(config-router-af)#neighbor 10.0.0.2 activate
Router-PE3(config-router-af)#neighbor 10.0.0.2 send-community extended
Router-PE3(config-router-af)#neighbor 10.0.0.4 activate
Router-PE3(config-router-af)#neighbor 10.0.0.4 send-community extended
Router-PE3(config-router-af)#exit-address-family
Router-PE3(config-router)#exit

Router-PE3(config)#end

Router-PE3#

FERE X PE B R 38 1 S0 0L P B th AR 0 SE A MPLS i, ARJE RICE T A% 7 M4 (1 VRF, 3L
/1 rd KA 5 MP BGP & Aii I VRF 1% A IKIF525, route target F K25 1F MP BGP I rd 5 2 L2 M /.
LE S B3 TR VRF PR B BE 56 W0 B ip vrf forwarding fiv 248 G L E (P Hubik, i show ip vrf SREGIE
ARG E MP-BGP [IBCE, 1X HURIS-H BGP i & e KA A2 21 send-community extended (1)
BoE, P4 VRF 5 B Sl X AMER T 51, WANKHEA 4 show ip route vrf NetworkA Fl ping vrf
NetworkA 192.168.2.9 source 192.168.1.1

26.3.  MCEH AN MPLS CE i i1 4%

Seln) TR 2% 1T S A

P

Router-CE-Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-Al(config)#interface FastEthernet0/0.1
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Router-CE-Al(config-if)#encapsulation dot1Q 101
Router-CE-Al(config-if)#ip address 192.168.1.5 255.255.255.0
Router-CE-A1(config-if)#exit

Router-CE-Al(config)#ip route 0.0.0.0 0.0.0.0 192.168.1.1
Router-CE-Al(config)# exit

Router-CE-Al#

AR CE M AR A RP R MBC E, FUS A 223 MPLS W45 [ 26 ph iy 8, 3 SR IR S B oy,
ot zh A5 e bR AT L, SRR AN AN [R] (3 e R LA LI i R

26.4. ATM 7k % MPLS

$Ei) L EIZAT T ATM 4% 1) MPLS

[EES

R ATM AZHALIEBERIAN R A AL, — R A2 E MPLS FURIEARME ot s
Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE1(config)#ip cef

Router-PE1(config)#mpls ip

Router-PE1(config)#interface ATM1/0

Router-PE1(config-if)#tno ip address

Router-PE1(config-if)#exit

Router-PE1(config)#interface ATM1/0.1 mpls
Router-PE1(config-if)#ip address 10.1.1.2 255.255.255.252

Router-PE1(config-if)#tmpls ip
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Router-PE1(config-if)#exit

Router-PE1(config)#end

Router-PE1#

Router-PE3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE3(config)#ip cef

Router-PE3(config)#mpls ip

Router-PE3(config)#interface ATM1/0

Router-PE3(config-if)#no ip address

Router-PE3(config-if)#exit

Router-PE3(config)#interface ATM1/0.1 mpls
Router-PE3(config-if)#ip address 10.1.1.1 255.255.255.252
Router-PE3(config-if)#fmpls ip

Router-PE3(config-if)#exit

Router-PE3(config)#end

Router-PE3#

ATM switch A2 HHL AR B0 & P4 PVCs: — AN T4l ve — N P 2l ve:
Switch-P2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch-P2(config)#interface ATM0/1/2

Switch-P2(config-if)#no ip address

Switch-P2(config-if)#exit
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Switch-P2(config)#interface ATMO0/1/3
Switch-P2(config-if)#no ip address
Switch-P2(config-if)#atm pvc 0 32 interface ATM0/1/2 0 32
Switch-P2(config-if)#atm pvc 1 33 interface ATM0/1/2 1 33
Switch-P2(config-if)#exit

Switch-P2(config)#end

Switch-P2#

T3 ROET) ATM AZHRBL AT LA 52840, P it e 25 ISR MPLS A3
Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE1(config)#ip cef

Router-PE1(config)#mpls ip

Router-PE1(config)#interface ATM1/0
Router-PE1(config-if)#no ip address
Router-PE1(config-if)#exit

Router-PE1(config)#interface ATM1/0.1 mpls
Router-PE1(config-if)#ip address 10.1.1.2 255.255.255.252
Router-PE1(config-if)#fmpls ip

Router-PE1(config-if)#exit

Router-PE1(config)#end

Router-PE1#

Router-PE3#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router-PE3(config)#ip cef
Router-PE3(config)#mpls ip
Router-PE3(config)#interface ATM1/0
Router-PE3(config-if)#no ip address
Router-PE3(config-if)#exit
Router-PE3(config)#interface ATM1/0.1 mpls
Router-PE3(config-if)#ip address 10.1.1.6 255.255.255.252
Router-PE3(config-if)j#mpls ip
Router-PE3(config-if)#exit
Router-PE3(config)#end

Router-PE3#

Switch-P2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch-P2(config)#ip cef

Switch-P2(config)#mpls ip

Switch-P2(config)#interface ATM0/1/2
Switch-P2(config-if)#ip address 10.1.1.5 255.255.255.252
Switch-P2(config-if)#tmpls ip

Switch-P2(config-if)#exit

Switch-P2(config)#interface ATMO0/1/3
Switch-P2(config-if)#ip address 10.1.1.1 255.255.255.252
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Switch-P2(config-if)#tmpls ip

Switch-P2(config-if)#exit

Switch-P2(config)#interface Loopback0
Switch-P2(config-if)#ip address 10.0.0.1 255.255.255.255
Switch-P2(config-if)#exit

Switch-P2(config)#router ospf 99
Switch-P2(config-router)#router-id 10.0.0.1
Switch-P2(config-router)#network 10.0.0.0 0.255.255.255 area 0
Switch-P2(config-router)#exit

Switch-P2(config)#end

Switch-P2#

VERE VEROX LR E AR, FUEM ATM A SCHIRCE . 25— M7 U T Ve BORCE T DAY R PEA

W, M5 T IGP A T R 1% i
N %
26.5. PE-CE Z [a]iz 4T RIP z

$&19 PE R CE % 2% 2 0] )5 F RIP i H B s

S

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-A2(config)#router rip

Router-CE-A2(config-router)#version 2

Router-CE-A2(config-router)#network 10.0.0.0

Router-CE-A2(config-router)#network 192.168.3.0
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Router-CE-A2(config-router)#end

Router-CE-A2#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE2(config)#router rip

Router-PE2(config-router)#version 2

Router-PE2(config-router)#address-family ipv4 vrf NetworkA

Router-PE2(config-router-af)#version 2

Router-PE2(config-router-af)#redistribute bgp 100 metric 4

Router-PE2(config-router-af)#network 192.168.3.0

Router-PE2(config-router-af)#exit-address-family

Router-PE2(config-router)#exit

Router-PE2(config)#router bgp 100

Router-PE2(config-router)#address-family ipv4 vrf NetworkA

Router-PE2(config-router-af)#redistribute rip metric 4

Router-PE2(config-router-af)#end

Router-PE2#

R X TR MR RIP AR AN, JURTERFE M VRE T I IHCE address-family ipvé4 vrf
NetworkA, 534Mig 200 E RIP K1 MP-BGP 2 [R) 1% H F5- 70 A1 o 3 L PRSP0 A1 R 8 - O3 AT AN TR R 2

S AT 2 1GP (K1t A AR A AN R

26.6. PE-CE 2 [A]iz 4T OSPF

$2inl PE AN CE % th 352 1) J5 JT] OSPF i tit/pi)

Route To The Future

S1dIN

416


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

EES
PAANANIR] 3 R CE 2% i

Router-CE-Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-CE-Al(config)#router ospf 55
Router-CE-Al(config-router)#network 192.168.1.0 0.0.0.255 area 0
Router-CE-Al(config-router)#network 192.168.5.0 0.0.0.255 area 0
Router-CE-Al(config-router)#end

Router-CE-Al#

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-CE-A2(config)#router ospf 55
Router-CE-A2(config-router)#network 192.168.3.0 0.0.0.255 area 0
Router-CE-A2(config-router)#end

Router-CE-A2#

PAANFH R R PE B H 4

Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE1(config)#trouter ospf 155 vrf NetworkA
Router-PE1(config-router)#redistribute bgp 100 subnets
Router-PE1(config-router)#network 192.168.1.0 0.0.0.255 area 0

Router-PE1(config-router)#exit
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Router-PE1(config)#router bgp 100
Router-PE1(config-router)#address-family ipv4 vrf NetworkA
Router-PE1(config-router-af)#redistribute ospf 155
Router-PE1(config-router-af)#exit-address-family
Router-PE1(config-router)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE2(config)#router ospf 155 vrf NetworkA
Router-PE2(config-router)#redistribute bgp 100 subnets
Router-PE2(config-router)#network 192.168.3.0 0.0.0.255 area 0
Router-PE2(config-router)#exit

Router-PE2(config)#router bgp 100
Router-PE2(config-router)#address-family ipv4 vrf NetworkA
Router-PE2(config-router-af)#redistribute ospf 155
Router-PE2(config-router-af)#exit-address-family
Router-PE2(config-router)#end

Router-PE2#

TERE X RAE AR, HARALE RS 2. 12.2(8)T LU H shamlink X Al 1t ke i 250 iz
P 1) 7 B X OSPF [ FH 4 H M inter-area i HHAZ 4 intra-area i Hi,

Router-PE1l#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Router-PE1(config)#interface Loopback155
Router-PE1(config-if)#ip vrf forwarding NetworkA
Router-PE1(config-if)#ip address 192.168.155.1 255.255.255.255
Router-PE1(config-if)#exit

Router-PE1(config)#router ospf 155 vrf NetworkA
Router-PE1(config-router)#area 0 sham-link 192.168.155.1 192.168.155.2 cost 10
Router-PE1(config-router)#redistribute bgp 100 subnets
Router-PE1(config-router)#network 192.168.1.0 0.0.0.255 area 0
Router-PE1(config-router)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE2(config)#interface Loopback155
Router-PE2(config-if)#ip vrf forwarding NetworkA
Router-PE2(config-if)#ip address 192.168.155.2 255.255.255.255
Router-PE2(config-if)#exit

Router-PE2(config)#trouter ospf 155 vrf NetworkA
Router-PE2(config-router)#area 0 sham-link 192.168.155.2 192.168.155.1 cost 10
Router-PE2(config-router)#redistribute bgp 100 subnets
Router-PE2(config-router)#network 192.168.3.0 0.0.0.255 area 0
Router-PE2(config-router)#end

Router-PE2#
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Router-CE-Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-Al(config)#router eigrp 156

Router-CE-Al(config-router)#network 192.168.1.0

Router-CE-Al(config-router)#network 192.168.5.0

Router-CE-Al(config-router)#no auto-summary

Router-CE-Al(config-router)#end

Router-CE-Al#

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-A2(config)#router eigrp 156

Router-CE-A2(config-router)#network 10.0.0.0

Router-CE-A2(config-router)#network 192.168.3.0

Router-CE-A2(config-router)#no auto-summary

Router-CE-A2(config-router)#end

Router-CE-A2#

Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE1(config)#router eigrp 1001
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Router-PE1(config-router)#no auto-summary
Router-PE1(config-router)#address-family ipv4 vrf NetworkA
Router-PE1(config-router-af)#redistribute bgp 100 metric 10000 10 255 1 1500
Router-PE1(config-router-af)#network 192.168.1.0
Router-PE1(config-router-af)#no auto-summary
Router-PE1(config-router-af)#fautonomous-system 156
Router-PE1(config-router-af)#exit-address-family
Router-PE1(config-router)#exit

Router-PE1(config)#router bgp 100
Router-PE1(config-router)#address-family ipv4 vrf NetworkA
Router-PE1(config-router-af)#redistribute eigrp 156
Router-PE1(config-router-af)#exit-address-family
Router-PE1(config-router)#exit

Router-PE1(config)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE2(config)#router eigrp 1001
Router-PE2(config-router)#auto-summary
Router-PE2(config-router)#address-family ipv4 vrf NetworkA
Router-PE2(config-router-af)#redistribute bgp 100 metric 10000 10 255 1 1500
Router-PE2(config-router-af)#network 192.168.3.0
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Router-PE2(config-router-af)#no auto-summary
Router-PE2(config-router-af)#tautonomous-system 156
Router-PE2(config-router-af)#exit-address-family
Router-PE2(config-router)#end

Router-PE2#

FERE VRN VRF H AR S0 B0 E A N 43 A BITIERERY AS BLE, EEAALR PE AN CE (19—,
X+ PE IX LA P EIGRP [ AS 5
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Router-CE-Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

[
Router-CE-A1(config)#router bgp 65535 -+

NI

il
Router-CE-Al(config-router)#neighbor 192.168.1.1 remote-as 100

s

o

Router-CE-Al(config-router)#redistribute ospf 155

Router-CE-Al(config-router)#no synchronization

Router-CE-Al(config-router)#no auto-summary

Router-CE-Al(config-router)#exit

Router-CE-Al(config)#router ospf 155

Router-CE-Al(config-router)#redistribute bgp 65535 subnets

Router-CE-Al(config-router)#network 192.168.5.0 0.0.0.255 area 0

Router-CE-Al(config-router)#end
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Router-CE-Al#

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-CE-A2(config)#router bgp 65534
Router-CE-A2(config-router)#neighbor 192.168.3.1 remote-as 100
Router-CE-A2(config-router)#network 10.8.8.0 mask 255.255.255.0
Router-CE-A2(config-router)#network 192.168.3.0
Router-CE-A2(config-router)#no synchronization
Router-CE-A2(config-router)#no auto-summary
Router-CE-A2(config-router)#end

Router-CE-A2#

Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE1(config)#router bgp 100
Router-PE1(config-router)#address-family ipv4 vrf NetworkA
Router-PE1(config-router-af)#neighbor 192.168.1.5 remote-as 65535
Router-PE1(config-router-af)#tneighbor 192.168.1.5 activate
Router-PE1(config-router-af)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE2(config)#router bgp 100
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Router-PE2(config-router)#address-family ipv4 vrf NetworkA
Router-PE2(config-router-af)#neighbor 192.168.3.8 remote-as 65534
Router-PE2(config-router-af)#neighbor 192.168.3.8 activate
Router-PE2(config-router-af)#end

Router-PE2#

AR R ATINECE . 5T BGP KU AT B HACE 0 T, AR DHIZE A
224 1) BGP HHK

26.9. MPLS 1% QOS
) FE MPLS | QoS S #F
[EIE=3

Router-PE1#configure terminal

Router-PE1(config)#class-map match-any med-priority

[
Router-PE1(config-cmap)#match precedence 1 =+

NI

il
Router-PE1(config-cmap)#match precedence 2

s

o

Router-PE1(config-cmap)#exit

Router-PE1(config)#class-map match-any high-priority

Router-PE1(config-cmap)#match precedence 3

Router-PE1(config-cmap)#match precedence 4

Router-PE1(config-cmap)#match precedence 5

Router-PE1(config-cmap)#exit

Router-PE1(config)#class-map match-any realtime-priority

Router-PE1(config-cmap)#match precedence 6
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Router-PE1(config-cmap)#match dscp ef

Router-PE1(config-cmap)#exit

Router-PE1(config)#policy-map MPLS-priority

Router-PE1(config-pmap)#class realtime-priority

Router-PE1(config-pmap-c)#priority percent 10

Router-PE1(config-pmap-c)#set mpls experimental topmost 3

Router-PE1(config-pmap-c)texit

Router-PE1(config-pmap)#class high-priority

Router-PE1(config-pmap-c)#bandwidth percent 10

Router-PE1(config-pmap-c)#queue-limit 20

Router-PE1(config-pmap-c)#set mpls experimental topmost 2

Router-PE1(config-pmap-c)#exit

Router-PE1(config-pmap)#class med-priority

Router-PE1(config-pmap-c)#tbandwidth percent 15

Router-PE1(config-pmap-c)#queue-limit 50

Router-PE1(config-pmap-c)#set mpls experimental topmost 1

Router-PE1(config-pmap-c)#exit

Router-PE1(config-pmap)#class class-default

Router-PE1(config-pmap-c)ttbandwidth percent 40

Router-PE1(config-pmap-c)#frandom-detect

Router-PE1(config-pmap-c)#set mpls experimental topmost 0

Router-PE1(config-pmap-c)#exit
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Router-PE1(config-pmap)#exit

Router-PE1(config)#interface Serial0/0

Router-PE1(config-if)#service-policy output MPLS-priority

Router-PE1(config-if)#exit

Router-PE1(config)#end

Router-PE1#

Router-P1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-P1(config)#class-map match-any med-priority

Router-P1(config-cmap)#match mpls experimental topmost 1

Router-P1(config-cmap)#exit

Router-P1(config)#class-map match-any high-priority

Router-P1(config-cmap)#match mpls experimental topmost 2

Router-P1(config-cmap)#exit

Router-P1(config)#class-map match-any realtime-priority

Router-P1(config-cmap)#match mpls experimental topmost 3

Router-P1(config-cmap)#exit

Router-P1(config)#tpolicy-map MPLS-priority

Router-P1(config-pmap)#class realtime-priority

Router-P1(config-pmap-c)#priority percent 10

Router-P1(config-pmap-c)#exit

Router-P1(config-pmap)#class high-priority
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Router-P1(config-pmap-c)#bandwidth percent 10

Router-P1(config-pmap-c)#queue-limit 20

Router-P1(config-pmap-c)#exit

Router-P1(config-pmap)#class med-priority

Router-P1(config-pmap-c)#bandwidth percent 15

Router-P1(config-pmap-c)#queue-limit 50

Router-P1(config-pmap-c)#exit

Router-P1(config-pmap)#class class-default

Router-P1(config-pmap-c)#bandwidth percent 40

Router-P1(config-pmap-c)#random-detect

Router-P1(config-pmap-c)#exit

Router-P1(config-pmap)#exit

Router-P1(config)#interface FastEthernet0/0

Router-P1(config-if)#service-policy output MPLS-priority

Router-P1(config-if)#exit

Router-P1(config)t#tend

Router-P1#

R fATE AU PE S Y I 28 B A0 1F) DSCP B3 1P AL 56 2R A FIl MPLS EXP {552k A7 2 1A 14k,
EXP H FI L BESZRE VYRR AR E A . 1R H BB IE 2

Router-P1#show policy interface FastEthernet0/0

FastEthernet0/0
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Service-policy output: MPLS-priority

Class-map: realtime-priority (match-any)
0 packets, 0 bytes
5 minute offered rate 0 bps, drop rate 0 bps
Match: mpls experimental topmost 3
0 packets, 0 bytes
5 minute rate 0 bps
Queueing
Strict Priority
Output Queue: Conversation 264
Bandwidth 10 (%)
Bandwidth 10000 (kbps) Burst 250000 (Bytes)
(pkts matched/bytes matched) 0/0

(total drops/bytes drops) 0/0

26.10. AUTOROUTE #I MPLS i & L 4

$&1A) {1 autoroute itk K H BN ZES MPLS M 45 U & AL A2
[ 2%

Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE1(config)#mpls traffic-eng tunnels
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Router-PE1(config)#finterface Loopback0

Router-PE1(config-if)#ip address 10.0.0.2 255.255.255.255

Router-PE1(config-if)#exit

Router-PE1(config)#interface Tunnell1l

Router-PE1(config-if)#ip unnumbered Loopback0

Router-PE1(config-if)#tunnel destination 10.0.0.3

Router-PE1(config-if)#f{tunnel mode mpls traffic-eng

Router-PE1(config-if)#tunnel mpls traffic-eng autoroute announce

Router-PE1(config-if)#ttunnel mpls traffic-eng priority 7 7

Router-PE1(config-if)#tunnel mpls traffic-eng bandwidth 256

Router-PE1(config-if)#tunnel mpls traffic-eng path-option 1 explicit name def-PE3

Router-PE1(config-if)#texit

Router-PE1(config)#tinterface Tunnell2

Router-PE1(config-if)#ip unnumbered Loopback0

Router-PE1(config-if)#tunnel destination 10.0.0.3

Router-PE1(config-if)#ftunnel mode mpils traffic-eng

Router-PE1(config-if)#ttunnel mpls traffic-eng autoroute announce

Router-PE1(config-if)##itunnel mpls traffic-eng priority 7 7

Router-PE1(config-if)#ttunnel mpls traffic-eng bandwidth 256

Router-PE1(config-if)#tunnel mpls traffic-eng path-option 1 explicit name hi-PE3

Router-PE1(config-if)#exit

Router-PE1(config)#interface Serial0/0

Route To The Future

HA

S1dIN

429


http://neoshi.dreamz.org/

Cisco 10S CookBook Sk faj filx

Router-PE1(config-if)#ip address 10.1.1.13 255.255.255.252

Router-PE1(config-if)#mpls traffic-eng tunnels

Router-PE1(config-if)#tag-switching ip

Router-PE1(config-if)#ip rsvp bandwidth 512

Router-PE1(config-if)#exit

Router-PE1(config)#interface ATM1/0.1 tag-switching

Router-PE1(config-subif)#ip address 10.1.1.2 255.255.255.252

Router-PE1(config-subif)#mpls traffic-eng tunnels

Router-PE1(config-subif)#tag-switching ip

Router-PE1(config-subif)#ip rsvp bandwidth 4000

Router-PE1(config-subif)#exit

Router-PE1(config)#router ospf 99

Router-PE1(config-router)#router-id 10.0.0.2

Router-PE1(config-router)#log-adjacency-changes

Router-PE1(config-router)#network 10.0.0.0 0.255.255.255 area 0

Router-PE1(config-router)#mpls traffic-eng router-id Loopback0

Router-PE1(config-router)#mpls traffic-eng area 0

Router-PE1(config-router)#exit

Router-PE1(config)#ip explicit-path name def-PE3 enable

Router-PE1(cfg-ip-expl-path)#next-address 10.1.1.14

Explicit Path name def-PE3:

1: next-address 10.1.1.14
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Router-PE1(cfg-ip-expl-path)#next-address 10.1.1.9

Explicit Path name def-PE3:

1: next-address 10.1.1.14

2: next-address 10.1.1.9

Router-PE1(cfg-ip-expl-path)#exit

Router-PE1(config)#ip explicit-path name hi-PE3 enable

Router-PE1(cfg-ip-expl-path)#next-address 10.1.1.1

Explicit Path name hi-PE3:

1: next-address 10.1.1.1

Router-PE1(cfg-ip-expl-path)#next-address 10.1.1.6

Explicit Path name hi-PE3:

1: next-address 10.1.1.1

#

[

2: next-address 10.1.1.6 :&-

n

Router-PE1(cfg-ip-expl-path)#exit z
0

&

Router-PE1(config)#end

Router-PE1#

Router-PE3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-PE3(config)#mpls traffic-eng tunnels

Router-PE3(config)#interface Loopback0

Router-PE3(config-if)#ip address 10.0.0.3 255.255.255.255

Router-PE3(config-if)#exit
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Router-PE3(config)#interface Tunnelll

Router-PE3(config-if)#ip unnumbered Loopback0

Router-PE3(config-if)#tunnel destination 10.0.0.2

Router-PE3(config-if)#itunnel mode mpls traffic-eng

Router-PE3(config-if)#ttunnel mpls traffic-eng autoroute announce

Router-PE3(config-if)##itunnel mpls traffic-eng priority 7 7

Router-PE3(config-if)#ttunnel mpls traffic-eng bandwidth 256

Router-PE3(config-if)#tunnel mpls traffic-eng path-option 1 explicit name def-PE1

Router-PE3(config-if)#exit

Router-PE3(config)#interface Tunnel12

Router-PE3(config-if)#ip unnumbered Loopback0

Router-PE3(config-if)#ttunnel destination 10.0.0.2

Router-PE3(config-if)##ftunnel mode mpls traffic-eng

Router-PE3(config-if)##tunnel mpls traffic-eng autoroute announce

Router-PE3(config-if)#tunnel mpls traffic-eng priority 7 7

Router-PE3(config-if)#fitunnel mpls traffic-eng bandwidth 256

Router-PE3(config-if)#ttunnel mpls traffic-eng path-option 1 explicit name hi-PE1

Router-PE3(config-if)#exit

Router-PE3(config)#interface Serial0/0

Router-PE3(config-if)#ip address 10.1.1.9 255.255.255.252

Router-PE3(config-if)#fmpls traffic-eng tunnels

Router-PE3(config-if)#tag-switching ip
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Router-PE3(config-if)#ip rsvp bandwidth 512

Router-PE3(config-if)#exit

Router-PE3(config)#interface ATM1/0.1 tag-switching

Router-PE3(config-subif)#ip address 10.1.1.6 255.255.255.252

Router-PE3(config-subif)tmpls traffic-eng tunnels

Router-PE3(config-subif)#tag-switching ip

Router-PE3(config-subif)#ip rsvp bandwidth 4000

Router-PE3(config-subif)#exit

Router-PE3(config)#router ospf 99

Router-PE3(config-router)#router-id 10.0.0.3

Router-PE3(config-router)#log-adjacency-changes

Router-PE3(config-router)#network 10.0.0.0 0.255.255.255 area 0

Router-PE3(config-router)#mpls traffic-eng router-id Loopback0

Router-PE3(config-router)#mpls traffic-eng area 0

Router-PE3(config-router)#exit

Router-PE3(config)#ip explicit-path name def-PE1 enable

Router-PE3(cfg-ip-expl-path)#next-address 10.1.1.10

Explicit Path name def-PE1:

1: next-address 10.1.1.10

Router-PE3(cfg-ip-expl-path)#next-address 10.1.1.13

Explicit Path name def-PE1:

1: next-address 10.1.1.10
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2: next-address 10.1.1.13

Router-PE3(cfg-ip-expl-path)#exit

Router-PE3(config)#ip explicit-path name hi-PE1 enable

Router-PE3(cfg-ip-expl-path)#next-address 10.1.1.5

Explicit Path name hi-PE1:

1: next-address 10.1.1.5

Router-PE3(cfg-ip-expl-path)#next-address 10.1.1.2

Explicit Path name hi-PE1:

1: next-address 10.1.1.5

2: next-address 10.1.1.2

Router-PE3(cfg-ip-expl-path)#exit

Router-PE3(config)#end

Router-PE3#

Router-P1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-P1(config)#mpls traffic-eng tunnels

Router-P1(config)#tinterface Loopback0

Router-P1(config-if)#ip address 10.0.0.11 255.255.255.255

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/0

Router-P1(config-if)#ip address 10.1.1.14 255.255.255.252

Router-P1(config-if)#tag-switching ip
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Router-P1(config-if)#mpls traffic-eng tunnels

Router-P1(config-if)#ip rsvp bandwidth 512

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/1

Router-P1(config-if)#ip address 10.1.1.10 255.255.255.252

Router-P1(config-if)#tag-switching ip

Router-P1(config-if)#mpls traffic-eng tunnels

Router-P1(config-if)#ip rsvp bandwidth 512

Router-P1(config-if)#exit

Router-P1(config)#router ospf 99

Router-P1(config-router)#router-id 10.0.0.11

Router-P1(config-router)#log-adjacency-changes

Router-P1(config-router)#tnetwork 10.0.0.0 0.255.255.255 area 0

Router-P1(config-router)#mpls traffic-eng router-id Loopback0

Router-P1(config-router)#mpls traffic-eng area 0

Router-P1(config-router)#exit

Router-P1(config)t#tend

Router-P1#

TR ARSI, B BAR W]

26.11. MPLS I 14 #%

PRI BCE MPLS 28500 2 P 2H 36 11 < 4
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EES
Router-C-Anttconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-C-An(config)#ip multicast-routing
Router-C-An(config)#interface FastEthernet0/0
Router-C-An(config-if)#ip address 192.168.5.12 255.255.255.0
Router-C-An(config-if)#ip pim sparse-dense-mode
Router-C-An(config-if)#exit

Router-C-An(config)#end

Router-C-An#

Router-CE-Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-CE-A1(config)#ip multicast-routing
Router-CE-Al(config)#interface FastEthernet0/0.1
Router-CE-Al(config-subif)#encapsulation dot1Q 101
Router-CE-A1(config-subif)#ip address 192.168.1.5 255.255.255.0
Router-CE-A1(config-subif)#ip pim sparse-dense-mode
Router-CE-A1(config-subif)#exit

Router-CE-Al(config)#interface FastEthernet0/0.2
Router-CE-Al(config-subif)#encapsulation dot1Q 111
Router-CE-A1(config-subif)#ip address 192.168.5.1 255.255.255.0

Router-CE-Al(config-subif)#ip pim sparse-dense-mode
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Router-CE-A1(config-subif)#exit

Router-CE-Al(config)#end

Router-CE-Al#

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-CE-A2(config)#ip multicast-routing
Router-CE-A2(config)#tinterface Loopback0
Router-CE-A2(config-if)#ip address 10.8.8.8 255.255.255.255
Router-CE-A2(config-if)#ip pim sparse-dense-mode
Router-CE-A2(config-if)#ip igmp join-group 239.1.1.1
Router-CE-A2(config-if)#exit

Router-CE-A2(config)#tinterface Ethernet0

b
[
Router-CE-A2(config-if)#ip address 192.168.3.8 255.255.255.0 j—
L
Router-CE-A2(config-if)#ip pim sparse-dense-mode z
0
r
(%]

Router-CE-A2(config-if)#exit

Router-CE-A2(config)#end

Router-CE-A2#

Router-PE1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE1(config)#ip multicast-routing

Router-PE1(config)#interface Loopback0

Router-PE1(config-if)#ip address 10.0.0.2 255.255.255.255
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Router-PE1(config-if)#ip pim sparse-dense-mode

Router-PE1(config-if)#exit

Router-PE1(config)#interface Serial0/0

Router-PE1(config-if)#ip address 10.1.1.13 255.255.255.252

Router-PE1(config-if)#ip pim sparse-dense-mode

Router-PE1(config-if)#tag-switching ip

Router-PE1(config-if)#exit

Router-PE1(config)#ip multicast-routing vrf NetworkA

Router-PE1(config)#ip vrf NetworkA

Router-PE1(config-vrf)#rd 100:1

Router-PE1(config-vrf)#route-target export 100:1

Router-PE1(config-vrf)#route-target import 100:1

b
[
Router-PE1(config-vrf)#mdt default 239.100.100.1 j—
n
Router-PE1(config-vrf)#exit =
0
o

Router-PE1(config)#interface Loopback155

Router-PE1(config-if)#ip vrf forwarding NetworkA

Router-PE1(config-if)#ip address 192.168.155.1 255.255.255.255

Router-PE1(config-if)#ip pim sparse-dense-mode

Router-PE1(config-if)#exit

Router-PE1(config)#interface Ethernet0/0

Router-PE1(config-if)#tdescription connection to customer A, site 1

Router-PE1(config-if)#ip vrf forwarding NetworkA
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Router-PE1(config-if)#ip address 192.168.1.1 255.255.255.0
Router-PE1(config-if)#ip pim sparse-dense-mode
Router-PE1(config-if)#exit

Router-PE1(config)#ip pim vrf NetworkA send-rp-announce Loopback155 scope 15
Router-PE1(config)#ip pim vrf NetworkA send-rp-discovery Loopback155 scope 15
Router-PE1(config)#end

Router-PE1#

Router-PE2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router-PE2(config)#ip multicast-routing
Router-PE2(config)#interface Loopback0
Router-PE2(config-if)#ip address 10.0.0.4 255.255.255.255
Router-PE2(config-if)#ip pim sparse-dense-mode
Router-PE2(config-if)#exit

Router-PE2(config)#interface FastEthernet0/0.1
Router-PE2(config-subif)#tencapsulation dot1Q 10
Router-PE2(config-subif)#ip address 10.1.2.4 255.255.255.0
Router-PE2(config-subif)#ip pim sparse-dense-mode
Router-PE2(config-subif)#tag-switching ip
Router-PE2(config-subif)#exit

Router-PE2(config)#ip multicast-routing vrf NetworkA
Router-PE2(config)#ip vrf NetworkA
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Router-PE2(config-vrf)#rd 100:1

Router-PE2(config-vrf)#route-target export 100:1

Router-PE2(config-vrf)#route-target import 100:1

Router-PE2(config-vrf)#mdt default 239.100.100.1

Router-PE2(config-vrf)#exit

Router-PE2(config)#interface Loopback155

Router-PE2(config-if)#ip vrf forwarding NetworkA

Router-PE2(config-if)#ip address 192.168.155.2 255.255.255.255

Router-PE2(config-if)#ip pim sparse-dense-mode

Router-PE2(config-if)#exit

Router-PE2(config)#interface FastEthernet0/0.2

Router-PE2(config-subif)#tencapsulation dot1Q 102

b
[
Router-PE2(config-subif)#ip vrf forwarding NetworkA j—
B
Router-PE2(config-subif)#ip address 192.168.3.1 255.255.255.0 z
0
o

Router-PE2(config-subif)#ip pim sparse-dense-mode

Router-PE2(config-subif)#exit

Router-PE2(config)#end

Router-PE2#

Router-P1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-P1(config)#ip multicast-routing

Router-P1(config)#interface FastEthernet0/0
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Router-P1(config-if)#ip address 10.1.2.11 255.255.255.0

Router-P1(config-if)#ip pim sparse-dense-mode

Router-P1(config-if)#tag-switching ip

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/0

Router-P1(config-if)#ip address 10.1.1.14 255.255.255.252

Router-P1(config-if)#ip pim sparse-dense-mode

Router-P1(config-if)#tag-switching ip

Router-P1(config-if)#exit

Router-P1(config)#interface Serial0/1

Router-P1(config-if)#ip address 10.1.1.10 255.255.255.252

Router-P1(config-if)#ip pim sparse-dense-mode

Router-P1(config-if)#tag-switching ip

Router-P1(config-if)#exit

Router-P1(config)t#tend

Router-P1#

PR =

26.12.  JR% WA fe Fohe
Pl 38 i oA 5 3ok ScPEE 1 B A BB AL s vk
[EES

Router-CE-Al#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-Al(config)#ip multicast-routing

Router-CE-Al(config)#interface FastEthernet0/0.1

Router-CE-Al(config-if)#encapsulation dot1Q 101

Router-CE-Al(config-if)#ip address 192.168.1.5 255.255.255.0

Router-CE-A1(config-if)#exit

Router-CE-A1(config)#interface Loopback1

Router-CE-Al(config-if)#ip address 192.168.101.1 255.255.255.255

Router-CE-Al(config-if)#exit

Router-CE-Al(config)#interface Tunnell

Router-CE-Al(config-if)#ip address 192.168.152.1 255.255.255.252

Router-CE-A1(config-if)#ttunnel source 192.168.101.1

Router-CE-A1(config-if)#tunnel destination 192.168.101.2

Router-CE-Al(config-if)#ip pim sparse-dense-mode

Router-CE-A1(config-if)#exit

Router-CE-Al(config)#router bgp 65535

Router-CE-Al(config-router)#neighbor 192.168.1.1 remote-as 100

Router-CE-Al(config-router)#network 192.168.1.0

Router-CE-Al(config-router)#network 192.168.101.1 mask 255.255.255.255

Router-CE-Al(config-router)#no synchronization

Router-CE-Al(config-router)#no auto-summary

Router-CE-Al(config-router)#exit
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Router-CE-Al(config)#router ospf 155

Router-CE-Al(config-router)#network 192.168.5.0 0.0.0.255 area 0

Router-CE-Al(config-router)#network 192.168.152.0 0.0.0.255 area 0

Router-CE-Al(config-router)#exit

Router-CE-Al(config)#end

Router-CE-Al#

Router-CE-A2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router-CE-A2(config)#ip multicast-routing

Router-CE-A2(config)#interface Ethernet0

Router-CE-A2(config-if)#ip address 192.168.3.8 255.255.255.0

Router-CE-A2(config-if)#texit

Router-CE-A2(config)#interface Loopback1

Router-CE-A2(config-if)#ip address 192.168.101.2 255.255.255.255

Router-CE-A2(config-if)#exit

Router-CE-A2(config)#interface Tunnell

Router-CE-A2(config-if)#ip address 192.168.152.2 255.255.255.252

Router-CE-A2(config-if)#tunnel source 192.168.101.2

Router-CE-A2(config-if)#tunnel destination 192.168.101.1

Router-CE-A2(config-if)#ip pim sparse-dense-mode

Router-CE-A2(config-if)#exit

Router-CE-A2(config)#router bgp 65534
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Router-CE-A2(config-router)#neighbor 192.168.3.1 remote-as 100
Router-CE-A2(config-router)#network 192.168.3.0
Router-CE-A2(config-router)#network 192.168.101.2 mask 255.255.255.0
Router-CE-A2(config-router)#no synchronization
Router-CE-A2(config-router)#no auto-summary
Router-CE-A2(config-router)#exit

Router-CE-A2(config)#router ospf 155
Router-CE-A2(config-router)#network 10.8.8.0 0.0.0.255 area 0
Router-CE-A2(config-router)#network 192.168.152.0 0.0.0.255 area 0
Router-CE-A2(config-router)#exit

Router-CE-A2(config)t#tend

Router-CE-A2#

R X HE T CERLE, PERIE S 26.8. XBAEIRS I R E: BGP BB ML b sSzHL T OSPF
I 14 328

BF-+tLtE =&

‘ 27.1. ¥l AUTOSECURE

PEin] AR J7 2k I R 1R % FH
[EE3
Router2#auto secure

--- AutoSecure Configuration ---

*** AutoSecure configuration enhances the security of
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the router, but it will not make it absolutely resistant

to all security attacks ***

AutoSecure will modify the configuration of your device.

All configuration changes will be shown. For a detailed

explanation of how the configuration changes enhance security

and any possible side effects, please refer to Cisco.com for

Autosecure documentation.

At any prompt you may enter '?' for help.

Use ctrl-c to abort this session at any prompt.

Gathering information about the router for AutoSecure

=

w4

Is this router connected to internet? [no]:

S

<Removed for brevity>

VERE 12.3(1)JT 46 th #3390 T autosecure A4S PESIIE 1L 17 /UK 7 3K A ook it s b AT, H i
— AN S A

Router2#show auto secure config
no service finger

no service pad

no service udp-small-servers

no service tcp-small-servers
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service password-encryption

service tcp-keepalives-in

service tcp-keepalives-out

no cdp run

no ip bootp server

no ip http server

no ip finger

no ip source-route

no ip gratuitous-arps

no snmp-server community public

no snmp-server community private

banner AC Test AC e
&
[l
security passwords min-length 6 —+
o
1k
security authentication failure rate 10 log 4
g

enable password 7 00071A1507545B54

aaa new-model

aaa authentication login local_auth local

linecon 0

login authentication local_auth

exec-timeout 50

transport output telnet

line aux 0
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login authentication local_auth

exec-timeout 100

transport output telnet

line vty 0 6

login authentication local_auth

transport input telnet

login block-for 5 attempts 5 within 6

crypto key generate rsa general-keys modulus 1024

ip ssh time-out 60

ip ssh authentication-retries 2

line vty 0 6

transport input ssh telnet

service timestamps debug datetime msec localtime show-timezone

service timestamps log datetime msec localtime show-timezone

logging facility local2

logging trap debugging

service sequence-nu mbers

logging console critical

logging buffered

interface FastEthernet0/0

no ip redirects
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no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

interface Serial0/0

no ip redirects

no ip proxy-arp

no ip unreachables

no ip directed-broadcast

no ip mask-reply

! g
B
[l

ip cef -+
(e
11

Router2#
W
>

27.2. AT B SC #6513 (CONTEXT-BASED ACCESS-LISTS)
Befn] O E b AR RIS Kt ) iR SO vE Th g

[ 2%

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)#taccess-list 166 deny ip any any
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Routerl(config)#access-list 167 permit tcp any any eq telnet
Routerl(config)#ip inspect name Telnet tcp
Routerl(config)#interface Serial0/1

Routerl(config-if)#ip access-group 166 in
Routerl(config-if)#ip access-group 167 out
Routerl(config-if)#ip inspect Telnet out
Routerl(config-if)#exit

Routerl(config)#end

Routerl#

VERE AL T ST 10S B KERRFIESE) 10S A4 7T LAY D g - CBAC S fit T 2RALURI K BEARPRAS G 22
ife, ATLAShA IR A RIS IR VR B e, 6T i1, [P telnet Hdls T LA s
148 tiUs

Routerl#show ip inspect sessions
Established Sessions

Session 821061C0 (172.25.1.1:1379)=>(10.2.2.2:23) tcp SIS_OPEN
Routerl#
X LRSS BB FTP Uy la) 1), o m] LR AR 7 ik 2 4 fft vk
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#taccess-list 155 permit tcp any any eq ftp
Routerl(config)#access-list 155 deny ip any any

Routerl(config)#ip inspect name TEST ftp
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Routerl(config)#interface Serial0/0
Routerl(config-subif)#ip access-group 155 in
Routerl(config-subif)#ip inspect TEST in
Routerl(config-subif)#exit
Routerl(config)ttend
Routerl#
Routerl#show ip access-list 155
Extended IP access list 155
permit tcp host 172.20.1.2 eq 11252 host 172.25.1.3 eq 49155 (1415 matches)
permit tcp any any eq ftp (151 matches)
deny ip any any (3829 matches)
Routerl#
[ Pt B 150 AN (7] FR) 2 0 0 7 I 2 I
Routerl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip inspect tcp idle-time 1800
Routerl(config)#ip inspect udp idle-time 20
Routerl(config)#ip inspect tcp finwait-time 1
Routerl(config)#ip inspect tcp synwait-time 15
Routerl(config)#end
Routerl#
11t show ip inspect config w43 578 24 1 CBAC [Hc &
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WHEIN T X} log 157 #F ip inspect name Telnet tcp audit-trail on

27.3. & W] 10S B K

Peln) HOEB RN 2 2B K

[EIE=3

T JElLE Integrated Routing and Bridging (IRB) [ 32 4
Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#bridge 1 protocol ieee
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#bridge-group 1
Routerl(config-if)#finterface FastEthernet0/1
Routerl(config-if)#bridge-group 1

Routerl(config-if)#exit

Routerl(config)ttbridge irb

Routerl(config)#bridge 1 route ip
Routerl(config)ttinterface BVI1

Routerl(config-if)#ip address 172.25.1.101 255.255.255.0
Routerl(config-if)#no shutdown

Routerl(config-if)#end

Routerl#

AR T T3 K B R R A LR ACL

Route To The Future

=

w4

S

451


http://neoshi.dreamz.org/

Cisco 10S CookBook S H i it

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip inspect name OREILLY tcp
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip inspect OREILLY in

Routerl(config-if)#exit

Routerl(config)#taccess-list 111 deny tcp any host 172.25.1.102 eq 23
Routerl(config)#access-list 111 permit ip any any
Routerl(config)ttaccess-list 112 deny ip any any
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip access-group 111 in
Router1(config-if)#finterface FastEthernet0/1
Routerl(config-if)#ip access-group 112 in
Routerl(config-if)#end

Routerl#

R M 12.3(7)T TFUASCRFIX Rl 2 J2 B KBS 8l U5 W 57 KB 0 S2RE, IXFE AT DU BT I 25 AN 75 24
Hhk S, SRR T CBAC [y 2okt g

27.4. Bk 4R 55 Bk

SR 0T s TR ) B R 7 AR 440 R 55 Bt
EFS

Routeri#configure termina

Routerl(config)t#taccess-list 109 permit ip any host 192.168.99.2
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Routerl(config)#ip tcp intercept list 109

Routerl(config)#ip tcp intercept max-incomplete high 10

Routerl(config)#ip tcp intercept one-minute high 15

Routerl(config)#ip tcp intercept max-incomplete low 5

Routerl(config)#ip tcp intercept one-minute low 10

Routerl(config)#end

Routerl#

VERE B T _LIRHIECE LAAIE AT LU 2 5 A AT #2761

Routerl(config)#ip tcp intercept drop-mode random

Routerl(config)#ip tcp intercept watch-timeout 15
Routerl(config)#ip tcp intercept mode watch
LA I — Gt dr 4

Routerl#show tcp intercept statistics

Intercepting new connections using access-list 109
9 incomplete, 1 established connections (total 10)
8 connection requests per minute

Routerl#

27.5. A0 AF b v o R A N
o I oA e | S e AW At G A R
[EES

Routerl#configure terminal
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Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#ip port-map http port tcp 8000
Routerl(config)#end

Routerl#

FERE n LUK PAM R H TR (1 b ik

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)#access-list 22 permit host 10.1.2.14
Routerl(config)#ip port-map http port 8080 list 22
Routerl(config)#end

Routerl#

Routerl#show ip port-map http

Default mapping: http tcp port 80 system defined
Default mapping: http tcp port 8000 user defined
Host specific: http tcp port 8080 in list 22 user defined

27.6. A {3 IR B

SER) S A AR S DA R By Y ik
[ 2%

12.3(8)T ZHiiY IDS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
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Routerl(config)#access-list 21 deny 192.168.100.205

Routerl(config)t#access-list 21 permit any

Routerl(config)#ip audit notify log

Routerl(config)#ip audit info action alarm drop reset

Routerl(config)#ip audit attack action alarm drop reset

Routerl(config)#ip audit smtp spam 10

Routerl(config)#ip audit signature 1107 disable

Routerl(config)#ip audit signature 2004 disable

Routerl(config)#ip audit name COOKBOOK info list 21 action alarm drop reset

Routerl(config)#ip audit name COOKBOOK attack list 21 action alarm drop reset

Routerl(config)#interface FastEthernet0/0

Routerl(config-if)#ip audit COOKBOOK in

Routerl(config-if)#exit

Routerl(config)ttend

Routerl#

LAY 1PS

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)ttaccess-list 21 deny 192.168.100.205

Routerl(config)#access-list 21 permit any

Routerl(config)#ip ips name NEOSHI list 21

Routerl(config)#ip ips signature 4050 disable
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Routerl(config)#ip ips fail closed
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip ips NEOSHI in
Routerl(config-if)#exit
Routerl(config)ttend
Routerl#
YEFE Routerl#tshow ip ips statistics
Signature statistics [process switch:fast switch]

signature 4050:0 packets checked: [0:85]
Interfaces configured for ips 1
Session creations since subsystem startup or last reset 0
Current session counts (estab/half-open/terminating) [0:0:0]
Maxever session counts (estab/half-open/terminating) [0:0:0]
Last session created never

Last statistic reset never

27.7. Bk E R B
R0 b B S R Y 8
[EIE=S

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Routerl(config)tusername kwiley password test123
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Routerl(config)#aaa new-model

Routerl(config)#aaa authentication login local_auth local
Routerl(config)#aaa local authentication attempts max-fail 6
Routerl(config)#line vty 0 4

Routerl(config-line)#login authentication local_auth
Routerl(config-line)#tend

Routerl#

VR 12.3(14)T LU TR v BAFR IS B sk s i i 22 FR 2, R BR8E ffH Routerl#clear aaa local
user lockout username kwiley *%5X% 25 11 2 2 FH AR PR X Gy H P 44 AT 0= i B e Mok

27.8. AUEACHEE CAUTHENTICATION PROXY)
Fen) Our BN F P BEAT DA UE AN ALK U 1] 425 1)

[E¥

Routerl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Routerl(config)##taaa new-model

Routerl(config)#aaa authorization auth-proxy default local
Routerl(config)#ip auth-proxy auth-proxy-banner http
Routerl(config)#ip auth-proxy name HTTPPROXY http
Routerl(config)#ip admission auth-proxy-banner http
Routerl(config)#interface FastEthernet0/0
Routerl(config-if)#ip auth-proxy HTTPPROXY

Routerl(config-if)#ip http server
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Routerl(config)#ip http authentication local
Routerl(config)t#tend
Routerl#

VERE SEAUEACEE A] LUEROH 7 (0 K, AR5 FL T DAAEAR Ty 4 AN IEAS SR VI, &
2R IR SR AT

Routerl#tshow ip auth-proxy cache
Authentication Proxy Cache

Client Name ijbrown, Client IP 172.25.1.52, Port 4224, timeout 60, Time Remaining 53, state ESTAB
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