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H3C Conmwar e Pl at f orm Sof t war e
Comnare software, Version 3.40, Rel ease 1608------- PE0)
Copyright (c) 2004-2007 Hangzhou H3C Tech. Co., Ltd. Al rights reserved.
Wthout the owner's prior witten consent, no deconpiling
nor reverse-engi neering shall be all owed.

H3C SecPath F100-C uptinme is 0 week, O day, O hour, 19 m nutes
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[SLOT 2] 1ETH (Hardware) 3.0, (Driver)1.0, (Cpld)1.0
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FIFO. PQ. CQ. WFQ. CBWFQ. RTPQ

WRED
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Hac R
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CMW340 | WPFRFESERT | iid e bR, 7 A AR 2L 1l LA K H 32 11 b Bt o
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BRAFREE ST

AL IR RN

Ty 1 B LA R A e, RN R R
GEHCABMS R RN R Se e 1 i e

A NAT 3245 EASY 1P 3 H 451k

NAT SERVER SZFF EASY IP 454 & 7F NAT SERVER HEMEMFEAE I
B . BTN T K HAERCE NAT SERVER A P HBIERY, W
DVE RS A 0 (NAT SERVER i & BT JE (1) 24 fid: 1) 5k3E
€ N EATAEI Loopback 422 11

IPSec AR S FF per host J5 3

Per Host 73\, NAE4CUE H (1 HhhbAH ) () 4 0 i — VP i
TR A L2TP+IPSEC 41 /720, per session 5 ie 2 fif
YN TETE X 4 B I8 1% 2 2% BWIEAN 25 i 1) 1) R

HWtacacs 77 Super TAEARH i 4% 14

F P R3] router SRSB4 . W0 FB S FE RSk T
BUNRRLER, AT LU super iy 4SRRI s AR, A%

FEPEAE 5K super password TAGIERSEAE B, 88 hn T @
tacacs+ server [ enable Z15IA1E .

NAT PR IR R M IE IR K TCP SR HU B 45

TESCHF NAT (185 i 25 P 7 2> (R A Hu bl e s I A2 30,y
T I E AR R A SR PR, DR bt kA A R R A B —
JE RIS BR o 2938 SRR BRI, 5 SR SR HEAT L b L3
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RSCHA AL B

IEFWOUT, ERRS BRIV B, BT i SR M e e i R 5C
AL R F OO, RZ R, BRI
AR TN, SRR R R R B R, Gk
S LI KT O O AR AR T A AT M B A i i B
TR BRI RN, A I 6 SR M 1k A i R R N A
Bo AR MIEHE T BAEA], 0 H2 ORI i B e 8
PRI, PEOER AR RERE T . Oy T PRI S R A
AMRRTT SRS 8% LI IR SO M R DR . A
VIR BR 1 2h BE AT LUK AN R B SR, 6 AN RV AE PR I AT 4
THRIBR

JEiE MIB T4 bootrom #4451

FH /AT R MIB 5 4 h3cSysCurBtmFileName 3 B4 i1 H
i) bootrom CE44 45 &, it
h3cSysCurUpdateBtmFileName 77 £ 3k H{ bootrom T8 il 2
J&i bootrom SCAF 4415 B, WA AT TR bootrom #EAE, %5
U1 h3cSysCurBtmFileName #lFAl. 2475 % 8 37 bootrom
I, ] E I R % h3cSysBtmLoadTable 2 61 & 5 5t
Pl %% bootrom. T HEHK bootrom X i Gik, HaA
R S A BRI R A I, W RSO E R TR, &
£ bootrom HEHT KM, HHTTERUE, WRBAEER, R E
. TGRSR T, BT P ¥ bootrom 3¢
4.

MEPFERPEAR T | B
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42 L ITEREIRM

%6 WLITLEIA
RS IH ik

H3C P 4 7

SecPath

F #41- TR i 4 x

CMW340

-R1608 B i 7

H3C P 4 7

SecPath

F &751- T B iy x

CMW340

R1607P0 | &4 7

2

H3C B fr 4 7

SecPath

F &751- T i 2> x

CMW340

R1607P0 | Euifiné T

1
THEAAS: PEAN (FLOWLOG ¥t H a4tk i 15
[undo]session log enable [ acl-number access-list]
[undo] firewall session log-type{ syslog | binary}
[undo] firewall nat log-type{ syslog | binary}

H3C [undo] firewall binary-log host ip-address [port-number]

SecPath A

F Z&%- [undo] firewall session log-threshold time value

CMW340 i .

_R1607 [undo] firewall session log-threshold Mega-byte value
[undo] firewall session log-threshold Mega-packet value
display firewall log-buffer session
reset firewall log-buffer session

T i 2> x
(LR 7

H3c wms | E

SecPath

F #7%1-

CMW340 | kR4 x

-R160601

(LR 7

H3c B4

SecPath

F #%1- s 25 A

cmwado | MRS
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R1608 Jix A it B 4 H3C

RS IH ik
R1605P0
3
H3C
SecPath B4 o
F #7%1-
CMW340
-E1605
P 4 7
TR i 4 x
H3C
SecPath
F #7%1- B2 7
CMW340
E1604P0
3
P 4 7
T i 2> x
H3C
SecPath
F #41- B84 7
CMW340
E1604P0
1
fv4— bridge vlanid-transparent-transmit enable
[#r4]
bridge vlanid-transparent-transmit enable
undo bridge vlanid-transparent-transmit enable
[HLIA]
LK
B4 [5%]
7
€734y |

KA H TR E MR HEEN, R VLANID &
&,
EROME T, Wit bridge vlanid-transparent-transmit enable

74T LAC & SCHRF VLANID 4%, 3 RXHRSC ¥ VLANID 44T
fif &%, 1L undo bridge vlianid-transparent-transmit enable i
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

MRAS i H iz:py

A UUBGERCE, R AZEAT VLANID iE1%,

FEBRANG L T4 QAN FF VLANID 516
(%5411

£ SecPath ¥ RZEME T

[H3C]bridge enable

[H3C]bridge 1 enable

15 B AR ATM B2 LI R

[H3C-Atm?2/0/0]bridge-set 1

[H3C-Atm2/0/0]bridge vlanid-transparent-transmit enable

[H3C-Atm2/0/0]pvc 1/100

[H3C-Atm2/0/0lmap bridge-group broadcast

DT @& B RIEES R

(H3C SecPath F#%1 %4/ HrksEF M -CMw340-
B1603(V1.00))

(-H3C SecPath &% 4= i iy 2 T (v2.02,for
COMWAREV300R002)) 06-%4:fir 4

f4— removeslot 1
[i4]
remove slot 1

undo remove slot 1

(€%
H3C JEPRETAC
SecPath .
FRA- | Hilidnd (€70
CMW340 -
-E1604

[k ]

remove slot 1 fiv4 RNk b At b - ek ik
B, PATEN AR, SRR AL, DR
WRE R REASHI T . Undo remove slot 1 @r4-Hk
U AR R AR B, R AT s Lk 55

[2541]
<H3C> remove slot 1

You can config and use the board now.

<H3C> undo remove slot 1

The state of the board is already normal.
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

MRAS i H iz:py

You can config and use the board now.
[EEFrid ] &
w4 — Display device
[#fr4]
display device [interface-slot ]
[HLA]
HAPRE. REME
(%]
interface-slot: A7, BARFILF BRI & FE
€iiBaY |

display device fir 4 ok Bon i F RN FUIRESE L, disp
device interface-slot iy 4> FH >k 55 X6 B 482 LR L (1) 6 2% A6 26T
AREE B

[254]
<H3C> display device

Slot# Type Online Status
0 2GBE Present Normal
1 1FE Present Normal
<H3C> display device 1

Slot# Type Online Status
1 1FE Present Normal

(@GEREE |
7
4= security acl

[#r4]
security acl acl-number [ aggregation | per-session ]

undo security acl

[#E ]

GARISANE L 22 A SR TR )

[ %]

acl-number: $i75E 24 SR IS | I U5 42 510385, VB TE
s& 3000~3999,

aggregation: & AR M EEE R O RGN, —4%
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H3C SECPATH F %%1-CMW340-

R1608 Jix A it B 4 H3C

MRAS

iz:py

BETE R ACL g ST Bl i -

per-session: &€ %4 %M B AR Y 77 X per-session
K. per-session 7 ALETEMI T : il RIS IPL HI1
IP. B WO H s B T — N Hocdl, HRA Aol
VCRE ACL [FBEAN S P, WA 7 — B AR X AN TG LT e X
AT )3

W ARG & aggregation F1 per-session 4, 224 5 W& I BRI
PR 7 2O — BB R ACL HP e U — &8s,
FrHE T

(& ]

4 security acl F K 38 LA 0mg 5 IG5 s HlzR, med
undo security acl HI R 224 5 5 | H 15 ) 3 5151 3K

RN R RS B 1R 2 Vi R RIS

A SRS BT OR P (W Bk I Bl by 248 2 1) ACL ke Yo 7ESIZ i
IPSec %4 KNG N, RS Jed Al i 2 O IR SRR 5 ACL H
FIRLMDC AL, G SR VCHC B2 s M 45 i 512 RF (permit) ik
s WRGXHOCHAT IPSec R JEH K%, WHAVLEL, 253
Vi ZEHIIRAEL (deny) MRS, W E R EHRIC.
BRI R 7 X bR UE T e A AR HE T SR ACL T %
P, ACL HPRIRE— AR R (1) — AN Sl o 28 2 ) At — 4% S
FIREIE SRR A 7 R ACL FIOEHEHR, Ratld—
ZcBEE Sk AR ACL HhE IR BT AT BT Y. (8t A8 per-
session 77 AR ACL T, Ml RKISCHIE IP. HI 1P,
PR W s B R DB T — AN foodl, B IXAS o4l UL
ACL [PFEAN S, W 7 — NP fR A X AN FLoc 4L e X B
HIRIC.

A b ot i BRI — 4R BETE AR ACL o LI BTE £
P AR A 77 &7 bR )7 e A e s — 24,
aggregation J7 X% 1 isakmp #2CF1 manual A5 2 R4
per-session J7 20T isakmp B G R

AHICHE B 1 3% 4 ipsec policy (REMED , ipsec policy
(FEOMED , tunnel local, tunnel remote, sa duration,
proposal.

(244511
# WE ARSI H 3001 S5 mEHFIR, BiEm iy 7 SO kR
[H3C] acl number 3001

[H3C-acl-adv-3001]rule permit tcp source 10.1.1.1 0.0.0.255
destination 10.1.1.2 0.0.0.255

[H3C] ipsec policy beijing 100 manual
[H3C-ipsec-policy-manual-beijing-100] security acl 3001
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

MRAS i H iz:py
# BB ARG 3002 U RIS, JF R EHER R TT
ARG T

[H3C] acl number 3002

[H3C-acl-adv-3002] rule 0 permit ip source 10.1.2.1 0.0.0.255
destination 10.1.2.2 0.0.0.255

[H3C-acl-adv-3002] rule 1 permit ip source 10.1.3.1 0.0.0.255
destination 10.1.3.2 0.0.0.255

[H3C] ipsec policy huawei 1 isakmp

[H3C-ipsec-policy-isakmp-huawei-1] security acl 3002
aggregation

# VR A S I 3003 S I HIAIR, IFRCE IR IR T
AN per-session 77,

[H3C] acl number 3003

[H3C-acl-adv-3002] rule 0 permit ip source 10.1.2.1 0.0.0.255
destination 10.1.2.2 0.0.0.255

[H3C] ipsec policy huawei 2 isakmp

[H3C-ipsec-policy-isakmp-huawei-1] security acl 3003 per-
session

40 nat connection-limit-policy
[ir41
nat connection-limit-policy policy-number
undo nat connection-limit-policy policy-number
(¥
ARG .
[Z#]

policy-number: Fg 5 NAT BEHE0 @ (M IEB S Rg g5 . 0
[ 40, 19].

[Hii4]
Uhdir 2 HI T NAT 85 I — g e vt simg . — M g S ]
G . U MG ] TOE RS TE SRIN, A ReA iE
gt 5IREIaE . A UG USRS AEAEy, A fes |
(25411
#NAT BT | I Hegevh- Hemg 1
[H3C]nat connection-limit-policy 1
HIOH 5 IR v Hemg 1

[H3C]Jundo nat connection-limit-policy 1
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H3C SECPATH F %%1-CMW340-
R1608 At H] 15 H3C

MRAS

iz:py

4T display nat connection-limit
[ 41 display nat connection-limit [ source source-addr
{ source-wildcard | source-mask-len } ][ destination destination-
addr { destination-wildcard | destination-mask-len }]
[ destination-port { { eq | neq | gt | It } destination-port | range
destination-portl destination-port2 } ] [ vpn-instance vpn-name ]
[HLIA]
SR
(%]
nat: o5 NAT BT IS EE R .
source: fE IP Hutil.
source-addr: i IP Hiil.
source-wildcard: i IP Ml foHERS .
source-mask-len : Y5 IP Mk D K .
destination: &5& H ) IP il
destination-addr: H ¥ IP Hihk.
destination-wildcard: H [¥) IP Hilil- 65
destination-mask-len: H ] IP Hulil- #ERG K
destination-port: &5 H (i 5.
eq: FREEBIRIFNIRS MG HAL.
neq: F&iE B BN AR IR IR S M ITAT IE B
gt F 5T B R T S (R IR S5 (R A7 e e
It: Fi g B s /AN T3 g IR 45 (¥ T A7 e 4
range: & LI s 3 I AR 45 19 BT I H
destination-port: H i 15,

destination-portl . destination-port2: 3% 13 Fl @R i,
I3 RN B R I R4 it i TR R

vpn-instance : 85 VPN &5,
vpn-name: VPN %%,
| €iipuy |

M P arLaE R Ay 4, SR NAT B G IR#F A i A4 1R %
BGHE BRI ROUP RS RS BIRE S AT
ik, HfHehE, HRRH, VPN SEBI A RRIMER A SN %
o iy AT LAZE BT LR R AL

LFE g PR AL R 1.0.0.100 255.255.255.255, K 7R B — [R5
Hbo F8EYEHAE R 1.0.0.100 255.255.255.0, #78 MHEE
1.0.0.100 %] 1.0.0.254 [{yiuhk Bt . H b 6 € 5 25 i ik

2007-4-20

297




H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

5%

MRAS i H 1

(35 3E T AR o

MAT 4 display nat connection-limit i, #7555 NAT itk
ARG HE BRIVES Wos k.

(25411
#IT IR NAT BRI R 1 BT I ge v (5

<H3C>display nat connection-limit

JHIBR iy 4
LR 4, HAREERE S 0
(-H3C SecPath &% 4 i iy 4 T (v2.02,for
COMWAREV300R002)) 06-% 414
4 —: debugging nat
iy 4 #ir4 . display nat
fir4 =: nat address-group
#r4P0: nat static
4 1.: nat outbound
#ir475: nat server
4.3 MIB ZEi7fA
%7 MIB XL EA
N il=| MIB 3142 FiR HERZ 1t AR

H3C B G ¥

SecPath F

#5)-

CMW340- | &% 7 7

R1608

H3C B p p

SecPath F

#5)-

CMW340- | &k 7 7

R1607P02

H3C B G ¥

SecPath F

Z5-

CMW340- | & 7 7

R1607P01
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H3C SECPATH F %7%1-CMW340-
R1608 Jiz A {5t ] 17

H3C

H3C
SecPath F
#5-
CMW340-
R1607

B

H3C
SecPath F
#5)-
CMW340-
R1606P01

H3C
SecPath F
#5)-
CMW340-
R1605P03

H3C
SecPath F
#5-
CMW340-
E1605

Witk

H3C
SecPath F
#5)-
CMW340-
E1604P03

i

H3C
SecPath F
#5)-
CMW340-
E1604P01

i

H3C
SecPath F
Z5)-
CMW340-
E1604

i
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H3C SECPATH F %41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

4.4 BIEARNTEIREA

4.4.1 SecPath F Z%|-CMW340-R1608 i AIZIEARETE
1

4.4.2 SecPath F £%-CMW340-R160702 i AIEEARLTE
1

4.4.3 SecPath F £%I|-CMW340-R160701 i AIZEARLTE
1

4.4.4 SecPath F &%-CMW340-R1607 i AIRIEA R T E
1%

4.4.5 SecPath F %&%|-CMW340-R1606P01 fRAIRIEARTE
1%

4.4.6 SecPath F £%I-CMW340-R1605P03 i A&IRIEAR T E
1%

4.4.7 SecPath F Z%|-CMW340-E1605 fRAEEARETE
1

4.4.8 SecPath F Z#%|-CMW340-E1604P03 Fi AR IEAR T E
1

4.4.9 SecPath F Z&%|-CMW340-E1604P01 i AR EARTE
1

4.4.10 SecPath F &%-CMW340-E1604 fRAIRIEARETE

1.7%
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

5 FFFE A B P i

1. RTD17180
HIKRIA : H3C SecPath F %4%1-CMW340-E1604

] IR IPsec fN# PG +ASPF: % Rk 530 ASPF Session &5+
BB . @Y IPSEC 15 ASPF JLA7if, i IPSEC In# - bhi

2. RTD17476

HIKRIA : H3C SecPath F #4%1-CMW340-E1604

] A . 12tp 404y ipsec per session PRI, 4% H

RS . e KIS EE, AU H] ipsec persession 1%

3. RTD17954

HIRRIRA: H3C SecPath F %%1-CMW340-E1604

FIEiA: ¥ SecPath B4 15 Cisco ¥4 T, i IPSEC SA AFY i HH
AT RS, T 3o B 1

RS . ICE SecPath IPSEC SA I [R] 5 5 IR & B0 i 14 K T BRE
4. RTD18247
HIREILRA: H3C SecPath F £&7%1-CMW340-E1604P01

A AERCE T4 DR arp IR ST, ksl arp Bk, S5ERSHE
{4

HUBERE . /E IR e K PR AN B 7 KR I 1 i
5. RTD17587

TR ILRA : H3C SecPath F % %1-CMW340-E1604

] IR IP-Spoofing AN SCREANKT IR 94 F1 S 6 EH o

FLEE . 1P-Spoofing ANSZHFANGS BRI RS 6 11, G A0 A AE AR SO — AN T HY
MG3h A AR AR O, @OCH] 1P BT D g
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

6. RTD18361
IR ERILRA: H3C SecPath F £7%1-CMW340-E1604

A AEUET WEB BN, Ul St 2| A ) WEB Rk, xS 2 web Hi)™
FE— €I A A TCVR Rl T AR PN LUR - A7) SRl

WUBERS . AEUET WEB BN, @A ESMEHAL WEB AbBE, WRZED)H, &
BUEIERIEH .

7. RTD20716

IR ERILRA: H3C SecPath F £7%1-CMW340-R1606

o) A FER A AMIECE BIMS i D24 443; BIMS llix &AW https Vi, &
GRHE.

RS . H AT BIMS ASZHE hitps, ANZEAE B0 C & 443 3

6 fiFoR A BFIR

6.1 H3C SecPath F %&%-CMW340-R1608

1. RTOD00680
HIREILRA: H3C SecPath F &7%1-CMW340-R1607P01
W] B e A g At T8 dis version 2B TRAS B,

LS. BoRIIRAS B Hangzhou Huawei-3Com Tech.

6.2 H3C SecPath F &%1-CMW340-R1607P02

1. RTOD00022
IR EILRA: H3C SecPath F %%1-CMW340-R1607P01
] P A R 464 ilIE Quidview £2E F1000-A 11 MIB 4115 B

B 5 0P LUE, #EOgiitE S, S EUE A ED
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B A =30 A5 HARAT R ] R1608 i A i W15 H3C

6.3 H3C SecPath F %&%-CMW340-R1607P01

1. RTOD000006

IR RILRA: H3C SecPath F £7%1-CMW340-E1606

) A 4 A SecPath 420 ENI ACL |, BE log 2%k, KRGk
%5 ACL VLI BRI

NS WA KLY syslog HAGMEE, %A rule /5 &
6.4 H3C SecPath F &%-CMW340-R1607

1. RTD17938
IR ERILRA: H3C SecPath F £7%1-CMW340-E1606
W) J = AR 4 E: (F SecPath ¥ 4% K ipsec %4

) IS ipsec A o] S
6.5 H3C SecPath F £&%1-CMW340-R1606P01

1. RTD17947

HIRRIURA: H3C SecPath F %%1-CMW340-E1605

) A R 4 i QOSWRED it B 37K TR S5 1 R C & 1) e 1T BRI
IS RGRH

2. RTD19587

HIKRIRCA : H3C SecPath F %%1-CMW340-E1605

R 2 BCE NAT,QOS FAIHREL, TR ELDE, T8 QOS 1% , [F

reset nat session

IS R GESTH H .
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H3C SECPATH F %41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

6.6 H3C SecPath F %&%-CMW340-R1605P03

1. RTD19159
HIKRIRCA: H3C SecPath F %%1-CMW340-E1605

) = A FR 4 P 1OF ZEARERMY 55 B, i AN S 2% 1 )b =X
B REEHEEN

2. RTD18936

HIKRIRCA: H3C SecPath F %%1-CMW340-E1605

) = AR A E: IEALR, B RFC1213-MIB,ifOperStatus 77 £

LG %7 R U R

6.7 H3C SecPath F %%I-CMW340-E1605

1. RTD17947
TR IRA : H3C SecPath F % %1-CMW340-E1604

) {7 (45 F: - SecPath1000 5 AR18 £ 37 IPSec Jhf4 4 K

o) B % IPSEC FEiEAL4m N t, B4 ™

2. RTD18181

HIRKRBURA : H3C SecPath F % %1)-CMW340-E1604

) AR 45 B VRRP I RERL 1P Mk R NAT il pic 2 7 ) — ) Bt

WIS VRRP E& VI LG, NAT JGiEEH TAE.

6.8 H3C SecPath F &3%I-CMW340-E1604P03

1. RTD17587
HIREIMRA: H3C SecPath F £&%1-CMW340-E1604
] A R 454 7E SecPath F &4 JK I _EECE L2TP 5] DVPN, )i 3)

Ip spoofing &l
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

L% Ip spoofing 27 A Bri v, SEL L2TP 5] DVPN &% iy

2. RTD17588
HIRKRBURA: H3C SecPath F % %1)-CMW340-E1604

[ AL [ 46 F100S IPSEC IN% k2 5k £ ah—esp 2 thill, MK i
RIEFF A ipsec LA SIS LRY I, B A& MR T

W S B HERR TS

6.9 H3C SecPath F %&%-CMW340-E1604P01

1. RTD16258
HIREIMRA: H3C SecPath F £&%1-CMW340-E1604
W] R A P 46tk E SecPath F &5 Tk 0 FECE Vian & &4

FEI S SecPathF 241 1 JK A SZ R Vian @ (LR

2. RTD14060
HIRRILRA: H3C SecPath F £7%1-CMW340-E1604
i) B R A R 464t VRRP FIl NAT VR4 18

ML : VRRP Fil NAT RGN G, &0 & H A A 05 mac N, ARP
request i 3,3 B0 i 3 £ 1) arp R IR

7 BLERR

7.1 BEEERRLEE

=8 MEFMER

FMER BRARA
(H3C SecPath 41 %4 i #RAETMH) (V1.03)
(H3C SecPath 41 %4t it 2Tt (V1.03)
(H3C SecPath F1000-A i k4% 2% T-JiH) (V1.03)
(H3C SecPath F100-A [ k3% 22345 T i) (V1.03)
(H3C SecPath F100-C [ij k4% 2% T (V1.03)

2007-4-20

N
i3
w
~
=



H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

{H3C SecPath F1000-S [jj k1 23T ) (V1.03)
(H3C SecPath F100-S_F100-E [jj k& 223 T ) (V1.03)
{H3C SecPath F100-M [j k¥ 23 FF) (V1.01)
{H3C SecPath &% %47%f Web BL & F ) (V1.03)
{H3C SecPath &% %477 Web BL & F ) (V2.01)

7.2 BREFHEMMIKE G X
W H3C Ml & WA T 8 S ZR AR E K = ekl T,

=9 MMufEIRFNT #2500 AR

Bk, B33 http// www.h3c.com.cn M E T i [0S

] EH K
TS 21, AEHOAR S B, I < IR,
k3 http:/ www.h3c.com.cn WIS ETT, Sk ETH [ H
O], ARG RITAT % 7 S 2Rk A R
AT SR 98 )

TEE ™ it J B AT R AR PR et B A0 5115 5
88 T ARG, BRI RE5 2% dh A S AT

8 WRAT+H#RIETR T

8.1 Boot3kH

15 B KRG PRt B o T Z ] Boot e, I AT X} Boot S LT A4

FELE R RIA5 ity 5 B KRGS A%, DB iy 5L B A,
RIS AP KRS, UL E 2w F I “Press Ctrl-B to enter Boot Menu” #7513
S, 3% F<Ctri+B>, R ELR:

Pl ease input Boot ROM password :

=
A =

1 S B I “Press Ctrl-B to Enter Boot Menu...” 45 3 #4Fx2 A, & T
<Ctrl+B>4%, et A\ Boot E¥, T NH¥iAALS fEEITAZ,
| B AEMRARFGEIAREA LN Boot £, FE2EFHBHG K.
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

EMINIE# DA, B A<Enter> (%4 %% Boot ROM 14, H#E# A
<Enter>Hm]) ZGoHHEN Boot 3., Wonin R

8.1.1 SecPath F100C Bf A 3% Boot 328

1. H3C SecPath F100C Bf A& /Y Boot S8

Boot Menu:

1: Downl oad application programw th XMODEM
Downl oad application programw th NET
Start up and ignore configuration

Ent er debuggi ng environment

Boot Rom Operation Menu

Do not check the version of the software

N9 g ks DN

Exit and reboot

Enter your choice(1-7):

Boot S HL A& 1B I LR

@)
)
@)
(4)
(%)
(6)

(")

Wi XModem FE MR, HAFAHLEESNL.2 ;

T UK MR 2 R

ML B SAE IR LA S T e B

HENRIABE

HE\ Boot ROM #4413 5,

KKy Boot ROM FE/74 ieBt. Boot ROM F/3 MIN FHREF U H R A, It
TR T ROAS T 4 5 ) e 2 e TGRSR FH O R A RROAR 56 4 IE
W, JRIETHRNT), RGN “invalid version” , G T E Ttk
T, DAMELERAE T B BRASAS 2o Il i P i SR A — 2Kk, EBTA
2y B K 4 J B SE R AR A 2

iR i Boot S LI FLH i 27 K .

2. H3C SecPath F100C Bf A 1% /Y Boot ROM F3 &

WRTATIA, Bt Boot ROM i fFEF 2 IR n] 3t X Boot ROM F3if, HA
RUIF:

Boot ROM Operation Menu:

1 Downl oad Boot ROM with XMbdem

2 Downl oad Extended Segnent of Boot ROM with XModem
3: Restore Extended Segnment of Boot ROM from FLASH
4: Backup Extended Segnent of Boot ROMto FLASH

5. Exit to Main Menu

Enter your choice(1-5):
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 i A i W15 H3C

F I R

(1) @ik XModem T4 Boot ROM F&)¥;

(2) @ik XModem T4 Boot ROM F2J74 Bt
(3) M FLASH k% Boot ROM F&/74" J& Bt;
(4) %1 Boot ROM F2)79 B F] FLASH H;
(5) REIFFZH,

St T Boot ROM BRFPTH. w5t WKEAETE, RAKEIEEZ 8.2 .
83 .

==
A pE =

TH 8 G AT KGR B A R, RIFEBRIIFARNIEF THAT. HINERAT
By K3&FH %0t , 572 % Boot ROM #k44Fa 57 Jf #2 5 64 B IE .,

8.1.2 SecPath F100A/F100S/F100E/F1000S/F1000A/F100M B A 1% Boot 3B

1. H3C SecPath F1000A #Y Boot 38

Boot Menu:

1: Downl oad application programw th XMODEM
Downl oad application programw th NET
Display file in flash
Delete file fromflash
Start up and ignore configuration
Ent er debuggi ng environnent
Boot Rom Operation Menu

Do not check the version of the software

© o N O A N

Exit and reboot

Enter your choice(1-9):
Boot i L3 XL T % U F

(1) JEjd XModem FE MR, AAAYULEIESN8.2 ;

(2) LUK T #MN IR, H3C SecPath F1000A {XR{LEIE TFTP FF ¢
WP T5E, RAFIubBiEZS 8.4 .

(3) &Ur flash it SCE;

(4) M flash B SCAt

(5) ZMSHCE S LIYIGA I E JH )

6) HEANPIAEG;

(7) #EA Boot ROM #4132
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B A =30 A5 HARAT R ] R1608 i A i W15 H3C

(8) AK7r Boot ROM FLFd Bt Boot ROM FLFF AN FH REFE s AR A, ik
TR T RUAS TN 4 5 ) e 28 e TSR A I, SR FH O R A RROAR 56 4 IE
W, EIETHRAT), RGN “invalid version” , G T E ik
T, DAMELERAETE I B BRA S 2o b T b 3 P s FURAE A — 0k, SR
ZJ) B K 3 J WS R AS A 7

(9) B Boot I EHTH I k.

2. H3C SecPath F1000A & Boot ROM F3z &

wnrpTiAR, @A Boot ROM & HUFIE R -LIWRI AT Boot ROM i, L
RUF:

Boot ROM Operation Menu:
1. Downl oad Boot ROM with XMbdem
2 Downl oad Extended Segnent of Boot ROM with XModem
3: Restore Extended Segnent of Boot ROM from FLASH
4 Backup Extended Segnent of Boot ROMto FLASH
5 Exit to Main Menu
Enter your choice(1-5):

F I AR

(1) @ik XModem T4 Boot ROM F&J¥;

(2) ik XModem F+4 Boot ROM /74" B ;

(3) M FLASH H{%.% Boot ROM FLJF4 & Bt

(4) %1 Boot ROM F&/74" J Bt ] FLASH ;

(5) REIFFFH,

ZE AL T Boot ROM BT &t W57k, HAAEEIES 8.2 |
8.3 .

=
A TR

T 82 AT KOG B R, RIFEH AR AR 0935 FTatAT. FobEdAT
By K3&FH %At , 572 % Boot ROM #k44F= 57 Ji #2 5 64 B IE A,

8.2 F|F XModem t#i3 5E B [z F #2  #7 Boot ROM %2 [F 4K

A XModem Bt e s A T+ AR I ICE 1, A6 S AME L BT
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H3C SECPATH F #41-CMW340-
B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

1. iR FHFER

H—2: #EA Boot i (ZW8.1 /M), HA<L>, EFHEL XModem BT
BV IR . B KRR b it o (e R F 8o

Downl oadi ng application programfromserial ...

Pl ease choose your downl oad speed

9600 bps

19200 bps

38400 bps

57600 bps

115200 bps

Exit to Main Menu

@ g kN R

Enter your choice(1-6)

Wb EBEAIEN MR, WEA<S>, ¥ 115200 bps 1 NEGER, Bk
S SN I EYSY

Downl oad speed is 115200 bps. Change the ternminal's speed to 115200 bps
and sel ect XMWbdem protocol. Press ENTER key when ready

Fob: MR BIHERoR,  SCRECE A E B, A S P A Ry
B WEEAIRPAF R A, WA XA RETT (RIERABOTD Aidk s (Y
HENHRSD #:4E, SRIGHE<Enter>8ERIT FFA T4, REHERUWIT:

Downl oadi ng ... CCCCC

& iAA:
RE R ELR R FRE, RAM— RS LA Wi T A i 3 RAE, #7499
B KK,

VU M E b B LR B IR ARSI, S A B B O 5 HE

T I hupdate

S )
|]]Z hupdatehupdate hin | |ﬂ1H (B1... J

Emodem V.I

| #2e || ®8o || =M |

Ell [REXHIFIEHE
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B A =30 A5 HARAT R ] R1608 fix A i 115 H3C

FAL . g [EHE L, R N B N R SO, JERE P ICBREE N
XModem, S5 i i [AOXREHL, ARGUHU W A

ETE#I%: |D: hupdatetupdate. bin |
g g siSt®:  CRC |
e [EdEwm o |

iz | |

T ' |1EE / 425K |

=7 #a  (moe| BuE

[ HiH §|[cp5fbpsﬂzj]

E2 EERENHRE

N FRIERUG, REIFUA'S Flash (NEAFMEAD) BAE, X —#AEE M
Ja, A EH B MER, RN EGE K-
XVbdem downl oad conpl eted, Packet |ength 8790321 bytes.

System file Il ength 7868992 bytes, http.zip file length 921329 bytes.

Witing file flash:/systemto FLASH. ..

Pl ease wait, it may take a long tine

Witing into Flash Succeeds.

Witing file flash:/http.zip to FLASH. ..
Pl ease wait, it nay take a long tinme

HRHHHHHHHH AR R R AR R R R R R R
HEHHHH

HtHBHHH ]
Witing into Flash Succeeds.
Pl ease use 9600 bps. Press <ENTER> key to reboot the system
PEINHZ $ 7 1 Wl B 2 R K 5204 9600bps (HFBEAT —IRINTTFAIIR S #84E) » R)a
ARGIER HD).
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2. Boot ROM 2 FRYH R

B4 HE Boot EH (ZL8.1 /M) , MFE<7>, HEA Boot ROM #4E T3¢
B,

0. 7F Boot ROM #ff 3 urhikF<1>, illid XModem 4 Boot ROM 7%
I, Bk a2 POl ERE IR, MEEAE S0 1. NPT b
IR A [A] o

=
A pE =

1 4 REA Boot ROM 5 RE M, ¥R ENGREL, RAHELEZARHKR
T AT WhBh 84 DL 75 T %A Boot ROM A2 5.

1 3/~ Boot Rom #2589 XA K 4 512KB, Boot Rom #2/5 ¥ BBty K N F
512KB.

3. Boot ROM 2 B ER B AR

$F—0: HEXN Boot W (B 8.1 /M), EFE<T>, HEA Boot ROM #fEF3
Hy

%35, 7F Boot ROM #4E Far it rhik$<2>, it XModem F+%% Boot ROM &
PP REL, B KRGS MR R R, BS R E S0 <1 NIRRT
27 H R AR A

=
A TR

1 RAXHF HHAR Boot ROM 25 RAEHART /60—, —E B IAEET
VAE#H IR,

1 3/~ Boot Rom #2589 XA K 4 512KB, Boot Rom #2/5 ¥ BBty K N F
512KB.

8.3 Boot ROM 2 BE K& Rk E

1. £ FLASH # &4 Boot ROM 2 F Y R EL

TSR B K A T 2457 Boot ROM FE/F I B, Wl LUR U R 7 ik

#—i. dE Boot EHL (BENENS.1 ), EFE<7>, #EA Boot ROM #fEF
S
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B A =30 A5 HARAT R ] R1608 i A i W15 H3C

%20 7F Boot ROM #1E F e mrhik F<4>, XKL M Boot ROM F2/79 JEBL
Kk =5 FLASH 1,

Backup Ext ended Segnent, are you sure?[Y/ N

HEA<Y>, NIFha 6
RO T, WSS fE B R

Witing to FLASH. Pl ease wait ... ####
Backupi ng Boot ROM programto FLASH successed!

H=D ML Boot TN, WLFE<S>, IR I E P K BRI

2. M\ FLASH #1% & Boot ROM 1254 R EE

£ Boot ROM R34 e BU B )l sl iR TT R i 500 T, AT LU LLRTAE FLASH
#13f) Boot ROM )74 Ji B HU BTk &2 £ Boot ROM 1, JivAMIT

% HEA Boot 3G, EFE<7>, HEA Boot ROM #RfE 1328 R ain
i) s

55 20: {F Boot ROM ¥l 32 ik #<3>, M FLASH 1%k Boot ROM Fi/¥
PRE, S M ER:

Rest ore Extended Segnent, are you sure?[Y/N

BEAN<Y>, WITFUHTKE s

I R AL, T B R

Witing to Boot ROM Pl ease wait ... ######

Rest ori ng Boot ROM program successed!

H=D MU Boot TN, WLFE<S>, IR I E P K EERIE]

8.4 @il TFTP T M FREFHIFHR

L Pg R BN IR R AR LUK DR BN HIRE R, e B k&4 Client ,
T BB K A R I s LK B EiEdE TRTP Server. BRI M

3=
A pE =

TFTP Server #25wm A F A TMHFE. 2K, H3C SecPath % 7|55 K& RiR ALK
.

H3C SecPath F1000A (4% TFTP client IZhRE, M 3RAtmEst TFTP FH44)% H
FEFPRI v, SRR
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(1) /B3 TFTP Server

TERT KB AR M BT i&4E) PC EJA3) TFTP Server, FH B AN B BT
TEBE AT

(2) ME K

0 BN TFTP Bl BN

A kEE, BEAN Boot AL (HAE VA8 ), HEF<2>, HEA Net Port
Download Menu(M£% T 432 51);

SRR

Net Port Downl oad Menu:
1: Change Net Paraneter
2:  Downl oad From Net
3: Exit to Main Menu
Enter your choice(1-3): 1

B P B TFTP 3%,
WEPE<1>, nIECEBT KM E 25, BFER KB 810, B0 1P Mkt

TS, LUK TFTP Server 241, ff TFTP Server IR O 1P Mkt /%
FHREF I SO 4455

Change Downl oad par aneter

Downl oad devi ce : ETHO TR s 4

Downl oad file(Max 60 char) : systembin 554 IR R R
P

| P address of ETHO :192.168.1. 15 B kB2 | P H
il

Subnet mask for ETHO : 255, 255. 255. 0 77 < Btz 11 7 1o HE 1

I P address of the server :192.168. 1. 10 TFTP JR%#11 1 P
Hil:

I P address of the gateway :10.110.95.117 WS 1P ik
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BN A = A5 AR A R 2 ] R1608 iz A i3t 1 13 H3C

=
A pE =

1 SRR B K3E e ETH 0 450 #4744k, SecPath F1000A s674%f ETHO;
SECPATH F1000S #:%1¢ A ETHO/1; SECPATH F100A s4%1¢ F WAN2;
SECPATH F100C s47%f1£ /8 LANO; SECPATH F100E s44%4£ M ETHO/3;
SECPATH F100C #:%f1¢ F ETHO/2; SECPATH F100M #&%f1¢ 8 ETHO/2.

1 “IP address of the server : [192.168.1.10]” — &M% 4 By K3 vA KW & B
%4 TFTP Server 49 IP 3k,

1 ZDUF TFTP Server 49M 0 |P 3bhk 555 K3E ETHO 3249 IP 3bakZ B AR —
M.

B HARCE S

NG —E )G, KB R R IER[F] Net Port Download Menu 3¢ .

Saving config, please wait...OK!
Net Port Downl oad Menu:
1: Change Net Paraneter
2:  Downl oad From Net
3: Exit to Main Menu
Enter your choice(1-3): 2

(3) i TFTP R T
f F<2>, HEN TFTP FHECORE, R F:

Starting the TFTP downl oad. ..

TFTP downl oad conpl eted, Packet |ength 8790321 bytes.
System file Il ength 7868992 bytes, http.zip file length 921329 bytes.

Witing file flash:/systemto FLASH ..

Pl ease wait, it may take a long tine

Witing into Fl ash Succeeds.

Witing file flash:/http.zip to FLASH. ..

Pl ease wait, it nay take a long tinme
BHHBHHHBHHHBH R BB R R R B R R R R
HHH#HH?
BHHBHHHAH?

Witing into Flash Succeeds.

IR, fEA<Enter>)&, REIEHJEE.
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BN =0 A5 BT R A 7 R1608 fi A 15 H3C

8.5 # A FTP TR IEF/3X R EETEH

H3C SecPath F#%1Fi kB4t FTP Server Thfig, JHI S 4=AL T 540 B &
A TN R A Boot ROM /7 1i& 4. {F{1 FTP Client CBL¥EAH A F 1
D NSRBI E ] I P IR S, BT AT S
W bR . FIH FTP bARI NN R FoE S EfE Boot ROM F4)7
FE LB

& tHR:
1 b4 AAFTP & P s 69 b5 K G452 S, BP put 484F.
1 FE: A KEE FTP & F 5 9 AUE £ 54, BP get #1%.

1. #8328 LR/ T MR

1 I FTP ARH BB/ HIA

H3C SecPath F1000-A (FTP Server )

10.110.10.13/24

PC
(FTP Client)

PSR 10.110.10.10/24

El3 15 FTP ARt 5/ THIMNE

2P TRLRH KB DR L ;
B BB ARELORM O IP Hulk, 84 10.110.10.10;
B0 HCEPLCUK T IP Hidk, % 10.110.10.13;

B KNP /Boot ROM TR/ & SO #E I 2| — 42, BBsEh
C:\ version;

=
A TR

AR B P Houik 5 B K3 A KM 9 P sk i 45 F ) — M 2X.

I B3 FTP e FAL R 3R
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H3C SecPath F1000-A (FTP Server)

10.110.20.13/24

PC
(FTP Client)

Router BUKR 1 10.110.10.10/24

El4 £ FTP T2 L&/ THIME
Foob: BMPUEE WAN ER BRI AN ESRHLS B K s
FEFR— B H T B KBS T4 s
b VR, Boot ROM 3 sl & SCAFE IR — x40, stEsiteh

C:\version,

2. A5 FTP BR& 28

TP KB N BTG, AR TR
B WRRET

& 1ihR:

LA SRV F- M o4~ F- M 64 AAA #= RADIUS Bt & .

e WS 44

[ VPNGat eway] | ocal -user VPNGat eway

VPNGateway %7~ /144 .

=P I 4

[ VPNGat eway- | user - vpngat eway] password sinple 123

HVUD: Bk RAE, f55E FTP Hk;

[ VPNGat eway- | user - vpngat eway] service-type ftp ftp-directory flash:
WIT: BINBLREES

[ VPNGat eway] |evel 3

N HE) FTP RS 4.

[ VPNGat eway] ftp server enable
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BN A = A5 AR A R 2 ] R1608 iz A i3t 1 13 H3C

LU EAE, HRFKEE ECZ BB T FTP R4S, JFWE TH, XFERT—
NFTP & utife Pl i ZH 4. D485 FTP JIiS%%.

3. EE/THEAERF. BEEXHR LE Boot ROM i2fF

2 fE DOS FiEAMNHFET. Boot ROM Fi /7St & Ui ek, AR
17 FTP ir4, LB kI FTP IER, -

C:\version\ftp 10.110.10. 10

PR, MR R (BL Windows98 i) :

Connected to 10.110.10. 10
220 FTP server ready on VPNGat eway at
User (10. 110. 10. 10: (none) ) :

Hoob: M CAER i EREL I 4. D8R FTP RS 4%

User (10. 110. 10. 10: (none)): VPNGat eway NG REA

331 Password required for ftp

Passwor d: NIRRT o N T 7 ek PN !
4

230 User ftp logged in
ftp>

I BUERAT fp>i, Kol LLBEAT BAL F3RAE T .
B PARIT NIRRT Ek 1% Boot ROM 1)

& iEA:

W5 K 3 5% B2 I AZ /5 B 8 4 AR A system, e B M8 % A4 config.cfg, Boot
ROM ¥ B B L 44 4% 48 % bootrom, %/~ Boot ROM 14k 4 & #f A
bootromfull.

1 AR AR /Boot ROM v/l & SCA

ftp> put HEA<put >, RRHAT FAARAE,

| ocal file L FAL I T Boot  ROMAERR BB SC R4 7K o

renote file BN KB FAR S BT AR AT BN I RE R Boot  ROM F2)%/ i & SC
2 F5

ARSI SRS, BT RS “ftp>” $RORAT, AT <dir> BR B K BRSO
PRAURAS, AR DU BC B SR/ R RSO R — 8
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=
A pE =

1 SR put FATREB ARG LEE, LAWK L, A “system”
AT B GAR A T

r LBER put A ARBEIMFHN LEESE, SCABHIMHL, KA

“config.cfg” , AL AL A KT,

1 AABRIANG BB LA LA % R “system” , HRAENEXFRLGRE X

T. B#E COMWARE FTHARZ LA XLMHN, wR THRAHAIMH L L
“system” , FEF IR XM LEAH “system” , TR IMAT reboot 45
BootRom 24 & R F| A 4 LA, ikl Fid42.

1 BT ERRR, ARSI TRAEAARLMATFIL, iR flash =& 2
GO ILT, FHRH RIFIRG RA B system M, IR ML AHLE
XM TR, FTERSEEMRRA G system K, REFH IHHKLH

“system” .

| AN —RZEERFEE, pRETAK, RERHTRMNE, AEARRE
KA BB R KR

1 H4EA put 44T A Boot ROM #2 5 ¢4 L 4% /5, i& p 4% A 1% F upgrade
bootrom [ full ]4*4~4% bootrom/bootromfull #2 5 A Flash #94& B & ¥ gk, 53|
Boot ROM ¥, 7 & 5T m& Boot ROM #97+4R.

v B4R FTP &R AR #ATAHRRT, RIS K3& 49 Flash 4 24569 214,
ER A TR, F12H delete /unreserved 4445 18 B A 2R fb A K A M
R, T Rk AR A,

v MR E S

ftp> get B N<get >, FRHAT NI,
remote file N7 KB N PR TR S 4L R
local file N I N TR TR B SO 44 K

FVL: A NG, B FTP & ey .

ft p>quit BEA<quit>, FRIBH ftp B

4. £/ detach i $1§ Web XH#ZE 5 B K.

FTP 77 R85 o IR P& SO e . N R h A Web SCPRIN, &7 AE
HI detach i -4 AR G170 1 i KA BEAE ]
<VPNGat eway> det ach system
System file |l ength 7856557 bytes, http file |l ength 834724 bytes.

<VPNGat eway> dir
Directory of flash:/

0 - rW 8691281 Jun 16 2009 06: 46: 36 system

1 -rw 1830 Jun 17 2009 07:47:16 config.cfg

2 -rw 834724 Jun 18 2009 02:22:39 http.zip
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U R BRI SO BATINGE Web SO, U7 SO BEAHigE Web SCPF; - Wil
TR ML) Web STIE4, T Web STIF# 6405 hitp.zip.
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