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Introduction

FVR9416 % — &4 SME SFaLAS AL, Ml BE & A 2 A TRe i — G 2 B JOk R 45, B T HAME A2
SR AT 5 (0 AN B ) 4R J2 N EE T 16 Port 10/100Mbps QoS AX s, LA AL 22 WA 35 3By S (i
it oK, FVR9416 $24L T il DMZ 35 171 24 B S AR AE R A A F 41 1% H AL DUH WAN ports. DY 1E WAN
ports ANE N LASCHE s Rk BEAE i 1H B - E( Intelligent Balancer by auto mode), Ji nl &1 e 4 FH 2
1P B4, LAFRME 4 7% classes of service (CoS) (IP Group by Users).

PC A5 54K, 2R Al i e 5 P R B N RS e SR ER 58, Y B =y ) Intel IXP 425 #4573 RISC CPU,
FIREIR 533Mhz ) s b AR, SR = 11 4 B A RE, Bl L L v R AR SE T P B 2 B T KON
SR TR A A SE PR T R B SR, B KOk Ak e T 200Mbps LA, HUELA S8 H AT 36 2 ] 2 JE 5
FALT 48t VPN RS I, £.75 IPSec DES/3DES 45 VPN N, IR Iy i) LUz i 200 61 VPN i, UL 3DES
77 EEAERRE RT3 70Mbps  LL b ANGe Ul RE T, B8 H] 2 VA%, R H iR ) 55 R i 2 F A

FVR9416 IPSec VPN ]R3k s, 9368 fk Mo da i il F 28— M6 2 A A A A it I U7 50, (045 168
bit Data Encryption Standard (3DES), 56 bit Data Encryption Standard (DES), LA AH/ESP J73{. VPN Ihfig
PR T 2% 43 SR T B 22 o i A SR VPN 7 OB R B Bl 0 A i (AR 7 10, 308 Gateway To
Gateway ,Client To Gateway i Group VPNs Z5#¥ix{,

FVRO416 1A itk [ 24 57 il Dl e, i 4 B4R K 22 B0 4 i I B8 A7 2, AT SPI 60 S Bl (e AR B B b
(Stateful Packet Inspection), 60k i 784 57 Kk ek 5 HE 15 A A0 48 5 1) g 450, H I 8 Hh A7 S g {30 & (1) B)) B Ay
i, A R R D Re, R R R 2 7 O AT DASE A8 A 1l AR bk o P P IR A, PR H B
HNEPHEE. FVRO416 J [ 5 57 35 4 FH 44 i A7 bk 8% Network Address Translation (NAT)ZhAELL & Routing
P AR, o 08 i P A A T 2y S, o T T e B

Content Filtering 716 I8 T 8 707 A 35 U 11 514N B A7 OB RN, 5 3800 1 D9 A ml B B9 8% ok 1) 8 44 B, )
P 18 P IR 1L AF E EEU S B P S SRR R (R A, b T R A ST Internet B B AR SRNE . ©
SEIEEREE; EE TR OS B L. FVRI416 $24ILAR I 2 Ak 11 H5E(SysLog) 4L ik, S i 4r A #E R T,
AV A D S B e AL RE . NN SR A AR AR I e AP IBOR . VPN R RS A
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FVR9416 fit 70 73 (i R 5 20 43 SCRA I A 5 B 45 B D@ AR e 4, kS H 28 22 1100 ) SSE M 3 D BRSO B2 e 33
BB OS Mar AR SEPEE, A A M 20 LA S SE A A s S R R T S s 2 A R L B A I B S I,
Netscape.. 3 FH i e BLUE 3 FVR9416 [ Ktk

2. Main features: & N Ike

Product Features

A R L

[ ] One IP address to access the Internet over your entire network

| WAN: DHCP client, static IP, PPPOE

| DMZ: DHCP client, static IP, PPPoE

[ ] LAN: DHCP auto-assignment, Mac-assignment DHCP static IP, Static IP.

Multi-WAN:

B AR EEREETRL Intelligent Bancer (Auto Mode)

4% IR A% -NSD for Intelligent Balancer

B A T 1P FEAH, LAREE 24 )IR7% classes of service (CoS) (IP Group by Users)
ag Sk Protocol Binding

JIk#5 i QoS

TCP/IPIl A\ &

DHCP Client/Server

PPPoE

NAT with popular ALG support

NAT with port forwarding

NAT with port triggers

DNS i#1% Ijfit-DNS Relay

ARP

ICMP

FTP/TFTP

5 PR 7 -Password protected configuration or management sessions for web access
4 B A lCEET AL Intelligent Bancer (Auto Mode)

e AR 1P FEAH, DAL 8% classes of service (CoS)
DA 1 29356 3 S BUR Port-based QoS

575 FroH 96 FI
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B A RASE B E NTP Time Server

% R I AR -

B CEERERKHH RIP 1, RIP 2 compatible, ###E# 1 Static routing

B CIERE AR Gateway/i% 15\ Routing Mode Support

P tH A BT e

A R B BLIBUR % 22 -Comprehensive web based management and policy setting
SCHR A B BB RN A E SNMP v1iv2e

42 B RBHNE R %% H 5% Monitoring, Logging, R&152 68 Alarms of system activities
Bt Web J5 X H #4871 4% 45 £ (Fault-tolerance Web upgrade new software)

L35 73 1) T P ) st A 2% (W85 47 (Dual Firmware Backup or Restore)

Supports filter capability (Service and IP)

IR RS HRELL R T Bt B B D) E(Support Syslog & E-Mail Alert.)

73 Kl Dy e

577 ) ol = Bt A 4 -Stateful Packet Inspection Firewall

IP i & 38 i ) f-IP filtering; allows you to configure IP address filters

6 AL 8 8 Th g -Port filtering; allows you to configure TCP/UDP port filters
S 1T 5 Y DMZ 85712 11 -Support Hardware DMZ to protect your network
FH kT X X% -Denial of Service (DoS) prevention Dos attack prevention

A N E R - Inappropriate URL command line filter

A] R A i A7 BURE [ 425 -Set Internet accessing time schedule

44 % B AR HI-Syn Flooding/IP Spoofing/Win Nuke/Ping Of Death

VPN i 5EFAF 4 26 Ty e

4% % 3DES VPN BB R% g % ] i 70Mbps-IPSec VPN 3DES Throughput 70Mbps UP.
4% VPN BB 18 8 200 14-Support up to 200 VPN tunnels

% 2 4HEEAL VPN BhfiE-Up to 2 Group VPNSs support

f1 B D) 18 1) VPN %2 B4 B ) T -Friendly VPN Tunnel Management

Y #E IKE hfE-IKE : Pre-Shared keys

X% IPSec 154 DES/3DES in#-IPSec Encryption DES/3DES

VL IPSec 255 MD5/SHAL it -IPSec Authentication MD5/SHA1

Y PMTU (2544 B -Support PMTU Key management: IKE

SCHR A DI RESE ML RERR IR 1P [ DNS Resolve

57 6 FIo H 96 FI
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B PPTP 152 4237 VPN il it
B SO VPN GBI YIfE-VPN Pass-through

oAb Dhe:

45t 8 Virtual Server —Port Forwarding.

REIK I T ik #% Port-Triggering Support

SR O A B A IR DMZ ThAE-Support Software DMZ.
SCHF AR YE R R 2h BE-UPNP Support

SCEE— B 48 B4 i D) BE-One to One NAT Support.

#)f& DNS 374%-DDNS Support

AT K] WAN 4% BT #8147 F-MAC Clone Change Support

4R AR %I 1 BB -Diagnostic with DNS Lookup & Ping.

% 1 o 22 8 S 4 B % #7-Setting Backup with Import & Export.

ESROREY E R
B ikOREakRE-Firewall: 200Mbps
B VPN AT 44 3% fE-3DES 168bit VPN: Up to 70Mbps.

TR H A

B PR CPU: Intel IXP425- 533Mhz RISC
m U1EH SDRAM : 64Mbyte

m HePECIERS Flash Memory: 16Mbyte

A I S B AL R
| IEEE 802.3 10Base-T
[ | IEEE 802.3u 100Base-TX

A B TR TS

JE k44 4 WAN 1~4: Four 10/100Base-T/TX RJ-45 ports

DMZ: One 10/100Base-T/TX RJ-45 ports

[ J 44 #% -LAN 1~11: 11 Port 10/100Base-T/TX RJ-45 ports

— [ i T 4 B AT (148 L R PR {E -One resset button for factory default setting

LEDEi7R:
B R A R RE System: Power, DIAG

Y7 Fro H 96 FI
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B ¥ Speed, BiH%/EIE Link/Activity, 48F548 5 WAN,E 45 Connect

PRAE IR SR
B T{EfSEOperating Temperature: 0° ~ 45°C (32° ~ 113°F)
B (#fEHLE Storage Temperature: -20° ~ 60°C (-4° ~ 140°F)

B B Humidity: 0 ~ 90% non-condensing

[ | EMI/EMC: FCC Class A, CE Mark

AR RS
B 13" (L) x 9" (W) x 1.75” (H) Inch

AL

[ | Internal: AC100~240V /50~60Hz

L YW
[ ] Desktop
|

19" Rack- Mount Tools Kit

57 8 FIoH 96 FI
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3. How To Install FVR9416 lifa] 222

Hardware 8 #2255 A 45
FVR9416 RiTEIHR

1 2 3 4 5 6 7 B ]
T TTTIETTT T
Power 1.2 :3:4 Reset
aNa . Comnect - =
your luture life WA= = = L - L

-
DIAG Ty — 10 n 12/WANS 1TIWANT  WANZ  WANI OMZ @ Linkimet

LED Status-THtR &5

LED Color Description
Power-EJR fore ) fer g TR B O b

DIAG- B IR g T s ARBMA S RBBE A Bkl g
RS AR BT DAL IR 5 B B kel ZhBe.

Link/Act-Eit/@EnfE |4 KRBT LKA M R I

SR DM KA IR IR ) TE A (2 e ) 0 i R iy
Speed-# T TS OONAN B AE 1L00Mbps 133 %

WB IR LKA I AE 10Mbps (13

WA N-A B4 i FSY REIESE: 8T AR

S B JEL I o A I A B e 1

Connect-Hi#% rk R SRR ST WAN S B0 I A 1P A S

A E AR R B WAN i B A0 R 7S 1P A

Reset Button 7 Reset &1

Action Description
¥ F Reset #4115 # FABHBE, FOB B FVR9416

DIAG 5k AL 1215 P

3% F Reset %8 10 B _E [F45 5t HH g TR A (Factory Default)
DIAG JEHE: AL a5,
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Replacing a Lithium Battery B ARSI N Bt

FVRO416 [7 Kl B % A7 R e Re vl 1) i v, e sV S5 dn a2y 1~2 4R, B i R Mk o i B A S an B4R,
FVRO416 M7 1 A A S5t e TH] B 2 S A0 IS A B (T R 20 NP T3 [ 4] I s, 40 208 BEL A4 (1) 2R 257 g o M, (G A5 B 8 T Vs PR 5
1.

Note: #5771 BATHRMRMERS, 45 1 T B R A T ) & BLERAM B .

Setting up the Chassis-# FVR9416 %3 A E%E 19" 48 |
AT LAY FVRO416 JHUE A 5 BAF ] B S HE 55 BT 19 I AZEHMEBRAN ()55 o] LUKE FVR9416 22 85 a8 |- B —
5 FVR9416 #547 I f 2 FH 1B 2 me .

Setting the Chassis on a desktop or other flat, secure surface
TR T4 FVROA16 JAREAL bIRaE, 5 AN LR LA 268 o 1) 49 ot M B B JSCR I AR b, L S DRI 52 o i o 1T o AR fe B i
TR A A Y.

Rack-Mounting the Chassis

6 FVR416 #5AG lo i BT b e i ik 40,7 2 H brackets L\ JE I 244 3L (Bl FVRO416 43 22 44 1] .

LR BUE FYR9416 P I i BEA SR MO 4%, 1 mT DL L 2 AR J IOV RS B, R s

5710 F1>H 96 |l
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Wall-Mounting the Chassis-#§ FVR9416 523 7E % -

it FVROA16 M JEC AT Ml -7 FLAL, BT U P — PR A S g el SRt i e RERR 2 1A%, 1455 FVR9416 1A IS
A A LA ERE PR B R AR b R AT 5 R 2 2R T fl

1

‘%\
\%

RN

1!
nnnnnnnnnmn \

s @

| ® = TRTARMITITAARALLY
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Connecting the FVR9416 to your Network-IHH:5k B 28 34 K49 1%

A

DU 2808 A )8 FVRQ416 [ K kG i b s 24 46 (1 4 ks b il oA 40 24—
FVR9416  Muiti wAN Mode

'TTIEH T 1.1
= -
eng Sl L L N
- o bl o

INTERNET

xDSL/Cable Modem
Server

. p

Hub/Switch

xDSL/Cable Modem

Figure 1: Multi WAN £ 8 A7kt

FVR9416 DMZ Mode
AAAS AMAA ™
me T = _pewy pumwy -

| Hub/Switch  Public IP Server

INTERNET

xDSL/Cable Modem

Server

Hub/Switch xDSL/Cable Modem

Figure 2: Bij kKl DMZ #is Z
FVRO9416 i Kl % i 2 2 48 i 4 i L 3l e XA 40 A LA i

A I % (WAN connection): WAN 1 [1A] LU 4 xDSL Modem, Switch HUB s A0 i 1 4.

37 12 F1>H 96 |l
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AR E i oA S (LAN connection): LAN I F1R] DU 40 Switch HUB B2 H 2B PC i,
WE DM R IR ] DU Qi /NS & 1P AL ] iy, WA (Web) LU & 7 B Bl (Mail
servers)Z%..

B Ak EGiEE: FVRO416 153 S 4R, X156 F 3| FVR9416 [T H Power JE9E=in, DL K — /N By R[] 46 1 FR B
BRI R AT B 4 45 FH e AT % T A

4. How To Manage FVR9416

Login BAIEE A% E FVR9416

Connect to 192.168.1.1

LUser narme: | | % - |

Passward: | |

[ ]1Remember my password

L Ok J[ Cancel ]

i NS & 44 BB (User Name) B35 il (Password) -7 FT 7~ B i i ss A7 5 A, SRAB 4% e s 8.

FVRO416 [ J ik 4% rhr s HL ¥E % ()48 25 44 W (User Name) BiL{ ] 5 %5 i (Password) B Zy'admin® 5 1] LU R 1%
R PR B LA AP N VA 9 2 S vk A s 0 B A L il

5713 Fr o H 96 T
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Sitemap

AR H e TH H B 48R

$ie T Sitemap 1L, 1] LA R 4R T8 FVROAL6 [T 35 1 7% 5 4 Hi ] 48 ¢ (Sitemap), 1] LA AL s s fry # 5)
T ) S DAL 2.

a Eite Map - Microsoft Internet Explorer

= DMZ Host
= Forwarding
= UPnP
= Configure = Routing
= Multi WAH = One to One NAT
= Qos = DDNS
= Password = MAC Clone
+ Time

= Port Setup
= SHMP * Port Status
= Diagnostic
= Restart
= Factory Default
= Firmware Upgrade
= Setting Backup

= System Log
= General = System Statistic
= Access Rule = Summary = Traffic Statistic
» Content Filter « Gateway to Gatews
= Client to Gateway
= PPTP
= VPH Pass Through

Home &R EH B

I | B (Home) s FVYR9416 By itk th s H 3T R ST 2 W LS IR RERUR 25 5l 0 3 Rl A A P
TR o s ARCHE — S 1y Sy S A S A B 5 A AT, T DA% % 2R ANIEE [ iy s 2 B 8L 4 42 L, N ] DA PR S RV IR N 388
TR .

System Information

57 14 Fr o H 96 T
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Sitemap

Home

) System Information

Serial Mumber :  DEZO039MXHHK Firtmwware wersion :  1.3.0-f (Aug 30 2004 12:32:23)
CPU:  Intel [XP425-3353 DRAM: G Flash: 16M
System active time: 0 Days 21 Hours 27 Minutes 34 Seconds

Current time :  Tue Aug 31 2004 03:15:05

Serial Number:(B&#% 5 5%)
It A8 FYR9416 [1IHE RS 17 5%,
Firmware version: (¥ A< % #1)
I 257 FVR9416 1 H B i HI i) # 8 oA Al
CPU:
I A~ FVR9416 i 1Y) CPU 5% %y Intel IXP425-533Mhz.
DRAM:
A E7R FVR9416 i HIFCLIE RS (DRAM) % 64MB.
Flash:
I AEUUR FVR9416 A HIHRPARCIE#Y (Flash) 2y 16MB.
System active time:
I 24878 FVR9416  H I LA B AR ) IRF ).
Current time:
I 2B R FVRO416  H i (F ARG il (H A b 2R A, 8 5 0 1 e s Bt vy NP ] IR 24 PR IR ] (/) AP AR A4 7 1E
TEREIR..

57 15 FI o H 96 I
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Port Statistics (#8435 0-Port JREEEPFRFEER)

- Port Statistics

Part ID 1 2 3 4 5 g 7 8
Interface LAM LAM LAM LAM LAM LA LAM LAM
Status Enabled Enabled Enabled Enabled Enabled Enabled Enabled
Port IT q 10 11 12 13 14 15 O Z
Interface LAk LAk LAk WA WA A2 A Dkl Z
Status Enabled Enabled Enabled Enabled Enakbled Enabled Enakled

70 I 1 & BN R &R T (Port) H A7 RURE IR BB RUR, .75 & — i Port (Connected- AR iH4%, Enabled- [ RL,
Disabled-[# Pf]) . A FH# ] LA T R 844 3, 5 5 #5351V SE A0 1) RS, it summary table 4832, &8
7 H RTRZ IR % e IR Re N, 498K 38 4% Link (up or down), 211 Port B ki3 B Disable(on or off), mi{&# st
FE Priority (7 High or —f% Normal), i#if%idi% Speed Status(10Mbps or 100Mbps), T{EfixX Duplex
Status(:-% T half or 4% T full), £ K49 HE)4H7 Auto negotiation(Enabled or Disabled). At H &%
F b (statistics table), b & BionIbIg L HRIR receive/ 8% transmit (3008 UL &% Byte Bi/3s) 0 bl i 4 4%
Wt AR E0E.

5T 16 F1 > H 96 Tl
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a Fort 1 Information - Microzoft Intermet Explorer

Port1 Information
Summary:
Type 10Ba=se-T M100Base-Tx
Interface LAk
Link Status g
Paort Activity Port Enakled
Priarity Marmal
Speed Status 100 hibps
Duplex Status Full
At negotistion Enabled
Statistics:
Port Receive Packet Count 155549
Port Receive Packet Byte Count 33804474
Paort Transmit Packet Count 229102
Port Transmit Packet Byte Count 2469394709
Port Packet Error Count ]
Refrezh ] [CIDSE ]

BY 17 1o H 96 |l
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General Setting Status(—EE ik RBRER)

o General Setting Status

LANIP - 1921681 1
VAN P : 192.168.5.178 | Release | | Renew |
YA P - 0.000 | Release || Renew |
YANS P ; 0000 | Release | | Renew |
YA P : 0000 | Release | | Renew |
OME IP : 0.000
Diefault Gatewary (WK1 - 19216851
CYMARZ] - 0.0.00
WMAN3) - 0.000
AR 0.0.00
DMS (VAR - 19216851 168168520
[N - 19216851 19216352
N3] -
WA - 19216851 19216852
Q05 (AR | VAR | 3] 43 off | off | off | Off

LAN IP: A8 % 4% I LAN F AT IR B i€ B all, R ST Ay 192.168.1.1,30 Hwf UL R aZ il &l
FHE N ZE T H .

WAN1~4 IP: R HoR 6 FH A IOWAN 1 35 H T PR IPA7 3% B Al 1 HL T LA R R H e A\ R%sE I H
BRI B B IPAT B R Obtain an IP automatically), fbv& #ir —ETE #1525kl -release Hi
HHr-renew. fFHF A LU T RE- release 48l 2 MM0REBUSP S T A% S5 HIIPAL ., LL S T 505T- renew 481
AR ISP g T A% S5 W IP A . EEWAN S BB AT FH 1 PPPOE Bl PPTPIWGEE, fil & 8% 2 v 4%
-Connect B i Hi##%-Disconnect.

DMZ IP: 287 i i 23 HODMZ H HIT R IPAL B REE B A, 6 HT DA% T sl i &l R N SZBoe T H .
Default Gateway: 12575 i FH 4% 1) FEE i 8 1P B3 B A, 10 H T DA% T R0 i 45 1 i N\ 3% TH H o
DNS: Mt Z8iR ik it 25y DNS(Domain Name Server)fIPA7 & ik i B i, 06 Hnf L% R 385 45 B it 5%
SETHH .

QoS: It shows the QoS used in WAN1~4 and hyperlinks to QoS in General Setting page.

Advanced Setting Status (1 P&k & R EEFET)

-ﬁulvanced Setting Status

D Hiost Dizabled

Warking Mode Gateway

DOMS (WANT [ Wil | 3] 4 offt | Off | off | Off

DMZ Host: 1287 4% (11 DMZ Ly RE IS TH S 77 BBl W How AL R a2l &6 R NG a e THH . R B TH
ML T BE 2 B

5T 18 F1 > H 96 Tl
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Working Mode: 7887 % th 2% %) H T TAERER (1] ZNAT Gatewayh & Router ¥ gi450), 16 Bl A% N 2%
L A NGZROT TH H L R GITR D) BE ANAT Gateway i,

DDNS(WAN1~4): 12550 it H 745 ) DDNS B 8 DNS U i 388 IE UL 75 o)y, W Hw] A N Rz 4 et N R4
SETH H . R G R sl e 25 B P

Firewall Setting Status (B X sk e MR RBRER)

i Firewall Setting Status

SPI (Stateful Packet Inspection) : Ot
DaS (Denial of Service) Ot
Block WAl Request Off
Remate Management : on

SPI (Stateful Packet Inspection): 24517 i Hi 45 /2 75 B B SPI(Stateful Packet Inspection) 3= By} G, {1l it &
B7 Kk Dy fie 288 TELAE 75 OBl (B Ri-On/ 3 BA-OFf), M6 HL ] LA R 3% 4 B N RZR%oE TH H . RS THRR L DI fig
4yl PA-Off.

DoS (Denial of Service): I A #7R % tH a3 2 75 FHET 2K [ Internet (1) Do ST Ty §E3%E IH, /& 75 BBl (5 1i-On/ [
PH-Off), 1 H. ] L% T R & 1Bl N RZikod TH H o R G TR L D) 8 4 B PH - Off.

Block WAN Request: 1458 1< i F 8 2 75 BLET 20 [ Internet - (¥)ICMP-Ping 1) [ 108 T i3 T, 2 5 bl (B e
-On/[i# Bf-Off), 0 H.a) L% T et & 5 et NaZidoe THH . %Zﬁi”ﬁ“ﬁtiﬂ 4l P -Off.

Remote Management: I A5 57 5 4 110 16 i 7 34 1)) B8 358 TE 2 75 kBl (A R-On/ B B -Off) 16 H.nT A3 R ezt
T H B N RZROE TH H b R G TR L) BE A B PH-Off

VPN Setting Status(VPN X ERREREIR)

.UPH Setting Status

YEM Summary

Tunnel(s) Uzed : 0
Tunnel(=) Available 200

Mo Group VPN was defined.

PPTP Server : Dizabled

VPN Summary: AR ES B # IVPN D) RESEIE A 28 251 10 H T DA% N Rzl i A H R NS e THH .
Tunnel(s) Used: L2380 s VPN Zhig H i 2 48530E ) Tunnel BiE.

Tunnel(s) Available: A #/RE a5 VPN Zhig H i ol £ FH 1) Tunnel #0&..

Current Connected (The Group Name of GroupVPN1) users: Z#H7~ 4% 1851 VPN 1 H fi4e LA ] Tunnel

Wi
Current Connected (The Group Name of GroupVPN2) users: Z#H7~ 4% 1851 VPN 2 H 4 LA ] Tunnel
i

5719 F1 > H 96 Tl



CIND

wyour future life

FVR9416 SME Firewall/VPN Router

T4 GroupVPN 2 Mt 35 B 1 IR B8, & #H7“No Group VPN was defined.” %4 GroupVPN &% 5E T ..
PPTP server: It shows the status (Disabled/Enabled) of PPTP server and hyperlinks to PPTP page.

Log Setting Status: (&% Htrt 2R BER)

Log Setting Status

E-mail cannot be zent becauze you have not specified an outhound SMTP zerver address.

E-Mail 1888 45 b el 21 R 58 H akase e S

1 MR8 BT IR RS (Mail Server) T &%t H bk i (Log page), Ak B R M350 T8 7 B4 ] Al o
JIT DA VL 9532 R &8 H 56 1 B 4:-“E-mail cannot be sent because you have not specified an outbound SMTP
server address.”

2. 451 AR T W T (Al il s (Mail Server) T &4t H &R H(Log page), H)E Log 1A IE 21| 5% e % 1 4k
PR, eR B T T B A iR s CLASRY B -“E-malil settings have been configured.”

3.4 AR T T Bl s (Mail Server) T &4t H &R H(Log page), Log th EL AR Y 0y, e R
BRI AR A AR Bk HLC 48 8%5%- “E-mail settings have been configured and sent out normally.”

4, P CEROT E T B gy (Mail Server) T &%t HaEik € # (Log page), {H/E Log My IFMEMEIE H Do iy,
R RN TR T B A A R A AR Y 2 v At € AT A -“E-mail cannot be sent out,
probably use incorrect settings.”

General Setting —f&JE H &% &

e

General Setting => Configure

] Host Name: |FWRA415 [Required by some I5Ps)
- D in N FWRA416
omain Name: i
Password [Required by some I5Ps)
Time
Advanced Setting
& Lan seting
TO“' 4 MAC Address: 00-0<-41-00-00-00 )
Port Management Device IP Address Subnet Mask
19z | |1ea |1 |.[1 | 255 |5 |5 o |
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YA E-General Setting #1125 FVRO416 I JC i 1188 25 HAR I 4 B 1 28, SR B WAL A3,
e IR 08 CL A AL S A TR 75 P TR, B R AT SR, AT T — 0 ISP Rk
SN G HATANRE 2 LA 5 B

Configure 3

Configure

Host Name & Domain Name: #Jiifi \ % F1 2% [t £ F§-Host name UL & 49 3h e 5 8 44 FE F-Domain Name, A K
2 WU BB A AN TG AT AR 5% e B w4 B AT — 22 ISP ] fig 77 22 H 2

Host Name: |FYR3416 [(Required by some ISPs)

Domain Mame: |FYRI416 [Required by some I15Ps]

LAN Setting
b2 BE S 5 28 1 LAN S N840 5% H BTG 1P A7 B iR e B all, R TERR 45 192.168.1.1, 14 4% 08 ¥a 2y
255.255.255.0., 1] DA HE 2 B AR 1 224 o ).

MAC Address: 00-0c-41-00-00-00 )

Device IP Address Subnet Mazk
192 |1Ea Bk Bk 255 255 255 {o

WAN Setting

.WAH Setting

Please choose how many WAN ports you prefer to use @ | 4 | | (Default value is 4}

Interface Connection Type Config.
AN Oktain an P automatically Edit
AR Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit

Please choose how s A\ T 0T WAN 38 LR B PR A 40850 LUK IR B S 22
many WAN ports you nCASE 4.
prefer to use

Interface: SR 25505 5% 15 WAN 35 1]
Connection Type FEIRAN % Internet TSEBEAY RBRY e nT DAL 4 2 DU AL

Obtain an IP automatically: [ EjH 1S IP 1 & ; Static IP: [l IP {7 &
I5i1#: PPPOE (Point-to-Point Protocol over Ethernet):PPPoE 5% 1
¥%; PPTP (Point-to-Point Tunneling Protocol): PPTP i} 42 Hif%
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Config.: ORI — 0 T O R EditE N T — A0 B e

Microzoft Internet Explorer

» The nomber of WAN ports was changed . Before wou edit WAN ports, you must save sttings. Fress 0k to save settings,
\._fr/ or press Cancel' o do nothing.

| oK | [ Cancel |

WAN Connection Type: 441 Internet kR et &

Obtain an IP automatically: [ EhHS IP {7 & (% F{E Cable Modem k)& DHCP Client Hi#7!5E I)

I 2 6 1 2 R 9 VR (R B O 30, LB 7 X % DHCP Client [H BhEUS 1P #3822 % E A1 A i1 Cable Modem 45
THLTE A (P 2 S AN ] 1 7 2, B M B A A 4 N 338 EORH ] 1 s e B2 A5 FH 4 11 5T DINS 117 1P 7 5 (U'se the
Following DNS Server Address), 5 [LI%IH2) #0300 [ 5T DNS 1 1P {7 .

| Obtain an P automstically |

|:| Use the Following DHS Server Addresses:

DN3 Server (Required) 1: | || || || |

23 CON 1 G 1 I P O

Use the Following DNS IEPEAE ] E 5T DNS fal IR 2% 1P A7 &
Server Address:

Domain Name Server (DNS): #ig A& 1) ISP Frii e 1) 44 R A fel i s 1P 07 85, 5/ BRI N — 4,
2 AT A,

Static IP: [l IP {7 & i
TR ISP A5 A% 55 [ 52 1 1P A7 B A (hn 1 1P B2 8 ] 1P 25), 5 st 3 b A 7 B 1 ISP Az i) 1P
AR TR B DL R A SR B e 280k
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Notes: it a, A4t ISP M e $L O e un—1{F IP 47 & 45 %5 (B &4 ml fe S F in DHCP B E1EfE IP 2
PPPOE # IS — [ 5 1P A5, il A5 VAR EUAS AR [R] 1P A7, (E SR A A4 AR I8 S A ] 2 A )

Static: IP hd
Specify WAN IP Address: |0 |\a mL {@
Subnet Mask:
n n L 0
Default Gateway Address:
1 1 L 0
DMS Server (Required) 1: |0 |a mL |O
2:0 o jL .|

Specify WAN IP Address: Ty NTE ) ISP i S (0 el A H [ 5 1P A
Subnet Mask: Ty N SESHRT ISP T A% S5 1R v A5 152 1P 5 ) A 8

EI0 8 i [ 5 IP {7 1 255.255.255.248
BEI 16 I [E & 1P A7 & :255.255.255.240

Default Gateway IP Address: it A& ISP k% 5% i o 4 [ e 1P A6 i (1) TR0 A 7 165 2
] ADSL (15, — s s & ATU-R 1 1P 47 .

Domain Name Server (DNS): i A5 ISP FT 1€ 19 44 R g A fel e o 1P A 5 e /D PRI —4H,
% AT A,

PPPoE (Point-to-Point Protocol over Ethernet): (Point-to-Point Protocol over Ethernet):PPPoE 5 5% 1%
UEIAZy ADSL GHRsHIE I GE TR ADSL PPPOE), HA ISP 4T (143 i1 2 WA 42 A% B i 0 LL itk oy 2 N A )
PPP Over —Ethernet I EE, 77 L 18 1) PC 21 AL 24t ISP Brés ¥ 1) PPPOE SR BRI AE, s HAZ B,
AN A FH AR e A 1
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FPROE v

User Name:
Password:
@ Connect on Demand: Max Idle Time |5 Min.

() Keep Alive: Redial Period |30 Sec.

User Name: it NS TE) ISP FITiZ 5% i F 5 24 R

Password: W NIE ISP T 5% 48 ] 5 18§

Connect-on-demand: MY RERESREE Y PPPOE #HEZIEH AR RE 4 i ] 1 B BE 9 T e, &
i S T BT Sk I FVRO416 & [ 8k TEAE I ISP H &)
PRSI, AR B ] PR A R R R e DA (B
) A A 0 (5 R P PR 2 5 40 5%).

Keep Alive: T RERE SR8 1Y) PPPOE i ECIH 4R e 4l 4 1 B E 55, ify BT
DL AT R% e ST IR IRF ], PR 24 30 F2.

PPTP (Point-to-Point Tunneling Protocol): PPTP 5% 1 %

ILIHZy PPTP (Point to Point Tunneling Protocol) FHIRfIAEH, BN ISP 51 R4 % ik 4 A B il i A
FVRO416 £ PPTP RIS, (22 2k 2 5 A8 ).

PPTP w

Specify WAN IP Address: |0 |a mL |O

Subnet Mask: [0 |\a L (o

Default Gateway Address: (0 |a mL |
User Name:
Password:

@ Connect on Demand: Max Idle Time |5 Min.
) Keep Alive: Redial Period |30 Sec.
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Specify WAN IP Address: PEIH 2% 8 [ 5E IP Address, &¢GE [ 1P AT S ISP i ik i)
BN (UL IP 7B ISP #RN RIS 4 T, s a1 ISP
T A A

Subnet Mask: W Fks ISP )7 4 i JE B A B RHEN

Default Gateway Address: i N1 ISP JTAZ 5% (1) nl 5 FH [ 52 \P A2 5 1R PR ARV, 25 18 2
{FH ADSL (156, — i A #l2& ATU-R 19 IP 7 .

User Name: iy NI TP ISP FTAZ S5 W04 FH 25 44 i
Password: W NTEF ISP T 5% i 48 ] 25 18
Connect-on-demand: W I RERE SRR PPTP fH i AR fe 448 F B Bh3 s th e, B A

FH st A7 AT SR FVRO416 & 18 ] THRE ) ISP [ 843
SRR, AR B U [ [H] A TR, R R St 1 AR (1 )
Bl A0 I B PR R ) THISE 2% © 70 ).

Keep Alive: IEThRERESTERIE ) PPTP HHEIEAR RES M A B B w4, i HLmT LA
AT RR A T - (1 R T, P 2 30 0.

DMZ Setting

TR e T 0 0 P A 2R S T BE € A5 BT DMZ A I A T A OIS TS A IR 1) IR 2%, T
WWW B Mail fil i 284%5:; FVR9416 Hit—4H2E 711 DMZ £\ I 2K 5% 58 12 A 032 1P A7 & (1) 1) IR 2% .tk DMZ. A
THI 25184 Internet Bl Ik 4 14 2 F] 1)V Al A R

.DME Setting

Interface IP Address Config.
Dz noon Edlit
Interface: HH7R # DMZ 121
IP Address: SR H A THR A A e [ 1P A7 B A A THRR(E 49 0.
Config. FURHE— D Gk e BHEEditiE NI —DikoE #
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Interface : |DME
Specify DMZ IP Address: |0 |a |a mL

Subnet Maszk: |0 |a |a mL

Specify DMZ IP Address: :#iifi A DMZ A1 1P o B3 AL K 140 i i ¥

i d% I~ Back &R ) E— H R Apply 4874 it OT 8 B 4% N Cancel IS ) i e B2
.

Multi WAN-£ WAN ERCE
2% WAN [FEAVER 2 o S48 T AR IR, 0 0 % —& BRI AEEE K Intelligent
Banancer(Auto Mode) UL K A& IP B#8EX IP Group (By Users)

4 HHRK AEFEER Intelligent Banancer(Auto Mode) I T
s FEHBIES WANL 2] WANA DU 4R 1 fe AR SO AR 1) B ler- 4
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Sitemap

General Setting => Multi WAN

General Setting

Rilal L4 Mode
QoS

® Intelligent Balancer (Auto Mode)

Mvaﬂcgd Setti -I Owp Group (By Users)

= Interface Setting
Port Management

Interface I Mode Config.
WA | Auto | Edtt
WBNZ [ Auto Ecitt
VAN | Auto [

" | ; Ecit

VAN Ao

Mode: R HER K & HRPEHE R Intelligent Balancer (Auto Mode)

Interface Setting: IR ELE— DR AT

Interface: SR H A B A B 08 1 ) B TS A DU .

Mode: TR SER BRI &5 B AE & BB AL M A PR Intelligent
Balancer (Auto Mode) 15tz ~, & BB /R H 5 B BiH L Auto.

Config.: ] EE B Edit BT DI E.

Apply: $5 IS Apply” B &7 A2 R A BTS2 B IR 18 s e IN AR 280

Cancel: %N b di s Cancel” RIE & BRI A B 53 B 118 2% € WA 28 H 2

AN Apply AP ENVEZ BTA BT 34

BT 27 FI o H 96 T
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Advanced Setting

Tool

. Port Management

Interface:

The Max. Bandwidth
provided by ISP:

Network Services
Detection:

Retry Count:

Retry Timeout:

When Fail

Default Gateway:
ISP Host:
Remote Host:

DNS Lookup Host:

General Setting => Multi WAN

Interface @ WWANT

The Mz, Bandwickh provided by 132 Upstream KbitiSec  Downstream |E| KhitiSec
Hetwork service detection

Retry count
Retry timeout second
When Fail | Remove the Connection v

Diefautt Gateway

S —

[] Remate Host |

[[] DMS Lookup Host |

SRR Tt IR AP AR 15 11 WAN 1.

Al LLH BhE N F g (Upstream) sk T & (Downstream) (148 i it 5.
[ /17 0~100Mbits - [H]

6 RS 0 B 5 S TE 3, FU i H R Retry Count, Retry
Timeout.. 5 LU 31 5047 AT B F IR,

S AR A R L, PR A TR A T A B s OB RE
. Internet 1A 1R EFRTRE, it 2 Y SRR K F !

S 4 NG R YR PR B ] (FD), TR 4 308D 47 42 A sk e IO iU
i Internet Y245 1R RIS et A 2 3 Z AR % P

(1)Generate the Error Condition in the System Log:ZE& & HzE
e B AR SRR AR A IR B ISP A RN, RGU & E R
%t H R i aE TS RS A0 8k R 2K

(2)Remove the Connection ZM&ILIBEE: 5 (5 B ISP #4425k
WURE, RGEANE AE ZR B0 H RSP ORAE TS AR ALk T 2 AR I WAN
i P 3 L ABLUR S [ R 31 HL A THER 1 Auto Mode (1) WAN iy, 25 3] J5t
A WAN iy 5718 2%, HI) B, 4L R o 1) i [ e

AT S FR) PR RNAR B A7 &L, 2 ADSL % 23 1 1P AL E
ISP i (AL, i ISP [¥) DNS 1P 47 5 %5

T S ) 408 4 T S

AT R S 4% R A v DNS 1 i 47
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Advanced Settin

Tool

Port Management

Protocol Binding -

General Setting => Dual WAN

() smart Link Backup : Primary WAN | YWANT % | (Specify which WAR iz primary, the other ane will be backup)
() Load Balance {Auto Mode)

=] Network Service Detection

Enable Hetwork Service Detection

Retry count : Retry timeout : secand

When Fail : | Remave the Connection b |

WAH1 WAN2

Default Gateway Defautt Gatewsry

B AR AEAE ] 2 r R 2 1 \P i RS o 1 E T BRES Service B E £8 1% 22 1 WAN port H 25 i HoAth (13-4 52 16
IP m/Service t 1] & it WAN

5T 29 I o H 96 T
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= Protocol Binding

) | SMTP [TCPI25~25) v|
Service:
[ Service Managemernt ]
Source IP: 192 . 168 o o to [0 |
Distination IP: o | .lo | .|o | .o
Enable: O

Delete selected application

[ Back  J[ appy [ cancer ]

Service: 7 I IS8 FEAR B AT e 56 B 1 B2 S i TR 1) 2R (n
A||(TCP&UDP)0—65535),§(H WWW 7% 80(80~80), FTP 5 21~21 1] £
2 IR SRR TR 51221, THRX K Service %5 SMTP.

Source IP: A9 FH 38 AT DA PR S R 2 140 A 50 4 1P A7 1) s 48 EH AR 22 (19 A THE WAN
port H 2. 7EIGIE b I AR 1P A 4, 4 192.168.1.100
150. W0 G R B e R e AN TR B R 10 1P [5G, Atk
AR 1P AL B IHA 0.

Destination IP: LRI AR i 1P A7, 40 210.12.1.1 A5 FH 3 nT LA PR s B0 — 4y
SE H IR 1P 1B ELA8 HRF o2 17 T WAN port 25 7RI B[R4 &
IP A7 8,41 210.10. 1. 1. 4 A T 2 R e 5 1R B P i AN e
FroE 1 1P [5G, sk de 1P (AL BN 0.

Enable: B RSOk ik A5 Ty e

Add to list: T ) o IR S SR ) R

Delete selected B8 T 221 Bl R B S5 I 2

application:

Back: ¥ R Itz Back” BRI & [ 2] F—H

Apply: T2 T A Apply” B & (it A7 A 55 Bl (118 i E N AR 2 8.
Cancel: T 1 B A Cancel” RV & i BRI A T 8 B A8 SGoE N 28 H S 0

S Apply S fF IR BTA B2

DL E IR 3R 91, — 26 2y A3 F (R 3 H 25 18 THRBH RO I8 B A e Ry S v LU Services Management:
T BN B B R SR 95 51 2R D REE i, an DA R BTk
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Service Management: iR 5841 B Fri & EIh ik

Services Name: PRI 1A TSR AR B RS kA% 1 5% 44 R I N4 22 o 1 Edonky 4%

Protocol: PG E B BRI 25 1 5% 7 L 6 [, 21 500~500 Bl
2300~2310 %,

Port Range: B R R %5 D i

Add to List: 38 T 21 B RO B NS 3R, B 2 AT ETIG 30 4.

Delete Selected Services: [ T2 (0 B HUR T B2 2 —2F N

Apply: T2 A Apply” BI & (it A7 A Fr 55 Bl (118 it E N AR 2 8.

Cancel: i 1 Ik Fst " Cancel” BV & i BRI A BT 82 B A& SGoe WA 28 (H
WZEAJA Apply ffAFEIEZ T4 S AR

Exit: BB L Th RER E

<} Service Management - Microsoft Internet Explorer

Service Name A1l Traffic [TCPALUDRA ~65535] A

DNS [UDP#53~53]
FTP [TCP/21~21]

HTTP [TCP/B0~G0]
Erotocol HTTP Secondary [TCPB0A0~3080]
HTTPS [TCP/443~443]
HTTPS Secondary [TCP/B443~6443]
e — TFTP [LDP/B3~63]

IM&P [TCPA143~143]
| to| | |muTe TGP 19~119]
POP3 [TCP/10~110] .
SHMP [UDPAE1~161]
SMTP [TCP/25~25]
TELMET [TCP/23~23]
TELNET Secondary [TCP/B023-8023] v

A 1o list

[actoist |
Apply Cancel Exit

IP Group (By Users)IP B4R B4R EThRE
IP B4 Dh e RUEDIRe T LSRR 38 B AT 58 208 ST RE LU S A — (R B AR 10 45 e 18 H 1. M D 6 mT DARTAR i A5 0 vl DA U S RE

Y31 F1>H96 |
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e IP.

Siterap

General Setting => Multi WAN

General Setting
Configure
Muiti WAN LA

O Intelligent Balancer {Auto Mode)

M’Iﬂﬂc&ﬂ Setting @ IP Group {By Users)
Tool e Interface Setting
Port Management Interface Mode | Config. |
WARNZ Dizpatched by system Edit
WA Omacreibyosen  Ea

Mode: i 2 UL 1P REAH 7 A i B A i sk,

Interface Setting: 3 38 W] LLISR PR AN R] 1) WAN 1R AR

Interface: EREHRLEZ /R WAN 3 FHRE 2 4 {f WAN 2,

Mode: TR B BURBOE AR AU, AT e B0 WAN JR4% It e s
“Dispatched by user"ff““kk. WIS AL E ¥ & B/~ “Dispatched by
system”.

Config.: 1% T Edit 4%81 0] LABAAAREA TR EL .

Apply: TR B AL Apply” B & (i A7 A I S8 B 118 o e N R 2 8L

Cancel: %1 St Cancel” B i BRI 4" DT B 118 208 N A 2 8L (H S

ZHIA Apply fAFENTEZ BT A &5
R A P A AR T O A PR A B B & 948 Intelligent Balancer (Auto Mode) | IP BEAE T (By users), 4% T Edit 4441
1%, B R LU S TR
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Microzoft Internet Explorer

] The Mode of Load Balance was changed. Before wou edit intexfaces, you must save settings. Press Uk’ to save settings, or
q) presz Cancel' to do nothing.

0K | Cancel

Sitermap

General Setting => Multi WAN

General Setting
[ Configure | Interface : WANE

Password The Max. Bandwicth provided by ISP 0 Upstream KhitiSec  Downstream KhitiSec
Advanced Setting

[] Hetwork service detection
Tool

Interface: 1 FH 53585 52 %24 IP Group (By Users)fiat.

The Max. Bandwidth oI 7T LRSS ISP BT (it b SO BAAR R 1) i K AH T A
provided by ISP::

Network Service A AR 6 RS fE T T
detection
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Port Management

= IP Group

| &0 Traffic [TCPELIDPA ~65535) |

[ Service Management ]

Service:

Source IP: 192 . 168 1 . 1o |
Distination IP: | | .| || |.
Enable: F

Delete zelected application

[ Baek  J[ appty J[  canca ]

IP Group IP TEAH Th BERRCE IRy i) DAREAS HE 5 FAT 58 1B Je M LA S — M REA I R
SE I L RE AT DAREEGR A AT DA DU S RE R IP.
Services: 7 LIS SRAR B R R it A 1) IR 7S Sl TR 271 2 (i

All(TCP&UDP)0-65535), i1 WWW 75 80(80~80), FTP % 21~21, 1] £
22 s SRAS YRR AL, Rk Y Service %5 SMTP

Services Management: MR %3 814 10 al 2 i R

Source IP: A5 FH 5T DL PR S 9 2 100 1N 30 i 1P A7 B 1) 30 48 F A% <2 19 T WAN
port H 2. AEBGIE B Dy RS 1P 4 B 1, fn 192.168.1.100 |
150. QA FH 3 LT SRR e R (T AN TG s e Ry 2 1) \P IR, ek
TEAE 1P IR AL BN 0,

Destination IP LA AR 2 1P A7 B, 0 210.12.1. 1 45 FH 25 T DA PR 5 2w
SE H 1 1P 30 48 B 52 194 TH WAN port H 2 A B (K 4h R 2
IP A7, 40 210.10.1. 1. o SR A 3 75 058 e 4 e 1 FH T AN 7 e
FEEI IP [5G, G AE \P A B3 O

Enable: A5 FH 5 T DLISR SR SH 2 B B SR A A5 0
Delete selected M) 53 38 52 ) T H

application :

Add New: HOFTCE Mo AR

Back: 2R e Back B g [0l 2 | | H i #is
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Apply: T B Apply” B & A7 R A BT B B loasoE AR 2.
Cancel: % T st Cancel” B 6 i BRI A" P S 1018 Basoe N S B (H RS 2

U1 Apply ffi A7 BI1E AT A & 2%

Quality of Service (QoS)
FVR416 S (A ]2 704 i A A i 4 1 b 3 it il B2 4% ) Rate Control B2 Il B 56 Priority 55
W R IR 25 . QOS R RE JM, LI AL R 5 A5 38 OB B o SR A 87 £ 0 S RE 4 £33 p Ao 8 SRR B8 3 JL o
i —MEAE SR TIPS i QoS.

HiEE Rate Control FIfEILF
FVR9416 1] DL 14 52 AR PR AN i 16 L1, CRB AE SR AINRE 2 M RS, AR 1P 83 2 H 1) 1P IRe A5 PR st (A 4 2, A A
EEENENE .
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Sitemap

General Setting => QoS

General Setting
Configure -Quality of Service

Enable:  [lwam [Cwanz Cwan: Clwang

Type:  (3) Rate Control () Priority

| SMTP [TCP25~23] b |

Service:
[ Service Management ]

IP: 192 . 168 o Jo el ]
Direction: Upstream w

Mini. Rate: Khitfsec Max. Rate: |:| Khitfsec

Enable: O
Acddd to list

Delete selected application

Enable: FRCEEE R EA T I QOS 4 B4 it 15 11

Type: B3 M L ] Rate Control

Service: 7 MG I2E FSEAR B AT e 56 B 1 B A5 S B FEER &1 2R (i
All(TCP&UDP)0-65535), %1 WWW 7% 80(80~80), FTP 45 21~21,1] &
2 IR SRS TRER 41 3 .

Services Management: BT I ml T B A IR RS R e 4 2R

Direction: ] DA T SR Uplink (- fEyis) 82 downlink (FEk=) i LT
PRI L

Minimum Rate (Min. @A GRaE// MR =, G A 200 A2k, BRI A 655 R

Rate): TIRREE 200kbps/Sec 45T MR BURMGAE N AR A 1
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Maximum Rate (Max. #iASASHTUE A, Gl A 500 Rtk b, BRI lH H iR

Rate): T S e K AT H AN 500kbps/Sec

Enable: B UM AR R B e

Add to List: 1021 B RO SR NI,

Delete Selected Services: i[5 BT 2 A B R IRIF R —B N K

Add New: $ R HEAZ N Apply” B & G A0 A BT 52 Bl A5 2k e IN R 2 8.

Apply ¥ 1 b s Cancel” R 3 BR i A i 88 ) (148 2033 N5 2 8 (H 2
WA Apply AP EIE Z BT A SR

Cancel B Hi I IR A% T RE

EIRIE RSB Priority HIEMT
FVRO416 1] LA SRR 0 A B AR 4% 10 11 PR AL B (LR s 10 RS R, m AR 9 1l v, HP el PR 488 56 E P 2l {06
R AR, R A A P B S

LA Lod General Setting => QoS

L Quality of Service

0
— - Enable: WA WAN2 wans [Jwang
Password__ 0 0 Clwans [
F ~Time 3 Type: () Rate Control (&) Priority
Advanced Setting
Service Direction Priority Enable
| =mTP [Tepizs~25] v|  |Upstream  v| [Hoh | |
Tool [ Service Management J [ Add to list ]
Port Management
Delete zelected application
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Enable: RIS AT It QoS IR R A s 45 11
Type: B iR S Priority
Services: T IR AN Bl RIC R B I A5 9 S TR 470 R (A

Services Management:

Direction:

Priority:

Add to List:
Enable:

Delete Selected
application:

Add New:

Apply
Cancel

All(TCP&UDP)0-65535), 41 WWW %5 80(80~80), FTP % 21~21, 1] £
2 [ B T .

T N o B A 4 R 51

T DA S T B S RE A ) Uplink (3 &) B2 downlink (F#iE) L
TSN L

FEIESRARPS (V42 G E R, (1 25 T OSSR B 56 1E High(60%) BRI
TEIETE Low(10%) Al FLR 4 Il 2 h 8 55 1 (30%).

B 20 BA HOIRBS BSE N A SIRE, B T 30 4.
B R AR 5 D e
) P g 452 1) Bl SR B L SR 2 — 2 A

ORI e )

% BRA%H Apply” B & i A7 1A T2 B A8 loaoe W 2.

%1 Bk Cancel” B g i BRI A" BT B 02 taoE WA 28 H2
WA Apply (AP ENEZ AT A S AT 2K

7 IS AR B RSP i 5k - A 10 IR S 9 A THRR 51 26 (W A(TCP&UDP)0-65535), i WWW %5 80(80~80), FTP %

21~21, 1] 22 IR R G YRR A1 K

Password

ARINRERE X 5 FVR9416 [k

B — AU, (H2

FEEX Y Service £ SMTP

GRS &S

57 38 FI > H 96 FI
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Sitemap

DNDO General Setting => Password
General Setting
Configure User Name: admin
Old Password: | |
[ Password |

New Password: | |

ced Setting

Confirm New Password: | |

:

g

Port Management

User Name: THR% & admin
Old Password: TR SR B B
New Password: THE TR O

Confirm New Password:  FIE 52— U o oS i

Apply 5T M A% S Apply” Bl & (577 I A BTS2 B 1K 18 X8 W R 2 8L
Cancel % 1 ItdgCancel” B & i BRI A" FTas B 102 Seaoe WA 23 H 2

WA Apply Tl A7 ENEZ AT A S A%

Time A& E
FVR9416 f# [ T IEMERI R 515 ThBE, 8 n] USSR BT FVR9416 N £ it AN IRS ] [A) U a] IR 2 (N TP Server) sl /&
F O35 5T I R ] 22 8 I TH 22 0GR B 0] DGEIBTTE S FVR9416 [ R STACHE, B 75 B4 I A7 B s [ sh e i, ] A

LR P I A - 52 A L TR [ LA B ) P A7 R B BAP I Internet 5 R B A4 1
Automatically: &€ BEJSANRE HK NTP {7 i85 25 K

57 39 FI o H 96 T



Q

wyour future life

FVR9416 SME Firewall/VPN Router

A Time Zone I8 IEISESE £ P 1 a6 4ok (100 R i) 22 S LA R I G B A6 B ], B A Ay S50 88 A5 P FO PR o] [ 22 Rl Al s (N TP
Server) {1, 45T LU PRI ][] 2545) i 2 1) 1P A7

Sitemap

General Setting => Time

General Setting

Configwe

# Setthe local time using Metwork Time Protocol {NTP) automatically

) Setthe local time Manually

Time
Advanced Setting
Time Zone: | Greenwich Mean Time: London (GMT+00:00) % |
Tool Daylight Saving: [] Enabled from | 3 |(M0nth) |H |(Da\,-') to | 10 |(M0mh) |R |(Day)
Port Maﬂagement HTP Server: | |

—r—
[ Time ]

Manually: Ty \ H HR5fH 285
A I N IE ffE/NMRF(Hours), 43-#E(Minutes), #2(Seconds), H#3(Month), H(Day) Hi4E(Year).

5T 40 F1 > H 96 Tl
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Sitemap

General Setting => Time

O Set the local time using Network Time Protocol {NTP} automatically

@ set the local time Manually

|E |Hours |1 a4 |Minu‘tes|29 | 3econds

|8 | Month |27 |pay 2004 |Year

5T BEAZ S Apply” B & (5 A7 1N A T2 B R E G582 B 1% R "Cancel” R & i BRI AP S8 8 1) 18 oo Iy
BLU AL BTN Apply FAFEIVE Z BT A B AL

5Y 41 F1>H 96 I
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Advanced Setting

DMZ Host-(Demilitarized Zone)
TSR NAT B IR AR R, A IR 5 B FH Q00 480 55 206 K S5 AT A AN S B8 e 5 1P A7 8 110 % e P R B T kg
FVR9416 1] WAN Port [P35 1P A7 B L] N 30 5t 1P A7 B, 5w an BN J7 ke i H b I e

Advanced Setting => DMZ Host

DMZ Private IP Address : 192, 168, 1. IC'
Forwarding
~ OnetoOne NAT
DONS
Port Management

JRIESE “DMZ Host”  ZhREMs, 4 1 LU L D) RE A6 S AR TS HE e 1P A7 BT SN 0" (K280, 4 g ikt
LhaeME.

1% T B Apply” Bl & it A7 1A Br S B K8 osoE W R 2. $2 F"Cancel” Bl & iis B 4 T2 B 1 HosoE Iy
PSRBT Apply i AFEIE A & AL

Forwarding

Port forwarding J fif AR, A QRS S AT (A IRES DI BE CRREH MR I 14 WWW,FTP. Mail 55
A T HER B KORE D e, R B A — IR AL E, TR FVR9416 [WAME &% IP A7 E <Public IP>, %
it port (R, (U1 WWW 2 port 80), B EAFI Y Hful IR (I IRES o A7 A a%sE i, JEIHIEAW W W i)
A8 A7 E, 41 192.168.1.50 H. port /& 80 [M5h, & Internet ZEA7HUIE A7 H e HUEE N :

http://211.243.220.43(1t A FVR9416 [HAM &5 IP ALhk)

BT 42 Fr o H 96 T
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BEE, wiEriEiE FVR9416 1) Public IP 7 & - 3] 192.168.1.50 )& #t 1% L) Port 80 FEENAN H T«

TAb A g, A L—s RS Server ¥ UDP Port 5§15, DL i T HERT 1P A7 BRI L

Advanced Setting => Forwarding @

Advanced Setting -, Range Forwarding

[_:ftha!!i - | 20 Tratiic [STZ;:zan ~65535] ~| 192 :Z:‘i‘ ‘:"_Ti Ena;le
ﬁm_ [ Service Management ]
m&u
DHCP
Services: 7 LIS SRAR B R R it A 1) IR 7S Sl TR 471 2 (i
All(TCP&UDP)0-65535), 41 WWW 7% 80(80~80), FTP %45 21~21, 1] £
2 R Sl THER 1 3R .
IP Address: FE IR F i e - BT S I 1 9350 i 458 1P 47, a0 192.168.1.100
Enable: B RO R A% Th
Service Management: ST B I A A R i 41 2R
Add to List: TN 2 B OIS B R N

DL E RS 2 1), 6 R R A FH 1R T8 o S Y B R T8 H AT AE R B vh S8 T L] Services Management:
T I R o IR A S 55 51 T BRI B, Gt A ik

Service Management:

Services Name: PRI 1B TSR AR B RS R %5 152 5% 42 A I N #1 & o l Edonky 46

Protocol: PSR E A BRI 255 15 5% R 47 6 [, a1 500~500 ml e
2300~2310 4.

Port Range: B S R % L i

Add to List: BE N2 B RUIR TS S5 N A R B % v BT 30 4.

Delete Selected Services: ATt IE B HURIG H 2y B NE

57 43 FI o H 96 T
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Apply: 5T B A% S Apply” Bl & (5 A7 I A BTS2 BN 18 XGE R 2 8L
Cancel: $ 1 UL Cancel” Bl & BRI A T 52 B (¥16 c e N 2 (2
WA Apply fEAFEIEZ BT A S
Exit: AfE BH L 2l g s T

a Service Management - Microzoft Intermet Explorer

Sertles Mene A Tratfic [TCP&LIDPA ~65535) r
— DS [UDP/53~53] =
FTP [TCP21~21]
HTTP [TCRAE0~E0]
— HTTP Secondary [TCRAEDE0~E080]
HTTPS [TCPidd3~443]
HTTPS Secondary [TCP/B443~6443]
E—— TFTP [UDRES~E]
AP [TCPA 43143]
| to| | |muTeTCRA19~119]
PORS [TCPA10~110] L
SAME [UDPAE1~161]
SMTP [TCRi25~25]
TELMET [TCP/23~23]
TELMET Secondary [TCP/B023~E023] v

Add ta list
Apply Cancel Exit

Port Triggering

BT 44 F1> H 96 |l
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= Port Triggering

Application Hame Trigger Port Range Incoming Port Range
[ 1 | o] | o]
Acld to list

[ snowtavies | [ appy | [ cancer |

your future Tife

A7 — SRR R SR ) Internet (K12 5% (Port Number) ;31 35585 (1), (M i 745 00 28 4 F b Tl fE IS8 TE Ky — Sy
Wk FH R A FH 1 3 S SN A B e o DA TR,

Application name: TE AT LA A ET AR A e FH A 3 44 R, 7 57 B A
Trigger Port Range: i A\t FVR9416 ! Internet ¥4 F 1% 11 (Port Number)#ii5%. (U1

9000~10000)

Incoming Port Range: A Internet HEA 4 35 L1 (Port Number) 45, (40

2004~2005)
Add to List: B0 2 B ORGP B NASIE.
Delete Selected Mh 63 s 458 1) B RSO % B 56 2 — S N 2%
Application:
Show Tables: F T IS & B Table FfRFTH 3 3R N A 2L
Apply: &N ML S Apply” R Er G A7 R A DT S B B R E N 28
Cancel i 1 Ik Fcst " Cancel” B & i BRI A T 82 B A& SGoe WA 28 (H

WA Apply Tl A7 ENEZ AT A S %K
LAR 2 — S T (R 35 5% 75 m0OE BIIL D RETH H 5113

Application Outgoing Control Incoming Data
Battle.net 6112 6112
DialPad 7175 51200, 51201,51210
ICUII 2019 2000-2038, 2050-2051
2069, 2085,3010-3030
MSN Gaming Zone 47624 2300-2400, 28800-29000

57 45 I o H 96 T
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UPnP

Sitemap

Advanced Setting => UPnP

UPRP Function: () ves (& o

Jervice Mame or IP Address Enable

[DnE [UDPisE-53] v] | | |

[ Service Management ] Al to list

__Oneto One NAT _
MAG Clone

DHCP
Tool

Port Management

Delete selected application

UPNP (Universal Plug and Play) J&###k Microsoft F7ifill i It — L8 s o e AR HE 25 2 1654 FH 1) i 4 2 A% = B S24% UpnP
P )8 (W1 WindowsXP), T #5 th A ZEAH [R) 5% 2 75 10 FE S A Upn P T REBH R, LAE B FVR9416 [ rhi 5 10 dA F5 TC A H .

Services: FESEIE SRR B R UPNP (I SRS THIBES 2R, I WWW 2y
80(80~80), FTP %y 21~21, 1] &7 [l 5 55 if§ THE 511 26 .

IP Address: FERCI L UPNP ARSI R 9 F R 45E 1P A7 8 544 6, 41 192.168.1.100

Enable: B RSk ik A5 T e

Services Management: T B B PR AR S AR e v R

Add to List: B8N e PR s B P

Delete Selected Services: i[5 Bt (1) b RS H L2 —F N

Show Tables: SR H AT PTG RGEEE ) UpnP 41134

Apply: F2N ML S Apply” RI & it A7 W A BTS2 BB o e WA 2 3.

Cancel: $2 N tedi g Cancel” B i BRI 4 88 Bl i) 15 s E A 2800 2

WLZAJ Apply i AFENAE Z BT A B AT 3L
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Routing #% HIE 1% €

Dynamic Routing-B)8&¥% b i@ A e

RIP j& Routing Information Protocol ffIf#%, 7 IP B2l RIP 1/ RIP I, — 1 5 48 4% P ok 2 U — 1l
A8, BT LR 4y AP & SUE A Static Route (5 8 % Hiid a1, RIP 1 5 FHT R B 47 71 BRLAN % v 7 95001 8% e 4%,
VIR ANAEURE £ P #3400 2% 1 FAEC K (Routing Table) | n) B RIP a2, H. 1E Bl 74 % 45 550!

RIP b & — (848 I 5 560 % t 7% (Routing  Protocol ), /&4%H] Distance Vector {75,178 Distance
Vector & HLL Router [RMESUA A &4 (E500% BE gk 1R 0, A LD RESHSARE 110 30T e 2l A ) i, Py LA/ RE S R {0k T 18
% 18 2 &8 B /D 11 Router, {HZ G A — e e JE I 5 PR 11 Router.

Advanced Setting => Routing

o Dynamic Routing

Forwarding Working Mode: (&) Gateway () Router
UPnP RIP: ) Enabled @ Disabled
- Houting | Receive RIP versions: | nd 42
One to One NAT ] - :
DDNS Transmit RIP versions: |
MAC Clone
Working Mode: PRI AR VER R 25" Gateway 20 (NAT) 82 — 8% HH (LAN to
LAN Routing) X
RIP: PR Enable” B EEAT] RIP B & i A
Transmit RIP Version: A b IR R RIS PR T B) R8N None, RIPv1, RIPV2,

Both RIPv1 and v2 A{E kB a&ik i@ sl e “TX" IhRg

Receive RIP Version: o bR SR R AR A S AE I i@ R None, RIPV,
RIPv2-Broadcast, RIPv2-Multicast, 22U EhAE G fil =L 2 11

“RX" B
Show Routing Table: A ] (R 2h BEF4 4Tl “Show Routing Table * Bt 55T 1A Bk 15 2%
Apply: F2N B S Apply” RIVEr Gt A7 M A" P 82 B 18 Bk AR 2 8L
Cancel: 2N st Cancel” RV Er i R A BT 8 B 118 (5% e N A 2 M AH

WLZAJ Apply i AFENAE Z BT A B AT 3L

BT 47 Fr o H 96 T
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Static Routing FFf& % B e

TR AR S (04 e AT 221 i e e B 1P BT AR 0 W ROE FVRO416 ()10 I it e D i (Static Routing),ig 4%
DIy R R AN 7] (1) 409 4 B B A 11 B BT T A (Routing) FL AR RIS [m) 49 itk 67 8 BEAR 7 A7 10 R A FH i v 1y 2y
fedic#l “Show Routing Table * B fif i i1 183K

i Static Routing

Destination IP: | | ; | | . | | . | |
Subnet Mask: | | . | | . | | . | |
Default Gateway: | | R | | . | | . | |

Hop Count
{Metric, max. is 15): l:l
Acld to list

| showroutingTabie | [ appy ][ cancet ]

yourfuture Tife

Select Route entry: AR EF RIS RS, FVRO416 JL 1R T 2 30 AlkihE

Delete this entry it o — 11 34 phy 2%

Destination IP and Subnet W] N ARGEE ) s i 1P BTN Bl 4 e BT B8, 4n 5 — {1l 549

Mask: R BE 2% 192.168.2.0/255.255.255.0

Default Gateway: I 4 i B BL AR BEAS ) THAR ) TE 25 A7 & 40 192.168.2.1

Hop Count: LT N B v W, G AE FVRO4AL6 I ) i % i o 2 — U R
Fy 2,V Ay 1.( K4 15)

Interface I A s BT B P e 67 L, S A7 A WAN S R el LAN i,

Delete Selected IP: I — 1 % 10 3%

Show Routing Table: FHUR H AT o i gk

One-to-One NAT-- —#— NAT #HHfE
I ) LR % A 1 e (i ADSL [ 52 8 {1 1P A E)RE, Il FVR9416 A8 & 484l 1 — Ml &1k 1P A7 8, DL &
ATU-R A Fl— MW &9 1P A7 B4R TR 2 4 I8 4320 IPATGRE I LARL) 4 A1 1P 0 B 0 S FVR9416
NH 4 R PR T T A k)

57 48 1o H 96 T
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R Tk
S R A R 5 AN S BT 45 1P S 0 45 RIS PR, 3 2305 1P L T 1 B I
PR S 1P S A6 P R BN L s o B

W] st 5 e P A E 4 210.11.1.1~6,1ff 210.11.1.1 E484 FVR9416 [ WAN 472 IP fii ]
A NAT L, 55 4 HARPYE A% 1P a] LA 7k sE ) Multi-DMZ &+ an R Tk

210.11.1.4 &> 192.168.1.3
210.11.1.5-> 192.168.1.4

210.11.1.6-> 192.168.1.5
210.11.1.7-> 192.168.1.6

Note: FVR9416 #1494 IPA7 & (WAN IP -NAT Public) #J:44 A I H 11 %0 8 5% .

Sitemap

Advanced Setting => One to One NAT

General Setting

[ Advanced Setting

One-to-One NAT : Enable

Add Range

DMZ Host
m i L

Private Range Begin Public Range Begin Range Length

One to One NAT 192. 188 1 .| i | || || || | | |

DDNS i B to list

DHCP

Delete selected range

One-to-One NAT: BNk B B — % — NAT DifE“Enable” Bif Disable B F (3%

5T 49 I o H 96 T
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B RO Ty e
Private Range Begin: FEARE P AT R 1P A E
Public Range Begin: ANERATR P AL E LR 1P
Range Length: ANTAE P A B AL 1P IR
Add to List: IR BEREE 2 — % — NAT 51I3&
Delete selected range: i) 5% Fr e FE 1) — JE— 3% — NAT 71|38
Apply: R oA S Apply” BV (3 A7 R A Frsg s i 12 asoE WA 2 3L
Cancel: F2N B S Undo” RI&r i BRI A T S B B 0 o€ WA 2 3L H S 0

1S Apply ffi A BIE 2 T4 & 2%

Note: —#f—[#) NAT £ix{(One-to-One NAT )k & s By JORIEAE 177 U BOE T BE DI HE, LAN i Ik g (1)
ARk PC &gt % 2 Internet I, BRAEFIPT K H%1) Access Rule i N AT 48 7 USRI 82 2054, 4 nT LABH T i
Internet 3 21 LAN 3iide & — 35— NAT [ SRk PC. 7T DA% R — % NAT A7 5 205 (Add to List) 4%
Sl ol T IR B s — 1 —%F— NAT {7 & ( Delete selected range).

DDNS Bjf848 ) R SEHAZ FEAR

“DDNS” H {3 ¥F Dyndns.org B2 3322.org [B)REATHE i D)) 6E, IL H (1902 245 T 248 B) A8 1P A 400k sl e
T 5 4 2 H 1, 1 ADSL PPPOE &l Cable Modem (45 FH 25 i3 1P o7 5 5 S i ] i e 8, 5 bt
A7 FH 2 AR A SR il 2 S s (EURE TR |P S B IR 8 ), T AASER M4 it 1 B B AN b it 1)y e, L s ] i)
www.dyndns.org B¢ www.3322.0rg $H IS, L e 4 d B 1!
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Sitemap

Advanced Setting => DDNS

Interface [ Status Host Hame [ Config.
Lot Disabled | | OEdt
weNz Disabled | =
wanNz Disabled | | Edt
wisng Disabled Edit

AHAERCEH(Config.) IS (Edit) 1% P8 iEas HaE NiZsoe HH .

5Y 51 F1>H 96 !
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Gen Setting

vanced Setting

~ DMZ Host
~ Forwarding
8 UPnP :
~ Routing
~ Dne to One NAT
Port Management

Advanced Setting => DDNS

Sitemap

Interface : }Eﬁm

DDNS Service: DynDMS.org W

Host Hame: | | L | | : | |

Internet IP Address:

Status: Mot Updated.

Interface:

DDNS Service:

Username:
Password:

Host Name:
Internet IP Address
Status:

Back:

Apply:

Cancel:

AT P B E 1) 4 A i 1 1

DDNS Sf&A ki o g n] LU 2 “Disable B PH,DDNS.org 5
3322.0rg % —JH

41113 % H6: 17 DDNS JT % ) 4 76

11 % % l5: 7] DDNS It i ) 25

B REAHE 44 85 1) DDNS Frat it 44k, i abe.dyndns.org

H i FTER 1 ISP 2 B REAi: IP A7

FIHT DDNS [f)IR7&: 80 H AT DDNS B S35 1P Dhfgik i
F T It Back” /Y & [m] b — FR e BT

2 Az Apply” B e f5f A7 WA BT S 12 losoE WA 2 3L

% 1 Ikdg Cancel” B & i BRI A" FTas B 102 SoasoE WA 23 H2
WA Apply A ENEZ T A 841 4%
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MAC Clone S5 #8 MAC {7 &

622 245 1A 7] Cable Modem [T 257 4 A= SEALSAAN R % 0 T, nT o P b o)) BB oK DA 49 - B g 7
(MAC Address:00-xx-xX-XX-XX-XX) LA 1, B % o DL figt [ 4 5 [ R

Sitemap

Advanced Setting => MAC Clone

General Setting

- Interface . MAC Address Conig,
— AN 00-07-40-ca-0h-66 Edit

| S DM Hoe! T | | WAN2 ' 00-0c-41-00-00-02 Edit
% | WANG ' 00-0c-41-00-00-03 Edit.
‘,E“mﬁg | WA ' 00-0c-41-00-00-04 Edi

_ OnetoOne NAT

MAC Clone |

Tool
Port Management

ol

aHAEREH(Config.) ISR (Edit) 1% b axtEiEas B Nz e I H .

5T 53 F1 > H 96 Tl
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Sitemap

Advanced Setting => MAC Clone

Interface : EGAN'I
User Defined WAN MAC Address: @ (00 |_for  [la0 [fea [foe [fes |

(Default: 00-0c-41-00-00-01)
MAC Address fromthis PC: () 00-0e-a6-6b-T0-d9

yourftiure tife

Interface: A FH 35 BT ) 48 Ps 4R s 1

User Defined WAN1 MAC  H Wi g TR [ MAC A7 .

Address:

MAC Address From this  H ik PC 1 MAC fii &.

PC:

Back: ¥R btz Back Bl e v b —H iR i

Apply: $ 1 se e e Apply” B & (i 473 A BT S8 Bl (145 OO TN 2 48
Cancel: F& R LN Undo” B BRI A BT S 8l (1% 2 e TN 28 2 80 (H S

AN Apply AP EIVEZ BIA BT 34

DHCP i IP A k%%

Setup #&5E

FVR9416 AL 5 547 DHCP falllikds, LA ) A (15 el 4 i 19 1) 6 S B DA 1P FR Dl e, Canfe) NT el ik
A5 DHCP i, ff it & PC AN Lask e I 1P A, & RIS, 7t FYR9416 [ B
2, EHEIE.

57 54 FI o H 96 I
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Enable DHCP Server: AISEFE B R DHCP il Il 2% E BIR 45 1P {7 B Thfs: 452 Enable j%71H,
HIFT A PC #v ] A BIIAS IP {8, RZJME; 6 PC UL
Y e [ R 1P A7 E.

Sitemap

DHCP => Setup

Enable DHCP Server

: = Dynamic IP
Client Lease Time 1440 Minutes
(Port Management )
Range Start:  192.168.1.100 |
Range End : 192.168.1.
Dynamic IP Ejf%& IP
Client Lease Time: BERS S 255 45 PC i IP A E R4 IR ] TR 2 14400(1R 2 5 ] 24—
R, A6 AT DA I e B 75 SR Al s e, LA 4y 88 4% BT
Range Start: I 1P {7 & DHCP Server F#)IRI% IP, SiEEM 2/ IP ALHEBH LG
IRIZ. RYTHERANE 100 [¥) 1P 47 B B UG 555
Range End: IR Z /D 1P b EIRIE RETTHR AT 149 (1) 1P {7 5 B 445
1350 IP, Ui s e B v Ak 50 & &S F IS 1P ALhE, & mT LU B
R A VoL B a5 !
Static IP §$5& IP
Static IP address it N\ PC ¥ [ 5 i 5t 1P {7
MAC: i\ PC i [l 52 B MAC 7 &
Add to List: TR E 3 Static 1P 412

Delete selected Entry: i 3k BTS84 (1) Static IP 4138

57 55 FI o H 96 I
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-Static IP
Static Entry
Static IP Address: | || || || |
MacAddress: | || || [ [ [ |
add to list
[elete selected Entry
-DNS
DNS Server (Required) 1: [0 | [o [ [o | o |
2p o [0 o |
-W|NS
WIHS Ser'wer:|D ||D ||D ||D |

[ apply ][ cancel ]

your ftiture tife

DNS Server
PR E 23545 PC i 1P A7 1) DNS 4848 fr) A2 A 5 07 5, 78 n] DL B B2 N ARl Hi e 16 1P 437
DNS Server (Required)l it A\ DNS A3 fm] fiR 2511 1P o7 & . FHR% L 4 0.

2 g N\ DNS A3 fr] a1y 1P A7 E . TR E 4 0.

WINS
A4 s AT AT 2 Windows () v i A2 A ) Bl RO, 25 T LA TR i A\ BB £ ke 2 140 1P 8

WIN Server: N WIN QR3] AR 2511 1P A7 & THREAE 4 O.
Apply: $4 N AL Apply” B & G 470 A BTS2 Bl 045 o4k e N 2 8
Cancel: ¥4 1 sbde " Cancel” R & i Bi Ml A B 8 @l (1408 003 TN A 2810 &

WLZAJ Apply fAFENE Z T A B AT 3L
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Status REEEE~

Sitemap

DHCP => Status

General Setting
'- Status

DHCP Server: 192165811
Dynamic IP Used: 0
Static IPUsed: 0O
DHCP Available : S0
Total: S0

- Client Table

Client Host Hame IP Address MAC Address Leased Time Delete

PR B A BE7R DHCP {7 i 5 ¥ i3 K B B i e A0 85 4%, LU AR LA BN B A SR O B E 275 VERE LU R BHHIL Y

B A
DHCP Server: F i DHCP {a] Ik ¥ 1P £ .
Dynamic IP Used: il DHCP fi 4 AL FE BRI RE 1P ¥R
Static IP Used: F H DHCP fi] ik 2% CLAS S8 52 1P ¥ 50
DHCP Available: H iy DHCP ] il 2% 7] LA 978U 1P Wik
Total: FI A DHCP {i] JIi & JTide & nl 2780 1P 4RI
Client Host Name: H i & e R T o 4 7
IP Address: H A & S PTIAR1) 1P A7
MAC Address: H ATk & TR IS MAC A9 % gl A
Leased Time: DHCP H Fi % i 1P A7 & A & 1]
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Delete: i o3k L 2B AZ 1P A 8%

Tool T HMER

SNMP #8 #%# &1

SNMP 7% Simple Network Management Protocol [fJ4H %, i Fa AR i 45 BEIM R 1 o, e A 4 it b JE B2 f) 45 P L 8
W2 —, ik SNMP IR, v] DARE AR FL A A i A BRI R 20 (W SNMP Tools-HP Open View) 284494
PRI  HE2 WEAE ], FVR9416 SCHEAR#E SNMP vi/iv2e, nf LA TR HE SNMP 4R it FLR il 2le 14340 H
T A0 B R A A AR 0, AR R 5 0 4 e S A

Sitemap

Tool => SNMP

Advanced Setting

SHMP : Enable

System Mame: | WP Router |

Tool
1 — |

| Restart

System Contact: | |

System Location: | |

J Get Community Name: | public
|

Firmware Upgrade

_ Sefting Backup

Port Management Trap Community Name:|pub|ic
Send SNMP Trap to:|

|
Set Community Name: | private |
|
|

Enable SNMP: #5 SNMP LiBE B R, 28 558 TR 2 Bl AU T BE.
System Name: ROE HESR I 44 F, 10 FVR9416

System Contact: AR AR I B N B 4R, 10 Johin
System Location: T HEAR IR H 1T AEAL B, W Taipei
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Get Community Name: %@ —#1UE B 2800] DURAS ILHERS 1) 2 B A, R GETHRR "Public”
Set Community Name: 3 — 4 B 2 000 USOE IR s 1) R A1, R SR Private”
Trap Community Name: 55 4 38 28000 LUERE Trap &R

Send SNMP Trap to: HE 4 1P A7 B 5 Domain Name 4 & (1420 Trap #\9% 4%
Apply: $5 N Mb A S Apply” B & i 7 B A B S Bl i 18 L0 e IN R 284
Delete: 5 R IS Cancel” B & BRI A" Fr 82 8l 118 U e N 7 2 3 0 &

WA Apply Tl AP ENEZ AT A S ATk

Diagnostic &&_ Bt ER 85I

FVR9416 fifitfij 2 14 EJRABE S5 (8 T Rahie A 1, se BRI € 5 DNS Lookup LL % Ping 7.

Sitemap

Tool => Diagnostic

& DHS Hame Lookup O Ping

00 Loak up the name: | |
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DNS Name Lookup#8ZhRE S84 B AR

s 7 VR T Wil AR Al 10 4 B T AT A4 R, lwww . abe.com SR1% T Go i i SHLBH 461 IR A R
TR T L
PinghH AR

Tool == Diagnostic

(__Home )
0O Ping host or IP address: |

~ SNmP

O DHS Hame Lookup @ PFing

[ Restart
(] Al
TFiriwate UiGeaden

Port Management

IR TR 2 R (I B AR R AN F) IR DC, T LGRS £ 1P )y REGE e AR eI 1) S R 5 47 1

s 7 YR T i N A AR ) A 7 1P, 0 192.168.5.20 % 1 Go 4% SH BH 4R R IR 4 S e R ik it
k.

T 60 FI > H 96 Tl
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Restart E5HE)

Sitemap

Tool => Restart

{_Advanced Setting

Restart Router

Port Management

Tn] LU T H i FVR9416 A& HUH PFE ) AL, 5514 T Restart Router 28 Rl ] S5 B HERLED.

Factory Default-[5]48 JF Hi ik FER%1H

57 61 F1 > H 96 !



Q

wyour future life

FVR9416 SME Firewall/VPN Router

BGINED]

Tool => Factory Default

[ Return to Factory Default Setting ]

F7 1% Return Factory Default Setting”, FVR9416 & Fi 47 () FVRO416 -1l ff) 5 i 1 B, 0 5238 B H;
BRARAT 0B 15 FUAE b ) B i A 28 BT A 1 RS B!
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Firmware Upgrade ZR&T#)#4 4%

Sitemap

Tool => Firmware Upgrade

{_Advanced Setting

00 [ Firmware Upgrade Right How ]
I ‘Warning: 1.VWhen choosing previous firmyware versions, all settings will restare back to default value.
| ‘Restart 2. Upgrading firmyvare may take a few minutes, please dont turn off the powwer or press the reset button.
=1 3. Pleaze don't cloze the window or disconnect the link, during the upgrade process.
[0 (
=

Port Management

your future tife

Firmware Upgrade
%2 T LAY FVR9416 1) Web ¢ 2 11 ELFE T H AR B AR D) BE, 310575 T T80 iy 2/ R ) B SOAS B N, B8 38 0
A F)H-Firmware {77504 B ACIR BEZAE 21%,3% N Firmware Upgrade Right Now ##7H4K.
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Setting Backup R&iz%E 2 BT

Sitemap

Tool => Setting Backup

Advanced Setting = Import configuration File

Ul ‘QE

_ SNmp

_ Diagnostic
e

g B

Port Management (e Export configuration File
=

your-ftture tife

Import Configuration File:

WL LI 28008 T PIT At A7 (1 30 22 MU P 255 [ A R T SN0 s J 7 T 0 T 6 e o B A A 9l 138 43 Ut B 2 44
1y 22 Yk ZE-"config.exp " f7 I R IGE FERZHE S0 4% T Import $258 B e i S

Export Configuration File:

I RE R AE G FVROAL6 [HIRE 2UL,! 1 F Export el 54 4 fif i 2 WOk - config.exp (71 R F A1
AL A B
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Port Management 9% & 5 1 &5 3

T FVRO416 [ Jk it % by v fd 45 B8 ] LA WAN 35 1R ) B4 % o B st A 55— {1 2 K48 i 45 11
1343 5 % (Speed), TAERE R (Half &Full), s 8 56 HE (Priority) 282 11 848 I (Auto-negotiation) 2% Z, A4 % 16 11
(I BE.

Port Setup 48 O3 E

Sitemap

Port Management => Port Setup

Please choose how many WAHN ports yvou prefer to use @ {Default value is 4)

Port ID  Interface  Disable Priority | Speed | Duplex | Auto Negotiation

1 LN O oM toom Haff © Ful Eriable
T TR — 2 LaN = _ oM to0M Haf  © Ful Enable

[ PotSetwp | 3 L&M El | 10M 100m Half Ful | Enshle
4 LAN O 10M © 100M Haff © Ful Enable
5 LaN F 10M ¢ 100M Haf  © Ful Enable
6 LAM || Mormal (v 10M 100M Half Ful | Enahle
7 LN O 10M © 100M Half  Ful Enable
] LAN O | [moemal v | | 1M 100M | Haf © Ful Enable

g LN O 10M© 100M Haff © Ful Eriable

10 LAN | Oaom @ 100w | OHat @ Fu | [ Ensble

11 LAN il . 1OMC 100M Haf Rl Enable

12 AN O 10M ¢ 100M Haf © Ful Enable

13 wans F 10M ¢ 100M Haf © Ful Enable

14 WAN2 . Normal (v | | 1OMC100M Haf Rl Enable

15 WA & 10M © 100M Haf o Ful Enable

DMz DMZ O Mormal (v 10M 100M Half Ful | Enable

Basic Per Port Config. Z AKAEsIER O#E
Port ID: T B A {1 32 1) i 5%

Port Disable: U RS e LKA 1R 5 L1 B RO Bl PA TR D e, A2 4T 20 1A, R 2
XA S 16 11 7 RV ] P A0k ok B A P P8 A% Bl A 4T )

Priority: LA S0 E M LKA e (R 1B R (04 e (R AR S HE e A 2 L Port ¢
S8 Ay High FRIGE, FU 5 18 56 (415 JhE0 O RE R, TR (8 29-Normal 5
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SENE Ry

Speed: WM 25 A 1P K A8 T 5 1) 40 . ol A3 T, 5 ) AR SE 4%
10Mbps i) 100Mbps #4%H i
Duplex:

I A5 8 R I A B T R ) 4 i o AR AR a8 I, s vy LA
AXE Ay Half =8 TRGCEUE Full-422 8 TR,
Auto-negotiation: 1M 25 8 A I 2 ORI TR 0 40 i A o 1) B AR X A
B IVIEE, B T A R 1R R B .

#T Apply WU EBRREE T Cancel AT LHGHRBIE E X

Port Status &8 #3201 8 B R 8E 7~
A R FLE v DU I B2 rp RIS T TR B BA R 10 £ KA s 1 11 5 T R Py 2GS, i [

Sitemap

Port Management => Port Status

Advanced Setting Port ID :
&y
.
|Type 10Base-T ! 100Base-Tx
Port Management
. Interface LM
Port Sefup
Port Status Link Status Down
IF'or't Activity Port Enabled
Priority Marmsal
Speed Status 10 hbps
Duplex Status Half
IAu'to negotistion Enabled
e Statistics
Port Receive Packet Count | 164453
Faort Receive Packet Byte Count | 36108106
|Port Transmit Packet court [ 237216
|Port Transmit Packet Byte Count | 249309015
IPort Packet Error Court | o

AR R RE-Port Status #&#4 ZEl(Summary) Rk B, I 0 & BUR H ar e O el s e B2 a4
B B (Type), 4RERIEHEIRAE(Link Status), 37 1f A IRAE(Port Activity Bil-on Bi#-off), M & JeRERR
(Priority- (f5-High —f$-Normal), %% i# %% % (Speed Status-10Mbps & 100Mbps), & T 4= (Duplex
Status-}-# T half a4 T -full), 5 ) H 711 ( Auto negotiation( %) Enabled =k [# Ff Disabled).
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THR R IR (statistics) AL SLE T, RS BN H AT IR 111 3 R H 0 R, L B A i
71 (receiveltransmit packet count)/UL K& B G EUEH Byte ¥t 5 (packet byte count )Ei S ERE AR
(Port Packet Error Count) %%, 1] L%~ Refresh 48w 8 BT i B ARS 5 GRS,

Firewall Bk &% &

General —f&

TE B K ik Th eI TH & b (Firewall->General), & #1357 LLEEE FVR9416 B K% i i 2% B P (deny) 8% e i 7
(allow) (T ¥y A H Internet . #85 T DLISE P52 538 i A [7] Fr) dab B i /A AN [ 19 45 P 28 A7 EDORBE R 408 P 3 28] 2135
(Inside-LAN to Outside-WAN), 5255 & LA 1P {7 LA AE BHUIE 1 55 H5 (Port Number) A [ (1) 35 EL 36 87 Internet
FEBUSE R A4 405 21 N 5 (Outside-WAN to Inside-LAN).

Firewall => General

General Setting
Advanced Setti
ng Firewall : %) Enable ) pisable
_ SPI (Stateful Packet Inspection) : @ Enable C} Dizable
DoS (Denial of Service) - (%) Enable ) Disable

Block WAN Re: st - i
Port Management [ que: & Enable O pisable
F— Remote Management : & Enable O Disable Part:
Multicast Pass Through - ) Enable & Dizable
[ General ]
-ess Rule. MTU : ® Auto O Manual

C ] [Cancer” ]

Firewall: I AR FVROAL6 (1) B 1, 5 188 4 o MU 1 “ Password
Change” AT KB4 15, 5/ 1% /1 Password Confirm” FiIH % i
FR— IR LME T FVRO416 (1) #1436, 7 b et g F 5 00 B ) Ji A
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admin (1) TR G 2 2 4
spI(Stateful Packet I 23t 0, 3 B SR BB ik (Stateful Packet Inspection), B <k % 32 %2

Inspection): TEAELEAH S 1 80, (EE RS H A T PR &5 ) B e b, LA T
MR BRI RE T AR SR Y s IOl T AR A8 AR RRE R 5 ok
JIT A T AR T

DoS(Denial of Ut A {7 DoS J(¥%, 1 SYN Flooding, Smurf, LAND, Ping of

Service): Death, IP Spoofing 4.

Block WAN Request: IR YE Enable (156,11 FVR9416 €1 [ B4 ICMP B IE
HSRS 10 o ], TS L 2% B R (Y S5 2 {3 ) Cable SRR AT, L IS8 TH
i b R

Remote Management: IR L) e, S BLEE Internet T BRI N\ I £ 10 E 2R,

W I T RE BRI T s A HT IE R4 HEIE A FVYR9416 [4MH&
% 1P A7 E (WAN Port IP), 6 i b FRE w48 e ) 48 il 18 1 (7 4% 80,
AR,

http://210.11.11.1 A 0] i A% i !

Multicast Pass Through: 44 45512 535 5 U i 46 1) s % 07 2 nT LR 1 Client S
b s AR 2

MTU(Maximum MTU %4 Maximum Transmission Unit ({455, — M TE default
Transmission Unit): 7 1,500. (HGELEANF 4R BB, JBERZE A AN F I BUE. R

ADSL PPPoE 1k %55 % (ADSL PPPOE MTU Size:1492); A~if4
%1 Server 1 ADSL PPPoE Fl)7 [) MTU Size HEH, i FHEEHD
A AN AR ] S

Access Rules $98FBUH I

A BRI FIK IR 1P address(IP 7 #'), Destination IP address(H it IP {7 %), Bl IP protocol type(IP i
At AL AE) ARG H AT AN i B AL U 2 A5 T LUHE FVR9416 7 K ik 1) A7 H.

FVRO416 A il i K fi (1 48 e A ORI ) TR A BE 2% 1T B BT RO A B A2 DO R e8], T LIS 32 o] P e
B G DR 8 1 5 A8 PR AR % Internet TOAZIRC LU B EHEE FVROAL6 )4 s A7 HUSE R e 491 fid— st W

LAF %5 FVRO416 THRE (A4 6 A7 USRI 491
* All traffic from the LAN to the WAN is allowed-7£ LAN % £ WAN i (1) 35460 FE R 2 AT DLIE 8
* All traffic from the WAN to the LAN is denied.- £ WAN i 21 LAN S i 3540 % 2 B B
* All traffic from the LAN to the DMZ is allowed.- ¢ LAN %t £ DMZ it () 4 PH R 25 ] DL It
* All traffic from the DMZ to the LAN is denied-fit DMZ it 1] LAN 5ty () 355 £, T3 2% 3 ).
* All traffic from the WAN to the DMZ is allowed-7i& WAN i £ DMZ it (35 £ R 29 B B
* All traffic from the DMZ to the WAN is allowed-{i£ DMZ ¥ 1] WAN it {55 £, % 29 B R
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A AT DL e A BOS RI H BB FVRO416 [ FEREAF IR AR F, L DL 1) DU A &M s B0 48 2% 7K e B
AL, AN 52 A, B ST R0 e 2
*HTTP [RFSIE LAN 3% FVR416 THBE A BT .(F T &3 FVR9416 i H)
* DHCP IJIlRF5 M LAN 3| FVR9416 THiR 2B, (% T 1¢ FVR9416 HENAT IP AL EATH])
* DNS % 4¢ LAN i %] FVRO416 T 44 BT, (%% T f# 4T DNS a8 H])
*Ping MR LAN 3% FVRO416 Fak 25 BT .( 4 T HIE A FVR9416 1 H])

Firewall => Access Rule

Jump to 11 page erﬂries per page
Priority | Enakle | Action Service ?Ifd?at:;::e SOurce Drestinztion Tirme Day Delete
. .AIIDW. Al Traffic [0] Lap . Ay . Ay [ Alweays . . .
.Deny . Al Traffic [0] . AN . Ay . Ay - Alvvays .
. Dery . Al Traffic [0] . WANZ . Ay . Ay - Alvvays .

[ Aol Mewy Rule ] [ Restaore to Defautt Rules ]

B T TR CAAN, BT 110 4 i A ERORE R 0 R I B R FU) 270 3 o ST AR B 1) L 238 4 e I A S
(Priority) WARE—{EAH A MO B . 4%~ Edit 328007 AE #9 8k AF ORI %, L% R Trash Can
icon 1] DA R4 itk A7 ORI 3L
'~ Add New Rule F7355r 1) 48 i A7 USRI 81 0] UHT IS — I8 (I AE U, 8244 N Restore to Default
Rules A LA AT HRAF IO A BL5, LU R T A7 1% 151 5T A6 FU) P 28 [l 38 e R P8 £ LBORL R

Add a new Rule 405 5 I3 A1
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Sitemap
ewall => Access Rule

.Sewices

Action :

Service | &) Traffic [TCPEUDPH ~65535] v|[ Service Managemert |

Source Interface o) LAN  w

Source IP :|Single v| |

Destination IF :| Single v | |

-Schetluling

Agply this rule | abvays V| | || |t0| || |(24—Hour Format)

Everyday Sun Mon Tue Wied Thu Fri Sat

Services:

Action:

Service:

Service Management:

Log:

Source Interface:

Source IP:

Destination IP:

AP R AR A B A P R ) A P Ak, K3 1P 71k UK 1P R
Bion 72 S5 T LLAS By SO A

I 432 FVRO416 (19455 s B4 -
Allow: Foi7r I shil #4491 3 3t
Deny: [5# B e/ il 4 1)

RIS BN ZE, T L BT g B (e
A A TR ) RO N B9 A AP AR TR A 3R N (5 5 m] A%
#7571 Service Management —[IRES 5 HE B — (8 IR A% 9 25, i\

— Il k% 44 A% -Service Name DL & 38 2L 1 5 Bl 15 - Protocol &
Port , UL K 4%~ Add-5r 142 S BT a] 357 38— (65 i IR S 3L 58 I 2%

A5 FH A T DU 5 I LA BRI A2 N Log. A7 A2 4 LG A PRt
It Log fFABUEATTE Log &

TEEA AR ¥ A7 A T (i LAN, WANL~WAN4, Any) 8% N 25, 1]
DL F R s B s

SR A YE B IP A7 E (W1 Any, Single or Range ), #7 /&% Single
UL Range [RIaE, o i A\ L B — B — 9 B [ 11 1P A

ISP H 1L 1P A7 E (W1 Any, Single or Range ), #7155
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Scheduling:

Apply this rule (time
parameter):

Single B, Range (155, ik i A LB — ol — b BT 1 1P A7 A
F 1 SRR L T e A1) 2 IR AR 2 TR TR ] 8

SRR Always-# [ B (FHi), B2 R SRR A DU R AR R 2 L ey
il

Services Management: E#HIIRE NA RS

a Service Management - Microzoft Internet Explorer

Zervice Mame

—

Protocol

Port Range

| to]

Add to list

A1l Traffic [TCPEUDPA ~65535]

DMS [UDP/S3~53]

FTP [TEPI21~21]

HTTP [TCPIS0~80]

HTTP Secondary [TCPAS050~E030]
HTTPS [TCPM45~443)

HTTPS Secondary [TCPAS443~8443)
TFTP [UDP/EI~ES]

AP [TCRH 431 43]

MITP [TCP#19~119]

POPS [TCPA10~110] —
SHMP [UDPH E1~161]

SMTP [TCP/25~25)

TELMET [TCP/23~23]

TELMET Secondary [TCP/S023~8023]

[

| &

Apply

Services Name:
Protocol:

Port Range:
Add to List:

Delete Selected Services:

Cancel Exit

I IR LS I 2%, 1T 1T 44 7.

W s B S AR e 29 TCP 8¢ UDP i fuk L.
R ] RSO s o 147 B8R, 4 Port £/¢ 9000~9002.
S0 AP T 0 MR B N 2 B IR R

TSR 5 M B 5 I AR IR A R A1 N
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Apply: F5 N Be e Apply” B & 6 77 R A BT 8% Bl I8 SO e 928 280
Cancel: ¥4 1 sbde " Cancel” R & i Bi M A B 88 Sl (1 4E I3 TN A 2810 &
WZEIA Apply fAFENTEZ A S 3%

Exit: Bt b IR 2 5 BRI

Content Filter £ E A& H]

Firewall => Content Filter

Black Forhidden Damains

& Forbidden Domains

Forbidden Domains

sow| ]
Delete selected domain
Block Forbidden TERPRAT ) B AR T A A I ) e, S A%y o P
Domains:
Add: SR AR I 48 FA A, 7 www. playboy.com
Add to List: F N Add F BTG L — AR 1 4 A

Delete Selected Domain: ] A T B8 —fla] 50 22 (18 PO 48 B 9 4, AR AR 4% T BT AT T
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-Wehsite Blocking by Keywords

Keywords

s
A to list

Delete selected keywoaords

-Scheduling

Apply the rule | ahwvays % | | | | |t|:| | |: | |(24-Huur Format)

Everydsy Sun [ [Ty Tue e Thu Fri Sat

Scheduling

Uk 303 B (] 35 H D 44 T fee

90 B A 28 ) T RS ) A S A e, e Bk ) 2 2 — 810008 T, b R 2 T
N SR AR LT S0 W3 & (0 TR AT it AR ] 2 B

Apply this rule:

Apply the rulz | from % | |':”:' |: |':":' |tn:| | |: | |(24-Hn:nur Farmat)

Fl Everyday [ sun [ mon [ Tue [ wed [ Thu O Fri [ sat

Time parameter: JEEIEF] ) B RO 0 I 2 T D) R, TR 2% 6 B

ﬁﬁ 08:00 to 18:00 (I 8 B E| /- 6 &h).

Day: )38 Every Day B, B M T RS 10 o R ) A5
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VPN mBE#HERAA 4R 3

Sitemap

VPN => Summary

IE Tunnelz) Usad 200 Tunnellz) Available

[ Tunnel Status

Al Mew Tunnel
Jumpto.H page entlies perpage

VPN

No Nams Status Phasze2 Lacal Remote Remote Tunnel Confi
[ o SI.E!'IIII_'IEI]I' ] i EncféuthiGrp Group Group G ateway Test g
- — Tunnels) Enabled 0 Tunnelis) Defined
_Client o Gateway = 2
I _PPTP

!

o GroupVPN Status

”Connec‘ted I Phase2” [ = -Remote I Tunneal .
Group N Local & Remate Client Config.
dahinlls Tunnels | Enciauth/Grp REEiR smate LU lent Status Test I

Summary HETFTHE K VPN AR BRER
I VPN IR BB W] LR H AT B VPN J7 T (1 P IR IR B8 AL 5l 1 -Tunnel 7% e 2 8CL % GroupVPN-VPN B4R

BN,

Summary:

Tunnels) Used 200 Tunnelis) Available

I 28R H i 2 /0 VPN JETE O &8RO ] 1@ ) T 2 /bilid vl LR R E, FVR9416 W [H]ike s #23% 200 #H
VPN illli& (tunnels).

Detail: #% Fit Detail #%$Hm] L RUWILAN S i) HATHTH VPN SHRE G LA R S PLT . VPN
all.

1
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waM1 IP: 192.168.5.140 WARNZ IP: 0.0.0.0 WaARNT IP: 0.0.0.0 wWaAN4 IP: 0.0.0.0 wed Sep 1 06:01:03 2004

Phase 2 Local Remote Remate
Mo. Mame status Enc/auth/Grp Group Group Gateway
Tunnel Status: VPN F& A Biit ReBER
.Tunnel Status
Ao Mesy Tunnel ]
Jumpto |1 ™ | page 3 ™ | entries per page
PhaseZ Lacal Remote Remuote Tunnel .
MNa. M Stat Canfig.
" ams A Enci/AuthiGrp Group Group & ateway Test o

0 Tunneliz) Enabled

Add New Tunnel: Fri—&HHK VPN BIERE
FVR9416 n] L3242 ¢ Gateway to Gateway Tunnel B{f Client to Gateway Tunnel

] Tunneli=s) Defined

Gateway to Gateway:

DU VPN 4 i 42 248 4F 17 Gateway to Gateway (B 5%, VPN i
FRA9E% Internet FITAHLAK, & 18 4% T oBr g “Add Now™ [1)5, H%AEE&%I@J Gateway to Gateway i
E..

W2 2 5 VPN % 70 ) iE e 4
Hf

REMOTE:
VPN Device
| o INTERNET “m"
- = ‘
5 g - i
LOCAL: Gateway to Gateway
VPN Device

Client to Gateway:

PLF B9 VPN 48 %3543 29345 72 Client to Gateway #530BE15, VPN Ml il i# 4% 4 — & PC LL A —4 VPN % fi#% 7>

BB AY LAY RS Internet FTAR K, B

4 FopigAdd Now” 155, ¥ & H 5 5] 5 Client

5T 75 F1 > H 96 Tl
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& Hf L.

CLIENT
(Mobile Users)

= INTERNET
-

-

.

LOCAL: Client to Gateway
VPN Device

DL R hdt 5P Tunnel Status” VPN 33 H i IR BB (e B,

Page: Previous page,  f#&u[LL#% F _L—H ( Previous page)si —H (Next page) % &l Bk 215

Next page, Jump to  AHESF 1) VPN 38 3 1 _E, o4 1 m] LBt A — T BE R I K,

page / pages and entries . 7 4 i 47 VPN iR 1, 41(3, 5, 10, 20, All)..

per page

Tunnel No: HIEHOE FYR9416 N2 VPN T BERy, S gt 1 250 E (1 Tunnel i
TE 4k, 5 2 ] S 4% 200 4% VPN JEIE R (Gateway To Gateway 1§
Client To Gateway.

Status: TR BB C AR A UJ-Connected, T i i 4 flf-Hostname

Resolution Failed, Resolving Hostname LA A% 2543 i H&-Waiting for
Connection %5 % all, #7 2 i ¥ #7184 T H)-Manual &€ IPSec i,

PR B & BN F-B)-Manual 7% 2 B238 A IR L I 7 Bl 53 e T RE IR REAK
"
Name: H T VPN il 342 4 05, in XXX Office, dtam a8 2 —1f L 1w

M T e PRl A5 0 of5 A {13 42 A A sl 2 AN ], L S ke i

Note: il i 44 Ff 4 2 18 75 ZLEE HAD VPN 334 (IF FVR9416)H,
LU R I T 42 R B S ity 2 A () 44 RS0 AN L
A N A g A B

Phase2 B N % (DES/3DES) L I B 3% (MD5/SHAL) L K A 4H Group

Encrypt/Auth/Group: (1/2/5) 2 e ik,
IR T B (Manual)i%E IPSec (IS, A I A &8s Phase 2
DH F£4H

Local Group: I 2 BE R A T 5 45550 () VPN iR 2 4 BEAH X

Remote Group: WA B RIE I VPN Btk e el ik e

Remote Gateway: I AR T AR B v VPN B IR Y 1P A7 8 5% e 2 o Y] VPN
%t 28 2 $HAME T 1P 47 E B Domain Name %%

Tunnel Test: AT DA% s -Connect 2 B ats G I 3 150K B8 Mt & R & 56
AN

Configure: e SR AL S E-Edit LUK Mk

BY 76 F1 o H 96 |l



(J
€+

CIND

wyour future life

FVR9416 SME Firewall/VPN Router

Tunnel(s) Enable and
Tunnel(s) Defined:

AR N A S Edit, R e R S IR B T DB K
it 2R R R rosE I B Mo i3 e
Al

TR I 2 5 B RC (Tunnel(s) Enable) DA M3 18 /2 75 £ &€
€ #(Tunnel(s) Defined)..

Tk
S

GroupVPN Status: #f41 VPN j{REB&EI/R
i IR NG 3 8 BEAL VPN B0 (GroupVPNSs), BLHAREUR H & AL VPN(GroupVPNSs) iR RE.

- GroupVPN Status

Connected
Tunnels

Group Hame

Group ID Name:
Connected Tunnels:

Phase2
Encrypt/Auth/Group:

Local Group:

Remote Client:

Remote Clients Status:

Tunnel Test:

Config:

Group VPN Connection List

Group Mame

Phasez . Femote Tunnel .
Local & Remote Client Config.
EnciauthiGp oo o oHF Emate FUEM O tlient Status Test e

FI B35 52 ik GroupVPNs i 1443 44 7.
A IEEE R O THE Y VPNGroups JlijiE.

IR N % (DES/3DES) LA I B 3% (MD5/SHAL) L K ¥ 4H Group
(L/2/5) 5wk e ik,

iR IEIE T H)(Manual)i% & IPSec HIEE, A A € 8E7R Phase 2
DH #f4H

I 2 B A M [ ek s RO R AHL VPN BB 2 A R R

AR It GroupVPNLIzE 5 ] VPN ik 2 e TEa e

T N 2 % A % (Detail_List) #45H, M &8s E 2 A BE,
£, 5 BE4H A% W5 (Group Name),IPA7E (1P Address) LA K itk

i [ 74 I
A DL T 4 SH-Connect 2 Bt I T8 PR 58, U5 RHs o 508
JRUEARRE E.

R R, 2 TE H A giE-Edit LK I T

E PR AR Edit | R R R G 10 B ST LU G
PR . PR N R R I BT
(1) 25 2 65 R e T 5.

[ Fefresh ][Close]

IP address Connection Time (seconds)

5T 77 F1 o H 96 Tl
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Add New Tunnel Fi8—4i& VPN i

Gateway to Gateway-VPN 18235} 18 22 1% 2

BIBLLT R E 0 AT LAEEM & FVR9416 2 [HIZ & VPN EiE

Tunnel No.: HREGE FVR9416 N2 VPN gy G5 I8 8 EEOE M Tunnel il
TE 4 5%, FVRO416 1] 37 $% ¢ = 200VPN il i 7%

Interface: AT LGSR PR — 3 A Thi o7 AN b VPN T8 38 1) BTG, — BHAR 1Y FE R
WAN i 345 PUAE WAN1~4 A {E 25 VPN 58 148

Tunnel Name: E5E I 42 44 R, G XXX Office, s 8 2 — 8 LA _E il s

S [RIRE 795 AR 58 LA 44 A A1 e A AN [R], LU S T i

Note: s 4 M4 e S 2 AL VPN 3 #5(E FYR9416)HE,
A S A I T 42 G T B s ity 2% AT () 44 A A R, I T

o NER SR B .
Enable: 7)1 Enable #IH, ¥t VPN ilIE k. 6IH H 2 Ha% 218 Eanble,
B RO SO AR, T DA PR A RO 8 S R T
Tunnel Mo, |17
Tunnel Mame

Interface | WWANMT

Enable

5T 78 F1 > H 96 Tl
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Local Group Setup:

Local Security Gateway
Type:

& i A R A AR R X LG8 2y ) A

IP Only-JUAE ] 1P A 2 5%

IP + Domain Name(FQDN) Authentication,-1P+4H ) it 5 W 4% 7 75
IP + E-mail Addr.(USER FQDN) Authentication,-IP+ % T E
Dynamic IP + Domain Name(FQDN) Authentication,-B}f& IP {7 &
+4H Ty RE AR AL R A

Dynamic IP + E-mail Addr.(USER FQDN) Authentication. & IP
P+ A4

I B 30 vy ) 00 2 A B AH R 2 (Local Security Gateway Type )Y

3B 21 BT o i P i ] 3 22 4 A AH R 2 ( Remote Security

Gateway Type)Z fEA ).

(1) IP Only: #1&1545 1P Only T REIES, H AT [ e AL 1P A7 E v] LA
I, A/ 1% FVR9416 (1 WAN P 47 & 3 & [ B R 28
N SEAS TR B AT RRANR 2.

Local Security Gateway Type | IP Only w

Paddress [192 168 |5 |e8

(2) IP + Domain Name(FQDN) Authentication: #7518 {E IP
+ 48 ) BE 5 Y52 A 20 T8 ), i N T T o ) A4 ) e B M A4
FRLL K P 47 E R 1% FVRO416 (1] WAN 1P {7 & i & [ S A 8
FEME N BT EAE AT RSN 2. FQDN 248 4844 A% LU K 4
DIRe S A AR I &5 & 2B AR TR Internet En] DLERRR 1 3], 40
vpn.server.com.tt 1P v LA K A8 3y fi 55 W 42 i A8 A0 25 B 0t v (1)
VPN 224> ]38 % e 1 B AH [A] 4] LA I R4z

Local Security Gateweay Type | IP + Domain Mame(FQDR) Authenticstion w

Damain Mame

IPaddress 192 [1gg8 |5 =

(3) IP + E-mail Addr.(USER FQDN) Authentication: #5#8 8 IP £7 & 1N
ARG, RATEC AL IP A7 E DL TR B
A DAAEU I TE S8 1% FVR9416 [¥] WAN IP A7 & & H B A
BLE A N SN TG A AT BHANRE.

Local Security Gatevway Type | 1P+ E-mail Addr [USER FQDN) Authentication b
E-mail address ]
IPaddress [192 168 |5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication: 7 &% H )
BB IP 7B R FVRO416 [Rf, 8 n] LIS RBIEE: VPN,
Ui (1) VPN [l 1 22K B FVR9416 {4 VPN HitkR:, FVR9416 i
AR BRI ELE VPN IS I, AR R L BB VPN,
SH A NA 1) BE AW A AR AR D T

5T 79 F1 > H 96 Tl
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Local Security Gateweay Type | Dynamic IP + Domain MameFQONT Authentication b

Datnain Mame

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: #5 &
g 1P A7 B FVRO416 Ry, fn] LUt stk M e 4 VPN, fif
AN 1P A7 B, 5 i) VPN [ IE 2k Bl FVR9416 1E %
VPN ik, FVRO416 & Bl af 5 ve 0 [F] ekt VPN JE iE g, 47
s E R R R VPN, G I T RRRE 2 E-Mail A7 & 24
I

Local Security Gatevway Type | Dynamic P+ E-mail Addr (USER FQDMN) Authertication s

E-mail address @

Local Security Group i 2 i AN it 3 ) VPN B 22 A A RSEE , LA A R B A A 3t
Type A% o 3 R ) LR i S B M T 22 M

(1) 1P Address
I B S 2 SuRr Ut VPN JE TE AR, AT N 1P A7 R A b i
B T LGB
Local Security Group Type | P L
IP address |192 168 mi| o

PL IR 22 2wy I VPN Gl %42, 1 192.168.1.0~255 [1]
DA B 1P A7 30 1 0 B S mT DA

(Z)Eﬁgiéby#zzﬁfﬁ#ﬂkt VPN HIE AR, 5 — & T IR B At T
] AHSHE.
Local Security Group Type | Subnet W
IP address |192 168 mi o
Subnet Mask |255 | 255 |255 192

DL R 255 205 Ik VPN JEIE B k%1%, A7 192.168.1.0, 144 4% it
¥ 7%y 255.255.255.192 LAY B R nT DLBL I 5 VPN A%

Remote Group Setup: #HFZ %% VPN ZAl7EE

Remote Security i 2 ATRAILROE A TR A B BSR40 i) Ay
Gateway Type: IP Only-J U] IP 1 Ayt it

IP + Domain Name(FQDN) Authentication,-IP+4H ) i 5 i 44 5 75
IP + E-mail Addr.(USER FQDN) Authentication,-IP+ % T E
Dynamic IP + Domain Name(FQDN) Authentication,-B}f& IP {7 &
+4 T RESE R4 TR AR

Dynamic IP + E-mail Addr.(USER FQDN) Authentication. & IP
P+ A4
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I B da s D 0 22 A EAH R 2 ( Remote Security Gateway Type)
PR 8 00 20 B o ity (1 30 i ) 22 4 AR 22 ( Local Security
Gateway Type)Zi BEAH ).

(1) IP Only: Fif1%3% \P Only FURE[5E, AT [ e A L 1P A7 & vl LA

eI IE,
Remate Security Gatesvay Type | 1P Only b
P addres=s b

el FH A AR 2 & T 10 IP address, I n] LLZ @49 T fig 5% 5

4 fiAid% DNS Resolve Ak DNS % IP address.ilf H.7E#% &

SERAZAE Summary (1) i [ T8 R T 27 AT EHER) 1P address.
Remote Security Gateweay Type | IP Only hd

I by DNE Resolved

(2) IP + Domain Name(FQDN) Authentication:#7 5% P
+A D) R S A4 AR T BBV SN 1P A B DL S B B s 1A Dh e
UL TG FQDN JEfR FHEAA R LL LA D) Re S8 04 TR AR I 45 AT
FH 20 DA N — (8755 & FQDN ¥ 48 T i 55 850 4% R AR B mT Lok 1P 7
DL 48 Th e S8 4% R AR 06 ZH BRI 0 (1) VPN 22 4 [ T8 4 230 58 TR REAH
[ A4 1] DA IE Az,

Remate Security Gateway Type | IP + Domain Mame(FQDMN) Authentication b
IP address w
Domain Mame
T ] ARBE R 1 1P address, JIl n] LUz it 48 1) i 55 Wi 44 R
FiiE% DNS Resolve ## DNS # i IP address. A9 1) RE 555 44
TR L ZHAFAE Internet b n] LA S 16 21010 H 7R 5% € 5 LR 7R
Summary (135 i [ 18 N 10 3 B AR ER IP address.
Remote Security Gateway Type | IP + Domain Mame(FQDMN) Authertication e
IP by DMNS Resolved |

DarmEin Mame

(3) IP + E-mail Addr.(USER FQDN) Authentication: ##&i%# IP
AN B IR RIS, R AT EDE AL (P A7 DL 1

PR E AT LA B
Remote Security Gateweay Type | IP + E-mail &cddr [USER FQDM) &uthertication b
IP address b
E-mail address @

AT RBEAE I %7 (1) IP address, JIf il DI I 49 ) R 5481
£ FHiRiEii% DNS Resolve 22§ DNS #iligk IP address.\f HAE3 ¢
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SERARAE Summary (15 i [ 8 R T 27 AR EHE IP address.

Remote Security Gatewway Type | IP + E-mail Addr (USER FODN) Authentication w
IP by DNS Resalved w

E-mail address @

(4) Dynamic IP + Domain Name(FQDN) Authentication: #7 & & ff
FHE)RE \P A7 B H e FVRO416 Ikp, f nf LUSE SR ) 58 1P A7 B0 b 5%
2 LA S48 T Re S U R AR I 45

Femote Security Gateweay Type | Dynamic IP + Domain Mame(FQDR) Authentication A

Damain Name

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: #
A ENRE 1P {7 B idE: FVRO416 I, #5n] LUsk % k7Y B iz
VPN, #1551 VPN 18 2k Bl FVR9416 1E%5 VPN kIR,
FVRO416 & BiI4A 566 0E 0 e VPN JEE A, S A 37 35
PERREEE] E-Mail A7 B 254 A7

Remote Security Gateswvay Type | Dynamic [P+ E-mail Addr (USER FQDN) Authentication

E-mail address @

Remote Security Group 1 2k e A b & 18 1K) VPN IS 22 TG e, LA R A7 3808 R A 3
Type: [ it i A (1) B i IS P I 58 0 S 2 80
(1) IP Address
I BUEE 2 Fu R VPN A AR, S LA i A\ G 1P A AR A b iy 7 S
A AT
Rernote Security Group Type |IP hd

IP address |0 0 0 0

PL IR 22 2wy I VPN Gl %42, 1 192.168.1.0~255 [1]
DA B 1P A7 30 [ 0 B S mT DU

(2)Subnet
B ELUSE R AU VPN JETE BB, B — 6 T A B A s o G m]
DA, .
Rermote Security Group Type | Subnet W
IP address
Subnet Maslk 255 . |2585 .| 255 .10
DL E RS E 27 2y i VPN Gl g1, A 192.168.1.0, 749 1%

S 25 255.255.255.192 [ 4 B i rl DL Bzt VPN i
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IPSec Setup
P AEATAT IR BATAE DG, LEME VPN L TE 160 2 85% i DA ZH AR [R) A m DI (M 10 0 e, 0 R i R Hoin
HEREN IPSec B, AL IAMAR Z N 54 “key” . FVR9416 $24L T LU - n 54 F R Key

Management, 73 il 2 F- B (Manual ) L& IKE HEn# 8- IKE with Preshared Key (automatic) i~ [
IR

Key Management:

IPSec Setup

Kevying Mode | IKE with Preshared key |+
Phazel DH Group | Groupl &
Phasel Encryption  |DES  w
Phasel Authertication  |MDS  w
Phasel 54 Life Time | 25500 seconds
Perfect Forward Secrecy
Phase? DH Group | Grougl &
Phase2 Encryption |DES W
Phase2 Authentication | MD3 W
Phaze2 5S4 Life Time | 3600 seconds

Preshared Key

=)L

IKE with Preshared Key (automatic): I8 TE R 2 2 5 7% e Ik VPN i
T A P ] e o o, L R S R A X AR 0 2 R — A A HRR A, N R
U 22 W 20 B i (1) A $ R G 2 WO () ke 1 7 XA B8 Auto
(IKE)2 /& T8 Manual.5% i@ i AR E Wy ol s 4 Hoh — fisk e
%P,

Phasel/Phase2 DH Group:

A ISR TE ] DL $EER T Diffie-Hellman #£4H 7723 Group1(768 bits) E{
& Group2(1,024 bits)/Group5(1,536 bits).

Phasel/Phase2 Encryption:

I N AE IR TR E A e It VPN A A FH i e i 46 45 0 5 v R
I S B0 2 B it FR) % 2 B50AH [+

DES: 64-f7 o /l# i 3DES:.128-17 Ju i A,

Phasel/Phase2 Authentication:

BEBE R IR AR E ik VPN T A AT A B i AT, N0 B AR B
1 S B 20 B i FR) i 6 A5 2 BSOHH [

“MD5” [*SHA” .

Phasel SA Lifetime &g 2 b AC 5 % 1l (1) A5 R0 s ], 2R 408 TR 2%
28800 #5(8 /IMKF), A LA R F [ Y 1) VPN IBEEE, R 400 & Bl i i 2%
5[ 42, E B 1 AE Rl A 1 AT R 20 DA 42 4

Phase2 SA Lifetime % & 2 W AT B 15 145 200 KE ], R 47 TERRAE 2% 3600
TR /MR, A A R TN 1K) VPN B, R 00 6 1 Bl 10585 A 205 ]
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2, A BT A A (R AZ S s G AR £ 22 4.

kKeying Mode | Manual w
Incoming SPI

OQutgoing SPI

Encryption |DES w
Authentication  |MDS %
Encryption Key

Authentication Key

Manual: FEIH =

PR TR Manual (P5S, EHE A I RT s sl i b s A
T B AT A2 4R ( negotiation).

Manual T8l 7 Uik A2 Has i, i 2 i In 4 i “Encryption
KEY"LL A BB s i Authentication KEY” —ff, 1 n] ULt N\ B4 5k 12
SRS IR, R B0R & E B IRk 183 i N 1) AT B ST (P A F 3 il
F B VPN T 1 2 IR (14 A8 05l BRLI e e ol e 7 B A SC - 11
AT I e TN 23 I SCF A

Incoming &outgoing SPI: 4ME TR & Inbound SPI” AT T
Pl “Outbound SPI" A i I AR ZH B iy VPN 5% fhi 1 H2 IRF
ARTA] A LG Inbound SPI %5 £ 8 18 ZH7E i wi ¥ VPN & ffi 1
Outbound SPI 7% & AH [\ H 1M it A i (1) Outbound SPI &% 5E -,
05 BRI ¥ VPN 3511 Inbound SPI 5 A [A] 2 £

Advanced-(¥EPFE1E 2R - Rt H B 3R a8 (KE With Preshareed Key Only)
Advanced settings are Advance Mode(HE g /E¥£HER)
only for IKE with
Preshared Key mode of [] Lggressive Mode
IPSec.

|:| Campress (2uppott IP Payload Compression ProtocallPComp)
] Keep-tlive

Ll AH Hash Algorithm [ =MDS v

] MetBICE brosdosst

F Dead Peer Detection (DPDY Interval |10 seconds

75 FVR9416 [hHE B meE I H 1,70 il 32 255K Main Mode DA e
fe i Aggressive Mode, Main mode J& FVR9416 ) 7Hi% VPN 13
T LB R 22 B HoAth VPN R A iy 5 A [T 5 4
Aggressive mode K % Zyia iy (173 A PR A, A A FH B A8 1P JHLpeiRy, 2 1
Iz e,
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Compress:
i PRI IE H 238 R VPN B TE T FVR9416 (4% 1P R EATI BT
I 4E(IP Payload compression Protocol).

Keep-Alive:

TSP I H 2)5%, R 21 VPN G g FRAE ORFE LA VPN AN
BT, LA 22 2 70 2 ) e A R PR T A, A SR S 1P AL
"E ) i A .

AH Hash Algorithm:
AH (Authentication Header) 5% i % X, nli#E MD5/DSHA-1

NetBIOS Broadcast:

PSSR ILIA H /238, A0 VPN JEIE F &5 NetBIOS B #E 1 1E 14.,
7 B BOHK (1) 2R S AR % 5 R s 5 ) AR AR SR A FH it VPN LT 11
R R

Dead Peer Detection(DPD):

ISP M T /2 388, IR 1) VPN TE & 5 1917 865% HELLO/ACK &R
BB RIS T VPN I8 1 i A B A7 e 5 A — o B 4 )
FVR9416 & [ B4R, SR A% B2 B B4 H 5 ] LU 3% 45—k DPD
IS d 0 A8 [¥ Ry [, PHERAE 49 10 #D.

Client to Gateway

VPN FJ s 3 1 4% TR 2

37536 DL 1A% € s A A 50 T BAAE FH P s B v 6 FVR9416 2 [N — 14 VPN Al 31 v LUk R
—f VPN Gl TE A g2 S — 1% 7 B A (Tunnel) 85 2 —#F & F Bl (Group VPN). 5 i —H#E& P
JITASE P 0PI LR 450 {18 1) s 2o S P 2, B B R ) — MRl A — A2 5 B A5 11, LRI 40 5 P R JE.

In Tunnel condition-7E Tunnel KIfE¥:

Tunnel No.: BSEE FVR9416 NEE 2 VPN IJfehy, a2 8 3 e /Y Tunnel J8
TE A 5%, FVRO416 1] 37 $% 4571 200VPN i 7

Interface: S n] DUASESE MR — {18 T A7 B A A VPN T () BV, — B LG i YR
WAN ¥ 345 PUAE WAN1~4 AT E 2t VPN T80 1 i

Tunnel Name: S5 E I 3R 44 R, 4 XXX Office, i 8 2 —f L _E ()il %

S (KI5 AR 5 LA 44 A 1S A AN [ LU S T

Note: i 4 ffr S 7 77 2Bz Al VPN 3% 45 (3 FVR9416)F,
7 SO 0 AT T 44 R A B 7 i AT () 44 R N0 AN I 3T
4 N R 5 A B
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Enable: ’2Ji% Enable BEIF ik VPN JBIEBAR HLIHH 2 HRAHE) Eanble,

Local Group Setup:

AR SR T L R OB

Tunnel Ma. |1

Tuninel Marme
Interface |WWANT

Enakle

(5% Ssf iy A AH AR A TR A A o B S8, 7 o 25

IP Only- U] 1P 11 Ayt

IP + Domain Name(FQDN) Authentication,-|P+4H ) A 54 i 44 5 15
IP + E-mail Addr.(USER FQDN) Authentication,-IP+ & T~ Ef:
Dynamic IP + Domain Name(FQDN) Authentication,-Bf& IP i/ &
+4 T RE AR A R AR

Dynamic IP + E-mail Addr.(USER FQDN) Authentication. & IP
P+ A4

I B 30 vy ) 00 2 A BFAH R 2 (Local Security Gateway Type )Y
B 21 BT o iy (1) 3o i PR 3 22 HF 4H L€ ( Remote Security
Gateway Type)Z fEAH [F].

(1) IP Only: ##EEE |P Only B REIFES, HAT[EE A IP A7 & w] LA
FHUILIETE SR 1% FVRO416 (1 WAN IP {7 B ¥ & [ B LR 25 b
W IEA TR EA AT RRANRE .

Local Security Gateway Type | P Only b

IPaddress 192|168 |5 Jes

(2) IP + Domain Name(FQDN) Authentication:#7 & IP

-+ 1) e 55 B AL AT 28 8 ) 5, S i N S T B 1 4 D e SR A TR A L
J2 \P {3 AR1% FVRO416 [ WAN 1P {07 5k & [ BN I B A5k 1Y,
IEA T EAEMEAT RN E . FQDN S48 0 44 Ff DL A Th e S 90 44 il
TR &5 A WO ZEAEEY Internet _ERT LA S 2, 41 vpn.server.com.
I 1P A7 LK A8 1) e 5 A4 R 6 ZH B it v (1) VPN 22 4 [ 3 4 %
TREAH [R] A ] L IE fe i 4.

Laocal Zecurity Gateweay Type | IP + Domain Mame(FQDR) Authenticstion

Damain Mame

IPaddress 192 168 |8 Jes

(3) IP + E-mail Addr.(USER FQDN) Authentication: #7#Xi%% IP
PrEIN L PR RE A, A e N 1P A B DA T B
Bl IAFBUIE I, 281 FVR9416 (1) WAN IP A7 & ¥ & E B 8
ZMG N A TR BEA AT RSN T
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Local Security Gstewway Type | 1P+ E-mail Addr [USER FQDN) Authentication hd
E-mail address @
Faddress [192 B8 |5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication:
e (B BN R 1P A7 B FVRO416 IRy, 5 n] LLgESsE 70 fk ji 4
VPN, &) VPN FEEZOKE FVR9416 1EZ4s VPN IEiBER,
FVRO416 €& BaABawsr I VPN W IE Bk, 77 st b n
eI VPN, A i A\ A D) fie 55 W 4 R A R ]

Local Security Gateweay Type | Dynamic IP + Domain MameFQONT Authentication b

Datnain Mame

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: #7
SEEAE I EhRE 1P {7 B idE: FVRO416 Iy, #5n] LISEIE I 7Y Rk il bz
VPN, fifi ] 3 A Db iy N 1P A B 3 Js i ) VPN [ i 2 ok B
FVR9416 {4 VPN Hitki:, FVRO416 i B 4 Bis it [n] e it
VPN JEE A, A7 108 T BB VPN, S i N B 1 B aR R B
E-Mail 7 & 7 kg Ml 7 B mJ

Local Security Gatevway Type | Dynamic P+ E-mail Addr (USER FQDMN) Authertication s

E-mail address @

Local Security Gateway 1 i g A b i 183 ) VPN HSiA 22 A BEAH R 2, LA A 2608 B iR A b
Type: it Jo i i A P S i O 1 R T O 2 M
(1)IP Address
IS5 A FU T VPN AR, FUA T A 1P F ) A i K T
A,

Local Security Group Type | P L

IP address |192 168 mi| o

PL R 2% 2wy I VPN D %42, i 192.168.1.0~255 [1]
DEAN B 1P A7 30 ) 1 R S mT DU .

Ekzlj)gézﬁg%eftt%#ﬁt VPN HIE AR, 5 — 6 T A B A b i 7 A R
L.
Local Security Group Type |Subnet W
IP address (192 168 Bl 1n
Subnet Mask |255 .| 255 .| 255 192

PLERREE 2% Ak it VPN TS 4%, AT 192.168.1.0, 148 i
¥ 74 255.255.255.192 )48 B T DL A iy VPN iR B2 25 7o
2t VPN T RS, U NI (P A E S A S5 TR I RS DA
&
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Remote Client Setup: #FH /7 i i

Remote Client:

ot gy FH 7 i o A TR R AR A B A8 1 4 ) 2

IP Only-JUAE ] 1P A 2 5%

IP + Domain Name(FQDN) Authentication,-1P+4HI)) it 5 W 4% 7 75
IP + E-mail Addr.(USER FQDN) Authentication,-IP+ % T E
Dynamic IP + Domain Name(FQDN) Authentication,-B}f& IP {7 &
+4H Ty RE AR AL R A

Dynamic IP + E-mail Addr.(USER FQDN) Authentication. & IP
P+ A4

1M S ity 3t i RT3 22 4= A AHEOE ( RemoteSecurity Gateway Type)
TR 38 0 R o i )30 i ) 22 A B AH R € ( Local Security
Gateway Type)Z fEA{[].

(1) IP Only: #3545 1P Only BURE RS, A [ e AL 1P A7 & nl LA
FEHUIIEE,
Remaote Security Gatewway Type | 1P Only v

IP adddress b

A EAE R ANBE A P 1K) 1P address, Jil mT DLIZ i 44 1) g 5 5
£ FEFGI44% DNS Resolve ¢ DNS #% IP address.ilf H7Es @
SERARAE Summary R i RN TS HAH SR 1P address.
Remate Securtty Gateway Type | IP Only w

IP by DME Resolved

(2) IP + Domain Name(FQDN) Authentication: 37 #5i# % IP
+4H T RESA R4S R AR YRR (5T, S BN |P A7 DL A& P B e I A i g
SR R AR 4R4EFQDN 45 T HEAL A5 LS4 Ty fie 58 44 i AV 11 4
& A8 AT LA N — {5 & FQDN [AI4H h BE 52 W5 44 R R B Al ot 1P
A DAL A T e SR AL R AR 2R B i i (1) VPN 224 R 2 i e 2
SEAH [A) A AT LA IE gz
Remate Security Gateway Type | IP + Domain Mame(FQDMN) Authentication b
IP address w
Domain Mame
5 A0 ) 4 ARG 1P address, BT LA AR Th A W 44 B
Wi i# 1% DNS Resolve #%K DNS 5% IP address. L4 L g5 H 4

P FB L ZHA7AE Internet b n] DU 5 19 2100 H 75 3% 2 56 AR 7
Summary ()3 i [F3E T 1 E BhE7 AT E 1P address.

Remote Security Gateway Type | IP + Domain Mame(FGDOMN) Authertication hd
IP by DMNS Resolved |w

Darmain Mame

(3) IP + E-mail Addr.(USER FQDN) Authentication: #7#Xi%% IP
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ArE N EAE BRI RS, PATREE AL 1P E DL T B

PEALE AT DUAF IO T
Remote Security Gateweay Type | IP + E-mail &cddr [USER FQDM) &uthertication b
IP address b
E-mail address @

AT T ABER I 2 7 1 1P address, BI w] DL i 4 T fE 558y
BRI DNS Resolve 265#% DNS )4 IP address. I HAE##% &
SERABAE Summary (1 s [F 18 R T SR AR EHER 1P address.

Remote Security Gatewway Type | IP + E-mail Addr (USER FODN) Authentication w
IP by DNS Resalved w

E-mail address @

(4) Dynamic IP + Domain Name(FQDN) Authentication: ¥ 2 &1l
FHEHRE 1P £ B FVR9416 IRy, 8 n] DL E)RE 1P A7 & N b 3-8
HRELL S A T RE SRS A R R IR 45 5

Remate Security Gatesvay Type | Dynamic [P + Domain Mame(FGQDMN) Authertication b

Domain Mame

(5) Dynamic IP + E-mail Addr.(USER FQDN) Authentication: #7
SEEAEFBIRE 1P {7 B FVRO416 Wy, f8n] LIS e A8
VPN, i 5 ¥ VPN FEE 2K EL FVR9416 1E % VPN Hit T,
FVRO416 & bl 4 Bass I ek VPN B s iR, S5 &1 B
PFERFEE] E-Mail A7 B 25 A% A7 o

Remate Security Gatevvay Type | Dynamic [P+ E-mail Addr (USER FQDM) Authentication %

E-mail address @

IPSec Setup

AT I RIAA RIS, LE R VPN I R0 2 M 0 28 ZEAH [) A R DK Sl 3 e 42 i 20k oo
AEHER IPSec o, i ILIRAMRG A 0% 2 58 “key” . FVRO416 $4L T LU i i 2 & #7012 F )
(Manual ) Bl IKE H#n# - IKE with Preshared Key (automatic) K & fr ..
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Key Management: FAE T RUR R B, 20 0l & T Ei(Manual ) Lk IKE HE)
nEERE - IKE with Preshared Key (automatic)
IPSec Setup

Keying Moce | IKE with Preshared key |
Phazel DH Group | Groupl | »
Phasel Encryption  |DES W
Phasel Authentication  |MDa W

Phazel SA Life Time | 28500 seconds

Perfect Forward Secrecy
Phase2 DH Group | Groug]
Phaze2 Encryption |DES W
Phase2 Authentication | MD3 W
Phaze2 A Life Time | 3600 seconds

Preshared Key

IKE with Preshared Key (automatic): A Auto (IKE), T8 .00 286
AN MG “Pre-shared Key” R A7, 76 3 1 6 451 35 8 2
test, % ] LAy N B B S A HO3 R, R B0 & A B 1 i
PRV BT B S PR A 45 8 1 Sl VPN D T 2 PR 1) A 43 0 B By
FERA T, L BT B SO AT s Wl e v T N 23 (S0 A

T AME ] LIRS PFS(Perfect Forward Secrecy) LS A 2548 3 il ik
], # k PFS 38 IH 2) 3845, 5015 o AR i i VPN B2 842 VPN Client
WK PES ThHgBHRL

Phasel/Phase2 DH Group:

A I TE AT DL P2 ER T Diffie-Hellman #£4H 77 2% Groupl =iJ2
Group2/Groupb.

Phasel/Phase2 Encryption:

I 2% 358 T 5 2% s o St VPN SR A FH AR 6l o o A, 1 B v R
1 22 Wb 23 B3 i (14 110 2% 22 SOH ()

DES: 64-17 G I i 3DES:.128-{ Ju N & A5.

Phasel/Phase2 Authentication:

I B 2R T A AR It VPN S ol P v e B e 5 X N e R
1t 22 B0 2 B i (1) B A X, 22 AT [

“MD5"/“SHA" .

Phasel SA Lifetime &% & 44 AC #8114 R e ], 22 590 P AE 44
28800 F1(8 /INRE), A LA R ] N 1) VPN B, R &0 & H BRI 2%
WFFHI A%, 15 B0 1) A Rl At PR A2 9 2 il DA (2 4

Phase2 SA Lifetime & 2y AC #5811 250G ], R 478 TR RS 2%
3600 Fb(1 /NKR), A AT R RE T I 1) VPN A%, R 400 6 E BB AT 2%
WRF 1A%, 15 B0 14 A Rl At PR A2 9 2 il DA (2 4.

Manual
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kKeying Mode | Manual W
Incoming SPI

Qutgaoing SPI

Encryption |DES w
Authentication |MDS
Encryption Key

Authentication Key

Manual: FEjFZ

Fris T Manual (55, S 06 H 5T 0 s o, i 3 3 A 7
#8168 T 22 42 ( negotiation).

Manual 2 T8 5 25 e A I, A I 2 B 245 35 i “Encryption
KEY"DL K B s il Authentication KEY” i, 78 0 LLsigy A 87 52
SRS HR G, 2 0K B IR R A5 i N T BT B ST P A R il
H B R VPN I 2 R AT 0 G B s A ol e 7 W S 1)
AT HRE R e e vl N 23 B ST AL A

FHME T EEE Inbound  SPI” fAZ# H BL ) “Outbound SPI” 4
PR T R B iy VPN SR A IEL 2 IR AR [R]; A LT Inbound SPI
R 2 S b ZEAE IR U 1K) VPN R A 1) Outbound SPI % s # /] 7 £,
I A A HG 1) Outbound SPI &2 7 i A SAEBRAE I b 1) VPN B A
f) Inbound SPI &% 5E 7] 7 H3

Advanced- IKE Preshared Key Only (iR /E3EBER)- R L4440 ] B B30 #ss sisi =X A0

Advanced settings are Advance Mode(EFE{EEER)
only for IKE with

Preshared Key mode of [] Aggressive Mode
IPSec.

|:| Compress (Support IP Payload Compression ProtocallPComp)
] Keep-Alive

[l aHHash Algorithm | =MDS %

] MetBIOS broadoast

L] Desd Peer Detection (DPDY  Interyal (10 seconds

71 FVR9416 [ IH H b, 404 3 285K Main Mode LU it
et Aggressive Mode,Main mode & FVR9416 1) ¥ VPN 1£ 3
R T ELBR R 22 B0 2ol VPN 33 4 P sz 7 = 24 [ 5 4
Aggressive mode k2 %yt ity (1) 5% i PR, 40 A6 FHBH A8 1P I8 gy, 4 T
InagRIL e Ay i

Compress:
FISEE I IE H /A8, B VPN JEIE T FVR9416 S73% IP RUHALRE N
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IR 4E(IP Payload compression Protocol).

Keep-Alive:

ISR IL I H 2) 88 RTE B 1) VPN 8 & FrA (R Fr b 4% VPN BEEEA
‘éﬂfﬂlﬁﬁ ﬁtﬁﬂ%%?% v 3k i 7 Bt S A P T A Y, i A0 ] 1P AL
E P i P

AH Hash Algorithm:
AH (Authentication Header) it & 83tk 2, n] 1% MD5/DSHA-1

NetBIOS Broadcast:

FOIRIRICTH H 2) 3%, R 1) VPN Il IE o & 5 NetBIOS i % (i it
A By TATIOIR (1) ZR A i 5 0 5 1 402 45 By AEU2 AR SR A I VPN JE 3 )
= Rl [N

Dead Peer Detection(DPD):

PRI IE H A ’jﬁ,ﬁu HLEZ 1) VPN G JE H e e 0 HELLO/ACK Al
)| éﬁ@ﬂa/&u 5 VPN 18 (1) P s {75 A7 B AT AT A — o BT A )
FVR9416 & H @j%ﬁﬁﬁ SRAZ PN ISR A ] 5 T ui%};%ﬂk DPD
FHE. Jb 0, 00 4D R [, TS AL 4% 10 F5.

In Group VPN Condition: #E Group VPN K&

Group No.: 2 ] DL e Al Group VPN.
Interface: T nT LSRRI — {18 A7 AR 1 VPN ﬁLH’J’Eﬁ B —BAAGIR THA
WAN i 247 DU () WANL~4 m]{E 25k VPN I8 3E (146
Group Name: R IO T 3 4 44 A, XXX Office, it i A3 8 A5 —(F LA b ¥yl i 2%
SE TRV Rl 55 A Ak — IR 00 30 42 AR AR A AN TR), LA S T
Note: il 4 f 47 e 18 75 EE LA VPN 3% #5 (3F FVR9416)H,

fi— %"Wﬁiﬁmiﬁtﬁﬁﬁiﬁ%&éﬁiih iy A A 1) 4 A Al 8, b T 1
A e MER B B R

Enable: ‘zJi% Enable EIH # G VPN IS B, I H 2 T A k) Eanble,
B RO SO AR T L P P A IR A R
Tunnel Mo, |1
Tunnel Marme

Irterface |WVWANT

Enakle

Local Group Setup: U 28 5 A Hb R 350 () VPN ﬁ**&ﬁéﬁﬁﬁiﬁﬁ,uTﬁﬂ%{I%%E’:\Zl—(f@
Local Security Group M s F) 0 5 i S S 452 10 1500 o 22 B
Type: (1)|P Address
PR HEZE 2 feir i VPN B BREAR, FUA I I 1P A AR A b s o i
AT,
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Local Security Group Type | P L
IP address |192 168 mi| o

PL IR 22 2w I VPN Gl %42, 1 192.168.1.0~255 [1]
DA B 1P A7 30 1 0 B S mT DU .

(Z)Suﬁigz%%ﬁ%%t VPN I B, 5 — & T A B A i TR
ST LU
Local Security Group Type | Subnet | w
IP address (192 . |168 Bl 1n
Subnet Mask |255 255 |255 |1z

DL F [R5 25 2yt VPN 3 T8 k4%, A 192.168.1.0, 744
%308 ¥5 2y 255.255.255.192 [ LA B A I ) DL B ist v VPN Bk

Remote Client Setup: #F2H )7 i
Remote Client: BT 7 G AT — R AR AR B SIS 1 40 i) A
Domain Name(FQDN),-4¥ 1) fig 558 44 F% 7%
E-mail Address(USER FQDN),- & B4 7%
Microsoft XP/2000 VPN Client,- ik XP/2000 VPN /7 it
(1) Domain Name(FQDN):
A ISR PR A Ty R SR S A% R R 2R BB (1), 5 i N S5 P s 1) 48 D e S 4
FFG.FQDN & 45 EHEA B LU A D g S8 SO0 AR AR IR 5 5, R ZH A AT
S Internet _ErJ LA EAI S, 1 vpn.server.com. A 1) BE 5 8 4 7
W ZE B 5 o 19 30T it i 5 250 A [) A 1T LA I R 42
FRemote Client Cramain Mamel P s
Dromain Hame
(2) E-mail Addr.(USER FQDN):
IR B T I B ES, A e SN AL T DA
I3 TE
Eemote Cliert | E-mail Address(USER FQDM)  »

E-tnail address o]

(3) Microsoft XP/2000 VPN Client:

A ISR XP/2000 VPN 1= i 784 R 1 5, S AN AR IEAT B
.

Femate Cliert | Microzoft XP/2000 YPM Cliert
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IPSec Setup

A S ATAT IR AR RS, L8 VPN 3 PR A0 25 B 0 2 AR [R) A R DK St G e 3 i 208 b i
AEAER) IPSec # iR, L BRAMRE A N 3 “key” . FVR9416 AL T DL URE I a4 BEAE R, 40 1 A F Bl
(Manual ) DL IKE F#)in##i:0- IKE with Preshared Key (automatic).7£i%4% Group VPN [115 .2 8k
H A T s [ 38 22 4> A B Remote Security Gateway Type FH{§ I EHREAT & IP FF Aggressive mode & H kK
), 47 F 8 Manual FixL.

Key Management: I g PR S IKE B B % 8- IKE with Preshared Key
(automatic).
Keving Mode:  IKE with Preshared key

FPhaze1 DH Group Sroupl W
Pha=se1 Encryption DE= b

FPhasel Authentication MDS

Pha=zel 5S4 Life Time |28500
Ferfect Forward Secrecy

FPhaze2 DH Group | Group]
Phaze2 Encryption | DES W
Phasze? Suthentication | MDS el
FPhasze2 5S4 Life Time  |3600

Preshared Hey

# Auto (IKE), JEIE 06 8 N —4LAZ #5572 “Pre-shared
Key” FIRRAT 76 0 0155 5 2 test, #5 v] DL A\ iy 52 S A8
PR, R GUR S 15 B85 S N A BT B ST (R AT P il 1 Bl
VPN I T 3 22 R 1) A0 46 ol Ly s R 1 e S5 B S PR A il
Bl 23 T4

P AMETT DL PFS(Perfect Forward Secrecy) LAME A 248 # il ik
T, 27 10K PFS 188 TH )88 4% 5C 9 59 A i i VPN S5 52 VPN Client
B PES ThASH .

Phasel/Phase2 DH Group:

R IGIEIE R] LU PR H Diffie-Hellman #4077 5 Groupl =l
Group2/Groupb.

Phasel/Phase2 Encryption:

BN 26 35 TH R 2 e VPN JE T8 Aol FH Ao Al i 23 1 X0, 0 B v e
I S22 W 25T B g PR 25 2 BOAH [+

DES: 64-f7 G in# i 3DES:.128-1 Jt i 15 5.
Phasel/Phase2 Authentication:

b B RE IR TR R A o I VPN JH I 13 ] el BB o, N i v
I 22 WS 2 B g 1) B e A 2 BBOAH [

“MD5” [“SHA” .

cile
%

i

N
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Phasel SA Lifetime #i& 2 AZ 3 G (14T 0Rs [, R 400 TR AR 2%
28800 F5(8 /INKF), A LA R RF ] P9 ) VPN IBEBE, R 400 & B3 Bh Ak i a 2%
W5 )42, Bl 1) 2 e A PR AT 45 2 il DA 22 4

Phase2 SA Lifetime & 2y M AC #5815 1) 73 2505 1], 2R 400 TR A 24
3600 F2(1 /M), A A R T IN 1K) VPN TR, R 458 & E BRI 2L
W5 42, B B 4 2E Rl H A PR A $5 6 i DA O 22 4

Advanced-IKE Preshareed Key Only

Advanced settings are
only for IKE with
Preshared Key mode of
IPSec.

PPTP
s Al A AR ST VPN 1

Advance Mode: (HEFE1E )

Advanced

Aggressive Mode
Compress (Support IP Payload Compression Protocol{PComp))
Keep-Alive

AH Hash &lgorithm [MDS

ooogono

MetBIOS broadcast

7F FVR9416 [k B 3% & 18 H o, 4> 514 Main Mode A& Aggressive.
i3, Main mode J&: FVR9416 [ 7% VPN 1E 3 iy HLBL K 2 8 L
il VPN 355 A Rz 77 XA AR ) 53 4 Aggressive mode k2 Ayl viig
(PR A BR A, an A FH B 08 1P LBz IRE, 4 T I I 22 A A p ) A e 2
Group VPN ¥, Aggressive mode & H & RE).

Compress:
PRI IH H )38 N2 ) VPN i 1 FVR9416 Sz IP R UMY RE (1Y
B 45 (1P Payload compression Protocol).

Keep-Alive:

AR IA H 238, Q2 1) VPN IE & RRAL IR R VPN BEREA
T, A 22 2800 2 ) i T2 S RS P e AR, A AR S 1P £
B P g

AH Hash Algorithm:

AH (Authentication Header) Bt s dt % X, 1T 188 4% MD5/DSHA-1

NetBIOS Broadcast:

ISR ILIE H 2) 88, RE B2 (1) VPN G TE & i NetBIOS i # 1 Cid it
A B A TR () FR T4 i 5 A0 S5 5 By AR AR SR R A I VPN S )
L K

TE BRI BT T i 7 LA 2 IPSec 17 7E [RIFkHE, FVR9416 #2748

Window XP/2000 1] PPTP &%} &h i i toh a , sea ity 4 FH MR AR o2 4 37 VPN i,
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Sitemap

VPN => PPTP

Enable PPTP Server

Advanced Setting
VPN

= PFPTP IP Address Range

P

Range Start : 192.168.1.
Range End:  192.168.1. 209

User Name : l:l

Confirm Hew Password : l:l

Add to list
Celete selected users
e Connection List
User Hame Remote Address PPTP IP Address

Enable PPTP Server: T AE s IR WD ] DARCED BB BB 1 PPTP fa) I .

PPTP IP Address Range:  :5ififi it PPTP [P Ao b1k it B3 [3 , JL F F i B 40t it (0468 ) 2 — 118
AN A B N D IR AN 4G #I [ Range Start:&i 71 /2 —
iy N i A\ &5 R 80 [ Range End: &0 s/ — R BN B

User Name: L P 2T 203 S S P 2 1K) 5 7, 85 il N ASE P = 42 i B 8, B2 330 3 )
JR s AR

New Password s A N T i S T 5 £ 44

Confirm New Password: 5 2 i A 3 i 4 207 RO 5 25 1l

Add to list: T B 5 i N (DR S B Bl
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Delete selected User: 00 2 B RO

Connection List: BN HVEH] PPTP ] JIj 4 3 38 PR A5 AR B 3 A

User Name: I s A i A5 4 4

Remote Address: T s S AR R B A 2 1 1P AL

PPTP IP Address: T AR Ui PPTP fal A 16 1P 7

Refresh: 5 B kA% S Refresh 7 R HT 2 1

Apply: R B S Apply” B & (5 A7 A T2 B IR 16 2GR e I AR 28
Cancel R M Az S Cancel” I & BRI 4" I S B 1K) 18 LR e N A 28 (L

WA Apply Tl A7 ENEZ AT A S %K

VPN Pass Through -VPN #Ei#

{ Advanced Setting IPSec Pass Through : @ Enable O Disable

_ PPTP Pass Through : (3 Enable O Disable

- - T T 9 el © et
Port Management

VPN

VPN => VPN Pass Through

[ VPN Pass Through ]

IPSec Pass Through: Fi L% Enable (155, R uiF PC uiifii ] VPN- IPSec B 5%
FVR9416 LA ELANMA VPN A i
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PPTP Pass Through:

L2TP Pass Through:

PR Enable (955, 1 22 PC 3i{di Fl VPN-PPTP 40535
FVR9416 LL{H BLARH VPN 35 i ik

T Enable 55, I o7 PC i I VPN-L2TP :H40.%555%
FVR9416 LL{# BLART VPN R i

Log Hi&

System Log-&%i H&

Log => System Log @

Advanced Setting & Syslog
D Enable Sysloy
Syslog Server: 0.0.00 [Mame or IP Address)
Port Management
o E-mail
[C] Enable E-Msil Aert
erfi i.l_:l_g _ Mail Server: | | (Mame or IP Address)
Stafistic Send E-mailte | | (E-mail Address)
Lo Gueue Length: |'.’-:3 | entries

Log Time Threshold: | (18] mintes

E-mail Log hlaw

FVR9416 ##i H w5 (System Log)$efit —Ffi 356 IH H , 43 Jill #4- Syslog, E-mail and Log Setting.

Syslog F# Hiat
Enable Syslog:

Syslog Server:

7t IR IR R ()55, Syslog ThHEAS kB kil

FVR9416 #2fL T 5N Syslog frl st R A AN fE. Syslog %%
— I T EREYEE A e A A b B REREIECA B 1) R AN
FVR9416 [1] Syslog #&fit T & ®1f b It ik sle 517 & (source IP
Address)Ei [ i (destination IP Address){ &, A4 59%(Port
Number) LA & T BE(IP service), Bt N\ Syslog i il % 4 #8 52 1P A7
B Syslog Server” [ AHAT IA.
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E-mail
Enable E-Mail Alert: e ML I AR )5S, v T B R (E-Mail Alert) & ik BH L
Mail Server HIEATEITA T Log i F EAFHnT LLAT HH R 5E, 5 A b N\ 1 B
fi Hle 2 ¥ 44 A B AL 1P 47 F, 41 mail.abc.com
Send E-mail To: I A€ Log Wit N a1 B HE 44, it abc@mail.abc.com
Log Queue Length H#] Log entries #iH:, RETTHK Ay 50 {i entries. & FiZ ¥
(entries): Hr,FVR9416 & H#) Mail f21i% Log.
Log Time Threshold H AT 0% Log [HIBRINE [H], RAETHRR 4 10 4088, 5 3152 BEIRE i)
(minutes): IRr,FVR9416 K& H ) Mail 41Xt Log.
FVR9416 & 84 entries Bl [ B R e — {8 2 80k
P32, Mail 213% Log FRUE 4 & HE .
E-mail Log Now: TV PR T DL P T AT 19 Log,

Log Setting F#HstE

- Log Setting

Alert Log
O Syvn Flooding Or Spoofing [ vvim Muke
] Ping Of Death Unautharized Login Attempt

General Log

System Error Messages D Derny Policies D Allovy Policies
Configurstion Changes Authorized Login
[ “iewy System Log ] [ Outgoing Log Takle ] [ Incoming Log Takle ] [ Clear Log Mo

you feiture tife

Alert Log-BEFREEEMNE
FVR9416 4 7% LRI iy 28 3U8, s L 34T 2 2538 Bl ml . Syn Flooding, IP Spoofing, Win Nuke, Ping of Death /

Unauthorized Login Attempt.

Syn Flooding: It will cause servers to stop responding to requests of opening new
connections with clients

IP Spoofing: It is used to gain unauthorized access to PCs.
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Win Nuke: It will affect the Microsoft Window 95 operating system.
Ping of Death: It will generate crashes, auto reboot and cause damages to your
systems by sending a ping of a certain sizes from a remote
machine.
Unauthorized Login It will capture logs whenever an unsuccessful login attempt
Attempt: happens.

General Log — &S HE &

FVRO416 #2410 & LR 1) — M & oy 25 5l B, 8 S 4T A B2 R nT . & &0 8 5% AHUEL (System Error
Messages), 8 [11E5(Deny Policies), i (1B (Allow Policies), 49 E iy & #f(Content Filtering), Data
Inspection, & A& (Authorized Login), #% & %% & (Configuration Changes).

AT PUEH B4R L2530 Log WYH&EH, 2 RIA0RIN T

View System Log: Mz FE R&¢ HREMH, LA RN 7510 LUR FVR9416 43 FREH, fL & 42 i8-ALL, RS
sE-System Log, #A#H HEE-Outgoing Log, #HHE#E A HEE-Incominglog PA K rEIERATE HEE
Clear Long Now. %1 & i

a system log - Microsoft Internet Explorer [Tl E| &l
”~
System Log
Current Time:  Fri Aug 27 08:15:37 2004 ALL v || _Refresh | [ Clear |[Closs | L
Time Event-Type Message
Aug 27 05:03:15 2004 Systemn Log 192168.5.70 login attempt
Aug 27 05:03:.09 2004 System Log 192168.5.70 login

Outgoing Log Table: #F Wi PC it Internet ¥ R &6 H 5E, 0 H 58 A Y548 2% A7 (LAN IP), H [1y3hA7
& (Destination URL/IP) LA BT FH (138 SR #5 45 1 (Port Number) B & (Type) 445 B 4 K & Fr .

a Outgoing Log Table - Microsoft Internet Explorer

Outgoing Log Table

Time Event-Type Vessage

Incoming Log Table: &G 4MTHEAN FVRO416 [Ij JOf i Z st €0 H B, b H 58 A I8 /M5 2 Y 44 % 17 & (Source
IP Address), H A7 & Bl sl 12 5% (Destination Port Number)45 & &), 1 K & frox.
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a Incoming Log Table - Microsoft Internet Explorer

Incoming Log Table

| Time | Event-Type Message |

Clear Log Now: 3% 2 & kR rH H il FVR9416 (1) Log AH [ & &l

System Statistics R&UIRRERIRE B 4%

Sitemap

Log == System Statistic

Mext page ==
Interface LAN DMz WAN1 WAN2
Deviée Mame | ixp0 | ixps | [Exa] ixp.2
Status [ Connected | Down | Connected | Dravwn
IP Address ' 19216814 | 0.0.00 | 1921685140 | 0000
MAC Address | 00-0c-41-00-00-00 | 00-0c-41-00-00-05 | 00-07-40-ca-0b-33 | 00-Oc-41-00-00-02
Subnet Mask | os5psszssn | 0.0.00 | os5pss2mE0 0 | 0000
Default Gateway 0.0.00 | dm2aeEs1 0.0.0.0
192.168.5.20
DHE 19216811 ryieddhe 0000
Received Packets | 17911 | ] 02302 | 0
Sent Packets ' 16620 a 18728 a
Total Packets ' 34531 a 222031 a
Received Bytes ' 2805045 0 18139722 0
Sent Bytes ' 5995414 0 B261079 0
Tatal Bytes ' 11800459 0 24400801 0
Received Bytes!Sec [ 1] 1] 2758 1]
Sert BytesiSec [ ) ) 2420 )
Etror Packets Recéived | u] u] u] u]
Dropped Packets Received | 0| 0| a a
Sessionz - - 1] 1]
Mewy Sessions/Sec [ | | 1] 1]

FVRO416 [f] System Statistics 4 1y fg nf LLFE fit & &% H §7 5/E % 5 7% Device Name(##% % f§),
Status(H i WAN il BIR5E), 1P Address(IP £7. %), MAC Address(491% &8l A7 &), Subnet Mask( 4 i
), Default Gateway(TH#%iE ), Received Packets(i 23 fusi i), Sent Packets(ffi% i) 8 &),
Total Packets(4:ifIEH Ul 4in), Received Bytes(IE|f1EH{L Byte B &iisl), Sent Bytes(f#i% )&ty
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Byte Bt #inl), Total Bytes(4=iBEH{1 Byte #UE i), Error Packets Received (i 21| (185 i B A& AT LA
Dropped Packets Received(LAN, WAN1 ~ WAN4 £ Byt g5 ) 25 a3

Traffic Statistic: A9 REHLZ it
TP 2 T AT DABE R S AN R R4 O B HEAL S aT, o RS A

Log => Traffic Statistic

General Setting
Advanced Setting
| 1921685177 | 2925 | 92

Tool 1821681100 | 45 | 7

Port Management

Log

Traffic Type : |Inbound IP Source Address v

Inbound IP Source Address: XA B 872 RIRYE M 1P Huhik

TR EURIE N B b 3 A 1P AL MR bytes/sec DAL FT 2 LU %%.

Traffic Type : | Inbound IP Source Address W |

Source IP bytesisec %
1921681 100 4 100

Outbound IP Source Address: #t % a4 =W E RIS 1P Huhk

T LARETRURAE B s LD AU 1P A2 fE IR bytes/sec LA FT 73 EEH] %..
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Traffic Type : | Outhound P Source Address

Source IP bytes/sec %
1921685473 422 a3
1921651 400 4 0

Inbound IP Service: #EARHIRRE IR BA AL

T UL BURO  th 2 3 N OIS LU 38 048 F i RE bytes/sec LI T4 LLt] %
Traffic Type : | Inbound [P Service w
Protocol Dest. Port hytesisec Y%
TCP hittp B0 1270 ag
TCP 1863 4 0

Outbound IP Service: 28 Ha%H =R BRI RS EAHE

T UCERET RURAE i 4 25 IR am RHUIR % LA A H SR R i bytes/sec LUK 73 L %.
Traffic Type : | Duthound IP Service b
Protocol Dest. Port bytes/sec Yo
TCR 1161 26 67
TP http(30) 102 32

Inbound IP session: AR HIFMER IP DL BIAREL

T URBR RN 1% b 1 N 1030 RHOIR A% LA S A ity 1P A7 ik, A0 05t g 0 36, DA & H ()3 1P A7 ik B 0 o R
48 o B bytes/sec LA 173 L %.

Traffic Type : | Inbound P Zezsion b
Source IP Protocol Source Port Dest. IP Dest. Port hytes/sec Yo
1921651100 TCR 3563 663522914 an a7 100

Outbound IP Session: fE#HaSH ZWMER IP DL R BIAREL

T URER RN It s 25 10030 RHOIR A% LA R A ity 1P A7 ik, A0 5t g 0 36, DA & H ()3 1P A7 ik B 0 o U
48 9 B bytes/sec LA 1 73 HLH %.
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Traffic Type : | Quthound IP Session W

Source IP Protocol Source Port Dest. IP Dest. Port bytes/zec %

FVR9416 (W H &4~ il Logout (M4, %Sl A4 HE H FVRO416 W8 H b 2l i, 44 4%
UCAEFFHE N FVROA16 5 P 75 THI IR, 145 06 25 Py N\ A5 3L 9% 1 FH 44 g B 2 10

5. Troubleshooting

6. FAQ

7. Appendix A: VPN Configuration Sample

Sample VPN Environment 1: Gateway to Gateway

Head Office A Head Office B
—— YWAN |P:200.200 200.200 VWAN [P:100.100.100.100 —

xDSL WAN Data Base A

'.fiﬂ Local LAN

Data Base A EJ—

DataBaseB | J /
Ethernet LAN Ethernet LAN
FYR9416 SME Multi-WAN FVYR9416 SME Multi-WAN
Firewall/VPN Router Firewall/VPN Router
LAN 1P:20.20 20 1 LAN IP:10.10.10.1

LAN IP:10.10.10.0/24
Ethernet LAN  aieypay 10.10.10.1

LAN [P:20.20.20.0/24
Gatewsay: 2020201
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Firewall Setting: Firewall=»General=»Block WAN Request = Disable

VPN Setting: VPN=>Summary=>Add New Tunnel=»Gateway to Gateway

FVR9416 VPN Configuration for Head Office A Head Office B
Tunnel Name HOB HOA
Interface WAN1 WAN

Enable Checked Checked
Local Security Group Type Subnet Subnet

Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.0
Local Security Group Type=> Subnet Mask | 255.255.255.0 255.255.255.0
Remote Security Gateway Type IP IP

Remote Security Gateway Type=>» IP
Address

100.100.100.100

200.200.200.200

Remote Security Group Type

Subnet

Subnet

Remote Security Group Type=>» IP
Address

10.10.10.0

20.20.20.0

Remote Security Group Type=» Subnet
Mask

255.255.255.0

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time | 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Both sides should use the same key.

Sample VPN Environment 2: Gateway to Gateway

Head Office A
Local LAN

DataBase A~ —

i ::':-‘ ; ; I.
Data Base B : —

’

E%:

Server A

VPN Setting: VPN=>Summary=>Add New Tunnel=>Gateway to Gateway

VAN IP-200.200.200.200
xDSL WAN

1 ADSL Modem
'

.;_,5
‘ Ethernet LAN
EVE

LAN IP:20.20.201

Multi-WAN

'N Router

'Wﬁﬁﬁl
Ethernet LAN -

LAMN IP:10.10.101

o Home
YWy AN IP:100.100_100.100 —
#DSL WAN
ADSL Mogem
"""" Install
YPN Client
= Software

LAM IP:10.10.10.10/24
Gatewsy:10.10.10.1

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
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Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.10
Local Security Group Type=> Subnet Mask | 255.255.255.0 255.255.255.0
Remote Security Gateway Type Domain Name IP

Remote Security Gateway Type=» Domain
Name

Company domain Name

Local ID= Domain Name

Company domain Name

Remote Security Gateway Type=>» IP 100.100.100.100

200.200.200.200

Address

Remote Security Group Type IP Subnet

Remote Security Group Type=> IP 10.10.10.10 20.20.20.0
Address

Remote Security Group Type=» Subnet 255.255.255.0
Mask

Keying Mode IKE with preshared key IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time | 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds

3600 Seconds

Preshared Key

Your tunnel password

Sample VPN Environment 3: Client to Gateway (Tunnel)

Head Office A WAN 1P:200.200 200 200
Local LAN xDSL WAN
==
-
Data Base A :::::3:_ ADS
- - a4 z#—-----
T, _
|1 |
M fﬁ
Data Base B| ,
I 1 .
inh Ethernet LAN
' FVR9416 SME Multi-WAN
_ Firev louter
LAN IP:20.20.20.1
Server A

Home

xDSL WAN

ADSL Meodem

=

Host IP Address:
[F:100.100.100.100

VPN Setting: VPN=>Summary=>Add New Tunnel=>Client to Gateway=>Tunnel

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
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Local Security Group Type=>» IP Address

20.20.20.0

100.100.100.100

Local Security Group Type=> Subnet Mask

255.255.255.0

255.255.255.255

Remote Security Gateway Type

IP

Remote Security Gateway Type=>IP
Address

200.200.200.200

Remote Client

Email Address

Remote Client=» Email Address

User Email Address

Local ID=> Email Address

User Email Address

Remote Client=» |P Address

100.100.100.100

Remote Security Group Type

Subnet

Remote Security Group Type=>» IP Address

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time | 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Your tunnel password

Sample VPN Environment 4: Client to Gateway (GroupVPN)

Head Office A

WAN 1P 200,200 200 200

Local LAN

Data Base A |
= ADEL Modem
|

(RNEN! !_‘
—

£

Server A

LARN [P:20.20.20.0/24
Gatewsay: 2020201

¥DSL WAN

Ethernet LAN
FVR9416 SME Multi-WAN
Firewall/VPN Router

AN IP:20.20.20 1
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VPN Setting: VPN=>Summary=>Add New Tunnel=>Client to Gateway=>»Group VPN

Head Office A Home (VPN Client SW)
Group Name/Tunnel Name GroupVPN1 HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 Client IP Address

Local Security Group Type=> Subnet Mask

255.255.255.0

255.255.255.255

Remote Security Gateway Type

IP

Remote Security Gateway Type=>IP
Address

200.200.200.200

Remote Client

Domain Name

Remote Client=» Email Address

Company Domain Name

Local ID=> Email Address

Company Domain Name

Remote Security Group Type

Subnet

Remote Security Group Type=>» IP Address

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28,800 Seconds 28,800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Your tunnel password

Advanced

Aggressive Mode

Note: All Clients can sign up into one Group VPN simultaneously
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