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Important User Information

Solid state equipment has operational characteristics differing from those of
electromechanical equipment. Publication SGI-1.1, Safety Guidelines for the
Application, Installation and Maintenance of Solid State Controls (available
from your local Rockwell Automation sales office or online at
http://www./www literature.rockwellautomation.com) describes some
important differences between solid state equipment and hard-wired
electromechanical devices. Because of this difference, and also because of
the wide variety of uses for solid state equipment, all persons responsible for
applying this equipment must satisfy themselves that each intended
application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for
indirect or consequential damages resulting from the use or application of
this equipment.

The examples and diagrams in this manual are included solely for illustrative
purposes. Because of the many variables and requirements associated with
any particular installation, Rockwell Automation, Inc. cannot assume
responsibility or liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to
use of information, circuits, equipment, or software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without
written permission of Rockwell Automation, Inc. is prohibited.

Throughout this manual we use notes to make you aware of safety
considerations.

Identifies information about practices or circumstances
that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property
damage, or economic loss.

IMPORTANT Iden.tifie.s information that i§ critical for successful
application and understanding of the product.

Identifies information about practices or circumstances
that can lead to personal injury or death, property
damage, or economic loss. Attentions help you:

ATTENTION

e identify a hazard
e avoid a hazard
e recognize the consequence

ATMATYIEN] Labels may be located on or inside the drive to alert
people that dangerous voltage may be present.

BURN HAZARD Labels may be located on or inside the drive to alert
people that surfaces may be dangerous temperatures.

o e |l




Summary of Changes

This document describes how to use EtherNet/IP modules in
Logix5000 control systems. Revision bars in the margin identify
updated information. This version of the document adds the
1768-ENBT CompactLogix EtherNet/IP Communication Module.

For This Information See Page
1768-ENBT Overview 1-3
Module LED Indicators A-1
EtherNet/IP Network Connections B-1
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Notes:
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Chapter 1

About the Logix5000 Communication Modules
for EtherNet/IP Networks

Use This Chapter The Logix5000 family offers several EtherNet/IP communication
modules. Select the module you need based on the EtherNet/IP
functions you need.

EtherNet/IP Module Works With a Controller to Originate Interfaces With Distributed I/0 Modules
Communication (Scanner/bridge) (Adapter)

1756-ENBT X X

1756-EWEB") X

1769-L32E, 1769-L35E X

1768-ENBT X

1788-ENBT X

1794-AENT X

1734-AENT X

1 For more information about the 1756-EWEB module, see the EtherNet/IP Web Server Module User Manual, publication ENET-UM527.

The EtherNet/IP communication modules:

e Support messaging, produced/consumed tags, and
distributed 1/O.

e Encapsulate messages within standard TCP/UDP/IP protocol.

e Share a common application layer with ControlNet and
DeviceNet protocols.

e Interface via RJ45, category 5, unshielded, twisted-pair cable.
e Support half/full duplex 10 Mbps or 100 Mbps operation.
e Require no network scheduling.

e Require no routing tables.
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1756-ENBT Overview

EtherNet/IP

[0}

(==Y
LINK NET OK
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This chapter introduces the modules listed above and describes how
you can use these modules in a control system:

For This Information See Page
1756-ENBT Overview 1-2
1769-L32E, 1769-L35E Overview 1-3
1768-ENBT Overview 1-3
1788-ENBT Overview 1-3
1794-AENT Qverview 1-4
1734-AENT Qverview 1-4
Use the EtherNet/IP Communication Modules in a Control System 1-5
Bridge Across Networks 1-6

The remaining chapters in this publication describe how to configure
and program the EtherNet/IP communication modules. A listing of
catalog numbers at the beginning of each chapter identifies the
modules that support the feature described in that chapter.

The 1756-ENBT module operates either as an interface for a
ControlLogix controller to communicate with other devices over an
EtherNet/IP network or as an adapter for 1756 I/O modules on an
EtherNet/IP network. This module supports:

e Control of I/O

e Communication via produced/consumed tags and MSG
instructions

e Communication with HMI
e Configuration and programming, such as upload, download
e Adapter functionality for 1756 I/O modules

e A web server to provide diagnostic and status information
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1769-L32E, 1769-L35E

Overview

1768-ENBT Overview

| B |

Ei therNet/IP§

—

1788-ENBT Overview

Sa

Etherlz/IP

The 1769-L32E and 1768-L35E CompactLogix controllers have an
integrated EtherNet/IP port. Through this port, the controller supports:

e Control of I/O

e Communication via produced/consumed tags and MSG
instructions

e Communication with HMI
e Configuration and programming, such as upload, download

e A web server to provide diagnostic and status information

For more information, see the CompactLogix System Manual,
publication 1769-UMO11.

The 1768-ENBT module is an interface that lets a CompactLogix
controller (1768-L43 or 1768-L45) communicate with devices over an
EtherNet/IP network. The module supports:

e Control of I/O

e Communication via produced/consumed tags and MSG
instructions

e Communication with HMI
e Configuration and programming, such as upload, download

e A web server to provide diagnostic and status information

The 1788-ENBT module operates as an interface for a FlexLogix and
DriveLogix controller to communicate with other devices over an
EtherNet/IP network. This module supports:

e Control of I/O

e Communication via produced/consumed tags and MSG
instructions

e Communication with HMI
e Configuration and programming, such as upload, download

e A web server to provide diagnostic and status information
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1794-AENT Overview The 1794-AENT module operates as an adapter for FLEX I/O modules
on an EtherNet/IP network. This module supports:

e Control of I/O
e Configuration

e A web server to provide diagnostic and status information

1734-AENT Overview The 1734-AENT module operates as an adapter for POINT 1/O
modules on an EtherNet/IP network. This module supports:

e Control of I/O

e Configuration

4

e A web server to provide diagnostic and status information

This module’s configuration process varies quite a bit from the other
modules described in this publication. For more information, see the
1734-AENT User Manual, publication 1734-UMO011.
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Use the EtherNet/IP This diagram shows how EtherNet/IP modules can fit into a control
Communication Modules in ***“™

a Control System

FlexLogix Controller With

1788-ENBT Module cee el
Distributed 1/0
: ControlLogix S T G:‘lﬁawa

controller with J =] 1756-ENBT Module

1756-ENBT S L (As an Adapter) With .

module N L A==k 1756 1/0 Modules .

/ |_CompactLogix i

CompactLogix 1768-series Controller '
1769-series Controller With EtherNet/IP '
With Integrated

Communication Module
EtherNet/IP Port

L 1794-AENT Adapter With/'
= 1794 1/0 Modules

’

1734-AENT
Adapter With 1734
|/0 Modules I

Workstation

In this example:

e The controllers can produce and consume tags with each other.

e The controllers can initiate MSG instructions that send/receive
data or configure devices.

e The personal computer can upload/download projects to the
controllers.

e The personal computer can configure devices on the
EtherNet/IP network.
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Bridge Across Networks

Some EtherNet/IP modules support the ability to bridge or route

communication through devices, depending on the capabilities of the

platform and communication devices.

IMPORTANT

messages.

The update time of local I/O modules may increase when bridging

You have a bridge when you have a connection between
communication devices on two separate networks. For example, the
bridge device shown below has both EtherNet/IP and DeviceNet
connections so that Device 1 on the EtherNet/IP network can
communicate with Device 2 on DeviceNet through the bridge.

Device 1

EtherNet/IP network

DeviceNet Network

— Device 2
CIP messages can bridge these networks:.
CIP Messages That Originate Can Bridge to This Network
on This Network
EtherNet/IP ControlNet DeviceNet RS-232 serial

EtherNet/IP yes yes yes yes
ControlNet yes yes yes yes
RS-232 yes yes yes yes
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EtherNet/IP Network

DeviceNet Network

In this example, a workstation configures a drive on a DeviceNet
network. The workstation bridges EtherNet/IP networks to reach the
drive.

Workstation PanelView Station

Bridge

In this example, the bridge can be an EtherNet/IP to DeviceNet
bridging device or a Logix5000 system with an EtherNet/IP
communication module and a DeviceNet communication module. The
bridge can be a:

e ControlLogix chassis with a 1756-ENBT module and a 1756-DNB
module. The controller is not required.

e 1769-L32E, 1769-L35E, and 1768-L43 CompactLogix controller
with a 1769-SDN module.

e FlexLogix controller with 1788-ENBT and 1788-DNBO modules.
e 1788-EN2DN linking device.

In the example above, status data can also be transferred from
DeviceNet through the Logix5000 controller to a RSView32 operator
interface. For a CompactLogix or FlexLogix controller, map the data
into the DeviceNet I/O image and then use RSLinx OPC from the PC
to the Logix5000 controller over the EtherNet/IP network. This avoids
using the limited bridging resources of the CompactLogix or FlexLogix
controller.

You cannot bridge EtherNet/IP I/O across networks. I/O modules
must be configured in either a local chassis or a remote chassis. You
cannot go through a gateway chassis to control I/O, even though in
some circumstances, RSLogix 5000 software accepts such a
configuration in the I/O Configuration folder.
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This example RSLinx software screen shows how the DeviceNet
bridge links to the EtherNet/IP network.
<5 RSLinx Professional - [R5Who - 1] 1[#]
= File Edit View Communicabions Station DDEJOPC  Security ‘Window Help - 8 X
=| = 28| Bll2| ¥
v sutobrowse Browsing - node 27 not found
Workstation, USMAYREOLDTPL g
+ -,5‘25 Linx Gateways, Ethernet g p =t
EtherNet/IP Network B ABLETH-L, Ethernet o o -~ p
. . + 10.858.48.53, 1756-EMET}A, 1756-EMNET/A 1756-DMB/A  1788-DNEO 1794-A... Z705T
EtherNet/IP Bridge in -8 10.88.88.130, 1756-ENBT/A, 1756-ENET/A
1756 System

DeviceNet Bridge in
Same 1756 System

DeviceNet Network

Distributed DeviceNet

=i Backplane, 1756-A714 @ j g
ﬂ 00, 1756-ENBT/A S

01, 1756 module, DeviceMet_1 03 [uje] 11
02, 1756-DMBJA, 1756-DNB/A Devicelet Scarner Series OO00... 1769-A0M... 1734D-IB3X.. 1734184/,
00, 1756-DME/ & g Eﬂ
+ B8 01, 1785-DNBD s s
03, 1794-ADN DieviceMst Flex [/0 Adapt
=vicsHlet Flex L0 Adapter 1734-B4/...  17341B4/...

07, 27037
08, Seties 2000(Strobe)-Diffuse wfcable
09, 1769-A0N Compact IO Adapter
g 10, 17340-IB5X0ESE
.g 11, 1734-IE4/E 4pt DC Inpuk
12, 1734-164/B 4pt DC Input
.g 13, 1734-I64/E 4pt DC Inpuk
03, 1756-L1/A LOGIXSE50, 1756-L1/A 1756-M2/4 ARG_12_0
04, 1756-1B32/4, 1756-1632/A DCIN
05, 1756-0B160/A, 1756-0B160fA DCOUT DIAG
¥ 06, 1756-CNE/B, 1756-CME(E

For Help, press F1 10/21/03 |02:29 PM
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Chapter Z

Use This Chapter

Read this

chapter for:

e [756-ENBT module

o [769-L32E, -L35E controller
e [768-ENBT module

e [788-ENBT card

o 1794-AENT adapter

Configure a Personal Computer to Operate on
an EtherNet/IP Network

This chapter describes how to configure a personal computer to
operate on an EtherNet/IP network.

For This Information See Page
Configure the Ethernet Communication Driver in RSLinx 2-2
Software

You need to load an Ethernet communication driver for all Rockwell
Software applications to communicate with devices on an EtherNet/IP
network. A personal computer needs this driver if you use the
personal computer to perform such tasks as:

e Upload and download controller projects over the EtherNet/IP
network via RSLogix 5000 programming software

e Configure EtherNet/IP network parameters for devices on the
network via RSNetWorx for EtherNet/IP software

e Collect controller data for PanelView terminals and RSView
applications

Before you load a communication driver, make sure the

e Ethernet communication card is already installed in the personal
computer.

e [P address and other network parameters are correctly
configured for the personal computer.

e Personal computer is properly connected to the EtherNet/IP
network.

See the documentation for the appropriate Ethernet communication
card for information on installing and configuring the card.
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Configure a Personal Computer to Operate on an EtherNet/IP Network

Configure the Ethernet
Communication Driver in
RSLinx Software

-Eile QD Communicat

il sl@l ESwho

LConfigure Dri
Configure ﬁhortcuts...
Configure Client Applications...
Configure CIE Options...

Driver Diagnostics...
CIF Diagnostics. ..

Enter a name for the driver. -

Publication ENET-UMOO1E-EN-P - January 2006

"Q\ Rockwell Software RSLinx Lite - [RS5who - 1]

e Station Secuity Window Help

==
=5

in= Gateways
Etherret

To configure the Ethernet communication driver for the personal

computer (programming workstation):

1. In RSLinx software, select Configure Drivers. Select EtherNet/IP

Driver or Ethernet devices.

Configure Drivers

2|

—Awailable Driver Types:

Ethermet/|P Drriver j

Add New... |

| |RA5-232 DF1 devices
Ethernet devices

Ethe el

1784-KT AR THD)PRTHD)PCME for DH+/DH-485 devices

1784-KTC[) for ControlMet devices

DF1 Polling Master Driver

1784-PCC for ControlMet devices

1784-PCIC[S] for ControlMet devices

1747-FIC / AIC+ Drriver

DF1 Slave Driver

5-5 5D/SD2 for DH+ devices

irtual Backplane (S oftLogix58k:]

DeviceMet Drivers [1784-PCO/PCIDS 1770-KFDLSDNPT drivers)

FLC-5 [DH+] Emulator driver

SLC 500 (DH485) Emulator driver

SoftLogixb driver

Femote Devices via Ling Gateway

/el

-

Close

i

Help

Status

Canfigure...
Startup
Sitart

Stop

FlELE

Delete

This example shows the EtherNet/IP Driver selection because it
lets you autobrowse to select the appropriate device. If you
select the Ethernet Devices selection, you have to enter the

IP address of the device. See RSLinx online help for more

information.

2. Click Add New to add the driver.

—&wvailable Driver Types:
| Ethemet/IP Driver = Add New... |

X

21|

Cloze

i

Help

r— Configuied Drivers:

R el e Avdd New RSLinx Driver

Choose a name for the new driver.
[15 characters masimum)

JAB_ETHIP-1

Cancel

x|
_ el |

Canfigure..

Startup...
Sitart
Stop

Delete

diidd




Configure a Personal Computer to Operate on an EtherNet/IP Network ~ 2-3

3. Select Browse Local Subnet. This displays the devices on the
local network so you can navigate to the EtherNet/IP
communication module for the controller you want to program.

Configure driver: AB_ETHIP-1 llll

Ethernet/P Settings |

 Browse Local Subnet Browse Remate Subnet

IP Address: I i i
Subnet Mask: I . .

oK I Cancel Apply | Help |

After you navigate to the appropriate EtherNet/IP
communication module, click OK.

4. The driver is now available and you can select the Ethernet port
from Who Active in RSLogix 5000 programming software.

—&wvailable Driver Types: o
ose |
| Ethemet/IP Driver =l Add New...

Help

r— Configured Drivers:

Mame and Description | Status |
AB_ETHIP-1 A-B Ethemet RUNMING Running Lonfigure...

Startup...
Sitart

Stop

FLEEE

Delete
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Notes:
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Chapter 3

Use This Chapter

Read this

chapter for:

e [756-ENBT module

o [769-L32E, -L35E controller
e [768-ENBT module

e [788-ENBT card

o 1794-AENT adapter

Determine Required
Network Parameters

Configure an EtherNet/IP Module to Operate
on the Network

This chapter describes how to configure an EtherNet/IP
communication module to operate on an EtherNet/IP network.

For This Information See Page
Determine Required Network Parameters 3-1
Assign Network Parameters via the BOOTP/DHCP Utility 3-3
Use Other Methods to Assign Network Parameters 3-5
Duplicate IP Address Detection 3-8
IP Address Swapping 39
DNS Addressing 3-10
Use the EtherNet/IP Modules in a Logix5000 Controller 3-1
Application

When you first install a Rockwell Automation EtherNet/IP module
(right out of the box), the module is BOOTP/DHCP enabled.

To operate on an EtherNet/IP network, you must define these
parameters:

EtherNet/IP Network Parameter

Description

IP address

The IP address uniquely identifies the module. The IP address is in the form
XXX.XXX.XXX.XXX Where each xxx is a number between 0-255. These are reserved values
you cannot use:

e 127.0.0.1
¢ 0.0.0.0
e 255.255.255.255

Subnet mask

Subnet addressing is an extension of the IP address scheme that allows a site to use a
single network ID for multiple physical networks. Routing outside of the site continues by
dividing the IP address into a net ID and a host ID via the class. Inside a site, the subnet
mask is used to redivide the IP address into a custom network ID portion and host ID
portion. This field is set to 0.0.0.0 by default.

If you change the subnet mask of an already-configured module, you must cycle power to
the module for the change to take effect.

Gateway

A gateway connects individual physical networks into a system of networks. When a node
needs to communicate with a node on another network, a gateway transfers the data
between the two networks. This field is set to 0.0.0.0 by default.
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3-2 Configure an EtherNet/IP Module to Operate on the Network

If you use DNS addressing, or reference the module via host name in
MSG instructions, define these parameters:

EtherNet/IP Network Parameter

Description

Host name

A host name is part of a text address that identifies the host for a module. The full text
address of a module is host_name.domain_name.

Domain name

A domain name is part of a text address that identifies the domain in which the module
resides. The full text address of a module is host_name.domain_name. The domain name
has a 48-character limit.

If you specify a DNS server, you must enter a domain name. Also, if you send email from
the module, some mail relay servers require a domain name be provided during the initial
handshake of the SMTP session.

Primary DNS server address

This identifies the DNS server(s), if used in the network. You must have a DNS server

Secondary DNS server address

configured if you specified a domain name or a host name in the module’s configuration.
The DNS server converts the domain name or host name to an IP address that can be used
by the network.

The 1756-ENBT requires a DNS server address.

For more information on DNS addressing, see page 3-10.
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Check with your Ethernet network administrator to determine if you
need to specify all of the above parameters.

To configure these network parameters, the recommended method is
to use the Rockwell Automation BOOTP/DHCP utility (see page 3-3).
If this utility is not available, there are other methods you can use (see
page 3-5).



Configure an EtherNet/IP Module to Operate on the Network ~ 3-3

i By default, the EtherNet/IP module is BOOTP enabled. The
Assign Network y
Parameters via the BOOTP/DHCP utility is a standalone program that is located in the:

.y e BOOTP-DHCP Server folder in the Rockwell Software program
BOOTP/DHCP Utlllty folder on the Start menu (the utility is automatically installed

when you install RSLinx software).
e Tools directory on the RSLogix 5000 installation CD.

IMPORTANT Before you start the BOOTP/DHCP utility, make sure you have the
hardware (MAC) address of the module. The hardware address is

on a sticker located on the side of the EtherNet/IP module. The
hardware address in a format similar to: 00-Ob-db-14-55-35.

This utility recognizes BOOTP-enabled devices and provides an
interface to configure a static IP address for each device.

To use the BOOTP/DHCP utility:
1. Start the BOOTP/DHCP software.

2. Select Tool — Network Settings.

Network Settings @

Defaults

SubretMask: | 255 . 255 . 224 .

0

Gateway | 0o . 0 . D0 1]
Prirnary DNS: 0 0 0 0
0

|
SecondaryDNS:| 0o .0 .0
Domain Mame: |

Cancel

If appropriate for your network, enter the subnet mask, gateway
address, primary/secondary server addresses, and domain name.
Click OK.
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3. In the Request History panel you see the hardware addresses of

modules issuing BOOTP requests. Double-click on the hardware
(MAC) address of the module you want to configure.

The hardware address is on a sticker located on the side of the
EtherNet/IP module. The hardware address will be in a format
similar to 00-Ob-db-14-55-35.

E3 BOOTP/DHCP Server 2.3

Ble Touk Help
Fequent Hittory

Clear Histony | Add to Relstion List

wnmane] | Type | Elbeined Addess [MAL) I Bakbress [TpS—
BOOTP OO0 R 3A0 5
BOOTP u
BOOTP

Shahe Ertries

Uinabie 1o service BOOTP requedt from D0:000C-21:A0:56. 0o 2%

4. The New Entry window appears with the module’s Ethernet

Address (MAQ).

Ethernet Address [MAC): ||]|]:|]|]:BC:21 (ARG
IPaddess: | 130 . 151 . 217 . 3

Hostrame: |

Drescription: |

(] 8 Cancel

Enter the IP address or the host name. You can also enter a
description of the module. Click OK

5. To permanently assign this configuration to the module,

highlight the module and click on the Disable BOOTP/DHCP
button. When power is recycled, the module uses the
configuration you assigned and not issue a BOOTP request.

If you do not select the Disable BOOTP/DHCP button, on a
power cycle, the host controller clears the current IP
configuration and will again begin sending BOOTP requests.
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Use Other Methods to Other methods to assign network parameters include:
Assign Network
Parameters
If Use This Method For Assigning Network Parameter See Page

e A BOOTP server is not available RSLinx software 3-5

o the EtherNet/IP module is connected to another
NetLinx network

o The RSLogix 5000 project is online with the RSLogix 5000 software 3-7
controller that communicates to or through the
EtherNet/IP module

o DHCP is enabled (not BOOTP) for the EtherNet/IP  DHCP software 3-7
module

Other considerations that might affect your choice of method include:

e Whether the network is isolated from or integrated into the
plant/enterprise network

e Size of the network

For large networks, even isolated networks, it might be more
convenient and safer to use a BOOTP/DHCP server rather than
RSLogix 5000 or RSLinx software. It might also offer fewer
opportunities for assigning duplicate IP addresses.

e Company policies and procedures dealing with plant floor
network installation and maintenance

e Level of involvement by IT personnel in plant floor network
installation and maintenance

e Type of training offered to control engineers and maintenance
personnel

If you use the Rockwell Automation BOOTP or DHCP server in an
uplinked subnet where an enterprise DHCP server exists, a module
may get an address from the enterprise server before the Rockwell
Automation utility even sees the module. You might have to
disconnect from the uplink to set the address and have the module
remember its static address before reconnecting to the uplink. This is
not a problem if you have node names configured in the module and
leave DHCP enabled.

Using RSLinx software to set the IP address

To use RSLinx to configure the EtherNet/IP module:

1. Make sure the module is installed and powered up.

Publication ENET-UMOO1E-EN-P - January 2006



3-6  Configure an EtherNet/IP Module to Operate on the Network

2. Start RSLinx. The RSWho window opens. Navigate in RSWho to
the Ethernet network.

3. Right-click on the EtherNet/IP module (not the controller, if
there is one) and select Module Configuration.

W Autchiowse Refresh I Mat Browsing
+- 2% Linx Gateways, Ethernet %

£ 1784-PCD-1, Devicehat & Ethernet
85 AB_DF1-1, DFL
g 01, CompactLogix Processor, Ricks_L3SE
=l Backplane, CampactLagic System
- ﬂ 00, CompactLogix Processor
| B01, 1769-L35E Ethernet Port, 1769-L35E Ethernet Port
: - [ 03, Local 1769 Bus Adapter, VAL
[#-% &B_ETHIP-1, Ethernst

[ 0ej1zf03 ooz am /|

Far Help, press F1

4. Select the Port Configuration tab, choose Status Network
Configuration type, and enter the IP address and the other
network parameters, if needed.

Also, select the Static radio button to permanently assign this
configuration to the port. If you select Dynamic, on a power
cycle, the controller clears the current IP configuration and will
again begin sending BOOTP requests.
110 Goipration ]|
Ganernl Podt Consiggarasion |

| Newark Conbgueation Type
S T Dymaenic

1P Addross: W &t
Tietwoek Mask: 265 255 264 0
Cestenwerry Acddross m - &0

1
0 L] 0
9.0

Server [
Soever [0
Hosthiom [

Publication ENET-UMOO1E-EN-P - January 2006



Configure an EtherNet/IP Module to Operate on the Network ~ 3-7

Use RSLogix 5000 software to set the IP address

To use RSLogix 5000 software to configure the EtherNet/IP module:
1. Make sure the module is installed and has power.

2. Connect to the controller via a serial, or other network,
connection.

3. Start RSLogix 5000 software. In the Controller Organizer, select
properties for the EtherNet/IP module.

W RSLogix 5000 - Ricks_L35E [1769-L35E]

Ele Edit View Search Logic Communications Tools Window Help

Bl=lal & [—E

Rem Run [ ¥ FunMode Path: [ AB_DF1-181 = =

Mo Forces )| ™ Controlier OK. =

S 4 Lo oo 2
| Slv 1y ATX x

=1 = Controller Ricks_L 35E Module Properties - Controller:1 (1769-L35E Ethernet Port 12.1),

Controller Tags

(3 controller Fait Handier General | Connection | Madule Infa | Pait Configuiaion | Port Diagnastics |
[ Power-Up Handler
=13 Tasks 1P Address: 130 151 217 . 3 Domain Name: —
=8 MainTask. (Must Mateh IP Address on General Tab) —
- % Mainfrogram Host Name:
o (1 Unscheduled Pragrams Subnet Mask 255 255 224 . O Sielect Port Spesd
= 5 Motion Groups
9 Ungronped Axes GatewayAddess: | 0 . 0 . 0 . 0 Current Port Speed: 100 Mbps
g Trends Eepths 0.0 .0 . a Select Duples:
=5 Data Types Secondary DNE
3, User-Defined SERWAU{QESS 0 [5] a a Current Duplex; Full Duplex
& O strings {Changes to Port Speed and
-y Predefined I~ Enable Bootp Bl o el et
@ Cj Module-Defined -
= £3 1/ Canfiguration ¥ sutohegotiate Port Speed and Duplex Aafrosh Got
+ ¥ [1] 1769-L35E Ethernet Port LocslENE = =
=-£I CompactBus Local
Bl [1]1769-5DMB Devicenet_Scanner Sl Bl oK Cancel | Heip |

Bl [2]1769-1Q15/4 Discrete_Input
B [311769-0B16/6 Discrete_Output
Bl [4]1769-IF42OF2/A Analog_InOuE

Ready

4. Select the Port Configuration tab and specify the IP address and
the other network parameters, if needed. Click Apply and then
click OK.

This sets the IP address in the hardware. This IP address should
be the same IP address you assigned under the General tab.

On this screen, you can also specify port speed (10 Mbps or
100 Mbps) and duplex mode (autonegotiate, half duplex, or full
duplex). All modules on the same subnet must be configured for
the same port speed and duplex mode.

Use DHCP software to set the IP address

Dynamic Host Configuration Protocol (DHCP) software automatically
assigns IP addresses to client stations logging onto a TCP/IP network.
DHCP is based on BOOTP and maintains some backward
compatibility. The main difference is that BOOTP allows for manual
configuration (static), while DHCP allows for both static and dynamic
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Duplicate IP Address
Detection
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allocation of network addresses and configurations to newly attached
modules.

Be cautious when using DHCP software to configure your module. A
BOOTP client, such as the EtherNet/IP modules, can boot from a
DHCP server only if the DHCP server is specifically written to also
handle BOOTP queries. This is specific to the DHCP software package
you use. Check with your system administrator to see if your DHCP
package supports BOOTP commands and manual IP allocation.

ATTENTION The EtherNet/IP module must be assigned a fixed

network address. The IP address of this module must
not be dynamically provided.

Failure to observe this precaution may result in
unintended machine motion or loss of process
control.

These EtherNet/IP modules (and their future revisions) support
duplicate TP address detection:

e 1756-ENBT, firmware revision 3.2 and greater
e 1768-ENBT, firmware revision 1.3.3 or greater
e 1709-L32E and 1769-L35E, firmware revision 15.01 and greater

(For more information, see the CompactLogix User Manual,
publication 1769-UMO011.)

e 1788-ENBT, firmware revision 2.1 and greater
e 1756-EWEB, firmware revision 2.2 and greater (For more

information, see the EtherNet/IP Web Server Module User
Manual, publication ENET-UM527.)

When you change the IP address or connect one of these modules to
an EtherNet/IP network, the module checks to make sure that the IP
address assigned to this module is not the same as that for any other
device already on the network. If the module determines that there is
a conflict (some other device on the network already has the IP
address), the EtherNet/IP port of the module goes into conflict mode,
where the module’s:

e OK LED blinks red.
e Network (NET) LED is solid red.
e Front display indicates the conflict (1756-ENBT only).

The display scrolls:OK <IP_address_of_this_module> Duplicate
IP <Mac_address_of_duplicate_node_detected>

For example: OK 10.88.60.196 Duplicate IP - 00:00:BC:02:34:B4
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IP Address Swapping

To correct this conflict, use the instructions in this chapter to change
the TP address of the module. Then cycle power to the module or
reset the module (such as disconnecting the EtherNet/IP cable and
reconnecting the cable).

There is also the possibility that two modules can detect a conflict
simultaneously. If this occurs, remove the module that has the
incorrect IP address or correct its conflict. To get the second module
out of conflict mode, cycle power to the module or disconnect its
EtherNet/IP cable and reconnect the cable.

Duplicate detection scenarios

The behavior of devices that are in conflict over an IP address varies

depending on whether connections have been established to either of
the modules and whether both modules support duplicate IP address
detection.

e If both modules support duplicate IP address detection, the
module that powers up first and uses the IP address, keeps the
IP address. The other module will detect a conflict, give up the
IP address, and enter conflict mode.

e If both modules support duplicate IP address detection and both
modules power up at roughly the same time, both modules give
up the IP address and enter conflict mode.

e If one module supports duplicate IP address detection and a
second module does not, the second module generally keeps it
IP address, regardless of which module obtains the IP address
first. The module that supports duplicate IP address detection
will detect the conflict and give up the IP address.

These EtherNet/IP modules (and their future revisions) support IP
address swapping in ControlLogix redundancy systems:

e 1756-ENBT, firmware revision 3.1 and greater

e 1756-EWEB, firmware revision 2.2 and greater
During a switchover in ControlLogix redundancy systems, these
modules swap their IP addresses with their partner modules in the

other redundant chassis.

For more information about IP address swapping, see the
ControlLogix Redundancy User Manual, publication 1756-UM523.
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DNS Addressing
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To further qualify an address of a module, you can use DNS
addressing to specify a host name for a module, which also includes
specifying a domain name and DNS servers. DNS addressing lets you
set up similar network structures and IP address sequences under
different domains.

DNS addressing is only necessary if you refer to the module by host
name, such as in path descriptions in MSG instructions.

To use DNS addressing, you must:
1. Assign a host name to the module.

Your network administrator should be able to assign a host
name. Valid host names should be IEC-1131-3 compliant.

2. Configure the module's parameters.

In addition to the IP address, subnet mask, and gateway address,
you must also configure a host name for the module, domain

name, and primary/secondary DNS server addresses. In the DNS
server, the host name must match the IP address of the module.

IMPORTANT Make sure the DNS enable bit is set

If you configure your module using RSLinx 2.41.00,
the enable bit is cleared and DNS addressing will not
work. If you configure your module using the Port
Configuration tab in RSLogix 5000 software, the
enable bit is set, so DNS addressing should work.

3. In RSLogix 5000 software, add the module to the 1I/O
configuration tree and enter the host name in the General tab of
the module.

If a child module resides in the same domain as its parent
module, just enter the host name. If the child module is in a
different domain that its parent module, you must enter the host
name and the domain name (host.domain)

You can also use DNS addressing in a module profile in the I/O
controller tree or in a message path. If the domain name of the
destination module is different from the source module, use a
fully-qualified DNS name (hostname.domainname). For example, to
send a message from ENBT1.locationl.companyA to
ENTBI1.location2.companyA, the host names are the same, but the
domains are different. If you do not enter a fully-qualified DNS name,
the module appends the default domain name to the specified host
name.
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Use the EtherNet/IP
Modules in a Logix5000
Controller Application

After you physically install an EtherNet/IP module and set its TP
address, you must add the module to the Controller Organizer in an
RSLogix 5000 project to establish I/O control.

You must download that project to the host controller before
operation can begin. When the controller begins operation, it
establishes a connection with the EtherNet/IP module. The module
behaves as determined in its configuration.

For information on configuring and placing a personal computer (for
developing an RSLogix 5000 project) on an EtherNet/IP network, see
the chapter “Configure a Personal Computer to Operate on an

FEtherNet/IP Network”.

For information on controlling I/O, see the chapter “Configuring 1/O”.
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Notes:
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Chapter 4

Use This Chapter

Read this

chapter for:

e [756-ENBT module

o [769-L32E, -L35E controller
| e [1768-ENBT module

e [788-ENBT card

e [794-AENT adapter

Set Up the Hardware

Local Chassis
Logix5000 Controller
With EtherNet/IP
Communication Module

Control 1/0

This chapter describes how a controller controls distributed I/O over
an EtherNet/IP network. The controller requires a communication
module to connect to the network. Distributed I/O modules require
an adapter to connect to the network.

For This Information See Page

Set Up the Hardware 4-1
Set the Requested Packet Interval (RPI) 4-2
Select a Communication Format 4-2
Add Distributed I/0 4-9
Access Distributed 1/0 4-11

In this example, the Logix5000 controller has an EtherNet/IP
communication module to connect to the EtherNet/IP network. The
distributed (remote) I/O has an EtherNet/IP adapter to connect it to
the EtherNet/IP network.

Data

— > Distributed 1/0

EtherNet/IP Adapter
With 1/0 Modules

Switch E——

Programming
Terminal

The Logix5000 controller can communicate with each I/O module
directly (direct connection). Or you can configure a rack-optimized
connection to the EtherNet/IP adapter to send data to any digital I/O
modules. Analog modules always require direct connections.
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Set the Requested Packet
Interval (RPI)

Select a Communication
Format
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Make sure:
e The IP addresses are set for each EtherNet/IP module.
e All wiring and cabling is properly connected.

e The communication driver (such as AB-ETHIP-1) is configured
for the programming workstation.

When you configure an I/O module, you define the requested packet
interval (RPD rate for the module.

The RPI specifies the period at which data updates over a connection.
For example, an input module sends data to a controller at the RPI
that you assign to the module. Configure the RPI in milliseconds.

RPIs are used only for modules that produce data. For example, a
local EtherNet/IP communication module does not require an RPI
because it is not a data-producing member of the system; it is used
only as a bridge.

In Logix5000 controllers, I/O values update at a period that you
configure via the I/O configuration folder of the project. The values
update asynchronous to the execution of logic. At the specified
interval, the controller updates a value independently from the
execution of logic.

Set the RPI only as fast as needed by the application. The RPI also
determines the number of packets per second that the module will
produce on a connection. Each module has a limit of how many
packets it can produce per second. If you exceed this limit, the
module cannot open any more connections.

For information on RPI and how it affects the actual packet interval
(APD), see the EtherNet/IP Performance Application Solution,
publication ENET-AP0O1.

When you configure an I/O module, you select a communication
format for the module. The communication format you choose
determines the data structure for the tags that are associated with the
module. Many I/O modules support different formats. Each format
uses a different data structure. The communication format that you
choose also determines:

e Direct or rack-optimized connection

e Ownership
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The available communication formats depend on the type of /O

module. In general:

If You Have This Type of I/0 Module And Want Select a Communication Format That Specifies
Digital module A rack-optimized connection Rack Optimization
To use specialty features of the  Full Diagnostics...
{imestamps, o loconi uses O Tmestamped.
Digital module A direct connection Scheduled Data...
Input Data
Output Data
Analog module A direct connection Float Data...

(only direct connection is
supported for analog modules)

Integer Data
CST Timestamped...

See online help in RSLogix 5000 programming software for specific
communication formats per I/O module.

Choose direct or rack-optimized connection

The Logix5000 controller uses connections to transmit I/O data. These
connections can be direct connections or rack-optimized connections.

Term

Definition

Direct connection

A direct connection is a real-time, data transfer link between the controller and an /0
module. The controller maintains and monitors the connection with the 1/0 module. Any
break in the connection, such as a module fault or the removal of a module while under
power, sets fault bits in the data area associated with the module.

A direct connection is any connection
that does not use the Rack Optimization
Comm Format. —»  Comm Faormat: Ilnput Data

Module Properties - Local (1756-1616 2.1)

Type: 1756-1B16 16 Paint 100-31. 2% DC Ihpu

Wendor: Allen-Bradley

Parent: Local

Mame: I

Dezcrption: I ;I
=
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Term Definition
Rack-optimized For digital I/0 modules, you can select rack-optimized communication. A rack-optimized
connection connection consolidates connection usage between the controller and all the digital 1/0

modules in the chassis (or DIN rail). Rather than having individual, direct connections for
each 1/0 module, there is one connection for the entire chassis (or DIN rail).

Module Properties - Remote_ENB (1756-1B16 2.1

Type:
Yendor:
FParent:

Mame:

Description:

Rack-optimized connection ———» Caomm Eormat:

1756-1B16 16 Paint 10%-31.2% DC Inpu

Allen-Bradley

Remote_EMNEB

[

I - |
=

I R ack Optimization
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Direct Connections For 1/0 Modules

In this example, assume that each distributed I/O module is
configured for a direct connection to the controller.

Controller With EtherNet/IP
Communication Module

EtherNet/IP Network ’_‘Tﬂ@r'

EtherNet/IP Adapters
With 1/0 Modules

Digital /0 Modules Analog /0 Modules Digital /0 Modules

The following table calculates the connections in this example.

System Connections Amount
Controller to local EtherNet/IP communication module 0
Controller to EtherNet/IP adapter

Direct connection for digital I/0 module 4

Direct connection for analog 1/0 module 2

Total connections used 6

If you have many modules, direct connections to each module may
not be feasible because you could use up the number of connections
and packets per second supported by the module.

Refer to Rack-optimized Connections For I/O Modules on page 4-6 to
conserve connection use and network traffic.
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Rack-optimized Connections For [/0 Modules

In this example, assume that each digital I/O module is configured for
a rack-optimized connection to the controller. Analog modules must
be configured for direct connections.

Controller With EtherNet/IP
Communication Module

EtherNet/IP Network I_V@T'_I

EtherNet/IP Adapters
With 1/0 Modules

Digital I/0 modules Analog I/0 Modules Digital /0 Modules

The following table calculates the connections in this example.

System Connections Amount

Controller to local EtherNet/IP communication module 0

Controller to EtherNet/IP adapter with digital modules 2
(rack-optimized connection to each adapter)

Controller to EtherNet/IP adapter with analog modules 2
(direct connection for each analog 1/0 module)

Total Connections used 4

The rack-optimized connection conserves connections, but can limit
the status and diagnostic information that is available from the
I/O modules.

To optimize the number of available connections, use a
rack-optimized connection between any digital I/O that allow it and
the remote adapter that connects the distributed 1I/O to the controller
via the communication module.
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Ownership

In a Logix5000 system, modules multicast data. This means that
multiple modules can receive the same data at the same time from a
single module. When you choose a communication format, you have
to choose whether to establish an owner or listen-only relationship

with the module.

Owner controller

The controller that creates the primary configurati

on and communication connection to a

module. The owner controller writes configuration data and can establish a connection to

Module Properties - Local {1756-1616 2.1}

the module.

Type:
Yendor:
Parent;

M ame:

Description:

An owner connection is any connection
that does not include Listen-Only in its

Comm Format. —m»= | Comm Format

175E6-IE16 16 Paoint 100-21.2% DL Inpu
Allen-Bradley
Local

|
| =

o Ilnput Data

Listen-only connection  An |/0 connection where another controller owns/provides the configuration data for the

I/0 module. A controller using a listen-only conne
not write configuration data and can only maintai

ction only monitors the module. It does
n a connection to the I/0 module when

the owner controller is actively controlling the I/0 module.

Module Properties - Local {1756-1B16 2.1}

Type:
Wendor:
FParent;

M ame:

Dezcription:

Listen-only connection ———m  Comm Eormat

1756-IB16 16 Paint 100-31.2% DL lnpu
Allen-Bradley
Local

|
| =

: I Ligten Only - Input Data

P

ublication ENET-UMOO1E-EN-P - January 2006



4-3 Control 1/0

Use the following table to choose the type of ownership for a module:

If the Module Is  And Another Controller And You Want to Then Use This Type of Connection
an
Input module Does not own the module p Owner (i.e., notlisten-only)

Owns the module

Maintain communication with the module ~ Owner (i.e., not listen-only)
if it loses communication with the other

controller Use the same configuration as the other

owner controller.

Stop communication with the module if it Listen-only
loses communication with the other
controller

Output module Does not own the module p  Owner (i.e., notlisten-only)

Owns the module

p Listen-only

There is a noted difference in controlling input modules versus
controlling output modules.

Control This Ownership

Description

Input modules Owner

An input module is configured by a controller that establishes a connection as an owner.
This configuring controller is the first controller to establish an owner connection.

Once an input module has been configured (and owned by a controller), other controllers
can establish owner connections to that module. This allows additional owners to
continue to receive multicast data if the original owner controller breaks its connection
to the module. All other additional owners must have the identical configuration data
and identical communications format that the original owner controller has, otherwise
the connection attempt is rejected.

Listen-only

Once an input module has been configured (and owned by a controller), other controllers
can establish a listen-only connection to that module. These controllers can receive
multicast data while another controller owns the module. If all owner controllers break
their connections to the input module, all controllers with listen-only connections no
longer receive multicast data.

Output modules Owner

An output module is configured by a controller that establishes a connection as an
owner. Only one owner connection is allowed for an output module. If another controller
attempts to establish an owner connection, the connection attempt is rejected.

Listen-only

Once an output module has been configured (and owned by one controller), other
controllers can establish listen-only connections to that module. These controllers can
receive multicast data while another controller owns the module. If the owner controller
breaks its connection to the output module, all controllers with listen-only connections
no longer receive multicast data.
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If the module is also in the I/O configuration of another controller,
select the Listen Only version of the Comm Format (for example,
Listen Only - Input Data).
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Add Distributed I/0

For a typical distributed 1/0 network...

To communicate with the I/O modules in your system, you add

bridge, adapter, and I/O modules

to the I/O Configuration folder of

the controller. Within the I/O Configuration folder, you organize the
modules into a hierarchy (tree/branch, parent/child).

Local
Controller

Module

Communication

Remote
Adapter

...you build the 1/0 configuration in this order.

1. Add the local communication module

(bridge).

2. Add the remote adapter for the

distributed 1/0 chassis or DIN rail. \

3. Add the I/0 module.

I/0
Module

L

Device

iz RSLogix 5000 - MyProject_1 in Add_ID.ACD [1
File Edit  Wiew

Search  Logic  Communications  To

B|=(e| 8| e 2] [we

H ]
Dffline 1. ™ RUN el
Ma Forces | FDK q} I
Mo Edits = BAT
o BT ]
Redundancy Bl i | |

-3 Tasks

-3 Data Types
=251 I/O Configuration

B ﬂ [1] 1756-EMBT/A Local_Comm_Meodule
| g -5 1794-AEMT/A Remote_Adapter
L [0] 1794-IB16/4 1_0O_Moduls
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Add a Module

To add a module to the I/O Configuration folder:

[ Controller MyProject_1
-[27 Tasks
[T Motion Groups
i [23 Trends
-[17 Data Types
-5 1/ Configuration
b ﬂ [1] 1756-EMBT 1A Local_Comm_Maoduls

1. Right-click the level (branch) to which you want to add
the module and choose New Module.

Select Module Type

Type: |1 TEE-CFM 8,

. 4 2. Choose the module.

170E-CFr A8, T figurable Fl

1756-CHE A 'I 7BE Controlket Bridge
1756-CHE /B 1786 ContralMet Bridae
1756-CHE/D 17586 ControlMet Bridge
VJpialal] oduie Properties - Local Interface (1794 AENT/A24) X q— 3 Configure the module
1756 Tpe 1798-8ENT /4 1734 104100 Mbps Ethernet Adapter, Twisted-Pair Media ' '
Wendar, Allen-Bradley
::::‘ rwumem— Address / Host Name————————————— To Do This
escription: - C ress: H H H
Descrpt ’—J 1P Use the default Specify the general information about
Iz | Hesthone configuration the module (name, comm format, etc.)
o Format: [Fack Optmeaton [~ and click Finish.
Chassis Size: |8 _I;l
Revir  [F [ 2| ElectonicKeying: [Compatbe Modde [ Customize the Specify the general information about
=l
configuration the module (name, comm format, etc.).
Concel | cBack | News | [ Fisnss | Help Then use the Next buttons to step

through subsequent screens.

The Comm Format selection you make when you add a
communication module and its I/O modules is based on whether you
want rack-optimized or direct connections to each distributed 1I/O
module. In general:

If the Distributed 1/0 Is Select This Format For the Select This Format For the Distributed
Remote Adapter 1/0 Module

digital Rack Optimization Rack Optimization

analog None an appropriate direct-connection format
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Select a Remote Adapter

The remote adapter you use depends on the distributed I/O you use

If the Distributed 1/0 Is Select This Remote Adapter Which You Configure Via
1756 ControlLogix 1/0 1756-ENBT BOOTP utility
1794 FLEX 1/0 1794-AENT BOOTP utility
1734 POINT I/0 1734-AENT thumbwheel switches on the module
or
DHCP utility
Access Distributed 1/0 I/O information is presented as a structure of multiple fields, which

This Address Variable

depend on the specific features of the I/O module. The name of the
structure is based on the location of the I/O module in the system.
Each I/O tag is automatically created when you configure the I/0O
module through the programming software. Each tag name follows
this format:

Location:SlotNumber:Type.MemberName.SubMemberName.Bit

where:

Is

Location Identifies network location
LOCAL = local DIN rail or chassis
ADAPTER_NAME = identifies remote adapter or bridge
SlotNumber Slot number of I/0 module in its chassis
Type Type of data
| =input
0 = output
C = configuration
S = status
MemberName Specific data from the 1/0 module; depends on the type of data the module can store
For example, Data and Fault are possible fields of data for an I/0 module. Data is the common name for
values the are sent to or received from I/0 points.
SubMemberName Specific data related to a MemberName.
Bit (optional) Specific point on the 1/0 module; depends on the size of the I/0 module (0-31 for a 32-point module)
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EXAMPLE

Elrjl LD Configuration
S8 111 1765-135E Ethernet Port LocalENE

= CompactBus Local

=& 1794-AEMT /A FLEX io_adapter &

Example 1
Example 2

@ [0] 1794-IA16/A input_modue <

-6 [1]1794-0B16/4 output_module <

Example 3

@ [2] 1794-TF2%0F21{A combo_analog  de——— Example 4

] [1]1769-1816{4 input_1
Bl [2]1769-0A1674 output_1

------ Bl [2]1769-MODULE generic_module

Example Module

Example Tag Names (Automatically Created By the Software)

remote 1794-AENT adapter
“FLEX_io_adapter”

Example 1

FLEX _io_adapter:!
FLEX_io_adapter:|.SlotStatusBits
FLEX io_adapter:|.Data

FLEX io_adapter:0
FLEX io_adapter:0.Data

remote 1794-1A16
“input_module” in slot 0

Example 2

rack-optimized connection

FLEX io_adapter:0:C
FLEX_io_adapter:0:C.Config
FLEX_io_adapter:0:C.DelayTime_0
FLEX_io_adapter:0:C.DelayTime_1
FLEX io_adapter:0:C.DelayTime_2
FLEX io_adapter:0:C.DelayTime_3
FLEX io_adapter:0:C.DelayTime_4
FLEX_io_adapter:0:C.DelayTime_5

FLEX _io_adapter:0:l

remote 1794-0B16
“output_module” in slot 1

Example 3

rack-optimized connection

FLEX _io_adapter:1:C

FLEX io_adapter:1:C.SSData
FLEX io_adapter:1:0

FLEX io_adapter:1:0.Data

remote 1794-1F2X0F2
“combo_analog” in slot 2

Example 4

direct connection

FLEX _io_adapter:2:C
FLEX _io_adapter:2:C.InputFliter

FLEX_io_adapter:2:C.InputConfiguration
FLEX_io_adapter:2:C.OutputConfiguration

FLEX io_adapter:2:C.RTSInterval

FLEX_io_adapter:2:C.SSCh0QuputData
FLEX_io_adapter:2:C.SSCH10utputData

FLEX _io_adapter:2:|
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When you choose rack optimization for an I/O module, its tags are
created as aliases for the tags of the adapter module. In your logic,
you see the tag of the device as aliases for a tag of the adapter
module. (The tag name of the adapter is in angle brackets.)

Tag Name of the I/0 Device Tag Name of the Adapter
L Conveyor:2:1.0
‘ <Conveyor:l.Data[2].0>
1 C 1 C
1 C JC
1C
1 C
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Notes:
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Chapter 5

Use This Chapter

Read this
chapter for:

1756-ENBT module
1769-L32E, -L35E controller
1768-ENBT module
1788-ENBT card

Interlocking and Data Transfer Between
Controllers

This chapter describes how to share data. You can interlock
controllers (produce and consume tags). You can also send messages
between controllers via an EtherNet/IP network.

There are different methods of communicating with other controllers.

If You Want To And the Data Then See Page
Interlock operations Resides on Logix5000 controllers Produce and consume a tag 5-3
Transfer data Needs regular delivery at an interval ~ Produce and consume a tag 5-3
that you specify
Is sent when a specific condition Execute a message (MSG) instruction  5-9
occurs in your application
Set Up the Hardware In this example, the controller in the local chassis can produces a tag

Local Chassis
Logix5000 Controller

that is consumed by the controller in the remote chassis. The local
controller can also send a MSG instruction to the remote controller.

Data

Remote Chassis
< > Logix5000 Controller

Switch

Programming
Terminal
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The Logix5000 controller in the local chassis and in the remote chassis
can be any of the following, with their EtherNet/IP communication
modules:

e 1756 ControlLogix controller with a 1756-ENBT communication
module in the chassis.

¢ 1768 CompactLogix controller with a 1768-ENBT communication
module in the chassis.

e 1769-L35E CompactLogix controller with a built-in
EtherNet/IP port.

e 1794 FlexLogix controller with a 1788-ENBT EtherNet/IP
communication card.

e PowerFlex 700S with DriveLogix controller and a 1788-ENBT
EtherNet/IP communication card.

Make sure that:

e the IP addresses, and other network parameters if necessary, are
set for each EtherNet/IP communication module.

e all wiring and cabling is properly connected.
e the communication driver (such as AB-ETHIP-1) is configured
for the programming workstation.

TIP If you are sharing tags between ControlLogix controllers and the
controllers are only sharing tags (not sending messages), set the
communication format of the 1756-ENBT module to None.
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Organize Tags for Produced As you organize your tags for produced or consumed data

or Consumed Data

(shared data), follow these guidelines.

Guideline

Details

Create the tags at the
controller scope.

You can share only controller-scoped tags.

Use one of these data types:

o DINT

e REAL

o array of DINTs or REALs
o user-defined

¢ To share other data types, create a user-defined data type that contains the required data.

o Use the same data type for the produced tag and corresponding consumed tag or tags.

Limit the size of the tag
to <500 bytes.

Combine data that goes to the same
controller.

If you must transfer more than 500 bytes, create logic to transfer the data in packets.

A DINT size of < 125 bytes will keep total bytes within 500. This helps reduce the total number
of packets for transactions.

If you are producing several tags for the same controller:

e Group the data into one or more user-defined data types. (This uses less connections than
producing each tag separately.)

¢ Group the data according to similar update intervals. (To conserve network bandwidth, use
a greater RPI for less critical data.)

For example, you could create one tag for data that is critical and another tag for data that is not
as critical.

Terminology

A Logix5000 controller lets you produce (broadcast) and consume
(receive) system-shared tags.

Term

Definition

Produced tag

A tag that a controller makes available for use by other controllers. Multiple controllers
can simultaneously consume (receive) the data. A produced tag sends its data to one or
more consumed tags (consumers) without using logic. The produced tag sends its data at
the RPI of the consuming tag.

Consumed tag

A tag that receives the data of a produced tag. The data type of the consumed tag must
match the data type (including any array dimensions) of the produced tag. The RPI of the
consumed tag determines the period at which the data updates.

For two controllers to share produced or consumed tags, both
controllers must be attached to the same EtherNet/IP subnet. You
cannot bridge produced and consumed tags over two subnets.
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Determine cOnneetions for Logix colrlltrolcllers car;l produce (bro?jdcast) ar;d con}slumeh(recei;e)
system-shared tags that are sent and received via the EtherNet/IP
Produced and Consumed communication module. Produced and consumed tags each require

Tags connections.
This Type of Tag Requires These Connections
Produced The local controller (producing) must have one connection for the produced tag and the

first consumer and one more connection for each additional consumer (heartbeat). The
produced tag requires two connections.

As you increase the number of controllers that can consume a produced tag, you also
reduce the number of connections the controller has available for other operations, like
communications and I/0.

Consumed Each consumed tag requires one connection for the controller that is consuming the tag.

All EtherNet/IP modules support as many as 32 produced
connections. Additionally, the total number of tags that can be
produced or consumed is limited by the number of available
connections. If the communication module uses all of its connections
for I/O and other communication modules, no connections are left for
produced and consumed tags.

Each produced or consumed tag uses the following number of

connections:

This Controller And This Type of Tag Use This Many Connections
ControlLogix Produced tag Number_of_consumers
Softlogix5800 Consumed tag 1

CompactLogix Produced tag Number_of_consumers
DriveLogix Consumed tag 1

FlexLogix

TCP and CIP connection capacities vary for all EtherNet/IP modules.

Module Packets/Second | TCP Connections | CIP Connections
1756-ENBT 5000 64 128

1769-L32E 4000 32 32

1769-L35E 4000 32 32

1768-ENBT 5000 32 64

1788-ENBT 4000 64 32

1794-AENT 9500 64 63
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Produce a Tag To produce a tag, configure the produced tag in the RSLogix 5000
project for the local (producer) controller. You do not have to
configure the consumer controller(s) in the I/O Configuration folder
of the producer controller.

Configure the produced tag

i Controller Tags <g—— 1. In the producer’s controller organizer, right-click the Controller
(3 Controller Fault Handler Tags folder and select Edit Tags.

------ 3 Power-Up Handler

You can produce only controller-scoped tags.

2. In the Controller Tags window, right-click the tag that you want
to produce and choose Edit Tag Properties.

3. Select the Produced option button.

& Tag Properties - Produced_Tag

General® | Connection I

i ame; IF'ru:u:Iuceu:I_T ag

Ciescription: ﬂ

Tag Type: " Base
O Aliag

- (+ Produced
" Conzumed

4. Select the Connection tab.

5. Type or select the number of controllers that will consume
(receive) the tag.

& Tag Properties - Produced_Tag

General  Connection® I

EEE— b aximurm Consumers: I 3‘

[~ Send Data State Change Event To Consumen|z]

6. Click OK.
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Consume Data Produced hy Todcolilsumeda prgduced tillg, y;)u spe(;i(f)y(f)(}))oth the }f)rodkll,lcer controller
i RSLogix project for the remote
Another Controller e P e o e

(consumer) Logix5000 controller.

Add the Producer Controller to the Consumer’s I/0 Configuration

You add the producer controller to the I/O Configuration folder of the
remote (consumer) controller. Within the I/O Configuration folder,
you organize the controllers and communication modules into a
hierarchy (tree/branch, parent/child).

For a typical producer/consumer structure...

Local
Consumer - Remf_)te . Producer
Communication Communication
Controller Controller
Module Module

...you build the I/0 configuration in this order:

i RSLogix 5000 - MyProject_1 [1756-L61]

File Edit Yiew Search Logic Communications Tools

e & »[5=[e] =

Offline . M RUN |
Mo Forces ». M ok qr
I BaT

Ma Edits =iy ﬂ
=10 -
| |aE
1. Add the local communication module
for the consumer controller.

+-i20] Tasks
+-£27 Mation Groups

2. Add the remote communication (3 Trends

+ 101 Data Types

-5 1/ Configuration

1 e ﬂ [1] 1756-EMET /i Local_Cornm_Module
- ﬂ [0] 1756-EMET A Remote_Comm_Module
3. Add the producer controller. - ] [1]1756-L61 Remote_Contraller

module for the producer controller.
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To add a module to the I/O Configuration folder:

[:I Controller MyProject_1
-0 Tasks
[:I Maotion Groups
3 Trends
-3 Data Tvpes
=25 1/ Configuration
OO B 1] 1756-ENET/A Local_Comm_Module

1. Right-click the level (branch) to which you want to add
the module and choose New Module.

Select Module Type

Type: |1756-CFM.

. & 2. Choose the module.

arable Fl e
178E ControlMet Bridge
1786 Contralket Bridge
- 1756 ContralMet Bridge
Vlpdatel Module Properties - Local Interface (1734 ARNT/AZ1) x| g 3. Configure the module.
1756 Tepe 1734-8ENT A4 1734 104100 Mbps Ethemnet Adapter, TwistedPair Media
Wendor: Allen-Bradley
:::j rmumgm— Address / Host Namg——————————————— To Do This
D 2| o | Use the default  Specify the general information about
=| © Hostame: configuration the module (name, comm format) and
Comm Farmat lm CliCk FInISh
ChassisSize B =
Reviors [0 [1 =]  ElechonizKeving [Compaibietosde =] Customize the Specify the general information about
configuration the module (name, comm format). Then
ez [ b [ W [ [T J|[ 5 use the Next buttons to step through

subseq uent screens.

Create the Consumed Tag

ntroller Contraller_1

A Controller Tags <q—— 1. In the consumer controller’s project, right-click the Controller
[ Contraller Fault Handler Tags folder and choose Edit Tags. (Only controller-scoped tags
can consume data.)

------ [T Power-Up Handler

2. In the Controller Tags window, right-click the tag that will
consume the data and choose Edit Tag Properties.
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3. Select the Consumed option button and make sure the data type
is the same as the produced tag.

# Tag Properties - Consumed_Tag

General® | Connechion I

M ame: IEnnsumed_T ag

D escription: :l

Tag Type: " Base

" dlias

" Produced
B * Consumed

- [ata Type: | _I Eunfigure...l

4. Click the Connection tab and specify the producer controller.

& Tag Properties - Consumed_Tag

General®  Connection® |

—— P Producer: I j

— P Remote Data: I
[Tag Mame ar Instance Mumber]

——» RFI: | =l (2.0 - 750.0 ms)

a. Select the controller that produces the data.
b. Type the name of the produced data.

c. Type or select the requested packet interval (RPD for the
connection.

Set the RPI only as fast as needed by the application. The RPI
also determines the number of packets per second that the
module will produce on a connection. Each module has a limit
of how many packets it can produce per second. If you exceed
this limit, the module cannot open any more connections.

For information on RPI and how it affects the actual packet
interval (APD), see the EtherNet/IP Performance Application
Solution, ENET-AP001.

5. Click OK.
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Guidelines for MSG
Instructions

Follow these guidelines.

Guideline

Details

1.

For each MSG instruction, create a
control tag.

Each MSG instruction requires its own control tag.
o Data type = MESSAGE
¢ Scope = controller

¢ The tag cannot be part of an array or a user-defined data type.

at the controller scope.

. Keep the source and/or destination data A MSG instruction can access only tags that are in the Controller Tags folder (controller

scope).

. If your MSG is to a module that uses

16-hit integers, use a buffer of INTs in
the MSG and DINTs throughout the
project.

If your message is to a module that uses 16-bit integers, such as a PLC-5 or SLC 500
controller, and it transfers integers (not REALs), use a buffer of INTs in the message and
DINTs throughout the project.

This increases the efficiency of your project because Logix5000 controllers execute
more efficiently and use less memory when working with 32-bit integers (DINTs).

. Cache the connected MSGs that

execute most frequently.

Cache the connection for those MSG instructions that execute most frequently, up to
the maximum number permissible for your controller revision.

This optimizes execution time because the controller does not have to open a
connection each time the message executes.

. If you want to enable more than 16

MSGs at one time, use some type of
management strategy.

If you enable more than 16 MSGs at one time, some MSG instructions may experience
delays in entering the queue. To guarantee the execution of each message, use one of
these options:

Enable each message in sequence

Enable the messages in groups

¢ Program a message to communicate with multiple modules

Program logic to coordinate the execution of messages

. Keep the number of unconnected and

uncached MSGs less than the number
of unconnected buffers.

The controller can have 10 - 40 unconnected buffers. The default number is 10.

o [fall the unconnected buffers are in use when an instruction leaves the message
queue, the instruction errors and does not transfer the data.

e You can increase the number of unconnected buffers (40 max.).

For more information on programming MSG instructions, see the
Logix5000 Controller General Instructions Reference Manual,
publication 1756-RM003.

The individual system user manuals for Logix5000 controllers also
provide MSG examples unique to specific controller platforms.
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Determine Connections for
Messages

Messages transfer data to other modules, such as other controllers or
operator interfaces. Each message uses one connection, regardless of
how many modules are in the message path. To conserve
connections, you can configure one message to read from or write to
multiple modules.

These connected messages can leave the connection open (cache) or
close the connection when the message is done transmitting. The
following table shows which messages use a connection and whether
or not you can cache the connection.

This Type of Message Using This Uses a Connection
Communication Method
CIP data table read or write Clp yes
PLC2, PLC3, PLC5, or SLC (all types) CIP no
CIP with Source ID no
DH+ yes
CIP generic CIP your choice!"
block-transfer read or write na yes

(1)

Enter Message Logic
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You can connect CIP generic messages, but for most applications we recommend you leave CIP generic messages unconnected.

Guidelines For Caching Message Connections

e If a message executes repeatedly, cache the connection. This
keeps the connection open and optimizes execution time.
Opening a connection each time the message executes increases
execution time.

e If a message executes infrequently, do not cache the connection.
This closes the connection upon completion of the message,
which frees up that connection for other uses.

To send or receive data from an EtherNet/IP module via a message,
you must program a MSG instruction in the local controller’s logic. If
the target module is configured in the I/O Configuration folder of the
controller, you can browse to select the module. Otherwise, you can
manually enter the message path in the MSG instruction.
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Add the EtherNet/IP Module To The Local Controller's I/0
Configuration

To use the Browse button to select the target device of a MSG
instruction, you add that remote device to the I/O Configuration
folder of the local controller. Within the I/O Configuration folder, you
organize the local and remote devices into a hierarchy (tree/branch,
parent/child).

For a typical local/remote MSG structure...

Local LOC?' . Remgte . Remote
Controller Communication Communication Controller
Module Module

...you build the 1/0 configuration in this order.

1. Add the local communication module
for the local controller.

module for the remote controller.

3. Add the remote controller. p ] [1]1756-L61 Remote_Contraller

f5 RSLogix 5000 - MyProject_1/ [1756-L61]

File Edit View Search Logic Communications Tools

(=W & £=|e] 2|

- =
Offline . T RUN —
Mo Forces b, ™ oK

[T BAT

Mo Edits =y =

[
<

+-{271 Mation Groups
2. Add the remote communication (3 Trends

+-i20 Data Types

=15 1{¢r Configuration

1 e ﬂ [1] 1756-ENET /A Local_Comm_Module
- ﬂ [0] 1756-ENBT /& Remote_Comm_Module

You also select a communication format for a communication module
based on the modules in its remote chassis.

If Select a Communication Format That Specifies

The remote chassis contains only analog modules, None
diagnostic digital modules, fused output modules, or
communication modules

The remote chassis only contains standard, digital input ~ Rack Optimization
and output modules (no diagnostic modules or fused
output modules)

You want to receive /0 module and chassis slot Listen-Only Rack Optimization
information from a rack-optimized remote chassis owned
by another controller
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To add a module to the I/O Configuration folder:

[:I Controller MyProject_1
707 Tasks

[:I Makian Groups

[:I Trends

- Data Types

=25 1/ Configuration

OO B 1] 1756-ENET/A Local_Comm_Module

1. Right-click the level (branch) to which you want to add
the module and choose New Module.

Select Module Type

Type: |1756-CFM.

A 2. Choose the module.

1756-CHE/EB 1786 Contralket Bridge
1756-CHE/D 1756 ContralMet Bridge
VJpdasl odue Properties —Local Interface (1734 AENT/AZ.0) A 44— 3 Configure the module.
1756 Tepe 1734-8ENT A4 1734 104100 Mbps Ethemnet Adapter, TwistedPair Media
Wendor: Allen-Bradley
:::j rmumgm— Address / Host Namg——————————————— To Do This
escription: ol ress: . . N
Bt ’—d s Use the default Specify the general information about
=| © Hostame: configuration the module (name, comm format) and
Conm Format: [Rack Optmzalon =] click Finish.
Chassis Size: |8 _I;‘
Reddor [0 [1 =] Eecterickeyig [Conpatiotonte =] Customize the Specify the general information about
configuration the module (name, comm format). Then

Cancel | < Back | Mest » | Finish »> I Help

use the Next buttons to step through
subsequent screens.

Enter a Message

Use relay ladder logic to enter a MSG instruction. Click the
button .. to configure the MSG instruction.

EXAMPLE Enter a MSG instruction

If count_send =1 and count_msg.EN = 0 (MSG instruction is not already enabled), then execute a MSG instruction that sends data to
another controller.

count_send  count_msg.en MSG
] E 1/F Type - Unconfigured —CEN
Message Control count_msg ... —CDN>—
—CERD>—
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Configure a MSG To configure a MSG instruction, click .l in the MSG box.

Instruction o . . .
On the Configuration tab, specify the type of MSG instruction:

Meszzage Configuration - Mezzage_1 |

Ennfiguratiun"l Eu:ummuniu:atiu:unl Tag I

hezzage Type: IEIP‘ [Data Table Read j

Source Element: I

Humber OF Elements: || 3:
Destination Element; I ;I MHew Tag.. |

Configure a MSG to Logix5000 Controller

If You Want To For This ltem Type Or Select
Read (receive) the data Message Type CIP Data Table Read
Source Element First element of the tag that contains data in the other controller
Number of Elements Number of elements to transfer
Destination Tag First element of the tag (controller-scoped) in this controller for the data
Write (send) the data Message Type CIP Data Table Write
Source Tag First element of the tag (controller-scoped) in this controller that
contains the data
Number of Elements Number of elements to transfer
Destination Element First element of the tag for the data in the other controller
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Configure a MSG To an SLC 500 Processor

If the data is

And you want to

For this item

Type or select

Integer

Read (receive) data

Message Type

SLC Typed Read

Source Element

Data table address in the SLC 500 controller (e.g., N7:10)

Number of Elements

Number of integers to transfer

Destination Tag

First element of int_buffer

Write (send) data

Message Type

SLC Typed Write

Source Tag

First Element of int_buffer

Number of Elements

Number of integers to transfer

Destination Element

Data table address in the SLC 500 controller (for example,
N7:10)

Floating-point (REAL)

Read (receive) data

Message Type

SLC Typed Read

Source Element

Data table address in the SLC 500 controller (for example,
F8:0)

Number of Elements

Number of values to transfer

Destination Tag

First element of the tag (controller-scoped) in this controller
for the data

Write (send) data

Message Type

SLC Typed Write

Source Tag

First element of the tag (controller-scoped) in this controller
that contains the data

Number of Elements

Number of values to transfer

Destination Element

Data table address in the SLC 500 controller (for example,
F8:0)
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Configure a MSG To a PLC-5 Processor

If the Data Is

And You Want To

For This Item

Type or Select

Integer

Read (receive) data

Message Type

PLC5 Typed Read

Source Element

Data table address in the PLC-5 controller (e.g., N7:10)

Number of Elements

Number of integers to transfer

Destination Tag

First element of int_buffer

Write (send) data

Message Type

PLC5 Typed Write

Source Tag

First element of int_buffer

Number of Elements

Number of integers to transfer

Destination Element

Data Table address in the PLC-5 controller (e.g., N7:10)

Floating-point (REAL)

Read (receive) data

Message Type

PLC5 Typed Read

Source Element

Data table address in the PLC-5 controller (e.g., F8:0)

Number of Elements

Number of values to transfer

Destination Tag

First element of the tag (controller-scoped) in this
controller for the data

Write (send) data

Message Type

PLC5 Typed Write

Source Tag

First element of the tag (controller-scoped) in this
controller that contains the data

Number of Elements

Number of values to transfer

Destination Element

Data table address in the PLC-5 controller (e.g., F8:0)

Meszzage Configuration - Mezzage_1

Configuration® Eu:ummuniu:atiu:un”l Tag I

On the Communication tab, specify the communications details.

]|

Path: I

Communication kethod

CIF 'wiith
. Source [D

Browse... |

I 3 Destination Link:
Saurce Link: I 3:

I 3:
I 3: [Octal]

Destination Node:

¥ | Eannected

¥ Cache Connection: &

43008

If the target module is configured in the I/O Configuration folder of
the originating controller, use the Browse button to select the module.
Otherwise, manually enter the path to the target module.

A manually entered path starts with the name of the local EtherNet/IP
module, the port the message exits (2 for EtherNet/IP), and the TP
address of the next module in the path (which could be the target
module). For example:
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EXAMPLE

Communication path from a Logix5000 controller to a Logix5000
controller over an EtherNet/IP network

Ethernet Network |P Address
127.127.127.12
5|E 51E
5N Message 5N
5|E P (5| E
01T 01T
washer, 2, 127.127.127.12, 1, 0
Where Indicates
washer Name of the ENB or ENET module
2 Ethernet port of the ENB or ENET module

127.127.127.12

IP address of the ENB or ENET module in the
destination chassis

Backplane port of the ENB or ENET module in
the destination chassis

Slot number of the destination controller
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Communicate with PLC-5 or

SLC Processors

Read 16-Bit Integers

Write 16-Bit Integers

If the message is to a PLC-5 or SLC 500 processor and it reads or
writes integers (not REALs), use a buffer of INTs in the message.

¢ Logix5000 controllers execute more efficiently and use less
memory when working with 32-bit integers (DINTS).

e PLC-5 and SLC 500 processors require 16-bit integers.
e Use an INT buffer in the message and move the data into or
out of the buffer as needed.

Convert between INTs and DINTs

If your message is to a device that uses 16-bit integers, such as a
PLC-5 or SLC 500 controller, and it transfers integers (not REALs), use
a buffer of INTs in the message and DINTs throughout the project.

This increases the efficiency of your project.

Data From
the Device

Word 1
Word 2
Word 3

Q)

®

Buffer of INTs DINTs For Use In
the Project
INT_Buffer{0] — | DINT_Array[0]
— | INT_Buffer[1] — | DINT_Array[1]
— | INT_Buffer[2] — | DINT_Array([2]

1. The Message (MSG) instruction reads 16-bit integers (INTs) from
the device and stores them in a temporary array of INTS.

2. An File Arith/Logical (FAL) instruction converts the INTs to

DINTs for use by other instructions in your project.

O,

®

DINTs From the Buffer of INTs
Project
DINT_Avrray[0] — | INT_Buffer[0]
DINT_Array[1] — | INT_Buffer[1]
DINT_Array[2] — | INT_Buffer[2]

AR

Data For the
Device

Word 1

Word 2

Word 3

1. An FAL instruction converts the DINTs from the Logix5000

controller

to INTs.

2. The MSG instruction writes the INTs from the temporary array to
the device.
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Map Tags

A Logix5000 controller stores tag names on the controller so that other
devices can read or write data without having to know physical
memory locations. Many products only understand PLC/SLC data
tables, so the Logix5000 controller offers a PLC/SLC mapping function
that lets you map Logix tag names to memory locations.

e You only have to map the file numbers that are used in
messages; the other file numbers do not need to be mapped.

¢ The mapping table is loaded into the controller and is used
whenever a logical address accesses data.

e You can only access controller-scoped tags (global data).

~PLC 35/ 5LC Mapping
File Number Tag Mame Cancel
=
Help

Delete Map I
PLC 2 Mapping

TagMame : :l

e For each file that is referenced in a PLC-5 or SLC command,
make a map entry:

— Type the PLC/SLC file number of the logical address.

— Type or select the Logix5000 controller-scoped (global) tag
that supplies or receives data for the file number. (You can
map multiple files to the same tag.)

e For PLC-2 commands, specify the tag that supplies or receives
the data.

When mapping tags:

¢ Do not use file numbers 0, 1, and 2. These files are reserved for
Output, Input, and Status files in a PLC-5 processor.

e Use PLC-5 mapping only for tag arrays of data type INT, DINT,
or REAL. Attempting to map elements of system structures may
produce undesirable effects.

e Use the PLC file identifier of N or B when accessing elements in
an INT tag array.
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This example shows how to use a buffer of INTs.

Read integers from a PLC-5 controller

When condition turns on, reads 16-bit integer values (INTs) and stores them in
int_buffer. Then the FAL instruction moves the values to dint_array. This converts the
values to 32-bit integers (DINTSs), for use by other instructions in the ControlLogix

Write integers to a PLC-5 controller

controller.
condition  message.EN MSG
J E I Type - Unconfigured —CEN>——
Message Control message |...|—(DN>—
“‘4:IEF{:>“*
message.DN fal_control FAL
J | RES File Arith/Logical —CEN>—
Control fal_control
Length ?2 —(ODN>—
Position 0
Mode all —ER>—
Dest dint_array[fal_control.pos]
Expression int_buffer[fal_control.pos]

When condition turns on, moves the values in dint_array to int_buffer. This converts the
values to 16-bit integers (INTs). Then the message instruction sends int_buffer to the

other controller.

dint_array

condition fal_control FAL
5 F RES File Arith/Logical —CEND>—
Control fal_control
Length ?2 —DON>—
Position 0
Mode all —(ER>—
Dest int_buffer[fal_control.pos]
Expression dint_array[fal_control.pos]
fal_contro.DN  message.EN MSG
3 F J/F Type - Unconfigured —CEN>—
Message Control message ... —(DN>—
“‘<:EEF{:>“*
42424
Where Is an
dint_array Array of DINTs that are used in the ControlLogix controller
int_buffer Array of INTs with the same number of elements as
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Receive MSGs from PLC-5 or SLC 500 processors

If the originating controller is a PLC-5 or SLC 500 processor, in the
MSG instruction, select PLC5.

fTead’\/A\/\S/(rBite Message —CEND>——
Type Peer-To-Peer
Read/Write Read —(DN>—
Target Device PLC5
Local/Remote Local —CER>—
Control Block N7:0
Control Block Length 93
Setup Screen
Ifthe Controller For This Section And This Item Specify
Isa
PLC-5 This PLC-5 Communication Command PLC-5 Typed Read or PLC-5 Typed Write
Data Table Address Starting address of the data in the PLC-5 controller
Size in Elements Number of elements to read or write
Port Number 2
Target Device Data Table Address Type, in quotation marks [ “], the name of the tag in the
ControlLogix controller (for example, “count”).
MultiHop Select Yes.
SLC 500 This Controller Communication Command PLC5 Read or PLC5 Write

Data Table Address

Starting address of the data in the SLC 500 controller

Size in Elements

Number of elements to read or write

Channel 1
Target Device Data Table Address Type, in quotation marks [ “], the name of the tag in the
ControlLogix controller (for example, “count”).
MultiHop Select Yes
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On the MultiHop tab, specify:

e The IP address of the EtherNet/IP communication module that is
local to the Logix5000 controller.

e The slot number of the Logix5000 controller.



Chapter 6

Send Email

Use This Chapter This chapter describes how to send an email through an EtherNet/IP
module.
Read this - -
chapter for: | For This Information See Page
e 1756-ENBT module Qverview 6-1
e [769-L32E, -L35E controller Send an Email Via a Controller-initiated Message Instruction 6-2
|| ¢ {768-ENBT module Step 1: Create String Tags 6-3
o [788-ENBT card -
Step 2: Enter the Ladder Logic 6-6
Step 3: Configure the MSG Instruction That Identifies the 6-6
Mail Relay Server
Step 4: Configure the MSG Instruction That Contains the 6-8
Email Text
Enter the Text of the Email 6-10
Possible Email Status Codes 6-10

For email, the EtherNet/IP module can be remote or local to
the controller.

Overview The EtherNet/IP module is an email client that uses a mail relay server
to send email.

If You Want To Then

Send an email to specific personnel when a controller application ~ Program the controller to send a MSG instruction to the EtherNet/IP
generates an alarm or reaches a certain condition module

Send co_ntroller or application status information on a regular basis The MSG instruction then instructs the EtherNet/IP module to send
to a project manager

the email text (contained within the MSG instruction) to the mail
relay server.

Multiple controllers can use the same EtherNet/IP module to
initiate email.

The EtherNet/IP module sends only the content of a MSG instruction
as an email to a mail relay server. Delivery of the email depends on
the mail relay server. The EtherNet/IP module does not receive email.
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For example, in this sample system:

ControlLogix Controller
Firewall/Router — With 1756-ENBT Module

. 0 =
Ethernet Switch n% Mail Relay Server
1 I
e
. O
Ethernet Switch 0 1769-L35E CompactLogix
= Controller

This Device

Can

ControlLogix controller

Send a MSG instruction to the 1756-ENBT module to initiate sending an email to the mail

FlexLogix controller

relay server

CompactLogix controller

Use the path of the MSG instruction to identify the 1756-ENBT module as the target of the
MSG instruction.

1756-ENBT module

Send an email to the mail relay server from the email interface on the Send an Email link.

Each time you use this interface, you must enter all the email information.

mail relay server

Send email to specified recipients

The mail relay server determines the delivery of any email send through an EtherNet/IP
module, whether via a MSG instruction or from its built-in interface.

Send an Email Via a
Controller-initiated
Message Instruction
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A Logix controller can send a generic CIP message instruction to the
EtherNet/IP module that instructs the module to send an email
message to a SMTP mail relay server using the standard SMTP
protocol. This is useful to automatically communicate controller data
and/or application conditions to appropriate personnel.

IMPORTANT S careful to write the ladder logic to ensure the

MSG instructions are not continuously triggered to
send email messages.

Some mail relay servers require a domain name be provided during
the initial handshake of the SMTP session. For these mail relay servers,
make sure you specify a domain name when you configure the
network settings for the EtherNet/IP module.
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Step 1: Create String Tags

You need three controller-scoped, string tags. Each tag performs one
of these functions.

e Identify the mail server
e Contain the email text

e Contain the status of the email transmission

The default STRING data type supports as many as 82 characters. In
most cases, this is sufficient to contain the address of the mail server.
For example, create tag EmailConfigstring of type STRING:

Scope: |emailcontioller] = | Shows [Show Al =] Sot [TagMame |
| Tag Name & | Value € | Force Mask «|Swie | Type
J +-EmailConfigstring '10.88.128.111" f...1 STRIMG
|+ EmailDstSte 1 PR EmailString
ﬂ + EWEB_EMR&IL |_‘J ‘To:];’ex:sonl@xyz. com§r§l From: ... | fecch EmailString
||+ SendEmail_E L0 PR MESSAGE
|+ SetupMailServer floood floood MESSAGE

Click in the Value box to display this button.
Click this button to display the String
Browser so you can enter the IP address or
host name of the mail server.

Position: 0 Count; 13 of 82 Errors
[1]4 | Cancel | Help |
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SLogix 5000 - email'in email_sample. ACD ||

File Edit View Search Logic Communications Tools

2= e e el |

: |
Offline 1. T RUN L
Mo Forces [ ok 4}

[T Bat

Mo Edits = - ﬂ
1/0
|
ntroller email
14 Controller Tags
[23 Contraller Faulk Handler
(3 Power-Up Handler
-5 Tasks
-8 MainTask
+] Eﬂ; MainProgram
(3 Unscheduled Programs
—|-£5] Motion Groups
(3 Ungrouped Axes
[ Trends
|- Daka Types
4L User-Defined

The tags for the email text and transmission status can contain as
many as 474 characters. For these tags, you must create a user-defined
STRING data type (the default STRING data type in RSLogix 5000
software is not large enough for most email text). For example, create
a STRING data type named EmailString.

Mame: EmailString

Diescription:

N

Maimum Characters: |520 ﬂ
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B | tembers: Data Type Size: 524
N
+- O edeﬁne M ame | Data Type Shyle Description
4 E@, Maodule-Defined | LEN DINT Decimal
[3 [0 Configuration DATA SINT[520] ASCI
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Create one controller-scoped tag of this new data type to contain the
email text. Create a second controller-scoped tag of this new data type
to contain the transmission status. For example, create tag
EWEB_EMAIL (to contain the email text) and EmailDstStr (to contain
the transmission status). Both of these tags are of type EmailString.

Scope: |emai|[contr0||er] ﬂ Show: |3|“'IC'W Al V| Sort; | TagMame -
| TagMame o | Yalue 6| Force Mask “l Style Type
J+ EmailConfigstring '10.88.128.111" 1.0 STRING
tag for status — - |+ EmaiDstst Y (o EmailSting
tag for email text ——» ﬂ + EwWEB_EMaIL |_| QTo:personl@xyz. comsril From: ... | [ EmailString
J + SendEmail_E... founl {oadd MESSAGE
||+ SetupMailServer L.} {oond MESSAGE

Click in the Value box to display this button. fs String Browser - EWEB_EMAIL

Click this button to display the String S — ] ——— S R

Browser so you can enter the email text. 1756EVER@denc . COMS$T$1 This is a test!!]
srsl —_

Positiors B5 Count: 55 of 520 e |
Qk | Cancel | | Help |

The text of the email does not have to be static. You can program a
controller project to collect specific data to be sent in an email. For
more information on using ladder logic to manipulate string data, see
the Logix5000 Controllers Common Procedures Programming Manual,
publication 1756-PM001.
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Step 2: Enter the Ladder Logic

You need two MSG instructions. One MSG instruction configures the
mail server. This only needs to be executed once. The next MSG
instruction triggers the email. Execute this email MSG instruction as

often as needed.
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=F= M=
1 F Type - CIP Generic M ——
Message Cortrol SetuphiailServer AN
- FR—
trigoer WS G
] F Type - CIP Generic = =
Meszage Cortraol SendEmail_BwWER AN
L ERT—

The first rung configures the mail server. The second rung sends the

email text.

Step 3: Configure the MSG Instruction That Identifies the Mail

Relay Server

On the Communication tab of the MSG instruction, configure the path

for the MSG instruction.

Message Configuration - SendEmail EWEB

X

Configuration  Communication™ l Tag ]
Path: 1.1 Browse...
1.1
r ,—_l ,_
[~ Connected v e

® Enable ) Enable ‘Waiing 2 Start ® Done Done Length: 58
) Emor Code: Extended Errar Code: [ Timed Dut®
Errar Path:

Errar Text:

(u] 4 | Catwcel Apply Help
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The path starts with the controller initiating the MSG instruction. Then
enter the port the message exits and the address of the next module in
the path. For example, if the EtherNet/IP module is in the same
chassis as the controller and is in slot 2, the path is: 1, 2.

For more information on configuring the path of a MSG instruction,
see the Logix5000 Controllers General Instructions Reference Manual,
publication 1756-RM003.

On the Communication tab of the MSG instruction, configure the MSG
parameters for identifying the mail relay server.

Some mail relay servers require a domain name be provided during
the initial handshake of the SMTP session. For these mail relay servers,
make sure you specify a domain name when you configure the
network settings for the EtherNet/IP module.

The Source Length is the number of characters in the
STRING tag that identifies the mail relay server plus 4

Message Configunation - SetupMailServer

characters.

In this example, the tag contains 13 characters.

Configuration ] Communication] Tag l
Meszage Type: CIP Generic
Service |Set Attribute Single ﬂ Source Element: EmailConfigsting -
Type:
P Source Length: = [Bytes)
Class: |32 [Hex) ’—l
Instance: 1 Attribute:|5 [Hex] Mew Taq,.
) Enable 2 Enable Waiting 2 Start ® Done Done Length: 0
2 Enor Code: Extended Ermor Code: [ Timed Out'®
Ermor Path:
Ermar Text:
K | Cancel Help

where:
In This Field Enter
Service Type Set Attribute Single
Instance 1
Class 32f
Attribute 5

Source Element

In this example, enter EmailConfigstring

The STRING tag that contains the IP address or host name of the mail relay server

Source Length

The number of characters in the IP address or host name of the mail server plus 4

In this example, enter 17 (13 characters in the IP address 10.88.128.111 + 4)
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The Source Length is the number of characters in the

email tag plus 4 characters.

In this example, the email text contains 65 characters.
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After the MSG instruction that configures the mail relay server
executes successfully, the controller stores the mail relay server
information in non-volatile memory. The controller retains this
information, even through power cycles, until another MSG
instruction changes the information.

Step 4: Configure the MSG Instruction That Contains the Email
Text

On the Communication tab of the MSG instruction, configure the path
for the MSG instruction. This is the same as for the MSG instruction
that identifies the mail relay server (see page 6-6).

On the Configuration tab of the MSG instruction, configure the MSG
parameters for sending an email.

Messapge Configuration - SendEmail_EWEB E|

Configuration] Eommunication] Tag ]

Meszage Type: |CIF' Generic j
Service |Custom j Source Element: EYWEB_EMAIL -
Type:

P Source Length:

Service .
Code: 4h [Hex] Class: |32 [Hex]

[Bytes)

Liestination EmaillstStr
Instance: 1 Attribute:| 0 [Hex) New Tag..
#® Erable 5 Enable Waiting O Start % Done Done Length: 52
) Error Code: Extended Error Code: [ Timed Out®
Errar Path:
Errar Text:
(u] 4 Cancel | | Help
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where:
In This Field Enter
Service Type Custom
Service Code 4b
Instance 1
Class 32f
Attribute 0

Source Element

The tag that contains the email text

This tag is of the STRING data type you created to contain the email text. In this example,
enter EWEB_EMAIL which is of type EmailString

Source Length

The number of characters in the email text plus 4

In this example, enter 69 (65 characters in the email + 4)

Destination

A tag to contain the status of the email transmission

This tag is also of the STRING data type you created to contain the email text. In this
example, enter EmailDstStr which is of type EmailString

On the Communication tab of the MSG instruction, configure the path
from the controller to the EtherNet/TP module.

Message Configuration - SendEmail EWEB g|
Configuration  Communication” ] Tag ]
Path: [1.1] Browse...
1.1
e - — o
c = =
[ Connected = €
® Enable O Enable wWaiting 2 Start ® Done Done Length: 58
2 Eror Code: Extended Ermor Code: [ Timed Out'®
Error Path:
Error Text:
QK. | Cancel | Apply | Help |

The path starts with the controller initiating the MSG instruction. Then
enter the port the message exits and the address of the next module in
the path. For example, if the EtherNet/IP module is in the same
chassis as the controller and is in slot 2, the path is: 1, 2.

If all the devices in the path are configured in the initiating controller’s

I/O Configuration tree, you can use the Browse button to select the
target module and the software automatically fills in the path.
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Enter the Text of the Email

Possible Email Status

For more information on configuring the path of a MSG instruction,
see the Logix5000 Controllers General Instructions Reference Manual,
publication 1756-RM003.

Use the string browser to enter the text of the email. In the example
above, you enter the email text into the EWEB_EMAIL tag. To include
“To:”, “From:”, and “Subject:” fields in the email, use <CR><LF>
symbols to separate each of these fields. The “To:” and “From”” fields
are required; the “Subject:” field is optional. Use a second set of
<CR><LF> symbols after the last one of these fields you enter. For
example:

To: email address of recipient $r$l
From: email address of sender$r$l
Subject: subject of message $r$1$r$l
body of email message

The maximum length of an email message is 474 characters. An
additional 4-byte string-length value is added to the tag. As a result,
the maximum source length is 478 characters.

Examine the destination element of the email MSG to see whether the
email was successfully delivered to the mail relay server. This

Codes indicates that the mail relay server placed the email message in a
queue for delivery. It does not mean the intended recipient
successfully received the email message. Possible codes that could be
in this destination element are:

Error Code (Hex) Extended-Error Description
Code (Hex)

0x00 None Delivery successful to the mail relay server

0x02 None Resource unavailable. The email object was unable to obtain memory resources to
initiate the SMTP session

0x08 None Unsupported Service Request. Make sure the service code is 0x4B and the Class is
0x32F.

0x11 None Reply data too large. The Destination string must reserve space for the SMTP server
reply message. The maximum reply can be 470 bytes.

0x13 None Configuration data size too short. The Source Length is less than the Source Element
string size plus the 4-byte length. The Source Length must equal the Source Element
string size + 4.

0x15 None Configuration data size too large. The Source Length is greater than the Source Element
string size plus the 4-byte length. The Source Length must equal the Source Element
string size + 4.

0x19 None Data write failure. An error occurred when attempting to write the SMTP server address

(attribute 4) to non-volatile memory.
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Error Code (Hex) Extended-Error Description
Code (Hex)
OxFF 0x0100 Error returned by email server; check the Destination string for reason. The email

message was not queued for delivery.

0x0101 SMTP mail server not configured. Attribute 5 was not set with a SMTP server address.

0x0102 “To:" address not specified. Attribute 1 was not set with a “To:" address AND there is
not a “To:" field header in the email body.

0x0103 “From:" address not specified. Attribute 2 was not set with a “From:” address AND
there is not a “From:” field header in the email body.

0x0104 Unable to connect to SMTP mail server set in Attribute 5. If the mail server address is a
hostname, make sure that the device supports DNS, and that a Name Server is
configured. If the hostname is not fully qualified, i.e., “mailhost” and not
“mailhost.xx.yy.com” then the domain must be configured as “xx.yy.com”. Try “ping
<mail server address>" to insure the mail server is reachable from your network. Also
try “telnet <mail server address> 25" which attempts to initiate a SMTP session with
the mail server via telnet over port 25. (If you connect then enter “"QUIT”).

0x0105 Communication error with SMTP mail server. An error occurred after the initial
connection with the SMTP mail server.
See the ASCII text following the error code for more details as to the type of error.

0x0106 SMTP mail server host name DNS query did not complete. A previous send service

request with a host name as the SMTP mail server address did not yet complete. Note
that a timeout for a DNS lookup with an invalid host name can take up to 3 minutes.
Long timeouts can also occur if a domain name or name server is not configured
correctly.
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Notes:
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Chapter 7

Communicate With PanelView Terminals

Use This Chapter This chapter describes how a controller uses an EtherNet/IP
communication module to communicate with PanelView and
. PanelView Plus terminals over an EtherNet/IP network.
Read this
chapter for: - -
For This Information See Page
o [756-ENBT module
o ]769-L32E, -L35E controller Set Up the Hardware /-1
| e 1768-ENBT module Determine Connections to PanelView Terminals 7-2
* 1785-ENBT card Add a PanelView Terminal 7-3
Organize Controller Data for a PanelView Terminal 7-5
where: 7-6
Set Up the Hardware In this example, the controller in the local chassis shares data with an

HMI application on the EtherNet/IP network. This application could
be running any of the following:

e PanelView terminal
e PanelView Plus terminal
e Workstation running an RSView 32 software

e Workstation running an RSView Enterprise application, such as
RSView Machine Edition or RSView Supervisory Edition

. Data % .
Local Ch D ¢ HMI Terminal
5000 Cont < > FRERREER

Logix5000 Controller

00000

Switch
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Determine Connections to
PanelView Terminals

The Logix5000 controller in the local chassis can be any of the
following, with its EtherNet/IP communication module:

e 1756 ControlLogix controller with a 1756-ENBT communication
module in the chassis.

e 1768 CompactLogix controller with a 1768-ENBT communication
module in the chassis.

e 1769-L35E CompactLogix controller with built-in
EtherNet/IP port.

e 1794 FlexLogix controller with a 17838-ENBT EtherNet/IP
communication card.

e PowerFlex 700S with DriveLogix controller and a 1788-ENBT
EtherNet/IP communication card.

Make sure that:

e The IP addresses are set for the controller’s EtherNet/IP
communication module and the HMI terminal.

e All wiring and cabling is properly connected.

How you establish communication between a PanelView or
PanelView Plus terminal depends on how you want to use controller
connections.

Terminal Type

Type of Communication PanelView PanelView Plus
Implicit (connected) Supported Not supported
e Logix controller communicates to the PanelView terminal
like an /0 module
o You must add the PanelView terminal to the I/0
configuration tree for the controller project
Explicit (unconnected) Supported Supported
e Communications are set up in PanelBuilder or RSView ME
Software
o All communications are initiated by the PanelView or
PanelView Plus terminal
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When communicating implicitly (PanelView terminals only), the
controller uses one connection for each terminal. Make sure to
account for these connections when designing the system. The
Logix5000 controllers:

e Firmware revisions 11 and earlier support as many as 16
bidirectional implicit buffers (connections)

e Firmware revisions 12 or greater support as many as 32
bidirectional implicit buffers (connections)
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Add a PanelView Terminal

f= RSLogix 5000 - EhterNet_IP [1794-L33
File Edit “iew Search Logic Communicati
EEEREEEEE
Offline 1, T RUN ]
No Forces ». F gAKT q]
Mo Edits g; il

=5 Cortroller Ehtertet_IP

1455 Tasks

- =l

-3 Trends
[_].

B3

Create a module

Controller Tags
Contraller Faulk Handler
3 Power-Up Handler

E@ b ainT ask

3 Unscheduled Programs
=5 Motion Groups
L [E Ungrouped dses

5 Data Typpes
Ly UserDefined

Cﬂ, Strings
: Ly Predefined
L Module-Defined

I ainProgranm

[0t [l
[Epy [t L2
Faste [Efi]
Eritit i

The larger number of implicit buffers allows significantly more
PanelView terminals to simultaneously request data from the
controller via implicit communications.

When communicating explicitly, the controller supports 40 outgoing

and 3 incoming buffers. This number of incoming buffers limits how
many terminals can simultaneously request data from a controller via
explicit communications. In other words, while you can have multiple

terminals in a system, only three terminals can explicitly request data
from a Logix controller at the same time.

Adding a PanelView terminal is similar to adding distributed I/O. You
add the local EtherNet/TP communication module and then you add
the terminal to that module.

1. In RSLogix 5000 programming software, right-click to select New
Module, and add the local EtherNet/IP communication module.

Select Module Type [ %]
Tvpe: Major Revision:
I‘I?BE-ENBT}A 1 -l
Type | Drescription
1788-CNC2

1788 ContralMet Bridge. Coax Media
1788 ContralMet Bridge, Redundant Coax Media
1788 ContiolMet Bridge, Fiber Media
1788 ContiolMet Bridge, Redundant Fiber Media

1788-CNCR A4
1788-CNF /A

1788-CNFR A
1788-DNB0A

-

—Sho
Yendar: IAII j W Other W Specialty 140 Select All
¥ Analog ¥ Digital ¥ Communication [ Motion [ Controller Clear All
Ok I Cancel | Help |
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2. Configure the local EtherNet/IP communication module.

Module Properties - Controller [1788-ENBT/A 1.1) [ %]
Type: 17B8-EMBT A4 1788 101100 Mbps Ethemet Bridge, Twisted-Pair Media
“endor: Allen-Bradley
Farent: Contraller
e IENET_card Address / Host Hame
Description: ;I & |P Address: 130 0130 0130 0 2
;I ' Host Name: I
Slot: |1 = |
Bevision: I'I_ 1 _Ij

Electranic Keying: ICompatibIe tadule 'l

Cancel | < Bacl: |

Mewt> | [ Finsho> | Help

3. Select the local EtherNet/IP communication module, right-click
to select New Module, and add an ETHERNET-PANELVIEW.

RS5Logix 5000 - EtherNet_IP [1794-133]

File Edit Miew Search Logic Communications To

[B(E] 2 &|m|e] o]

Offline ., = RUM Em
Ma Forces po| = Ok @ =
Wobde @ BAT

ordis =10

(=15 Contioller Etheret_IP
Contraller Tags

23 Controller Fault Hardlsr
-[23 Power-Up Handler
(15 Tasks

E| @ MainT ask

! C& MainProgram

3 Unscheduled Programs
=5 Mation Groups

S| Ungrouped Axes
[ Trends

[-E5 Data Types

Uzer-Defined

Cﬂ, Strings

Cﬂ, Predefined

Cﬂ, Module-Defined
=3 140 Canfiguration

B FlexBus Loca

B FlexBus Loca . Cut Chil+s¢

Copy Chl+C

Create a module Faste [l
Delete Del

Cross Reference  Chil+E

Erirat [Eirl

Properties
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Select Module Type

Type: |ETHERMET-PANELVIEW

Description ‘
1788 Ethernet ta DeviceMet Linking Device -~
1788 104100 Mbps Ethemnet Bridge, Twisted-Pair Media

1788 104100 Mbps Ethemnet Bridge w/Enhanced Web Services

1794 104100 Mbps Ethemnet Adapter, Twisted-Pair Media

10/100 Mbps Ethernet Port on DriveLogixS730

SoftLogix5800 EtherMet/IP
Generic Ethemet Module R

Ethemnet/|P Pai

PowerFlex 700 Wector Drive (20842,
PowerFlex 700 Wector Drive (400/480%) via 20-COMM-E
PowerFlex 700 Yector Drive (B00V] via 20-COMM-E
PowerFlex 7005 Drive [400/480V] via 20-COMM-E

ES)

DrivelogixS730 Ethernet
EtherNet/|P
ETHERMET-MODLLE
ETHERMET-PANELY
PowerFles 700 Vector-21
PowerFles 700 Vector-41
PowerFles 700 VectorBl
PowerFles 7O0S-4000 £

PowierFles 7O-E PowerFlex 70 Drive wia 20-COMM-E
PowerFlex?00-200-E PowerFlex 700 Drive (208/240V) via 20-COMM-E v
Shaow
Wendor, [l x| I Other ¥ Specialyl/  Selectal
W Analog W Digital W Communication W Maotion W Controller Clear Al

——

Cancel | Help ‘
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4. Configure the terminal.

Module Properties - LocalENB (ETHERMET-PANELVIEW 1.1) @

Type; ETHERMET-PAMELVIEW Ethemet/|P Fanehiew
Wendor, Allen-Bradley
Parent; LocalENE
Name: . I Address / Host Name
ptomesl G e [0 e ® 12
Descriptior:
" Hast Mame: s
Connection Parameters
Comm Format: ‘Dala DINT Assembly
Instance: Size:
[ It el ¥ 2 = e
Electronic Keying: | Compatible Module - Clutput ,m 112 g (324
Cancel | ‘ Mext » | Finizh » > | Help |
In This Field Do This
Comm Format select Data - DINT
Connection specify the input and output instances for this terminal
Parameters

You can establish up to eight different instances with each terminal. For example, one
controller can use all eight instances. Or eight controllers can each use one instance.

Organize Controller Data Qrganize data for a PanelView terminal based on how the data
for a PanelView Terminal ~ ™ "¢

For Data That Is Do This

Time-critical (for example, ~ Use the I/0 tags of the terminal.

data that controls a

machine) The tags for this data were created when you added the terminal to the I/0 configuration of
the controller. They are similar to the tags of 1/0 modules.

Not time critical Create arrays to store the data:

1. For each screen, create a BOOL array with enough elements for the bit-level objects
on the screen.

For example, the BOOL[32] array gives you 32 bits for push buttons, indicators, etc.

2. Foreach screen, create a DINT array with enough elements for the word-level objects
on the screen.

For example, the DINT[28] array, give you 28 values for numeric entry controls,
numeric displays, etc.
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7-6 Communicate With PanelView Terminals

To access the I/O tags of the PanelView or PanelView Plus terminal,
use the following address format:

If the Terminal Use This Address

Writes the data name_of_terminal:l.Data[x].y

Reads the data name_of_terminal:0.Data[x].y
where:

This Address Variable

Is

name_of_terminal

Name of the instance in the I/0 configuration of the controller

X

Element of the input (I) or output (0) structure.

y

Bit number within the input or output element

Determine Connections to How you establish communication to an RSView application depends

RSView Applications

on how you configure RSLinx software to collect tags from the
controller. An RSView 32 or RSView Enterprise application use RSLinx
software as a data server.

RSLinx Enterprise software defaults to 4 read connections and 1 write
connection per configured controller. You can modify your RSLinx
configuration as needed.
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Notes:
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Chapter 8

Monitor Diagnostics

Use This Chapter The EtherNet/IP communication modules provide several levels of
diagnostics. There are user-oriented diagnostics, as well as more
detailed diagnostics for technical support personnel. This chapter
describes the diagnostics presented on the user-oriented diagnostic

pages.
For This Information See Page
Module Diagnostics 8-1
Diagnostics Overview 8-2
Network Settings 8-5
Explicit Message Connections 8-7
[/0 Connections 8-8
Ethernet Statistics 8-9
Module Diagnostics The EtherNet/IP modules provide pages of user-oriented diagnostics.
This information is organized into these web pages.
For This Information Access This Web Page
Overview of the current configuration of the  Diagnostics — Diagnostic Overview
module
Summary of the network settings Diagnostics — Network Settings

configured for the module

Statistics about messages initiated by the  Diagnostics — Message Connections
module and their associated connections

Statistics about 1/0 modules associated Diagnostics — 1/0 Connections
with the module

Ethernet statistics Diagnostics — Ethernet Statistics
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Diagnostics Overview

The Diagnostics — Diagnostic Overview page presents a summary of
the current configuration and overall status of the module.

/B Rockwell Automation - Microsoft Internet Explorer provided by Rockwell Automation =18l

JFiIe Edit Wiew Favaorikes  Tools  Help

J GBak - o= - (D 7t | Qsearch [GelFavortes  C4History “%v Sh -

| acddress [ &1 http:10.58.60. 194index. bt | @ “Llnks =

WRIEREEE 1756-ENBT/A Autouation

Minirnize Diagnostic Overview ,_Network Settings ™, Message Connections “, /O Connections . Ethernet Statistics -
[0 Home
Diagnostics Ethernet Link TCP Connections (CIP)
Diagnostic Dverview Speed 100 Mbps Current TCP Connections 2
Metwork Settings Duplex Full Duplex TCP Connedtion Limit [T
Message Connections Autanegotiste Status Autonegotiste Speed Maximum Ohserved 4
/O Connecions and Duplesx
Ethernet Statistics CIP Messaging Statistics
Advanced Diagnostics System Resource Utilization Messages Sent 10718
[ eroves chassie cRu 54.80 % Messsges Recaived 10718
p—— UCMM Sent 4020
yem—
UCMM Received 4080
Server Errors o
Rediracts 2 I/0 Packet/Second Statistics
Timeouts o
Total 1149
Access Vialations o — o
=
Page Hits 5% Received See
Form Hits o Inhibitad 0
Total Hits 11 Rejected o
cjecte
- S Capacity 5000
CIP Connection Statistics
Ackuzl Reserve 32851
Current CIP Mzg Connections 1
Theoretical Reserve 3800
CIP Msg Connection Limit 258
Max Msg Connections Observed 11 I/0 Packet Counter Statistics o
Current CIP 1/ O Connections 2 Total 331202
CIP I/ O Connection Limit izg — Er—
-
Max IO Connections Observed 2 a 4 192762
2 Gonn Opens 1426 pr—— 8
1 5 Open Errors 106 Rejectad o LI
@ hitkp: ffvwwy. rockwelaukomation. comj | ‘ |e Inkernet
This Field Specifies
Ethernet Link
Speed Whether the Ethernet port is operating at 10 Mbps or 100 Mbps
Duplex Whether the Ethernet port is operating at half duplex or full duplex

Autonegotiate Status

Whether the port speed and duplex mode were determined via autonegotiation or
whether they were manually configured

System Resource Utilization

CPU Current percent CPU utilization for the module
Web Server
Server Errors Number of requests to the module with an invalid URL
Redirects Number of requests for a web page that were redirected by the module (e.g., requesting
“/" is redirected to “/index.html”)
Timeouts Number of times a connection timeout occurred while processing a web page

Access Violations

Number of times a page has been requested for which the user has insufficient privilege

Page Hits Number of times a web page was successfully accessed
Form Hits Number of times a web page form was accessed
Total Hits Total number of web page access attempts

CIP Connection Statistics

Current CIP MSG Connections Current number of CIP connections for message

CIP MSG Connection Limit

Maximum number of CIP connections for messages allowed
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This Field

Specifies

Max MSG Connections Observed

Maximum observed number of CIP connections for messages

Current CIP I/0 Connections

Current number of CIP connections for I/0

CIP 1/0 Connection Limit

Maximum number of CIP connections allowed for 1/0

Max 1/0 Connections Observed

Maximum observed number of CIP connections for I/0

Conn Opens

Number of CIP connection open requests

Open Errors

Number of CIP connection open request errors

TCP Connections (CIP)

Current TCP Connections

Current number of active TCP connections for CIP messaging

TCP Connection Limit

Maximum number of TCP connections for CIP messaging allowed

Maximum Observed

Maximum observed number of TCP connections for CIP messaging

CIP Messaging Statistics

Messages Sent

Number of CIP connected messages (packets) sent

Messages Received

Number of CIP connected messages (packets) received

UCMM Sent

Number of CIP unconnected messages (packets) sent

UCMM Received

Number of CIP unconnected messages (packets) received

1/0 Packet / Second Statistics

Total Total number of Class 1 UDP packets the module transmitted/received in the last 1 second
snapshot
The Total is the sum of the Sent, Received, Inhibited, and Rejected numbers.

Sent Number of Class 1 UDP packets the module transmitted in the last 1 second snapshot

Received Number of Class 1 UDP packets the module received in the last 1 second snapshot

Inhibited Number of Class 1 UDP packets the module inhibited in the last 1 second snapshot
Packets are inhibited if a COS module produces packets faster than 1/4 of the
connection’s RPI.

Rejected Number of Class 1 UDP packets the module rejected in the last 1 second snapshot
These packets were messages received and then rejected because the connection was
closed or there was a duplicate multicast address.

Capacity Number of Class 1 UDP packets the module can handle over the Ethernet network at any

time

Actual Reserve

Actual Reserve = Capacity - Total

This is based on the total of number packets the module has transmitted/received in the
last 1 second snapshot.

Theoretical Reserve

Theoretical Reserve = Capacity - the sum of the theoretical packet/second of all
connections based on the RPI

1/0 Packet Counter Statistics

Total Cumulative number of Class 1 UDP packets the module transmitted/received
The Total is the sum of the Sent, Received, Inhibited, and Rejected numbers
Sent Cumulative number of Class 1 UDP packets the module transmitted
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This Field Specifies

Received Cumulative number of Class 1 UDP packets the module received

Inhibited Cumulative number of Class 1 UDP packets the module inhibited
Packets are inhibited if a COS module produces packets faster than 1/4 of the
connection’s RPI.

Rejected Cumulative number of Class 1 UDP packets the module rejected
These packets were messages received and then rejected because the connection was
closed or there was a duplicate multicast address.

Missed Cumulative number packets that were not received in order

Each UDP packet has a sequence number and if a packet is missing (corrupted or dropped),
the module will recognize this void upon receipt of the next packet received. T Missed
counter increments by the number of packets missed.
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A CIP connection transfers data from one Logix application running
on one end-node to a second Logix application running on another
end-node. A CIP connection is established over a TCP connection.
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Network Settings

The Diagnostics — Network Settings page presents a summary of the
current Ethernet configuration for the module.

JFiIe Edit Wiew Favaorikes  Tools  Help

/B Rockwell Automation - Microsoft Internet Explorer provided by Rockwell Automation

=18l

J GBak - o= - (D 7t | Qsearch [GelFavortes  C4History “%v Sh -

| acddress [ &1 http:10.58.60. 194index. bt

| @ |JL|nks =

Minimize

D rome

Dizgnastics
Diagnostic Overview
Network Settings
Message Connections
1/0 Connactions
Ethernat Statistics

[ o——
[0 eronse chassis

WRIEREEE 1756-ENBT/A Autouation

Diagnostic Overview Y Network Settings _Message Connections “, /O Connections , Ethernet Statistics

Network Interface
Ethemet Address (MAC)
1P Address

Subnet Mask

Default Gateway
Prirmary Name Seruer
Secondary Name Server

Default Domain Name

00:00:BC05:00:60
10.68,60,194
255,255.254.0
10.88.60.1
10.88.128.138
10.68,128,139

na.home, ra-int, com

Host Name

Narme Resolution DHS Ensbled
SMTR Server

Ethemet Interface Configuration

©btain Network Configuration Static

Ethemet Link

Autonegotiats Status Autonegotiste Speed and

Duplex
Port Speed 100 Mbps
Duplex Mode Full Duplex

‘ o

Gopyright @ 2004 Rockwell Automation, Inc All Rights Reserved,

3]

Any fields not configured remain blank.

| mtermer

This Field

Specifies

Network Interface

Ethernet Address (MAC)

Ethernet (MAC) address of the module

[P Address

[P address for the module

Subnet Mask

Subnet mask for the module

Default Gateway

Gateway address for the module

Primary Name Server

Primary name server

Secondary Name Server

Secondary name server

Default Domain Name

Default domain name for the module

Host Name

Host name for the module

Name Resolution

Whether or not Domain Name System (DNS) resolution is enabled

SMTP Server

SMTP server address for the module (required for email)
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This Field

Specifies

Ethernet Interface Configuration

Obtain Network Configuration

Whether the module is configured to obtain its network parameters (IP address, etc.) via
BOQTP, DHCP. or from static configuration

Ethernet Link

Autonegotiate Status

Whether the Ethernet port is operating at 10 Mbps or 100 Mbps

Port Speed

Whether the Ethernet port is operating at half duplex or full duplex

Duplex Mode

Whether the port speed and duplex mode were determined via autonegotiation or
whether they were manually configured
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Explicit Message
Connections

JFiIe Edit Wiew Favaorikes  Tools  Help

The Diagnostics = Message Connections page presents a summary of
messages bridged through or initiated by the module.

Rockwell Automation - Microsoft Internet Explorer provided by Rockwell Automation

J GBak - o= - (D 7t | Qsearch [GelFavortes  C4History “%v Sh -5

| acddress [ &1 http:10.58.60. 194index. bt

1756-ENBT/A

Expand Hinir

WMessage Connections

0x081101 10.88.61.206 10,88.60,194

Seconds Between Refrash: |15 Disable Refrash with o

[ [ |4 mtemet

This Field

Specifies

Conn #

The relative index of this connection (on the Message Connections page)

Connection ID

The unique identifier for each connection

Originator The IP address of the device that originated the connection on Ethernet network

Target The IP address of the device that is the target of the connection on Ethernet.
This may not be the ultimate target of the connection for example, the target could be a
Logix controller in a chassis).

Bridged Whether the connection bridges through the module

State The current state of the connection:

e Active
e Closing
e faulted
e Reserved
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1/0 Connections

The Diagnostics — I/O Connections page presents a summary of I/O
connections initiated by the module.

/3 Rockwell Automation - Microsoft Internet Explorer provided by Rockwell Automation =& x|

J Flle Edit Yiew Favorkes Tools Help ﬁ
| 4k - = - D A | Qoearch CilFavortes (Brisory | B S -
| Address [ hitpsjf10.88.60.194findex html | P Hunks D

LR R 1756-ENBT/A T

Dizgnostic Querview | Netuork Settings | Message Connactions Y 1/G Connactions “,_Ethernat Statistics

Home

Ethernet Statistics
Advanced Diagnestics

[ erowsa chassis

BieEmEss Conn §# / UpTime  Rcv/X¥mt  ConnectionId  Source Dest Multicast Address ~ RPL Lost Size
Diagnostic Guersien 2838 Foe 0xc85denz 10.88.60.188 (0)  10.88.50.134 z o 0
Hetwork Settings 00h:01mz0s Krnt OxcaSdesz 10.88.60.194 (T)  10.86.60,186  235.235.235.235 z 4
Message Connections 3287 Rev 0x242e081 10.88.60.188 (T)  10.66.60,194  239.132.24,128 10 0 4
12 Gonnedtions D0k 00 25s Hrnit Ox242e001 10.88.60.194 [0) 10.88.60.188 10 i

Seconds Between Refresh: |13 Disable Refresh with 0,

Gopyright ® 2004 Rockwell Automation, Inc All Rights Reserved,

[ [ |4 meernet

Each Class 1 UDP connection has a receive/transmit (Rcv/Xmt) pair of
data and heartbeat. The originator of a connection listens on the
multicast address to receive the data. The target of the connection
receives the heartbeat.

In this example, the web page is for the module at address
10.88.60.194. This module (10.88.60.194) originated a connection to
10.88.60.188 with an RPI of 10.

This Field

Specifies

Conn S# / Up Time

Connection serial number and the elapsed time the connection has been maintained

Rev / Xmt

Connection was received or transmitted from this source address

Connection ID

Connection identifier

Source IP address of the Rev/Xmt packet
(T) = target; (0) = originator

Dest Destination address

Multicast Address Connection targets produce at this multicast address
Connection originators listen on this multicast address

RPI Programmed connection RPI

Lost Total number of packets received where the Common Packet Encapsulation sequence
number is less than the last received on this connection

Size Size of class 1 UDP packet data (in bytes)
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Ethernet Statistics The Diagnostics — Ethernet Statistics page presents a summary of the
status of communication activity on the Ethernet network.
/3 Rockwell Automation - Microsoft Internet Explorer provided by Rockwell Automation 1=l =]
J File Edit View Fawvorites Tools  Help ﬁ
J dBak - o= - (D 7t ‘ Qsearch (Gl Favorites < HHistory ‘ - S -
| cidrass [ http: 1110.58.60. 194index. html =| e HLmks =
o - Rockwell
adeidimd 1 7/56-ENBT/A Automation
Minimnize Dizgnostic Ouerview . Hetuork Settings ™\ Message Connections ™\ I/0 Connections Y Ethernet Statistics
G
Diagnostics Ethermnet Link Media Counters
Diagnostic Dverview Speed 100 Mbps alignrnent Errars 1)
Metwork Settings Duplex Full Duplex FCS Errors o
Massage Connections Autonsgstists Status gutu‘negntiate Speed and Single Collisions 0
/0 Connadtions i Multiple Collizions 0
Ethernet Statistics SQE Test Errors 0
Advanced Diagnostics Interface Counters v —— . @
[ advaread o e P e S——
Late Collisions 1)
In Ucast Packets 235743
Excessive Collisions 1)
In MUcast Packets 46692
MAC Transmit Errors 1)
In Discards 1)
Carrier Sense Errors 1)
In Errars 1)
Frame Too Long i}
In Unknown Protos 751
MAC Receive Errors 1)
Out Octets 20402986
Out Ucast Packets [3-1-1-13
Out NUcast Packets 220830
Out Discards o
Out Errors 1)
Seconds Between Refresh: |15 Dizsble Refresh with 0,
Copyright @ 2004 Rackwell Automation, Inc All Rights Reserved,
T ;l_l
[& [ @ ternet
This Field Specifies
Ethernet Link
Speed Whether the Ethernet port is operating at 10 Mbps or 100 Mbps
Duplex Whether the Ethernet port is operating at half duplex or full duplex

Autonegotiate Status

Whether the port speed and duplex mode were determined via autonegotiation or

whether they were manually configured

Interface Counters

In Octets

Octets received on the Ethernet interface

In Ucast Packets

Unicast packets received on the Ethernet interface

In NUcast Packets

Non-unicast packets received on the Ethernet interface

In Discards

Inbound packets received on the Ethernet interface but discarded

In Errors

Inbound packets that contain errors (does not include In Discards)

In Unknown Protos

Inbound packets with unknown protocol

Out Octets

Octets sent on the Ethernet interface

Out Ucast Packets

Unicast packets sent on the Ethernet interface

Out NUcast Packets Non-unicast packets sent on the Ethernet interface
Out Discards Outbound packets discarded
Out Errors Outbound packets that contain errors
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This Field Specifies

Media Counters

Alignment Errors

Frames received that are not an integral number of octets in length

FCS Errors

Frames received that do not pass the FCS check

Single Collisions

Successfully transmitted frames which experienced exactly one collision

Multiple Collisions

Successfully transmitted frames which experienced more than one collision

SQE Test Errors

Number of times SQE test error message is generated

Deferred Transmissions

Frames for which first transmission attempt is delayed because the medium is busy

Late Collisions

Number of times a collision is detected later than 512 bit-times into the transmission of
a packet

Excessive Collisions

Frames for which transmission fails due to excessive collisions

MAC Transmit Errors

Frames for which transmission fails due to an internal MAC sublayer transmit error

Carrier Sense Errors

Times that the carrier sense condition was lost or never asserted when attempting to
transmit a frame

Frame Too Long

Frames received that exceed the maximum permitted frame size

MAC Receive Errors

Frames for which reception on the Ethernet interface failed due to an internal MAC
sublayer receive error

Publication ENET-UMOO1E-EN-P - January 2006



Appendix A

Module LED Indicators

Use This Appendix This appendix provides LED indicator descriptions for the EtherNet/IP
communication modules and adapters.

For This Information See Page

1756-ENBT EtherNet/IP Communication Module A-2
1769-132E, 1769-L35E CompactLogix Controller A-3
1768-ENBT CompactLogix EtherNet/IP Communication Module A-4
1788-ENBT EtherNet/IP Communication Daughtercard A-5
1794-AENT EtherNet/IP FLEX 1/0 Adapter A-7

Publication ENET-UMOO1TE-EN-P - January 2006



A-2 Module LED Indicators

1756-ENBT EtherNet/IP

Network (NET) status indicator

Communication Module

Condition

Indicates

Recommended Action

off

Not powered,
no IP address

Module is not powered, or does not have an IP address.

o Verify there is chassis power and the module is
completely inserted into the chassis and backplane.
o Make sure the module has been configured.

Module has obtained an IP address, but has no established
connections.

Module has an IP address and at least one established
connection.

One or more of the connections in which the module is the
target has timed out.

A duplicate IP address has been detected. Make sure that the
the IP address assigned to this module is not the same as that
for any other device already on the network

Recommended Action

Module is not ready to communicate.

Module is ready to communicate.

Module is communicating over the network.

Recommended Action

Module does not have 24V DC power. Verify there is chassis
power and the module is completely inserted into chassis and
backplane.

Module is not configured.

Module is operating correctly.

A duplicate IP address has been detected. Make sure that the
the IP address assigned to this module is not the same as that
for any other device already on the network

Arecoverable fault has been detected. This could be caused by
an error in the configuration.

An unrecoverable fault has been detected. Cycle power to the
module. If this does not clear the fault, replace the module.

EtherNet/IP
Flashing green No connections
v Green CIP connections
Flashing red Connection timeout
Red Duplicate IP address
Link status indicator
. . Condition Indicates
Off No data transmission
Green Ready
A Flashing green Data transmission in
progress
OK status indicator
Condition Indicates
Off No power
Flashing green Standby
Green Operational
Flashing red Duplicate IP address
Minor fault
Red Major fault
Flashing red/green Self test

Module performing power-up self-test.
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1769-L32E, 1769-L35E
CompactLogix Controller

Logix _ L35E

Module Status (MS) indicator

Condition Indicates Recommended Action
Off The controller does not have power. Check the controller power supply.
Flashing The controller does not have an IP address and ~ Verify that the BOOTP server is running.
green is operating in BOOTP mode.
Green The controller is operating correctly. Normal operation. No action required.
Red The controller is holding the port in reset or the ~ Clear the controller fault.
controller is faulted. If the fault will not clear, replace the controller.
The controller is performing its power-up Normal operation during power-up.
self-test.
An unrecoverable fault has occurred. Cycle power to the controller.
If the fault will not clear, replace the controller.
Flashingred A duplicate IP address has been detected. Make sure that the IP address assigned to this

controller is not the same as that for any other
device already on the network

The controller firmware is being updated.

Normal operation during firmware update. No
action required.

Network Status (NS) indicator

Condition Indicates Recommended Action

Off The controller does not have an IP address and ~ Verify that the BOOTP server is running.

is operating in BOOTP mode.

Flashing The controller has an IP address, but no CIP Normal operation if no connections are

green connections are established. configured. No action required.

If connections are configured, check
connection originator for connection error
code.

Green The controller has an IP address and CIP Normal operation. No action required.

connections (Class 1 or Class 3) are
established.

Red A duplicate IP address has been detected. Make sure that the IP address assigned to this
module is not the same as that for any other
device already on the network

Flashing The controller is performing its power-up Normal operation during power-up.

red/green self-test.

Link Status (LNK) indicator

Condition Indicates Recommended Action

Off The port is not connected to a powered Verify that all Ethernet cables are connected.
Ethernet device. The controller cannot Verify that Ethernet switch is powered.
communicate on Ethernet.

Flashing The controller is performing its power-up Normal operation during power-up.

green self-test.
The controller is communicating on Ethernet. Normal operation. No action required.

Green The port is connected to a powered Ethernet Normal operation. No action required.

device. The controller can communicate on
Ethernet.
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1768-ENBT CompactLogix
EtherNet/IP Communication
Module

{ e )

ElherNel‘/lP5

=
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NET (Network) Status Indicator

Condition Indicates Recommended Action
Off Not powered, Module is not powered, or does not have an IP address.
No IP address
o \Verify there is chassis power and the module is
completely inserted into the chassis and backplane.
o Make sure the module has been configured.
Flashing No connections Module has obtained an IP address, but has no established
green connections.
Green CIP connections Module has an IP address and at least one established
connection.
Flashing red  Connection timeout One or more of the connections in which the module is the
target has timed out.
Red Duplicate IP address Module has detected that its IP address is already in use.

Assign a unique IP address to the module.

Link Status Indicator

Condition Indicates Recommended Action

Off No data transmission Module is not ready to communicate.

Green Ready Module is ready to communicate.

Flashing Data transmission in progress Module is communicating over the network.
green




Module LED Indicators A-5

OK Status Indicator

Condition Indicates Recommended Action

0Off No power Module does not have 5V dc power. Verify there is power and
the module is properly installed.

Flashing Green Standby Module is not configured.

Green Operational Module is operating correctly.

Flashing Red Minor fault A recoverable fault has been detected. This could be caused
by an error in the configuration.

Red Major fault An unrecoverable fault has been detected. Recycle power to
the module. If this does not clear the fault, replace the
module.

Flashing Red and Green Self-test Module performing power-up self-test.

1788-ENBT EtherNet/IP
Communication
Daughtercard

A il

Module status (MS) indicator

A §®
Etherieiip P

LNK U%

Condition Indicates Which Means Recommended Action
off No power The daughtercard does not have power. Check the host power supply.
Verify that the daughtercard is firmly seated in the host’s slot.
Replace daughtercard and/or host.
Flashing green Standby The daughtercard does not have an IP address and is ~ Verify that the BOOTP server is running.
operating in BOOTP mode.
Green Ok The daughtercard is operating correctly. Normal operation. No action required.
Red Held in reset The host is holding the daughtercard in reset or the Verify that the daughtercard is firmly seated in the host's slot.
host is faulted. Clear the host's fault.
Replace daughtercard and/or host.
Self-test The daughtercard is performing its power-up self-test.  Normal operation during power-up.
Major fault An unrecoverable fault has occurred. Cycle power to the host.
Replace the daughtercard and/or host.
Flashing red Duplicate IP address A duplicate IP address has been detected. Make sure that the IP address assigned to this module is not the

same as that for any other device already on the network

Updating firmware

The daughtercard firmware is being updated.

Normal operation during firmware update. No action required.
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Network status (NS) indicator

Condition

Indicates

Which Means

Recommended Action

Off

Not initialized

The daughtercard does not have an IP address and is
operating in BOOTP mode.

Verify that the BOOTP server is running.

Flashing green

No CIP connections
established

The daughtercard has an IP address, but no CIP
connections are established.

Normal operation if no connections are configured. No action
required.

If connections are configured, check connection originator for
connection error code.

Green CIP connections The daughtercard has an IP address and CIP Normal operation. No action required.
established connections (Class 1 or Class 3) are established.
Red Duplicate IP address A duplicate IP address has been detected. Make sure that the IP address assigned to this module is not the
same as that for any other device already on the network
Link status (LNK) indicator
Condition Indicates Which Means Recommended Action
Off No link The daughtercard is not connected to a powered Verify that all Ethernet cables are connected.
Ethernet module. The daughtercard cannot Verify that Ethernet switch is powered.
communicate on Ethernet.
Flashing green Self-test The daughtercard is performing its power-up self-test. ~ Normal operation during power-up.

Data transmission
and reception

The daughtercard is communicating on Ethernet.

Normal operation. No action required.

Green Link okay The daughtercard is connected to a powered Ethernet ~ Normal operation. No action required.
module. The daughtercard can communicate on
Ethernet.
Utilization percent (U%) indicator
Condition Indicates Which Means Recommended Action
off less than 80% The 1/0 packet rate to/from this daughtercard is less Normal operation. No action required.
utilization than 80% of the available packet rate and less than

80% of the 32 available 1/0 connections are currently
in use.

flashing green

80% packet rate
reached

The 1/0 packet rate to/from this daughtercard is at
least 80% of the available packet rate (4000
packets/sec.). That is, the 1/0 packet rate is at least
3200 packets/sec.

Normal operation. No action required.

80% connections in
use

At least 80% of the 32 available connections are
currently in use. That is, from 26 to 31 1/0 connections
are in use.

Normal operation. No action required.

green all connections inuse  All 32 of the daughtercard's I/0 connections are Normal operation when all 32 I/0 connections are in use.
currently in use.
flashing red/green self-test The daughtercard is performing its power-up self-test. ~ Normal operation during power-up.
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1794-AENT EtherNet/IP

FLEX I/0 Adapter

~

Allen-Bradley

O MobuLE sTaTys
O NETWORK sTATUS
O unk status

1Module status indicator

Condition Indicates Recommended Action

Off No power Module does not have 24V DC power.
Make sure power is being supplied to the module.

Flashing green Standby Module not configured.

Green Operational Module operating correctly.

Flashing red Minor fault A recoverable fault has been detected. This could be caused by
an incarrect or inconsistent configuration.

Red Major fault An unrecoverable fault has been detected. Recycle power to
the module. If this does not clear the fault, replace the module.

Flashing red/green Self test Module performing power-up self test.

Network status indicator

Condition

Indicates

Recommended Action

Off

Not powered,
No IP address

Module is not powered, or does not have an IP address.

Verify there is power and the module is correctly wired to the
power supply.

Make sure the module is configured

Flashing green

No connections

Module has obtained an IP address, but has no established
connections.

Green CIP connections Module has an IP address and at least one established
connection.

Flashing red Connection timeout One or more of the connections in which the module is the
target has timed out.

Flashing red/green Self test Module performing power-up self test.

Link status indicator

Condition

Indicates

Recommended Action

off

No data transmission

Module not ready to communicate.

Flashing green

Ready

Module is ready to communicate.

Green

Data transmission in
progress

Module is communicating over the network.
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Notes:
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Appendix B

EtherNet/IP Network Connections

Use This Appendix EtherNet/IP communication modules use connections to manage
communications. A connection is a point-to-point communication
mechanism used to transfer data between a transmitter and a receiver.

?he:;tglfsor- The EtherNet/IP communication modules use these connections:
. 1756 ENl;T module e CIP connections for Logix-based communications
o [769-L32E, -L35E controller ) ) ) )
| e 1768-ENBT module A CIP connection transfers data from one .Log1x a.pplilcatlon .
e 1788-ENBT card running on one end-node to a second Logix application running
e 1794-AENT adapter on another end-node. A CIP connection is established over a
TCP connection.
e TCP/IP connections for EtherNet/IP communications
A single TCP connection can support multiple CIP connections.
For This Information See Page
CIP Connections B-1
TCP Connections B-4
Multicast Address Limit B-4
Specify the Requested Packet Interval (RPI) B-5
CIP Connections Connections are allocations of resources that provide more reliable

communications between modules than unconnected messages.

Examples of functions supported by CIP implicit (connected)
messaging include:

e Logix controller message transfer to Logix controller

e I/O or produced/consumed tag

e Program upload

e RSLinx DDE/OPC client

e PanelView polling of Logix controller

Publication ENET-UMOO1TE-EN-P - January 2006



B-2 EtherNet/IP Network Connections

There are several types of CIP connections:

CIP Connection Type

Description

Bridged connection

A bridged connection is a connection that passes through the EtherNet/IP module. The end
point of the connection is a module other than the EtherNet/IP module.

Example: a connection from a controller through a 1756-ENBT to another controller.

End-node connection

An end-node connection is a connection whose end point is the EtherNet/IP module itself.

Example: a connection from RSLinx to the EtherNet/IP module to set the module's IP
address.

Rack-optimized

A rack-optimized connection is a connection to a rack or assembly object in the EtherNet/IP
module. Data from selected I/0 modules is collected and produced on one connection (the
rack-optimized connection) rather than on a separate direct connection for each module.

Direct

A connection from a controller to an specific I/0 module (as opposed to a rack-optimized
connection).

The Logix5000 controller supports 250 connections. But the limit of
connections ultimately resides in the communication module you use
for the connection. If a message path routes through a communication
module or card, the connection related to the message also counts
towards the connection limit of the communication module or card.

CIP implicit (connected) messaging limits

An implicit (connected) connection is time critical in nature. This
includes 1I/0 and produced/consumed tags.

Product:

CIP Connected Messaging Limits:

1756-ENBT

Each module supports:
¢ 128 bridged connections

of which 32 connections can be end-node connections

In addition to the CIP connections:
¢ 16 controllers can have a rack-optimized connection to the module

¢ 16 controllers can have a rack-optimized, listen-only connection to the module
o 64 controllers can consume data from a connection
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Product:

CIP Connected Messaging Limits:

1768-ENBT

Each module supports 64 bridged messages, of which 32 connections can be end-node
connections

In addition to the CIP connections, 32 controllers can consume data from a connection

1788-ENBT

Each module supports 32 bridged connections, of which 20 connections can be end-node
connections

In addition to the CIP connections, 32 controllers can consume data from a connection

1794-AENT

Each module supports:
o 32 end-node connections for messages

¢ 31 end-node connections for I/0 and produced/consumed tags
e no bridged connections
In addition to the CIP connections, 31 controllers can consume data from a direct connection

CIP explicit (unconnected) messaging limits

An explicit (unconnected) connection is non-time critical and is
request/reply in nature. The following limits of unconnected messages
are the maximum number of outstanding unconnected messages.
These are unconnected messages that have been sent to the module
and are being processed and have not yet generated a response or
timeout.

Product

CIP Unconnected Messaging Limits

1756-ENBT

Each module supports 256 CIP unconnected messages, of which:
¢ 128 can be unconnected messages from the EtherNet/IP port to an object on the
module or to the backplane.

e 128 can be unconnected messages from the backplane to an object on the module or
to the EtherNet/IP port.

1768-ENBT

Each module supports 64 CIP unconnected messages, of which:
e 32 can be unconnected messages from the EtherNet/IP port to the host.

e 32 can be unconnected messages from the host to the EtherNet/IP port.

1788-ENBT

Each module supports 64 CIP unconnected messages, of which:
e 32 can be unconnected messages from the EtherNet/IP port to the host.

e 32 can be unconnected messages from the host to the EtherNet/IP port.

1794-AENT

Each module has a maximum of 256 CIP unconnected messages from the EtherNet/IP port.

The 1794-AENT can receive messages from the EtherNet/IP port. Because the FLEX 1/0
backplane uses a polled architecture, the FLEX modules 1/0 modules do not initiate
messages to the 1794-AENT module.

EtherNet/IP connections are not scheduled as on other networks, such
as using RSNetWorx software to schedule ControlNet connections, but
the EtherNet/IP connections do exchange data at a regular time
interval, the requested packet interval (RPD.
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TCP Connections

Multicast Address Limit
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See the EtherNet/IP Performance and Application Guide, publication
ENET-AP001, for more information on connections.

An EtherNet/IP module uses one TCP connection for each IP address
to which the EtherNet/IP module is connected. Multiple CIP
connections can go through a single TCP connection. Examples of
TCP connections are:

e HMI (human-machine interface) to a controller that supports
EtherNet/IP communications

e Logix MSG instruction to a controller or workstation
e OPC or DDE accessing a controller
e [/O data

e Produced or consumed tag

The 1756-ENBT, 1788-ENBT, and 1794-AENT modules each support 64
TCP connections.

Connections that produce data over an Ethernet network use multicast
addresses. EtherNet/IP modules support a maximum of 32 unique
multicast addresses. The actual address (such as 239.192.22.121) is
determined by the EtherNet/IP module.

Example 1: An Ethernet adapter that produces data uses a unique
multicast address for each I/O connection.

Example 2: A Logix controller that produces tags uses a unique
multicast address for each produced tag.

The multicast address limit is independent of the connection limit for
a module. Not all connections require a multicast address. And in the
case of produced and consumed tags, one produced tag requires one
multicast address but it also requires one connection for each
consumer. If there are multiple consumers, the one multicast address
would be using multiple connections.
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Specify the Requested
Packet Interval (RPI)

The RPI is the update rate specified for a particular piece of data on
the network. The RPI can be specified for an entire rack (using a
rack-optimized connection) or for a particular module (using a direct
connection).

When you add a module to the I/O configuration of a controller, you
must configure the RPI. This value specifies how often to produce the
data for that module. For example, if you specify an RPI of 50ms,
every 50ms the I/O module sends its data to the controller or that the
controller sends its data to the I/O module.

RPIs are used only for implicit connections, such as
produced/consumed tags and I/O. For example, a local EtherNet/IP
communication module does not require an RPI because it is not a
data-producing member of the system; it is used only as a bridge to
remote modules.

Set the RPI only as fast as needed by the application. The RPI also
determines the number of packets per second that the module will
produce on a connection.

Each module has a limit on the total number of implicit packets per
second. The total includes the sum of sent and received implicit
packets. The packet rate for implicit messages is for implicit only, and
is not the same as and does not include the explicit packet rate.
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Notes:
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Appendix C

Use This Appendix

Ethernet Protocols

EtherNet/IP Network Overview

This appendix defines some basic Ethernet network concepts and
how the EtherNet/IP protocol is used for control.

For This Information See Page

Ethernet Protocols C-1
Configuration Requirements C-4
Manual Configuration on an Ethernet Switch C-7
Change Ports on an Ethernet Switch C-7
For More Information C-8

On the most basic level, Ethernet is a wire or cable that connects
computers and peripheral modules so that they can communicate.
The actual wire used for the network is referred to as the network
medium. Beyond the physical medium, all Ethernet networks support
protocols that provide sophisticated data transfer and network
management functionality.
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Protocol Descriptions

Protocol

Description

Transmission control protocol/internet
protocol (TCP/IP)

TCP/IP is a transport-layer protocol (TCP) and a network-layer protocol (IP) commonly used
in business environments for communication within networks and across internetworks.
The EtherNet/IP communication modules use TCP/IP for explicit messaging, that is,
messages in which time is not a critical factor, such as uploading or downloading
programs.

User datagram protocol/Internet protocol
(UDP/IP)

UDP is a much simpler transport protocol. It is connectionless and provides a very simple
capability to send datagrams between two modules. UDP is used by applications that
implement their own handshaking between modules and only want a minimal transport
service. UDP is smaller, simpler, and faster than TCP and can operate in unicast, multicast,
or broadcast mode. The EtherNet/IP communication modules use UDP/IP for real time
I/0 messaging.

CIP

CIP applies a common application layer over Ethernet by encapsulating messages in
TCP/UDP/IP. This common application layer is the control and information protocol (CIP),
which provides interoperability and interchangeability of industrial automation and control
modules on Ethernet. EtherNet/IP supports both real-time 1/0 (implicit messaging) and
explicit messaging.

See the EtherNet/IP Performance and Application Guide, publication ENET-AP0Q1, for
more information on EtherNet/IP.

Simple network management protocol
(SNMP)

SNMP is a standard for network management within TCP/IP environments. This lets client
applications monitor and manage network information on host computers and gateways.
This protocol is password-protected.

SNMP uses a distributed architecture consisting of management systems and agents.
Data is passed from SNMP agents, which are hardware and/or software processes
reporting activity in each network module (switch, router, bridge, etc.) to the workstation
console used to oversee the network. The agents return information contained in a MIB
(management information base), which is a data structure that defines what is obtainable
from the module and what can be controlled (turned off, on, etc.).

Internet Group Management protocol
(IGMP) snooping

IGMP snooping enables switches to route multicast traffic by distributing each packet only
to the ports that need to receive it. Many switches support this feature. However, most of
these switches require a router be present in the system for IGMP snooping to work. If
your control system is a stand-alone network or is required to continue performing if the
router is out of service, make sure the switch you are using supports IGMP snooping
without a router present.

This feature is highly recommended for EtherNet/IP systems the control I/0.
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Use of the Common Industrial Protocol (CIP)

The EtherNet/IP communication modules use the Common Industrial
Protocol (CIP). CIP is the application layer protocol specified for
EtherNet/IP, the Ethernet Industrial Protocol, as well as for ControlNet
and DeviceNet.

CIP is a message-based protocol that implements a relative path to
send a message from the producing module in a system to the
consuming modules.
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The producing module contains the path information that steers the
message along the proper route to reach its consumers. Since the
producing module holds this information, other modules along the
path simply pass this information; they do not need to store it. This
has two significant benefits:

¢ You do not need to configure routing tables in the bridging
module, which greatly simplifies maintenance and module
replacement.

e You maintain full control over the route taken by each message,
which enables you to select alternative paths for the same end
module.

CIP uses the producer/consumer networking model instead of a
source/destination (master/slave) model. The producer/consumer
model reduces network traffic and increases speed of transmission.

In traditional I/O systems, controllers poll input modules to obtain
their input status. In the CIP system, digital input modules are not
polled by a controller. Instead, they produce (multicast) their data
either upon a change of state (COS) or periodically. The frequency of
update depends upon the options chosen during configuration and
where on the network the input module resides. The input module,
therefore, is a producer of input data and the controller is a consumer
of the data.

The controller can also produce data for other controllers to consume.
The produced and consumed data is accessible by multiple controllers
over the Logix backplane and over the EtherNet/IP network. This data
exchange conforms to the producer/consumer model.
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conﬁguration Before you can use an EtherNet/IP module, you must configure its IP
Requirements address, gateway address, and subnet mask.

IP Address

The IP address identifies each node on the IP network (or system of
connected networks). Each TCP/IP node on a network must have a
unique IP address.

IMPORTANT Contact your network administrator or the Network
Information Center for a unique fixed IP address to

assign to the EtherNet/IP module.

The IP address is 32 bits long and has a network ID part and a host ID
part. Because networks vary in size, there are four classes (formats) of

networks.
Network Type For
Class A Large networks with many devices
Class B Medium-sized networks
Class C Small networks (fewer than 256 devices)
Class D Multicast addresses

The network class determines how an IP address is formatted.

0 8 16 24 31
ClassA | 0] network (7 bits) | local address (24 bits) |
0 8 16 24 31
Class B | 1 | 0 | network (14 bits) | local address (16 bits) |
0 8 16 24 31
Class C | 1 | 1 | 0 | network (21 bits) | local address (8 bits) |
0 8 16 24 31
Class D | 1 | 1 | 0 | 1 | multicast address (28 bits) |

Each node on the same physical network must have an IP address of
the same class and must have the same network ID. Each node on the
same network must have a different local address (host ID) thus
giving it a unique IP address.

IP addresses are written as four decimal integers (0-255) separated by
periods where each integer gives the value of one byte of the IP

address.

For example, the 32-bit IP address:
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10000010 00000000 00000000 00000001 is written as 130.0.0.1.

You can distinguish the class of an IP address from the first integer in
its IP address as follows:

Class Leftmost Bits Start Address Finish Address
A Oxxx 0.0.0. 127.255.255.255
B 10xx 128.0.0.0 191.255.255.255
C 110x 192.0.0.0 223.255.255.255
D 1110 224.0.0.0 239.255.255.255
Gateways

A gateway connects individual physical networks into a system of
networks. When a node needs to communicate with a node on
another network, a gateway transfers the data between the two
networks. The following figure shows gateway G connecting
Network 1 with Network 2.

A
128.1.0.1
Network 1 128.1.0.2
G
B C 128.2.0.3
128.2.0.1 128.2.0.2
Network 2

When host B with IP address 128.2.0.1 communicates with host C, it
knows from C’s IP address that C is on the same network. In an
Ethernet environment, B can then resolve C’s IP address to a MAC
address and communicate with C directly.

When host B communicates with host A, it knows from A’s IP address
that A is on another network (the network IDs are different). To send
data to A, B must have the IP address of the gateway connecting the
two networks. In this example, the gateway’s IP address on Network 2
is 128.2.0.3.

The gateway has two IP addresses (128.1.0.2 and 128.2.0.3). The first
must be used by hosts on Network 1 and the second must be used by
hosts on Network 2. To be usable, a host’s gateway must be addressed
using a net ID matching its own.
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Subnet Mask

Subnet addressing is an extension of the IP address scheme that
allows a site to use a single net ID for multiple physical networks.
Routing outside of the site continues by dividing the IP address into a
net ID and a host ID via the class. Inside a site, the subnet mask is
used to redivide the IP address into a custom net ID portion and host
ID portion.

Take Network 2 (a Class B network) in the previous example and add

another physical network. Selecting the following subnet mask would

add two additional net ID bits allowing for four physical networks:
11111111 11111111 11000000 00000000 = 255.255.192.0

Two bits of the Class B host ID have been used to extend the net ID.

Each unique combination of bits in the part of the host ID where

subnet mask bits are 1 specifies a different physical network.

The new configuration is:

A
128.1.0.1
Network 1 128102
G
B C 128.2.64.3
128.2.64.1 128.2.64.2
Network 2.1
G2
D E 128.2.128.3
128.2.128.1 128.2.128.2
Network 2.2

A second network with Hosts D and E has been added. Gateway G2
connects Network 2.1 with Network 2.2. Hosts D and E will use
Gateway G2 to communicate with hosts not on Network 2.2. Hosts B
and C will use Gateway G to communicate with hosts not on Network
2.1. When B is communicating with D, G (the configured Gateway for
B) will route the data from B to D through G2.



EtherNet/IP Network Overview c-7

Manual Configuration on an
Ethernet Switch

Change Ports on an
Ethernet Switch

The EtherNet/IP modules support the following Ethernet settings:
e 10 Mbps half duplex or full duplex
e 100 Mbps half duplex or full duplex

Mode selection can be automatic, based on the IEEE 802.3
autonegotiation protocol. Or, with RSLogix 5000 programming
software version 12 and later, you can manually set the
communication rate and duplex mode of the communication module
and the switch port that is connected to the module. If you manually
set the communication rate and duplex mode, the settings of the
communication module and the switch port must match.

In most cases, autonegotiation results in proper operation between a
switch port and an EtherNet/IP module. However, when
troubleshooting a network, you can force duplex and speed settings
first at the EtherNet/IP module and then at the switch port to eliminate
system variables.

If you reconnect the EtherNet/IP module from one port to another
one, regardless whether the new port is located on the same or a
different switch (or a hub), do the following:

1. Disconnect the cable from the port to which the EtherNet/IP
module is currently connected.

2. Wait until the EtherNet/IP module Link Status LED is off.
3. Connect the cable to the new port.
This procedure restarts the autonegotiation process at the EtherNet/IP

module side. Another option is to restart the EtherNet/IP module
itself.
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For More Information For more information about TCP/IP and Ethernet technologies, see
these publications:

Publication Title: ISBN Number:

Internetworking with TCP/IP Volume 1: Protocols and Architecture, 2nd ed. ISBN 0-13-216987-8
by Douglas E. Comer

The Ethernet Management Guide — Keeping The Link ISBN 0-07-046320-4
An Introduction to TCP/IP [SBN 3-540-96651-X
Computer Networks ISBN 0-13-162959-X

by Andrew S. Tanenbaum
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Rockwell Automation Rockwell Automation provides technical information on the web to assist you
in using our products. At http://support.rockwellautomation.com, you can

support find technical manuals, a knowledge base of FAQs, technical and application
notes, sample code and links to software service packs, and a MySupport
feature that you can customize to make the best use of these tools.

For an additional level of technical phone support for installation,
configuration and troubleshooting, we offer TechConnect Support programs.
For more information, contact your local distributor or Rockwell Automation
representative, or visit http://support.rockwellautomation.com.

Installation Assistance

If you experience a problem with a hardware module within the first 24
hours of installation, please review the information that's contained in this
manual. You can also contact a special Customer Support number for initial
help in getting your module up and running:

United States 1.440.646.3223
Monday — Friday, 8am — 5pm EST

Outside United Please contact your local Rockwell Automation representative for any
States technical support issues.

New Product Satisfaction Return

Rockwell tests all of our products to ensure that they are fully operational
when shipped from the manufacturing facility. However, if your product is
not functioning and needs to be returned:

United States Contact your distributor. You must provide a Customer Support case
number (see phone number above to obtain one) to your distributor in
order to complete the return process.

Outside United Please contact your local Rockwell Automation representative for
States return procedure.
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