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1.ACS AR E

1.1 & ACS BIERIKS

L | Administration
Cantraol

Step 1>giti ACS SUHiZcilii¥] Administration control %4
Administrator control %¢ifii [ Add Administrator

» RJA R

User
@ | Setup
BA |2 Administration Control
% Shared Profile
Fomponents Administrators P
MNetwark
a Configuration fetest
- testadmin
x| Systemn
%‘ Configuration
Interface | Add Administrator |
| Configuration
= | Administration
& | Control
a'_.l External User access Policy || Session Paolicy || Audit Policy
"t_"g Databazes




Step 2> st Add administrator J5 tH IR 7 )i 2 0, & —1HS 5 il Submit

Edit Administrator fztest

Administrator Details ﬂ

Password |---------------- |

I::I:II"I'I'_II'I"I"I F'ESS'I.I'I.I'I:II’I:,' |---------------- |

Administrator Privileges ?

Grant All Pevoke all |

User & Group Setup...

J| Add/Edit users in these groups
J| Setup of these groups

hvailable gromp= Fditable promp=

: Gronp 1
o lel

: leld

D la2

: Gronp 5
: Gronp B

(= ) R S I U

by =¥ |
fromn T

| Submit | | E;eletle ?” .Canl::el |

Step3>i& & 1 FE 61 5k v LA web S8 S 3] ACS JIlSs #e x4t ACS 34T T &

1.2 ACS Mg E (hn Tacacs+ & Fim)

Metwark

Stepl>riii ACS FHiif¥) Network Configuration 424l a Fonfiguration
I, #RJ5 rith Add Entry,

» I 2 T S

[ Aam o

Uzer
@ | Setup
ﬁ Group
Setup Metwork Device Groups ?
e [hancdbnofie Network Device Group | AAA Clients | AAA Servers
ornponents
....................................................... groupl 4 ]
Metwork "
Configuration (Mot Assigned) ] ]
e | Sustem (Mot Assigned) 0 1
él_“ % Configuration
Int erf.
[ o |add Entey )| Searsh



Step2>1H 5 K& A I A FR LK key

New Network Device Group

Metwark Device Group | |
Marme

Key | |

| Submit || Cancel |

Step3>i &AL X T 2 )5, iy B 2% 41 @ st vT DAAE I i % 4 H s N Tacacs+%% /7 b CACS
H iR 58 Tacacs+% /7 i (1 1P #itk)

sat Client | |
Hostname

Abs Client
IP &ddress

Key | |

Metwork
Device | groupl - |
Group

Authenticate

. + (Ci d
Tt | TACACS+ (Cisco 10S)

Single Connect TACACS+ AAA Client (Record stop in
accounting on failure).

Log Update/Matchdog Packets from this aas Client
Log RADIUS Tunneling Packets from this AAA Client

Feplace RADIUS Port info with Username from this AdA
Client



1.3 Tacacs+i¥ &

Interface

Step1>fith ACS JtiiZ£i2 Interface configuration }“ﬁ%ﬂ| | Configuration
(Cisco 10S)

User
@ | Setup )
— E" User Diata Configuration
Ba | s TACACS+ (Cisco 108)

iy, | Sharedbrorie g Advanced Options

Cornponents

MNetwark @ Back to Hel
Q Configuration 2 ack to Help
T System
= Configuration

Interface
Configuration

, L& TACACS+

Step2> R4S N LA, 75 Tacacs+AHGI H o147 /) (5 %64 tacacs+HH 10 H e, )

FEFL P 4L 7R TR R 2 H B, tacacs+HS I H)

TACACS+ (Cisco)

TACACS+ Services

User Group
v v PFP IF

PPP IPX
PPP Multilink
PPP Apple Talk
PPP YPDM
PPP LCP
ARAP
¥ < Shell {exec)
PIx Shell {pixshell}
SLIP



Advanced Configuration Options ﬂ

sdvanced TACACS+ Features

Display a Time-of-Day access grid for every TACACS+
service where you can override the default Time-of-
Day settings

Display a window for each service selected in which
you can enter customized TACACS+ attributes

Display enable default {Undefined) service
configuration

1.4 1% & tacacs+iR &R RIIEE
1F cisco % £ FH LA T ir 235 52 ACS tacacs+ i 45 7
tacacs-server host 202.101.110.110

tacacs-server directed-request
tacacs-server key test

2.ACS I P A/ P asn

uJ\\ 7]!1 FH ):l QH.

Step1>7E ACS Jtiii 2l yii it Group Setup

|User
Setup

ﬁ EE?SE Group . | 0. Default Group (1 user) v|

%, |Share-dF'ru:uf1'Ie I Users in Group I[ Edit Settings ]

Cornpanents l
MNetwork
Ennf1gurat1nn
x| Systemn
= Configuration

Step2>7E N4 £ P UYL, DX B4, BB kS Edit setting 521 1) J& Vi &

Fename Group J

Step3>7E 4111 enable option ] Max privilege for any AAA Client & & 41 1) 2% 7



Enable Options ﬂ

@ Mo Enable Privilege

(D) Max Privilege for any Ass Client

. Define max Privilege aon a per netwaork device group

] i
~ basis
Device Group Privilege
Device Gronp |218.5. 0. 40 |
Privilege |Lewel 0 ﬂ

hdd h=zcciaticn

2.2 mIMAR

1 User
Step1>7£ ACS i ) /il i il user setup %4 a@. | 525,
@ Uzer
Setup
ﬁ Setur User: | |
Shared Profil Find | | add/Edit
% l:o?rru-;l:-nernisw I JI I
[T . 1

Step2>7E user FHEHIHE R 144, )5 it ADD/Edit

Step3>7£ HOLI M IE PB4



User: levell5

[ account Disabled

Supplementary User Info ﬂ
Feal Mame |Ieve|15 |
Description |Ieue|15 |
User Setup ﬂ

Password Authentication:
|.-'1'-.C5 Internal Database v|

CiscoSecure PAP (Also used for CHAP/MS-
CHAP/ARAP, if the Separate field is not

checked.}

F'ESS'I.I'I.I'I:II'I:,' |-------------- |

F‘aizl:jljr:g |-------------- |
I Submit I I Delete I I Cancel I

Step4>i% £ M1 ™ & THEAN I 4l

Group to which the user is assigned:
lle1s -

StepS>ikFE ] & T ] CrTLUE SCHANT P g, R mT LURIBT s (K T 41800 — D



Advanced TACACS + Settings ﬂ

TACACS+ Enable Contral;
@ Use Group Lewvel Setting
Mo Enable Privilege
Max Privilege for any Aas Client

Lewvel 15 -

Define masx Privilege on a per network device group
basis

Dewice Group Privilege

Dewvice Grenp |215.5.0.40

=]
Privilege |Lewel 0O ﬂ
hdd hesociation

Step6> & H J7 1] enable %44

TACACS+ Enable Passward
Use CiscoSecure PAP password

Use external database password

| Windows Database -

@ lse separate passwaord

Password ||||||||||||||| |

Confirm Password |""""uuu |

TACACS+ COuthound Password
{lUsed for SendPass and Sendauth clients such as
routers)

Password ||||||||||||||| |

Confirm |
e ERREER
Password
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3.ACS IRt &

3.1 ACS iAiE(authentication)

Step1>7E W % v & X tacacs+Al 45wtk LA key
tacacs-server host 202.101.110.110

tacacs-server directed-request

tacacs-server key test

Step2>7t: ACS i & £ 1) 1P ik
Step3>7E ACS LI AR 4l

Stepd>1E B A5 ic & AAA WAIE

aaa new-model

aaa authentication login default group tacacs+ local
aaa authentication enable default group tacacs+ enable
linevty 04

login authentication default

3.2 ACS %% (authorization)

ACS Hn] DU v E AU 7 B2 privilege SKSEIRAN R o8 368 & 5 T H B a2 1
ANIF], AT POE A ACS [ @B SEIAN R o8 e M e 24 H, BLR A
24 ACS [ 2B

Shared Profile
% Components ﬁt%ﬂ

Step1>7t ACS [P 541 A2 i)

Uzer
@ | Setup
Downloadable IP ACLs
& I
ﬁ | Setup Metwork Access Filtering

N Shared Profile RADIUS sAuthorization Components

Components

Metwork Access Bestrictions

Netwark B ) )

Configuration &% Shell Command Authorization Sets
:75%' System PIX/AS5A Command Authorization Sets
= Configuration

Step2> s 17 shell command authorization sets
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Shell Command Authorization Sets ? |

Name Description
enable
lewvel 15 lewvel 15 command
permit all permit all commands
|4dd| | Cancel |

Step3> it Add s b &5
TUH N AP TIE, S ar S Wi, AHS e WEa, L agIHS M
U permit/deny  ***

Shell Command Authorization
Set

Marme: heuellE |
level 15 commnand -
Description:
-
() Permit
Unmatched Commands:
@ Deny
dizabla [ Parmit Tomtched Brps

tﬂblt

it permit corprir
P it i
permit confip
permit privileps

Femowe Command |

LUR 2 i Bkl :

Command Arguments

show permit curpriv
permit version
permit aaa
permit config

enable none

disable none

12



quit none

login none
logout none
help none

Stepd>H g A5z F 2 H -~ 4l siE H -
riah P 4R PE ) tacacs+ setting i H

TACACS+ Settings 2]

¥ shell(exec)ik I $] )

Shell {exec)

7t Shell Command Authorization Set J& 4+, 1%L+ Assign a Shell Command Authorization Set
for any network device, 7E 7413 ERERIA & LIy 44

Shell Command Authorization Set
) Mone

— Assign a Shell Command Autharization Set for any
= network device

~ Assign a Shell Command Authorization Set an a per
= Metwork Device Group Basis

Dewice Group Command Set
Dewice Gronp |218.5. 0. 40 |
Command 521 |enable ﬂ

hdd hezociation

Step5>¢5 H 21/ FH 7 i) enable Ja M a1~ 4 R 400, AR5 sy submit+restart

13



Enable Options E

Mo Enable Privilege

@ Max Privilege for any AaA Client

Lewvel 15 =

Define max Privilege on a per network device group

basis
Device Group Privilege
Tevice Gronp |218.5. 0. 40 |
Privilege |Lewel 0O ﬂ

hdd h=zociation |

Step6> 15 7% i it

aaa new-model

aaa authorization commands 1 default group tacacs+ local
aaa authorization commands 15 default group tacacs+ local
linevty 04

authorization commands 1 default

authorization commands 15 default

3.3 ACS ®'1t(accounting)

Step1> 15 £ i e &

aaa new-model

aaa accounting exec default start-stop group tacacs+
linvty 0 4

accounting exec default

Reportsand

Step2> fiili ACS ﬁﬁﬁifm‘ﬂa’ai @ potivity P, SR EHE TACACS+ Accounting
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TACACS+ Accounting
TACACSH Administration
EADIUS Accounting
YolIP Accounting

Passed Authentications
Failed Attempts

TEEE BD

A DLRARSI SR 5K :

User- Group- Caller- Acct-
Name R~Name Id Flags

Date ¥ Time elapsed time service bytes in

MAaS
04/23/2007 16:01:31 levell lei y E;Tt 3
used
04/23/2007 16:01:28 levell lel async  start .. shell
04/23/2007 16:01:22 levell lel async  stop 185 shell
MAaS
04/23/2007 15:58:20 levell lei y E;Tt 3
used
04/23/2007 15:58:17 levell lel async  start .. shell
04/23/2007 15:58:12 levells lel5s async stop 115 shell
MAaS
04/23/2007 15:56:19 level1s le15 .. E;Tt 3
used
04/23/2007 15:56: 16 levells 215 async  start .. shell
04/23/2007 15:54:07 levells lelk async  stop 713 shell

Step3> A R LA P I 4, Rl BN -
aaa new-model
aaa accounting commands 0 default start-stop group tacacs+
aaa accounting commands 1 default start-stop group tacacs+
aaa accounting commands 15 default start-stop group tacacs+
linevty 0 4
accounting commands 0 default
accounting commands 1 default
accounting commands 15 default

Step4>#X 5 17 report and activity H[¥) TACACS+ Administration, 7 L3 5 5K 5 7 (1 B
s
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priv- NAS- NAS-IP-

Date ¥ e User- Group-

Mame AName R 1wl SErVICE hortname e Address !

shiow

04/23/2007 16:12:48 levell lel running- 15 shell tty0 202 Z18.5.0.40 .
config <cr»

04/23/2007 16:12:46 levell lel exit <cre= 0 shell ttyd 201 218.5.0.40 .
show

04/23/2007 16:02:40 levell lel running- 15 shell tty0 200 218.5.0.40 .
config <cr=

04/23/2007 16:01:56 lavell lal ST 1 shell  ttyD 199 918.5.0.40 .
route <crs

04/23/2007 16:01: 46 levell lel exrit <crs ] shell tty0 193 Z18.5.0.40 .
show

04/23/2007 16:01:36 levell lel running- 15 shell ttyd 197 218.5.0.40 .
config <cr=
show

04/23/2007 16:01:33 levell el privilege 1 shell tty0 196 218.5.0.40 .
<orE

04/23/2007 16:01:30 levell lel enable <crx= 0O shell tty0 195 Z18.5.0.40 .

04/23/2007 16:01:21 levell lel exrit <crs ] shell tty0 193 Z18.5.0.40 .

04/23/2007 16:01:19 levell lel gxit <cre= 0 shell ttyd 192 218.5.0.40 .

04/23/2007 16:01:17 levell lel exit <cre= 0 shell ttyd 191 218.5.0.40 .

04/23/2007 16:00:45 levell lel exit <crx 0 shell tty0 190 218.5.0.40 .
interface

04/23/2007 16:00:43 levell lel FastEthernet 15 shell ttwo 189 Z18.5.0.40 .

The End

HF W HAET ACS 355 2 Fa AR
HiRZ A WamdgIE
b 4% 2007-4-25
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