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switchport

switchport trunk encapsulation dotlq
switchport trunk native vlan X
switchport trunk allowed vlan X
switchport mode trunk

end
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(Cisco Controller)
Welcome to the Cisco Wizard Configuration Tool
Use the '-' character to backup



Would you like to terminate autoinstall? [yes]: yes
AUTO-INSTALL: process terminated -- no configuration loaded
System Name [Cisco_d9:24:44] (31 characters max): Szabla
Enter Administrative User Name (24 characters max): cisco
Enter Administrative Password (3 to 24 characters): ********
Re-enter Administrative Password PRk
Management Interface IP Address: 10.10.10.20

Management Interface Netmask: 255.255.255.0
Management Interface Default Router: 10.10.10.1
Management Interface VLAN Identifier (O = untagged): O
Management Interface Port Num [1 to 4]: 1

Management Interface DHCP Server IP Address: 10.10.10.1

Virtual Gateway IP Address: 1.1.1.1
Mobility/RF Group Name: Jmobile

Network Name (SSID): Szabla
Configure DHCP Bridging Mode [yes][NO]: no
Allow Static IP Addresses [YES][no]: no

Configure a RADIUS Server now? [YES][no]: no
Warning! The default WLAN security policy requires a RADIUS server.

Please see documentation for more details.

Enter Country Code list (enter 'help' for a list of countries) [US]: US

Enable 802.11b Network [YES][no]: yes
Enable 802.11a Network [YES][no]: yes
Enable 802.11g Network [YES][no]: yes
Enable Auto-RF [YES][no]: yes

Configure a NTP server now? [YES][no]: no

Configure the system time now? [YES][no]: yes

Enter the date in MM/DD/YY format: 04/14/11

Enter the time in HH:MM:SS format: 15:52:20

Configuration correct? If yes, system will save it and reset. [yes][NO]: yes

Configuration saved!

Resetting system with new configuration...
Restarting system.
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(Cisco Controller) >show sysinfo

Manufacturer's Name........ccccoeeevuveveeennnn. Cisco Systems Inc.
Product Name......cccccoeveeemiiieeniecnenene Cisco Controller

Product Version.........ccceevueeereveeennnnes 7.0.116.0

Bootloader Version......c.ccccoveevueecninenne 1.0.11

Field Recovery Image Version.........c........... 1.0.0

Firmware Version.........ccccceeeeevnveneneeenn. PIC 14.0

Build Type....cooeeeiiiinien e DATA + WPS

System Name......ccceoveeeeeveieeee e Szabla

System Location........ccceevveviiiiiiieiinnanns SJC14-Area51

System Contact......cccceeeeeeeviieneeeeneeennn, TME-admin

System ObjectID.......cccovueeeiveenieneennnn 1.3.6.1.4.1.9.1.1279

IP ADAress.......cevveverveereeienneee e 10.10.10.20

Last Reset......cccccvvrviiiiiecnieiiiininnene Software reset

System Up Time.....cccceveeviveniiceien e 0 days 2 hrs 34 mins 29 secs
System Timezone Location..........cccceeeevunnnes (GMT -8:00) Pacific Time (US and Canada)
Current Boot License Level.........cccceeunee. base

Current Boot License Type........ccceceuvevenenn. Default. No valid license found.
Next Boot License Level........ccccoveveeennnes base

Next Boot License Type.....cccoceveveeeeeecunnnne Default. No valid license found.
Configured Country.........cccoeevvveveieeeennnes US - United States
Operating Environment.........cccccoeeevveeennes Commercial (0 to 40 C)
Internal Temp Alarm Limits........ccccceeeuneee. 0to65C

Internal Temperature........ccccceeeeeveennens +33C

External Temperature..........cccoveveevneeenne +35C

Fan Status........ccceevviiiiiiiiineeees 3168 rpm

State of 802.11b Network.........ccccuereueeenne. Enabled

State of 802.11a Network......c.cccccvveneeenee. Enabled

Number of WLANS.......coooceveveieiniee s 2

Number of Active Clients.........ccceeeuvennne 0

Burned-in MAC Address.........ccceeeeerneennnes 00:22:BD:D9:24:E0
Maximum number of APs supported.................. 50

(Cisco Controller) >
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(Cisco Controller) >license install ?
<url> tftp://<server ip>/<path>/<filename>

(Cisco Controller)

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

License Commands

Action Install Licenss w
Install license from a file

File name ko install [Eftp-wri)

(e.p thp:/F172.32.45. 22/ cmmy/ standard. ic)

Install License i

show license all T4 AJ LA 7R I3 O 228 I SRV AT IE

B BRI UL RS S s DTLS g

(Cisco Controller) >show license all
License Store: Primary License Storage
Storelndex: 2 Feature: base-ap-count  Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: 50/50/0
License Priority: Medium
Storelndex: 3 Feature: data encryption  Version: 1.0
License Type: Permanent
License State: Active, In Use
License Count: Non-Counted
License Priority: Medium
License Store: Evaluation License Storage
Storelndex: 0 Feature: base  Version: 1.0
License Type: Evaluation
License State: Active, Not in Use, EULA accepted
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
License Count: Non-Counted
License Priority: Low



Storelndex: 1 Feature: base-ap-count  Version: 1.0
License Type: Evaluation
License State: Inactive
Evaluation total period: 8 weeks 4 days
Evaluation period left: 8 weeks 4 days
License Count: 50/0/0
License Priority: None

(Cisco Controller) >
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_ General | Credentials | Interfaces | High Availability | Inventory | Advanced

Regulatory Domains 802.11bg:-A 802.11a:-A
Country Code US (United Statas)
Cisco Discovery Protocol
AP Group Name default-group &
Statistics Timer 120
C:::E;_;Encryptiun ::)

Currant Data Encryption Status Flain Tesxt
Rogue Cetection
Teainet
SSH =

F]

TCP Adjust M55

(Cisco Controller) >config ap link-encryption enable ?

<Cisco AP> Enter the name of the Cisco AP. all Apply the configuration for all capable Cisco AP
(Cisco Controller) >config ap link-encryption enable J-3502E

(Cisco Controller) >show ap link-encryption all

Encryption Dnstream Upstream Last
AP Name State Count Count Update
J-3502E En 102 747 22:12
J-1262 Dis 0 0 22:12
J-1040 Dis 0 0 22:13
J-1140 Dis 0 0 22:10

(Cisco Controller) >show dtls connections



AP Name Local Port Peer IP Peer Port Ciphersuite

J-3502E Capwap_Ctrl  10.10.10.116 41066 TLS_RSA_WITH_AES_128_CBC_SHA
J-3502E Capwap_Data  10.10.10.116 41066 TLS_RSA_WITH_AES_128 CBC_SHA
1-1262 Capwap_Ctrl  10.10.10.120 45543 TLS_RSA_WITH_AES_128 CBC_SHA
J-1040 Capwap_Ctrl  10.10.10.122 65274 TLS_RSA_WITH_AES_128 CBC_SHA
J-1140 Capwap_Ctrl  10.10.10.123 4825 TLS_RSA_WITH_AES_128_CBC_SHA

(Cisco Controller) >
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g . R 2500 RANTC LA Hil 4 8 75 2L IEFABCE SNMP. IR 2500 2R 41 o 24 il
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118 URL https:// <wcs-ip-address> 35 3] WCS ) web T 11, .

2. BATEJBRL 2500 RYL L0l F O S HA T SNMPv2 (AL E O Tl i L2k #5045 web
PO S SNMPv2, i %] Management > SNMP > Communities T[T . JE R} 2500 & 41 G4k 4% 15

PRERIAF H 2 community J& public, 1525 community J& private. &R DU HE 5 2500
Bk hfa s WL, T A ERAE

SNMP v1 | v2c Community

Community Name IP Address IP Mask Access Mode Ctatus
0.0.0.0 0.0.0.0 Aead-Only Enable a
0.0.0.0 0.0.0.0 Read-Write Enable u

3.7E WCS Stiil, it A Configure > Controllers [ & St 1] « MATIA I T B HERE RS I e ge 45 il 45 »
I Go.

4.5 N AR 2500 RV TCEPEHI A B ) 1P kb, JERCEAHN ) SNMP 4. ridi OK.



Add Controllers

Configure > Controlers = Add Controllers

General Parameters

Add Format Type Device Info ~
IF Addresses 10.10.10.10§ (comma-separated IP Addresses)
Netwark Mask 285.255.288.0

] Vearify Telnet/SSH Capabilitieas ‘P

SNMP Parameters "I

Viersion vae b
Retries 2

Timeout 10

Community Bfivate

Telnet/S5H Parameters ¥

User Name sdmin

Password sasane

Confirm Password sessns

Retrnies 2

Timeout -]
|ow || canca

— HAZ Ll gs e s ki 2, SR 2500 F 41 JC 2k 28 2 BV AT 4 Wes & F 0 E .

T UE Rl 2500 RV Jo ki Hil s S 21 wes H1, 3] Monitor > Controllers S A &
Joe A 4y .
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<CISCO2504> >show interface summary

Interface Name Port Vlan Id IP Address Type Ap Mgr  Guest

apmgr2 2 10 10.10.10.12 Dynamic Yes No
apmgr3 3 10 10.10.10.13 Dynamic Yes No
apmgr4 4 10 10.10.10.14 Dynamic Yes No
management 1 10 10.10.10.10 Static  Yes No
virtual N/A N/A 1.1.1.1 Static No No

<CISCO2504> >
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<CISCO2504> >show interface summary

Interface Name Port Vlanld IP Address Type Ap Mgr Guest
apmgr2 2 11 10.10.11.12 Dynamic Yes No
apmgr3 3 11 10.10.11.13 Dynamic Yes No
apmgr4 4 11 10.10.11.14 Dynamic Yes No
management 1 10 10.10.10.10 Static No No
virtual N/A N/A 1.1.11 Static No No



<CISCO2504> >
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ICISI:-D 25&! Senas WIRELESS CONTROLLER

s %% %jﬁ/%%

Management
Dynamic AP Mgr
WLAN1
WLAN2

Switch#sh run int gig 1/0/1
Building configuration...

Current configuration : 123 bytes

!

interface GigabitEthernet1/0/1
switchport trunk encapsulation dotlqg
switchport mode trunk
spanning-tree portfast

end

Switch#

KT IEE 2500 RFITCL P4 i B L WEC BEAR L, JF RT3l AP 7 HE L Th g



Interfaces > Edit

General Information
Interface Mame management

MAC Address 00:22:bd:d9:52:80

Configuration

Quarantine El

Quarantine Vian Id

MAT Address

Enable NAT Address 0

Interface Address

VLAN Identifier [10

IP Address [10.10.10.10 |
Netmask |255.255.255.0 |
Gateway |1D.ICI.:LG.1 |

Physical Information

Fort Mumber |1 |
Backup Port |U |
Active Port 1
Enable Dynamic AP

Management

DHCP Information

Primary DHCP Server [10.10.10.10 |
Secondary DHCP Server |0.0.0.0 |

P~ WLAN #EL'E . WLANT AT WLAN2 Wi BB B2 11, FFIR 25 02k & 7 i

<CISC0O2504> >show wlan summary

Number of WLANS.......cccovvvvieeeeee e, 2

WLAN ID WLAN Profile Name / SSID Status Interface Name

1 WLAN1 / WLAN1 Enabled management
2 WLAN2 / WLAN2 Enabled  management

<CISCO2504> >

P8 DHCP IR 2522 Fi1 DHCP AR PR [F] I 5 FH - DHCP JIR%5 2% TestVlan10 76 oLk #5348 FHCE,



HESE I A T B RN RN i e 55 o T2k i & | DHCP Jik 55 2 RO C EAR BT 5
<CISCO2504> >show dhcp summary

Address Range
10.10.10.100 ->10.10.10.200

Scope Name Enabled
TestVIan10 Yes

<CISCO2504> >show dhcp detailed TestVlan10
Scope: TestVlan10

Enabled.......cccooviinniiiiiiiiiene Yes

Lease Time.....cooovvevereirneneeennnnen. 36400 <10 hours 6 minutes 40 seconds>
Pool Start......ccccoevveeviiiennieenn. 10.10.10.100

Pool End.....cccevviiviviiinneineen, 10.10.10.200
Network......ccoeveeeeeiienieenenee 10.10.10.0
Netmask.....ccoueveeveereienneenns 255.255.255.0

Default Routers........ccecevevevennnen. 10.10.10.10 0.0.0.0 0.0.0.0
DNS Domain.....cccccveevrvveneeennneee.

DSttt 0.0.0.0 0.0.0.0 0.0.0.0

Netbios Name Servers.........ccccceu..e. 0.0.0.0 0.0.0.0 o0.0.0.0
<CISCO2504> >

RO IERE 2500 AR A1 Jo 27 il 4% (4 & 2 AT S EC B DHCP A -

DHCP Scope > Edit

Scope Name

Pool Start Address
Pool End Address
Metwork

MNetmask

Lease Time [seconds)
Default Routers

DNS Doman Name
DNS Servers

Netbios Name Servers

Status

Testvianl0

10.10.10.100

10,10.10.200

10.10.10.0

£55.255.255.0

36400

10.10.10.10 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0
0.0.0.0 0.0.0.0 0.0.0.0

Enabled W




FERTA IBARC il & EAGEERIN A ] DHCP AQHE .

DHCP Parameters

Enable DHCP Proxy
DHCP Option 82 Remote Id field format | AP-MAC W
DHCP Timeout (5 - 120 seconds) :120 .

FELIRRCE T, VIANLO FEACHNL LA FTARAE . BT 0K B T A HA LU0 1 38042 o 2
LR T Lo JOZRIER AN RGBT A I R AR AR L A

ToekFe N B3 Catalyst AZHRAL, X EEAZ Heb Lt 1) switchport BL & Rl BASE 4k 1 5L Uy
I 3 1 o

Switch#sh run int gig 1/0/9
Building configuration...

Current configuration : 132 bytes

!

interface GigabitEthernet1/0/9
switchport trunk encapsulation dotlqg
switchport trunk native vlan 10
switchport mode trunk

end

Switch#sh run int gig 1/0/10
Building configuration...

Current configuration : 66 bytes
!

interface GigabitEthernet1/0/10

switchport access vlan 10
end

Switch#

TEAFEN T UM BT ez il ds , TE RN PR 1T BLE T il s RIRIE . IfEC &
AW TLAEN FIMASIE L= &5, AT LUE 8 ar 2 iiA .

<CISCO2504> >show ap join stats summary all



Number of APS.....cccooveviviiiiiiieee, 2

Base Mac AP EthernetMac AP Name IP Address Status
00:22:90:96:69:00 00:22:90:90:ab:d3 AP0022.9090.abd3  10.10.10.103 Joined
ec:44:76:b9:7d:c0  c4:7d:4f:3a:e3:78 APc47d.4f3a.e378 10.10.10.105 Joined

<CISCO2504> >show ap summary

Number of APS.....ccccoveeeveciee e, 2

Global AP User Name.........ccccvvveeeeeeeeenns Not Configured

Global AP Dotlx User Name..........ccccveeneneee. Not Configured

AP Name Slots AP Model Ethernet MAC Location

AP0022.9090.abd3 2 AIR-LAP1142N-A-K9 00:22:90:90:ab:d3  default location
APc47d.4f3a.e378 2 AIR-CAP3502E-A-K9 c4:7d:4f:3a:e3:78 default location

Port Country Priority

CZIIA T ISP hl a3 (K TC 2o N mi B n] LU T8 Ze P2 il 8% b JCedie N Rl i) s &5 DT T Bl o
FE 222 I RE R [ I G B C 2 N i A R ML

General | Credentials f Interfaces | High Availability |

General
AP Name |CAP3502E
Location iAreaSl-RackG
AP MAC Address c4:7d:4f:3a:e3:78
Base Radio MAC ec:44:76:b9:7d:c0

SR NR SRR s 1T N UV ok e O e R T e 2 AN = DB L5 L e ok

All APs > Details for CAP3502E

General | Credentials | Interfaces | High Availability | Inventory | |

MName Management IP Address

Primary Controller | WLC2504 |[10.10.10.10

Secondary Controller



A TIEAECE, AP KRN ARG 5 — PRI .

#13% DHCP Jifi 45 %85 DHep AAFEZE A

oMM BCE, ORI RS s i B LTS AR, (H
¥ DHCP AUREAEH] .

UDHCPF Parameters

Enable DHCP Proxy |
DHCP Option 82 Remote Id field format AP-MAC w |
DHCP Timeout {5 - 120 seconds) 120

EXFHSE LR AP B2 145 B 4P DHCP A4S %
VE: PTG E N S E AN DHCP RS 2455 3 H DHCP AU RE,

ip dhcp excluded-address 10.10.11.1 10.10.11.150
!
ip dhcp pool VLAN11
network 10.10.11.0 255.255.255.0
default-router 10.10.11.1

A1 DHCP fifi 4285 pHer RS A

KA S, RSB L RO I R . IZACE LTS 2w, H
¥ DHCP AREL )T H .

DHCP Parameters

Enable DHCF Proxy =]
ODHCP Option 82 Remote Id field format [ ap-mac -
DHCPF Timecout (5 - 120 seconds) 120 |

FERCAG O T L% IR 1) 417 DHCP I d5 4%



ip dhcp excluded-address 10.10.11.1 10.10.11.150
!
ip dhcp pool VLAN11
network 10.10.11.0 255.255.255.0
default-router 10.10.11.1

YR 2

o P AP PR 1 A0 B B ISR 355 11 10 ZhAE T dynamicld WS £ 5 — Sy 1 ik
TEHEEAE Gt 2). WLAN 1 B BT BE R 11, WLAN2 B2 h &4 1 .

(19}

Gig 1/0/1 & 2 CAP350x Wireless Client

Port 6.2 [

WLC 2504 Catalyst 3560

(t97)

LAP1 142 _ |
Wireless Client

e (1 m @// /

comaos
A

Untagged VLAN11
Management Dynamic11
WLAN1 WLAN2

T BAE TIOR3 0 % L B RS ) DHCP AFE 3. 1XAMAC () DHCP Y5 [ TestVian11 LS 2]
Toekyshlae LshAR O,

<CISC02504> >show dhcp summary

Scope Name Enabled Address Range



TestVlan10 Yes 10.10.10.100 ->10.10.10.200
TestVlanll Yes 10.10.11.100 ->10.10.11.200

<CISCO2504> >show dhcp detailed TestVlan11l
Scope: TestVlan10

Enabled.......cccooviiiiiiiiiiiiienne Yes

Lease Time....ccovvceveeieriiiieneeees 36400 <10 hours 6 minutes 40 seconds>
Pool Start......cccccoevveeriiiennieenn. 10.10.11.100

Pool End.....ccccovieveiieiiieineens 10.10.11.200
Network.....cccoeveeiriiienieieee, 10.10.11.0
Netmask.....cccoueeeiieenieieiiecns 255.255.255.0

Default Routers........ccccceeevvvennnnen. 10.10.11.10 0.0.0.0 0.0.0.0
DNS DOMain......coceveeeeeeneiiinienens

DNS.citii ittt 0.0.0.0 0.0.0.0 0.0.0.0

Netbios Name Servers........cccceeeeeeene 0.0.0.0 0.0.0.0 0.0.0.0
<CISCO2504> >

1 FI P93 DHCP fiR45#% 95 A DHCP A3

BRUAEDL R, DHCP AREEAETC Lkl 2% FJA H » ALE 8)&#: 0 dynamicll JFHLS} 2] VIAN11.
%% T LT B P 35 DHCP R4S % . 1B A DR S I Zh 4 AP & FIRE 1 Th g

General Information

Interface Mame dynamicll

MAC Address 00:22:bd:d9:52:85
Configuration

Quarantine O

Quarantine Vian Id

Physical Information

Port Number [
Backup Port |0
Active Port 2

Enable Dynamic AP Management [ ]

Interface Address

VLAN Identifier [11

1P Address [10.10.11.10
Netmask [255.255.255.0
Gateway [10.10.21.1

DHCP Information

Prnimary DHCP Server 10.10.10.10



—/> WLAN W SRf 3048 B4 11, 28 A WLAN Wi 310 & (9 3) A4 1 dynamicll. 3 DHCP I
S5 AR PG F L R D FE .

General | Security | QoS | Advanced

Profile Name WLAMNZ

Type WILAN

S5ID WLAMNZ
Status Enabled
Security Policies Hone

(Modifications done under security tab

Radie Palicy [an v |
Interface/Intarface Group(G) | dynamicll bt |
Multicast Vian Feature [0 enablad
Broadcast SSID Enabled

¥ 4R DHCP R 45 28 3125 F DHCP 3

DHCP Parameters

Enable DHCP Proxy O
DHCP Option 82 Remote Id field format [ Ap-maAC v:
DHCP Timeout (5 - 120 seconds) (120

ToE 2 P uimls 1 T N E R/ 3 DHCP RSS2 3K 45 1P Mtk o B64IE Y3 DHCP R 45 28 FEPIR A
FFHAAR- N 3 DHCP ARSS 284251

DHCP Scopes Hew...

Scope Name Address Poal Lease Time Status
TestVianld 10.10.10.100 - 10.10.10.200 10h6ma4ads Enabled B3
Testvianii 10,10.11.100 - 10.10.11.200 IW0hem4Ds Disabled &2

¥ FI 4N DHCP AR 452831 /3 A1 T DHCP AREE



DHCP Parameters

Enable DHCF Proxy
DHCP Option 82 Remote Id field format AP-MAC VJ
DHCP Timeout (5 - 120 seconds) 120 |

oLk ) SR L3 MBC A A1 E DHCP 55 233K 15 1P HiLhiE.

&3

S P AP A5 R 11 F 25 LB 1T SR 38030 1 2o 3 11 2 A C B RN — A A3 T o WLAN 1 it
P HREO,

(tp1)
Catalyst 3560
V0LAMX —_—
ﬁ V0EANx e
_ CAP350x Wireless Client

VLANX
Port1& 2
. (12}
VLAN -
[ ] 2 Wireless Client
Catalyst 3560
W > %/ CISCO 2500 Seres WIRELESS CONTROLLER
sifsenfes / /7
|l QQ
‘A +
== & a .a
Management
Dynamic Ap Mgr
WLAN1 Backup Port of Port 1
Switch1 Switch2

FEXARE G0 8 H LUMBh A DG E B3 1 1, v R e Ah 5 DHCP iRS5 & . S 1
Al 1 2 3ER B 2 DA ASHHL. IXRAE T H 2 R 3 R IR IILAR, W R EPTR:



Interfaces > Edit

General Information

Interface Mame management
MAC Address 00:22:bd:d9:52:80
Configuration

Quarantine ]

Quarantine Vlan Id

MNAT Address

Enable NAT Address O

Interface Address

VLAN Identifier lo

IP Address [10.10.10.10
Netmask 255.255.255.0
Gateway 10.10.10.1

Physical Information

Port Number :1
Backup Port :2
Active Port 1
Enable Dyvnamic AF =
Management

DHCP Information

Primary DHCP Server 10.10.10.10

Secondary DHCP Server ._D.EI.II].D

CLE gt — 2L AE AT IR} 2500 R AITC L i il i e 55 ok B ) i (K B oH AN S 37 5

HiE AL 2500 Jo gk il 4% I vEE

B} 2500 AR JC Lk il e 1 0 LUK R 1 AN AZ #5011 7R AR S B[R] R B B B 33X
Sed 2 BTNV IR TANIEA o RANAE 2835 11 E3EHE DHCP, TFTP S5/ 55 23 JF ifs



Todez P im AJC S N\ s RES BROK F i DHCP IR 254 (10 1P Stk

JBRE 2500 AR Ao P s K LUK P s 1 RAT IE ARG 1 8 0 G B D Mshas i 0)
o AP BB I A REFT T4/ AT B 48 Atk v it o

AR SR 2500 AR JCEedw i a2 A LIOK W S 11 AT 34 2 31 W) 48 BE Rl B0 (el AR
Nz ORI B O G B D B3l 1) B AP P B LR IX 48 B ATy 1 _EREAT T IEAAC
o BOH BCIFIERARC B e S 80 % AR RANAT S .

Ak — AR RGUE DAL 2500 AP TCEAEHIa: EICVARCE . BIE, HREAP JGEAR A RiJoikdi
WL FERL Al HREAP L N i H e AR AL A 4 — PR g i s R

JEJ‘C%:J%: http://www.cisco.com/en/US/products/ps11630/products tech note09186a0080b8450c.shtml
BiFEAN: WG
HF 2011574



http://www.cisco.com/en/US/products/ps11630/products_tech_note09186a0080b8450c.shtml
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