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Introduction
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-TCP/IP

-HTTP / HTTPS
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Chapter 2
CC1000J Server Installation(CC1000J A® X))

Overview (711 £.)

XH Ao A FEo F=oAol HA Zy)sla <l CC1000 Control Center Over the
NET A]2El9] Java B A<l CC1000J + Java2 7} A X% Windowse} @52 R0l A
CC1000¢] #& & 7FsahA syt

Regquirements(A] A8 Q 7A}3H

A 7bsd &9 AA -
- Windows: 2000, XP, 2000 Server, Server 2003 <2 Windows Vista
F9]: Windows Vista = CC1000J &) W o] 1.2.111 o] A 1 o] 2] W oA
A 7Hs @
- Linux: (FH-2 9] HHolA] ARE-71Hs)
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Windows Version Installation (Windows W& AX])

q 1552 1 ol4be] BlHe] 5t
A 2l 31414 2. w A o] QA ghrbd tgEE

Sun Java & H| o] X|o)| 4] ZS =

http://java.sun.com

JDK7} 7359 ]Mﬂoﬂ A2 7F FUthA oA CC1000) Z213:MS A xE FuH]|7}
HFUTE CC1000] & AX=9 Al=®lof] AX]sl7] 9lsA] ol HAHS

1 CC1000 USB Authentication KeyZ CC1000J A ¥ & A 8tuxt sk 7FEH 9
USB ©atoll AAdgU) ¢hdE 9135te] Key &= Aol groll A AAgU) 243
AR 1963 0] Al 5 s A 2

2 HAskel AF A71A 9} A ATEH= AZEG] CDel L& CC1000J-Setup-
ForWindows.exe ¥l& vate] Amol ek 9130 HAR T

3 CC1000J-Setup-ForWindows.exe 7} $1*]3F 22 o]F3slo] APt}
ofbgf e} Atk o] & AP .

Intreduction

InstallAnywhere will guide you through the installation of
CC1000Jawa

Itis strongly recommended that you exit all programs before
cantinuing with this installation.

Click the Next' button ta proceed to the next screen. Ifyou want to
change something on a previous screen, click the 'Previous' buttan.

You may cancel this installation at any time by clicking the 'Cancel’
huttan,




4 License Agreement( 7/ ¢ &-<)) 3ol Yelb A &S 2431 A17]7] 9131
23% vhE W ol E7bA] WPyTh

\El CC1000)ava Installation
License Agreement

Installation and Use of CC1000.Java Requires Acceptance of the
Following License Agreement:
7.5 If any action at law or in equity, including an action |

for declaratory relief or injunctive relief, iz brought to
enforce or interpret the provizions of this Agreement,
the prevailing party shall be entitled to reasonable
attorneys’ fees in addition to any other relief to which
the party may be entitled.

Ary waiver by either party of any default or breach
hereunder shall not constitute a waiver of any

provision of this Agreement or of any subgegquent

default or breach of the satne or a different kind. j

D)

{ | do NOT accept the terms of the Licinse Agreement

Ender Serial Sumdaer

= Erier Serigl bumber




Choose... HES 2832 & A

SELRINE

3 CC1000]ava
Choose Installation Folder

Installation Folder:
| E:\CC1O001ava

Restare Default Falder Choose...

Choose Shortcut Folder th3} ol A, o]= 9 x|¢] ofo]ZES AA T AR AHE}Y]
M A= A= M= T s FHEUT 2Ela AAE AEE] s Next HES

ofgfje} & tig} o] W, Java Homee] ¢X|(JDK 7} AXH ZU)E A3t

AR HIA7F SRIHE, Next HES 88t dA5 ASFHHh

Config & Setup CC1000Java

#' Canfirm J0K i

|E:'|,Program Files\Javatjdk1.5.0_09

Status:

1: Checking that the JDK is installed.
- JOK s installed.

Click Next to continue,




EAFE AL S &E] 7] Hs dis Aot of g A |
At & AR dojrkr] $lEl Continue HES
3y

Java Home:

IE:'l,Program Files\Javatjdkl,5.0_09 Browse |

Status:

1: Checking that the JDK is installed. =
..JDK is5 installed.

Click Next to continue.

2: Copying files, please wait....
Copy files completed successfully.

11 Pre-Installation Summary( </ ) 7}.%] &g eF AFgre] 7)2) stio] YeEhdy

H

5 CC1000Java

Pre-Installation Summary
Please Review the Followi

Product Name:
CC1000Java

Install Feolder:
EACC1000Java

Shortcut Folder:

DiDocuments and Settingshadministratonstart
MenuPrograms\CC1000Java

Disk Space Infermatien (for Installatien Target):
Required: 30,618,595 bytes
Available: 30,168,219 648 bytes

Previous

JThH  Previous HEL

=

go

& =
g @ 5 QFUnh weF wE guse] gsirhy

Fo W B B3 A2 HA laxjar Ho] ov] EAVTHE et Fo] Erh, o]
FUE IRAL Gol2x gAY ofd g AdstlE Fygh

=2 v 71



12 AR FEEEZ AV Aedors 45 v ofdiel #2 shuo] YES

Install Complete

Congratulations! CC1000Java has been successfully installed to:
EACC1000Java

Press "Done" to exit the installation program.

Frevious

w Windows Catslog

Windows Upcate

Progr

Docurnents

e -
@f St 8 CC1000IManager
- ethings
i Unnstall CC10001ava

Search

Qj Help and Supaort

Run..

=]
@ Log OFF Administratar. ..

Shut Do,




Linux Version Installation (2]52 ¥ AX))

Before you Begin (83X & A1&35H7] A9..)

CC1000J& 552~ Al2~glo] dX|ete= 742 Windows Al Z~Flol| A X]she 4 3}

4
Mgt e AA A A 2o oisa aeslel & Al SbA gt

=]

- o" wlE WAESL CCl000] olA @78 JIDK 1.5 oA WAL Java 7} A X = o]
ATk Aste] A2=we] Java M-S Elsly] 98 Hulds da olgjeh 2
PEES 49y

jJava -version

w EA|EE Java B F o] IDK 1.5 o] A Holghw ¥l=x] JDK 1.5 && 1 o]Ato)
WS A8k oF gt

F9): 919 B wA IRE (R ALY B7) MATE FAT BYUTE BT o) JRE
B DKM BT 18A F& FE AFUTH W KNl FB3 Frhe
Falo] 54 ek, Holx o] HBA9 AT A¥A PAHAL e DK

HATLE & WHAS A AXsHd ARFFY . (Requirements(-2 74 ) %31, page 5).
- [root/.bash_profile 3} oA PATH( Z)2} JAVA HOME environment(3+73)oll o g+ ¥ 4=
#Eol MR A MAS Yehla A=A FRlgA L. (A sH):
PATH=/usr/javal/jdk1.5.0_09/bin:$PATH:$HOME/bin:./
JAVA_HOME=/usr/java/jdk1.5.0_09
BASH_ENV= $HOME/.bashrc
USERNAME-= "root"
export USERNAME BASH_ENV PATH JAVA_HOME

- QA 9= A -d S Java WS A X8}l PATH and JAVA_HOME environment 2]
HE7E 9 A A" HAS = Eekal, A|2=Fo] ofds] o] A AHE 1A 5HA]
s

ol

Eotal A JavaH AS AFES = = dFUYTh e A5k Al Eld A o] g FA 7}
AP ol BAgS upEl oA FAS A s
1 2] cDol £°]9lE CC1000J-Setup-ForLinux.bin #Q S 7 &1e] A ~Elo|
AU O
2 Hugs CC1000J-Setup-ForLinux.bin 3}do] #1238k o7 o]F gt}

=
3 shelel WHEES ATk
export LAX_DEBUG=1
sh CC1000J-Setup-ForLinux.bin

F9 : wref 4X Zzage] AErhE T2aPS AP



4. spiol] ofgfel Z2 EFol =9 2 A JUTh(ES A E HEE):

Using VM. . _.__.___.
Al 2=Elo| A ofH Java M AS 7|02 AMEEtal A=A sk
A .
5 Using VM &0l Q2jd vl M &£ <ol S+ java & Ao d=2E
HoE AdYy o] U=

6 21 ook dHAl F thA]l 219l AL

Installing (A X])

A3 wde] DK 7F A HASE &S 3 ol oo Hge A

1 obzl Ax| 3ds HAFSHA ZoilviH AX CcD Z4-E] CC1000J-Setup-
ForLinux.bin <& A3} sl= vl HAg )

2 CC1000J-Setup-ForLinux.bin program. 3}¥ S HALS ZU & o] - o]
bds Ayt

F9]: 1. BEEA] rootuser 2 ZIRIE FEAA HA Z=2IRE AFsMoF FYTh
Y G52 HASAME 4% Z=a90] HulddA A= ojopt gt

AR o] Ad F7ME ZA J=A AL

N

Zeads A F oJwWA APst=Ad tE AFARRE #HolA 69
s

L @
fo
30,
o[
o
kT
o
>~
>
)
=2
X
1o,



Uninstalling CC1000J(CC1000J A X] A|A3&}7])

Uninstalling from a Windows System (Windows A A A)

S

A& A=A CC1000) & AA A7 §17] A vFe] Hge uadth

1 2k A=A A ZF v s SR Y T
CC1000Java &5 (Programs — CC1000Java)2.2 ©]-53}41 $ Uninstall CC1000Java

= A9yt

w ‘Windows Catalog

% ‘Windows Update

o
rﬂ Programs |@ Administrative Tools
i I AlbusenyhC r

Documents

Settings
Search N

Help and Support

Bun. ..

Log Off Administrator, ..

Windows Server 2003 Enterprise Edition

Ol Shut Down,..

| ISR

—
el v T %

g

Uninstalling from a Linux System (5204 X A A)

CC1000) = 25 Al&Bl(Root AREAFZ  2IRhelA AA AA spaled ofef

/install-path/Uninstall_CC1000Java/Uninstall_CC1000Java

e
il
nj
o
o
it
il

b om

o

finstall-path 7} 2Ju]sli= AL CC1000] Z2 1S AX

Eaiasies



Upgrading the CC1000J (CC1000J g1#|e]= 3}7])

CC1000J7} o] Ax] wo] QQubd FopA] AA] Az A4S A8y o

o=
23+ gl5 YU CC1000J-Upgrade program= 2 g0 2% CC1000JS-
HAe HHo=w dadels & 4 AdFYTh

- CC1000J-Upgrade-ForWindows.exe (Y =55 93+ g ol= 314)
- CC1000J-Upgrade-ForLinux.bin (2] 5225 $I3 Jadol= 1Y)

91 #A5L €C1000) 71 Aol S = 2ZEH 2] €D (CC1000
Software — CC1000 Java Version) =4 2SS 4 AdHFYT

1

daeel= zeads A3 AZ
oL agel=5 g8 &

T

sl A

.

2 EEREEE
(o]

)y
L Ay

]
PR

Zo: 285 & 9t QRS BAY dagoels T2awo] Yo Hale]

EdjolAelN TheRE Wl & Tk 1 A4l Waow
gaelol= a7 A Bale] EdIAS e FAAL.



Chapter 3
The CC1000J Manager(CC1000J )

Overview(71 &)

The CC1000] Manager Z =132 ]z} FE 2B eke] A7 sfoll A o] Fo] Jut}
Z2E]al CC1000J 74 It wE ) Wa)Eo]l o714 Ag U
Z2s Adsty] Mol USB A% 717F dAHIU=A & &

F obelel ANE WEUCk

- Am A zge] A “AA w3E D A CCl000Java
g o7 o] 5t} (Programs — CC1000Java) “L2] 3 YA ofgfol
el 9l A" CC1000IManager. & A B g T),

Windows Catalog

windows Lpdate

I@ Administrative Tools  #
I@ AlbusenyMC k

Programs
1 Documents
Settings
i Uninstal CC10003ava
Search

Help and Support

Bun...

Log Off Administrator. ..

Shut Diown, .

~ ) , g AlAS da CCl000itk AR H o] Qe ZUE
gl 123l CC1000 Manager 4 3} (CC1000JManager)S 2 3 ghu o},



The First Time( CC1000J Manager X A 3)

shvio] Uepg Tk

rlo

212 & CC1000J Manager = 2 &} o}zl

OO =loj =]
Evanl=:
000 1: 007 B4AR 15:35:410 Sama sttings ars invalid, Plaasa configura tha spitege eorractly belor ominuing.

T4 e} wEEe] o} AAEA @skr] wEel §) Hue 9o e
A sh $ GERU T dAA R Wi Fol Zrade T
MEES 4get7] Y AEHOR Setting AAAE Bl g



Aot AHol nfEA FAAEHI (AFAES page 182 =), CC1000J] Manager
=t o2 FEol7bd olAl= o] stHol o} o] B A Yyt

1z 070418 1530 Some setlings are imedil Fease confiuee thiy SEmngs correctly before costinuing.
- OO 1SS COI000.) Seres seflings hsae e changed.

200F 0 1D System setlings - Tomeal HTTP port: D060 cosflict,

;S DGR O 100 Serves Setings i listn changel

2T RLAE 16t Slarting the O Authentication Serves s Tomeal _

FOOTALE 64847 Starting CCANDNLD SAOCRS —

AR WS Conneched 1o e T Auhentssion Senver 117 100100, 193},

20T eSS CC 1000, Atheenticalion Hey b ready T Version: 111010,

OB HE 16T  Fallndio ged ihe SEATH wsnee's 1P addiess (Sare 1000100 34,

10 007 0418 164857 CC 1000 surices have een started.

mr

-CC1000J ol 235 ALAE] #3F WA X|+= Events Zgol] YeEdY T}

- Settings &S F2H CC1000] Al2=8le] 4 5SS WA 4 A& vt Fol
Yebd Yt

-Reset M| ES F2W 22038 FX3 T vha] AUt - g3t 3
FTasta oAl vy A Z 2 A
Yt

-Clear HHE L Events #dd] 9= RE &S A9 7323 shHoz thA]
A2y o

- About B]E-L& CC1000J Manager Z &2 130] th3t AW E A&},



Configuration (7-43)

Settings HES 383 CC1000] Manager A7 s} o] ofge} o] YepFY

x
€C1000J | System | View Licenses |
CC1000.J Manager Settings
Primary network adapter Secondary network adapter Proxy settings
[¥] Use primary NIC []use secondary NIC [[] Enable proxy
P | | P Hort range
From:
Ports (Range: 1024-65535) rPorts (Range: 1024-65535)
To:
Dewice port: [0 Device port:
Admin utility port: |0 | Admin utility port:
Log Server Settings
Maintain log for: |0 | Days (1-255) Backup: (® Weekly ) Monthly
SMTP Server Settings
Server: Send from:

oK | ‘ cancel ‘ | Apphy

A g3t ZFS Al Jhel #lo] 9l th CC1000J Manager, System, ~L2] 3L View
Licenses. Zt2te] ®l&2 ofgfo] AMoA A= 54U

The Manager Tab (2] =)
o] 12 o5 &2 oAl 79 dE=E Yo HYth:

The Primary and Secondary Network Adapters(1x} 22} U|EY A o}EH):
CC1000 3t 52 F 719 U EYA oldHE A& & AFUYF 719
AFES F3). Wk shube] olFEI RS ARESHAITHE o] A2 Primary(1%}) o} H
Juth; o] AFuraE 4 A Hojgla madAdE A $ glsyth

d

ok % o] obSHEIE ALEERAITHE (olshbe R QEUL S8, thE shbi
Q) QAHYS #38l) HF=A] Secondary(-+ WA WESL A olgHE &3}

AlZ] Mokt U T} (Use Secondary NIC A ¥t~ 2 #3817 e ST,
aga HAE P A TE JRE ATIARE P,



7} Jefe] elnli= thgol mol Aslel gtk

3 o]

IP CC1000J7} A= Eo] A= 7 % He YEYA
ol e g Hol Q= IPFAE v

Device Port(“d*] CC1000 Manager 2213 o] AX]¥ o] §l+=

¥ E) 2 ZAE7 340 W AMESe XEE
22 T} (CN6000. PN9108, SNO116 71 E} 55

Admin utility CC1000 Manager 7} 2|2} FE <} T4l

port(#E] At FE Y | W ARl LEE oW gyt

FE)

F9:1 A WA T2 F WA MEHYT o}gE < NIC IPFAEA 0000
5£& 255255.255.2555 ALE & 4 g5yt
=

2. &L NIC &l = F A £E= 22 g2 7M. + flsvn

Proxy Settings(Z&A] AA):

AH&EAFEC] WAN & S84 CC1000°1 4 st = Aol HZets A
&&38t7] HellM=, TFA 7les 243 Al7IM okt kYt (Enable Proxy
AZut=s A8 L), o] 7se] F HA UEYA ofgdHE ARESH7] wfitol
Use Secondary NIC 7|50 &3} o] gl& wint o] 755 AT & syt
(M= o] AM FHx).

o,

S &3} A7 % CC1000 Manager 2 130] o] 7|53 ALgE
SEE FES] WeE AAdYth 24 7he ZE WS 102458 6553570
AU (H A3 5007488 T XE S AASIAoF gy

F9]: 1. CC10004 87} W3leo] 93] HEFH L JQuH, 7|4 ZTEA EEELS
HEA] e o3| §7FE wolof Ut
2. °] 715 AH83}7] 93 Secondary network adapter €} Proxy settings 4 € E&
AT FH AAHE AFsiez & of |, 7k A7t JdoE A7t e
HAZ AAMZ} olEstH AdHE A3k FYh



Log Server Settings(Z22 A¥ A3A):
ofefl el vt A AAY 21 AW HAHL S F A Hwrh dEde

& 474

o>

2715 A4 7V A

< diole] ol WS 9% Alke A4 & 5 s

SMTP Server Settings(SMTP A ¥ A A):
CC1000) ZZ1:e 7} AxoA 3P HW Event W]l W3t ErnES 72+ Fx9
AL A E O Al e-mail® A& 3T}

Fo: A5 W@ AuE 7 AR T4 ABA WFY & AGUT AAF AL
AR AgA M de FEFUAL.

SMTP AB7F Aalw 3 gl e =ulel o83 IPFAS Server Aol AT 4
21411t} Send From %ol 4] CCl000 2 7he] ol F48 AT 4 A&yt

Note: o] Zel dolelg A e A 4Hg vhd & Pgynt.

The System Tab(A] 2] =)

Al 2~®l ¥Holl A LDAP, Apache Tomcat, and JDK A GALS & AT = dH5UTh:

CCI000) Manager | System | View Licersas
CE Ruthontic stion Serve Sottings
Ports CC Authentic stion Server User Management
LoAR (10389 Uyers:
Lowps: [10036

Apachn Tomeat Setlings
Ports
WYTP: (2080 WITPS: (0443 Shutdose: 1005

U (LISE DRNEIOPMAEN L) SETEnGE
Patre [EProgiam Filesuavayaki 5.0_09 rowse




LDAP:

- Ports #l'dollX] LDAP ¢} LDAPS (F# ¢t LDAP) 7} Al&3h+ ZEE AA

m\m
Ef‘

Yyt
- YRR AREAPF Login BIES S=lePHA 27191 §F 9l] LDAP User Management 40| +d3}
ek e o® 27191 F Userspanel(A A #g)o] JEl7E4] CC1000JLDAP 15
tlelgjuo]ol] F71e BE ARBAFES B30l F7IRU:

Fo: o] 222 FA 2132 B AFEAECA Administrator Utility(#2/.3} 5 & 2/ E))
(FFAF e El= Chapter 4914 AggUth)e] H2 & F Jd= AT
FAF U

- AR 5~3%! LDAP Manager 35+ LDAP H|o[EjHo]~E Hefah= Aglo] 9= AMARE 913
AU LDAP Manager o] ARAVE-S 7} s AHASE 4= 91%143}. AN ARSAFEE LS
W= 2l 24 Bdit(r8) 7Fsollvt A = syt

- LDAP Manager®] %7] 219 A& Idapmanager o]x HEHST =
password U th HQFAe] o] f= o] niEH Z
A FH3h

- AEAE F787] SIS Add HES 25k ALEAe] DS}
v el #et JRE Hst & OKE =

%01'
lﬂ
Jo
=
pav)
o
utl
Ry
-+
uls

- ARBAE AR I ARRIEkA SR AMgALE Bl Helst DeeteS 2. 212) ois
o] e ) S ALAS At OKS Felshik sl Cancel & Z2h e

- AHgAte] e s WAL 98 Edits: 2T HAS A% dis}h o] =H
HYUH S S S48 OKE F8 3t}

Apache Tomcat:
- HTTP X E& Apache Tomcat ©] AF&3h= 7|2 X E Ut}

- HTTPS X E+ Apache Tomcat ©] Al-&3l+ HQF XE Ut}
- Shutdown ¥ E <+ Apache Tomcat ©| Al-&3t& 7|2 LE Ay

T:27] LER HAAHE XESo| U ZRIISH FE5Y 1 XESS
AL o2 WRE ¢ syt MR ZESS AMEET] AsiA
CC1000= A} A2 sfoFrt .

JDK:
o] %92 Java Development Kit(JDK) ] 91*|& YEFHU T



o] ®olA = €C1000] #7129} A golAAES 0 & 4 AFYTh golAlas B
sM = d3le F5E ol o] Ayt Huth

CC1000] Manager —— Settings i x|

[ €CC1000. Manager | Sysiem | View Licenses |

Select License . Sun Microsysterns, Inc. ('Sun"y ENTITLEMENT for
SO TWARE

[

@ JAF
O Javahdail API LicenseafCompany Entity receiving Software.

) Apache Effective Date: Date of delivery of the Software to
o

Sofware: JavaBeans Activation Framework 1.1

License Term: Perpetual (subject to termination under
he SLA).

Licensed Unit Softwars Copy.

Licensed unit Count: Unlimited

Permitied Uses.

(1. You may reproduce and use the Software for
Indwidual, Commercial,

or Research and Instructional Use for the purposes of
designing,

ideweloping, testing, and running Your applets and

application'Programs").

2. Subject o the terms and conditions of this -

o | [ come | [
Finishing Up (F15-2] 3}71)
BE FAYgEE] 448 v glod OK HES 235l 448 A4t whef ojH
gEolgl iy RRo] glow vk EOEVF I FAEE ggow oFd AdUt
e A4S A% & gA] OK HES F3Yth 28] CC1000J Manager 7} HF=A]
ThA] Al ZbE]ofo Bl Al&Sh7]E dat=A] 2= st ol vebduth AlEshr] f1E Yes
S 29U No & SE3IH A2 Aol J&HA FHFUT
ol MAAGE Agetd 9] ekoslthd Cancel & FYFULE A2 AL
AgHA A E W3t o] YeEPdUTE Yes & 8 23S THEAY No &
Y3 oA A sHo R Eobd 4 gLtk

BE H4S A% F CC1000] Manager ™2l 3} 0 &
A event Eo] HFo e 2} &

4»
o)
A
R



Chapter 4
The CC1000J Administrator Utility

(CC1000J #ZA FEHEE Z=1)

Introduction (&71)

CC1000J ¥H&j#} e el A= #A R st LDAPoﬂ A= AR ER A ES
Y F A e FHoldE FdEEE Ytk o] fEEYHE Wl 74 #e Ve
AFdUck: A= e, AR Bl 25 Bl deld A ZHA SR BE
FA,EY, AR, 2elal aFEe] B & StellA wE gyt 54 vires e

YBo| A vhg 02X MES 2YFoRA A2 T F Atk

Getting Started (A Z}+8}7])

- =9 A]2=® Start(A] 29 5F) — Programs — CC1000Java— Admin Utility =
- I AJ2E rootoll A, HElE Ao A AdminUtility 2 @3,

F9]: AdminUtility icon& E¥3AY HE A ZEa9s 49
Z

gtk (A 52 WA of 5 AASHEA FUAIAL)



Logging In (211 3}7])

CC1000J2 A3 A|7]H ofgjet 72 =12 t3AA7F yebdy o

CINE— =

Username:| | | Login |
Password: | |

Authentication Server

Name:
IP: 100100193

Use secure connection (S5L)

AFEAL o]E3 HEWEE QI THLDAPA AR - AAE AHEe 213 0] A9
AE5HT), 98 F Login HES FEWH ofyier Ze #A FEH HQ sdo
e o

of spelA A, AHEAL, E]al TEol A dEg YT Users Erlol] AxH
Super AdministratorE A 9]sla A5 o] FEEEHE Adstd Fx =9, ZA, AFEAL S
root =T stoll Ql= ZLEol AAE AA FEUnh ths AAlA o DA FA AFEAL
a8 OsEs 7 ATIAL Ay steA Ayt

Fol: HobAe] o] f-2 Z7]ol password 2 A3t Super Administrator 2] H]'UHITE
o] A HEHE R WAt FA7] vbE Y oh



Device Management (&3] #&])

)

Creating Device Folders (&x] Z9 4=
1

Utk 4R BUE g4stew vee ge Fagck

1 CC1000J Devices EZT oA mf$-~ QB HE F9.
2 3 w7 YERYE, New — Folder A1 8.

File

CCfpanLn 14l
L % le_g_e_w. ¥ Folder... N

Device...

Generic Device...

Browse...

3 otz ¢} 7+ Create folder 327} YU

=

Mame: | |

Description: | |

| ok || cancel |

4 Y olF< dHstal 1 EYel tiE A¥S dHIY

Create Folder =

Name: |Taipei |

Description: |Devices in Taipei |

| OK | | Cancel |

7]
A Z9E BA AAJE FAES F83 7 (location($] A), department(F-A]), etc.) =
O~
5



5.0KE 8. A2 AAdE Zt7F CC1000J Devices FE Z0 9] 3¢ ZulA @ vebgdy o

T CC10001 Administrator Utility --- Auth Server IP:10.0.100.193
File

? %ﬂ CC1000J Davices

@ Canada
 Tawen

o [ cetoo0) usersioroups

Nesting Device Folders (3F8] & 9 AA317])

AR Bl sl E v g BUE AT £ AHUh o2 £ Taipei 37
Eeik 92 2 54 B e Tmhong A F7k ek g a9 EE

Folder Properties (Z9 £A])

whEol 7l Et19) Properties( % 4) SHHcl mlel 4 BY ol B Aol tehdch

Folder Properties

Mame: |Canada |

Description: |Devi|:es inCanada |

Save

Tree List( E&/ &/~E)oA & & HA8S 5hd o

= EUE dYdtown opf miny
MR 4 lF Yt Properties sto] UElLbH WA WES U 5 Save HE 2.



Adding Devices (BX] F7}s}17])

of F7F Byt oE &4, eelgk S=
PN91087%2] 5 Taiwan 3] &0 ofgfjol] 44 —’F A5

FAE F7Feb7] S 7 7HA o] sy A WA S FEHoR
F7bete AYUTh 7 HAE X gEdA HZAG F F7HsE7] €18 CC1000)
S ARE8E A YY) (page 30 © $1i= Adding Devices by browsingE %3%).

Fol: #7kd B AYe WEA A Yolok 30 CC management7] 5ol
23t Ho} glojof skm A9 MHo] frd FriofoF Furh

A WaEdA AARA Fobshe gl Y ad a U 31 AA
o|F, FFMAC T4 5o Hust A WEAUT of Py Agau
Ao ARES FAT 5 U g JRES ANSHE A0 A4
5 .

Adding Devices Manually(+52.2 %X F7]:
g FEoR F7t 37 A3 el S Pk

A AANE Fsna e U G vhes oE® HES 2
!

2
ojul vElu= #H wlgrol A, ofdl 2H I 2] New — Device ™5 A1

0

—_—

O

[\

T CC10001 Administrator Utility --- Auth Server IP:10.0.10

File

¢ & CC1000J Devices

e, T il

[ Tai :
New P Folder..

ez Delete | Dewice...
o [ ccro00d Usersicroug

ot |

Generic Device...

Browse...




3. t=9 distdArE dEbE,  Select Model HlarE EY skl AEolA

ZohetnA ahe Eelel 4AE Adaa 2.

zl

Select méel: PHNO108 | ’

HName:

]
Description: | |

|
| | Browse..

MAC adidress.

Notify email:

- Ty I
Maximum connections: | @_Ei

Display: |IP address =]

| Cancel |

N
o
2
i
il
N
)
e}
re

Qo HE PNO108 FXE F7HEUd. tE FXEL F/eie

5 Notify email 7ol = 313 x|l event’} HA WS A-F event S ol

Aol email F2E 9T

Zo): 1 o] FAL AuARIU,

6.CCI0007F 3188 = Q= Aol Wek Al $A B 58 2T,

F9:1 o W £74 08 FABY FEAF5E IRkl Al PR AAo
4Rl Yt A & A 2 APe) FuTh).
2 4¥E A7 AR A A AE A & vk F AelE A A A S
A 52 44 AUt R A HEsts A A4S A SR B S A
437 @&

7. AR&ARS o] BEk-A S E CCl00009] 2291 & o FA| ] o F, 1P T4 T
o' AL UehA & AUA APk melks s FA ] olFo] vt

SHAA L. Aol AR Eo] HEle-AHo| &2 u w<l wdo] 0 Operation
Notesol| A IPFA 7} w25 % &5t}



RE Mol W tadAbt okl st m%d AT

createerice Y
Select model: [PNO108 v

Mame: [Taipei POM - 01 |

Description: |First PNg108 in Taipei |
MAC address: 001074340388

Notify email: |admin@techd0c.c0m |
Maximum connections: 1 DE’
Display: [IP address Bd

8. OKEZ 2Yald A4S Saguch of Az F7h8 32 okd s ol
Eejel 44k

T CC1000] Administrator Ukility --- Auth Server IR

File
¢ & CC1000J Devices

@ Canada
¢ % Taiwan
¥ ‘ﬁ Talpel

2. Taipel PON- 01
[3 Taizhong k

o= Q CCA000J UsersiGroups

Fo: FAE AL o vehs A9 Properties(574) 3 tisiA = 445 o] K] o] A
SR Aol o]Fo] Z AoluE FA= ¢ FAstL doAdUT



Adding Devices by browsing(HM o2 &x| F713517]):

ANow AAE Frse Wl % WFULL RE FH AuEol Aol
9L Ba glo] 4B AUy PRI

T FItEE FXe vtEA ddo] AA loloF ™ CC management”]50] &3} o
AofoF st Fx]9 o] gxF o FUrh

Adow FAE F7he] AelA el $4L wEuk

1 M2 FAE F7Fstaz} s 1A EYolA v~ Q2% HE &9,
2 ol YeftE= FY W7ol A New — Browse Wl7wE A
File
¢ & CC1000) Devices !
@ Canada 5
? w Taiwan
i % New  » Folder...
Delete Device...
Ea Taizhong Generic Device...
o [ coto00d Usersior RS
3 Browse Unregistered Devices( 55/ =/ & % #4) tsd=7F vepudA

Found devices( 277 X)) 2] =Eo|A F718taiz) gt FAE A8
OKHES YUY h

ko3
T

Browse Unregistered Devices x|

Found devices:

E‘-ﬁ KN2116

Py

Device information
Name: KMN2116
Model name: KM2116

MAC address: 001074328007

0K | | Cancel




4 oluj et thakdake]l Name(o/5), MAC address(MAC +=5) %ol oln
AA A= Ae I & dFHH
X
Select model: | ._
Name: [KN2116- 03 |
Description: |Third KMN2116 in Taipei |
MAC address: 001074328007
Notify email: iadmin@techduc.com | . Browse...
Maximum connections: |_ﬂg
Display: |IP address [=]
| OK | | Cancel |
5 2o ek v 7)€ ARE Fi Ak DescriptionItS FAE
2lsryeh.
6 Notify email ZFoll:= 3] X9l event’} AP S 74-F event S Hhop
Abo] email T4AE YHEHIYT

Fo:1 o] AL A AFAYY
2 gegsts A

Aug +E AU

A=

=

2. email F42E FEo
FAi

SES LR

[
=
=

P
T

1_
R

7. CC1000J7} & &3t

F9: Q8% <At FX] AA 9 Ay

H8597 @

8. AHEALE O] BEhg-A &
Operation Notes S} ol A %] 2]
Ay

=

43I% Browse HES ¢

Aol e H) FA

A& A F 29 &
A 22 AR Yt ZFx A7) §ests Ay A

=3 CcCc1000Jo] =191
o] &, IP +4& =

ol JEnte AR

E<nd
=

Agele AR AA A4

& & FEO Be

g W
o | Z1& LhE



9. AAE v skl flsl OKE 28 duth s AA7F Edel FrEE S U

It CC1000] Administrator Utility -—- Auth Ser
File

? Q‘g CC1000J Devices

@ Canada
¢ w Taiwan
? ‘iﬂ Talpel
A,

& Pov-n1

@ Taizhong

e [§ coto000 UsersiGroups

Fo: ZAE ALE A Yehd= A9 Properties(£54) B tisiA = 443 o)A o A
A Aol o]Fo] A RAolBE FAE 1F TSt dojyth

Adding Generic Devices(Z43 21 3 F7187)):

CC1000J+= Generic(& &%) EFl el A AAFS ALFUTE 9714 Generic BRI 9] A+
Aten / Altusen On the Net™ / Over the Net™ o] A% o] ofd A S gy}

&7A A= CC management A o] glomz HAo] ogh ko r FIIAA
flEdth ASIHEE 98l afrel ofelryst njEH TR A =<l soprt .
F7r2 O ZAEL BEkg-A Znke] Fsto] Jhesfof

A AAE FEe] e vEe] e wadth

1 MEzE AAE Frhetazt sk FA EUA vhe-2 LEH HES SHIYY
2 o] W vebvh= FS wlirol Al New — Generic Devices =9 3 th

f CC1000] Administrator Utility -— Auth Server IP:10.0.100.
File

¢ & ©C10100 Devices

Ea Canada
¢ % Taivwan
@ ‘E Taipei

= K New P Folder...
= 5

& . Delete Device...
Law

Generic Device...
@ Taizhong o=

Browse...
o [§ coto0d Usersiroups




30 vehbe dsbgReld g9 olF, AEEEAY) 11 PRAE YUk
x

Mame: |LPG324 |

Description: | |

IP address: |1IZI.EI.1IZIIZI.222 |

Display: |IF' address |v|
OK Cancel
4 ALEAEo] HEle-AE F3 cclo00Jo 2191 S uwf wWl =g 2] Operation

C
Notes S}l F=o] o]F,IP T4 T oW AL YeluA & AJA deady.

5 ARE v sb7] fls) OK WES 21 FA7F Yol offAd F7hd .

7 CC1000] Administrator Utility --—- Auth Serve
File

¢ & cC1000J Devices

[3 Canada
e % Taiwan
e W Taipei
Ei KNEHE 03
I__ F'ESE
F'ON D1

@ Taizhong

e [ co1o00) usersiGroups

F9 : X7t AHE Properties(44) o] btk £4sANA FH9 ARE
noi%n A6 A9 A8, 1Fe AL A4 T Sx 98Ut B o SEe
TAGL GO E FRGUD. ASR, 1§, FA FA B e Aol
A,



Deleting Devices (&X] A A3}7])

HAF9) Zr|Ql CC1000J Devices FE Z0E #|93 &
upet o 2A AA T F UdHFUTh
S QoA whg-

ol A1 Delete ]

fl

P
T

O~

1
2

A A 8}

e

=
L
ar

¥ Hx
2 rlo

Eile

¢ @ CC1000) Devees

B Kkn2116-

Delete

"%e'- LPG3I24
%ﬁ POM - 01

F9 : BUE AASE 1 8909 Y& RE B

2 AANE=

b

A AHAE YT

Moving Folders/Devices (ZH/AX] o]%=3}7])

A5

o

2 TS s FolA UE BUE oF &

Device Properties(Z3x] £A4)

Yt} (R4 g 82 Device Properties Configuration( %/
ANA FAEe Are} A% HAHS gRlsta WA

gomn WA 7o)

=4

=
T

oo i

S

Eay
]

kil
12}
=

R

-

detel A AR Ares HoFa FA e i ARSAl o] ddke A

25Ut} (Drag & Drop 71%)

PN
TE

Y 7)), 4430014 Fzx). ol

AEUT (B =ECdA

fsi3

=



User Management(AF&-2 #-3))

CC1000J Administrator Utility(Z2] A+ 228 T2 a3 #AA2 stoda A&k} 1

HSAES F7hL AN, 84S 7hsshA g

F9] : AR FEFEE superadmin (2 #F AP AAo] oju] AXFHo] AdHFYH o]
AR AFEA o] &L superadmine]® BH]HH EE CClKPassworddUth H oS 93] A
g HUHEE 53 Aoz ¥R E A AFF YL

Adding Users(AH&EXF F7138}7])

AFEALE F7Fe7] el ool S mEYth
1 CC1000J Users/Groups =05 -3t}
2 Users ZT oA ml-¢-2 08 & | ES Z8sta ojuf Yelhus # oA

(e}
shzjsh ol New w%s Aegic:

File

7 & Co10000 Devices !

%?‘ KMNZ116- 03
& LP63z4

& PNS108- D1

la Taizhong

? J‘QS] G000 UsersiGroups

l}] Groups

o [ NN




3. Create User(A}8-%F %) dlgd27F YEbE YT
5
Username: | | | Browse..
Description: | |
Email: \ ‘
Password User status
[ ] Use "password” as default ) Super administrator
Password: | | ) Administrator
Confirm d: | | ® User
Session timeout
) Notimeout @ Timeoutafter |2 | minuteis)
u ttafter 2 | minute(s)
0K | | Cancel |
do% AEE AHL Ayl J=EdUT 7 FEe A2 obet EEyth
EE i
Username (AH&-AF ©] ) o] o] A2 o] F& .

Description (A2 )

Browse (FH41)
Username™} Descript
A} H Y T} (Browse

AeAE 2

ionell gk JE = ApsA o=
WES Festa giEdA =4
HUth)

Email (] W< AFg A} oW F A

S

3 Notify email 50 F7Fg Ut

e ALg Aol ojulel F4F of 2ol

Use “password” as default o] &g Mestd AFgAte] 7] v T E “password”

password (7] &2 |2 | 7} AHFH Y

password A}-&)

Password (H] 2 ¥ %) A FES dYstA] & ol AMEA HEHEE AT
T AdFYTh

Confirm password 9l FEoA A vdHSE A2 5t7] fE T

FIEHS 8]l SHH FAdE HERESE JEFTh

(5H& 2] o] XA A=)



(o1 ]R8 o]0 1)

39

A7

User status (AF&2F AFE)

A 7HA] &57F7F A th. Super Administrator(F 32 2] &},
Administrator(Z-2] A}, 18] 2 User(AHE-AH). AFA|gF &2

397 o] ] User type option(AH-&AF &7 5A) 3z 2H2He] 79
AdE e Aoll= Algke] glsyd

_—

2. o|m] destal A& User Statuss A Ee o™ thA] ghH

2 8M Al User Type OptionS. 2 o]& & 4 )5t}

Session timeout

(&2 BH ok

1. CC1000Jo &2} X7 AdF o] YA rpH o] zhol A
=7 gldoly A 7+S HAAFFA] kol CC1000] AlA L
FEHUY. Hu Azt ggobe 717k 1~14408 Yt}
Z7] AAL 38, Aot gAY EFQlob 717 1~1440+
Zo Fekd durh 9A] 7] AALE 3R SR Ho] dFYth

2. WRoF ARS AT} ALfre] Ehglobsiol AAH ) gl Ao
A4 o] ‘D}Uﬂ CC100091 A A3 EFelol-s 7]17he o

Unexpected disconnection
timeout

(71A %3 TE=
Qg BfJols)

gkoF ARSAMZE o7 A Bek Agtom A dro] FEF thE(dl:
BEh9-A 7} &8l 4 9-) CC1000J:= ©] Zro|l A AT 717 o] Foj
£

FTEAAYTLE ojue] Efdole- 717k
2~10EJYt 7] AALE 2R o7 FHol &5yt

_>|~l_‘
Lo
X
Jp
mlo

(5 Fo] 54 A% FHi]h)




1 Al A4 A% fueh)

Fo: AgA ol B3 AW F7457] A Browse MES 22 akHCIv 365 o] 4 <)
Browse(2 /-7 #)) 3 =) Browse Domain Users(H.2}-%-# =<l AR&Ahd 2 3bwol

slee} 2ol LpEhdIth:

Drowse Dosmaln Users x|
Firl usar
Lonk in: [Windis kclhe D ecions [=
B addeess: 1100211 port: 183
Usernami | admerestraln Password: seeseess
Oinenain usere 2 iohet
Lisgin Mame Loc ation | Ganard infiseation
WinAESED CE100G-T camiJsers ; )
i’:‘"“L gwlmwn e e He&rt naels  J0ho Inflials:
e CEAN0GTI comiizars Last naime Lew
Display naime:  John Lee
DasCriptine:
Uger for CCAS0 deeting
Fraait
Accou infoemation
L kg PR
Johnl BCCI000-T1 com
L g P (prn-Wamdows. ZO00);
o AR [
ACcoumt papies
LT
Eanl 4l Mg
“‘i Canced i
1 AD Server(AD AH)¢] [P F4¢F TES AATT}
2 AD Serverel] &0} A&z} o] 52 MU E A3t
3 Domain Users(.= 7 ¢/ AF&xH&Eol] ALgA g ~EE AAS7] 9138 Find Now(X| &
7)) HES SY3yrh
4 Domain Users@- ol A AFEAE AUt e AFRALS] R 7F gHigo] O 2o
FAFH U
5 OKE =&t



4.User Status 55 & el AREAblAl A4AF 55 SHIUG ol dEsh= 5ol

e} obel A A F skl ol vErd A vk,

Super Administrator Options 1[ Administrator Options 1[
[ | Download Administrator Utility [v] Wiew system log
View backup log files View device information
iew system information iew session information
[] view device information End session
End session

x

[] Miew session infor

[] view device log

w4

Download Administrator
Utility (2] 2}
#agE geRs
=7

o] HAL i A ATF CC1000] A B Aol ERRE A3 7153k
HeAk fEE 2209 oA s o Bs 5 A g At
TR e A% A AEN2000 i 1 olAake] B A)olt
o] 2l A xwloA SYE RERA A9,

View backup log files
(et 21 7f=si0) 1)

of gAe Axn DAL M 27 St ES P4 EE
FU9% 5 Y= Fovh

View system information

(G E= R R )

View device information

(CFA AR HI)

of $4E Ax welAst AAHo| i BE Lkl FHEe
RS B 5 QRS U du pelAE oF el gt
AR o e @ 5 g

End session(A1] A

837

o] FHE: 1 ML U Bt A1) 25 A A 5 S

ST D werhs D ARSARES] S FTE A 4 EUT

(2 Aol HolA A% HL )



(e/d #] o] X AFE A5 FH)

gl A
View system log(A] 2= &l o] FAL Hia A S FYAIL A|A" 2 7] F
2715 H7)) Hd =S HAAsta g & J=F Fh
View session o] AL Ha #EAl, gk FE AL, AREAEC] dA ekl
information(A 41 7 1. AEH e A HE E F JdEs Y.
27
View device log(*d =] o] AL Ha HHA, Lk AR}, AFEAEC] 5] HEE
715 ®7)) zku e AAEY 71E5S st 8 & 5 d=Es YT

F9o:1. 919 A7FA] (View system log, View session information, 2] 3 View device log)
SAEL 3 BEAAAE 718 FHYYTE; View device log S48 #IAE A%
718 SAYYL
2. §1 FAE B3 o AAS A #H 292 #H o] 659 Main Page Links(#/¢/
Flo]x] HEE Fx FHA L.

5 gt FAE
6 Create Usert) 314212 ThA] Zololr OKE 8 slH A 2-& A&7} Users ZT 9l
U

F7F HAEE AE  UE

7 CC10001 Administrator Utility -— Autf
Eile

¢ @ cC1000J Devices

Q] Canada
¢ ﬁ Taiwan
T w Taipei
& kn2116-03
& 1Fe3ze
PN3108 - 01

=
o
£ 50116

Eﬁ Taizhong
¢ @ co1000d UsersiGroups
Ea Groups
T % Users
B
a%z Suadmin

e

7 AZE ASAE I/ A4S W vhek 9o sk 9 2.6 P wEF ok




Deleting Users (AF&2F A A3H7])
AHeAE ARSI e Tl B4 ey

1 Users 22 o] &34 (CC1000] Users/Groups — Users) AAE st A&} o] &
SNA wh 2B HWES FHFYL
2 o] uf vef= #Y wlaroll A Delete w5 A8t

7 CC10007 Administrator Utility --- &ul
File

9 Q‘g CC1000) Devices :

¢ @ CC1000) UsersiGroups

@ Groups
T W Llzaers

%. fernanpe_————_
%‘. frosty

User Properties(AH&-2F £41)

AHEAF AT HIELS User Properties(AF8-7F ==&)stol A #e] Hych AAS Agke

470 X U&= User Properties Configuration(AH8-2F 4 TA4)S 2 SHHAI L.




Group Management(ZE 3#3a])

A IF BB Bote] AEAEN A E
Ao A Aol AF 1Fe] WH w7
N

& AgoRd BE AsAEe 54 BAs U B2 2

_1>4 mlo

Creating Groups(Z& XA 3}17])

I%S s 98 oo 3AS weyn
1 CC1000J Users/Groups =& SHAIA o] 28 A H w4t
2 Groups™l i #lellA vh-2 Q8% HWES 2T

3 oluf YebhE FAH ol A NewrlwE A8y,

File

f—-'s KN2116- 03

%'s- LPE324

-%'s- NS08 - 0
-i'—-'s SNO116

Q Taizhang

7 & Co1000J UsersiGroups
Eﬁ Groues———
- e
4 Create Group ™3} A=}7F veEpbd 259 o3 AW 49
2,

Create Group ) x|

Group name; |Techdnc - |

Description; |F'rimar3tTechdnc Team |

| OK || Cancel |

s



]
>
%0
oy
v
i)

5. A Z3w°l Groups EH el F7HEAE4& obefek o] <l

File

o [ co1o00) Devices !
¢ & ©C1000. UsersiGroups
T ‘% Groups

B Fasraceos]
o= GI Users k

Deleting Groups(Z2& A A3}7])
IS AAS] A8lA okele S wsYuk

1 Groups =T (CC1000J Users/Groups — Groups) @ ©]5 3+ & 2FA|}a12} 3l 15
olF fedA wlg-2= QEFH HES YU
2 #A v 7ol A Delete WS A g}

Group Properties(Z1& £A4])

Group Properties (Z13% /)3t A 1 AT Aske] digh 7 o] FA - YTt AAS

A 52 o] xo] 1+e}9lE Group Properties Configuration(-Z5 <=4/ 724)& F3x A Q.



Device Properties Configuration(3x] &4 F4)

P9 10% Davica Propartiss
Mndel nsnyE: - PHE108 Mamnaz |PrO100- 01
MAC pddress: 0001074340100 Descriplione |[Fisl PRE108 in Taipei
Misttify omadil | ademir ‘3“!-.'-.'--|_. cim
Mandimam conmecTinns: 10 Display: B eiress T
Accres righls or wearuigroups
Harma Type Stahis Timanrd
Dl €aflings [_::
Exatian ALEIFS G A 2] L 0o - 1

Damcie ol seqhrggs:

o] e AA A FEoz vhrold gl

- AY AFES A7 AE o 2% ARES o W&
W82 275 0] Ao A thESE Adding Devices(d A F71317]) -

- TAEAA Y AH AL AFE A 2 AR
AssH T

- opAFRANA 2} ARG aAFEY] A AFE AR

M m[o

=4 AAsd @ AgAe] QI AV AT FA  Device
Fg)stol A FARUL 4R £4 S =97 A4 g FA Sejas E
SYFUh W olelst {418 Shele] vhehd AL o

—e

Properties( 3%/

ZU 2



Adding Users / Groups to Devices(ZX] 9| A&XH1E F718H7])

Ao AT PaEd g4 B IR F7) 5] A el L mE:

1 S ge] e EZoM Add(F7hH HES Yy

2. ofgf o} FAMe i3}t o] vERd:
a) AHEAF F& T15S FUF @A gEdA 9] A HES 29
b) 71 AR e LFolES Au

c) OKE ST

.

I

Select User/Group ll
® User ) Group

% fernando

% frosty

% jacoh

a jessica

2 kel N
2 i

User name: kelly

OK | | Cancel

3 olelsl §A} 8] 7H(permissions) et Fo] wmw & Ao AFgA Aol Vot

= YHES 2R 7 AFES WA ¥ OKE TPk

Lbser Group™s PO 10E Access Conliguralion E _ﬂi

LI b o nvabion

UiSed nanen: kol Typas  Uisar

ACCESS pights
Uksen wlatus
dminisirator ¥ Ligar DinAce session timeoa: |1 immeiE)

Sistion settings
Station: |Station-1 [= ¥ Accoss allvwed <STATION. 1>

BAcorssible oulhel(s) Tor <Stalion. 1>

o] Durtlist & ] it B (o] Dhuathest € ] Ouilbel B
| Duthed E [w] Oumet | Ot ] it W
Danvice dofined sattings:

o] [ o




4. A 4 (Device Properties) SfHO = ThA] Zolo W QoA F7e AR Z&

= ! ;
aFEel $1 A9 F7b Heiled el @ 4 sk

PH3108 Device Propertles

Muoded nama  FNETDE Hama: [PHEE. 01

MAC sodress: 00107360000 Description: |yl FHY100 0 Tepsl

Ml [P ekl [+

ACCESS ights fof USESQroujis

Hame T it Tiireoul i Add i
kally Uiar 3
Margom <02 Gogup g : -

Chstiot sritings
Station ALtEss A 8 L% O

3:

v e chisfined sellings:

Removing Users / Groups from Devices(ZX| 2EE ALL2H/1E A A)
AR B2 2B AGAHIFS A AL AR S AER e

IFS g 2EdA dEstal Remove(AA)E Y3yt

Viewing / Editing User / Group Device Permissions(AR&A152] x| A= H3 =431R1)
AbgARe} 10 B3RS FA/EC] ] el T3 ol G ALEA B aF9

olFe FYFULh ofdl wdol FrI7F vEbdYr AAE WAstl OKE F9.

=

PMI108 Devics Preparties
Mol name:  FHGH 07 ame; [PHA 05 1
MAC nddresss 001674 ME1DE pescrigion; |First FE10E in Taipai
Moty it |30 Rrowen...
M Comecions: Disgher. 10 atvess [=
Access rights fof Usersgrnuns
___ Mamg al Tyt Slats T e oul | Akl
ity Uz Lo ]
Wartom-0F Goup Lser 1 Remave




User Properties Configuration(AF-&2} £4 FA)

User Properties(AH-8-2F /)3t s S8l AREAE Aol A5l F4HUY. o S
=-9-7] 9l A= Users ETI(CC1000J Users/Groups — Users)g Fil T AF&AFS] o5&
FY U} ool - User Properties(A4&-%F £%) 3hwo] YeElbdY )

Wsar Proparties

lisar satimgs

Username: i1 Vs ot
Degcriens [1echdoc Susper ackmindsira0n Adminisira or ey
Fmait: [irgaten com tw R
Pavwsrend & ot - aftar o n{s)
T EErE—. Unexpocted disconnection . linsod ales 2 tminutiesh
Paysmont:
Conlifm password
Mo of Duvices
Mar 1
k. Add.

o] e AA A FFEoE o] Huth

=AY SRS ARRATE A AGEASE W A A ARE YEd Ytk 353 0] 4]
Adding Users(AH8-2 =71 x), Ab82te] vEms s WA e 7|8 a7] 918
Fa%= JdHFUT (o} ] Resetting Passwords( 7/ 2 ¥ 5 &7

- 3} 3159 Memberof S A ALEALE 2Fol F71e & AdFUTh AAMS ALES
- % 359 DevicesH goll A 7t A5 ARSAFo Al e = FUTE AAIE AR
497 0] %] Z+Z(Adding Devices to UsersAk-&21oll Al =] F7}).

9] Device Properties Configuration( 3%/ £ %) StHo|A ALgALe} 15 BF X9
%719 4 dHYUY ZAE AHFS 455 0] A Adding Users / Groups to Devices3HZ

Resetting Passwords(R| 2 ¥ & A A):

AgAe] MEHEE A A4 87 faA Tl B4 gEyh

1 Reset password(H]d W 3. 27|sh&d&5S A=k Passwordd &o] &4d3t Ut
2 MEE EHSE gsta glstr] 98] thAl =,

3 A vl 7] 918l Apply(d-8) 9.



Users and Groups(At-&-x}9} 15)

Adding a User to a Group(Z&°l AH&AF F71317])
gl AHEALE FEeH] S = thee] S ey th
2

1 Member of Zjd 2] ofzff FFoA Add HES gk,
2 ol YeltE dig At A AFEALE F7)E)

OKHES ZF3 ).
x|

E Marcom -01
E Marcom -02
IE Techdoc - 01
B vecnaoc 02

kol

&7

Group name: “echdoc- 01

| oK || Cancel ‘

3 User Properties3}H ©. 2 Eo}7}H Member of 2] ~Eo] A aid 152 o] &

T AFUHh:

Member of

I 5o | =

A Techdoc - 01

Add... Remowve

A Bk dY 1§ A

o
J {

(o
i



Group Priority (Z& 4 <9)

ALgATE St oSl T1ge] B

A A okl ¥t el Up 52 Down HES
FYgos 49 155 e SHEAE 24T & AEUn
Member of
Up Down |
B Techdoc 01

,ﬂ Marcom -02 [%
B Tecnaoc 02

‘ Add... H Remove

Removing Users From Groups(ZLEolA AR} A|ASH])
aFAA AEAE AAR] AN

= 99 ™ Yot d5o] Member ofd] AE o)A
%S Hddl & RemoveW ES 3 gyt

Users and Devices(AH-&-2}} #FX])

Adding Devices to Users(AF-&Xo| Al x| &33}7])
AT BEE S ool AR TN AN e BAE mk

W oA Add HES UL

s Afell A ARG A Al stz ah= FAE A9 3 § OKE S9dYHh

Devices ¥ g e

NG FA7A olFs7] A ETES ofds}t 2ol &k & = AU

Select Devid

“ CC1000) Devices
E] Canada
? W Taiwan
b W Taipei
2 kg0
2 rreane
2 prgioa- o

& |
@ Taizhong k

Device name: SNO116




3 olg] 19 9] Access Configuration( %< 72%) tistdA7F yebdy). 7+ x| e
AREAF A A elglE ARE AxEA W FUME AAS T OKHES ZFE I
|
Device information
MAC address: 001074330108 Name: ShO0116
Access rights
User status
i Administrator @ User Device session timeout: |2 minuteis)
Device settings
[] Port configuration allowed
Accessible ports
wWor [Jo2 [¥Jo3 [Jo4 [Jos [Jo6 [¢]jo7 [ ]08
Wos [Jwo [ 12 013 e s 16
Device defined settings: | |
OK | | Cancel |
4 User Properties(A}&3F <=3 3t 02 Eol QW Devices(Z=) s dolA W& A

=
=
Aes g7 Fobee) e el & & k.

Devices

Enahle || Disahle

MHame | Status | Type
SHO0T16 Enabled Ferzanal

Add... Remowve Comeerd Properties...




Device Panel Headings(3x] sjge] Z} 3& AH)
Device(FA)a g o] Adetel yepol= 7 o] A off ol 7IAE ] AdFH T

ot

= EE

Name(o15) | 7 FA1e] olgol Lhdse] Yt

Staws(3el) | 2H B9 FEIE AgAFs Fe BbeaA iU Agsbso R
of gtk ALgALe Egl Tzl LERIAR A Bk ASle

Type(TF) | 282V IRIA CR Fi&e] 7FedA] Tsgo it Ai&o] 7hs 3] vepiuck

Device Button Functions(Fx BHE 7]%)
o] Wiy} FAHH WES 7]TEL ot HolA HAWsta AdHFUth

Ra A

o

Enable(AH-8-715) | AFSAPT 8l dxlell 414 7Fss Al shefi 2B sld IA1E A8 9 Bnable S 29,

Disable(AH8-27F | ARSAPF 8l g1l 43471 S| sl 2Bl aid ZAlE A1 - Dissbles-

) =8, o] 72 TIRIF 02 A TFs st x|Eel gk ARE = QT
Add(F7}) o] 7Te2 TR AREARE] A 7hedt | BBl YAES F7RE o A Fck
Remove(A ) 3T & Aeslal Remove s S5 i GAIE Bl~EoMFH 2] & 5= QFHT:

SR ARSARSC] Tina o Ak AAlE2 A & 4 gtk

Converl(83) | o] 7152 TEARE 2ol 7Fs sl BAF A9 AR FPsehER Fhrk
5 PNE A A AB] e T NS 2 F Convent
ek ol Al 719l A7k L8RS Aelelu olzlel g YAk AH
B7Ps UL SR of Q) A7) A ErhE 1E e AB0R
AH87Fs ARl ok Tk Rl A FHE 1 A2 Wde] Brbs.

Properties(%:7d) | A 45 SRV ffalM s RS AABSkaL Properties(5d)ye S8 =
=

-
Sl A T SRR, Fo: 8] £3 PSS S WY 5 g &

rlo

N




Group Properties Configuration(=g £4 74)

7] $1381 4 Groups
gy 1A

=

<1 (CC1000J Users/Groups — Groups)= ©|& % 3 152 ol
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Adding Users to Groups(Z&o°l] A&z} F713817])
e AREAFE F7EsH7] SlElA = thee] S eyt

I NEAE Frbela e 1F B ol5d ¥ A 18 o|8e FUFY.
2 o] w| o}z A3 Group Properties(-Z5 =) 3hHo] YERE=d F 510
223 Memberszl dell 9l AddHES Z Yt
Group Properties
Group Settings
Group name: |Techdoc - 01 | )
Description: |Primary Techdoc Team | | Appb |
Members Devices
| Addl... || Remuove | | Adl... || Remove || Properties..
3 ol o} 5-AFSE Select User(A2-&-<F {7 8) 3} A=t7F YERUA g 189
Fobstad s AERHE el A AEg,
selectuser x|
;%.I fernando ~
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2 1
%superadmin

User name: fernando

OK | | Cancel
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Group Properties

Group Settings

Group name: |Techdoe - 01 |

Description: |PrimaryTechduc Team \

Members Devices
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Removing Users from Groups(ZZE9X AF&A}F A A3F}H7]):
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Adding Devices to Groups(ZZd] &Ax Z7}3}17])
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Description: | | | Appby
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3 gl Fstad s 4AE Hegc,

Select Device |
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5 Access Configuration (< 74)) ti3ad=7F Yea &)

A 0] AHgAL A A

t}
[e]
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PN9108 Access Configuration |

Device information
0010743401DB

MAC address:

Access rights
User status
© Administrator

Station settings

Station: Access allowed <STATION-1>

Accessible outlet{s) for <Station-1>

@ User

Name: PM2102- 01

Device session timeout: |3 minute(s)

[ ] Outlet & [] Outlet B [ ] Outlet C [| Cutlet D
[_] Outlet E [_] Outlet F [ ] Outlet G [] Outlet H
Device defined setlings: | |
| OK | | Cancel |
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Group Settings

Description:
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‘ Add... H Remove ‘
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s




Device Conflict(AX] &)
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Export / Import Configurations(7-4 WX 7|/7}4 2.7])

Exporting Configurations(7-A WX U7])
TAS FLE HEWZ] YA b9 3HES sy oh
1. #& 2 FE2E de] File vyl A Export(E2W7)E A& gy}

o)

I CC1000] Adminiskrator Utility -— Auth

File
E=port... 0J Devices :'
Import... OJ UsersiGroups :
Refresh FS

ups
About...

Marcom -01
Exit

8 Marcom-02

,ﬂ Techdoc - 01

U3t 22 Export(W/ 2 1) 7)) sk AA7F vEbd Ytk

Export x|

File name: |CC1 Kdata.LDIF | Browse...
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2. Start &< YT 74 ARV 54 gdw dsHe AS g

F9: 1. g3 7] 3 HE FE sy
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Importing Configurations(7-4 74 2.7])
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Befresh F
ups
About...
Marcom -01
Exit
@ Marcom -02
B Techdoc- 01
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|
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T var

[} cc1kdatalLDIF R

File Name:  [Co1 Kifata LDIF |

Files of Type: |LDIF File (".Idif) | = |




3. v diEEAE moked ofdf Iyt 2 o] B A Yyt

import x|
File name: |DDDJ-AppICC1Kdata.LDIF|
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Progress: | 1

| Start | ‘ Exit |

qhok st mhedo] wEAt fre ey oA AAEJATH o] Tde] DN (AL °]F)
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warnng x|

A When you import a previoushy exported configuration file,
the system's status is restored to what it was at the time
that the imported file was created.

All changes since that time will be lost.
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Chapter 5
CC1000J Browser Operation(CC1000J
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Logging In (2291 3}7])
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Chapter 6 CC1000

Installation Overview(Ad %] 7] K)

System Requirements(X] 28] & TA}3}H

Ao A~

el Al CC1000J5 A dsl7] 913t QA ofgf xe} ZHYTt:

Component

PC Requirements (PC &AM}

CC1000 Server
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2 %); Certificated Services(CA o}#] F2]2 &=x)9} SNMP7} A& o] lojof st
- Aol gt HEYA 7= HAA - F IR vESA 7= FA
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Installation and Operation Overview(d X9} %9 712)
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A5 A A= Ay Ce1om
5= AN ES
23] 22 AEESo]
A
Az o A AR
odtﬂollz_@i] CAH ] = %ZH =78
Active
. _ SNMP 1] CC1000 Manager
DII‘eCtOIy}éX] 232
EXO
H[TH S ) s 71 A ARSAYSA]
A1 F7F4 89
I Windows gjlo]= Ax Aejatgolit 723
=Rk,
7 7F ILAANLTL A1 A~8E1L2 71 HEl =lolr 3 LT

1 Windows ServerE ‘3 %|; AD (Active Directory)2} IIS (Internet Information Services) 2] i
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Upgrading the CC1000 (CC1000 @1 d o= 3}7])
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Chapter 7
Authentication Server Setup($1ZEAHAX]

Overview (7] &)

o1Z AW CC10009] AFEALe} =zl Q1% AMu|AZ AFFUc) o] ez AMuia=
Windows 2000 Server B-= Windows Server 20032] Active Directory$} Certification Authority
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Aol el A

ZF9]: Active Directory 48|23 Domain Name System (DNS)A H] 2o 7]¥FS 7] wjj-o
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DNSE Network services( .EHZ A1H/2)9] 3 T4 24 YY) Windows 2000 Server
Z.2 Windows Server 2003& A X8t =% Network Service(WEY I AH|2)
33217 JEFUE Domain Name System(DNS) A H] 29 A 3utAs S3A 43t
A7 =5 FYH.

Configure Active Directory(ElB. g g g F443}7])

Windows 2000 Server

Windows 2000 server 2 2|7} £+5 =™ (Windows A X o] o3t A|F-A8HEL Microsoftol] A
Agsh= AREA ABPAE Fx AL, WIENA A7 ShtEA Asete=A 4l
3 A 2. Alo] F(Control Panel)S d12 WEY A 2 35} A (Network and Dial-up
Connections) & &2 g4t}

Local Area Connection(:Z2Z ¢¢ ¢7&)°] 4443t o] vt 2ut=7 2hgshs AdYnh
Rkof YIES A offE7F SutaA] 2-5ah4] eF=thd Device Manager(2-%/ #2/2hl 4 3l
HEHNZ o9 E 25 F A=A 23 shAl e, AAweao A yEYSA olfgE &
T vk el =etolHE AAsoF TS ndUth UES A ofgEZE SutE
Aot v A8 E eyt

rUlO oﬂ,

mlm
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Au 7t AP ol 193} HAF3EE Configure Your Server(< B 43 3171yt 81 A1 7)
UERE Y o

'! Windcws X000 Configuie Yous Serer

n 2000
et Configure Your Server

Aelive Diectony stove s infermation sbod nelwork oajects — such aa
ugar accounts and chamed prnlore — and prosdo< 3t cogc 1o that
indorrnatien. Te makee this server & Jomman confaller, you must netall
Ative Directony.

The dctres Directary Installation wizard coniguma this server as »
domain controfler and sets up DNS £ it = not aleady ssilsple on fhe
network Lse fhis wizad for the folownng scenanos

+ No existing domain controller — sets up rour serer as the —
irst domain ©oniollEr on the retvark

« Domain contioller already on network — sets up yow
sesrr @y an addtonal domsin centrofier, new child domam,
Aewdoman fres, or new fnrggt

Important
You nped a partiion Rmnacted with Ihe versen of NTF S verd m
Wiindows 2000 1o host Active Directory _'l

Fo: ek 9 gEdArl AseE yeyA et Ao (Control Panel)] &zt
E=(Administrative Tools)oll A A8 A 8}7](Configure Your Server)2 A3y},

1. 9% ddoA Active Directorys Z33Utl I8l 2% sjde] oo U=
Start =& =8 std AElH feE e AX wpHAR(Active Directory Installation Wizard)7} o2l

shiA ey,

Active Directony Inztallation Wizard

Domain Controller Typo
Specify therols pou want this server o hawvs,

Do powt weart this sarver io baccma a domain conbrcllar ‘or 2 new domain or an
addtional dymain conkroler for anesizting domain?
= Domain controllsr for & nesw domain
Select bz cption o create a new child domain. rew demain Fes, o e forest,
This zensar will becoms the first domain controller in the nes domain
£ Addbaral comain exnkrlle: for an existing domain
Cautiorn Froceading with thiz option wil delets al lozal aceountz on this senser

< Back i et > I Caresl
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2. M2 =rels 93k ¢l AEZE2{(Domain Controller For A New Domain)S 41 8%+ o

NextH] =& S8k ofgo] thal Fo] yebdytt:

Create Tree or Child Diamain
r'ou can create a resw domain ree or anew child domain,

Creeste or Join Forezst
Spzcify the Incatior of the neswse dormain,

(5 T4 A% HLLh)



5

AA A Aol g Avsh Belo] Qi o 52 ¢ ekIAl L) Nexth] £

9 bl A HA S42 Create a new forest of domain treesS 1 B8} 3L Next?] &

gah ol Ao AL w2l o] E(New Domain Name) th3} Ax7} vebdyct.:

Mo Domain Hame
= pecaly a same o bre e domean,

AZE EHR1e] o] &FS dEAYTh (9 9] oA E cclkecomE = FFHTH
=9

olz] €] NetBIOS Ew|Sl ©] & (NetBIOS Domain Name) t3}d2171 bttt

MetBI0S Domain Mame
Spacily & HetBIOS name For Hes ness dofnain,
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H T fuA

6 NetBIOS =w|Ql o] &S AT (o] Aol = CCIKS 7= fHAAN
A AR Aol AREAF A28 A Ao Qe olFS A L) NextH =5
Zestd ool dolEHlo]~ B 21 9] X (Database and Log Locations) 34217+
Ea=i=nsie )

Ackre Frectory Installstion Wisard

lalhbase and Log Lecatons
Spssifpibes lcaiors of b dotvs Drastor detsbass and o,

Fai bz paisximanicn and rocarerasily, tord lhe catabaze and the log on sep e
hard disks.

b s o e v b st Thie Acinee O recitooy datsssses
o s o [icamam e -

DA T D =] Browse..

o M 30 yo i ward o dinee he Active D rectoog g7

Log koo kiohn:
|L1:\'w-.-1m1\m|:r5

< Blmok l i B I Carcel I

7 9o hst Fol vEE v Agow g
AFFUT Nextt| 2 Zeahd olzfo] T4 A28 2

debgu o

o9l AMRHE HH8hAZ
=

#(Shared System Volume) t3}4+2}7}

e tive Dariclory [nskallakion Wioehre

Shared System Volume
Specily thes Folder o be sosad 55 tha gpstem volume

Tkl S ol Bolder ctores e psi-aits oope o tha d:rl'lh"'l_‘l bl |i|l_1‘- The corysnle o
thex Sy lodsr are replizsted b sl dore s nooontalers inbe downain.

Thk Sl loldan miesl e ealee er a0 NTFS 500 wsl mse,

Erves a o=sliom k' e S eeeol Tokde

Erolder locmbor

+ Back l Pt I Carcel
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tlo
it
)
ob
2
o
&
Lo,

8 Wbl e 27 A @ A AT NextH &
DNS -/d(Configure DNS) t&}d2t7} vhebgy o

Ackive Divectory Instsllation Wizsed i

Conliguie DHS
Thia wezaid can conliguie DMNS Tl your nge domsar

CAMS i ot avadable Would you ke thie wizard o instal and contigure s DMS sarver
far you newve domaesin?

T Mg | willinztall snd corfigams DNS myezell

<Back | HNew: | cance |

9 o] stdeA A HA SR W, o] AFFE DNSE A1k -4 e Th(Yes,
install and configure DNS on this computer (recommended))S = 2]3}al NextH &8 28

5] 7F(Permissions) ™ 3H3A7F YERG U T

rtirve Directory Installadion Wiesrd

P imdesiod:
Sedact dalmull pamizicnE o aeer and groeg ol

Some mewe pragrans, such 25 Windows MT Remsols Scceer Sargize. seed mion nsicr
Fleded on derrasie o aedlses

Sebect thiz optian | soul e cerver peogiams b e Windows 3000 servers or o
‘whincowes 2100 servers that e members of prewWindows 2000 domeirs.

& Arenrreous uisra semoreed infameaiorn o b demcir.

1 Fgvlssions compabible crly witawin doss 2000 carers

Selecl Lhiz aplian 1 psou duen 2Erver peadian: anly oo Wirdorse J000 darears (hat s
““I-T": ¢rh;:hd‘m =030 Bamaing T4l nitheer tcated wses can e irlanmator
o I donnae,

< Bacc [l o Carcal

o

10 Aske] Aol WA 9 F A §4 F shbE A8F 5 dHyh A8

Next £& 22al4 48 A%
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ozl teE gl Mulx B = ezl v 3 (Directory Service Restore Mode
Administrator Password) ™ 3}4#}7} YeERg Ut

JiHwe (Frpohbnry Insksllalknn Wizsed

Dassptaory Services Hedoos Mode &dmireetrabor Fasssand
Aperciy an A ominzha ks pescend boouse wen 5o Hes compber i Divechen
Saveny Redloim b acla

Topm sl confarw the usesaond wong vesnl (o 55 ,,.Enhh sarvars Sohmin shiglcs
accout 1= =a umed vdmn e compolm 1 ata  Jecory Smvem Feaom boca

Easmsciz: i"'

Confen parzmond E_'1

11 AAstax st vEHEE

o]
H = H
PHAUT NextH =S St Au7HAe] A Udes H2E & & 3l
o]
-1

Aazive Divecbory Instalatien Wizaed

SinsaiE
s ol ¢ o Bim 1he 20ions sou selecled

You cwece
Zocf gram i zmcoer an che feed doress conbeler e g res o of dowar hesa, =

Tha “ws dansn e s "COIOCO-TOCON ™. Ths = also e nzme ol he res
el

T he M=220% name o gl conssd |5 TD0T000-TC

Sk shsge [ocastizee O S9N THT 28
o e ocsbon Dk o2 IMTAHTEE
S ol Foicer I stien (e OGN TLENEVTIL

!

Tha 3MS merea vl be medalead ans co-hg sl on h 2 cos e

Tz chergeenoptan ceck Back Ta cordrue, dick Hess
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14.

A B TAE S PASE $gelA obdl 1ol vah Fo] mejuth:

The wvazard 5 conbgumng Sobve Dreclory. This process can sk sewveral
minutes or considerably onger. Seperding on the options pou have selected

Starling.

Cancel I

7ol fREd oby 1ye] Wit ol yeEbd Yt

i Live Direclory [nsballakion Wisard

x|
Completing the Active Directory
Installation Wizard
Activm Diweony iz now matallac on hic corpake =
The dioreir © 0T 000 TOUCTHA
Thiz domain canholer = s

gresd A the e
“Dafaut-Tie-Sleh mne, Sl ars nansged ik be
ctpes Direciony Sits: and Sy ces acmiFisralase oo

=

To clese ths wizmd, olck Finish,

Hatl I Firiz I [Ler

13. RE Ax $A4L vy 37 Ya)A Finishv] &

FYFUT Az 8 A
Agat7] AR A28 A AR Sele e Fol

ot
o

Active Directory Installation Wizard

' niooees mus! be estanted before the changes made by the Active
Diectory Inztzllaion vazaid take efect.

Lol Festat Mow

g,

Restart Now(A| 5 AAAWHES FYA] Al=ES A A



Windows Server 2003

Windows server 2003 A 2|7} ¢t5 =W W EYT offE 7} Sul=2A #Est=A] &9l

&4 A1 2. Ao} H(Control Panel)S i1 UES A U 3} A (Network and Dial-up

Connections) S =8 34T},

Local Area Connection(=Z 2 &< ¢7Z)o] &/d3t o] dohd Sv=7 Zsate Yyt

ok Y ELI A o HE7F SntE A AEetA] ¥=THA Device Manager( 3%/ #2/3hol A

HEAZA AHEE 23S 5 A=A d4 A L. X aeztdA dEYA o8 E 3

T flvtd el =etolE AAsoF F5 onduth UES A ofgEZE SutE

AEduy e B e E A s A el 38S wEuth

1. Al ¥ (Manage Your Server) th3}d=}7F LR Add or remove a role(A{ ¥ & 7}
=2 AAE AEsta Next ES Z Yt ol 32| Configure Your Server
Wizard(475/ 7% 2} AH7F e Ut

mlo o_‘V_‘,

Caonfigure Your Seryer Wizacd = T =

Server Raole e
You cen st up this ssrver ko perform one ar more speofic roles. IF vou want bo add mors than one =)
rode to this server, you can run this wizasd again. e

Salect & role. IF the role has not been added, vou conadd &, IF it has akeady been added, ';'wcan
reeniceys it IF the role wou want to sdd or remove s nat lisked, open

,5!“,, Rile i |__C_|M[ Darvisin Conbroller (A-:trve
File: sarver No etk
Print sarver Ma
Appiicstion s=rver (115, A5 NET) o Damain cantrodllers store directary dats
Ml server (PORD, SHTF) Ho and manage user Doon processes and
Tarmiriel servar Rlo drectory s=arches,
Remote access VPN -sl:rw:r [l
Domain Controler Gactve Director o Read shouk domesin controlers
DN sepyes Mo
DHCP st Mo
Srwsat ok vl sy i
WING ervar Mo
= Bark Pdmnk = (=S | Hil I

F9]: Manage Your Server(A/H #Zf) st Aol YERA k=t Aol A}
vl 5roll A Configure your server WizardE &= 2AYAZIYT (Control Panel —

Administrative Tools — Configure Your Server Wizard)
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2. ¢ 3}well A Domain Controller (Active Directory)E A1 B]3}al NextH

£g 295w
o} 2] €] Active Directory Installation Wizard (€] 2. T]&lEg] A= wpiAhstdHo] e th:

fuctiwe Brectory Instaliskian Wikl e i e |

W locome to the Actwe Direcbory
Irnstallaton Wizard

Thie wazacd helps oo ekl S s Domecloor pecscas g0 e
pEive, waking I geiver § domsn conlelen,

11 =3z ip B Bigk fmes gou biaee iwfslled Aclive Drechon b is
recowreread thet po vzl read the overaes nfootve
Directon Help

Taocondiues closg et

3. AAE AE3H7] $18] NextHES S8 ol 9] Operating System Compatibility (-3
AA s 2d)stEe] YERE Y T

Acdve rmcbory e tallbtion Wizerd

Upanraking Sy dlmm Loampaklsile

Vi o] sz oo o 0 el g et EO0E alfect olfe cesoeg of
U L]

[ ormn cone ol 1 ornn g YAk e Sesee 2003 erclemen: taouhy setnge - ac
r gl s sl OFvR 1 Serven (o0 ot el s dora in Cosinn s i mioes
TTCAD A
& el =g edea wmnenie ol Y -dnam ek el Era e mou erelz
= Vrcoaa S5
®  mcoae HT £ 08P or caim

Bt dho'an L. g b 1o 1) W S e ok o Weinakois Tk bee b 1 ko i i
& doran condiole oy S ndor s S ervee 2000 o scomT Coman e zowcEr

For ivas & i boirna roe”, e Dogrieei i, Help

)

HES 2984

o,
e
Ll
X
I
s
°
o
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o}l 2] Domain Controller Type(Z=7/ ¢/ HEZ] Fe)) sl FA7F YeERdUth:

Active Directory Installation Wizard [ x|

Domain Controller Type 4
Specify the role pou want this server to have. -b'

Do you want thiz server to becoma a domain controller for a new domain or an
additional domain controller for an existing in?

Selact thiz option to create a new child domain, hew domain tres, or new forest.
Thiz zerver will bacome the first domain controller in the new domain.

" Additional domain contraller for an existing domain
/% Proceeding with this option will delste all local accounts on this server,

Al eryptographic keys will be deleted and should be exported before
continuing,

Al encrypted data, such az EFS-encrypted files or e-mail, should be decrypted
before contnuing or it will be permanently Inaccessible.

< Back I Mext > I Cancel

5. ¢ 3ol A HA 3421 Domain controller for a new domain(#) =7 9/& &/ ¢F = Q]

AEFHS AU T NetW ES Felshd thgol tahdArt vebgych:

Active Directory Installation Wizard L ; =]
Create Hew Domain ":;__
Seclect which tvpe of domain to create, r:-t‘__-f
Create a3 new
Select thiz option if thiz iz the first domain in pour arganization of if you want the pss
domain to be completely indspendent of pour curment forast.
£ Ehild domain in an existing domain tree
IF poy want the new domain to be 2 child of an existing domain, sslect this option.
Fior exampls, you could create a new domain namesd
headguarters. example. microsoft.com az a child domain of the domain
example. microsoft com
€ Domain e in an existing farest
If wou don't want the new domain to be a child of an existing domain. select this
option, Thiz will create a new domain bres that iz separate fram any existing trees,
< Back Next > Cancel

(2 Fo] o] A% F1]h)



9 3ol A WA 42l Domainin anew forest® A EE 5 NextH E& ZasH
o}#¢] New Domain Name(#f == ¢/ o] F s} A=7F vepgdy.:
Active Mrectory Installsdon YWizerd i g: =

ke D omain Mame
Spociu s nane (oo tee mzw dormai

Tyoe the ful DHE nEm e lor b nsve domesin
Ifar axampiec Fazdyp-aie s samplemicroaoicor ]

Eull DS risrme For weie) 3omsibe
|[ERIE E ]

<Back [ Mawr | zaws |

EdRle] ol&S YHFYLE (8 stdel gl A= cc1000.T2.comE
Ytk AA A Aol AFEAF AW B0l Qe o] FS JHEEAAIL)
Kol

Zg sk ofzf ] NetBIOS = ¢l o] E(NetBIOS Domain Name) t 314217}

Active Direcbory InstallaGon Wizard

MetBI0S Domain Mame
Specty & 4e=:8105 name bor the ~ew doran.

Thi iz e rame thel uzers of arier varsions o Hindows Al use 1o ident iy The new
domain Chck Mest o scoe0t thiz nanne shiown, of Lipe 8 nsv name.

Drornair WatBI0S narme:

(5F& Z] o] AN~ A5 HH )



8. NetBIOS Em|¢]l o]E& J#Hgt} (o] Aol E CCl000-T2S K72 J&H A vt
*a‘ﬂl AR Aol AREAE Al2=ED @43 Bl gle oS AHSHIAIL) NextH &5
glatd ofgle] wlo]Elo]l~ W 21 ¢ X](Database and Log Locations) o 3}4717}
4H%Hﬂ;

Achive Directory InsEallation Wizard

Database and Log Foldars
Specify this foldsrs Ic contain Ihe Active Drecion dslsbess and log files

For b=k pmibcrmarce =nd rescow=s-abiby. stocs by datshars and the |30 snzspanabs
Fanz Sk

Ywhere oo wou weant bo skone e &oliee Direooony dskshens?

Datahz s foldar

Brosse.,. |

Yafheie oo pau mant bo store e dohve Directony cg?
Leg Foider:

II: DaHD DWS WM TDS Browza.. |

o Bmcl Mst > Cancel

9. 9°] iz} Fo] vEhbd V] Ao g HodE AHS FASAIE AP
NextH 55 28 sHA ol ¥+ A28l E-F(Shared System Volume) t 3}/d-=}7}
e U T

ER e R T TR T
Spes oo P e s Eroclosssod e e e sl

“Ha ESA L Folder alcimn B smsm o e = 1w o i @ puble e, The oc-landa
o U B 20 T Dy s imtcm o 15 ol dhoyyomn conded cip e da T e

ke TERATIL Poldst ek B kaamdnsd o e BITES wiaes

it s bocmd =i b I S0 kol

_Eﬂlil!'ll'-l-l:lilh'-
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10. $ el g el dFse] dE 27 A4S AT A& AFTYUT NextH ES
Zelsld o}z ] DNS Registration Diagnostics(DNS 5% 2/ FAth 3t 271 vebdy ol
[Active Directory Installstion Wizard 0 &

DHE Regixtration Diagn
Wistilp DM suppait. of insall DS an thes compie,

O

Diagnostic Results -
| Tha regesiration diagnioztic haz bean wun 3 imeax.

.hlnrmjf this DM G servers used by this computer rseponded @itk the brosog
ntarval.

iF:l mars information, including seps o consct this problem, sas Help

D atalls
| The Sﬂﬁ.\ queiy ferf b, _tepode,_medes. CC 1000 T2 COM o find the primany DS ll

] have comached the problern. Perlomm the DNS dlagnoatio teat sgain.
& Ingrall and comiiguie the DS server on this computer, and soi this conguier o use
this MG peresr ag o orabsired DMS psrern

T | wall Goniect e problarm later by configuring OHS nanuab. Bdvanoed)

< Plack l [mt I Cancel I

1. 9 3hHe] T WA 342 Install and configure DNS server on this computer (©] 7 +E ol A
DNS MBS dAeta 74)S Aed F Nexttl 2 Z2labd oz o] Permissions(5/7)
s 27 YERE Y T

Active Dircctary In<tallation Wizned BT - =l

Purmisivr: e
Dalact default pemnissions for cser = group ohjscts éﬁ'{
iy

SAmE serm pERgan s, Ausk maoadadas BT Fesmabs demees St el St a4

e A dnoacls eonhiadeas

i jJ.. _;!1
b iz oaslicnn i1 s on s .III.ILI-:II!R- Ln UH'WIIJI.“S EEIUJ :um uperalicng

avakmn & w0 o e s U o e adus v LU e el e bmnie L aie
rime maw e al it pdosyy ZULL o ain v,

ﬂl_'a ArOniFTzUS UErt o= read informabizn on e domee.

C’ Prairiesista mamperbla snip vifs Windsas SO0 & W dRses Sarar Pﬁl‘l’-l_)
Al R AU
‘s bt Wi cpsiCen b s Tt vl DPOCHnNe Srig Orn Sred Soer AU Of WA oy
S epyer 2U0D cpmraimg suie s et are merbers of Sche Drecton dormars, el
sullentic sted Lrers S e read information on Bz deman

rAARE I Hesrs I raneA

i

Flske] Aol webA 9 F e FA4 T shuE AEE ¢ dsdd 53838 d4AS

M o] f7F gle o 2V|Fke s A 7 WA 54, Permissions compatible only with
Windows 2000 or Windows 2003 operating systems= 4 ¥jst= Z21S AFdUh A& ALst7]
A3 Next HES ST
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ol# 2] Directory Service Restore Mode Administrator Password( &/ 2/E/ 2] AfH]= &7 2=
Hejz} Bl Y E) dsdA 7 dERg Y T

Aclive Dereclery TimEallatiors Wicosd

d

Drectmy Smvizor Fedoo Mode Admm n P
Thit paamacid 0 umd =han pou that b compate mDnclzuSavess Fozlas
Ll B

md zonbim e papiond s st bo apeonto f-u-ﬂ-ﬂ'rﬂrlldn mzooun wmd
1has peiwess 5 G081 e o Jiieotaiy Savin s e

Thagoiloiz .I'w:ﬁ'.ﬂhnllm acciu = diferertliem H‘m derraw Sdmriaiata
i |, rdx ko e +h1 might ba diFanerd. 1o s oo i remamsbar
bih,
Fapiae Mocs Py {==e=
Lordun permwm d I' e

For e ifornation aboul Dnsctors S precss Flesbore Mocla. ses doive Duscice o

12. AAstaA st vEHSE 4

VT Nt ES Fobd A2 22 WAES JE T 5 QNS obe)sl 44

W < (Summary) gt o] LERE YT

i
L
ol
ol
=
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o
I
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E
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il
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o
L
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e
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nj

o L
Fiavizes are] coataw dhva opisr aes 1ekechad
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Tl ree desrsnds ey 1 GO0 T3 CORE Ty i nbuss Hh rearss of P resae Foeesd
e Hid TS, sy ol e hermgany op D1 ORI E T
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The wwrad = coifipusg Schnes Daecioye. Thiz process can teke sevcaral mirod=s o
consderably knger, desencing onthe opiions pou weve selech=sc,

Sharlrg

Active Drediory Installation @WAearcd e T

Completing the Active Directory
[nstallation Wizard

Puctives Ciraciosy iz rowe inslal sd om this cormgaatar For the ;l
dopneis COTOCO-T 2 COR

Thizs dorsn conbicdler i sisigrad o the ke

Selault-FintSteName. SHes sie mansed sath the
Buctives Ciractons Sieme ard Sevicss acdrirestrative ool

T¢ clode thiz wizwd, ched Fariea

e mcioms s b cestanted before the changes made by the Active
Diectary nztelldion wizaid 2k e effect

Dot Festat Now

15. A28 A A1ZHS 913 Restart NowH &8 Z2 3 o).
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Password Setup(¥]¥ ¥H3E AA)

oW A A IS AH 28t CCl000 ) AAAE o] §3H oHe] AEAEY HUNES

dAsks Mol s Ay

Windows 2000 Server

Windows 2000 Serverl|4] ©Jg] AR} HIUMSE 2715} 5] $faiA] thae] #dS whgtrh

I AolRg 93 wea £ HE T aEs geage Aed 2 PFES
MERUT o) W b sHe] 9% AUolA Users(HEAHE) S MElsE obelel vt
o] H.{IYt}. (Control Panel — Administrative Tools — Active Directory Users and Computers —
Users):

il
| < Conscle  Window  Help |;|i|ﬁ”

[eon won [« 8@ *FERR 2| 0B BVEE |

Tree | Users 26 ohjects
@ Active Directary Users and Computers |dame I Type I Description =
£ techdoc. com.bw £ aor User
(231 Builtin ﬁ Adrministrator User Built-in account for admini..
(C1] Computers € asPuET Liser Account used For running ...
'—Q Domain Contrallers ﬁ CC1KManager User
E [ ForeignSecurityPrincipals ﬂICert Publishers Security Group ... Enterprise certification an..,
!ﬁDHCP Administrators Security Group ... Members wha have admini...
ﬁEDHCP Users Security Group ... Members wha have view-...
ﬁEDnsAdmins Security Group ... DMS Administrators Group
ﬁEDnsLIpdatePrnxy Security Group ... DNS clients who are permi...
ﬂEDﬂmaln Admins Security Group ... Designated administratars. ..
ﬂEDﬂmaln Computers Security Group ... Al workstations and serve. ..
ﬂzDomaln Controllers Security Group ... Al domain contrallers in th...
ﬂzDomaln Guests Security Group ... All domain guests
ﬂzDomain Users Secuwrity Group ... Al domain users
ﬂzEnterprise Admins Security Group ... Designated administrators. ..
ﬂEGmup Policy Creator Owners Security Group ... Members in this group can...
User Built-in account for guest ..,
( ﬁ IUSR_TUSI-M User Built-in account for anony...
TWAM_TUSI-M User Built-in account for Intern,., b
krbtgt User Key Distribution Center Se...
ﬁzNetShow Administrators Security Group ... Members can fully adminis. ..
ﬁ MNetShawServices User ‘Windows Media services r...

LI—I LI 'ﬂRAS and 145 Servers Security Group ... Serversin this aroup can ... LI

2. A8 2B A IUSRXXXX FE(XXXXE 7lete] #AFE oS
ouguyrh YoM g~ 22 wES FY

3. o m Yehti= 9 wliroll Al Reset Password...(R|EHE 27)13hE A9 shd o9

s dA7E vebdy ok

Mew pazsword: ||

Canfirmn password: |

[ User must change password at nest logon

ak I Cancel




4. 719387 A vEHsE gEFYT 7hES] “password’Eal Y& = Hy )
F9]: A} obgle] A FHUA “User must change password at next logon(AF-&-AH=
g2 H 232 & o 9tEA JA2Y=EE WA ) S AR oMol Tt

5. OKMES Zeahd ofdle] ) wWAA 7} Yehiu.
x

@ The password For IUSR._TUSI-M has been changed.

6. A& vhrel 37] 98 OKHES 2

Windows Server 2003

CC10000] 2191 &= AR&AH= Windows Server 20032] H]|EH E A A o] &gt Ak 4=
Hop o &S HEusRe 200 & 4 gl7] Wi, ol AAddAe AbgAEe] g
MU 2% 279 8 4 Q== Windows Server 2003¢] HIUHE A W7 W0

EERIE LAt

Hj 5 o] gL dEatol At v s AgAo] MAHA &= g CCl000 G A=
et HEses 209 @ gyt 2y vEds RS B Hu A A6
<

Windows Server 2003 H|EH & A A& WA fsiAE U9 JAS wsyrh

1. Alojgo A AZA = vwE A8 F =oQl Bt JAS 23 (Control Panel —
Administrator Tools — Domain Security Policy) th2-2] 3t o] vebE YT}

" Dedault Domain Security Settings =10 =

B dction Yew Hop
- = @ x G

- Arcourt Peboes @ conrt Pk Poriiemrd cwad ecronnd khend probeam

mmd il pokons douriing, user sights and seourity options poloes
il feevent Log Event Log

- aing Ciresretes Groups ReEsticted Grougs

- ﬁ:wmm“w” il 5rstem Services System servios settings

E _I'Fi-s.\-:t\lm lRmgtry Hoegityy smourity sellngs

1 1" Wirekess Mofhwaark (TEEE S0C. L 1) T P system Fle seourky sefiings

¥ [ Fublic Key P T wireless Metwork ([EEE B02. 1. .. Wirsless Habvock Pobcy Admerstration. Manage th...

# ) Software Resbriction Polces Pt Kary Pollcien

%1 {8 TP Security Poloes on Active [ee —Sofnware estriction Poboes
!IP T ity Policies of Rotve Iribermiel Probocol Securty ([F5ac) Ramirer st .




2. Security Settings( % ¢ &)Ul 1= Account Policies( 7/ E F &S T Al7|H Yo =
Password Policy( 7/ % # & & &)& Ayt ol o] isd=7t vebdyth

"fii Default Domain Security Settings Ol

File  Action Y¥iew Help

¢ o | EE xR 2

@ Security Settings Policy 7~ | Palicy Setting
=8 Aecount Po Enfﬂrce passward histary 24 passwords remembered
] Max\mum password age 42 days
ccaunt Lackour Palicy Mlnlmum password age 1 days
- oc;;r:l;:z: Folicy [&8)Minimum password length 4 characters
g Passwnrd must meet complexity requirements  Disabled
H Event Log

lig] Store passwords using reversible encryption  Disabled
0 Restricted Groups & B o L

(1) System Services

o -[[8 Registry

{28 File System

]-‘r ‘Wireless Metwork (IEEE 802,113 |
#1-[L] Public Key Policies

fl-(L] Softwars Restriction Policies
]-“g IP Security Policies on Active Dire

1] |

3. H& AERise dol= 7eAE 7] AAH dsdn 7] AA4E HEH sl

= R
o}l ] Minimum password length Properties(# 2 5/ Z# & Zo] <£4) spwo] vpepdtt
21|

Sccurity Policy Sctling |

Minimurn password length

Pazawnrd must be at lrast

|4 j;l characters

Ok I Cancel Lpply

W75t al OKHES 233 Default Domain Security Settings(2 7/ =591 oFx 41%)

F9]: CC1000 ¢1F A H|EHS ZolE 4ZAE AARHo] 7| W) vjLdHE AYS
HASA I HE A3 427 o] oz AAsAE AP CC1000 =19
HEHEE ADIA AAE HUAS e vteA] dx)sfopet o)



4. Default Domain Security Settings(= 7/ =79/ # ¢} 7)ol A Password must meet
complexity requirements(833 B|AH I E A I =S g8 FYIY} ofg ¢ Password

must meet complexity requirements Properties 3} o] ebg Ut}

Password must meet complexity requirements Properk 2%

Security Policy Setting |

A4 Password must meet complexity requirements
=R
v Define this policy seting:
" Enabled
{* Dizabled
Ok I Cancel Apply
5. Define this policy setting(¢/ &% gL ZAA wt~E A AstaL o} <]

£/
Disabled™| 775 A& gtl OKE 8 5H Default Domain Security Settings T 3H A= ThA|
Eolg Yt

6. AAo] 9kw ¥ o B F Default Domain Security Settings 3322 @5 Th



IIS Installation and Setup(AE Y HE A 8] 2(1IS) A X))

Windows 2000 Server

IS 5.0 Windows 2000 Server A X] Aol 7] o2 At} vkek A7} 1SS A3 1A
gottd ISE AXA|sH7] fsiA o3¢ #8S "wayth

1 Aojis A 225 FIHAA S = YT (Control Panel — Add/Remove

1. = =] H [e) o
2 Uel= slde] 9% g dol Al Add/Remove Windows Components(d =9 TA 84
= = = o)
F7HAA)E 299U
T H o o)
3 Windows Component Wizard( &= 72422 rF#AH3LH 2] Internet Information Services
- - = = -
(Ns)&H&2o] A= wxs A
o
1. Currently installed programs: Sart hy:l Marne -
i ccioo0 Size ssas |
x
Windows Components o
“You can add or remove components of Windows 2000, i
% ;
ﬁ To add ar remove a component, click the checkbox. A shaded box means that only
pat of the component will be installed. To see what's included in a component, click
F-| Details.
ﬁ Components:
‘ﬁ vl =7 Indexing Service 0.0Me ;I
{ [ ¥ Intemet Infomatio 5 EEUEE |
i B :]Management and Monitoring Tools 52 MB
G V] 5 Message Queving Services 2EME
& W 2= N ahunrkinn Gervines afne
ﬁ Description: 115 services Web and FTP support] along with suppart for FrontPage.
ﬁ transactions, A5Ps, database connections, and receiving of posts.
;_ Taotal disk space required: 123 MB .
Space available on disk: 1853.6 MB ﬂl
< Back I Next > I Cancel I
I

4. Next|ES 2T 5 vhALE 28] A9 Finsh E2 2 g



Windows Server 2003

Windows Server 20032 A Xt v [ISE A X|s}+= I o] Ad5Y T Windows Server 20032
A5 W TISE A x| 84 goidud 1ISE A& AAsH7] 98 g2 A4S sy

1 Aojgrs du 223 F7YAA &8-S 28 Y (Control Panel — Add/Remove
Programs)
2 UEhtE 3hde] 9% sl de A Add/Remove Windows Components(J =% T4 8.4
ZIHAAYE ST
3 Windows Components page(d =-9- 74 2.4 7| o] =)o 4] Application Server 352
Aeld 3 Details& S5t ool FAFE o] yEbE YT
x
To add aor remove a component, click the check bow. & shaded box means that only part
of the component will be ingtalled. To zee what's included in & component, click Details,
Subcompnnents of Application Server;
vl %ASP NET
[w] @ Enable network COM+ access
D Eﬁj Enable network DTC access
[w] % Internet Information S ervices [115)
[ =2 Message Queuing
Descrption:  Microgoft Management Consale Snap-in for the Spplication Server
administrative interface,
Total digk space required: E.5 B Bl |
Space available on dizk: E21.7 MB
ok I Cancel |
4 9] 3ol ®Boli= A Application Server Console® =3} Internet Information

Services (11S)&- 5ol A =17} o] Y=A] Felg}

$] s}Ael A Internet Information Services (11S) &2 A1 E13}a1 DetailsH &2
hwl

2] 32 World Wide Web Service

my

2] &Yt} Common Files, Internet Information Services Manager,
5o &3 Hof &R Iy

ot

World Wide Web Serwceﬁc}

RE GRSo] @43 wo] 9= lsli OKWES ZE3}

(52 7o) <)) A< 1))



tlo
FUN
__(’)é
x

7 oz ¢] w¢l 3} (Windows Components 3/ )o] U2 w7}#] OKH &
dE U= BE dESIAES g5y

Winsdoris Lornponents Wizard .|

Wrulerw s Comguinenls = 2!
o e Ak o sseserer et of Winroees 'ﬁ

T nchd o reeviceon & compoewnt, click Hhe cherckhen Amﬂhmhﬂ
Eﬂ"dmﬂ“m To tes whatt's inchadad in b companant. chck

Components:

2 e Ll

- 1.4 ME
= H sl Geraaced 1.1 M

# B S Fumn I

Descipton Incheckes A9 NE | inleroel fobormalan Seveces QIS and e
Apolesion Sere Conole

Totd dink tpace iequesd BSMD Decshi

Spare avalshie o dike R¥1 TMA Q

ot | Hetr | e | e |

S AU REE T4 A4 N B FARI 40 499 S

Windows Components Wizard

Configuring Components
Setup is making the configuration changes you requested.

_"' l Flease wait while Setup configures the components. This may take
@ zeveral minutes, depending on the components selected.

Statugz:  Ingtalling Digtributed T ranzaction Coordinator...

I

< Back Tewt s Helm |

9 e iﬂrXq o] AFAoZ EWth= wWAA 7 =W FinishH &S 834 A



ol}l
Y
ok

S
ﬁ"

Certification Authority Installation(2!

Fo: ol Aol wolARAZIE AS] CA(R!
VeriSigns, TFE CAE AAsIHE HUYt}

ol\
“H,

A3hE d= 55U RSAY

Windows 2000 Server

1 Aojdel A Zmag F7F A7 S A8 ti(Control Panel — Add/Remove Programs)
2 A% sl g A Add/Remove Windows Components(d =9 FA84 FI7HAIA)E
=95 ol 32l Windows Component Wizard(Y =% 14 8.4 vpHANhZF YeERG Ut

‘wWindows Compornents Wizard

Windows Components
iou Gan add o remove comzonents of wWindowes 20000

To azd of mross &8 commponert,. dick the checkbos & == aded oo mes=ns lhet onls
pmit of o= compon=n: el be patslled  Toosee whets e uded nos component, dick

Catsils,

Companenis

o ([ e sz and Ukdkes:

[ < Chugler Sarvze 23 B

I G Inced g Servios 010 +B ;I

Desoiiotior: nstsls 5 oo ostior awhoaly [CA] (o mswes oelifics;=s for ues waith
cublc Ezy secuiily azplcation:

Toca disk specs requirsd 31 vB f
Spe=oe svsilab e o digke 47734 4B e
< Back Lt > Cancel J
3 Certificate Services( ¢/5° A/H/2)E A Blstal NexttES Z 854 Certification

Authority Type( ¢/5= #¢F & ¢t sk d=7F HEbd U T

Winhows COMmpOnents Wizerd L =
Ceartificabomn Authoie Topa -
Theres see Fovr bppes of peali’ csbon =uhoobes ﬂ
Dot lizaicr o uthorily lypss Smeshizliarg
Lo T T T 2 T s mcx! el T ir an -
L L—'IH'ETE'E ErderaiEe Shalld b l-aieilec _I
[ Ent=jpr z= subordicehe DE —efors any othz Cé. F eguines
Artes Opsoisy
[ 3 b b ot D

5 e oo sLscad - she 100, ;|

M Acvanced optior:

< Back Lests Canczel I




4 A WA 5421 Enterprise Root CAS A ¥8tal NextE st ofgfo] Hol= CA
Identifying Information(CA 7*¢/ &%) s} o] YEEYTH

wWindows Compohents Wizard R Ll
CA ldentilping Information
Ents informzton o dentfe bz T "m
T names e =1k, CCT000 com
Organizatich; I:qrz In=.
O rgatizational yit: INut
Catw: |Fiid1'noru:l
Stabe or proy hies IBC CounierEciom A
E-msil [

DA, d=momprioe: I

i fior |1l.'l I\e’ﬂn\ - I Expinaz: TR0 R0 P

5 CAname 9= ekl ALEAF AFE 9] o5& AHFYH.

T8 o] kel WrEAl AREAE Mu o] full computer name(HA FHFE o/F)e
JEaofrt T ApAle AFEES 1955 0] %] 9] Getting the Full Computer Name(Z A 75+
ol&F #ehE = o

Uz e ded ARESS Yl NextWES S¥std obefle] st

wWindows Components Wizard

Data Storage Location
Speciy the dorzge ocator for the configurstion daia, datzbase and log

Lattificate databass;

Cetificale daabasze [og
tD:'\WINNT\;yslmSE‘.EertLo;

I Slore configuration infomnatien in 2 chared folde
Shaied foldsr

Brows=
Erosss
I Hiowszs,,, |

I= Fresense essting cemificats database

< Back I hedt = I Cancz| I

(58 FojH o)A A HLTh)
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tlo
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6. Certificate Database(¢15 Hlo]E o] 2~) &= §le x| o] 9}
Next £S5 F23 AAE A&t

F9: o] wf dAHoZ NSIHY AR AH]2)E F A3 Windows 2000 Server CDE
Arddstebes WAIAZE YEbE 2 dsy T

7. FinshWE2 24 AR vhyAE FRFU

Windows Server 2003

1 Alojdoll A Zmas) 71 A7 E A€ th(Control Panel — Add/Remove Programs).
2 A% g A Add/Remove Windows Components(d =9 FA484 FI7HAIA)E
=95 ol 32l Windows Component Wizard(Y =% 14 8.4 vpHANhZF YeRd Ut

Windows Components Wizard

Windows Components
ou can add or remove companents of Windows.

To add or remove a component, click the checkbox. & shaded box means that only
part af the component will be installed. To zee what's included in a component, click

Dretails.

LComponents:

v @Accessaries and Utilities 43 MEB ﬂ
@Applicatian Server 33.4ME

™ £ Certilicate Services 1.4 MB
[w| ™ E-rail Services 1.1 MB
W] 5 Fan Servines FOMR T

Dezenption;  Installs a certification authonty [C4] to iszue certificates for use with
public key zecurity programs.

Total dizk zpace required; 3.2 MB Dietails |
Space available on digk: a7 2B -

< Back I Mest > I Cancel | Helg |

(572 #oj5jo) A A% Hi]eh)



3 Certificate Services( ¢/5° A/H/2)E A EBlslal Next E2 231 CA Type(9/5 #8F
e ez vebd Y o
Windows ComponentsWizard x|

CA Type
Select the type of CA you want to set up,

erprize root LA
nterprze subordinate CA
(" Stand-alone rook Ch
(" Stand-alone subardinate Ci,

Description of CA type
The most trusted C& in an enterprize. Should be installed before any other CA&,

™ Use custom settings to generate the key pair and C4 certificate

< Back I Mest » I Cancel Help

4 21 Al 4121 Enterprise Root CAS A E]3lal Nexts =
Identifying Information(CA -4 ¥/%) 3} o] vebdych

CA Identifying Information
Enter information to identify this Ca,

LCommon name for this G

Distinguished name sulffix:
DC=TechDoc. D C=com D Csbw

Freview of distinguizhed name;
CM=tusi-m.TechDoc. com.bw DC=T echDoc,D C=com D C=tw

Walidity period: Expiration date:

|‘ID |Years vI 11/28/2015 410 Pt

< Back I Mest > I Cancel | Help |

5 Common name for this CA §} =] ghell AFE-2}F AH H3FE o AA oS JHdYrh

Haho] RWE=A] AR AH ] full computer name(HA FHFE /A
Utk ZFASE AbeR2 1959 0] %] 9] Getting the Full Computer Name(Z A F5FE
2

ol
P

o]o

hins

hincs
ol

f oFqt &

o

©

sel)

Y

il

U= oleEgde] Hedk ARES sty NextHES ZEstd olgle] ulshdxl7t
e o

(52 Fo R4 A% HLeh)



6. Certificate Database Settings(Q15 Ulo]EHo]~ A

o)
PR
Holxa9l 2728 93 27] #S IR Fi NextHES F2i XS AL

Windows Components Wizard

Certificate Database Settings
Enter locations for the certificate databaze, databaze log, and configuration
information.

Certificate database:

Browsze... |
Certificate databaze log:
|D:\W’INDDWS haystem 324Certlog Browse... |

[~ Store configuration information in & shared folder
Shared folder:

| Browse,., |

= Fresenve existing cettificate datahase

< Back I Mest » I Cancel | Help |

NextH] £ 25t 4AE vhie] 8] e thgel AAE hELk

FE

F9]: o] W] AAF o Z NS(IHY HHE AMu|2)E F X3}l Windows Server 2003 CDE
AddstebeE wWAIAZE dEhE = dFY T

YA A vhiAE TR

~J
I
=
wm
o0
=
ol
o



SNMP Installation(SNMP A X])

SNMP7} ARg-#Fo] Aujell x| sof Sli=A] 2Qlstr] A vh&<] A4S wEyh

1 A o] kol A1 Add/Remove Programs(2Z. 272 # F7H A ANE A e},
2 &% A Add/Remove Windows Components(g =5 ——Hé 84 FIHAAE
=935tH ofgf o] stHo] Y

Wil Cornpnents Wicard E

Wwinicdnws | nmponenls 5
Tenacar add o e cormpormnts of Wirdows 2000 i

Vo 2dd or 1omorve a component, clck the checkbow & shaded bow moans that only
et ol s comporent vall bo instalnd. T see what's rekurded ina component. clck

¥ D e e [T |
- Ir!nrl!bluﬂmlﬁvmllllﬁl 1.6HE

¥ HMr Invlllih.l'h] LEpERs 2EME
W B Nt s S arun =l

Dreserption: Irchudes baoh lod mondoong and imgeoing nehwod: padomance.
Total ek spasce mgumect T2 UME
Enace avalable on duk 1ESEE MB

cbock | News | conesl |

Management and Monitoring Tools(#2] 2 Al =H)E B3}l DetailsH &<

Seshel obee] shwio] vhebgdc

W

l

O

tansgernent and Henitoeng Tools _1_1_{

Tnddmimnﬂhd'ﬁ A chiadied Lo treere Hht only part “‘
e comeenent wll b nthaled To tes what's nchided in & comporsnt. chek Distids

i} It Manager Adminitirsbon K snd the Phona Biock
Sy

Tkl dhth. space ingumd 1253 M8 i

Space bvalsbls o ditk 10536 M@l '—l

[ ] cm [T

en_|

R

4 Al WA 5421 Simple Network Management Protocol( # & W/ E# = #2/
ZZEF)E] AeEo] Q=] 2lslal OK — Next — FinishH &2 g2 2234

A2 ehEAE FRIT,

Z9]:  Windows Server 20034 SNMP$} & FA|7F A CHH SNMP Service(SNMP
A]H]2)9k SNMP  Trap Service(SNMP  E# #Juj2)7} A= =% elsiir e
(Control Panel(#]©] ) — Administrative Tools(¥2] A} =) — Services(A] H] 22))&E-0] A]
¢l & 5 dsyHh






Chapter 8

CC1000 Server Setup(CC1000

Installation (A X))

CC1000 Server

HAES HREES I A= AS AU

F9]: CC1000 Servers X3 FHFEO HEEA|

CC1000 Serveri= CC1000 Manager (Chapter 1094 A 3hS ¥gtg &

CA, TIS, 18]
&gt sojopnt Furh. AR A 100,97, 105 H ol A& s

A AdA)

AT EY ] E M XEA| 7] Aol Windows 2000/2003 serverd] 41 H|o|E

SNMP AJH]| AE 0]

olyz} CC1000 Web

pages($] HolAH)E xFsIaL oA AFEAE] =9l 3 ¢ Qe HARE AL
CC1000 Servers A A|3}7] flalA b9 HAS w5Ut)
1 CC1000 ServerE A X3l AFE S USBEZEO CC1000USB ¢1& 7]1& AFelgyo}

Hets A= o] e 715 HFH Aol Wil dAd 4 =

196701 X & =z Ft,

2 CC1000 7] Aol 5o AZE o] CD CClKSetup.exe 3+

Al FHAFY T
3 9] Aol A EALS CClKSetup.exe”t $1213F Zr = o] %3t
obef ] CC1000 Welcome 3t o] vpeERFL L)

CC1000 Setup

Welcome to CC1000 Setup

Thiz program will install CCT000 o pour computer, |tz
strongly recommended that you exit all Windows programs
before running this Setup program.

],01% Al a‘sg

A
H
STk ARAFEL

OREEIEEL:

L
T

.

= =

Mext > I

Cancel




4.

DCLO0D Setup

License Agreement

Flezse ez thefollowing beenze agiesnent caziily IJé_—l-

Frezz tha BAGE DOYWH ke o zza hares: of the 2geanant.

LICEMSE AGREEMEMT

LICEMSE GRANT

ATER mernaiora Lo Lid, "Lcenza grarts ioowou a noerexziugive, norebancterables

| cense bo access and uze FIRMWAFE UPGRADE UTILITY (e Produc:') dumng lhe
“Term' == farth bl v'on mas mstall e Produc! on a hard disk or olber storage devize;
iztall and Lz the Soduck on A fils serees for uze on & nebwork ‘o e pursozes of [
permeaned inskzllat on onto hard dizks o oben storace cevizes or i ue= o’ he Product

Lo you aceepl all the kzmis ol the prececirg Licease Agreemznt? | you chocze Mo, the
s=hua sl cose. Te anatall CC1000, wow st aocspl the: agreement

=

A Er e

5. gfolAlx Aeke] Fo] W YesE &8 AUt Attention(752) thsH A e AL
A=A A s FE1 o

i

bt A A A ek e AN ES B

CC1000 Setup i

Attention

x|

After thiz zetup, you have to do the following additional configuration

Pleaze make sure that the following requirements have been completed:
1. AD [Active Directory] hazs been installed
2. DMS [Diomain Mame Syztem] has been inztalled
315 [Internet Information Service] has been installed
4, O [Certification Authority] has been inztalled
5. Alwindows updates have been performed
If all *findows updates have not been installed, click Cancel
to quit the CC1000 inztallation, perform the updates, and start
the CC1000 saftware inztallation again

Ef|

[ FstallShield




Product serial number

CC1000 Setup
Choose CC1000 Destination Location

Install=tield




8. CCl1000 ZZ1¥9S # &3t
BAbkar A X g ok
ZQ1 CC1000 Web Pages™= A x| st Eo] A% wo] ¢

m}kl

HE s 5 NextHES FEsir AL AE

1= ET 9] CClKwebET] <tell 9%
YTl CC1000 Website($] Aol E)E A e w] WF=A] CClKweb EU2] 7 A
AR Z CC1000 Website®] Home Directory(H]¢1 7 &2)& A=A sjofnt g},

(Al FALEES 1145 0] 2] 2] Web Server Setup() A8 23S F=x gudh).

Nextt E& Zelald oo Fwo] thehd:

Setup Type

Choose the zetup type that best suits vour needs.

Click the twpe of Setip vou prefer,

Inztall &Il Components - Descriptior
Install Selected Conpanent(s] Irstall all of CC1000 components
into this computer

|rstaf|Ehield

¢ Back | Mest > I Cancel |

9. Install All Components(7-4 8.4~ A A A2)E HAesla

o

10. o7 sho] mw me oW ofo]ze] AR 27] 9%
AN WAR 5 AUtk AN =] AHA Nextd]

Select Program Folder

Pleaze zelect a progam folder.

Setup will add program icong to the Program Folder listed below. 'ou may type a new folder
name, or select ane from the existing folders list. Click Mext to continue.

Program Folders:
[cC100d

Esisting Folders:

ie Tool:
Snaglt 7
Startup

Windows Media

|mstalEhield

< Back | Mext » I Cancel




Certificate Import(S15A4 714 2.7))

ojde] AXEYS M wAZE Eubd olle] Certificate Import Wizard(15A 74 271

s Ahst el tebLe

cate Import Wizard

Welcome to the Certificate Import

Wizard

This wizard helps vou copy certificates, certificate trust
lisks, and certificate revocation lists From wour disk to a
certificate stare,

& certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure netwark,
ronnertinns. & rertificate share is Fhe syskem area where
certificates are kept,

To continue, click Next,

x|

Bk | Mexk = I Cancel

I Next¥]=< 9ot ot o] ezt vebdytt.

Certificate Import Wizard x|

File to Import
Specify the file wou want to impart.

Moke: More than one certificate can be stored in a single file in the Fellowing Formats:
Personal Information Exchange- PKCS #12 { PFY, .P12)
Cryptographic Message Syntax Standard- PECS #7 Certificates (.P7E)

Microsaft Serislized Certificate Store (L55T)

Certificake. pfx Browse. .. |

< Back I Mewxt = I Cancel

(518 Fle] 5ol A A%H L)



2. ol AAH} it 2/ FAGD NextW B 2w B8 s}
R

Certificate Import Wizard

3. olml AAH ol 3= 2VIS FAI8AL Nextt] =& F¥std ofefo] bzt
Uebe Yt

Certificate Import Wizard
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Certificate Import Wizard L x|

Completing the Certificate Import
Wizard

‘fou have successfully completed the Certificate Import
wizard,

‘fou have specified the Following settings:

Certificate Store Selected  Autornatically determined by £
Content PFx

File Marne D DOCUME~ 1 ADMINI~13LO
I i

< Back l Finish I Cancel |

5. Finish &S 2Estd AF4 o2 e #3& vhavhe vAA7 Yebd v

Certificate Import Wizar 1’

S
'\1) The impart was successful,

OK ®=& F¥ste AAE ASgyh
6. oFle slHo] e Certificate Import Wizard(J15A 74271 mtAhE F53)aL
H

CC10004H AX2 asl7] YA FinishES Z23r)

CC1000 Setup

Setup Complete

Setup has finished instaling CC1000 on your computer.

¥ Open CC1000 readme file

Click. Finish to complete Setup.

i ab g A7 @ CC10009] readme( F-E AFEHIFA o] YEREU T



Web Server Setup(] A AA)

Configure the Default Web Site(7]E ALl E FA)

IsE AAHE w 71 Aol EE Algstr] fsiA ofv] 7]& dA o] HolglsHtt o

7 AAE T B 7HE "4 f8M thee S wEY T

1. Windows 2000 Server2] 73-- Control Panel( %/ </ #) — Administrative Tools(#2/ %} =%

— Internet Services Manager( ¢/&/ & A7H] = mji] %)E A8t} Windows Server 2003 2]
74§~ Control Panel(#/9/-#) — Administrative Tools(+#2/ %} =7%) — Internet Information
Services (11S) Manager( /5 5 FH AJHj= mji] S A &g},

ofelsl fALek shwo] e

¥E Internet Information Services o ] |
| action  iew |J4--b| |||§HE|)III| |

Caompuker | Local | Connection Type | Status
B tusi-m Yes TCPIIP

Site
¢ A ation wWeD Site
= Default SMTP Virtual Server
@ Defaulk MNTP Virtual Server

4| | ]

2. 9% oA Default Web site(Z7]& X} E)aE QoA w}
gyt o] W yElv= B9 wlirell A Properties($43) 355

=
=

(52 #e) 54 A% FLh)



3. Default Web Site Properties(= 7/ & AFo/E &) )3} d#1ol 4] Home Directory(®] 21
Az)de Ausie ofdel suio] tehguh:
Directary Security I HTTP Headers I Cuztam Errors | ASE Server Extenzions
Wweb Site | Operators | Performance | 1S4PI Filter Documents

‘When connecting to thiz resource, the content should come froft

% 4 directary located on this computer
A share located on another computer
& redirection to a URL

Lozal Path: |D:"\EE1 KSoftwarehCC1EW eb Browsze. . |

[ Script source access W Log visits
¥ Read ¥ |ndes this resource
[ ‘wiite

[ Directary browsing

Application Settings

Application name: |Default Application Remaove |
Starting point; <Default Web Sitex - :
J Configuration. .
it - = |

Erecute Permizsions: |Scr||:|ts orly

Application Pratection: | Medium [Poolad) 4 Urfaad |

(] I Cancel | Anply | Help |
4. Aol AFEol YA S AFE-3L7] $18) 4 A directory on this computer 341

3l % BrowseH &S ZFE A Hst= Z0E A @t} This must be the CC1Kweb

il
directory under the CC1000 destination folder that you specified when you installed the CC1000 program
(refer to page 110, if necessary).
F9]: 7] 2 ¢\CCIKSoftware\CCl1kWeb LIt}
5. ZT0l| gt Readaccess($17] Eh S 318317 2ol Read4a A= FUTHHIARE)
6. olzfloll £ x] 38k Execution Permissions(&/ & # A&l A Scripts OnlyES A
Ei:ﬁé‘, o] A A=A AAst7] $1al4 Application name & o] = HES
31tk Remove( A A)HEC] HolH fIAlo]E 2 aslo] gulg HAAH 2
1 gt} Create( )M E©] Kol fIAlolE Xz aslg A43st7] 913 CreateH &5
EEasi=g
Inheritance overrides(2 7 W7l Eo] HolW t}go ZHES #|93 v I8
A BIS)aL. (root _vti_binET], & subweb vti_bin 2UE, 183 2E cgi-bin 2HE)

OKMES Fghct

&
¢
T
o

_l

O

il

* 919 A 5 6H-S Windows 2000 Server AF&2puE & g U T},

2 YN WAolE HYES AT

rlm

7. OKH



Configure Directory Security for Secure Communications
(A& SAle g g8y Bk AAs])
1 Aol ol A el =T (Administrative Tools) — STE{ Ul A H] 2~ 1l 1] & (Internet
Services Manager)E A3ttt 2 AA] 114 Ho|x]o] A& sHo] YeRHYT
2 % dde] Default Web site(7]3 YAFO]E) i QoA mfg-2~ 22X HES
83t o wW velv= A9 el A Properties(F4)S 2= @t
3 ol2ll 2] Default Web Site Properties( 7/ &40/ E &3t A7 YeER A
Directory Security(5] E]E{8] Hehs S Aelguc) obgol fAFS sho] Wi th:

fid

Ll hgerators I Perfarmance I |154P! Filkers I Home Directany I Documents I
HTTF Headers I Customn Errars I ASPMET I Server Extensions

—Anonymous access and authentication control

! ; Enable anonymous access and edit the

authertication methods for this resource,

—IP address and domain name restrictions

@ Grant or deny access to this resource using

IP addresses or intemet domain names.
Edi... |

- Secure communicatior
Fequire secure communications and 5 Cortificat
enable client certificates when this EIYRLEEIICAIC
resouice is accessed. : =
View Certificate... |
Edit... |

0k | Cancel | Apply | Help |
4 Server Certificate... (A8 QAF)HES Z W o}l 2] Certificate Wizard(2] 5
mbiAh7E AU o
Welcome to the Web Server Certificate Wizard. x|

Welcome to the Web Server

Qy Certificate Wizard
N

Thig wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web server

You have a certificate installed for the selected
zerver. Certificate "Wizard will help you to manage
thiz certificate.

To continue, click Next.

¢ Biach I Ment > | Cancel




NextH] £ ¥ shd oo shulo] Byt

I15 Certificate Wizard

Server Certificate
There are three methods far assigning a certificate to a'Web site.

select the method pow want to use har this web ke

* Create a new certificate.
" Azsign an existhg certificate

" Import a certificate fram a Key Manager backup file.

¢ Back I Mext I Cancel

2 WAl A2 Create a new certificate(X] 28 <215 AAD)
kil

g3l ofelel 5

o] Bt}

II5 Certificate Wizard

Delayed or Inmediate Hequest
Y'ou can prepare arequest to be sent later, or pou can send one
immediately.

o

el 3 NextH] E&

Do pou want to proparc a certificate regucst to be zent later, or da you
immediately to an online certification authority?

" Prepare the recuest now, but send it later

& Send the request immediately ta an online certification autharity

want o scnd it

¢ Back I Mewt > I Cancel

(52 #o) 5o 4 A% k)



7. T A 5421 Send the request immediately to an online certification authority(<22/9/ 9/5°
At 2F) A8 T NextHES S8 th39 shdo] Ryt

115 Certificate Wizard

Mame and Security Settings
Tour hew certificate must have a name and a specific bit length.

Tupe a name for the new certificate, The name should be easy for pou to refer to and
remember,

M anne:
Default \web Site

The bit length of the encryption key determines the certificate’s encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decreasze performance.

Bit length:

|1D24 "'l

[ Server Gated Cryptography [SGC] certificate [for expart versions only]

< Back I Mest = I Cancel |

8. Bit length(F] E A o)d&o] 10242 AT ] =X
71 4S FATYUTH; NextHES S 29 shdo] Bt}

115 Certificate Wizard x|

Organization Information
“our cerificate must include information about pour organization that
diztinguishes it from other organizations.

Select or type your organization's name and your organizational unit. Thiz is typically the
leqal name of your organization and the name of your divizion or department.

For further information, consult certifization authority's Web site,

Organization:

eteh Internationa j

Organizational unit;

Techdoc j

< Back I Mext » I Cancel

(52 7o) 5] A< 1))



9 1S5S #1814 Organization(s2<= 7/#) #} Organizational unit(=>< AN &S

VUL Nextt| £ 22310 ofele] o] vhebghch
F

Your 5ite’s Common Mame
Your Web site’s conmon name ig its fully gualified domain name.

| ype the common name for pour site. IF the server 1z on the Intermet, uze 3 wahd UMN'S
name. If the serveris on the intranet, you map prefer to use the computers NetBl05
=l

If the common name changes, pou will need to obtain a new certificate.

Cormman name:

¢ Back I Mewt > I Cancel |

R H
T gunh) 271 AAE FAAI7IE AT (A AIFE olgo] obd AH

1IS Certificate Wizard

Geographical Information
The certification acthority requires the following geographical information.

Lountiy/Hegian:
| T (T aivean] =]

State/province:

ITaiwan j
City/locality:

|siin =l

State/pravince and City/locality must be complete, official names and may not contain
abbreviations,

¢ Back I Mest > I Canicel

(2 Ae)HolA] A% L)



1 AgAe] AeAnE dUaa NetdES 2dem ofdlel SSL XE 3ol

Yebgu o

115 Certificate Wizard |

SSL Port
Specify the S5L part for this web site.

7t r"}'ir
/i r"h {

S5L port this web site should use:

< Back I Mext » I Cancel

F9]: o] SSL ¥£E 3PH-& Windows Server 2003 A&}l Al 32 Ytk Windows 2000 Server
AR A4 oW BAE FANL the BAZ Wolzth

12. SSL XEE 44302 HAAYPEA FAFgUh NextHES =3t olgel 3ol

115 Certificate Wizard

Choose a Certification Authority
Certifizate requests are sent ta a certifization autharity availablz on your
nietwark,

Select a certihcaticn authonty bo process wour request,

Cetific:ation autharties:

< Back I Mest > I Cancel

(52 #o) 54 A%H )



13. x7] A& FASHL NextHES S93HH ofg o] stdo] vepd Ut

1IS Certificate Wizard x|

Certificate Bequest Submission
Yo have chozen ko submit the fallowing certificate request.

| o submit this requzst, chek Next
Certification Authorty: tuzi-m. bechdoc, com. bwhtuzi-m.techdoc com w

Request parameters:

lzsued To tusi-m

Friendly Mame Default web Site
Country / Redion T

State / Province Taiwan

City Sihib
Organization Aten International
Organizational Uit Techdoc

< Back I Mext > I Cancel

14, oA HH A sty NetES Zestd oldle] shwo] Lhebduith:

IIS Certificate Wizard |

Completing the Web Server
% Cerntificate Wizard
s

ou have successfully completed the ‘web Server
Certificate wizard.

A, certificate iz now installed on this zerver.

If you need ta renew, replace, or delete the certificate in the
future, pou can uge the wizard again.

To cloze this wizard, click Finish.

¢ Back I Finigh I Eatizel |

15. Web Server Certificate Wizard () AH <1Z5 »PHAHE &5317] 934 FinishH &£

=gk

16. Directory Security(t]glE]g] HohslHor Holow RE AHAS nlx]7] )
OKHl &5 S8 dUth

S



Directory Security Setup for Windows 2000 Server

1 Ao o A Administrative Tools(#2/ %} %= 7% — Internet Services Manager( ¢/ & &/
AlH] = mjr e APt 1149 0] A 9} fFAFgE shHo] YERH U T
2 A% vl do A Default Web site(7] & f]A}O]E)3HE QoA vl 0 2% HES

st olu) Yehh= #Y el A Properties(FA4) W s 28U th

3 Default Web Site Properties(7] ¥ $]A}o] E Z4])3}H o] L EFLPH Directory
Security(C1 1 E 2] 2 h¥lS Aegyct. 1163 o] X| ¢} FAFSE slHo] YERd Yt
4 Anonymous access and authentication control(&] ™ H<t 2 215 Alo])uf g ol A
EditH &S 2234t

Default Web Site Properties 21x]

web Site | Operators I Performance I |S4PI Filkers I Haome Directony I Documents

Ditectoni Sactmtii | UTTE Uaadorn | Frbam Eonen. | Climtear | e
Authentication Methods x|
—A&nc —

_p AﬂDI"I_',JI'ﬂDUS acCess

i Mo uger name/password required to access this resource,

Account used for anonymous access: Edit... | =
—IPz —

—Authenticated access

For the following authentication methods, user name and password are
required when

- anonymous access iz dizabled, or

- access is resticted uzing NTFS access control lists

[ Basic authentication [password is sentin clear text]

—Sec . |—
Select a default domain: Edit. . |

™ Digest authentication for Windows domain servers

¥ |ntegrated Windows authentication

= Ok I Cancel | Help | L

0k | Cancel | Soply | Help

(52 Ae)FolA] A%H )



S.

Anonymous access(2]™ el A= wlzo] A A7E EHo] AdEA Fel

EditH &S S8t

6.

M

7.

Default Web Site Properties B el

Wwieb Site | Operators I Perfarmance I |SAPI Filkers I Hame Directory I Documents
Director Secoitn | uTTD Urmcdme I ik Crrmes I. ACDRICT e e
Authentication Methods x|

Ane
v AnOhYTOUs ScCess
‘ Mo uzer name/pasiword required to access this rezource, |
Anonymous User Account ﬂ

—Anonymous Use:

Select the Windows Uzer Account uzed to access thiz computer when an
anonymous uger connects ta thiz site.

Uszername; IILISH_TLISI-M Browse. . |

Pazzwornd:

I Allow 15 to control passward

] I Cancel | Help |

| W Integrated Windows authenticanlon |

0k | Cancel | Help |

Ok, | Cancel | Al | Help |

>~
>
ofo
>

o

Qo] ol Ao 7] 44 o Fe] uehdiith o AHL
2 gh)th. Password Setup( ¥/ 2 W5 FF)elH AAF o A8
)

b A A Sk AREAE ol F3 MRS E dYefol gyt

(A2 939012 & gy th) AFEAF o] Fo] EntEXA] ¢ oW Browse.. MES
e SnkE o AREAL olF& A YTR(ell: IUSR_XXX.)

Allow IIS to control password(H] '@ & Ajo] & 9 &) 1IS 3]-&)a| Aut2of A A7} %o

DA Eae &Y FUh

WAOIE S M8 A4 OKMES L FL,



Enable Web Service Extensions for Windows Server 2003
[e) [e) O Ol5 e - 3 o
(F =% AH 2003S A3 § Mu|A &7 75 843
1 A o] ol A Administrative Tools(¥2] A} &= 7+) — Internet Services Manager(Q] E] Yl
AEl2s U A)E Aag,
2 local computer(& A FFE])&52] 2] ~Eof| A Web Service Extensions(§ AH] 2
FhP2e e
1 incernct informotion services (15) Maner - Lo
":g File Action  Wiew Window Help | = =]l
5 | BENE[R(2] ) 50
f’_g Iljternet Information Services . Wweb Service Extensions
E...-_",;; TUSI-M (local computer)
G- _J FTP .Site.s /| Wb Service Extension | status |
- E Application Paols “F Al Unknown CGI Extensions Prohibited
[#-_) Web Sikes N : i
) § & Extensions il )
_:"‘J 5 — @ Active Server Pages Allowed
: Default SMTP Yirtual Server Prohibit TETET T T T
EE i DI BVTF it el Properties [ BITS Server Extensions Allawed
gD:IWINDOWS'l,systemSZ'l,MQISE... Allowed

Tasks

§ FrontPage Server Extensions 2002 Allowed

9 Indexing Service Prohibited

§ Internet Data Connector Allowed
E 2dd a new web service extension... ﬁ Inkernet Printing Allowed
3] F\_II_DW all Wel_: service extensions for g Server Side Includes Allowed
specific application. .. g WebDAY o T
Bl peckibic il eh sarvicacextensione § Windows Media Services Mulkica, .. Allowed
@ Dpen Help
Exterded A Standard /

3 SLEZE g A
Allow(F8)HES 9%

4 LEH
=
-

Allow(3€)H

erver Side Includes(4/ ¥ Afo]= EH<

dersta



Finishing Up(v}52] 3}7])
CC1000 Au|7} AH=E #F37] YA CCL000 =7 A/H ¢} CCl000 =#/i/ A AJH]~7}
HEE Al Agsojofnt gt $1o] X2 Eo] AgdEx okodrpw g AAS e

g Zades AFAY

1 AZE HlyE 298kl Programs(2Z.2-Z #) — CC1000 — CC1000 Log Server 352
e
2 CC1000 Log Servers Z2lalA] 2 A7y}

Fo): =7 A¥sh CC1000 A7t EAS AFEC] 42 Hol Jod 23 NS gz A
N7A @olw U 22 AElE cC1000 WUAA AW o AEoz ARP.

3 A 2He| 5ol A1 Programs( 2.2 -Z #) — CC1000 — CC1000 ManagerS 1 & g1t}
4 CC1000 Managers S8 a14 AP Azc}

BE 2o AHog An =% Edslr] A& oo FAHS Y

1 HEleAdd CC1000 AW 2 IPFAE 983}

2 CC1000 2191 3}Ho] JeERHA Algxle] DS} P s S & s}
kel B E HAgo] SRFATHH CC10009] #Wel sHo] vERE A 9Jut)

F9]: 1. cC1000°] = w2] AX]¥ superadmin (32 & Ah) Al o] AHFYT
AAANES HEESY] 98 o] AAS AHEE & syt AREA
o] Z(ID): superadmin®] i U] ¥ &= CCLlKPassword QYT H|UH I =
T3k ALl 7] wiEel Hoks flEfA o] HMERIEE AFE 54
HEW s = MAstr|s dddy

2. ool A WA 219l o] AL} €Cl1000 A FE e Eldd oA v HE I}
Z713t =HAvH AR HEdHSE WA s oF

3. AF A 7R A B9l CC1000 USB 15 717F CC10004 W & 2 8 5)ar
J= HAFE Y USB £Eo] WhEA] AFiE o] Qlojof BE ZTRIOFlE0] A ow
ZE=F T HokS 934 USB Q& 7]+ AFE Aol UlFeo ZE
A= HYh ZAISH AFE-S 196%:2] USB Authentication Key Bracket

Installation(USB Q1571 AA|st7)E = A AL



Chapter 9

The Log Server(Z1 X H)
Overview(7] £.)

tlely "ol 3¢ (CC1KLogs.mdb)oll A3ttt o] o]y wlo]2~ 3hel 271 AW7t
A" 9ol g4 AdgUTE cCcl1000 AlxEo] A @ w 2 W% A HoR
Hy .

23 A g5 FES 997 YA thee] #AE gEUTh

Az W3 - TR 5 CC1000S A E3lal CClKLogServerS 283U t) ofgle] =1
AH g o] YERE Y TH

% CC1000 Log Server x|

Events:

(0007; Log server started successhully,
00002: CC1000 Manager connected. (IP address = 10.0.13.250)

1] | i3
—Settings

[ Edi seftings

IP: [ 10. 0 .13 260 Pat |E5535 (1024 - 65535

M aintain log for: |'3E| Davs 1 - 255)
Backup: 7 Weekly = fanthly ﬂl

Clear | About... | Cloze I

F9]: 1.€C1000 iU A7} APl 9= AFE O AXHo = Aol A
zrasho] WEA R AYEA FHFUch 22 A8 dist FES w97 A
CC1000 Manager 3}l A CC1000 Log Server®] E8 Z& &} okqt gt} (A4A] 5
AL 1313 0] A =),

2. 2247} CC1000 Manager X213 0] Ax o] 9= HAFH AX=o] A
2 THH Closet] £o] YERUA] ekt dial Exitt Eo] YebgUth (AHAIgE AFES
129 2] 2] ¢] Close / Exit 3+=2).



Events(©] 5l E)

155
=

o]
dAH A&

R

Fields (315)

oAl =1 A &
74 9-). Clear]

ARE HolFUt} (9. CC1000 Manager X 213 0]

]
= Woslge 2705 g

Kol
=

O

3
F=

7y dESo 27|32 97 dE&ew HAF JdFuUrh AAS WA 184 Edit
Settings(& ¢ WS A3 AYLL (A AAE FYA Aady)
7} FEE2 ol Fol Ay s
= o] H]
IP o] & 2 AW IP 425 Xgsta JdFUL o] FAE

2 A7 AYE 3 Q= HFHY IPT4A A& oF Yt
Port(:2E) o] o 7 MMI} FAsE LE NEE YehUL §&

7V XE Fo] HE T 10247094 Hd] 6553570714 Y Th

Maintain log for

(715 fF+A8k70)

Fiol A A2 delE Holx o] mH Fet V| HE

g2 AU (712 WY es Mg AaE

o). 2= 7= A zbebeh A =E §e TS
HES AFHoR AARUT 21 Au ]

H = 1doA Ho 255 A 7b4] YT

o,

2

o

2=

EE

x2

o

>,
o L T

o)

Backup
(M)

Weekly
Monthly

(F1<)

A

R

ol

2! ]| A&
Weekly(1 7 ¢ %) gty 21 A7 diojHE A4 o
Fuprh A= Aol s oyl 7S AA YT
o) #M¢] 3w CClKLogs W050717_050723.mdb- 7917 5-¢
234714 2] 7150] A7 E o] ofm g,
91e} #Zo] Monthly(1e ©¢))S Aty MY gL g & w92
AZh Y. o) Wel 9 CClKLogs_M2005_07.mdb< 2005

7€ A% BE V)S5S A ekl o] w] 1] o}

)

01201
=271

0] 0. O
MHE =

0] S O
A==t

& RF TS A APALE 48

3t7] 93] SaveH &S

[¢]



Close / Exit (27]/&8)

- 2 A7} CC1000 Manager X 2 130] A% 31 9= FHiFE o] A Ho JdrpdA

Close(27])S E3S o 223 i3 Fe da|xut Zg ado] FR YA = IG5

¢

- 21 A7} CC1000 Manger X2 18o] A&w i 9lE AFE 9 e AFH Ax

ol tH
- Close( 7)) E0o] 9o Al Exit(E&)H Eo] AFUL Exit(HES F+21
g3l = @l Z2aRs F8 Huyd).

~CloseMES Fe]4 g} Fo] A4 AW 271 A olo]o] AL
Ae] FAZ olzle] 1hAY Ve,

9 slol@AlA Hhes oeE WES ZYaY w2
2227 oW Zeade FRAAA A8 5 s

Jerd o

Backup (1)

lMew 2 dg Ny A S FEE AL






Chapter 10
The CC1000 Manager(CC1000

T A)

Overview (7] &)

CC1000 "I A= CC1000 A]2=8le] A A48 4 YTt CClo00vi YA = e 74
QAEY AT dAEe] 9low CCl000 9o 3 BE A4 Ao ARE AT
CC1000" Y A= CC1000A] ~Elo] % uw 2z oz As)Ec},

(]

F9J: CC1000mH U A == agio] APu =] kghrhd vh5-o] A4S wEyn A2
H E(Start) > ZZ 13 W (Programs) — CC1000 — CC1000 Managers =¥ 34 T

CC1000 i A7} AaP=A ofefef FAMSE st o] veERE U T

=101 x|

Events:

000716: 2006/07 /14 10:26:08  Device [type: KNI1TE, IP: 10.0.13.198] is offline. ;]

00017 200640714 10:26:10  Device [ype: KM911E, IP: 10.0.13.198] iz online.

00018: 2006/07/14 10:26:39  Device [type: KN2T16, IP: 10.0.13.40) is offline.

00019: 2006/07/14 10:26:40  Device [twpe: KN211E, IP: 10.0.13.40] is online.

00020: 2006/07/14 10:26:44  Device [type: KNI11E, IP: 10.0.13.198] iz offline.

00021: 200640714 10:26:48  Device [ype: KMA116, IP: 10.0.13.198] iz online.

00022 2006/07 /14 10:27:15  Device [type: KN2T16, IP: 10.0.13.40] is offline.

00023 2006/07 /14 10:27:18  Device [wpe: KM2116, IP: 10.0.13.40] iz online.

00024: 2006/07/14 10:27:20  Device [type: KNS11E, IP: 10.0.13.198] iz offline.

00025 2006/07 /14 10:27:22  Device [ype: KN911E, IP: 10.0.13.198] iz online.

00026: 200640714 10:27:51  Device [type: KN2116, IP: 10.0.13.40) is offline.

00027 2006/07/14 10:27:52  Device [wpe: KM2116, IP: 10.0.13.40] is online.

00028: 2006/07/14 10:27:56  Device [type: KNI11E, IP: 10.0.13.198] is offline.

00029 2006/0714 10:27:57  CC1000 uzer [Username: administrator, [F: 10.0.13.180] Logged in.

00030; 2006/07/14 10:28:00  Device [wpe: KMA11E, IP: 10.0.13.198] iz online.

00031: 200640714 10:28:27  Device [type: KN2T16, IP: 10.0.13.40) is offline.

00032: 2006/07/14 10:28:29  Device [wpe: KM2116, IP: 10.0.13.40] is online. %

00033 2006/07/14 10:28:32  Device [type: KNI11E, IP: 10.0.13.198] is offline.

00034; 2006/07/14 10:28:43  CC1000 user [Usernmame: administrator, IP; 10.0.13.180) Logged out,

00035: 2006/07/14 10:23:02  Device [type: KN2T16, IP: 10.0.13.40) is offline.

00036: 2006/07/14 10:23:07  Device [type: KN2116, IP: 10.0.13.40] is online.

00037: 200640714 10:33:00  Device [ype: SMOT1E, IP: 10.0.13.201] iz online,

00038: 2006/07/14 10:33:34  Device [type: SNOT1E, IP: 10.0.13.201) iz offline.

00039 2006/07/14 10:33:35  Device [twpe: SHOT1E, IP: 10.0.13.201] iz online.

00040: 2006/07/14 10:34:09  Device [type: SNOT1E, IP: 10.0.13.201] iz offline.

00041: 2006/07/14 10:34:10  Device [type: SNOT1E, IP: 10.0.13.201] iz online.

00042: 2006/07/14 10:34:39  Device [ype: SMOT1E, IP: 10.0.13.138] iz online,

00043 3457 Device [type: KNIT1E, IP; 10.0.13.138] i is onllne.
i MOT1E, | 0.13.198

|4

Settings... Beset LClear Security Key FAY Upgrade..., About... Exit

- Events(e/#E)=idel CC1000 ATl LT o]l ESo] et
- oHE g ot = W= YTl el = v Al det

F9]: €C1000 "I A 7} A=A
]

AFE 27 A7 AAe] Qe Aol F sh3e
Log Server(ZZ A1) HEo J

.l
2443k gy,



Button Functions (HE 7]%5E)

27t MES] 155 e ALt obdl Eol hshelgurh

Ka o]n|

Log Server o] HES E88tH Z1 AW ZEago] APt ApA|gE A
(21 AH) 1279 0] X & 2 A L.

Settings o] HIES Zgald CC1000 A~ A HAS w7 & 5 Qe
(27) Zrao] Ayt AAg AR 133F oA & Fx A AL
Reset o] HES SElstd Zrado] i UA] AR UL - 229
(=713} TRota oA Adste HARE AAS AFE F dFUTh

Clear o] HES SElstH ofWE g 3stde] = WIsS Aol 7| R2s
(st¥ =713} spAao 2 oA Az

Security Key F/W o] HES ZEstH USB 2% 719 A& fadel= & & 9=
Upgrade g gRo] APyt zZAE Abere 1389 0] Ao 9li= Upgrading USB
(F9e] fdzzElo]= | Authentication Key(USB215 7] Helol dadlo|=)S Fx 44 Q.
Hel 7))




Configuration Settings (74 A A)

CC1000 U= Z=z2=8 w<l A shdhio] = Settings(¥F) HES FEstd ol g

Sshg7h ey ok

2
COH00 Manage Solirgs
e G b relvmrk acygie Fuorg oritegg
F i ™ Use secordary NIC =
® [ o 3.2 (| Port e
. Fearm |
Pty [Rargn 1IN Pz [Rarge W04 65505
Dmeenpert  [7777 Dracoeod | Te |
Ak ublty peat |77 Aoty gt |
Enbherhe ghon S 1B Etherise e S eron 3
| 0.0 .13 4 |
Wieb Siha Setings
Home decctony. [ ALCTE Sotware LT W eb i
Log Serves Selings
[F Ui bexcid g e b et [ T
[ Chack and roty kg seves status Part : 11004 - 5535
SHITF Server Sefings
S (1000750 Sendd i [coTk sl echdoc com
s |[ ]

9 L ok A FEow FAEHY AFUTh
- CC1000 Manager Settings(CC1000 wju]# A4)

- Log Server Settings (=1 A1H AA])

- SMTP Server Settings (SMTP A|H A7)

9 Aol hHat AAT AFE el Aol A

CC1000 Manager Settings (CC1000 wju#] AA

Primary and Secondary Network Adapters (H]2l, BZ U EH T olgE):

CC10004] 22812 3ty & F 7l HEYA olgdEE ALgdUh (¢ N3 AH&35A14
A}, shubrt AFE3SE g 3ld o} E & Primary adapter(M| Q1 o} E)E A o]

AAdss 33 Aase] sy

T 0 olHHE AR A5 - ) sty Intranet (IEZHYL W F-&), o2 b
Internet (A E Y, €] 58&) — o] H 9o Secondary adapter(X. 2= o} E)S WE=A] g4 35}
Al Aok gt} (Use Secondary NIC(H Z ofHE] AFHA AR AE FY s A3 gyt

SEa AAE pFas BE ARE Gslor Fuivk



Zb Fmol i A vl Eol dekdsyth

3= 9n|

P CC1000 A7} A= o] 9= e HIEL A olE o]
g ol = IPFAE n Yk (o] HiFH A
cclooovfu A Zzee] AdEa glgrutt)

Device Port o] LE+ CCL000viH A7} AA=of & vE FA&79

(A LE) AAS H3] AFEShE LEE gyt (CN6000, PN9108,
SNO116, etc)

Admin utility port CC1000 "YU A7} &)=} Sda gl As7] 93] AJ&s=

(A FEeE EE) XEE Wik

Authentication Server IP AT AW7E AdE i gl= AFHY IPFAE EY¥YTh

(15 A1 IP)

F9: 1. "Wel &8 WX NICo 0.0.0.0 ©]t} 255.255.255.2559] IPF4E a4 = g5yt

2. shke] NICel] 22 ghs 2te 7 e XEE AT 5 glsuth
30191 RIF A¥ ] IPFARE 0.0.0.0 2 255.255255.2555 AHEE  flsyth
4. Bz Q15 Mul] IPFEE 00002 AR 5 AU (o] IPFEE FAISERE
oJn]y s} Wk 255.255.255.255% AH&E 5 &Y Th
S5l AA dEo] vs AAdA Ayt
1. CC1000 Wiy A et Q15 Aw7E SUdg AFE e dAHo] e 45 ol
HAFE = F e MEAA obdE7E AAH0] JFY Tk
w1 obstE o] 1P A AFAH ] 1P o] Wh=Al dA ot
o #YA FEEE ¥ EX HEHD ofgEHE T8 AT AWl HIstnA

= 4, ol o IP & 0000 & A F flgUT

(5 o] 5o 4 A% Fi]rh)



(o] & F| o] X ZFE A=)

2. CC1000 WU A9} 15 A7 MR the AFE e dAEo] = B9 44 %
5 0 HEYQA olHdE 7} AAFEo] dHFULE (S Intranet(Q1 E Y, 1411'?‘%)
3= Internet(QTEI Y, 9] 5F--8))

-€C1000 WU AZF A8 AFE G} ASAB7E AA | AFE e w) =N obgE

IPE Y3 UEYA segment(ALTHE, L&)l $Aopt g,

o :lu
gl __

-CC1000 U A7} AX9 AFE} AZAAH7 A" AFE HE UEYF
olHE P FYUS UEY A segment(A ZTHE, 15)ol 8okt ok

Proxy Settings (Z&A] AA):

AHEAFEC] WANS 53] CC10000] #Eldts Fxol s e 571 Qe TE5A
7158 &A8 AlA okt Ut (Enable Proxy(Z54/ &43) AAurAE A A3}, o]
ZEA 750l B UESLA ofgEHE AHESH7] diitel, B HESA Abgo] &3 = o
S Aol T=A] 715 S A AdFUTE (AT HE2 e A4S Fx).

Proxy Setting(Z 54/ 43S 43} A7l 3, CC1000 WU A7} Z=A] 7158 ALES u &
XEo H9E AUt A4 7He W9E 102445-E] 655357k YUth 7t X E ghol
# 24 500 ] #fol7b vpok T

H

F0:1.CC1000 AM7E Bauel RS Wi drhy walue] X5A EEe AL
317} slokut o,

o

2. 0l 7158 AMEE A, AA eSS AT o ZE 19 0] Secondary network
adapter(2.Z= U ES] = o}HE)9} proxy setting(ZFA] AA) &S It} o] uj
A7k BT wh3s AL AT FHOR olEFUL 4UY BA @4 A
SELAREEY

Web Site Settings (g AFolE AAD:
o] &2 CC10009] §1 #Holx tjaEz] MM Ayt 1105 0] 2] F2! JdI
1155017 8] F9: GG Fx AL



Log Server Settings (21 A8 AA)

obel ol rhshel el

of AT vl /A B ol Azivk

7%

Use local integrated
log server
(e =24 =1

Ae AF817))

Check and notify log

server status

(=2 A8 A g

% 4
o] F&oA AMEAZF 2 2 AW F& dF 2 AHE AT
A9A AAFYTE =4 23 AulE CC1000v U A 7F A X F
AfE AH 27 A¥E oughch 94 22 Aus 2w
AFH AAE 23 AHE on|yoh
F): o FEe B48 A7 ofele] 1P 2 PortEe n] 245
AUk 24 B9 27 ANE A48T A9t P % ponE A4
49 syt
o] 7150l &3}l Ho] gar 21 Aujete] HEro] Fojx|H o]
Fefel thsk W-g-o] Events(o|HE) ol FXg ). ol F

A % stel WAAE B HU

2 FA) 1. oW V5= &4 94 F%s 4
“Failed to connect with Log Server (IP: xxxxx). No logs were lost. Will
try again in 1 minute.” (Log Server (IP: xxxxx)£}2] 7 4:0]
BolRHFU oudh 7] 5% SAEA] ekgton 1ol thA
HEe AEFU)
2. 45 7150l &4 HAS A
“Failed to connect with Log Server (IP: xxxxx). A total of yy log(s) was
(were) lost. Will try again in 1 minute.” (Log Server (IP: xxxxx)<}2]
Aol #oPHUth yyhe] 21 7150 A5 A5 U)
Xxxxx & AA IPFAE ou|stal yyv= 2 9] 7] Fo] EAEUEA
a2 2AE QYo

IP* 94 2 AHE o] & A3 HA &< Use local integrated log
servers A8 eA] &S Aol AT 21 AMTE AAEHIL e
AFE e IPFAE skt 3y

Port* (3LE) dA 23 AME o] &F A5 (3 9 &2 Use local integrated log
servers AEEHA F%S Aol A 2 AWMTE AdEI 9=
AFE 2E S dEsiopdt Juy

*: 9] 1P} Port&Eo A =& [PF49 XE o

g = AufelA AAZ Fhat HEA]

]
dAsopt FUrh (RFAITE AR 127 FlolAE FE FUHh).



SMTP Server Settings (SMTP A8 AA)

Zol: oWl AR ZAzte] g AN AU AMG AR F Aol

gt AT FEF

Server(A78)% ol A SMTPAH 7} A1 9l AFE o] PR =9l o2
9123t} Send From(%4: 91y aH =6 4] CC10007-2] 2F2] o] wel F 42 g}

F9: 9 =L wmrA AAsA ok T

Finishing Up (vH£2] &}7])

ol & et 9 oz oEgY Ads

Minimizing the Window (t]33 # 43} §17])

TE CCl000MH]| ~E0] AFgAor AdEw CCl000mjUA ZR2amo] AE2 o R A3}
Ayt wel o] H 43t ¥W CCl000 ManagerS A4 &} olo]Zo] x99 2]
FAE oY 2" AH YEREYTE

- W9 B ol H e Y olol 2 B 2P
- A ololZolA PRy oE® WES ZEsW W9l FHS B4 =8 ZzaRs
2@ R AAE 49T 5 e Y Wiz deEhd



Upgrading the USB Authentication Key Firmware (USB $1%7]

H49 gdazole s))

A2 WMol Aok dew USB A% 7ol Helelg daelol= @ 4 vtk A
Mol Helolt BAL FdAAA the we 4 gyt A4 wAel "ol 2
A7k ggea 82 8] fala BAle] FdolNE A dew B a4 AT

USB 1% 7] AdolE dadel= 8] AalA theel BEe Wiy

1 CC1000 YA 7F A8 HFE A 2ZAF FH o)Al U= usbkey H1#ol=
7125 thEEE P
2 CC1000 "l A Zz 2] Wl st o] aptitol Sl Security Key F/IW

o]
Upgrade(®<t 7] Helo] gasolm)mES 223y
3 ofu vbehbi thehgAl A RS I 9
B T AY RAL AP

3

gol= H7| A7} 9§ Fo

Look in: |@' Diesktop j & = ER-

ity Documents () shorteut to otk
:% My Computer Iﬂ Shortcut ko CC1KManagers. exe

- Iy Metwark Places
i CC1000 Adrmin Likiliey

= |5ecurity Configuration “Wizard

,;f‘ Active Directory Users and Compaters

W CC10005WSetup-v1.0.093.exe

I'u."ﬁl Domain Security Policy

= 0 Internet Information Services (I15) Manager
A2 POP3S Service

E] Readme.bxt

",;::. Services

[« |

File narne: I Usbkey j Open
[

Files of tupe: IFM Upgrade Fie [".exe] Cancel

[~ Open as read-only

i

4 OpenHl£& 88t th5o A wA A7} vepdy e

warring N B
& 1000 Service will be stopped for B Upgrade of the Security Key,

Do you want to continue?




6.

7.
o

-2

Yess 2T ofdle] oAz Fol o] Yepd:

gholAl~ Fol WS BF il U (1 Agree(F2) S-S A
NextH &2 =2 A& A43HA Firmware Upgrade Utility((H 910 4 29| o]
g o) e))3tH o] e t) Device List( 5%/ 2/2E) CC1000°] K.y}

X

TFirmware Upgrade Utility : ﬂ

‘welcome to the Firmware Upagrade Litility.

Put your device inko Fimware Upgrade Mode, Use the Frmware Upgrade Cable o conned its Firmware
Upgrade Porl to your computer [or connedt via Ethernet), Agree tothe License Agreement; Then Click Mext,

LICENSE AGREEMEMNT -

LICENSE GRANT

ATEN Internationd Co., Ltd. [“Licenzor”] grants to you a noh-exciusive, nontransgerable license to
access and wee FIRMWARE UFGRADE UTILITY [the "Product'] during the "Tein'" a2t faith below.

ou mayinstall the Product on a hard disk or other slorage device; instdl and use the Product on a file
server for use on anetwork for the puipases of [i] permanent installation onta hard disks or other storage
dewizes o [ii] uge of the Product over such network: and make backup copies of the Product.

RESTRICTIONS

ou agree not o modify, adapt, banslate, reverse engineer, recompile, dizassemble or athemwize attempt
to discover the source code of the Product, or create certvative warks based on e Froduct, or remave
any proprietan notices o labels an the Product, including copyright, trademaik or patent pending nobces.
ou may hat sublicetse the Product or othenwize allow others ta use the Product icented to you. J
-

& |Agree O | Don'tigres

Hep Bbout < Back Cancel |

irmware Upgrade Utility

IF Check Fimmware Vergion is checked, the utility compares the device's firmware kel with the upgrade:
files. If the device's versionis newer, the uility lets wou decide whether to continue or not, [F it is not
chacked, the utiliy pedom: the upgrade directy.

Click Mest to begin.

: Slatus Mestages:
' CC1000-F.ey: 000 ]

— Device Description

W Check Firmwane Yeizsion  Progress.., |

Hep View Log < Back Cancel

=)



8. dadol=5 Aztetr] 94 NextH &

Yt} 8% Status Messages(’d Bl

2)
AN ol Frefo]= e WA 7F ZHE A o) o] Progress(/ #)EAE ol

gaelels Q& ol ey,

Aol =7 SREE o o] AT RE Aol A

el FYh:

A= Firmware Upgrade Utility

The Firrmaare upgade was successful

Click Finizh to close the wtiliy.
Device List: Slatus Messages:

_ > Loading & tesing fles ...

> Loading & tesling fles: OK
» Searching for devices .
» Preparing firmware upgrade ...

» Firmware version iz not newer than device CC1000-Key : 000
» Preparing firmware upgrade: OK

> Upgiading device CC1000-Kay : 000 ..

> Upgiading device CC1000-Keyp : 000: OF.

¥ Firmmware upagrade: 0K,

— Device Descnphion
Device FAs: Wer1.0.093
Upgrade FAef: Ver 1.0093

k1D 000

dl | H

¥ | Check Firmware Wesion  Progress... |

Help

Yiew Log | < Hack Cancel |

9. Finisht] &<

zase] AEH0

=
=
=

A 9 3HS Iyt ool =rF #d 3 CC1000mH Y A
A AEF U



Chapter 11
The Administrator Utility(Z2)2} --El2]E))

Introduction(7] &)

CC1000 #& A FE 8 €& (CClKAdminexe) T A7} AE| B gg o] J= ALEAET}

AAES AT F YA HFE SetoldE T AT} o] feEE TR IR

5ol vl 74 Ve S AlFdYUch A #E); AREA #el; aF w74 dlolE

oy e FEEL (4, Z4, 2k, ) B ERE S dEgyoh
O~ =)

]_
A A vk 02X MES TUSY 7 FHEY AR il M2 5

Getting Started (A 23}7])

1 sty o] #Ejxl e E olols viE SYPUT A AR FEYHE
A3t 7§ olge] Read settings failed(& % &2/.2 7] ¥#)HIA A7} YEbG U

T |

& Read settings failed. Please oontigure the settings correctly tirst,

— Authentication serer sttings————— I I

L N N
EHitl

—CC1000 kM anager sethngs
[ TR TR TR

Fart: I???S | TL4-5554Y]

(52 Fo R A% HLeh)



3. Authentication Server(J1SAH)AA ol AF A IPFLE I
CC1000 iU A 9] IPFAE g3l Port(EE)3=o] CC1000 Wi Ae] gty LE
e dEIdYoh

F9: 1. Sl AASE 1P} Port 352> CC1000 Manager2] Configuration Settings(7-¢ 47%)
i shd Aol 4 Ak ghat Rb=Al dAlEjof Fun. (AFAES 133F oA S FE
S Al ).
2. AFols =9l Ho]A| 9 SettingsH ES FY o RN o] YIdAE EHE
UFHTE (oF o] st Fx).
3. ' ZEIORS FHo]AA trE Wol AX g 7 5o

O] 84 RFoll A Settings( & Z)H E0] Ho|x| ¢k Th

rr
U
M
0

Logging In(21¢1 3}7])

CC1000 #ej#t FEeElS ddshd ofg) 23} 2 2191 st vebd Y.

| Rl
Usetname: | Login I
Pazzwond: | Cancel |

—Authenticalion server————————————————
Setthgs.. |
Mame: |win2ks4cc1 k-B.CC10M-TECO

IF: |1u.cm.215

™ Use secure connection [S5L]

—_—

NEHE fHEYY =l AR o] 53 HEHIEE Y gl JEd
Q15 AW el cclo00A o] A4S WA f8lA] Settings(AF)HES
Sty (AAISE AFe2 1143 0] %] 9] Getting Started(A] 2F3}71) 3 %)

B} obdd A 34 S Yshw Use secure connection (SSL)( 2 ¢4 F=)& A&

(2R TR
i) 1w
oot

i

IS

N

o: meF A
o

oF H&7)5S AHR3E7] Aol ¥r=A] root certificate(FE §1%)S A X|dfokgt ).
E Q&

5 o] o}x HFE o A2 Ho| A &vhd, b= A8 Installing the Root
Certificate(ZE ¢/F #F5E7NE FZ3H4 A L. Secure Connection(E¢H HE) 7%
AFE3HA oW Login(REA)HES FE F £ AN viFd 1469 )X 2] The Main
Screen(#/¢/ FFE)Z doiziy}

o]



Installing the Root Certificate (FE $1Z A X]|3}7])

secure connection (SSL)(H.¢F F<)7]5& AlgalA welat feEgE Z2a {4617
Y= Al#E 4= 9l Authentication Server root certificate( /5 478 -ZE 915477} HEEA]
AR ojornt ekttt 219l o u AT ¢ e F

F e RE AZAT 9o ol 4w
SR e ok

The Authentication Server's root certificate is not
trusted. This may cause some operations ta fail

Il

If you would like to install a trusted czrtificate,
click _"fcs-'.

To disregard this warning and continue anyway,
click 'No'.

aza)oﬂ At BE delHE BB~ 3

& Qg BT A
HAUEE WRE% § S ge

Certificate i

2| x|

General | Datails | Certification Path |

Certificate Information

This CA Root certificate is not trusted. To enable trust

install this certificate in the Trusted Root Certification :
Authorities store.

Issued to:  winZks4oolk-tg,CC1000-T6,C0M

Issued by:  winZs4oc1k-t6,C01000-T6.COM

valid from 110905 to 11f09/15

?Lnsiall Certificate. . | Issuer Statement |




2. Install Certificate(R15A AX37)HES St ofdle] AFA A vpHAM}

ELES]Es

[x

icate Import Wizad

Welcome to the Certificate Import
Wizard

Thiis wizard helps you copy certificates, cartificata trust
lists, and certificate revocation lists from wour disk to a
certificate store.

A certificate, which & issued by a certification authority, is a
confirmation of your identity and contain: information used
to protect data or to establish secure network
connections. A certificate store is the syidtem area where
certificates are kept,

To contnue, click Mext,

Cancel

3. Nexts] & Zelaldl obge] ojshaA7h vepdu

Certificate Import Wizard g | |

Certificate Store
Certificate stores are systermn areas where certificates ae kept,

Windows can automatically sddect a certificate store, or you can specify 3 lacation,

( & & tormaticadly select the certificate store based on the type of cartificate! ]

" Place 4l cetificates in the following store

= Bark I Mext = I Cancel |

HA J420 Automatically select the certificate store... (A5 2.2 Q154 A9 A

9E ¥ Nexth] £ 2

N
Sy

2
=z
o
2



obel el vlEaR7t Lhehu o

Certificate Import Wizard : | x|

Completing the Certificate Import
Wizard

You have successfully completed thae Certificate Impart
wyizard,
You have specified the following settings:

Certificate Store Selected  Autornatically determined by th
Content Cerfificate

< Back Cancel |
5. Finish#] E5 2984 A2 2o of#f o] Security Warning(X ¢F 7-12)
&322 YERE U oh
Cecurity Warning g m I x|

/ft'j You are about boinstall 2 certificate from a certification autharity [CA) dairing to regresent:
winEsdCC Lk- 16, CCLO00-TE, COM

Windows cannot valdate that the certificate is actually from “win2ksdoo1k-16.0C1000-TE.COM", You should confirm
its orign by contacting “win2ksdocik-1a,0C1000-TE.COM®, The following number wil assik yau n this process:

Thumberirt: {shal) 2563BFAD 03546338 F1349762 EFSET3SE B3AFGZTF

Warning:

If you iretall this root certificate, Winoms wil automaticaly trust any cevtificate issued by this Ch, Instaling &
certificate with an unconfimmed thurrbiarint & & security risk, I vou dick "Yes" wou acknowdedae this risk,

D0 YU wart 10 Instal this certificate?

N |

@)

A

i3
i
o
il
)
_0|L
2
X
)
(il
e
il
oot
<
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The Main Screen (991 3}1)

CCl000 #el4 §UeE Zeade Agstn AN G EW A FE G5l
UERt gl obdlel w9l sheie] welu ok

=0l

¥ CC1000 Admindstrator Uility -~ Auth Servex IP:10.0,12.180
Eile

B I3 ©C1000 Devices
-0 CC1000 Userstiroups

|24, 28]al aFEe] o s FaA g YT o FEHEYHE
-0l = User(AFE&<F =0l A X% Super Administrator(Z 22 ¥&] 2hH) S

so
Aletie olue 47 ), 4, 4R B 2F0] FE wEo Agslo} 9
GEuth vy AAelA cclooo #HEA FEEEE A A, AR, 15S A
et Rl diaiA Ay



Device Management (3% #a))

Creating Device Folders (%] Zt AA317])
Device folders allow you to organize your enterprise-wide devices into useful categories (location,

department, etc). 4% EHE A7) a4 theel B4 mEY

1 CC1000 Devices(CC1000 #F*)Et] {4 k-2 LEF HES YT
2 o uf Yeht= A "ol A New — Folders A gy th
~loyx|

Device...

Generic Device..,

Browse...

3 ol#] 2] Create folder(Zt] A4 3t7]) tsbdzi7b Jebdy ).

i

MHame: ||

Drescription: |

] Cancel




4 A% Eoe) oEw AYe AL,

create folder ISP

Mame: |Eanada

Dezcription: |DI::‘\."iL:I::::Z irt Cariadd

Ok I Cancel

5. OKHES ZYsd dld Zv7F CC1000 Devices FE :==9] 39 ZoiaA AAE
% o}

=0l =l

rver IP:10.0.13.180

I I CC1000 Usersiromps

Adding Devices (&X] F7}517])

S Alyrtel] 2= PN9108

Fo: A ErlellA sHEUES AT F dFUH dE =Y Canada(?HL‘rE})%l:ﬂ
olgfloll Vancouver(F-H)Z T

49
—
o
3
=4
2
i
rfu
m
it
in)
i
o
o,
ot
>4
%0,
of>
i
In}

A2 HES AAEE Ausidel®] #Fx)e EY AAE Frieke Ald 7hast
el n) S A7 o]&, ), 18]3 MAC 4 59 dY Fx HARE AT
= ) g HE Zu

U8 Hd o
hincs
r £

ol
-

hins



Adding Device Nodes Manually (522 #X =& F7}35}17]):
FEOR B3 wEE F/A] AdAE ool BEE BE:

1
2
-3 Tadwan IR Folder... |
- CClonon  Delete
Properties...
(Generic Device...
Brows...
3 otz o} 7+ thshaA7F LhERUY Select Model(2 2 {1 E)S ZElato] F7)std

Create Device

Select mode

Marne:

Description: I

WAL address: |

Muotify email: I Browse. .. |
k auirum connectiohs: IU—
Dizplaw Im

’TI Cancel

&

Fo: B ou
=
[e)

H1__
e,

Ho| = o 24 PNI108E

254U o



5. SNMP traps I} 72 58 o|HIE ZAAJof] ojrfd FX & WS AL-8-x}2] ojH Y

il
F45 Notify email (o] Ao =33}

2. AFEARE] ol e el R A=A Eal Browse(# )HES TEIL AREA
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device( ZF7H FR)Ne] =EoA F7tetaat sk A& Ykl OKHES 283 Y

=101 %

— Device information
flame: |r:r421 16

todel name: IKHE'I 16

MALC address: ||Ju1 074328007

k. I Cancel

4 o] W yelbE thadAtel Model Name(Z 2 o/ 3 MAC address(MAC 454 <
ol JHH = e FIAT + AFYHh

5 AREAZE Aol digk Bk A olgs dEEs 9% AT,
Description(&/ Z)) 2 &l a3 AR E JH gt

6 SNMP traps 7 2 T8 o|HlE WA ojmd FA& W& AREAFS] ojm Y

A5 Notify email (o] ¥ T =3t

{-;1
>
>
oo
2

2. AFEARE] ol S el R A &AL Browse(#)HES TE
& =

Utk A8 AFERe 1589 0] %] ¢

o]
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Adding Generic Device Nodes(€¥t #x] =& F7}3817]):
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User Management (A&7} #a])
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Resetting Passwords(B] 2 H & A A):
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2 AMEE HEHEE desta FlS &l oA = HEs ARE A=
o)A 157¢] Users(AF&AH S Yk

3 AAE v 7] 98l OK HES 934

weas IE BEE Eote] ARgAEY AXlEe 4 aeder A9 ¢ syt
Ao A ddo] s I W Bl HEEER deRts JhdY] AHAEE
My 2gshs dAl AY ASAES DFoRA & @l 24 & & A&yt gel
I§S ATOEA TE AEAES 5 FNE B Ao A Sud 9
AgAET Y A HTHES & ¢ dsUn

Creating Groups(Z1& A43}7])
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Description: |TECthC Group
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BLKNZIG Cnabled Giroup
B KNG Enabled Group
B snonis Enabled Graup
B rurnnn Tizahled Frup
Bl KNZ11G Disabled  Group
A I Feiuwe: | A I Feinuye Currverl | Frupeilies.. |
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Device Button Functions(Zx HE 7]%)
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o] 7)%5& T1FolM Tl Aol st AAE 9l ARAER TFsslES Ut
I AAE AREAE A E Riglel] SJEiME Sl XS A8 S ConvertS
2L olAl= Al 711 A7 ARETFS AdEloln o]xe] T1F AT AR
B7Vs AdEguch SR o] 711 G|} Al frki o]xe] 1F A=

AFsA o® AR AdElE HEeh ek e ARl AR 2F ARR
Wlo] 7).

Properties(%:-73)

A H3E a7k flsiA ald FAE AdEIskaL Properties(Sd)e S 5
=

-
S S T 2R o T80l $8 3RS $5¢ WAT & g o

rlo

N




ol

Device Access Rights (&x] A A3H
AATE A0 e del ZAe o

2}
o
B AR A AN thed HPe

pul

2 Aol WA Agsoloku Fuink AHgA
=
"

Yt}
JAHE EEl YT AFAS U8 1639 0] %] ).

RS 2

>4

1 User Properties(A/5-%F =%) dl 3}
2 Devices(dAN)I Lol A AddGFIhE EE ST

3 obz ©] Select Device(’dx] A Bt dA7t Yehbd AbgAp 2 AT AA
= g AH 2 Ade 5 OKHES Z s

bz

ol

Zelect Device § _ﬂglil

=- I3 CC1000 Devices
&[5 Cananda
=I5 Taiwan
B CNEDDD
B KNZNE
B ENTNE
B |PE324
B SMOTE

Device name: |

] % I Cancel




olzf 2] Access Configuration(3< Attt =toll A s =] o] Abgx - Ashe A

T AFUh

CN-600D0 Access Configuration i - 10| x|

— Davice information

MALC address: |I]D4854555559 Marne: IENECDEID

— Arccess nghts
Device setings
¥ Configure IV Windows client V¥ Java client
¥ Powermanacement [ Log v Yiew orly

Device defined zetling: |

Cancel Anply

F9: 1. 9 WS CN-6000S 91g tishdat Yyt zHzre] #AeAl fFeE = 1F9
Access Configuration(3 <= 7-/)t s 27F AUtk Fxe] 715 uet sd
sbaate] 271 thEU T AFRA A Adke] gk AEE sd Fxe] A8t

AAE A L.

2. CC1000> 17230]#A] 2] LP6324%} -2 Generic(dWhH A F3S A Lsgyct o<}
e 3] A= Access Configuration(F < 14) HaAAE Al FehA] 5T

3. Device defined setting( 3%/ &§ <o) d=& U 29
WA o] o 3 54 7]E



Group Membership (ZZ 39

AgATE T A ol ES] Aol 247t gl g A tE AT 19 2

Ak, sl A&}l Properties(<¢) st Sli= Devices( =) ol ald =<

ool F o4 UEd 2 duth Tt ofdle 2UAY FAF FAI F A o
EAT A R A FATo] Ag Jbsd AHE e A Utk A8AE o] 3 A

AL A E g AN A PP,

A7} ofd gL AHE71EA 248 ah7] 94 Devicesol e 2l A o] o] &
AoNA Ph9 EAEE $A0] BT 2w o el B Aol Ueh: AAY
% shel @ 4 dgut

27F oW 2w 7= A

Usex Froperties 99 [ 5

~User setting

User statu

Useriame:  [fiosty
" Super administrator & Admiristrator  User

Description: [ Tech dos editor

o T Session timeaut
mai Lcan.
o timeout " Timeout after minute(s)
i T i o [
et herenoid rexpected disconnection - timeout after minutefs]
™ Use "password” &g default pagswornd
Password
Canfim password:
Apply
~Member ~Devic
Doy il bl
Do | & Device belongs o group: Techloe [
g Techdos Name: i ot v
% Marcom !.ENEDUD Erabled  Group
Ergbled (G
B KNB‘HE Enabled Group
B snotie Enabled  Group
B Cueoon Disabled  Group
BL Kknz11E Disabled  Group

Add. Rl | Add, Aerwve | | Convert | Propertes.. |

AgATE A FAN Bz AN o] FA A AFS A WA FHEAE
703 glofolt gk,
AY 9l e g SHe

)] Y a
ZhEUn 259 SAedE WAs) e g 34e wEUth

B
~
N
o3l
iy
f

2 oY g THENE U A9 Dol B2 S99
B Y 15 FHEAE o)yl AN UPHES e Y 1§l 9=
B gL

OHT

OHT

Z9: shbe] FAT FASAL UM FuHE FAEY A5t $HEAT 44T
g9 gauh



Export / Import Configurations(7-4 WX 7|/7}4 2.7])

P4 freelEs e N el g cC1000 AH§A W B
F otk 8 ool 44T CCl000 A8 W FR P el Ei oEn
deree A48 delHE Fee FE g

Exporting Configurations(7-A WX U7])
TAS FLE HEWZ] YA b9 3HES sy oh
1 &2 2 f22E g File WyrelA Export(EW7)E A g}

IP:10.0.12.190 -10] x|

210§ CCL000 Tsersitroups
E|E3 Groups

Lo Marcam
Techdoo

EI Q Users

o8 adminttrator
- &, famando
B frosty

&, jacob

&, jessica
B elly

L8 supersdmin

e @& Export(tfH 7)) st AxE e o

i
File name: II:E1K|:Iata.LDIF Browse... |

Frogress: |

Start I Exit |

PN
ool & 4

2. Start ES 3t A ARV EA g2 AdEE A

tlo
dot

Hur.

facs

F9: 27] AR oA o] RYE \CClKSoftware\CC1KApp ZrT o] AA3HA Ho| YA &
o AF37] YA E e ZH9 HZE AR d"HIAY AAsE HYo



Importing Configurations(7-4 7}4 2 7])
SARRE PAL Bee] At ted $4e mEYTh

L@z FeeE g File 9 wirol A Imports eyt

S [=] 3

IF:10.0.13.180

Expot... E:vices
a

Refresh P
Ne000

About.  [NI116
— [Moiis

Exit noti6
E1-[§ CC1000 Usersimoups

CGrroups

Marcom
Techdoc

otz ¢} 7+& Import Directory(Z-2/.2 7] ZZ) tadA7 Jebg U

impon P

File name: I

¥ Replace base DM; I

Progress: |

Start E =it




2. 298 o] 92 A gAY Browse... (AW ES A T FUS
9 gtdo] #ext e oA A AT o] o] DN

(AL °l5) T4 A X7} Replace base DN&-2] Q2% wiztol] 9]9] stdA s veldyt

File name; |D\CC1 kSoftware\ CO1EAppACCTE

¥ Replace base DN: |D|:='3'31 k.DC=com

Frogress: |

Start | Exit

3. Replace base DN a5 deat 2114 A8t

- %7] AA 2 & Replace base DN €43} ol dFUt) 58l e+ 73U DN 74
AE7F QEE fEEde] DN 7SR vt RS ou gy of #efAt
FHAUEZYH A 42 HdS =Y AF

H3FE 9] DNTAS A= afoF dyrh

- Replace base DN (7] DN thA)7} &3} Hof A fod B8 ode] doly
HElH UHED e DN U&= HolEvhs 2ee & dHUth

ofN

4. 9 AR ZF AT Start £ FHFUT o9 2L AT HAA 7}
vhebgh e
i

When you fmpoit & previously expored configuration file, the swstemn's stabos 13 vestored to what it was af te time that the

imported file was created . 411 change: since that time will he lost.

Do wou wish 1o continoe?

5. T4 9 gRE Beer] ANA YHES U BelesE A A

e =7t AeAor guHw WA WES gl wAA Fol sl yEbd YT



Additional Installation Options(F7} A% SAE)

Installing the Administrator Utility Separately
(#HR FeH w2 HX517])

ol FEo|ME EE CCI000 TAHLAS T3 TAEo HX3the= 7} 3
AvsigsuUch a8y #EA fFEdEE e S4Bl HyAHog HAste] 8T F
Qe Bl feelEE B A6 s veel 39 wEyk
1 107 #o]=]ell Lh&kl= CC1000 A& 13 Installation(2 2)HE 5 1~5H7}A] €]
}4e w2 obgel shvie] vehdich
CC1000 Setup : x|
Setup Type =
Chooge the zetup type that best suits your needs, iiﬂ_'

Clicl: the ype of Sctup pou prefor,

Ingtall &l Components - Deseription

Install Selected Comoonent sl Install zelected CC1 000
componetfz] ta thiz compuiter

IrstallS hield

< Back I MNext » I Cancel I

CC1000 Setup

Select Components

Chaoge the companents Setup will install igs
Selact the companents you wank ta install, and clear the components you do nat want ta
install.

[ |CCIK Managet — Description

+[]CCTK Log Server

I [CJCCTE Admin Utility
[T CCTE Auth Server

Space Required on D: 1EB0 K
Space Available an D 1505500 K.
|rstallShield

< Back | MNest = I Cancel I




3 91 shHol Al CC1K Admin UtilityS A El3lal NextH &S S8 3tH ol o s =izt
YERE Ut

Select Program Folder
Flease select a program folder,

Sctup will add program icons to the Pragram Falder listed below, ouw may type a now folder
name, of select one ‘rom the exizting folders list. Click Mext to continue.

Esizting Folders:

Adminigtrative Tools
Shaglt 7

Startup

Windows Media

|mstallEhield

4 Back | Mest = I Cancel

4 NeWES IS wela faelee] 447 4EAoE SrHdths ofeel

e gA7E vebdu o

CC1000 Setup

Setup Complete

Setup has finished installing CCT000 on your computer.

¥ Open CC1000 readme file

Click Finizh to complete Setup.

£ Back I Finizh I







Chapter 12

Browser Operation(B2h$-4] &)

CC10009] AA¥ A5 GUILHE 74 AHHA | )H A E FalA] HZ
AFUTh & 3 CC10000] HEee AVeRE BE Ao HFo] HsFuch
7hsek EY GEE ¢lsiA CC10000] A

_]
FHEo] oftfel] dA wHol QWA B W] mpga FY wlorw {2 v}
Logging In (Z22%1 3}7])

CC10009] =191 317] aA] Lo FAS upEUu:

1 B9 AE G Bk URL g8 & CC10009] PF4AS JH g}

2 Bt A s dArt eEbGE QIZAE St o] s AlEE
AUtk (A3 AR 200 3] o] %] 9] Trusted Certificates(2 2 & = &= S1EM)S Fx
AL AFAME FErelH ofgo] =19l sfHo] vEhd U

CC1000 Login

Username: ||

Password: |

Logir I Reset |

3. AREA9] €C1000 DS MM EE JE T Loging FE T A& o2 CCl000
o A&stAY AREAEe] MBS T 2735 HAUS Ha

UER AL AFEREe] B S E thA] AA T =
HERSE feetar 1 oofeg deghel] thA]l g o =3yt 719 Al HSs 1A

A% AT 5 = gtk

1ﬂ1

F9:1. CC1000E 219 golAAE AU} "ok AR 7153 golAl~r} ¢ivhd
29l gt tialel]l ARg 7hed ghol vt flvks dhde] e YT

2. CC1000 Service is not available(CC1000 #/H/ & A}&-3 7= i/ thete #AI A7}
UEF T, CC1000 Manager> 227130 0] 28] Fo1x] =1 A o] ZulEXx] Folght},
3. CC1000= Aut Tk} AFEASo A EA] A& 54520 H1

#+2] A(Super Administrator)oll Al = 38314 &5 Ut



Main Page Layout (%121 #|o]X] %)

AEHor 29 sk ool & €C1000J¢] wWel 9 o] A7} yEbd Ut

Control Center over the NET

| Download | System Info | Device Info | Session Info | Log | About | Logout |
Welcome superadmin
Node Information

B Canada CC1000 device treeroot directary.
B Tajwan
Operation Notes
Step 1 - Open a device folder.
Step 2 - Click the device you want to access

Copyright @ 2004-2006 ATEN International Co., Ltd., All rights reserved

- 9E% Wdel A A%e) me Pxold A4 HuE P9 PrEe] vhehgth

= 9lo] AT WA 2 e ® O o] Ve AHERte)
uF A,k AbgAhel webd] aem ALt A4 )

B7b 24 fuch @ae] v 18450l 4

5

al gl
A gaEe) wed Yasl e 3
A 15 g,

gA)M A



Tree View(E®] T-%)

- AREAES] Aol §7bE AAlEte] % i) Eg x| vebdyth AR
ALehe 1729 o] A 2] Device Access Rights( 3%/ F+2 #eHS FHZFU )
- ZH o] (#7715 o] E9el sH9 EU7F SAg T AS Py Ef

] =
x5 84 A7 59 BB 1) a4 o (47158 SegUh

4

: Aol gety] A Eel Fxo Ay gAe ANAA A AP G2
AEFLh ofel s fAbg shwo] vhebgc

Control Center over the NET

Descrigption: (C1500] darvicn trin 2ol dinciiny. |
Fwp 1 - Dpe @ Svice Kader
Sting 3 - ekl i S v Wi 15 BeoRi.

et € i T Pt LMK e

i ok T B B0 bl

Zeh}l e AR 9 ofo]Zo] xFMoR FAHY o] FAE

= o
FA) ] IPFA B2 A L] o]Fo] HQl side] Operation Notes(:24 =E)



Main Page Links(H]¢]1 #Ho]A] HA)

Overview(7] 8)

cea 9o 9 YASL
B, Ank palA, Auk ALER)o
el @ae] A)sel G

obelel Ei AHgA BRI

o)

A g

L &
b

ERizte] BAE

HolFUrh

=

S

o2 Fwo] etk Agate] FEjH

AATE ARE W A §A

Link (B3) Accessible By (82 7}53 AH82h) | Access (B
Download Super Administrator (2 32 #2] 2} Optional (X1 8 %))
System Info Super Administrator (3 2 #2] A} Optional (X1 & 4)
_ Super Administrator (# 31 ¥+2] A} Optional (%18} 4))
Device Info
Administrator (& 7F #+2] =} Optional (1€ %))
Super Administrator (2 12 #2] 2} Default (7] A7)
Session Info Administrator (&5 ¥2] A} Optional (X1 €] %)

User (&1 AF8-2}

Log (System)

Super Administrator (331 2] A}

Default (7] %

e %)
R |

Optional (%1 €1 %))
J
=
)

Log (Device)

Administrator (21 #H2] 2} Optional (%1 &1 4)
Super Administrator (# 31 2] 2} Default (7] %)

Administrator (&8 #2] 2}

|
Default (7] 2 3)

User (& 1F A}1-8-2}) Optional (181 4])
Log (Backup) Super Administrator (2 32 #+2] #}) Optional (%181 4)
About All (25 AFEAD Default (7] A7)
Logout All (B AFEAD Default (7] AA)
- 9 FEEo] Default(E 7/ F) o= o] Atk 4 FojA|o] 4 yEbE U
- % FEEo] Optional((78), o= Hof vk AREAI}E o] VoS e Aol

2
o
>
{8
ol
e
T
O



teze g3 Ha A7t cC1000 9 AW 2 EE 28 7153 Belx SeaE
TIPS gERE s F S YT - Ha A= o] BEA FEEE
r2aRs FIA JAHY el A CCl000E ] T 7 A5yt

F9: #EA feEg e A3EE HFEH 94 E Windows 2000 £ 1 o]go]ojof
EZath=g

At TROYS gre W Agsr] AsiA oo 34 S wEUh
1 Download H A& Zg&hd ofge] stdo] vl gt}

Control Center over the NET
ALTUSCN
Ilh:wrﬁml'irlltml'lnlueﬂt“ I'E-El'l-lnllﬂn Luu'lbwul Ltd.r:nﬂ

s
oM Canada File Download

CC1000 Administrator DRy
LCLAdmin s

Copyright & 200 2007 ATON International Co., Lbd | &l rights reserved.

2 CC1lKAdminexe @35 223t

3 Confirmation(¥}¢l) ¥ o] YELA Saves =34t

4 o w Yehts st A stds AL AAE AT

ZrIa9s Adgshr] A ders e gddo] fAF rowm olFdiA Y U
ofo] Z& tlE Yt} o] #eEA ZE | Al A& Chapter 11, The Administrator

UtilityS = 3 oh



System Info(A] 281 A H)

a1 A A7E System Info( A/ =8 F)PAE S8 ool FAEE 3ol yEbd YT

Control Center over the NET

ALTUSEN

| Diwendoad | Systedn inda | Dewde bilo | Sesson indo | Log | Aot | Logoad |
CE1000 Dwicd Trae . Walcoms sty

System Information

Program Information:
Mama: Control Cantar ower tha NET
Model; CC1000
License; 5 users, unlimited connections
Sorver Information:
Barmsin namae: 10.0.13.180
IF nddress: 10.0,13.180
Wab garver: Marraesft- 550
HTTFS stahug: an
DS STatus: on

Copryight  2004- 2005 ATEN Inbernational Co., Lbd., All rights reserved,

ol Aoz gloldls, Aagdd HE e Ak §o AAE ARE UER UL
FEREL USB <5 7lolM AA = Adgy



Device Info(Zx A H)
FHa deak = AWt @At Device Info(dA AR)FAE FEehH ofdfol FAMR
so]l Yebdyt)

Control Center over the NET

ALTUSEN

| Dowerdingd | Syetam iodo 'I.Il'.-uﬂ:tl'l I'H"I'Mml lnln Lrl:lu | Ahoait

Wileoms bty

Copyight O 20042005 ATON International Co., Ltd., All rights reserved,

o] Bhie RE eehel FAEE ANES AFIIh

oL

- Object ID -2 OID (Object Identifier; Z1A] 2 29} ¥ ® SNMPS YeERHUYTE wheF
A Xﬁh} SNMPE A gatA] ed=thdd o] 5ol N/AZF A YT
-UPTime =& ofgl7bd AH7F B48E A7k LU ch



Session Info(AlA A RH)

Session Info(AMA ARM)HIA= 2T A F HAHE AFFYTl Session Infod A5
ZYslH ot e} frAkgk stHo] YERE YT

Control Center over the NET

ALTUSEN

| Dovendingd | Fystedn inde !I.If.-wt'll'l I'H"I'Mmlﬂnn L'bu | I.I'h:H.rI

select | Usemame | User status Chent 1P Logm Lime Connection(s)

i LT s Super fdran 0.0.13.18 2006050] 12:03:46 on

4 £ |

Copryight £ 2004- 2005 ATEN International Co., Lidl, All rights reserved,

- HA #HEAE ojwe Avk A Auk ARgARe] A S FEAL F AFY
AdE TEA7I7] AeiA = sld AFEAFol 58S A Estal End Sessions =9 3HY
: Connections( AT Wl AL T AHEAE B el A S AAH
A B g g 2 e 3F91 A Z(sub connections)©] A=A E YEFH U T
& &%, Connections @50l 2/5 ghal Hof lom, Ab&A= CC1000JS F3lA 5+ 719
FA et Ao vke Ae ouleta L FA ol F vl JHe] she] A A(sub

connections)©| A Th= FHS ofH| o)



Log(E1 7]8)

Log 2% Zelshdl olesl fALek swo] etk

Control Center over the NET

ALTUSEN

| I:hmrl-adl .wltem Inlnl Llﬂ'u:e inl( I'be-nm Inl-ull.n-:l | Mhoait | Logaat
Wltunlhi]'

Log fe: | € teLegs.mab =]

Target Targat List Silected Tangeta

CC B000 wystem g dd
PHAYEGS T (D3I0T3A00R)
PHASOETR (00740451 £4) Rt

Tame 7 tndde T Excde O M

Shrt |.'.'3.-m 1k2xa? 3 [nd NIN006 Lk 2k2r u_',-
_ o |

Coppghl © 202008 ATEN bilerrabonal Co., L, Al ighas reiesved,

2O 7152 23sta At vgae] 34 mEYth

1. AMS 7bsd =2 ok FJ!:EE 17] 91814 Log Filed 5o &%) = AR E
AU AT AR ARl Al A Ajto] gl 2 vl Enko] vER

T A2 2O Hds 7‘5"—‘11?'% T JE o] AoH AP Fdo] YAE] yeEpdUTh

Target Listell = 2| ~Eo A HAeaxl shs 25dS =

%ol Sli= Selected Targetsz] ~Eo] F7hgU . skt o]4ke] =1 7|55 HMstast
Fobd A sAE 082 399 Selected Targetsz] ~E 0] =42 wpEUTh

Fo: W ¥ 23 V5SS AAE Ao Jod Target Listol A AP WY =27 JdS
Ae3l7] 13 Log File Selectd &0l A w9l 21 A& A=gsfof ).

ol

3. FAFIYNE)EA HAsaAF 3o KeywordsdH o]l @hol dd FAlolE
dEdUL 719e AN 9x gevhd fzte g Fych

3 BRI 2
F9): BACIFIAD)ZE & ©o], o7, Fe & BRE sFsgn

(52 Ae) A4 A% H )



(o] He] 2 HE A%E)

12. AA ] 71 5& AR el Fglel At o Times HolA Allg HEFn
tart °F End 3459 S EFKol| 9= @ RS

About

Aboutd A= & A B A2l cC1000Jo] #3 HRE Al-Fgc)

Logout(Z10}-%)

o] 1 o}% BWAE ZY3HE CC1000d AMNA =1 o}g- Huth,
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Technical Support (7]& A )

International (Z=A))

o] Wd A4 A Aol jled gao) 4= oMds

HHUYt} : support@aten.com

1 thel wabe] ekel A9 AlE Watel =

%3 ALTUSEN 174 2g}el 7]& A<

rfo
k)
o,
D)
o,

- 7= A4
http://support.aten.com
- 5
J 3 sl EAsx S
CAbgAF A A 2. 7b WIASHA HAstE EAIET 1o o
 mmegol Awe Ages eetel 1 Fe A9 L
Al pSh=-pan 2} ZH 1ol & = 9]
S Fext WA 7 He] maolwl el Hslol
A dl o] E: http://www.aten.com
st A 886-2-8692-6959

North America (£1] 2 %)

o] Wl A< A Abere] oW 5o FARE ovds
B4y} : support@aten-usa.com
1. Th9] EAbe] 2kl A9 Ay Aol EE

=kl A9 _
23 ALTUSEN 127] 29l 7]4 A Y:
-7lE A
http://www.aten-usa.com/support
-3 5
F 3] =108 B ISR = 14 (=4 5
Ay ama |2 7P HSPL dAEhe RISt Sl dld
43 Eg]o] Sl AFehs 2ekel ug 5o A Lol
£ q T A] } Ao
o] E AREAE AT A, 7 el =ehelH oF o

dlo] E: http:/lwww.aten-usa.com
st A 1-888-999-ATEN
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Getting the Full Computer Name (A A AFE o]F)

CA (Certification Authority, $1% #3gh 7] % CC1000 Q15 A E A2 & v dAA| 3
olFe dHsof duth thsol Al oEA AAl AFH olFe A AWdyth

Windows 2000 Servere] Z-$-

1 Aol gl A System(N2®) FES B E FFFUT
2 Network Identification(WIE = &)s1-S A8t oo stwo] vepdy . Full
computer name(1 A FAFE ol F)& &l WA HFH olFol A AHFUTh:

System Properties B
Genseal  MNetwork Identification ] Harebware | Uger Profiles | advancead |

e ‘windews uses the following inlarmation o identily your computer
o the network.

Full computer name:

D omain: CC7 000: com

T o rerame this computer o join < donmen; slick Eraa e
Prnrr-rllc"z —

Maota: The identification of the computer cannot be changed because:
- The computer iz & domain cortiollar:
- The Certification SAuthority Service is nstalled on this computer.

=14 I Carcal | Epply I

Windows Server 20032}

L Alolwel A System(A AT REE §E 2T
2 Computer Name(HFH o]&)HS F28d ofglel stdo] yeldY ). Full computer
name( A AHE o] F)RHo] AA AFE olFol EAHO] Agvink
System Properties o 1 2=l
Advanced | Automatic Updatas l Remots l
Genearal Computer Mams I Hardwara 1
- 17 ‘e indoms Lass thc following mfermation te identify vour computer
L an the network.
Computsr description: [

For example: ''11S Production Server' or
Accountmg Sarvar’

Full computer nams:

D omain:

[0 remame this computer o o = domaein, chek Chanoe Eranae

Mota: The identification of the computer cantot be changed becauss:
- The Certification Authorite S ervice iz installed on this computer,

I Ok I Cancel Ll




USB Authentication Key Bracket Installation
(USB 215 7] =g A X))

External Cable Installation (]% Alo]E AX])

9% USB ZEo| AAsty] 9aiA vhgol #A ofele] a9 Ik

1 CC1000 H7]A]ell E°13 &= USB 15 7] BeplS AFHY &4 &2E & 3t
Ayt

2 USB ¢1% 715 $lollA AAg Bepilel] ol USB &7lel] Ayt

3 BE}7le] USB X Eo| USB #AlolE “B” & dZA3YTE HFH USB XEE F

ghstel AolE “A” & AAFH
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Internal Cable Installation (& Ao]E A X))

AbE2E AFES HolR=d USBEXEZE Qi oF USBEXE U2l HH= 15
dAsta Ay oo B34S ey

1 AollA sk usBelH- A 34 137 25 FFE5e] USBUF 7] HEAS
A 2] gy},

2. USB2] Wy A4 AolEe] d&%e vzl A4 fo A3}

F9:

To Mainhnard —/

3. AolEe b IHS HWAE =9 USB dddxtel] A2 g dAdate]
A

AXE Welne ALga AEAE FxIr)

Fed Wire

Internal Cable Pin Assignments (W5 AlolE I H3F)

Ul A4 AelEe] ¥ MEe ofe meh ZHUTh

Pin | A& A
1 USB +5V 2
2 D- R
3 D+ s
4 GND HeA




USB Authentication Key Specifications
(USB 215 7] AR)

7% 7] B2
274 2 2% 0-400 C
By 2% -20-600 C
& 0-80% RH
594 44 T4 =451 Zgag
A 14 g 32g
1.209 x 2.14 x 4.65
53 8.36 x 1.37cm
cm

CC1000 Capable ALTUSEN/ATEN IP Products
(CC1000 A olE ALTUSEN/ATEN IP AZE)

<2 CC1000 Control Center Over the NET A X & F3jA #z] 7}'53 ALTUSEN/ATEN IP

AEES] S5AUTh

- CN5660; CN6000

- IP8000

- CN5660; CN6000

- IP§000

- KH15161

- KL8108; KL9116

- KN2108; KN2116; KN9108; KN9116
- PN9108

- SNO108; SNO116-



Running CC1000 on 64-bit Windows
(64H]E A=$ A ANA CC1000 A 33}7])

64U E Q=9 Al 2o A CC1000S 2 335}7] 9814 ASP.NeT 2.0S 64H]E RE7) o}yl
3HE oA 2gs]ort g},

F9: V1.0.094X. 1t} =2 M AL CC1000e AA|s|okyt sttt} ol xt} vh& W el CC1000->

64ME0] A A<M St BAFA @k

ASPNET 2.0 & 32°|E EE oA d3st7] 9siM thao HAS wFyth

1 Al 2] A8 2] (Start — Run)
2 cmdsE Q#E3n oK HES ZFadu}

3 RHE RES @45 A7)7] a4 Bee] RE Weols

il
A
)
o
T
Aul

cscript %SYSTEMDRIVE%\inetpub\adminscripts\adsutil.vbs
SET W3SVC/AppPools/Enable32bitAppOnWiné4 1

ZF9]: adsutil.vbs ¢} SETH & o] Alo]d] ®Wlzlo] 9l th

ofs

4. 32M]E B A 2] ASP.NET2.0S AA&ta IS FE9 1 390 ~2a9E WS Ax|a7]
AEA el WYl s AgFch
%SYSTEMROOT%\Microsoft.NET\Framework\v2.0.40607\aspnet_

regiis.exe -i

9] aspnet_ ¢} regiis.exe™ & o] Apelo] HIZko] §lFyth

w

s Wiy A Zzasiel g Aujx 3% 2| ~E sjde A ASP.NET ¥ 3 2.0.40607 (32-bit)
2] 7} Allowed(3 &) 0 & wo] glEx sl

Fo: B A o A= ASPNET 2.0 WA (40607)S <2 E5Uth 2 ddolE o
upe} o] x7F detd L dFYTh



Trusted Certificates R & & J= QAFA])

Overview (7]]8_)

|

Information you exchange with this site cannot be viewed or
¥ changed by others. However, there iz a problem with the site’s
secunty cerificate.

& The securty certificate was issued by a company you have
not chosen to trust. View the cerificate to determine whether
you want to trust the certifying authority.

a The securty cerificate date is valid.

& The name an the securty cerificate is invalid or does not
match the name of the site

Do you wart to proceed?

Yes I Mo I View Cerificate

Ao AZME AFE S glor) olEMe] o]2o] nlo]ARATE AF 0= g AEA
HAE R S Ao 9ol A wAR 7} Ve AleRE e T sbx] &M = shE
Aes = glaUh 1) 9 Ax WA S FASI Yes & FHaE 4G TL2) AFAME
A28t A 2B 0 ZHE 9l uh= Wby

- g Bl AFEAA A% Tt A AFE AFAE MG (AT
A g dolA Fx). AT AAH T B AT 5 Qe AFAR 95
A8t



Installing the Certificate (154 A X]3}7])

ASAE AR HaiA 5o S Yk

1. Security Alert(# ¢/ Z/17) th3ldAkell A View Certificate(QFA B71)S Z& gyt o<
Certificate Information( ¢/ 554/ &%) tl&/dA7F YebE Yt

General IDeEﬂs | Certification Path |

l Cerﬁ+te Information

This CA Root certificate is not trusted. To enable trust,

install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Aten

Issued by: Aten

valid from 2003-11-26 te 2013-11-23

Install Cerﬁﬁmbe”.l Lssuer Statement |

F9: JASA 2arel X FAIZF e A2 AEE ¢ gle JASAE ondyth

Install Certificate(R15-4 AX))S =934
A2 vpHALE mE IS E AAFUT & 58 A Abdke] gl 3 27

2.
3.
HAE AdEEy
4,

Security Warning 1'
1 You are about to install a cetificate from a certification authority (CA) daiming to represent:
L3
Aten

Windows cannot validate that the certificate is actually from "Aten”. You should confirm its origin by contacting "Aten”. The following number will assist
you in this process:

Thumbprint (sha 1): F3656988 A134DD25 1E6F09BC 895F6DCD B30FBTAF

Warning:

If you install this root certificate, Windows will automatically trust any certificate issued by this CA. Instaling a certificate with an unconfirmed
thumbprint is a security risk. If you dick ™Yes” you acknowledge this risk.

Do you want to install this certificate?
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5. Finish#] &2 Fg3lo] A= v}

Certificate Trusted (AF & F A= AFA)
olAl G AFME AT 4= AFUrk

Security Alert x|

rir“l Information you exchange with this site cannot be viewed or
?. changed by others. However, there is & problem with the site’s
: securty cerfficate.

0 The security certificate is from a trusted certifying authority.

0 The securty cerificate date is valid.

The name on the securty cerificate is invald or does not
metch the name of the site

Do you want to proceed?

Yes | Mo I View Certificate |

View Certificate( /547 H7)S S8t ofefo] aHAH ATA A W XEi7t Apepzl
Kol

AL B F 5 dHU ol

General |Detais I Certification Path I

l .
(erﬁﬁca‘lt Information

This certificate is intended for the following purpose(s):
= Ensures the identity of a remote computer

Issued to: Aten

Issued by: Aten

Valid from 2003-11-26 to 2013-11-23

Install Cert'lﬁmhe...l Isstiet Statement I

e




Troubleshooting (& &)

Installation (A X])

A sl 2

CC1000 43 E g0 HE)H T Eg 7} obx] MR HA] e¥oks
Az ©F u}&ﬁr Ze | % 25U CC10004AZE o] AR
HAA7F & 79 “The | €E3ta AE|B OHELE A 3144 L.
Active Directory is not aEla YA AFH o2 CC1000 AZE 9 o]

installed properly. Setup | AXE n}ig] 317] 9 &iA
failed.” CCi1KSetup.exe2 233}
CC1000 A ZE o]
A2 =% S 2 | CCI0004AZEY o] XS 95dtu

H A X7} & 7% “Setup | A FH O 2 CCL000 2L EG o] A&

failed to compete k2] sl7] 9314 CClKSetup.exesE
successfully. Error 21 3B Al &
code:0003.”

CC1000 Server

A 34

o 27} A skaL USB 215 7]ol Al elle7F B dHF YTt Enpax] Xt
CC1000 "7} ZFo] A3 E A CC1000 miU A7} v G o2
ol F MH~ES TEH A5 old dAo] wAF Y

AlsshA 53 45
o] Aol QF7|7F AT e 1089 Fe Fxyt
717 AgH o g FAas AT WA gAY A
715 ¥t g Ao s Jus Fedes

A 5 gyt

1. CC1000 A oA ojud A HHo] Zul= 7

TAEAEA AT

oWl E E=o] ujsdt
2. G Fx o] AAo A& SHLE oY FAiU)
olMld TAE X e
A=A = A
= Re)
o 3. 8 o] oMl Ef) dAo] gntesl TAHENE




CC1000 Browser Operation

(CC1000 H#}$-A 28

A a4
CC1000 #AMOIE IP F4%E | CC1000> 2.2 HTTPS &% 383ttt HEhg-A oA
A PA R €C1000 219l | HTTPRA S| -4 A& 2 o= HTTPS®E WA U th HTTPY
Aol A7} vehA kg 71¥ EE&= 800 HTTPSY 7|¥ L E& 443944
735 d el o3 o] F XE glo] MAHNS AF WrEA] o
FE S URLEC g=afor gyt
o]) CC1000 IPF=47} 10.10.10.10°] 3L SSLEE7} 84430 %
AARE A9 BebgAole o 2ol g9 siof it

https://10.10.10.10:8443

CC10009)] =19 & 4
e 49

AFEAL o] E 3 Bl ST SulEA] FelE AL

A5 Al AEA ol asg
3 g atvke] o) gk Adatel A

of. 27191 &7 el el vt ALE

7bedld WA Zlvke okt gk (thE gt 2ok

& w7

&2 AR o el

H A A 7} LERE Y T} “Login

Netscape/Fire fox((e= U2 24t 7]uke] HEle-A )= 2
Mol 2d v J&ESd dal 22 Ad IDE e RdyT

CC1000< #2 AIAID7F &= & =% &S AFFyh
failed. You are attempting to

A dele AME Fretw oA 219l Ay mAe
log in from a computer that

7IHke] Bekg-A 7L obd Beke-Aw 29l gy
already has a browser -

Fo): AEg980 4 AP e WY AU o) xF o)
session open.”

WA= o2 g A7 Y = dFUH
2719 & u) BeheAs}

AZA el olFo] mpolAR ATEC] AT 5 Y= AFA
CA RE d%¢ AT +

EZo A WARA FeksU ARt o] JAFAE AF A
oY IAS5H e wE } o .

al7] 9al A= 200301 A ] Trusted CertificateS 3+%38}4] A] &
WA 7S

CC10009] =191 &
AREAZE Al sk
FAE BHE F §ls

[e)
735

(5% #e) 54 A5H 1)



(o1 Toj 5ol A A%H L)

Al 4

Ed 2ol ouk Azlo M7 Y= ZAIP

Ak Al F4E APHoz FE ol FU IPFLY)
Fil b

G DHCP7} 5= @T) o] A 9]

shelgh .

oM,

2.CC1000 MW7} waly & AR
e B8l Fof| | FEA5(MIO] IR AZEDS),

WS e uE | ZEI139(NETBIOS), LE 636(LDAPS)0]
F Rl A% agHieA s,

3AEE HEH S} QIS4 H(AD A H)E]
WS Ao gh=x] gelgk T (Domain
Security Policy — Account Policies —

Password Policy)

CC1000 Authentication Server

CC1000°]] &1} 1. AR&A ol 5ol WMAHAY A9AA %A

F&-2 ol &% gl gt

HEHSE 8 PgARt | 2. vEHETE 2713 A FReA Glg
o] {3 =]l & & 3. AD°l| %li= CC1000 4 dl°lE & F7tshAY
9E A5 W57 flelA Al 39 LDAP =55 AFE3kA




CC1000 Control Center Over the NET

A

Bk

CC1000 Control

Center Over the

NETell AF-8=Fe] 1D}
AU e 279 3

o

HEH I EgdA AgE =l #Eate] D9}
Abgal A =19l sfofut stk CC1000
ID9} HWHF 7} o9} ThE AS- &Y IDEE CC1000
Control Center Over the NET®l] 27121 & 4= gl5U T}

ol

EINEES

=7k CC1000

Control Center Over

&)l 243 Ho A&

$ Q1% Aol FE QA7 WAl X H ol

Use secure connection(X.¢F

olo]o]:u} -quI;]_ =ZE ‘_]%_ 17} _QH]_Eﬂ]
the NET2] Q15-AH ol ] '
- BAHQEA AT, Baol ek QAW F=
29 @ % gl
ASAE A Py
3%,
1. CC1000 "YU A7} A1 EE A AEo0]
AEA o AZE =R gl
27 sl st A= | 2H5] A=A o1ty o}
28 4 gE A%

2. CC Management’} 43} w9l g =] 2

ANMS HANA ut2 A FAH A=A gAY,

1. ## FEEE de2s 2 Ho CC1000

AH Aol MAENS S AdFUnh oAl #HE Ak
FagEE 2= Fuoh

2. 3ol 2dS 7$- LDAPSH LDAPS ¥ E(3899)

636)7F 385 A=A FAF

3. LDAPSE A}83tE A9 AH FE QAFAS

AN YA FAF

1. A2 FEHEE 7 A
JASA7F A A=A A

2. W3S ARESEaL ADAH O AR H&EE A S
E445(fo] A ® AT E-DS), EE139(NETBIOS),

S E 636(LDAPS)°] 385U ot

3. A2 HER ST ASAH(AD AH)e] HUH S

A Ao wi=A] &gt} (Domain Security Policy —

H~l

=4

Account Policies —

Password Policy)




CC1000J

A a4

CC1000J°] 1. AFEAE ol 53 HIE WS 7 SukEA] I8t Al 2

=asl &

gl 45 2. =11 Aol Mol gAjo] obd 9 Huf A&
ghol Al 2s AP AuFyn. o4 Har
e Apgko] o] g Aol A =22l & 4 UdFUT
=%l &t7] Aol gpol vt AbE Thsald w kA
71ttt okt du . (ke AR AZE Rk & wijzhA])

CC1000J¢

2191 3 FHoj

g Aol H @E3to] YA €C100) HEAE 5

CC Management”} &4 s} =1L 3l &= S] ANMS

g s AR EnteA FE A=A AT YH
$lE 495
1. CC1000 iy Aol Al ofwd Mu| HdAo] uf=H
olWlE E=lo] | FAHYEA g}
ek ol <d 2. 3T AA ] A AHEA] EnbE oMY FaTt
SAE X e | dEEo A gy
hy 3. dlF FA <] oHE EF dAo] gu=A
TAEA=A FAFY
USB 215 7] CC1000J MU AE FA 3L Q1F 7] ¥ektirl A
L e ¥ €C10003 WU A S thA] ATt
CC1000J
Hj 1 A o A Tomcate] ZHo] ¢ha ¥ ks Th

“System settings —
Tomcat HTTP

port:8080 conflict.”
A A 7F & -

1. A 7o &

2. Tomcat?d & ¥EEZ




Appendix B
Authentication Key Utility

(15 71 #2=H)

Overview (7].8)

o
N

215 7] ¥ 2] E](CCAuthKeyStatus.exe)= CC1000 15 719 Axe} dolE o] 5 +3sfar
AdolEsty] ¢ Z 213l CCAuthKeyStatus.exe -2 CC1000 packageoll 7]
Eol9= CDoll X UFUT o] A& AREA FSFE Aot Ao FAFskA oF

F9]: CCAuthKeyStatus.exe™= %9 Al =Bl ARt Aid 4 glFHT

(e

23R AW ofele] se] g

D CC-Auth Key Status Utility = ] 5|
Key status: iKey found: Activated. @
»

— Key Infoimation

Fwd version: [ver, 1.1.101 S/N: [TLYWaOwivZ1 2¢TDe
 License |nformation License Upgrade —————

Concurrent ugers: |3 ’7 Save | Upgrade |

FAw Uparade... | Exit

Key Status Information (7] Ae] A R)
o] Ao Q1F 719 Jelol uist JHE AFFrh

A =%

7] A% 717F BAHANA F& @45 HAeA dEFUh 95 717t
B2 A g 23 HA) @okvhd st oA A g

7] AR 71el @A Hsllol mdt Aleld MEs FAIFYTL

ghol Al AH | CC1000°l A B de] TA AFEATE HEEH A=A TAFY T

Key Utilities (7] F2 ] E)
o 5 A AolA AbgAE o]l ool =(gtoldla dadlol =)ok Q1% 7] o
A 19 o] =(F/W Upgrade...)oll tl3ljA] Amg 3t}




Key License Upgrade (7] golAlx Hdagol=

CCL0008 Q1% 710 ALgA Bl 28 37k 4 Qe Z1%e] d&uth HE A% 7]
AU GIAOIEE 28 G AHN ABIAL, NEAR GIAIZE op
& ASE daun oled 9ol Baw LE FAEE of AuelA AT,

Gl 2E AF o] Fohes] ANA F7b B eolaze] ASE FPUT FEL
ALTUSEN Ald= "ol o dytt. 523 7a b5 15 7] dadel=7F gyt
Q1% 7] Fol ¢y Fo obdst L el olWdo] WP

Your order is ready to be processed. Please go to http://192.168.3.100
to upgrade your key"s license.
GriEol AY T AUtk Q15 7] goldlaE ol = d1r] A

http://192.168.3.100 & ©o|53}4 A1 £)
Login Information (2190 AHH):
* Username: test207@aten.com.tw
* Password: test 032307062634 _MA 780a_e00aOrder Information:
* Order ID: 1017000125, This order requests 30 more license(s)

* Order ID: 1017000124, This order requests 30 more license(s)
* Order ID: 1017000127, This order requests 30 more license(s)

(G*% ID : 1017000127, 30709 goldlAs FEFT).)

Sh!

oAl AT 7IE dadel= sk7] A7t F A WRiel AdsYth

-OﬁUm@Eﬁwm:%E%7W@4ﬂ%7]%%aﬂ(aMMKwﬁMNa@%7]ﬁi

to]lE 3} (CCIKAUpload.dat)S A sh w A&y} 3k o] FEEZ <l 1011
AgEe] &= dadel= 3 (Keyupgrade.dat)S W5t ApAISE 2472 q% 2 of A

A gy

F9]: cC1000 71 Ao 2= CDel CCAuthKeyStatus.exedt Qo] Solal5UTh o] S
AHE2E ASFE G HAR Y

- On Ling(2 2921): AEYS 53 gloldx daeol=rt AAztoz Ayt AHA g
AL Off LineA] A o] Fof] A gt}



Offline Upgrade (2.8} da1go]r)

Preliminary Steps (F8] ©&74))

el gadel=E Adstr] fsiA AREAE WrEAl 7] HHE dHolE 3k
(CCIKAUpload.dane A4 slokmt gtk o stdg A4sks] sad tee #ge
sy o

1. o1= 717} Al ® Abejel A Key Status Utility (7] Al -2 2] €],
CCAuthKeyStatus.exe)= 2 3 gt}

F9]: CCAuthKeyStatus.exe ©] 3} AL A A AT AP},

2 o}#f o] License Upgrade(2te/ 1= ¢/ zz]o] =)t 34217} LERLA Save(AR)H ES
=9

D CC-Auth Key Status Utility o ] I

ey status: |Ke}l found: Activated. @

— K.ey Infarmation ‘

Fowd versior: [Ver. 1.1.101 5¢M: [123456789

— License Information icense Upgrade
Concurment users: |4‘I Save I Upgrade |
e
FA Uparade.. | About.. I E xit |

7] X dleo]¥ 31U (CC1KAUpload.dat)> 7] 48] 2 E 7 A4 o AdE Yok
xRl Jadel=g Adgsty] A o] o] aghrh

Performing the Upgrade (8 2do|= A 33}7])
Adadol=g ddsty] feiA el A4S wEyrh

CBEReAS A ool yekgl= URL(zloﬂ]O]x] A2yl A& 5 oju oA
AlEd AHEAF o5 MRS E

Fo: A A F AFA el W 2 s T



2. of#e stdo] yERFE ofudel] veols FEHITE e F (2107 A] 3x)
Continue(Al&)H ES ZE g},

ATEN "CC Authentication Key License Upgrade

(RS Rl

|

* Uset information

+ CNvar inkseTsasan

ordar e [10T7000112
Cororun
ATIncom in publishad by ATEN ntaratcast Co. Lt Tasbs, A1 Achts rasarved

3. ofefe] TojAlx 04:131]015 FE AR §]—Uio] e o
a) From 2o &9 glo]ldlx M-S gdgUct dA 9 golaa 5 mary
AHgAFe) Al & o] 1 T} CCAuthKeyStatus.exe2 2 3 o}fﬂ(zlpﬂo]x] %) License
Information(2}o/ 41~ ) Dol A gk 4=
ol AP
b) Offline ¢ 2elo|== Z g}

¢) Continue H &S S8l AA&E A&

QIEE "CC Authentication Key License Upgrade

= License Upgrade Order information i;

» Deder Information:

Qrder 1T 100T904L2D

Tha srdar auis fet 30 mora lisag
Ligrgrartm s [ pe—

ATIN.GER 0 prbiiahag by ATEN Drosmasonsl Co. Lod. Turwar. Al ngaes reseree



4. of#fe] dadol= 7] A stHo] YERH Browse MES SE ko] oY FH]
A1 0] A FZ)el A A3 CC1KAUpload.dat S E-2]3- 1t} Continue HES
=93

\L\I_E_H "CC Authentication Key License Upgrade

f
> Uplead Key Infarmation :F;
i

= Uplosadd e By information Data File ©

Way information dats file: [

Contram.
= Changing your order request

If bl SN A0 CRANQHE Lhi BUTEr renuEst. itk Changs oroer 10 B0 DA 10 the Order [nfo pags.

ATLN.com is peblished by ATEN fesemariansl Co. Led., Tabman. All righsa rasarved.

5. o] W Ueht shue] ojelzixe] A #Ae] geokEo] A%t Continue HES
Zelte) A4S A%F
6. obdlel shue] tehiw 7] gholdl drelol= dlold AL theme oy 9aA

Download® =15 =gt}

E'\_IEN "CC Authentication Key License Upgrade
= £C Authentication Key Licenss Upgrade by Distributor li;
|
* Gaeery informaion:

* Plaass keap the following refsrance numbser for futurs uss.
Rademmonn Numbes A0A0 713442 730900

+ File Doweninad
nhrml:-\ way lrwnas upgrada dsts Ale
e
My wure the wpgrady fln hay bvan dosnicaded and gaved in w anls plase.
Tha wograde cuil r-lb--n----cu wiau by tha emiel sddreis yu Meglibiced 1A Yook BESSUAL

ATLN.Cam 1o publisked Sy ATEN Iroamsriars] Co. Led., Taiwan. &l rights raparess.

7. BEleA 7l 7] Jadeols e Aa WS

Lol W™ Save to disk(Z/ =7 A 2H<S
Ay tge] i Fdo] A%HE § ContinueHES &

g3,

o
=



3. el %9 go] Urhiul vessl B ST T 891 ot oo
o] 47k Lhebg e

ATEN "CC Authentication Key License Upgrade

T s B o ey

« Dedlgr summany ;
« Ordat [0 DOLTOD0LSD
Licmnams chargesd from I ko 41
Kay warial numban 123436789

Ky verslon mumbes Vi1 060

ATEN.cem 0 publubed by ATEN [seamaticnnl Co. LBa, Tai=an, 20 Aghts reaarad,

9. Logouts YA HAHAHS FEAY Continue & 2H3A T T8
A2 g
Final Steps(v}l#& @A)

AA 2 whreats] falA el s ahEyth

| A5 717 g HElelA 7] e €2 E] (CCAuthKeyStatus.exe) S THA]

N
o2
bl
T

&

oAl ddlol= Fdol A UpgradeE 2 gttt

E

F.ey status: |Ke_l,l found; Activated. @

—Key Infarmation

Fwd version: [Ver. 1.1.101 S/M: [123456789

— Licenze Information License Upgrade
Concurrent users: |41 ’7 Save Upgrade | >
N
‘““-—-—..._...-—-""
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* F/W Version: 1.1.101

* Serial number: 123456789License Upgrade Info:

* From 31 to 61 concurrent usersConfirmation Info:

* Username: CC-Auth-Key-123456789

* Password: 0404071455055016
IT you have any problem with upgrading your CC-Authentication key*"s
license, please confirm it online at http://192.168.3.100 using the
username and password above.
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Firmware Upgrade (¢]°] dado]5)

CC1000 215 7= Aol daelol=7} 7Feduth =& o] Feloi7r vew
dadel= sds EAke] FHlo]A M tE2E TS 5 UFUH BARY] FHolAE

=
gr1Hes el g Ho dadel= gl % AR v RS FAs L.

r>~l

G
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Key status; [Key found: Activated @

— K.ev Infarmation
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3 File Open(#¢ €7)) Wishd7F ey Aol dadol= gds Aesta
OpenH &S )

Lookin: [ 5 stuff I B W

[ICCIKI_install_Windows
[)CC1000 Documentation

HiE CC1K_install.zip
b= CC 1K _install_Linux.zip
his CC 1K _install_Windows.zip

CC-Auth-Ke) V1.1.101-03020
B ccauthkeyStatus.exe
KeyUpgrade.dat
@ KeyUpgrade.exe

My Documernts

=

My Computer

‘ﬁ File name: ICC—Mh—Key—FW—‘ﬂ 1101030207 exe j Cpen I

— Flesoftype:  [F/W Uparade File (" exe) =l ﬂl
™ Open as read-only
v
4 gol s FAE oa F9 3 I Agree $AS MBI Nextt] S 23}

*= Firmware Upgrade Utility x|

Welcome to the Firmware Upagrade Litility,

Put pour device into Firmware Upgrade Mode. Use the Firmware Upgrade Cable to zonnect its Firmware
Upgrade Port ta your computer [or connect via Ethemet]. Agree to the License Agreement; Then Click Mext.

LICENSE AGREEMENT -

LICENSE GRANT

ATEM International Co., Ltd. ["'Licensar''] grants to vou a non-exclusive, nontransfeiable license to
access and use FIRMWARE LUPGRADE UTILITY [the "Product'’] during the "'Term' set farth below.

ou may install the Product on & hard disk or other storage device; install and uge the Product on a file
server for use on a netwok for the purposes of (il permanent installation onto hard dsks or other storage
devices or (il use of the Froduct aver such nebwork: and make backup copies of thz Product.

RESTRICTIONS

‘ou agree not to modify, adapt, ranglate, reverse engineer, recompile, disassemble or othenwize attempt
ta discover the source code of the Product, or create derivative works based on the Product, or iemave
any proprietary notices or labels on the Product, including copyright, rademark or pztent pending notices,

‘ou may hot sublicenze the Product or otherwize allow athers to use the Product licensed ta pou,

=l

@ |Ag=e O | Don'tAges

Help Akaut < Back | et I Cancel |
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22 Firmware Upgrade Utility x|

IF Check Firmusare Version is checked, the utiity compares the device's firmware level with the upgrade:
files. If the: dewvice's wersion is newer, the utility lets you decide whether to continue or not. [f itis not
checked, the utlity performs the upgrade directly.

Click Next to begin
Dievice List Status Messages

CC1000-Key : 000 » Loading & testing file: .
> Luadln & testing NE s

> Searching for devics

i~ Device Description

[V Check Fimware Yeision Progress..|

Help View Log ¢ Back Mew> | Cancel

9]: Check Firmware Version(# /o] ¥/ 2 S ZYshd dazol= FEE 7l A2
Aol M ers e 5o MHS Hugynh dAe Hie] Ers
e Jadels ARy w2 A D AR dEe st ol yEva
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Check Firmware Versiong %
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Upgrade Succeeded (18 °]= £8)
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a’ Firmware Upgrade Utility |

Click Finish to close the utility,
Dievice List:

The Firmware upgrade was successful,

Statis Messages:

[CCTO00Key 000

— Device Description
Device FAw' Wer 1.0.033
Uparade Faw: Ver 1.0.032
MID: 000

¥ | Check Firmware iersion  Progress... T

» Loading & testing files ...

» Loading & testing files: QK

» Searching for devices ..

» Preparing firmware upgrade ..

» Preparing firmware upgrade: QK

» Upgrading device CC1000-Key - 000 ...

> Upgrading device CC1000-Eey : 000 OK

e uporade: O

Help “iew Log

Cance|

< Back | Firish I

el

obelel shol
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