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Release 3.0.04 (2008/09/24)

[BugFix] Incomplete MSN file recording.

[BugFix] Incorrect bandwidth accounting for bridge in CLI and Ul (System Status).

[BugFix] Auto-reboot due to low memory during firmware upgrade?may cause corrupted flash.
[BugFix] Bypass card always goes into bypass since 3.0.

[BugFix] Web manager runs in sniffer mode by default.

[BugFix] URL keyword blocking now works in partial-matching mode.

[BugFix] Blocking policy in L7 must rely on enabling Traffic Manager.

[BugFix] No Game/Stock patterns shown in InstantScan series models.

[BugFix] UserConsole --> Group without Web Service

10. [BugFix] L4/L7 Manager will not reload configuration after modifing address objects in Object Manager
11. [NewFeature] Support new traffic discovery: App/Host/Policy views.

12. [NewFeature] Support default interface mapping for 1X-5000V/1X-5000VB.

13. [Update] (Pattern) Built-in 2.1.05.326

14. [Update] (URLDB) Built-in 2.1.00.021

CoNOOR~WNE

Release 3.0.02 (2008/09/08)

[BugFix] Bridge learning timeout too long (15 seconds) when plugging the INT/EXT cables.
[BugFix] Web Manager may accidentally cause CPU 99%.

[BugFix] Logging system may be corrupted due to long pattern name.

[BugFix] Telnet/Ftp content recording may running out of free memory.

[BugFix] AD mapping causes heavy CPU loads at AD server.

[BugFix] AD mapping may not work well in Windows 2000 Active Desktop environments.
[BugFix] CLI "sys mgtserver" may cause "Invalid Checksum" problems.

[BugFix] Session count in AppView is not synchronized with that in HostView.
[NewFeature] Support multiple bridge with scheduled Traffic Manager policy rules.

10 [NewFeature] Support manual ordering/naming of network interface for all x86 hardware.
11. [Update] (Pattern) Built-in 2.1.05.320

12. [Update] (URLDB) Built-in 2.1.00.020
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1.4 InstantScan WRSGERINE vs TEHKE

E R R SAME S AT e R TR0 1P #EE. iEics, INT dnternal) 5 EXT  (External)
S AT ER G IP. K2R Internal 3 SR FTA LAN 352 InstantScan &8 1% i, 1 External i 4
TR MO ML o ity D HEFI A B e S () B S T AN AL, 488 AEA] InstantScan B, EHEAN CLI #2100 A FHuh 1
IHEFIT o AEACBRBE A A “ip show”, #0T LA H BT A e 11 25 HE B (R0 11, AR a0 BRI e 4% g s, BAT A
L A B P A5 T P 245 2k

N oo g s

WiH T e e
Password admin admin
Port No. 1 N/A
Internal IP Address N/A N/A
Subnet mask N/A N/A
Status DOWN UP
Port No. 2 N/A
External IP Address N/A N/A
Netmask N/A N/A
Status DOWN N/A
Port No. 3 3
IP Address 192.168.1.1 192.168.168.201
Netmask 255.255.255.0 255.255.255.0
MGT Gateway IP 192.168.1.254 192.168.168.254
Primary DNS 0.0.0.0 168.95.1.1
Secondary DNS 0.0.0.0 0.0.0.0
Status DOWN UP
Port No. 4 4
HA IP Address N/A N/A
Netmask N/A N/A
Status DOWN DOWN
IP Address RENC 10.1.1.10
Subnet mask A 255.255.255.0
g"a”ageme”t Gateway IP VAT 10.1.1.254
erver - =
Primary DNS HEN 168.95.1.1
Secondary DNS WA B E N/A

F¥ 1-2 InstantScan FHE RS BINE
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2.1 EHIREZ RS
211 EHHEREZBRET XK

B AR S AR

R TIINH EPER S s I BN LR P55 i e

v EERZ (0S) F/RNH Windows 2000/2003. Windows XP BUF =25 g, WIS (R E R 0 0hR,

WG LR AR SO A, S NWTCVAIE R Bonh 37 R

7N, 1H AIE Install 223 .

Language pack installation

Chinese Traditional

To display language characters correctly wou need to
install the following language pack:

[ IMewverinstall any language packs.

BB B2 L T ROT IR A PR 55 45 1

X

[

Install

| [ cancel |

B 2-1 i 5 B e

CPU #/b /& Pentium 4 ok [/ 4544 .
Wi d/b 256MB, iR lT 512MB Ll L,

SR NI NN

figifk /b 80GB LA L v {25 (8], @R IF4 120GB [ i F 2% [A] .

WA #E R 482 Windows XP service pack 2, Hi AL EEBG KBS, W8 C /3K LR P BRIF T o 1 514

1080 #3306, witt—k, PraBtmutil, A AsEP kSRR AR, GRS a4 & IEH s,

1. 2JFE > BoE > KL,
R DRI, 2% bR AT SEIE PR A

2
3. EHEEY > wowfE > Blsh. AR .
4

WA PR L g, ks BT AR P (UDP 8 TCP) o s B s fifi A7 B fH

P i Ak | &R
Log Server 514 UDP
Socks 1080 TCP
Database Server 3306 TCP

g 2-1 IR ST A i 1 OE

212 HRHEERERF
1.  22%% Management Server
2. ‘% AD Log Server
3. Management Server A TF2%

L7-NETWORKS



InstantScan & * £ p ¥ 2%
P

4. WHDLHE
5. RTEATCLREER Management Server)
6. %% AD Log Server
7. BTSN
N 3
1. HEEHAEBRGAS, BT PRSI EHUR ST AN, R4 SisfEIER . TRANR ], 52

PO B R R
2. WiEw g zzdE MySQL 5 Apache R [HCA, WrahZiAE Rr e AT 222511 MySQL 5 Apache #f:, 1522 Ml k15
iR

213 EFURRH

PR Zely InstantScan 5 BRS545 0145 InstantScan LX) M2 £ B e i , S RIT A 0O e g, e IES B
http://< BRSSP Hihk>/ I B RIRSS &% o M5 — OB I WA E A B SS 45, Java Plug-in H E HRLIR 55
e 2 BB K 2 v S

AN Befe 2 UGB S R S, IR B, AU LA BRI 22 Java plug-in 257,
T VA

2.2 #% %€ InstantScan

ERITIEEE InstantScan &7, &6 FH InstantScan ¥ console # M, H#E:H RS-232 console #5 ki E
InstantScan % i [ PC %42, SR, #&id CLI 354K InstantScan [N RS . 2 )5, & LLFA Telnet. SSH,
B HAD terminal 25 R T SR B R F S 40

221 B3RS

Fe 4B InstantScan HUIEHIEIK U AT IF. EIFHLERUG, REGZREMA 1D 5% . s, BUAK ID L%
Bt admin. EXFARSGG, LA CLI 84 XS, FE4l CLI 454, HS e A B,

222  RHEHEH

InstantScan L ZE B0 2235 T 4 b, AN B ORI 45 480 . InstantScans Bl 45 23 BL A InstantScan B R 40 5 i
RAGE, PO S F 0 P48 B R e e B BRBOR . AR N D3 R 35 09 288 40 5 8 ] USR] 52 8% 3% 1A 4 BB
Ho —HEHRS AR T [FIINE 2 GinstantScan, I H 4505 7 M= 5 1 InstantScan 2 S id 5% . 8 B IR 5
P B TAR R ALE . ATHHEAE—/NIEREK InstantScan W4 2235400y B4 T R A IR 2020 Js B, SR B Rl MR A £
O3] I 2 B8 e B F5 1P InstantScan.
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Firewall/Router

L e
3 ”|) i
| I|'| |

-

K& 2-2 InstantScan Z 41 E 1%

Wi 5% PR Kk o P, BUHIEE IPHlES 1) InstantScan H#E O (Management 51 1) 5 2) HHER
%%%: 5 3) HHEim PC. InstantScan R 2% Tk M 4% P AN . I N BT — 45 BRI, IR v e S A%,
P IR A B ST R B SO FAL A InstantScan. 2457 3] InstantScan #2785 1 PC S FH AT S I 8 TR VD BPE B 56 A (P2P)
FERARAT I, InstantScan 23 IX L8 Sl SRAR L 2 B PRI GS a7 o B BRIR S 2K I B I AR o 0= AR IR R A ik 2 Y
BN

223 RESEHE

S HBENLN Y RS-232 console 4k, F4InstantScan consoleds 15 H 3k 1% %€ InstantScan I PC 2 3 47 L A%, 17Tk
FCOMLIEELCOM2IE k¥ E InstantScan. %3 LT B A& LI % 8 T .

Kol R B L
SRR DA 115200
LAE/ LA 8
i A A €I
15 147 1
sl ¥

ekt 2-2 ZOImHLBOE

H 3 1 BARY InstantScan login: admin
RN B NS 3560 % admin/admin. 2 5% | Password:

AT LU CLI 54k T e 5 Helcome to InstantScan. ..
InstantScan>

RN B K B NI T 5~20 745 M. /NF5
N PR T 20N RS R G 4s. HIECL
RYESH#R BAFNERIR - .
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>
>

IR
A N

e el

%2 2 BEInstantScan IP Hifk

BN en FEABRPRPER. #A ip set 54
MGT 3y I A% 1P Mkl

R, W RS A, MRS I
You must make sure the management server
works well first.”[{I 31 .

K

Please enter the IP configuration for this dewvice.
IP Address [192.168.17.931:
Netmask [255.255.255.81:
Default Gateway [192.168.17.2541:
Primary DNS [168.95.1.11:
Secondary DNE [B.8.8.81:

Your configuration i

Gateway: 192.168.17.254
Primary DHNS: 168.95.1.1
Secondary DHNS:

H.

(Bridge 3>
{Bridge 3>
255.255.255.8 up
MR DOWN <HA Disahled>
N-A up ({Bridge
ur {Bridge
{Bridge
{Bridge
to apply and e [Y/N1? [H1?
setting

Do you really want
Waiting for system
Setting done.

%% 3 FoF HilfinstantScan @R

FXNip show, &7 LUE 2| HAjInstantScanfIP 1
TERL o

Gateway: 192.168.17.254
Primary DNS: 168.95.1.1
Secondary DNS: B.8.8.8
Management Server: 192.168.17.285%

{Bridge 3>
{Bridge 3>
192.168.17.93
N-A
N-A

255.255.255.8
N-A DOUN <HA Disabled>
N-A up {Bridge 1>
up {Bridge 1>
up (Bridge 2>
{Bridge 2>

2.2.4 InstantScan WO E

InstantScan R4 5K RGALH Java Vi ikilh, FECFF Java Plug-in #2/%. LUK i
$ Java Plug-in, A4 T3S FRIRS 2 7. HIEE— {}\ﬁﬂ? IE WIS ELEE
BB ENL. B RBANFE— S BLLREF PG, EOEFE.

DAINE RN YN
AR 230, Java Plug in & B33

HE 1 AR

Yo —4 IP Huhk4h B k5% InstantScan ) PC
IP Huhik>. i, %A http://10.1.1.10 K& &54

(. 192.168.168.1) .
SRR S5 28

FITFRHT 1E W%, FERHESI BN hitp://<f8 BRI 55 4%

ER: RS HEPC,
R, wETGEE

EERSSAS HinstantScanZS EAEM R MBI, 1E 0N NATHLU,
BN A EEE S InstantScandg E .

FEVFAN TR B Bt 40 mT LAAR A%
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HHp 2 BREEED

Rl R ILIOAE . 1 B AR AR I
AL, AR, AR BRI,
DS YN

=52 3

» -

A EEREEA "LT-Networks" 733ERICHEEAD Applet IR 7
HEERRER BT A RDREEE -

3 TEEEHFEEMLFAMEDR -

A ) B2 BEUFREAE AN -

FEFHEEALD

HI 3 EHFEFHHR
InstantScan H #rAL5E530 . B3, fijfAeh 3045
SRE S BRI, TR RIS E R IE S
LR T L BN TR S, sl OK #EAE
PN

R, MEEAMIEN )G, ARG EE, T
LLF| Tools > Language Setting 25 & .

Plezse seiect your language

[ ] Hever show this window agai m.

HE 4 BA

HiNID/Password (FRHE admin) o FUGEN G, BIAHEA S PG

2.2.4.1 B EEEIREA

H3 1 BB

M Th % N InstantScan 5, iE ik
Device/Group Manager EJUKFHE InstantScan

File > Device/Group Manager
Eile| Update Tools Help

~Device/Group Manager Cti-T

%EE}# éﬂ ° Mew Project L
Open Project Ctil-0
Edit Project Ctrl-E
Save Project Ctil-5
Close Project Ctrl-C
Delete Project Ctrl-Dr
Exit Crl-%
T
L7-NETWORKS 11
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H 2 FAA

7t Devices - A7 8 #.i7 , SR J5 &1 & New
Group.

44 2 jg._‘
FIRA B R
File > Device/Group Manager > New Group
DevicelGroup Manager z
&7 Devices
New Group

Rename Group

Delete Group

New Device
Edit Device

Delete Device

o

H 2 3 MAAK

NI RR, R M OK 4k2k. 2,
4N BoR A8 DR RE b o R DA R T Ok
Rename Group 2§ Delete Group K{& ek
IEAEAL

File > Device/Group Manager > New Group

= New Group

@ Enter the name of the group.

 Group information

Name: |Grnup_1

’ Cancel

L7-NETWORKS
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g

)

)

R

W

>
~

A N

e el

HE 4 FHREE

R Group 1 A4 ¥, 4SR5 &% New
Device.

File > Device/Group Manager > New Device

““Devicel/Group Manager

X|

;

W7 Devices

te

Hew Group
Rename Group

Delete Group

Delete Device

#2285 GEAHREENGE R

N AR, TRk E— 4l O A PR SS 210
InstantScan 352 1P #idil, SR A A IS
. ST OK R E .

FE: BMHEET CLI #1, BETiFkE L
IP, RGeS P Hiblh, TFUEIGEAE
Ul BB emies. MR ciidEs, S8R
%2545 B shiHUE T AW device 5 R, HEE
RDAW TR E, AT . Wi
P, MO 4 g iFDevice_1 192.168.168.201,
WURR SR E R, P FERNE AL LI
192.168.168.201 XA IP Hiihik,

File > Device/Group Manager > New Device

= 'New Device

Enter an unigue name and related information for the device.

rDevice imfor
Mame: |Device_1 |
P: |192.168.1BB.2I]1 |v|
Group: | | | Mew |
Type: |Content Management Firewall | - |
Brand: |L? Networks | - |
Mode: InstantScan-100 v

(Con ] come |

L7-NETWORKS
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FIIRS B %
2242 FgLx
Hal FER File > New Project
## New Project. [Fiie| update Tools Help
Device/Group Manager cCirl-T
ew Project Cirl-
Open j Ctrl-0
Edit Project Ctil-E
Save Project Cirl-5
Close Project Cirl-C
Delete Project Ctrl-D
Exit Cotrl-x
H3 2 BIAFWHE File > New Project > New Project

"

Ho, WD R, ATTH AR W ANl | IS

Devices FEPEHLMMASLINH MR E, R/5 N
i << CEREEL) B Ak rAEE Ing Selected Create a new Project.
Devices ?E& o ﬁﬂ%,@%})\lﬂﬁlﬁi H# B@%ﬁ\%ﬁ , Enter the hame of this project. New a groupidevice by right-click the objects.
Vb b s N s 3
W URIZAEH, R s >> Chisk) 8. Select the devices into the project.
rSelect Mode
[@ General ) Group J
-Project information
Name: |
~Selected Devices ————— -All Devices
£7 Devices
= Tq, Group_1
a= Device_1
a Device_2
Mext Step | i OK ‘ | Cancel |
T E A BeH

A A InstantScan $E 1] A AN IBCE SO, B 6 308 nR AN F] K 2507

General (D o | a eonringe, T LB,

MWK 2 5802 G UL InstantScan A, AR R BOE PR, Pk B IR E SO,
Group  (HE4D) TR R RGWIE . Wi, AEEAEM & Device FAZHERCE I, BRCE A~ S
JLICHEE (Base Device) (VL E SCIFH o F A I S0 i 50 SO B R fiiliic e B (1 M B30T

Fetg 2-3 WHBA

L7-NETWORKS 14
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73
e
=
R
I/
AN
e el

— R E AR

#H 31 FE— O E K

Wk General (—f&) AIIH MR, XA
EA R EG] FATE 45, M All Devices
FRPIEREINA LI E MEE, RE T << (X
L) ¥ k2 E nE Selected Devices F
Bro W RETMBINH B BRAAN IS, 15 k%0
B, RJE M >> (EREEL) i), &5 S OK
GERBEE

File > New Project

= 'Mew Project

Create a new Project.
L J
Enter the name of this project. Mew a groupidevice by right-click the objects.

Select the devices into the project.

rSelect Mode

@ General ) Group

rProject information

Name: Project_1
Selected Devi ~All Devices
Group_1 : Device_1 £7 Devices
Group_1 : Device_2 = Tq, Group_1
e Device_1
<= == Davice_2

b

Hext Step H OK “) Cancel ‘

# 2 2 &I H
#ii% Save Project fikfF S IFIHH .

File > Save Project
Eile| Update Tools Help

Device/Group Manager Ciil-T

Mew Project Chil-P
Open Project Chil-0
Edit Project Chil-E
ave Project Chr
Close Project trl-C
Delete Project chil-p
Exit Chil-%

L7-NETWORKS
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BT H B

%3 1 PRI E &K

P Group  (BEEH) MU H MR, XAMGE
G % G InstantScan, AL E SR, Y
B NI R A . F AT %478, M All Devices
FRAIERE NI H 3, R sl << (&
Rk K sk )% B n$ Selected Devices F
Bto WREENILIN BB BRI EE, T IR
B, REAE > (GRgsk) Wel. g5 A
Next Step k4 F—3L K.

File > New Project

= ‘NewProject

1 Create a new Project.

L J
Enter the name of this project. New a groupidevice by right-click the objects.

Select the devices into the project.

Select Mode
_ General

~Project information

Name: ‘F’I’D]ECL'I

~Selected Devices ————————— -All Devices

Group_1 : Device_1 £7 Davices

Group_1:Device_2 =] Tg Group_1
== Device_1

== Device 2

Erd

[
Q Hext Step h 0K || Cancel |

%2 2 EFERKE
1 Base Device (FEREEHE) , YR IEHFHEREE
BIE, AT LIE PR B S ORI R
PR E SO, SRR T e B B i
J5 T OK ZRwE.

File > New Project > Next Step

" Group Project Setting

X

Specify Group project settings

@ Edit settings here to help define your new project.

rGroup Setting

Base Device :

C

(Group_1: Device_1

Back Step {” OK ||) Cancel |

L7-NETWORKS
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BIIRG BEXK
% 2 3 fEFIHE File > Save Project
Mii% Save Project fifif7 CLEAL I H . Eile| Update Tools Help
Device/Group Manager Ciil-T
New Project Chil-F
Open Project Chl-0
Edit Project Chil-E
ave Project Ctr
Close Project til- o
Delete Project Chil-b
Exit Chil-x
2243 MEREHE
H a1 RIEMBRIE File > Delete Project
ik Delete Project 37 . i Update Tools Help
Device/Group Manager Cirl-T
New Project Ctrl-F
Open Project Ctrl-0
Edit Project Ctrl-E
Save Project Ctrl-5
Close Project Ctil-C
Delete Project Cirl-
Exit Ctrl-#
%2 2 BERIRE File > Delete Project
L N OF JE Yy S Ao e S it TSIl Deiete project x|
TR Select a Project.
1. —HfE08 OK 4l )5, I HRZISNRE Select a Project from the list below.
R .
2. AT E AR, BUAEXI | | orojectmormation
H, ArEEMERLE .
roject_1
PN
(Cox [ cawa |
A ——

L7-NETWORKS 17
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2244 FRBEHAENIHE

HE: 1L FHER
L1k Open Project ¥,

File > Open Project
Eile| Update Tools Help

Device!Group Manager Ciil-T

Ne@eﬂ Ctil-P
Open Project il-0
an
Save Project Chil-S
Close Project Chil-C
Delete Project chl-b
Exit Ctrl-x

532 BREFANER

File > Open Project

EREIIPRIE K. ridi OK KMIEH.
Select a Project.
Select a Project from the list below.
rProject information
roject_1 \,
L7-NETWORKS 18
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g
i
=
R
[ W
AN
e el

# 2 3 HH# InstantScan File > Open Project
AR, 0T DUFF AR BRAA Y InstantScan, — | e s
ANTHE o LRI 555 2 6 B TR R RE2 NI
(RS E . B RUbR R B B B b S P [[weoneny |
T, RGO REE BT, IF FROLRE S | | T
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» 3%
mailer

3.1 Mailer #%id

£33

mailer

FEZH mailer #7iE GH I

E%@W%ﬁﬁﬁ%&,ﬂiﬁﬂﬁ,ﬁ*$ﬁﬁni (mailer) R BonrEMR S a4 N . W s B br b,

P F. mailer IR

MR- s -
FTP £&4:
WEAD:
JEFHACRNTTH, HERBOEIE S B E,

YV V V V

FREFE IR

> RFIER: BUEARGEAFIORIEIEE, A BRI ARSI R I E AL

TR U], S0 LR 3.

3.2 Mailer &5%E

REGER: il CPU/Memory 1 FPIRAS . Bl FEMHT TP/ LR &5 25 AF I H % A FEAR 25 28 1) IPIMAC Z5AH 5515 L.
W B 25 R 45 2 55 1 5 SCHE T IR A2 2 P 2
WE FTP R4 ol £ 0 i 1) 55 4 2R

BRI A S TR L A% L SRR R PR R AR CRE) . EBUERR TULAT, THAERE LR

E%ﬂ%%ﬁﬂ%ﬁ&,Eﬁﬁﬂﬁ,%*¢@%ﬁi%%i%ﬁ%%ﬁ%ﬁ?ﬁoﬁ%ﬁﬁ%ﬁﬁﬁi,ﬁWTD

HE1 RARER
(EEANTT b, 50T LA B CPU 5 72 A4 L
VAT — B S AR . WL

mailer > System Info

InstantScan— MySQL connecl ted ¥2.1
System Info E-Mail Alert FTP Setup Report Center Syslog

@

About

CPU Usage CPU Usage History

Managerrment Server Info
o Benice on (CAL7Metworks\ApacherApacheZihtdocs)
Serice on (CAL7Networks\MySQLIMySGL Server 4.1)

Managerment Server © Service on (C:\L7Networks)

Database Server
HTTF Serwer

Network Infor

Description=Realtek RTL3133 Family PCI Fast Ethemet NIC - Packet Scheduler Miniport
Address=00:08:A1:35: AE5E

DhepEnabled=0

IpAddressList=182.168.17.120

Iphlask=255.255.255.0

Memory Usage

2006/10/20 =4 09:44:54 [Management Server]: [Repant]Na device has been chosen
200B/10/20 L4 09:45:54 [Management Server]: [Report]No device has been chosen

2006/10/20 L4 09:44:52 [Management Server]: Management Server Started
2006/10/20 4 09:46:54 [Management Server]: [Repant]Na device has been chosen
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» 3%
mailer

%2 2 BOEHRAE RS

miili Edit #:8¢. % By Local Server #£7. A
DNS fiz%s#% IP i, F#¢F Check Time (min) #
B FBEANRGA AT A S, R
HiEid SMTP RS- a3k S5 0F, 1% 51% By
SMTP Server £, f&n]Lheitd Test, SRJ54EBk
WK T P SN R e P R e, ) A
OK , JHARIBKHUIRAS

Mailer > E-Mail Alert > Edit

5 n e

E-Mail Alert FTF Setup

@

Report Center Syslag About

i

Systern Info

InstantScan—MySQL connected V2.1 =

Alett Receiver
Date T2 [ 2cton E-Mail

Wil Server Setup

e Iy [

| Custorize Mail Message

_sDate | shpp | gAction |
Qﬁeﬂﬂew

$User

DNS Sener

[eessar ]

|-Subject
L ] Vou are net slowed to do SApp's SActiont
User Name |
Hi $User This is a message from the IT department. The
$App $Action you were trying to access is forbidden at
Password

$Date. Please strictly follow the company’s pelicy.
Far rore help, email IT Support Desk

Check Time(min)
~ Test <,' EdD

2006/10/20 - 5F 09:50:54 [Management Server]: [Report]Mo device has been chosen.
200610420 _F4F 09:51:54 [Management Server]: [ReportjNo device has been chasen.
20060420 b4 09:52.54 [Management Server|: [Report]io device has been chosen

2006/10/20 L 4F 09:49.54 [Management Server]: [Report]No device has been chosen. ~

% 2 3 ZHALEREFIRE
PO B B SCAREP E IR B E, Adl s
($Date. $App. $Action. $User) .

Mailer > E-Mail Alert > Customize Mail Message

InstantScan—MySQL connected ¥2.1 =

2 T
= e @
Systern Info E-tlail Alert FTP Setup Report Center Syslog About
Mail Server Setup ~Aleit Receiver
Dale | App [ Action [ EMail ]
¢ B y @&
Custorrize Mad Message
‘ Date pp $4ction e | |
DNS Server ) & Preview
|-Subject
[ 1 You are not slowed 1t do SApp's $Actiont
User Name | _
Hi$User This is a message from the [T dapsnmiﬁ-&ks\
Prsswanl ]7 /|| ¥App $Action you were trying to access is forbidden at ™

$Date. Please strictly follow the company's policy.
Ear more help, email IT Support Desk.

J

Check Time(min) | e i
ot Test 2 Edit
| i
200610720 b 4 09:49:54 [Management Server|: [Report]No device has been chosen A

2006410720 £ F 09:50:54 [Management Server]: [Report]No device has been chosen
20061020 4 09:51:54 [Management Server): [Repont]No device has been chosen
2006/10/20 £ 2F 09:52:54 [Management Server]: [Report]No device has been chosen

BREH L]

Tl

$Date (HIHD

i BRI H

2005/01/01 10:10:00

$App (AR

ML 35 BB I P A (R IM A

MSN

$Action (AT AD ANEVERIMAE AT A file transfer
$User (I #HIKS) R BUR IMAE S K 5 . user@host.your.com

Tk -1 ELEMFANARRROE
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3%
mailer

%2 4 BURE S AR

IS VEEIFE S SN, T A Preview T
L AR 2

FS

o

Mailer > E-Mail Alert > Customize Mail > Preview

Subject: [L7 Networks] You are not allowed to do MSN's file transfer!!
Hi user @host.your.com ,This is a message from the IT department. The
1ASM file transfer you were trving 1o access is forbidden at

200501401 10:10:00. Please strictly follow the company's policy.

For more help, email IT Support Desk.

%% 5 FTP B&

TEAS T, JBE R HFTP A sk 77 . Aik
Enable FTP Backup, #AJ54/it Backup only.

PYRT
JENLE!

Bl L BEFTP SIS MR 1 &H 2) &/
3 HH. ﬁ Daily, #RJ5i%E$%15: 00, )i,
fFRTFH 3 M, RESHUHEL FTP &40 KihEt
A5k,

Mailer > FTP Setup > FTP Schedule

@

Systern Info E-Mail Alert FTP Setup Report Center Syslog About
FTP Option Eac@ﬁ&h&dﬁlﬁ_
¥ Enable FTP Backup q Daiy ‘D | Weskly | ‘ Morthly ‘
¥ Backup only. R m—— = -

™ Backup and clear Backup Type

[ Clear only, don't backup. [~ Database ™ Record Files
Host Setup ’7 | Get Backup List ‘ ‘ Restore ‘
. 10.1.158
Host: Diectary
User: fipsarer Tirne Setup--Daily
Pagssword : ’7""”"’” Day Week Hour  Minute
Pot: [ w Psv El | |
Save
~ Test B Save
2008/10/20 4 10:10:54 [Management Server]: [Report]Mo device has been chosen ~

2008410/20 £ 4F 10:11:54 [Management Server]: [Report]Mo device has been chosen.
2008410720 14 101219 [Managemant Server| FTP hackup==On
2008410/20 £ 4F 10:12:54 [Management Server]: [Report]Mo device has been chosen.

%26 WEEHRE

IiifE Backup Type TEBA 2 20 ‘é’lfﬂ‘;ﬂé)ﬁ
O IEdE, 5t Get Bakup List %4, &
JRIEREEN FTP Hlx%%#i:??kﬂ’lﬁ%ﬂé, Hiii Restore
FFURER B A8 IR

Mailer > FTP Backup > Backup Type

InstantScan--MySQL connected ¥2.1 =

@

¥ Backup only
I™ Backup and clear.

System Info E-Mail Alert FTP Setup Report Center Syslog About
FTP Option Backup Schedule
¥ Enable FTP Backup ‘ Daiy | | weskly ‘ | Moty ‘

=

I

¥ Database

Backup Type
™ Clear only,don't backup.

W Record Files

Host Setup | s ‘ ‘ Restore
10.1.1.5

Host: Directory

User

‘ﬁpsewer

Pasgword : s
Part : 21 V Psv

< Test B Save

2008/10/20 = 10:31:54 [Management Server]: [Report]No device has been chosen
2008/10/20 b4 10:32:54 [Management Server]: [Report]No device has been chosen.
2006/10/20 < 10:33:54 [Management Server]: [Report]No device has been chosen
2006/10/20 b <F 10:34:54 [Management Server]. [Report]No device has been chosen.
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» 3%
mailer

H 27 FTP RFESBE

MIE Edit TR AT, FIN FTP fj%4% 1P
Wy HPIKS 5%, R FTP fss 234 F passive
mode (13, EAiE PSV. A Test Mk FTP It
MUIRAL . T 5% Save 05518 T ¥ 2 [ AH S8 35

A& LPTid, BB H R4 3 4500 5%10 log, R4
BT IR B30 FTP #4545 log. BT a0 ST K £ LA
ZHMHRAm .

Mailer > FTP Setup > Host Setup

- A R O E | @

InstantScan—MyS0L connected V2.1 =

System Info E-Mail Alert FTP Setup Report Center Syslog About
FTP Option -Backup Schedule
¥ Enable FTP Backup I Daly 1 I weekly | | Monthly
[¥ Backup only. = = o 0
™ Backup and clear. Backup Tupe
I~ Clear only,don't backup, ¥ Database ¥ Record Files
Host Setup R — i | Get Backup List ‘ ‘ Aestora |
10.1.1.5
Host Directory
User |ﬂpsewer

Password : [
Port: 21 ¥ Psv

= Test FE H save

2006A0/20 E4F 10:55.04 [Management Server]: Management Server Started
200610/20 E2F 10:55 04 [Management Server|: FTP backup=>On
2006/10/20 _E=F 10:66:04 [Management Server]: [Repart]No device has been chosen

% 2 8 MERHL

R Edit FEARGR 4 AR BT , LEPR AR M I 8] (R
/s o a3k 84 08 i H R %R
( PDF/HTML/Excel ) , 5 /4) & 45 2 0 31 mp L&

InstantScan ¥ %1 log. AW & 17 MRS

Fi. Fik Save o BT E AL .

ER: AW EPON, BhmcBogr
InstantScan H P2 10 b B iy iR o H 54%
A, IR PRR 222 .

Mailer > Report Center

@

System Info E-Mail Alert FTP Setup Report Center. Syslog About

InstantScan—-MySQL connected ¥2.1 =

|~ Tirne: =
Device IP
@ Daily " Weekly © Monthly E19218817.121
Fomat
W PDF W HTML W Excel
& '+ E:mai
!user@emanl farmat
Save
File Nae [ MDS Checksum [ File Size

No device has been chosen
device has been chosen

2006/10/20 b4 10:59:44 [Manag Server|:
2006/10/20 £4F 11:00:51 [M Server]
2006/10/20 £4F 11:01:56 Server|
200810420 27 11:03:00 (i Server]

device has been chosen,
Mo device has been chosen

S=T T

HZ 9 REIR

FIL Edit FHRGRIEAHICRE, At Enable/Disable
Send Syslog By E-mail, #RJ5 7525 # A3 5 45 1)
Email thibilk. R H BARE3) 2 AR ZER B R GE il %
M5k, 3590 5 AN 1) Alert  (345) 2) Critical
(™E) 3)Warning (¥#7:5) 4) Notification (71
&) 5) Information ({58 . WA LA HK R Alert
FRMRGOLFR, HERIRERE] Alert IAE . A
2, WRESHERBIFTAMRG IR, BOAEERE
$2 % Information 7 & . s Test WK E-Mail {5
Fo 9 Save 1SR HOE FIAH I TN .

Mailer > Syslog

@ 5 B & @

InstantScan—MySOL connected ¥2.1 &

System Info E-Mail Alert FTP Setup Repont Center Aot
Syslog Option :
[~ Enable/Disable Send Syslog By E-mail Critical(2)
|ussr@smai\‘fnnﬂa| 3
Severity
~ Test » B sae
Check_time [Date [Sevey [Tier | Lid [User TFiom

2006/10/20 _E4F 11:16:14 [Management Server]. Management Sewver Started
2006/10/20 _E4F 11:16:14 [Management Server]. FTP backup=>On
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mailer

’5 % 10 %%/%ﬁ%gﬁiﬁi" Instantscan—MyS0L connected v.z .
TR WA B . BT EER 2 Fl SR B £ = B [ i €
édiﬁ%ﬁﬁ”ﬁ%ﬁi . System Info E-Mail Alert FTP Setup Report Center Syslog About

|
PO0EA10/20 B4 11:22:27 [Management Server]: Management Server Started.

A WRIBANGIEH] mailer, #n]DIESTE, C HIFEHE H 3, L7 Networks U1 R EIRY % mailer.exe. BahiEH)
fAr, 7E mailer.exe E/R EAPT, BV B E. Mailer BHAEAANEIEA C/L7Network.
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IM

¥ 43
[< 5 P

¥4%

IM -5 58IE

RENGUIITEE WS IE,  iL/77Z 2 InstantScan /747 SE 11 il

InstantScan 3% POP3 (s) . IMAP (s) . Radius. LDAP %50k 564F J5 . 48 & n] L n] LLEE & LA 1) POP3 (s)
IMAP (s) WBEZRG %R, 1k ur it A v A O p sz B K S . IR LRI Radius 5 LDAP R4 28148 H
GABRL A RS A IS L, A K S (R AR

4.1 IGAFRIRRE
5 FE 5 B B S T, S IO 2T, (% AR LS A InstantScan B 1P Hik,
WA [ 12 5 H ke

WHZ % T A DB BT KT Kk

JA FHBAE D fE o
BEERAES o

PwNpE

B E LS IS4
B IE WYEE, EMIEY) BB https:// InstantScan IP #ihk/  (f5]40: https://192.168.168.201/)

42 wEKUFRA

421 Pop3 (s) ¥&E

HESYAE R T

%2 1 WE Pop3 (s) Wik

IM Manager > Auth > Pop3 (s)

7J#% Enable User Self-Registration (Jg % | [v]Enable User SeliRegistration

N " A : papd
%;&Ogg%%ﬁﬁ Eopzu(;??/ﬂiﬁatiiigﬁ%)\;%;jﬁ(Iig nmhenticationTpr)lmap(s) () Radius () LDAP
5 095) BEHLIVIE, #AESSL. AR Bt | PO sonerie [1011 1

.

AR Pop3 R&E T 110 BAHLTT Pop3s ik

43 995 IEML.

Server Port |110

Encryption [ |SSL

FE

L

Server IP

Pop3 (s) HR4#%1 IP Mk,

10.1.11

Server Port

Pop3 () 45 s dndk i T o B, Pop3 ARZFEL NI 110 1
WLifT Pop3s Jk%i&E it 995 HEHL.

110

Encryption

FTiE SSL &R KEUE gL I BACK A i o Pt 2 e, 2k(E R
WLEREE 2 JG ., 2 — N A E IR E N, RIS —A Private Key,
144 53—~ Public Key JEC{E M 45 b 28 7 DA R 9 42 A N 0 A2 28 3 G A 1) 2
P, AT N AE Hp o) BEROX S 28 5 m i IR B, 6 B — e A B

AJaH
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>

% 4%
IM <5 25

SCELAS, X PP R A (1) o — PR A S, ML IS Public Key 4afidicd 1%k
5, #BLZHAF Private Key A GEMRATIT .

422 Imap (s) &E

Fk& 4-1 POP3 (s) WiE

H 21 WE Imap (s) Wik

7|3% Enable User Self-Registration (Jg %
E) . ¥EHE Imap (s) AIGUEEAL, M ANRS 4 IP
RS2l o dn A IR 45 2 75 L@ i ns (3%
5 995) BXHLEGIE, WAESSL. AR)5 LALRLE
E.

HE: Imap R&ELiO 143 AL Imaps Ak
S T 993 AL,

IM Manager > Auth > Imaps (s)
Enahle User Self-Registration

Authentication Type ) Pop3(s) | ® Imap(s)) _ Radius  LDAP

IMAP setting Server P [10.1.1.1
Server Port M

Encryption SSL

TB

i

Server IP

IMAP (s) JIR%2311) 1P sk,

10.1.11

Server Port

IMAP () AR%s 28 B0tk B i i K o #ln, IMAP AR4SE G 0 143 BE
B IMAPs i4si% i v

M 993 L. 993

Encryption

FriE SSL &R H K BUE SRS 1+ AR B s gt J5 Pl R fe, ER(E R
WILESREE 2 S AR — AN AE IR SN, RIS Private Key,
TR 55— Public Key JECZE M 4%t BCHE 7 DRIRF 9 A4 Fin B 410 A2 28 3 G R 1 450
Wi, B NAE b () EERRIUX S 28 il gt (1) 508, B BT E — e A H =
SCHTELRS, X PRI ) S — RS A S, ML Public Key 4ifidid i %k
5, #BLZHA T Private Key A BER KT

SSL

4.2.3 Radius %%

ML

R 4-2 IMAP (s) W&

%2 1 BE Radius BiE
WIS AR CEH %% Radius IjR%58%, BT A5
THIRH# A4 Radius JIRZ %, AT LIk
Radius 36 UFZE) . 24 ) B B AT A0 S2 i TR
S, InstantScan 4ri%4% Radius JIRk 4% 23R 4L
1T HAIE .

7J#% Enable User Self-Registration ()& %
iE) . #%#% Radius NIAFERAY, IR RS IP Al
RS- g 0. A5 Radius {45244l 2 Secret
o SR)G AR E SO,

IM Manager > Auth > Radius
Enable User Self-Registration

Authentication Type O Pop3(s) O Imap(s) @ Radius ) LDAP

1011.2
Server Port (1312
secret

RADIUS setting Server P

Secret

FB

L

Server IP Radius fk%#% IP bk,

10.1.1.2

Server Port

Radisu AR 45 eS 2t H it o

1812
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4%
IM =5 720

Secret

Secret & Radus Jl45 25 %5 )7 B UE (RN 60 o ol J2 3l TR I 25 5 1k
el SRS =, I HAFZ S BRI e i & 4 .

secret

42.4 LDAP ¥

X£H 4-3 Radius & 5E

%21 B LDAP Kik

WA T C4H %% LDAP 458, i n & T
Bym #R 4k A7 /E LDAP IR 45 a% b, f ] DLk $E
LDAP {fi & 06l 85 . 24 1 /8 AT 1 A 2 i
K S, InstantScan £:7%%% LDAP 45 ds i fitfs
FE IR, P HEE K-S 5%4, InstantScan
2 A K 5 B AL 1k 4y LDAP R4S geshil, —H.
T IGAE, RO AT ST @ TR S

‘A% Enable User Self-Registration (j§ FJ%iE) .
EFE LDAP SHBIFEM, MRS 1P, &5 L
FERLESCHE. LDAP MY E, S H LI M &Y.

IM Manager > Auth > LDAP

Enable User Self-Registration

Authentication Type 0 Pop3{s) _ Imap{s)  Radius & LDAP

LDAP setting Server P (10112

FB

L

Tl

4#% 1P

LDAP k%% IP Hulil

10.1.1.11

KH 4-4 LDAP ¥iE

L7-NETWORKS

27




InstantScan ¢ * = p

% 4%
IM <5 25

% 33K

InstantScan

jaran

ke

| RGNEIA
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% 5%
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¥5%

InstantScan X R&ENH

KEF A4 InstantScan 5% i I - A S,

InstantScan ¢ * = p

5.1 InstantScan AN
InstantScan HHE AN MUV HED, RTFZ/NMEHEAFRNEE -G8 ZL 6 InstantScan®E & . & 1] #E AT THENLE
o R B Bk A2 B InstantScan & B IR S 5% .

WAEEBEAPRE: L hrgetimoe . B SR A i M ME
LA VE2 DARE R 7 L2t 2ehe T SERFIIAI (M) B i s fldin (P2P) W RTHPE. IX 4Bkt B BBl 1, St A 2

i HTTP RIS L, DIRUEEAE BE IR & . ) i B s RNl i, [ AR BT IR | w] ke K42 1
gtk I MBS B A .

Step.2 Step.3 Step.5
Normalization  Behavior Mgmt Report/Analysis
(fieReorioayy =) B
=
- Keyword block
m— | L
Mgmt. _ —_
J
%
Real-time Layer-7 to Layer4 Interactive Deep Content  Offline Report
Learning Normalization Behavior Mgmt Inspection / Analysis

1. B U SEmRAT RN 2] . O T H B B i vk B3R RS, InstantScan 34t T HIEET AT R MR AR 20
AT EHEM AR AT K, InstantScan DL W 24 5 e REBLAE AR TRT AT #8577 LA 2047 2 /0 MSN 2] HTTP Hhid
KbEery, WATLLERAZ D IM EEIR. WRRERESE Ashids, DOTEERFEILASIBOE P,

2. RER-CREREATIREEN R AEREOI G, AR TR, T LUERT B2 B KRR s R L N ] . AR
InstantScan UL G2 L AT E, Akl T UGS DU R &y s AT, BRI 1 28 DY 2 )5 K B 45 LAH]
B AR EEARE . AEW, InstantScan W] Y WIS ARFRAERT IM HEBL. #10 MSN 25 E S eI K EGB5eE
i MSN ik MARHERI186018 S th LA, MISTTAGH] HTTP ARBEARSSEHIHLE &0 A3, ARAT AFBAT LT
HBOEAREERE— 7 HTTP/SOCKS4/SOCKS5 ALRERdsas (WIHHT AR HTTP MHERSE) - &IBHIE,
PATIETT LU T SRS I 22 AN B2 MSN IS5 9 R0 0T, 4RSERRAMET AR . JX 42 InstantScan AT LA B 4
fit ek
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3. AWHAATAEH: WM MMUMBCGE. B InstantScan #] LLATE N IR IR iBAT 2, R N 5 m] UEF SRS
R E S TAFIAT AR . F P 045 B T LU S Mk IR AT (9 F P 28 2, %ian LDAP. Active Directory. POP3(S).
IMAP(S). RADIUS.

A, VRFENERIIN: BoEHER A AL UE TR . ZEREIE T, InstantScan T TIN/BE RS [ 4 SCPE R | B8R T A E MSN
& IH) URL sl de ] o 25 B (2 Ak, A Ik i A0 nl LU, SRS Py A Rtk . 1 3
HR T ECE, UTEANZUNIE, InstantScan GEHS HIAE TIMET T ] 25 B P A1 IM A R

5. VEAIRENNT: BoE, WRSHTATLAEE RN L . BRI E AR, GRS A H IR A K 5
B IM AEFAT R BLA RIS TSR WR M . 3 R BORAEGL. IRE T LA GG, 5, HAFLUH PDF/HTML/Excel
(s 2R, R (0 N T 34 P9 A B i S35

ZRAMERE: e, WHITE. Dtk

LR BRI EA TR 2 kSO A TR I R ), DU me s mT IR, S 2)fgrE. InstantScan
KM T F 5 BRI = SRR R A ORI I zdchig, ik 244 7 L, sepeE— A H i

ARRARRARE

1. BLE®RE: HLERSENZELERE [Pl 5 e SATA AR ik, 5502 e Rt M gkt 1
FELR, A AN RO 2 M 2% R e -

2. EEMRER: WHMRSSENTUR T RETIEEE-LRBG, IHREOR B TAFE LRSS, T8
TR HE PRI T . AR BIRSS A5 BRI, Ao -2 B ke .

3. EHEE N AR b ] AR TR A JAVALY RER N T S5 IE R B S4% . R BB BT B IRSS 4%, sl n] LOEST
BEfT 2R B T BRSS9 2 T ISR LR Bt
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5.2 ARE B

InstantScan A B AT IN N AT OSSR ERPE - AMD B (P2P) AREERIF . ST B R
EHAT VolIP BAEL R T A A8 PRAE A o (T DURE Hy I £ ) 748 PRI H SRS I8 2 (K P A8 B, ORB A W] O R 2% 2 4y A
2 — IR H DRy Y (R AR T WL S R T, BT i 53 R g e AMETRT DUAS A A i s S Il TR 0] m AR S e (0
T, SRR R, A B SN IR O AR S (R I 2 R P T 3k 8 B 2w M A5 AT SRAE I SRRV H 11

FEFE TR T, JRATTRE B N A5 B 4R 08— A4
$

Web Manager IM Manager

-managed by IM account
Yes

Packets in Traffic [, Apll?rlgﬁ:ﬁm
—l )
Dlscovery -managed by IP Address

F#* 5-1 WSS EHRME
% 5-1 fizn, InstantScan B RERHE SO ERE NS M98 0 H N ZBE K85, AT NSNS LB
TCP E I e AR A28 (Fln HTTP/SOCKS) BiHL, IR AR, HIRZ InstantScan KM AEL A3
W28 505 LR PERE A S, TR 0 R Z R 1P GRS SIS CHIE 1P BT SUITEE L)
P e ik AT, HEIER MBS BOE A, s HZBCR R,

565 0 F SIS I TR B 531, MSN/Yahoo/AIM/ICQ 45 S I T8 VA A4 23 i Y78 ok 1B 1) T EBGHLHE 2% o Bt )& i MSN
PAZRE L 1863, Yahoo 5050, AIM/ICQ 5190, 4 5 52 I TR 4457 i F 1F 30 T BeHL,  HBEHLER 254k InstantScan
PR Biltan, 78N JE R K% e vF MSN BEHL, LA JRIT I S B T BE B3 9F fo i MSN BXHLII40E . MSN_A & i 11
1863, WLLIEFBML; 17 MSN_B A K& kv 11 80 HRHL, wias Bl 1E MUK I BUR 4 BH

4 GO BE AR IR, BT B i 1 80 (LI B 2 45 4 BT BE A M o A BN B3 AT LUK A AR BRI 0y et
JE. URL IS, 9 54 7545 00 00 A 2 2

5.3 InstantScan M T O &+ RN
InstantScan &M RS A ALANE L

THER: W% E InstantScan S T H, &Pk

InstantScan ERWIEE: W5 Ok H 552000 H S T 5 E .
IEERTER: Frf InstantScan [WIhREWTEK . G& A FH LMK RF5E A,
HNAERD: STMEESEIN B . 8 PRI T 5 SEB3E InstantScan.
RERE: BRI RS R, BEa LSRR ORISR B k.

arwdpRE
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5.4 InstantScan B~

= ik
EREEE
y R
TAE T | e R
@ | EAERE
& | Al
T
B | IR BRI, e R B KB
- ® | BOIOBENS GERITMIEND 5, A ZOm e KA.
b B | B, ari E I B T R
Q| YT I RBE B A S R
=BG L
il | REg e

F# 5-1 InstantScan &7~ it
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% 5%
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5.5 TH=A
W WH BB

Device/Group Manager | #37Hs & a2
New Project AT I H

File Open Project JFiE CAFER I H
Close Project KA H] i 0 H
Delete Project a2 ) 10 H
Exit BT P M soE N
Upload Configuration ARRCE SRR E b
Register iﬁ)\ﬁ%?fﬂﬂ@ﬁﬁéﬁ?fﬂﬂﬁﬁ?m@%%%ﬁ? *1&\1,&%\%3?%@%%\ W

FEIPAT A i B url 208 22 sl A i 58 5 58 M 48

Update IM engine MO R IM 5[5
Update pattern T O BB N R P AT A

Update Update AV database N e BT i 0
Update URL database | Mg 0587 URL il 2
License LIRS Web B, R AUEICIUS R BB, I 220l

G, AnMEH.

Option TR ke
Support list InstantScan Jt SRR R 7713
Account Manager WA 2, BoE i K 5 SR
Change Password BSOS N Y

Tools Language Setting BOETE AL, kR B LS iR SRR
SNMP Control LA B I RGOS L M 45
Config Backup B BRAT IR IC B ST A 380 A i 1 25
Config Restore R AL E SO RS

Help About 7R InstantScan JRAC IS

5.6 B HERE IR A

%31 ERE BB B

InstantScan ) & 25 2 £ Be A7 £ 1 45 21 IR 45 28 AR
Ao I ISIE About ErFE I PEARSS SERAS o

Help > About

File Update Tools |H
B About
Hn| e

Froject_1
= Device_1
e Device_ 2

532 BREERE BN

AT BB, S n] DA B BRI 55 s IR R 5t R ) 3
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% 6%
ik 5N T 5 g

6.1 FHK

TS J2 AN TSR B8 2, Ak D MR B 22 RN BE L BRI T, NS it o7

$6%

prEVEE SR

A7 \nstantScan i/ B L FE 11 B i1 1 o

BRI RF R T2 i, AR

PEEF R SWE: BUFESYH Ay B 5 4E R E 97 AELATiEEL BS7799 AUE. tHukn L, BS7799 W75 1iE H T
HEZM. A, fT BS7799 AN TRt 1 150 B A A5 A R 2 A T N R 0 R A N T WAL N AR . b mT L, BS
7799 BRI, REE ARG R BN 1T A X S B AR SR S, RIS 51
EMN I Z SR 5. InstantScan A IS, A5S BS7799 HIMive, #EBhALAT BS7799 ik, HHidit

b2 SRS

6.2 Hi

WA BN A B NBEAA S A FIHLE, FEARBE 155 2R

6.3 77k
InstantScan B { R =R APRTEL, 235K
1. Admin: EEAG, PG RSB, BrfE Bk

AINDVETE. InstantScan B2 EH SR, F AR B %
N, B R B B B A 0 2 B R R KA, K T SRR N B0 T, &) SLI LA A4

L5 B S SR TR

2. MIS: PG, AT i PHBORAH o 0 S IS UL
3. Audit: FERZAG, ISR, (HICTATE B BB

6.4 ;>

FESES SN InstantScan 7R ELAR N, ST AAEIK 5 7 B O3 2 4 ml A BORY BRI 55 2 (0 5 B i o e B0 IO BURR

bz InstantScan, kSt AR TN A RIS, RS & A AR K.

6.4.1 HMHEAEKS

H 21 FHKSBE Tool > Acc
E#% Account Manager (KSR %I, _F“E Update

FProject_1
= Dievic
= DIEvic

ount Manager

ol

Account Manager...

Language Setting...

Ch rd...

Config Backup...
Config Restore...
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£64%

AR K

%2 2 FHEMEKS Tool > Account Manager > User > Add User
InstantScan o] [l I % A KL £ 45, 1 T 7 | e

Account Manager (k5 8 51 deSr ] (s | [70pmieee | e s et
S5 BRI 3 AT 55 ST R L Bow |
Jaudit Aucit Audit

Add User
DefeteHser 6

B! i D

FR i a5
Name (% %) DR e N SEE test
AIAFIUE BRI S5 2 I A AL, W20 B = PB4 -
1. admin A « AI¥GE InstantScan. 3 SR 5 285 I sk 0T S 45 B A AR .
Group (4D 2. mis (KAL) « Hul#5E InstantScan, {HJGHEEN W& 5 &G M0 5% mis
3. audit (FEZA DD « HAIEFMRILR, HIEEEE InstantScan.
HE: BAAEMES.
Description (#ii&) | EFXK S (P40 B o ;ecs(;[ount

T 6-1 KT H G

%% 3 HiEKS Tool > Account Manager > User > Add User
TN EEI R A FR . Ik S e, & ~ AddUzer X
/H\:%EEE 4 ﬁjﬁ%ﬁﬁ}%ﬁéﬂ ° )5":-'-:' OK %EZ&I’E ° Enter a unique name and related information for the user.
rUser Information

Name : |tggt |

Group : [mis [~]

Description : |te staccount |

Password : |m |

Confirm : |m-=r |
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P B 3SR AP

24 S N R ThRUE \ Information
MISEALIK T T, A A R T I AR i

IR
The user is added successtulhy.
—_—

OK
# 25 BoRCEmmEks Tool > Account Manager > User
MRS, LI Account Manager | Bl
(m&%%ﬁ@ﬁ ) H@ﬁui%%”ﬁ%%{ﬁo &7 sutharity Manager Mame Group Description
= &, User ladmin Wdmin Administrator
B Groug mis Mis mis
faudit lnudit Audit
[rest MIS test account Jli
[ Il [T
% 2% 6 MERKS Tool > Account Manager > User > Delete User
MR R E NS, N GOR MBS, AR5 A - L s
N Authority Manaoer i Mame Group Description
ili, J&F#¢ Delete User CIBREEAI#) M. &1, User Eadmin ndmin ndministrator
£ Group mis Mis Mis
faudit Audit Audit
' : test account
[ I [ T»
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6.4.2 BEHAPEAMRENREL

H 31 RIEEBEN Tool > Change Password
i+ Change Password (HEU#RE) I, File Update IDDIS‘ Help

Iy | pe| AcsountManager..

Change Password...

FProject_1

Lang ...
== Devic
Config Backup...
Config Restore...
% 3 2 MAFHIEN Tool > Change Password
WA Old Password (JHRIZEHE) 5 New ~'Change Password =
Password (HifI#S) , A5 7E Confirm (i)
TR ABT SR . gidi OK SERBLE. Enter your old password and new password.
rPassword
Old Password: |*“*** |

New Password: |""""* |

Confirm: |
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A
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7.1 BB AR M 4%

E
P 2% i

RTINS 2RI

InstantScan Traffic Discovery (Jitm i) ThAg, LML InstantScan %% & (i | Yot 2 I 7E B H4 IO AR A o

B W] LA pAS AL ) 27 Bk R B R R U

I, H DOBE AT s ) 5 T H . MSN/Yahoo!/ICQ/AIM 2551

I A, IR RS AR R R LRHL, RGO AL iR, RLIHL 7R 7E Traffic Discovery . i#id Traffic

Discovery, K& A b1 A] SE IR S 3 )24 (1) 4 ARG, 336 1T fdee @ =4 i AT o 4

A=

E o

HE 1 WERSRE

Function > Monitor > Traffic Discovery > Dicovery

fETraffic Discovery b Wi, #n]—H TARH§j | | o Conflawe |
2% IBHIRBE . DLLL PR ML b 22 A IE R | ([ Piseovey | _ _
Qﬁ D Zﬂ%*ﬂo ijﬁ:‘]T%’n‘y Traffic Discovery ?J*WU\ T type sreip | Sre pUrt| dstip ‘ dstpur{‘ in bytes ‘Uut hytes
ghiR, 2 W 5 2R IEAE A il g:;'p%?é‘::gﬁ?xs)
'LRTJJ‘DZ EKJ IP ﬂﬁi’ﬂ_ ’ ﬁ :E 7"7 'LZ IP ﬂﬁiJMﬁFH JH:@ £ &% msn (5 connections) )
:LRWJ"I/XE(]H%*IL;I}{%Q - 192:;358;;:53 o connections! 192.168.17.58 J6E4 192.168.17.190 3128 12829 3208 ]
6 msn 192.168.17.58 J6ES B5.54.239.80 1863 19 19
6 msn 192.168.17.58 J6EGE B5.54.239.80 1863 252 136
R, FEAGL A =i enE w om0 L
nhbns (3 connections;
MSN: 1863 8 smb ((3 conneqiuns)) Ly
Yahoo: 5050 £ ssh (1 connection)
AIM/ICQ: 5190
FB i a4
Type TP AR LALL - FRid iy, AR LB msn
A 1 F v DVCHL .
Src IP & InstantScan 02 ks 1P Hibk . 192.168.17.58
Src port & InstantScan (13 2 Sk i 1 3684
Dest IP m&InstantScanf 2 H i 1P bk 192.168.17.190
Dest port M InstantScan fiE .2 B i it 1 o 3128
In bites B 52 A LIRDGT A B /N 12929
out bites B 52 N LIRS AR B /N 3028

Ak 71 R R T B R
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£84
WEETE —IP 5 Schedule

ARG NP LGHFEHT B GE 5 ] 7 =

8.1 XK

1. ABC nul#HEEA NI IP MG, H2E, CEO 5 CTO A7 58 R MIBBRAT R4 M K17t U o

2. ABC ~#l[f bIERREAM—H F 8:30 - 12:00, F4 13:00 - 17:30. H/F- 12:00 - 13:00 AR, &
ON TR, R S I TR SN S AR A P (R ANHEATH

3. PR RN S i Re g b JLHE 40— DA (8 BOR RN (1 505

8.2 HiE
1. ik InstantScan X% # Bz Hidik, %5 CEO 1 IP #idikk 192.168.168.2, CTO 1 IP Hulik % 192.168.168.10,
FERs LA HR R BRI 2 I Hb I % G A — i .

2. {EXBAEE R Z HREROE EUEI ], IR ANESE ) BRI AL R

8.3 S&

L7-NETWORKS 41



InstantScan ¢ * = p

¥ 8%
~t%g@f —IP 5 Schedule

8.3.1 bk

Hop L BHA G
ff HostCEO L7y, SR/FIEH Edite AT
35 U BB R 1, InstantScan & BRI — L85
Fbhlx ALk B, T DL E S R
IP dhhik, BB GMIER, SR BTN 5.

Function > Management > Object Manager > Address > Objects
Objects

E2 Objects
™ HostCEQ

B HostCper il
™ Hostapo Edit >
™ HostCT \DE‘H.@-

-
-
M HostChai
-
-

Groups |

™ HostPresident

® HostviceChairman
™ HostvicePresident
™ Sererf TR

B SenerHTTR

™ SererhtrsaL

™ Sererdal

M SubnetsDh

B SubnetFINANCE
! SubnetMANUFACTURE
B SubnetARKETING
B SubnetPas

B SubnetRD

%22 %% HostCEO

Function > Management > Object Manager > Address > Objects

= =y

ff  HostCEO £k A ffy P b Kb i ik
19216816SZc f@ﬂj‘ﬂ*&ﬁﬁﬁﬂﬁ"]lﬂ%’%@m, &
HIL %A 1P k.
IP #uhkm L2 1) Subnet (FM); 2) Range
GEE) : & 3) Host (EHL .
%% HostCEO¥ E IR [F .
IP Address Ui Vo /R Yl
Subnet P FR 1P Huhk IPv4 #&%58 192.168.168.0
Mask (0-32) | TR F I HEIE A 2 24
Range Start IP LT G645 1P Mtk IPv4 % 192.168.168.1
9 End IP W5 0 R 455K 1P IPva F5it 192.168.168.10
Host P —HL 1P ik, IPv4 H#3( 192.168.168.2

Fk 8-1 s UMbk %
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’5% 3 FEy A Function > Management > Object Manager > Address > Groups
fEBRRE EATRE S, ARJG MU Add. [ [
1o & Gy Al [T

B &2 Grd Eefit—
&0 poer
H
£2 HostCMo

£2 HostCTo

£2 SenerF TR

() &2 ServerHTTP

() B2 ServeriysoL
ServersoL

£2 SubnetADM

£2 SubnetFINANCE

£2 SubnethiANUFACTURE
() 2 SubnethARKETING

() B2 SubnetPoA

SubinetRD

%2 4 GEREA Function > Management > Object Manager > Address > Groups

LT T BN Boss, f& All Hosts FEBINE | Bl bk A
$£ Object:HostCEO 5 Object:HostCTO, /5
My >> Rk, KRBTSR S i E]

Selected Hosts BN . AREEERIEA T HANHuht
%%, i1E Selected Hosts Bt Nk BSR4 (1 All Hosts

This is Group Editor. Please enter your Group name

Name :

i ~Selected Hosts
W%, ARG T << (ZEmESk) BT, ™ ObjectHostPresident ™ Object:HostCEO
= object:HostChairman = Object:HostCTO

= Object:HostVicePresident |—
™ Object:HostViceChairman
™ ObjectHostCMO e
5 Object:HostCEQ 9
5 Object:HostCFO

5 Object:HostCTO

5 Object:SubnetMARKETING

5 Object:SubnetMANUFACTUR]
j b d NDkA
{1l Il [Tr]

Finish Cancel

<

[4]

%25 ERCEMAHA Function > Management > Object Manager > Address > Groups

Wl Finish HHUS, CESTHBEAUSE ot | et ]
e b WA

r
i

B AR
B g

GroupErmployee
GroupManager
GroupSerer

&2 HostoED

£2 Hostcho

£2 HostcTo

E2 SererfTP
SererHTTR
ServertfYSaL
Server3OL
SubnetaDM
SubnetFINANCE
SubnetANUFACTURE
SubnetARKETING
SubmetPQ@A
SubnetRD

BB EHEE

& EE BB

=
RREEEEEEE

EHEHE
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H2 6 LAREIIEEE T

#1% Upload Configuration Wi, 20 riili Blbm, RREUT IORCE SCIF EARRIRECE b

AN 1A 5 BV P B A BRI AT ZE MR B 2T, 505 TS I £ A 5 4 s

SO, BT R XS B

8.3.2 HEKE

B3 1 MR FEHER

InstantScan B3 I 4 T I HERE , a0 T3
HREAFE IR R, EaTDUE S HERE, i 2L
ELEMER .

FERE R R ITE B, BA TR MR ER A B HERERE,
NJE B IS HERE A R SRR BEE

TETERD RN ERHERE AIE oA HERE AL sl A B
SRR CE &AM T

AT I HERE N B DR R AL BT T T
LR S BRI ZE, AR5 A P I BRAHE RS
%

Functions > Management > Object Manager > Schedule > Objects

Objects | Groups |

MO, Mame

Schedules

WorkTime

Morning, Afternoon

Add

Delete Group
Edit Enfry

Objects | Groups |

Mame

Wed

Thu

Start Time

Stop Time

Morning

08:30

12:00

chedule

13:00

17:30

Delete Schedule [

[EditEntry

%2 2 EHENZRREF LARAT
fEBtHE BAEE R, SR )5 S Add Schedule

Functions > Management > Object Manager > Schedule > Objects

Ohjects | Groups |

MO, \ Marme \ Sun \ Man | Tue \ Wied \ Thu | Fri | Sat \ Start Time \ Stap Time
VEITi
I
Add Schedule
ﬁlaﬁ“smﬂmek'
Edit Entry
1 il T
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#33 FHHR
WNHERE SRR il OK RMIE .

Functions > Management > Object Manager > Schedule > Objects

= Add'New Schedule
Please input schedule name

Name :@

| OK

|| Cancel |

3 4 BN
7t WH-Morning ¥UfY) Start Time Bt b4
iy, ARJE AL Edit Entry £,

Functions > Management > Object Manager > Schedule > Objects

Objects | Groups |
MO, Mame Sun hfan Tue Wed Thu Fri Sat Start Time Stop Time
WH-Morning 00:00 | 00:00
Add Schedule —
Delete Schedule
< Edit Entry |\

% 2 5 Dk A
fijk Start Time [ 545, 45 i OK KB
Ho

Stop Time [IBCEAF, 752 HGE IR IN A 3 -

Functions > Management > Object Manager > Schedule > Objects
= =]

S Edit Start Time

Time: Hour (8 || Min |30 |+

| OK | ‘ Cancel

%26 HHEHE

ABC A7) LS ) S2 00— BV, LA
Al SRR EIE] Mon FB b —F, B — R
9 RUREFRMN. BEPOKBGE Tue ~ Fri.

FCAbHERE B2 B AR o

Functions > Management > Object Manager > Schedule > Objects

| Objects | Groups |
[0}

] Mame Sun hon Tue Wied Thu Fri Sat Stant Time Stop Time
WH-Morning uk 00:00 00:00

H 37 WRHERESER
B, BATCLBOEL T AL, nTLUT

Functions > Management > Object Manager > Schedule > Objects

| Objects | Groups |

A2 3 . M. il g It T Wied Th Fri Sat Start Ti Stop Ti
;Zlﬁ/{%ﬁlﬁj%ﬁ[zfiﬁéﬂ ET . arne un fn -L-IE _? "u "n 4 art Tirne op |meﬂ\
WH-Morning [¥] (7] 7] [¥] (@] 08:30 12:00
WH-Afternoon (@] (@] (@] (@] (@] 13:00 17:30
A
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% 2 8 BriEedl Functions > Management > Object Manager > Schedule > Groups
I ABC 2 ] [y b BE I il 8:30~12:00 & Oblects |/ Gramms |
13:00~17:30, I LAY 6004 WL B AN AN IESL 1 I 1] o] Mame | St
BEALAE | S, D7 BN . fEBRRE BAT addGroun )
By, SRR Add Group I, Dt oo

Edit Entry
H39 MAAL Functions > Management > Object Manager > Schedule > Groups
WINA%, WG OK KA L. { ~"Add Group 1

Please input group name

Hame : |Wnrkinanurs |

| OK | | Cancel ‘
%3 10 dird Functions > Management > Object Manager > Schedule > Groups
7t WorkingHours #IUJf) Schedule 7Bt b4 [ Obiects [ Graups |
Mgk, MRJGIEPE Edit Entry JET. e Mame Schedules
WorkingHours — Emptyset [ e

Delete Group_|

Edit Entry .
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#2211 YRR Functions > Management > Object Manager > Schedule > Groups
{E All Schedules 5Bty JEFE S ZLIIASLRFALIY

HfR, REmidh > Chfisk) , Bk i Please select schedules :

B\ Selected Schedules FB(H. IR EEB R

FEAERCBEA P AU HERE, 7EE Selected Schedules Al Schedul Selected Scherules

FRp Rz, RERT << (k) W & WH Morning <3 Vitl-Morning

£ WH-Afternoon £ WH-Afternoon

kR, s Finish 45d80E.

Ed

<

%2 12 BB E RS Functions > Management > Object Manager > Schedule > Groups

PERSSE R EANVE G, R R 2R R 2 ) [ Objects | Groups |

T, AT DU AR PR 1 E MO, | Marne Schadules |
WorkingHours  WH-Morning, WwH-Afternoon

# 2 13 _EAARCEXHEIRE L
ik Upload Configuration &5, =i fids Klibx AR SO B

AN 53R L CL A BRI AP (EMMBR B REAELAT, 4 UM (L B BE AL BRI, 51 T
TR AR
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id ©
vty

3
0 s

N7l — Wiran
MEEHE R
A= 2H Traffic Manager & H 6/ 77 (s

=

I T DS R AT, B3 T E B I B 3t A vy DA A% T Bl R S, A 8 (1 4 2R - B R R S0 SE R/
Felbe, TR FISORMRIR . A S T SE i SRS, InstantScan s DL HER A B R AT (RN R
8o A HT BRI R B A BT A RO A 1T 58, 48 4 00 SO BT W 2% 75 58 1 2 20

9.1 #:K
T Lk R ER T B BN RIS 2 1 e b, R A S FTP RS 70 KEkh (Middled 2851, JF HLBRI A 5] T o b ek
XN Z BT RE I 18%. TEW, A&

~ Web Server

FTP Server
140.113.179.4

A
| High
3 50% = 1 Mbps
b 2 2 Uplink A Middle Uplink
AN / ¥ 18% =10.36 Mbps
. LAN / - =

Low
32% = 0.64 Mbps

Y

K2 9-1 XAt 76 5 B
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InstantScan ——
— Web Server
FTP Scrver
140.113.179.4
1
| High
I'-. 50% = S0Mbps
t Downlink A Middle
\. LAN ) y ]:IX/..—]SMbps
Low
— 32% = 32 Mbps
Y
K 9-2 5 PNty o 3L
9.2 71k
InstantScan 340 b 50 R EEIX A8 = AN R0, W N R TR . RHANAU R KR S DA 2Mbps, TR AR B TRRCHE 5E
100 Mbps.
e 3 AL 1) B R K| R A
= (High) 50% = 1 Mbps
PUPL Ty 2 Mbps F (Middle) 18% = 0.36 Mbps
& (Low) 32% = 0.64 Mbps
i (High) 50% = 50 Mbps
T I B 100 Mbps i (Middle) 18% = 18 Mbps
it (Low) 32% = 32 Mbps

W RPN, WIRERAS N A AR, FLas R A5 52 BRI A 0.64 Mbps, st A1 SEBR )4 32 Mbps. 11,
MSN/Yahoo/ICQ/AOL/GoogleTalk %% S 18 HA A B 4k 2 R, 54 MSN + Yahoo + ICQ + AOL + GoogleTlak +

Webim =32 % @ XA s BE,  WE S vl by 78 A

2*32% = 0.64 Mbps, 1% Nifi 6 100 * 32% = 32 Mbps.
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#3214 BHREEH
‘Z]i% Enable Traffic Management.

Functions > Management > Traffic Manager > Traffic Manager

Traffic Manager |

. —
({v| Enable Traffic Management

O Trafiic
Bandwidth: 0.3 Mhis
High: 0.1(33.3%) Mhis 1
Middle: 0.1033.3%) Mhis
Low: 0.1(33.3%) Mhis
Traffic
Bandweidth: a0 Mhis
High: 1.0(33.3%) Mhis
Middle: 1.0(33.3%) Mhis
Low: 1.0(33.3%) Mhis

#3515 TG
U AR, R A 2
B

Warning

Enabling Traffic Manager will also enable Application Firewall. Are you sure you want to enable it?

% 3 16 I EXSE
1E Outbound Traffic FEBNH#HA 2 . FIH R

Functions > Management > Traffic Manager > Traffic Manager

Traffic Manager |

%ﬁﬁjﬂﬁg%ﬁ}&:%uﬁ, .LJ: ngh ;éjﬂjulj__—l‘ 50% E.\ [v] Enable Traffic Management

T, Middle Z8H] 5 18% EESE, M Low 55| e Traffic

A 329 M. MIEBRLFI R ANG, W MWM@E

S BCAR V0 B 25 SR AE Ao s 2 B b
High: 1.0(50.0%:) Mhbis
Middle: 0.36016.0%) Mhbis
Low: 0.64(32.0%) Mhbis

1 Traffic

Bandwitith: k) Mhbis
High: 1.0{33.3%) Mhbis
Middle: 1.0(33.3%) Mhbis
Low: 1.0{33.3%) Mhbis
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>
~

|3 ©
vty

o5 EL
- B

H 17 ITEN AR
[7] Outbound Traffic ¥¢%E. 7£ Inbound Traffic 5
BN N100. ] BRBRHaRAT 1 1) sE s R,

Functions > Management > Traffic Manager > Traffic Manager

ik High 2851 & 50% |

B 98, Middle 851y

18% i, 1M Low ZEH1YE 32% ErTE. MIE
BEEAF 0 RK/NE, 7 e BCR BRI & BoRAEAC
2 RSN B

Traffic Manager |
Enahle Traffic Management
O Traffic
Bandwidth: |2 Mhis
High: 1.0050.0%) Mhis
Middle: 0.36¢18.0%) Mhis
Lovs: 0.64{32.0%) Mhis
Traffic
Handw"’th
High: 50.0¢50.0%) Mhis
Middle: 17.98(18.0%) Mbis
Low: 32.02(32.0%) Mhis

IM: High (50 %)

I Micdcile (16 %)

IN;: Low (32 %)

/

% 2 18 J0 N ERG ki

WA TN T Z B kB B e e Ak, mER
9-1 5% 9-2 FiuR, K FTP RS HT 5285 ¥
SE N Middle, - AYFILHERLT.

Functions > Management > Application Firewall

Enable Application Firewall

Uist [Group— [w| appty [-scheduie— |+ | [-securiy. [+ |[-tramic. [~| tonsten.
Schedule | Sre [ Dst Pratocol Security Profi. | Traffic Profile
i@ Always £ any E2 any [5) Email-POP3 & Allow ‘@ High
i@ AMways R any 2 any 5] Email-IMAP % Allow ‘& High
i Mways an E any i3} FileTransfer-FTP # Allow ‘g Middle J
48 Always any E2 any G VolP-Skype & Allow ‘@ Low
8 Always =2 any E2 any . VolP-Skype File Transfer # Allow ‘@ Low

#2819 bAERE A

A% Upload Configuration %35, EE)%EE*/% KIAT B B SO E4£E] InstantScan 38 L.
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S s

%103
NN P&

R Z P By K I HE B GE o

10.1 AP kEANE

H4l 2005 4£ 5 H Gartner #1119 [ Application Delivery and Web Application Firewall Are Ready to Converge | %5 #1145
AT M Bet g b, 2947 75% I Bat SR RN 2, FRATTRT LUK I 2% Ty e AN B el ) 1 i 19 B
BN, T DAV 2SO R s 1 A R S Bk i, b TR M Ss ax, TR HER k3 (Application Firewal) | /&
R BT X

IS B K B e NI, S TSI S A N (RSO o BT LA H 22 75 K 338 o 20U P 8 DR (0 B F B2 e v
SRR AR . L H BN R R R AL R 3T 35 /N R TR KA LK ERP R4S, #Rn] LLgE I il b 4348
HEs FRATRT ARE L 19 5T i 55 s ik ) B 2Bk, B 37 MEPE AR 3271 o InstantScan 9N HI 2 B k8 2.8 B i
RAZHEE N AN AR, APPSR BN, OB SR, LhAill A B AR I 2% ) A4 FL e K 1)
k.

10.2 FER
1. CEO L CTO #4753 A PR mT LA B DRI 9 28 06
2. BRT MSN LR, LR ) foi2r 4o A At S i i R A
3. BT Skype LASh, _EHEEEIAS FepAl A A 2n 2T AR d iR
4. LYERFA], R&D I IAAVHEH Skype fE44.

10.3  H¥
1. A¥FPTHK A CEOC 5 CTO MM .
2. BT CEO 5 CTO 4, b T4t LYEM I A VFEH] MSN, LA S I R AR P — B

3. BT CEO 5 CTO 4t, HiLAE FIEI N R Savrfli i Skype AR SRS, HAR S s RIS VolP —HH
FH.

4. LRI oiF R&D #5111 3 TiE ik Skype 144 .

104 BB
1. FHNHZER K v YRR AR VT Aok B Boss BEALKIMEA R SLVF MSN IR BHH A S 3l R 1
A

2. A Skype BRI AR SO0 AR IR A AR A
3. _LFEWE, $2BH R&D %I Skype SCAFAL .
AN g,
1. WEREERLEA NS InstantScan, A H RN B 1m0 1P Hubl A, B 8 Tz AR

i@ InstantScan.
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- VAR

2. W% InstantScan AL DA BT KA, HIEE P K EEENE, ] InstantScan A& ik EFE R, SIGEE R E
B 1P AT k4. H Traffic Discovery bRT&E BRI L 1P #RER KR WAN 3 1P, JoikEmIimss
(1 1P,

10.4.1 &% SEEF T AR AR

Hal 18 F N BB kB Function > Management > Application Firewall
zJ¥% Enable Application Firewall. EEDIe RppRcallon Frowat
List |--Group-- | v| Apply |--Schedule-- | = ‘ |--Securily-- |v| |--Traﬁ'|c-- |v| to listed.
Schedule | Src \ Dist Protocal Security Proﬂ..]Trafﬁc Profile

B Always B2 any E2 any & Chat-MSN(MSNTrillianMiranda/G... | & Allow ‘@ Middle
B Always B2 any E2 any = Chat-Yahoo(Yahoo/TrillianMirand... | & Allow ‘@ Middle
8 Always B any E2 any % Chat-ICQACQTrillianMirandaiGai... |4 Allow ‘@ Middle
8 Always any any A Chat-AOL(AOLTrillianMiranda/Ga... % Allow ‘@ Middle
8 Always B2 any £2 any 7 Chat-¥MPP{Google TalkiGaim) # Allow ‘@ Middle

#H22 %J2% Chat B4 Function > Management > Application Firewall

E?ﬁaIE*ﬁilﬁﬁ LiSt Ch at, @J‘ﬁ‘gﬁﬁﬁ}% ﬂ:‘ Enable Application Firewall

Chat EE4LIKHN, List ~Group || annty [-Schedute- |« | [-Security [+ |[-Traffic- [+ tolisted.

Protocol Security Profi.| Traffic Profile

|, Chat MSN(MSN/TrillianMiranda/G... | 4 Allow ‘@ Middle

w Chat-Yahoo{Yahoo!TrilianMirand... & Allow ‘El Middle

€8 ChatICO{ICQ/TrillianMiranda/Gai.. | & Allow ‘@ Middle

A& Chat-AOL(AOL TrillianMirandaiGa... 4 Allow ‘@ Middle

Q Chat-XMPP{Google Talk/Gaim} & Allow ‘E} Middle

% 2 3 EHHE Function > Management > Application Firewall

EIE:EJ:H‘EJ’%AppIy Workin g Hours }3”5?332 , 4%1&[3 Enable Application Firewall

HRE AL Chat BRI, IR L Fahkde | ust chat || sonlv [-schedute- | |[-security | v||[-Tramic- || tonsten.

ﬁ%ﬁjﬂ% f%}?fﬂ‘j’g Er(]}’;ﬂ;f% R ~-Schedule-- t Protocol Security Profi. | Traffic Profile

@ Mlways
5 %8, Chat-MSNMSNTrillianMirandaiG... | % Mlow ) Middle

5 WorkingHoul -
= v . w' Chat-Yahoo(yahooTrillianMirand... | % Allow ER Middle
< WH-Afternool
€8 ChatICO{ICQ/TrillianMiranda/Gai... |4 Allow ER Middle

£ Chat-AOL{AOL TrillianMiranda/Ga...| & Allow ‘@ Middle
gﬂ

Pany 2 Chat.WEBIM & Allow ‘@ Middle

any
any

; Chat-XMPP{Google Talk/Gaim) & Allow ‘@ Middle

any 8 Chat-0Q & Allow ‘@ Middle

% 2 4 EFERIR 1P Function > Management > Application Firewall
X CEO S CTOA 58 H (KA PR A7 HX AR 99 B, HL
R —mh RN H# Y 4 Boss
(HostCEO, HostCTO) . 4%/ BBoss, gruk
FHWBT Boss XAMERALAL, B A KNG 1P AFH 5L
e 8 VR AP I E 2 1 L P S 7 < Bk )
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Enable Application Firewall

List |Chat | — | Apply |--S|:hedule-. | — | |.-Sel:urity.. ‘ - | |..1rarﬁc.. | - | to listed.
Schedule | | Dst Protocol SecurithmﬂIe|Trafﬂc Profile
- any s Chat-MSHMSN TrillianMiranda/G... | # Allow ‘ﬁl Middle

§- Chat-Yahoo(Yahoo!TrillianMirand... | & Allow ‘ﬂ Middle

o Wnrking.]...%h“mpQ
RD
13 i & ChatICOICO/TrillianMirandaiGai... | # Allow ‘@ Middle

Boss : HosICED, HostCTa)

amy é Chat-AOL{AOL TrillianMiranda/Ga... % Allow ‘@ Middle

% any 7 Chal-XMPP(Google TalkGaim) # Allow ‘@ Middle

E any A chat-0Q # Allow ‘@ Middle

an & Chat WEBIM & Nllow ‘@ Middle

% 2 5 EHFLEITA (Security Profile) Function > Management > Application Firewall
%EI/E:*;EI@ Security ﬁlﬁiﬁﬁﬁﬂ% B|0Ck III:E [v] Enable Application Firewall

T SR PP L, P 2 e | Ustfonat [<] doow [-Sohede [~][Socuriye [+ [Tt [+ ot
MSN K Security ##Allow. FEREAFE, MO, | Schedule | Sre [ Ds :9‘:':;:1’ Pratocal Security Prafile | Trafic Profile
PERF ] ARV A MSN. i Wurking...# Boss E2 any @[Msﬂﬂrillianmimndamm % Allow ‘@ Widdle

3 Wurking...k Boss E2 any & Chat-Yahoo(Yahoo!TrilianMirand... 8 Allow ‘@ Middle

o Wurking...F Boss E any & ChatICQICQ/TrillianMirandalGal... & Allow ‘@ Middle

@ Wulking...F Boss & any A& Chat-AOL{AOL/TrillianMiranda/Ga... % Allow ‘@ Middle

@5 kaing...# Boss &2 any 7 Chat-¥MPP(Google Talk/Gaim) | & Allow ‘@ Middle

4 Wurking...# Boss E2 any M Chat-00 & Allow ‘@ Middle

5 Wurking...k Boss any 2 Chat-WEBIM & Allow ‘@ Middle
% 3¢ 6 WHHFTARH (Traffic Profiled Function > Management > Application Firewall

EIE:*E E,(J Traf'fic ﬁIﬁijﬁ%Eﬁﬁ M |dd|e %EF)T Enable Application Firewall
A5 S RN F 0 b o A A SIS g Ay | List |Chat | - \ Apply |——Schedu|e—— | - | |——SE[:u[i‘ly’—— | - | _Traffic- | | tolisted.

JERREIY Middle 5. Stewis | si | s N SecutyPrfl] i Pl
@ Working...F Boss E any 2% Chat&me—_—hﬂjalﬁm o Block ‘@ Middle
15 Working... 88 Boss an = Chat Y II.'f.‘;":.a..uu T irand... | @ Block ‘@ Middle
35 Working... &2 Boss E any & ChatICO{ICQ/TrillianMiranda/Gai... | Block ‘@ Middle
;;3 Working... Boss E amy £ Chat-AOL{AOL TrillianMirandaiGa..| @ Block ‘@ Middle
;;9 Working... Boss E amy ; Chat-XMPP{Google Talk/Gaim} @ Block ‘@ Middle
1§ Working... &8 Boss E any A Chat-0Q © Block ‘@ Widdle
4§ Working... &8 Boss E any 2 Chat-WEBIM © Block ‘@ Middle
HIT N T B I S i TR Function > Management > Application Firewall

P05 W 2 1 S B THOBB SRR o
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% 10 %

RN R

Enable Application Firewall
List [Chat |~| sl [-Schedute-- || Lsecurity- [+ |[-Tramic- | +| totistea.

Schedule | Src | Dist Frotocol Security Pmﬂle| Traffic Profile
is Working...}ﬁ Boss any &% Chat-MSN{MSN/TrillianMirandaiG... | & Allow ‘@ Middle
is Working...}ﬁ Boss any & Chat-Yahoo{Yahoo/TrillianMirand... | &) Block ‘@ Middle
g Working...F Boss E any ¥ Chat-ICOICQ/TrillianMirandaiGai... | @ Block ‘@ Middle
s Working...F Boss E any £ Chat AOL(AOL/TrillianMirandaGa..| @) Block ‘@ Middle
s Working...F Boss E any 7 Chat XMPP{Goagle TalkiGaitn) © Block ‘@ Middle
9 Wurking...# Boss any A Chat-QQ @, Block ‘@ Middle
& Wurking...# Boss amy B Chat-WEBIM @ Block ‘@ Middle

FB Y. B3 JalE / #&K a5l
List Group ML T N R 5 KBS R, JFRI2848 545 | DT AT InstantScan J& Chat
R S
Schedule W 26 EL R HE R R )85 F A BT 91 25 1R T i & e X WorkingHours
Apply Security . o A NN
0 | Brofile FE ) 22 44T I BRI FHAE BT 900 28 (R o Allow / Block Block
listed.
Traffic Profile | K H 171y 55 S8 il R0 22 HIAE BT 910 28 (R F High / Middle / Low | Middle
Lkt 10-1 N HJZPT kYRS
FE Bi8 JuE / #ER il
Src HEN InstantScan Z B[R JESG 1P ik 157 5, El7s ®eess | Sybnet / Range / € Boss
FRIUERR T Boss IXANHHE#FALAMG LA 1P Huhik. Host
Dst HEN InstantScan 2 B H (#5 1P Huhk . 1575, KR ®8ess | Subnet / Range / an
JRIOZER T Boss IXMHHEREALAMH A 1P HL, Host y
. _ e N EIEAL =BG
Protocol WABICH, T E nstantscan sy, | DT chaue
Security Profile | #5 N HFEFF AT AT 4 - Allow / Block Allow
Traffic Profile | fE3 54 52 A 9 SRS 55K 51 righ /iiddle / Middle

Rt 10-2 NIRRT K 7B
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B kb

10.4.2 ¥ RN RAR RS

H2 1 BRNHE XS Functions > Management > Application Firewall
/7)i% Enable Application Firewall. L T TG G b
List |--Gmup-- |v| Apply |--Schedule-- |v| |--Secur'rly-- | v| ‘--Trafﬁc-- ‘ - | to listed.
Schedule | Sre | Dist Protocol Security F‘ruﬂ..] Traffic Profile
8 Always =2 any =2 any % Chat-MSH{MSN/TrillianMiranda/G... | # Allow ‘El Middle
8 Always =2 any =2 any = Chat-Yahoo(Yahoo!TrillianMirand... & Allow ‘El Middle
B Always =2 any =2 any & ChatICQUCQ/TrillianMiranda/Gai... | & Allow ‘@ Middle
8 Always  EZ any =2 any A Chat-AOL{AOL TrillianMirandaiGa... & Allow ‘@ Middle
8 Always  EZ any =2 any 7 Chat-¥MPP{Google Talk/Gaim) & Allovy ‘@ Middle
#H 2 2 %2z P2P B4 Functions > Management > Application Firewall
EI,EJ‘%Z GI'OU p J:ﬂ‘:'% LiSt P2pP R Fﬁﬁpzp Enable Application Firewall
A E A BRI ., List |-Group-- |v Apply |--S[:hE|:IuIE-- |v| |--Set:urily-- |v| |--Traﬁ'|[:-- |v| to listed.
i| Src | Dist Protocal Securithroﬂ.]Trafﬂc Frofile
‘ amy E2 any i Chat-MSN(MSNTrillianMiranda/G... |4 Allow ‘@ Middle
J any E2 any = Chat-Yahoo(Yahoo!TrillianMirand... | # Allow ‘ﬁl Middle
24 any =2 any ﬂ Chat-ICOICQTrillianMirandaiGai... |# Allow ‘ﬁl Middle
E2 any ‘Q Chat-AOL(AOL TrillianMiranda/Ga... & Allow ‘@ Middle
E2 any 7 Chat- XMPP{Google Talk/Gairm) & Allow ‘@ Middle
H3 3 HEEHRE Functions > Management > Application Firewall

EI/E\‘*éJ:iZﬁ.% WOFkingHOUI’S ﬁF%EﬁE , ){%Jﬂﬁﬁk [¥] Enable Application Fireveall
BERETiYG P2P B4 D, IR LI FEE— | ‘PZP |v| Apply |--Schedule—- |v |..5ecumy.. ‘v| |.-Trafﬁc-- |v‘ to listed.
ﬁ%ﬁéﬁim% E"JﬁFFHji . MO Schedule =] ;C‘:‘:’:’: it Protocal Security Profi I Traffic Profile
4 Newver

=
15 WorkingHour; )
5 (3 PZP-Bittorrent{Bittorrent/eXeem ... | & Allow & Low
] WH-AfIEmuuj
- @& P2P-ezPeer # Allow @ Low

s P2P-eDonkeyieDonkey/Overnetie... | Allow ‘@ Low

w
2

[& P2p-Fasttrack(Kazaa/GroksteriM... % Allow ‘@ Low

o
E

i P2P-Gnutella{Bearshare/Ghucleu... |# Allow ‘ﬁl Low

o
)

& PZP-Kuro # Allow ‘E} Low

w
2

@# P2P-DirrectConnect{DirectConne... | % Allow ‘@ Low

o
E

@ P2p-OpenFT(CrazaaKceasy) # Allow ‘ﬁl Low

o
)

¥ P2ZP-SoulSeek & Allow ‘E} Low

w
2

B P2P-GoBoogy # Allow ‘@ Low

o
E

= P2P-Kugoo # Allow ‘ﬁl Low

o
E

7% P2P-Pigo(Pigo/100Bao) # Allow ‘@ Low

o
)

Ty
E ik
E i
i
i
E ik
E any QJ P2P-Ares # Allow ‘ﬁl Low
i
i
E ik
E i
i

&
£
3
E

P2P-Poco # Allow ‘E} Low
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H 3 4 EERIw 1P Functions > Management > Application Firewall
. jj CEO 5 CTOﬁ%%& E"J */z BE@EX q:# m ﬁ J}f , Enable Application Firewall
HE F— =4Ik C @7 —#4 Boss | Ust |P2F' |v| Apphy |--Schedule-- |v| |--Securi‘ly-- |v‘ ‘--Trafﬁl:-- |v| to listed.

(HostCEO, HostCTO) . PR 2 Boss | = Schedule | [ Dst Fratocol Security Profile | Trafiic Profile
WEE T Boss XANEEHAN, ki IP ’fjif 25 Working... any Y= P2P-eDonkey(eDonkey/Overnetie... |4 Allow ‘@ Low
FH RO AR S 4 TR 52 10 . V2 BT K i - R i
il any (7 P2P-Bittorrent{BittorrentieXeem ... | & Allow & Low

E2 any & P2P.ezPeer & Bllow ‘@ Lowe
2 any (& P2P-Fasttrack(Kazaa/Grokster/iM... & Allow ‘El Low
@ P2P-GnutellaiBearshare/Gnucleu... | & Allow ‘@ Low
Boss : HostCEOQ, HostCTO
%S’ Working... & P2P Kuro & Nllow ER Low
4§ Working... B2 any E @8 P2P-DirrectConnect{DirectConne... | % Allow ‘@ Low
55 Wurking... amy anmy ' P2P-0OpenFT{CrazaaKceasy) & Allow ‘@ Low
4§ Working... B2 any E2 any ) P2P-Ares & Allow ‘ﬂl Low
44 Working... 52 any E2 any ¥ P2P-SoulSeek & Allow ‘@ Low
14 Working... 52 any E2 any B P2P-GoBoogy % Bllow ‘@ Low
%5 Working... B2 any Pany (= P2P-Kugoo & Nllow ‘@ Low
5 Wurking...E any @ any ) P2P-Pigo(Pigo/100Ba0) # Nllow ‘@ Low
55 Working... E2 any any P2P-Poco & Allow ‘@ Low
%2 5 EREEITH Functions > Management > Application Firewall
N . . N Ny Enahle Application Fi 1}
76 T HAELH) Secuirty Profile &0 ik # 4 et Appication Heta
Block 7EFT4T bt AL i . List [pzp || aoply -scheauie-. | w| [ Security. |v|[-Trafic. || tonsted.
Schedule | Sre [ Ds[-Security-- Pratacal Security Profile | Traffic Profile
= Al
& Working.. FBDSS E2 any ﬁ:.]u::—\,onkey(eDonkewOwrneﬁe... & Allow ‘@ Low
R
5 Working.. FBOSS &2 any (3 P2P-Bittorrent{EfttorrentieXeem ... & Allow ‘@ Low
15 Working.. F Boss E any @ P2P_ezPeer & Allow ‘@ Low
33 Working... ﬁBuss E2 any m P2P-FasttrackiKazaa/GroksteriM...| & Allow ‘@ Low
33 Working... }ﬂBoss E2 any @ P2P-GnutellaiBearshare/Gnucleu... | #& Allow ‘ﬁl Low
14 Working.. }ﬂﬁoss E2 any & P2P-Kuro & Allow ‘@ Low
35 Working... FBDSS £2 any @8 P2P-DirrectConnect{DirectConne... | & Allow ‘@ Low
%5 Working.. FBDSS E2 any @ P2P-OpenFTiCrazaaKceasy) & Allow ‘@ Low
15 Working.. F Boss & any @) P2p_ares & Allow ‘@ Low
5 Working.. FBDSS E2 any ¥ P2P_SoulSeek % Allow ‘@ Low
15 Working.. }QBDSS E2 any B P2P-GoBoogy & Allow ‘ﬁl Low
14 Working.. }ﬁﬁoss E2 any (& P2P-Kugoo & Allow ‘@ Low
& Working.. FBDSS E2 any i) P2P-Pigo(Pigo/100Bao) & Allow ‘@ Low
15 Working.. F Boss & any P2P-Poco & Allow ‘@ Low
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- VAR

H 3 6 LW EAR Functions > Management > Application Firewall
E T E ;Fé E"J Traffic Profile li Iﬁ J: 1@ j:% E Hﬂ Enahble Application Firewall
Low ZBJIFEFTA A0 AL Rk Lo AH T A Sz | Listjp2p |~| appty -Schedule— |+ | [Security [+ |[-Traffic- [~ | tolisted.
A TR PR A Low 2K 0. Schedule | Sre [ Dst --Traffic-- Security Prafile | Traffic Profile
High
e Working...F Boss E any Y= P2P-eD |_g kernetie... | ® Block ‘@ Low
Miclele————_|
L
] Working...F Boss E2 any 7 P2P:Bi o Bxe)em .. | @) Block ‘@ Low
e Working...h Boss E2 any & P2P-ezPeer © Block ‘@ Low
e Working...F Boss E any (3] P2p-FasttrackiKazaa/GroksteriM..| @ Block ‘@ Low
,; Working...F Boss =2 any @ P2P-GnutellaiBearshare/Gnucleu... | @ Block ‘@ Low
e Working...h Boss E2 any &l P2P-Kuro © Block ‘@ Low
i Working...F Boss E any @ P2P_DirrectConnect{DirectConne...| @) Block ‘@ Low
] Working...F Boss E2 any & P2P-OpenFT(CrazaaKceasy) © Block ‘@ Low
e Working...h Boss E2 any i P2P-fres © Block ‘@ Low
e Working...F Boss E any ¥ P2P-SoulSeek © Block ‘@ Low
] Working...F Boss E2 any B P2P-GoBoogy © Block ‘@ Low
e Working...h Boss E2 any i P2P-Kugoo © Block ‘@ Low
e Working...F Boss & any ) P2P-Pigo(Pigo/100Ba0) © Block ‘@ Low
] Working...F Boss =2 any P2P-Poco © Block ‘@ Low
10.4.3  #E VolP F
Hap 1 JB N EB kg Functions > Management > Application Firewall
/nJ3% Enable Application Firewall. I I TG
List [Group— |~ | appy -schedule-. | v |[-security [+ |[-Tramic. |+ totisteq.
Schedule | Sic [ Dst Frotocaol Security Profi_| Trafc Profle
8 Mways any Eam %%, Chat- MSN(MSN/TrilianMiranca/G... % Allow ‘@ Middle
8 Aways  EZ any an = Chat-yahoo(Yahoo!TrillianMirand... | Allow ‘@ Middle
M Mways B2 any an €8 Chat-ICQ{CQ/TrillianMirandaiGai... |4 Allow ‘@ Middie
% Always @aw &aw A& Chat-AOL(AOL(TrillianMiranda/Ga...| & Allow ‘@ Middle
% Always @aw &aw 7 Chat-XMPP(Google TalkiGaim) & hllow ‘@ Middle
H 3 2 % VolP B4 Functions > Management > Application Firewall
EI/EJ%Z Gro u p J:Ji% LiSt VO | P . FﬁﬁVOI P Enable Application Firewall
OPIIE 3 RA T A e o List |--Group-- ‘ ~| Apply ‘--Schedule-- | v| |--Security-- |v| |--Trafﬁc-- |v | to listed.
pc-Group-- - St [ Dst Pratocal Security Profl..| Traffic Profile
E2 any 4 Chat-MSN{MSN/TrillianMiranda/G... | & Allow ‘El Middle
E2 any = Chat-Yahoo(rahoo/Trillian/Mirand... | & Allow ‘@ Middle
=2 amy Q Chat-ICOUCOTrillianMiranda/Gai... | % Allow ‘E} Middle
=2 any & Chat-AOL(AOL TrillianMiranda/Ga...| & Allow ‘@ Middle
E2 any 7 Chat- XMPP(Google Talk/Gaim) % Allow ‘@ Middle
E2 any A Chat-0Q % Allow ‘@ Middle
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H 3 3 EHEHE Functions > Management > Application Firewall

EI/E\_*%J:@% Workin g Hours ﬁ‘;%% s ;{%ﬁtﬁ‘;ﬁg Enable Application Fireveall
EMAETA VolP BEAN IR TRk AE4 | List jvop |~| appty [-Schedule- |+ [Security- [ ||-Traffic- |+ tolisted.

JaEEl f%}?ﬁfﬁgﬂl%ﬁ‘]ﬁfﬁ%o T‘-Schedule-- t [ Protocol Security Profi.| Traffic Profile
.;BI CATTERS & voIP-Skype & Nllow ‘@ Low
% ", VolP-Skype File Transfer # Allow ‘@ Low
< Afternoon 13 VoIP-SkypeOut & Allow ‘@ Low
E any (T YolP-SIP{MSN Voice/Yahoo Voicer.. & Allow ‘@ Low
@ any & VolP-H323({NetMeeting) # Allow ‘ﬁz Low
H I 4 EFRTW P Functions > Management > Application Firewall
ﬁCEOECTOﬁ%%&E@ﬂKEﬁﬂXC%Mﬁﬁy | Protocal Securinruﬂ..] Trafiic Profile
HE J:_ii% EP 3331[‘] Eﬁj—ﬁéﬂ Boss & voIP-Skype # Allow ‘@Low
( HostCEO, HO?FCTQ) ° ji% & 2N . giﬂss ’ '%'t‘ *. VolP-Skype File Transfer & Allow ‘@ Low
WAERRT Boss XAMHELISL, BT R UG IPAE
FOR AR A AT P 328 5 AR P 2 9 K B R © volP-Siypeout #® Allow ‘@ Low

 Boas HstoTa, HosiGED |2 YoIP-SIP{MSN Voice/Yahoo Voice!... & Allow ‘@ Low

@ YolP-H323{NetMeeting) & Allow ‘@ Low
HZ 5 EFEERITH Functions > Management > Application Firewall
E T E\- *é E,(J Securlty Profile ii Im‘ J: :‘li% E }Eﬁ Enable Application Firewsall
Block 784 St BALHik k. List [volP || amnty [-Schedule-- |+ || security. [+ |[-Traffic. [ ~] tolisted.
Schedule | Sre [ Ds:f:'::{"_\\ Protocal Security Profi.| Traffic Profile

% WorkTi... FBOSS ez any( © Block N r:rpe & Allow ‘@ Low

% WorkTi... }ﬁ Boss any %, VolP-Skype File Transfer & Allow ‘@ Low

% WorkTi... F Boss E any 1 volP-Skypeout & Miow ‘@ Low

4 WorkTi... Boss any [T VoIP-SIP(MSN VoiceYahoo Voice!..| & Allow ‘@ Low

4 WorkTi.. F Boss any & VolP-H323({NetMeeting) & AMlow ‘E& Low
H3 6 e 55255 Functions > Management > Application Firewall
E T E\- 1;% E':] Traffic Profile Jﬁlﬁ J: li % E ﬂ% [v] Enable Application Firewall
Low 7EFTHA St SUBRIRAE 1o AF T Sombm i | st ol |~| mopty |-Schedule- |+ ||[-security- |~ |[-Traffic- |~ | tolistea.
AR TR E A Low 2851, Schedule | 5rc [ Dst [ HIT':fﬁc Security Profi.] Traffic Profile

5 WorkTi... F Boss E2 any 1S VOIP-SNM;’M_E © Block ‘@ Low

5 WorkTi... }ﬁﬁoss EE any N VonglsLDw @ Block ‘@ Low

15 WorkTi... F Boss 2 any 12 voIP-SkypeOut ) Block ‘@ Low

5 WorkTi... F Boss any [T) VoIP-SIP(MSN Voice/¥ahoo Voice!... @ Block ‘@ Low

4 WorkTi... F Boss any & WolP_H323{NetMeeting) @ Block ‘@ Low
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#10 %
AT

# 2 7 W Skype MIZEITH

oS FBUK fuvr B L B Skype, B A&
MF-F) P4 Skype 2447 %] Allow Kk
. XFE Skype HyutiEA Al LLE T InstantScan

Functions > Management > Application Firewall
Enable Application Firewall

List |VOIP | = | Apply |~Schedule~ | - | |/Secur'nyﬁ | = | |,,Trafﬁc" | — | to listed.
Schedule | st [ Dst [ Protocol Security Prof. | Traffic Profile
15 WorkTi... }ﬁ Boss E2 any & VolP-Skype % Allow 1@ Low
15 WorkTi... F Boss any %, VolP-Skype File Transfer & Allow &R Low
15 WorkTi... F Boss any 153 volP-SkypeOut & Allow J@ Low
15 WorkTi... F Boss E2 any (T VoIP-SIP{MSN Voice!Yahoo Voice!..| @ Block ‘@ Low
15 WorkTi... F Boss E any & volP_-H323({NetMeeting) © Block ‘@ Low

10.4.4 #4fH VolP - Skype File Transfer

H2Z 1 RBENZERR

A R&DESIIA T fF ] Skype [ HALMThaE,
B BA AL % 76 R&D HB T [ IP Hb sk v [, M
192.168.17.1 ~ 192.168.17.254 , J§ T
192.168.17.0 = M Bt . i % 4w | I X &
SubnetRD, 454 T 4mH SkypeIHLml,

#£ SubnetRD A8, AR5 Mt Edit.

Functions > Management > Object Manager > Address > Objects

Objects | Groups |
IE2 Objects

= HostCEQ
B HostcFo
= HostCMo
B HostcTo
B HostChairnan

™ HostPresident

™ HostviceChairman

™ HostvicePrasident

B SererfTR

B ServerHTTR

B SerernfySaL

= Serversal

= SubnetdDM

= SubnetFINANCE

B SubnetANUFACTURE
B SubnetMARKETING

= SubnetPQa

= SubnetRD

| e |
Edit

T eleie"™ |

%% 2 BER&DIIIIPHLL

MEHE 4T LU TR L % HL. SubnetRD
Fos Y I T 719, BT LA4446 SubnetRD %
192.168.17.0/24. siii OK KM% .

Functions > Management > Object Manager > Address > Objects

Edit IP"Address object W

Edit vour IP address ohject
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%10 %
Eh BBV B

%2 3 EIINEEE ReD HITR T
Skype3T &%

4 ABC 2wl BGE, BT VolP I 1 R IFK
1/ Skype, 1HZE R&D #B11M) 5 LK LS bk
K, e EHENEAMEEH] Skype SCIFHAL4.
WA ELF VoIP [RAE FHAR I T, Blde g
BHINLLREE. ik VolP-Skype File Transfer,
fE Src FB k¥ SubnetRD kI, K51
Security Profile _Fi##¢ Block.

2 RD #iZEid Skype fER4HT, EAZIIER S
InstantScan $2FH k.

Functions > Management > Application Firewall

Schedule \ Sre | Dist | Protocol Security F‘roﬂ..] Traffic Profile
1§ WorkTi... Boss E any @ volP-Skype & Mlow &L Low
15 WorkTi... |™ SubnetRD an ', VolP-Skype File Transfer © Block ‘@ Low ]
14 WorkTi... F Boss E any 1 VoIP-SkypeOut #® Mlow [ Low
1§ WorkTi... @ Boss E any (T) VolP-SIP(MSN Vuice/Yahoo Voice!... o/ Block &L Low
5 WorkTi... @ Boss E any &y WolP-H323{NetMeeting) © Block ER Low

I 4 B

YT L R BCERUNG . O A BlinstantScandE T, A I T FHE_E ST, DUAT T SCHE A b R S
##% Upload Configuration JETi, B# Mififks | @ b FEBUAT MIRLH S IE,

%% 5 Skypefs HMTHITR
HAEERATTTLLE L, RD #B7 1P 192.168.17.58
EET Skype &44, (B4 InstantScan 2B
K FAER.

Functions > Reports > Application Firewall > Event View

( Functional View |/Pulicy\f|ew [’Personal\new [’Event\new |

o o @
,_

Date

Application

Description

Frotocal Sri: IP

Src Port

DstIF DstFort

FDU&—05—1 8 13:59:38 skypefile

BLOCK] skypefile

upp

192.168.17.58

25001

192.168.17.56 |16240

M\ TS,

1. W RGBSR R RO AU, RERIH <Ctrl> + <Plbs/Zetl> iM% S b — N R e sk I

gt

2. WRAEGEER N R KRR, B4R IR B B s, AR T BUZ AR SRR A B Lk TR A S
352 IR BCRAE T AT (KB TP I 358 BURRAE 2U5E 00 b, 42 SUPR A BEAE T, AT R 10 75 580 S DR

s, ARBTA B CAHOER

3. WIRMEELENUHEAIAELL N, nT LR <Ctrl>, SRJ5IE R AR AR BRI b S — R R,
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%10 %
ZE N R

¢

EN e

B L B
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11.1 &k

£113
HENEHHE

RN 3 A B ST A SN VAT D AR T AR, P 3 S S VRSO, S I S g TR 0 A WA 30 5 LR

] I T AR N AT AR A ST ad e T RS R AN

11.2  FH¥

#| Functions > Management > IM Manager > Message 2% & i1 L .

11.3 $B

11.3.1  SERE RS

Har 1 BRMEEEARNZEELNE

SR i PR, R 2ot et

ANES P g2 F D B TR .

AR e I I T VIR 55 1R 75 TR 2t D )

—Ffe.

Functions > Management > IM Manager > Message > IM Service

File Transfer :

not allovwed.

Falicy violation! The action "File Transfer" is

11.3.2  SERERIIRAT S

HAp 1 BRWRNGEHN &L HE

S ek P ) S SN S VR R AN, R ¢
SOAESEINE TR ET 1A AR S H ™ R R

Functions > Management > IM Manager > Message > IM Peer

Peer :

ith this user.

Folicy wiolation! You are not allowed to chat
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11.3.3 EZENEIRAE

Ha 1 REEEE Functions > Management > IM Manager > Message > IM Content
G AL LA A L SRR I, RS AE S Keyword :
WA E AN AIELE P IS TR Falicy violation! Some word(g) afthe

sentence you are trving to sendfreceive is

not allowed.
aﬁ% 2 PYEEM Functions > Management > IM Manager > Message > IM Content
G AL IE AN AIE IR RN, RG2S SEHE IR File :
T O RIES - IS R . Palicy violation! The file you are trving to

sendireceive is not allowed.

11.3.4 SEREWRIR R

Hx 1 wEERE Functions > Management > IM Manager > Message > IM Security
AR IR I R 8 9 I LR A i B, R4 Virus :
SIAESEIN ARG 1 N Aik g5 F P 8 5 HUEL Security warning! Avirus is detected. You

are naot allowed to sendireceive this file.

H 2 2 THEHUFEHEEHE Functions > Management > IM Manager > Message > IM Security
Y AL 16 R IR URLAY 28 P i R B o 5 Worm:

WUE L, RGATESZIHEHE O P RIEs H Security warning! A cormputer worm is

IR 5 TH R detected. You are not allowed to

sendireceive this LIRLfle.
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11.35 HfmeEgs

Hax 1 MRS Functions > Management > IM Manager > Message > Others
G F P S 07 I AR, B Encryption software :
I, REAE S A LS H P R Policy violation! A third-party encryption

software is detected. You are not allowed to
sendireceive this messange.

Hap 2 EAEEREXH
1%+ Upload Configuration 2 siihiBlur 19, FIATIINC & SO B 2% s b

AN px.
FIT VA5 = 05 s S Ak st 2 A el 0 0SS IR R T MSN/Yahoo/ICQ/AOL By J7 sl BT it , (R m] 5L A it . 41
JAH IM Manager I, JXE655 =7 N2 At 2w R RN AT
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LIRS [F

$£12%
SWipL RN e
121 #Fk

1o PR N A B I T LR R S8 SCREA 5% TR S I JEARAT D Z BURR
2. AT TR AR o sVF 2 ANRIOREAL, DO R N B2 JE R 2 2 AT

12.2 Tk
1o SCEIPIRIRS LR R AT DAL T RO LR 0 5
2. AR TAREIGEA IR

123 SB&
12.3.1  SERERRSE

HE 1 BRI S B RR S Functions > Management > IM Manager > IM Services
?ﬁy\iﬁﬁiﬁiﬂﬂﬁ%ﬁﬂﬁ F}?ZT—\‘O %ﬁﬂﬁ(ﬁﬁfﬁi E/\JF:F% NO. ":::‘em LUQGIN HLI:_L.I:N\I... HLi:_::HHHI... HPP_:;HHHI..JPHUEMAP Vl:::i: W'l:::m mn:umu RI:M(:::J\.. u:u: H'.‘\NL::!‘HIJ
SRAG BN ok BR DA R 25 ) - 5 5 5 5 5 5 5 5 5 o o
VERE, L B R 4% ST A AR 25 R ) At A ) . . . - -

£ (7] [¥] Q ] e e
FEF T . A TTLU BB, Aak IR, R T e e e e e B e B s
T SE MR BT AT L IR 5 R ) 1 FE A R

Husmal (7] ] e e e e =] =] ] e e

Hewlser e _ -] -] e | e e e ] ] ] ]
HF 2 18 S I IR 4 Functions > Management > IM Manager > IM Services

— o, [NEEN N . N ND. HNaen LOGIN | FILE_TRAN._|FILE_SHAR| | APP_SHAR| [PHOTOSWAP] WDICE | WEBCAM WHITEEOARD REMOTE_A |  GAME | HANDWWRI

4 Wmﬁ?ﬂ%ﬁﬁwﬂﬂ&%iﬁ%iﬂi G AL o | © o o o o o ' o o o o o
New Service, - - - - -

Gald [#] ] [¥] [#] ] [¥] (¥ ] 7] =] Q

siiver [¥] (¥] @ [¥] (¥] @ (¥] =] @ =] =]

Oranze (%] (*] 7] =] *] =] =] ] -] e ]

Narmal G ] =] =] -] e e =] =] e =]

Newtiser -] e e e ] -] e ] -] e ]
H3% 3 BYNBT RS 48 B Functions > Management > IM Manager > IM Services
i G54 FR R o [ ; ok
AFHEIRS 4R, ARG s OK SGHIE H Add Service X

Please input service name
Tin
OK Cancel
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LIRS [F

H3x 4 FF 23 385 FH DR ) 1K) S B RAT R Functions > Management > IM Manager > IM Services

N Rty 1 o < N s |—] Y Y M‘ o < S NO. Name LOGIN FILE_TRAN... FILE_SHAR..| APF_SHARI..|FHOTOSYWAF VOICE WEBCAM WYHITEBOARD REMOTE_A...| GAME HANDYWRTT
. . - Slher [¥] ] [¥] [#] (#] [¥] [¥] Q e =] =]
B B BT R E L —F, fER @ e | o R " 5 5 o o . o R .
LELRI T,
¢ Normal %] =] =] Q =] =] =] =] =] =] =]
Tn =) =] [=] =) =] [=] =] =] [=] =] =]
NewUger Q =] =] Q =] =] =] =] . =] =] =]
H 3 5 B e ERERITA Functions > Management > IM Manager > IM Services
. . . NO. MName | LOGIN FILE_TRAN..|FILE_SHARL.. AFF_SHARI..| PHOTOSYWAF YOICE YWEBCAM :\‘\"HIIEBC\HHD REMOTE_A..| GAME wwu‘
Ji i Login. FileTransfer. 5 Voice. e | © o o o o o o o o o o
Ginlel [#] [#] [#] I [#] (¥] [#] (7] | [#] [#] Q -]
slver [¥] [#] [¥] [#] 7] [#] 7] =) [=] =] [=]
Bronze [#] (%] ] [¥] ] -] -] Qe =] =] =]
Harrmal [#] =] Q [=] =] [=] =] Q =] Q [=]
Tine [¥] +] =] (=] =] [#] (=] [=] (-] =] (=]
Hewlser Q =] Q =] =] (=] =] Q =] Q (=]
H3% 6 A5 TE 5 NHE AR 555 48 BR Functions > Management > IM Manager > IM Services
N ¢ I'l 2 N . . Hama LOGIN FILE_TRAM... FILE_SHARI.| APF_SHARI.. PHOTOSY AP VOICE WEBCAM WWHITEBOARD REMOTE_A.. GAME HANDYYRIT |
AEGERURE I A B ey, SRS AIE Edit Entry. | © . s o o 5 5 5 B 5 40
(=] [#] (=] (=] (=] (] (=] ] [*] =] =]
[#] [#] [#] [#] [#] ] [#] =] =] e I [=]
[#] [¥] [#] 7] [#] =] =] =] =] =] =]
(=] Q (-] Q (-] Q (=] Q (=] Q (=]
[#] -] Q =] 7] -] =] =] Q =]
Q [=] =] [=] =] [=] =] =] Q [=]
H3: T SRR RS AR Functions > Management > IM Manager > IM Services

MMANEEE SRS SRR, il OK SCHIE H.

Edit Service

Please input service name

Speed

OK Cancel
%2 8 MIERRS Functions > Management > IM Manager > IM Services
N — N NO. MName LOGIN |P|LI:_IHNU... FILE_SHARI..| APF_SHARL  FHOTOSYVAF| YOICE WEBCAM WHITEBORRD REMOTE_A..| GAME HHI‘I.H'\"HIr
G ﬂﬁ%%%ﬂ?%ﬂ&%ﬂ‘]ﬁ&%%ﬂﬂﬂiﬁ%‘éﬁﬁi g | © o 5 o o o o o o o | ol
Delete Service 5 Delete Selected B[R]/t - | | i
@ @ G @ @ @ @ G @ ° “
M5
[#] [#] ] [#] ] [#] [+ =] =] =] Q
[#] [¥] ] [#] ] =] -] =] =] e Q
o e o e e e e o e e e
@ o e ® @ © e e e ©
o ) ) e ) o ) ) o
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¥ 12 %

L ptid L PR 4 [

HE 9 LARELHREE L
4% Upload Configuration s siblir | @, S4IUATMRLE I 1 (EF18E I,

SEIN TR IRAE AT A L]
FA FEVFRI BN S I T RS A S S TR 7 AR 2 AR TR
(EESES FEVFSE IR 5 Al P A% 06 B R 5
(EEe FOVFSEIIE I S AR 2 =
INAERE S VPSR 5 b 7 2 = B R o
R 7= FEVFSEIN IR 5 AR T P 2 = A
= FEVFSEIN I T 5 EeAt 7 AP T AR
W FOVFSE I IER] 5 HAb P i BEARAZ TR
FIi FOVFSE B R] 5 HAb T P A B S 28] ] s AR s f R
R B FEVFSEIN I 5 At AL A A RE ) D e
D3 FEVFSE I AR 5 Al P B AR DEAE 207 2K o
F5 FEVFSE IR B T 5 D RE AR T -

12.3.2 SERERBEA

kg 12-1 w] A B SN AR AT A

=i

5 BURT RS 352 I SRR 35 | rstatus |/Users rGroups |
R, SREIEHE New M)
Group. 7% tkGroup yBoss. i

Ho 1 HE LR IE A
i\

Functions > Console > User Console

Group Mame Description I Service

Others Default group name for users registration

Hew Group

Edit Group

Delete Group

Delete All

Web Service

BB 2 SRR
AR B Boss #U I B
TR AR, R)EFERE Edit NO.

Functions > Console > User Console
Status rUsers rGroups |

Description Il Service

WWebh Serice

Entry. Full permission Platinum Platinum
Hew Group
2 Others Default group name for user? regis| EdIt Group Hewlzer Hewlzer
Delete Group
Delete All
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#H3 3 BT NEEAH B Functions > Console > User Console

f£ Content BN AN EE N

PR B, AR5 i OK Edit group
Mame : |EI|:|55 |
Description : |Fu|| permission |
Il
I Service Flatinurm -
Wieh
Weh Sermvice Platinurm -

Finish Cancel

H3x 4 ¥ B4 B T % | Functions > Console > User Console
R Status | Users | Groups |
PR ULHRLH TR R 550 245K ;
I A AR HERE 23, &

I Service Weh Service

Description

Platinum

%’I%%EH%%KU\%%NU?E? Default group name for users' registration [PLELH W
AL SE I A 7 E gl?\igr Platinum

Eronze

Hormal

el ser

B 5 LREECH
J# Upload Configuration skiibfels (& FmE it [ LRI |-,

A g
bR T Fah @ sL AL Ah, ST LU AD Import 20# File Import 17720, MREAT 195 22y NFEAL 308 . 1
ZH LA R E .
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LA H TR

( el

£13%
SE B TR P iR E
13.1  #Fk

1. SR AU BT AD Bl RS .
fE_EHEITE], 5 T ATLAE ] MSN, - B EERM S AFIE, RSN IR — 45 b 5 ] DA Rl 75 2 213
SR 2 A

3. EHE R CBUE A SN A A

13.2 ¥k

1. ANCAHAEREEE DN S
R S AT REERIA ™ Block™ » EBEI [ U] LS MSN o RERE IR AL SR AR it ZE e M se, L4 )7 3d S Al
IR B R

3. IEHE” File Export” g 4E A 1 SE I ] 3 VA RS 2

13.3 SB

M B BE R, JF B4R E OS] InstantScan 35 E B, SZEEIAH S SLEISZ InstantScan 155 . SIEE
IR AS R SO P PR, PR B I A s SR AR I S T A F BRI . InstantScan $RAEE AN 7 vk g
B EHAH P AR D WNIAE AD RS BN EdiE; 2) K IA ds 2 B SR ST N P £ 3D F
g BAT B PG .

B R LLEAT E SRR P AT A $E B e SR VAT o LA IYEE], KA AR e v e S Il

13.3.1 AD Import — Open LDAP

Hax1 BEHEET AD JICAH R Functions > Management > Object Manager > AD > AD Import
Fiih AD Import 4845, ﬁﬁf;;‘f(ifgﬁfj

& owian { cwian)

& danny { danny)

& einstein { einstein )
& o { Aowe )

& hyewi { hyewi )

& twchen {iwchen )
& kerry (kermy)

& krbtot krbtgl

& lintest (test)

& loco (locady

& mermphis (memphis )
& natalie { natalie )
£ native { native

-

Q Import [}
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% 13
LA T

( el

%2 2 M\ OpenLDAP JCA
TEMRSS A e XA, N IRSS4 1Py 3 (P
W = 389) . HEMki%4; OpenLDAP JIR% 4%
M) User DN 5%, S8 5% N\ P 508 B e i
Base DN. [&i% OpenLDAP JJlR4%#e257, #ix
Open LDAP [M¥E, WS HHET &3 $7 3]
PERB . 5 B BAFEBRR .

TR, TR ST BON LI B

Functions > Management > Object Manager > AD > AD Import

AD Import E|
Please setup your AD server
| Server Setting

*Port: 389

Password: [~

*Server IP: [182.168.17.254 |

*User DN : |ator,cn:users,dc:l?,dc:c0m|

*Base DN: [di=I7 de=corm |

Server Type

) ActiveDirectory 2000 ) ActiveDirectory 2003 (& OpenLDAP Advance

[] Delete all ohjects | oK

|| Cancel |

# 3¢ 3 OpenLDAP HEF 1% E

TR R0 8 T A 1T L 4 A AR 0 YN J4s
FI¥dE. % LDAP H ke, WS HwT &
B HHFIER R

Functions > Management > Object Manager > AD > AD Import

i AD Advacne Sethng

Please choose the attributes for import

Account

*Base DN: [dc=I7, de=corm | fitter : [ohiectClass=person |

Account [uid | *Name: [cn |

Group

*Base DN: [dc=I7,de=com |

fitter : [ohjectClass=aroup

Mame: [cn |

| OK || Cancel |

% 28 4 I
M MLDAPR S 281 N B 13, REB& Eonin
AP E A R, i OK SEkiE.

Functions > Management > Object Manager > AD > AD Import

Loading Message

Information

Loading...
Found 35 groupis).
Found 38 user(s).
Created 35 graupis).
Created 34 user(s).

Finighed.

HE5 EAREXH

34t Upload Configuration siaidifs @ M0 E L fh [ FIE |-
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>
_g‘
S HE NS

13.3.2 AD Import - ActiveDirectory

%2 1 BB AD ICAHF R

ridi AD Import 4k%:.

Functions > Management > Object Manager > AD > AD Import

& caral (caral)

& clock [ clock)

& owjan { cwjan)

& danny { danny)

& einstein { einstein )

& o { owe )

& hyewi { hyewi )

& iwchen {iwchen )

& kemy (kerryd

& krbtot { krbtgt)

& lintest( test)

& loco (loco )

& memphis ( memphis)
& natalie { natalie ) |

-

£ native native

%2 2 M\ ActiveDirectory JCA
TEMRSS A e XA, BN IRSS 4 1P 3 (Pl
¥ =389) . HHIskiks; ActiveDirectory %%
M User DN 5%45 . 48 5% A P 83 )
Base DN. [&i% ActiveDirectory 2003 4548
KA, MK ActiveDirectory HIWE, S HET
B BANERIR SR PAIERER
oo,

TR, TR SR TBON BT B

Functions > Management > Object Manager > AD > AD Import

3

| Server Setting '
*Server IP: [192.168.17.254 |

AD Import

*Port: |389

Password: [™

‘User DN: [ator.cr=users,do=I7 de=corm|

*Base DN : [dc=I7 do=com |

Server Type

() ActiveDirectory 2000 ( (= ActiveDirectory 2003 _ OpenLDAP

[] Delete all objects | ok

Advance

| cancel |

% % 3 ActiveDirectory HEM#E

SRR TE B9 ) B T Lk S S RS I RN T T B
M. % LDAP M e, 1HSH T 4
T BAFERKBR -

Functions > Management > Object Manager > AD > AD Import

2 AD Advacne Sething

Please choose the attributes for import

Account

*Base DN: [dc=I7,de=com |

filter : |1)(!(0bject0|asS:computer)))|

Account [sAMACcounttame | *Name: [name |

Group

*Base DN: [de=I7,de=com |

fitter: [objectClass=group

Mame: [name |

| ok || cancel |
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L/A,l
Lpr T

w
( el

# 2 4 LA
A AD RS BHE KRBT, RGN & o
AP A R . T i S AR

Information

Loading...
Found 34 groupis).
Found 35 user(s).
Created 35 group(s).
Created 35 user(s).
Finished.

Functions > Management > IM Manager > IM User > LDAP Import

Loading Message

HB5 LERELH

%+ Upload Configuration sisbidiR @ fd & SCF BRI E .

FR | i B | ActiveDirectory JE%] |  Open LDAP {if
Server Setting
Server IP LDAP Jlg 25251 1P Mok 10.17.17.3 10.17.17.3
Port LDAP JIk 55 g Ec 1t ) 11 389  (JHi%) 389 (T
User DN User DN W EZBUIARAFIR LDAP JiRG5as | | (o cn=manager,dc=yourCo

B A TR E IR S . mpany,dc=com

Password H A7 LDAP iRk 55 3 i s (1 5514 ADLdapABC OpenLDAP
Base DN %a;}eﬁ;g Ejgil_oDAP W% 25 LA wi o cn=users,dc=ABC,dc=com gg;ggr?]ple,dc—ABC,

Server Type

ActiveDirectory 2002

ActiveDirectory 2003

OpenLDAP
Advance
Account
Base DN J&/R7E AD Frtsr 24 4 7,
Base DN n ou:group,dC:ABC,dczcom‘o T 1% £ cn=users,dc=yourCompany, ou=people,dc=yourCompany,
HRARAE LI IR, {E¥E AD I | de=com de=com
B AR BEE
I AR A AT YR, T . _ ,
filter 7 A ik g ae ok iy 9 g wm  opg . | (&lobiectClass=persom(i( | o cjass=person
(ObjectClass=person) objectClass=computer)))
=) 2 oA VAN
Account %ﬁ?ij@g%‘;ﬁp M5 26 LRI sAMAccountName uid
I A FR L LDAP IR %% b FH KR
Name 2 1 T name cn
Group
Base DN {7t LDAP Fr v 414314
Base DN ? an ou:groqp,dc:ABC,dc:com‘o Ffﬁ cn=manager,dc=ABC,dc=c ou=group,dc=ABC,dc=co
XL L AR AL R R, fEBeE | om,de=tw m
LDAP It BTt i) e e
filter WAL NTEA R 1Rk, %7 LL | objectClass=group objectClass=group
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T 0 A U A 1 R R

(ObjectClass=person)

Name

L E LDAP RS 2% b HSk#R
A FH & AL 2 FR - B

name cn

13.3.3 f#H AD Book Import
IM Manager ] LA#8A¢ AD Server B3hM AD Server ICA{FHH KB SR EE 3.

R PR

> 2% AD Log Server

> 33} AD Manager(i£i)

» AD Book Import...

# 2 1 4% AD Log Server

SR BN ARIRATAT ey
Setup.exe, 1i% AD Log Server.

23 > AD Log Server

B 2 W R W
device IP

1%#¢ AD Log Server 32235 51|
Ho B4 1P BT N IR BRI 1P AH
[Al.

TR U IP WEMEILS AD
Log Server J&¥4 Log % EAL &
device MEE.

23N > AD Log Server > AD Log Server Installation

AD Log Server Installation %

roelect disk

Please select a disk to install. The installation

directary

=c ] =

ho

Management Server [P

Please input device |F:

192.1658.1.1

& ]

2 3 TETR
LHEE S ISR, S
e E R AT

2380 > AD Log Server > AD Log Server Installation > Install completed

AD Log Server El

Inztall completed.

% 3 4 AD Log Server &
Ak E 545 U AD Log Server
M H

# 1 Tk Syslog Server, # LI
AR 3 P ENE, 1% Save fif
1FRE

W I IP wEEEA AD
Log Server J&¥ Log % EAL &
device. U ULE O, M

Install completed > AD Log Server Setting
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JUOATF R, 7T 2 2R AR (A
1) F i) C:\L7Networks_AD T 3
z)) AD.exe FgRIA],

AD Log Server

| Spslog Gerver [ Daemon Mods | LogNet | “About

Syslog Server IP

192.168.17.121

2006410423 T 4F 05:15:34 [Info]: AD Log Server Started.

% 2 5 JF )3 AD Manager %
#u

LTI EE IR I Th RE, W20 EIAR S
HEHER, T3] Managerment
YEE: VT 3 BRI v] 4] (Update >
License %A Jiif3 21 License
Key). 58It/ 5 Management
s 1113 AD Manager 5
Encapsulation Manager P #fii
Tt o

Enahle AD Manager

rDescription

This manager maps tynmamic IP addresses to Microsoft Active Directory names.

You need to install a program on your AD servers.

aﬁ% 6 AD Book Import

#ii% AD Book Import Jij<x Bkt
Import ¥ % 11,

Functions > Management > IM Manager > IM User > AD Book Import

rStatus rUsers rGroups |

List |—-Gr0up-- |v| |—-Iru1 Service-- |v| |—-Web Service-- |v| | || Search
Anply |--Schedu|e-- |v| |--Gr0up-- |v‘ |—-IM Service-- |v| ‘--Web Service-- |v| to listed.
Ko} Schedule Group Mame Description It Service Web Service
B Always Others DefaultUser efault User Flatinum mail
AD Book Import | | File Import | | File Export

%2 7% AD IKSICA
ROEAEN K S 5 RE4L, 0%
OK JaHiml,

Functions > Management > IM Manager > IM User > AD Book Import
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VT R 1 e 5E Ak 13.3.1 (A G #
fEJG, W DA &l AD ks
B .

Import § |
Please select the accounts and groups

[ B Ohbjects B
[] T Accounts
2 [ Groups
[[]%* 4E
[ 8 Account Operatars
1% Administrators
[[]%& Backup Operators
15 Cart Publishers
1% DnsAdmins =
[[1 % DnsUpdateProxy
[[1%& Damain Admins
[ % Domain Computers
[1%® Domain Contrallers
[]%* Domain Guests
1% Darmain Users
1% Enterprise Admins
[1%® Group Policy Creator Cwners
[15& Guests

[4]

0K | | Cancel

%2 8 LR

#%$% Upload Configuration sifiiildR (@ 4l E SCk B E F.

A\ [ 4 RD_1 % RD Group 151, {FEIEFIAIE = R tHBLAE IM User I, BB SCPHZBL i 12
R TICHE SCHER EEXS RN IM account > AD User > AD Group > Default User

13.3.4  MAHsmAE SIS BN P 54
SIS A FIRSERE LDAP T, 145 T LIS A7 (49 50 42 S VAU P 1 B 9y 5K B0 3 A7 A A
SRR, SRIEHE HAS SN 7 30 SR T (02

%2 1 TSR

s AT A R0 13 4 0 SCAR S 5 e A
e, RS TBRIERRE S 0. W,
CRRER, NAES, FIEEESRRIIA
P SRR, R ARSI R T FBUEHR
iR SIWNGIEE 33

Functions > Management > IM Manager > IM User > File Import

ceo, bosa, cecdyourCompany.com, ceclhotmail.com, ceollll
cto, boss, ctolyourCompahny.cowm, ctolhotimail.cow, ctoldll
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lé/;

13 3

o2 TS S e

2 2 ICARYEBIR

iy File Import 4k4k,

Functions > Management > IM Manager > IM User > File Import

MO

Schedule Group hsg R [File Rec Marme Description MSM Account YAHOO Acco.| 1CG A
8 Always Others @ @ UserName User Description  |(J (@] (@]
8 Always Others (=] & DefaultUser Default User (PR TR @

I D
| AD Book Import KU\Fne Import/l,P File Export ‘

3 3 WHEEILAKTE

)% Group. E-Mail. MSN Account. Yahoo
Account , %R J§ 4] & Would you like to
overwrite existing users? 75 CAELE AT
#, M OK AN F—AEH.

Functions > Management > IM Manager > IM User > File Import

( = File Import

X

Please select the columns which you want to import.

Name

[] Description
Group

E-Mail

MSN Account
YAHOO Account
[]1CQ Account

[] AOL Account

Would you like to overwrite existing users?

oo |
e —
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3 4 ERECAMRZ
P BEIC NI SCA SO, SR)E i Open FR44
ICABE.

MEEIEN=E S

Look In: |ﬁ My Documents

] My Music
5 My Pictures
[ import test txt

D Yahoo! Briefcase.url

File Hame: |impc|r1 test bt |

|v|

Files of Type: ‘nu Files

|

Q open

Cancel |

25 LAy
SRR AR, R4 BRI
B SR AR, il Close HELE.

Functions > Management > IM Manager > IM User > File Import

vl

( " 'Message P9

Import Message

Line1: impaortis done.
LineZ: import is done.
Import complete.

Close

#36 BRRBICANLER
LICAEHEE, Br] DA SR AIC NS 3. 1
HEL DA e BB UE, AR
AZBUARL R 50 R A 52 I S TR R R o

Functions > Management > IM Manager > IM User

[ MEN Accant YAHOD Acco | GG Account | ADL Account | Serdce | Ernail aliat |

HO_ | Bchedule | Group  |MsgR[File e Hame Duscriplion
15 WorkTi. oithers (] [+ UserName  User Description Platinum ) userdh..
& WorkTi | Others (] [#] o ceng@ho... G cea1111 Platinam G ey, |
44 WorkTL. | Giihers . W 5] cio -u' uwgun_-u clol010 I Platinum Ie m.gyoJ
) Ay Olheerss (] [#] Dusfaullbse Drefaull U &9 &9 e ol Platinam () mlnin@.‘

BB T LAEREH

i%#¢ Upload Configuration 5%/ ER BUlE S LA E
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%1

w

Pl Tk
— ‘;\_’ M M
13.3.5  F-FhgESEIE A
Ha3l 3 S HE R P Functions > Management > IM Manager > IM User
P - S MO, Schedule Group Msa R..|File Rec MNarme Description MSN Account [YAHOO Acco..) 1ICQ Accaunt | AOL Account Senvice |EmaHa|e
E IM User @DLE%$EE, %Eﬁ% Add 4 WorkTi... Others [#] [¥] UserName  User Description Platinum (@ userd
Usero 9 Always Others [#] [¥] DefaultUser  Default User 2" @ @ @] Platinum (4 admin
Add User E
Delete All
Edit Entry
Delete Entry
H32 BNEHE LR Functions > Management > IM Manager > IM User
AT 5 OK X1
Ho
Please input user name
ceo
%23 SRl P E AR Functions > Management > IM Manager > IM User
. . pE—, N . ) . N0 Sehiedule Group Mg R (File R Marng Descriplion MEN Account YAHOO Acca | ICQ Account | AGL Account Bardce |Frn:|i|:a|m|l
E Descnptlon %&J:Eﬁiiﬁ" %Eﬂ% Edlt i WorkTi Others | [¥] o UserName  Liser Description Platinum unr@_l
Entryo & WorkTio | Olhers [=] -] G O Plalinuam
i Alveays Cithers W [+ Defaulliser  Defaut tiger| DUt lser . e *g Platinum () adming,
Dofad = 0
ey
sy
H34 MANEREZERANE Functions > Management > IM Manager > IM User
HNERTAE B A A . s OK 45T EditUserescription
Ho
Please input description
Full Permission
(Lo ) o
#3%5 S4EH PR e HE AR S Functions > Management > IM Manager > IM User
P . 5, NG Bchedube Group Mg R Filie Rec. Harng | i MEMN Account [YAHOOD Acco. | ICQ Accound | ADL Account Errvics |Frn:|i| alert |
E;MSN Account %&LE%%‘%) SR JE 1k HE §Workrl.. | Others | (@ | (2 | UserName UserDescription Platinum leuserqﬂ.
it Entl’yo & WikTie, | Others =] [=] G Platinurm
Add User
i Aways thers W ] Defaulitiser  Default User lu' Dtz Usre H Platinum () adming,
1 1 I | Delete Selectad | |
| etetean—— |
{ b}
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%2 6 WA KERE &S
7E Account FEXPHIA LA MSN K5,

o4 S I K 5 ¥ e PR IR) MSN K.

Functions > Management > IM Manager > IM User

EditMSN Account X

Please input the MSN account name

cen@hmmail.cnm|

&)

Cancel

BT BRI
f£ Eamil alertto Bt LATEE TG, REEE
Edit Entry.

Functions > Management > IM Manager > IM User

MG, Schedule Group Msq R...|File Rec. Mame Deseription MEM Account YAHOO Ageo | ICQ Accounl | AOL Accounl | Benvice Ernvail sderifo
5 Wark i thars (] [¥] UsarMama  Lsar Dascrgtion Blatinanm Pumrmn_
4 Worklh. | Others [=] [=] cen Full Pariission L Ce0fho.. LJ ceol111 Platinair |
Al User
& Alvways Others @ & | DefsunUser Default User " e |° . o Platinugr Delete User
Delate Salected
| Dajete Al _
( Edil j
Dot Fot

% 2% 8 WA TG

NS S AR TR AT MR
BFBEIB PR, IERTBCESR, At P
SORMIES, RGOK &2 R IR LB %

Functions > Management > IM Manager > IM User

Edit’ Email Account

Please input the Email account name

CEOENOUrCOmPpany.com

@M Cancel ‘

#29 RALCL AR IR SR T
BT TR S I TR R S B,
N L DA ZBURRAR St R A 7 S B 3 R TR

Functions > Management > IM Manager > IM User

Mo, | Sehedue | | Descrigtion

Group  [MspR.[FlleRec]  Mame

| MG Account [YAHOO Acco.] 1CG Account | ADL Account|  Serdee | Emall lertto

§ WorkTi. | Othrs Q| 9 Usurbionms  Wser Dussivtion Phatinum ) user@h...
@ WaikTi. | Ofhers e e i Full P missinn G cendhn. (G cent1 11 Phalinum ) ey

[
& Always | thers | G | Q | Detautiiser llJBIMuur :0 ¢ IO ¢ IO 2 IO ¢ | Platnum L admings..

# 2 10 bAERCE A

34 Upload Configuration sifiatifas @ JmE i L fEFIET L,

Email alert to 1977 BoE LA L AT LLieE e 15 2k Al £ 03 SBsropt I I Wi 28 55 0, 1A 1 e Ak A Ie 4 ISR

o B SRAE B ARV P SRR, AR DS K SO IR @, T L R R R

= FB i
@ Email alert to M P S SR RO Y, R B S
) Email alert to M P e SER I THIBOR I, A S R S AE .

FME 13-1 SCIN I VRO Se VA SN R TR A

DA B AN SR VR P S AR, 0 B SRR S AR R RS @, TR N R KR

BR T !
@ Email alertto | 4SEM TR A B SCIE AT 0, A s A5 1
=) Email alertto | SEIIE T KA S ST fy S Il TS T A5 1T
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InstantScan ¢ * £ p ¥ 13 %
L T
PG 13-2 ST I VHIBCR AN Fo VA S B i AR A
FB Ui Y R/ 3K a5
No SERFE T 9 . BB MR SR . e )
DRI A el B3R A L
Schedule Jo TSI 5SRO Ainays I Never | I | Avays
Group FH P e SCISERE A B2 . i & e X boss
SEE IS IS S o SIETF I, I sEmbmin | .
[E] e 1 d
Msg Rec. LA 5 W FRD () | @
. S THAY RS2 o S IETF SRR, i sEmbm i | .
N N = e N .
File Rec. A 1 YAl (L) | @
Name SIS 8 THA R 44 R {7 5E X ceo
Description SIS T8 T R I 7 5E X Full permission

MSN account

MSN K5,

MSN K5 4% =X

ceo@hotmail.com

YAHOO account

Yahoo k%5,

Yahoo Nk 5H5=(

ceollll

ICQ account ICQ k. ICQ k544X -

AOL account AOL k%5, AOL K5 #5 38 -

Service S I AT AT A BRR 2 X Platinum

Email alert to ;%Hﬂ‘i&ﬁiﬂﬁfiﬂﬁ%%ﬂmﬂ I, AT S AE A K L I e 6 ceo@abe.com
k% 13-3 SEHHE I 7 B

13.3.6 HIEIERHEHRAS L%

T AL B e B e F P IO SERE RIS, B TSR TETIK S A Sl E I I Th RS . EE R ORI SE I E THIC SR A

SR BT, B R R R R SN B B AT, PRANBEE

WS N RU] .
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BF L CAFEEE
7t Non_IM_Users (F IM Users 5 F 1l
) AR, RIS ST TR IR SN
775

R, Q&ML s SE W@ A S A 0] LA
PACAIK S 7o 23, %% Non_IM_Users
FIIK- SV IM Users FI3R A, MRG0k 2 B 3l
S BN IM Users  ERTRE AR . 10 4
EITRRRIEE, R AR RN 1S
PN P SE IR 5 28 = 2 4%k 5 oAbk 5
Z A THIC SR

Functions > Auditor > IM Recorder

& Al
[ g Man_IM_Us

& 420654
& IPmanualte

Import all accounts to IM User using IP as username

Import all accounts to IM User using hostname as username

& evan
& inhn

Clear records

g boss

FE

L

Import all accounts to IM User using IP as
username

(¥ 1P i JH ) 28K

¥ BT Cod K-S NS B R P, JF AR B OB

Import all accounts to IM User using hostname as

username

KB4 A 2K

B PrAy sk IR VAR 7, JF DU IR AR OS2

Clear records

T BRIl T 3K

kg 13-1 ANIKS ] - AT ARSI 5138 Bk

# 3 2 ILAGEENERE

B TR BT A IS IS, S mT DL e kS iE .
£ Non_IM_Users #21 F, EHEEZILAN
KT, SRIGFEIK S bR, PR

Functions > Auditor > IM Recorder

L7 2l
= g Mon_IM_Users
& 426660

FHCA T3 HIEBIIEBEERA | o 8 manud moortos aven muse
QE &) evan Import as an existing I User
e & john < Import to IM User using IP as username
& ooss | impartto i ing host T
Clear records
Field Description Example
Import as a new IM user P 2 I SE I K, LUBIE— 28 B i) | 4286963
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P

A4

~
[N

5

ﬂ%w

Jr AACA SN SR N

HEUE R SN TR S, VN CAFAE R SE I I

Import as an existing IM User WU B Evan

W1k S 1 S 3 TR ;H; B AT
Import to IM User using IP as username ﬁ%ﬁgﬁg;gi; I 1P ik 192.168.168.10
Import to IM User using hostname as FEIE 72 B S TS, ARIL =LA TN S 3 ABC-Evan

username

WHIFIRA

Clear records

T BRI R K5 K T AT ek

etk 13-2 HAIK T2 - TEANIEE RIARSERTE T 513 Bk

13.3.7  MAHWIRES SRS H SERHE IR P 5 RRA

T ES AN T TR DR B, A s O T IR S I A T P T B SO B, s B e S I TR A R S A, DA%

AN Z o

Ha; 1 HRILH Functions > Management > IM Manager > IM User > File Export

'ij'-:l File EXpOI’t Ertﬂ%*ﬁjﬁlﬂﬁﬁ)ﬂﬁﬁ Group Msg R... |File Rec) Mame Description MSM Account [YAHOOD Acco.) 1CQ
Others (=] @ |& carol {carol) @] (@] @] -
Others (=] & |& clock( clock ) @] @] @ [Z
Others (=] @ |& cwian{ cwja... @] (@] @]
Others (=] © |& danny(dann.., @] [#] ]
Others (=] © |& einstein { ein.., @] (@] @]
Others (=] @ |& flow (flow) @] (@] @]
Others (=] Q | hvewi(hye... @] (@] @]
Others (=] @ |& iwchen (iwc... @] (@] &

M | Dl

| AD Book Import || File Import H;FileExpnrt_;P

%2 2 MANEREFFHRE
7£ File Name BRI ANLEFRIREE, ARG
Hiili Save fifff.

Functions > Management > IM Manager > IM User > File Export

- Save H

Save In; ||j My Documents |'| e |E

[ filelib [ My Skype Received Files [ ) SkypeSetup.exe
J1caLite ] Symantec [} technical.txt

] MSH Messenger ig%8  [] Test [y vs.rar

1 My Music s D Yahoo! Briefcase.url
] My Pictures [ wWiaLL

3 My Received Files D Instanthlock-db.txt

] Il

File Hame: |ﬂIeExport

Files of Type: |AllFiles
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# 38 3 ICH SR Functions > Management > IM Manager > IM User > File Export
i’lﬁ%([tﬂﬁkﬂ]}ﬁ s B A B R RS A .
iE i OK Z5IRBEE
T
OK

13.3.8 EREWA e T AR
Sy T ST S BT, InstantScan $RAE R AR E A T AL 1) FUBS (List) EEMIH. FrTk e gl
RSB FISAE RS o 2) 2B (Apply) 358 IR H 20558 ) S2 I E R /2 5

@ List |--Gr0up.. |v| |--Senrice.. |v| @ | || search
@ apply [-—Schedu...| v | sy Rec--| + || -File Rec- |+ | |__MSN-. |v| |..YnH00.. |v| |..|co.. |v| |...o.0L.. |v| _Service- |+ | tolisted.

FB A B /R Jutl
Group B B8 35 5 R L AE S JE VA A 36 L 1 52 SRR Boss
LM(D Service B B8 58 1A IR 45 AE SEIHE I 7 5138 1 5 35 R IR %%
Schedule | &3 & FIHERE 25 25 (1) Sl WA 7 53R L. 1 52 SR HERE Always
Msg Rec. %{ﬂiﬁﬁEI‘JITL,E\TEU%%J“LWJ@J@JZ;SE‘J’%Hﬂ‘ﬁiwﬂ)ﬂﬁﬁﬂi% G (uED 1 © W | o
File Rec. ffﬂiﬁf’tE‘J’fﬁ%%i‘{%ﬂmﬂﬁﬁﬂﬁgﬂﬁ%Hﬂ‘iﬁ"tﬂﬁﬁ)ﬂﬂi@ G (rED 1© i | o
Apply MSN EHE R MSN HEI 2 51 25 (1) SE il tH A P 4138 Block/Allow Allow
to .
listed. e o e e .
@ YAHOO fﬁﬁlﬁiﬁ‘] Yahoo HFUIEF2ZE 1) SERE A - 512 Block/Allow Allow
AOL fﬁﬁ%%AOLﬂWﬁﬂ#%iwﬁﬁ%Fﬂﬁ Block/Allow Allow
ICQ %ﬁﬁi%lﬂ)ﬂ%ﬁﬂ%%%ﬁﬁﬂ%ﬁﬂ% Block/Allow Allow
Service B A S 4D IR 45 R D) 8] 270 245 118 i s 3 VAR 5 3 e SRS Platinum
Search UE A% 5 D RE L A8 R FH S Bl v R - HeRr e () D

kg 13-4 SCINE AL H B veoE T A
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Fmapaar

£14%
B T SN THAH

14.1 FER
1 N TR, T S U R A
2. FFENI, BT SUATLUE ] MSN, B B OAE, JEA S B AR 1. 22 B T S S5 3 VK

6.

PEBBHSCPRIN S BERNTE L3 S 1 WRITUBCER R o

I TAEME BTG R, WERES RD 75 BB ANE S 22 7] AR SR .

I AR IR S A VHTRUE 9 R S A o A A A i, 38 S B3 TR0 P S I S VR PR (S R B I ) 90 T 22 A ) <y L 4%
IEA MBI SE, IR D 2w AT 58 o

P AR B R SETT 2A 5, LURS 2 =] A BB TS L

UM HASTIN CEO & CTO AHFIRIIF R, Bt IS SN RS BE B3 72 (¥ v

14.2 ik

1.

o0~ wN

7£ Functions > Management > IM Manager > Status > New IM User Setting T[] _F ¥ 52 58 b0 i S I 1A T 7 2R
UNLEE

7F Functions > Management > IM Manager > IM Users 5[ 15 & S I HH 77 B .

7£ Functions > Management > IM Manager > IM Peers T2 RD #EZ4LAH LAY Non_IM_User Wik,
7F Functions > Management > IM Manager > IM Contents 1 [fi % & 2 yE S 5%, IR HEE.
1E Functions > Management > IM Manager > IM Security 52 [fil )3 H B 75 5 Brid R fE .

7t Functions > Management > IM Manager > Exempt Sources [, Boss (CEQ/CTO) [{IBHLHASEETT SL I 18
W EL A 55

143 H$B
14.3.1  FrE R SCryE tHA P EBRAME
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¥ 14 %
Fmapaar

%2 1 BEESEINBIR B
o T A SR A P ECE, PTRLEE New IM
User I8 E{EA:

Schedule: WorkTime

Group: Others

Msg Record: enable

File Record: enable

MSN: enable

YAHOO: disable

ICQ: disable

AOL: disable

Service: Platinum

VR I BRIV A » 155 S0 ) S IR AR P
BN

Functions > Management > IM Manager > Status
Enable IM Manager
rHew IM User Setting

Schedule 5 WorkTime [« |

Group
MsgRecord [onable [~

FieRecord  [enaie ||
MSw T

vaHoO  [@SaBIENII ]

Ica disable  [~]
AOL disable  [w]

Senvice

14.3.2 SEREWRA PSR

#% 1 AHEMNBREE A
7)i% Enable IM Manager.

Functions > Management > IM Manager > Status
l#TEnable IM Managel

New M USEr Setting
Schedule 1§ WorkTime |+ |

Group

MsgRecord  [enable [v]

Fle Rocord  [erable __[v]

MSN enable [~
viH00
ca
oL
Sorvice
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%3 2 SOVEER MSN, APEIAbSERE R

Functions > Management > IM Manager > IM Users

B EFR/E MSN Account b sti—F, iFEIRE Group  |MsgR.[FleRec]  Mame Description | WGH Account YAHOO Acca| 1 Account EEREETI
BLQ (AP, SRR AL e R P P P | © | O | teem primee 1
a=Si} @ ¢ P o BIRATEER IM Users 10 Q| @ issaa  [Abdulrahman Issa 1 | (3 issaa@u...© Issa L
EER T EAS, R e e S v 2 B0k . 10 %) %) acallen  [dam C Allen ‘e Allen
10 Q| @ arhickey  Adam R Hickey 1 ‘a Hickey m
10 Q| @ adiyat  Adiva J Thomas 1 ‘a Thomas
10 Q| @ sahia  fdnan Salhi 1 ‘a Salhi
10 Q| @ barkana  Adrian J Barkan 1 ‘e Barkan
10 Q| @ arehan  AhmedRehan1  |(2 arehan... ‘e Rehan
10 @ | G | edwardsa a6 Edwards 1 © Edwards
10 Q| @ ajdeeds
10 a |l a h Blbert Tse 1 & 150 ‘ 5 lz
‘ LDAR Import | | File Import | | File Export
% 2 3 BEHEAN WorkTime Functions > Management > IM Manager > IM Users
YN e N 7 R L NO. ¢ Schedule ™| Group M=o R |File Rec Mame Description MSN Account|YAHOO Acco. | 1CQ Account | AOL Account
WorkTime. ,4’.5: m:ﬁf U\ ﬂEIJ )EH <ctrl> + FL\*/%JZE%/EX 5 WorkTi 10 [7] (] issaa abduirahman Issa 1 | Issaa@u..|©) Issa L
G 2B 7, R e T HA ik i WorkTi 10 Q| @ acallen  [Adam C Allen ‘a Allen
j:% Apply “WorkTime” to IiSted °© & WorkTi, 10 [#] [#] arhickey  jAdam R Hickey 1 ‘a Hickey [
£ WorkTi 10 @ @ adiyait  [Adiva J Thomas 1 ‘e Thomas
45 WorkT. 10 o | @ sahia  fdnan Salhi 1 ‘G Salhi
i WorkTi 10 ] ] barkana  jAdrian J Barkan 1 ‘a Barkan
i WorkTi 10 @ | @ arehan  [AhmedRehan1 | arehan... ‘a Rehan
£ WorkTi 10 @ | @ edwardsa  Alan G Edwards 1 © Edwards
45 WorkT. 10 o | @ ajdeeds
. $ WorkTi 10 G | a h hert Tse 1 & 1se : 5 ‘Z
‘ LDAP Import | | File Import | | File Export

%2 4 FRA B R MR I RE

BEEARE Msg Rec. #BES—TF @ IR
BN 57 File Rec. FB ES—TF @ JFR
RY%MF . RJ57E Email alert to FE FA—T
& T MR 2 2 5 A R 55

R BT LR IM Users % H BT AR,
PRIFBERE SN TR ) BUR

Functions > Management > IM Manager > IM Users

Group *ﬁsg R...File Rec Marne Description MSMN Account [YAHOO Acco... ICQ Account | AOL Account
Others [#] (#) UserMame  User Description =
10 [¥] issaa Issa 1 (g i Q) Issa 1
10 [#] ¥] acallen Adam C Allen ‘a Allen
10 [¥] [¥] arhickey  |Adam R Hickey 1 ‘0 Hickey 1
10 [¥] [¥] adiyajt ihdiva J Thomas 1 ‘e Thomas
10 @ 7] salhia idnan Sathi 1 ‘G Salhi
10 [#] [¥] barkana  jdrian J Barkan 1 ‘0 Barkan
10 [#] (¥] arehan iAhmed Rehan 1 L@ arehan... ‘a Rehan
10 @ @ edwardsa  lan G Edwards 1 &) Edwards
10 [¥] [¥] ajdeeds
1 Q| a h Ihert Tse 1 & Tse i lZ
LDAP Import ‘ | File Import | | File Export

HB5 LERELH

i%#¢ Upload Configuration 5%/ KR BUlE S b AR E
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14.3.3 SERERPIRN &5 H

%2 1 BT SCI @ TR SR
K BUERREE] IM Peer [FIBFHE EATHE N, ik

Functions > Management > IM Manager > IM Peer

MO

Uszer1

Uger 2

Fetmission

Add Peer. ANY ANY % allowe
(J;:I;Peer
Delete Peer
#H 22 HE# Userl Functions > Management > IM Manager > IM Peer
Y’F User 1 ?&Ljﬁ% RD User 1 User2 Fermission
- ANY - ANY # allow
ANY -
) I—|| ANY # allow
& UserName
4 issaa I~
% 3 3 &FE User2 Functions > Management > IM Manager > IM Peer
Y’F User2 ?&Ljﬁ% NON_”\/I_USERQ User1 User 2 Parmission
ANY w | & allow
AN 2 # allow
&_h_@ NON:IM:USER |
By
te 10
e Others
& UserName
& issaa ~|
# 2 4 2B RD 5 NON_IM_User[#%f | Functions > Management > IM Manager > IM Peer
-‘Lﬁ User 1 User2 Fermission
E Permission ?&L:{i% denyo @NON_IM_USER # allow b d
# allow
m <l deny
H 25 A 37 188 1% S i TR0 R R 22 ) Functions > Management > IM Manager > IM Peer
o W, 3 184 11 0 ok S R Usger 1 User 2 Petrmission
&4 NON_IM_USER o deny
ANY # allow

HB6 LERELH

3 Upload Configuration sifatifas @ JmiE i L fEFIET L,
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HET B IIR X5 EEHE

L& T RD ¥#BI1H Evan K 5aAEA A W GR
T HEHZETE IM Users 55 F 10 FH 2 B0 R,

InstantScan B2 BHABATTZ (8] (X35, HAESEA Il
W H BN B RS,

# Second Angel - Conversation !Hn

File Edit Actions Tools Help

-

el , " , g v

"3 s maAma
Invite SendFiles  Video  Voice Activiies Games @

To: Second Angel <jaonai@aaa.coms ’]-

Ewvan says
hello

Second Angel says:
Policy wiolation! ¥ou are not allowed to chat with this user.

A 9+ Wvocedp Fwinks » - @ - ()
Last message received at 4:01 PM on 6/5/2006, BIA

14.3.4 SERBEIRA R
14.3.4.1 REiENTIE

H a1 JaR RIS
‘7j#% Enable keyword filtering.

Functions > Management > IM Manager > IM Contents > Chat

&@TEnable keyword fltering
o

[] 2 Dirty'Words

[] & Mame

[ I Confidential

[] 5 Sewx

[ ] & Love

[] &F Stock

H-BH H H H H
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FIA A

# 2 2 Fri <A Functions > Management > IM Manager > IM Contents > Chat
s BARRE] IM Contents > Chat (K15 %E A7 i Enable keyword filtering

i, ik Add Group. [] 27 Keyward
3 o G
[ B Namj{ Edit Group

[] & Confi| Delete Group

EH-H

3]

L1 & 5% | agd Keyword

L& Love | it keyword
[] & stock

H-H

Delete Keyword

%23 MR A 4 Functions > Management > IM Manager > IM Contents > Chat
HINHERA 4, SR)E SR Rt

Message

Please input the group name

Stock

(—; ) cancel

% 3 4 FiocHiA Functions > Management > IM Manager > IM Contents > Chat
TENINRHET B Al B s, AR5 00E Add [] Enable keyword filtering

Keyword. [ 7 Keywords

[] I Dirty'Words

[] 3 Mame

[] 3 Confidential

[] & Sexy

[] I Love

3 Stoc

H-EH-HH

Add Group
Edit Group
Del

Edit !eywurd !

Delete Keyword
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FIA A

#3%5 NG 8| Functions > Management > IM Manager > IM Contents > Chat
AN T BE PN A PR I O] ik

Messape :2_(;

Please input the keyword

Stock

@ Cancel |

Ho6 LAERELI
3 Upload Configuration sifiatifas @ Jmm i L fEFIET L,

*}% 7 ﬁﬁ@uﬁ%%ﬁﬁ%%%m,@ : BT ... - Conversation !EE
4] ER B AP SRR | o e —
B H B 35 3 B EAG g

Invite SendFiles  Video  Woice  Activities  Games

Tor EEHCT ... <ksai282863@hatmail. corm >

Second Angel says:
stock

AT savs:
violation! Some word(s) of the sentence ¥ou are tr¥ing
sendfreceive is not allowed.

A o - \‘)Voiceclip iﬁWinkSv E- é. a5

Send
Search

Last message received at 5:04 PM on 6/5/2006, i) Lij_

14.3.4.2 AT E

L2 BB i bR Functions > Management > IM Manager > IM Contents > File

/7% Enable file-type filtering. (ZTEnabe file-type fitering
[] &F File Types

[] &7 Audio

[] IF Compression
[ F Image

[ 3 Office

[ Source

] I Risk

[] I video

[] 127 smiL

H-EHE B B B EHE
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¥ 14 %
EEGE L

% 3 2 FISHRR

kR E] IM Contents > File [ 5E%: F 47 &l
i, sk Add Type.

Functions > Management > IM Manager > IM Contents > File
Enable file-type fittering

L] 2 File Ty

D’EAL& Add Type N >
[] 3 com it Type
[] & Imax Delete Type
[ 3 Offic
[ ] & Soup
[] 7 Risk
[] 7 videl
[] 2 ML

EH-H

e

Add File Hame
Edit File Hame

Delete File Hame

H-EH

EH-H

% 28 3 WIANSCHFRE
M SCPERTL, ARG SRR AL

Functions > Management > IM Manager > IM Contents > File
Enable file-type filtering

[ ] 3 File Ty

Dﬁﬁﬁ Add Type [%
[ & Cor ks

[ Ima Delete Type

] & oOffic| Add File Name
L] & Souy Edit File Hame
L] & Risk pelete File Name
[] 2 videb
[ 7 wmL

H—H

H-EHH

H-H

% 2 4 B

FERIRIHTIE SR AT g, AR Rk
Add File Name.

Functions > Management > IM Manager > IM Contents > File
Enahle file-type filtering

[] &7 File Types

[ 5 Audio

[] I Compression
[] & Image

[] & Office

[] 37 Source

[] ¥ Risk

[ 3 video

] 3 L

OB

H-EH-EH B H HH

Add Type
Edit Type
Delete Type

Add File Name ; >

Delete File Name
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B35 WAL
MR LAY A ai, RS IERT
A .ai REMRE.

L Message

Please input the file name

(0], Cancel

%3 6 J8 SRR IR
A% Enable file-type filtering, 31/ 1% Wi K397
o SCA 2

Functions > Management > IM Manager > IM Contents > File
Enable file-type filtering

[] & File Types

[ 3 Audio

[] 3 Compression

[ & Image
[] 3 Office
[ 7 Source
[] 7 Rizk
[ 3 video
] 2 L
7 [picture]
& ai

HHEHEHBERB

o

BB T LAEREH

#4% Upload Configuration SR O JeRuF ik E ST L,

% 28 8 HRICMRET IEE NG
A P T S SO R AL IR I R A P S N 3
T P9 I SRR

# aven.... - Conversation !En

File Edit Actions Tools Help

P8 B B A H g &1

Invite SendFiles  Wideo  Woice  Ackivities  Games

To: @¥en.. <avencat@pchome.cam.bws
Second Angel sends

s
DM1.ai (7915 KB)
aven, .., Canceled

Bz Sending of "Dk 1.80" to awen.... has failed.

SVEN.... SEYE
yiolation! The file you are trying to send/freceive is not [
owed.

A 2 Wveicecip Siwinks - Bl @ - (2D
Send
Search

Last message received at 5:27 PM on 6/5/2006, _‘i’ LiJ_
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14.3.5 SENERZE[T

14.35.1 P5E (Anti-Virus)

H31 JER ClamAvV B

Ali% Enable ClamAV Anti-Virus, 5 &G4
B InstantScan M KA E KA. Fl
500K, LM% K/~ 500K LA F A%,
B SOOK MRS Z— AT o

Functions > Management > IM Manager > IM Security > Anti-Virus

#1Enable Clamay Anti-Virus

Max file size to sca

B2 LEREH

%+ Upload Configuration sisbidiR @ il & SCF BRI E |,

% 3 3 FRRRBEHIEE ST HRERE SN
Y AR MR S AR R, SRR
NGNS ST » RGO A1 SE I TR 1A AR
A ELAS A InstantScan N ESI A

File Edit Actions Tools Help

e
&) - 7 W N
Invite Send Files  Video  Yoice  Ackivities  Games : -
To: S@RFAEMFAENE ~ <joan@aa.com> '|_
TESTEENOS. )
eicarcomz. zip {1 KB)
SRR L~ Canceled
& Sending of "sicarcom? zip" to £ LS FITEEITAYSE YD = |
~ has failed.
| TR FRTESITAIZE L ~ says:
4 Security waming! A wirus is detected. You are not allowed to |
sendfreceive this file. W
I
A - Ovaicecip JSwirks - Bl @ (20
|
Last message received at 3:09 PM on 6/6/2006, _{.‘} L_
|
LS ]

14.3.5.2 PBHiEH (Anti-Worm)

#H 2 1 B LEER

‘5)i% Enable L7 Anti-Worm.

Functions > Management > IM Manager > IM Security > Anti-Worm
##]Enahle L7 Anti-Worm

Enable blocking of URL and file-transfer worms.

HE2 HHREH

## Upload Configuration sisidifx @ K0 E SCIE BAERIREE b,
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’*}.EF 3 'f?%/%“&mURL/*ﬁ%ﬁﬁﬁﬁE{]% P fFl R, - Conversation

%“L‘Rla File Edit Actions Tools Help
S ] P v sz mmmnet | D e g =
Y AR K URLARS 5 &5 A T SR s, N, S 8

RGO 4 A0 SN I TR 1N A% 264 4 R 4
InstantScan P .

Invite SendFiles Video

QY g

Voice  Ackivities  Games

To: MW A <wolfied127@hokmail. com >

|° AP may oot reply becarze his or ber states is setto Oot To Loach.

Test says:
bedroom-thangs pif

LR, says:

Security warning! A computer worm is detected. You are not
allowed to send/freceive this URLile.

A ©- Wwiedip Bwinks - Gl @b (20

Lask message received at 3:23 PM on 6J6/2006,

14.3.6  BRHMRIRNG & E

B2 1 BRSNS

7] % Enable Exempt Sources, R J& ik £ @
Exclude Boss from the IM Manager Enable Exempt Sources

Functions > Management > IM Manager > Exempt Source

enforcement. {t L5152 4Eid Boss [@} Exclude |Z2 Boss w | from the IM Manager enfnr-::ement]
(8% CEO 5 CTO) 458 M B BR A7 B Bl ¢ -
W, T LI LGN R SRR, TS B YA B 5 ) Include |: ServerHTTP | - | in the IM Manager enforcement

»% 2 LAREH
##% Upload Configuration sisfidiR @ L& SO BRI E .

FE Ui BY B /R Bex ]|
Enable Exempt Sources | i FHERAM KIS LI fE JBH T AN aH a3 H
Exclude from IM | FTFIZSI 1P HukikBR4h, LREITHENLE | BT Object Huhik/ Boss

Manager enforcement SRFHAAT S B T P BUR .

REALDZR

Include ___inIM SN IR TV BBOR O T R A s ) v
Manager enforcement =1

Jiifi Object Hitit/

HEAL AR

Rk 14-1 BrAMRI R 7 Bl R
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InstantScan & * £ p % 15
LDAP (ActiveDirctory) Import % #_j=

£15%
LDAP (ActiveDirctory) Import ¥ 5E G4

S b

LDAP {3 Lightweight Directory Access Protocol (%1 H kA0 o 76 LDAP [thillz . 1RGSR H 455k
R R IR S5 7 - LDAP [RS4TR8 — 202 )8 T [ 51 (countries) I 2 4%, 2 Ja W g4 /2w (organization)
(1)=2, ¥ 2&E81] (organizationalUnit) , Fiok A Ao TR N ARI S, A AN#<APriE B4 (distinguished name,
faifx dn) , dn Afig284El cn=John Smith,ou=Accounts,dc=myCompany,dc=tw.

EtX%] LDAP Import IXANIhfg, PIHAG MR, FTLLAVFZ M rT R TR AT iOE . fE0E, BATHRBLRIS B
SENE, A R BN %

{EAEH] LDAP Import iXANTIREZ AT, EEARA I HIRERAE 2 DR o SR 75 w] BLiE L LDAP 1XA~ Protocol, Ik
HLBI ST AT LDAP fR4%% (#ld: ActiveDirectory. OpenLDAP %5) . U SCH—% LDAP Browser 1A% 45
T LLECHLE] LDAP AR4: 2% |, e LLAE http://www-unix.mcs.anl.qov/~gawor/ldap/ iX H 3k FiX E %Ll T £
LDAP HHIAE R . LA IIEH A A 14 oMk R4 Browser282b2.zip, fift 4 J5 $1AT

15.1 #5% LDAP Browser #%{f

% 2% 1 JF)3 LDAP Browser #f: /j - ,J o ’J )

B WA R lbejar BIE EAPIR.
== 3 attributes confiz
;,J templates igh| commaE=
| 2KE
= CHANGES.TXT fag html B8 he bat
gJ S HTHL Document @ ME-DOS #eig R
=] 1B I8 KB 1KB
e — e el b N
@ ME-DOE HRiE R FH
1KE

J LdapBrowser
| =
1KB

relnotes himl vofmichigan.cfg _
HTML Document @ HTML Dacument U: :9: Microsoft Office Outlook SR7EE

- aftributes.config sample
FEE g)}{l\é{’PLE BEF

3KE 4KE L3 kB

| VOfrnichigem of g sample
EEE] §J}<I\]%PLE e

%2 2 JEF LDAP Browser ¥4

Ja3l LDAP Browser MG, #&nl LGS rSBssiun List rQuick Connect
BT, sfidi New EESLHIIEHL (Session) .

Session List:

New

Edit

Copy

Delete

Rename

i

| Connect H Cancel ‘
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LDAP (ActiveDirctory) Import -%

# 2 3 HABHLI S HR
LN IR B 78

2 New Session

l/Name |/Cunne-::1inn rOptiuns |

Session

Hamb: |LDAFPServer )

| Save || Cancel ‘

%% 4a WE LDAP REBBNSH -
OpenLDAP

BN LDAP JIRZS¥81Y 1P Hihbekpihl. 3510 5%
FEIR S 28 E R SE ) Base DN. lIIE AN Base
DN i, AILA=2i ] Fetch DNs K H3h B
Base DN. ifjF, A& Fetch DNs B, At
FE") Base DN Nig )21 Base DN. 4T
fififk LDAP Import I 1) IEmiTE, 135 5% Al
P BGR AT ) Base DN A{. — &3S,
OpenLDAP ] J= £ 2 i /7 ££ ou=People 1]
BHZET.

£ Edit Session

Name | Connection 0ptiuns|

Host Info

Host: |141_211_14.52

‘ Port: |389 | WVearsion: H

Base DN:[IDu:peuple,dc:umich,dc:edu ] ‘v|
Fetch DN . SL Anonymous hind
Ul {8 gy LDApgrowser &t
User Info & g e 3R
User DN: [] append base DN
Password:

/

| Save || Cancel |

Z LDAP Browser\Fditor ¥2.8.2 - [1dap:/dap itd nmich ednfon—people,dc—umich,dc—edu] |T”E|b_(‘

File Edit View /LDIF Help

[8[e]age
ﬁDu:penp\e‘dc:umich,dc:edu]

o= [ ch=A A Witkowski 1

o= [ cn=AE Carter 1

o= [ ch=AE Handler 1

o= [ ch=AJ Brown 1

o= [ ch=A J McMarnara 2
o= ch=AM Dingle 1

o= [Jcn=AR Krachenberg 1
o F ch=AR Roth 1

o= [ ch=Aalea Lateala 1

o= [ ch=Aaron A Anderson 2
o= ] ch=Aaron J Seitz 1

o= [ ch=Aaron F Parrott 1
o= [ cr=Aaron T Mighoff 1
o= [ ch=Aaron Troxler 1

o= [ ch=Abbe L Gally 1

4] Attribute
“ou
“|ohjectClass
“|objectTlass

Walue

Feople

top
organizationalUnit

[l »

1]

Reaty. A
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B 4b WE LDAP REBEHSH -
ActiveDirectory

HiIN LDAP JIRZ5#46 1P uhksiRisE. om0 54
MRS 2% LT E ) Base DN. WA E Base
DN i, ®ILA=2i ] Fetch DNs K H3h B
Base DN. iR, & H Fetch DNs Hf, fit
X2 Base DN Nl 12 Base DN, 47T
fififk LDAP Import I 1) IEmiTk, 135 5% Al
FH P $58 BRAETU Base DN Wfi. — kI =,
ActiveDirectory H] J' £ #is % fif 7 {£ cn=Users
(ActiveDirectory) M HE T,

£ Fdit Session

r Name |/ Connection r Options |
Host Info

Host: |1 047173

‘ Port: ‘389 ‘ Version:
M
# EEFEDAP Browsés Aenymous bind
R i Ap 3k

Base DN:[ICN:U5ers,DC:AD,DC:vnurCnmpany,DC:com ]

User Info

User DN: |administrat0r / | [ ]append base DN
Password: |“""“"’"""“"‘"“"‘"‘""’ / |

7

| Save || Cancel ‘

£ LDAP BrowsenEditor +2.8.2 - [Map:#10.17.17.3/CH—Usexs DC-AD,DC-L7-Networks... [ | (5[]
File Edt View LDIF/Help

%@ sjpxe [~ [7a] &la]

m CN:Users,DC:AD,DC:yourCompany,DC=com]:; Aftrib.. | Value
o= [ CH=Adrministrator i

o [ CH=Cert Publishers

o= [J CH=DCnsAdmins

o= 9 CH=DnsUpdateProsy

o= ] CH=Domain Admins

o= 9 CH=Domain Computers

o= 9 CH=Domain Contrallers

o= [ CH=Domain Guests

o 9 CH=Domain Users

o= ] CH=Einstein

o= [ CM=Enterprise Admins

o= [ CH=Exchange Domain Servers

o= 9 CH=Exchange Serices

o= [ CH=Group Palicy Creator Owners

4] Il ] ID
Ready. 31 entries returned. |U

[4]

%3 5a MHELHERE - OpenLDAP
B AL 4 462 (anonymous bind) , R J51E
User DN FiZ % N & B4 (R 5 5 %0 .

VERE: fEOpen LDAPH &AL User DNZ
3 cn=[yourAccount] , | 4  cn=Directory
Manager,

& Edit Session

(Name rCunnemiun rominns |
Host Info

Host: |141.211.14_52

‘ Port: ‘389 ‘ Version:

Base DM: |ou=peoplede=umich,dc=edu v|
Fetch DNs []ssL @

User Info
User DN |cn:Director\; Manager | [|append base DN
Password]| = |

| Save H Cancel ‘
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SR 5b MHELBERE -
ActiveDirectory

HUW A3k 4248 5% (anonymous bind) , SRS
User DN FSiZ % N & B4 (R 5 5 %R .

£ Edit Session

r Name rCunnectiun |’0ptiuns |
Host Info

Host: |1D.1T.1T.3 | Port: ‘339 | \.-‘ersiun:|3 -

Base DM: |CN:USers,DC:AD,DC:YUurCUmpany,DC:cum -
[]SSL [ ] Anomamous hind

User Info
User DN |Administratnr [ ] append base DM
Passwurd[]“"““*"‘*‘“‘*‘*"“‘* |

R,

| Save || Cancel ‘

% 7 6 Wit
7& Options XA LeILARA DG v E, 7T RLALAR
MR LI, — M S AN HEEZ).

& Edit Session

Name | Connection Omions|

LDAP Settings
Referrals: [ | Manage Handle

Deref. Aliases: [v]|MNever [ | Always [ |Searching [ | Finding

Tirnmeout: IEli Size limit: ’07

Other Settings

Sort Tree: [ | No sorting Ascending [ | Descending

s

~
Q Save /H Cancel |

%2 7 a WIABAHLRSL - OpenLDAP

BRJE A L Ve o IRHL, G Rl LU &
BUIRS5 2% LI AEAF I BORE, MIERIBRBLIER, R
B IER G, 1§53 $72 2 4B LR -
T AR R L

£ LDAP BrowserEditor v2.8.2 - [dap:#/141 211 14 62/ou=people,dc=umich,dc=edu]
File Edit View LDIF Help

FBX

[~ |ou=peonle,de=umich,de=edu| 1| Attribute [value

o= [ trima A Witkowski 1 ‘ou People

o [ cn=A B Carter 1 ‘lobjectClass  top

o [ tn=A B Handler 1 |phisciClass  organizationallnit
o= [ cr=AJ Brown 1

o= [ tr=hd Meharmara 2

o= cr=A N Dingle 1

o= [ cr=A R Krachenhberg 1
o= tr=AR Roth 1

o= [ cr=halea Latvala 1

o= [ cr=Aaron A Anderson 2
o= [ er=haron J Seitz 1

o= [ cr=haron P Parrott 1

o= [ cr=Aaron T Miehof 1

o= [ cr=Aaron Troxler 1

o= [ cr=fbbe L Gally 1

[ »

4]

Ready. A
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% 15 %

LDAP (ActiveDirctory) Import % z_*

-—

FB’ 7b WREKHRAL - ActiveDirectory
o Jr XA B2 0w I I ICHL, R v LU D&
B SS#% LATEAE T RE, IR RBENLIE R, i
AL IER S, S 583 357 4R 15)5' o
B! B D RR LR - WUEMBIIN

. LDAP BrowseriEditor v2.8.2 - [ldap:#/10.17.17.3/CN=Users,DC-AD,0C—.. (2 |[B][X]
ile Edit View LDIF Help

4|88 [n[x]s][~|on] & &
3 CN:Users,DC:AD,DC:yourCUmpany,D::. Adtri.. |Va|ue
o [ CH=Administrator :

o= 3 CM=Cert Publishers

o= 3 CN=DnsAdmins

o~ [ CM=DnsUpdateProsy

o= [ CH=Ciomain Admins

o= ] CH=Diomain Computers

o= 3 CH=Daornain Controllers

o= 3 CH=Daornain Guests

o~ [ CN=Dormain Users

o= [ CM=Einstein

o= ] CH=Enterprise Admins

o= 3 CM=Exchange Domain Servers
o= [ CM=Exchange Services i
o~ [ CM=Group Policy Creatar Owners |+ |
q] Il I [ #]
Ready. 31 entries returned.

1 S

=]

15.2

¥ LDAP Import — A #EE

# 2 13E LDAP Import 24
B MRS R0 1Py ST, LA S K 5 3
I H e g% -1 Base DN,

%3 21k LDAP REHBAR

B LDAP Server2E Y, BEPRIEHIKServer2k
W, ST I I e S RrdLE B

ﬁn%‘ﬁ ﬁ%fz HAT M LDAP N ESHL, WS
BB .

A: OpenLDAP
AD Import E|

Server Setting

*Server IP : |192.158.1T.254 | *Port: |389
*User DN: [atorcn=usersde=I7 de=com| P ol

*BaseDN: |[dc=I7,dc=com |

Server Type
) ActiveDirectory 2000 () ActiveDirectory 2003, OpenLDAP Advance
[ Delete all objects | 0K | | cancel |

B: ActiveDirectory
AD Tmport E|

ServerSettmg
*Server IP : |192.168.1T.254 | *Port: [389
*UserDN: [atorcn=users,de=I7,de=com| P il

*BaseDN: [dc=I7 de=com |

Server Type
) ActiveDirectory 2000 (@ ActiveDirectory 2003 _ OpenLDAP Advance
[| Delete all objects | OK | | Cancel |
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15.3

¥ & LDAP Import — B E

# 2 1RELEE
BOE I E M uEds (filter) , R
T Ik 98 A o A A5 AR I R A A
TP EAE, SRR S
gk, OS¢ Tl BRI w7 ik S
TR PR LR R RN, BT
RFC 2254
Chttp://www.ietf.org/rfc/rfc2254.txt)
W

# 3 2 B EHIBIBEH 3 E
BRI AR EE P R, fee
M fE & % B (name)  #iiB
(description) LKA (Group) Y
TR

% Z 3WAFICAT R

B BHALT(E f9Base DN, 521 H
FGIFH, BUWEABEALE B
RS

H 2 AILANFREE
RIS, — IR
B, AL BN P A AN A ] 26
U5, MRS RIS S T,
FTDAAEREALRE Boh, S e — A
TR B, SO 5
HPRREAL T BUS BEALGS BT I S SR,
(ER A, AT LA — B %
R IR T R4

H 3 5 HHRILAN
BRI ERN S, FREEY
4, (name) . ffiif (description)
IS

A: OpenLDAP

2 AD Advacne Setting

Account

Please choose the attributes for import

*Base DN: |dc=I7,de=com|

fitter : |objeciClass=persan

——

E\ccnum uief ) EName: cn )
Group
*Base DN : fitter : |objectClass=groy
Name :

Cancel

[ de=IT-networks, de=com
o= ] cn=root
¢ [ ou=Feople
[ vid=test

o= [ uid=test2

o= [ uid=test3

o [ uid=test!

o ] wid=rachel

o [ uid=test10

o [ uid=test!1

: Aftribute [value |
“Jan rachel
userPassword  BIMARY (380)
:|loginShell thirfitcsh

S |uidMumber 77

S| gidMurmber 10
‘|objectClass pergan
d|ohjectClass pogixAccount
Juid rachel
:|uid rachel
‘uecos rac‘}el

Jen rachel %
‘[homeDirectory  ihaomelrachel

B: ActiveDirectory

£ AD Advacne Setting

Account

Please choose the attributes for import

X

*Base DN: |dc=I7 de=com

fitter = |y{l(objectClass=computer)

[_Accuurr( shAhtAccounthame ) [iName: name )

\

Group
"Base DN: |dc=I7,dc=c0

Name :

fitter : |ohjectClass=or|

o |

up

Cancel

o= [ Ch=Cormputers
o= ] Ol=Dormain Controllers
o= [ OU=FAE
o= [ CH=ForeignSecurityPrincipal
o= 3 CH=Infrastructure
o= ] Ch=LostAndFound
o= [ CH=MTDS Quotas
& [ OU=FD
o= [ CH=Prograrn Data
o O OU=04
¢ [ 0U=RD

o= [ Ch=art

o= [ CH=cwian

0

o= [ Ch=ginstein

o= [ Chi=flow

o= [ Ch=iwchen

o= [ Ch=lintest

P e I ] YN N

4
-

L4]

i|name

Attribute |value
“|codeFage 1}
§§ distinguishedrMam CH=danny, OU=RD,DC=I7 DC=com
whenChanged 20060424030636.02
“lwhenCreated 20060425023933.02
A e LastS et 127904065075625000
“|logonCount 3
“|accountExpires 2233720368547 75807
2|lastlogaff 1]
“|objectGUID FO@ OOghio OO0
Hen danry
“|lastLogaon 1279040650935593750
\uSHChanged 33133
ANSMCreated 32961
2| QpjectSid 0.E000-OFO}
2| cAgntryCode 1]
ClsAMACcountMame danry
sfinstanceType 4
§§ memberdf J CH=RD,0U=RD DC=I7,DC=com
Z|badPwd Count y o

danny 3

| »

[4]
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% 1
LDAP (ActiveDirctory) Import X z_j= &

el

15.4 LDAP L A\BEMfR%s

R —: RARICIEEREM LDAP HRE4?

B W EHARS AR WP s SR IR, WEREAE RG] LU telnet <ip> <port>f 72, HE LG AL IE
B (EERME ULIHHEHLS LDAP RSS2 102 A B KBS PHES ? LDAP RSS2 8 e Je 5 A TR, 1EAMER v 5
HUATFEL Caccess) #ifli? (KT LDAP MREAF TGS AW IEATERIR, TERHIIRN LDAP R4S 28 AL T R

WA= RFNCARDD, HEE M EE?
Zr: IXFTBERE D N PR PR E ZHEAE S AL B 3, oCE PRSI A M FBOE AT IR, ABUT BT AR AR AT 2461

A= HRAIRICAREAE S E LIRFATE LDAP &2 EHEE/>?

B KIAZE LDAP k4528 BoE k&l (query) ., BEMAAVZEIR (result) M FRR, W R A2 aeEwICABA H
JUEAE,  IEAE R EHT) LDAP 55 ds 2 E. S
http://www.ldapbrowser.com/forum/viewtopic.php?t=14 [#¥Jii8, E AR LDAP IR 45 28 LT o
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A 2Z T \InstantScan JE/ JEE L) G5 L

16.1 &k

1. HEH MSN 5 Yahoo SEINBAE N NIERBLIN, AN S SO ] PR 19 K 435 5 A5 HH 280 S P 8¢ 7
16.2 Tk

1. 7 Functions > Management > Enapsulation Manager B[ b T4 3 34 B 5 B 7T .
16.3 S

16.3.1 EBIHFEEHR

b [

=

YLy

LIKAE -

Functions > Managements > Enapsulation

» 2y 1 TP B

/4]3% Enable Encapsulation Manager.

-Description
This manager makes installation extremely easy.

You don't need to modify any Fir I ings when ing IM over the

(1) IM over non-standard ports
(2) IM over HTTP connections
(3) IM over proxy connections

(4) IM over SOCKS4/5 connections

# 2 2 LAREE U
¢ Upload Configuration sifiiin (@ Bl B0 fE EALRIREE F,
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AKEZ T \ntantScan #9/ J E B GE LT H 13

17.1 &k

The downloaded web page will be
filtered with ActiveX/Java/Java
Script/Cookies components.

WebServerd £~

14011214 |2

4

4 Internet

PC1_2
192.168.168.2

BIZ 17-1 i W 0o s e 5 ) B A A L g A

1. Wk 17-1 Pros, PCL1_1 IEAEH Y WebServer3 [ 11, M 5111 4 84075 cookies. Java applets. Java scripts
B ActiveX X R4, IXLE N AW VRO S S R AT LG P &dE . TR, A ERES AR PC1_1 P #lix ek

IED ST A
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The web page which comes from
forbidden web site will be filtered out.

WebServer3
14011214

> / Internet

F2e 17-2 3% W i ue gk - 5 TN WebServer3 1/ 1T

2. W 17-2 Prox, PCL_1 fE YRR S5 4% 190 % WebServer3 (19 5. X8R4 5 N A VAL S B T 45 B
e o, iR gt 8wl PRy R (7 8 5 BRAR 03 A2 o B B, 689 SR € InstantScan At n] DA#FH PC1_1
) SIS [ Yk

17.2 HH

1. BEERMITA S cookies. Java applet. ActiveX Xf%4%,
2. Bk B T A R B R

17.3 ¥
1. BT ERIEM M TTALE, #il4n cookies B Java applets.
2. BOEM UL IE. SR GO, InstantScan 23 H e (R0 DS 5 9 3. 09k B DG Bt ] A ) W At A B T I D

iy
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174 BE

#HaExl Ja F R Tt g
‘AJi% Enable Web Filter.

R, LQEEMMIGTIEN, RE0HK EshaigT
WM S ARE HTTP (80325 M . #7
MUK B8 A BR 4h, T 4] & Enable Exempt
Sources, H:HExcludefEBE4bh, Inlcudez H ik
SE N BE T Webid JE .

Content Manager > Web Manager > Status

l/ Status I/Weh Service I/Weh Sites r Web Contents r ‘Web Message ‘

Enable Web Manager

rDescription

Web Manager allows you ta filter urmvanted sites during the office hours.

rExempt {Source i Di

[ Enable Exempt Sources

@ Exclude =2 HnsiCED fram the weh filter enforcement
2 Include HostCTO in the web filter enforcement

% 3¢ 2 4 Web Service
HREWeb Service (15 AR5 .

fr ] UL 3 Web  Service, B8 % 5 L5 Web
Serivce.

Content Manager > Web Manager > Web Service
Status | Web Service rWeh Sites rWeh Contents rWeh Message |

M, Mame Blocked Categories
1 Flatinum

'eb Mail, Web IM, Discussion, Instant Message, Chat Room
2 Gald

. zame, Instant h

NEW'S, Phaota, Formographny

New Service

udionfideo, Web hail, Web IM, Blog, Discussion, Game, Inst, . Phota,
< Bionze Pormography, Spors, Stocks, Web HD, Chat Room Edit Service
eb Mail Delete Service
=) mail
Delete All
Wdverizements, Audic®ideo, Drugs, Gambling, Hacking, Web mram, viorence, weo 1, Blog,
=] Newllser Dizcussion, Game, Instant Meszage, Job, NEWS, P2F, Fhoto, Fomography, Fortal, Proxy, Redirector,

Social, Sports, Spyware, Stocks, Suspect, Trade, Tunnel, Warez, Web HD, Chat Room

% 28 3 S Silver Web Service

AR TEH £ ¥ Web  database M i Fl 2%, i #
Silver4: 2% f\)Web Service . & /7 #4552 hy it

Content Manager > Web Manager > Web Service > Edit Service

Service®, HEFIIK LRI TUN, o PERLE . Name Sitver |
~Blocked Categories Il ~All Categories | = |
Web Mail Advertisements
Web IM AudioMideo L
Blog Blog
Discussion Chat Room |
Game = <= Discussion
Instant Message . Drugs
HEWS Gamhling
Photo Game
Pornography Hacking
Sports | Instant Message
Stocks < Joh =
‘ Finish H Cancel |
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f

HF; 4 THIOBERSIARS Functions > Console > User Console

PRI LUAAD. Importilhf fl /4, 4R S LA g | (S [vsers [ omes |

)\H‘J El ijjﬂj/%?fﬁ ?g‘ %ﬂADﬁ)\ s j{FXTJ‘JEI\-)]:I‘ Fl"JWeb List ‘——Gruup—— |v| |——IM Serice-- ‘v‘ ‘——Weh Senice-- |v| ‘ H Search |
Sel’VICG{’FfHXﬂLNJE(Jﬁ‘(EQ Apply ‘V—Schedule—— |v| |~Gmup—— ‘v| |——IM Semice-- |v‘ ‘——\Neh Service-- |v| to listed

Schedule Description IM Service Web Service

Z 4 i DefaultUser, T %A Hox & 4y Bl web
e, Hah T BE M Web Service.

%25 T SEAS AR P 15, Management > Web Manager > Exclude > Trusted Dest
/ngi Enable Trusted Domain. %E%ﬁ'fg’fﬂt_ (iia:s rV\:ah:‘er;ﬂ:es‘rWehSi(es FWEhComems rWehMessae |
F ) SR 5 TV A4 o

Enable Trusted Destination

TG PEIRA AR VER WERIEHTRIA || escrinton

[j':] M fgjag %f(?ﬁyﬁ %ﬁ DNS H&%Eg%}¥ 'L/El B jz% M Farthose trusted sites listed here will not be filterad by the Weh Manager.
T s s TPEU I E I Y Y P A —

IR R R4 FK, AE T 46 X T3 98 I 7 R 1 © [ 7 default _

IR BB EEA——

[] 75 www.163.com

[] 7 119.160.246.23

& mailyahoo.com
I twloginyahoo.corm

FB L Vil / #sX Jaf

Enable Exempt Sources | i3 F FH R 4P At o BH AN aH Ja H
PRHZEE 1P HuhikBRAh, HAR AT AL
= 4 . 2 EL 34 2 % 2k

Exclude fromthe | SRIHAT M T0 98 . a2 1 4 Rk % TEEST =l / Boss

web filter enforcement Boss W, [T CEO &5 CTO 4k IP
FRFEPAT T 9

Include __ in the web | 15y ey 10 5 j1y 7 502 (-5 B R E R

filter enforcement

kg 17-1 BRAPR I 5 B W]

# 2 6 ZHlik URL SCRA#= Functions > Management > Web Manager > Web Sites > Custom

/Ji% Custo m_URL, PEBEATAT 1, & et 41 32 2 [ status | wweb Service | Wieh Sites | weh Contents | Weh Message |
URL bk, InstantScan CUERIA—L85 T i) ook costom | Trustedbest |

i, AT SRR T AAE B B B R B | | pescrintion
/ﬂﬂ” Fﬁ%ﬁ&%ﬁ%iﬁ]}#éﬁ/}%%’éiﬂ o Any URL listed here will he blocked and logged.

T Custorm_URL

B 37 User_Defined
3 fuck
I sex
7 damn
2 blowjob
1T pusy

L7-NETWORKS 110



InstantScan & * £ p ¥ 17 &
]k< —r”_\ SF‘; = ﬁ
FB Vi B JalE /&K a4
TSR RS YA URL 941kt BB e N ) O e ,
. . s e Adv/advertise/adsrv/
URL Keywords W, AR RS ROE UL, JE URL | SCRAR Fomehah
(¥ 202505 InstantScan $£251. annerispias
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rOhjects
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ActiveX yEAS ActiveX I T . Ja H
Java AL Java (KM T, JaH
Cookies i 98405 Cookies M T, Ja H
FHg 17-3 PITURFAEILIE
TB BB JuEE /KK S]]
Enable Keyword Blocking S F 0 50 P 5 0K B 1] 42 B = NN A H
MR SRR, W RS B R I TS A
Stop transferring the web page | SUFFIZERER ], SERBORE S BAZMLMBIAIER | o ) e =
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[a]
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=
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-
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3. EHARFEMEMHE (IP: 192.168.17.58) i 10 44 i+ BHKE R PMLHES o

4. EHN ARG HA KA A Excel SCIF, wTRAMKRE B SRR R AR AR R A

19.2 ik

1. #| Reports > Application Firewall > Funcational View > Top Blocked Protocol 4 &l 3R %

2. %] Reports > Application Firewall > Policy View > Top Blocked Users of Application, JfT Advanced ik

Application % skpye.
3. % Reports > Application Firewall > Personal View > Top Blocked Applications of User, Jf fiili Advanced e 5
source IP 192.168.17.58,

4. #| Reports > Application Firewall > Event View, fiii Export, E£%0E 32554 Excel.

19.3 &

19.3.1 DREMREN N

Hax1 R BE A T HEAT Reports > Application Firewall > Functional View > Top Blocked
i Top Blocked Protocols. Protocolsr ; ’

Functional View Policy View | Personal View Event View ‘
4’% Top Blocked Protocols
= ¥gg Blocked Protocols Connections
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Th 5
REIH Y. iH

Top Blocked Protocols 20 P BRI TR SCHEA T o Rt A B AV P DG PRl TR I SCHEA T
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A% Application, 28 J57E Application %13 /4%
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Rttt 19-3 WHJZ B KA - BURIRRR I 55
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E 5
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e
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Wz application Firewall B
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Top Blocked Protocols of User R € (KA 3 s VA A AR SR TR A T

Tk 19-4 NIRRT KE - D NHRE Y]

%3 2 HEMWIME Reports > Application Firewall > Personal View > Top Blocked

Kk Src IP, RJGHE Src IP B E# A Protocols of User > Advanced
192.168.17.58. riili OK HMW4EH. ————

Choose the interested columns to be filtered.

[v] Date | Setthe Src 1P
[¥] TopN i
v|Src P

S —
182.168.17.59|

]

MR H L SR

S S VA 2 R VR AN AR (TP S5 B
T IR BRI, LA BRI B, Wi e |
Date IKHC A BRI MBIl A0 I LA ] L % 2006106130

(L T b A RIS H 0 de, A A A A
S R OB E, AR EEIE 4 FL

TopN fAERFm A EE BINHA TS R EA A 10 &, WA 10, 10
Src IP A E WA, s 3 v F o 2 P ARl v B BCHEA T 192.168.17.58
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Reports > Application Firewall > Personal View > Top Blocked

Protocols of User

Functional View rPolicyV'lew rPersunaI\ﬂew rEven(\new |

i

L7 mpplication Firewall
(£ Top Blocked Protocols of User

Protocol

Top Blocked Protocols of (192.168.17.58)

Connections

2 Connection:
:E skype 46
Hmsn 29
“|rahoa 5
19.3.4 FHEMHHRE
H a1 FHIARE Reports > Application Firewall > Event View
. 4 . . . r Functional View r/ Policy View r Personal View r Event View |
s W g .
=[P
Date Application Descnp Protocol Sre [P Src Port DstIP
2006-06-12 11:53:11 yahoo BLOCK] yahoo Tcp 192.168.17.58 2004 216.155.193.169  |=~|
2006-06-12 11:53:11 yahoo BLOCK] HNormalization - yahoo Tcp 192.168.17.58 2004 216.155.193.169
2006-06-12 11:52:41 yahoo BLOCK] yahoo Tcp 192.168.17.58 2003 216.155.193.169 T
2006-06-12 11:52:21 jaol BLOCK] aol Tcp 64.12.200.89 5190 192.168.17.58 A |
2006-06-12 11:52:11 yahoo BLOCK] yahoo Tcp 192.168.17.58 2001 216.155.193.169
2006-06-12 11:51:41 yahoo BLOCK] yahoo Tcp 192.168.17.58 2900 216.155.193.161
2006-06-12 11:51:06 msn BLOCK] msn Tcp 192.168.17.58 2089 65.54.239.20
2006-06-12 11:3%:35 msn BLOCK] Normalization - msn Tcp 192.168.17.58 2072 165.54.195.185
2006-06-12 11:3%:25 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2072 165.54.195.185
2006-06-12 11:3%:20 msn BLOCK] Normalization - msn Tcp 192.168.17.58 2072 165.54.195.185
2006-06-12 11:3%:18 msn BLOCK] Hormalization - msn Tcp 192.168.17.58 2072 165.54.195.185
2006-06-12 11:37:48 msn BLOCK] Normalization - msn rcp 192.168.17.58 2045 165.54.105.185
2006-06-12 11:37:39 msn BLOCK] Normalization - msn rcp 192.168.17.58 2045 65.54.105.185
2006-06-12 11:37:34 msn BLOCK] Normalization - msn rcp 192.168.17.58 2045 165.54.105.185
2006-06-12 11:37:31 msn BLOCK] Normalization - msn rcp 192.168.17.58 2045 65.54.105.185
2006-06-12 11:36:04 msn BLOCK] - msn TIcp 192.168.17.58 2915 165.54.105.185 Z
[l Il [}

%2 2 EFTHREKRE

AERE S HMIERIE, REaE S IR 2
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Reports > Application Firewall > Event View > Export
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{ [JHTML []PDF
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1. #| Reports > IM Manager > Funcational View > Top Allowed Users 41 E LR % .
#| Reports > IM Manager > Policy View > Top Allowed Users of Service, Jf TS /2)i% Action 4% file.

2
3. %] Reports > IM Manager > Personal View > Top Allowed Services of User, I T35 User FEIAA Evan.
4

#| Reports > IM Manager > Event View, giifi Export, ZEFEHE T HIRMN Excel.
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e e [
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= b I Service :

[:. Top Allowed Senices i Counts
E o ] 10 15 20 26 30 35 40 45 60 65 60 @5 70 756 BO 85

=" Top Allowed Users

(> Top Blocked Files
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B4 IM Peer i

(& Top Blocked Initiating -
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(& Top Blocked Respond : l"
0 3 IM Content Tk i
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B4 1M Security -
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Choose the interested columns to be filtered.

Date | setthe Topn
TopN :

Top
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2006-06-13 17:32:54 msn woice Evan [ALLOWW] CHAT MSH voice TcP 207.46.27
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[
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x|
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Src IP

D BT U ER IR R Y 1P

Hudik.

192.168.17.58

Src Port

D B3 199 T SRR A 1 o

1811

Dst IP BRI s 2 1P

Huhk o

64.86.106.216

Dst Port

AP 50 ) DA 3k 2 i 11

80

Rk 23-3 BGTMSR — w7 B
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InstantScan

o L %24 %

%

4k o F
/ﬁ Juto 5

24.1

£24%
RGITF

1 PN R BAIES LA RARITIRE, A B IREBOE .
2. PN RRERLAZN RIS, (A B IR AR MR o
3. PEANRAELINKE] alert (i) 5 critical GUHE)  AFRLIFIFCRK, AEURGAT RGN, fEEne gt

fift PR 2 18
H i

1. MEANRFEMENLEITERENEHRE,
2. W N BT SEAR RIS InstantScan fE kIR .
3. W A S R AR DL B RG] K.

1. BERGIERMBE, B UM EE S ENEES T,
2. FEiL mailer BlcH IR e BERE N B 3h A 60 S SRR A N .
3. 7f mailer FRH#EN e-mail SZNFIX RS0

24.4

SE

N
2441 RELF
% 2 3 KRS ILR Functions > Reports > System Manager
# W LLfE  Functions > Reports > System | bate: w - . H .
Manager TUTH _EJ ST A IR LFR. RELs
g A l ]J:{/X\J,j;mﬁ FI/J g ﬁlﬂ;—f’{ %\ ETE% L7 Eystem Manager Repaort Diate Tier LID SYS Message S5 User Fram
B EE S 5 NER B ¥ Everts f; [2006-06-07 14:07:55 (Client 527  Download configuration ladmin 192.168.17.56 |~ |
Alert (&%) % ’;'et” | :[2006.06.07 14:07:50 [Client (527  Download configuration ladmin 192.168.17.56
= ) Critica B
. - = 2006-06-07 13:15:50 Client 527 Download configuration admin 192.168.17.56 1
Critical GED 1 Motification 5; 20060607 13:15:46 Client 527 Download configuration admin 102.168.17.56
. * i 4
arnin ﬁ:x/ S 1 Inforrmation +12006-06-07 11:36:12 Client 527  Download configuration admin 10.180.50.3
g = /N |
e S :D006-06.07 11:35:52 [Client (527 Download configuration ladmin 10.180.50.3
Notification (71 7) :
/[P006-06-06 17:17:31 Client 528 Upload configuration ladmin 192.168.17.56
Information  (fFE)D 2006-06-06 16:15:34 (Client  [S28  Upload configuration admin  [192.168.17.56
2006-06-06 15:42:24 Client [S28  Upload configuration admin 192.168.17.56
N N e N :é 2006-06-06 15:24:05 Client 528 Upload configuration admin 192.168.17.56
Z 3 ZHiESR e 7 P <R oo i
RGN L5 %&‘é;}'— H7 5l ;LPF Kk /[2006-06.06 15:10:11 Client 528  Upload configuration ladmin 192.168.17.56 ||
AT [ [Tv] |

FB T

Date ARG R 1) H A

: PERGUFKNE R KA InstantScan & T =2 KR, FrLlfT Device .
Tier .

Management Server =, 5 Client JZ.
LID ARG KT
SYS Message RGOk AR,
L7-NETWORKS 154




InstantScan ¢ * £ p ¥ 24 %

SYS User BANHEAEI InstantScan [ E K5 .
From I8 S R G A 1 RR i

FHe 24-1 RG AL F

24.4.2 wWEBRRSAICFEIINTE

%3 1 BERGWRAE AR Functions > Reports > System Manager > Export

e Repors > Sysem Marager I3 4%

i, IEFR AP IR, AR5 2 i R

RETHk, RS Load Settings, # Ik

ZHTIIBE N T -

3 Bystern Manager Report
= Y Events

= Alert

= Critical

) Warning

4 Motification

) Information

Choose export file type

[ HTML [] PDF [w] EXCEL ]

‘ Load Setting Save Setting J} 0K H Cancel ‘
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% 2 2 BREWARSIT RN A

7t mailer > Report Center | ik#74BIWR %
TSR AR I ] HRFeAs 2R Ay R s A%
RGN . SRR IREE B ) B IR
.

Mailer > Report Center

InstantScan Management Server--MySQL connected ¥2.0 -

Systermn Info E-Mail Alert FTP Setup Report Center Syslog About L7

Time:
 Weekly " Manthly

Device IP ‘

182.168.168.201

Fol
[‘ ¥ PDF ¥ HThL |v Excel }
Fiepor receiver's E-mait
[m@oyouCermpany com ]
File Mame MD5 Checksum File Size:

24.4.3 JAHERBRRSER

H 3 1 BHELRTHAEEREILR
/3% Enable/Disable Send Syslog By Email, $
MBS R GOl R, ARG AR K
FWE 1R L IR K

BOETERUE, BEEA A BOE RdHR LR, K
AR R SN2 L IR 2 IR T R G S A AR A

mailer > Syslog

System Info E-Mail Alert FTP Setup Report Center Syslog About L7

InstantScan Management Server--MySQL connected ¥2.0 -

Vog

v Enable/Disable Send Syslog By E-mal

|mis@y0urCompany.com

Warning(3)

0

Severity

Check_time Date | Severilyl Tier | Lid

| User From

2006/87 T F 05:45:22 [Management Server]: Alert/Syslog timeout! [~
2006//7 T4 05:45:22 [Management Server]: Try to get M info<== I7.com.tw

2006/6/7 T 4F 05:45:25 [Management Server]: Get MY info-> |7, com . tw

200657 T 05:45:33 [Management Server]: Send alert syslog to ylwo@I7 . com tw
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, ‘
e

25.1
1.

25.2

g =
% 25%
ARG HEY
KN ZZL D
K
InstantScan L5 T LLSE I 5EE) AR 5 300 22 DLRTF & a0 R M ERIR A . Brrdshae. Brin3edi. B URL 3R 2R,
50 aE AT B E N R, AR A B diEd TFTP k4255 P T H: O 83T InstantScan.

MRS PR B SRS, ST LUE R T 82 console #z U AR 2 ) BRIAME . (H4 1
SICEE, AR LLEL console #:0, F KBRS B BRIAME

M E L InstantScan Ji, A3 RS I J DS 1 3 e B SR, T DL T DU AT I G B SR A, LR
N2

#EIL TFTP RS 2T & E1E

InstantScan

& ELLTTEL Upgrade firmware
= =— = Backup firmware

K% 25-1 ) TFTP g5 asibTi 4k | #&Antik

H2; 1 BE TFTP R

¥ TFTP RS 48T C\ MK T . Kraday
&4 4 bin B SMBIE . KX G %H tp

4% (1 PC 2 IP b ik ¥ 5 15 InstantScan N/A

LANL (1) 1P ZE[R—/MBt. B InstantScan
console Fiffi. #iA "en” AR PRAER
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% 25

45 47
/J‘E /’:*/H—

'_‘ﬁz_
I

% 2 2 FEPE

fii\ ip tfitp upgrade image <FILENAME> 192.168.168.170. 5&fi)ii, InstantScan ¥ EITHL. AHIE CLI 54, HSH MR A UiH.

% 2 3 MEEHERPAEE
FrEIFHLTE R, 1 Hsys vert £ i AH G B & 15
RN

Firmuware Information
5888y
Version 3.8.84
29888726-20:87:85
EFEE4BE373F6248CDEA? 77DA
1591 D876 FC?97PADF?192D16
Serial Number: AADAC?9CANGE

Engines~ Modules Uersion
pattern engine: i
virus db engine:
im—engine:
pattern:
virus database:
url datah

Device Model:
Firmuare Uersion:
Building Time:
Hardware ID:

1.
-a.
i.
1.

25.3  HHBCE

BB 1 EHEEXH

# T AR L sd Tools, 5 A Config
Backup.

Tools > Config Backup
File Update | Tools | Help

G| =

£ Project_1
o D

Account Manager...
Change Passwori...

Language Setting...

Config Backup...
Config Restore...

53 2 WEIPRE I

Tools > Config Backup

eprke oy W & LIRS LS I L TSl < Backup x|
%o Mt Backup SELEGE .
Look In: |3 wWalLL ~| |EE| |3 |3 |BRlE=
File Hame: 050704
Files of Type: |CBC Backup Config File (.bcf) b4
Cancel
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LRI

25.4 BJRECE S

Hax1 T RACE S Tools > Config Restore
L HF kS & Tools, #RJ5 ikt Config | | Tools | Help
Restore.
S Account Manager...
22 Change Password...

&* Language Setting...

A3 SNMP Control...

&y Config Backup...
¢y Config Restore...
% 2 2 EFEIEIR R E S Tools > Config Restore

WHE R SRR IR, R fiit Restore 52 | [
o Look In: ‘leALL ‘v| E:E:IE
Dusums.hﬂ

File Mame:  [050705.bef |

Files of Type: |CBC Backup Config File (bch) ‘ - ‘

i —

T
@i‘ Cancel ‘
25.5  JB HIETEHIREIR

M InstantScan i, HATFRAER Application Firewall #idk, Traffic Manager Bilt. IM Manager £l Object
Manager fitk. WIREAENE Web Manager, & 2iE sk P #:10 FAE Web Manager #5¥) License Key k)i H'&,
TG Web Manager, HARTGVEAE Ul LA R AR,

a1 EEEMMET Update > License
T HF: ER update, &% License. Update | Tools Help

[ Upload configuration

% Update pattern
£ Update URL database

. License
[ License Status

4 Option...
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I

%3 2 BN License Key Update > License
i NS TR T BRI A, AR5 riili OK g4k,

license Key 'E'

Please input Lincense Key :

License Key :[ |:‘-L-4EI41 8-D5E9A-5B4924-3A40C-DECE |

(DH Cancel |

B3 EACIBEE
W0 AR, AT A P B R p—

Update license succefiuby
&

25.6 A% IM 5% | NHARFITA | WEHIERE | URL HiEE
25.6.1 H3FAL M 5% | NHRBPATA | IREHIEE /| URL HEEE

H21 BIEFBE Update > Option...
ity Option... . Update | Tools Help

[ Upload configuration

i % Update pattern
£ Update URL database

. License
[ License Status

~ -~ Option...
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% 25 %
AP

% 3 2 MAEFHLHE
NEF RO R HE, BIRTLL Sl Default
KARAFERN R TE B M. ARG IEFRIBNLT 5X,
RS AFIE proxy MREHE LML, 1Ak
Manual Proxy Configuration. #&J5#i N\ proxy i
A 1P Huhk. R 0 S H AR H
#hd, a5 Advanced B EHTIH SHFE .

Update > Option... > General

"
: vl
Update Option =
‘L‘// General
General Upidate Center
it A
% ocation: |update.L?.cnm.t-N |
P o |

Connection

i@ Direct Connect to Internet

_» Manual Proxy Configuration

Proxy: [192.168.17.255 | Port: [3128 |

User name : |ylserblame| Password ; [Frems

‘ 0K H Cancel ‘

H%3 RAAES

‘A% enable auto update, J/A)3%E % [ 50 5 H ) 0
H. i Schedule %55 HiHFE.

Update > Option... > Advanced
J Advanced

General Auto-update
ﬁ ©Jiz] enable auto update>

Pattern IM engine  [v] Virus DB URL DB ‘

@ scheduling update

Advanced

| OK H Cancel ‘
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»2 4 REEGHHRE
KEFE Weekly, SRJGHEEAEE A 3058 1 (7] 5 H
o sl OK SERCEE .

Update > Option... > Advanced > Schedule

I Schedule’Dialog

rDaily
) Daily
set update time:  Hour : le Min :
Weekly
) Weekhy

set update time:  Hoyr : Min :

25.6.2 FIHALENHERITH

H21 N Ul EFHIREARFTA

iy Update pattern.

Update > Update pattern

Update | Tools Help

[ Upload configuration

it Update pattern
£ Update URL database

. License
[ License Status

i 4 Option...

%2 2 EHNARFTA
midi OK JHGSHT N I REPAT A o

Update > Update pattern

Info

Current pattern version is 2.1.01.150
The latest version is 2.1.01.151
Do you want to upgrade pattern now?

([on ] comr
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¥ 25%
AP

25.6.3 FEhFAH URL HiiEE

H3Z; 1 N Ul EFHAL URL BRE
i Update URL database.

Update > Update URL database
Update | Tools Help

[ Upload configuration

i Update pattern
£ Update URL database

. License
[ License Status

i 4 Option...

%% 2 EH URL B

DRGSR 0 url B N SO RRAS, K A
KRR T8 OK S EET 1.

Update > Update URL database

Current URL database version is 2.0.00.001
The latest version is 2.0.00.002

Do you want to upgrade URL database now?

m‘ Cancel ‘

25.6.4 £ CLItn#ERRAT, EH) BRME

23 RSB

7E CLI #:0 FEEN sys resetconf now, % Enter J5, RGN TS, Fradets 2 BIME.

25.6.5 7E CLIRBEREXT, FIEH) BIAME

%2 4 HANRERK

76 5 PRSI N, i"‘ﬁ ctri+e, HEAKIE
B FEIXA WAZ AR A, BT DU titp 45
A K L B A B R I B S ml ST B ) ER
INME, FERERIL G ] DRI AR 4
k.

Hi\ sys resetconf now, FREUH B S
P SO R S 2 ) BRI

Press ctrl+e in 5 secs to start with emergency kernel.
Enter emergency mode.

(Emergency Mode) login as "admin”, no password
[EMERGENCY] login: admin
[EMERGENCY1> en
[EMERGENCY 14

dizable Turn off privileged mode command

exit Exit command shell

ip Configure/Display IP related settings

Configure system parameters

[EHERGENC?]# sys resetconf now
Config reset to default.

Svstem will reboot now
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% 25 %
AP

25.6.6 SNMP ¥4 &

Hal JF 2 SNMP 5556 5 11 Tools > SNMP Control

ik Tool Bar _FHIfY Tools &0, ghosikH ik
H, 5% SNMP Control &2 )5, ek
SNMP [zl

Tools | Help

File Update

Project_1

-| Change Passworil...

Account Manager...

- DE\&

SHMP Control...
Config Backup...
Config Restore...
% 2 2 BE SNMP 2% Tools > SNMP Control
RO BT LF SNMP TS50, it

Wuiﬁﬁ SNMP %ﬁf@mi@ﬁ%f’i ¥] Enable SNMP

InstantScan [ RGUIRE . PILOIRALE,

Systemname:  InstantScan

System location: |OFFICES

Contact info : s

Get community:  |public-ro
Set community:  |private-rw
Trusted host: 182.168.40.5

Trap community : [tfrap-comm
Trap destination : |182.168.40.5

FB Ui B x|

JAH SNMP JiH SNMP I fe i, JA

RGHIR InstantScan %% 44 FK o WALL-1.yourCompany.com

RGN E InstantScan %% (17 E Office

BRNE R 4 InstantScan [FM A 0. mis
i AR USRS O o X HLK ity ZAbla .

Get community %ﬁﬁiéggg;%\w Hfsi . S 11 get community 511 public-ro

Set Community brisuRan ) LJ%’J%%EJ-‘SNMP 15 & o IX BL[K) set community 5113 private-rw
fidh, HISRAR S 73 Bk

R AL FLGERL InstantScan 3 sl i e AL IP M. 192.168.1.5

Trap community 1% SNMP trap 4L . trap-comm

Trap destination 1L InstantScan 1415 SNMP trap [¥) 1P ik, 192.168.1.5
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) 4% A
FB44T7E#EO (CLD

T AR web #2101 Chttp/https) K€ InstantScan, Britbz 4b, il 21K 2 %), %80 H console/sshitelnet it f%
N7 2R R A W . CLI R4 AR A M TR, el DAL e sl o 42 11 (9 1P otk o K Fc 8 SO T 1 ke
W BRNE s E R I BAVE T CLI R4 LU N k%, Dt s,

A.l CLI 845K - FrfEER

1 1455% S consoleftelnet/SSH % I InstantScan, 4] CLI #5431 E InstantScan. %A K3 LLUF 24 itk (145 4
Sk 52k InstantScan 1%

R FRABER, Non-privileged mode

FERL WREIEL s LUt
? ? WINPT IR TIE
enable (en) enable FEE R F 4
exit (ex) exit B CLI Fm
ip WEHK IP S35
ping ip ping 202.11.22.33 Rk ICMP i 3 75 3K TH R
traceroute e S T ] H ML T8 086 74
sys WE RGBSR
status (st) sys status BN RGN R
version (ver) Sys version 7% InstantScan WA A E

Tl AL FrAEREH Y AEBURRAR K

M\ . RSB ME A IO B, BT LR A AT R 9

i

L7-NETWORKS

166

“ip 27 o P ipk N Al RERI 4L



InstantBlock User Manual Yt A
PR Privileged mode
FEIRS REES yapl " UL
? ? BIRPT IR Gk
disable (dis) disable R AR PR AR
exit (ex) exit BT CLI Fim
ip BOERK IP 25
ifset ip ifset INTF1 7N B B Y 4 1 A
ping ip ping 202.11.22.33 K% ICMP i 3 75 2R THUE
set ip set WIE InstantScan AH% 1P ikt
show ip show WORPTA M4 WE
tftp ip tftp upgrade image ]
<FILENAME> M thtp JIk 55 25 Ab T 1A
(upgrade) 192.168.168.170.
traceroute ip traceroute 202.11.22.33 | B A b 2 H A bk B gt i % 1%
sys W RASH
date sys date WRIBOE H AT RGN TR
halt sys halt now FAL
highavail sys highavail set High-Availability #H¢Z$1x 52
module sys module TOBE )R RGBT
password sys password AR A
reboot sys reboot now AL
resetconf sys resetconf now TR RGN E A BOAME
sessionlog sys ressionlog on Session itk 1 E
showmac sys showmac SR LRI MAC Hihik
status (st) Sys status WIRRGIRES
tcpdump sys tcpdump management | #iE] (dump) HZHFE 1
uptime sys uptime IR InstantScan 1E I8 EI I [A]
version (ver) sys version 75 InstantScan &R A
bt A-2 FRAERET AR AR K
5E#4 () sys module 5 ip tftp upgrade 54, %
(IE: i -t =R B=3RS FRES il B
flushstate -- sys module flushstate i%g@ﬁéﬁw HE
sys module query -- sys module query ] ] B A
restore all sys module restore all BIERL N AT
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h PREAE RS 5 73 B0
av sys module restore av %E"%%ﬁﬁmﬁﬁ
Hohn
sys module restore TR N HETAT
pattern pattern %
. sys module restore . ny
signature Feree R )R ARG
set sys module setting set S I 5 s T
setting
show sys module setting show | B RTE B RS 2% 3 &
2 225 1 A
all sys module update all Eﬁ;%ﬁﬁﬂﬁiﬁzﬁ
hy PR R 195 T K30 P
av sys module update av %ﬁﬁ&ﬁ%éﬁﬁﬁ%u%ﬁ
update %?ABEQ\ e
pattern sys module update pattern %ﬂeﬁ%’ﬁmﬂﬁfﬁa &
. sys module update Y 2 s S
signature SEREE B RS ERD
FILENAME ip tftp upgrade firmware
. LS I\ g 5
firmware tftp server IP <FILENAME> ?i\ tftp 5% AL T
address 192.168.168.170
FILENAME ip tftp upgrade image
. : 4
ip tftp upgrade image tftp server P | <FILENAME> M titp iz%%gm %
address 192.168.168.170 Image =
FILENAME ip tftp upgrade module ;
% AT R
module tftp server IP <FILENAME> i};;ﬁ;f&%%%iﬂ A
address 192.168.168.170 e

s A-3 Sys module 5 IP tfitp 541 W]

& ER, IPTFTP upgradeZRig4 & T :
WORD: tftp A% #s1PHhtL,
FILENAME: FFgBcE XA sk fimage XA 4 .

SE4 sys sessionlog 74, EZH T,

[lE &K ot BE=RE TFRIES (iR RSV
Off -- sys sessionlog off KRG F
Sys Sessionlog Oon -- sys sessionlog on ARG R
Status -- sys sessionlog status | ZZidaRE

#Hs A-5 sys tcpdump $54 Ui

53 sys tepdump $54, IHSI K.
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(IS B CHEX ey TRIEY ftl RS
dump Zﬁfntgpd“mp external | sz external i1 1
External
. . sys tcpdump external | KATRILA SIS E: external
interactive interactive i 14 B
dump Zﬁfntspd“mp internal | oyt 4% internal i
sys tcpdump Internal
. . sys tcpdump internal | KA RIF2$RZ internal
interactive interactive LlHESNE)
dum sys tcpdump WIEN 4 management 5 [ 3
P management dump (a
Management tcod
sys tcpdump SR B2
interactive management sz M%fwtjjj é'f;*@
interactive management % 11

k& A-6 sys tepdump F5 41 ]

A.2 CLIIEAFER - RIBER

WER BRI S L b 4 58, 855 BRI R SCR AR I SR 20 ) BRIME. % InstantScan FOB R85, £ 5 A8k
BB PN <ctrl> + e 8, 1A admin J5HE AR

B PRAE R, Non-privileged mode

FEES RERS Tuf T84 vtH]

? ? WIRPTATHR A LR

enable (en) Enable TT A BB AR 2

exit (ex) Exit B CLI S

ip BEARK IP 25
ping ip ping 202.11.22.33 3% ICMP 1 J3 75 2R TR
traceroute izpotzrfalcie.rzo;ges TB 1 B i 2 H 0 kb oy 483 1) 4%

sys WIE RA SR
date sys date SV NEEIEE

Tt AT RAEA L AR AR 2
PR, Privileged mode

FERS REHRL BER Ut
? ? WORITTIR S Tk
disable (dis) Disable KRR
exit (ex) Exit BT CLI A4
ip BOEMK IP 24
ping ip ping 202.11.22.33 K% ICMP i )3 75 3R TR
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e A

set ip set w5 device [ 1P Huik

show ip show R T M 25 e

tftp LR ipgrade IMage | iy s 28 4t THA B (MO BEE S HRHERI

(upgrade) 192.168.168.170. )

traceroute ip traceroute 202.11.22.33 | iB % £ H (¥ bk &0 11 % 1%
Sys WERGSH

date sys date W H AT RGeS A

halt sys halt now KL

reboot sys reboot now FIFAL

resetconf sys resetconf now FR RGN E S BRAE

resetpasswd sys resetpasswd AR A R

showmac sys showmac R M ES-R I MAC Hihl:

ks A-8 BRI A Z BRI

L7-NETWORKS

170




InstantBlock User Manual Yii4k B

y
14 B
B ),
e HEMREF
1. %% InstantScan & 4 {14 MSN 8¢ Yahoo #8TCiAEA?
Br: TTRERERILL T LR b

1-1 53 IM Manager Difig) User T8 A MSN
A. &3 Report H ) Application Firewall % log JR#, JEEHE 1S FTEHEY? A flgkdy?
B.  WHRE il MSN k8 A& KR A port 80, 1M Bl ] fu i 2 ;i 1E 5 EALIT) 1863 1 £E %% F iy [¥) PC
b, MSN HREERTIE ST TCP #1724, BN A& H AR SOCKS. SOCKS 5. HTTP Proxy i,
C. BB kBEuIF 1 &80 % => LAN TO WAN Service: 1863 Allow

1-2 JA3) IM Manager Ihfgjs User =& A Yahoo
A. %3] Report H1[1] Application Firewall 717 log R, &5 #7 1S FrbHES? A4y ?
B. WK it Yahoo JoiEE N E K Ly 80, MiFATT R AVFE ) il 1R ALY 5050, 11575 7 i )
PC |, 4 Yahoo H'[)MEKIEENLE EREEE— I AT AR RS54, IX I3 20 1 FE A 1k 01
C. FPykIEuFF 1 430 =>LAN TO WAN Service: 5050 Allow.

2. T IE H TR I A AL B AL RE
Zi: A Console B3R, #iAIE4 sysstatus, 1] T4 CPU Loading. Concurrent Sessions 225,

3. Ik E Auto update pattern, FEFWMAIS SN H §T5HCHT pattern W LLARZ)) ?
B mATBAIIIETT LA pattern A5E L
3-1 fE B ik Update > Support list , RZ4 AZNIT)E 1E X Vas 5 & HurfEH T pattern fA S5 T2
FEF B IR
3-2 15 LALLM T www.L7-Networks.com gk WM& %Z4 > RATHHE FHREOHRAN pattern W2, Jf ik
W25 H G BN Support List 8648z, R n] 55 31 37 Fr PR T

4. BRI Pattern 5Y URL database 2 /EFE 55 2
i
(=S

4-1 R IR O T A B RUE BRI H, 91 Update > Update Pattern/Database.
4-2 1 console 3 ¥ sys module update all SEIEHr (U1 sys module update pattern). 7EibZ /T, 155
NS RIS SR P 45 2 1 0 o

5. QT SR AN ?

By W I A B AR, 1 SRR I, SRJGE Console BEZ FHIAFE4 ip titp upgrade image
<E4> (Bl ip titp upgrade image filename.bin 192.168.1.10) . £ T/EA®E tip RS ESWTM titp IRSS2$T)
WK, HSERTFMES B2 3R LK - .

6. AFELIRSS 52 h A A BN FO R 2
Bt BT B R 1A 1
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6-1 1 HfIATE console A 48 e I AR OO NI B BRI 552 1P ik T

6-2 WM IRGS 25 A e N7 K

6-3 W JABNBT ki, 15T B KB E TR =AM IR 454 15 AR (R4 W A It 11 (514, 1080 5 3306) .
6-4 Wi Lk 3ABERAHBR G, 51 RSIETIH ) LogServer Z RS ETRCERHENT .

7. A FAE Console T #E AN H) i ?
i
=1 .

7-1 ARSI R, AR 2 e 115200, BN ERIREME N (8 il 1514, TR
. 115200 FEFHAESAL .

7-2 R 7-1 e B O e, BT console Hijf . ABAIEHER | & PC o0 A H i 5 /85 BRI G52,
SRJG Ping BHURN 1P (H) BRIAE RN 192.168.1.1) £ F Request /& 754 MW

7-3 WA 7-2 M ping AREBIEZ 1P, AT HEK AL EIERRIM 25 b, DR 252 75 W e R AE 1 L
[R5 e A PN G S SRR SE (77

7-4 K R 3, KGAREEERRINGG I, EMKLLR g5 RACH S S
A ZIER: 155k Console k.
B. MZKiZk: 1A RMA J7 U8R .
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e C
InstantScan Mt & K B AH o< e AR i

Cache Proxy

Cache Proxy + Limitations of Firewall
. ISA Proxy Server

ISA Proxy Server (NAT)

Redirect to Web-Proxy

S N

—. Cache Proxy
1. Bl

Firewall/Gateway
Normal
HITES
HTTFS

Erro'ﬁcy Server

I B-1 i HLBAT BRI 9 4 24 Ay
2. Y
FRB ] HTTP/ZHTTPS Jil i 7t Proxy AUH, By KEGIF I HAb e € BOE % I _E IM/P2P BRAF A HT o 1A 5 LI 1Y
ML, SEIEE TR, IM/P2P AN TS MR v BT [ b A
3. EEBEWE
InstantScan MHC & A1 1% 5 Firewall/Gateway 2 [i] . Joifi fF 5 AT 4 A Be & L II¥OE
4. EEFI

A. kI Client S 7E A MSN B G228 N ¥l @, WI7E Proxy 32 Deny URL
http://gateway.messenger.hotmail.com/gateway/gateway.dll . I 7] {5 ) & A= 25T MSN 2223848 F IE R HTTP
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Proxy ¥ i€, &1L port 80 5 MSN Server L, 4Rl InstantScan 73 3 IM B BN, FEAS RVFZFRT CIEIERD BB
BT, #o2E User ZEAREE KPR R, IKE ] port 80 2 MSN BEHL#Y InstantScan FH4 1 TEiEZ AN o

B. InstantScan 7] J-F I8 Rl pEpT A i E, WE IMATH. B P2P A HIIDHL & B ] P2P A5 5 o

—. Cache Proxy + Limitations of Firewall
1. Bl

irewall/Gateway

Normal

A
HITP/ ;
HTTPS /

-
: ol P"?
==y B rOXy Server

— ——

- -
g S

P2 B-2 A PR S A FH 110 19 2% 4 44
2. BV

Firewall/Gateway [ & 245 Server (HTTP/HTTPS Proxy. Mail) () IP AJ [ fil4y, % EXFPEAEE T, T2 HM
J3 Fk User {1 HTTP/HTTPS HiAL, JfiZid Proxy Server & 2/ 48 FHAT N .

BEFRRIZE R, RN IERY I IMZP2P 3R A Y, UhEEE L i e gk HTTP (S) /SOCKS Proxy Server 125451, 4 R%5 2%
AREMIEATENL . — B VY2 By kRS Ry e e ik .
3. MEBHRE

InstantScan Mg & 7E ¢ 25 5 Firewall/Gateway 2 7], ¥ 2 J7=0 T

A, A% Firewall MBUR, FFI8C 7 i o] A6 A 4500 IM B4s#ESR 1 (MSN: 1863, Yahoo: 5050, ICQ: 5190, AOL:
5190) , f]: LAN CKJE5G) to WAN  CHEEG) B3 1863 Jy [ Z BENLEE A RVFIEAT

B. RIS IG5 IM _E Proxy (18, D ICIERALI S TE o

C. ZAE Proxy WEHE4e/F I URL http://gateway.messenger.hotmail.com/gateway/gateway.dll LB 1% 7 i
7 MSN 348 AR RN 7y U, 25 SRR A I () A T B ARV L g =K

4. EEFI
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A, JRAREE T QB AR SS He AT AL IM/P2P 4%, (X InstantScan AEFFAN HY Kemi & HTTP/SOCKS K IM/P2P Wi i,
PRSI Ly 3 ROl BEL Y

B.  Firewall JFJ8& o i it A, RIBEE 2N EE (LAN, trust) TI/EEXARES (WAN. un-trust) RG22 IRS Gl
1 1863. 5050..45) , HHAMBMILENT AT (WAN to LAN) BT mBEapL, 154 T-4% Firewall BHES {4
PR,

C.  TFBCEI0 IM [PARHESS 1, InstantScan 1] 751X L2458 i N 545 IM

D.  HJR Firewall WX AMEGE BT, 38 A P2P AR T BES A H IX 2L IM (13 I FEATIAL, SR1TT InstantScan 13 H
1975 K5 AT AT LAFE U K IR AT BH 3 b B B AT 58 1 A

=+ ISA Proxy Server
1. B

Normal

Firewall/Gateway

ISA Server (Client gateway)
K% B-3 1] ISA Server i} default gateway

2. FEBIUtEAE

FEUCRR 28 B, 41T H] Microsoft ISA Server 228 HTTP S54RI IR 554, JFHE 1€ 27 dii (1) W9 2% BOE , KrBRIL G (default
gateway) FR[7] ISA Server. ISA ki T 2K HTTP Proxy S5 4 T8 T n) A A S AT TAE4h, HA&4 Firewall &5
% EHAS AE ST IR ISA 23 HAR R IBCHLE Hh 21 tH 1% Firewall/Gateway .

TCIeFE M 1SA Server BB IBHUE ], JReE th b — 2 Firewall ¥ E UG, sl o 1A BB — (R0 —FE
JCVEBs HIBEBY ¥ IMZP2P A 7 3% 1k HTTP Proxy 55 HEAL -

3. KEBRE
InstantScan i it & 7F % 2% 15 Firewall/Gateway 2 ). ¥E Ul R

A. A% Firewall B2 ISA Server IR0,  FFBCR S vl A H 200 IM FFRHESG T (MSN: 1863, Yahoo: 5050.
ICQ: 5190. AOL: 5190) , #l: LAN CKJs%ui) to WAN CHESEG A% 1863 J7 [m) Z BN & N fu
VFIEAT
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B. WE ISA Server ik &I IM HIbRAE S B AT #E dAE H %,
BT O 100 IM | Proxy (% e, w] ik JCiEBHLI S TE -
D. #iAE Proxy W e E 487 URL http://gateway.messenger.hotmail.com/gateway/gateway.dll PAB; 1R )
I fF: MSN AT FHACHRIBN L7 I, 2S5 A R AT IN 1) A T4 AR HE BRI 5 2
4. EEFI

A, JEAREES AT ARSS S T EENLE) IM/P2P 4, Al InstantScan fE#F N L Bay ¢ HTTP/SOCKS K IM/P2P i &,
M I Ly 3 R B .

B. Flrewallﬁﬁjza)ﬂlﬁﬁxﬂl‘l_wﬂ K ERNE (LAN. trust) TSNS (WAN. un-trust) RG2S Ci
[1 1863, 5050..25) , HAMBMLH NIEMZ  (WAN to LAN) B (gL, 74b T-4% Firewall FEE4 (K44
To

C. NE /IR ICHE N ISA Server, T UALE ISA Server b b i€ 45 1863, 5050, 5190 A 5222 &3 11 K1 BEML,
S EE S AT D RO, BN ST

D.  JFF& I IM [FARHES 1, InstantScan 1 75 IX 43 i N 5% IM.

E. 4 Firewall WXTAMRIEETFAL, &k P2P FAF AT e R T IX L IM s VAT HCHL, R R] 4 InstantScan
B4 I8 R 87 K B TR R 3R 4T BEL4 sl A Y o ) A

PO, ISA Proxy Server (NAT)
1. Kl

Firewall /Gateway
Normal

HTTP/
HTTPS

MSN HTTP

ISA Proxy S_e_r;ver

K% B-4 ISA Proxy Server %244

2. BV
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{1 Microsoft ISA Server 22 HTTP S5RHER S 4%, (HIFAEHS gateway F& 17 ISA Server, AHXTHUALEE MEHIZ, ¥ 1E
BT 2e & MSN IBEHL HTTP Proxy ¥ & 451 ISA Server .

3. EEBRE

InstantScan .t & £F ISA Server 11 Firewall/Gateway 12685 . BE K.

A.

1£ Core Router F#E B, #4430 IM fobrvfEss 1 (MSN: 1863. Yahoo: 5050, ICQ: 5190. AOL: 5190. ) &
A ISA Server.

BEE ISA Server A NAT #5550, ib— B a2 4T IM bkt I ECHL AT NAT 12 3 1R %,
Firewall i% & R Vrskilithnl 4 1SA Server, H. H [ 224 1863, 5050, 5190, 5222 fEid. #l: ISAH IP Gk
Pim)  to WAN  CHISER)  [KI3R 0 1863 Jy [ Z AL & 0 ALiriid .

FE B BN &I IM L Proxy 88, AT D TIEBH LI I o

AAE Proxy g B4 /FH URL http://gateway.messenger.hotmail.com/gateway/gateway.dll PABH %5 7 diii
7 MSN S5 4d FH AR L 77 XIS, 23 8585 A A IR I 1) A FE8 A T AR IR L 7 =X

4. EEFI

A.

InstantScan Fr{EIA7 &, HALE 44 HTTP Proxy (IM-HTTP Proxy) ¥iife, i EaRi%, ik IM AR BEHL,
i InstantScan LLHEAT IM &R,

JEARTT 35 AT IR 25 283 A TBEATLIY IMZP2P 4k, [A] InstantScan 83 R H BaRE 7E HTTP/SOCKS 1) IM/P2P i &,
WSS Ly 5 RI B B

Firewall JF /8% F s S4B T, P E 2 WS (LAN. trust) 7] access #hi (WAN. un-trust) JIRZ5 2811 IRSS (i
1 1863. 5050..etc) , HIAMHBMLELAEERIZE  (WAN to LAN) BT A IBENL, 454k T4k Firewall BHA4 {4
£/l O

T A IM ARAERTBENL T 2, Aesgeid InstantScan, #7151 Core Router Mm-S A
ISA Server FF A NAT #2X, H (#5208 MSN ] LU S ARHERRAL .

Firewall {15 ISA 1] LIA$ F T /0¥ 804 443, 1863 i, #KA P2P MW e HEMN T B LK CREgd
InstantScan) ZFILMI5EE.

Fi. Redirect to Web-Proxy
1. Kl
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N°“"§ Firewall/Gateway
i (client gateway)

Proxy Server (Web-Content Mgt)
K% B-5 ff % M E S HTTP i E 4444

2. B4 B
IDCHLARS H 2 th 15, k8 I A 80 3128 &5 2 HHL; JRERAE WA BE IR HTTP/HTTPS BRHLL 4%, K IeHL HE 8
317 Proxy Server. Web EHRSE#5. HeM oy SRR S 7E TA T 80 5% 7 v R #EATAn i e RN ] iR B Web 1T 0 IR .

H1 T Web 453 T B ICVEHE R HTTP BEHLT 19N 28, IMZP2P 3% 1k HTTP B IEHLIT, (Hrl ) Proxy 2 A% % H ik
W AEH HTTP Bhslim & & 10 Tunnel B2k, oy @ESr L, 4 P 30 100 2% Bk 55 A AN 22 2 RFREE

3. KEBHE

InstantScan M & 75 #% 2% 5 Firewall/Gateway 2 [, U .

A.

PR Firewall B3R, JFIL Client v {# FH #5100 IM (0 4R#Es D (MSN: 1863, Yahoo: 5050, ICQ: 5190, AOL:
5190) , fl: LAN CRJEN) to WAN CHRH) [ 1863 J5 il 2 Bl E A vt .

FIAE Proxy % 5E Deny URL http://gateway.messenger.hotmail.com/gateway/gateway.dll LA 1k Client 7£
MSN A AR LT SN, 2S5 T A F 8 s I AR PRI L 7 5

4. EEFI

A.

JE AT 3 L AC PR AR 25 23 AT IEHLIG IM/P2P #4F, [A] InstantScan BEHEAIL H! Bl £ HTTP/SOCKS [1) IM/P2P i &,
BRI Ly AR R
Firewall JF50% F b AR TR, RIS LM (LANS trust) AIEECAREE (WAN. un-trust) RS 28RS i

[1 1863. 5050..2%) , AWML NENLE  (WAN to LAN) R (L, 74b T4 Firewall FLE4 (K {747
x.

FFIBCE I IM RIFRES 1, InstantScan A 753X L83 3 Y 5545 M.

HAR Firewall P AMEERE AL, &k P2P #44 ml gE A X &6 IM 1ty I AT BAPL, SR InstantScan 1M
7 KBS ATY AT AT SR I 13047 BEL 424 sl A B 0 1 A

L7-NETWORKS 178



InstantBlock User Manual Y14 D

4 D
REWREE
R FTEE

InstantScan: time=2005-01-10 12:57:27; mod=SYS; sev=<112131415>; tier=<TIER>; 1id=<LID>;
msg=<Message>; by=<userlsystem>; from=<IPlconsolelsystem>;

SEEER Level name
1 Alert  (&4)
2 Critical (™)
3 Warning (%75)
4 Notification (3 7)
5 Information ({5 &)
TIER LID Message Severity
A0l | Login success Information
A0l Login fail, miss password Information
A02 | Change password Information
A04 | A new user <user> has been added Notification
Client AQO5 | User <user> has been deleted. Notification
tier=1 AQ07 | Login user <user> login failed due to invalid user name Information
S25 | Backup configuration file by admin Warning
S26 | Restore configuration file by admin Warning
S27 | Download configuration Warning
S28 | Upload configuration Warning
LO1 Database is full Critical
LO2 Database is cleanup Critical
LO3 Backup database to 192.168.17.130 Warning
LO4 | Send report to user@yourCompany.com Information
Mgtsvr LO5 | Restore database from 192.168.1.1 Warning
tier=2 LO6 | Send alert to user@yourCompany.com Information
MO1 | Change E-Mail Alert setting Notification
MO02 | Change FTP Backup setting Notification
MO03 | Change Report Center setting Notification
MO04 | Change Syslog setting Notification
Device AO03 Login success Information
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tier=3z

AO3 Login fail, miss password Information
A06 | Change password Information
S01 | Device Startup Warning
S02 | Device Reboot Critical
S03 | MGT set t0192.168.17.114 Notification
S04 | Gateway IP setto 192.168.17.254 Notification
S05 | Primary DNS setto 10.1.1.1 Notification
S06 | Secondary DNS setto 168.95.1.1 Notification
S07 | Management server set to 192.168.17.112 Notification
S08 | System time updated to 2005-09-04 12:00:00 Notification
S09 | Factory reset to default settings Warning
S10 Firmware upgraded to version X.X.XX Warning
S10 | Firmware upgrade has failed Critical
S11 | Application Firewall pattern updated to version X.X.XX. XXX Warning
S11 | Application Firewall pattern update has failed Critical
S12 IM signature updated to version X.X.XX.XXX Warning
S12 IM signature update has failed Critical
S13 | AVDB updated to version X.X.XX. XXX Warning
S13 | AVDB update has failed Critical
S14 | Enable application firewall Notification
S14 | Disable application firewall Notification
S15 | Enable IM Manager Notification
S15 | Disable IM Manager Notification
S16 | Enable Traffic Manager Notification
S16 | Disable Traffic Manager Notification
S17 | Enable HA Critical
S17 | Disable HA Critical
S18 | HA mode changed to AA Critical
S18 | HA mode changed to AS Critical
S19 | HA type changed to master Critical
S19 HA type changed to slave Critical
S20 HA monitored node <node_name> failed Warning
S21 HA control changed to master Alert

S21 HA control changed to slave Alert

S22 | HA Virtual IP Address: 192.168.17.100 Notification
S23 | HA In-Ping-Nodes: 192.168.17.111 Notification
S24 | HA Ex-Ping-Nodes: 192.168.17.254 Notificaiton

L7-NETWORKS

180




InstantBlock User Manual Y14 D
S29 | URLDB
S31 | Application Firewall pattern updated to version X.X.XX. XXX Warning
S31 | Application Firewall pattern update has failed(error code:XX) Critical
S32 | reserved for future using
S33 | AVDB updated to version X.X.XX.XXX Warning
S33 | AVDB update has failed(error code:XX) Critical
S34 | URLDB updated to version X.X.XX.XXX Warning
S34 | URLDB update has failed(error code:XX) Critical
S35 | IM engine updated to version X.X.XX Warning
S35 | IM engine has failed(error code:XX) Critical
S36 | Application Firewall engine updated to version X.X.XX Warning
S36 | Application Firewall engine update has failed(error code:XX) Critical
S37 | reserved for future using
S38 | Antivirus database engine updated to version X.X.XX Warning
S38 | Antivirus database engine update has failed(error code:XX) Critical
S39 URL database engine updated to version X.X.XX. XXX Warning
S39 URL database engine update has failed(error code:XX) Critical
S40 | reserved for future using
S41 | Application Firewall pattern restored to version X.X.XX. XXX Warning
S41 | Application Firewall pattern restore has failed(error code:XX) Critical
S42 | reserved for future using
S43 | AVDB restored to version X.X.XX. XXX Warning
S43 | AVDB restore has failed(error code:XX) Critical
S44 | URLDB restored to version X.X.XX. XXX Warning
S44 | URLDB restore has failed(error code:XX) Critical
S45 | IM engine restored to version X.X. XX. XXX Warning
S45 | IM engine restore has failed(error code:XX) Critical
S46 | Application Firewall engine restored to version X.X.XX Warning
S46 | Application Firewall engine restore has failed(error code:XX) Critical
S47 | reserved for future using
S48 | Antivirus database engine restored to version X.X.XX Warning
S48 | Antivirus database engine restore has failed(error code:XX) Critical
S49 URL database engine restored to version X.X.XX Warning
S49 URL database engine restore has failed(error code:XX) Critical
S50 | reserved for future using
S51 $SWID

(Update Successfully. Update database and then respond a new SWID.)
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$SWID

S52 | (Keep old license. Don't need to update database and then respond the old
SWID.)

S53 | Request is rejected

S54 | Invalid HWID

S55 | This device is not registered

S56 | This license is invalid

S57 | This license has been registered

S58 | This license cannot be used on this device

S59 | Can not connect to database

S60 | No such device

S61 | Can not connect to device

S62 | Unable to clear database table

S63 | Filter List error

S64 Post parameters error

S65 | Post value is invalid

S66 | Invalid software ID

S67 Execute SQL command fail

S68 | No version obtained

S69 | No such database

S70 | Backup database fail

S71 | Restore database fail

S72 Unmatched pattern version

S73 | Software ID was reset to trial version

S74 | Invalid checksum

S75 | Can not find backup SQL scheme

S76 | Enable Web Manager Notification

S76 | Disable Web Manager Notification

g D-1 ARGl sAg Ui ]
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o E
L&

DDoS (4B PHWTERSS, Distributed Denial-of-Service )
DDoS & DoS [—FARTE, A e EiE L P45 /- HORYE I E TS, B 2 #-PE 2 #  DoS (Distributed DoS, f&j#x DDoS)
it o

DoS (Denial of Service )
DoS st P NIRRT, FLLETHENICIE ERAT LS/, s B, 5B EAENRAHETZ, DoS KA srik
TSRO A 8 2 Oy el A e, i BARESE =ML H 1.

FTP (Cr{f&%nthsE File Transfer Protocol)
FTP ZAEfEfyEdilthil (TCPAP O BIZAE H i — A R W, @ LWl — NSRS, ERNE M4
(Network) , DMEAAIMLE LRGSR, HEE TR RIS B, o AR S e TR,

H.323
H.323 Hli &7 1996 448 [ b i e A e s vT DA o 22 WA A i L SR IR SN e S5 e A8k ) il L T BE N B A e X
O3 TR e 0 4% b it AL 1) 1) S 4 RO R AR bR« TS R S AL A S0, TR SCT AE 0 A 45 I 48 L (1) 2 ity
] 55 AR 48 10 AT R0 2% EL A AR (LA . H.323 e i MR TR 4 / fR R4 BE 4, DU Vel e e Sl . AEiE35 71 ,
CY R bRE, H UL G711 A ETWARATN, H.323 578 H.261 5 H.263 Wifh EZE AL / iR 4ibrift .

IM  (S2HHEIR, Instant Messaging)
SER IS — RO, I PRI ) S i b S At 7 P AR IS SO, IRAETE ] DUBIE RN . T PR DT P 45307 3%,

A%
STo

IPS (HR#MM, Anomaly-Based IPS)
AT DU o) P B 2 3 i S A TR | BOAT o, PRl 0 A et Bt iE AT A T B A
WA 5 o BERP AR (R 52 mT AT AR AL S AR (E R 2 R

IP Spoofing (1P Huht-#kth)

R FBGEE NI 5, AR O BT, BT EE (Packet)  SRUSHLIEAT N A EH 4,
PRI ENL (Host) S UONIXIER AW MKE, i avrdiirgiss  (Link) XSk B g sssr A .

LDAP (Lightweight Directory Access Protocol)
LDAP J Lightweight Directory Access Protocol [fIfaiFx, & H il AT H k% (Directory
Service, DS) fFHUHhE .

License Key (3ZUH)
InstantScan (2 ML AL,  HEECBIH S0 P AL T T WL AN S A A ] LLE AR5

P2P (A XtA, Peer-To-Peer)
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K JE— PR, DL SR AR, B £ RIT AT IE i Napster  (Napster) , & DLS s s 57 2045 5,
AP Z R T IR A SRS 2% F 4% EAAB T3 (Download) SRil; P2P ZEMYELLL I MZEH)  (Client/Server)  fijfh
R, BN TEHUNZ SRR AT 0T AHAT, AN 4 0 2% G dH R TR (e I, AR (PR AN 2 L 32 2B p AR

Port
Bl (Data) M EEH 21— AN A

Protocol GERPO

ANSUE B RS LA A B 8], BT LT RS SOMRUE AR 1) — AL P2 R o L S TR A S 5 8
FE—SE0R M 4% (Network) 7, R iE nl AT —Fh 2y J2 1 75 ORI — LEARRI BUE

RADIUS GEFENIFIREMH#E RS, Remote Authentication Dial-In User Service)

RADIUS 42 MRS AR R (ISP ) Bl FHAE 50K R SE. URIEN ISP I, IR AR F7 2 85 A
B, IXAME B IEE] RADIUS iR452%  (Server) , BEMRERETIEM, IR ISP AFERIFI. B4 RADIUS INE
AN, 1H%EE’J%M%EEDI%HI&IVFEMW’%

RDP GEFEREM WY, Remote Desktop Protocol)

RDP J& Windows %ﬁﬁﬂﬂ&%%&%ﬂ”EFlTﬁHﬂéfﬁﬁtiﬁiﬂD’J"Fﬁiﬂ’rd}i)‘(o B o A ER B S bR S A BRI Bk 55
s TS5 45 Ul R B B SOKE S £ BRI 40 % ) i o

Router (& H2%)

He b AR MO R AR, AR R AN SR BT R SR AE, B dias SR (Bridge)  [RIZHBESREL, fHKE
VP2 BN BERAE S, DMEA RS M2 B s n] DUE AR AN R AR OB IR (P ) AR i I JRi sk ke
#%  (LAN )

RS-232
RS-232 24 EIA #5ifl, &3 E MR ok 1 7 .

Scan

Scan W LU H L 1P Bgg i . B RS HERAR I HAr. AT seAEH TCP connect (O call. SYN i
(half-open scanning) . Nmap %545,

Severity

MBI ™ AR E SO AR 2 5™ T 6 AN, HOG BRI N A AR L™ F Ak 1M s

Signature

AL A S LU R A A K47

Smurf Attack

Smurf B ##h & KYR ) ICMP echo request 381263 IP broadcast addresses, 1M RIRHLIEBE R = FHhE, &%
broadcast Hulil[n[4% K &) ICMP echo reply B9 3, (435 1M 440 ZE FL 2 kT .

Spam (BiRfEH)

Spam J5ije—FPSEE PREL I FIAR, BEREM  (nternet)  FIHIL, Mg RIGFR BB FIEAE  (E-mail ), 1X2Khr
S B BV 2 A & T REAAEE B RL) T, IER S KRR . T3y, W Rk 7 2 H P AR TR
(message (MESG) (MSG) ), WKEAHICIIMBARER M v1 I,
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Spoofing  (&k{h)
FRIFE LRI BRI T4y, £EM%%  (Network) B MNFALHENME, WH 2 BEIITN.

SSL (Secured Socket Layer)

SSL B AN AR IS IR 54501 52 (Netscape Navigator) (M4 % 2% (Browser ) HLf, &4 M5t
Awl RS A (Server) L, HHATKZAAIML  (Network) Il 45 2515 S 8 th 4R A SSL. SSL
B B, A% ok S R B A RERE SLAS S AT, O TR E R e e S A TN, B0
# I BAT A5 I IR SS A AR O A E

SYN Attack

AP HC 7 SRR ] TCP JE45 (1) three way handshaking 15K . #F TCP/IP Ml iREMXH, XU (A, B)  [{iE
ghir U, A S MEREE G % —AY SYN B4y B IdEeun 1, 1mLkir B Smin—4 SYN-ACK [Esy A, i giiF|
Flik, A SHRE—A ACK EHMEY B 1EMIIA. fE5CIXEREFY G, A S B EREMILINIESS, BERTIBHLE L, W
JrREE VA, AR IR B . SYN IXZEHE TCP Wy TE ik 58 = IR 4E F-Hril;

TCP  (4£¥ifE#IHMY Transmission Control Protocol)

TCP/IP & — R INEEM  (Internet)  EEHL (Host) [MIPMUERAE. TCP 4524 T- Tl F 48 T S 2 A (1) 5 DU )2
G2 W, 1 1P WAS T OSIURM 25 =2 (M4 )2) hill. {2 TCP/P M 45— 4 58 4 (1) W 28 Thill .

Teardrop

Teardrop attack [ H IRAN & ZE AR THENL R R8s, 2k P (v S LU HLOGVEGR SE o R B AL I 1 95
R BRI AEE, 1P B S UIEIBGT 2 N B AN B ORI S5 R RSB [R], R T — 204k
R M5 . 1 Teardrop MGG 28 1P 7B, X485 B BA A B MH . 240X 28 v BLRIIA H i g AL, nl e
MESIE— SRS L. ek A 25 0 B RS B T EIE R PR By, SRR o, (R S 1 B
(B L /N T H AR s v B, A E0E B RERADN, R B ki B, RakimaemRk, 2mNixd
FAEIEZ RISy, ANEIA LSS J R A 75 AR T 3 T iR

Telnet

Zunfl  (terminal (T) (TERM) (TML) ) ERE P S FE Sk I PRURE IR (P ), AF TSN ol 5 RS
7% (Server) MArHAMES, A (Access) ZEFERIG .

Terminal Emulator (ZRHLTESR)
PAFLEAN N SRR L SR Ll B fa) A R 20 BA% 2%, o8 0 DA =ML AT 8252 10 s Aok As e

TFTP  (fRjasCfR4&%PhiX Trivial File Transfer Protocol)

TFTP ;& TCP/IP Protocol Hif— 5, F1 FTP —FEZALHmMZE M, H)E FTP 241 TCP, {HE TFTP 21 ] UDP KA&%m,
/] UDP & AMEALH A (LA TE I B0AE, T DUSERR 1 SCHAR S A 2] TETP, RT3 1650 48 45 FH 90 45 1 4%l
Terminal Server.Router 22 SNMP Hub (135, A8 %4 0] fig 75 24 H TFTP K Upgrade %24 1% % (1) Firmware £ Software.

Transparent Mode GERAER)
77 I AV T OO Bete e, F P A 7 N — RN e BAS A T R, i LR S . — R B, 2
Dy TATT R IR N, AT B O BE A 0 28 ¥

Transport  (f&#itk=)
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IPsec EEHLHIR—R, 4RI & BTl i) Host-to-Host (381, 2RI WL i B AL HAZ e i) 1P B DR BT
B AH 5 (R ESP iy, Wl R ENLEMSEEH IPsec,

Trojan (Rp&tFARL, Trojan Horse)

44 SRS, RIS AT AR B — b B AT 3 L S S BBGE R AR T L S E R R 7 o e AR AT BRI TSRO e, A5 BEARRAE
JBUE A AMRFB KA 43 IE 5 IORR P v, S 20E M LA TGRS E o« RRs A L — PO RE 7 A08S - (Malicious
code) , {HAWRHE (Virus) IKIIARE, FREOHEHE AL AREHE, KRR .

UDP (f#fHHBIBF BN, User Datagram Protocol)
UDP J& {4 2l i VA SOE E B, AR 8 5 R ) > el o I ANIEE WS nT S AR E A i AT BRI IR S5, DA
T EEHOAIE H (¥ 2 15 S h A (¥ 8 FH R S5 S TR L o

UID ({FHEHIRS, User IDentification)
—RRhG, FATME -, TR SRRG ARG

URL (Z%—%¥EEN S, Uniform Resource Locator)

FRWA SRR B ARETT R, BT AME, WE IR (nternet) BRI UL, 2T HABRAMATRA A R B .
AFRGEEM (WWW D BLURL 1EAMHEIRE . RSO Armil S (HTML D (R, FIH URL ks HBE4S
(Hyperlink ) (I HBMLE, WH XA HELE LS —A HTML SXF - Gig FLIE R REREAAAE S — A EhLED

Virus  UR#)

TR MR, M A O A AR P B A, IR R AT e, SRR R PR ERE R s, R
PR ARG R YE, W RESE ARG E . MR ol B S . W E s S B PAT SR s i, H i
SE X, AL I AR P A BRI ) — S UL, R SR TR (BE-mail D BRI TS,

VPN (RAFFERIMNZ, Virtual Private Network)

VPN /&i#iE  (Tunneling) « % (Encryption ) . £43##ik  (Authentication ) . Viln4%i#] (Access Control) %%
HR, K2l Internet. EHE 1P W4, S L8 AL B 7 TR ff 8 B 55 M 55 2 Ak 2 I H 25548 . VPN BB 23 FH I 2%
KGR SN RAKE R BRI . W R AR ST AN e AT IR )RR, VPN T LLIE S H
BRI AR 2%, TEIL% EXIor th— 2 R URA AT L R DT iR b5 18, BRPTIR VPN I E 2414 — Tunneling, A4
Internet. Ml o BRIARERG A A0 W9 265 (1) FH P #00] LA o 2 AR 5, AE IR AN IE I8 P AN B2 IN 8] 5 b A BR ), == LT
TR

Vulnerability (3§ &)
RGN F L7 2% 5 1 MU 1) 05

WAN (Wide Area Networks)
JH R S REAE S R BE I I B T L 4%, e B — 2B 1 A5 IR 45 T R 28 2 . 5 R I 28 AN ] e
T, EAUEHAAAIE, A5 L RN 44K

Worm  (GFEVUFEH)D
THEA LG d At AT SO TR NUR AR — Rl SRR RS, i RS R A AR AE AR . I i E E R R S B
HESHAR RN G R G LA LR ARt — R W R G A CaE, Frilfcch MG .

WWW  (World Wide Web )
[RI R Y PR TR
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