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1.
1 2
VLAN 1  VLAN2 35246 2 2  VLAN3 3
2.
Switch# vlan 2 // vlan 2
Vlan 2 added
Switch(vlan-2)#exit
Switch# vlan 3 // vlan 3
Vlan 3 added
Switch(vlan-3)#vlan2  // vlan 2 vlan 2
vlan 2
Switch(vlan-2)# untag2  // 2 vlan 2 vlan
2 vlan 2 untag x X
Switch(vlan-2)# vlan3  // vlan 3
Switch(vlan-3)# untag3  // 3 vlan 3 vlan
3 vlan 3 untag x X
Switch(vlan-3)# exit
/4 2v.00 2v.00 pvid
vian
2v.00 pvid pvid
:.. http://www.lenovonetworks.com 3 x T ) £8



fenowvo s

iSpirit 3524G/F

vlan 2v.00
Switch# port2 // 2
Switch(port-2)# pvid2 // 2 pvid 2
Switch(port-2)# port 3 // 3
Switch(port-3)# pvid3 // 3 pvid 3
VLAN PC
VLAN PC
VLAN
Switch# show vlan
|VID |[Name | Status |
|----+ + |
|1 |Default VLAN 1 | Static |
| |
|2 |vlan2 | Static |
| |
|3 |vlan3 | Static |
| |
// vlan 2 vlan 3
VID , Name
VLAN ““u>”

Switch# show vlan2 // vlan 2

Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

VID

VLAN

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [OJOJOJOJOJOJOOOLILIZIZILILILIZIZILIZI2I212]212]12]

I [11213]1415161718]9101112|3]41516] 71819101 1]213]4]5]6]

| e B e e e Rt L E L Sy B SR

| Configuration |-JUI-[-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1
4 http://www.lenovonetworks.com 4 KT I £5
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3)

// vlan 2

Switch# show vlan 3

Vlan ID: 3

Vlan Name: vian3
Vlan Status: Static

2 “cuz”

vlan 3

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [ojojojojojojojojolzizizizizizizizizizi2i2I2I2I2I2]2]

I [11213141516171819101112]314]5161718]910]11213]4]516]
e e Rt T e Rk rat EL L B L P BL s B
| Configuration |-|-JUI-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-]
// vlan 3 3 “<yu>” U

pvid vlan
2 vlan2 2 pvid

Switch# show port 2

Unit 1

Port 2

ifindex 0x2100002

State Enable

Set Speed autonegotiate

Actual Speed unknown

STP State Disabled

Link Down

MacLearn Unlock

PortVlanID 2 // 2 pvid

PortDefaultPriority :

DropEvents 0
Switch# show port 3

Unit 1

Port 3

ifindex 0x2100003

State Enable

http://www.lenovonetworks.com
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Set Speed autonegotiate
Actual Speed unknown
STP State Disabled
Link Down
MacLearn Unlock
PortVlanID 3 // 3
PortDefaultPriority : 0
DropEvents 0
802.1Q vlan

pvid

1.
3524G 3 vlan 2 2 4 vilan 3
VLAN
1 Vlan2 2 1 25
2 Vlan3 3 1
3 Vlan2 2 2 25
4 Vlan3 3 2
:.. http://www.lenovonetworks.com 6 x T ) £8
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1
witch# vlan 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit

V/4
vian
2v.00
vian

Switch# port2  //
Switch(port-2)# pvid2  //

Switch(port-2)# port 3 //
Switch(port-3)# pvid3  //

25
pvid

2
witch# vlan 2
Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)# tag 25
Switch(vlan-2)# exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# untag 3
Switch(vlan-3)# tag 25
Switch(vlan-3)# exit
Switch# port 2

vlan2

2

3

2v.00

pvid

pvid

pvid
2v.00

2

3

vlan3
Pvid 1

2v.00 ,

pvid

pvid

tagged

:'. http://www.lenovonetworks.com
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pvid
vlan vlan pc
pc ’u” vlan
vlan
pvid 1
1
Switch# show vlan  // vlan
|VID |[Name
|----+ + |

|1 |Default VLAN 1

| |
|2 |vlan2

| |
|3 |vlan3

Switch# show vlan2 // vlan 2

Vlan ID: 2
Vlan Name: vian2
Vlan Status: Static

vlan

| Status |

| Static |

| Static |

| Static |

pvid

”M”

vlan

(-=None, M=Member, F=Forbidden, U=Untagged)
| Port Number |OJOJOJOJOJOIOJOIOIZIZIZIZIZIZIZI2ILILIZ2]I2])2]12]2]2])2]
I [11213141516171819101112]314I5161718]910]11213]4]5]16]
et e e e S  at h L EL St EE
| Configuration [-[UI-I-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-IMD -]

Switch# show vlan3 // vlan 3

http://www.lenovonetworks.com 8
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Vlan ID: 3
Vlan Name: vian3
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [OJojojojojojojojojzjzizizizizizitizizi2I2I2I2I2I2]2]
| 11121314151617181910]1]2]3]4|5161718]91011]12]3]4]5]6]

I B L e e e e e |
| Configuration |-|-lUI-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1- M0 -]
2 pvid 3  pvid 3 25  pvid
1 pvid swtich# show port x X
2
2 1
vian
1.vlan
1.1
iSpirit3524G
iSpirit 35246 vlan vlan
vlan 2 1 2 wvlan 3 3 4 vlan 4 5 6
vlan 2 172.16.3.1 255.255.255.0
vlan 3 192.168.1.1 255.255.255.0
vlan 4 172.16.4.1 255.255.255.0

-t
N http://www.lenovonetworks.com
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1.2

1. 35
Switch# vlan 2

Vlan 2 added
Switch(vlan-2)#untag 1-2
Switch(vlan-2)#exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)#untag 3-4
Switch(vlan-3)# exit

Switch# vlan 4

Vlan 4 added
Switch(vlan-4)#untag 5-6
Switch(vlan-3)# exit

2) vlan
Switch# show vlan

172.16.3. 0

vlan

172.16.4.0

15pirit3524G

192.168.1.0

vlan2 vlan 3 vlan 4

|VID |Name

| Status |

|-—=-+-———— - Fom |

|1 |Default VLAN 1

| Static |

| Static |

-t
N http://www.lenovonetworks.com
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3) vlan
Switch# show vlan 2

Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number |OJOJOJOJOJOIOJOJOILIZIZIZIZILIZIZIZILI212]12])2]12)2]2]
I [11213141516171819101112]314I51617I8]910]11213]4]5]16]
[ e S B e e e S e e ek et ER L N |

| Configuration [UJUI-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1

Switch# show vlan 3

Vlan ID: 3
Vlan Name: vlan3
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number |OJOJOJOJOJOIOJOJOILIZIZIZIZILIZIZIZILI212]12])2]2)2]2]
I [11213141516171819101112]314I5161718]910]11213]4]5]6]
[ Tt e B e e S e e R et SRt N |

| Configuration [-|-[UIUI-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1

Switch# show vlan 4

Vlan ID: 4
Vlan Name: vlan4
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number |OJOJOJOJOJOIOJOJOJLIZIZIZILILIZIZILILI212]12])2]12)2]2]
I [11213141516171819101112]314I51617I8]910]11213]4]5]16]
[ ettt e S B B e S e e ekt B Rt |
| Configuration [-[-]-1-[UIVI-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1

4)
Switch# route

' y http://www.lenovonetworks.com 11 KT I £5
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Switch(route-config)# ip sub
Netware Interface: 2

Agent Ip Addr: 172.16.3.1
Net Mask: 255.255.255.0

Vlan ID: 2

Interface Descript: vlan2
Switch(route-config)# ip sub
Netware Interface: 3

Agent Ip Addr: 192.168.1.1
Net Mask: 255.255.255.0

Vlan ID: 3

Interface Descript: vlan3
Switch(route-config)# ip sub
Netware Interface: 4

Agent Ip Addr: 172.16.4.1
Net Mask: 255.255.255.0

Vlan ID: 4

Interface Descript: vlan4

5)

Switch(route-config)# show ip sub ta

iflndex IP Address NetMask

255.255.255.0
255.255.255.0
255.255.255.0
255.255.255.0

01100002 172.16.3.1
01100001 192.168.0.1
01100003 192.168.1.1
01100004 172.16.4.1

Vid Status
2 Active
1 Active
3 Active
4 Active

Desc
vlan2

Default IP Addr

vlan3
vlan4

2.vlan
2.1
iISpirit3524G  iSpirit2924G
iSpirit 3524G 2 vlan vlan
vlan 2 2 vlan 3 3
vlan 2 172.16.2.1 255.255.255.0
vlan 3 192.168.3.1 255.255.255.0
2 3 iSpirit 2924G
i n http://www.lenovonetworks.com 12 KT I £5
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2.2

1. 35 vlan

Switch# vlan 2

Vlan 2 added
Switch(vlan-2)# untag 2
Switch(vlan-2)#exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)#untag 3
Switch(vlan-3)# exit

2) vlan
Switch# show vlan

|VID |Name

|-—=-+-———— - Fom |

|1 |Default

|12 |vlan2

| m
|13 |vlan3

| m
3) vlan

Switch# show vlan 2

vlan2 vlan 3

| Status

| Static

:'. http://www.lenovonetworks.com
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Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number JOJOJOJOJOJOJOIOIOJZILILI2I2I2ILILILI2]21212)2]2)2])2]
I [11213141516171819101112]314I5161718]910]11213]4]5]16]
e e it e e e e e
| Configuration |-|UI-1-I-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-]

Switch# show vlan 3

Vlan ID: 3
Vlan Name: vlan3
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)
| Port Number |OJOJOJOJOJOJOJOIOIZ 2 2 22122122 I2I212]12)2]2)2]2]
I [11213141516171819101112]314]5161718]910]11213]4]516]
[ et Tt e S B e e e S e ak et SRt N |
| Configuration [-[-JUI-I-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-1-]

4)

Switch(route-config)# ip sub
Netware Interface: 2

Agent Ip Addr: 172.16.2.1
Net Mask: 255.255.255.0

Vlan ID: 2

Interface Descript: vlan2
Switch(route-config)# ip sub
Netware Interface: 3

Agent Ip Addr: 192.168.3.1
Net Mask: 255.255.255.0

Vlan ID: 3

Interface Descript: vlan3

5)
Switch# route
Switch(route-config)# show ip sub ta

ifIndex [P Address NetMask Vid Status Desc

' y http://www.lenovonetworks.com 14 KT I £5
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01100002 172.16.2.1 255.255.255.0 2 Active vlan2
01100001 192.168.0.1 255.255.255.0 1 Active Default IP Addr
01100003 192.168.3.1 255.255.255.0 3 Active vlan3
6) iSpirit2924G
3.vlan
3.1
iISpirit3524G  iSpirit2924G
iSpirit 3524G 2 vlan vlan
iSpirit 35246 vlan vlan 1Spirit2924G
2 vlan
iSpirit3524
vlan 2 1 14 vlan 3 1,14 vlan 2 vlan 3
1 14 1 vlan2 vlan3 14 vlan 2 vlan 3
1 14 tagged tagged vlan
vlan 2 172.16.2.1 255.255.255.0
vlan 3 192.168.3.1 255.255.255.0
1 14 iSpirit 29246
iSpirit2924G vlan2  vlan3
vlan 2 2-12
vlan 3 13-24
iSpirit 29246 1 1Spirit3524G 1 iSpirit
29246 1 iSpirit3524G
y http://www.lenovonetworks.com 15 KT I £5
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1). 35 vlan vlan2 vlan 3

Switch# vlan 2

Vlan 2 added
Switch(vlan-2)# tag 1
Switch(vlan-2)# tag 14
Switch(vlan-2)#exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# tag 1
Switch(vlan-2)# tag 14
Switch(vlan-3)# exit

2) vlan
Switch# show vlan

|VID |Name | Status |
|-—=-+-———— - Fom |
|1 |Default | Static |
| == |
|12 |vlan2 | Static |
| == |
I3 Jvlan3 | Static |

:.. http://www.lenovonetworks.com 16
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3) vlan
Switch# show vlan 2

Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [ojojojojojojojojolzizizizizizizizizizi2i2i2I2I2I2]2]

I [11213141516171819101112]314I51617I8]910]11213]4]5]16]
e e it e e e e e
| Configuration |M|-|-1-1-1-1-1-1-1-1-1-1-IM1-1-1-1-1-1-1-1-1-1-1-1-]

Switch# show vlan 3

Vlan 1D: 3
Vlan Name: vlan3
Vlan Status: Static
(-=None, M=Member, F=Forbidden, U=Untagged)

| Port Number [OJOJOJOJOJOJOOOILILIZIZILILILIZIZILIZI2I212]212]12]

I [112]13141516171819101112]3]14151617181910]112]3]4]5]6]
T T S e s e e |
| Configuration IMI-1-1-1-1-1-1-1-1-1-1-1-IMI-1-1-1-1-1-1-1-1-1-1-1-1
4)

Switch(route-config)# ip sub
Netware Interface: 2

Agent Ip Addr: 172.16.2.1
Net Mask: 255.255.255.0

Vlan ID: 2

Interface Descript: vlan2
Switch(route-config)# ip sub
Netware Interface: 3

Agent Ip Addr: 192.168.3.1
Net Mask: 255.255.255.0

Vlan ID: 3

Interface Descript: vlan3

5)

' y http://www.lenovonetworks.com 17 KT I £5



fenovo s

iSpirit 3524G/F

Switch# route

Switch(route-config)# show ip sub ta

iflndex IP Address NetMask

255.255.255.0
255.255.255.0
255.255.255.0

01100002 172.16.2.1
01100001 192.168.0.1
01100003 192.168.3.1

6) iSpirit2924 vlan

Switch# vlan 2

Vlan 2 added
Switch(vlan-2)# tag 1
Switch(vlan-2)#untag 2-12
Switch(vlan-2)#exit

Switch# vlan 3

Vlan 3 added
Switch(vlan-3)# tag 1
Switch(vlan-2)# untag 13-24
Switch(vlan-3)# exit

D) vlan
Switch# show vlan

Vi

d Status
2 Active
1 Active
3 Active

iSpirit2924

|VID |Name

| Status

|----+-——— Fomm——m |

|1 |Default

8) vlan
Switch# show vlan 2

Vlan ID: 2
Vlan Name: vlan2
Vlan Status: Static

| Static

Desc
vlan2

Default IP Addr

vlan3

-t
N http://www.lenovonetworks.com
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(-=None, M=Member, F=Forbidden, U=Untagged)
| Port Number JOJOJOJOJOJOIOJOJOIZ L2l I2I2ILI2]ILILI212]12]12)2])2])2]
I 111213141516171819101112]3]415161718]91011]2]3]4]5]6]
e e it e e e e e

| Configuration [MJUJUJUIUIUIVIVIVIVIVIVE-T=1-0-1-1-1-1-1-1-1-1-1-1-]

Switch# show vlan 3

Vlan ID: 3
Vlan Name: vlan3
Vlan Status: Static

(-=None, M=Member, F=Forbidden, U=Untagged)
| Port Number JOJOJOJOJOJOIOJOJOIZ L I2I2I2I2ILI2ILII212]12]12)2)2])2]
I 111213141516171819101112]3]415161718]91011]2]3]4]5]6]
e e it e e e e e

| Configuration [M]-[-1-1-1-1-1-1-1-1-1-1VIV]UJVIU]UUIUIUIUIUTUL -] -]

STP

iSpirit3524G STP

35246 R Hl-1

352468 Al -2 A524GE e -3

:'. http://www.lenovonetworks.com 19 F T 5
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2.
2.1 stp
Switch# stp enable // stp

Switch# show switch

Ip Address 1 192.168.0.1
Subnet Mask 1 255.255.255.0
Default Gateway : 0.0.0.0
MAC Address : 00:09:ca:01:75:02
BOOTP : Disable
DHCP : Disable
Spanning Tree : Enable //stp
Traffic Classes : Enable
IGMP Snooping : Enable
Reset I no reset
DhcpRelay : Disable
// stp
stp stp stp
Switch# stp disable
2.2
32768
Switch# stp bridge priority A stp bridge priority (0=<A<=65535)
Switch# disable stp ports A-B or A port list (1=<A,B<=8)
iSpirit3500
» http://www.lenovonetworks.com 20 KT I £5
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3.

3.1

Switch# show stp bridge
--- Designated Root Information ---

Priority : 32768

MAC Address : 00:09:ca:01:75:02
Hello Time 1 2s

Forward Delay : 15s

Max Age - 20s

--- Bridge STP Information ---

Bridge Priority : 32768

MAC Address : 00:09:ca:01:75:02
Root Path Cost 0

Root Port : 0

Bridge Hello Time 1 2s

Bridge Forward Delay : 15s

Bridge Max Age : 20s
3.2

Switch# show stp port A port number (1=<A<=8)

Switch# show stp port 1
--- Port Information ---

STP Port : Enable
Port ID i1
Priority ;128
State : Disabled
Path Cost 119
Designated Cost 0

--- Designated Root Information ---
Priority 1 32768
MAC Address : 00:09:ca:01:75:02

--- Designated Port Information ---
Port ID o1
Priority ;128

' y http://www.lenovonetworks.com 21 KT I £5
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--- Designated Bridge Information ---

Priority : 32768
MAC Address : 00:09:ca:01:75:02
Trunk
1.
iSpirit3524G
trunk
1 2 trunk 1-4

3624647 H -1

524G a2

2.
Switch# trunk <cr> set trunk configuration
Switch# trunk
trunk_Id: 1 /[ trunk ID ID 0-5
trunk_Rtag: 1 [ltrunk  tag tag 1-6
ports_list: 1-4 Il trunk

trunk

iSpirit3524G/F 6  trunk trunk

8 100M 2 1000M
3. Trunk

trunk

:.. http://www.lenovonetworks.com 22 x T ) £8
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Switch# no trunk A

trunk
Switch# trunk table init  <cr>

trunk indentifier(0<=tid<=5)

4.
1) trunk trunk
Switch# show trun
TGID RTAG status Ports
0 0 Not_ready 0x00000000(none)
1 1 Active 0x0000001e(fel-fed)
2 0 Not_ready 0x00000000(none)
3 0 Not_ready 0x00000000(none)
4 0 Not_ready 0x00000000(none)
5 0 Not_ready 0x00000000(none)
2 trunk vlan

mirror
1.

1 2
1 1 2 2 8
» http://www.lenovonetworks.com 23 KT I £5
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3524GAZ i il .

HF2 i

2.1 1

Switch# mirror

Mirror Mode: L2

Mirror Port: 8 //
Egress ports_list: 1 //
Ingress ports_list: 1 //

2.2 2

Switch# mirror

Mirror Mode: L2

Mirror Port: 8 //
Egress ports_list: 2~ //
Ingress ports_list: 2 //

3.

1)
mirror ports,
Egress ports , Ingress ports

2) show mirror
mirror mode 12

:.. http://www.lenovonetworks.com 24
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Switch# show mirror
Mirror Mode: L2
Mirror Port: 8
Egress ports_list: 1
Ingress ports_list: 1

Configuration
1.
1) TFTP
2) TFTP
192.168.0.1
192.168.0.100
2.
1) TFTP IP 192.168.0.1 3524G IP
TFTP IP
ip

switch>enable
switch#ip add 192.168.0.1 255.255.255.0
2) pc TFTP
3) TFTP ,
Switch# upload configuration 192.168.0.100
uploading configuration ......
4) TFTP

Switch# download configuration 192.168.0.100

192.168.1.100,

-
! http://www.lenovonetworks.com 25
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Do you wish to continue? [Y/N]: y

3.

1) tftp IP
2) tftp tftp
3)

4) tftp

IMAGE

windowns TFTP

tftpd32.exe

TFTP server
192.168.0.100

1) ip

Switch>enable

Switch#ip add 192.168.0.1 255.255.255.0
Switch#show switch  // ip

2) pc ip 192.168.0.100

tftp

tftp

-
! http://www.lenovonetworks.com 26
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- TFTFD3Z by Fh.

Jounin

I [ = |

B aze Directory

II:: WM D OWS\Dezktophsoftware update

s TEtpd3z:

Settings

Server configuration
Timeout [seconds]
b ax Retranzsmit

T ftp port

— Security
" Maone
& Standard
Current " High
2
—Baze Directory
S o973 -
[D: “Vimage
3KB

Help |

Cancel |

D:\image

3) download

D \image

Switch# download image 192.168.0.100 ispirit2924g2v00.img

Do you wish to continue? [Y/N]: y

Don't Shut down power until completed!

downloading image

3.

1) TFTP
2) TFTP
3)

4)

TFTP

snmp

SNMP

SNMP

PING

192.168.1.100

:'. http://www.lenovonetworks.com

27

* T W) £5



fenovo s

iSpirit 3524G/F

1P 192.168.1.1

SNMP
community

192.168.1. 1

(‘1‘» &3
SNMP/E Bl ity
192. 168. 1. 100

2.

1 iSpirit3500
snmp community

Switch# snmp community

Community Name : public

// community  public

View Name(internet) :
ReadOnly(1),ReadWrite(2)

Permission:1 // 1

Switch# snmp community

Community Name : private

// community private

View Name(internet) :
ReadOnly(1),ReadWrite(2)

Permission:2 // 2

snmp community
Switch# show snmp community
CommunityName ViewName
public internet
private internet

snmp
public

snmp

community

community private

snmp

Permission  Status

ReadOnly
ReadWrite

Active
Active
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2) snmp trap
trap snmp snmp
trap snmp 2
Switch# snmp trap
trap name : test
Target Ip Addr: 192.168.1.100
snmpv1(1),snmpv2(2),snmpv3(3)
\ersion : 2
Switch# show snmp trap
Trap Name : test
Transport Domain : 1.3.6.1.6.1.1
Target ip :192.168.1.100
Target port . 162
TimeOut : 1500
Retry Count 0
Tag List : rfc1493 rfc1757 rfc1907 rfc2233 tmscom
\ersion :snmp V2
Storage Type : nonvolatile
Status : Active
3.
snmp
1) community , pubic , private
2) snmp community snmp
trap snmp
1) trap ip snmp ip
2) ip snmp ip
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DHCP Relay
1.
iSpirit3524G 3 wvlan vlan 1 vlan , IP
192.168.1.0 VLAN2 IP 192.168.2.0 VLAN3 IP
192.168.3.0  VLAN1 DHCP IP 192.168.1.1 VLAN  DHCP
IP VLAN2  VLAN3 VLAN
ip
DHCP %5 ) s DICP % ) iy
Ylan 2
3524GAF L H,
192, 168. 1, 1
2.
35 vlan
35
Switch# dhcp server 192.168.1.1 // dhcp 1P
Switch# enable dhcprelay // dhcprelay
3.
vlan pc ip
1 dhcp IP
2) dhcp vlan IP ping
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vlan ip
3) dhcp server IP
Switch# show dhcpserver dhcp server IP
Server Ip Address 1 192.168.1.1
4) dhcprelay
Switch# show switch
Ip Address 1 192.168.0.1
Subnet Mask : 255.255.255.0
Default Gateway : 0.0.0.0
MAC Address : 00:09:ca:01:75:02
BOOTP : Disable
DHCP : Disable
Spanning Tree : Enable
Traffic Classes : Enable
IGMP Snooping : Enable
Reset > no reset
DhcpRelay : Enable
802.1x
1.
iSpirit  3524G vlan vlan 1 radius ip
172.16.4.0 255.255.255.0 iSpirit3524G vlanl ip 172.16.4.1
radius ip 172.16.4.100 vlan2 vlan ip
172.16.3.0 255.255.255.0 vlan2 172.16.3.1 ip
172.16.3.100 iSpirit3524G 1
iSpirit3524 802.1x pc 802.1x
radius
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2.

2.1

172.16. 3.0

172. 16. 3. 100

ol

9 £ 1 )

radius

1) 35 802.1x
Switch# dot1x
2) 802.1x

Switch# dotlx control auto 1

3) 35 radius

524647 bl

Switch# radius host 172.16.4.100

4) radius

Switch# radius key rad123

5) 802.1x
Switch# show dotlx

Global 802.1X Parameters
Dotlx Status
ReAuth-enabled
Accounting-enabled
ReAuth-period
Quiet-period
Tx-period
Supp-timeout
Server-timeout
Max-req
reAuthMax

802.1X Port Summary
PortName Status
1 Link Up
Link Down
3 Link Up

Enable
no
yes
3600
60
30
30
30
3

Mode
auto
n/a
n/a

172.16.4.0

172, 16. 4. 100

iSpirit3524G

radius

EE
IR ¥ 3%
radiusfkg 5

HostNum

9
9
9

:'. http://www.lenovonetworks.com
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4 Link Down n/a 9
5 Link Down n/a 9
6 Link Down n/a 9
7 Link Down n/a 9
8 Link Down n/a 9
6) 1
Switch# show dotlx 1
Port-control :auto
Maximum hosts 9
Current Connecting hosts : 0
7 radius
Switch# show radius-server
PrimaryServerlp :172.16.4.100
OptionServerlp  :0.0.0.0
UdpPort : 1812
accountingPort  : 1813
ShareKey : rad123
Vendor :
NasPort : 0xc353
NasPortType : OxOf
NasPortServer : 0x02
2.2 radius
1) 3524G radius
Switch# radius host local
2) radius ‘test test
Switch# user add
User Name : test
Password M skakaiekaieiakaiaialaiakaiaialel
Confirm Password —: ***xdskarskdkdosk
Deadline :2111-11-11
please wait!
3)
Switch# show radius-server
PrimaryServerlp : LOCAL
OptionServerlp  :0.0.0.0
UdpPort : 1812
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accountingPort  : 1813

ShareKey s rad123
Vendor :
NasPort : 0xc353
NasPortType : OxOf
NasPortServer : 0x02

4)

Switch# user show test
userName : =test
password : =test
deadTime : =2111-11-11

3

1) 802.1x show dotlx

2) show dotlx
3) radius ip show radius-server
4) radius

-ACL

1. iSpirit3524G version 2.2.0

1.1 IP ACL
1) 1 ip 192.168.0.100 pc ip
pc 1 ip 192.168.0.100 pc
1 ip 192.168.0.101  pc
1
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¥ 01 permit
192.168.0.100

pcl/

A
w sl

192.168.0.100 192.168.0.101
2)
A Switch# access-list 1 permit host 192.168.0.100

// , deny any

B: access-list 1 1 1
Switch# port 1

Switch(port 1)# acl-filter 1

3)
ip
192.168.0.100 IP show
access-list deny
any permit any

Switch# show acl-filter
ACL group and Port Configuration Information
module/port groupld status

1 1 Active

Switch# show access-list 1
R - Ruleld, SI - Source Ip address, DI - Destination Ip address, IT - Ip Type

SP - Source Port, DP - Destination Port, PT - Protocol Type
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SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.
Standard IP access list:
Groupld 1 :  reference count(1)

R1 permit Sl 192.168.1.100 Active

1.2 IP acl

Vlan3, 192.168.3.0

Vlan4, 192.168.4.0

1) 172.16.4.0 vlan4 172.16.3.0
vlan3 ip 172.16.3.1
ping web 172.16.4.0 iSpirit 3524G
1 2 acl vlan3  vlan4
vlan
2)

Switch# access-list 200 deny icmp any host 172.16.3.1
Switch# access-list 200 deny tcp any host 172.16.3.1 www
Switch# access-list 200 permit ip any any

200 1 2
Switch# port 1
Switch(port 1)# acl-filter 200

Switch# port 2
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Switch(port 1)# acl-filter 200

3)
ip
deny any permit any
show access-list
Switch# show acl-filter
ACL group and Port Configuration Information
module/port groupld status
1 200 Active
2 200 Active
show access-list
Switch# show access-list 200
R - Ruleld, Sl - Source Ip address, DI - Destination Ip address, IT - Ip Type
SP - Source Port, DP - Destination Port, PT - Protocol Type
SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.
Extended IP access list:
Groupld 200 : reference count(0)
R 1 deny icmp Sl any DI 172.16.3.1 Active
R 2 deny tcp Sl any DI 172.16.3.1 www Active
R 3 permit SI any DI any Active
1.3 MAC

1) mac 00:04:e2:7f:36:cf
iSpirit3524G 1 mac
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Permmt .
00:04:e2:71:35:¢f
00:04:e2:71:34:ef

2)

Switch# access-list 400 deny 0 ip 00:04:e2:7f:36:cf

Switch# access-list 400 permit 0 ip any
iSpirit3524G 1

Switch# port 1

Switch(port 1)# acl-filter 400

3)

show access-list
mac

deny any permit any

Switch# show acl-filter
ACL group and Port Configuration Information
module/port groupld status
1 400 Active
Switch# show access-list 400
R - Ruleld, SI - Source Ip address, DI - Destination Ip address, IT - Ip Type
SP - Source Port, DP - Destination Port, PT - Protocol Type

SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.

MAC address list:
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Groupld 400 : reference count(0)
R 1 deny ip SM 00:04:e2:7f:36:cf DM any Active
R 2 permit ip SM any DM any Active

1.4 ICMP
iR E2E
192.168.4.1
192.168.4.2 192.168.4.3
1) PING
PING ICMP
ICMP
ICMP iSpirit3524G 1
2)

Switch# access-list 300 deny icmp host 172.16.4.1 any echo-reply
Switch# access-list 300 permit ip any any

Switch# port 1
Switch(port 1)# acl-filter 300
Switch# show access-list 300

R - Ruleld, Sl - Source Ip address, DI - Destination Ip address, IT - Ip Type
SP - Source Port, DP - Destination Port, PT - Protocol Type
SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.

Extended IP access list:
Groupld 300 : reference count(1)
R 1 deny icmp SI 172.16.4.1 DI any echo-reply Active
R 2 permit SI any DI any Active

Switch# show acl-filter
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ACL group and Port Configuration Information

port groupld status
1 300 Active
1.5 TCP

1)

iSpirit3524G 1

2)

Switch# access-list 200 deny tcp any any 0 syn 1 ack 0
Switch# access-list 200 permit ip any any

Switch# port 1
Switch(port 1)# acl-filter 200

Switch# show access-list

R - Ruleld, SI - Source Ip address, DI - Destination Ip address, IT - Ip Type
SP - Source Port, DP - Destination Port, PT - Protocol Type
SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.

Extended IP access list:
Groupld 200 : reference count(1)
R 1 deny tcp Sl any DI any syn 1 ack 0 Active
R 2 permit Sl any DI any Active
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Switch# show acl-filter
ACL group and Port Configuration Information

port groupld status
1 200 Active
1.6 acl
192.168.0.11 2 M ip 192.168.0.11
15

1).
Switch# access 200 permit ip host 192.168.0.11 any

Switch# show access 200
R - Ruleld, SI - Source Ip address, DI - Destination Ip address, IT - Ip Type
SP - Source Port, DP - Destination Port, PT - Protocol Type
SM - Source MAC address, DM - Destination MAC address, V - Vlanld, ST - Status.

Extended IP access list:
Groupld 200 : reference count(1)
R 1 permit S1 192.168.0.11 DI any Active
2). 3 acl
Switch# qos class 3
Switch(class-3)# matc acl 200

Switch# show gos class 3

classid 3

Name

Status :active

flag :Acl  Flag
valueNumber 1

acl group id :200
refNumber 1

3).
Switch# qos pol 2
Switch(policy-2)# class 3
Switch(policy-2-class 3)# meter 2 3

Switch# show qos policy 2

Policyld 2
name

node_sum 1
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refnumber 1
Status :active
classld :3
policy class Status :active
flag :Dscp Flag
value :0
meter :used
bandwidth :2 (for port 1-24,1 is 1M bit/s;for port 25-26,1
is 8M bit/s)

burstsize :32k bytes
action :drop

4).

Switch(port-15)# qos se 2

Switch# show gos port 15

port :15
flag :Policy Flag
policy id 2
Status :active
I 11 16 iSpirit3524G 2v20
iSpirit3524G iSpirit3524F
iSpirit524G 3524F

iSpirit3524G/F(version 2.00 )

2.1Spirit3524G/F version 2.00

2.1 IP ACL

1) ACL 192.168.1.0

:.. http://www.lenovonetworks.com 42 F T I £8



fenovo s

iSpirit 3524G/F

172.16.3.0

3524622041

M '

172.16.4.0

VLAN 2 VLAN 4
‘ 192. 168. 1.0
W
VLAN 3
2) Switch# access 1 deny 192.168.1.0 0.0.0.255
3)
ip
192.168.1.0 IP
show access-list
Switch# show access-list
ACL Status . Enable
Standard IP access list:
Groupld 1 deny srclp 192.168.1.0 0.0.0.255 any Active
2.2 IP acl
172.16.3.0 172.16.4.0
172. 16. 4. 1
ﬁ
MR % 3%
W& ) e i 45 4%
1) 172.16.3.0 172.16.4.0 ip
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172.16.4.1 ping
web
2)
Switch# access-list 100 deny icmp any host 172.16.4.1
Switch# access-list 101 deny tcp any host 172.16.4.1  www

3)

show access-list
show access-list
Switch# show access-list
ACL Status : Enable
Extended IP access list:
Groupld 100 deny icmp any destlp 172.16.4.1 Active

Groupld 101 deny tcp any O destlp 172.16.4.1 www Active

2.3MAC
172.16. 3.0 172.16.4.0
3524678 HiL K
[ Bl 45 1
1) mac 00:04:e2:7f:36:cf
2)
Switch# access-list 700 deny ip 00:04:e2:7f:36:cf
3)
ip
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show access-list

mac

Switch# show access-list
ACL Status . Enable
MAC address list:
Groupld 700 deny ip srcMac 00:04:e2:7f:36:cf Active

2.4 vlan acl

172. 16, 3. 0 172.16. 4. 0

3624627 i H,

[ £ H ™ ol i 55 25
1) VLAN3
2)
Switch# access-list vlan 3 deny
3)
Switch# show access-list
ACL Status . Enable
Vlan list:
Vlanld 3 deny Active
2.5 acl

1) 1 M
Switch# access-list port 1 all in permit 1
Switch# show access-list

ACL Status . Enable

Port list:
Port 1 permit ingress 1*125kByte/s Active

2)
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192.168.1.0 10M
192.168.1.0
Switch# access-list 1 permit 192.168.1.0

10M
Switch# access-list rate-limit 1 10

show

Switch# show access-list 1
ACL Status . Enable

Standard IP access list:
Groupld 1 permit srclp 192.168.1.0 any 10*125kByte/s Active

1.
£43 LL51
1. 1
\'\d.l.:j.:!
g 1 16,1 1162 EE I.L4.1
EMELD @
FH2 1.1.4.2
2.
1)
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2)
A

Switch(route-config)# ip static route

Dest Ip: 1.1.4.0

Net Mask: 255.255.255.

gate way: 1.1.6.2
Static Route Name:al2

Use HareWare(y/n)y

Switch(route-config)# ip static route

Dest Ip: 1.1.5.0

Net Mask: 255.255.255.

gate way: 1.1.2.2
Static Route Name:al3

Use HareWare(y/n)y

B

Switch(route-config)# ip static route

Dest Ip: 1.1.5.0

Net Mask: 255.255.255.

gate way: 1.1.3.1
Static Route Name:a23

Use HareWare(y/n)y

Switch(route-config)# ip static route

Dest Ip: 1.1.1.0

Net Mask: 255.255.255.

gate way: 1.1.6.1
Static Route Name:a2l

Use HareWare(y/n)y

-t
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C
Switch(route-config)# ip static route
Dest Ip: 1.1.1.0
Net Mask: 255.255.255.0
gate way: 1.1.2.1
Static Route Name:a32

Use HareWare(y/n)y

Switch(route-config)# ip static route
Dest Ip: 1.1.4.0

Net Mask: 255.255.255.0

gate way: 1.1.3.2

Static Route Name:a3l

Use HareWare(y/n)y

o show ip static route table

o show ip route table

upP

-
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1.
1.1
6 rip PC
E3 L1511
1.1.6:.1 1.1.6.2 \\d-!.&z i..4.1
LD &
42 42
1.2
Switch (route_config)# ip route protocol rip
rip rip
2.
2.1
A B A C A 192.1.11
B 192.1.1.2 C

:.. http://www.lenovonetworks.com 49 x T ) £8



lenovo 18

iSpirit 3524G/F

2.2

1)

A ““nosend”

Switch(rip_config)# send type
Interface Ip address:192.1.1.1

Send Type:nosend

1) coml/com2

P (D Internet EEAIS
e L3 Ja MetMesting

Tornado Uninstal =g 4
Microsoft Access E TrueType IEFIEFF
@ Ulrasdtaz - Microsoft Excel E) windows SHEETES B FEETSIEE
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etk Microsoft Outlook @ iBZEE
& $T5F Office 2145 Micrasaft PowerPaint: BN s iRmw
@ #ii office 30 Microsoft Word B
D me
#4(D) D el it
) g ¥ 57
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4)

CLI
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