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1 CLI

CLI
CLI
CLI
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1.1 CLI
CLI Console
Telnet CLI
1.1.1 Console CLI
PC Console
RS232H 1] Consolell
PC T A2 HHL
Aic B = 20
PC Windows
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21x
BER O [o =]
FEGRE): [T =]
Bz E: [ ]
BERES ) [F =l
EEABAME® |

[ wm= | ®mw | mEw |

CLI
CLI
1.1.2 TELNET CLI
iSpirit 8806
IP 198.168.80.1
PC
BAA P35 1 WM O
\,q
PC T ACHRATL
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PC IP IP 198.168.80.0/24
P 198.168.80.100 ping 198.168.80.1 PC
PC Telnet 198.168.80.1 Telnet

2=

BB AR Ik, E%E‘E Internet SRS
IR Windows HHREITHE

AP [t c1n=t 195, 155, G0, |
W B | wsw. |
Telnet CLI CLI
Switch> Telnet CLI
[ ) IP VLAN
VLAN IP VLAN1 IP 192.168.0.1
VLAN IP Console Telnet
° PC
PC VLAN
1.2 CLI
1.2.1 CLI
CLI
[ ) CLI
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°
CLI
VLAN VLAN
1.2.2 CLI
CLI CLI CLI CLlI
CLI
CLI
CLI
Switch CLI Switch CLI
CLI
VLAN
CLI Switch# Switch #
CLI Switch(config-ge1/1)# gel/
(config-ge1/1)#
CLI Switch(config-vlan2)# vlan2
(config-vlan2)#
1.2.3 CLI
CLI
CLI

CLI

-16 -
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Console  Telnet enable
Telnet
configure terminal CLI
CLI
Switch> Console
Telnet
exit  quit Telnet
Switch# disable
enable
Console exit
quit
Telnet exit  quit
Telnet
Switch(confi exit quit end
9
configure
terminal
exit  quit
VLAN Switch(confi end
g-ge2/1)# interface
<if-name>
Switch(confi
g-xe1/1)#
VLAN
Switch(confi
g-vlan1)#
VLA VLAN Switch(confi exit quit

-17 -




lenovo 18

iSpirit 8806
N g-vlan)# end
VLAN vlan
database
MST MSTP | Switch(confi exit quit
P g-mst)# end
MSTP spanning-tre
e mst
configuratio
n
RIP RIP Switch(confi exit  quit
g-rip)# end
RIP IP router rip
OSP OSPF | OSPF 0 exit  quit
F end
OSPF Switch(confi | router ospf
IP g-ospf)# [ospf-id]
OSPF 1
Switch(confi
g-ospf-1)#
VRR VRRP | Switch(confi exit quit
P g-vrrp)# end
VRRP router vrrp
P <if-name>
<vrid>
Console | Switch(confi exit  quit
Telnet g-line)# line end
vty
Switch(confi exit quit
g-module)# end

-18 -
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module-man
agement
Switch(confi exit  quit
g-keychain) key end
# chain
<name>
1.3
1.3.1
CLI
write show version
vlan <vlan-id> instance <instance-id> vlan
<vlan-id>
1.3.2
CLI
vlan <vlan-id>
show interface [if-name]
1.3.3

-19-




lenowvo 518 iSpirit 8806

1

show version
2 <>

vlan <vlan-id>
3 []

show vlan [<vlan-id>]

<>
show vlan [vlan-id]
vlan-id
[]

4 {}

spanning-tree mst link-type {point-to-point | shared}

point-to-point  shared

no arp {<ip-address> | <ip-prefix>}

vrrp authentication {none | simple-password <password>}

S []

debug rip packet [recv | send]
recv. send
show ip route [<ip-address> | <ip-prefix>]

show interface [<if-name> | switchport]

kN

ping

-20 -
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ping <ip-address> [-n <count> | -| <size> | -r <count> | -s <count> | -j <count>

<ip-address>* | -k <count> <ip-address>* | -w <timeout>]*

-j <count> <ip-address>* --- IP
-k <count> <ip-address>* --- IP
6 “_!1

<vlan-id> <if-name> <router-id> <count>

<1-255> <A.B.C.D> <WORD> <IFNAME>

1.3.4

CLI CLI
CLI
CLI show version

sh ver

1.3.5

CLI
1 CLI
Switch(config)#?

Switch#show ?

Switch#tshow ver?

4 Tab

5 Tab

-21 -
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1.3.6

Invalid input

Unrecognized command

Incomplete command

Ambiguous command

1.4

1.4.1

CLI CLI

Ctrl+p 1

Ctrl+n |

Ctrl+u

Ctrl+a

Ctri+f  —

Ctrl+b  «

Ctrl+d

Ctrl+h

Ctrl+k

Ctrl+w

-22 -
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Ctrl+e
CLI
CLI CLl CLI
Ctrl+c CLI
Ctrl+z Ctrl+c
Tab
Console Tl - «
1.4.2
show
Space
Enter
Ctrl+c CLI
Ctrl+c
1.5
CLI 20

show history

Ctrl+p,Ctrl+n 1 |

-23.-
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2.1
°
® Telnet
® enable
® Telnet
() P
2.1.1
CLI
CLI
CLI
Telnet Console Console
CLI Telnet
CLI
Telnet
Telnet
CLI

username <user-name>

password <key> {normal |

-25.



lenowvo 518 iSpirit 8806

privilege}
normal
privilege
no username [user-name]
show running-config
2.1.2 Telnet
Telnet
Telnet CLI Telnet Telnet
Telnet Telnet
Telent CLI
Telnet Telnet Telnet
Telnet Telnet
Telnet
Telnet Telnet

- 26 -
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B C\WINNT ' system32itelnet.exe

Uzer Access Werification

Pazsword:

Telnet

CLI

password <key> Telnet

no password Telnet

show running-config

Telnet

Telnet

2.1.3 enable

enable enable
enable

enable Console Telnet
enable

enable enable

-27-
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enable enable
enable
CLI
enable password <key> enable
no enable password enable
enable
show running-config
enable
enable
enable
enable
2.1.4 Telnet
Console
Telnet
Telnet Telnet
Telnet
CLI
enable telnet [number] Telnet number
1 100
5
disable telnet Telnet
show running-config
Telnet

-28 -
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2.1.5 IP
P
P IP PC
Telnet P P PC Telnet
P ACL ACL
IP IP ACL
P PC Telnet
Telnet P
IP
CLI
access-class ACL
<acl-name> P
ACL
ACL IP
no access-class IP
show running-config
P
2.2

()
)
)
)
()

-29.
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® Traceroute

2.2.1

CLI

Switch

CLI

hostname <name>

no hostname

Switch

show running-config

2.2.2

CLI

set date-time <year>
<month> <day> <hour>

<minute> <second>

show date-time

-30 -
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223

Console Telnet Console CLI
Telnet Telnet Telnet

10

CLI

exec-timeout <minutes>

[seconds] 0

no exec-timeout

10

show running-config

224

CLI

reset

reset module <module-id> 1 5

reset system

-31-
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2.2.5
CLl
show version
show bdver
show snmp system
information
show history CLI
2.2.6
ping
ping IP ping
ping ping
ping
CLI
ping  <ip-address>  [-n
<count> | -l <size> | -r

<count> | -s <count> | -4

<count> <ip-address>* | -k

-32-
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<count> <ip-address>* | -w ping

<timeout>]* Ctrl+c

2.2.7 Traceroute

trace-route trace-route P

trace-route trace-route

trace-route

CLI

trace-route <ip-address> [-h
<maximum-hops> | -
<count> <ip-address>* | -w

<timeout>] trace-route

Ctrl+c

2.2.8 Telnet

iSpirit8806 Telnet Telnet

CLI

telnet <ip-address> IP

2.3

-33-
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iSpirit8806

, show temperature show voltage

. slot

. alarm enable,alarm disable

CLI

show temperature [slot-id]

show voltage [slot-id]

alarm enable

alarm disable

show running-config

-34 -
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show temperature
slotid temp1 temp2 temp3 temp4
Mgta 33.5C 70.0C 37.0C(70.0C)  40.C(70.0C) NA
1 33.5C 70.0C 37.0C(70.0C)  40.0C(70.0C) 42.0C(70.0C)

show voltage

slotid voltage1 voltage2  voltage3 voltage4 voltage5 voltage6
Mgta 2.25~2751.13~1.38 2.97~3.63 4.50~5.50 1.08~1.32 1.80~2.20

Mgta  2.50 1.23 3.23 4.97 1.19 1.99
1 225~2751.13~1.38 2.97~3.63 1.80~2.20 10.80~13.20 1.08~1.32
1 2.50 1.24 3.27 200  12.13 1.20
24
FLASH
[
[ J
[ J
o CLI CLI
“!H
(l!”
([
o ‘end

-35-
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241

FLASH
FLASH

CLI
show running-config
show startup-config
24.2
CLlI
write

-36 -
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243

CLI

delete startup-config

244
PC
CLI

upload configure PC
<ip-address> <file-name> PC I=

PC
download configure PC
<ip-address> <file-name> PC P

PC

TFTP TFTP PC

TFTP

-37-
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PC TFTP
PC
PC PC
VLAN
182 168.0.2
. 192 168.0.1
q - X,.-é"-l -'_:_;‘.\4
- F ———ll
L "/
’E:::ﬁg yd
. ..I::"' L [P
PC (TFTP Server) TFTP Client
{
PC PC
TFTP Server PC P PC IP 192. 168.0.2
P P 192.168.0 . 1 PC
TFTP Server TFTP Server
TFTP Server

-38-
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10X
Base Directony I::'\I
Current Achon [
abow | [ Sefina: | Hep |
[Settings]
Titpd32: Settings x|
~ Secunly Server conhiguraton .
" Mone Tmeout [seconds) |3
@ Standard Max Retianami e
€ Hih Thp port B
i~ Base Directony -
&

“Base Directory” [OK]

write

PC Switch#upload configuration 192.168.0.2
beifen.cfg

Switch#download configuration
192.168.0.2 beifen.cfg

Switch#reset

-39-
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2.5

iSpirit 8806 TFTP

2.5.1

2.5.2

download union <ip-address> <file-name>

<ip-address> TFTP PC IP <file-name>
Console
Telnet Telnet
Telnet
Console

- 40 -
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2.5.3
192.168.02
182.168.0.1
EHbL
— TFTP Client
i o S
) Console PC
® PC TFTP Server
) PC c:\t
) PC IP PC IP 192.168.0.2
) IP IP 192.168.0.1
TFTP Server TFTP
TFTP Server TFTPD32
*.. TFTPD32Z by Ph. Jounin , =101 x|
Base Divectory |¢:"~.t
Cutrent Action I
abou | Hep |
TFTP Server TFTP Server

-41 -
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[Settings]
TFTPD32
Titpd32: Settings . ﬁi
— Secunty — ~ ~ Server corfigurabion —— i
 None Tmeout [seconds] !3
v Standad Max Rietranzmit ‘E
" High Titp pot [63
Baze Dwectony
IE ‘\‘
oF Help | Cancel
“Base Directory” [OK]

TFTP Server PC ping

Switch#

Switch# download union 192.168.0.2 lenovo.uni
Loading...4136294
| am updating union,

Please wait and don’t shut me down.......

Updating union has completed !

| am updating master,

Please wait and don’t shut me down

Updating master has completed !

| am updating version,

Please wait and don’t shut me down

Updating version has completed !
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| am updating Board(24gt) on slot 1,

Please wait and don’t shut me down.......
Board(24gt) on the slot 1 update has finished,
You should restart it !

Would you like to restart it ?(Y/N)y

| am updating Board(12gtt) on slot 2,

Please wait and don’t shut me down.......

Board(12gt) on the slot 2 update has finished,
You should restart it !

Would you like to restart it ?(Y/N)y

Switch#

RMMFARIIED, FREBE.

Switch# reset
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iSpirit 8806
iSpirit 8806 12345
19 20 21 22
iSpirit 8806
MGT A
22
=
149 20 I
iSpirit 8806

3.1

[ )

o Sys sys
sys
3.2
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°
°
log
Alm_type BD_ONLINE
Alm_level 5
message bd_type
slotid
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log
Alm_type BD_OFFLINE
Alm_level 5
message bd_type
slotid

3.3

3.3.1

Switch(config-module)#create module <module-id> <module-type>

1 24GT

Switch(config-module)#create module 1 24gt

module-id 12345
module-type
249t 24
24gx 24
1092x 2
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28xt 12 +16
16xt 12 +4
12gt 12

3.3.2

Switch(config-module)#remove module <module-id>

1 24GT

Switch(config-module)#remove module 1

module-id iSpirit 8806

3.4

12345

o PWR1 PWR2 PWRS3

3.5
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o FAN

3.6

Switch#show module [module-id]
1

Switch#show module 1

slotid modulename online

1 24t online

module-id iSpirit 8806
21 22

Switch#show module

slotid modulename online
0 mgt-12xt online
1 249t online
2 null offline
3 null offline
4 null offline
5 null offline
17 mgt-a online
19 power online
20 power offline
21 power offline

- 49 -

other

on /heartbeat

12345

module-id

other

on /heartbeat
on /heartbeat
off/no heartbeat
off/no heartbeat
off/no heartbeat
off/no heartbeat
master

null

null

null

17 MGTA 1920
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22 fan online fail
slotid
mgt-12gt 12
24gt 24
24gx 24
10g2x 2
modulename 28xt 12 +16
16xt 12 +4
12gt 12
mgt-a A
power
fan
online
/
/
other
fail warning
3.7
Alm_type FAN_WARN
Alm_level 5

-50 -



lenovo 18

iSpirit 8806
slotid 22
message brd_type fan
status / warning
3.8
Alm_type POWER_WARN
Alm_level 5
slotid
Message brd_type power
status / warning
3.9
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Alm_type BD_NOMATCH
Alm_level 5

slotid
message

old_type

new_type
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MIRROR
STORM-CONTROL
FLOW-CONTROL

TRUNK
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4.1

41.1

iSpirit 8806

no shutdown
11
Switch(config-ge1/1)#no shutdown

Shutdown
11
Switch(config-ge1/1)#shutdown

4.1.2

autonegotiate

speed {autonegotiate |full-1000 |full-100 [full-10 |half-100 |half-10 }

autonegotiate---

full-1000-------
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11 1000M
Switch(config-ge1/1)# speed full-1000

41.3

show interface [if-name]
1M
Switch# show interface ge1/1

Switch# show interface

4.2 MIRROR

iSpirit 8806
MIRROR
o MIRROR
o MIRROR
4.2.1 MIRROR
gel/ gel/2 gel/

Switch(config-ge1/1)# mirror interface ge1/2 direction both
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gel/ gel/2

Switch(config-ge1/1)#mirror interface <if-name> direction {both | receive | transmit}
gel/ <if-name> {both |
receive | transmit} receive transmit
both
Switch(config-ge1/1)#mirror interface ge1/2 direction both
gel/n gel/2

Switch(config-ge1/1)#no mirror interface <if-name>
<if-name>
Switch(config-ge1/1)# no mirror interface ge1/2
gel1/1 gel/2

4.2.2 MIRROR

MIRROR

Switch# show mirror

4.3 STORM-CONTROL

NIC
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iSpirit 8806 DLF

STORM-CONTROL

°

°

°

® DLF

o STORM-CONTROL
4.3.1

iSpirit 8806 broadcast rate, multicast rate, dIf rate

1500 DLF 1500

4.3.2

storm-control broadcast level <rate>

rate 0.00-100.00

no storm-control broadcast level

4.3.3

storm-control multicast level <rate>
rate 0.00-100.00
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no storm-control multicast level

4.3.4 DLF
DLF
storm-control dIf level <rate>
rate 0.00-100.00
DLF

no storm-control dif level

4.3.5 STORM-CONTROL

STORM-CONTROL

show storm-control

4.4 FLOW-CONTROL

FLOW-CONTROL
Backpressure
IEEE802.3x “‘Pause”
FLOW-CONTROL
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441

iSpirit 8806

4.4.2

flowcontrol send on

flowcontrol send off

443

flowcontrol receive on

flowcontrol receive off

444

no flowcontrol

4.4.5

show flowcontrol
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show flowcontrol interface <if-name>

<if-name>

4.5

4.5.1

iSpirit 8806

4.5.2

portrate {egress | ingress} <rate>
egress
ingress

<rate> 1 1048512 kbits

4.5.3

no portrate {egress | ingress}
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egress

ingress

454

show portrate interface <if-name>

<if-name>

4.6 TRUNK

TRUNK
TRUNK
TRUNK

TRUNK
32 TRUNK TRUNK 8 TRUNK
TRUNK
TRUNK

TRUNK
TRUNK
TRUNK
TRUNK

4.6.1 TRUNK

TRUNK
trunk <trunk-id>

TRUNK  <trunk-id> 1-32 TRUNK ID
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TRUNK TRUNK trunk+id ID 1 TRUNK
trunk1 "interface trunk+id ”
TRUNK interface trunk1 TRUNK 1
TRUNK 1
TRUNK

no trunk <trunk-id>

TRUNK TRUNK

4.6.2 TRUNK

TRUNK
trunk interface <if-name>
<if-name> TRUNK TRUNK
8

TRUNK

no trunk interface
TRUNK

no trunk interface <if-name>
TRUNK

4.6.3 TRUNK

trunk load-balance {dst-mac |dst-ip |src-dst-mac |src-dst-ip | src-mac |src-ip }
dst-mac-------- MAC

dst-ip------------ IP
src-dst-mac--- MAC MAC
src-dst-ip ----- P P
src-mac-------- MAC
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src-ip------------ IP

no trunk load-balance

src-dst-mac MAC
4.6.4 TRUNK
TRUNK
show trunk
TRUNK
show trunk <trunk-id>
<trunk-id> TRUNK ID
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5 VLAN

VLAN

VLAN
VLAN

VLAN VLAN
VLAN VLAN

® VLAN

® VLAN
® VLAN
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5.1 VLAN

VLAN
VLAN
VLAN ID
VLAN

VLAN
VLAN
VLAN
VLAN

VLAN

5.1.1 VLAN

VLAN
VLAN

VLAN
® VLAN

VLAN
VLAN

® VLAN
VLAN VLAN
VLAN
VLAN
VLAN

® VLAN

VLAN

VLAN
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VLAN
VLAN

5.1.2 VLANID

VLAN VLAN ID VLAN ID 0 4095 0
1 4094 VLANID VLAN
iSpirit 8806 4094 VLAN VLAN

4095

VLAN ID
2 4094 VLAN1 VLAN1

VLAN
VID O

VID 0

A RIS B SR

DA SA FT DATA

H AR ICEIEENL, {BVLAN IDA0

DA SA TAG FT DATA

e Y

PRI CFI  |VID (0) =

HEF I EIENL, {BVLAN ID3EO

DA SA TAG PT DATA

= i
_
/ PRI \\“

R CFI | VID (30> |

VLAN ID VID VID

VLAN ID VID
VID 0
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5.1.3 VLAN
VLAN 802.1Q VLAN VLAN
untagged tagged VLAN untagged
tagged
VLAN
VLAN VLAN untagged tagged
VLAN tagged untagged
VLAN tagged VLAN
VLAN  untagged VLAN tagged
5.1.4 MAC VLAN IP VLAN
MAC VLAN MAC VLAN
VLAN VLAN VLANID 0
MAC VLANID VLANID
IP VLAN P VLAN
VLAN VLAN VLANID 0
IP VLANID VLANID
VLAN
VLAN
MAC VLAN VLAN MAC VLAN
VLAN 0 MAC VLAN IP
VLAN VLAN VLAN
5.1.5 VLAN
VLAN VLAN
VID 0 VLAN VLAN VID PVID
VLAN 1
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5.1.6 VLAN
VLAN ACCESS TRUNK HYBRID
VLAN VLAN
ACCESS VLAN
untagged VLAN VLAN VLAN untagged
VLAN ACCESS
TRUNK
VLAN tagged VLAN untagged VLAN 1
HYBRID
VLAN tagged VLAN untagged VLAN
VLAN
5.1.7 VLAN
VLAN tagged VLAN
VLAN
VLAN
VLAN VLAN VLAN 2
VLAN 3 VLAN VLAN2 VLAN 3
VLAN 1 3 2 4 1
3 2 4
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15pirit8806 i5pirit 8806

g VLAN' gk

Hir4

5.1.8 VLAN

o VLAN

[ ]

[

o VLAN

o
1) VLAN

VID 0 VLAN
VID
VD 0 VLAN
VLAN
2)
MAC FF:FF:FF:FF:FF:FF
MAC 40 1
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3)
VLAN
MAC VLAN
VLAN
VLAN
MAC VLAN
VLAN
VLAN
4)
VLAN untagged
VLAN tagged
VID VLAN
5.1.9 VLAN
VLAN VLAN
VLAN iSpirit 8806 4094 VLAN
512 512 VLAN VLAN
VLAN VLAN VLAN VLAN
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5.2 VLAN
VLAN

) VLAN

° VLAN

® ACCESS VLAN

® TRUNK VLAN

® HYBRID VLAN

) VLAN
5.2.1 VLAN

VLAN vlan database VLAN
VLAN
VLAN 1 VLAN 1 VLAN
CLI
vlan <vlan-id> VLAN VLAN
VLAN
VLAN
2 4094
no vlan <vlan-id> VLAN VLAN
VLAN
VLAN
2 4094
5.2.2 VLAN
VLAN VLAN VLAN
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ACCESS VLAN
CLI
switchport mode access VLAN
ACCESS
VLAN1 untagged
VLAN 1
switchport mode trunk VLAN
TRUNK
VLAN1 tagged
VLAN 1
no switchport trunk VLAN
TRUNK
ACCESS
switchport mode hybrid VLAN
HYBRID
VLAN1 untagged
VLAN 1
no switchport hybrid VLAN
HYBRID
ACCESS
5.2.3 ACCESS VLAN
VLAN VLAN ACCESS VLAN
VLAN1 untagged VLAN 1 ACCESS VLAN
CLI
switchport access vlan VLAN
<vlan-id> untagged
VLAN VLAN
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2 4094
no switchport access vlan VLAN
VLAN1
untagged
VLAN 1
5.2.4 TRUNK VLAN
VLAN VLAN TRUNK VLAN
VLAN1 tagged VLAN 1 TRUNK VLAN
CLI
switchport trunk allowed VLAN
vlan all tagged
VLAN
VLAN tagged
switchport trunk allowed VLAN1
vlan none VLAN tagged
switchport trunk allowed
vlan add <vlan-list> VLAN tagged
<vlan-list>
VLAN VLAN
VLAN
‘17 “2-4” “1,3,5”
switchport trunk allowed
vlan remove <vlan-list> VLAN
VLAN tagged
<vlan-list> VLAN
VLAN
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VLAN “1”
“2-4> “1,3,5”
5.2.5 HYBRID VLAN
VLAN VLAN HYBRID VLAN
VLAN1 untagged VLAN 1 HYBRID VLAN
CLI
switchport  hybrid vlan VLAN
<vlan-id> untagged
VLAN VLAN
2 4094
no switchport hybrid vlan VLAN

VLAN tagged

untagged
VLAN 1
switchport hybrid allowed VLAN
vian all VLAN1 tagged
VLAN

VLAN tagged

switchport hybrid allowed VLAN1

vlan none VLAN tagged
untagged
VLAN 1
switchport hybrid allowed
vlan add <vlan-list> VLAN tagged
egress-tagged enable <vlan-list>
VLAN VLAN
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VLAN
‘17 “2-4” “1,3,5”
switchport hybrid allowed
vlan add <vlan-list> VLAN untagged
egress-tagged disable <vlan-list>
VLAN VLAN
VLAN
‘17 “2-4” “1,3,5”
switchport hybrid allowed
vlan remove <vlan-list> VLAN
VLAN tagged untagged
VLAN
VLAN
VLAN 1
5.2.6 VLAN
VLAN
CLl
show vlan [vlan-id]
VLAN
VLAN
1 4094
show interface switchport
VLAN VLAN
VLAN
show running-config
VLAN
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5.2.7 MAC VLAN IP VLAN
MAC VLAN VLAN
MAC VLAN VLAN
MAC VLAN MAC VLANID
MAC VLANID
ID 129 1152 1024
IP VLAN MAC VLAN IP
VLANID
IP VLAN ID 1-128
MAC VLAN
VLAN
MAC IP VLAN VLAN VLAN 0
0 VLANID MAC IP
VLAN VLANID
VLAN MAC
IP VLAN VLAN
CLI
vlan classifier rule mac MAC VLAN
<129-1152>
<mac-address> vlan
<vlan-id>
vlan classifier rule ip IP VLAN

<1-128> <ip-prefix> vlan

<vlan-id>

vlan classifier group <1-16>
<add rule <1-1152>

vlan classifier group <1-16>

<delete> rule <1-1152>

vlan classifier activate
<1-16>

show vlan classifier rule
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[1-1152]

show vlan classifier

group[1-16]

show vlan classifier

activation group <1-16>

5.3 VLAN
5.3.1 PORT VLAN
1)
1 2
VLAN 1 VLAN2 gel1/ 2 VLAN3
gel/2
VLAN
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2)

Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3

VLAN
Switch#config t
Switch(config)#interface ge1/1
Switch(config-ge1/1)#swithport mode access
Switch(config-ge1/1)#switchport access vilan 2
Switch(config-ge 1/1)#exit
Switch(config)#interface ge1/2
Switch(config-ge 1/2)#swithport mode access

Switch(config-ge1/2)#switchport access vlan 3

VLAN PC
VLAN

show vlan
VLAN
show vlan <vlan-id>
PC VLAN

5.3.2 802.1Q VLAN

1)
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ZERBLL LR pL2

Part 1/1
Part 1/1

Port 1/2 Port 1/3

Port 1/2

Port 1/3

BB i R | N e

11I 1‘:.--#‘ I: 'I \;_:,p-c' ; ] 1;’:# i 1‘_:.--",‘“

\ O MPL Sy mR2 VOmE3 L e

VLAN

1 2 1/2 1M
2 3 1/3 1M
3 2 1/2 2 1M
4 3 1/3 2 1M

1
Switch#config t

Switch(config)#vlan database

Switch(config-vlan)#vlan 2

Switch(config-vlan)#vlan 3

Switch#config t

Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport mode trunk
Switch(config-ge1/1)#switchport trunk allowed vilan add 2
Switch(config-ge 1/1)#switchport trunk allowed vlan add 3
Switch(config)#interface ge1/2

Switch(config-ge1/2)#swithport mode access
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Switch(config-ge 1/2)#switchport access vlan 2

Switch(config-ge1/2)#exit

Switch(config)#interface ge1/3

Switch(config-ge1/3)#swithport mode access

Switch(config-ge 1/3)#switchport access vlan 3
2

Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3

Switch#config t

Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport mode trunk

Switch(config-ge1/1)#switchport trunk allowed vlan add 2

Switch(config-ge1/1)#switchport trunk allowed vian add 3

Switch(config)#interface ge1/2
Switch(config-ge1/2)#swithport mode access
Switch(config-ge1/2)#switchport access vilan 2
Switch(config-ge1/2)#exit
Switch(config)#interface ge1/3
Switch(config-ge1/3)#swithport mode access

Switch(config-ge 1/3)#switchport access vlan 3

2)
vlan vlan pc
® pc VLAN ACCESS vlan
° 1/1 vlan 1/1  TRUNK
5.3.3 MAC VLAN IP VLAN
MAC 00:11:22:33:44:55 VLANID 3 192.168.3.1/24 VLAN
ID 5 gel/3, ge1/4, ge1/8

Switch#configure terminal
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IP VLAN

Switch(config)#vlan classifier rule ipv4 1 192.168.3.1/24 vlan 5
MAC VLAN

Switch(config)#vlan classifier rule mac 129 0011.2233.4455 vlan 3

Switch(config)#vlan classifier group 1 add rule 1

Switch(config)#vlan classifier group 1 add rule 129
Switch(config)#vlan classifier activate 1

Switch#show vlan classifier rule
vlan classifier rule ipv4 1 192.168.3.1/24 vlan 5
vlan classifier rule mac 129 011.2233.4455 vlan 3

Switch#show vlan classifier group
vlan classifier group 1 add rule 1

vlan classifier group 1 add rule 129

Switch#show vlan classifier activation group

vlan classifier activate 1

VLAN
Switch#configure terminal
Switch(config)#vlan database
Switch(config-vlan)#vlan 3
Switch(config-vlan)#vlan 5
Switch(config-vlan)#exit
Switch(config)#interface ge1/3
Switch(config-ge1/3)#switchport mode hybrid

Switch(config-ge1/3)#interface ge1/4

Switch(config-ge1/4)#switchport hybrid allowed vlan add 3,5 egress-tagged disable

(
(
(
(
(
Switch(config-ge1/3)#switchport hybrid allowed vlan add 3,5 egress-tagged disable
(
(
(
Switch(config-ge 1/4)#interface ge1/8
(

)
)
Switch(config-ge 1/4)#switchport mode hybrid
)
)
)

Switch(config-ge1/8)#switchport mode hybrid
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Switch(config-ge 1/8)#switchport hybrid allowed vlan add 3,5 egress-tagged disable
Switch(config-ge1/8)#end
Switch#show vlan
VLAN Name State Member ports ([u]-Untagged, [t]-Tagged)
1 vlan1 active [ulge0/1 [u]ge0/2 [u]ge0/3 [u]ge0/4 [u]ge0/5
[u]ge0/6 [u]ge0/7 [u]ge0/8 [u]ge0/9 [u]ge0/10
[u]ge0/11 [ulge0/12 [ulge1/1 [ulge1/2 [ulge1/3
[ulge1/4 [u]lge1/5 [u]ge1/6 [u]ge1/7 [ulge1/8 [u]ge1/9
[ulge1/10 [ulge1/11 [u]lge1/12 [u]ge1/13 [ulge1/14
[u]lge1/15 [u]lge1/16 [u]ge1/17 [u]lge1/18 [u]ge1/19
[ulge1/20 [u]lge1/21 [ulge1/22 [ulge1/23 [u]lge1/24
3 vlan3 active [ulge1/3 [u]lge1/4 [u]ge1/8

5 vlan5 active [ulge1/3 [u]lge1/4 [u]ge1/8
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6 QinQ

® QinQ
® QinQ
® QinQ
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6.1 QinQ

QinQ 802.1Q VLAN tag VLAN tag

tag VPN

802.1Q 1 2
PE1 PE2 1 VLANZ200-300
2 VLAN200-300 CE1 PE1 P PE2 CE2
Trunk VLAN200-300 VLAN
VLAN ID 4094 VLAN ID
VLAN VLAN
trunk vlan
200-300
CE1 PE1
e grunk iEunk vlan

200-300

1V
1 trunk
vlan
PE 200-300

trunk vlan
200-300

trunk vlan
200-300

QinQ VLAN ID VLAN
ID SP-ID VLAN tag SP-ID
VLAN ID VLAN ID
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trunk vlan
200-300

PE
QinQ

% P vlan 3
' 24
trunk
PE vlan 3 .
trunk -~
N

CE1 PE1

vlan 3

trunk vlan
200-300

QinQ PE QinQ
SP-ID 3 PE
SP-ID CE1 PE1 VLAN tag 200-300
QinQ PE VLAN tag ID
SP-ID VLAN 3 VLAN
tag PE1 tag SP-ID VLAN
PE2 PE2 CE2 VLAN tag
CE2 CE1 PE1 PE2
QinQ VPN 1
2 SP-ID
VLAN ID
1-4096 3 P QinQ
4
QinQ VPN
QinQ VPN VLAN
tag
IP VPN SP-ID VLAN
QinQ acl
gos/acl
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6.2 QinQ

vlan

QinQ
QinQ
QinQ
QinQ QinQ customer
tag
PVID
SP VLAN EtherType 0x8100 0x9100

QinQ customer access service provider uplink
QinQ Interface CLI
customer tpid  tpid 0x8100

switchport link-type dot1g-in-q customer [tpid]
1/2 customer  ,tpid 0x8100
Switch(config-ge1/2)# switchport link-type dot1g-in-q customer 0x8100

service provider tpid tpid 0x8100
switchport link-type dot1g-in-q service -provider [tpid]
1/2 service provider  , tpid 0x9100
Switch(config-ge1/2)# switchport link-type dot1g-in-q service -provider 0x9100

QinQ
no switchport link-type dot1g-in-q
1/2 QinQ
Switch(config-ge1/2)# no switchport link-type dot1g-in-q

QinQ
show dot1g-in-q
CLI QinQ
Switch# show dot1g-in-q
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6.3 QinQ
6.3.1
1/2 QinQ Customer tpid 0x8100 PVID 3
vlan 3
2/2 QinQ Customer tpid 0x8100 PVID 10
vlan 10
2/12 QinQ Service Provider tpid 0x8100

Switch# configure terminal

Switch(config)# vlan database

Switch(config-vlan)# vlan 3

Switch(config-vlan)# vlan 10

Switch(config-vlan)# exit

Switch(config)# interface ge1/2

Switch(config-ge1/2)# switchport mode access
Switch(config-ge1/2)# switchport access vlan 3
Switch(config-ge 1/2)# switchport link-type dot1g-in-q customer
Switch(config-ge1/2)# interface ge2/2

Switch(config-ge2/2)# switchport mode access

)
)
)
)
)
)

(
(
Switch(config-ge2/2)# switchport access vlan 10
Switch(config-ge2/2)# switchport link-type dot1g-in-q customer
Switch(config-ge2/2)# interface ge2/12

Switch(config-ge2/12)# switchport mode trunk

Switch(config-ge2/12)# switchport trunk allowed vlan all

Switch(config-ge2/12)# switchport link-type dot1g-in-q service-provider
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7 MSTP
MSTP
® MSTP
® MSTP
® MSTP
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7.1 MSTP
iSpirit 8806 IEEE802.1d,IEEE802.1w |IEEE802.1s STP
711
MSTP, RSTP VLAN
VLAN
7.1.2
MST MST
MST MST
MST MST
VLAN MST Digest
show spanning-tree mst config
MST RSTP
BPDU MST 16
VLAN

7.1.3 IST, CIST, CST

IST MST
MST MSTP 0
IST MST 1 15
IST BPDU
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MSTI BPDU MSTI BPDU
BPDU
MST timer MST
ID VLAN IST
CIST MST IST MST
CST CIST
802.1W 802.1D MST CIST
CST
CST MST
71.4
IST MSTP IST IST IST master
bridge 1D CST IST master
CST CST boundary MSTP
IST master
MSTP BPDU CST IST master
CST IST master 0 MST
MST bridge ID
IST master
IST master
IST IST master
IST master
MST IST master
MST ,
IST master
7.1.5
802.1D MSTP CST
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MST STP MST boundary IST
CST.
IST MSTP CST
IST master MST STP
MST
CST BPDU MST BPDU
BPDU hello
time, forward time, max-age, max-hops CST
MST switch priority, port VLAN cost , port
VLAN priority CST MST
MSTP 3 RSTPBPDU 802.1D BPDU 802.1D
MSTP MSTP BPDU  MSTP
7.1.6
BPDU IST MST message-age
maximum-age IPTTL  hop-count
IST MST
message-age cost
0, hop-count BPDU or-M-record BPDU
1 BPDU 0
BPDU age
RSTP BPDU Message-age = maximum-age
boundary
71.7
boundary MST RSTP
801.1D MST LAN
LAN MST
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MST IST IST
forwarding MST forwarding IST
MST learning blocking
forward-delay time MST forwarding forward-delay time
IST IST forwarding
MST forwarding
forwarding forwarding
IST
MSTP IST MST
7.1.8 MSTP 802.1d STP
MSTP 802.1D
802.1D BPDU
802.1D BPDU 802.1D BPDU MSTP BPDU
RSTP BPDU MSTP
802.1D BPDU MSTP
RSTP MSTP BPDU
RSTP BPDU MSTP 0 TCN BPDU
3MSTP BPDU LAN
MST
7-1 I9
MSTP RSTP RSTP MSTP
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RSTP RSTP
RSTP
Root port
Designated port LAN
LAN
Alternate port
Backup port

LAN
Disable port
Master port

RSTP

forwarding discarding

forwarding learning

RSTP

Edge ports

Root ports RSTP
forwarding
Point-to-point links

proposal-agreement

loop-free
RSTP  802.1D spanning-tree
Detection 802.1D blocking forwarding
blocking forwarding RSTP

edge port
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nonedge ports

TC
Notification 802.1D TCN BPDU RSTP 802.1D
RSTP TCP BPDU
Acknowledgement RSTP 802.1D
TCN 802.1D BPDU TCA TC-while
timer( 802.1D topology-change timer ) 802.1D
TCA BPDU TC-while timer reset
802.1D RSTP BPDU TCA
Propagation RSTP
TC
TC-while timer
Protocol migration 802.1D RSTP
802.1D BPDU TCN BPDU
migrate-delay timer RSTP BPDU
RSTP BPDU timer BPDU
migration-delay timer 802.1D BPDU
802.1D 802.1D BPDU RSTP
802.1D BPDU timer RSTP BPDU
timer RSTP BPDU
7.1.10 802.1D
1 01-80-C2-00-00-00 LAN
2 Brideg Identifier
3 Port Identifier
root
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LAN designated LAN
LAN LAN
designated port LAN

b LAN BPDU
c BPDU
root_id root_id
root_id root_path_cost
BPDU
2
3 LAN
a LAN
b LAN
LAN
o LAN
BPDU BPDU
4
LAN LAN
LAN
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LAN
7.2 MSTP
7.21
spanning-tree mst enable( mstp)
Spanning-tree mst priority( cist ) 32768
spanning-tree mst hello-time( cist hello-time) 2
spanning-tree mst forward-time( cist forward-time) 15
spanning-tree mst max-age( cist max-age) 20
spanning-tree mst max-hops( cist max-hops) 20
instance 1 priority ( ) 32768
spanning-tree mst instance 1 priority( priority) 128
spanning-tree mst instance 1 path-cost( path-cost) | 20000000
spanning-tree mst priority cist priority 128
spanning-tree mst path-cost cist path-cost 20000000
7.2.2
MSTP
MSTP
MSTP

Switch#configure terminal

Switch(config)#spanning-tree mst enable
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MSTP

Switch#configure terminal

Switch(config)#no spanning-tree mst

max-age

max-age max-age

20 6 40

Switch#configure terminal

Switch(config)#spanning-tree mst max-age <seconds>

max-hops
max-hops BPDU
20 1 40

Switch#configure terminal

Switch(config)#spanning-tree mst max-hops <hop-count>

forward-time

forward-time forward-time discarding learning

learning forwarding
15 4 30 forward-time

2*(forward-time — 1) >= max-age

Switch#configure terminal

Switch(config)#spanning-tree mst forward-time <seconds>

hello-time
hello-time hello-time
2 1 10 hello-time

2*(hello-time + 1) =< max-age

Switch#configure terminal
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Switch(config)# spanning-tree mst hello-time <seconds>

CIST bridge priority
32768 <0-61440> CIST 4096

Switch#configure terminal

Switch(config)#spanning-tree mst priority <priority>

CISCO
802.1s MSTP MSTI
CISCO BPDU MSTI 26 CISCO
CISCO
CISCO
CISCO

Switch#configure terminal
Switch(config)#spanning-tree mst cisco-interoperability enable
CISCO

Switch#configure terminal

Switch(config)#spanning-tree mst cisco-interoperability disable

802.1D STP

STP

STP fast port
stp

Switch#clear spanning-tree detected protocols

Switch#clear spanning-tree detected protocols interface <if-name>
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7.2.3

VLAN

MST RSTP BPDUS
16

Switch#configure terminal
Switch(config)#spanning-tree mst configuration

Switch(config-mst)#region <region-name>

Switch#configure terminal
Switch(config)#spanning-tree mst configuration

Switch(config-mst)# revision <revision-num>

71.24

16 ID 0-15 VLAN

0 VLAN

Switch#configure terminal
Switch(config)#spanning-tree mst configuration

Switch(config-mst)#instance <instance-id> vlan <vlan-id>

MSTI bridge priority
32768 <0-61440> MSTI 4096

Switch#configure terminal
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Switch(config)#spanning-tree mst configuration

Switch(config-mst)#instance <instance-id> priority <priority>

7.2.5

MSTP

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst instance <instance-id>

CIST priority

128 <0-240>,CIST

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst priority <priority>

MSTI priority

128 <0-240>,MSTI

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst instance <instance-id> priority <priority>

port fast

16

16

root guard

CIST path-cost
20000000 1-200000000
(bps)
100,000(100K) 200000000
1,000,000(1M) 20000000
10,000,000(10M) 2000000
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100,000,000(100M) 200000
1,000,000,000(1G) 20000
10,000,000,000(10G) 2000
100,000,000,000(100G) 200
1,000,000,000,000(1T) 20
>1000000000000 2

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst path <path-cost>

MSTI path-cost
20000000 1-200000000

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst instance <instance-id> path-cost <path-cost>

MSTP 0-3, 0-stp,2-rstp,3-mstp

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)# spanning-tree mst force-version <version-id>

designated

port ,RSTP proposal-agreement( - )

proposal-agreement

RSTP

superior

-101 -



lenovo 18 iSpirit 8806
RSTP forwarding
blocking RSTP
blocking
agreement
agreement RSTP
forwarding
802.1D
Switch#configure terminal
Switch(config)#interface <if-name>
Switch(config)#spanning-tree mst link-type point-to-point
Switch#configure terminal
Switch(config)#interface <if-name>
Switch(config-ge2/1)#spanning-tree mst link-type shared
7.2.6 PORTFAST
1) Port Fast
Port Fast access trunk blocking forwarding
listening  learning Port Fast

spanning tree

fast port

Switch#configure terminal

Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst portfast

2) BPDU Filtering

BPDU filtering
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spanning-tree mst portfast bpdu-filter portfast
bpdu-filter default BPDU filtering
spanning-tree mst portfast bpdu-filter enable
BPDU filter
port fast BPDU
BPDU Filtering

Switch#configure terminal

Switch(config)# spanning-tree mst portfast bpdu-filter

Switch#configure terminal
Switch#interface <if-name>

Switch(config)#spanning-tree mst portfast bpdu-filter enable

3) BPDU Guard

BPDU

spanning-tree mst portfast bpdu-guard portfast bpdu-gurad
default BPDU guard
BPDU guard
BPDU gurad BPDU spanning tree  shutdown
Port Fast-enabled BPDU Port Fast-enabled
BPDU BPDU guard
error-disabled

error-disabled BPDU gurad BPDU error-disable

error-disable timer error-disable

Switch#configure terminal

Switch(config)# spanning-tree mst portfast bpdu-guard

Switch#configure terminal
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Switch#tinterface <if-name>

Switch(config)#spanning-tree mst portfast bpdu-guard enable

error-disable
error-disable

Switch#configure terminal

Switch#spanning-tree mst errdisable-timeout enable
error-disable

Switch#configure terminal

Switch# spanning-tree mst errdisable-timeout interval <seconds>

7.2.7 Root Guard

SP
root
guard SP
root port root guard root-inconsistent(blocked)
SP blocked root-inconsistent stat
MST root guard
root guard IST blocked MST block
LAN 802.1D MST
Root guard VLAN VLAN
MST

Switch#configure terminal
Switch(config)#interface <if-name>

Switch(config)#spanning-tree mst guard root
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7.3 MSTP

(1)

1
Switch>en
Switch#configure terminal

Switch(config)#spanning mst enable

2
Switch>en
Switch#configure terminal

Switch(config)#spanning mst enable

3
Switch>en
Switch#configure terminal

Switch(config)#spanning mst enable

AL

ArfnpLs

(2)
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show spanning-tree mst CISTRoot MAC
Switch#show spanning-tree mst
show spanning-tree mst interface ge1/1 PORT ge1/1 0

State

Switch#show spanning-tree mst interface ge1/1
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8.1 EAPS
EAPS Ethernet Automatic Protecting Switching EAPS
Ethernet VLAN EAPS 1
EAPS
EAPS EAPS EAPS
8.2 EAPS
EAPS
1 EAPS Domain EAPS Domain
EAPS Domain Master Node
Transit Node
2 Master Node EAPS EAPS EAPS
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Domain Master Node
3 Transit Node EAPS EAPS EAPS

Domain Master Node

4 Primary Port EAPS Domain EAPS
EAPS Domain Primary Port
5 Secondary Port EAPS Domain EAPS
EAPS Domain Secondary Port
6 Control VLAN VLAN EAPS Domain VLAN EAPS
Domain Control VLAN
7 Protected VLAN VLAN EAPS Domain VLAN
EAPS Domain Protected VLAN Protected VLAN
8.3 EAPS
EAPS Domain EAPS EAPS Domain Master
Node Transit Node EAPS Control VLAN
Protected VLAN EAPS EAPS Domain Primary Port
Secondary Port Control VLAN Protected VLAN
EAPS Primary Port Secondary Port EAPS Domain
EAPS
EAPS Domain Primary Port Secondary Port LINK UP
Master Node Secondary Port Secondary Port Blocking
EAPS Domain EAPS Domain Master Node
Secondary Secondary Port Forwarding

Transit Node Primary Port Secondary Port

EAPS

8.3.1 Link-Down

Transit Node Primary Port Secondary Port LINK DOWN
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LINK UP Control VLAN LINK-DOWN Master
Node
Master Node LINK-DOWN
Master Node Complete Failed Secondary Port  Secondary
Port Forwarding RING-DOWN-FLUSH-FDB
EAPS Domain Transit
Master Node Primary Port LINK DOWN
LINK-DOWN
Master Node Secondary Port LINK DOWN Master Node

Complete Failed RING-DOWN-FLUSH-FDB
EAPS Domain Transit
8.3.2
Master Node Primary Port HEALTH Master
Node Secondary Port HEALTH Master Node
Fail-period Master Node Complete
fail-period HEALTH Master Node Complete
Failed Secondary Port Secondary Port Forwarding
RING-DsOWN-FLUSH-FDB EAPS Domain
Transit
8.3.3
Master Node Complete Failed Primary Port
HEALTH Master Node Failed Secondary Port
HEALTH Complete Master Node Secondary
Port blocking RING-UP-FLUSH-FDB
Transit Node LINK DOWN LINK UP Master Node
Master Node Secondary Port Forwarding
Transit Node LINK UP LINK DOWN
LINK UP Transit Node ““  Forwarding ””  PRE-FORWARDING
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LINK UP Pre-forwarding
Master Node RING-UP-FLUSH-FDB Transit
Node LINK-UP Pre-forwarding
Forwarding
Transit Node RING-UP-FLUSH-FDB fail-time
Pre-forwarding Forwarding

8.3.4 Extreme EAPS

Extreme EAPS iSpirit8806 EAPS
RFC3619 Extreme EAPS RFC3619
iSpirit8806 EAPS Extreme

8.3.5 EAPS Domain

iSpirit8806 EAPS Domain 16
8.4 EAPS
EAPS Control VLAN mode

Primary Port Secondary Port Protected VLAN Hello Time Fail Time Hello Time

Fail Time Hello Time 1 Fail Timer 3
8.5
1 Primary Port EAPS Domain  Control VLAN Protected VLAN
TRUNK
2 EAPS MSTP MSTP MSTP
EAPS
3 VLAN VLLP EAPS Control VLAN Protected VLAN
4 EAPS Control VLAN Primary Port Secondary Port VLAN
TRUNK
5 VLAN EAPS Domain Control VLAN Domain
VLAN Control VLAN
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6 Protected VLAN Primary Port Secondary Port TRUNK
7 EAPS Domain Primary Port Secondary Port
8 VLAN EAPS Domain Control VLAN Protected VLAN
9 EAPS Domain VLAN
8.6 EAPS
EAPS Domain VLAN
EAPS EAPS Domain EAPS Domain
hello time
fail time fail time
EAPS Domain control-vlan mode  primary-port,

secondary-port

; protected-vlan, fail-timer, hello-time, extreme-interoperability

Primary-port secondary-port LACP TRUNK
8.6.1 EAPS
eaps create <ring-id> EAPS Domain
eaps control-vlan <ring-id> <vlan-id> EAPS Domain
VLAN
eaps protected-vlan <ring-id> <vlan-id> EAPS Domain
VLAN
eaps mode <ring-id> <master|transit> EAPS Domain
eaps primary-port <ring-id> <ifname> EAPS Domain
Primary Port
eaps secondary-port <ring-id> <ifname> EAPS Domain
Secondary Port
eaps fail-time <ring-id> <secs> EAPS Domain
fail-period timer
3
eaps hello-time <ring-id> <secs> EAPS Domain
HEALTH 1
Hello-timer
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fail-time
eaps extreme-interoperability <ring-id> Extreme
<enable|disable>
eaps enable <ring-id> EAPS Domain
eaps disable <ring-id> EAPS Domain
show eaps EAPS /
Domain

Show eaps <ring-id> EAPSDomain /
8.7

iSpirit8806 switch1 switch2 switch3 EAPS VLAN 1

switch1 switch2 switch3
switch1 master switch2 switch3
transit VLAN VLAN 2
=wi tchil
gelfl gelfl
Eelfe
=wi t chd
gel 1
switch1
switch1 EAPS Domain ring 1 master VLAN VLAN 2 VLAN

VLAN 1 primary-port ge1/1 secondary-port ge1/2

Switch#configure terminal

# VLAN 2

Switch(config)#vlan database

Switch(config-vlan)#vlan 2
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Switch(config-vian)#exit

# gell VLAN 1 VLAN 2 trunk
Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport mode trunk
Switch(config-ge1/1)#switchport trunk allowed vlan add 1,2

# gell2 VLAN 1 VLAN 2 trunk
Switch(config-ge1/1)#interface ge1/2
Switch(config-ge1/2)#switchport mode trunk
Switch(config-ge1/2)#switchport trunk allowed vlan add 1,2

Switch(config-ge1/2)#exit
Switch(config)#exit
Switch#show vlan
VLAN Name State Member ports ([u]-Untagged, [t]-Tagged)

1 vlan1 active [u]lge0/1 [t]lge0/2 [u]ge0/3 [u]ge0/4 [ulge0/5
[ulge0/6 [u]lge0/7 [u]ge0/8 [u]lge0/9 [u]geO/10
[ulge10/11  [u]ge0/12 [tlge1/1 [t]Jge1/2 [u]lge1/3
[ulge1/4 [u]lge1/5 [u]lge1/6 [u]ge1/7 [u]lge1/8 [ulge1/9
[ulge1/10 [u]ge1/11 [u]ge1/12 [u]ge1/13 [u]gel/14
[ulge1/15 [u]lge1/16 [ulge1/17 [u]lge1/18 [u]lge1/19
[u]lge1/20 [u]lge1/21 [ulge1/22 [ulge1/23 [ulge1/24

2 vlan2 active [tige1/1 [tlge1/2

Switch#configure terminal

# EAPS Domain ring 1

Switch(config)#eaps create 1

# VLAN2 VLAN

Switch(config)#eaps control-vlan 1 2

# VLAN 1 VLAN
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Switch(config)#eaps protected-vian 1 1

# switch1 master

Switch(config)#eaps mode 1 master

# gell primary-port
Switch(config)#eaps primary-port 1 ge1/1

# gel/2 secondary -port
Switch(config)#eaps secondary-port 1 ge1/2

# EAPS Domain ring 1
Switch(config)#eaps enable 1

Switch2
Switch2 EAPS Domain ring 1 transit VLAN VLAN 2 VLAN
VLAN 1 primary-port ge1/1 secondary-port ge1/2

Switch#configure terminal

# VLAN 2

Switch(config)#vlan database
Switch(config-vlan)#vlan 2

Switch(config-vlan)#exit

# gell VLAN 1 VLAN 2 trunk
Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport mode trunk
Switch(config-ge1/1)#switchport trunk allowed vlan add 1,2

# gell2 VLAN 1 VLAN 2 trunk
Switch(config-ge1/1)#interface ge1/2
Switch(config-ge1/2)#switchport mode trunk
Switch(config-ge 1/2)#switchport trunk allowed vlan add 1,2

Switch(config-ge 1/2)#exit
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Switch(config)#exit

Switch#show vlan

VLAN Name State Member ports ([u]-Untagged, [t]-Tagged)

1 vlan1 active [u]lge0/1 [t]lge0/2 [u]ge0/3 [u]ge0/4 [ulge0/5
[u]ge0/6 [u]ge0/7 [u]ge0/8 [u]ge0/9 [u]ge0/10
[ulge10/11  [u]ge0/12 [tlge1/1 [t]Jge1/2 [u]lge1/3
[ulge1/4 [ulge1/5 [u]lge1/6 [u]ge1/7 [u]gel/8 [ulge1/9
[ulge1/10 [u]lge1/11 [u]lge1/12 [u]lge1/13 [u]lgel1/14
[ulge1/15 [u]lge1/16 [u]lge1/17 [u]lge1/18 [u]ge1/19
[u]lge1/20 [u]lge1/21 [u]ge1/22 [u]ge1/23 [u]ge1/24

2 vlan2 active [tlge1/1 [tige1/2

Switch#configure terminal

# EAPS Domain ring 1

Switch(config)#eaps create 1

# VLAN2 VLAN

Switch(config)#eaps control-vlan 1 2

# VLAN 1 VLAN

Switch(config)#eaps protected-vian 1 1

# switch transit

Switch(config)#eaps mode 1 transit

# gell primary-port
Switch(config)#eaps primary-port 1 ge1/1

# gel/2 secondary -port
Switch(config)#eaps secondary-port 1 ge1/2

# EAPS Domain ring 1

Switch(config)#eaps enable 1
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Switch3
Switch3 EAPS Domain ring 1 transit VLAN VLAN 2 VLAN
VLAN 1 primary-port ge1/1 secondary-port ge1/2

Switch#configure terminal

# VLAN 2
Switch(config)#vlan database
Switch(config-vlan)#vlan 2

Switch(config-vian)#exit

# gel/ VLAN 1 VLAN 2 trunk
Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport mode trunk
Switch(config-ge1/1)#switchport trunk allowed vlan add 1,2

# gell2 VLAN 1 VLAN 2 trunk
Switch(config-ge1/1)#interface ge1/2
Switch(config-ge1/2)#switchport mode trunk
Switch(config-ge1/2)#switchport trunk allowed vlan add 1,2

Switch(config-ge1/2)#exit
Switch(config)#exit
Switch#show vlan
VLAN Name State Member ports ([u]-Untagged, [t]-Tagged)

1 vlan1 active [u]ge0/1 [t]lge0/2 [u]ge0/3 [u]ge0/4 [u]ge0/5
[ulge0/6 [u]lge0/7 [u]ge0/8 [u]lge0/9 [u]geO/10
[ulge10/11  [u]ge0/12 [tlge1/1 [t]Jge1/2 [u]lge1/3
[ulge1/4 [ulge1/5 [u]lge1/6 [u]ge1/7 [ulge1/8 [ulge1/9
[ulge1/10 [u]lge1/11 [u]lge1/12 [u]lge1/13 [u]lgel1/14
[ulge1/15 [u]ge1/16 [u]ge1/17 [u]ge1/18 [u]ge1/19
[u]lge1/20 [u]lge1/21 [ulge1/22 [ulge1/23 [ulge1/24

2 vlan2 active [tlge1/1 [tlge1/2

- 116 -



lenowvo 18 iSpirit 8806

Switch#configure terminal

# EAPS Domain ring 1

Switch(config)#eaps create 1

# VLAN2 VLAN

Switch(config)#eaps control-vlan 1 2

# VLAN 1 VLAN

Switch(config)#eaps protected-vlan 1 1

# switch3 transit

Switch(config)#eaps mode 1 transit

# gell primary-port
Switch(config)#eaps primary-port 1 ge1/1

# gel/2 secondary -port
Switch(config)#eaps secondary-port 1 ge1/2

# EAPS Domain ring 1

Switch(config)#eaps enable 1
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9 IGMP SNOOPING
/Internet
iSpirit 8806 IGMP SNOOPING IGMP SNOOPING
IGMP IP MAC

IGMP SNOOPING
® [GMP SNOOPING
® |IGMP SNOOPING
® |GMP SNOOPING
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9.1 IGMP SNOOPING

IGMP SNOOPING IGMP SNOOPING IP
MAC IP MAC

IGMP SNOOPING

9.1.1 IGMP SNOOPING

IGMP SNOOPING IGMP
IGMP VLAN ID IGMP
VLAN ID Age
IGMP SNOOPING IGMP
REPORT IGMP SNOOPING IGMP REPORT
IGMP QUERY
IGMP QUERY IGMP
QUERY  IGMP SNOOPING IGMP V2 Leave IGMP SNOOPING
fast-leave  ENABLE IGMP V2 leave
fast-leave (fast-leave-timeout)
IGMP SNOOPING leave IGMP
SNOOPING age time IGMP SNOOPING

age time
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Leave
HUB IGMP

SNOOPING

Leave Fast-leave-timeout

Fast-leave-timeout leave
Fast-leave-timeout
9.1.2
MAC IGMP SNOOPING
IGMP SNOOPING IP MAC
IGMP SNOOPING
MAC
IGMP
SNOOPING
IGMP MAC
9.1.3
IGMP REPORT
IGMP QUERY

VLAN IGMP QUERY
IGMP REPORT IGMP REPORT

IGMP QUERY IGMP REPORT
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IGMP

QUERY REPORT
1/3

SWITCH

2
224.1.1.1
VLAN 2 IGMPv2
IGMP QUERY 224111 1/3 IGMP
QUERY 171 172 1 IGMP QUERY
IGMP REPORT IGMP REPORT
11 IGMP REPORT 1/3
VLAN ID
01:00:5e:01:01:01 2 171 1/3
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IGMP

QUERY REPORT
1/3

SWITCH

— —
1 2
224.1.1.1 224.1.1.1
1 1 224.1.1.1 2
224111 2 IGMP QUERY IGMP REPORT 1/2
IGMP REPORT 1/3 1/2
VLAN ID
01:00:5€:01:01:01 2 171 172 1/3
9.1.4
IGMP
IGMP QUERY
IGMP QUERY IGMP REPORT
IGMP LEAVE IGMP
QUERY IGMP REPORT
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IGMP LEAVE

IGMP REPORT

fast-leave ENABLE
LEAVE

Fast-leave

fast-leave-timeout

9.2 IGMP SNOOPING

9.2.1 IGMP SNOOPING

IGMP SNOOPING

Fast-leave

Fast-leave-timeout 300
REPORT age 300
QUERY age 400

9.2.2 IGMP SNOOPING

IGMP SNOOPING VLAN
IGMP SNOOPING VLAN IGMP SNOOPING

IGMP SNOOPING

Switch#configure terminal

Switch(config)#ip igmp snooping

VLAN IGMP SNOOPING

Switch#configure terminal
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Switch(config)#ip igmp snooping vlan <vlan-id>

IGMP SNOOPING

Switch#configure terminal

Switch(config)#no ip igmp snooping

VLAN IGMP SNOOPING

Switch#configure terminal

Switch(config)#no ip igmp snooping vlan <vlan-id>

9.2.3

Switch#configure terminal
Switch(config)#ip igmp snooping group-membership-timeout
<vlan-id>

Interval

Switch#configure terminal

Switch(config)#ip igmp snooping query-membership-timeout
<vlan-id>

Interval
9.24 fast-leave

VLAN fast-leave

Switch#configure terminal

Switch(config)#ip igmp snooping fast-leave vlan <vlan-id>
fast-leave

Switch#configure terminal

Switch(config)#no ip igmp snooping fast-leave vlan <vlan-id>
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fast-leave
Switch#configure terminal

Switch(config)# ip igmp snooping fast-leave-timeout <interval> vlan <vlan-id>

fast-leave

Switch#configure terminal

Switch(config)#no ip igmp snooping fast-leave-timeout vlan <vlan-id>

9.2.5 MROUTER

Switch#configure terminal
Switch(config)#ip igmp snooping mrouter <interface-name> vlan [vlan-id]
VLAN VLAN
MROUTER

9.2.6

IGMP SNOOPING
Switch#show ip igmp snooping

VLAN

Switch#show ip igmp snooping vlan <vlan-id>

REPORT

Switch#show ip igmp snooping age-table group-membership

QUERY

Switch#show ip igmp snooping age-table query-membership

Switch#show ip igmp snooping forwarding-table
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MROUTER

Switch#show ip igmp snooping mrouter

IGMP SNOOPING

Switch#show running-config

9.3 IGMP SNOOPING

9.3.1

IGMP SNOOPING 1 2

1B

4

ik T

1 h-. i [ L] i [ & i
i B = P
L .. - :
1 [T ok B
'xlili.ﬂ.liﬁl_-'

Switch#config t
Switch(config)#ip igmp snooping
Switch(config)#vlan database

Switch(config-vlan)#vlan 200

Switch(config)#interface ge1/1

(

(
Switch(config-vlan)#exit

(
Switch(config-ge1/1)#switchport mode access
(

Switch(config-ge1/1)#switchport access vlan 200
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Switch(config)#interface ge1/2
Switch(config-ge1/2)#switchport mode access

Switch(config-ge1/2)#switchport access vlan 200
Switch(config-ge1/3)#switchport mode access

Switch(config-ge1/3)#switchport access vlan 200

(

(

(
Switch(config)#interface ge1/3

(

(
Switch(config)#ip igmp snooping vlan 200
(

Switch(config)#ip igmp snooping group-membership-timeout 60000 vlan 200
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ACL

ACL
ACL
ACL
ACL
ACL

ACL

10

ACL
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10.1 ACL

ACL(Access list control) ACL

ACL

ACL ACL
QOS

ACL IP 1 99 1300 1999 IP 100
199 2000 2699 ACL 700 799 1100 1199

ACL
ACL deny
permit
iSpirit 8806
wildcard Wildcard
bit IP MAC 1’ bits 0’
IP wildcard
Wildcard 0’ bit
192.168.0.0/16 192.168.1.0/24
access-list 1 permit 192.168.1.0 0.0.0.255 1
access-list 1 deny 192.168.0.0 0.0.255.255 2
1 2
2 1 deny
permit ACL
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1 2
192.168.1.1
( ) 192.168.0.1
( ) 2
1 1 2
access-list 1 deny 192.168.0.0 0.0.255.255 2
access-list 1 permit 192.168.1.0 0.0.0.255 1
2 1 1
2 2
'0.0.255.255"  Wildcard bits  bits 1’ bits 0’
2 Wildcard bits ’0.0.255.255’ (16  bits)
1 Wildcard bits ’0 0.0.0.255’ (24 bits) 2 ’
’ IP IP ,
ACL IP P IP ( TCP UDP OSPF)
161 ACL ACL MAC
MAC VLAN IP P IP (  TCP UDP OSPF) arp
MAC IP IP IP IP
IP 0x45 ARP ARP
0x08000604
10.2 ACL
ACL
ACL
ACL
ACL
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permit
deny
ACL ACL
FFP IP FFP
IP ARP
ARP FFP ARP
ARP ARP
0x08000604 FFP IP
ARP ACL FFP

access-list 1 permit 192.168.1.0 0.0.0.255

P FFP
192.168.1.0 192.168.1.255

ARP
access-list 1100 permit host 0011.5B31.F2C4 host 0011.5B3A.D043 1 arp any any any

ARP
FFP MAC 0011.5B31.F2C4 0011.5B3A.D043 VLAN
1 ARP
access-list 1 deny 192.168.1.0 0.0.0.255 access-list 1

permit any IP

FFP 192.168.1.0 192.168.1.255

ACL 11 ACL 1
access-list 1 permit 192.168.0.100 11
1 IP 192.168.0.100 2 IP 192.168.0.101
1 11 2 11 1
p1 11 2 p2

171
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192.168.0.100

SWITCH

192.168.0.101

ACL ACL
10.3 ACL
ACL IP IP
MAC ARP ACL
ACL IP IP
ACL
IP IP IP
access-list <groupld> {deny | permit} <source>
groupld IP ACL 1 199
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deny/permit
source IP
A.B.C.D wildcard IP
any A.B.C.D 255.255.255.255
host A.B.C.D A.B.C.D 0.0.0.0
wildcard bits 0’ 1’
IP IP IP IP P IP

access-list <groupld> {deny | permit} <protocol> <source> [eq <srcPort>]

<destination> [destPort]

groupld IP ACL 100 199 2000 2699

deny/permit

protocol IP icmp tcp udp 6(tcp)

ip O

source IP

1)A.B.C.D wildcard IP

2)any A.B.C.D 255.255.255.255

3)host A.B.C.D A.B.C.D 0.0.0.0

srcPort protocol tcp udp

www 80

destination IP

1) A.B.C.D wildcard IP

2) any A.B.C.D 255.255.255.255

3) host A.B.C.D A.B.C.D 0.0.0.0

destPort protocol tcp udp
srcPort

MAC IP MAC IP MAC MAC VLAN IP
IP P IP

access-list <groupld> {deny | permit} <source mac> <destination mac>

<vid> ip <protocol> <source> <destination>
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groupld MAC IP ACL 700 799
deny/permit
source mac MAC
1)HHHH.HHHH.HHHH wildcard MAC

2)any
3)host HHHH.HHHH.HHHH
MAC
1)HHHH.HHHH.HHHH wildcard

destination mac

HHHH.HHHH.HHHH FFFF.FFFF.FFFF
HHHH.HHHH.HHHH 0000.0000.0000

MAC

2)any HHHH.HHHH.HHHH FFFF.FFFF.FFFF

3)host HHHH.HHHH.HHHH HHHH.HHHH.HHHH 0000.0000.0000

vid VLANID

protocol IP icmp tcp udp 6(tcp)
ip O

source IP

1)A.B.C.D wildcard IP

2)any A.B.C.D 255.255.255.255
3)host A.B.C.D A.B.C.D 0.0.0.0
destination P

1) A.B.C.D wildcard

2) any A.B.C.D 255.255.255.255
3) host A.B.C.D A.B.C.D 0.0.0.0
MAC ARP MAC ARP

ARP  ARP MAC

MAC
IP

MAC VLAN

access-list <groupld> {deny | permit} <source mac> <destination mac>

<vid> arp <ar_op> <sender mac> <sender ip>

groupld

deny/permit
source mac MAC
1)HHHH.HHHH.HHHH wildcard
2)any

MAC ARP

ACL 1100 1199

MAC

HHHH.HHHH.HHHH FFFF.FFFF.FFFF
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3)host HHHH.HHHH.HHHH HHHH.HHHH.HHHH 0000.0000.0000
destination mac MAC

1)HHHH.HHHH.HHHH wildcard MAC
2)any HHHH.HHHH.HHHH FFFF.FFFF.FFFF

3)host HHHH.HHHH.HHHH HHHH.HHHH.HHHH 0000.0000.0000
vid VLAN ID

ar_op arp request reply any
sender mac MAC

1)HHHH.HHHH.HHHH wildcard MAC
2)any HHHH.HHHH.HHHH FFFF.FFFF.FFFF

3)host HHHH.HHHH.HHHH HHHH.HHHH.HHHH 0000.0000.0000
sender ip IP

1) A.B.C.D wildcard IP

2) any A.B.C.D 255.255.255.255

3) host A.B.C.D A.B.C.D 0.0.0.0

show access-list [groupld]
ACL groupld

no access-list <groupld>

groupld

10.4 ACL

ACL

access-group <groupld>
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groupld ACL
ACL

ACL FFP QoS

ACL

show acccess-group

ACL

no acl-filter <groupld>

10.5 ACL
1
ACL 192.168.1.0
192.168.1.0 8806  1/1

172.16.3.0
-
I 1=
1"'\.
B VLAN 4
|~ ‘
i3
VLAN 2
19206810 ————
=
i1

Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#vlan 3
Switch(config)#interface ge1/1

Switch(config-ge1/1)#swithport mode access
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Switch(config-ge 1/1)#switchport access vlan 2
Switch(config)#interface vlan2
Switch(config-vlan2)#ip add 192.168.1.1/24
Switch(config)#interface ge1/2
Switch(config-ge 1/2)#swithport mode access
Switch(config-ge1/2)#switchport access vlan 3
Switch(config)#interface vlan3
Switch(config-vlan2)#ip add 172.16.3.1/24
Switch(config)#access-list 10deny 192.168.1.0 0.0.0.255
Switch(config)#access-list 10 permit any
Switch(config)#interface ge1/2
Switch(config-ge1/1)#access-group 10

(

(
Switch(config-ge 1/1)#exit
Switch(config)#interface ge1/2
(

Switch(config-ge1/2)#access-group 10

ip
192.168.1.0 IP

show access-list

deny any permit any
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11 QOS

® QOS
® QOS
® QOS
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11.1 QOS
11.1.1 QOS
iSpirit 8806 QoS
iSpirit 8806 IETF DiffServ QoS QoS
DSCP QoS DSCP
iSpirit 8806 DiffServ. QoS 802.1p QoS
IP Precedence QoS
QoS QoS
QoS QoS
QoS
QoS QoS
QoS
QoS QoS
QoS QoS P
QoS
iSpirit 8806
11.1.2 QOS
QoS classification policing mark
classification P DSCP
QoS
QoS policing DSCP QoS
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Mark Out of Profile In Profile

Queuing Scheduling

Queuing QoS IP
Scheduling IP
Action at ingress Action at egrss

N
>

v

In profile or
classification| — | policing | out of profile | par
Generate DSCP

Queuing and
scheduling

4

11.1.3 QOS

DSCP QoS
QoS best-effort
QoS
DSCP
Trust COS TAG
COS-DSCP DSCP 8
TAG COs 0
PPD-COS COS

Trust Ip-precedence IP TOS
PREC-DSCP DSCP Ip-precedence
8
Trust DSCP P TOS
DSCP-DSCP DSCP DSCP 64
QoS
iSpirit 8806 CLASS POLICY
CLASS POLICY
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DSCP POLICY CLASS
CLASS
COoSs 8 COoS
IP Precedence 8 PREC
DSCP 8 DSCP
ACL ACL
ACL ACL ACL 1 128
permit QoS deny QoS
ACL IP IP MAC
POLICY
DSCP
COS COS-DSCP DSCP
IP Precedence PREC-DSCP DSCP
DSCP DSCP-DSCP DSCP
11.1.4 QOS
QoS policing mark QoS
QoS QoS
iSpirit 8806
bucketsize
burstsize
bucketcount bucketcount threshold
Out of Profile 8us
refreshcount bucketcount threshold
In Profile Out of Profile
In Profile
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REFRESHCOUNT

00...0 %
once ewery § usec

«— BUCKETSIZE
“— EBUCKETCOUNT

Threshold (fixed)

In Profile
DSCP
DSCP-QUEUE iSpirit 8806
8
COS
IP Precedence DSCP
QoS QoS QoS
IP
QoS QoS
11.1.5 QOS
iSpirit 8806 8 1 8
QoS
iSpirit 8806 3 QoS
SPQ
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RR 1 8

QoS
WRR
SPQ RR

11.2 QOS

QoS
QoS
QoS
iSpirit 8806 QoS QoS
802.1x ACL

11.2.1 QOS

iSpirit 8806 QoS

COS 0
COS-DSCP

Cos 0|12 |3 |4|5 |6 7

DSCP 0 | 8 |16 |24 |32|40 | 48 | 56

PREC-DSCP

IP Precedence 0 1 2 3 | 4 5 6 7

DSCP 0| 8 |16 |24 32|40 |48 |56

DSCP-DSCP
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DSCP oO|1(2 3|45 |6]|7 8 | 91101112 |13 | 14| 15
DSCP oO|1(2 3|45 |6]|7 8 | 91101112 |13 | 14| 15
DSCP 16 |17 |18 |19 | 20 |21 |22 | 23 | 24 | 25| 26| 27 |28 | 29 | 30 | 31
DSCP 16 |17 |18 |19 | 20 |21 |22 | 23 | 24 | 25| 26| 27 | 28 | 29 | 30 | 31
DSCP 32| 33|34 |35|36 |37 38|39 |40 |41 |42 |43 |44 | 45| 46 | 47
DSCP 32| 33|34 |35|36 |37 |38 |39 |40 |41 42|43 |44 | 45| 46 47
DSCP 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60 | 61 | 62 | 63
DSCP 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60 | 61 | 62 | 63
DSCP-QUEUE
DSCP 0|12 |3 |45|6]|7 8 | 9 /101112 |13 |14 15
QUEUEP 111,11, 1|1) 1 22222 |2]|2]|2
DSCP 16 |17 |18 |19 | 20 |21 |22 | 23 | 24 | 25| 26 | 27 | 28 | 29 | 30 | 31
QUEUE 313133 |3]3|3]3 4 141414 4|44 4
DSCP 32| 33|34 |35|36|37 38|39 |40 |41 42|43 |44 | 45| 46 | 47
QUEUE 515,55 |55 |55 6|6 |6 |6 6|6 |66
DSCP 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60 | 61 | 62 | 63
QUEUE TV T 7T T 7T T 8 /8,8 |8 ,8|8|8]|8
QoS SPQ
QoS CLI CONFIG CLI
COS-DSCP

gos cos-dscp <cos-value> <internal-dscp-value>
show qos cos-dscp

COS 0 DSCP 40
Switch(config)qos cos-dscp 0 40

Switch# show gos cos-dscp

PREC-DSCP
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qos prec-dscp <ip-precendence-value> <internal-dscp-value>
show qos prec-dscp

IP Precedence 0 DSCP 40
Switch(config)qos prec-dscp 0 40

Switch# show qos prec-dscp

DSCP-DSCP
gos dscp-dscp <dscp-value> <internal-dscp-value>
show qos dscp-dscp
DSCP 0 DSCP 40
Switch(config)qos dscp-dscp 0 40
Switch# show qos dscp-dscp

DSCP-QUEUE
gos interdscp-queue <internal-dscp-value> <queue-id>
show qos interdscp-queue
DSCP 40 2
Switch(config)qos interdscp-queue 40 2

Switch# show qos interdscp-queue

QoS QoS
11.2.3 QOS
QoS Trust COS Trust Ip-precedence Trust DSCP
Interface CLI

Trust COS
gos trust cos
1/2 Trust COS
Switch(config-ge1/2)# qos trust cos

Switch# show qos

Trust Ip-precedence
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gos trust ip-precedence
1/2 Trust Ip-precedence
Switch(config-ge1/2)# qos trust ip-precedence

Switch# show gos

Trust DSCP
gos trust dscp
12 Trust DSCP
Switch(config-ge1/2)# qos trust dscp

Switch# show qos

QoS
no qos
1/2 QoS
Switch(config-ge1/2)# no qos

Switch# show gos

QoS
QoS QoS FFP ACL
COS FFP RULE 8 Trust Ip-precedence
8 Trust DSCP FFP RULE 64
QoS ACL
QoS QoS ACL
11.2.4 QOS
QoS COoSs PREC DSCP
QoS CONFIG
QoS class-id 1 1000 QoS

gos class <class-id> name <class-name>
QoS class-id 3 abc

Switch(config)# qos class 3 name abc
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Switch# show qos class 3

CLASS QoS
QoS COS COS 8 COS

gos class <class-id> match cos <cos-value> [cos-value] ...
QoS IP Precedence PREC 8
IP Precednece
gos class <class-id> match ip-precedence <ip-precedence-value>
[ip-precedence-value] ...
QoS DSCP DSCP 8 DSCP

gos class <class-id> match dscp <dscp-value> [dscp-value] ...
QoS ACL ACL QoS ACL
ACL
gos class <class-id> match acl <acl-id>
QoS 3 DSCP 20 40 45 60 DSCP
Switch(config)# gos class 3 match dscp 20 40 45 60

Switch# show qos class 3

CONFIG QoS
no gos class <class-id>
3

Switch(config)# no qos class 3

Switch# show qos class 3

QoS Cos PREC DSCP ACL
QoS Policy QoS Policy
QoS
11.2.5 QOS
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iSpirit 8806 256 QoS QoS QoS
QoS
CONFIG QoS
COoSs IP Precedence DSCP
COSs

gos policy <policy-id> class <class-id> set cos <cos-value>
IP Precedence
gos policy <policy-id> class <class-id> set ip-precedence <ip-precedence-value>
DSCP
gos policy <policy-id> class <class-id> set dscp <dscp-value>
QoS
4 kbytes/s 64kbps POLICY CLASS

gos policy <policy-id> class <class-id> meter <bandwidth-value> <burst-size>

no qos policy <policy-id> class <class-id> meter

CONFIG QoS
class-id QoS class-id

no qos policy <policy-id> [class-id]

QoS
Policy 2 Class 3 Class4 Class3 Class4 ACL
IP  ACL 3 IP ACL 103 Class3 DSCP 40
refreshcount 2048kbps burstsize 512kbytes/s Class 4 IP Precedence

6
Switch(config)#qos class 3 match acl 3

3 ACL ACL 3 ACL 3
Switch(config)#qos class 4 match acl 103

4 ACL ACL 103 ACL 103

Switch# show qos class
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Switch(config)#qos policy 2 class 3 set dscp 40

Switch(config)#qos policy 2 class 3 meter 2048 512 2 3
QoS DSCP 3
Switch(config)#qos policy 2 class 4 set ip-precedence 6 2 4
4 QoS IP Precedence

Switch# show qos policy 2 Policy 2

QoS QoS 128

QoS COS IP Precedence
DSCP

QoS

QoS QoS

11.2.6 QOS

QoS QoS Interface
policy-id
gos service-policy <policy-id>
1/2 Policy 2
Switch(config-ge1/2)# qos service-policy 2

Switch# show qos

QoS QoS
QoS
IP
FFP RULE ACL QoS
FFP RULE 128
FFP METER QoS
128 FFP METER 128
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QoS

QoS ACL ACL ACL

ACL 2 2

Switch(config)# access-list 2 permit 192.168.0.0 0.0.0.255
Swtich(config)# access-list 2 permit 192.168.1.0 0.0.0.255

ACL 3 1 ACL 2 1
Switch# access-list 3 permit 192.168.0.0 0.0.0.255
QoS 2 ACL ACL 2
Switch(config)# qos class 2 match acl 2
QoS 3 ACL ACL 3
Switch(config)# qos class 3 match acl 3

QoS 2 2 3

Switch(config)# qos policy 2 class 2 set dscp 30
Switch(config)# qos policy 2 class 3 set dscp 40
1/2 Policy 2
Switch(config-ge1/2)# qos service-policy 2
QoS gos policy 2 class 2 set dscp 30
ACL

Interface QoS
no gos

1/2 Policy 2

Switch(config-ge1/2)# no qos

Switch# show qos
Trust COS, Trust IP_Precedence Trust DSCP
QoS
QoS ACL ACL
QOS ACL
QoS QoS ACL ““permit””
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FFP ““deny=” ACL FFP ““deny>” ACL
QoS
QoS
QoS QoS COoSs
COS 5 COos COS 5 COsS 5

QoS

11.2.7 QOS

QoS iSpirit 8806 3

SPQ RR WRR WRR

1 8 12 3 45 6 7 8
1 15
PORT RANGE QoS

QoS SPQ

gos schedule spq
QoS RR

gos schedule rr
QoS WRR

1 8
gos schedule wrr [<queue1-weight> <queue2-weight>...<queue8-weight>]
1/2 WRR 1 8 135 9 11 13 14

15
Switch(config-ge1/2)# qos schedule wrr 1359 11 13 14 15

Switch# show gos schedule

11.3 QOS

11.3.1
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1/2  Trust COS Policy 2 192.168.0.1/24
192.168.1.1/24 TOS 6 DSCP 20 40 45 60
DSCP 40 2048kbps burstsize 512kbytes 1/3
Policy 2 1/4 WRR 1 8 1.3 5

7 9 11 13 15
Switch# configure terminal
Switch(config)# interface ge1/2
Switch(config-ge1/2)# qos trust cos
Switch(config-ge1/2)# exit
Switch(config)# access-list 2 permit 192.168.0.0 0.0.0.255
Swtich(config)# access-list 2 permit 192.168.1.0 0.0.0.255
Switch(config)# qos class 2 match acl 2
Switch(config)# qos class 3 match dscp 20 40 45 60
Switch(config)# qos policy 2 class 2 set ip-precedence 6
Switch(config)# qos policy 2 class 3 set dscp 40
Switch(config)# qos policy 2 class 3 meter 2048 512
Switch(config)# interface ge1/3
Switch(config-ge1/3)# qos service-policy 2
Switch(config-ge1/3)# interface ge1/4
Switch(config-ge1/4)# qos schedule wrr 135791113 15
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12 IP

ARP

VLAN
ARP
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12.1 VLAN
VLAN VLAN
VLAN VLAN
VLAN VLAN VLAN VLAN
VLAN VLAN 512 VLAN 4K VLAN
512 VLAN VLAN
VLAN VLAN “vlan”  VLANID
VLAN 1 “vlan1” VLAN 4094 “vlan4094”
VLAN VLAN
VLAN VLAN UP VLAN
VLAN VLAN
RUNNING VLAN RUNNING VLAN
RUNNING VLAN RUNNING
VLAN IP
VLAN IP IP
VLAN VLAN VLAN1
IP 192.168.0.1/24 VLAN1 IP VLAN1
VLAN IP
VLAN IP
CLl
Ip address <ip-prefix> VLAN IP
IP
VLAN
IP
IP IP
A.B.C.D/M
no ip address [ip-prefix] VLAN IP
A.B.C.D/M

- 154 -



lenovo 18 iSpirit 8806
VLAN
CLI
show interface [if-name] VLAN
IP MAC
VLAN
VLAN
show running-config
VLAN
VLAN3 193.1.1.0 24( 255.255.255.0)
IP 193.1.1.1 VLAN3
switch(config)#interface vlan3
switch(config-vlan3)#ip address 193.1.1.1/24
switch(config-vlan3)#end
switch#show interface vlan3
12.2 ARP
ARP Address Resolution Protocol IP MAC
VLAN 48
MAC MAC
A B iSpirit 8806 A
B A ARP ARP
B ARP
ARP , B
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ARP ARP P MAC
ARP 20
IP ARP IP ARP
L ARP
L ARP
L ARP
12.2.1 ARP
ARP ARP ARP ARP ARP
ARP ARP
ARP ARP
ARP
ARP VLAN
IP ARP
ARP
CLlI
arp <ip-address> ARP
<mac-address> P P
[if-name] MAC
MAC MAC
MAC

HHHH.HHHH.HHHH
0010.5¢b1.7825

arp
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no arp {<ip-address> | ARP IP
<ip-prefix> | all | ARP
dynamic | static || \pp ARP
dhcp-relay} ARP
ARP
DHCP relay
ARP

12.2.2 ARP

ARP
MAC
ARP ARP ARP
ARP ARP
ARP
ARP
ARP
ARP ARP
ARP
ARP
CLlI
arp static {<ip-prefix> | all}
ARP ARP
arp lock <ip-prefix>
ARP
ARP
arp unlock {<ip-prefix> | all}
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ARP
193.1.1.0/24 ARP IP 193.1.1.100 MAC
0010.5¢b1.7825 IP 193.1.1.101 MAC 0010.5¢cb1.7826
ARP ARP P 193.1.1.100 193.1.1.101 ARP

Switch(config)#arp lock 193.1.1.0/24
Switch(config)#arp 193.1.1.100 0010.5¢b1.7825
Switch(config)#arp 193.1.1.101 0010.5¢b1.7826
ARP ARP IP 193.1.1.100 193.1.1.101 ARP

Switch(config)#arp static 193.1.1.0/24
Switch(config)#arp lock 193.1.1.0/24

12.2.3 ARP

ARP
CLI
show arp [<ip-prefix> | ARP ARP
dynamic | static] ARP
ARP ARP
ARP

show arp lock ARP
show running-config

ARP
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12.3

0.0.0.0/0

0.0.0.0

ICMP

CLI

ip route <ip-prefix>
<nexthop-address>

[distance]

1 254

ip route <ip-address>
<mask-address>
<nexthop-address>

[distance]

254
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no ip route <ip-prefix>

[nexthop-address] P

no ip route <ip-address>
<mask-address> P

[nexthop-address]

CLI

show ip route [<ip-address>
| <ip-prefix> | connected |
static | rip | ospf]
RIP
OSPF

show ip route database

[connected | static | rip |

ospf]

RIP
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OSPF

show running-config

IP 200.1.1.0 255.255.255.0
1
Switch(config)#ip route 200.1.1.0 255.255.255.0 10.1.1.2
Switch(config)#ip route 200.1.1.0/24 10.1.1.2

IP 200.1.1.0 255.255.255.0

Switch(config)#no ip route 200.1.1.0/24
Switch(config)#no ip route 2001.1.0/24 10.1.1.2

Switch(config)#no ip route 200.1.1.0 255.255.255.0
Switch(config)#no ip route 200.1.1.0 255.255.255.0 10.1.1.2

12.4

1 IP LINK UP
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RIP OSPF
0
1
RIP 120
OSPF 110
OSPF
RIP OSPF RIP
1
2
OSPF
3
P P
1 IP LINK DOWN
2 P
3
4
IP 192.168.0.100
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IP
10.1.1.0/24 192.168.0.100 1 Y
10.1.1.0/24 192.168.0.101 1 N
10.1.1.0/24 192.168.1.100 RIP 120 N
10.1.1.0/24 192.168.2.100 OSPF 110 N
12.5
IP
IP
1 VLAN VLAN
IP
2 0.0.0.0/0
1
3 10G2X 10G2X
1 2
1 VLAN VLAN IP
2 IP IP
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3 IP LINK UP
4 P P
ARP
CLI

policy route <vlan-id>

<nexthop-address>

1 4094

VLAN

no policy route <vlan-id>

VLAN
4094

show policy route

show running-config
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12.6 IP
VLAN2: 192.168.1.1/24 192.168.2.1/24
VLAN4: 192.168.3.1/30 vmm 192.168.3.2/30
Port: 1/2 Port: 1/1 Port: 1/2
| Port: 1/1
ZEHHL 1 L 2
. D 1 -
— —
b b
) 1{VLAN2) JAF*1(VLAN3)
IP:192.168.1.2/24 ["192.168.2.2/24
12.6.1
1 VLAN2 P 192.168.1.1/24

Switch#config t

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vian)#exit
Switch(config)#interface ge1/2
Switch(config-ge1/2)#switch access vlan 2
Switch(config)#interface vlan2
Switch(config-vlan2)#ip add 192.168.1.1/24

1 ping 1 VLAN2 IP

- 165 -



lenowvo 18 iSpirit 8806

12.6.2

PC

1

Switch#config t
Switch(config)#ip route 192.168.2.0 255.255.255.0 192.168.3.2

2

Switch#config t
Switch(config)#ip route 192.168.1.0/24 192.168.3.1

1 ping 2 2 ping 1
12.6.3 ARP
1 VLANZ2 ARP 1 ARP
1 MAC 00:00:00:00:00:01

1

Switch#config t
Switch(config)#arp lock 192.168.1.0/24
Switch(config)#arp 192.168.1.2 0000.0000.0001

1 ping 1 VLAN2 P
192.168.1.3  ping 1 VLAN2 P
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13 RIP

L RIP
L RIP
L RIP
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13.1 RIP
RIP Routing Information Protocol
RIP UDP UDP 520
RIP hop 1
metric RIP 15 16
RIP 30
180
120
RIP RIP
RIP RIP-1 RIP-2
RIP
RIP 30
RIP
RIP RIP
13.2 RIP
RIP RIP RIP RIP
RIP
o RIP RIP
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° RIP
°
°
°
°
°
°
°
°
°
® RIP
°
°
°
°
13.2.1 RIP RIP
router rip
rip rip
no router rip
rip
rip
13.2.2 RIP
RIP RIP RIP
RIP
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network <network-address>
rip
no network <network-address>
rip
AB.C.D/M AB.C.DAB.CD
ip
RIP

RIP RIP
RIP

network-address

ip network
192.160.1.1 network 192.160.1.1/24
network 192.160.1.0/24

13.2.3
RIP 1 2
RIP
RIP
neighbor <ip-address>
ip
no neighbor <ip-address>
ip
ip-address ip
RIP
13.2.4
RIP RIP
network RIP
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passive-interface

RIP

passive-interface <if-name>

no passive-interface <if-name>

if-name vlan1 vlan2 ...

RIP passive

13.2.5

RIP

default-metric <metric>

no default-metric [metric]

metric 1~16 1 16

metric 1 no default-metric

13.2.6

RIP

distance <distance>

-171 -



lenowvo 18 iSpirit 8806

no distance [distance]

distance 1~255

distance 120 no distance

13.2.7

RIP 30 RIP
180 metric 16 RIP
metric 16 120

RIP

timers basic <update> <timeout> <garbage>

no timers basic

update RIP
garbage
5~(2%'-1)
update 30 timeout 180 garbage
13.2.8
RIP 1 RFC1058 2 RFC2453

RIP
version <version>
RIP 1 2

no version [version]
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RIP
version 1 2

2

13.2.9

RIP RIP RIP
connected static OSPF 1S-IS BGP

RIP
redistribute {kernel | connected | static | ospf | isis | bgp} [metric <metric> |

route-map <route-map-name>]

no redistribute {kernel | connected | static | ospf | isis | bgp} [metric <metric> |

route-map <route-map-name>]

ospf is-is bgp
1~16 route-map

route-map

RIP
13.2.10

RIP
RIP
distribute-list <acl-name> {in | out} [if-name]
access-list
no distribute-list <acl-name> {in | out} [if-name]
access-list
acl-name access-list if-name RIP in out
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distribute-list prefix <pre-name> {in | out} [if-name]
prefix-list
no distribute-list prefix <pre-name> {in | out} [if-name]
prefix-list

pre-name prefix-list if-name

RIP

access-list prefix-list

13.2.11

RIP

RIP
offset-list <acl-name> {in | out} <offset> [if-name]
access-list

no offset-list <acl-name> {in | out} <offset> [if-name]

acl-name access-list in out
offset 0~16 if-name RIP
1
13.2.12 RIP
RIP RIP-1 RIP-2 RIP
RIP-1 RIP-2
RIP-1 RIP-2
RIP-2 RIP-1 RIP-2
RIP
RIP-1 RIP-2
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ip rip receive version {1 | 2}
1 2
1 2
ip rip receive version {1 2| 2 1}
1 2
12 21

no ip rip receive version [1 2122 1]
2
ip rip send version {1 | 2 | 1-compatible}
1 2
1 2 1-compatible 2
ip rip send version {1 2|2 1}
1 2

12 21

no ip rip send version [1 | 2 | 1-compatible | 12| 2 1]

13.2.13

RIP network RIP

ip rip receive-packet

no ip rip receive-packet
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ip rip send-packet

no ip rip send-packet

network RIP
passive-interface network
ip rip receive-packet ip rip send-packet

network

13.2.14

metric 16
NBMA
ip rip split-horizon [poisoned]
no ip rip split-horizon
poisoned poisoned
13.2.15
RIP-1 RIP-2 MD5
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ip rip authentication mode {text | md5}
md5

no ip rip authentication mode [text | md5]

text md5

ip rip authentication string <password>

no ip rip authentication string [password]

16

ip rip authentication key-chain <key-chain-name>

key-chain

no ip rip authentication key-chain [key-chain-name]

key-chain key-chain

13.2.16

ip rip metric <metric>

no ip rip metric

metric 1-16

1

13.2.17
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show ip protocols

show ip protocols rip
RIP

show ip rip
RIP

show ip rip database
RIP

show ip rip database count
RIP

show ip rip interface [if-name]
RIP

if-name

show running-config
RIP
show running-config rip

RIP

13.3 RIP

(1)
6 rip

1
Switch# configure terminal
Switch(config)#router rip
Switch(config-rip)#network 192.168.1.0/24
Switch(config-rip)#network 10.1.1.0/24
Switch(config-rip)#network 10.1.2.0/24
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2

Switch# configure terminal
Switch(config)#router rip
Switch(config-rip)#network 192.168.2.0/24
Switch(config-rip)#network 10.1.2.0/24
Switch(config-rip)#network 10.1.3.0/24

3

Switch# configure terminal
Switch(config)#router rip
Switch(config-rip)#network 192.168.3.0/24
Switch(config-rip)#network 10.1.1.0/24
Switch(config-rip)#network 10.1.3.0/24

192.168.3.2

=

1

L 3

0, 168.3.1

10,111 10.1.3.1

10.1.1.2 10.1.3.2
192.168.1.2 192.168.2.2
" _.. 10.1.2.1 , -
— S et —n
P 192.168.1.1 10.1.22 192, 168.2.1 -
w <
bl 1 P, 2

(2)

RIP

show ip protocols rip
show ip rip database

show ip rip interface
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14 OSPF

L OSPF
° OSPF
L4 OSPF
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14.1 OSPF

OSPF Open Shortest Path First

OSPF LSDB

LSU
LSA LSDB
SPF
OSPF
BDR DR DR
OSPF
HELLO DR
HELLO

DD Database Description DD

LSA head LSA head LSA

LSA LSA
LSR Link State Request DD
LSA LSR LSA
head
LSU Link State Update LSA
LSAck Link State Acknowledgement LSU
LSA head

Router-id

area OSPF

CPU

OSPF
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LSDB
ABR LSDB
ID 0 ABR
ABR ABR
14.2 OSPF
OSPF OSPF OSPF
OSPF
OSPF
[ ] OSPF OSPF
[ )
[ }
[ ] ID
[ ]
[ }
® SPF
[ ]
[ ]
[ ]
[ J hello
[ }
[ ]
[ ]
([ ] DR
[ ]
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° DD MTU
°
°
°
°
o stub
° nssa
°
°
14.2.1 OSPF OSPF
OSPF process-id OSPF
0
router ospf [process-id]
process-id OSPF
no router ospf [process-id]
process-id OSPF
process-id 1~(2'%-1) OSPF process-id
0 OSPF
OSPF
14.2.2
OSPF
ABR
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OSPF OSPF
area-id
RIP
OSPF
OSPF
network <network-address> area <area-id>
OSPF
no network <network_address> area <area-id>
OSPF
network-address A.B.C.D/M A.B.C.D A.B.C.D ip
ip area-id AB.CD
0~(2%-1)
OSPF
14.2.3
OSPF
host <ip-address> area <area-id> [cost <cost>]
no host <ip-address> area <area-id> [cost <cost>]
ip-address A.B.C.D
stub area-id  network cost
cost 0
14.2.4 ID
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ID 32bit
ID ID
loopback IP loopback IP IP
ID OSPF ID
OSPF

ospf router-id <router-id>
ID

no ospf router-id
ID

router-id <router-id>

no router-id [router-id]

router-id A.B.C.D

OSPF ID
router-id loopback IP IP

0.0.0.0

14.2.5
OSPF 224.0.0.5 224.0.0.6
OSPF NBMA
IP
OSPF

neighbor <ip-address> [priority <prio> | poll-interval <deadtime> | cost <cost>]

no neighbor <ip-address> [priority <prio> | poll-interval <deadtime> | cost

<cost>]
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ip-address IP A.B.C.D prio 0~255

deadtime down hello

1~(2"6-1) cost 1~(2"6-1)

priority 1 0 DR poll-interval 120 cost 10
14.2.6

OSPF
passive hello

OSPF

passive-interface <if-name>

no passive-interface <if-name>

if-name vlan1 vlan2...

OSPF passive

OSPF passive

OSPF
14.2.7 SPF
OSPF LSDB
delay hold
SPF SPF
SPF SPF
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SPF

SPF

OSPF
timers spf <delay> <hold>

SPF delay hold

no timers spf

delay SPF hold SPF

delay 5s hold 10

14.2.8

OSPF

distance <distance>

no distance <distance>

distance ospf {intra-area <distance> | inter-area <distance> | external

<distance>}

no distance ospf
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distance 1~255 intra-area inter-area
external
OSPF 110 0
14.2.9
OSPF
ASBR
OSPF
type-1 type-2
type-1 IGP OSPF
ASBR ASBR type-2 EGP OSPF
ASBR ASBR
OSPF

redistribute {kernel | connected | static | rip | isis | bgp} [metric <metric> |

metric-type <type> | route-map <route-map-name> | tag <tag>]

no redistribute {kernel | connected | static | rip | isis | bgp} [metric <metric> |

metric-type <type> | route-map <route-map-name> | tag <tag>]

RIP 1S-IS BGP
0~(2%*-1)
type-1  type-2 type-1 IGP type-2 EGP
route-map route-map tag

0~(2%-1)
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14.2.10

OSPF

OSPF

Ethernet FDDI etc NBMA
FR ATM HDLC X.25 etc

NBMA PPP LAPB POS
NBMA NBMA
OSPF NBMA
NBMA DR DR NBMA

ip ospf network <type>

no ip ospf network

type broadcast non-broadcast point-to-point point-to-multipoint
[non-broadcast] NBMA
14.2.11 hello
Hello DR BDR Hello
hello Hello
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ip ospf hello-interval <seconds>
hello
no ip ospf hello-interval
hello
seconds 1~(2"%-1) hello
hello 10 NBMA
hello 30
14.2.12
ip ospf dead-interval <seconds>
no ip ospf dead-interval
seconds 1~(2"5-1) seconds hello
hello dead
40 NBMA
120 hello dead
14.2.13
OSPF LSU LSU-ack
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LSA

ip ospf retransmit-interval <seconds>

no ip ospf retransmit-interval

seconds 1~(2"°-1) LSA
5s

14.2.14

LSU LSA age

ip ospf transmit-delay <seconds>

no ip ospf transmit-delay

seconds  1~(2'%-1) LSA age

1s

14.2.15 DR
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DR
BDR DR
0 0
hello DR
DR router ID
DR DR
BDR DR BDR
DR DR
DR BDR BDR DR BDR
DR BDR BDR
ip ospf priority <prio>
DR
no ip ospf priority
prio 0~255 DR 0
1
14.2.16
OSPF

ip ospf cost <cost>

no ip ospf cost

cost  1~(2'°-1)
10
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14.2.17 DD MTU

ip ospf mtu-ignore
DD mtu

no ip ospf mtu-ignore
DD mtu
DD mtu

14.2.18

OSPF MD5

ip ospf authentication <mode>

no ip ospf authentication

message-digest MD5 null

ip ospf authentication-key <password>

no ip ospf authentication-key

password

ip ospf message-digest-key <key-id> md5 <password>

MD5S
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no ip ospf message-digest-key <key-id>

MD5
key-id 1~255 password
14.2.19
OSPF
0.0.0.0
ABR 0
ABR transit area
ID ABR ID ABR
ABR
ABR
OSPF

area <area-id> virtual-link <router-id>
ID

[authentication <mode> |

authentication-key <password> |

message-digest-key <key-id> md5 <password> |
MD5

hello-interval <seconds> |

hello
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dead-interval <seconds> |

retransmit-interval <seconds> |

transmit-delay <seconds> |

no area <area-id> virtual-link <router-id>
[authentication <mode> |
authentication-key <password> |
message-digest-key <key-id> md5 <password> |
hello-interval <seconds> |
dead-interval <seconds> |
retransmit-interval <seconds> |

transmit-delay <seconds>]

area-id ID AB.CD
0~(2%%-1) router-id ID A.B.C.D
14.2.20
OSPF

area <area-id> range <ip-prefix> [advertise | not-advertise]
no area <area-id> range <ip-prefix> [advertise | not-advertise]
area-id ID A.B.CD

0~(2%%-1) Ip-prefix A.B.C.D/M

advertise not-advertise ip-prefix
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14.2.21

MD5

OSPF

area <area-id> authentication [message-digest]

no area <area-id> authentication

area-id ID
0~(2%-1)
MD5

14.2.22 stub

OSPF

area <area-id> stub [no-summary]
stub

no area <area-id> stub [no-summary]
stub

area <area-id> default-cost <cost>

stub ABR

no area <area-id> default-cost

area-id ID stub
AB.CD 0~(2%-1)

stub

no-summary

stub
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ABR
stub

14.2.23 nssa

OSPF
area <area-id> nssa [options]
nssa

no area <area-id> nssa [options]

nssa
area-id ID options
nssa
14.2.24
type-5 LSU
LSDB
OSPF

summary-address <ip-prefix> [not-advertise | tag <tag>]

no summary-address <ip-prefix> [not-advertise | tag <tag>]

ip-prefix A.B.C.D/M not-advertise
tag tag 0~(2°%1) 0

14.2.25
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redistribute

OSPF

default-metric <metric>

no default-metric [metric]

metric 0~(2%-1)

1

14.2.26

show ip protocols

show ip protocols ospf
OSPF

show ip ospf [process-id]
OSPF

instance-id
0-(26-1)

show ip ospf border-routers
ABR

show ip ospf database <type>
LSDB

type LSA

show ip ospf interface [if-name]
OSPF

if-name

show ip ospf route [count]
OSPF

count

show ip ospf virtual-links
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OSPF
show ip ospf neighbor [options]
OSPF
options
show running-config
OSPF
show running-config ospf
OSPF
14.3 OSPF
(1)
6 OSPF PC
area 0

1
Switch#configure terminal
Switch(config)#router ospf 100
Switch(config-ospf-100)#network 10.1.1.0/24 area 0
Switch(config-ospf-100)#network 10.1.2.0/24 area 0
Switch(config-ospf-100)#network 192.168.1.0/24 area 0
2
Switch#configure terminal
Switch(config)#router ospf 100
Switch(config-ospf-100)#network 10.1.2.0/24 area 0
Switch(config-ospf-100)#network 10.1.3.0/24 area 0
Switch(config-ospf-100)#network 192.168.2.0/24 area 0
3
Switch#configure terminal
Switch(config)#router ospf 100
Switch(config-ospf-100)#network 10.1.1.0/24 area 0
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Switch(config-ospf-100)#network 10.1.3.0/24 area 0
Switch(config-ospf-100)#network 192.168.3.0/24 area 0

192.168.32
L

iy

L4, 3

193 168.3.1

10.1.1.1 10.1.3.1

10.1.1.2 10.1.3.2

192.168.1.2 192 168.2.2
. 10.1.2.1 _.-
. 192.168.1.1 10.1.2.2 192.168.2.1 v.‘ﬁ'
.

2L 1

(2)
show ip ospf database
show ip ospf interface
show ip ospf neighbor
show ip route ospf

show ip ospf route
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15 VRRP

® VRRP
® VRRP
® VRRP
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15.1 VRRP
VRRP
VRRP
® VRRP
® VRRP
® VRRP
[ ]
[ }
® VRRP
15.1.1 VRRP
10.5.10.1 1 2 3 IP
10.5.10.0/24 2 3
IP 10.5.10.1 IP
Cwiteh o
e
| E thamrrest
10, 5. 10. 11 10, 5. 10,12 10,5, 10, 13
Host 1 Host 2 Host 3
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OSPF
RIP
Switchl
Switch?2
10.5710. 1 ’ | 10. 5. 10
Ethermet
OSPFf/RIP
10.5.10.11 10.5.10. 12 5.10. 13
Host 1 Host 2 Host 3
IP switch1
switch2
VRRP VRRP
Switch1  Switch2
IP P 10.5.10.1
P 10.5.10.1 Switch1
Switch1 Switch1 Switch2 Switch1
Switch2 VRRP
VRRP
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switchl | y
SwitchZ

Losiz kb0, 5. 10. 3

Master Backup

YL HihE10. 5. 10. 2 |

Redelhhk10. 5. 10. 1 Ethemet R4 10, 5. 10, 1
10. 5.10.11 10. 5. 10.12 5.10.13
Host 2

15.1.2 VRRP

1 VRRP

Virtual Router Redundancy Protocol

2 Virtual Router

VRID
IP IP IP IP

3 VRRP Router

VRRP VRRP VRRP

4 |P Address Owner

P IP IP VRRP

5 Virtual Router Master
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IP ARP
VRRP IP
6 Virtual Router Backup
IP ARP
° VRRP
o
° VRID VRID
° VRID
15.1.3 VRRP
VRRP IP VRRP
o 1 z 3

01 z34%56&785%012345678501234567T48501
B D e e i e e e e e R T e o e e e e e Tl e e o e e e e it sl sl =

| versicn| Type | virtual rtr ID| Priocrity | count Ip zddrs|
B D e e e e e e e e T e e e e s el dak Tl Sl el Sl o T e B o el Sl Ll &
| Euth Type | Rdver Int | Checksum |

L e i T e e e e e sl e o e S T e e e e e s st el b e Sl L
| Ip Address (1)

R e e T i el o e e e e e e e it el Tl SR e A e e el ek &
| |
| |
| : |
L e i T e e e e e sl e o e S T e e e e e s st el b e Sl L
| Ip Addreszs (n)

R e e T i el o e e e e e e e it el Tl SR e A e e el ek &
| muthentication pcata (1}

s T e e e e o e e e i e e e S s il e S e e e a
| Euthentication Data (2}

L e i T e e e e e sl e o e S T e e e e e s st el b e Sl L

1 VRRP MAC

MAC MAC 00-00-5e-00-01-{VRID} VRID
VRID 1 MAC 00-00-5e-00-01-01
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MAC VRRP MAC 01-00-5e-00-00-12

2 VRRP IP

IP VRRP IP
IP IP 224.0.0.18
TTL 255 VRRP
Protocol 112

3 VRRP

Version 2

Type VRRP 1 --- ADVERTISEMENT VRRP
VRID

Priority VRRP

Count IP Addrs IP IP
Auth Type VRRP

Advertisement Interval 1

Checksum VRRP Version

IP Address(es) IP

Authentication Data

4 VRRP
VRRP priority
0 255 0 255 1 254 100
VRRP IP 255
0 VRRP
5 VRRP
VRRP
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0 --- No Authentication
1 --- Simple Text Password
2 --- I[P Authentication Header
IP HMAC-MD5
HMAC
0O 2 Authentication Data 0 1 Authentication
Data 2 IP Authentication Header
P AH
6 VRRP
VRRP ADVERTISEMENT
Advertisement Interval 1
VRRP
Master Backup
Advertisement
Advertisement
Advertisement
15.1.4
e |P
VRRP IP IP P
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® VRRP
VRRP
254 IP 255
VRRP 0
° IP IP VRRP
1
° 0 VRRP
Skew_Time VRRP
1
° Master Down Interval

VRRP
Master_Down_Interval = (3 * Advertisement_Interval) + Skew_Time
Skew_Time = ((256 — Priority) / 256)
2 IP IP

3 VRRP
Preempt Mode  TRUE

VRRP
e L +

+---- - -3 | EEEEEEEEEE L +

| | Imitialize | |

| e | |- emeiee - .

e . o

| L

(I Vo
e L + e L +
|- mm e e >| |
[ Master [ [ Backup [
| [ | |
e L e + e e L +
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1 Initialize
Initialize Startup
Startup
) VRRP 255 IP ,
Master
) Backup
Master
) VRRP
) ARP IP MAC
) Adver_Timer Advertisement_Interval
Backup
® Master_Down_Timer Master_Down_Interval
2 Backup
Backup
Shutdown Master_Down_Timer Initialize
Master_Down_Timer Master
VRRP
® VRRP 0 Master_Down_Timer
Skew_Time
® Preempt_Mode FALSE VRRP >=
VRRP Master_Down_Timer Master_Down_ Interval
) VRRP
3 Master
Master VRRP
Shutdown Adver_Timer 0 VRRP
Initialize
Adver_Timer VRRP Adver_Timer

- 209 -



lenovo k18

iSpirit 8806

VRRP
o 0 VRRP
° VRRP
VRRP IP
Master_Down_Timer Backup
o VRRP
15.1.6 VRRP
VRRP
DOWN VRRP
VRRP VRRP
VRRP
Switch1
Switch1
VRRP Switch1
Switch1
Switchl

: _# Master

Jrsichhhk10. 6. 10, 2 |
0.1

Ethernet

Hedhhil10. 5.1

Swith1

Backup

Adver_Timer

IP
Adver_Timer
LINK
LINK DOWN VRRP
Switch2

LU HEHE10. 5. 10. 3
He el bl10. 5. 10,1

10.5.10.11
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VRRP PING VRRP
LINK DOWN
VRRP
PING VRRP PING
PING
PING
15.2 VRRP
VRRP
[ ]
° I=
[ ]
° VRRP
[ ]
° VRRP
15.2.1
VRID
VRID VRID
255

CLI
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router vrrp <if-name> <vrid>
VRRP
VRRP
VLAN VRID,
1 255
no router vrrp <if-name>
[vrid]
VLAN
VRID
o IP
o VLAN VLAN IP VLAN IP
15.2.2 IP
IP
P P
VRRP P
IP
IP
CLl
vrrp ip-address IP | VRRP
<virtual-ip>
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no vrrp ip-address IP | VRRP
° P P P
° P
° P P
) PING IP IP
P
15.2.3
100
TRUE
1
VRRP
VRRP 1= 255
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CLI
vrrp priority <value> VRRP
3 254
1 2
vrrp preempt {true | false} VRRP
TRUE FALSE
vrrp  advertisement-interval VRRP
<interval> 1 255,
vrrp authentication none VRRP
vIrp authentication VRRP
simple-password <key>
8

o

15.2.4 VRRP

VRRP VRRP
VLAN
VRRP IP VRRP VRRP
VRRP IP
VRRP
VRRP VRRP LINK DOWN
1 VRRP
LINK UP

-214 -



lenowvo 18 iSpirit 8806

VRRP

CLI

virp  tracking  interface VRRP

<if-name>

no vrrp tracking interface VRRP

[if-name]

VRRP

15.2.5

Initialize Startup
Master Backup

Shutdown Initialize

CLI

enable vrrp VRRP

disable vrrp VRRP
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15.2.6 VRRP

VRRP VRRP

CLI

show vrrp [if-name] [vrid]

show running-config

VRRP

15.3 VRRP

(1)

VRRP
1 Master 2 Backup
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Port 1/1 |I‘32.Iﬁ8.1.l VERP

e

192.168.1.2 Port 1/1
|

. i . 192.168.1.0
e ¢ P
i Hr2 fir3

. VLAN2 WXl 192.153.!__1_____..--"'

1

Switch#configure terminal
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#exit
Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport access vilan 2
Switch(config-ge 1/1)#exit
Switch(config)#interface vlan2
Switch(config-vlan2)#ip address 192.168.1.1/24
Switch(config-vlan2)#exit
Switch(config)#router vrrp vian2 1
Switch(config-vrrp)#vrrp ip-address 192.168.1.1
(

Switch(config-vrrp)#enable vrrp

2
Switch#configure terminal
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vlan)#exit
Switch(config)#interface ge1/1

Switch(config-ge1/1)#switchport access vlan 2
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(2)

Switch(config-ge 1/1)#exit

Switch(config)#interface vlan2

Switch(config-vlan2)#ip address 192.168.1.2/24

Switch(config-vlan2)#exit

Switch(config)#router vrrp vian2 1

Switch(config-vrrp)#vrrp ip-address 192.168.1.1
(

Switch(config-vrrp)#enable vrrp

VRRP

show running-config
show vrrp

show vrrp vlan2
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16 VLLP

® VLLP
® VLLP
® VLLP
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16.1 VLLP
VLLP VRRP VRRP Layer-2 Loop Protect Protocol
VRRP
VLLP
block
block forward VLLP
VLLP
- VLLP

VLLP VRRP vlan
vlan VLLP VRRP

iSpirit8806 v3.0 VLLP v1.0

VRRP

VLLP
VLLP vlan VLLP VLLP
VLLP VLLP vlan VLLP
VLLP VLLP

VLLP VLLP

VLLP VLLP
VLLP VLLP disable block forward STP

VLLP VLLP VLLP

VLLP VLLP VLLP
VLLP
1.
2. MAC
1. link up
2.VLLP
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VLLP
VLLP
VLLP
VLLP forward
VLLP link up VLLP forward
VLLP link up VLLP block
VLLP linkup VLLP forward
link down  VLLP disable
VLLP MAC
Destination MAC Address (6 bytes)
Source MAC Address (6 bytes)
0x8100 Prio Vlan ID (12 bits) Ethernet Type (2 bytes)
Version Type Port1(2 bytes)
Priority Query Inter Main port
Reserved (4 bytes)
Port2 Link state STP state

VLLP

LQ

LA

LC
Des MAC 00:09:ca:ff:ff:ff
Src MAC VLLP vlan MAC
Ethernet Type 0x268e
Version 1
Type LQ 1 LA 2 LC 3
Port1 VLLP
Priority VLLP 1~255
Query Interval VLLP 5
Main port VLLP LQ
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Port2 LC LQ LA port2  port1
Link state port2 linkup 1 linkdown 2
STP state port2 STP disable 1 block 2 forward 3
VLLP
vlan VLLP VLLP vlan
VLLP VLLP vlan VLLP VLLP
LQ VLLP
LQ MAC
LQ LQ
LQ LQ
VLLP vlan VLLP VLLP
VLLP trunk trunk
VLLP VLLP VLLP VLLP
VLLP vlan VLLP
VLLP
STP
VLLP vlan VLLP
vlan VLLP VLLP
VLLP VLLP VLLP STP
16.2 VLLP
VLLP VLLP
VLLP
[ ) vllp
[ ) vllp
) vlip
° vilp
[ ) vllp
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16.2.1

router vllp <if-name>
no router vllp <if-name>
if-name

vllp

16.2.2 vilp

VLLP

vllp enable
vllp disable
vilp

16.2.3

VLLP

vllp port <if-name>
no vllp port <if-name>
if-name

vilp

16.2.4 vilp

VLLP

vllp priority <priority>
no vllp priority [priority]
priority 1~255

vilp

vilp VLLP
vllp

vlan1 vlan2...

vllp
vllp

vilp

vilp
ille)
ge1l ge2 trunk1...

trunk

vllp
vllp
vilp
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100
16.2.5 viip

VLLP

vllp query-interval <interval>
no vllp query-interval [interval]

1~255

interval

16.2.6

show vlip
vllp vilp
show vllp <if-name>
vllp
if-name
show vllp map

vllp vilp

16.3 VLLP

(1)

vilp
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-L_\_‘_‘

192. 168 1. ,.
192.168. 1. 1

é.L‘\W @

192, 168, 1.1

1

Switch#configure terminal

Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vian)#exit
Switch(config)#interface ge1/1
Switch(config-ge 1/1)#switchport access vlan 2
Switch(config-ge 1/1)#interface ge1/2
Switch(config-ge 1/2)#switchport access vlan 2
Switch(config-ge 1/2)#interface ge1/3
Switch(config-ge 1/3)#switchport access vlan 2
Switch(config-ge1/3)#interface vlan2
Switch(config-vlan2)#ip address 192.168.1.1/24
Switch(config-vlan2)#exit

Switch(config)#router vrrp vlan2 1
Switch(config-vrrp)#vrrp ip-address 192.168.1.1
Switch(config-vrrp)#enable vrrp
Switch(config-vrrp)#exit

Switch(config)#router vlip vian2

Switch(config-vlip)#vllip port ge1/1
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(2)

Switch(config-vlip)#vllp port ge1/2
Switch(config-vlip)#vllp port ge1/3
Switch(config-vllp)#vllp enable

2
Switch#config t
Switch(config)#vlan database
Switch(config-vlan)#vlan 2
Switch(config-vian)#exit
Switch(config)#interface ge1/1
Switch(config-ge1/1)#switchport access vlan 2
Switch(config-ge1/1)#interface ge1/2
Switch(config-ge1/2)#switchport access vlan 2
Switch(config-ge 1/2)#interface ge1/3

Switch(config-ge1/3)#interface vlan2

)
Switch(config-ge 1/3)#switchport access vlan 2
)
Switch(config-ge1/3)#interface vlan2
Switch(config-vlan2)#ip add 192.168.1.2/24
Switch(config-vlan2)#exit
Switch(config)#router vrrp vian2 1
Switch(config-vrrp)#vrrp ip-address 192.168.1.1
Switch
Switch

Switch(config)#router vllp vian2

config-vrrp)#enable vrrp

config-vrrp)#exit

(
(
(
(
(
(
(
(
Switch(config-vlip)#vllip port ge1/1
Switch(config-vllp)#vllp port ge1/2
Switch(config-vllp)#vllp port ge1/3
Switch(config-vllp)#vllp enable

VLLP

show vllp
show vllp <if-name>

show vllp map
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17 DHCP RELAY

® DHCP RELAY
® DHCP RELAY
® DHCP RELAY
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17.1 DHCP RELAY

DHCP Dynamic Host Configuration Protocol BOOTP
IP
TCP/IP DHCP
DHCP TCP/IP
IP
IP IP
IP IP
DHCP
IP Discover
0.0.0.0 255.255.255.255 Discover
Discover IP Offer
Offer Offer
Request IP
ARP IP Decline Offer
Discover
Request Ack
DHCP Discover
IP Request IP
Ack IP
Nack
Release
Request Request
IP 3/4 Request IP
Discover
IP
Discover DHCP relay
DHCP DHCP
DHCP snooping DHCP IP MAC
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MAC ARP ARP DHCP
IP ARP
17.2 DHCP RELAY
DHCP relay DHCP
DHCP-relay
) DHCP-relay
) DHCP server
) DHCP snooping
17.2.1 DHCP-relay
dhcp relay dhcp relay
no dhcp relay dhcp relay
dhcp relay dhcp
17.2.2 DHCP server
dhcp server <ip-address>
IP
no dhcp server <ip-address>
no dhcp server
<ip-address> IP DHCP-relay DHCP
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17.2.3 DHCP snooping

dhcp snooping DHCP snooping
no dhcp snooping DHCP snooping
DHCP snooping DHCP snooping dhcp
IP MAC ARP IP DHCP
snooping ARP

17.3 DHCP RELAY

(1)

DHCP 1 2 DHCP
DHCP DHCP 1 2 DHCP
P
! DHCP .
1P: 192.168.1.2
"o .
VLANL: 192.168.1.1 *i.-"‘
VLANZ: 192.168.2.1 !
VLAN3: 192.168.3.1 . VLAN1
VILAN 2 VLAN3
® »
e <
m M2

" DHCPR '

* DHCPZ jﬂ,-’l
P BB0GHLHI e

Switch# configure terminal
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(2)

Switch(config)#interface vlan1
Switch(config-vlan1)#ip address 192.168.1.1/24
Switch(config-vlan1)#dhcp relay
Switch(config-vlan1)#interface vlan2
Switch(config-vlan2)#ip address 192.168.2.1/24
Switch(config-vlan2)#dhcp relay
Switch(config-vlan2)#dhcp server 192.168.1.2
Switch(config-vlan2)#interface vlan3
Switch(config-vlan3)#ip address 192.168.3.1/24
Switch(config-vlan3)#dhcp relay
Switch(config-vlan3)#dhcp server 192.168.1.2

show running-config
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18 IGMP

® [GMP
® [GMP
® |GMP

-232 -



lenowvo 18 iSpirit 8806

18.1 IGMP
IGMP Internet Internet Group Management Protocol
IGMP 1 RFC1112 2 RFC2236

RFC3376 IGMP -

110
IGMP
IGMP 1
2
2
IP P
2
IGMPV3  PIM-SSM
SPT RP
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18.2 IGMP

IGMP

IGMP
° IGMP

18.2.1 IGMP

ip igmp igmp
no ip igmp igmp
igmp igmp
ip multicast-routing ip pim
sparse-mode pim-sm igmp

no ip pim sparse-mode igmp

18.2.2

ip igmp access-group {<acl-id> | <acl-name>}
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no ip igmp access-group

<acl-id> 1-99 <acl-name>

ACL ACL

ACL

18.2.3

ip igmp immediate-leave group-list {<acl-id1> | <acl-id2> | <acl-name>}
no ip igmp immediate-leave
<acl-id1> 1-99 <acl-id2>
1300-1999 <acl-name>
ACL 2 3

ACL
ACL

18.2.4

ip igmp last-member-query-count <count>
no ip igmp last-member-query-count
<count>

2-7
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18.2.5

ip igmp last-member-query-interval <interval>

no ip igmp last-member-query-interval

<interval>

1000-25500

18.2.6

ip igmp querier-timeout <time>

no ip igmp querier-timeout

<time>

255

18.2.7
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ip igmp query-interval <interval>

no ip igmp query-interval

<interval> 1-18000

125

18.2.8

ip igmp query-max-response-time <time>

no ip igmp query-max-response-time

<time> 2 3
1-240 0.1
IGMP
IGMP
3 2 128 2
10

18.2.9
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ip igmp robustness-variable <value>

no ip igmp robustness-variable

<value> 2-7

3 QRV

18.2.10

ip igmp version <version>

no ip igmp versionl

<version> IGMP 1-3
3
18.3 IGMP
(1)
IGMP eg PIM-SM PIM-SM
ip multicast-routing PIM-SM ip pim sparse-mode
IGMP ip igmp

IGMP
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IGMP IGMP snooping
PIM-SM

Switch# configure terminal
Switch(config)#interface vlan2
Switch(config-vlan2)#ip address 192.168.1.1/24
Switch(config-vlan2)#ip igmp
Switch(config-vlan2)#ip pim sparse-mode passive
Switch(config-vlan2)#interface ge1/1
Switch(config-ge1/1)#switch access vlan 2

Switch(config-ge1/1)#interface ge1/2
Switch(config-ge 1/2)#interface ge1/3
Switch(config-ge1/3)#interface ge1/4

Switch(config-ge1/4)#switch access vlan 2

(

(

(

(

(

(

Switch(config-ge1/2)#switch access vlan 2

(

(

(

(

Switch(config-ge1/4)#interface ge1/5
(

)
)
)
)
Switch(config-ge1/3)#switch access vlan 2
)
)
)
)

Switch(config-ge1/5)#switch access vlan 2

- 239 -



lenowvo 18 iSpirit 8806

192.163.1. 4

197 185.1. 1| ==1/1

NS

FiEHL
192. 168. 1. 201

B EHD

192, 185, 1. 204

g EME i EHLC
192 1B5. 1. 207 192 188. 1. 203
2)
IGMP

show ip igmp group

show ip igmp interface
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19 PIM-SM

® PIM-SM
® PIM-SM
® PIM-SM
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19.1 PIM-SM

PIM-SM

(RP:Rendezvous Point)

PIM-SM
PIM-SM
- PIM-SM
IP
RP
PIM-SM RP
BSR BSR RP
RP RP
hash RP RP
PIM-SM DR
PIM-SM
PIM-SSM
PIM-SM
IGMP

- 242 -
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PIM-SM

BSR RP

BSR BSR RP

DR

PIM-SM

Protocol Independent Multicast - Sparse Mode

RPT

RP
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vlan vlan
vlan IGMP snooping
IGMP vlan
PIM
vlan vlan PIM
PIM snooping IGMP snooping PIM snooping

vlan
IGMP snooping  PIM snooping
iSpirit8806 v3.0

vlan
vlan
19.2 PIM-SM
PIM-SM
PIM-SM
)
[ )
® ttl
® pim-sm
[ )
)
) hello genid
® hello
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RP

KAT

cisco
RP
RP
RP-set
cisco C-RP-Adv
BSR
JP
SPT
SSM

19.2.1

ip multicast-routing
no ip multicast-routing

PIM-SM IGMP

19.2.2

ip multicast route-limit <limit> [threshold]
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no ip multicast route-limit

<limit> 1-2147483647 [threshold]
1-2147483647

2147483647

19.2.3 ttl

ip multicast ttl-threshold < threshold>
ttl
no ip multicast ttl-threshold

ttl

<threshold> ttl 0-255 256
ttl ttl 0-255
256 ttl
256
19.2.4 pim-sm

ip pim sparse-mode
pim-sm
no ip pim sparse-mode
pim-sm
pim-sm pim-sm
RP pim-sm igmp
ip igmp
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19.2.5

ip pim sparse-mode passive
no ip pim sparse-mode passive
pim-sm ip pim sparse-mode pim-sm

RP

19.2.6

ip pim dr-priority <priority>
DR
no ip pim dr-priority [priority]

<priority> DR 0-4294967294
hello DR
DR P DR

19.2.7 hello genid

ip pim exclude-genid
hello genid
no ip pim exclude-genid

hello genid
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genid hello 20 generation id genid
32
rp-set hello genid

hello genid

19.2.8 hello

ip pim hello-interval <interval>
hello

no ip pim hello-interval

hello
<interval> hello 1-65535 hello
holdtime hello 3.5
hello-interval hello-interval
30

19.2.9

ip pim hello-holdtime <value>
hello

no ip pim hello-holdtime

<value> 1-65535 hold time
hello hello interval
hello interval hello interval 3.5 hold time

105 hello interval 3.5
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19.2.10

ip pim neighbor-filter {<acl-id> | <acl-name>}
ACL

no ip pim neighbor-filter {<acl-id> | <acl-name>}

<acl-id> 1-99 <acl-name>
ACL ACL

ACL
ACL

19.2.11

ip pim register-source {<ip> | <if-name>}

no pim register-source

<ip> <if-name>

eg vlan2

19.2.12

ip pim register-rate-limit <limit>

no ip pim register-rate-limit
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<limit> 1 1-65535
pim-sm pim-sm
RP  SPT

1
0
19.2.13 RP
ip pim register-rp-reachability
RP
no ip pim register-rp-reachability
RP
RP

19.2.14
ip pim register-suppression <value>
no ip pim register-suppression
<value> 1-65535
60

19.2.15 KAT

ip pim rp-register-kat <value>
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RP (S,G) kat

no ip pim rp-register-kat

(S,G) kat
<value> RP (S,G) kat
1-65535
185 3 * register-suppression + register-probe
19.2.16

ip pim accept-register list {<acl-id1> | <acl-id2> | <acl-name>}

no ip pim accept-register

<acl-id1> 100-199

<acl-id2>

2000-2699 <acl-name>

RP RP
(S,G) ACL
ACL

19.2.17 cisco

ACL

ip pim cisco-register-checksum [group-list {<acl-id1> | <acl-id2> | <acl-name>}]

cisco

no ip pim cisco-register-checksum [group-list {<acl-id1> | <acl-id2> |

<acl-name>}]

cisco

<acl-id1> 1-99 <acl-id2>

1300-1999 <acl-name>

Cisco
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pim-sm
ACL ACL cisco
ACL
cisco
19.2.18 RP

ip pim rp-address <ip> [<acl-id1> | <acl-id2> | <acl-name>]
RP

no ip pim rp-address <ip> [<acl-id1> | <acl-id2> | <acl-name>]

RP
<ip> RP <acl-id1>
1-99 <acl-id2>
1300-1999 <acl-name>
RP
19.2.19 RP

ip pim rp-candidate <if-name> [group-list {<acl-id> | <acl-name>} | interval
<value1> | priority <value2>]
C-RP

no ip pim rp-candidate [if-name]

C-RP
<if-name> C-RP eg vlan2 <acl-id>
1-99 <acl-name>
<value1> C-RP C-RP-adv BSR 1-16383
<value2> C-RP 0-255
RP
value1 60 value2 192
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19.2.20 RP-set

ip pim ignore-rp-set-priority
RP-set RP hash

no ip pim ignore-rp-set-priority

RP-set RP
RP-set RP
19.2.21 cisco C-RP-Adv

ip pim crp-cisco-prefix
C-RP-Adv cisco-BSR

no ip pim crp-cisco-prefix

C-RP-Adv RFC
C-RP-Adv RFC Cisco-BSR C-RP-Adv prefix-cnt
0 prefix-cnt 1 224.0.0.0
RFC prefix-cnt 0 BSR cisco
cisco-BSR C-RP-Adv
19.2.22 BSR

ip pim bsr-candidate <if-name> [<hash-mask-len> | <priority>]
BSR hash
no ip pim bsr-candidate [if-name]
BSR
<if-name> BSR eg vlan2

<hash-mash-len> hash 0-32 <priority> BSR
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BSR 0-255
hash-mask-len  priority

priority 0 hash-mask-len

19.2.23 JP

ip pim jp-timer <time>
no ip pim jp-timer [time]
<time>

1-65535 JP

3.5 JP
60

19.2.24 SPT

10

BSR BSR

ip pim spt-threshold [group-list <acl-id1> | <acl-id2> | <acl-name>]

SPT

no ip pim spt-threshold [group-list <acl-id1> | <acl-id2> | <acl-name>]

SPT

<acl-id1>

1300-1999

SPT
ACL SPT
SPT
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19.2.25 SSM

ip pim ssm {default | range {<acl-id> | <acl-name>}}
SSM

no ip pim ssm
SSM

<acl-id> 1-99 <acl-name>

SSM

19.2.26

ip mroute <src-addr> <grp-addr> <iif-name> <oif-name> remove <if-name>

(S,G) vlan
ip mroute <src-addr> <grp-addr> <iif-name> <oif-name> add <if-name>
(CHE)) vlan
src-addr (S,G)
grp-addr (S,6)
iif-name (S,G)
oif-name (S,G)
if-name (S,G) vlan remove
vlan
add vlan
vlan
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19.3 PIM-SM

(1)

TTEA
o AT,
n ' 19z, 163.1.1 165, 1661, 1
< - 193 368. 1.5
159 166, 1.9
195, 186 1.1
195188, 1. 201
BlEiB
PIM-SM
A

Switch#configure terminal

Switch(config)#ip multicast-routing
Switch(config)#ip pim rp-address 193.168.1.3
Switch(config)#interface vlan2
Switch(config-vlan2)#ip address 192.168.1.1/24
Switch(config-vlan2)#ip pim sparse-mode
Switch(config-vlan2)#interface vlan3
Switch(config-vlan3)#ip address 193.168.1.1/24
Switch(config-vlan3)#ip pim sparse-mode
Switch(config-vlan3)#interface vlan5
Switch(config-vlan5)#ip address 195.168.1.1/24
Switch(config-vlan5)#ip pim sparse-mode

B

Switch#configure terminal

Switch(config)#ip multicast-routing
Switch(config)#ip pim rp-address 193.168.1.3
Switch(config)#interface vlan3
Switch(config-vlan3)#ip address 193.168.1.3/24
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Switch(config-vlan3)#ip pim sparse-mode
Switch #interface vlan4
Switch #ip address 194.168.1.3/24

Switch(config-vlan4 )#ip pim sparse-mode

config-vlan3

( )
( )
(config-vlan4)
( )

(2)

PIM-SM
show ip pim sparse-mode interface
show ip pim sparse-mode neighbor
show ip pim sparse-mode local-members
show ip pim sparse-mode mroute

show ip pim sparse-mode rp mapping
(3)

vlan2
192.168.1.4 vlan3 ge1/2 gel1/3 gel/d gell5
193.168.202 224.91.91.2

gel1/2 gel1/4d gell5

Switch#configure terminal
Switch(config)#ip multicast-routing
Switch(config)#ip pim rp-address 193.168.1.1
Switch(config)#interface vlan2
Switch(config-vlan2)#ip address 192.168.1.1/24
Switch(config-vlan2)#ip pim sparse-mode
Switch(config-vlan2)#interface ge1/1
Switch(config-ge1/1)#switchport access vlan 2
Switch(config-ge1/1)#interface vlan3
Switch(config-vlan3)#ip address 193.168.1.1/24
Switch
Switch

Switch(config-ge 1/2)#switchport access vlan 3

)
config-vlan3)#ip pim sparse-mode
)

config-vlan3)#interface ge1/2

(
(
(
(
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Switch(config-ge1/2)#interface ge1/3

Switch(config-ge1/3)#switchport access vlan 3

)
)
Switch(config-ge 1/3)#interface ge1/4
Switch(config-ge1/4)#switchport access vlan 3
Switch(config-ge1/4)#interface ge1/5

Switch(config-ge1/5)#switchport access vlan 3

Switch(config-ge 1/5)#exit

Switch(config)#ip mroute 192.168.1.4 224.91.91.2 vlan2 vlan3 remove ge1/2
Switch(config)#ip mroute 192.168.1.4 224.91.91.2 vlan2 vlan3 remove ge1/4

Switch(config)#ip mroute 192.168.1.4 224.91.91.2 vlan2 vlan3 remove ge1/5

i £

%
o

192 166.1. 4 \Nb
FHHN?

1%2.168.1.1

193.168.1.1
gelf2

1

-
# Y
&

N ZL*‘J
BlrEtl / \

193, 1681, 201

BlEMD ElEic
193 188, 1, 202 193 1881, 203
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20 SNMP

ISpirit8806 SNMP SNMP

® SNMP
® SNMP
® SNMP
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20.1 SNMP
SNMP
agent
SNMP
MIB
SNMP GET SET TRAP GET
SET TRAP
TRAP
link up link down STP
SNMP SNMPV1 SNMPV2 SNMPV3
iSpirit8806 SNMP
SNMP TRAP SNMPV1
SNMPV2  SNMPV3
iSpirit8806 RFC BRIDGE MIB SNMP
iSpirit8806 MIB RFC 1213 RFC 1493 RFC

1724 RFC 1850 ,RFC 1907 ,RFC 2233 ,RFC 2571,RFC 2572 ,RFC 2573 RFC 2574
RFC 2575
RFC 2674 MIB.
SNMP
Get Request GetNext Request GetBulk Request Set Request SNMP

MIB Get Response
SNMP
SNMP TRAP

iSpirit&800E

EETHFY ot eguet? et et Beguet? Set ' Eéiﬂﬂ
B o=t
B o
SNMP

- 259 -



lenovo 518 iSpirit 8806
20.2 SNMP
SNMP community TRAP snmp
snmpV3 engine id user group iSpirit8806
public 8 iSpirit8806
TRAP iSpirit8806 local engine id local engine
id iSpirit8806 user name initialnone
iSpirit8806 group name
initial group name
SNMP
CLI
snmp community
<community-name> {ro | rw}
no snmp community SNMP
<community-name>
snmp trap <notify-name> snmp trap
host <ipaddress> version {1
|2¢]3} notify name
name
trap
host trap
version snmpV1
snmpV2c snmpV3
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162
no snmp trap <notify-name> SNMP trap
snmp system information
<contact | location | name> contact location
<information-string> name
no snmp system information
<contact | location | name >
snmp engine-id local SNMP 3
<engine-id-octet-string> engine ID D 24

24
0
snmp user <user-name> snmp user
<group-name> v3 [auth snmpv3 engine ID
{md>5 | sha} <auth-key>]
md5 sha
Nno snmp user <user-name> snmpv3 engine
<group-name> v3 D
snmp group <group-name> | snmp group
v3 {auth | noauth} [notify auth
<notify view name> | write noauth v3
<write view name> | read
<read view name>]
no snmp group
<group-name> v3 {auth | auth noauth
noauth} v3
show snmp community
show snmp trap trap
trap IP

- 261 -



lenovo 18 iSpirit 8806
show snmp system SNMP /
information
show snmp engine-id SNMPV3 local /

engine-id
show snmp user [specify snmpv3 engine /
name of user] ID
show snmp group /
auth noauth
v3
20.3 SNMP
20.3.1
private
test SNMP trap IP  192.168.0.10 SNMP
1
contact E-mail:networks@lenovo.com
location ShennanRoad,Shenzhen,China
name iSpirit8806
md5 initialmd5 initia

047b473f93211a17813ce5fff290066b

initial

internet internet

auth v3

internet
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Switch#config t

Switch(config)#snmp community private rw

Switch(config)#snmp system information contact E-mail:networks@lenovo.com

Switch(config)#snmp system information location ShennanRoad,Shenzhen,China

Switch(config)#snmp system information name iSpirit8806

Switch(config)# snmp user initialmd5 initial v3 auth md5
047b473f93211a17813ce5fff290066b

Switch(config)# snmp group initial v3 auth read internet write internet notify internet
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21
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21.1
debugging debugging
debugging
o
o
o
® debugging
21.1.1

2006/05/20 13:56:34 Warning: MSTP: Port up notification received for port ge2/2

2006/05/20 13:56:34 Warning
MSTP Port up notification received for port ge2/2
1
[
24 0 23
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2
Critical Warning Informational  Debugging
Critical
Warning
Informational
Debugging
3
CLI
MSTP
VLAN VLAN
OSPF OSPF
RIP RIP
ARP ARP
IP IP
ICMP ICMP
UDP UDP
TCP TCP
VRRP VRRP
DHCP-relay DHCP RELAY
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IGMP IGMP
PIM-SM PIM-SM
brd_mgr
4
21.1.2
°
L4 NVM
°
1K 1K
Critical  Warning
NVM NVM
NVM
NVM
SYSLOG
NVM
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21.1.3

Console
Telnet
21.1.4 debugging
debugging
debugging
debugging
debugging
debugging
debugging Informational
debugging
21.2
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°
)
® debugging
® debugging
21.2.1
Console
Console Telnet
write

CLI

log display [critical | warning

| informational | debugging]

no log display [critical |
warning | informational |

debugging]
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21.2.2
CLlI
show log display
show log [critical | warning
| informational |
debugging]
21.2.3 debugging
debugging
write debugging
debugging
CLlI
debugip ... P
debugging
no debug ip ... P
debugging
debug ip icmp ... ICMP
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debugging
no debug ip icmp ... ICMP
debugging

debugip arp ... ARP
debugging

no debugip arp ... ARP
debugging

debug ip udp ... uUbDP
debugging

no debug ip udp ... UDP
debugging

debug ip tcp ... TCP
debugging

no debug ip tcp ... TCP
debugging

debug ospf ... OSPF
debugging

no debug ospf ... OSPF
debugging

debug rip ... RIP

debugging
no debug rip ... RIP
debugging

debug vrrp ... VRRP
debugging

no debug vrrp ... VRRP
debugging

debug mstp ... MSTP
debugging

no debug mstp ... MSTP
debugging

debug igmp

IGMP SNOOPING
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snhooping ... debugging
no  debug igmp IGMP SNOOPING
snooping ... debugging
debug dhcp-relay ... DHCP REALY
debugging
no debug DHCP RELAY
dhcp-relay ... debugging
debug igmp ... IGMP
debugging
no debug igmp ... IGMP
debugging
debug pim PIM-SM
sparse-mode ... debugging
no debug pim PIM-SM
sparse-mode ... debugging
no debug all debugging
21.24 debugging
debugging
CLI
show debugging [ip | ospf | debugging
rip | vrrp | mstp | igmp debugging
snooping | dhcp-relay | igmp
| pim sparse-mode] debugging
ip IP
ICMP ARP UDP TCP
debugging
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