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‘ FireID Phone User Guide

FOR IPHONE DEVICES

Introduction

This user guide takes you through the FirelD installation process for the iPhone. Please follow the step-by-
step instructions to complete the installation on your iPhone.

If you do not have the FirelID Mobile Application installed on your iPhone, please follow the instructions under
Section A.

If you already have the FirelD Mobile Application installed on your iPhone and only need to download a new
token, please follow the instructions under Section B.

Requirements

You will need GPRS/3G and SMS connectivity enabled on your iPhone before starting the installation
process. If you are unsure of the status of these services on your iPhone, please consult your phone user
manual or contact your service provider for assistance.

In order to install the FirelD application, your iPhone must be running OS version 3.
If your iPhone is running OS version 1 or OS version 2, please upgrade your
iPhone to OS version 3 before proceeding.
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Section A - Installing the FireID Mobile Application for the first time

Step 1 Initiating the Installation

You will receive an email from your systems administrator containing a Secret Key and a download link.

1.1 Click on the download link to start the installation process. The following page will load in your web
browser:

Please ensure that your details are correct.
Name : Jo= Bloggs

fl re d Phone Mumber - 447825325376

% License Agreement Welcome to FirelD OTP

This online tutorial will guide you through the process of installing Firel D OTP, the FirelD Mobile
Authentication Application, on your mobile phone.

shed Before you start, you nesd to pleass read and agree to the terms of the Firg|D OTP End User Licenss
Agresment

Click here to read the FirelD OTF End User License Agreement

Do you agree to the terms and conditions stated in the end wser license agreement?

Figure 1 - FirelD Online Tutorial

1.2 Click on the End User License Agreement link to read the FirelD End User License Agreement and
click on the Yes button to proceed with the installation.
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Step 2 Downloading & Installing the Application from the App Store

You will receive an SMS on your iPhone containing a download link and the following page will be displayed
in the online tutorial:

Please ensure that your details are correct.
Name : Jo= Bloggs
Phone Mumber - 447825325376

Sending PhoneLink to your phone. ..

o License Agreeme e
% Send Phonelink P =
Mhess: ;|

_— A text message has been sent to your mobile phone containing a2 download link. - e -
Finished Ples== open the message, and then open the link contsined in it to downlozd FirslD OTP.
Downboading... |
| already have FirelD OTF on my phone! _—
| can’t receive the text message!
@ Help

Figure 2 - Receiving the SMS

If you do not receive an SMS on your iPhone, click on the ‘I can’t receive the test message!’ link and enter
the resulting URL into your iPhone’s web browser:

Please ensure that your details are correct.
Name : Jo= Bloggs
Phons Number © 447525225325

Install FirelD OTP
# Sond Phonelink Visit the following URL on your mobile phone:
(htt vAfm fireid. cum.-"p.-"mbtkgr)

{This will cawse your phone to start installing Firel D OTP. )

Figure 3 — Manual download link

2.1 Open the SMS on your iPhone and click on the download link:
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ill vodafone UK 3G 12:48 AM

| Messages

Call | | Add to Contacts |

Oct 1, 2010 9:28 AM

| me—————————
Download FirelD OTP

here:
http:/fm.fireid.com/p/pR4Iu 9
29RoH

Figure 4 - Opening the download link

2.2 The following page will open in Safari. Click on the ‘Download & Install’ link:

Figure5-C
2.3 You will be redirected to the FirelD

“‘I
firel |

To install FireID OTP on your iPhone,
you need to use the iPhone App st

Step 1
‘ Download & Install ‘ \‘

Step 2

‘ Activate & Use v ‘

licking on the Download & Install link

application on the Apple App Store.

a. If you already have an iTunes account, install the FirelD application as you would any other

iPhone application:
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3g 12:51 AM

Fire
I FirelD (Pty) Ltd

*HwT 32 Aatnge | Frce |
FirelD is a groundbreaking authentication system
that allows users lo login securely and conveniently
to almast anything that requires authentication,
without the need to remember passwords. FirelD

generates secure, OATH-compliant one-time-
isly and offline

using something that users always have with them:
a moile phone.

@l FEATURES:
- Generates OTPs quickly and easily
- Multiple vectors or applications can be
authenticated with a single mobile application
- Easy to Deploy
- Very simple user interface
- OATH-compliant

Figure 6 — Downloading FirelD from the App Store

b. If you do not have an iTunes account, follow these steps when downloading the FirelD
application from the Apple App Store:

Vi.
Vii.

viii.

Choose the Create New Account option when you are asked to sign in to the App
Store.

Confirm your Country or Region and click on Next.

Agree to the Terms of Service of the iTunes Store.

Complete the registration form with the required details and click on Next.
On the Billing Information page, click on Payment Card and select None.
Complete the required details and click on Next to proceed.

Click on Done when completed.

Download & install iTunes on your computer if you have not already done so.

You will receive an email from the iTunes store. Click on the confirmation link in
this email to activate your account.

Once you have activated your iTunes account, you can download the FirelD
application using your iTunes login details.

2.4 The FirelD application will be installed on your iPhone:
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Figure 7 - Installing the application

Step 3 Activating the Application

Once the FirelD application has been installed on your iPhone, open it and follow the steps below to
complete the installation:

3.1 Click on the FirelD application icon to run it.

3.2 The following menu will be displayed, click on the Get Tokens option to activate the application and
get the required tokens:

Get Tokens

Continue Demo

Figure 8 - Activating the application
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3.3 The FirelD application will download your new token and prompt you to enter the Secret Key. Enter
the Secret Key provided by your systems administrator and click on OK:

-ull vodafoneUK 3G 10:19 AM

Postpone

a
firel !

-a  FirelD
Enter secret key

Figure 9 — Entering the Secret Key

3.4 You will need to choose whether to provide a PIN code to protect the application on your phone:

Notice
Do you want to choose a PIN code

to protect this application?

No

Figure 10 - PIN requirements

3.5 You will be prompted to enter a PIN code on your iPhone. You may choose any numerical code.
Enter this PIN in the New PIN and in the Confirm PIN fields, and click on Done to proceed:
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3G 10:24 AM

Cancel

al |
firel !
6 Choose PIN code
confirm PN (D

1 2 3

ABC DEF

4 5 6

JKL MNO

4 8 9

TUV wXYZ

i - KN

Figure 11 - Choosing a PIN code

3.6 The FirelD Mobile Application is now installed on your iPhone and you can start generating one-
time-passwords (OTPs).

You are now ready to generate OTPs to login to your FirelD-protected company
resources.
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Section B - Installing a new Token on an existing FireID Mobile
Application

Step 1 Initiating the Installation

You will receive an email from your systems administrator containing a Secret Key and a download link.

1.1 Click on the download link to start the installation process. The following page will load in your web
browser:

Please ensure that your details are correct.
Hame : Jo= Bloggs

f I ™ Phone Number : 27233402041

% Get Tokens Your news token is ready to install

Finizhed
Open the Firell OTF token application on your mabile phone and go to:

= Settings

“our phone may ask you whether to allow the Firell OTF application to aceess the intemet.

Seurching lor mew lohens

Flease choose YES.

4
Click here to install @ new FirelD OTF application Canl

0 Help

Figure 12 - Requesting a New Token

Step 2 Downloading the new Token
2.1 Open the FirelD Application on your iPhone.
2.2 Go to Settings.
2.3 Click on the Get Tokens option.
2.4 Your iPhone will now download the new token.
2.5 Click on Yes if prompted to allow the application to use the network and send or receive data.

2.6 Enter the Secret Key provided to you when prompted to do so.

Your new token is how installed on your iPhone. You can start generating and
using OTPs to access your FirelD-protected company resources.
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INFO@FIREID.COM
+27 21 880 2647

2ND FLOOR
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ELECTRON ROAD
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WESTERN CAPE
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