Introduction

In a collaboration with representa-
tives of the pharmaceutical indus-
try, the FDA created a task force
in 1991 to define the scope, gener-
al requirements and implementa-
tion procedures for electronic
records that the agency would
accept instead of the traditional
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“paper trail”. On March 20, 1997,
the final ruling on electronic
records, signatures and submis-
sions, known as 21 Code of
Federal Regulations (CFR), Part
11, was signed and published. The
final rule has been effective since
August 20, 1997.

This final rule applies to all indus-
try segments regulated by the
FDA. Its intention is to improve
the speed of submission approval
through the use of technology
while still protecting the agency's
charter to ensure public health.

The use of electronic records will
help reduce the cost of business
processes that require creating
and maintaining extensive paper
documentation. For example,
approval cycles will be shorter
and access to documentation will
be faster and more productive.
Submissions for new drug
approvals (NDA) are the first tar-
get for the use of electronic
records.
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Electronic Records versus
Paper Records

CFR 21 Part 11 regulates the
acceptance criteria for electronic
documents, electronic signatures
and handwritten signatures exe-
cuted to electronic records to be
considered equivalent to paper
records and handwritten signa-
tures. For the first time, this deter-
mines how paperless record sys-
tems can be compliant with cGMP
regulations (CFR 21 Part 210 and
211). The intention of CFR 21 part
11 is to explicitly enable and allow
technology that was not anticipat-
ed when most existing FDA regu-
lations were written without sacri-
ficing the integrity of records and
reports.

The ruling supersedes any existing
paper record requirements in the
sense that electronic records may
be used instead of paper records.
The rule establishes minimum cri-
teria for electronic records and
electronic signatures to be trust-
worthy and reliable. The intention
is to minimize opportunities for
record falsification and to maxi-
mize chances of detecting falsifi-
cations.

The use of electronic records and
electronic signatures is voluntary
within the regulated industries.
Paper records are still fully
accepted by the FDA. Companies
can decide to replace their paper-
based record-keeping with elec-
tronic record-keeping processes,
provided that the requirements of
CFR21 Part 11 are met and that a
docket stating this intent has been
submitted to the FDA. The FDA
advises interested parties to con-
tact the agency on transmission

methods, media, file formats and
technical protocols and accompa-
nying paper documentation prior
to submitting electronic records.

The Case for Signing
Electronic Records
Electronically or by Hand

So, what is an electronic signa-
ture?

Subpart C of the FDA rule
explains that the signature is con-
sidered handwritten (irrespective
of the technology used), if the act
of signing with a stylus is still pre-
served. This means that a hand-
written signature that is scanned
in electronically and incorporated
into an electronic document (i.e.
an image signature) remains a
handwritten signature. However,
this mandates that the act of asso-
ciating the electronic version of
the signature to the document can
only be done by and is traceable
to the person whose signature is
being used. Without further provi-
sions, a simple image signature
could be easily applied to other
electronic documents and it would
be impossible to tell that this has
happened.

Such electronic versions of hand-
written signatures may be applied
to electronic records, provided
they comply with the require-
ments outlined in the FDA rule on
electronic records. More specifi-
cally, a handwritten signature
would have to be digitized for
each signing and tightly linked
with the signed document (for
example, by data security stan-
dards). In order to facilitate
authentication and to ensure that
no other individual is faking the

handwritten signature, character-
istics of the handwritten signature
need be stored for each autho-
rized individual. A match between
the stored characteristics and the
actual handwritten signature has
to be determined before accepting
the signature.

Today, the technology required to
enable the use of handwritten sig-
natures with an electronic pen for
electronic records is sophisticat-
ed. The required hardware support
for pen digitizers is not necessari-
ly built into commercially avail-
able operating systems. Software
vendors still need to adapt their
software applications to enable a
secure electronic path for hand-
written signatures applied to elec-
tronic records.

The FDA Definition of an
Electronic Signature

Today, regulated laboratories
already have tight security con-
trols in place and the security
schemes available with standard
operating systems, for example,
Microsoft® Windows NT® help ful-
fill the requirements of the FDA
definition of electronic records. It
is therefore more straightforward
to apply electronic signatures to
electronic records. This can be
achieved using standard technolo-
gy that does not require additional
hardware devices or customiza-
tions of existing software prod-
ucts.

Electronic signatures that meet
the requirements of the FDA rule
are considered equivalent to full
handwritten signatures required
by agency regulations.



The FDA defines the following
mandatory requirements for an
electronic signature:

® The electronic signature must
be unique to one individual and
not to be reused by, or reas-
signed to, anyone else (11.100).

e If not based on biometrics (see
below), the electronic signature
must employ at least two identi-
fication components (11.200),
for example, a user id and a
password.

¢ An electronic signature execut-
ed to electronic records must
be linked to the respective
record to ensure that the signa-
ture cannot be excised, copied,
or otherwise transferred to fal-
sify an electronic record by
ordinary means (11.70).

It is important to note that the
rule does not require the use of
biometrics-based identification
methods. Various biometrics-
based identification systems are
currently being offered in the
computer industry. Examples
include voice recognition, facial
recognition, hand pattern recogni-
tion and retinal scans. They typi-
cally require additional propri-
etary hardware and software for
each point of access to a comput-
er system. Devices for biometrics-
based identification may gradually
migrate into standard computer
operating systems, thus reducing
the effort of installation and vali-
dation of those devices.

The FDA clearly states that combi-
nations of user name, user-ID code
and a unique password can be
accepted as an electronic signa-
ture:

“A user name may be an accept-
able identification code. What
must be unique is the electronic
signature, which (if not biomet-
ric) typically consists not only of
the id code, but also a password.
See 11.100(a) and 11.300(a).

You can attain the e-sig unique-
ness any way you wish.
Generally, firms make sure the
user id is unique so that if, by
coincidence, two people create the
same password, the result is not
two identical electronic signa-
tures. Furthermore, for e-mail
account purposes, firms generally
establish unique (but not confi-
dential) id account names. It's a
good idea for firms to establish
sound password procedures for
their staff”. [4]

This permits to employ the securi-
ty scheme of current, secure oper-
ating systems like Unix® or
Microsoft Windows NT. The com-
bination of a unique user-ID with a
unique password only known to
this person qualifies as an elec-
tronic signature. If the user-ID is
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Figure 1
Definition of electronic signature

User name | Carol Smith

Password | s

chosen to match a user's full
name, it complies with the require-
ment to show the user's printed
name along with each signature:

“A code (such as 34588) is not a
printed name. If the user id is, in
Sact the user's full name, then
when printed, the userid would
meet this requirement because
the userid and the printed name
would be identical.”[4]

What is a Digital Signature?

In the previous section, an elec-
tronic signature has been defined
as the electronic equivalent of a
traditional, handwritten signature.
Digital signatures expand this con-
cept by applying cryptographic
methods for authentication of the
user and integrity of the record
accessed by this user. Generally,
digital signatures imply the use of
personal and public encryption
keys. An author uses his personal
key to protect the document that
he created (by encoding or
“scrambling” it using appropriate
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encryption software and his per-
sonal key). Once encrypted, the
protected document can only be
modified using this personal key
and read by anyone in possession
of the public key of its author. The
encryption keys provide evidence
that the document was really writ-
ten by the stated author and pre-
vent falsifications of the docu-
ment.

Digital signatures require addition-
al registration efforts with public
agencies to obtain personal and
public encryption keys. In addi-
tion, encryption and decryption
software is needed to access and
protect documents.

The FDA does not require digital
signatures for signing electronic

records in so-called “closed sys-

tems”.

Digital signatures are mandatory
for environments that fall into a
category classified as “open sys-
tems” by the FDA. Whether a sys-
tem is considered “open” or
“closed” depends on who controls
access to it and who is responsi-
ble for the system's contents.

Open and Closed Systems

The FDA defines different mea-
sures for so-called open systems
and closed systems. The controls
are more stringent for open sys-
tems. In an open system, record
authenticity, integrity and confi-
dentiality have to be ensured by
applying cryptographic methods
and digital signatures. In a closed
system, procedures and controls
must be in place to ensure authen-
ticity, integrity (and, when appro-

priate, confidentiality) of electron-
ic records when creating, modify-
ing, maintaining, or transmitting
electronic records.

“Controls are any measures taken
to ensure record and signature
trustworthiness and reliability.
Some of those measure[s] may be
procedural, such as physical
access limitation, and others are
more automated, such as imple-
menting audit trails.”[4]

Definition of a Closed System

“Closed System means an envi-
ronment in which access is con-
trolled by persons who are
responsible for the content of the
electronic records that are on the
system.” (11.3.5)

Today, a pharmaceutical laborato-
ry is typically considered a closed
system under these definitions.
Regulated laboratories have strin-
gent access control mechanisms
and operating procedures in place.
They are in full control and fully
responsible for the records they
maintain. A regulated laboratory
would potentially fall outside the
category of closed systems if its
its records were stored and trans-
mitted on a public network not
secured by the company's firewall
implementation. The location of
an electronic record and who con-
trols access to that record deter-
mine whether a company's net-
work is to be considered an open
or closed system:

“You have a closed system if the
record is on your firm's network
and you control access to that net-
work, even where access is

through public telephone lines or
T1 lines. The system is open, from
your perspective, if your record
resides on a network to which you
don't control access. If that other
system is run by a contractor, but
you are responsible for the record
itself, the system is open.” [5]

Consequently, implementing a
chromatography data system or
analytical data management sys-
tem in a regulated laboratory
requires a combination of proce-
dural controls in the laboratory
with security functionality inher-
ent to the data system and its
underlying operating system.

Necessary Control Mechanisms
for Closed Systems

The control mechanisms that the
FDA requires for a closed system
should guarantee that an individ-
ual should not be able to readily
say that:

¢ he or she did not, in fact, sign
the record,

® a given electronic record con-
taining the individual's signa-
ture was not, in fact, the record
that the person signed, or

¢ the originally signed electronic
record had been altered after
having been signed.



Requirements for electronic
records

How Agilent Technologies helps satisfy the requirements

® The systems used for the creation and
maintenance of electronic records
must be validated.

]

The Agilent ChemStation family of products is validated during design and ships with a
declaration of conformity to the internal quality processes at Agilent Technologies.

Agilent Technologies offers additional validation services for installation qualification (1Q),
operational qualification (0Q) and ongoing performance verification (PV) for hardware
and software.

® System access must be limited to
authorized individuals.

The Agilent ChemStation family of products ships with Microsoft Windows NT and takes
advantage of NT's inherent user access security capabilities. File access privileges can
be defined on a per user basis for data files, methods, sequences and results regard
less of whether they reside on a client or a server.

In addition, the Agilent ChemStation database system employs user level access security to
an Oracle® database used for results organization.

® Secure, computer-generated, time-
stamped audit trails must be used.

Agilent ChemStations allow storing raw data, methods and results in a checksum protected
binary register. Method history information including a time-stamp and operator name is
automatically appended to this register. Transfer logs automatically document data
transfer activities in a network server configuration.

Operational system checks must
ensure the system is still fulfilling its
intended purpose.

The Agilent ChemStation includes installation verification and ongoing software verifi-
cation functions that execute tests and reports testifying the integrity of the system.

® The system must allow the creation of
accurate and complete copies of the
electronic record in human readable
as well as electronic format for
inspection and review by the FDA.

This is achieved using standard archival tools. The Agilent ChemStation can automati-
cally store a copy of the acquisition method with the acquired raw data.

Additionally, in a networked environment the automatic and traceable transfer of
methods and raw data from Agilent ChemStation clients to secure file system or an
Oracle database on a central server with user level security provides increasing
degrees of security and control.

® Electronic records must be protected.

At the operating system level, use Windows NT file system security to protect integrity
and confidentiality of records stored on the computer.

On standalone Agilent ChemStations, use the binary register to reliably document and
reconstruct analysis results on the local PC at any time.

In a networked Agilent ChemStation environment, sequence, method and data files are
automatically versioned and protected on a central server running Windows NT Server.

When using results organization in conjunction with a database, raw data and results
are protected by user level security on the central server running an Oracle database.




Implementation Plan for
Electronic Records

Implementing electronic records
and electronic signatures in the
regulated environment requires
process and behavioral changes.
The implementation should be laid
out in steps.

The implementation steps with
Agilent Technologies’ chromato-
graphy data systems running
under Microsoft Windows NT are
explained on the following pages:

Step 1: Implement appropriate
security controls and procedures
in the laboratory

Step 2: Configure the Agilent
ChemStation for electronic
records support

Step 3: Configure network exten-
sions for electronic records sup-
port (Agilent ChemAccess)

Step 4: Add Oracle database
extentions for automatic and elec-
tronic results approval and stor-
age (Agilent ChemStore C/S)

Implement Appropriate
Security Controls and
Procedures in the
Laboratory

¢ Set up NT account system.

¢ Define and use NT user poli-
cies.

¢ Define and use NT security
policy.

e Configure an inactivity timeout

¢ Define and implement pass-
word implementation policy.

The first step requires an evalua-
tion of the current procedures for
system access, record creation
and modification, record signing,
and record archival. The first step
reveals which user groups exist in
the current organization and what
responsibilities and privileges they
have. These responsibilities and
privileges then have to be mapped
into appropriate account system
and security policies on the com-
puter systems. Individual accounts
must be set up for every user who
needs access to the system. Each
user requires a unique user-ID and
a unique password. Shared user
accounts or passwords that can be
easily guessed are unlikely to be
acceptable to an FDA inspection.
Groups of users with similar
responsibilities can be assigned
group permissions on the system.
Standard user groups configured
on Agilent ChemStations are for
administrators, chemists and ser-
vice personnel.

It is common in the IT environ-
ment to mandate passwords that
are at least 8 characters long and
require a combination of letters
and numbers. Windows NT sup-
ports a technique called password
aging that will expire user pass-
words after a defined period and
will require a new, different pass-
word for the user.

It is advisable to implement so-
called NT user policies. NT user
policies assign user profiles and
secure user directories to each
user and can be used to simplify
the NT desktop by restricting
access to only the programs that
the user is authorized to use.

Since Agilent ChemStations typi-
cally run in unattended mode, for
example, automated sequence
mode overnight data acquisition, it
is advisable to set inactivity time-
outs on the NT desktop. This will
prevent unauthorized access to
the computer system while the
operator responsible for the unat-
tended session is away. A standard
operating procedure for securing
unattended computer systems is
highly recommended.

When step 1 is completed, the pro-
cedural controls required for elec-
tronic records management in
closed systems are in place.



Configure the Agilent
Chem-Station for
Electronic Records
Support

¢ Tie into NT account system
security.

¢ Enforce data security and trace-
ability with the GLPSave regis-
ter.

e Modifications to the method are
tracked in the Method History
Log.

Under Windows NT, the Agilent
ChemsStation can be configured to
retrieve the user-ID of the current
logged-in user and store this as
the operator. The Agilent
ChemStation operator name is
automatically stored in the data
files acquired by the operator.
Changing the operator name then

Rewview Options: Instrument 1

Acquired on 4/19/94 7:44:14 AM

 Review Options
| ¥ Load GLP data
v Generate Original Beport:

[ Print Original Integration Results

| T Print Onginal Quantification Results

requires a new logon to Windows
NT. The advantage is that all sys-
tem access is validated by the NT
operating system. It is not neces-
sary to rebuild the account system
in the Agilent ChemStation.

For the data acquired by the vali-
dated operator, data security and
traceability should be enforced by
enabling the secure binary register
storage option of the Agilent
ChemStation method.

This option stores chromato-
graphic signals, spectral data, inte-
gration results, quantification
results, instrument performance
data and data analysis method
details in a binary, checksum-pro-
tected register. Additionally, a log-
book entry testifies that the binary
register was stored. Using the
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Figure 2
Review GLP data

appropriate review function,
results can be reconstructed at
any time.

Modifications to the method para-
meters are tracked in a method
history log that stores the opera-
tor name, a computer-generated
time-stamp and an optional com-
ment of the operator.

When step 2 is completed, the
automatic access verification and
audit trail elements for sequences,
methods and data files are in
place for a single Agilent
ChemStation.



Configure Network In workgroup based laboratories keeps secured and versioned revi-
Extensions for Elec- with an existing network infra- sions of sequences, methods and
tronic Records Suppon structure, distributed computing data files.

(Agilent ChemAccess) can significantly enhance the

information flow and reduce the When step 3 is completed, central-
¢ Implement security privﬂeges time that it takes to admin‘iSter the ized administration and raw data
for each chromatographic systems in the lab. The Agﬂgnt security are in place for a labora-
instrument in the laboratory ChemStation extension provides tory workgroup.

lab-wide status and can centrally
store the sequences, methods and
data files acquired by a workgroup
on an NT server. The system

e Store secured and versioned
raw data centrally
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Figure 3
Agilent ChemStore validates the currently logged-on user
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Figure 4
The Operator designation of the Agilent ChemStation is protected by the database extension



Add Oracle Database
Extensions for Auto-
matic and Electronic
Results Approval and
Storage (Agilent
ChemStore C/S)

e Use first pass data review and
approval to electronically trans-
fer results into the database.

e Second pass data review in the
database, for example, by a
supervisor).

e Approve/reject results from
within the database.

¢ Assign reanalysis tasks online
to a specific operator from
within the database.

Authorized users can use the
batch review function of the
Agilent ChemStation as a first
pass data review of acquired data
for result accuracy. Data that pass
this first review can be automati-
cally uploaded into the database.
The relational database allows
results organization of all chro-
matographic data acquired by
Agilent ChemStations throughout
the laboratory, including chromato-
gram and spectra graphics, and,
optionally, binary copies of the
raw data.

A user-level security based net-
worked Oracle database extension
to the Agilent ChemStation can
then be used for a second pass
data review, including tabular and
graphical result visualization and
optional trend charting. Data that
passes the second review cycle,
can be approved automatically by
authorized users of the database.
Data that do not fulfill the quality
criteria can be flagged as “reject-
ed”. Rejected results can be
assigned for reanalysis by a speci-
fied operator. The batch data to be
reanalyzed by that operator is
downloaded to him electronically.

After identifying and taking appro-
priate action to fixing the problem
by a reanalysis step (for example,
by reintegrating the chromato-
gram), the revised result is
uploaded automatically to the
database as a new revision of the
analysis result, keeping the origi-
nal revision in the database for
traceability purposes.

When step 4 is completed, a lab-
wide electronic record system is
established for the chromato-
graphic raw and results data.
Results data is organized in a
secure relational database based
on Oracle.



Frequently Asked Questions

What happens to the electronic
signature if the respective
employee leaves?

Industry representatives worried
at first about the possible implica-
tions of having to maintain elec-
tronic signatures in a system over-
time, taking employee turnover
into account. The following expla-
nation by the FDA shows that the
user account capabilities built into
secure operating systems. for
example, Microsoft Windows NT
can be used to satisfy the require-
ment.

“It should be easy to link the sig-
nature to the record so that folks
can't copy the signature to falsify
an electronic record by ordinary
means. The link must be retained
Jor as long as the record is kept,
Just as a handwritten signature
stays with the paper, long after
an employee has departed a com-
pany. A user id/password can be
removed from a current user
database, but still be retained in
an archive for purposes of this
section.”[4]

When an employee leaves the
company, the system administra-
tor disables the employee's user
account, to prevent misuse by
another user. The electronic
records already associated with
the departed employee's electron-
ic signature are not invalidated.

Do we need to maintain old
equipment over the record
retention time?

Does this mean that companies
who standardize on electronic
records will have to maintain
obsolete systems for accessing
electronic records during the
record retention period? The
answer is “no”. The FDA does not
require maintaining obsolete
equipment as long as the electron-
ic records are fully transcribed
from the old system to the new
system.

Suppliers of analytical data man-
agement systems must provide
viable and functional migration

or upgrade paths for equipment
reaching the end of its useful life.
Agilent Technologies has a proven
track record for backwards com-
patibility. Current Agilent Chem-
Stations control HP 1090 liquid
chromatographs manufactured
since 1983 and equipped with the
appropriate firmware upgrades.
Current Agilent ChemStations
import data and spectral libraries
generated on Pascal ChemStations
since 1986. Agilent Technologies is
committed to continuous, non-dis-
ruptive innovations in the analyti-
cal laboratory.
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