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1.1 NAM 43

NAM (Network Analysis Module) J& 4% 7 AT B 1) PR, & H3C A w|{E MSR &
HU e A% BT R I S I R & o AR NAM Ful,  FH P o) DR 48
FH 88 TR T A IR B AT GE VR4, kI 2 4 1 0 SR 4t o 8% 22 4 I 55

NAM 44 MIM-NAM 1 FIC-NAM PR, MIM-NAM 71 MSR 30 Z 41 #% s
A, FIC-NAM 7E MSR 50 Z 411 1 8% L f# .

NAM B ML 1 AN EHI GE LI, 24N USB #2105 A4t 80G fifi A7
fifg % 1F] o

MIM-NAM [ AR G~ B s

E1-1 MIM-NAM ER

FIC-NAM (1T AR i~ B 7«

QAP

1-2 FIC-NAM HE#R

NAM HI T W42 o ch 28 It &, o 13 ol 23 70 0 4% P A9 R B EL (R 0 6, A4 Y
Internet I TH I i #2522 I I P25 VA, A2 A NAM BERE SRR oA 4 THI TR0
Kt , A H TR RN R A 1) 9 4% A R A T Al R
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o SCEEXT ML EMR IS E T

o IERIFRIMI T ECE, SCRFEEALII AT A R A

AN, NAM RHIZEAR D RE + 3 1H 1075 20, Dy hBeinl 3™ s gt 7 s i fkps, thol
B AL R SR TR

1.2 NAM Rz 48

NAM i P2 L 00 0BT R 260, ZUSE I B T 2 10 L AR 00, 3 B T 2
FIL B SN TR 7 5 R 4 5 I A B T DU NAM (LA DU ok
2 25 19 24 1 2 2 P AR

o BRHTESVTRBR — — FRIE S 1 P T

o RTERLG T SR S

o FEIRNE R R L

o AR I PR R 0 I

o WML Sk AN AT, B, A

1.2.1 BHBR=RE

H R A B R T, R R WA SR A, A Bl PR 1P R SCEAT 8
BARERAFUTEREAT B NAM BPETT DURCE B %, R s 4% 0 Rt i iR
B NAM R, S aEAT I s 1) 0 28 00 6 0 A B (S U o

1.2.2 méguu.iiﬁﬁ'
NAM SZEEC 48 i =N TR B L v . B RESRICENLIN A FR. MAC Huhkag, IP
Hohik, NAM ghaext iz ENURIE BRI =T 400 .
NAM B DLGETH I M 44 i i ih: 4 i IP 4 4% i . TCP/UDP s . il
IR, NAM SER i s BT A B LR 04, TE A B infs &, B45: TCP/UDP
WS~ ENIRAERGE R v R DU = 0 A 1 Dl

l

1. R-J-II_. IJILEEI]é}E-H_

TP IE R ) ST, P ERESZ P, &2 s 1P
IPX. MW JZEY FTP. HTTP &5,

2. 3% IP B RERSRIT
RIE TN 1P 2 A% B i R A
3. TCPERERE. UDP REMSIT

(1) AR TRRERIRAS TCP i, LAR SRR i N A i
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(2) I L5 AR UDP i

4. ¥f TCP/UDP BR 5 B9IR 51

g S WL 7 W B A P 1, R RN RE K TCP/UDP %5

5. MRERFZE EHIIR S

P EHEAME RS, 135 Microsoft Windows.  Unix/Linux 255 FHH4E R 45
6. X it 1B B it

FHLIRIR . SRR

7. WRESHIFRAFEIT

A CENVSG R T A AR AU R D R — 2w e (ESH
7 W WL 5D 12 A

8. X IPRENHIFRBIFEIT

TCP Fl UDP i &40 -

1.2.3 MK E mis

o 20 1 AR T RIEATIRBE I 8 DR 75 0 P00 B O 8, T L
TR R FRESL, 3R HRTE & AT IV B0 E WL LA £ 76 NAM
L4300 LT T RE RO LA b, R BERT LRI LA T LK R 1

1. EH AR ERR

NAM 7T BB 10 2 T 10 T P 135 - DA 5 L 0 S L

2. lRFHEIRECEFEH

T 3o M 47 9 5 v 25 Tl R 55 PR AR SCBOR AR L, R I 1 SRR I i, T LAAH7
X 8% H 1) B B P T 2l 45 I A 15 L

3. XL

WS A RR I, T LR IAS BE 5 009 2 I A P A E L, ) 4 e IE AR A
I TCPIP thif, ML M%7 IPX. AppleTalk 2503, X EEP R HAAE
WAL, = — ST, TR 4 Tt
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M A R T SIS DG, 7T LA BT I 2 o TRl B T B R I 4% U 1Y
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1.2.4 MER RN
W 24 22 4x L4 Wk I 2 B D B ORI I ) Bl — o GBS OUR W 458 11 22 A e JR UK
TSP AEAE IR o T 2 AN TG 2R, ENLE RARAEAESR S, RS
el B, Mg AR AR IR 190 48 T2, 0T 9 26 o 1) A = AL it B
NAM I it %o 19 8 2 A (RS I, v LR IR =2 H ARS8 10 =LA Ah S5t 4
AL, O R A P B SR BB ) P 95 It i (AR 4
NAM BEA I ) 224 Y T E 5 «
o Ui IFIH (Portscan) il
o KL (Spoofing) il
e K (Trojan horse) Hiilll
o IHZRSS (DoS) Hratikill

1.2.5 MERIMILEMKI
X 45 [ R A D 40 A8 T B S O 0. RIS UL R, AR S SN MR R,
T 2 0 100 23 AN 25 B RO T B 540 ) S 3850 7 5 R 2 . NAM T 3ok o) 190 4 7 e () 23 b, T
DAL B A A N 2%, B 70 o i AR M 2%, AT A R 28 P RE AN BB
NAM BEER K 190 2 AN 25 BEATE FH AL 35 <
(1) TR 2 s, D I 2% 97
WO, Mt S EWR, WTLURIL NS TE M4 2@ S HhsL, i IPX
&,

F4h, OSPF. IGMP 57 B — e yu Bl AT A R R FE/EH - NAM I 82 B
i, JELAE AT I S U B R E M R IR BN . g
P GRS 0 H7 14 485 R BRI R 8 it % RS s IR B 80D Rz I 2% v 18 T 280t

=)

Ho

(2)  PUNICRIIALE I PR 2%

FEMZE R, Dy TSR FPEhEe, AT AT 2R IR TS s BRI,
SRR S5 A AL DNS MRS5S, i 3OA A IR 55 A3 IR H] WINS JIkS5 . NAM R] LA
SO IR A, Dy AR H B L BRI UAR DB AR e

(3) VUNZ AR, T M TEH

FERIZE R, 3 2 1 EACEERE IR D BN R, b 2 IR, T 4 5t
o NAM RTLLSR UM SOERRINRE, 0 Mg 2 & B s B AR S % .

(4) fitkish

NAM A LLEREL ICMP H5E [ia) 71 SRR A I 199 2% rh RO i o D0 55 47 L 53 T AR 93X
A R A 45 1R
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(5) Mtk it
NAM A DA B U 5 il AT I A ORI . 100 255 457 I D AR A S S B 4h v DL 23
stk g5 45 (DNS. DHCP) A7 & /A HE, JRE HE i 4.
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F2E ZIRIEF

2.1 REMEE

SR 2-11 s B INI H - i OR 2NAMER P B E - &

FT2-1 REINEMIA
I3 R AR AE

R B o 2 1 PO NAM AR o
O, A& oa .
R e NAM FBOE 7T S A I RLE (B4

NAM Hb 85 )z A . NAM EHLERAERCAS |
NAM EAR NAM BAFRRAD

R A IRRE Rl i f i, Ao
ZgH%.

e rh

PC L7504 T I AL SRR AL B 1P 3o
e PCRT 9k T WU B IR,
IE 6.0,

PO, Ao,

PC

A B =AM iR im L, 222 NAM BRAFIR 24 B4

LK

NAM 344 691 AR T o4t Rag R 68. 128 NAM S AF0T, 5 #AfR%&E £ A
W % 4 T EFEITRE.

2.2 BHREMEZR

AR :
FEZ% MIM-NAM 343 Z 7T, 5okt Zeg &k,

2.2.1 &% NAM E1iy

Fi NAM FUAR SE A3 A\ i 125 1K) NAM SURSEAE [ o
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2.2.2 %EE NAM HiRF0 PC

NAM FHCF PC A DAIE AT X2 %, o] DU PR, o NAM B 1 LA
KA PC ECE IP #uhk s, HE PC A NAM Hb g i nlik, Binf7e PC it
IE 17 1] NAM &4

2.3 NAM Byf5 AL &

J e IR IBMTEAEZ JG, B NAM S Rens IER S I i ThRe, s 2nt
B F NAM S AF T — 815 8,
2.3.1 EENAMEETR

HIAPC H 3R T IPHuhE 2 J5, 1§ FHPC L IEN] %281 il http://192.168.0.1. 1EH]
YA NAME K E H, W 2-107R.

AR

NAM AR W 244 P24 1 69 1Ptk b 3% B 2 192.168.0.1, ##%% 255.255.255.0.
LIP3 e 8 SENAME B 0 @ 4T B, FH4A02.3.2 Bt ENAME) A 3045 0 Fof 38
O |PRuAE,

A 192 168.0.1

=

A\
) o
futhentication
APE . |ﬁ admin v|
L (F) k| |
[ 1HEtEFHIERD R)
| mE || Eu

E2-1 NAMEREO

EYNEE R 44 admin #1258 admin, JEA NAM & #70H, WK 2-2 k.
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NAM About [ NAM ]

[NAM

ZHART

I

Configuration »

NAM »
About

MNANM Web Management Interface

Version: 1.00

Copyright{c) 2004-2006 Hangzhou H3C
Technologies Co., Ltd. All Rights Reserved.

Screen: 1024 X 768, Task bar cannot be hidden
automatically and explorer tool bar is in big icon.

E2-2 NAM ECE TR H

2.3.2 FLE NAM BIERIZOFIEIRIZED IP sk
NAM AT (42 R 5 Bz 1o R 5 100 4% 1 4 HEA T B0 A8 T I3 10 ok e 11 o

LR

o T IHET A, WwREAMSK NAM A3 IP dik, I IP ik KiAH
192.167.0.11; 4R EAMSK NAM ¢9F 320 P dik, Mk IP ik Bk A
192.168.0.1

o NAM L5354y 383474038 X L4948 T 693 AR 4 A3 IP #odk 35 & 33 £ 5 NAM
HATHIE R A 9450 89 IP 3hib ARk h X B4 1P dbik, B, HMEZFLEXRHE
LEEATS NAM AR 6945 1 6933k, FdeiX ANk A B X BE IP sk Az . K
Ho |P Hohb oo KR IP M3k AL TR — W, M LEAIAAS R A 22 IP ik it
FR—ME,

ik SRR I [Comfiguration/NICs IP Address]s 535, B Al 3k fic B NAM A # 11
AVE B IPHUIE T, W&l 2-3F77.
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NAM Configuration > NICs IP Address [ NAM

(NAM

Configuration »
Metwork Interface
NAM Y|P address ]
About ask meEEHED v
Metwark Interface IF Address Mask Cescription
ethi 192.167.0.11 265.255.255.0 Internal mirrar interface
ethl 192.168.01 2552552550 Metwark administration interface

E2-3 NAM &2 P Hbhit AL & TUmE

FEUTI 7 T LARCE NAM KA R ORI B 1P, LB 45 KA 0T R 05 iR
fr EE A 7R
BNIE ) 1P Mk, RS IR, di<Apply> 28R T SE R E .

)
152 NAM ¢95 220 [P &, 65488 |E R 3247 P 3B E 4 IP dbht F st B R B &
NAM.,

2.3.3 REERZH

1R :
BB R P A4 A B3 A admin, BB ARBRRE, LB EBRREL,

ok ST P ) [Comfiguration/Web Admin Password]s #LI5,  RIAT3EN & sk %6
WCE M, WK 2-4FR.
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NAM Configuration > Web Admin Password

[NAM

MNewr Password: | |

NAM ¢ Caonfirm Password: | |
About

Configuration »

E2-4 REEREDIE

B PIEETI S, i <Apply> {241 BI W] 58 AT .

AR
REHGERERGE, BRANAMEEZT @O, 2RBERT 0. RARAIK

&
EOEATRETENT—F.

2.3.4 SNMP S¥ L&

NAM 75 2t SNMP BRSUORECE B h ds e D i 8618, SNMP AKX S50
JRBCE IR, A RENC BB 3 O R BB
. A FI[Configuration/Traffic Mirror/SNMP Preferences]z #.aii, BimJ gk A
NAM #cff- SNMP Sl & 71, 4 K s

“SNMP Protocol Version” >4 SNMP WX kA, HETH SR v2e;  “Remote
SNMP Agent” i NAM B d1 2301 GE ) 1P Huhl; “Read Community "1 Write
Community” 43751 g % HH 28 C & () SNMP 352815 B4A 7,

NAM Configuration > Traffic Mirror > SNMP

| NAM

Configuration »

| SNMP Preferences
NAM ’ SNMP Protocol

TOTOCO!

About Lersion SMMPy1 (& SNMPyZe  SNMPY3

Remote SNMP Agent | |

Read Community | |

Write Community || |

[ save || Reset

[El2-5 SNMP B E1H
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235 BHFREAORESREERE

e BB R EBOAAKEA TEIE, NAM BPHmE SNMP B3SO & 4% s 4% 11
FEBLS ] NAM 80, A Rext i i s D i s A T 00T o

# ik S Y [Configuration/Traffic Mirror/Mirror Interface] 32 S5,  El af #F A
NAM BCPF i ds 82 i G & oL, a0 N B TR .

“Traffic Mirror” #f#) “Enable” 1 “Disable” 7> #l& R {ffig sk - EHi%R. X4
LR RE IR E BRI, NAM AR H - B 0 i &2 5 R 1 U5 R NAM AR
FEMREAT 5 KA M 8 MR BAS L B BRI, NAM SRR S B oy, IR
A OB B R B R U 1, AN FEXTIES 28 B L IR R T B R

“Mirror Source Interface” e %R & T vl AT IR BRI 3 1s AL i
NOHCEREBG I P T DURYE 7 208 Aoy R p i LR B 4,
A DL A A2 b i VA I 3 2 .

“Mirror Destination Subslot” 24 NAM SAR T /ERIREAL S, HAT IE A 1 G B %A A7
5, NAM BPEA fig IR 1 0 5 % b 24 L .

AME BT G, ih “Apply” $EHL 0T s AT R AR A I E R T B
AT

NAM Configuration > Traffic Mirror > Mirror Inte
[ NAM

Configuration »

Mirror Interface Configuration
NAM »

About Traffic Mirror @ Enable O Disable

Source interface Update Selected source interface
Ethernet2/0 ~ GigabitEthernet0/0.1
Ethernet2/1 GigabitEthernet0/0
Ethernet2/2 3
Ethernet2/3 p

Mirror Source

S Ethemet2/4

nterface
Ethernet2/A
Ethetnet2/®
Ethernet2/7
Ethetnet2/8
Ethernetsd ~

Subslot

E2-6 FEaF0XHA NAM BRETTE

2.3.6 BzhFnxiE NAM x4

B U I [NAM/ADministration] i 5300, - RITRTE ANAMBAE IR 5 30 405G 4] 5
ffl, WiE 2-7frR.
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2T RS

NAM NAM > Administration [ NAM ]

Configuration »

NAM
About

>

[NAM

MAM Application

AN

w

MAM Action @ Startup O Shutdown

Apply
Application State
MAM Running

E2-7 BshFnKiE NAM 44 5THE

ST NAM #4444 PiFh: Startup AT Shutdown . $UATIX P RHEVE S, XT M NAM
BAFREAIRA 2510 Running F1 Stop. NAM #4424 1 IREE A IR AW AE R J7 52

WoR.

2.3.7 ¥TFF NAM =00 mE

H A4 HTTP A1 HTTPS B A 7 2ok 5 7] NAM W2 T T

B SRR P A INAM/Monitor(HTTP)] 2 [NAM/Monitor(HTTPS) S 835, Bl AJ #E A
NAMIR ¥ U Thl, W] 2-8f17.

NAM

About  Summary AllProtocels 1P Utils  Plugins  Admin

Global Traffic Statistics

El2-8 NAM 4 M=t

2-7

Name Device  Type Speed Sampling Rate MTU Header Address IPv6 Addresses
Network Interface(s)
ethd | eth0 Ethemet 1} 1514 14 1921671110
ing Since Wed Apr 18 22:57:11 2007 [22:58:40]
Active End Nodes 2
Oetho
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NAM P2 GO SR A 7 25 (SRR, g A5 0 4 B B3 A 7 45 Tl 199 208 A B R Y 258 45
REE, HIMAE B SR G WL AR A I 0 £ A AR
RIAF3R K IIAE. NAM 4% BT (1R HARAE T 2 WA SCR = Z (AR N 7
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3% ALEIRM

3.1 NAM =ZF@mE

FEAT ] NAM [ RE, P44 45 BE 53 ] DAY 5 25 B e v S sk e v s AT 43t
TICEA 2 NAM R 48 R Ge vk S
3.1.1 FRmE#hA
NAM FE [ A7 = # R 48— (R XU, 28T 18] 3-1.
NAM .
T T T TN N R T T T @
Network Traffic [All Protocols]: All Hosts - Data SBentHReceived @
it || 0 @ | |||.¢_.|u,,.- a1 | P il
I__.-1“".“I:I:'m'|m Dasivimds .!;1.:;@1! ANHY A |-|I III. Ak Ud,-IH.II P | ol Hesdthaia m.: IMT. rw.ll l“lun (L]
T T LIALT L TIT IE AR
S g mm i il il

@: Fuu Logo.

@: HEeEE: A THATREGNAMBER @ ANAME E R @, #mil i S ILA 3-1
®: LA e9ARAL,

@: et ATUHRLTREE TN,

®: RTFE: NAM F e ey 24k, AT R T NAMIRE SR NAM BL B R,

® b BEAE PRk, R BIFEIRIL A K T R RATHES

E3-1 FmEm &R

: HAE Y

#*3-1 DiREsRAIRA

About

I RESREA TR FIR LEESLLE]
What is NAM A NAM LA ThAE

Show Configuration

7R NAM 4 e DL J g e
HHAE B

Risk Flags

1B ABSAR TR 1% S

About NAM

NAM S A i3 1

3-1




H3C MSR £ 4 NAM W28 4 Tkt B =

o 3% BCEIRM

Thae

REI

T

LEPSEL

Summary

Traffic

TR A7 Ll o 7 1)
GIRERiNRIOEEPSN

Hosts

WA ERT EHUEE, 5057
DL #ROSCh AL B R, (A
I AT AEE T VLAN R
AR ENGEE . Fir K
B, BRI R,
JPAE AR PR A v 2 P 7
ZHE R

Network Load

AT 32 B2 BRI
12 O [ 48 47 31

VLAN Info

St R T VLAN 4§
TR ER RN

Network Flows

S B R T Host Last
Seen FEAI 7 E 2 R
JIOU) By A

All Protocols

Traffic

SRS T AT PR K
RO, WP AL
BIEANFEWAR S DL

Throughput

SRS R T A X
(2 B O, AR ETAT &
GINEY-S= Ik Ve S T

Activity

SRS R T A X
FRI P 2535 B A L

Summary

FEE G b N 2 LA
JS§

iR A BRI AR 9 25317 £

IP Traffic Directions g
Local LS AL o 5, TCP &4
PLA ENUEAE R S5 D
Data Dump SR H
Utils
View Log BEHE
itk NAM dgef5 — IR R A
Host Last Seen B WL I
ICMP Watch itk ICMP 13015 B
NetFlow W AEFNS3Hr NetFlow 4573
Plugins PDA IO 24 10 4T B 5 15

Round-Robin Databases

RAFANE G g A &

sFlow W04 41 NetFlow $173C
All b BoR SRR
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INRESE BRI FIn =B
Switch NIC P4 284 1
T NAM REHBCE, W
Admin Configure TWIHBIBLESE, ST

MESH, URZeH

Shutdown F 1 NAM

JREEBEAT I A, LA ESR R AN EIE o

3.1.2 mEFEEBR[Summary]
A4 SC, R AR BN A AR BB 20, % NAM B T A {5 BT,
WA CFTREGE . EHUE R S OURNR 2 A i o .
1. REIC 2R m[Summary/Traffic]
PRV S AR B AR L R R B M R R R g RS

(1) NAM W8 0014 &
NAM IS £ 8 3G BB 11 (eth0) FEH3:11 (WiNetFlow-device.2) , 1K
3-27R. FARIPHE BoR T8 N DR E TS L E.

AR
NAM 3569 4p 383 0 69722 MSR A %)% % 28 GE 0 ¢4 n=.

Global Traffic Statistics

Name Device Type Speed Sampling Rate MTU Header | Address IPvi Addresses
ethd etho Ethernet 1} 1814 14 |192.168.3.152
Hetwork Interface(s) 8 8
MetFlow-device 2 |MetFlow-device. 2 | Ethernet 1 1614 14 19216800
MetFlow-device 3 |NetFlow-device. 3 | Ethernet 1 1514 14 19216800

test
Sat Mov 25 10:46:17 2006 [10:42]
113

Local Domain Name

ing Since
Active End Nodes

Eethe
B NetFlow-device.2
O NetFlow-device.3

&E3-2 Global Traffic Statistics
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(2)

NAM 7 )R A 1R A B

Xteth0 £z R SCEETE 7 AR RS f Ty 50 SRS/ 3-3F7R. i
i “switch” E8z, wl DUAA FALRE D4t

Traffic Report for "eth0" [switch]

Packets

Dropped (libpcap) 0.3% 36
Dropped (ntop) 0.0% 1]
Total Received (ntop) 10,796
Total Packeis Processed 10,796
Unicast 70.9% 7650
Broadcast 23.9% 2582
Multicast 5.2% 564

Hunicast

W Eroadcast

OHulticast
Shortest 42 lnytes
Average Size 175 ytes
Longest 1,514 kntes
<= 64 hytes 381% 1116
64 to 128 bytes 47 5% 5132
129 to 256 hytes 1.3% 142
257 t0 512 ytes 3.2% 345
513 to 1024 bytes 21% 224
1025 to 1518 Intes 7.8% a38
> 1518 bytes 0.0% a

<= 6e

W= 128

<= 256

O<= 512

O<= 1024

O<= 1518
Packets too long [> 1514] 0.0% a
Bad Packets (Checksum) 0.0% 1}

[E3-3 eth0 ZFAMRXIER

Steth0 B DI LT HE 2G40 iy TTLRVE R, Sl — B () i s, sl
<IN [ P AT < 05 W = s WO 8 i st P S N N ) IR TS

Ko
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Traffic

|Tuta| 21 WB [10,796 Pkts]
IP Traffic 1.9 0B [1.9 MB Phts]
Fragmented IP Traffic 01[0.0%]
Non IP Traffic 191.5 KB

[mh

Wton 1P
Average TTL G4
TTL <= 32 8.2% ak4
32 <TTL <=64 49 4% 5,328
64 < TTL <= 96 0.0% 1]
96 < TTL <= 128 221% 2,390
128 < TTL <= 160 0.0% 1]
160 < TTL <= 192 0.0% 1]
192 < TTL <= 224 0.0% il
224 < TTL <= 256 0.0% 1]

O<= 32

W<= 64

D<= 128

Hetwork Load

Actual 15.8 Kbps 13.0 Pkisizec
Last Minute 8.4 Kbps 10.0 Pktsizec
Last 5 Minutes 28.0 Kbps 17.3 Pktsisec
Peak 160.7 Kbps 58.7 Pktsisec
Average 27.7 khps 16.8 Pkisise:

Historical Data

I,

(3) BRI At O

[E3-4 ethO #EFORIR BT

NAMBEX RS AR T E AT 702K, W 3-BFfse M AR P12 EEATAEIR
P AT AT BT FR) A s R P UL S P BT o P B
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Global Protocol Distribution

Protocol Data Percentage
TCP | 1EMB|247%
uDP | BEGEKE| 4.4% 2
P 18MB| 91.2% —
ICMP (1804 KB| 91% ==
OSPF| 357 kB| 1.8%]
(RIARP T45KB 38% |2
STP TAT KB 34% |2
Other 18.2 KB 0%
2.1 B e
W IcHP
1.7 1B ouoe
O ¢RIARP
1.3 MB OsTP
O oseF
365.7 KB O other
432.9 KB

E3-5 HismE

(4) #Fh TCP/UDP 3L 43 Aii 5 00,
NAMBEAN ZHI X 2> 2 R AN E I TCPIUDP WML, £F % MR ] B 43 ik A7 481 (& 3-6)
FIFRII, B T AR AR B TR (B 3-7)
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Global TCP/UDP Protocol Distribution

TCPIUDP Protacol Data Flows Accumulated Percentage [ Historical
Protocol View
1.0 E
HTTP 131 KB 0 %Y s i
0.
o0: 00 0z: 00 08100 081 00 02100 10: 00
W HTTR Mini 0.0 Max:i 0.0 Avg: 0.0 Current: 0.0
H
8.0 4
H 2.0 g
NBios-IP 76.5 KB 770 3.9% | & 3
= 2.0 | g
ool il TN 1T TN
00: 00 0z 00 04100 08: 00 021 00 10:00
B Heins-IF Mini 0.0 Max: 5.4 Aug: 672.Zm Current: 2.5
a0 g
SHMP THKB 96 0% | % . 14
& il #
1
o0: 00 0z: 00 08100 081 00 02100 10: 00
20 g
Messenger 2TKB 0 0% | % 10 9
00; 00 0200 04:00 081 00 0 00 10: 00
B Messenger Min 0.0 Max: 15,6  Avg: 107.5m Current: 0.0

[E|3-6 TCP/UDP MY B2 fIFER (1D

2.4 1B
Oother
EHBios-IP
1.5 1B
1.4 1B
Accumulated View
983.1 KB
491.6 KB
Q
200 E
g H
g 100 &
I
00: 00 04:'00 06: 00 08: 00 1000
mFTP Max: 156.3 Avg: 20,0  Current: 0.0
o HTTe Max: 0.0 Avg: 0.0 Current: 0.0
Historical View O DH Max: nan  Avg nan  Current: nan
O Telnet Max: nan  Avg nan  Current: nan
M HBios-1F Max: E.4  Augi ETZ.Zm Current: .8
Max: 0.0 Aug: 0.0 Current: 0.0
Max: nan  AUQ: han  Current: nan
Max: 12,5 Augi 12,3 Current: 12,0
Max: nan  AUQ: han  CUrrent: nan
Max: 24.4  Avg: 167.8m Current: 0.0
Max: nan  AuQ han  CUrrent: nan
Max: nan  AUQ: han  CUrrent: nan
Max: 0.0 Augi 0.0 Current: 0.0
W eponkey Max: 0.0 Aug: 0.0 Current: 0.0
O Messenger Max: 1E.6  Avg: 107.5m Current: 0.0
MNote.
o Wihatis a flow?
© TCP: aflaws is a TCP cannection
o UDP: aflowis a packet.
+ TCP flows are not accounted for fully (sender and recipient) remote peers,

[E|3-7 TCP/UDP B2 f1ER (2)

(5)  HLT ) TCP/UDP W3 2 A1 5
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TR 2 TCP/UDP P SCR H AEARHE ¥ i 1 2 T304
TCP/UDP W3 (38 A5 ity 11 ) 43 A 5 Dl b AT T

TCP/UDP Traffic Port Distribution:
Last Minute View

TCPUDP Port Total Sent Rewid
6003 6003 39 KB 20KB 2.0KB
6002 6002 39 KB 20KB 20KB
6001 6001 39 KB 20KB 2.0KB
=11 G000 39 KB 20KH 2.0KHB
CWsup 59949 39 KB 20KB 2.0KB
5998 5998 39 KB 20KB 20KB
5907 5997 39 KB 20KB 20KB
5006 5995 39 KB 20KB 2.0KB
5005 5995 39 KB 20KB 20KB
5004 5994 39 KB 20KB 2.0KB
5903 5993 39 KB 20KH 2.0KHB
5002 5992 39 KB 20KB 2.0KB
5991 5991 39 KB 20KB 20KB
5990 5990 34 KB 20KB 20KB
5089 549849 39 KB 20KB 2.0KB
5088 5988 39 KB 20KB 20KB
HO87 5987 39 KB 20KB 2.0KB
5986 5986 349KB 20KHB 2.0KHB
5085 4985 39 KB 20KB 2.0KB
5984 5984 39KB 20KHB 2.0KHB
5983 5983 34 KB 20KB 20KB
5982 5982 39 KB 20KB 20KkB
5981 5981 39 KB 20KB 20KB
5080 4980 39 KB 20KB 2.0KB
5970 5979 349KB 20KHB 2.0KHB
H078 8978 39 KB 20KB 2.0KB
5977 5977 39KB 20KHB 2.0KHB
5976 5976 34 KB 20KB 20KB
5975 5975 39 KB 20KB 20KkB
5974 5974 39 KB 20KB 20KB
HO73 8973 39 KB 20KB 2.0KB
5972 5972 349KB 20KHB 2.0KHB
Motes:

» sumf(total traffic per port) = 2*(total IP traffic)
because the traffic per portis counted twice (sent and received)
# This reportincludes broadcast packets

[E3-8 H-TFuh A TCP/UDP il BI 5> iR

2. W& EHLB91E 2 [Summary/Hosts]

RV S A A LT R

EEXFRXAIG O, NAMILXS&-Fh
geit, e 3-8,

IPHiHE. MACHE E 5 ] R Z% Ry v S5 A

SR, WK 3-9fk. it A Bytes/PacketsiifE, B LAy g I gE i =X

j‘]j’ﬁ?‘ Qf‘d‘/j’ﬁ@‘ﬁéf‘ﬂ‘ _[_z/]\"l_‘%ﬁ:ﬁﬁﬂ" i%/%é%d\yi%
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Host Information

Traffic Unit[Bvtes | [ Packets |

Host Domain| IP Address | MAC Address O‘“E('S':""" Bandwicth Nw Board Vendor Hops Distance |Host Contacts | Age/nactivity |AS
198.10.1.2 198.19.0.2 1] 1041 1 sec
192.168.0.200 P 192.168.0.200 | 00:05'5D:08:FE'B3 — D-Link Systems, Inc. 7| 10:43] 0sec
britige sp. treefosi route:00:00:00 01:80.C2.00:00.00 = Bridge Sp. Treef0S| Route 2| 10:42] 0 sec
192.168.1.57 192.168.1.57 = 1] 1031 1 see
“”“I‘"'E"”“““'nﬂi“ co., Md00:50:58 O0EDFC00:E0:58 = HUAWEI TECHNOLOGIES GO, LTD. 2| 1040 13see
224005 234005 I= Multicast 7[ 1038 2580
'“I('”“‘"V assigned address}:65:43:79 12:34:56:65:43:79 |: Laa (Locally assigned adoress) 1| 1042 0see
192.168.0.132 192168.0132| DOOFEZO000:03 | Hangznou Huawel-3Com Tech. Go., Ltd 1] 1015 3 e
192.168.0.60 @ 192.168.0.60 | DD:EQFC:00:AB:CD HUAWEI TECHNOLOGIES CO., LTD. 4 1007 3 sec
1aa (locally assighed addressy00:42:49 FEBCO0:00:42:49 Laa (Locally assigned address) 1] osec| 338
06:7: L 06:73.00:00:00:00 1] 0sec| 418
DC:33:00:00:42:49 T DCAFO0004 248 1| osec| 727
A8:C Ll AB:C 3:00:00:00:00 1] 0sec| 548
60:C0:00:00:42:49 ¥ 60:CO00:00:42:49 1] osec| @50
20:0F:00:00:42:49 T 209F0000:42:49 1| osec| 1018
1122 14.21 1] 10:23[17 sec
192.168.1.86 192.166.1.86 1] osec| 447
50:18: L 50:18:10:00:53:50 1] 0sec |20 sec
50:18:10:00:82:2F T 50:18:10:00:82:2F 1] 0sec 49 sec
50:18:10:00:6D:cC B 50:1510:00:6D:CC 1] 0sec |3 sec

5018:10:0048:7C 1] 0sec| 139
5011810001 CF2 1] osec| 215

E3-9 £HIER

3. W& f 515 R [Summary/Network Load]

S R R TN < A I Tz =53 i s . N =8 i N B b NI W% 53 R N =|
HIM 2% 73k, il 3-10F17R.
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Network Load Statistics

Last 10 Hinutes Throughput

5.0k %
o g
S a0k =
S fa
= g
S &
£ 30k -
o SO GNEUN E——
e
2.0 k
10:55 11:00
W throughput Min: 2.0k Max: 4.3k Avg: 2.7k Current: 2.1k
Time [ Wed Apr 19 10:53:18 2006 through now]
Last Hour Throughput %
g O i L1E
= ; ]
= B =
= ]
g 20k &
=
= L
I
oo ] L
10:10 10: 20 10130 10: 40 10150 11:00
W throughput Min: 0.0 Max: 4.3k Avg: B81.2  Current: 2.1k
Time [ Wed Apr 19 10:03:18 2006 through now]
Current Day Throughput § :
20 M £
=
= ]
= o
TN B
2 g
b= \
|
] 1 =
18100 0d: 00 05100
W throughput Min: 0.0 Max: 19.5M Avg: 64,8k Current: 0.0
Time [ Tue Apr 18 11:20:15 2006 through now]
Last Month Throughput g
R 3
. E
. B M ]
= =
= g
z 4m g
=
= 2 M
0 I
Week 12 Week 13 Week 14 Week 15
W throughput Min: 350.4 Max: S.4M Aug: B51.2Kk Current: 8102

Time [ Mon Mar 20 11:20:15 2006 through now]

[ Change Throughput Granularity ]

E3-10 MK HEFIER

M4 T A fIChange Throughput Granularity545% il LIE S A7 i 1 2 505 S 5
1, WA 3-11f017R o HARW] DABCE S A (R B . H5cdls BB IRIRE . 2508 3 th 25 2
. %S [Plugins/Round-Robin Databases/Configure] 3 5115 % i i RRDC &
Frf 2[R AN S
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1

RRD Preferences

‘You must restart the rrd plugin for changes here to take affect.

ftem

Description and Notes

Dump Interval

300 seconds

Specifies how often data is stored permanently

Throughput
Granularity

600 seconds

Specifies how often throughput data is stared permanently.
Mote: ifyou change this value the throughput stats will be reset
and pastvalues will be 105t Youve been warned!

Dump Hours

7

2
pecifies how many hours of interval’ data is stared permanently.

m

Dump Days

3

o

pecifies how many days of hourly data is stored permanentty.

Dump Months

5

Specifies how many months (30 days) of daily data is stored permanently.

WARNING: Changes to the above values will QNLY affect NEWY rrds

RRD Update Delay

-

Specifies how many ms to wait between two consecutive RRD updates. Increase this value to distribute RRD load on 0 over the time. hote
that 2 combination of large delays and mary RRDS to update can slow down the RRD plugin perfarmance

Data to Dump

™ Domains
™ Flows
™ Hosts
¥ Interfaces
™ Matrix

RRD Detail

CLow O Medium @ Full

RRD Files Path

I/usr/localfvar/nt opdrrd
MNOTE

e The rrd files will be in a subdirectary structure, e.g. Jusrilocaltvarntopirdinterface sfinterface-namel1 2/238r981 38hessosrrd to limit the
number of files per subdirectory.
s Do notuse the ' character in the path as it is forbidded by rrd

FileDirectory
Permissions

s Private - means that OMLY the ntop userid will be able to view the files

.« O Group - means that all users in the same group as the ntop userid will be able to view the ird files
[t Is & bad cholce I niop's grows is nobody' afong with many other service ids)

s " Everyone - means that everyane on the ntop hast system will be able to view the rrd files

WARNING: Changing this setting affects only new files and directories! Linfess you go back and fixup existing file and directons permissions.

& Users will retain access to any rrd file or directory they currently have access to even ifyou change to a more restrictive setting
& Userswill not gain access to any red file or directory they currently do not have access to even ifyou change to a less restrictive sefting.
Further, existing directory permissions may prevent them from reading new files created in existing directories.

Save Preferences

E3-11 FiESHAEE

4. Ry 4 T tE i [Summary/Network Flows]

A E 2 B OR T Host Last Seenddifh F1 A F H 2 X H A A =45 v,

3-12f778.

Network Flows

Flow Name Packets | Traffic
Host Last Seen 45,106 |19.0 MB
ICMP Watch 0 0
NetFlow 0 0
PDA 0 0
Round-Rohin Databases 0 0
sFlow 0 0
SNMP 0 0

E3-12 MR mIER
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3.1.3 Eh#ilIR3R[All Protocols]

FLAb PSRRI IR I, 45 R T NN AR PR AR R, WA B
FRIER PR S AL R RS A LSS O

WLAR:
AR AT KK T TCP/UDPX L 6y EAP WXt AT am 4. & T AR X 89 iR
L, TAEE3L4A 1. (1)KET ENFIPHR A R E ST [IP/Summary/Traffic].

1. EF EH AR AR E S IT[AI Protocols/Traffic)

UL R AT M 2% p BAR BN CRAS B AR B AR D
X & A[Summary/Traffic] (3.1.2 1. JfEil S St [Summary/Traffic]) B ZEX 5.
WiE 3-13R, G EHRERRE. Irb a2t SRS ER A R A%
A PTARI .

FH T 8 T R AR SO SR 1) IR B LA AR B, DRI ST v Sl s iR
RS A A E A )RR, Hd i S5 [Summary/Traffic] 1) Global
Protocol Distribution /A5 #H%4%

Network Traffic [All Protocols]: All Hosts - Data Sent+Received

cHBsts: [All] [ Local Only] [ Remote Oniy] Data: [All] [ Sent Only] [ Received Only

Host Domain Data E P upP ICMP |ICMPv6 DLC |IPX Decnet | (RMARP |AppleTalk NetBios OSl IPv6| STP  [IPSEC| OSPF IGMP| Other

198.19.1.2 @ 16.7 MB|62.0 % 0 16.7MB 0 o o o 0 0 0 of o o i 0 of o i
192.166.0.200 P 29WB|108 % [2.8 KB |114.6 KB|T5.8 KB of o 0 o z7uE 0 a o o a 0 a0 a
bridge sp. treeiosi 17| 6a%| o 0 0 o oo 0 0 [ of of o 17w o o o 0
192.168.1.57 10MB| 37 % o] 1.0mB a o ol 0 a a 0 oo o a 0 a o a
huawei technologies co., td.00:60:58 836.0KB| 32%| 0 0 0 o o o 0 a 0 of o nlssaske| o ol 0| 333k
=

'ﬂ;‘(::ﬂ"y assigned address)65:43:79 354.0KB| 31 % 0 0 0 o o o 0 o 0 ol o olessoke| o o o 0
224.0.05 s088KB| 28%| 0 0 0 o oo 0 0 [ o o o o| oleosexs| o 0
192.168.0.60 P 1702KB| 06 % |2.8KB| BIBKB 755KB o ol 0 0 21K\ 0 oo o a 0 a o a
192.168.0.132 127.4KB] 05%| o 0 0 o oo 0[1ar.4 ke [ of o o of o o o 0
011 = 1245KB| 05% a a a o ol 0 a a 0 oo o a 0 a 01257 KB
3111 117.3KB| 04%| o 0 0 o oo 0 0 [ of o o o ofirake] o 0
2.1.2.2 117.2KB| 04 % a a a o ol 0 a a ) o o o a 0[117.2KB o a
3.1.1.2 117.0KB| 04 % a a a o ol 0 a a 0 oo o a 0[117.0KB o a
2121 1168KB| 04%| o 0 0 o oo 0 0 [ o o o 0| ofiisaxe] o 0
2.1.1.1 116.8KB| 0.4% a a a o ol 0 a a 0 oo o a 01168 KB o a
2112 116.3KB| 04 % a a a o ol 0 a a 0 oo o a 01163 KB o a
192.168.1.45 107.3KB| 04% a a a o ol 0 a a ) o o o a 0[107.3KB o a

E3-13 £RESRIt

2. BT EH R E IR {EFLGITE[ANl Protocols/Throughput]
W ST B R E ML A R HE . ~PIE R KA, ] 3-1407R .

3-12



H3C MSR £ 4 NAM W28 4 Tkt B =

P

3w FE TR

Network Throughput: All Hosts - Data Sent+Received

Hosts: [All [ Local Only] [Remate Only]

Data: [ All ] [ Sent Only ] [ Received Only]

— E D— Data Packets
Current ] Peak Current Avy Peak
1.1.2.2 229hbps| 226bps| 1474 bps|0.0 Phkisisec 0.0 Pkts/sec| 0.2 Pkisfsec
2111 65.6hps| B6.3bps| 472.0hps |01 Pkisisec 0.1 Pkits/sec| 0.7 Pikisisec
2112 656 bps| 661 bps| 456.0 bps |01 Pldsisec 0.1 Pkisisec| 07 Plkisisec
2121 T8.7 hps| 66.3bps| 472.0bps |01 Pkisfsec 0.1 PKsisec| 0.7 Pkisisec
2122 T6.0hps| B6.5bps| 456.0 bps |01 Pkisfsec 0.1 Pkisisec| 0.7 Pkisfsec
3114 78.7 hps| B6.5bps| 472.0bps |01 Pkisfsec (0.1 Pkisisec| 0.7 Pkis/sec
3114 0.0bps| 01bps| 128bps|00Pksisec 0.0 Pksisec| 0.0 Pkisisec
3112 76.0hps| 66.3 bps| 456.0 hps |01 Pkisisec 0.1 Pkits/sec| 0.7 Pikisisec
192.167.0.11 0.0 bps 6.5 bps| 336.0 hps |0.0 Pldsisec 0.0 Pkisisec| 1.5 Pkisfsec
192.168.0.21 256 hps| 25.0bps| 153.6 bps |01 Pkisfsec 0.1 Pkisisec| 0.4 Pkisisec
192.168.0.33 0.0bps| 2.1 bps| 2576 bps|00 Pkisfsec 0.0 Pkisisec| 0.2 Pkisizec
102.168.0.60 = 1027 bps| 96.3 bps| 739.2 bhps|0.32 Pkisisec 0.2 Pkis/sec| 1.2 Pkisfsec
192.168.0.95 0.0bps| 01bps| 126bps|00Pksisec 0.0FPksisec| 0.0 Pkisisec
192.166.0.101 0.0 bps 0.1 bps 12.6 bhps|0.0 Pkisfsec 0.0 Pktsizec| 0.0 Pkisfsec
192.168.0.102 0.0 bps 0.1 bps 12.6 hps|0.0 Pkisfsec (0.0 Pktsizec| 0.0 Pikisisec
192.168.0.132 J6E8bps| T1.7bps| 6144 bps |02 Pldsisec 0.2 Pkisisec| 16 Pkisisec
192.168.0.158 0.0bps| 0.3bps 34.3 hps|0.0 Pkisisec | 0.0 Pkis/zec| 0.0 Pkisfsec
192.168.0.159 0.0bps| 01bps| 128bps|00Pksisec 0.0 Pkisisec| 0.0 Pkisisec
192.168.0.198 23.2hps| 35.5bps| 510.4 bps |0.0 Pkisfsec (0.0 Pktsisec| 0.5 Pkis/sec
192.168.0.199 0.0bps| 11.9bps| 2509 bps|0.0 Pkisfsec 0.0 Pkisisec| 0.3 Pkisisec
192.163.0.2001" 1.8 kKhps| 1.7 Khps| 13.9 Kbps |4 4 Pltsrsec | 4.3 Pitsisec|35.3 Plisisec
192.168.0.203 336hps| 1.0bps| 46.4bps|0.0Pkisfsec 0.0 Pkisisec| 0.1 Pkis/sec
192.168.0.204 0.0 bps 0.3 bps 727 hps|0.0 Pkisfsec 0.0 Pktsizec| 01 Pkisfsec
192.168.0.205 0.0bps| 14.6bps| 2805 bps|0.0 Plisrsec|0.0 Pkisisec| 0.5 Pkisisec
192.168.3.80 36.8bps| 165bps| 311.3 bps |01 Pldsisec 0.0 Pkisisec| 06 Pkisisec
192.168.0.217 0.0bps| S6bps| 128.0bps|0.0 Pkisfsec 0.0 Pkisisec| 0.3 Pkisizec
192.168.0.231 0.0bps| 0.2bps 12.8 bps (0.0 Pktsisec | 0.0 Pkis/zec| 0.0 Pkisfsec
407 AR N 2&AN nnkne T hne 1272 ke (NN Pldcicar [0 N BPltcicar! N7 Pldcicar

E3-14 RERIENREFSIHE

3. M4 EHLAIEENER[AI Protocols/Activity]
WD ARG 24 /N PR I e TRV, T LA E AL 24 /NI P I
ST S LG, AR NS BRI T B, B 3-15J17

FEZRS U 7 5 5 N 1) Be A LI o il 24 /NI EHLE R TR A
[l IR 1) 11 20 EEANTR], - AR IR T 73 R RO N 5% 3 w] 28 T R 7

.
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Network Activity: All Hosts - Data Sent+Received

Hosts: [All] [ Local Only ] [Remote Only] Data: [All] [ Sent Only | [ Received Only]

HS‘E DDmai“!}B?ﬁﬁdSZ112111[I93?ﬁ.'1432112111[l
o AM AM|AM AM | AM (AR AR AM (AM AKM |PM PM PM PM(PM | PM|PM PM PM | PM (PM PM (AK | AM

1.1.22
1.1.22

2114

241

2112

2121

2122

2122

341

3112
192.167.0.11
192.168.0.21
192.168.0.33
192.166.0.60 P
192.166.0.132
192.168.0.158 [ ]
192.168.0.198
192.168.0.199
192.160.0.200 @P
192.168.0.203
192.160.0.205
192.168.3.60
192.168.0.217
192.168.0.231
192.168.0.250
192.168.1.1
192.168.1.6

HE

HE

N

E3-15 EHAENER

3.1.4 IP thilliRFE
IP WM AR R T EEG i T K3 T TCP/UDP 2 R &R I & 23 W25 AH A5 o
1. IP il 8915 2L 2 FR m[IP/Summary]
IP P BB ds: MEGE. 4G MBI R R SLRE S FAH/
TR A (5 Ko
(1) T EHUR P PR R &4 v [IP/Summary/Traffic]
PEFI FEE RGO T BARENLI R R CERS R R RS AU A D .
P E A& % T TCP/UDPZ |, X & MI[AIl Protocol/Traffic] i) 122 X . Hrp o 45
Internet I 55 WL N HJZ B HTTPAIZE 44 (IP2P 1M Bit Torrent, U1K 3-161718 .
P T L8 T RR AR SCANEL e 1 A BN NI AR AT S, PRI S vh e /s i it
wm AR R EITAE I #HEIRCOC, B s A S [Summary/Traffic] 1) Global
Protocol Distribution thA8— & 4144 .
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Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Hosts: (ANl [Local Oniy ][ Remote Oniy]

VLAN:[1](2] (A0]

Data: [All][Sent Oriy ) [ Recsi

e

ony)

ost voman|  pwa™] | o | | ons | owen [nos | s 200 swp o [wsars | vap | w1 | ssi [amtota kzan e
1961012 ¢an 2) @ 232.068[100.0%|47.6 48 71,5 M8 23 B 47,6 B | 71 6 MB[22.9M8 240 B 1195 B 47.0 W8 |2622 W8 2408 1168 230 B 474 M8 0|1193wB| 2808 1606MB|2289G8
192.168.3.162 BY P vaems| oow| o | o ofiseks|ioske| of of o toske| 25ke| o] of o[ eske] o o ssie o s16) 13608
192.168.0200 ¥ 6418 00% 0 0 0 ofsa22k8 0 of s.ame 0 0 0 0 0 0 0 of o 0 0 o|sssrkm
220000 ¥ 5418 00% 0 0 0 0 0 0 0| s.ame 0 0 0 0 0 0 0 of o 0 0 0 0
220005 ¥ 38M8] 00% 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 of o 0 0 o| 3sme
102.168.145 34M8| 0.0%) 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 of o 0 0 0| 34me
10216031520 U 2ome| oo%| o o ol o o o o o o of o of o] o o o o o s 20w
102168432 0 16m8] 00% 0 0 o of 1eme of 11k8 0 o o o o o 0 0 of o o o o 0
102.168.157 T 11m8) 00% 0 0 0 o 11me 0 0 0 0 o 0 0 o 0 0 of o 0 0 of 178
102168422 s566Ka| 00%, 0 0 0 ofssaska 0 0 0 0 0 0 0 0 0 0 of o 0 0 0 0
192.168.1.19 05K 0.0% 0 0 0 of 287k8) of 18k8 0 0 0 0 0 0 0 0 of o 0 0 0 0
102168161 185K 0.0% 0 0 0 of 162k8 0 0 0 0 0 0 0 0 0 0 of o 0 0 o 23x8
1216076 1oz 00% o o o o sk o e1k® o o o o o o o o o o o o o o
102168033 17.4k8) 0.0% 0 0 0 of 17418 0 0 0 0 0 0 0 0 0 0 of o 0 0 0 0
102.168.125 166K 0.0% 0 0 0 of 166K8 0 0 0 0 0 0 0 0 0 0 of o 0 0 0 0
192.168.0.158 & 121K8) 00% 0 0 0 of 12118 0 0 0 0 0 0 0 0 0 0 of o 0 0 0 0
192.168.1.36 (an 1) 10.8KB| 0.0% 0 0 0] 0| 49KB 0] 6.0KB 0 0 0 0 0 0 0] 0 0 0] 0] 0 0 0
102.168.163 T arka| 0.0% 0 0 0 of arke 0 0 0 0 o 0 0 0 0 0 of o 0 o o 0

(2) AFAF

E3-16 T IPHREER

gl [IP/Summary/Multicast]

PRSI = G P 2% b AR K SR AN B, Al 3-17Ps . [AINHE ARS8 H
(Rt 7R 2 — 6 L, RXREmt T LA 2 A5 Pl 2 5 1 1R B A

Multicast Statistics

Host =]

Domain

Pkts Sent

Data Sent

Pkts Rcvd |Data Rewd

192.168.0.200 v

2,961

246.5 KB

0 0

192.168.1.45 ¢

1,850

1811 KB

0 0

224.0.0.0 v

]

]

2,949 2458 KB

224.0.0.5 V

0

0

1,850 1511 KB

224.0.1.24 V

0

0

& 199

(}) HWU5E~

E3-17 HERESIT

t1I[IP/Summary/Internet Domain]

Name [Z] |Domain

hcom.com

Sent

Statistics for all Domains

Total

TCPAP

Rowd
"f 6.5 KB|[100.0% 10.1 KB 100.0% |6.0 KB 9.6 KB

TCP
Sent | Rovd |Sent Rovd Sent Acwd Sent |Rowvd
0 296| 370 I I

E3-18 HiE R %1t

(4) MWEHIME B4t [IP/Summary/Host Clusters]

IS ENAMA L E, AT DB B e X Cluster. S TR T MBI A5 S,
W 3-19F7 75

3-15
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Statistics for all clusters

TCPAP ICMP
Name E Domain Total TCP upp 1Py IPvG
Sent Rewd Sent | Rowd Sent |Rcwd| Sent | Rowvd  |Sent |Rovd
Home 234.0GB|100.0% |14.8 MB|100.0% 5.1 MB|14.7 MB|233.9 GB 0]21mMB|30.2 KB 0 1}

NOTE: vou can define host elusters in the ntop PrEfRIENCES. Please understand that a host eluster iz an aggregated view of hosts known to ntop.

E3-19 RHMENBEEST

MM B ZH “Home” , BIR] & F Z M B A EHLEAE K TCP/IPAIICMPI &
=R, WA 3-20F1718 .

Statistics for hosts In cluster Home

TCPAP ICMP
Name El Domain Total TCP upp 1Pud 1Pt

Sent Rovd Sent Revd Sent |Rcwd| Sent | Rovd |Sent Rovd
102.168.0.21 v 138| 0.0% 0f 0.0% 0 0 0 a0 a0 a0 0 a0
192.168.0.132 {vlan 1) 864 | 0.0% 0| 0.0% 0 0 0 a a a 0 a
192.168.0.158 v 138| 0.0% 0| 0.0% 0 0 0 a0 a0 a0 0 a0

192.168.0.200 {vian 1) 828 0.0% 0| 0.0% 0 ] ] o o 0

192.168.0.205 {vian 1) 138 0.0% 0| 0.0% 0 0 0 o o o 0
192.168.1.35 v 733| 0.0% 0| 0.0% 0 0 733 a0 a0 a0 0 a0
192.168.1.45 v 476| 0.0% 0| 0.0% 0 0 0 a0 a0 a0 0 a0
102.168.1.57 v 2.2KB| 0.0% 0f 0.0% 0 0| 22KB a0 a0 a0 0 a0
192.168.1.63 (vian 1) 751 0.0% 0| 0.0% 0 0 751 a a a 0 a
192.168.1.70 v 414 0.0% 0| 0.0% 0 0 0 a0 a0 a0 0 a0
102.168.1.220 v 138| 0.0% 0f 0.0% 0 0 0 a0 a0 a0 0 a0
192.168.3.80 (vian 1) 57KH| 0.0%| 364KB| 11% 5.2KB| 349KB 0 0 296(1.2kKB 0 a
192.168.3.100 {vlan 1) 552| 0.0% 0| 0.0% 0 0 0 a a a 0 a
192.168.3.152 v,— 30MB| 48%|3333KB| 9.9% 3.0MB|333.0KB 0 01.2KB| 296 0 a0
102.168.3.162 vp 3301 KB| 0.5%| 249MB|89.0% 3278KB| Z29MB| 1020 a0 a0 a0 0 a0
198.19.1.2 {vian 2) @ 56.7 MB|94.5% 0| 0.0% 0 0|56.7 MB a0 a0 a0 0 a0

MOTE: vou can define host clusters in the ntop Prefer@nces. Flease understand that a host cluster is an aggregated view of hosts known to ntop

E3-20 MRS EIMRERFER

i 3-19uk & 3-2045 1 3 7 Fh ¥ preferences 4%, 3k A Preference ) hc & FL1,
WK 3-215717R .
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Edit Preferences

Preference Configured Value Action
rrd.dataDumplintenval [1o EI
globals.localityPolicy |D Set
pluginStatus.PDA |1 Set
pluginStatus.Round-Robin Databases |l Set
netflow.3.humanFriendiytame |NetFlow~device. 3 Set
ntop.stickyHosts [o EI
netflow.2.netFlowAggregation |U EI
netflow.2.debuy jo Set
ntop.useSSLwatchdog o Set
ntop.enableSessionHandling | 1 Set
ntop.trackOnhlocalHosts |D Set
ntop.devices |et h0 EI
ntop.pcaplogBasePath |/ uzr/local/war/ntap EI
netflow.2.netFlowinPort |6553£1 Set

oflrum 3 ahital ict

[®3-21 Preferences Bt &R |

FEIHR T LU B M B R, W 3-220771 .

sflow.3.sflowAssumeFTP |IZ|

Set

cluster. Home

|192. 165, 0. 0716, 198. 0.

Set

rrdd datalessnClosacs

In

E3-22 ELEEFHIMER

Set I

AE F T 5 ) G AR ATE A RT USE SO B, &) 3-23F 7. B S TR 1 B

test.

EILU R IV O WL 3 Oy

I~

cluster. test

|192. 168. 1. 0/24

E3-23 E X ETRIM L

AR

Preference Bz & - 4. 7] vA i@ i£ [Admin/Configure/Preferences]it A .

(5)

A 28 R 1R 4% )R 43 A [IP/Summary/Distribution]

SEF IS TAM, AP, WS, IR R RS R, W 3-24
Fizse S _EJ7 GRS T H R, HAh R 0 BoR T R AR E
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IP Protocol Distribution

Boe
WRen-3Loe

Local Traffic
[ 1P Protocel [ Data [ Percentage |
TCPs. UDP ZBME‘I&T% [ | UUD\;‘
TCPIUDP Protacal Data Percentage
NBios P 05K8 [
osedPrtocas e e |

Remote to Local Traffic

[ 1P Protocol [ Data [ Percentage |

‘TCva.UDP ‘ waska‘g‘;: [ | WUUD;‘
TCPUDP Protocol Data Percentage

NBios-IP 1941 KB 88.3% ‘

based rotocns e |

Remote Traffic

[ 1P Protocol [ Data [ Percentage |
TCR uop

TCP s, UDP 39%9‘0% [ | wu%‘

TCPUDP Protocal Data Percentage

Fip 04K8 0%

HITP 0.2K8 0%

ons 02k8 0%

Teinet 01ke 0%

il 01K8 0%

DHCP-BOOTP 0.4Ke )

SNMP 19.5K8 528% _—

SSH 02K8 0%

ther TCPAIDP- E—

e pootacers 15.8K8 420% —

Local to Remote Traffic

Vi

No Data To Display (yet)

E3-24 A/RERENEF/HNHE

AR

o ARILIRAZRZ A B A Rm IR A 4 BRI A AT AZ B, X HME BE AT
2. B F I AL AL R T A

o Ry ARAmAZA A, EAILE 4% 12. NAM®F #9localf=remote L & 4
2 3L 6g?

|

E.

he{l)

2. BT ENBAKITIRTES T

NAM 8 1P iRl 70 s Rl Adth, AFLEiE . @S A AEFE ST . YR
THOLHIGETE A2, B S BAAS i B ) 3E4 T 15

g 3-2517, G Ron A AL A4S I IPH RS HE & .

Local IP Traffic

Host E IP Address Data Sent Data Rowd
192.168.0.207 ivian 1) 162.168.3.80 6.4 KB 12% 436KB Ta%
1921683152 & U 192.168.3.152 1488.2 KB 90.8 % 48.7KB a1 %
192168315 B Y 192.166.3.162 424 KB T9% 4455 KB 930 %
[ Total Traffic [ Data Sent [ Data Rewd [ Used Bandwidth \
\ 536.0 KE | 536.9 KB 536.9 KB 24.0 bps |

[E3-25 AiimE
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3. A EHRIEMARER

NAM XA EHLEAT G TH R34, AR FRIE S T A ML TCP/UDP ¥ [
H+ TCP/UDP &1 #AEZR S $#ALHARSS . AR W B =45 51 B o

(1)

(2)

NAMXT 4 §if i ) [ TCP/UDP & B AT 47t R B Sl Us (FIP AL i 115
PR B SSRGS — LU RS R, W&l 3-27 .
Active TCP/UDP Sessions
Client Server Data Sent |Data Rcvd Active Since Last Seen Duration Inactive |Latency Mote

182.168.0.207 v 2752/192.168.2.152 vF.BUUU 1.0KB 1.1 KB [Maon Maw 27 13:52:06 2006 |Mon Nov 27 13:52:06 2008 Osec| Osec
TSR T | PR AT 120 0|Mon Mov 27 13.43:38 2006 (Won Moy 27 134839 2008 Oser| 227
TR T [ R AT 120 0|Mon Mov 27 13.49:40 2006 (Won Moy 27 134840 2008 Osec| 226
AR e [ et A 120 0{Mon Hov 27 13:45:40 2006 | Mon Mov 27 13:49:40 2006  Osec| 228
PR e [ e Ao 120 0|Mon Mov 37 13:49:40 2006 |Man Mov 27 13:48:40 2008 Osec| 238
AR el [ e A 120 0|Mon Mav 27 13.49:40 2006 |Man Moy 27 13:48:40 2008 Osec| 238
TR e | e A 120 0|Mon Mav 27 13:49:40 2006 |Man Mov 27 13:48:40 2008 Osec| 238
EEREE e [ ERIEsm A 120 0|Mon Mav 27 13:49:40 2006 |Man Mov 27 13:48:40 2008 Osec| 228
1021583152 W m 2000| 1921683162 W 2882 120 0|Mon Mav 27 13:43:43 2006 [Wan Moy 27 13:48:43 2008 Osec| 223
AT TERTFIN A TTE PR TR A 587 273 |Mon Nov 27 13.43:43 006 [Won Moy 27 134843 2008 Oser) 2323
TR ] [ R AT 120 0|Mon Mov 27 13.49:45 2006 (Won Moy 27 134845 2008 Oser| 221
AR e [ e A 120 0{Mon Hov 27 13:45:46 2006 | Mon Nov 27 13:48:46 2008  Osec| 220
PR et [ eI Ao 120 0|Mon Nov 37 13:49:45 2006 |Man Moy 27 13:48:46 2008 Osec| 230
REAE S e | EROEras s A 120 0|Mon Mav 27 13.49:45 2006 |Man Moy 27 13:48:46 2008 Osec| 230
TR e | e e 120 0|Mon Mav 27 13.49:4F 2006 |Man Mov 27 13:48:46 2008 Osec| 230
1021583152 W ma000| 1921683102 W 2804 120 0|Mon Mav 27 13:49:4F 2006 |Man Mov 27 13:48:46 2008 Osec| 220
1021583152 W m 2000| 1921893162 W 2808 120 0|Mon Mav 27 13.43:46 2006 [Wan Moy 27 13:48:46 2008 Osec| 230
TP ITTE R T [ PR AT 120 0|Mon Mov 27 13.43:46 2006 (Won Moy 27 134846 2008 Oser| 230
TR ] [ R AT 120 0|Mon Mov 27 13.49:47 2006 (Won Moy 27 13:48.47 2008 Osec| 219
AR e [ e A 120 0{Mon Hov 27 13:49:47 2006 |Mon Nov 27 13:48:47 2008|  Osec| 218
PR et [ e Ao 120 0|Mon Nov 37 13:49:47 2006 |Man Mov 27 13:48:47 2008 Osec| 218

3)

TCP/UDP i 14 H [IP/Local/Ports Used]

TCP/UDP: Local Protocol Usage

Feporing on actual traffic for 11 hostis) on 1 seniice port(s)

5 3)*) TCP/UDP

Service

telnet 23

Clients
= xiaohui

Servers

e 182168.0152

E3-26 TCP/UDP i Q{EM1ER

£31fi[IP/Local/Active TCP/UDP Sessions]

AU YA RS

E3-27 &z TCP/UDP

Egr

A4 1% & [IP/Local/Host Fingerprints]
BB S P 7R T NAMIBSCEE I NI ORAE B o AN =L AT LS R/ E RS, i &

FUARE A R S8 AHUNL R AR BOE AR B e i, W 3-287r.
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Local Host Fingerprints

08 Summary
Windows |Cisco | Linux
b 2000 | 2851 [2.4.xx
192.168.3.80 pdan 1) ™ ¥
ov3suaseare TER G ®
102.168.3.162 & b
192.168.3.152 Y m ®
05 Total
Windows 2000 2
Cisco 2851 1
Linux 2.4.xx 1
Statistics
Scanned
Hosts [119
Less:
Mo fingerprint 1158
Broadcast 1]
Multicast 1]
Remote 0
Mon P host 1]
Gives:
Fossible to report 4
Less: Can not resalve’ 0
Less: Unknown Fingerprint™ | 0

E3-28 At EHIRERFEER

(4) A =L {A]IP/Local/Hosts Characterization]

NAM A DL 5 A b F ALAE 9 286 A B A 1 A 45 A At — S8 4E, - AT 1 W Ik 26 3= (LA
W28 A2 A (0. WK 3-29FT8, A IR REAFAE 2 AR B BNl CEFEEMACH:
BErbgE AR T 0 g, R ENEEIT 1024 SFEGHL DL R 2 P 51
L R

Local Hosts Characterization

Unhealthy L2 Switch volP |, . INTPDNS [SMTP/IPOPAMAP DirectoryFTPHTTP [DHCPAMING [DHCP
L Host Bridge Gateway Host fLOICS Server Server Server Server |Client FEs
huawei jes co., 10006058 T 4t H
162.169.3.80 (wlan 1) = ><
001380005270 T #
laa (locally assigned address):65:43:79 (vian 1) =<t ®
192.1683.152 Y 1 H
Total 2[6.2 %] 2 1

E3-29 At EHMAE

(5)  AHu I & = HLIR] 3% #2 I [IP/Local/Network Traffic Map]
NAM LU = B 07 2 7s T AR KB I 28 o 1) AL IR R R OC R, ] 3-300 7 .
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Local Network Traffic Map

00:0F:CB:BT:ED:41

;
e [N

E9:47.E9:91 00:E0:FC:00:51:00 00:E0:FC:29:92:9E 00:E0:FC:34:EC14 169.254.76.127 169.254.76.140 169.254.75.203 169.254.75.2

= | Sty

hangzhou huawet3com tech co,, d.:00:01:02 huawei technologies co., kd.:45:e8:00 169.254.78.36 o0:0FE

[E13-30 Zcth 4% £ #L 8) BY i

(6) 1P T H A5 E[IP/Local/Ports Used)]
NAM UL AL 7 ) B ML RO, PR PIE S gt &5, ikl 3-317
TNe ME AT ER G A DIAR A X — 15 BN AR L IR 3 A 1~ ) N SR ML TR) R B A B A
Do

IP Subnet Traffic Matrix

F To

rD 192.168.3.80 |192.168.3.152 |192.168.3.162
m

192.168.3.80 fvian 1) = 208.0 KB
192.168.3.152 q = 236.0 KB 297 2 KA
192.168.3.162 q 297.2 KB

E3-31 FMARERES

3.2 BRI A

SRR EEA NAM BAE AR A A AR M 2 A8 b BT S ] . BB dh =

TS FR) NS -
o MZRES
o LRI E M

o MR
o ML

1 RA :
A GG N&E T2 NAM, E46)E 2 A NAM B L 3EH e sh 48, B AT,
FR T2 T R BSIE TAE EARSLER . RS AR E AL K.
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3.2.1 MEREFKIT (—) NetFlow SEEHH

1. MEIRE

AV A K Intranet AT Internet BHTIEA S V. Intranet L2 (7]
TSR R . M G FX PR AR D e B PR S M IR H 1T,
LN T B2 I NAM AER 7 8 1 W% Intranet A1 Internet 3015 A7 E. 5 NAM
T RESCIUN N A R I ? B R EHEM . HFMH NAM H11) NetFlow ¥
£, BPATSZEL BRI RE .

B, WIS T EAE M & LA ] NetFlow iR (—FRi & REFHAR) .
NetFlow 1] LAZE i3 11 FARSCIUE/ B 119 1P Huhik, Y5/ B 935 115 DL RTINS
KL, R IR e (E B2k Flow % X . 2% 152 24 NetFlow {5 Bk 1645 5 I T NetFlow
TR NAM, NAM 5 A L 2645 JL3E T 128 T #T

WA 2845 D TR R IR I I 28 U 4% 5 - NetFlow,  RIFRTSZE R 28 1% 99 4% 4 %
HIR AT AT o IX— 5 2058 T W BRI P, e e TR AE MR R i 'S 2
AR, ST —2 NAM B4k, WS Esass 4 i o g

K] 3-32 KA I M 26 P AN E], NAMAE RS TP ) T Bg H s 1

RouterA DMZ zone

202.38.1.0/24 |

RouterB
202.38.2.0/24

Internet

Router+NAM Card

RouterC
202.38.3.0/24 |

[E3-32 NetFlow it & 5 Hr2E M &

2. INESHT

Kl 3-32f17n, AMEAE AR T NAM % a8 45 A PIEs . N FB I &% T3 =
MEE: 202.38.1.0/24. 202.38.2.0/24. 202.38.3.0/24.

U SRARSAAOX =AW B, P48 B 03 TR T N D A

(1) 7F MSR R4 4% LA H NAM, 0% NetFlow it .
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(2) 7£ RouterA. B. C L2531 NetFlow RAEX N O E. JFRE K%
NetFlow {55 5 H (1) 1P ki (i 2% 1) Intranet $11, Bl 202.38.4.2; H K3 M4
65534.

IXFE NAM g REBABOT A7 X =AM 1 A 2, LUE ) 4485 B B3 B0 2 7

AN

3. EREFRSM

(1) HRKE
NAM 24t NetFlow #fifF{E X NetFlow 2387 T H, A& B LR =40 B3 T 1
I TC

e I35 NetFlow it}
H i [Plugins/NetFlow/Active] 5z I,  J#3E NetFlow it .

15 RA :
ZE W F #0874 Deactive, HLIAIEM 2% E.

o UNINJFHCE NetFlow FE Ll
Hufi[Plugins/NetFlow/Configure] ¢ #L.0i, HEA 1 3-33F1 /< IS -

NetFlow Device Configuration

Available HetFlow Devices
[ 4dd NetFlow Dewice ]

[&3-33 Plugins/NetFlow/Configure 53

tidi<Add NetFlow Device>#¢4l, HI ] 6 NetFlow I8 0, Ik A8 O
B, WE 3-34h7R

3-23



>

H3C MSR #41i#% 1 4% NAM R 25 70 Hrisitk JH )~ 0t 7 3 5 BCEIRR

NetFlow Configuration

Incoming Flows

NetFlow-device. 2 Set Interface Name [ List MetFlow Interfaces |
65534 |[Use a portvalue of 0 to disable collection]

NetFlow Device

Local
Collector
uDpP Ifyou want NSM to display NetFlow data it receives fram other hosts, i.e. act as a collector, you must specify the UDP portto listen to. The default port
Port used for MetFlowis 2055
192, 168. 0. 0/ 255. 255, 255. 0 [ Set Interface Address |
Flow
Collection This walue is in the form of a netwark address and mask on the network where the actual NetFlow probe is located. NSM uses this value to
Virtual determine which TCPIP addresses are local and which are remote
NetFlow
:“;”ﬂ“: “You may specify this in either format, =network=/=mask= or CIDR {=network=i=hitz=). An existing value is displayed in =network=/=mask= format.
worl
Address

Ifthe MetFlow probe is monitoring only a single network, then this is all you need to set. Ifthe NetFlow probe is monitoring multiple networks, then
pick one ofthem for this setting and use the -m | --local-subnets parameter to specify the others.

This interface is called Yitual' hecause the NSM hostis not really connected to the network vou specify here.

[E]3-34 NetFlow OB ERE

it RN S HAT IR

NetFlow Device (interface name) : NetFlow

Local Collector UDP Port : 65534

Virtual NetFlow Interface Network Address : 202.38.0.0/16

FoA 2RI B

o UJHRMIZEEE
i [Admin/Switch NICIE .30, #E N W& 3-35 /s M Ftiil . #2482 1 V)4t FNetFlow
B,

Available Network Interfaces:

O etho [id=0]

et e

(@ MetFlow [id=3]

| Switch NIC | | Reset |

E3-35 iEQRE

(2 HmELSR
FIRREE SERE, SR B E, NAM H RIS B BB i) NetFlow it A5 8. AT LA
A H AR NetFlow %4 (122 4045 Summary. All Protocol #i 1P

i [Summary/Trafficl 2.5, BEAME 3-36/T 51 Fiil . 7] LA NetFlow R4k
s CEUR T T NetFlow (2% 546D 1R TR AR B
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Global Traffic Statistics

Name Device Type |Speed Sampling Rate | MTU Header Address IPv6 Addresses
Metwork Interfaceis) eth0 etho Ethernet 1] 1814 14 192 168.0135
MetFlow  MetFlow-device.2 | Ethernet 1 18141 14 202.381.0
Local Domain Name localdomain
Sampling Since Thu Dec ¥ 16:53:46 2006 [6:32]
Active End Nodes 3
EHetFlow
Wetho

Traffic Report for "NetFlow" [switch]

e [Summary/Host) 32 B0,

Dropped (ntop) 0.0% 0
Total Received {ntop) 655,176
Total Packets Processed Fa5, 176
Unicast 3.3% 54 598
Broadcast 91.7% GO0,578
Multicast 0.0% 1]

O Eroadzazt:

B Unicaszt

Gk I BV

[El3-36 NetFlow RESDERERE (FH)

HENWE 3-37F 7~ i . 7] LA A NetFlow K42 55
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Host Information

Traffic Unit: [Bytes ] [ Packets ]

Host Domain IP Address ~ MAC Address | Other Name(s) Bandwidth

202.38.1.1 P 2023811

202.38.1.5 2023815 —
202.38.1.2 202.38.1.2 —
202.38.1.14 202.38.1.14 —_—
202.38.1.8 202.38.1.8 —
202.38.1.11 202.38.1.11 —_—
202.38.1.26 202.38.1.26 —_—
202.38.1.20 202.38.1.20 -
202.38.1.23 202.38.1.23 —_—
202.38.1.17 202.381.17 -
202.38.1.29 202.38.1.29 —_—
202.38.1.32 202.38.1.32 -

E3-37 EHFEITHER

4. FEEmM

ZEBCE NetFlow 23, Local Collector UDP Port — & S B Ay 1E ff s 11, 75 )
NetFlow i ff- ok I % #2 U NetFlow % #s

3.22 MBRESZIT (=) #MHRRDEEHEAREE

1. LA IRE

FEAY IR HR, 25 D0 28 e i 15 0 e AR AR A AN I TR B H o X 4% 55 B 53 AT DASIZ I Ay o Y
LI BN T SR R O, BT EE S A D S R K e A HT ) . R
7 52 B AT DA U T J2 B X 285 Aol FH A7 0 (P R AR 25 b I 28 3 FH 1) 904, A B 1 I 4%
B0 R AT SRS VI

NAM 7] RRD ffif4 o] LAAEfi 4 R B Dy sh it i, 4550 NAM A 5 BOU I 18136 R Th RE,
WEGFE AL T W25 B O B DD R B 1 5 oK.

K 3-38 4L M N K], 22 T RRDIGEFINAMAE 5 Tk ) H FIMSR %
B M e . W B T iR Intranetis 4] Internet 5 A R, DL BT — B
I [8] Intranet 7 [v] 4144 WEB £ 101.5.3.1 [ & .

DMZ zone

Intranet Internet

Router+NAM Card Web server
101.5.3.1/24

[E3-38 &F Intranet BRSZ 251 iR E BILE M E
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2. MBS

4 RRD JAF04RE S, WA 0 A 7 )0 IR A AL E NAM S RRD #F, Bl
Bt GRS IR AT R A . MBS T R SN EHEREE R, HEAE—
BE A A T s e, BIRE TR Intranet 1710 Internet [R1715 58 I o) 4 5 3k 5

3 &

. EREFRNI

(1) AHKHEE

FH RRD & F K, i T — b E i E .

e % RRD itk

#¥:[Plugins/Round-Robin Database/Active]z 5.3, % RRD it

1 RA
W F #0874 Deactive, HLIAIEM 2% E.

e % RRD 24

HLi5[Plugins/ Round-Robin Database/Configure]>% #.35, A RRD fif i Hc & ¢
il RRD IR S8 A B, AE LB S A 24

Dump Interval: [r] RRD 8414515 R [a] B,  BRIA & 300 #b.  [a] BB/ B e L S
SSRGS CPU BRI FE. W E S EUM{E A 10 7).

Data to Dump: &€ 7 247 2] RRD 8RR . 4 HARAT interfaces #7732l
o KT ErE VI 101.5.3.1 (¥, % Hosts.

e )i RRD#fif}

) RRD A Re 0L & %% . #.di[Plugins/Round-Robin Database/Deactive]siz ¥
TG RRD, K5 AHACHT RRD BIUAT 58 0 o #

(2) HEHR

NAM 1R 2 3t & BB 2t RRD St iy, T X ey & &, RInT A AH DG Iy il
o [AIIF, NAM IEEEHEL [T Db AR 5 5 1 7 e i i

e 1 Intranet Vil Internet 7 F ¥4 58

—BAHOL T, IntranetIEAN SRR B g, P ATZ S s EthO/1 45 1 3R
HAR SR R A2 Intranet iy W Internet i . AUk, P2 P 53 LR AR EthO/1 %

O Lt B E] . fdi[Summary/Network Load]=% #5, #EA 1K 3-39 8T/~ 4t
1, e SoR T o e 25—/t
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Network Load Statistics

Last 10 Minutes Throughput g
10.0 M [ — (e . H T f
§|_5|E'|| Llic LELLELL Gakw. 1y =
2 o e -
‘:— g.0 H °
4.0 H
08: 50 0g: 55
W throughput Min: 4.BM Max: 9.7M Avg: S.6M Current: 2. 2M
Time [ Mon Apr 3 08:45:36 2006 through now]
Last Hour Throughput g
10 H —t . £
% EM %
0&: 00 0g: 40 08: 20 08: 30 08: 40 08: 50
W throughput Min: 0.0 Max: 9.3M Avg: E.1M Current: 2. 7M
Time [ Mon Apr 3 07:55:36 2006 through now]
[E3-39 M figkinERE
WEAR:
AR NAM M5 4% M 569 BF 18] A= RRD A 40898 B, REOFTHAZFEE—NAR—
FH I LARE.

o 5% Intranet 17 i) %k 1 101.5.3.1 [ &

#iii[Plugins/Round-Robin Database/Arbitrary Graphs]= #LI5, 3k 5 H i & & 7
M. BB NS HE:

File: HTTP Sent Bytes

Host IP Address: 101.5.3.1

Legend: bytes

Title to appear above the graph: http of 101.5.3.1
Start: now

End: now-12h
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e & 5e S Ll)G, Hidi<Make Request>4%4l, A2 & K. & w R -+ —
/NIEF Intranet 71 101.5.3.1 (¥ HTTP Wi & .

http of 101.5.3.1 g
B0 Kk I -
| =
[ 2
E 40 k . g
[ | =
P U N S 1 A - [ g
By 2':' k I ... Joreenen ] H |
) l
Nl
0200 10: 00 12:00 14: 00 16: 00
M bytes Min: 203.2 Max: 59.6k Awva: 17.4k Current: 7.6k

[E3-40 HTTP i EE

4. FEFEM

#fi[Plugins/Round-Robin Database/Arbitrary Graphs]zi 5.5, 33E A 5 H i & & 7
M), SR E I File S B0 A W N IRRD S, | #idi<Make Request>14 41 2f %,
MR, it WK 3-418m.

RRD Graph

A

Error while building graph of the requested file (unknown RRD file)

E3-41 HEETIE
3.23 MERESZIT (=) XHFXFHRH P2P RE#I1THH

1. M4&IRE

Bt NAT TR B A T A P ELIBC 1, 280 ) 8 B3 A AT 94 2% i 55 2 17 AN [) AR 2%
FFE R P2P BRI R LEAT I BB . TP ECRSE s T (10 Bk
(ER A 5 T ORI B o W2 B DA A S R AN P R 4 7 1) P2P i, DAEAE
T 224 R IR H s B P 5

NAM H 4% T 1L 2 W20 i h o0 A T IRV i BE 0 I ik AR i B 36
N T TR G E R . IR 28 B U] NAM BIPRPA BRI % P2P it . .
Bl 3-4205 AL T 2% 30 41 ], NAMEE SR TIPS s phds o 3k, Ak A
DUL e E IR ARG, e sk . A B B Sl P FIWT, A Al A A
MNAEHP2PHA T8, ST KRB WL I DUR A FINAMBAPE XX — i Btk
17 AT o
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RouterA
192.168.1.0/24|

192.168.2.0/24|
| | Internet

Router+NAM Card

192.168.3.0/24|

[E3-42 P2P &2 HrtAM E

2. INESHT

WK 3-42F7, AAE % h 2% B2 Intranetfl Internet. Intranet 3= 22 =~ W Bt 41
B: 192.168.1.0/24. 192.168.2.0/24. 192.168.3.0/24. >y T [Ali i #% Intranet Py &5
fIP2PIi &, /3 ilfERouterA, RouterB, RouterC |1 fiNetFlowx i &, NetFlow
H A5 1 ZRIAT 2055,  H IP A %t 23 INAMIEE FEIP.

S0Pl LRCE, MR R TS NAM, BIaf 255 NAM $24E R m 4 i 3,
SCPLXT  4H P2P i A .

AR :
* FNAMF NetFlowdE 4 eg A & B, 552 L3.2.1 W& me4%it (—) NetFlowii
AT

3. EREFRSM

(1) AHRBCE

i B NetFlowdfifh. HAAEZS 1.3.2.1 MM ES T (—) NetFlowii &9 HT.
(2) THEER

o  EEXFP2P MU EEE,

5 [Summary/Traffic] 3¢ 500, #E s A F . 76 0T H 32 75 & Global
TCP/UDP Protocol Distributionl3, Wil 3-43F11& 3-44f17R. 0L JLFP2P
SO S A Ee A D, 45 T P2P ST R I A ek 24% .

PR

NAM =T VA #7849 P2P # 4 &3 BitTorrent. Gnutella. Kazaa. WinMX.
DirectConnect ( DC++) #= eDonkey.
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—_—
—
400 k E
D 300k -
I El
Gnutella 2.2GB (2406573 | 9.0% & .
& 200 k g
= B
& g
100 k
22:00 00: 00 0z: 00 04; 00 0&: 00
M cnutella Min: 47,2k Max; 325 Tk Aug: 303 4k Current: 258 sk
—
—
400 k ]
¢ 300 k i
w &
HKazaa 2.1 0GB |22,883,163| 8.6%| W .
& 200k g
4 B
=3 B
100 k
22:00 00: 0o 0z: 00 04: 00 0E: 00
W Kazaa Min: 44,7k Max: 318,89k Aug: 288, 5k Current: 283 3k
200 E
u 500 Z
w &
WinMx 4.3 MB 34918 0% | & -
I 400 &)
& |
& i
o g
200
22:00 00 00 0z2: 00 04: 00 0&: 00
W Winkix Min: B4, 3 Max: 737, 2 Avg: 5641 current: 5383
-
-
Lo200k -
B e
eDonkey 16GB|1,711,273 | 64%| & =
H &
= =
> 1k B
22:00 00: 00 0z: 00 04: 00 05 00
W eponkey Min: 32,8k Max: 239.Sk  Aua: 216 0k Current: 2120k
40 k E
5 a0k z
n Ed
BitTorrent 2492 MB| 228,128 0% = I
& zk B
= E
& B
10 k
22:00 on: oo 02: 00 04: 00 0f: 00
W EitTorrent Min: 5.7k Max: 36,2k Awgr 32,9k Current: 33,9k

E3-43 &Fh P2P il T GRERME DL
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£l

3% FEfH

23.7 GB

15.9 GB

14.2 GEB

Accumulated View

9.9 GB

4.7 GB

M other

W Grutella
Okazaa

O ebonkey

Historical View

=
1000 k g
S
- -
a g
< 4
w800k 5
& g
=9 2
u]
2200 00; oo 0z: 00 0400 0&; 00
W FTP Min: 5. E Max: 28.0 AUg: BS.0  Current: 24,3
[ HTTP Min: 12,5 Max: 128.0 Aug: 103, 7 Current: 104,86
[ DHs Min: 2.7 Max: 45,4 AUg: 35.2  Current: 20.6
O Telnet Min: 21.1 Max: 103.1 Aug: 82,0  Current: 92,0
MW HEios-IP Min: 152.7  Max: 382.1 Aug: 253.9  Current: 206, 3
O Mail Min: 19.4  Max: 167.8  Avg: 141.3  Current: 1537
[ DHCP-BOOTF Min: 2.3 Maz: 102.1 Avg: F1.7  Current: 5.2
W SHHP Min: 6.5 Max: 43.5 AUg: 34.9  Current: 41.7F
W HNTF Min: 3.7 Max: 43.5 AUg: 34.9  Current: 37.0
W NFS_AFS Min: 3.5 Max: 207.4 AUg: 177. 8 Current: 185, 2
E voIr Min: 13,3 Max: 127.8 Avg: 105, 7 current: 118.5
O =11 Min: 45 4 Max: 487.0 AVg: 395, 3 Current: 489, 4
W s5H Min: 2.8 Max: 45,4 Avg: 341 Cyrrent: 2.0
W snutella Min: 47, 2k Max: 328, 7k Avg: 303, 4k Current: 3081k
O kazaa Min: 44,7k Max: 318,59k Avg: 238,68k Current: 252, 3k
E Winkx Min: &84.8 Max: 7Fa7.2 Aug: SE2.8  Current: 482.0
W cbonkey Min: 32,2k Max: 239.5k Avg: 216,08 Current: 2181k
M BitTarrent Min: 5.7k Max: 36,2k Awg: 32,8k Current: 3.2k
W Messenger Min: 55,6 Max: 306.5  Aug: 245.4  Curpent: 225.0

El3-44 &#h P2P il By LLBIEFNR £I5 2

HEM I P2P BAFI ML, JFERXLELHIEAE R

Hfi[IP/Summary/traffic] S H 0, S AFE T EHLIPR RS . &R &FiP2P
PSR, AT L BIP2P S R L, &l 3-45H11&] 3-46 7175 .

Network Traffic [TCP/IP]: All Hosts - Data Sent+Received

Hosts: [All ] [ Local Only] [ Remota Only]

Data: [AN] [ Sent Only] [F

Host Domain Data FTP HTTP | DNS | Telnet |NEiosP| Mail X1 SSH |Gutella El
192.168.2.125 ™ 23B9MB| 5.2% 0 0 0 0 0 0 0 0| 2389MB
202.100.0.21 238.9MB| 5.2% 0 0 0 ] 1] 0 0 0| 2389MB
192.168.2.123 ™ 1.6GB|356 % 439KB|B22KB|225KB 371 KB 655KB|76.1 KB|2385KB |22.3KB 66.2 KB
202.100.0.1 1.4GB|306 % |439KB|(62.2KB|22.5KB|37.1 KB| 655KB|76.1 KB|2385 KB |22.3KB 66.2 KB

[E3-45 288 Gnutella i EHEF
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[E|3-46 #&BEBitTorrentiis

Host Domain Data FTP | Gmutella  HKazaa @A WIinMX |DC++ eDonkey BitTonemE'
192.168.2.123 ™ 20GB|356%|554KB| 828KB| 12BKB B51.1 KB 0]/1433KB 36.5 MB
202.100.0.11 2807 MB| 5.0% 0 0 0/594.7 KB 0 1} 33.3mB
202.100.0.1 17GB|30.6%|554KB| 82.8KB| 12.6 KB| 56.3KB 0/1433KB 3.3MB
2221 0 0.0% 0 0 0 0 0 0 0

HeF

AR

A TA1EE R EmiEwr, B 3-45420 3-46FFK T —Z Hk, LB A& E P,

i [All Protocols/Trafficl s 0,  HEA I 3-47FT RS, B A] & & P2PH ik

KT AT I 58 AT DL o

Host Diomain DatalEI TCP UDP  |ICMP |ICMPvG |DLC |IPX |Decnet [{R}JARP
192.168.2.123 ™ 27 GB|356 % 2.3 GB|3506.3 MB 1] 1] oo 1] 1]
202.100.0.1 2.3GB|306 % |23 GB 0 0 ol oj o a a
192.168.2.125 ™ JWETMB| 52 % 0|396.7 MB 1] 1] oo 1] 1]
202.100.0.21 3967 MB| 52 % 0|396.7 MB 1] 1] oo 1] 1]
202.100.0.11 3863MB| 5.0 % 0|386.3 MB 0 ol of o a a
192.168.3.122 @ 3808 MB| 5.0 % 0]380.8 MB 0 ol of o 1] 1]
202.100.0.13 JB0EMB| 50 % 0|380.8 MB 1] 1] oo 1] 1]
192.168.2.124 J2TIMB| 43 % 0|327.2MB 1] 1] oo 1] 1]
202.100.0.22 327TIMB| 43 % 0[327.2MB 0 o) oj o a a

E3-47 EHREFFADREBN B

sidiHostA K EHLIP,  RIFA]HEAAZIPXT Y ) NI PEA0E B s S,

il 3-48ft

/N o
Info about 192.168.2.123
IP Address 182168.2.123 [unicasf] [Purge Asset (0]
FirstLast Seen Thu Apr1311:22:43 2006 - Thu Apr 13 11:35:95 2008 (Inactive since 0 sec]
Last MAC AddressRouter 5% 00:00:00:00:00:34
Host Location Remote (outside specifiedilocal subnet)

IP TTL {Time to Live)

64:64 [0 hop(s)]

Total Data Sent

219 GBi27 357,415 Pkts/D Refran. Pkts [0%]

Broadcast Pkts Sent 0 FPKs
Data Sent Stats 0% [ |Rem 100 %
IPvs. Non-IP Sent P100% | | Non-1P 0 %
Total Data Revd 060 Phts/0 Retran. Phkts [0%)]
Data Revd Stats 0% [ |Rem 100 %
Sent vs. Revd Phts Sent100 % | | Revdnwm
Sent vs. Revd Data Sent 100 % | | Reviaowm
Historical Data =2

Host Healthness (Risk Flags) ® P P

1. ™ Trafic on suspicious IP parts

E3-48 FHIFMEERRAE

PRI A A LB A 5 A o0

DR M2 B ARG RIS ENLE TR

L

o, Al LT NAMF PDAS{: .

Hi[Plugins/PDA/NieW S HL001,  3E AWK 3-49Fr - S i S 23 ol s 1 4
RUR AR HE AL =L CBUPTT U2
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H3C MSR #41i#% 1 4% NAM R 25 70 Hrisitk JH )~ 0t CHRE ]

NSM for PDAs

Top Sending Hosts Total

192. 168, 2. 123 3.1 GB

192. 168, 2. 125 466. 6 MB
192. 168, 3. 122 443. 3 MB
192. 1638. 2. 124 385. 0 MB
202,100, 0,11 0

Top Receiving Hosts Total
202,100, 0.1 2.7 GB
202,100, 0, 21 466. 6 MB
202,100, 0,11 454. 5 MB
202, 100.0. 13 443. 3 MB
202. 100. 0, 22 385. 0 MB
Stats Total

sampling Time 27 :3b

Total 34, 473, 990
Unicast 34,473, 989 [100. 0%]

Broadcast 1 [0.0%]
E3-49 PDA M ERHREHFRE

(3) ek

Wik B E R, Mg B n] DR e SAEH P2P P ENLEE
192.168.2.123 11 192.168.2.125, [d} v T 20% LA S 58 o

4. BB ETE R SLELRIE e

L LA, M EL O D RNE T P2P AR AL, P2P k3 X
AR 3 1o AR AL R BARTS B0, R P2P BRAFRIAE ] S 1 1R W 1 s
ATH., R B O A AT BOR, ORH] P2P A A ) 1 G P2P
PR ESUAE Y 7 96 PR
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3.24 MEREWE (—) WEHWREE

1. MEIRE

TEANE I A, ERCAR ) 285 B 03 ] IO ) 28 o 1) LR T 48— IO I B R, (H
ML 5 B B T DA ML T A OB o, e =ML 1P Mk, =ML A
DNS kg5 thhl- 55, —J71h, A& MBS o] R SL VR IE A FH 4% o —
JITHL, A5G A 73 ) 265 A B D3 AR A 52 A7 1) 7. NAM BT LS Bl I % 25 B 0 i e DA b
ST . NAM X 928 AT ST 45, 7T DA I ) 268 i B A 08, A4 I % A B 3 AS R B
Sy A R m A B )

Kl 3-50 0 F Ak 25 F I, NAMEE R Tk i i i 8 o Intranet (4 4%
WA 192.168.0.0/24 W B i 52 15 21 4% i #s L. Intranet ) DNS I 55 2% 1 ki o
192.168.0.21. NAMSEI] WEH2 W25,  BREZ 25 (1) L B A i

User A
192.168.0.65 DMZ zone

[

User B Intranet Internet

’_ Router+NAM Card

[E3-50 MRECEEIREME

2. MRS

NAM I 4% 192.168.0.0/24 W B ()i i, B DNS Bt B ARG SO E T 1P 3
HIRIG R

3. EREFRSM

HOLI 2 AT AR LR, R ORI NAM Sk—— 247

(1) JH ATERGT ) WEB 3l iiANEL D)

B, fH ping, BE M A MMSGERR SAA/ER . AP A ping DNS k4
AR, fig ping I 15 W 19 266 R RAT 1) L

5, FIWT DNS 25 LA . WM A BCE Y DNS g5 #4117, DNS AR5+

AW AT DNS )3, I A 75 E NAM Fo2 A7 RN TP A f#) DNS i)
Lo

NAM $AEIET FHLH N E R E R GE . B [IP/Summary/Traffic] 52 805, 3k A A
F HARM R SO S
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o ilifr LAMSent Only$EH:, WoRgi KW 192.168.0.65 kik T —x wH
DNSH 3L, & 3-51171.

Data: [ Al ][ Received Only ]

Host ﬂ Dormain Data FTP HTTP |DNS | Telnet  NBios-IP
192.168.0.198 0 00% 0 o] o 0 0
192.168.0.203 0 00%| O 1] 0 ] 0
192.168.0.204 59KB| 01% O EI| o|5.2kKB 0
192.168.0.65 1B2KB 04% O I:I| 540 0 18.2KB.

E3-51 EFEXIXR DNS EHH

o fidifi LfifiReceived Onlysff%, 45 %1 192.168.0.65 ¥ 17 #52 FIDNSHR
X, Wk 3-52fR.

Data: [ All] [ Sent onh,r]

Host %] [Domain Data FTP HTTP |DHS |Telnet NBios-IP
192.168.0.65 0 0D%| D ] 0 0 0
192.168.0.132 D DD%| D ] 0 0 1]
192.168.0.168 0 DD%| D ] 0 0 1]
192.168.0.204 0 DD%| D ] 0 0 1]

[E3-52 &HZEULHI DNS FHH

192.168.0.65 [#1 K14 DNS 5%k 590 747, k) DNS F4i%ch 0, Ui H
JUA LI A8 T DNS %%, HER: DNS R4S 28 A 5 i in) J s, 2% 45 31 53 B m] 7
SE Y A ) DNS ik 25 28 otk fic & 4535

(2) JH/B¥ P HhEECE K T 192.168.0.65, ST A IP bbb se,

NAM 1] PLigsk Intranet “EHLATELI R S, 045 1P duhk, MAC Hhuht%%, 8l & A A
— AN 1P Hidk S S AELE AN E ) MAC SRHIKHE A 1P Hihik e,

Hi[Summary/Host) 52 # I, BEAIE 3-53FT /R A . Hordb BoR T BT #iNAM
PRI TENE B HdENIEMIP AdressIil, A =L B RIPHIAEHES ],
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Host Domain | P Address E MAC Address

1.1.1.98 1.1.1.95

lenovo-9637h2ca [NetBIOS] 3.3.341

10.153.100.151 10.153.100.151

192.168.0.1 192.168.0.1 | 00:EQFC:29:4B:72
192.168.0.11 192.1658.011 ) 00:00:88:F5:93:05
192.168.0.12 192.168.012 ) 00:04:23:AF:50:ES
192.168.0.21 192.1658.0.21 | 0EX:FC:5012:24
192.168.0.22 192.168.0.22 00EQFC:2C:97:4C
192.168.0.65 P 192.168.0.65 DEDFC.O012:35
gu[NetBIOS] 192.168.0.65  00:00:88:F5:97:F0

E3-53 EFEHER

IRUHE, 1P Hihl 192.168.0.65 XF . T W ANANIAI ) MAC Huhik o i b ) i X 28 A
&N 1P Hubil g,

4. B M% TR R SRS TE

IR, A EE O LA SN T ATIRAC E DNS AP Huhikpi 5 1) ML 1P H
Bl TSR R 2 A B ARAE T — A b R B 545 DR SR, 7 RV R 2 A3 11X 48 = L
FEANY W P EA B . 2 S5, A BE D3 BT SR ICH DG PSR R, i %0 241
P #18 ORT IR L B4

3.25 MEEREMIE (Z) MEMRBSHBHREST

1. MR

PP 457 2, AR 2 AL 7R Ak i A FTERE 7] Internet $fit— L 2% Ik 55 Can
HTTP k% FTP IRZ55) o N T LRUFIXLE M4 e 55 ety 15 P A, IR R4
—E RS E R R R, X UEIR S AR A B (AR AR A () I 2 A L D A
SEIN R SS A & R ISAT IEH o NAM S48 708 99 2% JIk 45 i Bt i AR D e, 1k 4
HLUAE NAM 1) FETHT R gk SR 2R A5 P 0 28 i 25 (Rt i A 2L, AR T R 25 2 1) T
ERE .

Kl 3-54 0 ANV IR 25 H 40 B, NAMAE BT At % 2% b Ak Rl 1
HTTPIR 55 #s FIFTPIR S 2%, 5k b N Filinternetf2 i THT TP FIFTPIR %S
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ION DMZ zone

HTTP | server
202.38} 2.10 FTPserver
Intranet Internet
HTTH server Router+NAM Card

E3-54 MEREZ R AE S TAME

2. INESHT

HTTP 452510 1P il ol 202.38.2.10, ML HE I LT & F HTTP RS 231 614
T OL R TR0 AW /T HTTP IR SSRe S # B WA . R, &G HTTP 44
Sy, WA HTTP RSt &40 A0, o LT il HTTP RSS2 (10 J iz AT 15
HEPRHE AT R B, FTP RS 10 77225480

3. EREFRNM
(1) AEEER

o TFH HTTP JIR454% 202.38.2.10 AR MR E K, i — R EMH .

H.i[Plugins/ Round-Robin Database/Arbitrary Graphs]=¢ .0, # A\ RRD ##z T
HECE S BN S

File: bytesSend (byesRcvd)

Host IP Address: 202.38.2.10

Legend: bytes.

Title to appear above the graph: bytesSend of 202.38.2.10
Start: now

End: now-1d

Start fil End Z80C& W], T HITE K AR BT
BLESESHL)E, Hidi<Make Request>f24l, A=t & & .
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bytesSend of 202.38.2.10 5
. TS e e e e A s s 2
a ] -
5 z
T !
(] 1 =
u oy 4 B BN | I
=9 +
2 ]
" :..i.l. ;_"L| ", L; = R B
12:00 18: 00 oz oo 0E: 00
W bytes Min: 0.0 Max: 48.7 #wg: 2.3 Current: 374.0m
bytesSend of 202.38.2.10 yesterday g
U | T I T O O = A N A N N S RO O N et O A O = E.
o =
£ 3
] £
L -4
-
= =
{1
12! 00 18: 00 00:00 0500
W bytes Win: 0.0 Max: 48.7 Avg: 2.2 Current: 374,0m
bytesSend of 202.38.2.10 two days ago
w
L 1)
n
e
L)
A
]
=
o
12: 00 18500 ;0o QE: 00
W bytes Min: 0,0 Max: 48.7 Avg: 2.3 Current: 374.0m

E3-55 M&ARSSHRmIE—RAATER

b=k, RS RS WERFIRTER PE R, A E el DAHERT &R R 3 A
LA 10 s 224 HTTP S 24 O B LK.

o rF HTTP IR 4% 202.38.2.10 A A (i i, $H— R .
#iii[Plugins/ Round-Robin Database/Arbitrary Graphs]s2 .5, # A RRD 4z 5
L E AR, B LN S HIE

File: bytesSend (byesRcvd)

Host IP Address: 202.38.2.10

Legend: bytes.

Title to appear above the graph: bytesSend of 202.38.2.10 this week
Start: now

End: now-1w

Start fil End 280K W, T H R E LU O 547
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Bl E 52 SH UG, fdi<Make Request>#44l, ki &R,

bytesSend of 202.38.2.10 this week

a0
o
a
&
e
a
ar
Fy
Fri Sat Sun Min " Tue Wed Thu
W bytes Min: 0,0 Max: 32,1 Ayg: 9,6 Current: 0.0
bytesSend of 202.38.2.10 last week g
40 = ! H 1 :
(]
a
W
"
W
=
=
(=]
Fri Sat Sun Mon - Tue Wed Thu
MW bytes Min: 0.0 Maxi 32,1  Avg: 9.6 Current: 0.0
bytesSend of 202.38.2.10 two weeks ago
a0 } ' 4 s 4 -
(N ]
ar
L
T
"
A
-
=
o
Fri sat Sun Misfi  Tue Wed Thiu
B bytes Min: 0,0 Max: 32,1 Avg: 9.8 Current: 0.0

E3-56 MERSFFRAREE

=gk, A L R PR R I DA T AR R B

HTTP JIk55 a4 s LR, AR LT RN HTTP Jik% .
. TFE HTTP k554510 TCP &1

i [Summary/Hosts] i 505,  HEA FHUE S ST, s Host 202.38.2.10, WoR

HTTP k45 &% 10 2 ARG &
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CHRE ]

Last Contacted Peers

Sent To
101.153.0.62
101.153.0.5
101.153.0.26
101.153.0.29
101.153.0.11
101.153.0.14
101.153.0.8
101.153.0.23
Total Contacts

IP Address

101.153.0.62
101.183.0.48

101.153.0.26
101.153.0.29
101.153.0.11
101.153.014
101.143.0.8

101.153.0.23
5841

Received From
101.153.0.62
101.153.0.5
101.153.0.26
101.153.0.29
101.153.0.11
101.153.0.14
101.153.0.8
101.153.0.23
Total Contacts

IP Address
101.153.0.62
101.153.0.48
101.153.0.26
101.153.0.29
101.153.0.11
101.153.014
101.153.0.8
101.153.0.23
age ]

TCP/UDP Service/Port Usage

IP Service Port # Client Sess. Last Client Peer |# Server Sess. Last Server Peer

http a0

50374/9.2 MAB

101.153.04

TCP/UDP Recently Used Ports

Client Port Server Port

= hitp

E3-57 iEHAI 8] HTTP BRSS2BHIEH

R E R LI R LA L BT T HTTP k5545 .

(2)  IHrEiR

H AR HTTP RS aeb R, B EARE CGRERE R KRB , "Rl
ST HTTP R4 as it LRI ERR, HTTP RS MR/, HTTP Ik

% 5t

BED AL BLAE I B K

WL AHF HTTP IRSS 448 HAG B ENL 1P, "TLA #2754 KR Internet F
KU HTTP k5545 . LGB &), FF8CA IR 2 P AR AL MG kK HTTP
Hg5, BUE RN EARE D, B I D P i A B AN SN o SR LRl A nT LA
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3.2.6 MEREREMN (—) DOS K&

1. AT K

Y 28 2 A B Ay 19 28 B B % SRR DT PR ) e 2 P 5% M I G SO i, I A
NAM, HEREXT JURP WL BGEAT A AT R A 4347 o

[l 3-58 2 H Ak g 45 b B, NAMAE T AP % B b 3ok, Ak i
BT W il Al N B WEBHR 25 2 AR 15, A L R JEv 0 il o ) 4845 31 DL K X
NG OCEATHEA AN ST, AR T NAMOK S Bl i A7 1)

RouterA
192.168.1.0/24|

192.168.2.0/24|

192.168.3.0/24|

Internet

Router+NAM Card

[E3-58 DOS M i 2H W

2. INMES

(R4 54 T S BTy U R a2 IR IR 25 2 AN A& TCiE A FH N 4% o TR b2 A oK
T MERIEITIER » FEMSE R R, A L2 EBHT 7 ENLE ping #:1E, K
L ping 1E%, 0GR T ENL ping RS SN AEAL ™., W15 Ik I SS 2847 AE 1)
1,

N T HHATAEMIRN 8T, P2 B DA HINAMSKT IR 2 b AT 4 . 7E &l 3-58
B gl EREsd, W24 B 51 n] DU RSS2 R 28518 ZINAM. (2 TMSR R 4]
Pge B o BENAMZ G, il A ENAMIRELR RS R, BIAT IR S5 28 1)
TR T IR, BRI AT RS B 1) 1) AT AE

. EREFRNI

(1) BESR

o TERSAMN TCP ELGHKFIW i SYN Flood Bt

Jit FINAMI¥ TCP Sessionfs B i #% . o [Admin/Configure/Startup Options]=Z FLIi,
HEANAMIEL & St . fEEnable Session Handling (-z)fic & A Yes, Wi 3-59017.
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Configure NSM

[ Basic Preferences ] [ Display Preferences ] [ IP Preferences ] [Advanced Preferences ]

Preference Configured Value

Capture File Path (-fi I
Capture file to read from {takes precedence over interface specification)

Capture Filter Expression (-B) I
Restrict the traffic seen by WEM. BPF syntax.

o
Sampling rate [1 = no sampling]

Packet sampling rate (-C)

Enable Session Handling -2 @ vas O po

Enable Protocol Decoders -b) | ¢ veg & Mo

Flow Spec (-F) I
Flowr is & stream of captured packets that match a specified rule

Local Subnet Address {-m) I
Local subnets in KSM reports {use | to separate them). Mandatory for packet capture files

Sticky Hosts i-c) ©Yes @ No
Dan't purge idle hasts fram memoary

ves ™ Mo
Capture data only about local hosts

Track Local Hosts (-g)

ves % Mo

Digable Promiscuous Mode (-g) - ) )
Don't setthe interface(s) into promiscuous mode

Sawve Preferences | Resztore Defaults

E3-59 NAM BL B T HE

AR EIFE S NAM, EE e )E, NAM ffife T s TCP Session HIhfE .

M [Summary/Hosts| 3 .00, i fFE A RS 25 1P, HEA RS 4% 1R (5 B
i, Fi:fAPacket Statistics#, WK 3-60fi7%, £ ERT RS HBMTCP E#
e AR RIS TR Z SYNIRSL, (HEAT B N ACKIRSC,  BI AT I8 )i
4523 W 2 T SYN Flood Xl
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Packet Statistics

TCP Connections

Directed to

Rewil From

Attempted

(]
L N

11.0.0.12
11.0.0.13

1,496

11.
11.
11.
11.
11.
11.
11.
11.

0.0
0.0.14
00149
0012
0013
n.oar
0.0.16
n.01a

Established 20100 %]

11.0.0.12
11.0.0.13

7[0%]

11.
11.
11.
11.
11.

o012
00145
0014
0.0.16
0.0

Terminated

4,485

11.
11.
11.
11.
11.
11.
11.
11.

0011
00145
n.0.149
0.1z
0.0.13
0017
0.0.16
noas

TCP Flags

Pkts Sent

Pkts Rowi

* 110012
* 11.0013

4,496

11.0.0.11
11.0.015
11.0.019
11.0.012
11.0.0132
11.0.017
11.0.0.16
11.0.018

RSTIACK 4,420

11.0.019
11.0.018
11.0.017
11.0.013
11.0.014
11.0.016
11.0.012
11.0.014

11.0.012
11.0.0.145
11.0.0.14
11.0.016
11.0.0.11
11.0.013
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Anomaly Plkts Sent to Plkts Rowd from

* 11.0.0.11
11.0.014
11.0.0149
11.0.012
11.0.013
11.0.017
11.0.0.16
11.0.0148

Closed Empty TCP Conn. 1] 44845

[E]3-60 Packet Statistics 3
M EETT AR HARSS 23 T 4496 4> TCP 1) SYN 3¢, 11 2 AN Efa R,
FH ) e 55 2% 1EAE 32 21 SYN Flood B .

o TIHNSASH ICMP FE R FIW 2 77 52 ICMP Flood Hifi .
FEF—ATUI Y, BRICMPYURTESL, W 3-61/178.

Protocol Distribution

Protocol Data Sent Data Rewid
P 4747 KB ‘: 160.2 KB

ICMP 5.0 MB [r— 6.1 MB

mTCR
W crp

ek
[mpleid

Protocol Distribution

Eother Eother

IP Distribution

ICMP Traffic

Tvpe Pkt Sent Pkt Rovd
Echo Request 1] a6

E3-61 ICMP 2151
KILICMP AR A, BEIH ARG 43I BIHE IEH 11 ICMP Ji & o

Hi[Plugins/ICMP Watch/View] % HLI5, 3 NICMPHR A5 B ge ik F i, Wil 3-62
TNo
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ICMP Statistics

Bytes Sent/Recived hy ICMP Type
Echo |Echo Time ’ - Router | Param. Network |Source
Host E b lLoen Request |Reply Exceed fed e [RetEE Advert. |Problem | Mask |Ouench Timestamp Inf
192.168.0.11 P 24MB|2GMB| 0OM46
192.168.0.205 P 20MB|24MB| 4B

E3-62 ICMP IR X IEE4iT 7@

FESEF I, T LUE AL 2R IE ICMP 4R SCH) 328

(2) giR

M NAM [R5 PR R R I, IS 23 K TCP IERH LR . 1 HLAR S5 2818 [F]
K] T KR ICMP 4R5C. IXSEHIEFE T IR 28 KRR MR, SEURS % Lk
HETE 5 16 W9 48 IR 2%

4. BN MG IR B SR IR IE T

BC B AN [ % 2 R, kb DOS Wiy, AT LS 2% R il & 72

o ARIERIIRSS AR TFIBURSS T ] 6

o BRAIFEIINHTIFRH) SYN e KHEHAL

o PREMSE 1P HUHER TS

o JHMHEhARIIBI DDOS ffJEE.

o TR RIS AT T R 5 25 X AU il PRSP

3.2.7 MBRERBWN (=) FEERN

1. tAMEK

a2 HF ARG PC i S EUR Mg iz ili. A NKERE,
AP AP 28 5 TR Z Fm R AR, T BB T R R . R4 B O i R RE R
KIUWIEE, ARG SN R i, B R S AE 2% P R = o TR I o7 21 ) 32 4L
BREAT AR BANEST, R L AR,

Kl 3-63 4 KAk (I 25 S M T, NAMBE ST Ak (R C1 i 2 o 3K, Al AR
AAD R THOAG ML GG, ANREIE W A 2RSS W2 B DR X — L
BEATHEA AT, FeAP T T NAMOKHE Bl 5E (7 [
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RouterA

192.168.1.0/24|

192.168.2.0/24|
| | Internet

Router+NAM Card

192.168.3.0/24|

[E3-63 fRaHRiNLE M &

2. INESHT

R A8 22 D3 1 J W 9 248 T P 2 1, AN L 5 ol FH X 48 IR 55 o RL IR 00 11 iy ) 45 v
AEAER BN TCRARSE, IR T REMW 5. EMSEFH RN, T2 T
T ENLE ping #:4E, KIL ping ™ E LA, 1 HAERA MEEZNEN ~, —L
BV IN I S L o2/ N (53 S (= S W U - = B T A R e d e

W 3-63F77~, Ak AE ] i 4% IntranetflInternet, Intranet 3= %2 f =AM BL 41
H: 192.168.1.0/24. 192.168.2.0/24. 192.168.3.0/24. & T [F]I 5% Intranet 4 &5
&, 4 9{ERouterA, RouterB, RouterC b1 F{NetFlow X4 &, NetFlowH
3 1 ok BRIAFE 2055,  H P4 % 28 INAMK & ELIP.,

Sl FECE, WA E S NAM, BT & A NAM $24E s gt ik K%,
X W R Y B 1) ENLEATE AT . F35b, AT LA H R A A N TR A RPN K
VEIN 7 BEERG W R R RN e LSO, IX B R e 1 KA
B AN . MR B MBI CPU A RIS AR 5%

1R
* FTNAM ¥ NetFlowsk 49 22, A L3.2.1 MR F4T (—) NetFlowii
oM.

3. EREBRSA

(1)  AHCHCE
it & NetFlowfdiff:. HAKEZ W.3.2.1 M&mEL I (—) NetFlowiiiE 7 HTo
(2) THEER

o TEMHIEHNM TCP/UDP (1% [
i [Summary/Traffic] s I, H 4k 2| TCP/UDP Traffic Port DistributionZ, 14
3-64/17~ o
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TCP/UDP Traffic Port Distribution:
Last Minute View

TCPUDP Port Total Sent Rowd
10000 10000 10.8 MB 10.8 MB 0
s5-5ql-m 1 4_5:1“} 10.8 MB 1] 10.8 MB
Motes

& cumitotal traffic per porf) = 2*{otal IP traffic)
hecause the traffic per port is counted twice (zent and received)
® This reportincludes broadcast packets

[&]3-64 TCP/UDP Traffic Port Distribution 3
EFR PRI —/N 0] 5k 0 1434, 0 1434 1524 H §u5 H E 2 2003 i B f iy
FRE
o ErEMAFEE H MmO r EAL

N T HE— DA E MR E R AOE H e 1104 1434 HORSC, s AR FR 3 1155 BEHZ
HEN & 3-65 17 (1) ST -

Recent Users of Port 1434 (ms-sql-m)
Client Server

L ]
« hroadcast

[B]3-65 Active TCP/UDP Sessions %

ERPATLLE H & 192.168.1.19 Fil 192.168.1.29 X1 192.168.1.41 %1% H [
S 1434 [ UDP 4 3C. LK 192.168.1.19 Fi1 192.168.1.29 LY T 2003 iF
RS T

WEAR:

R KR F AR, RVARIE 1 04PARE T 605k D43 B A P e IRIE. &
ZHARKTA e BIE R, Tl A[IP/Local/Ports Used] & F #95% 212 & (&
AX AT G, FZ£[Admin/Configure/Startup Options]*& T 4& Local Subnet
Address (-m)A#ik EAE BRI RE) ,
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Q) HgiR

PL FiE Tt NetFlow Jfff, A LS MT) E A7 Intranet & 4406 25 K HL 2 LA B (9%
B (T M B 50 T MW B IR

WUR T ER IR H Internett Intranet (i HUAL 3%, 75 22K 25K H Internet TCP flag
W B ARST/ACK IR C 3% o Intranet 1) = ML BIAE 3¢ 1 7 AH Y. 5 11402 ) ok H
Internet/{I TCPi% K [A N RST/ACK, #13.2.6 M2 4RIk (—) DOSHHF
HR I 3-60FT78 . X EE[AI N, T RST/ACKIK =LA 1T B diodds dps 7RIy, P4 Bl
BNV iZIA B X B AN T RST/ACKI ML, S R 5.

4. BB TR R SLELRIE e

(1) IriEs

LE W EHLAT RGO, DI ) LR B 3 A B B ik, TR Bl

iTo

(2) FEACLLEJER )

TEF 4% 4% FHiCE ACL (Access Control List) SHyERUN, G R 3 SELE X

FIHK P Mok, PhsCRAL., o IS 5 MRk g, B IR A . AR

WAt KA EIAEH -

o THFEMLREAN RGH YR

o IIRPELMEEAY, H e IE L B AR IE R RS, BRI T Lt
1E 5 IR 48 D5 ) o

W 28 45 B 53 AT DAV PR SR FH X — T vk

()  BLE RS thid yE

ET] LU S i H Rk R 00 R, AT DA SE R4 8 4% TR A M 0 S 5 R

I H AR A (NulD) o X8 J LT AT RE N 25 BE 45 I R GL e, EL[R] B

W 5E A BT T 6 H IR hk 6 1 U5 1]

W 25 5 B O ] UM SEBr s ol (Ui & ™ B AL, H bRk AR &5 ) P E A

FHX—J5i%.

Tk LA BT T AR IR R B R 8, 2 )5 W M 4 B G A T AU R R

3.2.8 MEMALFIME (—) MEITTR I ILERM

1. tAMEK

TEANE I T, 1P 2 e R R 283045 Sl e Al 0 T80 22— S T T IR I 4%
L, IPX. NetBIOS 25, XS &M | IS, TR T L 58, WL B
AT DL JAE A R 2 B A AR, R I IEHR S Al 53 X L6 TE F 1 B U B
AL X 28 31855
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] 3-66 0 S AL T R 2 441 e, NAMEE Rl 1) B i e b I8 B B3 40
FEFINAMXS 28 AT B, AR BUCA I, e i 2LRARI L, RIarfs
ANV THEAT IR .

RouterA

192. 168.1.0/24|

192. 168.2.0/24|

192.168.3.0/24|

Internet

Router+NAM Card

[&3-66 4% 7T 4 LR I 28 ) [

2. INMES

K 3-63f17, AMAT % 2834 B Intranet flInternet. Intranet 3= 2t =N B 41
f: 192.168.1.0/24. 192.168.2.0/24. 192.168.3.0/24. Jy T Mi¥sIntranet PN &5 1) 1%
21N, 4y 7ERouterA, RouterB, RouterC 1 FHsFlow R4 &, sFlowH 1
uig 114 6343, HIMIP K i i 25 INAMFE 2P,

DL FRCE, WL LSS NAM, BI85 E NAM SRt B4 it 4%,
XY 28 JE AT A

1 RA
RouterA %% &t sFlow #9408 % Bt &, #H AKX &9 E F M.

. HERBERNH
(1) AHRBCE
NAM 24t sFlow F81:-4F & sFlow 234 T E., 25254 I UL N = AN BT IE RO IC & .

o UG sFlow fifF
Hii[Plugins/sFlow/Active] s Fail, #4i% sFlow ffifd:

AR
b E ¥ 2 = 4 Deactive, HLAAIEMF LEHE.

o UNHJFACE sFlow R %I
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Hifi[Plugins/sFlow/Configure]SZ 5L,  #EA UK 3-67 T/ i) FLifi .

sFlow Device Configuration

Availahle sFlow Devices

[ Add sFlow Device ]

[#3-67 Plugins/sFlow/Configure 5&HE

Hii<Add sFlow Device>{%4, HIn])sdtsFlowrE i3z 0, FFHEA BRI O NCE St
1, WK 3-68f7s.

sFlow Configuration

Incoming Flows

sFlow-device.2 Set Interface Name [List sFlow Interfaces |

sFlow Device
0 [Use a portwalue of 0 to disable collection ] Set Port
Local
Collector | Ifyou wantNSM to display sFlow data it receives from other hosts, i.e. act as a collector, you must specify the UDP port to listen to. The default port use

uDpP sFlowis 6343

Port
YWARMIMG: The Lacal Collector UDP Port'is zero (none). Even ifthis plugin is ACTIVE, you must still enter a port number for NSM to receive and proce

sFlow data.

192.168.0.0/255.256.255.0 Set Interface Address

Flow
Collection
This valug is in the form of 3 network address and mask on the network where the actual sFlow probe is located. NSM uses this value to determing w
Virtual | TCPIIP addresses are local and which are remate.
sFlow
I’T;:gﬁ? You may specify this in either format, =network=i=mask= or CIDR (=network=i=hits=). An existing value is displayed in =network=f=mask= format.

Add
655 iftne oFlow probe is monitoring only 3 single network, then this is all you need to set. Ifthe sFlow probe is monitoring rultinle networks, then pick one
them for this setting and use the -m | --local-subnets parameter to specify the others.

This interface is called Yirtual' because the NSM hostis not really connected to the network you specify here.

[E]3-68 sFlow #OECE SR H

s SN S AT I N

sFlow Device (interface name) : sFlow

Local Collector UDP Port : 6343

Virtual sFlow Interface Network Address : 192.168.0.0/16
HAbZSHOIAE BN

o UlMZIZN
Hifi[Admin/Switch NICISE L350, BEA K] 3-69F s i« 8 1 DI FlsFlow%
Ho
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Available Hetwork Interfaces:

@ etho [id=0]
O eth1 [id=1]
O sFlow [id=5]

[ Switch MIC ”Heset]

E3-69 YliEOR®E

(2) TE4GR
o EEARUWE, HiE M.
Hi[Summary/Traffic] 32 .00, H 4k #Global Protocol Distribution, %1 3-70

PR e
Global Protocol Distribution
Protocol Data Percentage
UDP |359.7 KB|82.9%
] 4463 KB| 28.8%||0SPF| 72.3KB[16.2% |
IGMP | 42KB| 0%
{RIARP 90.2KB| 20.2%
PX > 13.2 KB 0%
fletBios 3IKE| 21.4%)| =
STP IEKE| 227% | —
Other 27T KB 18.0% | —
d462.2 kB EUoF
HEsTP
a369.7 kB O HetBios
Oother
277.3 kB O <RIARP
I 0sFF
184.9 KE CIIP%
O IGHP
92.4 KB
4]

[#]3-70 Global Protocol Distribution
LER P LLE R P EAE IPX. NetBIOS Wit 9454 55 B 5 75 95 5 o7 3] 2225 13X
eI L
o ENELTT IPX FI NetBIOS () FHL.

L [All Protocols/traffic] 5z Flil, B #:4k 2] Network Traffic %, 4%/ IPX. NetBIOS
PR ENLHEF, FeHEH T IPX 28 NetBIOS 4 EHL, Wi,
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Network Traffic [All Protocols]: All Hosts - Data Sent+Received

Hosts: [All ] [Local Only ] [Remote Only]

Host Domain DM.\E' TCP| UDP |ICMP ICMPvG |DLC| IPX |Decnet|{R)ARP |AppleTalk l’é@s{ OSI|IPvG

192.168.0.169 T EKB|236 % 1} 1} 1} 1} 1} 1} 1} A04 1} %DB 8 Kﬁ 1} 1}
i 1 508.8KB[16.4%) 0 of o o[ o 0 0 0 0[sosakp| of o
bridge sp. treeiosi route:00:00:00 a04.8 KB 16.3 % 1] 1] a a a a a 1] a a0 a
192.168.1.57 309.2 KB|10.0 % 0(309.2 KB 1} 1} 1} 1} 1} 1} 1} al o 1}

Network Traffic [All Protocols]: All Hosts - Data Sent+Received

Hosts: [All] [ Local Only] [Remote Only]

Host Domain Data TCP| UDP [ICMP ICMPv6 DLC !p/):E‘\Decnet (R}ARP |AppleTalk | NetBios |0SI
192.168.0.198 188KB| 05 % 1} 0 o 1} ofres ke \ 1} 500 1} [ ]
192.168.0.204 11KB| 0.0 % 1} 1} a 1} 1} 918 i 1} 250 1} al o
d-link corporationf5:98:05 518 00 % a 1] o a a \ 918, a a a oo
EC:57:00:00:42:49 B 130 0.0 % 1} 1} 1] 1} 1} 1} 1} 1} 1} ol o

[E3-71 Network Traffic ¥

FRAE EALR 1P Huhk,  BIA] s A7 2 HAR I EAL.
4, fER )70

IR 25 A B O3 R B I ML, BRI E EHLA TG ZAER] IPX 8¢ NetBIOS,  HEAH MY 1) 3
BUMIBR R Al

5. FBEm

Global Protocol Distribution# (& 3-70) "4l [f/NetBIOS, 7% T TCP/IP(f]
NetBIOS (NetBT) it fINetBEUI . - #f)Windows & H A4 /E R 40 2 AL
HINetBEUIMMOR BT, Hiki AR [fWindows# {3 FH TCP/IPJNetBIOS (NetBT)
KAEAT I

i 1] NetBEUI Bl [3:4F R4 445 : Microsoft Windows NT Server 3.5 o 5 #T i
. Microsoft Windows NT. Workstation 3.5 5§ 5 kit A . Microsoft LAN Manager
Microsoft Windows for Workgroups. Microsoft Windows 3.1. Microsoft Windows
95. Microsoft Windows 98. Microsoft WindowsNT3.1. LAN Manager for UNIX,
LK 1BM PCLAN FI LAN Server.,

7E[AIl Protocols/Traffic] s 5. 506 W (1) A, & F NetBIOS 41, 141 Wor 7 HE
NetBT 287! f) NetBIOS 3¢, Rl NetBEUI 43¢

W R 25 4 NetBEUI i3, i ZEMIBR I AN ENLIERAE R SE, et G oA =)
T FEENCIEES
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FAT W EEE

1. EEEMNPEE TIRE VLAN, ME NAM 2t R gelsis2] 1 4 VLAN BIEE .
XEAMTA?

TR A 4 SRl R A (K TS VLAN, i P42 LA 0 & R trunk 2R, [A)IRHE RS

SIS PR VLAN L& R AVt o PR AT IS 5 AH N VLAN [0 &

2. fE[IP/Local]3¢ 8 T ;% & Active TCP/UDP Sessions 385, X2 At 4A?

XS K A [Admin/Configure/Startup Options] % M [ 7L [ 1, Basic Preferences ]
Enable Session Handling (-2)Z 30X A HCE N Yes. RTS8 E N Yes, Hinf
% F|[IP/Local/Active TCP/UDP Sessions]3Z .15 ,

3. AT AT IR B REGEIT 2 K7

HHAOUR, g DAECE 7BHR, SHRUTRERSE 1Rk FIN, RSO
FEFTAER) VLAN iz ik, Mifssm s il iz vk, TR Mgt 1. Hik—
ol gert 2 .

4. Host 5 B BT B R AT 589 FQDN (Fully Qualified Domain Name, IEREBZ) &
R, BREATI A IP Hblt, BEA MAC Hlk. XA A2

#7 NAM Ji3 gl I PC # 240 No DNS(-n)>h no CRARIEZ LI % A.7.2.1) , 1] NAM
S 1P kX A AR AT AR N ) FQDN ZFK . Wi ik, WILE Host %)
578 FQDN £ 8%, 150 5o 1P duhik . 7 NAM 3 3l [ & 248 No DNS(-n) 4 yes,
I NAM AR 2 1P Hubk BT AT, B4 S 1P Hidik. #7 NAM R0 20 4R
UARET P (i STP. IPX 45 , W&o MAC Hibik.

5. A1t 4 Domain BRI BEEREIE, AREUEEIR?

HA 1P Husikfig b At ¥ FQDN 44 5, A fig s IEA ¥ Domain. Domain 4138 &
PLEIAR I 7 R an e 1P sl ANJE A 1P HuhkyE[H (10.0.0.0/8. 176.16.0.0/12
1} 192.168.0.0/16) , W] NAM 2754k p2c.opt.table.gz ¢4, M3k IP Huht 5[
KRN ICER, AR5 LA R 7R . Wi p2c.opt.table.gz SO 68 F AN 2 B
BN OCZR, W) IP ikl 5 [ S0 YOG R AT REH A

AT CLEIAR R W S J 45 B, T DL T ie B S CEERs g i K K
bR RHEH IP HE KM N K R i NAM XY 5 ) NOTE Rifif# here 5
%, WEETEADE.

41
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6. At AERE NAM SRHE R A RIEIRERERT ?

NAM $E IEAEAE ] B A B ORAFAE A7, P AE . NAM B PE R IX 28K o 2 K
P s R A A2 RRD Bl e b, 0% RRD #ifF)n, BT & b s 5

7.NAM IEFEiZE{T, At ABREEMRE?

7E[Admin/Switch NICTH 2 7 I #u S A7 1EAf o a0 S BB IE A BN A i,
A 1 4% i D GigabitEthernet 1/0 Jii #1500, R f GigabitEthernet 1/0 [ &
S

8. ZE[Admin/Configure/Startup Options]#) Advanced Preferences HECE T Don't
Merge Interfaces (-M)Z# (FZRTEHi®mO) , AT AX—BEEFREH. ?
75 NAM e, i3 F T NetFlow 55 sFlow ##if:, 1l Don't Merge Interfaces (-M)

AR

9. At 4% Capture File Path 23 LL/E, NetFlow F1 sFlow EHIIEOEF 2

DRI A P 5 AN

Capture File Path Z- 417 SU& W SCHEH 2R SCHd . NetFlow, sFlow i #2111
WFTFF T AHR ) UDP sy R Wi . DI IR R IEAN ], A, NAM #f4s
TS

10. Preferences BEZ & #0 Startup Options BLE H T A X [E?

Preference F Startup Options H [ L& XA, 11 H. Preferences /(124
W hN5%4s. Preferences #1 Startup Options H {2 50d B 1935 SR AH [

11. {EF[Admin/Configure/Reset Stats]iEZ= &1, BEEN AN EEFELE, X2

At A?
[Admin/Configure/Reset Stats]i& =¥ T WAEH W E#E . FEAT TGP IRAEZ G, WL
AT R PR

o IEFEAEZ G, NAM S W FE &
o HEUMBSTIGAERIA I EE, Wi[Summary/Network Load]H s i E .
12. NAM H 84 local #1 remote =/E ATENXBY?

[Admin/Configure/Startup Options] ] Local Subnet Address 2% Tt & local
HIYEH .

245 U B G

BiE T Local iy 1.2.3.0/24

A 1.2.3.0/24. HIth 1.2.3.0/24 1% )& T local->local.

J5ih 1.2.3.0/24. Htk 131.114.21.9 (f1%dfz )8 T local->remote.
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remote->local fil remote->remote 213,

13. A1+ 47 NAM F R4S 2] RRD B94it 2

(1) ik RRD $iff A5 fig

(2) AT, BAHAFEDS TV RRD 30 a0 7 S5 H A AL
Wi, T A [Admin/Configure/Startup Options] i it Local Subnet Address
SR EZ ENUITLER 1 AR .

14. H& What do these log messages mean £+ 4= 2?

HILIXAS H B R K2 NAM R ILE—AS BEHLRHRSC R4 1P Al MAC) J& T ANl
] VLAN. NAM 314K B—NMRC St — MR, ArlgetiBlEE gil. kX

ANJE 0]

15. 1+ 4 & What are High/Medium/Low risk flags?

NAM A HA — SR . 2 B RE el S 8 AT 77 NAM R4
U E N, B4 o risk flag. ANRIFEH risk flag FH T4 AN R A e 2 2 M 4%
T4 HARKE M AT PAZ W NAM 3 A2F LT X risk flag FRT6RH

16. A ABHENZLUAREEER?

XN Tk ENL SRS B 4. ACTIVE TCP SESSIONS H ] fifh AN[A)
It R 7R E AL R — R NAM 3R B4R ST INTH]

17. At 4T &gEBE WEB FEife] NAM?

(1) EFHUANAMZE R CL)E8), HAABREIES12.3.6 HaFKHNAMELL:.

(2) iEfAER TR T AGE RS, BRI EIEAAEH bttp 3¢ https K17 1] NAM.
18. N & F[IP/Summary/Host Clusters]® Cluster i & ?

Cluster J& & # R ¥E B 5 75 2 ECE M B, ZE[Admin/Configure/Preferences] 1%
B #A N cluster.myCluster = MBS, o myCluster S48 3 5 H w2 LM
BEARR, WBGERR R Fis: 169.254.0.0/16, 192.168.0.0/16, Al LABEE 4
EEE 2T

19. MREBR A, HIMEMEKEPLE eDonkey ZiRE, 7 NAM gt EIER S
MERXEREIE0. XEANMTA?

P NAM I 28 S G v @ 3k - 15 1K, 0 SR 296 m ) 2R S84 S A 11
F 54 I X LU R, I8 A s Bl Ll DL
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20. ft 42 BPF Fizx?

BPF & —Flud yEHLH], TRt 7 2O E S0, BPF ik alUg — FiEA s 2,
R T AR ST A

BPF ik 2 th =Rl S8 AL 1) J i 20 e

Type: host. net. port

Dir: src. dst. src ordst. src and dst

Proto: ether. fddi. ip. arp. rarp. decnet. lat. sca. moprc. mopdl. tcp. udp
%55 and. or. not .

in: src host 192.168.1.1 and dst host 192.168.1.2 gt &/~ A 192.168.1.1,
H ok 192.168.1.2 [FFR L.

F4-1 BUNIRER

ERHEKRIE ERHEKRE ERHBEKRE
dst host host src net net greater length
src host host net net ip proto protocol

host host

net net mask mask

ether broadcast

ether dst ehost

net net/len

ip broadcast

ether src ehost

dst port port

ether multicast

ether host ehost

src port port

ip multicast

gateway host port port ether proto protocol
dst net net less length
LRA

AT ERFERFRIEFORET; MERFRTRIBYHSY, FERIEEALA

21. FE[F £ ##E (Historical Data) #itEH, RXWZHFIHERENFES AR

THAZX?

ARSI 73 2K Ge vk K rh, Geit (I 7 v E0R A7 Bytes, 41 1.3k %71k 1.3k Bytes,
1.3M %7K 1.3M Bytes.

GG IR (X4 KANE) RoRmiZGHE BT S. AS R B B
Z W3R 4-2,
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+®4-2 FHEXNE

=] aX
a 10e-18(Ato) Bytes

f 10e-15(Femto) Bytes

p 10e-12(Pico) Bytes

=)

10e-9(Nano) Bytes

c

10e-6(Micro) Bytes

10e-3(Milli) Bytes

Bytes

10e3(Kilo) Bytes

10e6(Mega) Bytes

10e9(Giga) Bytes

10e12(Terra) Bytes

10e15(Peta) Bytes

m| T |4 |Z|x|H|3

10e18(Exa) Bytes

22. fE[F £ #E (Historical Data) #EitElH, At AGFEEUTEINER?

o /NREIR G I AT N A ARFR LRI BRSSO N A BRI IS K

o BGOSR T AN LA B oot Y I AR FRAS AR o

M T I AR S PSR SO, B ARSI T 2 DU — P S e

NF R IPRABERAE Sy y AR RGN I SR AT 0], CAREHE, Rk, Y& F K h AL bR

ANFE O FFUR I (B AR R (KR SCEAE I, TR AR R 1% (0 BT N TR P AL A B A AT

BMEZ 2

23. 7£[7 £ ##E (Historical Data) it EH, At ABFHER S B RELIRMT A ?

T2 DR Ay SRS B A ) x AR BRI AR AR BUE A K 0

24. 18307 Linux B ARG E R, NAM RRYIF S St EESEI TR, MFEHIRT
REHIMT EE. X2AMTA?

NAM WA IR A SV A0 A2 I ) AU, eV M e VB N 2 A F 24 i R G

o WHRAEK T Linux MRS, e PEEEFEHMET AR, L2 BB

RO PITEAE RSB Linux RS, WERESEHR 285, HEB K
JE T E) NAM B AT
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SR A NAMERETI BEIERR ..ottt A-1
F N RS 0[] 1= Y PSPPSR A-1
N T I - 11T A-1
AL HOSES .. s A-4
N G B V1= 411 5 2 o = T SRR A-5
ALLA VLAN INFO.. i e e e e e e e e e st r e e e e e e e e e e ae e A-6
ALLE NEIWOIK FIOWS ..ottt e e e e e e A-6

A2 All PrOTOCOIS. .....eiiiiiiiiiiiiiietieeieeeeeeeeeeeeeeeeaeeeeeesesesssesesssssssesesssssesssssssssssssssssesssasssesssnsnrsrnrnrnrns A-7
F N R I - 11 1 (o PURP TP A-7
AL2.2 TRFOUGNPUL. ...ttt e skt e e skt e e s atbe e e e s sabe e e e e sabneeeeaas A-8
AL2.3 ACHVIEY ..ottt ettt e et ettt ettt A-8

N T | RSP TPRRPRPPNt A-9
F R T R ST H ] 1 0] 0 =T Y2 PSSR A-9
A.3.2 Traffic DIFECHONS ...ttt e e e e e e s e e e e e e e e nneeees A-14
N JRC T 1o Lo | R PP RR O PRP A-17

AB TEHUTE I oottt A-20
AL HOSHEATT J 1o A-21
A2 HOSEIL DT c.veveeteeieieiee ettt ettt ettt sttt aeeaeereeae et anas A-22
A.4.3 TCPIUDPHI LI L v A-22
A4 ARPHITEAE KL 1o A-23
R 3 (1K = RSP SS T TT A-23
ALB.B ICMPIE J ettt bbbttt bbbt A-24
AAT TCPIEEBET I oo A-24
A.4.8 TCP/UDPHi IR TG JEL woiveiietetieeteisee et A-24

N T ] PSR A-25
AS.1 DAtA DUMP ..ttt e e e A-25

F N T2 ATV o o PSR A-26

ST d 1 T 11 PR A-26
ALB.L HOSE LASE SN ..ottt e e s e e e e e e A-26
ALB.2 ICMP WALCH ...t a e e e e e e e e e e aeeeas A-27
ALB. 3 INELFIOW ...ttt e e nneeas A-28
ALB. A P A . e A-32
A.6.5 RoUNd-RODIN DAt@BASE .....ccceiiiiiiiiiiiiee et a e e e A-32

F N ST ST [ 2 UEERRE A-38
ALB.T All e a e e e e e aaaaaaaaaas A-40

F N A Vo {17 o ISP PRPRPPPPPPPPRS A-40
AT LSWIECR NIC e a e e e e e e e e e e aaaaas A-40
N 7 o oo U =R A-40
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ffsk A NAM BAFThHE AR

A.1 Summary

A.1.1 Traffic

138 T S NI G o 7 ) S == AL R (=0 N B A b M SO 888 NCA NN == 1)
TTL A &M At ilaE. el H A 7 U8 Rm D i = 4
v, {50 9 2% 757 B 0 1 DK D9 8% 4 28 A (A IS T R L (] b SO B T 428D
1. Global Traffic Statistics
R T AR E [ — A B
#A-1 Global Traffic Statistics

FIN aX
AT A W0 R ILEME, B 2R
Network Interface W& KA, BEOMR, KEEEE, MTU. 3k
ERCEE. IPvA Ml IPv6 Hihl
W ONEF AR, TCUE
[Admin/Configure/Startup Options]Z H.35 %f

NG ) 1P Preferences ) Local
Domain Name ST Hd &

Local Domain Name

Sampling Since NAM J& 3 1 1) [R]

Active End Nodes I 0 2% TR BRI B Y LT R R
AR
EEHEZRI IPV6 AT, FEAE NAM RS2 L2 3 IPV6 thX JF e B A0 5 69 IPV6 3
ak,

2. Traffic Report
VEAN AT T R AR 1, AR ARSI AT R AR 23 B BA SR A

A-1
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R A-2 Traffic Report for 'eth0’

R &X
Dropped (libpcap) IR 1 48 KA S 80 libpcap = FR KRk U
Dropped (NAM) RUR 4528 KT S B NAM Z 5 e
Total Received (NAM) NAM 80 HR SCH

Total Packets Processed NAM .4 4b BE R S 3

Unicast FRMS I SRR R SR
Broadcast P TR SRR
Packets Multicast PR 22 4R SCHR
Shortest WL B S e NP AE
Average Size WS B SCIPK E A
Longest S eil N SEL(E
H R B R BRSO g

Packets too long [> 1518] | #B KR L% E

Bad Packets (Checksum) | BG4S 1Rk C s

Total SR il

IP Traffic WCE K 1P AT R A

Fragmented IP Traffic W R 1P 43 i i S
Traffic

Non IP Traffic PRI AE 1P ) B

Average TTL W HE S TTL P31

HRPTTL KN HF0TTL K/MOGETE

Actual YR 2% A7 B L

Last Minute AT 1 AR S AR L
Network Last 5 Minutes S 5 560 1125 SRR

Peak 04 3% S A 5 0

Average W 2 1 T3

e AT LA LA 10 75 A ) s i A

Historical Data THL. AME R 1/, 6 /NS, 12 /Nt

1R 12, 14MNH. LENRE
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0 {5ERA:

o P ELEAEARAGAE A RRD 458 & F , ATAHAT NAM F 9 Reset Stats 44~
REZRN S HIE. BHRRAERLHEHR T, FERLE RRD #&14.

o WRIKE| T R K TCP &34, N libpcap ¥F FZ /513 693k L. K4y TCP
% 3 4T vA 38 32 [Admin/configure/Startup Options] 3 & 3 AT 4T 5 &9 R & F 49
advanced preferences #4t & % .

3. Global Protocol Distribution
o TR O BRSO, 8 T SR ISR B R NN H A bR, I
DLFEIR B 1 2R T & P s i 3 A s 45

#A-3 Global Protocol Distribution

R BaX
Protocol RN E it
Data ISINAISNUREETPNGN
Percentage B AT R 4 B

4. Global TCP/UDP Protocol Distribution

BoR THrA M EIR) TCP/UDP B3CRAY,  DLEIZR AT 23 Jal 4% R SC fR/h
W BBUR A ORI S 2 BEREAT Sk, Herp I s g3 EERTAE IR I 2

% A-4 Global TCP/UDP Protocol Distribution

FIN aX
TCP/UDP Protocol e
Data ok B A R A/
St R RS . S PMNESRAy TCP, M1
Flows A TCP EER N 1 &0 & il 2A S, UDP,
M) 14~ UDP #0300 1 453

AR :
& TCP & P % 5IR 555505 XA ARG H), TCP AR ¢y As &R T HAF 1.

5. TCP/UDP Traffic Port Distribution Last Minute View

WOR T BT 1 4B PRI (Y TCP/UDP i AR I Ze T L, At 1145
SRR SCEL, AORIR S RS
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#A-5 TCP/UDP Traffic Port Distribution Last Minute View
FIN aX

BRMF (4R S TCP/UDP ¥ 115

TCP/UDP Port

Total X i 11 PR BT A i SO

Sent Xk IS PR A A& AR SCE R

Revd X 73 1 PR A S K
LRA

ER @GRS S e HIRIAE.

A.1.2 Hosts
WIRT ENUEE, 2T RO RN SR, [N AT PUET VLAN SREH A
R NS e SRR, B — PSR, BT P AR e 2 0
T EME E .
#&A-6 Hosts
=30 aX
FUH T EM R FENL, SLLIP. MAC .« L

Host 75 R I S BEBE SR S LA
Domain TN R 44

IP Address FEHLEY 1P Hutik

MAC Address FAHLI MAC Hihik:

Other Name EHLH

BandWidth TAHLRISIL MW 5, 4370 LSk (o Rl (056

R, AR KR, ORI

Nw Board Vendor

FHLIFA RIS ) 4K

Hops Distance

FHLEH NAM 22 8] iBkit%

Host Contacts

THLE NAM [ R I E

Age/lnactivity

T NAM IR FR I () R 2l A

AS

EHUITER AS 5
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1R

444 RAFZ G £ Bandwidth?) T @ ey B A e, 22 wrb ZAUE F 69 LR T8, B A
AHABTHAWSIT 2 Kk (KiEFdlL) , FIABTA RS E bty Fafl THERZ
100% .

A.1.3 Network Load

1. Network Load Statistics
R TR T N 2 s Dl . I IR 2 AN RRD 208l 22 R 3R B, 4301 LA
4 NI BRI IR

#&A-7 Network Load Statistics
RN aX
1T 10 3B 28 S BUE DL, 430 Bos B /IME
R PIME. Y. SHESEE R

Last 10 Minutes Throughput | ) ., -~ s
anp I 10 SME0 R ORI AL B, AR
ZJLA.1.3 2. Network Load Statistics Matrix

BRI 1 /NN [ P9 28 R A DL ) Sl s e /MEL

Last Hour Throughput Bl . YR

BT 1R PSS SABNEDL, 200 Bosf/ME
Current Day Throughput R T

BT 1 H M SAENE O,  20 Bos f/ME
Last Month Throughput Bl I 4
WLEA:

EEEBRBIRIRE, EFARNAE T 7 ELHARRDE B G, T4 R 6914
%, Pt E 12 935 5 JLA.6.5 Round-Robin DataBase.

2. Network Load Statistics Matrix

SR TRFERIRE A 1 BH SR oL, DUERER 7 SRR TP M e, DL K
TN HE A4 BT 3 A2 NI A4 TR

#A-8 Network Load Statistics Matrix

FI ax
Sampling Period SREEISTA], B 1 43 o By
Average Thpt PR
g2 Ly 2 B A 442 I T Sk W (1) 375
Top Hosts Sent Thpt %{Eﬂiuﬁ#% A 3 57 (1) AL IR 44 B8 B %o IR 1)
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e aX

TR PRCHE A B 3L SEHL A4 5K SO N 37

Top Hosts Rcvd Thpt o
A4

A.1.4 VLAN Info
2R THET VLAN J7 AAGETT i e .

%A-9 VLAN Info

R aX
VLAN I T HENIE) VLAN
Hosts SIHT VLAN HEHLSIR
Data Sent XY VLAN A2 4R SC i
Data Rcvd XFRY VLAN $H5C R S0 &

15 RA
RABLE T AR 49 VLAN E3bE 3 4T L,

A.1.5 Network Flows

TEU B/ T Host Last Seen #fif4EF1H 7 H 5 SR 785 15 D o

#&A-10 Network Flows Ih&ERI 7Y

FI ax
Flow Name B T 1 Host Last Seen 203 )7 H & X
THLI ) 4 FR
Packets W=
Traffic RN
WLAR:

o A A ¥ Host Last Seen & A /&, i@ 4 A iz 3G 69 %15 &
o WwREAP A ZLEAAN, Flde ICMP="icmp’, HF ICMP AN 49 % 4R,
25| 5 A 6y icmp ARAN, RAN LR R —ANE ikt BPF &k XK.
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A.2 All Protocols

A.2.1 Traffic
EoR TAETIA NS ER O, BFEIA EPR AR L. n]

PAZP A AA AT RE . A A AR 75 o 87T EABUANIA] () VLAN R 735K o
W2 EHUE R . HATLAOBIHEy, SRR B A oL i 48 S i i PR N

FA-11 Traffic

=N aX

Host ﬁ@ﬁﬂ@%?@i%iﬂﬂgimmfzm LA IP.MAC.
RN I 7 R

Domain W, — M LR BRI E R
Data iAo B LA A 23 bt s 2 R
TCP TCP BRI =
UDP UDP B [F4R 3L i
ICMP ICMP 24 (4R SC IR ==
ICMPv6 ICMPV6 288 21 [ S (¥t
DLC DLC ZA (¥4 S (¥
IPX IPX 22 (R SC (¥ £
Decnet Decnet 274 (14 SC (1) &
(R)ARP (R)ARP ZS R (13 S IRt 1
AppleTalk AppleTalk ZE7 (14 SC 1 &
NetBIOS NetBIOS 2 (F4R LI i
oSl OSI KB PR )i &
IPV6 IPV6 J A (¥ S (¥ 9
STP STP B AR 1 it =
IPSEC IPSEC R [F4R ST My it 5
OSPF OSPF R R I ==
IGMP IGMP JS R [F4R SC 1A 9
Other Other 287 f4R SCHI =
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1R :
X EHGIT R EA T IR, Pivh s Global Protocol Distribution 49 8 A R,

A.2.2 Throughput

R T P M RS O, AR T EALI AOE R R SIS O . W ALAA
MR RE 77 S, AT BLUAS R i Ao . BT BUS 9 HERR . R L
FNZ (1 T3 S A T R PR N 7

% A-12 Throughput

FI ax
Host PRSI T B EHLRI A4 R, LLIP.MAC,
N T SR
Domain A4a, — Mo AR SR 1 E K
Data 5 HILL Current. Avg. Peak BT
FEAS LRSS AN I HALJ2 bps
Packets A5 LA Current. Avg. Peak 70 ER T
R LN LS s L. A2 Pkts/sec
WiAR:
H 4 Peak 26918 AHAEAT 60 AVl g a9k KAE. Avg % 60 #3t A 1 k. PR X

i % NAM BEhvAk T4t Feg. B NAM RS T8, XEELEFHIH.

A.2.3 Activity
WoR T MG S IGO0, BL 4 Rrgit s X Eos, G AL AR AL
WS Ol e W CALAA A A2 10 77 27, nT BLDUAGE A i 77 X2 os . H
ATLAO AR o R RS ) T7 A A T TR0 N 2
F£A-13 Activity

= aX
WA SR T B ALK A FR, BLIPCMAC,
R4 177 R
Domain WA, —MAERM AR LAEE R BR
53 24 3, BEFURIN /NI, IR TIX 1N
Time IS HR AR B B 24 /NN IR R R T 43
EANVN INAO T ERTAN

Host
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A3 IP

BoRT NAM IR 1P WSl (s 8, BE—20d o0 K &5 Bl FH 2 Wpisl, 3l
W FTP, HTTP %545, nl DU EHUE BRI R B EA FHEH SN )=
PBLIIAE L, P e ORI B O 7 2 7 R A SR AN B 1 ML RS
K. Traffic Directions ] LA# ) 7 EALZ [0 B3R I 500,  Local D4 it A< th
FHUAS O S L. EHLTEGME B TCP/UDP 25185 B . &4 EHLZ 18] 140 %
PRI A Hh R 254 40 B 45

A.3.1 Summary

1. Traffic
WoR T WA ENVERH N HZ D BSUREE B Fra sz oy Um0k e
TN o

FRA14 FIBEEHRERETARNSEE

RN aBX
Al WINPT EALIAE B
Z%EE Hosts X Local Only B R ENE R
Remote Only R RZEFE LR R
BelE VLAN X | ALL ST VLAN 1915 B
” VLAN % HHE VLAN 2B 55
Al SR I AT R I B SRR 1 AL
%[ Data X 43 | Sent Only HBIRE RIEHHRM EN
Received Only | H /- BRCEIE 1 EHL
AR

RA/RILFHH T VLANIZ &, FL2H 4B VLAN R o6 8+

CLEHL R BT S 7 NS B AN A 38 25 A iSU1 L
% A-15 Local Hosts - Data Sent+Received
FIN X

EHUFEE, — AN 1P il (thaT U2
DNS ##r5k# NetBios %) , DL (lBHERE
Host X, A LLE I [summary/host] = 5Lk Y T
BEZFIUER, Sl T 2 os
PLAR AR 2 R
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R ax

Domain B, —BAEKN LR LR R B

Data Xof I8 AL T

FTp X FENL FTP BRI, 4 ftp
5 ftp-data

HTTP SR L HTTP a0 {E

DNS XoF . AL DNS 9t (118

Telnet SR EHL Telnet 3 IE

NBios-IP REREHL NBios-1P it {1, (L4
netbios-ns. netbios-dgm. netbios-ssn

Mail Xt R A= HL Mail ?;ﬁiﬂ‘]ﬁ, f14% pop-2 pop-3
pop3 kpop smtp imap imap2

DHCP-BOOTP %t F 4L DHCP-BOOTP it #: [11H -

SNMP xR EHL SNMP S 11

NNTP SR ML NNTP 3 & IR

NFS/AFS X A= HL NFSIAFS it i {E

VolP XS E L Vol P it B i

X11 XF I AL XL ¥t AR

SSH X A ML SSH ¥t & i

Gnutella S N AL Gnutella i & FIE

Kazaa XF M ML Kazaa i & HIME

WinMX it AL WInMX 3 B (4

DC++ o B A= AL DCH+iit i 1A

eDonkey Xt R 3= ML eDonkey i 5 F1E

BitTorrent %f M ML BitTorrent i 5 1E

Messenger %f M EHL Messenger Ji 2 [f1H

Other IP Xof B FEHLAE BA b &S0 =

AR :

o XEHGITREAT IR, Fivky “Global Protocol Distribution” ¢4 2 7).
o FTAGNAZRNFATHN T, wRITFEL, NEATLZFIIH RAZTEK,
2ERAE R IAKB., MBX# GB H#45 8T,
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2. Multicast

o T M 2 B R 0L, WP BN SOE MRS L

FA-16 Multicast Statistics

=N aX

EHUER, BN TP 1P Mkl (a2
DNS #frali# NetBios £5) , LU (CUBHEREIE

Host X, AT LA It [summary/host] i 2 i s )
M&EBZENEE, AT t B v B Rk
T EAAR B L2515 B

Domain WA, —MOERMLTR. DU R ER

Pkts Sent RIE W) Z FERSCHIBR, A

Data Sent RIEM 2R EME

Pkts Rcvd A IEZ i 8% s P X VA S

Data Revd B 2 R =

AR

iR 69 RE R DB 4o T, R AT L, MEATRAFTH, WRAZRKX,
LEHBAREARIVAKB., MBR# GB A% 527, WwREASHRBL, NE T

No Data To Display (yet).

3. Internet Domain

AL LA Domain Jy B4y SR T 7E1% Domain T E BN —4iH s B, &35

& XN s
FA-17 Statistics for all Domains
R ax
Name Domain [ 4
Domain EHUITEEIE 4, — OV ER AR IR R R
Sent % Domain W T T EHLAIEI TCP/IP iR &L E
o Revd | i% Domain A A7 EHLEZIKIK TCPAP i & {8
Sent % Domain T EHUAGE Y TCP it i HIMH
TCP/IP TCP
Revd % Domain T8 FHEY TCP &= 1 {H
Sent % Domain JiTf BHUAILH) UDP i B 1
r Revd i% Domain i EALEM K UDP it & i E

A-11
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RN ax
Sent % Domain T EHLAIE ICMP 432 1Pv4 Ji & (1 4E
e Revd i% Domain it LN ICMP 30 IPv4 i s 1 fE
M Sent i% Domain it FHLAIE M ICMP 30 IPV6 it & (1 {E
e Revd | i% Domain Frf7 AL ICMP HR3CH IPV6 it i
[ 15A:

o FIAIAZ RN I T, WwRAFEL, NEATFAFTVEH, WwRATEKX,
LBRIAFTR A KB, MBX# GB #4587+,
o 4R FTA THAREA Domain 15 4, AR 4 ¥ #2342 & No Data To Display (yet).

4. Host Cluster
o2 FEH P B 1) P BB R S S 71z X B E ML 1 R

#A-18 Statistics for all clusters

R aX
Name % M B A4 TR, S b B4 BRI 41 LI BT A LA
Bl s i
Domain MBS, — OV A AR DL R

Sent IZ BN T LRI TCPAP & f{E
Revd | i B A BT EHLEK TCPAIP LI
Sent MBI BALRIE TCP i iMH
Revd MBI AL TCP il HI1E
Sent MBI ALK IER) UDP R KIME

Total

TCP/IP TCP

or Revd | MBI LRI UDP it & 118
Sent %M BEITAT EHLUR LI ICMP #R3CH 1Pv4 i s A
v Revd MBI R ICMP 4730 IPv4 i 1 {E
M Py Sent MBI PR ICMP 4730 IPV6 Ji s I {E

Revd Z MBI NI ICMP #R0H IPV6 i A
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AR

o FIHEIAZTRDEEMN 4T, R RF L, NEAFTLFVH, WRATHEK,
LBRAFT RN A KB, MB 3% GB A #4528 F.

o % Cluster 49i% &, #HANLIEX $wE F LML 44154 18,

5. Distribution

WOR T A AR R I A O, O N IPIRE WoR A RS A A
Hi->ZE R EFE 4 BRI AT A L, BT R LA IRy A i R T X DY
Tt B (R PEAEAE

Local Traffic: A< Hh 21| 4 Hh f¥) A7 F LI R 1 Do

Remote to Local Traffic: &5 A 1) A E AL R0

Remote Traffic: e 2 FE (1 Fr A EHL = O

Local to Remote Traffic: A1z F2 (1) fr A7 AL A O«

PR ER TP IS8, 12 WARA-19R1FKA-20,

FRA-19 Traffic &% (1)

IR aX
IP Protocol Py Ad, B TCP F1 UDP
Data TCP F1 UDP #1355 il
TCP TCP WS AT & i 4 e
Percentage
UDP UDP Bt/ JiT o5 B 43t

FA-20 Traffic &% (2)
=30 34

FUH T URF R, filan FTP &, ik
Tk [IP/Summary/Traffic] Network Traffic

TCP/UDP Protocol [TCP/IP]: All Hosts - Data Sent+Received K
IR PISCHIZR AN B, AR R, BRI
AR

%W TCP/UDP Protocol | EL AN I & 5
F

%W TCP/UDP Protocol "~ B AWML 5 I H 2
kb

Data

Percentage
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A.3.2 Traffic Directions

1. Local To Local

BOR TAM B ENRERS O, SHE T,

#*A-21 Local IP Traffic

e

&y

Host

A FPUE R, QR SAM EHEEREE, W
AR o — Wk EHLT 1P Huhk (7T LU DNS
AHRELHE NetBios 55) , DI ABEIEIERA,
] PLIE i [summary/host] i B 056 b 5 A A
Fiz N, SRR T 2R A

) EL AR A S

IP Address

XML 1P Huhik

Data Sent

AHAA THLLZ AR B 230 LA
AR LA FUA S EH LRGSR RN
BRI 2 B K BoR

Data Rcvd

A TR B GRS Do 730 LA
ANKS R SE AR (oK AR ALK K/
A SR 0 1 23 b 2 Fo7 SR

A= A g, SEGE X,

FTA-22 FIERMRE

RN

ax

AHUITA FHUSIE RIS A

Total Traffic O AR RS, KIEFE R e A2
P

Data Sent AHTA ML 8] K = B A

Data Rcvd AHT A EHLZ RIS

Used Bandwidth

A Hb L T A A5 (7 98

2. Local to Remote

SR T A N SR AL SR E N0, Local to Remote IP Traffic % W<

A TN RN, SEEXWT.
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#A-23 Local IP Traffic

RN

ax

Host

A ENUEE, WR SR ERAEE, W
AN e — N EHL 1P Huhl- (T L DNS
2R # NetBios %) , LA MBERER,
Al LA I [summary/host]Zi B35 6 v 71 T 7R 7
BixENIC, sl R DU SRt R
I H AR S5 B

IP Address

XF R AL 1P ik

Data Sent

AHEA UL FERE TR . 0 LA
FNURIE R EHLT R DA T
PAT IR I o b 2 RO s

Data Rcvd

A BB SR EAL R ERS DL 2
9 LA R ML OR B FE E ALK R
RK/NFIUER BT oy BT YR ) T 0 L 2 7 5

7N

Fr A BN E RS g, SRS .

FRA-24 FiBEARHTIERE

e X
Total Traffic JITA A R R T RV B R
Data Sent JITAT A b S HURI% B AR R U i A
Data Revd FITA A 1l L AGZE R M 1 O A A

Used Bandwidth

FITA AR 1l AL Sz RS £ 1 £

3. Remote to Local

SR T RS A B EALR AR E TSI, Remote to Local IP Traffic % &7 &2 ff

EHUR RSO, S8,

#A-25 Remote to Local IP Traffic

RN

X

TREIHEE, WREAMEYSEERS,
ANEBIR A FHLR 1P Huhik (H 7] L& DNS
Z Wi NetBios 25) , DL (OBEEREIE,

Host W summary/host UL A7 AE 1% FEHLIE 3%,
s BT A DU R B AL B AR A
THEE R

IP Address X EAL 1P Huhl:
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e aX

BN FE F WAL BIA S E L2 8] I 24
By A3 LA B =L B A o = H L AL

Data Sent kNI 5 BT R 7 4L 2 Bk
R
SRR TR AR R . 425
Data Revd PLASANST N EHRICK B A B LR & HK

NIRRT BT U R 1 23 B 2 R AR

T S R B A i B R geit, SEGE AR .
FRA-26 FIEARMIIZERE

e X
Total Traffic AR LA A LRI
Data Sent TR ENUSOERIAI LA S S A
Data Revd TREPTA EHLEMCE A AL TR
Used Bandwidth TERR AT WL A EHLIEAR T o 7 o

4. Remote to Remote

e S R 7L R R LA O, Remote to Remote IP Traffic & 2R
FA L EHLR A OL, SH0E T
% A-27 Remote to Remote IP Traffic
RN ax
ERETIUEE, WS EIRAEE, W

ABIR A FHLR 1P Mk (H 7] L& DNS
Z W EE NetBios 25) , DL (O BEEREIE,

Host F W summary/host T HAZEZ P LIC %,
ST DU R AU B AR RS
2R,

IP Address KR AL 1P ik

B EHU AR EALRRE RS, 4
Data Sent I AN B = LB BT AR ML SR K
ANFIGRE T T A W E R E A L 2 B R R

FAZERE BN B FE EVL R R 2B
Data Rcvd BN N FE MR B TR E VL =
IR BRRER E O 2 By B oR

P R S AR R GETh, SHE T
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FRA-28 FiBEARHITIERE

RN axX
Total Traffic R EHL SR EHLR R SR
Data Sent TR EHURIE B AR LR B A
Data Rcvd TERETAT ERLEWCRE AR AL R B
Used Bandwidth By 37 Sl Y| R B o oY1 oK = WA

LR

o FMIAMAZRANFLEAN LT, SoRFF L, NEATAF I LRAZTHK,
AR R A KB MB. 3 GB #4527+,

o WRXAAE X E AL, ¥ 2T No Data To Display (yet).

A.3.3 Local

1. Ports Used

U I 7 AR SR WL T PR 2 7 S AR 554 (R 35 SR AR G D0, 20l s ML
B MR S5 b I B, BURIR S5 il b 2 3201

%*A-29 TCP/UDP: Local Protocol Usage

=30 £9'4

Service R T RG-S R 115
BoRE BN, RS T IX AN
Clients Jouity 5 — I 5 R4 s B ) E T IRl \r L

I LA R s B ALK PR B

RIS S BN, H BRI T A
Servers PR 5% 28 v 5 — VX 5 5% 7 g £ 38 H RIS TR
Al DA I s MU AR A5 A e A4S B

AR :

o JRARIINFEA % IHILA, ¥ 27 No Data To Display (yet).

o & ¥ client = server ¢ ZAUIE &9 & REIZ EHE — KARH KRB IRLIE B 2|3
A4y, BARARE A web RE T 693 BT,

o F7ALTF 7 7| i 49 Reporting on actual traffic for xx host(s) on xx service port(s) ¥
host(s) & 7 FT A A AL 4.
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2. Active TCP Sessions
PRSI 2R T ARHE B0 TCP & 1E{E B

%A-30 Active TCP Sessions

e ‘'YX
Client ?;?jﬂ@fﬂ%%aﬁ IP bk, 3 5 B R
Server R 45 B i 1) E AL A FRER 1P kil , 3 1145 2k
& it
Data Sent I S B3 B e 55 s S U e AR
Data Rcvd I g W 95 i i F2 W PR
Active Since BT AR TR
Last Seen B JE U AR ST I i)
Duration PRSI TR
Inactive ARG B [A]
Latency JEIR B+ [A)
Note =Y S
AR

o WRXA TCP 4%, 4 27 No Data To Display (yet).
o AP LERE LR ERERTEITE ENG —FARKE IR IIE B B ILAE B9 BT 1],

AR E A web R f T agifm BT,

3. Host Fingerprint
PRSI o T AR EHLIEAE RS, OS Summary Whos EHLIHEAE RS .

OS Summary £ 15 L.

FA-31 OS Summary

ax

Host

FHFE . AN P Hutk (L2
DNS 4 Fra# NetBios %5) , DL (B sEH: K
R, FH summary/host Wi AL % EHLT
3%, AR H BT R T BRIk EAL B AR =
FirEGER
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FIN 34
AR E RS A FR, Wi Windows
2000. Linux 2.4.xx %45,

W Host J& TN A R S8, WAEAR I I
VERGEA PR AL E AR L

HAb

BAERGBRGORSHE T .
RA-32 RIERGHE

RN aX
(o] BAE RSB TR
Total BE RGN

A RGHL IS RENS R AT S BARE B4 0 0 W MR PSS, #5380 ks

% A-33 Statistics

RN aX
Scanned | Host P L
No fingerprint WA RGN ENL E
Broadcast I S NE0F 6 i
Less Multicast EZ (i ERINiNE e
Remote LR TN
Non IP host IP ik O O ML KR
Possible to report Al P IR R Gebn VR A LB
Gives Less: Can not resolve | [AIFRIRATE BT AN REARATT ) LA LECE
Less: Unknown ANBEAFAT AR VA RIAS B8 26 50 8 I A b R 44 Pk ) AL
Fingerprint K

4. Hosts Characterization
LSRG T A LA TR R 5 .

#A-34 Local Hosts Characterization
I ax

FHUE B —BFHLW 1P Hukl: (i rT LR
DNS # 54 NetBios 45) , LU (B2 K
Host X, AT LA I [summary/host]3iE 2 s W 0 1
BEZENOCE, AU R v

IR HAAR R G
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e

aX

Unhealthy Host

e 55 s ) E LA PR 1P i

L2 Switch Bridge

XN NGRS N 2 JZ B WARAE, WAEA N
(DAY TS

XN ENETT R R SR, WAEARN A &

Gateway ThEiE

VolP Host %Ej} voip TEHLe L, WIZEARN A7 &R bs

Pri XN NIRRT AT ENHL. Wi, WAEAH R AL
rinter

B Ml

NTP/DNS Server

SN EHLIET  NTP/DNS Server. 152,
DUIZE R R A B Rl

SMTP/POP/IMAP Server

X ML AT PR 55 4 o WIS, UAEAR

A B AR

Directory/FTP/HTTP Server

KR EHLE TS A Directory/FTP/HTTP Server.
W, WIFEAH AL BRI

DHCP/WINS Server

SN EHLIE TR A DHCP/WINS Server., 15
A2, WILEA AL B AR D

SN EHLIE T A DHCP Client. @152, 7E

DHCP Client hmslts

P2P KAy P2P k55 ds, WERAE, JULEAN N AT
prid

Total DL EAE IR 55 4 1)

5. Network Traffic Map

F2 A Y 258 (¥ 4L 1) P i 8 AL T R R R

6. Local Matrix

WoR T AMBLZ 8% EHLR R ES AL, PAAERE R 7 R .
IP Subnet Traffic Matrix 2 &7 4R8I Rox 1A EHL, PLENUE B3R R,
W% P 28 I 5 5 B2 TR AT B0 R S KD .

A4 FHER

L ST A LA AL B iz AL PR 5 B s EHLREAGE R, 1 1P. MAC.
OS. HaieRiAaE . il 24 TEANUURAT R AOE R Rr 2 PR S ge it
R POl S HARSCAE R S A I D545
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A4.1 Host EARZE

%A-35 Info about Host
=N 4

73 s L AL 1P ik, RO R, 2R HE), RNt
BIUE BN BRI T RE

3 ) TR — AR B SC RN T8 s 5 J — AR IR SC AR I T e
P DA AT AR B SCAT AT 4 SC R I 1)

MAC Address ZEALE MAC Hihit

IP Address

First/Last Seen

Nw Board Vendor ArET

OS Name BERG AR

Host Location FHAE, BIE local Bi# remote

IP TTL (Time to Live) | TTL {H

Total Data Sent FOIERVEAE B, S B OO, AR SRR
Broadcast Pkts Sent | I #E S, LR ECR B

Multicast Traffic FORMIZ B B, i BL RO RSO SR

Data Sent | Local | AIEHAE AN R T & Ho )

Stats Rem | RI%BORI R T o Lo

IPvs. Non-IP Sent | AIEILE IP 5F 1P 235 B fdy Ll

Total Data Revd Bl S, o A e SROCHCE . AR SR B
Data Rcvd Stats BB I Gevt, DAACHRIA B R R i P o1 Ee A1y 5 o

IPvs. Non-IP Revd | #2081 1P 55 1P T oy EL 451

Sentvs. Revd Pkts | AR ISCIAT B4 SCANE003 50l T o 1) LE 451
Sentvs. Revd Data | A R ISC it & 7 5 4007 o g e 41

Used Subnet

Routers R rh 2

(oot ealness | epuin g

Historical Data BBl b b A BT e L e
WLAR:

o FIHAZWELAMN T, wRAFTEL, NEATRZFII RATRK, &
#BIARE RN A KB, MB 34 GB A1 R F.

e Multicast Traffic. Used Subnet Routers. Host Healthness. Historical Data %
TR R R, NGB EAURHR XA,

A-21



H3C MSR Z 51 #% HH 2% NAM 2840 it H 2 0 B A NAM B Ih RE PEAR

A.4.2 HostRE%it

#*A-36 Host Traffic Stats

RN ax
Time PAZINISS 4y B 2 7S
Tot. Traffic Sent KL S AN
% Traffic Sent B dle DU NI AR A BT 23 B
Tot. Traffic Revd FEW I = AN
% Traffic Revd IR - DU/ IR R R T o 20 B

Sent 24 /NI AL A8 /IN IS SR 326 ER R 1 A1 P

Tl Rcvd 24 /|NIRF A /N IR A R ) 23 A

A.4.3 TCP/UDP HHEZFZItER

ZA-37 Packet Statistics

RIN X
Attempted | TCP 1SRG R 1 EHLE B
P tione | Established | CUisE TR A BRI LB
Terminated | ZZ5 1A SRAN B K ¥ U5 &
Directed to FEHRAEILE EHLH TCP i RAF EHE B
Rcvd From EHEWCLE ALK TCP i RANE B B
% A-38 TCP Flags
RN X
SYN FEHURIE R SYN 944
TCP Flags
RST|ACK EHUR LA RSTIACK 1145
Pkts Sent TR AR SYN iRk EHLE B
Pkts Recvd FHUECH AL R SYN SRk ENLE
*&A-39 Anomaly
I ‘X
UDP Pkt to Closed Port SR B IR
Anomaly Closed Empty TCP Conn ST BRI
ICMP Port Unreachable SR BRI
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R

aX

Pkts Sent to

EHURAE S WL 579 A HO EHUE B

Pkts Rcvd from

T LA LA H O EHUE

LR

o FIHARZTRNEAAHMN AT, WwBERFElE, NEAFTLAFIIH wRATHRKA,
Ll E A vl KB. MB & # GB %4527

o TCP/UDP 48X %it13 & F , R4 TALEG B 12
TCP Flags #= Anomaly %1z &:.

JEJ’.
'ﬁu%b‘kﬁa D]] fl—

T2 %A TCP Connections.
j’—

A4.4 ARPHXEER

#RA-40 ARP
e300 X
Request Sent PR IE PR SR IR SR
ARP Reply Revd ST P AR SRR Ky AR I 1 O3 L
Reply Sent PR A% ) R PR S
Packet WK
AA5 a3 mIER
F<A-41 Protocol Distribution
RN X
Protocol P A, 41 TCP, UDP, ICMP, ARP %%
Data Sent Yo&e ik S I NE A C/TPNAN
Data Rcvd LG TSNV €T
Protocol Distribution T AR IE A2 1K) 5 AR 75 % oAl
IP Distribution I3 A SR M2 15 28 7R % o3 A1 €]
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A4.6 ICMPEE

FA-42 ICMP Traffic

aX
FEHUAIE AN K 7] 5 35 SRR S K

e

Echo Request

Type Echo Reply FWUACIEFNEM I 0] 2 3 2 ik S 4
Unreach FHUARIE A AN T 4] AL

Pkt Sent HIL AR SCA L

Pkt Revd PRI S H

AA47 TCPEHEER

%A-43 Last Contacted Peers

R ax
Sent To ERIEVINNEGIREYSY
IP Address B ELR 1P
Received From PEEHLEHE R
IP Address BB 1P
Total Contacts A AL 2

A.4.8 TCP/UDP ixOMNBAER

FA-44 TCP/UDP Service/Port Usage

I ax
IP Service W45 4 F%, Bt netbios-ns, snmp 2%
Port Uity 115
# Client Sess LA 55 i I R 8RB 52 R SCAN B

MR

Last Client Peer

AR 7 i I 5 Jo — IR 5506 N FR R 5%
ded R EHLA AR

# Server Sess

TN M55 45 I R AL R 2 R 4R SCH

Last Server Peer

AL 5 BN R YRS A %
Sy L4 B
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#A-45 TCP/UDP - Traffic on Other Ports

e ax
Client Port AR i ASE P 153 15
Server Port MUK B4 B )i 15

% A-46 TCP/UDP Recently Used Ports

RN 34
Client Port AHL R 8 i WS A5 R (493 115
Server Port AU AR 55 45 A 1) 3 11

A.5 Utils

I Utils ZhBETUH T3t B A H S D g
A.5.1 Data Dump

NAM $& {9 25 rh 25 LK U i e P SO s Ut AR 28 3 At b B Bk

H WAL
F#A-47 Data dump
RIN X
Hosts PTAT BN R
Report Hosts Matrix TS TN TR A B
Type NetWork Interfaces T AR LS R
NetWork Flows T ELRCE L NetFlow f5 &
Description X} Report Type /1%~ F I 1 #id
text LASCA A 5 e HAR S B
xml LA xnl 4% 505 A Y Hd
Format perl A perl 4% 2T HhAH R 3
php LL perl #%30F HAH N £ i
Action
python L python # 2 5 HAH B 405
Attributes long PIAR A S his, —f U text AU X))
List short DUSL 2 R, — B HLA text HE U7 B )
Dump Data /i Dump Data & 3EHE S H B
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A.5.2 View Log

AT B s RE ) H &L B
ORI IT 50 4 HaGid %, HERM T uE & T INFO,

A.6 Plugins

AEHALET NAM SEEE S5 FhidifE . BN — > Deactivate/Active T3¢ 1L,
FAF- R SRR, A B0E LUG A BEis 4T B I Bh kg .

A.6.1 Host Last Seen
A FE L T AR NAM S5 G — I 3k 24 HE = 380 = LIRS I Ta]

1. Deactivate/Active

KA 2 host last seen Dhfig. MG IR Active, Jo 25 b2 5 R
Deactive,

2. View
TS LLE A s i 5
FF&E EHUR RS B, {955 Host. Address. LastSeen. Comments. Options.
FGE IS U R R
FA-48 Last Seen Statistics
RN ax
THURE, — o N 1P Ml (o] LLE DNS 4 558# NetBios

)

IR PRI U

Host O BRI, £WI[Summary/Host] Uil /A 7F % AL, A
o B0 T s B RS S R

@ “-NO INFO-” JE, FEM[Summary/Hos]t J jfi AT % LMD
3%, NAM O — B R Bea 3R 2% EH LIRS

Address FHLIP Hihik

LastSeen 35 J5 — AR R B HR S (1 B ]

Comments VLR, XMW E T LU s options B [1) Notes 4w
Del MER EH S5 R

Options
Notes %% Comments [ 4 %
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3. Describe

& NetFlow i AT RE, MAPIRE, JFREEL Active[click to toggle]& Il 5

BEGH AR
LR

e [Host Last Seen/View] T & 2 7 4912 K& A AR A9BEA, R AT TIMIRITTR;

e Host Last Seen &4 22k NAM M3 AT B3R M 69 ZAUE &, T4t
NetFlow, sFlow % /& #4 NIC L&) £HU1E &.

¢ & &[Admin/Configure/Reset Stats], [Host Last Seen/View] R & & 7 6912 K 2

.

A.6.2 ICMP Watch

AT FFGEE 2% 42 il 3R (1 25 RS A (¥ ICMP 3R 3CH RO AR 1

1. Deactivate/Active

KH/ ) ICMP Watch Zhfig, XKHJa M B8 Active, 15305 L2 % R

Deactive.

2. View

RIS LR A Bos e

MTEFEFMICMP RIS E R, S Zurh i & X k.

#A-49 ICMP Statistics

I X
Host FHUE R, BonfE B summary/host F11A 5 EHLINE B —
B, AT E R U s EVLUR RS R S
Send RILH ICMP 5%k
Bytes
Revd B ICMP 575 %
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I ax
Echo Request FWUR AL FNE [ 23 SRR SCAN 4k
Echo Reply AU IR [ 5 W R S
Time Exceed SEHUR AL TN I e I 47 S A
Unreach FHUAIL RN A AT IR A4
Sedby | Redirect LA AE 0 TS
Type | Router Advert | JHLARSAUBICH B h B HHICAH
Param Problem | EHUREFIERIN SHOR E AL
Network Mask | FAL K% FE2 0 bl FERE 4R SCAN 4k
Source Quench | T IEFIHEZC I P54t OC PR SCAN L
Timestamp FEWURIEFNFL I o BB 335 SRR SCAN B
WERA:
e % #&[Admin/Configure-/Reset Stats], [ICMP Watch/View] R & 2 = #92K i = .
o ICMP Watch #&Hit % 21 7] W 24 1 49 ICMP R L4 1H13 &, PTA M %4k
2FH ICMP R L E A 4t
3. Describe
fiii& ICMP Watch #ifF 1 s A Thag, LAY HEPIRES, feidd Active[click to toggle]
TGS AR A FRIR A
A.6.3 NetFlow

NetFlow & —Fhdl 247X, A& THIR MG, B2 A A 3=
Bls LEAFAmHgE . ZEAT A U5 1) T MRt i, DA B A BRI P 285 1428 D 244 1)
I FH A9/ W 2% 1 P45 . NAM 32 4L T NetFlow 614 % NetFlow it & P & %)
NetFlow s 175047 o

1. Deactivate/Active
SR 3 NetFlow ZhAE, M5 b L EoR Active, 135 32 ¥ i Deactive.

2. Configure

Be'E Net Flow KE UL AT S, A9, ZwdEAINER NetFlow 4% H . HlhfF
I LUR A REREAT H R A3A
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J T IEAf S NAM 4R NetFlow ¥it, 1##8 NetFlow $6ifF 2 5, 7 245 I NetFlow
REfUFE T, JFxF NetFlow B4 I 3H T IE WAL B . NetFlow fd & 2805 XL R % .
BAZHUERA PRS2 PRA 7 24 R T

#%=A-50 NetFlow

BESH SEENX SHEE
NetFlow Device . . IAKE: FRFE, KE
(interface name) NetFlow i {15 F1 i1 285 0~256
v AHE . WOk
T NetFlow $# ¥ UDP i 15 SCAME: B
ez = Mz 4
Local VAT OB I T NAM A figtcs) | O 2055, UK
Collector N 0 X {8t 0~65535, NAM
UDP Port NetFlow ;ﬂz%, B g O MPAN IS £ LA AN ) 0~65535
NetFlow %k W E
AR 1P B
il 7 1 AT SR
Flow <network>/<mask> B
Collection NetFlow il it 7 ) i Bet ik <network>/<bits>#% 3,
Virtual NAM 76537 NetFlow ¥, ST | Gomm g
h‘gﬂgg AT R AN, WFEEH | <network>/<mask>Hs 34
Bt 3 g
Network | T4/ XLsiHY VERE: TR R AR
Address JEZ W B IR R R, RN IP Hbdik . S A AEVE K 1P 3t
NAM B I A HIE SN B HEARBESCS LA 1P Mtk
E2 ] e 3 8507E — 2 N (]
P NAM FE 455 2 EHLT
il
NAM ] LA JE - SR 5 NetFlow 4t
BRI TR A
Port Aggregation: 1% TCP/UDP
HSRGHRE, 205 T BAAK IP i
A5 R, RAZES G, W 24E7 NIC
J& NetFlow I3 1,
[summary/hosts] 5545 v AL & 19 5T
MR EH H i Bow .
Host Aggregation: 3% IP k40 B RE
TR, 2T mEER. RAZES '
J. AT NIC S NetFlow fzflsz | None
Flow Agdregation 1, [IP/summaryftraffic]Z:4:4iit-f&4; | TCP/UDP port
gareg JE O FH A B TUTT o AR | Host
HZ R A28 Protocol
Protocol Aggregation: ¥4 7 A AS
TCP. UDP. ICMP =23, RHZER4E
Ja, W 2HET NIC /& NetFlow R $il4%
1, [summary/hosts]Z:4s it EHLE R
M A S R Bow .
[IP/summary/traffic] = 2 G5 i1 M. FH )2
MR T, N ERRS A S
4
AS Aggregation: % AS ‘SR GHR
%
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BESH SHEX SHHE
SAKE: 1P MERAIFR
JiC & 1 TR
<network>/<mask> 5%
<network>/<bits>#% =X,
14 5513, FRI LT RLE LB B | SRR
B . <network>/<bits>#% z{,,
White List | 415 5 NIC & NetFlow R, | AN By 1) FH3E 2 44 T
summary->hosts %45 i+ THUS BT | . .. e
H o 4 8 - g FER: R GIEN
[PASTYNEEA B E S E P L. i A AELE T 1P
HEASBEA LA 1P Hubil,
B2 AT il G 8 — g I ]
P NAM 4055 52 ML
Till
SCAHE: 1P B AR
A I TR
Filtering <network>/<mask> o &
<network>/<bits>#% 5X,,
AT SRS s | ERRRA
e <network>/<bits>#% =X,,
Black List L, .
ackLis [summary-/hosts|Z5 s i LML 1 2 B Z [ HE S 4 TT
T SR A AT RV N R . | . ISR
IP Hutik. B\ AEVE T 1P b
HEASBEA LA 1P Hubil,
E 2 AT g G 85U — g I )
P NAM 4055 52 FHLI
Til
44 B VR R BURE 2 R
WIRIFAE AL, VLB A BN RS B 55
WIRAEAE A4 5, ASILES A4 5 SRR S B E 5
TN MR RS B G
Z e B AL R A %%

g FTP R passive B, 7E
passive 13 ~, FTP data. {81 H

Assume FTP i A KT 1023 13 1 FIERE: - yes/no
LB T BN AE R
Dump TE, N?EFLOW ﬁﬁ{i{\tﬁﬁmﬁﬂﬁﬂﬂ/ﬂ—l [a] SCACHE: R
Interval b, AERE Interval 242 % — AN . .
FLOW 014 HL 0 174t NetFlow $d
Flow ;
pump | DaP FIe | g e SANE: S
XA H R <time of the day>.flow
TAEAZATR: [<flow length (4 digits O padded)><raw flow>]*
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SHRB

FIEHE: yes/no

BEESH SHEE X
Debu fit B 5 4 netflow BB 451
9 debug 1% &
15t RA :

o FTH A B B A A A4 % 3] NetFlow 461 #7405 B A A £ 20,

o RAEMMWEETHU 5, HMF I %2 NetFlow 33,

e X E Virtual NetFlow Interface Network Address B, #4810k A&k 49 IP Xk,
FEk 69 1P Mhk R AL, BB OT 482 — B IE] ) NAM JE454% 2 EALEG37 19,

o FtE NetFlow £4k8, $LRIEAS AR M., R E ) A SEAR T EF 4978
B, A3 A —AE R E XA 4918, #)3=BuE Local Collector UDP Port
% v 5421 T 65535, M AFhsEAh—AERLEAeHT T,

e Virtual NetFlow Interface Network Address R #tBe & — /AN M &, 4oR48E%E S 4
AW, F-E£[Admin/Startup Options] ¥ &e & Local Subnet Address %#4%.

3. Describe

& NetFlow ffifF & Dige, LLACYHRRA, JEReil IS Active[click to toggle]#
TS BSEdi IR A

4. Statistics

IR EEAS NetFlow BRI &40 iHE B

#A-51 NetFlow

ST ax
Flow Senders NetFlow 3L & 1£#
Number of Packets Received W B¢ NetFlow-# 30 %
Number of Packets with Bad Version WS DR A5 1) NetFlow i 5L

Eli(;fsived Number of Packets Processed PEAAL T NetFlow R 305

Number of Valid Flows Received BN A %L Flow %
Average Number of Flows per Packet SEEIER NetFlow 115 #) Flow 3
Number of V1 Flows Received WCEINRAR VL 1 Flow %L
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H3C MSR Z71)i# s NAM W 2% 0 Hiksidle fil 7 B A NAM S AFDhBEVEME
LTI aX
Number of V5 Flows Received WA K V5 1 Flow %
Number of V7 Flows Received W EIRRAS S VT 1) Flow %
Number of V9 Flows Received W EIRRAS S VO ) Flow %
lc\l:umt;er of Flows with Zero Packet K ) Flow %i
Discarded oun
Flows Number of Flows with Zero Byte Count | 73U % Flow ¢
Number of Flows with Bad Data AL HREAR 1 Flow 21
Number of Flows with Unknown o Bl S LA
Template A0 B AR AR 1) Flow %4
Total Number of Flows Processed PRATAL L Flow %
Rejected - Black list Wl 44 B JEBERY Flow 25
Accepted/ | Rejected - White list Bl 1 4% B BE R Flow £
Rejected
Flows Accepted ) Flow %
Total S Flow %t
A.6.4 PDA
A R W T B OGO i — S B e I, AR R R B R 2 1

*}L‘J“J‘O

1. Deactive/active

KWIE3) PDA Thfig, KHIG IS R Active, JH 35 62 L 27 Deactive.

2. View

FFRAS LUR A Wos A

#H PDA MgeiHE B, WHRIAERCRZ MM, BRI E TN, SRR
ERINES R S WE R PRV 5 S WE P

3. Describe
ik PDA #2FER B AAThRE, DLACYEPIRAS, JEREIE L Active[click to toggle]#& Tl 5
A AE RS

A.6.5 Round-Robin DataBase

Round-Robin DataBase (fi&j# RRD) , NAM fiiF} RRD ¥z J& K A [R5 — 2L [
B EEE . RRD &R (R R A7 B0 Rk £ 122, 117 B RRD SR/
ﬁélﬁﬁ%ﬁﬂ“llﬂ ()38 Ty iy 358 o
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RRD TAEJRBE: Bise 48 & B S 4 Ao 251 Toar B, nl LUK A 3 &
B BC S RIX — B R, IR ATE T A K. (E R AR AL T
LB TR N R, B PR N A BN . A T BR e R A
Hfg It il S MER, AR, RRD SCE S LANAN A i 5 X 44 R[]
HAZE S g S, B R RE interval 1SR IXI, BRI IE SR, RIS IX I,
XFEALTS RRD AT [ B At 2% B DR AF A B g S0 I B e v 1T ANl 2k el — B
EIRE AR

1. Deactive/active

KWIE3) RRD Uifig. JCH G MR WoR Active, JHZ G IR 7R Deactive. H
# RRD LS, NAM A GEK A ARA i A5 B 3. [Summary/Network
Load] % U [ ¥ i & &I #8 & A RRD CAF S H 1, Wk RRD 4 fF % M,
[Summary/Network Load] U i AH Y. i 1] B i & 5 b % - RRD fi {624 ok 3 sk
A, AR S RRD 11K .

2. Configure
BCE A RRD SCHEPI s ()26 28, 2408 S R R PR

FRA-52 RRD XHBELESEH

REESH SHAEX el

interval it 55 X 35 1) 10 S [
b, DAFE A 57

Throughput RRD {4
interval i 3% PX 35 ) 1 S [RT B
DLFD Ay BLAR

PZAH Xt R throughput RRD 3¢
Throughput Granularit PERICoRTIRG . X blS SCARKE: $EH
anp Y throughput RRD S 32
WSRRHE
Summary->Network Load 7T
THI 3 = & M throughput
RRD SCfF3

1174 interval [ 203/
i 5

Dump Hours ik I G 4 interval | SCACHE: 0%
137 55 T 2 B
interval Jj7 21 5% o

TRAFREANN g S SR (KR HL

eshuREA N RIE NENEE LN W] UAME: MO
SR R S A B I RE/ )
I g s d %

SCARHE: HEE

Dump Interval

Dump Days
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Bisk A NAM B D RETEiF

I, IR 250 RRD $fifF
otk RE

BEESY SHEX SHEKE

TRAFAER P Sl 5 H 2
L AXIN VSR R L | ek %

Dump Month SCAHE: HEH

e Hene K 2B AL R

sk
RRD S EFT ) B, L
b HpiL

RRD Update Delay £ RRD LR Z SUAKE: HH

Data to Dump

TARATF RRD A B 2570
Domains: R4E&ANE; ) 5
WEEYE

Flows: {RA7&-PRALIILI S
EH

Hosts: fRAFSA ML E
W EEE

Interfaces: RA7&ANE I
7 SR

Matrix: RIS EHLZ I8 H 7

Zi%HE: Domains/ Flows/
Hosts/ Interfaces/ Matrix

Hosts Filter

FEHLLHEIR

HORAF UL NI JEF R 1
FHUD SRR, ) R
AETAT MR D Se i

AKE: 1P MBI
T 1 7] R
<network>/<mask> 5
<network>/<bits>#% =X,

2N M B 1 L S A% T
ER: AR GIEK P
Huhko AR 1P Huhk AT
A EUE—E N A A NAM 45
Ykl EHLIITT .

A-34




H3C MSR £ 4 NAM W28 4 Tkt B =

B A NAM B Ih RE PEAR

BEESH

Z2HAEX

RRD Detail

D1 s A BN R E
Low: fX&tl

pktSent/pktRcvd.
bytesSent/bytesRcvd

Medium: 317 1 % 55 5t
it
pktDuplicatedAckSent/pktDu
plicated AckRcvd.
pktBroadcastSent.
bytesBroadcastSent.
pktMulticastSent.
bytesMulticastSent.
pktMulticastRcvd.
bytesMulticastRcvd.
bytesSentLoc.
bytesSentRem.
bytesRcvdLoc.
bytesRcvdFromRem.
ipBytesSent. ipBytesRcvd.
tcpSentLoc. tcpSentRem.
tcpRevdLoc.
tcpRevdFromRem.
tcpFragmentsSent, .
cpFragmentsRcvd.
udpSentLoc. udpSentRem,
udpRcvdLoc.
udpRcvdFromRem.
udpFragmentsSent.
udpFragmentsRcvd.
icmpSent. icmpRcvd.
icmpFragmentsSent.
icmpFragmentsRcvd.
ipv6Sent. ipv6Rcvd. NonlIP.
stpSent. stpRcvd. ipxSent.
ipxRevd. osiSent. osiRcvd.
dicSent. dicRcvd.
arp_rarpSent.
arp_rarpRcvd.
arpReqPktsSent.
arpReplyPktsSent.
arpReplyPktsRcvd.
decnetSent. decnetRcvd.
appletalkSent.
appletalkRcvd. netbiosSent.
netbiosRcvd. otherSent.
otherRcvd

DL R FHJZE B ) Sent/Revd
Full : 3850k 45 Wi ge v
totContactedSentPeers.
totContactedRcvdPeers

DL N JE RS
Sent/Revd, LLin IP_HTTP

HEHE: Low/Medium/Full
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RESH Z2HAEX SHAR

RRD A7 4 42

RRD Files Path RRD LA RUE Z B A2 11 4%
NFXMHIT, BRAN L
&« BURGELERG
RRD SC-J& 15 1) A3 PR
Private: ¥ NAM & 3:F A o]

SCARKE: BRARAATR
BEEA

“[usr/local/var/ntop/rrd”

LAV i)
Group: ¥ NAM & H 7 it
AL AT LA T ) _
File/Directory Permissi (AL LT FIEHE: Private/ Group/
ile/Directory Permissions Everyone: £ 5T BLY | Everyone
i)

U A ABRASOGE 37 2E 1) RRD
A BTSSR A R
ELE SR I P PR BT

T ] A PR
3. Describe
ik RRD itk kD ge, DLACUARIRE, FhReiE T Active[click to toggle]#& 1l 51
A IR
4. Statistics

W78 RRD 45 E, 1 Cycles. File Updated. Updated Errors. Graphic
Requests, &I SUFREAT R 3K .

#*A-53 RRD Statistics

R ax
Cycles JA%, Akt Dumpinterval, JEIUIE N 1
Files Updated S SRRSO
Updated Errors S S S AR R R R A
Graphic Requsets i 2R AR R L R B

5. Arbitrary Graphs

L Ui R DAY B2 AE ) RRD SCAFHET S i 18], Bl Rems S A, T &
A DURT L EE S, ICESHS L M &
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FA-54 RRD SHELESH

BEESH

X RRD SCAHEAT AR
Create the graph: S i
K

Display the url to request the
graph: S H =K url

HikHE: Create the graph/
Display the url to request the
graph/

Start

Action Retrieve rrd data in table Retrieve rrd data in table
form: T RRD SCAFEN, form/
Lo Retrieve rrd data as CSV
Retrieve rrd dataas CSV: &
H RRD XF M #dE, UL CSV
X ER
. , TRAR: AEFTE AR
H 4
File BAAH RRD 3044 RRD
WER TR RS, | .
Interface .45 ethO, NetFlow, Sflow A
N b 45 1 3
Host IP address VLR s 5 477 S ER AL SOARKE: 1P Huhk
IP bk
AT DL T R R T
Z4{BL Oct 12, 10/12/2005 %%
Sy BRAE R K
\ RSN AT -1a,
55 5 R A 1 ABXFESTE]: 40 now-1d

ANHENE end-1d
HY O JUJ A B )L s T 4R

now-5moniw2d

M epoch i R4
1110286800 Z:{/F Tue 08
Mar 2005 07:00:00 AM CST
HRE: RN STE 1P
itk TTHE S EE— 2 Al
NAM FE 2% ENLI U1

End

7 S 5 1) 45 R[]

AT LA TR R T v

2Ll Oct 12, 10/12/2005 4%
o BRAE IR 2K,

ABXTI ] @ now-1d,
now-5moniw2d

M epoch it (F . i
1110286800 Z:A4rT- Tue 08
Mar 2005 07:00:00 AM CST

Legend

XEe kR E, i
IR, T B
Legend ¥ ) bytes

{24 action 1£#% Create the
graph I 4%

SCAKE: AT H
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BEESH SEENX SELE
T o o it 2 P (P A A
itle to appear above the o e
graph PP ¥4 action %+ Create the SCAKE: FAFH
graph I %%

Bl & 52 S Hl)G, Hdi<Make Request>124 A4 i i ZE I A 104 .

A.6.6 sFlow

sFlow (RFC 3176) f&FEThruk i e S b, Aeis i v 4 a4 BN B
TR 2 ). 54 P B (5o 1o R4 TR0 5% 5 M I s A (10 A 29 D) 296 M PRk ok 7
FHL, sFlow fg 8% W I8 Hh B St 9% A, [0 s ] AR TAT g 45— ity L1 PR3 4 Al 19X 4%
WAL TT T e sFlow JE—Fr S s, e T OC T Bl 0 £ Ao i 5
ZAG5R, I RN B4R 35T 1) sFlow ARERAL R RAE SO A, PRI AE DI g
PEGE |- ZSE T 24 FT 4 H ) RMON. RMON Il A1 NetFlow #%A . NAM #2417 sFlow
T sFlow it e PA AT sFlow 3t k4T 404

1. Deactive/active
SEHIEE) sFlow Thfik. B JGIES T % Active, 35 I3 5o Deactive

2. View/Configure

BC & sFlow REFME A SCAE B, i, Zm AR sFlow B4 I . 30 LA
Jr A REREAT AR ERAT

T IE#HAE ] NAM Wtk sFlow 3, fERE sFlow flifF 2 Jm, 75 245N sFlow KE4Ul
B, JEx) sFlow REE: LT IERIMIACE . sFlow FUEZSHS XL TR, HAZ
HAA S F LR 2 AT
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#A-55 sFlow BB S

RESH

SHEX

BH%R

sFlow Device (interface
name)

sFlow KU 1K) 4 5%

SCAKE: FRFH, K 0~256

WsWr sFlow £ 4% 1) UDP ity
L ocal (NE=S SCARHE: H 8
Colloctor | MV SRR ER T | BRI 6343, HRCTE 0 (kT
UDP Port NAM A fig i £ sFlow ¥4, | 0~65535, NAM 24t {E 4k 0~
EUE O AW 4 sFlow % | 65535 111
ﬁ)
Flow o CARHME: 1P M
Y -H
Collection ZE Iomiﬁ,\fﬁ fggig Vﬁ%?f P & I 1] R A <network>/<mask>
_ o ifﬁi:irii/l\ﬁ%li‘ﬁﬂ}iﬁﬁﬁ ) # <network>/<bits>#% =X,
Virtual sFlow ’ = e
Interface BOAR A, wptegdr | BRI R ] <network>/<mask>1%
NetworkAdd | A&z 1) E20
ress Z AT N B R | R IER ORISR 1P k.
IR, P NAM B4 | BONAEZER IP sk Ge e A 1P
A T S B Hudik, AR T S 3T I A Y
NAM FE 445 5 LRIV 1]
AKE: 1P REFIE
fic ¥ i 7] >R F <network>/<mask>
HABH2, FeMNGrH e | 5 <network>/<bits>#% 1L,
ENLECE M B, R N ) .
Whie Lis i NIC 5 SFlow Hedbl i 7R R H <network>/<bits>#4 3.,
Ite LIS %, [summary/hosts]Z:4; AW B2 (B B S #TF
PPEALS RIS g R IR I50 1P sk
RSN BTN | A JEk i 1P s AR SR AT 1P
kb, (HUE TR —E I A
NAM FE 445 58 ARV .
SAKE: IP REBFIE
i & I} 7] % P <network>/<mask>
Filtering S 00 515, SRR G 1% <network>/<bits>4% =X,
LB L R B R BRI R <network>/<bits># =,
Black List [summary/lhosts]% 4 il & LA B i TS B TT
BB R s |
B2 55 R S TG 0L R IR AL 1P k.
HINARL I IP A R BT 1P
kb, R AR — I TR
NAM FE 4845 € ARV 1] o
A E RN
WA A, DULRC A 0 E N AR Bk R 5T
WHIRAEAE A5, ANIUHE A A 5 N RS B E 57
P i ELE B AR Tk
IZHC B LRI AR
Debug TE B2 it sFlow fEfl |

¥ L) debug 15 B
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A.6.7 All

AR

o FTA KB U B A 28 B4 B 3 sFlow 464 FATHE BT A AL A AL

o RAEMWEET im0 5, A ILES) sFlow 43k,

e % & Virtual sFlow Interface Network Address i, #5#0RHr ASE-i% 69 IP #uit,
ek IP A RA S, FIOT A6-5 8 — 2 At A A NAM JE46.4% 2 TALG35 19,

e Virtual sFlow Interface Network Address R 468 E —/~ M, 4R X E AR
W, &2 £ [Admin/Startup Options] ¥ &2 & Local Subnet Address %4k .

3. Describe

it sFlow fifh i Sk Thae, DLACYRPIRES, JFRgiE Lt Active[click to toggle]#& 1l 5
A E RS

All TS B A1 ¥) Describe BT Z < A5 B+, (T EB/ B 07 1R

P

BN o

A.7 Admin

Admin 32 =N FE BT [Switch NIC][Configure][shutdown], 4351 KU 4
MZEEL, B NAM RERICE, KM NAM HEE

A.7.1 Switch NIC

AT M 4820, P1#LUE, [Summary]. [All Protocols]. [IP]ZE5 i on i
BT L CVECE, NAM B o IR B K B 45 8 D &t . BRIATE B0 T,
[Summary]. [All Protocols]. [IP]3H & LI g7 132074 ethO 148 v 4 -
Switch NIC ZHL 1M 4585 11, Reset K BABEAHE L FR AT

A.7.2 Configure

AFHEHTHME NAM RGERELE, GFF M RESINEESE, YuriIicE S48,
PLR 24 S A48 o —kE N Configure TR ELE K, BRATH R J 42535034
admin.

1. Startup Options

BL'E NAM A s AL E 240, Bl'E 24007 VU K28: Basic Preferences.
Display Preferences. IP Preferences. Advanced Preferences. X} &2
BARE ST 3 .
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FA-56 Basic Preferences BeE S

REESH ZHAEX el
?E‘IET%JEH TR R A £ v
G LA HA 1 12

Capture Interfaces (-i)

R B FRE AR 1, BRIA
P RS R I H—ANLL
yNCE

1A loopback {7 Hisk LAt
T

Capture File Path (-f)

F8 58 MO LB I S H s
AN WS s A th 2 1 3 o
BLE LS4 )5, NetFlow,
sFlow 1T33R 2.

B LB 9 A MO R
SCHHR

SCAME: SCAFEAR+ 304

Capture Filter Expression

(-B)

i NAM 2 Hi e 11 4% (1 i
B, sEfEOUT, MR

ARBHTRE .

CAHKE: BPF £ikz

Packet sampling rate (-C)

¥ 2 KAL), B LANMRSCR:
TG, Ak 1, A
KRE, ik 2, MR RkE
50%, b ZEHE

SUAKE: HEE

Enable Session Handling (-z)

fifie TCP session Jli

fFRELLJA » [IP/Local]sk 5 i
Active TCP/UDP session 1
SR

B kAt fie TCP session i
s

FLIEHE:

Yes/no

Enable Protocol Decoders

(-b)

{E eV HT #

IS HT AR AL 2 AT st
o Hds 4 2 F45 NetBIOS,
Netware SAP & — ZHM¥ LA
J. DNS, http, ftp 252
s, B AR BUF A
DNS Sniffing: %} DNS P %1
B, PRAEI4

NetBIOS , NetWare,
AppleTalk, bootp/dhcp,

oSl : HMANZE, WdxaH
http (80) : 3% Request 153K
FRINECE R WOIR B 5

ftp: passive BUMIIRES, 3k
HY ftp-data {7 FH 1 3m 115
Wrong Port: il http, ftp ,
smtp ZEPIMSE 15 A8 FH A i
H5, FRidsg 2 n5E ok 4L
R ARV T A

HEHE: Yes/no
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BEESH

Z2HAEX

Flow Spec (-F)

€ SURFE IR
(-SSR

<flow-label>="<matching
expression>'[,<flow-label>=’
<matching expression>’]

AT, ABCERER

SCAHE: JiEE Sk

Local Subnet Address (-m)

A A L A R
B, %58 R A T
I 9 3¢

A TEOLE, AN B

AKE: 1P BB
ZAN W BL 2 (8] i 5 4% T

Sticky Hosts (-c)

FOE W& — B &
W FEHUIHR S, AT ENL
N A7 B

WA AT T IR 2 ENLIN S
WMEE, AT NAA%RNE,
AT DL AP O X e B
AT, AHEREVLEE

PR

Yes/no

Track Local Hosts (-g)

Ry AR E M

AR EHIALE Local Subnet
Address (-m)+&5E M B A
VI

GBI, WS A RN v
I EHL.

FATEAE

Yes/no

Disable Promiscuous Mode

(-s)

ZEFI R IR 2 2K
B N ANEE IR

FLIEHE:

Yes/no

% A-57 Display Preferences B &5

BEESH

Refresh Time (-r)

W BCRIE K R, S (e
120 ¥

SUAHE: HEE

Max Table Rows (-e)

W T L3R 1 B K AT H
W5y GOSN, BRAE N 128

SUAHE: HEE

WARTEAERT LUNs, Agy iR

No Info On Invalid LUNs AMEE, BETEN T, Al | PIERE: Yes/no
NP
_ et b b s

Use W3C R WIC etk B4y IEHE: Yes/no

KA
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#A-58 IP Preferences Bt B 54

BEESH

SHERE

Use IPv4 or IPV6 (-4/-6)

T 52 web IR 55 25 S W6
LRI =K

BB TEHCR, W 1Pv4 1
IPV6 i3k

HEHE: IPv4/IPv6/Both

Local Domain Name (-D) FrE A % 4 A,
ARAT 1P Hbik (¥ 35k 44

No DNS (- HIEHE: Yes/

i " B h AR 4 HEHE: Yes/no

TCP/UDP Protocols To
Monitor (-p)

15 WA N L R S, ks
T T WA BLR R JE L
FTP = ftp | ftp-data

HTTP = http | www | https |
3128

DNS = name | domain
Telnet = telnet | login

NBios-IP = netbios-ns |
netbios-dgm | netb-ios-ssn

Mail = pop-2 | pop-3 | pop3 |
kpop | smtp | imap | imap2

DHCP-BOOTP = 67-68
SNMP = snmp | snmp-trap
NNTP = nntp

NFS = mount | pcnfs | bwnfs |
nfsd | nfsd-stat-us

X11 = 6000-6010

SSH =22

Peer-to-Peer Protocols
Gnutella = 6346 | 6347 | 6348
Kazaa = 1214

WinMX = 6699 | 7730
DirectConnect = 0

eDonkey = 4661-4665

BT = 6969|6889

Instant
Messenger(Messenger) =
1863 | 5000 | 5001 |
5190-5193

YAKME: <label>=<protocol
list> [, <label>=<protocol
list>],

P3P-CP

BB MY, P3P S LA

SCAAE

P3P-URI

¥&sE MmN P3P URL 13 B

SCARHE

Host Mapper URL (-U)

fic & EMLA URL {5 &

SCAHE
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F#A-59 Advanced Preferences BEE S

EESH SEEX SH LA
PR AR R B K LB e | N
Max Hashes (-x) St 8192 SCAKHE: HEHL
: b 57 (1 b
Max Sessions (-X) ?&ﬁ;‘{gggzﬁgﬁgcp e SCAHE: H8EL
A A NIC R85
—id. f£7F NetFlow, sFlow
Don't Merge Interfaces (-M) | BRI THOLR, % NIC R | HEHE: Yes/no
MES MG, RZi%SHGY
M
THER C A5 TCP 2 1)
No Instant Session P o FERE: Yes/
o Instant Session Purge : Yes/no
% | wondng i TOP £if
fabd
8 Pcap WE A ANBH ZE
Set Pcap to Nonblockin FIEHE: Yes/no
P V| mem g
P e it T el = ] .
No web on memory error o FAEHE: Yes/no
A S s A T
Dot Trust MAC Add ARAF A FHL) MAC i
s €SS | was e A Bl MAC b | IEHE: Yes/no
il
TSR IR ST B 47
Pcap Log Base Path (-O AKE: AR
P9 S
J& SSL &I 1MThRE
Use SSL Watchdog T %\I] /j‘jjﬁbA FERE: Yes/no
AR AT R E T I he
4% 1 SchedYield i
JA /i SchedYield i1 24
Disable SchedYield NAM TAEPERE, (H2FE—48 | HEHE: Yes/no

LN &SRB
48 J%% 1E SchedYield 7]

2. Preferences

U NAM o S S5 L s AR, i (4, R4 Preferences

Ry NS HCE HARSHIIR N C R

$A-60 Preferences BCE S

2%

=z

xof iz e & 1

actualReportDeviceld

Admin/Switch NIC

ntop.accessLogFile

Admin/Configure/Startup Options/Debugging
Preferences/ Log HTTP Requests
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ntop.daemonMode

Admin/Configure/Startup Options/Basic
Preferences/ Run as daemon

ntop.debugMode

Admin/Configure/Startup Options/
Debugging Preferences/ Run in debug mode

ntop.devices

Admin/Configure/Startup Options/ Basic
Preferences/

ntop.disablelnstantSessionPurge

Admin/Configure/Startup Options/Advanced
Preferences/ No Instant Session Purge

ntop.disableMutexExtralnfo

Admin/Configure/Startup Options/
Debugging Preferences/ Disable Extra Mutex
Info

ntop.disablePromiscuousMode

Admin/Configure/Startup Options/ Basic
Preferences/ Disable Promiscuous Mode

ntop.disableStopcap

Admin/Configure/Startup Options/

ntop.dontTrustMACaddr

Admin/Configure/Startup Options/ Advanced
Preferences/ Don't Trust MAC Address

ntop.enableOtherPacketDump

Admin/Configure/Startup Options/
Debugging Preferences/ Save Other Packets

ntop.enablePacketDecoding

Admin/Configure/Startup Options/ Basic
Preferences/ Enable Protocol Decoders

ntop.enableSessionHandling

Admin/Configure/Startup Options/ Basic
Preferences/ Enable Session Handling

ntop.enableSuspiciousPacketDump

Admin/Configure/Startup Options/
Debugging Preferences/ Save Suspicious
Packets

ntop.flowSpecs

Admin/Configure/Startup Options/ Basic
Preferences/ Flow Spec

ntop.ipv4orvé

Admin/Configure/Startup Options/IP
Preferences/ Use IPv4 or IPv6

ntop.localAddresses

Admin/Configure/Startup Options/ Basic
Preferences/ Local Subnet Address

ntop.maxNumHashEntries

Admin/Configure/Startup Options/ Advanced
Preferences/ Max Hashes

ntop.maxNumLines

Admin/Configure/Startup Options/Display
Preferences/ Max Table Rows

ntop.maxNumSessions

Admin/Configure/Startup Options/ Advanced
Preferences/ Max Sessions

ntop.mergelnterfaces

Admin/Configure/Startup Options/ Advanced
Preferences/ Don't Merge Interfaces

ntop.nolnvalidLunDisplay

Admin/Configure/Startup Options/ Display
Preferences/ No Info On Invalid LUNs

ntop.numericFlag

Admin/Configure/Startup Options/ IP
Preferences/ No DNS

A-45



H3C MSR £ 4 NAM W28 4 Tkt B =

B A NAM B Ih RE PEAR

xof iz e & 1

ntop.pcapLogBasePath

Admin/Configure/Startup Options/ Advanced
Preferences/ Pcap Log Base Path

ntop.printFcOrlp

Admin/Configure/Startup Options/ Display
Preferences/ Show Menus For

ntop.refreshRate

Admin/Configure/Startup Options/ Display
Preferences/ Refresh Time

ntop.sampleRate

Admin/Configure/Startup Options/ Basic
Preferences/ Packet sampling rate

ntop.schedYield

Admin/Configure/Startup Options/ Advanced
Preferences/ Disable SchedYield

ntop.setNonBlocking

Admin/Configure/Startup Options/ Advanced
Preferences/ Set Pcap to Nonblocking

ntop.sslPort

Admin/Configure/Startup Options/ Basic
Preferences/ HTTPS Server

ntop.stickyHosts

Admin/Configure/Startup Options/ Basic
Preferences/ Sticky Hosts

ntop.traceLevel

Admin/Configure/Startup Options/
Debugging Preferences/ Trace Level

ntop.trackOnlyLocalHosts

Admin/Configure/Startup Options/ Basic
Preferences/ Track Local Hosts

ntop.useSSLwatchdog

Admin/Configure/Startup Options/ Advanced
Preferences/ Use SSL Watchdog

ntop.useSyslog

Admin/Configure/Startup Options/
Debugging Preferences/ Use Syslog

ntop.w3c

Admin/Configure/Startup Options/ Display
Preferences/ Use W3C

ntop.webPort

Admin/Configure/Startup Options/ Basic
Preferences/ HTTP Server

pluginStatus.Host Last Seen

Plugins/Host Last Seen/Deactive(Active)

pluginStatus.ICMP Watch

Plugins/ ICMP Watch/Deactive(Active)

pluginStatus.NetFlow

Plugins/ NetFlow/Deactive(Active)

pluginStatus.PDA

Plugins/ PDA /Deactive(Active)

pluginStatus.Round-Robin Databases

Plugins/ Round-Robin
Databases/Deactive(Active)

pluginStatus.sFlow

Plugins/ sFlow /Deactive(Active)

pluginStatus.SNMP

Plugins/ SNMP/Deactive(Active)

netflow.X.blackList

Plugins/ NetFlow/Configure/Edit NetFlow
Device/Set Black List

netflow.X.debug

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Debug

netflow.X.humanFriendlyName

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Interface Name
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netflow.X.ifNetMask

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Interface Address

netflow.X.netFlowAggregation

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Aggregation Policy

netflow.X.netFlowAssumeFTP

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set FTP Policy

netflow.X.netFlowDumplnterval

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Dump Interval

netflow.X.netFlowDumpPath

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Dump File Path

netflow.X.netFlowlnPort

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set Port

netflow.X.whiteList

Plugins/ NetFlow/Configure/Edit NetFlow
Device/ Set White List

rrd.dataDumpDays

Plugins/ Round-Robin Databases/ Configure/
Dump Days

rrd.dataDumpDetail

Plugins/ Round-Robin Databases/ Configure/
RRD Detail

rrd.dataDumpDomains

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dataDumpFlows

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dataDumpHosts

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dataDumpHours

Plugins/ Round-Robin Databases/ Configure/
Dump Hours

rrd.dataDumplnterfaces

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dataDumplnterval

Plugins/ Round-Robin Databases/ Configure/
Dump Interval

rrd.dataDumpMatrix

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dataDumpMonths

Plugins/ Round-Robin Databases/ Configure/
Data to Dump

rrd.dumpShortinterval

Plugins/ Round-Robin Databases/ Configure/
Throughput Granularity

rrd.hostsFilter

Plugins/ Round-Robin Databases/ Configure/
Hosts Filter

rrd.permissions

Plugins/ Round-Robin Databases/ Configure/
File/Directory Permissions

rrd.rrdDumpDelay

Plugins/ Round-Robin Databases/ Configure/
RRD Update Delay

rrd.rrdPath

Plugins/ Round-Robin Databases/ Configure/
RRD Files Path
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Plugins/ sFlow/Configure/Edit sFlow

sflow.X.blackList Device/Set Black List

Plugins/ sFlow/Configure/Edit sFlow

sflow.X.debug Device/Set Debug

Plugins/ sFlow/Configure/Edit sFlow

sflow. X.ifNetMask Device/Set Interfaces Address

sflow.X.sflowAggregation G

sflow.X.sflowAssumeFTP Jc

Plugins/ sFlow/Configure/Edit sFlow

sflow.X.sflowlnPort Device/Set Port

Plugins/ sFlow/Configure/Edit sFlow

sflow.X.whitel.ist Device/Set White List

sflow.knownDevices "

WiAR:

o FEAKGIMAIKXERERICILREATHIR.

o T VXL A AL EML, % kA cluster.<name>=<network list>. b 4= :
cluster.Home=192.168.0.0/16,172.0.0.0/8

o VA B ZX VLAN ID = VLAN % #R 6984+, 7 % 4 vlan.<vlan id>=<vlan name>.
tbdm: vlan.10=Administration.

3. Packet Filter

B &M AT A sE M), Old Filter Expression &7 IH ()i 3€ #8011, New Filter
Expression fit &5 (0 ye ), 4/ BPF # X, 5 Change Filter #2415, &
SERIAERK

4. Reset stats

HAWNAATPRGHEGE, R TENER, TCPEREGRE, SMREMIIE5%E,

5. Web Users

Xt Web I HEATE BE, HATAIOAUR ] )™ 4 BE VT 1R % MR 01T - 2E A Web Users
SR ARSI s B M

Wi, B . @, WIERA .
FhlAdd Userl gsin i .
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6. Protected URLS

—LT,  Hn[Admin/Configure/Startup options], ¥ 23] NAM JEFEIECE . 0
F A F P T O AL EAE O, 77 A R T A R . TSR IR L T AR P Rk,
HAGBRM A T AT 1) . Protected URLS X 52 (&3 1 0TI #EAT & R, HEA
Protected URLs & 515 {2 7= T 2 OR 9 1R DL IHI

Wi, BRSO B . i@, RS2 R U .
F[Add URLT, 032 R4 BT o

A.7.3 Shutdown

FebH NAM ZEFE
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