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PRIl 2 tm’f‘ifﬂ%%fw 73 T%ﬁ%ﬁ‘ﬁﬁ?ﬂ' '“‘fO'F”fR/IJ%L
1/['@% LR BT 14 TR TSR — R

?EF &y -

|E H] ILOM CLI }*’,\_ 3 |§|F' ] ILOM CLI }’F’,J\L_Fi‘«’?r”f IP b0

AT P - USRI S R I £ R 2 R
o JT20 FIfiy Wm“ VTR 1P SHE R TSP
p‘f

o SV 22 FIf THLY FIVIIHASSRT R RE IP & i QF, CMM |

AR — axf‘fﬁﬂﬁ&ﬁ%ﬁfﬁjﬁg‘%{

(YT PR SABE] ILOM S0 ARl R B S o A% SRS Lt - 1l m ™
/IJfollJ%JL F PR

m 8NL: 8 [HeRR R~ AR - 1 R

m 9600 fw

w [P EHT ] (CTS/RTS)

n @f'Jﬁ’?E%éfﬂﬁﬂ (XON/XOFF)

5 CLI show $i 4+ i* BRI [T 75 CMM It ATfIVGIEHERRRRoR 102 1 -

show <target>

i)
s CMM : show /CMM/serial/external
" féﬁﬁéﬂt’fjﬁﬁg . show /SP/serial/external
n J%Iﬂ ﬁwg - . show /CH/BLn/SP/serial/external
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80 HTTP over TCP SP — ILOM ffli ™ |3 [ il FrosgiL b 1
443 HTTPS over TCP SP — ILOM ffi® ¥ Fl‘zlf?{pfjigi_[%ftﬁi
5120 TCP SP — ILOM ; @,rj PLH :CD

5123 TCP SP — ILOM b= #17; : 1

5121 TCP SP — ILOM safi= #} « SRR AN EL
7578 TCP SP — ILOM jaiki* 7 + BlF
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225 BTN SPILOM HF AL ()

22 SSH over TCP SSH — 4°= Shell

69 TFTP over UDP TFTP — fi&ﬁj‘fﬁgi@ﬁ?[&

123 NTP over UDP NTP — Afa il &

161 SNMP over UDP SNMP — Fﬁﬂ,q{ﬁ,n*ﬁfjﬁ 7

162 IPMI over UDP IPMI — qH‘HSg[VT (PET) (9% fr SHIE IR
389 LDAP over UDP/TCP  LDAP — FTFWF | VR (P PR SR )
514 Syslog over UDP Syslog — (1% i HIER IR

546 DHCP over UDP DHCP — Efiz= [l PF'T?’JL (2 )

623 IPMI over UDP IPMI — T';ffffﬁ R

1812 RADIUS over UDP RADIUS — ‘”fﬁ”ﬁa‘i% Rk

#2:6 [l CMM ILOM e i &

SRR IR B R R

80 HTTP over TCP CMM — ILOM (ffi ™| pEIE','FIfjﬁgiﬁﬁ)

443 HTTPS over TCP CMM — ILOM (@ HIH e 3R

8000 - HTTP over TCP CMM — ILOM ¥ * Ji#7r (BLO-BL9)

8009

8400 - HTTPS over TCP CMM — ILOM % 7 ;57 (BLO-BL9)

8409

22 SSH over TCP SSH — 9= Shell

69 TFTP over UDP TFTP — Eﬁﬂfr‘éﬁ([ iy A

123 NTP over UDP NTP — % EJJ’F i

161 SNMP over UDP SNMP — [ pLAffE it i &

389 LDAP over LDAP — fiypbF 18R UL (]2 fiefe JEREEIES F5t))
UDP/TCP

514 Syslog over UDP Syslog — (9% il B R

546 DHCP over UDP DHCP — ;hﬁ:L ?Eﬂ" A Jt’lf%')

1812 RADIUS over UDP RADIUS — it P‘} SRR H IR
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4. ﬁfl’ﬁlgjizﬂjijﬁkd/* “‘Vrﬁfﬁuﬂ SP A% /1 71y DHCP IP i fif-:
m ILOM - CMM - fji ™ [l
™ L EEZ] CMM i Fifsio wu P IR LS BIE  ILOM « > (2
R RN FF' F” FY™ % i root k3 EI%%@ changeme » YR
}% Enter &£ -
TR EL R Y CMM b [Ef 1 ﬁ%ﬁf‘j}g’x
cd /CMM/network/CMMO
F U 119 CMM IP (4 i - show

w I ST ?fﬁﬁ;ﬁlf ffid = JERA 1P b g %&%‘ :
show /CH/BLO/SP/network

ﬁ — CMMO %5 i%{&ﬁf CMMO [i¥ CMM - BLO %+ 573481 BLO 197 /5% - ||
EEE CMM 5704 gljr”urggq qL%{Ffr&pJﬁ,#rT}ﬁF Z g R (-0 Z 9 -
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[Eln IEJ%TU”% rJﬂjppP?«‘ig/[ T *‘ﬁg 3%77 ILOM - [y » [&F A’ ri@
REi-E SR FFF' 7 IEIF' (%3 root 7v EF fl changeme » Rl

Enter &
F felhgim) 7 SPIP G ik ﬁ%?%t’i‘ : show /SP/network
m DHCP lfl q&a“g:ﬂ%ﬁk

IR vt ShEREY 18 [V THHE DHCP IP # ) » 5[ DHCP filfl
QJ@EF«EI*@J.

Y2 ¥ ILOM PR 19



20

v L= ﬁ& AR fE 1P 0 S S (Rl AR SP

I R G TSI R 1P fﬁﬁlﬁba‘é SP -

: ﬁﬂmﬁﬁ%ﬁx SP [ BV 21 sl -
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9600 i

el

HE E BN
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w: w:

HE ] (CTS/RTS)
%u (XON/XOFF)

. H Enter S0 I F 72 SP A 1LY RO

ol H (8T ILOM [Login] fid-. -
(][ : <host name> Login:

) ﬁE?J“‘ *‘FTFE,';'[EK’J[’E[E'J FHER 14@&5 J/lng * ILOM » §RizfF Enter £ -

TFJét — B T ILOM Frfiff gl»‘ff [FIJ*‘,,“IE ILOM : root/changeme °
l% 2= % BEET5 Fipy s gl I'ﬁJILOM fﬁﬁ b=k, -

;%,%;ﬁﬂﬁ%wmﬁ%(»)o FRESIRE » Y CLI 35 4 130 R

L MR R R

cd /SP/network
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6. ffli™1 ™5l CLI 47 R E 1P~

i

L] &[]

set pendingipaddress=

set pendingipnetmasks=

set pendingipgateway=

setpendingipdiscovery=

set commitpending=true

- s R .&%%Iﬁ %’ﬁlﬂ T5a% SP gu?%?ﬁ: IP b gko

GUE S

set pendingipaddress=129.144.82.26

ﬁ ILOM ;f",{u_ 129.144.82.26 ﬁﬁwf IS SP Y
l‘f‘{l[—o

SR BB RITGRIE SP RS R ¢ 4
FALURE" =

set pendingipnetmask=255.255.255. OTF ILOM
?ﬁ? 255.255.255. 0 {5 [l # SP [UAfes et o i

o ||—} g I&%%I}FI :Tﬁ]ﬂ %}E‘E SP ﬁj?ﬁ?r jﬂ'j’iﬂ—(’

wgn g
set pendingipgateway=129.144.82.254 {57 ILOM
it 129.144 . 82.254 [iH (IR SP AURTE 4

R TR e T L

set pendingipdiscovery=static

o I“?F (true)F'?ﬁﬂjxﬁﬁfzﬁﬂﬁ‘%?§%i°

g

set pendingipaddress=129.144.82.26
set pendingipnetmask=255.255.255.0
set pendingipnetmask=129.144.82.254

set commitpending=true

s

m—v

- G

} F (VAR IP AbIL o R EE] IP i 9 ILOM iS¢y
;9; [_u IP i 3151564 ILOM <

r

T2 ILOM o FUp

(Bl

21



v ] ﬁ& ISR R 1P 4 uf CMM

%¥? R IS 1P R CMM
L ANy CMM S e -

M'Q‘:‘ TSR IV 7 5 ) CMM oy > il il ey P 1 7 -
2. gﬁ 'ﬁ}r_ﬁ[g FUIE[E' [] 73’;1‘,11}5 » I’ w J/[]J_P T ILOM > SR Enter%ﬁ

TFg: — iR ILoM F’?F[TJ/5§5" ffﬁ'ﬂimﬁ []E%Tﬁ 7 ILOM : root/changeme °
flins 2y i =5 60 Fifi rs FEAPREN Y ILOM =R EYI=BE

B 7 SRR, O () » R RRRAT BB CLI J5 4] At -

3. ?',Elﬁiﬁ} ILOM CLI I%}“ﬁ—_ CMM EIJF@F& IP fb 4k ﬁ%%j - "/IHJF’[*?JJ J?ﬁ—_ﬁ [Ef I8
cd /CMM/network/CMMO

7 — CMMO .7 54 1 CMMO [[1fis CMM < [ 14 CMM 3753 CMM ARSI -

A, PR A P~ R MR 4

t4 R )

set pendingipaddress= G ﬂl“?ﬁ—ﬁ , &}%%Iﬁ J:-TF\I CMM E@F@ﬁi IP fib ik

fglgp > g87  set pendlnglpaddress:
129.144.82.26 }‘F’ﬂ ILOMf’, 129.144.82.26 fitth
CMM IP b o

set pendingipnetmask= 7 |F‘A}‘“ > '&%%’Iﬁ"jf' CMM HJFEIrﬁ-?q{ %‘ BRI g o
g g7 set pend1ng1pnetmask=

255.255.255. O}Eﬁ ILOMT", 255.255.255.0 fitth
CMM Sy et 41

set pendingipgateway= % |l—j£F > ,&5%]‘;;,[#[ \‘W CMM fi JF@,F:FE, o
GRS

set pendingipgateway=129.144.82.254 57
ILOM $5 129.144.82.254 i} CMM R3E1 AF -
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il R BT
set pendingipdiscovery= 3 Al fléﬂﬂ ILOM f.jﬁll%%‘cﬁir’& IP &b 4o

set pendingipdiscovery=static

set commitpending=true e ﬂl“?ﬁfﬁ (true) FI‘T'F', Lfﬁ—ﬁ Efiﬁ.‘ﬁj?%??;& °

i)
set pendingipaddress=129.144.82.26
set pendingipnetmask=255.255.255.0
set pendingipgateway=129.144.82.254

set comitpending=true

i

ST SSH ARG E] ILOM » Py [#4) 1P Ay (15 1LOM SHASPp s -
1’ IFH??F EAY 1P A HHSEERE] ILOM -

=

=1 ARSI 1P A i

AT SIS SN S R R IP
m Y23 FIfY T{H] Web /i i ‘*r’}éifi ILOM 12 % fi 1P £ -
m 3325 FIfv TiH] CLI af.‘;éﬁi ILOM (I E fiy IP Ak it

v {{i"] Web /i pu\ré‘rﬁi ILOM f[iZHE [ fY 1P G i

g%ﬁ;"gw\[%%ﬁié@“ | ILOM Web /i [isfiEZR e i 1P Jik» o = Al A
F ﬂjr

L. fflP RIS S fu T TR A 41 B 18 ffill & SP iy CMM fiu IP it
IR Enter 82 -
ILOM [Login] %",El%’ﬁ[ﬁiéjﬁlﬂ%ﬁﬁ o

2. 7t ILOM [Login] i1 ] 3 “FT”TiJg it b'{ﬂﬁ% I Jf];}ﬁ‘ o

WA — [ i IEIF' ] ILOM FAfifd /555“ f'ﬂ['ﬁliw ILOM : root/changeme -
IR f/a?% IERETS Iy T FI ‘““['ﬁJILOM ﬁ*{ﬁﬁﬁi” T e

ILOM fi 1 B[4 <
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3. 7 ILOM ”E"F’f’fﬁiﬁﬁf“ » #¥— ™~ [Configuration] --> [Network] -
fﬁjﬁﬁ%’é}ﬁ‘} CMM [ [Network Settings] F! El%’ﬁ[ﬁ?jflﬂ,ﬁ,%&% °
A 2-1 ILOM fﬁj%ﬁ%’ SP — [Network Settings] F17"1

‘ System Information ‘ System Monitoring ‘ Configuration ’ User Managemert ‘ Remote Control ‘ Maintenance |

J Systern Management Access | AlertManagement | MNefwiork | Serial Port | Clock Settings ‘ Syslog ‘ SMTF Client ‘ Policy ‘

Network Settings

“View the MAC address and configure network settings for the Service Processor from this page. DHCP is the default mode, butyou can manually configure the Netmask, Gateway, and IP address,
radio button nest ta the appropriate mode, then enter settings as needed

MAC Address: 00:03:BADB22:.CT

Obtain an P Address Automatically

{use DHCP) 0

Use the Following IP Address ®

IP Address: IW

Subnet Mask: 2550552550
Gateway: 10.8.145.254
Save |

il 2-2 ILOM CMM — [Network Settings] ! f&'l

I S}.ﬁ‘lem i ] S.g!slem itoring | (& i I User ‘ Remote Control ‘ Maintenance I

| Syslern Management Access ‘ Network ‘ Serial Port ‘ Clock Settings i Syslog ‘ Palicy ‘

Network Settings

Yiew MAC addresses and configure network addresses for Chassis Monitoring Modules and Senice Processors from this page. DHCP is the default mode, but you can manually

configure each IF address, Metmask, and Gateway. To change the network settings, selectthe radio button nextta the appropriate component, then choose Editfrom the Action drop
down list.

Network Settings

!—Attmﬂ;;v

Name MAC Mode IP Address Gateway Netmask ‘
O | rCHMASTERCMM 00:03:BA R4 CB2A DHCP 0.0.00 o000 0000

O| reHichmo 00:03:BAF1:36:88 Static 108145160 108145254 255265 2550

O roHimLt 00:03:BAF1:32:66 Static 108145162 108145254 2652652650

O rormLs 00:03:BAF1:2C:42 Satic 108145164 108145254 2652652550

| IR & SP A Iy IP gl %iﬁﬁ‘r/ﬂl'&‘%
3V [Use the Following IP Address] H1E f &

R T o LR b S LN
F 7 [Save] » prtbsic £ 5

— AR R (PR IP S IED o R EE) IP A R S i 1ILOM ﬁn&"[

fi - IE - %9?}“[ Ty IP i SHEAE] ILOM - T
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v {fi"] CLI %’*F}EE{ ILOM HIEH,“EJEI’:J IP 4

B R 7] ILOM CLI SRR E i 1P 6 b o+ S <15 AR TR 8 SP §S
MM i b g
Lo g2 [l SP Y CMM [ 511 #2475l SSH it -
m RESHI
IV $57 S E R R E CMM IR -
IR R B R Y R

i

" @*ﬁj = Shell (SSH) st
B AR SP Y CMM [0 = Shell s -
fEam b = | £ ’,; root £yt (A SPFY CMM [ 2 St - Rl » [ | jgs
N IETRTIR wﬁﬁlﬁj SSH =[x l,rj,[h AR sp SRS

ssh -1 root <server_ip_address>
7'14‘@? ! changeme
F“ﬂgh TF[F%}"IEU}"Eﬂ FOE (->) ki BRISER S CLI 4 1 {ﬁ%‘,
2. g7 AL RSP T [ Itk
m BSYE S L[ﬂ Ty# : cd /SP/network
m B R AR AL - cd /SP/network
m 150 PJUESSH CMM @ cd /CMM/network/CMMO
m 5 1P PUESS CMM : cd /CMM/network/CMM1
3. " show ?ﬁ—ﬁﬁ’ﬁ%ﬁ?l@lfﬁ’gpﬂ IP &b g g e
n féﬁ%}%j’fufﬁq@%&' : show /SP/network
n %ﬁ[”%m%%ﬁ i show /CH/BLN/SP network
m 15 0 ['|fvESYf CMM @ show /CMM/network/CMMO
m 5 1P UESS CMM @ show /CMM/network/CMM1

D
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%XT “-TP’I

Ifi @Elhlf’[ﬁ__ﬁ ZHE) P e

11 R Sl
set pendingipaddress= % [F‘#”l , '&ﬁ%‘fﬁpﬁlﬁqﬁ%ﬂ SP ﬁk} CMM Em?@ﬁ&:\
IP l‘f‘ {1[—40
g g
set pendingipaddress=129.144.82.26
jr“n ILOM#’, 129.144.82.26 mﬁ'r[ﬂ%gg SP iy
i 4o
set pendingipnetmask= %’X ”—}F' e 1&5[%%'#[ \_.,Hlf qgﬁ;g SP ﬂ/ CMM fi JF%TF %‘,,ﬂf
l+‘f1!—‘o
U
set pendingipnetmask=255.255.255.0 57 ILOM §
¢ 255.255.255.0 [t T [l Ty SP (¥ CMM) fusfisis
T
set pendingipgateway= G R ERFRURGITE SP Y CMM S ERER

setpendingipdiscovery=

set commitpending=true

o

G S

set pendingipgateway=129.144.82.254 ;= ILOM

ﬁ 129.144.82.254 fit1h |ﬂ 153 SP (FY CMM) PURSTEL
tpo

G MR {4 ILOM ISRIRFE I # SP Y CMM iy
(S IP b ﬁ_l—

set pendingipdiscovery=static

%7 L#}F“J (true) FI }F L'—JIJFIEFIHE% i—_ N

g

set pendingipaddress=129.144.82.26
set pendingipnetmask=255.255.255.0
set pendingipnetmask=129.144.82.254
set commitpending=true

{ac

ﬁ% :
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IL£ » P JJL FEATEAH R« U ILOM (IR & 4 £ sl v 4

= F'F i

w527 FIfY TR Web 7 [ A R I

w5320 FIfiv TR CLI 5 5 678 0 IR |

i/L'Pg 7a4 1 PRI B 4 fl AR et - f 25T 17 E'F“ : fJﬁB

ISP X CMM FW 4&{& PRI Y 17 F1p Tl E R S IR L S

5] Web /i E'I?Ff'\;j; 5 RS AR IR
AL IR (LR Web /P ILOM [l ez B P i -

N i S e T JF]ﬁ T TRIBIR C IR 5 (IR A SP Y IP b di i
¥ Enter §& -

ILOM [Login] tfﬁﬁijﬁéﬁf“ft

. 7+ ILOM [Login] ,T@*Ji‘r&ﬁl ?p? TR H e Hs ) JECEHES J/]JJ@ oo
ILOM i o1 éq BT -
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3. IV [System Information] --> [Identification Information] -
[Identification Information] F! E-l%‘ﬁﬁﬁf\lﬂ@% o

i 2-3

Jd

Identification Information
Cartgaare Kantbcaton mtarmaton
I [SUNSEOT AT IFADF
5P Sipeiean Msrater
Save

FE T

R

4. 7 [SP Hostname] i fl158 " SP = 4% ¢/7#i -
ES S ATCINUE N (S Se At S
5. 7 [SP System Identifier] i 1 > &7 2|1 FH[ koL I
FRRBIIFET P8 RS g o 13 BT )9 o Sl -
6. ¥¥— ™ [Save] - P%"JCE\'HFI‘% ¥ o
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v E] CLI T B 670 SRk
AL IR AR iR CLI 7 ILOM IRt A &7 py A I -
L {2 IR SP Y CMM o B[ Hy ity SSH st -
m BRI S s
ATV #8712 (I S CMM P -
f/D%EI LA %ﬁxﬁvﬁ (& 7 i R

gk;

- @tlt; 3= Shell (SSH) st
= [EG AR SP Ay CMM [y’ = Shell 76t o
fEsEss R 8 1) root Jx[;}@ﬂ (T SP g CMM iud 2 it )1 (i) 5
IR o s SSH TR SP s = s

ssh -1 root <server_ip_address>
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| Systominormation | SystomMonitoring | Confguration Uisor Management  Remnto Control  Maintonance

J Firmware Upagrade | Feszei 5P ‘

[Firmware Upgrade] 1% 25

BT [Flrmware Upgrade] B FE [ F?E*h 77 ILOM @B fpor e - f/[' E' gy
Fo ?‘KEEJ "It Web i ILOM R -

[Reset SP] 155

[&J' 17 [Reset SP] BGhFE [’ f?;‘wp‘f;'[]%% SSHEIRS (SP) puAH - o i/[lgiﬁl LN %
2[5y 191 FIjY VEIF%ILO SP o

5Y4 % ILOMWeb fiEEg 49



50

[ fi PR ILOM

ARG =g Web ST PP g b SSLREE T R R TR -

ﬁ + ILOM
7+ BFHINE T ILOM Web P -

Al AC %WE fit kp S LR
f *'%zﬁlnﬁ«ﬁﬁﬁ' 44\' i Hjﬁ/ﬁﬁl jﬁi&f?ﬁ]'fﬁ& DHCF’ ffl ”a g"i)j "
ILOM [IupifiE = B P IT?JJ\L_(DHCP)?@H‘ stglv [l ILOM i Tt \j'F iR

P BT P R (OB =1 7 ) ) 2V AR > Web /7 ol s R b o

& %%l ILOM pJ IP g (/IiiJJrﬁg)fﬁﬁf&r”%L IP b 319 % 2 [E127 18 FIfi9 T
Pk R T £ SP A -
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%gpﬁm 7“{47%2}{5 T ILOM Web 17 E‘l :

L # B Web /i1 i ILOM 15 1P (P42 Web BFTH -
Web /i 1fi [Login] El E"ﬁﬁ%w%*ﬁ‘ °
i 4-8 [Login] FIf

Integrated Lights Out Manager

5P Hostname:
User Mame:

Password:

2. g[SV R PR
[T i) 55[%]5’[@ (8 PR
] 5@%@5']:& {7 — root
n 5??},@5 — changeme
:‘TE]?;‘“EKJIEI P EFEE RN AR A Fﬁ?“‘ °
I = s ARSI 1D M FPE RS root o T ENE HERIELE ¢ o

[ HEFERR IR 1D @ HRRIH Ep et o [l TR changeme o B
}‘ﬁﬁ % /i1 (CLI) ~ 4= Shell (SSH) == Web /7 [=1if %’TE@E{# I -
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3. ##— " [Log In] -
Web /7 211y [Versions] EJE'IF?F}EEJH%R o
It 4-9 [Versions] F1p71

ABOUT REFRESH | LOG OUT
Rale (Usen: Administrator (roofy SP Hostname

Integrated Lights Out Manager

n‘:J System Information

J Versions Session Time-Out Components Fault Management Identification Information

Versions

Wiewr the version of ILOM firmware currently in use.

Yersion Information

Property value |
SP Firmware Version 2000

SF Firmware Build Mumber | 17755

8P Firmmware Date Thu May 310:45:47 ECT 2007

SF Filesystern Yersion 0.1.14

¥ 7 ILOM ™ ﬁ == %nﬁﬁl\Jn]ﬁ,E. Il E%f,l%” ILOM root [[REFAERET ﬁﬁ%ﬂﬂ?

changeme) » | | uﬂﬁ%f&ﬂﬁﬁe I i/[ Fi 7 ILOM root [[RBE7HS[VEY
%ﬁ%&ﬁ[a 60 FIfY T 0" Web /7 iRl ILdM oot J;@F‘WEJ o
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v H{H SSL &5
qu%ﬁHW%@W%%?%%$L€??Hﬂ§%W§%O

B RLE ) - ilf SSL o sl R I I SR R 1 O TR B P e e i
e Wﬁjﬂ; FIFZ s o - S AR

AL I IR SSL il
1§ ILOM -
2. 323V [Configuration] --> [System Management Access] --> [SSL Certificate] -

[SSL Certificate Upload] F! E'lﬁ[%flﬂ;%ﬁ% o
i 4-10  [SSL Certificate Upload] FIf*i

[T Ewe Est wew Go Bowmans Tods wnooe Hue
. % ® 0 . ; 5Pz = - @
€ 28 0 Gemmr——s L] 2,

| @rome L Bookmanks
[ s ]

Integrated Lights Out Manager

Systen bedsrwation Sysk Maokwing  Cosiguesion U Masgeresd  Hesow Cornd Manmconecs

Sram Maragement Accesn | AwriUsnsgemart | Mework | SevaiPor | ClockSeSrgs | Gymg | SMTRChent |

wenSeever S | 55 Certhoate

e

FEE T | Transtarmng dats e 120 M8 07113 ]

3. & P SSL RGN £ > iy Fk - T [Browse] £ S FY SSL 1R -

= =ve

ik ¢85 ) pem R £ - ISR T HRIBIEH RIS -

FT 43 ILOMWeb /it 53



4. §F- " [Upload] & ' SVIHAmE 2V 1 SSL 15 -
[SSL Certificate Upload Status] %TF—?,*&E{J@@!U%R o

5. ISR S D o it [OK] HHEES FIFE 1LOM Web i3 > = Blif
I SSL YR -

SRR ILOM Web (s - #HETT 7 4 5

v IR (e

e l’ﬁ%ﬁﬁﬁ?@%@i TN ILOM TR (ot 1 e o SR 1 BT o [T 5% g
* ILOM We

FF R -
T 11 R ILOM IESFS (E 5 J L st I O R
1 ﬁ‘ 7 ILOM -

2. #3V [System Information] --> [Session Time-Out] -
[Session Time-Out] ?lfe[%ﬁ[ﬁ;}fl[]mgi o
411 Web fi iy [Session Time-Out] [

T ENe  EON Aiew G Bookmarks  Toss  Wideoos  tsaip

T[] = - @

@ = @ 8 e | mpesize esor 1A egee_seesme s I

R
3. f§-[Session Time-Out] ™ ¥ = F i1 » HIILE| ILOM ["%{E%}i » ILOM BETF&[’%%EF‘T
Pl Py &l o
R (R PR R A U @ R ILOM
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v ﬁH& ILOM

® F I Web fifr > ﬁ%;e% ~ [Log Out] ¥4 -
[Log Out] #4145 Web /i iy b7 «

J

BV 4 ILOMWeb fifEg 55
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(e =

ILOM pw»; 10 {2 =S - H - [ﬁ ! i EE'E
J ILOM 1 ~ TPE »*D?F[ 4 F'J%fﬁluﬂﬁf@ [&p) ILOM
f&'[ (CLlI) » qlp Nﬂfﬁ‘/% H

= =

+H ‘lj Z N Ay

5?59 Fip F*%i'@” BRI

BT 59 FIfY Tl = R e AL

57 60 FIfiy TR ILOM FzR EY=0E

» 360 FIfY T "] Web /i @Rl ILOM Root [=BRR J
= Y63 FIfY "] CLI @I ILOM Root [[R¥HfE |

57 63 FIfiy Hijﬁ'— R

w 363 Iy F[EIF' I CLERFHIEs R gt - 5

w 5764 FIp TR Web ﬁE[?F'JFH@”JﬁW o

57 65 FIfiv T fi®] CLI *‘“%@“ Hi %FFJ
w Y65 FIFY 0™ CLI Spfl 2 1 H =
n 5765 FIfY TAIH] CLI (S ]| %FFJ
= 2765 FIfY T{iH CLI Hﬁflﬁl“ﬁiﬂ@’f:
w 5766 FIAY T{F] CLI A4S 7 | =0k th
w Y66 FIFY ™) CLI A {0 = 1 H
w BV 67 FIpY T CLI el IIIEIFIJ?“I“G’FJ
w BT 68 FIfY TR CLI Asm! fjl = | TR (= 0 T
w Y68 FIfY ™| CLI Agm! (B0 = | B T FS (=

AT E B - SR
Web /7 [FSHE 4 7
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m 5V 69 FIpy TR Web SRl RV
JY 69 FIfY Tl ™] Web /7 g il 2 1] %I%L@B«LJ
w SV 72 FIRY TR Web ST S H IR
w Y75 FIRY TR Web 7P R R
w JTT76 FIFY T Web S g (RS
m 3777 FIp9 T Active Directory |
w ST78 FIfY T H] Web /i E'I@EIFF'I' Active Directory |
n Y82 FIFY T{IM] Web ﬁf&'l%@ﬁﬁ Active Directory %ﬁ,??ﬁ
w5783 FIfY THERDE [ H AR
57 84 F1py T {FE Active Directory Jissyiud = |
m 5787 FIfY T RRLE IS VIR
s 791 FIpY FFIL' LDAP Wﬁﬁ,g
= SY92 FIf 7] CLI % ILOM i LDAP [ilff |
Y93 FIfiy TRlH| Web /7 [iEf ILOM 377 LDAP Jillg] |
m 3794 FIpy FRADIUSFHTU
= 35794 FIfy TRADIUS #]* [']‘”ﬁ"ﬂ T8

|
|
|
|

SER

\_

A,

&4

\_

= 5794 FIfiy TRADIUS 34
= 5795 FIfiy "] CLI P RADIUS
m 5795 FIfY T {IH] Web ;rflf £l RADIUS

put
-

96 Frpy rRADIUS?‘F’, N

ﬁf H SN /SB/ BIFEIOE U - i PN IR 7 /comy

O MR 0 T R B G
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ErE 2 R TR

FRI0 P H RS - i 2 RSl g

m ILOM ft 4 4% 10 fifi | H =55 - Lfl1- fthls F'jf rﬂﬁ?ﬂ R - (e ﬁr—JJﬂff
SRR R EHREE - ?W“'FL' VERE lﬁlﬁl“ E‘[J:iﬁa |
B ) < IR e P P B

] I:[E jF e I @B{F{Jbﬁ?‘} ﬁ ‘I‘EII Jl:[ vrclgﬁyf,”@@m Egﬁ: [Hi 'ﬁFjﬁélEE[‘
@B‘LEJIEI ﬁp e 1e VR -

ol ?ﬁﬁ“ PEDERIHE A > S T 2 16 WA < R
I S SO R R B RS
AR @F' FAHT F‘.Epﬁ;ﬂy;}—ﬁ .

w [T PR AR o R ILOM f 5 ﬂﬁﬁﬂlﬁl” E“rﬂ’?fl (19 Active Dlrectory
LDAP ¥ RADIUS) qn—gﬂj;'%ﬂf Sy '&IH’“JFFJ e IEIFI 210 IEIFI E*?H'ﬁl
f\'_liJ[[—{ ILOM i f l Fr[ i%ﬂﬁ:ﬁud: =t » E&fﬁngqﬁﬁ F[ HRL 1§EI e lrl %E“g FUIEIH
T -

L» s
B I ) e gL
gﬁ' E%FF Jﬁleﬁiaﬂ\m‘q €7 o SE R T 5T PSR ARG ILOM iR
R ™ 1 i“[l@ﬁ{npﬁ : o F b ik
w FPRIED < U EIVATE) ILOM 1% TSR 4
m R — BEESIVE Y ILOM A - *ﬁrb%p;r“, 4 o BB Iﬂﬁ ji@ﬁ[fla,'
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ALY ILOM AR E =5
AN ILOM R FARHE (678 KRl LI M =) B 7
"1 ©%  root

ﬁﬂ‘@% ! changeme

(& E' < l%h}ﬂ fi5 (changeme) ﬁlJ—"“H‘f— = gy R ™ |5 £ (root) - IMRBRHLH &V
B ||_oR/| G~ SRR T AR (E%J‘F"L@B‘L)

Hi ST SP gﬁ&ﬁ‘/ CMM ekt TV ILOM s Qﬁf;l root =p{fli " FHREHTR
changeme b5 570 ILOM ﬁ‘-f' AR E, A "%SP#’QL;I 2 |LOM root
J;@F?FE'FEEJ;,F (changeme) » ”ﬁw[ﬁﬁw#y T VR o I H] IJ,E\'_/J%| K E RS
Eifq%wwmiﬁwJWCMMW” ?w$ﬁ W%qu%ﬂDMnmt%
SRR 2Rt ﬁ%ﬁ 2[5 60 FIpY r|§[|F' b /i ARl rLOM Root [[RPEH#fR 4 -

v "] Web /i i@ Ri ILOM Root [[=5EH i
A PR root [[RUEIVHE
L BIgr web BRI T SP b CMM {1 1P -
ILOM Web /7 11 [Login] F1 1 f BEIRE -
2. 7 ILOM [Login] FIfifl1 > $his I {Ef
a. 5 L NIH £ (root) ANKE (changeme) -
b. #—- ™ [Log In] -
ILOM Web ﬁE-lgﬁfﬁE&lﬂ%ﬁ °
3. 7 ILOM Web /i fif]1 > = ™ FI{Eg
-ﬂ@@%ﬁﬁffwﬁﬁ FYif i *‘ﬂ%?%ﬁﬁ@% CHREGRA

¥ I 74 SP AR fla'plwﬂ%' FYUIf - i S IR oA oy o
”%[ﬂ Ty - FREGEHEA -
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4. 7% ILOM Web /i fifl1 > #— "~ [User Management] --> [User Accounts] -
[User Account Settings] F! E-lﬁ@lﬂ%ﬁ% o
Ih 5-1 [User Account Settings] 11

| Syskminormaion | SyskmMonibring | Configurafon  User Wanagemenl | Remok Confrol | Mainknance

User Accounts | Active Sessions | LOAP | RADILSE ‘ Active Directory |

User Account Settings

Add, delete, ar modify local ILOM user accounts from this page. ILOM offers 10 lacal user accounts. The systern uses rood, which you cannot delete. The other 9 are available for yo
adrministrator accessto ILOM Remote Conscle without having tolog in again. It also enables an administrator, legged in to the Chassis Monitoring Medule, to access any blade Ser
Bingle Sign On must be enabled on each Service Processor you want to access with this feature, which is enabled by default

E Enable 3ingle 3ign Cn

Save |

Delete ]

Rolke

Adrministratoe
5. 7t [User Account Settings] FIToifl1 » 2V root SLAVHIER L » JRicfh— ™ [Edit] -
F’?ﬁ%’ﬂ%??* Pl = PR
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6. ##— " [OK] 77 - [User Account Password] faéfﬁ::ﬂ“biﬁug B 15

I 5-2 [User Account Password] a“:j‘ﬁ:‘f, gL

Integrated Lights Out Manager

The password rust be 810 16 characters, which are case sensitive. Use any characters
except 8 colon or space

User Hame: root

D Change

New Password: I

Confirm New Password: I

Role: Adrinistrator :

7. 7 [User Account Password] ’é"#ﬁ—ﬁ%iﬂﬁl - TSI =g
a. #I [Change] s puipL
b. ¥ [New Password] ¥ " TIff[1 » 57 FrE -
c. 7t [Confirm Password] ¥ 541+ F|- 5T FUHRS «
d. #— ™ [Save] -
i/[lﬁﬂng £ root JiTE! FYRMRIFH R Th AR Te [l HR MRS -
8. ﬁuﬁglﬁﬁ;@ﬁ*ﬁ%Z EWER T > IJRER 1D =T S A -
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v jfi"] CLI 7#&@R1 ILOM Root ﬂﬁ%ﬁ%ﬁﬁ%
@ i3 [HPI 0 » I'JA@R1 1LOM root [k :
-> set /SP/users/root password=changeme

g
-> set /SP/users/root password=changeme

Changing password for user /SP/users/root...

Enter new password again: ***xxki*x

New password was successfully set for user /SP/users/root

F e
?Jfﬂ i X
TH- L VSRS > [ i P EL T IV ILOM [ Fhfid * et Wi o S e

[ RO ) e T e T

T SRR Iﬁ@:g%% o lﬁiﬁj
@H i@f; 4f ) F“ﬁﬂqB”J JF‘F

v {7 CLI ?%E'Jﬁf@fﬂﬁﬁ— ﬁ k
;:Egg;gef’srglj F$ﬂ4 \171 K F’\[EJMF ﬂ FI ﬁ&/,}:'l:]srm F]Eﬂ
® S NIl R

—> set /SP/serv:Lces/sso state=disabled|enabled
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vf@ﬂVWbﬁE@?ﬂﬁﬁﬁﬁT‘““
TR i A E A B - R
1] Jﬁﬁ f}} 5 ' ILOM Web /i - 23V [User Management] --> [User Accounts] -
[User Account Settings] ! E-lﬁ[%‘flﬂ%?—»r °

2. ##~ ™ [Enable Single Sign On] 2 [if 2V 4’ ?ﬁ‘BJLF“ﬁJﬁ: IV SZW?V*J’LFJJ
Ao - S 5-3 -
B 5-3 F - ‘“ * v [User Account Settings] FI -

Integrated nghts Out Manager

‘ Syskem ‘ Syskem itor i | i i ‘ User | Remoie Conirol Mainkenance

J User Accounts ‘ Active Sessions ‘ LDAP ‘ RADIUS ‘ Active Directory |

User Settings
Add, delete, or modify local ILOK user accounts from this page. ILONM offers 10 local user aceounts. The systemn uses root, which you cannot delete, The other @ are available for your use. Single Sign On enables
an ILOM administrator access to ILOM Remote Console without having tolog in again

¥ Enatie single Sign On

Save |

Add | Edit I Delete |

21 Name | Roke ‘
‘0 ‘ root ‘Adm\mﬂrator
@ =2 @B = | Transferming data from 129.148.97.113... |y7 |.@.|«u§||a
5. Doc build schedule
@i@EGﬂl | |UnreadO|Tatal:15|-€Dﬁ

[T
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7] CLI R 7

H AP 0] ILOM $547 7 ot (CLI) TR 520k -

0H] CLI SEropf ™ E%F
ST NSRS o I WA RS :

—> create /SP/users/username password:pa$wom role=
administrator|operator

g :

-> create /SP/users/davemc
Creating user...

Enter new password: *xxkkkkk

Enter new password again: **xxxxkx

Created /SP/users/davemc

fi"] CLI 'V‘U'S‘IE‘F' E%
G NI SRS T B R

—> set /SP/usersﬂBemame password:pa$wom role=
administrator |operator

] CLI I e J;%FF

RIS IR R H
—> delete /SP/users/username
o

-> delete /SP/users/davemc

Are you sure you want to delete /SP/users/davemc (y/n)?

CHE Y PR S n g -
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v IR CL A fj [ =5
® SE NI IR RIS R R0 RS
—> show -display targets /SP/users
g
-> show -display targets /SP/users
/SP/users
Targets:
root

davemc

v ffi®] CLI Eﬁﬂ‘}“ (EI a5
@ S NS4 o I R (R e
—> show /SP/users/username
GrE
-> show /SP/users/davemc
/SP/users/davemc
Targets:
Properties:
role = Operator
password = ****%
Commands :
cd
set

show
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v R CLI Rl H o
7] set $7 R~ T (P I HRBEROE R - 1 ~ SR -
® G VRS - I (R A

—> set <target> [<property>=valuel

U A A
RIE U R ISR A R
51 BN HIREE FRIE R F A

F Lol i e R
/SP/users/username role administrator|ope operator
rator
password <F >

B0 ¥ feUl] userd ive| 1 RE IR SIS - g IR
—> set /SP/users/userl role=operator

R user [ - A I ¢

—> set /SP/users/userl password

Changing password for user /SP/users/userl/password...
Enter new password:****kkk*

Enter new password again:**kxx*ix

New password was successfully set for user /SP/users/userl

o T e AL S e MR

SIS H TR

67



v ] CLI R 8 BEES [ S o
® S Nl IR Fjw%f””?* U= S
—> show /SP/sessions
GUIE
-> show /SP/sessions
/SP/sessions
Targets:
108
Properties:
Commands :
cd

show

v (R CLE Ao it ] i ™ 58 e [
© SRS o IH T T S [ T
—> show /SP/sessions/108
GIE
-> show /SP/sessions/108
/SP/sessions/108
Targets:
Properties:
username = root
starttime = Tue Jun 5 10:04:05 2007
type = shell
Commands :
cd

show
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[ F ) Web /7 [ rEENfl H RS

o AR 7] Web /7 U~ F5 P 7 s

0H T Web /7 kg apifpn 2 | E%FF?DI%M%H

LT E”JWF RIS = [ E’Jx[;}ﬁ * ILOM Web /i -
F‘E R EVRRINAYRBETY =T~ (SRR R R RS (R o RIEEIR T (S
wwy R R ERIEL [ F RS A (CLD AT e
(IPMI) %} ILOM | UIHW@H

. #Z IV [User Management] --> [User Accounts] °
[User Account Settings] ! E-lﬁﬁgflﬂgggﬁ o

. 7+ [Users] ?Ur*ﬁf[l » H— 7~ [Add] -
[Add User] ‘%ﬁ%%%ﬁ[ﬁﬁﬂﬂ%i o
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W 5-4 [Add User] h]L J*Ji'F-J:

Integrated Lights Out Manager

The user name must be 4 to 16 characters and must start with an alphabetic
character and use no spaces. The password must be 8 to 16 characters, which
are case sensitive. Use any characters except a colon or space

User Name: ||

Passward: I

Confirm Passward: |

Rale: Cperator :

(Csave ) ([dose |
4. iy
a. 7t [User Name] i (1827 ffi2 ¥ €78 -
b. ¥ [Password] fifiaf [l igE " s -

FREHZ DL 8 R 30 N SA0 16 AR - i%ﬁ%ﬁa 53 - v
o PR G AR R - RS IR - e

T CH A F‘
c. Tt [Conflrm Password] A1 (17|35 R - TR -
d. & [Role] ™ 4= H1 » 3V [Administrator] fv [Operator] -
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BSS (IR RS [Add User] S IR

Integrated Lights Out Manager

The user name must be 4 to 16 characters and rmust start with an alphabetic
character and use no spaces. The password must be 8 to 16 characters, which
are case sensitive. Use any characters except a colon or space.

User Name: [daveme

Passward: |””""“

Confirm Passward: |ktkkkkks

Rale:

Save || Close |

e FAb i BN H[OTIE » - [Save] -
[User Account Settings] ! E-@[ﬁﬁﬂﬂg?&gﬁ% > it [User Account Settings] F1=1 F=1%]|
Rl E'Jﬂﬂﬁ%ﬁl%ﬁg}?& !

SIS H HRIHEE 71



il 56 B= il M ¥ Py [User Account Settings] I

Role {Liner) Adminisirator (roof) 8P Hostnams - SUNEPOADIRAFISTRS

Integrated Lights Out Manager

o o v oty | s e Ly |

UstrAccourss | AdiveSessions | LDAP | RADIUS | Active Dirsctary

User Account Settings
4did, gel caencn delete. The omner 9 are avallable for your use. Single Sion Ch u n LM
a0

e M iari R, K acoere sny tieds % FTocessor winout eu-.:n:u i again

o mody local ILOM user g
et

Ammirunratee

Oprater

v ] Web 7SI J??—!F

2 AEIYI S0 ILOM [l P [ IR0 o (S 1 %A@E, i S AR A
AEEEL -

IFE 2 o T RO I Sy IO - (AL - S

H ) 'W;“Hf = o

B I E ORI« B I T P (CL e
IR T (IPMI) & 20 ILOM fIofiifie -

LOTIFEREISYEIE  ILOM IR Web fi i -
2. ¥V [User Management] --> [User Accounts] »
[User Account Settings] F! E-lﬁ[ﬁ;ﬁﬂ%ﬁﬁ o
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i 5-7 [User Account Settings] FIT-1

7 @rome | Weookmans
Integrated Lights Out Manager

] User Monagemen
| seraccounts | acteSessions | L0AP | RADS | ActveDirectory |

1|

Usar Account Sattings

Add, dnlate, of oty local ILOM e accounts boen this pge. ILOM dlaes 18
i ILSA il

Birgle Sy On r

s carind dalate. The cihar § aie availabln lor yo
v pach Bervice Procs s i w

e Single Sign On snables an ILOM
, b accmes any Hiade Servics Processor withoul the need o lag in again
B enatie Single Sion on

)

R EERERERERERFRFRFRFRFRFRFRFR}R}R}R}R}R}R}R}R}R}R}EYESE
(2] nawe | ot |
® | roce ASTUristratee
)| davome | erperator

3. Tt [Users] 511 » VRS 7 BRI RS -
4. H- ™ [Edit] -

[Edit User] ’;’éﬁﬁéﬁ’uﬂ%ﬁlﬁf\'ﬂ%@% o
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58  [Edit User] ;“:Tﬁ:_ﬁ i

Integrated Lights Out Manager

The password must be 8 to 16 characters, which are case sensitive. Use any
characters except a colon or space.

User Name: davernc

[ change

Maw Password: [

Confirm New Password: |

Rale: IAdministrator :

Save || Close |
5. RIS -

a. £ AR R H A o ST [Change] A5 2V 3L o PN [ AR P U - IV
Sy e R ’ | il s

b. 7 [New Password] At f[igg: ™ #rigifis -
Ak N I N R i e i R R e R g IR E e T
FIRTR 7 PRt 7« BRI - IS PR T IR« Sl e & A

¢. 7 [Confirm New Password] % il /f |- 5 3fifls > IR ififls -

6. f§-[Role] ™ =& Hf[1 > 2V [Administrator] v [Operator] -

7. (SRS R H- T [Save] AERIE I myEE - T [Close] J‘Ji’%[ﬂ'j/ﬁ']ﬁl@r%’é o
[User Account Settings] F! E-lﬁ&’ﬁﬁlﬂg P -
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v R Web /P iR R
L PRI BT E T ILOM - TR Web /7 -
2. IV [User Management] --> [User Accounts] -
[User Account Settings] F! Ewﬁ[ﬁﬁﬂﬂ%ﬁ% o

3. VB D 7 [ R O -

Mt — PP root fj=H -

lf' 5-9 [User Account Settings] FIT-1

!
ﬁHome | WBoukmarks

Administrator (roc stna PO0O3BAF1STEC

Integrated Lights Out Manager

L ‘ User ‘ Remetk: Gonirel Mainknance

‘ Syskem i ‘ Syskem itori |

J User Accounts ‘ Active Sessions | LDAP | RADIUS | Active Directory ‘

User Account Settings

Single Sign On must be enabled on each Service Processor you want to access with this feature, which is enabled by default

E Enable Single Sign On

Save |

Add, delete, or modify local ILOM user accounts from this page. ILOM offers 10 local user accounts. The systern uses root, which you cannot delete. The other 9 are available for your use. Single Sign On enables an ILOM
adrinistrator access to |LOM Rermote Console without having tolog in again. It also enables an administrator, Iogged in to the Chassis Monitoring Module, to access any blade Service Processor without the need o log in again

Users

4. 7t [Users] ?Jrﬁfll » '~ " [Delete] -
Wl”ﬂgﬁ [“IE’EE!HF#J?% I'[E'fféﬁ’i‘éi%ﬁ::ﬂﬁ o

Add | Edit |

Name Role |
® oot Administrator

0 davemc Operator

575

W s
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i 5-10  [Delete User Configuration] h‘J‘ﬁ iRk

https://129.148 97 113

@ ATe YoU sure you want to delete davemc?

ok ]| cancel |

5. = [OK] @A [I=5E » foFk~ ™ [Cancel] frf 7t -
@I [User Account Settings] Frfi » = @ F IR HIBR( L -

v R Web /7o il S (e
1. ﬁ‘ ILOM Web /i -
2. ¥V [User Management] --> [Active Sessions] °

[Active Sessions] T H%‘ﬂﬂﬂﬁ? o KIS R E 7 R R R
SRR R > PP R E EITE T ILOM PR (RO -

I 5-11 [Actlve Sessions] FIT71

ABOUT REFPESH LOG ouT

Role (User): Administrator [dawemc) SP Hostname : SUNSPOO144F1FABFS

Integrated Lights Out Manager

| System Information ‘ System Manitaring ‘ Configuration | User Management Remate Contral Maintenance

User Accounts ‘ Active Sessions | LDAP | RADIUS | Active Directory ‘

Active Sessions
View the users currently logged in to ILOM, and the type of session they initiated. ILOM supports 10 concurrent sessions of any type, either web or shell.

Active Sessions

User Hame Start Time Type
davernc Tue May 15 12:45:54 2007 web
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Active Directory

ILOM + #2 Active Directory » [=H3[F Microsoft Windows Server 2003 #I Microsoft
Windows 2000 Server =3 <=7 5% = i | S35 -

I%I%ii? Active Directory

F AR5 P LR B [y 2 (VAR W) o Rl AR 2 5870~ [~ PR
£5 F 1A B Tan pl VY] 7 O - fiﬂﬁrh%ﬁﬁl o | RIS ;:g,ﬂ ffi & H@a' ;
S By E rqgﬁv[ﬁmg%f?ﬁl%;;ﬁbﬁ IE[H :gpr’}% El%q|'77;fﬂjﬁ’&—, = % F@B; IEIEIJ
o R R R
Active Directory — &= 3| = FEH 32
= TR P ﬁ*ﬁ“ﬁmff S - I R
] 7} {El% ﬂ*‘ﬁléﬁc lﬂ&*jﬁ”’ﬁ[—ﬁhl’ﬁ,gﬂjlﬂ QF/EL ) F,&j

Tﬁ@?ﬁﬁ?é‘.éﬁ# VIHES B s (DMZ) - -

. R e [ ISR i lgl?ﬁf‘ﬂﬁﬁ'%I'E‘fJE%E'J*E?“ﬁ'F?%;" R
Pleferf] - Ep geAlisn A =0 "‘;Ff“ﬁ'fﬁJF'UﬁHF’/%E'f » 7 1o Active Directory 3
byl } "l
7= []Z?i,f[ [JJJE[T:I [ o

Active Directory FIJ H JF ﬁﬂlE{Fl ?ﬁ(‘yﬁﬂ L [ ]#%Zg’f,l ’)r,i},g'[ ’J/IJJ , 1 EEqBELEfw‘IﬁQ/E?EJ%

TZ?VFQ,%E’: F[ IEIF' f/l[al "I—ﬁ@J >t [‘J&rl FI J}lr =2 ?ﬁﬁlﬁlﬂ = IFI J'Tl—ﬁ

I B B AR
W 2 Tl (LAN) ==

WEH RRCIHEE 77



EEIFF'[' Active Directory

i;'[g@mfg{ Active Directory » IU\’:EJF%T{L_’?‘[N = iﬁﬂ—*] {4 N [ﬁi#ﬁl R
 PHAE

VRIS

R

v "] Web ;’TE-IEIT:IE"[' Active Directory
L PJE R RO H Y5 ILOM > I HITE Web /i -

2. IV [User Management] --> [Active Directory] -

[Active Directory] FI~ IF“ISE;J[T;M “EJ [EREY Iﬁﬂ 77 &L Active Directory E’ﬁ{?’f{u_’ﬂl
Active Directory %‘F‘ %xfﬂﬁgﬂ 5-12

512 Active D|rectory E"‘*,’?ﬁ—_

Integrated Lights Out Manager

| Systeminformation | SystemMonitoring | Configuration Usar Management | Remote Control | Maintnance

| Liser Accounts mvasoms | LOAP i mlus Active Directory

Active Directory

Carfigure Active Directary settngs on this page. Select a defauk
server. To change the port used to communvcale with your serv
and then the Path and file name. Click Save Certficate to complet

e for all Active Directory users, either Administrator, Operator or none. Enter the # address of your
ncheck Avtoselect. Enter a bmeout value n seconds. To upload a certihcate type in the TFTF server

Stata: [ gnatled it
Configure User Rale:  [Hone  [7]

IP Address: ,00007

Part & aumseen
Timesut ,47

strict Certificata Made: [{ grabled
—

save
Cenificate iInfarmation

Certificate File Status: cerfficate not present, cerificate backup not present

TFTP Sarvar:

Path and File Name: |

Save festore Cerficate | | Remaove Certficate

= fdmin Groups = Operator Graugs = User Damains
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Active Directory [/ 1= {

Web -Fﬁ 3

TFTP Server

12E P CLI 1%

dlg

. 5-2 FIH LS f‘““ﬁf fi' {1 Active Directory fi* F% o
# 52 Active Directory EE'E[’I%{L_’ (= WAayy)
= (Web) = (CL) HEE i
State adminState Enabled Enabled | Disabled
Role defaultRole None None | Administrator | Operator
IER E‘TE}JK"L{gufﬁﬂ ) F“f TFW*E
’[an fﬁ’y Vi ‘VF o anqFlgj;,
7 felte | [F=y ‘TVEJ » PRI EI?
g S‘I‘E'Jg £ = I:L]FIJ_'L”T ‘?VFE#;RE"
I1"Active Directory ]ﬂ IIRES TV -
IP Address ipaddress Active Directory fﬁ]ﬁﬁ%ﬁflﬁ IP b ko
Port port 0 B ﬁﬁﬁgﬁ;gj%pvﬁgiﬁ , ﬁ?ﬁﬁfj
(autoselect) ' autoselect °
* ffi"] SSL-LDAP [ T [ puig
S -
AT (0 2 |ZHEYE TCP Sl Hipasy b
ﬂﬁW‘%ﬁo
Timeout timeout 5 NP A g JI_J[BJf fifi o
lxﬁwiLDAPf§¥4H¢%FWWﬂ
E @‘1 |*%<F’?E = IJHU,E;
Lﬂ%ﬁ'lﬂtl%iqu$§wl
P -
Wﬁﬁv“ ﬁ&ﬁ%%ﬁ?w
g s e -
Strict Certificate strictcertmode Enabled Enabled | Disabled
Mode EHJ”_ LR 5 A F[q‘{iqBégr(E
mlESRE F'“ Nk -
Certificate File certfilestatus certificate present| not present;
Status certificate.backup present | not present
12 S getcertfile o

B RS (ﬂLIf,JQi%,I Ay
ke m%plﬁ%ﬁgﬁbQH

B REEVIRGE R TRTP (RS -

N1

75 fi
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# 52  Active Directory Eﬂﬁ;f?{% (= WRdgy) (&)

H1E (Web) Fj1% (CLI) R St

Path and File 1E Y CLIFIE & @%%fﬁ%ﬁi@%gﬁ@ﬁﬂ

Name [l €78 -

Restore 1F B CLIF I & o YRR R N PO

Certificate R ] - S & S
l'fﬁjl'ﬁﬁﬁ - DR v '.ﬁﬁl'ﬁﬁﬂf
T E RS ERE T RTE

Remove 127 35y CLI jﬂj = YpN R [Strict Certificate Mode] »

Certificate EJ[Jg;g;gﬂ,gﬁ% o

Active Directory E'ff%??iﬁ

Active Directory /1 ™ 2f §fi 579 = s (il 5-13) fr MBS REAISA RS 1) 2 G
ﬁ@@ﬂﬂ°@%@ﬁ%qﬁg%wﬁ:

R

[

n A

r ’Efiﬁf'ﬁ‘l’ﬁ)ff | Al rﬁéltegllqﬂ)ff | * EI:‘F’[E [ty f[ Il 2 [ €A =0 1Y MS Active
Directory T2 €78 « JJI ™| ECRUY LB RS [+ (NPT H SR A0 RAY - )
G IR R A S

A R TR Ak TR EREA R
%P%ﬁmﬁ%ﬁﬁWﬁﬁ#%®NWﬁEmﬂ,#Fo?ﬁ@%@ﬂﬂ%ﬁ‘ﬁ@
SEET R BT RN Y

SEEEES (A5 » = RH LT RTTR 477 ORI - SR KL
et oy - i r F
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513 Active Directory ?JFF?

Admin Groups

|

] [ Nama

1 CN=Spsuperadmn, GU=Groups DC=davide, DC=erample, 0C=5un, DC=com

eeee o=

5
2 Back 10 top

Oparator Groups

|

] Nama

1 CH=8pSuperOper, CU=Groups, DC=dawnde DC=erample, DC=gun, DC=com

(5] | Nama lﬁemlln

®|1 <USERMAME = @dawidc erample sun com

@ |z CN=<USERNAME > CN=Users DC=davide OC=example, OC=5un, DC=com:
LAE]

@2

®|s

Back to top

P

Active Directory E'?FQ?UF‘%‘I‘ZE

. 5-3 A% 5-4 #4ffl [Admin Groups] A [Operator Groups] %F‘EIF%\E[E‘J%FW *= F/—Vrﬁ
PO £ ?E%’jffﬁ T E AR

#.53  [Admin Groups] #-4

1D Name
1 CN=SpSuperAdmin,0U=Groups,DC=davidc,DC=example,DC=sun,DC=com
2

#.54  [Operator Groups] #.ff;

ID Name

CN=SpSuperOper,0U=Groups,DC=davidc,DC=example,DC=sun,DC=com

1
2
3
4
5

% 5-5 U 4’# @l 5-13 Fr 1 [User Domains] A A5 RIFER VL] - 571 ,FIHIFV/[JFI s
T YSEERTS f i 32 T RO £76 (an) )
'ir[%‘}‘lﬁl l ?Ead l;E |/ /H_Hi;—\ P‘E#[E[

S5 TR 8L



82

l’ Eéf?‘ 5-5 [ ff " Ifuii Il - <USERNAME> RLFFH I} - K1 8 oy
cPEET e

# 5.5 [User Domains] ?JPF}

Name Domain

1 <USERNAME>@davidc.example.sun.com

2 CN=<USERNAME>, CN=Users,DC=davidc,DC=example, DC=sun, DC=com
3

4

5

v ({1 Web fi Erﬁ'jﬁﬁi Active Directory ?«Tﬁé“r?&
PSR AR SR LG ILOM J\JF'#J?S{Web i e
2. #3V [User Management] --> [Active Directory] °
[Active Directory] ! Ewﬁ[&?ﬁﬂ%ﬁ% o
3. 7 [Active Directory] F! El’lﬁﬁfﬁj ) %?VEG@%EIU@?W/UU/ Wi > SR - T [Edit] -
g BE![J@?&E}?I}’FIUEJ o1 = [Edit Active Directory Administrator Groups] F1 "1 ~

Edit Active Directory Operator Groups] fI 15y [Edit Active Directory User Domains] f!
Fre Sl A FIEUSH [Name] BT (5 A -

i 5-14  Active Directory ?Fl'ﬁt}' & E*E{jﬁr’}éﬁfi &

Integrated Lights Out Manager

Edit Active Directory Administrator Groups here. Click Save to complete your action

1D: 1

Hame: |CN=SpSuperAdm\H,OU=Gruup5,DC=davemk,DC

Save || Close |

Integrated Lights Out Manager 2.0 fﬁlﬂﬁﬁﬁﬁej e 2007 &F 10 F] > {1454 A



4. T [Edit] FIFil > SRS AR R -

5. - * [Save] » A@RIA[[fi' o
[Active Directory] F! Elﬁfﬁﬁﬂﬂéﬁ °

6. Ti;[lf\s,e;..po,mims] %‘Iﬁﬁg\[\NaT{] @ﬁ@e Fﬁgjx Y FF o 17| <USERNAME> ﬁfgir‘z,c‘l%
PR T * LDA ﬁ%ﬁ‘ﬂ'ﬁ”@ I# €78
o

domain = <USERNAME>@davemc.example.sun.com

domain = CN=<USERNAME>, CN=Users,DC=davemc,DC=example,DC=sun,
DC=com

M P I 2 R i £ 2V ILOM > 4 s e

AfEEE 51 fjiF 2 ?ﬁﬁffﬁ?‘ﬁ * Active Directory

/home/dc150698> ssh -1 davemc 10.X.xXXX.XXX
Password: ******%
Sun (TM) Integrated Lights Out Manager
Version 1.1
Copyright 2005 Sun Microsystems, Inc. All rights reserved.

->

gy 5.2 (R EE ?ﬁﬁﬁ" Active Directory

/home/dc150698> ssh -1 “David A. Engineer” 10.X.XXX.XXX
Password: ******%
Sun (TM) Integrated Lights Out Manager
Version 1.1
Copyright 2005 Sun Microsystems, Inc. All rights reserved.

->

FUE P A

- EVRESEEGE - AN (RSP H ORIV o D ORI - i

HSE Y i TEYEr TUREIEL » ﬁﬁl}%ﬁ;@ SP [ Active Directory [ie/f{ 2V ré o SR RH]

= FERIEL 2 Ppu ik > AR~ £ LDAP @%,I‘)Eg?ﬁjléiﬁl H =R Active Directory #=

,%E'TE‘%% °

m 9 (R Y B o 509 7] defaulerole REEIHY L » 1] FHE
Fi [;;ﬁ,lﬁfgﬂ\‘: EC Y eSS (57 o T Active Directory E}’%SI’TEIHIF%”“TJ\L_’@ Eljﬁpsﬁ}%ﬁigéﬁ
> @zﬁg[}gﬁg ) |T|'|JT%'T§IEQEKEF§'EJEJ/|'}} o7t SP I > defaultRole ¥ ¢E 1
administrator fiy operator o fak 5k = (MBI | KL 7 Activ£ Igirectory &

R 7 4 A Y O -

i
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w YT R RIS o SRR P R S RS (R e Iﬁ'f“aﬂ  FelE
Jilfef > gu;ﬁ“ Actlve irectory ¥R i1V SRR FA (MR V) it
SP fY F“FT*I_Elg e %;rﬂﬁl TR EEIET ) RAT ﬁ‘/fl 'jj T i Active
Directory et I B 1 » IR B39 i o ) gt g e -

it SP P“‘P‘*,’ﬂi Active Directory %F‘HI@,#} 5 |ﬁﬁ¢1’ P R OB RS E S

IJ}FI‘” %BUF@ Wﬁélﬁﬁﬁﬂhﬁf'ﬁw b o IEI;I Sy W "A/U”'%&HHRJ?%@
(B A IFIEI“ S AR SE R AR = YN TP

PUBEEE HT T v (1 W Espy SPOIH T H 'Hl  Hlér F’#ﬁ&m EI

W Active Directory IEL I R A

SSL ST IR 2 A IS o ) LDAP [ -
R R -ﬁf%w gt

"] CLI fflfZ Active Directory sgissyiud =

YIFERFPYNE 7] CLI G Active Directory SHIzsyivd = o

fiH] CLI I'] getcertfile #=gaIfE
getcertfile fLP[H* HEGRSEME (YN %TFZ/[) pUik o

e F;,[ ERET %% /Hf”[ e

-> set getcertfile=tftp://<IP address>/<file-path>/<filename>

TR A RN %% —RT/IHJ,[I :

-> set getcertfile=remove|restore

P

-> set getcertfile=remove

SR FelE =1V RGN - @E’ G [TFJI’}“%@%#E%TFW iR e [IPVRLTE
'*ﬂ“”wagzﬁﬂjha% IIJﬁFIJJﬁ'I:i PppE ﬁ'l K &R
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v {fi"] CLI ’?%‘E'J strictcertmode

strictcertmode FHFELEHE] o lﬁ“ | SSL » {FI{E%f1s %ﬂF?ﬁBiﬁﬁﬁio:??$“J
strictcertmode ’EU||§BQ§EJ¥M EIUIFWHP*|fq53§’ Y= ***fﬁwnlil KIS

I SSL b SAI]  BRENEET A T o

F RIAYH] strictcertmode » FHEET NI
g s i

-> set strictcertmode=enabled

fE[lE'J CLI 7&%?‘[ certfilestatus

certfilestatus fL{=HAYy [ PR T ASEEDINE -
|¢“Jstr1ctcertmodev§ﬂ7 §ﬂyL+¢|'EﬂA,polgfi %
PIPS I8N ™ — (T - ) PYRE R S

I - I

m—n

IR
e
[

WAk -

SRR« p!

strictcertmode

JHEW%mﬁmuo

-> show /SP/cl1ents/act1ved1rectory certfilestatus

FAL
-> show /SP/clients/activedirectory certfilestatus
Properties:
certfilestatus = certificate not present;certificate.backup

not present;

D

J

TS R

85



=] Web /721 {7 Active Directory iﬁ“_la'”ﬁLElfJ:L’;:“

NP A-FIPYE R ] Web 7 R Active Directory s =
[l 5-15 &= Active Directory fiush = (4 {1 hoevfe] = ifiay * p - -

i 5-15  Active Directory [iu5 =4 [ A e iy * MFA-

Role (User): Administrator [root] 5P Hostname : SUNSPODL44F1FABFS

Integrated Lights Out Manager

| System itori I | User | Remote Cantral  Maintenance

| \sser Accounts | AClive SESHI0onS | LOAF RADILIS | Active Directory |

| System Information

Active Directory

Corfigure Active Directary settings on this page. Salect 3 default rote for all Active Diractory uters, sither Administrator, Operator of none. Enter tha I addrase of your
server. Ta change the port used to COMMUNICAte with your server. uncheck Autoselect. Enter a imecut value in seconds. To upload a certificate type in the TFTP server
and then the Path and file name, Click Save Centificate to complete the process.

State: [ gnabled
Configure User Role: None =
P addrace: vooo

Part B 1 E adoseea

Timegut: 4

strict Certificate Made: [@ gnabled 4 4
e

Certificate Information

Cartificate File Status:  cerbicate not presert, cerdheate backup ot present,  ~————————————— 3
TFTF Server: 4 1a
Path and Pile Name: | - lb

2 . Save | [Chestore Certficate | [ Remave Certificate

[fH] Web 7 1 -GG
PISE AR R H S G ILOM - T Web i
. IV [User Management] --> [Active Directory] -

[Active Directory] ! p-lﬁ[ﬁﬁﬂ[“ i ﬁg(]l 5-15 I} q«gﬁ[gj@ﬂ;:m FPE = A P

. it [TFTP Server] 7! [Path and File Name] (|1} * /3 - i Bllpf 5-15 -
la #{I 1b -

L - [Save] FEET B RS o = BN 515 fUpET 20

[ o

-l
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v {f{i"] Web /i ¥ lﬁ%ﬁ G SR
1. IJE! JETE'ﬁ'I@B;LIMEIE' {»q,mg * ILOM > | JE;J?S,’Web fiTere
2. IV [User Management] --> [Active Directory] -
[Active Directory] F! E-l%’ﬁl[%ﬂﬂggﬁ o ﬁ%ifﬁijq%ﬁf 5-15 fuZfif! 3 o
3. MR O -

v R Web /7 R B R
Lo P S E v IR o o 2 mg 3 ILOM ,‘JF';:FJ?%Web fifre
2. 33V [User Management] --> [Active Directory] °
[Active Directory] ! Ew%’ﬁ[&%\lﬂmgi 0 Iﬁﬁ%&ﬂﬁ%ﬂ 5-15 fIUZEIf! 4 -
3. #- " [Enable] aj'ﬁfjm?vﬁi‘ﬁuﬂfﬁE'J [Strict Certificate Mode] -

AITBL | 1 U L

ILOM L2l " [H V[T pA | 1E5 VL (LDAP) FMEEE () OpenLDAP “a’j’ﬁ% WELE)

LDAP - 4E5 [SR[OF TERAG o FIERGHERL)S f“@'ﬁfé*ﬁ SRl - L

%H'F“ IECFTE %‘qf B BN R T O WP E R R I
FTJ LIBAP EI 1EEIJW§* %&# http://www.openldap. org/

Fﬁ;’fdif? LDAP

LDAP Fp PRS- (AR ?‘“Jt“ﬁw?" LDAP fH{H F Ik 2] ﬁ“@“ FIERAR T
tfv&fglﬁl EI%HIIT]H R l;&%ﬂﬁ LDAP 'f‘ R RT3 -

LDAP HIEJE}HJ? T R f«?ﬂﬁ' St SRR YRR o 53 eHe e
(SEAIANEE N ek W Ifu*%& [ '?%EEH FIE' @ 73 T IHITRL S A 1 7
PR -

WS PRI 87


http://www.openldap.org/

88

LDAP * [ i8I

7 LDAP = '%ﬂﬁﬁ”[l LDAP | %é’é% LDAP =] I*F'F[ NS R = o
TRPVEYE o BT Edsm ™ ik ‘“ R (ﬂﬁf‘ LDAP il s~ ?Tﬁﬂﬁ) 3 LDAP ErR
?I ligal '@E[ th LDAP TR ,—:@E[EHJ? VTE FI|E ,#u@ﬂ ﬂ?gﬁ Bl TU@EI ,
R AROPES 53 e e PR

BN - R Ve Py, [ﬁr;ﬁgl » LDAP #] ik p | LDAP fiiff 4 Ef PEFOER
[I?Ef[lﬁl%ﬂﬂ:gj’[i Era o LDAP | F/ggﬁ“@“ gﬁ;“” i (dn) zm}’&%?, F[EI R - el Sk
=4 El%"rﬁl%’aﬂlgu I %ﬂja SR 5 7 LDAP fiil ﬁFya‘EEIJF"T? 77ﬁf‘“@' A

L?’ﬁ F[ F' °
LDAP " Figg it 9=+ S0 B p [
m (VRIS ISV -
SRR TP I
RIBrEVERFIzEIED -
IR -
FiFf G ESIFE -
Pl (i =55 LDAP =5 » LDAP "|* I‘F‘} %l'ﬁ*““ LDAP [ A Tt AL o Y [ If'
TS g o B P IR PGS o (ERL LDAIg jf“, \_F[I H] TCP/IP ﬁ}%fyﬂ? 389 -

fepy ,%Eﬁ fi' fitth LDAP f] [%%gpﬁ' I I’FF' FZ,I[E[“ | LDAP 55 [¥ Qﬁf;l = %E‘Fﬁf
FYRASE[ LDAP fi %%Eféﬁ ~ R - R If‘}—'f o LDAP [ﬂfﬁw T@
El%&ﬁj;ﬁ@[{i
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LDAP {rlffy sy F '8 78
LDAP 1[Il 11| Bt 8505 o I 5-16 (i -
516 LDAP | I8R5

de=com
|
do=sun
I
ou=sales ou=engineering
, J :
ou=people ou=penple ou=sprinters
B T 1 e e ! e e |
1 uid=gsmith 1 | uid=bmiller | vid=labprinter )

—TE'F = 2R €7 (dn) s~ A8 - DN 0 [ AEEgtblie bl 5 1o €
o P TR SRR L T 2

fFg[r > jsmith fiv DN 53
dn: uid=jsmith, ou=people, dc=sun.com

Hl1 uid PR FORT I 1D ou SAFRE TRV EEC o i do (U
FURfIO RIS A o T (R DN IR 2 00 v | VS et e AR e

l

S5 IR 89



517 LDAP ¥ £/

do=com
|
do=sun
|
]
ou=sales ou=engineering dn: ou=engineering, do=sun,
dc=com
I
|
ou=people ou=peaple ou=printers dn: ou=printers, ou=enginearing,
dec=sun, dc=com

1 uid=jsmith 1 | uid=bmiller 1 | uid=labprinter | dn: uid=labprinter, cu=printers,
E F 7 ] ; ou=engineering, dc=sun, dc=com

Filfl LDAP

#07] LDAP » (54 T {5 LDAP il ft ]Ff LDAP (55 - = =iy
ILOM CLI g Web 7 flrl ILOM -

o A o T 2R I LDAP iRl - B ) o il A LDAP i
ﬁﬁ%ﬁf’ﬁliiﬁ%?r%lv Wi H P MIHFF/ LA F

lfFJ = ¢ 15";{1 LDAP f el % Linux 1y Solaris {1y PR o
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v e LDAPfﬁﬁBg

L ] 1LOM EGEROmTe o |4V GRS - 440 PO A= ONU SBRODE (
Jﬂ%t ' MD5 JI:I'%J ) Fix e
g
userPassword: {CRYPT}ajCa2He4PJhNo
i3}

userPassword: {CRYPT}$1$pzKngl$dulBfONWBjh9t3FbUgf46.
ILOM &4 #2 LDAP @G M1 g e i 2 (@ i -

2. K14 Kip)|| posixAccount #{l shadowAccount » JREH * Ff5=VA F"Tg:ﬂ J’#j (]
(RFC 2307)

#56  LDAP 1

A B
e £ ILOM i £
uidNumber = ffrpe— OB
gidNumber = (frpe— posE
userPassword ;M‘]E

homeDirectory ({7 ffi (ILOM ﬂ%’ﬁﬂﬁﬁ“ﬁ@)
loginShell FX 0 il (ILOM 4 2215 14 1)

3. b LDAP [p EJB%é_ TR H R R 1ILOM 7 U -
[E' LDAP %ﬁ‘ E’l uliﬁk 97 LDAP (8 b — [ PR - R s
1;&_'} |L FUREVETE Egﬂfﬂjpy‘g%aﬁ/@
f/L'Q‘:E' AL Hﬁ” » i LDAP fiffi ¢ it -

D

TSH EITIHEE el



v {fi7] CLI £ ILOM i%5 LDAP filfy|
L fa (SRS PR - iR R

—> set /SP/clients/ldap blnddn—“cn =proxyuser, ou=people, ou=
sales, dc=sun, dc=com" bindpw=password

2. ﬁ" LDAP fﬁj’iﬁ%&'pfj IP 3k F"TIF‘I"AJ EF W?/]er’F‘,f?J :
—> set /SP/clients/ldap ipaddress=Idapipaddress

3. ?E%—_’“J ‘J== LDAP Iﬂ EJBE!‘F |7ﬂ§'§|§[ J,g“_}%fﬁﬁ Fjlgf“sfiﬁf_l}%'iﬁ& £7, 389 o El?ﬁ—ﬁ T TT’/[H’F’I
,IJ N
—> set /SP/clients/ldap port=Ildapport

4, gi?" & AIEIF' HAFET Y LDAP ﬁﬁj{%ﬂ?ﬁ%; T o ¢ Elljf‘F’, o= TT/U;F, 1K
- set /SP/clients/ldap searchbase="ou=people, ou=sales, dc=
sun, dc=com"

& LDAP AR 1 g LSRR i ™ 1 ﬁgpm“ it -
51 LORP IPRHE LT 1 M

—> set /SP/clients/ldap state=enabled

6. ¥\ oIb LDAP RUGERL 1R (=0l - 1" LDAP "1 H {PAIKEEE ™ ILOM -

[ — 1LOM ¢7“Cimal & #1071 % - ) 150 LDAP (108 - JIGL o ¥ 45071 K
F” LDAP IEIF' £ > H|] ILOM FA“EIF' l%%&ﬁzﬁw WFHHﬂ °
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v 4] Web /i 1% ILOM 577 LDAP [ilf
L FIFEEILS0IE T ILOM > IJIT Web fi i -
2. 33V [User Management] --> [LDAP] -
[LDAP Settings] F! Elf]?f%“f\' [T
i 5-18 [LDAP Settings] FI 1

Canfiguration | Usar Management Remata Cantral = Maintanance
|

| Systam Information  Systam Manitaring | |

- T : T T
| User Accounts | Active Sessions LDAP | RADIUS Active Directory

LDAP Settings

Configure ILOM access for LDAP users an this page. Select a default role for all of your LDAFP users, either Administrator or Operator. Enter the IF address of your LDAP
server. Enter the port used to communicate with your LDAP server, the default port is 38%. Enter the searchbase, or portion of your LDAF tree, where ILOM should look for
LDAF user accounts (ou=docs, dn=writers}. Enter the distinguished name (DN} and password for a2 proxy user ILOM can use to access your LDAF tree

State: [¥ Enabled

Rale: IOperator :

IP Addrass: |oooo

Part: |389

Searchbase: I

Bind DN: |

Bind Password: | [_Change |
(Save )

ﬁ? 3k ”@ .
State — 32V [Enabled] 742V 14 Fﬁ’:ﬁ% LDAP ffi" ¥ -

= Role — LDAP ffli"[# Elfﬁ’ﬁ[%f-] e fEh THHTHETY [Operator] FY
[Administrator] -

m IP Address — LDAP filJ5#5[ IP i fi-
m Port — LDAP {il'j i £ SR -
m Searchbase — 7 LDAP ffllly i[5 ¥ I (=l ™ 1%
= Bind DN — %;l LDAP 'fj, (TG 85 R R J?ﬂ’?ﬁm 7% (DN) » ILOM *fi%
LDAP ffillfydi="# PR Vil T fEiRai I e
m Bind Password — & IEG{I Y H AV -
4. #— "~ [Save] »

5. ¥ RikeviE LDAP = el 1 R ﬂ*ﬁ'J * "] LDAP [P SFEAIEIE L * ILOM -

—

gq — ILOM {7 “C4e3ih 51" - £ |15 LDAP ™| - I "I B9~ | Hio
LDAP (fu" | ¢/ 75 » ILOM i fji ']+ BRI 7 25 -

Y5 CHID IR



RADIUS F%EEE

ILOM ¥ 4% Fﬂﬂqgjﬁ’* filre ] iﬁgp (RADIUS) ; 5 © RADIUS RLT| 2050 & (] 12!
R R - RADIUS & % Iﬁ Rl H “rfﬁVHl%ﬂ#l?‘w JPVR B
PRI 2 ﬁlﬁl BAOTEE - :ﬁ RADIUS (il i % il RADIUS {3 > £ 9
E JFUFL«ﬁaIﬂ%E‘E IEIF'

RADIUS =[] %le[ QI%?[;‘E

RADIUS || = LP:U@L%'JEELW RADIUS i’ 4 7 | 8 i e el '#;fsﬁg%ﬁ;ﬁ
LS ?ﬁ“’*ﬂlﬁlﬁll’i’%ﬁ%‘é SIS S I - 7 RADIUS
wfhw'mw' VR SE RADIUS [0S (R0 | R
B ] T ﬁvf e AyED i) [ o i
%\[%7 TEFSJ" % ikl F”E*g*’ ﬁﬁ/:%[f]ﬁ“l,_ F?E?EIH Ty FHEL ’ Tﬁwalﬁsﬁ [|F

SR - w%fur, £ RROLT TS, ML TS
W, AL TR - e %tf%ﬁu%uwrﬂv@ﬂi

RADIUS *=]* l’fﬁ@ll%fﬁé VEIPIETE A @A R tﬂ/ﬂd'tlrmﬁ (F-H
H B .:Hﬁ) S5 El[)&/\ %ﬁgﬁ @Tf”ﬁll;}jﬁ{_}m ﬁ{,_ [ﬂ[FFI Jjﬁ['F %g ’;Ejj}‘ H[Ji[lﬁfg
P [ AR AR = 53 ILOM [l RADIUS & Fom ©

[+ U ILOM it £ RADIUS M85 » TR ILOM {1 RADIUS 25 -

EZI Fl H» ﬂvﬁ

RADIUS g

F 5-7 FiH] Web /i 1F1 CLI [iv RADIUS %5

% 5-7 RADIUS Web /i =1#1 CLI [%’Q‘:

Web /7 CLI S

State state enabled|disabled ?f“ IF“% RADIUS ffli" % -

Role defaultrole tf"’rféj RADIUS ffi™] Fi':“ﬁ—_ E]%“ T —
administrator|operator (e AR I AR

IP Address ipaddress ipaddress RADIUS fﬁ T 1P Ao

Port port portnum 2= RADIUS 'f i1 R 2 1 S L

s}ﬂ;‘% o ap%ﬁ}%iﬁﬁ £ 1812 ©
Shared Secret secret text BI1 Y0 RADIUS 7 JUAI9H 25 -
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Fi'fE RADIUS @t
F TR 10 () AR R RSN ILOM VA » = = = g
R,C{I 1IUS fﬁjﬁﬁ%ﬁ' ) EJ[JF{‘J‘JEI?[fF'[' ILOM TF[IE'J RADIUS ?i% °

YUy 57 FIpy DAV RS i o e ?J%% RADIUS ﬁi?'ﬁ,,l/ﬁgr,?’r?* C IR
IR o

v {fi®] CLI [l RADIUS
LTS5 R pIRRIYS I T Sy 5 ILOM CL -
2. W= /SP/clients/radius ° I%%FEIELT 96 FIfiv "RADIUS # , -

3. F%?{Lj& 5-7 flIER= a2 gl o

v fﬁl Fl Web /T E'[E'E[f%'l RADIUS
L MJHE SR ILOM J\JF'ﬁJFFIS,‘Web i e
2. ¥V [User Management] --> [RADIUS] -

[RADIUS Settings] F! Ew%’ﬁ@lﬂ@i 0
l 5-19  [RADIUS Settings] FIFI

i

System Information System Manitaring Canfiguration User Management Remate Cantral Maintenance

User Accounts fctive Sessions LDAP RADIUS fctive Directory

RADIUS Settings

Corfigure ILOM access for RADIUS users on this page. Select a default role for all of your RADIUS users, either Administrator or Cperator. Enter the IP address of your RADIUS
server. Enter the port used to communicate with your RADIUS server, the default port is 1812, Enter the shared secret your RADIUS server uses to authenticate users.

State: [4 Enabled

Rale: IWEI
IP Address: loooo

Part: [1812

Shared Secret: | Change 1
Save |

3. FARE YRR GRS -

4. F~ ™ [Save] > W@PILI % ¥

D

e
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RADIUS }‘F[ ]
+ A7 RADIUS 54 -

show /SP/clients/radius

VR YRR ST R

A3

0P 45 ) A RADIUS RO 1 -

il

show /SP/clients/radius

e

defaultrole — [F=£% F[ﬂ‘c{ﬁ””?‘J RADIUS ffl " [ £ < mﬂﬁiﬁé]"ﬁﬂ °
ipaddress — RADIUS Iﬂ %E‘gﬂd IP &b o

port — F[I'JZ2 RADIUS Iﬂ EEPE ﬁﬂ%gu,g_gtﬁ&ﬂj? ug%;g_ﬁ;tg&tf 1812 -
secret — =322V RADIUS 'f‘ %ggafm@pm B -%@?

state — ?ﬁ’E'Jﬁ?@E'JLF*?@FF “eFEATRE S RADIUS ffliH [ H VSTV -
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LI

-> show /SP/clients/radius

/SP/clients/radius
Targets:

Properties:
defaultrole = Operator
ipaddress = 129.144.36.142
port = 1812
secret = (none)
state = enabled

Commands :
cd
set
show

set /SP/clients/radius
e AU e TRy

A3

P PG IR 8 IR RADIUS RGP 1 -

il

set /SP/clients/radius [defaultrole=[Administrator|Operator]
ipaddress=radiusserverIP port=port# secret=radiussecret state=

[enabled|disabled]]

i

TS ACHI
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98

e

m defaultrole — ™ EI?FILEI S HEFE RADIUS 7 Ut (E*{EIF HY
(=E1)

m ipaddress — RADIUS fﬁjﬁﬁ,%ﬁ'ﬁ% IP &b o

m port — H[I'JZ2 RADIUS [’ﬁj’iﬁ%ﬁ{%[’?iﬁﬁﬁlﬁﬁlﬁffﬁﬁ% o 5E%;§ﬁ_l}§§fﬁ'u b 1812 -
m secret — fij " HIIJIVA RADIUS [l f i o JUAtafo-H | -HSF TR b
m state — ERIITHIE N IEEN O F IR RADIUS R HpVE Y -
ity

-> set /SP/clients/radius state=enabled ipaddress=10.8.145.77
Set 'state' to 'enabled'
Set 'ipaddress' to '10.8.145.77

show /SP/clients

(ESREL S S R e T

B3

(= g A AR AR A PRI R T > B0 5 LDAP ~ NTP ~ RADIUS A1
SYSLO u#

Griles

show /SP/clients
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LI

-> show /SP/clients

/SP/clients
Targets:
ldap
ntp
radius
syslog

Properties:
Commands :

cd
show

4@,&% — SUE R VR H T8 ntp A1 syslog [ 47 - RADIUS #1 LDAP ||
S N -

D

TS AWEECIHIE 99
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G At ined

(171 ILOM i1 7 [IIREAFIRT - diI7 7

ILOM '] IFV[M??;,_L%W (o
B2 R IR

5y 102 FIfy F;ﬁ‘ﬁﬂ}?m Y Y
n F7102 FIPY T CLI AR (Fd

w BV103 FIRY T Web /IR (R
57104 FIfY TSR (FEGT I

57105 FIfi9 T ffliH] CLI ¥R i

9106 F1fiy [ li7] CLLI7 l#l?féu—ﬁr i1
5V 106 FIfy TfIM] Web /i PrivEffFEiE T if
57107 FIfs T F] Web 1 U7 (R
57 107 FIpy Fff;s[rajgl@ B

= V07 ipo Tl CLU =i al ff

w 2V 107 FIpY TiM] Web El‘?ﬂq&a@njﬂlﬁh
57 108 FIpY Ffi iﬁglUF

= 57108 Fipy T CLI fl R

= B7109 FIfi TDRT Web /7 i GRS

KR RGNS

BY 105 FIfy Tfi™] CLI 2R FERL = #5572

=gt & ]

i
Fl N

= AV EE AT /se/ BIPEROEUE - f N PRI (i /ooy BIpE
Pl e - ) 5 7 -

101



W R T

PRI R 7 P e FE YR SR AR R (R

v [,EIEIJ CLI 7&%}1}]% [’EF—E‘A}?J‘
L P AR 2B ILOM CLI -
2. AR FHOESE

-> show component_name type

g -
-> show /SYS/MB type
Properties:
type = Motherboard
Commands :
show

I I Y VRO 1 o AR R LY AT -
fru part number

fru manufacturer

fru serial number

fru name

fru description

fru version
chassis_serial number
chassis_part number
product name

product serial number
product part number
customer frudata
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v 5] Web f7 Fifg 7 [ ey
LV E i el 2y

2. IV [System Information] --> [Components] °

fﬁﬁ * ILOM Web /i1 e

[Component Management] ! E'IQBEJEJHH i e

lhi 6-1 [Component

Management] 1771

J Sysiem Information | Sysiem Monilering ‘ G

| User | Remoie Conirol ‘ Mainkenance

J Wersions ‘ Session Time-Out | Components | Fault Management | Identification Information |

Component Management

Femove LED. Toview further details, click on a Component Narme:

Wiew compenent details or prepare toinstall or rerove @ compenent from this page. To modify a component, select the radio button next to that compenent, then choose an option from
the Action drop down list. Components without radio buttons cannot be modified. Choosing the Prepare to Remove action shuts down the selected component and lights its blue Resay o

Component Management Sial

Component Name Type Ready o Remove Stalus Faull Stalus |
- JICH Chassis - CK
T ICH/EXTERMALMIR_TEMP Thermal Conditions - oK
0 JCHICKRD Ghassis Monitoring Module Mot Ready ok
0 JCHICKR Shassis Monitoring Module Mot Ready Ok
- | ICHIPSD Power Supply Ready (No Power) Ok
ICHIPSEXTERNALMAC_INFUT Power Conditions - Faulted
© | /CH/PSUEXTERNAL/AC_INPUT_RAMGE Power Conditions - OK
T CHIPSIVEXTERMNALAGC_INPUT_HALF_LOAD Power Conditions - oK
0 ICHIPS1 Power Supply Mot Ready Ok
CHERUEXTERMALAG INPUT Eowar Spadition - oK —

SY6F R
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3. - "~ [Component Management Status] Zf[IiY7 [F #/7
hfﬁﬁﬂi?&gﬂ%ﬁ JENRL A E ﬁr PR

lhi 6-2 [Component Information] ;mfﬁﬂﬂtjﬁa

Integrated Lights Out Manager

Wiew cormnponent name and information.

ICHICMMD

Property Value |
type Chassis Monitoring Module

fru_nare 1L

fru_description ASEY ANDY SC

fru_par_nurber S01-B572-06

fru_serial_nurnber onooo00-054E000171

fault_state ik

prepare_to_rernove_status MotReady

_\:’: — Iy '—‘_—c} Ve

A (P EIE

P ek 9F > B [ RS N I e

n f‘ﬂip%’[ﬁé/[‘}rgj}ﬁj_ [ — %‘%EJ%‘I 104 Fifis TREEEEE ) -

w IR — ﬁ‘%&f&ﬁ? 107 Frfi EHEEEAT R

m TR - %@Fﬁ]?ﬂ 121 Fipy CEHRGE J‘I?Vfﬁ'éjrﬁgﬂ—“—ﬁjﬁtpfjﬁl LY o

R

& %ﬁﬁmﬁf » ffrR] Vﬁﬂ?ﬁ?ﬂ'}zﬁﬁf{ ML (o (F o A cpfﬁ F[]Vﬁé“:‘#jﬁ
FABRE o SRR F T E Ak | R I/F » F'FIF'J ILOM CLI 5 Web /i plitmﬁﬁ,fmf'
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s L — Iy
v {{i?] CLI ¥& iﬁ T
L PIEER YB3 ILOM CL -
2. T ILOM 440 Fyokmasgs
—> set <target> prepare to remove action=true
g -
-> set /CH/RFMO prepare to remove action=true

Set ’‘prepare to remove action’ to ’‘true’

v iR CLI Hgrn #i*ulﬁ“ﬁm g SRR
T SRR [ i - E??ﬁiﬂftﬁ S i 7 U -
1. ] m% IK/EF‘;@IL':F J/IJJ{Jj ILOM CLI -
2. 7 ILOM 4 443 Py

—> show <target> prepare to remove status
g -
-> show /CH/RFMO prepare to remove status
Properties:
prepare to remove status = Ready|NotReady
Commands :
cd
set
show
start

stop
#7179 Ready|NotReady #57 » F’? THERRL A = I PR

&

b

@

TEF TETAFIE 105



2] CLUK (74 T

F SR PSSR o AN W OR U Y s S TR T
FIFE P =5 0 ILOM CLI -

i ILOM 474747 Fwigs

—> set <target> return to service action=true

o
-> set /CH/RFMO return to_service action=true

Set ’‘return to service action’ to ’true’

[\‘?ﬁv’zﬁ"ﬁ‘ﬁﬁéf‘%ﬂ;y@ﬁ‘ ILOM Web /i 1 -

3=V [System Information] --> [Components] -

phts Out Manager

[Component Management]

BB R

i 6-3 [Component Management] 171

J System Information

SyskmMoniering | Configurafon User Mansgemen! | Kemole Ganirol | Maimknanee

J Versions | Session Time-0Out ‘ Components | Fault Management ‘ Identification Inforrmation ‘

Component Management

View component details or prepare to install or rermove a component from this page. To modify a component, selectthe radio button next to that component, then choose an option from
the Action drop down list. Commponents without radio buttons cannot be modified. Choosing the Prepare do Remove action shuts down the selected component and lights its blue Resdy to
Remove LED. To view further details, click on @ Component Mame.

Component Management Status
E— Actions — ;:

Componeni Name Type Ready o Remove Stalus Faul Stalus
T |feH Chassis & oK
© | ICHEXTERMNALAIR_TEMP Therrmal Conditions o Ok
® | CHICMMD Chassis Monitering Module Mot Ready Ok
@ | rcHICMM Chassis Monitoring Module Mot Ready OK
HCHIPSD Power Supply Ready (No Power) Ok
G SCHPSVEXTERMALMAGC INPUT Power Conditions = Faulted
SCHPSVEXTERNMALIAGC INPUT_RANGE Fower Conditions . Qk
T | /CHPSEXTERNALMAGC_INPUT_HALF_LOAD Power Conditions & Ok
® | rcHPs Power Supply Mot Ready OK
e GHUESUEKTERNALAC INET e EOELC RGN = oK
EW@%%yﬁ#%wmﬁ
BRSO (R o
f§-[Actions] ™ = F |11 32V [Prepare to Remove] -
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]ﬁ

] Mkb;rpﬂjmq#[ﬁ@_ m
NN eI fl‘/ﬁéll‘ig"l;ylﬁﬁ © 1ILOM Web f7 [ e

IV [System Information] --> [Components] °
[Component Management] ! E'lﬁﬁjﬁf\'ﬂt[ i o

- BRI (5D (e e -
f§-[Action] rﬁﬂu%fhf#j% [Return to Service] -

e @»E'Jﬁ F

ﬁja‘f ﬁbé‘gj ;w FirRE S (R R ijp%ﬁl PR %f‘ BEH EpY ffl

U] CLI T 2 b 7
PSR R PRI H I E T ILOM CLI -
. ‘l‘i ILOM #ﬁl‘ﬁf&i ﬁﬂﬁ%j

-> set /SYS/MB/CMP0/P0/CO component state=enabled | disabled

ﬁﬁjmmbﬁﬁﬁﬁﬂéﬁ%ﬂﬁ4i
. [}*ETIE,IE Jlljjg T ILOM Web )/TEI

IV [System Information] --> [Components] °
[Component Management] ! E'lﬁﬁjﬁf\'ﬂt[ i o

SRR D A OELERE -
. f§-[Actions] "~ ## = E RT3V [Enable] {5 [Disable] -
U T
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—TEY | )’—4 ~[ »
el ™ 'm? -
PRI R ) SO OB - QISR SRR > [ {17 ILOM CLI

Web fi S bt 7 s |

v P CLI LR
L VJFeE B SppiE ¢ ILOM CL -
2. H_Ohﬂiﬁﬁjﬁiﬁ\ﬁﬁ%ﬁiﬁij :

—> show /CMM/policy
g
-> show /CMM/policy
/CMM/policy
Targets:
Properties:
PolicylName = enabled
Policy2Name = enabled
Policy2Name = enabled
Commands :
cd
set
show
3. F H_Ohﬂiﬁﬁjﬁiﬁxﬁﬁ%@gﬁgj :
—> set /CMM/policy
GLE
-> set /CMM/PolicylName=enabled
/CMM/PolicylName=enabled
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v i) Web /7 EIEIT:I [ **E'E,F

ALY T D TR R R

LFJFEHEEBE * ILOM Web i -

2. IV [Configuration] --> [Policy] °
[Policy Configuration] ﬂ’}flﬁiﬁﬁfﬁﬂﬂt‘ e

3. ‘JV%,H Sels U papE s v TS

4. f¢-[Action] ™ ﬁ*‘ THHTHEETY [Enable] f [Disable] -
Il 6-4 [Policy Configuration] FIT-

o

‘ ‘Sysiem Information: ‘ System Moniloring ‘ Configuration ‘ User Managemen! ‘ Remoke Confrol ‘ ‘Maintenance ‘

J Systern Management Access | Alert Management | Metwork | Serial Port | Clock Settings | Syslog | SMTFR Client | Policy |

Policy Configuration
Configure systern policies from this page. To modify a policy, select the radio button next tothat policy, then choose Enable or Disable from the Action drop dowi

Service Processor Policies
I—Actions— :

Descriplion

Auto power-on host on boot (enabling this policy disables Set host power to last power state policy)
Set host power to last power state on boot (enabling this policy disables Auto power-on host policy)

Settodelay host power on

OOk

Settoenable backing up of user account infoto SCC card
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Fuiffy ILOM 19 "ﬁ&%‘w}ﬂ,ﬁﬁu N ER TR inl‘E}{J‘rJ" - ILOM la Jg; R ﬁ i
BT AR R A l/ [ Ep] o [ T) - 1LOM Web /i plﬁ‘/?ﬁ ljw;r [ (CLI) Vi

TR ILOM [0 £ AT T -

j{:g, E[JFAﬂ\? BN
m 97112 FIpy FFT,UE” ek T
57112 Fipy V’?&“@ﬁé@ém
27 116 _EJ Elfj R N
5y 118 Frpw T ILOI\/rqufFj,c'éa&J

5y 119 FIpY Fqufﬁjcl%&ﬁjf 'b ILOM Eﬁ I;%?“

BT 120 FIfi T sk Lisratan

57121 F1py V, HW

m JY 123 FIpY TS SR jf”ﬁ»*“k’/ ILOM Ejsﬁr%c‘l%’aJ
5y 123 FIpy IE 5] Web ;rflﬁaiﬁ ﬂ}ﬁrw

By 124 Fip T ﬁ{” Web 17 ﬁv@i& Eg= il

FY 125 Fipy e

|
ffli"] Web /7 plﬁ%@?‘uﬁﬁﬁ ILOM Hi [F 5%
57126 FIfiY T M) CLI A iy i = ILOM g3 gEldh |
5T 120 Fifiv T gm I CLI Al M B A
5V 128 Fipy T Web i pldﬁﬁrﬁﬁ ;B f Iﬁ‘
5T 129 FIfY TRT] Web fi Ehw‘w SFH IP Gk,
5?130 E[Flfj EFIJ CLI rIFF[TE"L’r'JT—'kF %‘JTH“% IP rjﬁ—P
V131 FIpy FFTJFM I
w 37131 Frpy DEES AT
= F7132 FIp DR AL SR
m 57134 FIpy T{IH] ILOM Web /7 iRl G A I
9V 135 PIfY TR 5
57135 Frpu ” IE 17 Web /7o et S el E' J
&5 136 FIiy T Web 7R S A el
57136 FIfiv TiE] Web 7 ik 4 B R
V137 Fipy M) ILOM CLI s %IE'[JPFJ
55 137 FIfy FF@E“?‘ HH| Jff [ CLI 454
57 140 FIfiy T =] CLI (Sax %IEI[JF'LFU
5T 141 FIpy T E;F'J CLI feu=] 8 ] gl
97 142 Fifiy T RL éﬁl’ifﬂﬁ'?ﬁfam SMTP 2] ik |
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ffE ] Web /7 i R S

it ILOM Web /i [oif[1 > 7' I') 7§ [System Monitoring] --> [Sensor Readings] F1[“17V i 4
Ak FRU (Fr RSB fT ) fiy L f o ey o o S I R i i -

i 7-1 ILOM Web /7 il 1fiy [Sensor Readings] FIE

[Fereeen | eoorr )

or {roaty 8P Ho

Integrated Lights Out Manager

Sensor Readings
View readings for system sensors. Click ona sensar name for mare information, Including threshold values
Hame Type Reading
ISYSIPO_PRSNT Enity Presence Present g
JEYEIPT_PRENT Enlity Presence Present
JBYSIP2_PRSNT Eniity Presence Present
18YSIP3_PRSNT Enity Presence Present
IBYS/EN.0_PRENT Eniity Presence Absent
JBYG/EM.1_PRENT Eniity T Ansent
JSYSIHDDO_PRSNT Enlity Presence Ansent
JSYSIHDD_PRSNT Entity Presence Angent
IEYSIT_AME Tamperature 26 000 degrees ©
IEYSIPOT_AMB Temperature 50000 degrees
BYSIP1T_AMB Temperature 54.000 degrees ¢
IBYSIP2T_AMB Temperature 51.000 degrees C
IS YSIPIT_AMB Temperature B1.000 degrees ©
ISYSN_0_4¥ Valtage 48400 Volie
ISYSN_1_+48v Voltage 48,400 Volis
ISYEN_ 2 +48Y Voltage A8.000 Yol
ISYSIPON WCORE Voltage 1,344 Voliz.
[BYBIPOM VTT Vottage 0896 Volts
IBYSIPON_VDDIO Valtage 1.794 Volis
JBYSIPIN_YCORE Voltage 1344 Volls
IBYSIPAN_MTT Voltage 0896 Volls
JSYSIPIN_VDDIO Voltage 1.794 Volts
IBYSIPIN_NCORE Voltage 1,358 Voltz.
FBYBIP 2V NTT Voltage 0.896 Volis. &
< B

[Sensor Readings]) /[ €78 ~ A1 G 19 RSO - I8 AFSG 6
R O\ B O S 1) wﬁmwﬁ%w i
BIOE > W Lok~ R B £ /sYs/T AMBEﬁ PPN IS A R
e
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W72  /sYs/T_AMB [y [Sensor Properties] ;'%T?'H*Jiﬂ

integrated Lights Out Manager

wiewe all of the properties and valuss for a sensor,

Dsvsmamg
. Property Value |
| bype Te mpe ra!uze
| class Threshold Sensor
| value 18 000 dagrea C
| spper_nonrecoy_threshold 45.00 degres G
| wpper_gritical _threshold 40.00 degree <
| upPer_no nertficsl_threshold 35 .UD_degree ]
lowesr_noncritical_threshold 1000 degree
| lowear_criticai_threshold 4.00 degree C
loveer_nonracoy_threshold 0.00 degrae C

1/[IP FT‘MI [E1 ILOM Web /7 12V i BB GIBEIV R 2777 ﬁ%?%F%EJ?LT 123 Frpy T
e it e, -

iR ] CLI 20 B B gy

7 ILOM CLI [l1» [ 1|2V i £ B 23k FRU 1) % /sYs ;ﬁ/ /CH ¢FEFE 11 4 25wy
@EﬂwTE@%%%&wFimﬁ T 2 [0 20O A R AR -
A TSR R hae B R T T wfgﬁﬁ%éﬁ?@r A PPERIRI R E T -

B B i

B Y L w@’rb@ﬁi 192 ] o B 1 B T L
B T A SR R PSR

TR ILOM CLI SV R ’%E‘ﬁ?@r’ ARSI cdjf" ?%JE‘F* RER R IREF)
= showa', TN ’ESWE#’J[—*]]% °

B R BT AR o RO TR g VI (AR R TR
cd /SYS/T AMB

show
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Pl E RO 1 B - (0

m Type = Sensor

m Class = Threshold Sensor

m Value = 32.000 degree C

s Upper = non-recov_threshold = 80.00 degree C
m Upper critical threshold = 75.00 degree C

m Upper noncritical threshold = 70.00 degree C
s Lower non recov_threshold = 0.00 degree C

m Lower critical threshold = 0.00 degree C

s Lower noncritical threshold = 0.00 degree C

UV V. B R E VRRTLD ) B U35 EEORY R il
Ewl FIF’WITJ/IEI” HY(F -

Fﬁ%’rﬁ%’%ﬁé
HE R R PR - AT RV AR A R S S %‘iHUl’T@ o EERREE - Jﬂﬁ“ﬁﬁ?ﬂiﬁﬂ%ﬁ
iy ,i}{J\rJu oy JFEM:F' FK/ EE\{'F{ ke Jxﬁ;ﬂ U o

il "] ILOM CLI ?Vr%ﬁ@i%g R SORELRIT ed g .L*%JEF” R AR IR
AF ("] show i iR | IS < BT 55 £ s 7 fi ?”J e
HETRRER AL, AR O ]

cd /SYS/HDDO_PRSNT

show

PR R R AR ‘I‘%ﬁf‘%ﬁﬂ:ﬁ%ﬁ? o g

s Type = Entity Presence

m Class = Discrete Indicator
m Value = Present
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fi' )7 ILOM Web ;rElﬂJ [Indicators] FI[ Hﬁ%ﬁlbﬁ ”%ﬁ?’ﬂ T o I#_EIHIFAHI %3
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i 73 ILOM Web /7 [ip[1fiV [Indicators] FIp

Systein | System | i - User M Remaote Control Maintenance |
| i

Sensor Readings | Indi¢ators | Evant Logs | Bower Managermant

Indicators

Hanage the system Locator indicators and view the status of other Indieators fram this page. To modw an Indicator, select the radio bution next o that indicator, then choose an option from the
sition deag down list The Locats indicators are the whits LEDs

— Aclions — -
iLSJ ‘ Name Eswns
@) [BYSILOGATE |of
- | imvaiok | Standly Biink
- | igvaioKzRNM of
- ‘ ISYSISERVICE !O'I'
| IEYBIPOSERVICE | ar
- | fvaprmeRcE |0t

H Tﬂ/[lm ffi"'] ILOM Web ;rEll IR ﬁ'ﬁ‘x%%"‘i@wiﬁl Ly %ﬁ%ﬂﬁﬁf 124 F1
[

i | Web 7 12V B s IR -

] CLI g A 4

7 ILOM CLI f[i > /SYS F‘} /CH £ & JEI‘JF)?*EJ Ay e ] gp‘ﬁgv o — Al L fhH
cd ?F“[ Rl iEs —rwﬁ?ﬁﬂ B E AR 'Hilaf— | show {f, ,Lﬁéfﬂﬁ' [T EF' | set
f’ ,J@ Tnﬁﬁ‘m UG - setjfE | Z“ﬁﬁgﬂéﬁ ’IF[ =y ”ﬁgu 'ﬁf‘m @F' o
eS| ﬁri? AR A K FJ %lﬁl“ cd}“[ 4 %E"E‘} TR EJEUFJ SR (R
"] show #[5 ﬁ%ﬁiﬂ’a’ﬂﬁﬂ CRHIEE ”J’Ji/[[

cd /SYS/<|nd|cator target> f cd /CH/<indicator target>

show

B Sl ﬁ'rﬁg’fﬁﬁlﬁ‘ﬂf’ FEPI F“H&EJT » B
Targets

Properties:

Type = indicator

Value = Off
Commands :
cd
set

show
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¥ set f’[qb 7T Commands (iﬁfl'Hl » AR B {EEF A ﬁfﬁ,—q SR o F S
;g\ﬁfﬁj FM J\ =4 %& E[ 2N nﬂi—}"

set wvalue=<state_names

‘[/[I??Ejr AL PRI F AT 4 W o B AR SR B R
=1

o

ILOM girfﬁr::,aga

ILOM 0 587 B 538 130 U O 81y

ILOM F'fﬁ'f’@ﬁl S LN ; I R PRI IPMIL S < ILOM o gk

R e il v [ I oM s B
R T A

L:H‘ I'J T 1LOM Web /i pl?‘/ CLI > )fﬁﬂ}flb‘g*,il ILOM qHﬁ{r:tl%ErL i/[lgféa [ A
FTEI ILOM i [ SRIERFUR T 273 » ﬁ%x&ﬁ?ﬁ 125 Frpy U] Web i i E Y [
ILOM s (156 ) G957 126 F1io T ™) CLI A a5 1% ILOM 5[ roigha ) -

i 7-4  1LOM Web /7 [2if[1fiv ILOM quF S

L ReFRest | LG ouT )

Integrated Lights Out Manager

|

EventLog
Displays eveny event in the systerm, including IPM, Audlt, and FWA events. Click the Clear Log bufton to delets all current log entrles

Clear Log ﬂE |

Benlld  [cass  [twe [seemy | patemme Descrption
15_70 :Mdﬁ ELOQ minar :WNMWQUBTE'UU 007 root _Oﬂ_éﬂ Session  objecl=/sessioniype | value = v Suteess
1569 | Audit Log minar | Wed May 8 08:44:50 2007 rool: Close Sesslon : objest=jsessiontype : value = www : success
1568 ;Audn }.L,ug minor jWEuMayBUB.ZE.dE 2007 root - Open Session: object= fsessiontype | value = viww : sUCCRSS
1567 |dudt  [Log minor :Weu May 8 08:22:50 2007 toot: Close Session : ohject= isessionfype : valus = wiw: success |
1566 | Audit iLog minor ;WadeQU?:SB:M 007 raot: Open Session - object=/sessionitype - value = v - success
1965 | Audit J’Lsg minor _lw_edMa}_tQUE:_ﬂ_:UZ 2007 raot: Close Session : ohject=izessionfyne value = v success
1564 ;.‘\udit iLog minar | Wed May 8 08:30:56 2007 root: Open Session | object=/sessionitype value = v | SUCLESS
1563 ?MU'[ ELGQ minor :‘W?U May 805:5522 2007 raol: Close Session | ohjec! = Isessionfiype [ value = wanw | sUCCess E
1562 E.&udn :_Log minor jWen hiay 8 05:39718 2007 root: Open §255100 | DBJECI= SEESIDNMYNE | Yalle = v | SUCEESS
1561 | Audit Log tminar 1Weﬂ May 805:23:17 2007 toot: Close Session - object= isessioniype : valua = wiw : suctess
1560 i)\udn Loy minor Wed bay 0 05:07:11 2007 toot: Open Session - object= fsessionftype (value = waw : suctess
1558 ‘Eﬁudh Log minor :Wed My 804:53:52 2007 tool : Close Session : objest=isessioniyps : value = wirw : suctess [
1538 F Audit Loy minor ‘ Vied May 9 04:42.09 2007 roof - Oper Session - object = fsessiontype  value = www . success
1557 | Audit Log minor | Tue May 8 14:57.07 2007 root - Open Session - obiecl=/sessioniype  value = shell  success
1556 | Audit | Log minor | Tue May 8 14:55:55 2007 toot: Close Sesslon | objael = fsessionpe (value = shell | suteass
1555 Ayt Loy minor | Tue hay 8 14;54:58 2007 toot: Open Session : object= feecslonitype (value = chell : success
1554 ‘ Audit Loy minor J Tua May 8 14:52:47 2007 toot : Cloge Sescion : objedt= isessioniype : value = shell : suctess
1553 | Audt | Log minor | Tue May 8 14:51:08 2007 root: Open Session - object= fsessionitype jvalue = shell : suctess
1562 ;_ﬁudh | Log minor | Tus May 8 145001 2007 root: Close Session : ohject=isession/ype : value = shell : success
1551 | Audit Lag minar | Tug May 8 14:48:50 2007 rool - Open Session - object=fsessiontype value = shell  sutcess
1550 Audit Log minar Tue May 8 14:49:12 2007 rool: Close Session | objeet = fsession/ype value = shell | suteass
1549 | Budit Loy minar | Tue May 8 14:48:14 2007 tool: Open Sesston | object=fsesslonitype | value = shell : suctess
<- 1548 ;Audnt Loa minor :Tu_a May 8 14:46:07 2007 root: Close Session : oblest=isessiontvoe | valug = shell : success " |
i
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i, o

U] Web /7 p[?Fg"ﬁf:;Jp& J@EH]‘,,%

[&F )5 ILOM Web /7 [“1fiy [Configuration] --> [Clock Settings] I > ﬁﬁjﬁlﬁ??%
ILOM [Fj&fi e -

i 7-5 [Clock Settings] F1 1

| System Information  System Monitoring ~ Configuration | UserManagement  Remote Control ~ Maintenance

} Systam Managemant Acoass \ Alart Management ‘ Network \ Serial Port | Clock Sattings \ Syslog | SMTRClient | Palicy

Clock Settings

To getthe Serdce Processor clock manually, troe the date in the fanmat mimfddiyyy, then selectthe hour and minute. To synchronize the Serdce Processor clock with an NTP server,
selgctthe Enabie check bax, then fpe the 1P acdresses of the NTP servers to use

Dte: ai2412007
Time: 12 w58 v

Synchronize Time UsingNIP: - [ Enableq

Sefver 1 0oon
Server 2 0.000
=

i/p}ﬁ FTMI“ - 1ILOM Web uflﬁﬁfplb?mﬁ% TRUR L %‘wrﬂm 128 Fipy
Web /7 [ i & i I'Eﬁ‘f% °

SYTH AAREAEES Y 110



7] LI Al ety g

& pi ] showf’lA quLOM CLI #5 1LOM Eﬁﬁgj o Y - TS ;qwﬁf
RERRETRS e 1 B R

show /sp/clock

LRI 1 set FRAEEE » (- CLI = ! ILOM RS -
set target <propertyname=value>

4T F[ [Jli ILOM CL| Hh’K ﬁ'%‘—L NTP II%%EIE” IP '*ﬁf‘j‘flgl ILOM E % EI /Eﬁ—z
“Fﬁ“ O P 5 - P s | s fit e i SRe g'? £ NTP
ffilfy A 1P '“LP ﬂi&?ﬂj NTP [f# (" -

n [%JL NTP |ﬂ I H 1P ok siafy] -

set /SP/clients/ntp/server/1 address=<ip_address>
. R i)

set /SP/clock/usentpserver=enabled

Wig"ﬁgijﬂlp ILOM CLI i ILOM [ i) ¥t » Sy (s il
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f %l{ﬁé@%ﬁf IET {7 ILOM LI - (11 Sun Fire X4100 55 X4200
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& ILOM Web /7 it i I'f i "] [Fault Management] F1 i) E 1| FRSHRUEERY 777
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i 7-6  [Fault Management] 12 1#f]

T
| WVerslons | Session Time-0ut LCompnnents Fault Managerment Ieentification Informmation

Fault Management

‘iew the components that are currently in a faulted state,

Faulted Components

10 FRU | Thnesmmp

:_ U (CHPSIERTERNALAC_INPLUT) ICHIPSIEXTERNALIAC_INFUT Fri May 18 09:50:45 2007
| 1 (CHPSHEXTERNALIAC_INPLUIT) TCHIPSHERTERMALIAC _INPUT FriMay 18 09.50,53 2007

[Fault Management] glpl%ﬂ# ID~FRU bE &S| Ll'FrSr[iisﬁﬁ (o DR R
AN AVE FLEFFTFEIM%FEJMHIE'@ JIJD ' Hi mei ID o
CH/PS3/EXTE NAL/AC_INPUT) f - 17[J3:JIFH#JJ;F;F>[§,E 2R BT Fjvdﬁ'sfﬁ?ﬁﬁ 3

R R
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i 7-7  [Fault Properties] a:j‘ﬁfffjfﬁi

[FF https:/710.8.145.160 - Mozilla

Integrated Lights Out Manager

Wiew inforrmation for faulled fros

D (/CH/PSI/EXTERNAL/AC_INPUT)

Property. Valuo |
i J‘CHJF“‘:B!EXT“ERNAMC _INFUT

timestamp Fri May 18 08:50:45 2007

class Taut powersupply.no_ac

SUM-MSg-id FaC-8000-11 o

‘ unid P20 a7 e-9de7-4145-99z6-060e34 cF33hd

';timestamrl Friday 18 09:50:45 2007

Close |

=9 » i ILOM Web /7 fif[1 > &1 I') 7 [Component Management] F1 i[5 (FFUsizd
JPRE
i 7-8  [Component Management] F I — %ﬁ?&}{kﬁ}

Component Management Status

Component Name Type Ready to Remove Status Fault Status
! Container N OK
15Y5 HostSystem I 0K
JSYEIBIOS BI03 i
8YSiPO HostProcessor - 0K
JRYSIPIIDD Dithd ] 0K
] it : oK
[5YEIP1 HostProcegsor T OK
1SVEIP2 HostProcessor 2 0K
[SY5IP3 HostProcessor . 0K
JBYEHDDD Hard Digk z 0K

ijpﬁT?JrTJ ¢ [Component Management] glplg‘ﬁﬁlq—nﬁi PRV ey > S EET 10 ﬁ' o
%EJQ ARV ILOM SRUIEEioR 253t Bl [Ty £l i)
e
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,i ILOM CLI ([t [ 1 Jji ™| show 4Ty 7+ fF PUSARUINE B &) [l 7
) [5e F[ IJ‘}“F’[—L"‘\ FEEE Ll -
show /SP/faultmgmt
show /CH/faultmgmt
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i ﬁ,ﬁ“\ifﬁ’,ﬁ&i%%g }AF SR ILOM i Es
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m 57125 FIpy TiH] Web ﬁEldﬁﬂ}Uﬁ‘}%Bﬁ ILOM Hi [ 518k

m 37126 FIfi9 TP CLI B ILOM e[ Hr%lffﬂ

m 9T 128 FIpy T{M] Web 7 g e Ei%

m 37129 FIfY T {iH] Web /i plfﬁlﬁ_ﬁ‘] sf[#c?{ IP fif gk
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% GO IR - 15 1LOM Web /i it %ﬁgn TTRE

S JIPFWeb Ty g ffil Ty 4 SP Y CMM fi 1P i ff-o

ILOM Web /7 [#ifiv [Login] glplg‘f Igg=. -

. i+ ILOM [Login] FIfifl1» ﬁi% R EFEE R > SR - S [OK] -
ILOM Web /7 1 (7 BI85 -

. Web STEipu Il > #2250 [System Monitoring] --> [Indicators] -
[Indicators] plplr%’*[%ﬁlﬁ,«;ﬁ °

i — ) AR R e T i @ -
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4. 7 [Indicators] FIFif 1= K -
a. PEE g R ¢4 o

b. Ffel ™R A ABINE gt R A ARV EEERE - F [ [Actions]
T R E 5 [Turn LED Off] fSet LED to Fast Blink] -

BN LR i i LR
c. - [OK] fERARI «

v (5] Web /i 13V H g s e

AL SR (£ 1LOM Web /i [0 s

1. F';FJTP{ Web TRy &5 fﬁjﬁﬁ%ﬁ' SP F CMM [y IP f e
ILOM Web /7 [#ifiv [Login] EJEI%?[%EIH%Q% o

2. 7+ ILOM [Login] FIfiflr ?FET‘ = EPEEE R o SREdE - T [OK] -
ILOM Web i E-[Fﬁ&?jﬁj@ﬁ o

3. T Web /iy #— T [System Monitoring] --> [Sensors Readings] -
[Sensor Readings] 117 BE1E! 5 -

I — % R IR = R R R S e @

4. 7t [Sensor Readings] FI[Fif1%h =~ F[[=K :
a. PYE[E IR PR ER £ -
b. #— ™R 7 ."Wﬁﬁlé?ﬁﬁ%i%%ﬁ{ﬁ'%%?ﬁﬁffﬁ T o

QI W S0 T 20 L B e | UAGRER 1| o t TUR 2 R R SR BY (T
%égjf{ﬁﬂﬁil/fﬁl“mﬁ;f‘ 2 o & i
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v T Web i b SIS ILOM 5 1
%h IR [ ILOM Web fi i 5 = ILOM qui%l%&ﬁlp YEHF
1. FF JFFISFWeb TR T fﬂ Toits SP */ CMM f4 IP Ao
ILOM Web /7 [#ifiv [Login] EJEIF&[‘;@JHKQW o
2. 7+ ILOM [Login] FIfiflr ﬁ" (= ?ﬁﬁ%?i%jﬁ% » SRt~ ™ [OK] -
ILOM Web /i 17 ‘j‘ﬂn%ﬁ o
3. 7 Web /iyl > #5V [System Monitoring] --> [Event Logs] ©
[Event Log] EJEIF’T[&&H?W o
4. 7 [Event Log] FIpiplt > = M- [
n [&glﬁj T l;; — 'Eﬂ FI %;f—sc l—ﬁijblﬁgrrﬁﬂflfﬁgjgﬁmﬁ:u i {F‘ ,Jb{ﬂ |§;ﬁ4§] jggﬁ%;rﬁ
FHT Ry
%14 Ao AR PRI EIVA BRI F%Fﬁ‘y Web /7 [ 1y [l s A -
n }ﬁg*j(ﬁ?ﬁ” ﬁﬁfy]ﬁ!ﬁj F[j F[EI — —L%rﬁjﬁlﬁ £ %ﬁql%—\ﬂ}—‘ &ﬁ%ﬂﬁlgjhﬁﬁ

ikl s

Event ID HFHERES - FE ISR 1 R fi

Class/Type e Audit/ Log — #gJilf ’ﬁ@ﬁyﬁ Jﬁ 5 7 E[J}‘ﬁfﬁ{ BIH fﬁﬁ . fﬁﬁ‘%ﬁi’r
RS R o

e IPMl/Log — = ﬁfﬁ'ﬁ“ IPMI SEL flipoEifF » “JF“W’} “”*“ﬂfl%ﬁ\ﬁ

o Chassis/State — " [F ¥ FR@ R~ 4Emilf SERR -

e Chassis/Action — fﬁjﬁﬁ%&;%&%ﬁ'/&%%ﬁ * BT 2R FRU B EIF%‘%E(T
FE PR (e

o FMA/Fault — F i &R “ﬁﬂjﬁdﬁ (FMA) %Fﬁ?f{ S FMA [EWE[JT[J%FF
P ] i |

e FMA/Repair — P [#* FMA [S{E o ﬁzﬂﬂrﬁ?ﬁ{“ﬁ G

Severity Critical ~ Major 75 Minor -

Date/Time GINC T F”Elﬁfﬁ[@frg 0[[%\[?;11 Eik
ILOM [ [ ILOM [ S5y =

Description HHFpuBp -

g T’w&(NTP)nﬁF;a“H?L
#f (UTC) -

. «irseq;ﬁng FEGIATTR it [Clear Event Log] i S

1@,%‘7 G ’Fii?i“ ﬁﬁ*fjt{uﬂl ’  [OK] FEREIET -

E& ILOM 1 15k BIFHF %y (4] 0 4 |PM|,FIEIEILJF;J¢ I ILOM i
PR LR g IPMI i1 (i ILOM RIS R
Fzy i1 Fissmepp -
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v ([P CLI A 55 75 = ILOM Fi [ 5l
%{r IR UM ILOM CLI A i i i =g Hfr, L&H[pﬂi[#
1. gt ;Um Ty SP ¥ CMM pxjiig}*fll,:m} @’T*,ig_n&ﬁ/ SSH it
= R H’Flﬁwﬁ
ORIV 2 1 2T AR 5 CMM g -
f/[']}gﬁl LEYF ﬁ%& 2[5 ffi ’%F;é‘m T O -

b
i ] — 42 Shell (SSH) il
= i1 SP FS CMM 19> Shell 3 -
SR T 0 1) root SpiE S [N SP BRI CMM s 3 i -
U0+ (U TS D SR SSH I ETREI I SP o 2 i

ssh -1 root <server_ip_address>
Password: changeme
F‘T%EH iiﬁr%ﬁfjfﬁﬁ Hi=. ﬁ““y}? (->) -
2. 80 DIHEAEEY - o R (eI
] ?l%‘*#[ﬂ %é‘g SP:cd /SP/logs/event
L= K TSR IF' %%5 SP : ed /CH/BLN/SP/logs/event
m CMM:cd /CMM/logs/event
3. I 4 I -
show 1list

PR A QRS < 1) S -

ID Data/Time Class Type Sevarity
1522 Zun Jul 20 01:11:36 2006 Audit Log minor

root : Close Sesaion : object = /sasaion/type : walus = www : success
1521 2un Jul 20 01:05:34 2006 Audit Log minor

root : Close Sesslon : sesslon ID = 1307912184 : success

126  Integrated Lights Out Manager 2.0 i E'Jiﬁﬁﬁq « 2007 =+ 10 F| 5 IS4 4 A



4. T FERIA > B (Y
. R B T, LG R IS B

wift] o

sy B

Event ID PR » RS LB -

Class/Type o Audit/ Log — SRR 4 « MRS EIH - 54 - R
LIS VAN gt

e IPMI/Log — Eiﬁfﬁfﬁ? IPMI SEL flipEifF » “Jﬁffr.} m,'lf%lf#ﬂx °
e Chassis/State — £ E”E}’F_‘s} TR — e E R ERRR
e Chassis/Action — ﬁﬁ,ggﬁj RS ﬁ}ﬁ /P& FRU 3™ 1&[%#‘5(
Ee o EJ%%EJ\FF*E‘
o FMA/Fault — B [H-EEE “*iﬂjﬂﬁ (FMA) %Fﬁ?l SHHEH FMA [E?E[JT[J%FF
R ] i |
e FMA/Repair — E[# FMA (S o 2[H ‘F'TT"I e
Severity Critical ~ Major Fi¥ Minor
Date/Time g mﬁiEJE'HFﬂ'FﬁFL? 0L'F»'?’“ ﬁﬁ%ﬁi il (NTP) fldfy i+ =t
ILOM Ffifidl > [1]] ILOM [ I 7 | = Sk~ ] (UTC) -
Description FpUFP o

w I (R IR < T g
n ?T%f‘?gil'f?ﬁ;'%ﬁllﬁgfﬁﬁ' o FhE YRR
a. f 7 Thz [Jf', 1] - set clear=true
R gﬁr%qn%;ﬁ o
b. 7 M- T
w JERRIIED e N Uﬁlj y°
. VI [;eja% e Sl n

E ILOM i fF Sl shady RIFHF 291 (X% cu?{ IPMI Zif 'FIJFH‘¢ &S ILOM i [F
&F‘jﬁ—ﬂéql%&g[;& [El ) cuﬁ, IPMI ZFIE T o (EERS ILOM :];Hr 1T f(ﬁﬁﬁf—@l}%@
=ZE[1PMI :c'%’aﬁLHBP‘EIE' °
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v [P Web 77 A el ['Eﬁ(‘,
(EFPIE) NTP B IP 65 FREk Pt -
1 F'EJ??Web b e e fﬁ Ty SP W CMM p4 IP b i
ILOM Web /7 [ [Login] EIPIFT g -

2. 7t ILOM [Login] FIfiflr > ﬁ? R EFEE R > ShEd - S [OK] -
ILOM Web /7 1 (7 FE=(I8F7 -

3. 7 Web fiipv Il » #— " [Configuration] --> [Clock Settings] -
[Clock Settings] F! Elﬁ[ﬁﬁﬂﬂ%ﬁi o

4. ¥ [Clock Settings] FIfifl1 > = 5[~ ZH{E

a.

b.

a.
b.

C.

B E EIUI%’{
= AP = SR E SP Y E T T
7 [date] & F il 7 L mmiddlyy 1] 15 -
i [time] AR G T -
Felfel NTP (IR 1P 63 20T = -
3V [Synchronize Time Using NTP] 2519 [Enabled] 452V 14 -
ot [Server 1] A G IR 2 for NTP fFfifdsps 1P o6 -
(F"E4%)  [Server 2] ¥ gl » B RIRLH VRN NTP [l ESEY 1P Ab o

5. #— " [Save] » "ERI|F" % 35 o
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v IR Web S IR 1P g
%{r AR [E{F' | Web J” Pk ILOM F[IE*IFF,L,F.JT%%I%&W#%FU IP i 4if-o

L. I Web BBITH 245 (35 SP S CMM fiu IP # -
ILOM Web /7 [“1fiY [Login] EJEIF?[K}EEJ[J%TR o

2. 7 ILOM [Login] FIFiflt» i * {071 €P82 Mk » i~ ™ [OK] -
ILOM Web /i o1 7 i[5 <

3. 7t ILOM Web /7 [if[1 » 2V [Configuration] --> [Syslog] -
[Syslog] FI[1 %’ﬁ BEE(IEE -
w79 [Syslog] FIf

T Elle EtM Yww Go Bookmarks Iools  Wndow  Hug

' ‘&, 8 @ N Em] 2, -
xx , .l*.. . n:” free I hmpsr 126 148 97 1130Pagessuntab. asp = P
| @k rome | L Bockmans
ABOUT REFRESH | LOD CUT
| Swsem J | | | I
By Accens Matwonk Sansl Pot o Syslag
Sysleg
anngre FLOM 19 520 T Sysiag 1o 6ne of bea 19 830resses rem Ihs g
W Addreas 1: [2008
W Addeas 2 [2008
Save
& =@ A= ] RN 128,148,697 1131Paqos_syalon asp I I-O-IQJJQ

4. 7t [IP Address 1] = [IP Address 2] fifdf (|1 » &7 f;,l[ﬂ | H [il,j.;ﬁtrcl%"w{n[ﬁ I ffif FLFI
F]J IP g0

5. -~ ™ [Save] F%%EIHFF E3 2 a
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v R CLI el uﬂﬁaﬁ;%u Y P O -
%gr YRR [T CL EE[}FF"@JFF} = F%l{;&u[r[;c:gﬂﬁ IP b d-:
Lot T # SP F5 CMM f B 47 st SSH st -
. j:)ﬁ&ﬂ = TZLIZ[J\g:_'I\‘;\
P 7 R E T CMM O -
f/D%TE' LR ﬁ%%rﬂ (= 7 i R I E

b
m EH] — 4% Shell (SSH) sl
é;j (AR E SP Y CMM [iud’ = Shell st -
FEmii™ [ F it > 1) root Sy == 4 SP g ™1 CMM 95 = SIast «

IR (i P g IR o T sk SSH M TR (N SP v 2 s

ssh -1 root <server_|p_address>

Password: changeme
{5 SRS £ [V () -
2. 1 MylR A EE Y- 'J?”i&f =35
n fé}%ﬁwﬂ Ty# SP : ed /SP/clients/syslog
w BSOS R SP ¢ ed /CH/BLN/SP/clients/syslog
m CMM:cd /CMM/clients/syslog

3. " show {f"]-lelJ@%ﬁg?ﬁ%%ﬁ'[& °

ﬁ[iﬁ[ﬁgjl[@% g *Fﬁ\?} SP FEHIVE I%L;[—ij[ﬂ:ﬁﬂj—: e Fkijpj\ :

/SP/cllents/syslog
Targets:

Properties:

0.0.0.0
0.0.0.0

destination_ipl

destination ip2

Commands :
cd
set

show
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4. 7] set F AL IP L (2 1P2 - I ) POF 1 1P i Ui > F I 1P FIReG
IP i Ji-11.222.33.4 » g™

set destination ipl=111.222.33.4
5. # Enter #> %‘:L’E'HFI’ G F o

IP &b g J%“{L_ﬁﬁg\lﬁ B IR o Ry WF%%EE Vg 1P b -6 111.222.33.4 » F’ﬁ[&ﬁﬂﬂ%ﬁ%
% I

JIEE
Set ‘destination ipl’ to '111.222.33.4’

e i

%, M U—??ﬁﬁﬁﬁl VEHFEET 2 AR 7 I?ﬂf'l e 2R 1o
AT ~ vfﬁ 8 20 1 B R - ilom ﬁ“&l‘ﬂ' Fe e ’ﬂ‘?ﬂfﬁﬁc’éiﬁ}
it Y [ S E] ILOM I]uikrj,cl%a R TR Hﬁ'ﬁ % (% igl;f;a;g% He= S
Bl e

=H - ILOM @ 1'] LocalTime=GMT (jiy UTC) f&/! vt qs[ﬁﬁgm‘p TR |

LocalTime &= g =giff - v[IIPﬁ E‘yijiﬁr:cl%é”#l %EIEJ_‘] - % di ILOM F]lgﬁifﬁgiﬁr

Eﬁi qujf:d%aﬁ ] UTC &i. » ;;IF FiEE S ) E E:*IE. “E% 13:* FTJ ILOM [Hifi]
qﬂyﬁﬁxﬂ‘%iﬂjﬁ[ LN %f R 5T 119 JEJ llff:c%&gﬁj]‘ g&r, ILOM Eﬁ

e I
fﬁi‘(ﬁ Eil“ J ILOM Web /7 EI%IS’ CLI > % ILOM Hlfla'ﬁi % 15 {fE %JE[[J EFF ILOM
FI il oo Rt SR F'l"“i%“«%f_ FIETES= s = ] P AR RO R I -

B I OSSR I R IOV 0k o ILOM 487 5= A T
m IPMI PET #5.

m SNMP [P

R E et

| Mya‘é [ P = A R EEESAC (CMM) S 71‘ B R
1% SNMP TR 4ﬁrl$ﬂﬁl%ﬂ RIS IPMI PET e,

L o ""JF“@%' S PR A P T A (132 T
i %“tﬁﬂﬁlf £ ) - R

SYTH AAREAEES Y 131



%71 ERE

Rl P IES

ILOM fit SR 1) ™ = [l P P B 4P O 1

Alert Type

Alert Level

Alert Destination

SNMP Version ({E[5L SNMP [Z[HE)

SNMP Community Name F5 User Name (& XL SNMP [&[/5=)

ypzﬁfﬁgfﬁﬁﬁ[@ PRRVR 2554 B ™ % (R T-1) -
Hl gjljflffﬁ 1%

4t £

Bk

i

Alert Type

Alert
Destination

,u\%|

'U\T%I

e KR iﬁﬁi#* IR PR > ILOMURD P IOR U J2
o [XH H I $FIE"T ff% I\FF'J
. IPMI PET Alerts E Eﬂﬁ,g«gg R ?H/ju IPMI = T’»Ig”'qr[g[;tf (PET)
B ) ’ﬁ‘*#’ﬁ”}“ﬁﬁ' (CMM) {1 71‘
(e L 5~ @7 ILOM [Ty IPMI PET 855 » 585 IS 1P A i
G £k TR (=2 ﬁi@@@fﬁp% LFY PR IPMI
PET FRL » JPN B PR LR I IPK/II PET FHEL > JIIIEE= I5F R =k A
T L
e SNMP Trap Alerts < ILOM {514 14580 IP FIZE &+ SNMP [FEE -
O T T S SNMP TEPIAEL -
ﬁeﬂ_ Hoo BRI - 7 /8 (il e A 3 452 SNMP LIk
e Email Notification Alerts -« ILOM < 5 %% ¢ [}*’,’\_’FI’JFL—Q ﬁﬂ# L A== =
,**ﬁgﬁgﬁ © £10 @ ILOM P Figii i 4 e ~BH*£FD%ﬂ » ILOM — 46
TRl AR R 3?24 SRS PRIV T SMTP B ZRi ffilg oy #7 - J[HT
2= i i [5T 143 FIY F@E'J Web f flffly“J SMTP F'J* [‘Fﬁ
% FIEYH +F7 LI‘E“J;}’_%?? %EIFIJE 1€ o %I 3. ;;F[FIJﬁH‘ Ry HJ e J[ERL%
. g*gjpuﬁ B4+ IPMI PET > SNMP [ 8. &g 1P rHﬁHfb'
S sp) EIJu FE RS IR bt

tlﬁ*ﬁ"ﬁ %j EI)FEIFJLTJE)F( = ILOM fﬁ‘}ﬁ lui

132  Integrated Lights Out Manager 2.0 ff E'Jiﬁﬁﬁsj + 2007 = 10 | > (ETH5 4 A



271 ERET PR )

b v fers

B!

Alert Level SR

SNMP Version T

B Tghake | e A Itljé\%s.“Hfl*ﬂlﬂﬂﬂﬂﬂﬁﬁﬁ%'ﬁu%ﬁi“Fu

ILOM [|Es i 4 fﬂﬁf RS NG

e, Fg*&;%iﬁfﬁ:]uifﬁ_ i B o ﬁﬁ@ﬁ&ﬁﬁ%’f‘ F’jf_}; E3 :‘j}ng'& W) e e

ARV, o

ILOM #HfH I') ™ =3 kil > 1 T Minor ;) Rl (RFERUEE.

e Minor - IP‘%&W ek FF_‘% EPNILY- i]ifffgﬁf-{g;l LR S ALY
RTINS GO > 1SR R

e Major o 7 [FHE= fgh ™ F”@‘H *quﬁu%f* DR R AV B
(o OB T i*ﬂ FN S R [ N o

e Critical o 7 [ gk ™ PPN Hippposess s ) O PR v
PR REE] N PO rﬁ i

e Down o 7 P g @%‘f@;ﬁ HE| BRSO EES -

e Disabled - ({124 - ILOM & F’*F}ri&%ﬁ SRl o
IfF o HE B Tt &fr%jfr“ @285 5 ff! Disabled ]9t e
p%ﬂ& ’fi o ILOM i}ﬁfﬂ?s] IPMI [P w2 ﬁﬂ,ﬁpﬂﬂlpgﬂtfpj%% TR .
ILOM 7 ‘s"if SNMP [ v E??&E?L RS2 SNMP R (fE 7 (&
B, Fg*{&q 2 SNMP [i5[#) » S # ™ /[Jr# ‘;_/FI minor ~ major ~ critical
FY down - %l R {2 SNMP [ o & F58 8 P 3 2

SNMP’#\M&% ﬁ&%ﬂﬁlL SNMP [S 4 o [T 2 HE%TF’N 1~2cm
3o

1 P SNMP [P

SNMP ) it g SNMP -5 30 S il 2 ?Eﬁ T R f’,iﬂﬁ*ﬂ“flﬁﬁ} SNMP [ 8. [ 1Fr

Community Afiy SNMPV3 {1 [ £ 7

Name o 5 SNMP [ v1 iy vac » [ £ SNMP # “%ﬁ{# FPE i o

W o BT SNMP v.3 + 27" 5T SNMP 550 8 8 i 7 %ﬁr;g

User Name FifE - t’,ﬁ#—lﬁg SNMP V.3 i [ wfa i - r YT ILOM 15 =i
HIHEL SNMP =7 j’,ﬂ‘“lHE{“ ?ﬁt%f SNMP IEI“ H o TP E A
Z kA SNMP [ p%:‘ r;fm ILOM [l SNMP il [ H[IVR1 27F
P FisEET 10 F -

SMTP |

SMTP State

SV I R IR -

SMTP Server IP 7 f%.i'”ké# SReFp] A 9t ’ﬂ, SMTP e ﬁﬁ,fhﬂ b%gg; IP ik ko

SMTP Port

S 514 SMTP " 20t il HJiﬂiﬁfiﬁg"EﬁE

IR Fﬁ%f/['fﬁft ILOM [ = = B SRR 2@t i B 10 A -
. 51134 FIf TID™] ILOM Web 7 i =E 8 ST

e

137 Fify T{i™] ILOM CLI P, PRI
142 E FIJ F gy ’F':‘._‘T‘A El’;ljf-ﬂjzlj%k‘* F’“[El SMTP |~ IJFFuJ
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5] ILOM Web /7 [y 8 Sl

S R R *EJE'IJF'L' °
7 FITIfY [Actions] 2 {ﬂf
FIRvEET HE  opEREy

it ILOM f[1» F' ') f§-[Alert Settings] Web /7 plgl?ﬂlj - i3
(AR F g F”FfrE 15 - %JE'IJF'LI'F“ 7R
Rl LSRR A A b
- ;&‘FH"J ﬂ R R E j?Sf]EIJ%ﬂ FIfE o

[Alert Settings] EIE'I'U‘J @5 [Send Test Alert] $&* o ffli ™ [ IRV TPRC R R ‘tl‘g?(E'J
S AP DI o 3 I P Bk B PR PR

B 7-10  [Alert Settings] FIT

Systern Management Access Alert Management Metwork ‘ Serial Port Clock Settings Syelog SMTP Client | Palicy ‘
Alert Settings
This shows the table of configured alerts. To send a testalertto each ofthe configured alert destinations, click the Send Test Aierts buttan. IPMI Platform Event Traps (PETS), Email
Alerts and SNMP Traps are supported. Select a radio button, then select Edit from the Actions drop down listto configure an alert. You can configure up 10 15 alerts

Send Test Alerts
I —
| —actions — |

Alert ID Level Alert Type Destination Summary |

Ol disable nrmipet 00040

Ol disable prmipet 0.0.00

O3 disahle ipmipet 0.0.00

Ola disahle ipmipet 0.0.00

Ols disable prmipet 01.0.040

Ofs disahle Ipmipet 0.0.00

Ol disahle ipmipet 0.0.00

Ols disahle ipmipet 0.0.00

Ols disable rmipet 10040

Of10 disahle Ipmipet 0.0.00

Of11 disahle ipmipet 0.0.00

Q|12 disahle ipmipet 0.0.00

Oz disable prmipet 0.0.040

Q|14 disable ipraipet 0.0.0.0

Ol15 disahle ipmipet 0.0.00

ﬁ'ﬁ?zvf”ﬂ f ILOM l1ffo "] Web /i i = 1o fe s e O ot - i
m 27135 EJ Flfj IJ;QE_{ IEFJ

m 7135 FIfy TR Web S PR

w V136 P 7 Web A I U

m 57136 FIfY T{IH] Web ST 4 B R

oy
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] %'[%I%_?&%Qgﬂl’ilai]j%f; , ,U\';_E]fi ILOM PJ@EIEII %E'J”@é?ﬁg5[5[’4?@%@5;7}54
[ EBIF I < ¥ PRI T ST R > ILOM e s sy % o 2
P

RN L SNMP v.3 [958 U3 SNMP [P g » L7 ILOM flUk] SNMP
071 £35S SNMP 071 - 2,5 7 ILOM fI K7 % 45 5 SNMP [
SNMP = i 4 112 L A SNMP 7 F4EL = D1 [ 7 ILOM 15 SNMP fl
E|ngpfjﬁl Zeva ﬁ%%ﬂﬁgj 10 g,[ 3

n R ILOM [l FSesqyr [ ) 0 R RS ¢ ILOM -

r IS T R e e e -
v [ED EIJ Web i P [ II%UISF T‘—.]\ tfj Ej“p}[fﬁr
7 ILOM 1> 7 )7 AR et e Ity
1. FHPH Web BRI 2768 (il SP Y CMM v 1Pt -
ILOM Web /7 11 [Login] EJE-IF?[EE_E[J%T% o
2. 7t ILOM [Login] FIfiflr > B AR VDR SR > k- > [OK] -
ILOM Web /i 17 Bzl I8 -

3. 7 Web /iy EIfiflr > #3V [Configuration] --> [Alert Management] -

if o YL CMM Web 71 o RIS SP i SRR - 7
M Rl &SP e 4R E%ﬁ,ia IS DRIV RS SP (705 - SR

% Fl p'[EIfJJFI?FE%IHI['Z“ERH'* “~ [Configuration] --> [Alert Management] -

[Alert Settings] F! Ewﬁ[ﬁﬁﬂﬂ%ﬁ% o
4. 7t [Alert Settings] FIif] 1= ™ 5[ =4 -

a. FEVpigt F‘}a‘?ﬁ}ﬁ%d/ B I ELE RS

b. 7 [Actions] ™ ZEHT IR > EIV [Edit] -
F‘?B%EleH G IR %ﬁé‘?”fﬁ*EEIJ’FE'%%?%HVT%]&’I‘% o

c. 7t [Properties] é“‘_%j“ﬁ:"ﬂﬂiﬁqll RS SRR R vt AR AN
LI T SNMP [ > HITSZIRLY, SRR PR I £78 1R -
I AR A I -
EJIL@T | F‘Z%Ff VR P R 2953 FERET 182 Fif TLAg Y|

d. #~ " [Save] "Fﬁ En J;‘F—liﬁlsj@ , j’,%gﬁﬂ [Properties] ;TE—FI@@ .
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v R Web S [ R B A e
P ILOM It Jfl = |7 A e 2 R S el -

1. FIJF;rWeb IR 4 (A SP FY CMM 19 1P -
ILOM Web /7 [ [Login] glpl%j [ -

2. 7t ILOM [Login] FIfiflr ﬁ? *Tilg Ol B R o SR T [OK] -
ILOM Web ﬁf&'[%ﬁ[&ﬁﬂﬂmﬁﬁ o

3. 7 Web fiipv Il » #2V [Configuration] --> [Alert Management] -

(ﬂ/‘ R T E-CMM Web e Ffilj EJB%; SP prEE. t;lglupal o I
M “Tii'l [%a‘é SP Ot %‘E'Hfﬁ i o FI PRI S A AV (N SP (”%)
SR T :igiplﬂj AESF 1~ ™ [Confi gureﬁtlon] -> [Alert Management]

[Alert Settings] F! E’lﬁ[%ﬁlﬂggﬁ o

4. 7 [Alert Settings] Il > VR fSus Vi BIRAOELE RS > Ri<H—~ ™ [Actions]
R SUE G Sup [Edit]
(URESIIEN R 3 o BT (S e IR 1

5. 7 [Properties] a:fﬁf*ijir]?d,ﬁu [Alert Levels] ™ £ =45 1, Ik 13 5V [Disabled] -

7, =, L Bl = =
v ] Web i %w]ﬁﬂ:}a

(&7 ILOM R IR 351] l[—{lE;‘Fl PUBE AT Jfl o F Tl Ef ILOM B
PP R S E R 2 R %ﬁnﬂrﬂiﬁﬁ

1. F'JFfWeb b |ﬂ & SP 7y CMM [y IP & gif-e
ILOM Web /7 [ [Login] _EIEIFAIKTEJ 1= o

2. 7t ILOM [Login] FIfiflr ﬁE?J’* F*T,*ilgjpfjﬁﬁ']ﬂ PSR IRhid - [OK] -
ILOM Web ﬁﬁwmgngga o

3. 7 Web /iyl » #2V [Configuration] --> [Alert Management] -

f:t Pl o T IE-CMM Web S ’E,“Eﬁl[jl oy SP v %JE'[JPL' o F I
M ol i [%F/a‘é SP [V ’JEE'IJQF %d&lplﬁi AEAIE VR SP (”@é)
DINES riglpl [J ;ﬁf_,w]l;t%  [Con gur tion] --> [Alert Management]

[Alert Settings] F! E-wﬁ[ﬁﬁﬂﬂ%ﬁ% o
4. 7t [Alert Settings] FITifl1 > #~ ™ [Send Test Alert] $##* -

ILOM F’T;“:T [Alert Settings] F! E‘I_F?TE'JEIC’J%J* (1 A et & 2 IR
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f 5] ILOM CLI Rl g A [ Tiele

& ILOM 1> [27° @?l 7 /T (CL) ?W' . 'T:[TFL/I‘Q]FI = (P tflg[”rpal (AL
ILOM fl1t5% IE[JFEr‘E 15 %;r #;JE[JFIL E'Ff@ B o ¥ Bl ILOM Hl?ym tee. 41 ] el
o HEERY rlﬁf‘j lilE B ]~ g}*&b%;q F I o

K1) ILOM 1 - CLI SHE (P JrEIfoer IR & Wther - s
e e BRI P R i RS

w'g’y P 1LOM 11 CLI g 3 SRR S5 st U
m BT 137 FIY DR AR Y CL RS

I
. ﬂlwgwm "R
m 57140 FIf9 TRLP] CLI SR AR
m SV 141 Fifis TR CLI ] %;f— sl
m 5V 141 FIAY T{R] CLI & % B Ee

TR PRI CLI § 4

72 5] 1LOM CLI FB= RIFEIES - SE el 0 CLI 47 -

BT SREPEYS T 187



# 72 R IS CLL R

CLI#4 =
show show;g_ ' LR LR RS T ATEISE T 0 1M B R S
ﬂjﬂ?ﬁgﬂ£o
?‘“I?J
F;llﬁl“ #ngf_ﬁlwg‘f—? % %]Eljb?[ﬁ[i %,ifﬁ—ﬁ#é? ﬁﬂﬁi TR

/IH f
show /SP/alertmgmt/rules/1

/SP/alertmgmt/rules/1

Properties:
community or username = public
destination = 129.148.185.52
level = minor
snmp_version = 1

type = snmptrap
Commands :
cd
set
show
o IR RS R - R S 4 S O IrT
show /SP/alertmgmt/rules/1l type
Properties:
type = snmptrap
Commands :
set
show
° ﬁﬁ’lﬁ”ﬁﬁ#ﬁ? n°fF'Fﬁ/SP/alert:mgmt:/rulesEJJ’ 4%@5%§@§¢
- T Y

show
/SP/alertmgmt/rules/l
Targets:
Properties:
community or username = public
destination = 129.148.185.52
level = minor
snmp_version = 1
type = snmptrap
Commands :
cd
set
show
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*72 AR e i {fv CLI ﬁ ()

CLI#4 L

od FUUIP] ed T (5 15 Hfg,l;ilg% TR &SP _bpu”
E K R }%JF FTPRRLEE Il
cd /S /alertmgmt

set set }F JF' =[5 ﬁﬁﬁkﬁ%—ﬁjﬁ ffe .[Er ;f:ﬁ[i[?j i [ lidiﬂ}i&é‘ﬁafllpm
[ TR iﬂjﬁwﬁ—lfl IS o g

) :,E'ﬁ\{j‘ﬁz‘“nw il A RS N S A R
set /SP/alerth{t/rules/l type= 1pm1pet

o TRl EANEE (’Iﬁjﬂ[ﬂﬁﬁ'ﬂ%{t /SP/alertmgnmt) » ﬁ%.}fﬁ—ﬁ}gﬁ
v g
set rules/1 type ipmipet
o TR Lﬁh:ﬁﬁi(ﬁﬁ%-?ﬁi+&'5>/SP/alertmgmt/rules/l) mﬂ}

El
FJ ﬂi?%@ﬁgiirﬂﬂi L
set type=ipmipet

e

[[g[Je f}:ﬂ ﬁ[;,:p PR o ST ILOM [! e ff Bl%ﬁ{'ﬂﬁgm

[N ﬁf‘lilp Tyds o F el TSR TG > ILOM AR by E 2
R
= RIS SNMP v3 054 *JL}; SNMP [+ [23 17 ILOM f[1F SNMP
o AR SNMP IR %7 ILOM HI}I"[EUF' FEALL SNMP iR
SNMP 55 Iggﬁ' 2 SNMP. B 1L i/[l%‘ i ILOM (135 SNMP i
BIHPUR 2R %f‘ &Y 10 ﬁ[
F It ILOM [l FSabepy fhR 17 HI] AL |3 I RIRGT  ILOM -

ST AR TE 139



v [El ] CLI [Xd>H e Hl El[Jfl
L 2T SPHY CMM o h {112 H 1 jhisyt SSH it -
m RIS P e
IV #2712 S CMM S FIE -
f/L'%T’EI Al r,%ifﬁﬁ (Fllfy = ¢ P R e

ki — % Shell (SSH) it

HA = H SP v CMM fiud = Shell st -

st ™| ik > 1) root £ Py ==l SP Ay ™ IH1 CMM s = s -
U0 > (PSR T R o A SSH PRSI SP sk 2 i

ssh -1 root <server_|p_address>

1 X
=

Password: changeme
(T TR A () -
2. 47 NIRRT - o TR [R5
» BHfilTHE : cd /sP/alertmgmt
n J%Ifl T#fA" * ed /SP/alertmgmt

m B CMM : ed /CMM/alertmgmt

3. 7 show §i41) AT P R 1 -
T o eay - SRR b - g ™ SR -
[ ] féﬁ"é%l’ﬁ’iﬁ%‘é  show /SP/alertmgmt/rules/1
m VSRR - show /CH/BLn/SP/alertmgmt/rules/1

= 20 CMM @ show /CMM/alertmgmt/CMM/rules/1
4 5 set J Y HEEE WU E ) -
WJ-[/D :[ [J[H IPMI PET F%‘it:iﬂgl“ 1 F[J%ﬂr* ;’;FHIIJ %% Pt “EFP’[ J%‘,g’ .

set type=ipmipet

@E%t—fs,g BRI - PR e T R -
T SNMP 5 i) o R TR T E] SNMP M -

CERVEE PR ERIOR 29 FeREy 132 fipvi 7-1 =t
J
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v il CLI R B 4 e
“ ILOM [l f CLI = | 5[ H o 2 [ 241 P el
L EflRE SPFy CMM g A1~ #47 5asys SSH Siast -
m BRI
IV F7 B2 CMM Al -
IR 2T B (AR L [ IH I
ﬁ\)
[ *FJ' 32 Shell (SSH) izt
j?N%?SPWCMME&*SMHﬁ@
’flﬁ}FJ* % 0 I) root E)frE E‘“[ﬂ TSP ES IR CMM s 2 SiRst «
I > (i IS IR o B A SSH IR R SP o s
ssh -1 root <server_|p_address>
Password: changeme
F“ﬂgh vg[r%gufﬁ J}"Eﬁ iGN
2. 7] cd fi4) R RV B IR (e 15k
I
n t@#ﬁﬁﬁﬁﬁgSP’ﬁﬁﬁij ‘ed /SP/alertngnt/rules/n
n T”%iﬁﬁﬁ%gsp’ﬁﬁﬁéj ‘ed /CH/BLNn/SP/alertmgmt/rules/n
L] E&%[CMhﬂ’ﬁﬁﬁij ‘cd /CMM/alertmgmt/CMM/rules/n
3. ¥ RIS A S

set level=disable

v iR CL & F ‘IEIJE;‘E@
[EF 7 ILOM [[IHGR R - =t lﬁ‘?:srﬂ i J%w— PRIR - ¥ BIgh ILOM e
AR Er T | R R %ﬁnm#‘ﬁ%@ﬁ
L ElT A SP S CMM o4 BSfII= 57 Ry SSH i
m RESHI I
YAV P s E R S CMM oI -
USRI LRV R (I [ Y T H L
o
m ki — 42 Shell (SSH) st

SYTH AAREAEE Y 141



@ﬁ@?fﬁ gy SP f5 CMM gy = Shell IS o
FEsmd ™| ks » 1) root Syt 2R 5 SP RS ™ Il CMM iU 2 it -
BIFGR > e I Sl o e s SSH P IRl E SP vt = et
ssh -1 root <server_|p_addreSS>
Password: changeme
F‘T%E? ?EP%EIU#F’[-?J = ﬁﬂgFF (->) -
2. ffi7] ca }“ﬁ—ﬁl%{g%ﬁ (e EIRIAY T (B 14
I -
n E5Y (filff3 a8 SP > ﬁﬁ%" ‘cd /SP/alertmgmt/rules
n "J%fﬁjﬁﬁ/%‘é’ SP s ﬁ%%“ ‘ed /CH/BLNn/SP/alertmgmt/rules
n %5 CMM » ﬁﬁ%“ ‘ecd /CMM/alertmgmt/CMM/rules
Hirn &% 1715 Elffﬁj HEE AR -
3. G MR % 2 R

set testalert true

R ;E: s s i‘—‘ v Fl
?»JF - BH: I‘D%; f[ [ SMTP JP [/I'IIJ
Fifel i & RIS SRR o SRR ILOM BT SMTP B E s =
@I‘ﬁ j'ﬂuﬁl S T L ;glam ILOM H[Fi#i1] SMTP 5 [F it FIJJ;JA@N:’
FIT“] S '*4 SIS %’ SMTP =" 2 ffil ﬁF;a‘EFH IP '“1 /S IR
YV [ RRODIT 5 ILOM P Ji ) " ZBPFspi A 7 SMTP # | T RI ¥R - i B
m Y143 FIfi Tfi7] Web fi ] SMTP E'Jt'*ﬁ.@
m Y143 FIff TP CLIREY] SMTP 7 Ei |

~y =

R
= R ILOM ) SMTP F‘”““fi'”m HRBIL G It SMTP 2
(F TR 1P S S
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1] Web /i [0 SMTP #] ik
%{f’ﬁ—k Tij$ﬁ* IE[FI | Web J/TEIIJi ILOM lel ‘I SMTP &t Jr[ﬁ

- JFVWeb BT 3 ([T % SP Y CMM iy 1P & it
ILOM Web /7 119 [Login] EJEIF'W;; 19 -

. 7 ILOM [Login] EIF'IHI ﬁ?‘ *FTFE,IE_‘IEIfJiEIF'J% ?,?Eé?{ﬁﬁ% s SR~ T [OK] -
ILOM Web ﬁf[%’? g -

. Web STEpv I > ATV [Configuration] --> [SMTP Client] -

. T [SMTP Client] P11 » fi SRS ) e Sk s -

SMTP & B

SMTP State Iy [P*ﬁ/"ﬁyijiﬁﬁl frlsra [I%_{J{?: o

SMTP Server IP g ?%}EH‘“ EEUCEHECING ”j SMTP Ffém ffil IR o 1P b3t
SMTP Port S 9 SMTP F Z0i (il o s £ RIS -

- - [Save] - %) SMTP 2 -

{171 CLI 7] SMTP B] ik
%gr"* IR |EIFI ] CLI % ILOM Hlfl I SMTP E'Jt/lfﬁ.} :
HENFTGH SP Y CMM A BT #7 5ass SSH i -
m RV
SRV P s EI R CMM S -
IR ST R T Y R i
w
n ﬁ}’fl%} 32 Shell (SSH) 6L
A ZE R ES SP Y CMM fiud = Shell st -
@ﬁ’fﬁ.}“ﬁ’lﬁ I'] root E) {7+ E‘“[ﬂ T SPES IR CMM s 2 SiRst «
FAL/UR SN [Jf’[ A Mf]ﬁ} SSH |k lfltr[hﬂ Tga8 SP s = it :
ssh -1 root <server_|p_address>

Password: changeme

IR TR 8 ()

ST REEE
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144

2. fli"] ca }“ﬁ?“%{u_ clients/smtp iy [Ef 15
o

u F%#EEHE%SSPrﬁﬁﬁé“ ‘cd /SP/clients/smtp
u jqﬁiﬁmﬁﬁgsp’ﬁﬁﬁéj ‘ed /CH/BLN/SP/clients/smtp

[ ] ﬁ%%ICMhﬂyﬁﬁﬁgﬂ ‘ed /CMM/clients/smtp
3. &7 ShOWTE$TF%§5\Sﬁnp#ﬁﬁ§O

B Fi-ire SP w0 smtp B 1L - B[

show
/SP/clients/smtp
Targets
Properties
address = 0. 0. 0. O
port = 25
state = enabled
Commands :
cd
set

show

4. fji"] set ?F“[—?J?FTE SMTP E'Jt’["fﬁ%}ﬁfj IP b g AR U IR Y]

I
set address=222.333.44.5

5. §¥ Return > AR F o

iz

ST -

Bp > #87 set address=222.333.44.5 ﬁﬁﬁﬁlﬂﬁéﬁﬁ?*ﬁﬂﬁﬁﬂ 5

Set ‘address=222.333.44.5'
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\

[l ILOM St

sEf ILOM RIFHEE SRR ~ IR~ Web [y -
A AT A
m 37146 Fipv TfiH] CLI Fl‘“% ILOM 7 “Fﬁ, I%

= 5146 FIFY UM CLI AR Rt

w 3146 Frpy TfiH] CLI fﬁh[ﬁ”f‘,?i

= 53148 FIpY UM CLI AR IR RE
. 5;149 FIfY TR CLI PR IR L

af

x HY150 FIff TR CLI 7] HTTP 5 HTTPS Web % |
m 37151 Fif (RS % shell

=
BV 151 FIpy Dt = s uw« T CLEF S

T
w 37152 Frpy Tt CLI ﬁfﬂg ViR 2 56
= 57153 FIfY T ffi7] CLI ?élrEIJF,«;@aJ SSH |
» 57153 FIfiY T Web /rfg-,‘?‘lfamx;@,aj SSH |
» 57154 FIfy TP CLI & $r& iy
w ST 155 FIfY ] Web /i BT A
= V155 I Tt CL g[a@%?%,vgw SSH {3 |
= VIS5 I ) Web S FIE TR SSH (T2

m 57156 FIfiY [ ffi"] Web f flﬁ*ﬁt}llLOM “[ﬁ?—é‘,?i

» 57156 FIfiv TliE] Web ﬁf,;{ﬁﬁjvﬁfj;ﬁ?{
= 57156 FIpY IE 15| Web /7 PIK“I_EFII_THE}:I%FQ}EJ

w BT 158 FIfY T{E] Web fi g it /U*ﬁ‘%

= 159 i NI Web f Ewm%rﬁﬁufﬁ%ﬁa

= BV 159 FIfy [ Web /7 [T HTTP 5 HTTPS Web 0

ij‘“li/aﬁ AT /Sp/ BPEAYE R f A Iﬂ 1 ’F‘E? /cvm/ FEIpE
M= Momprhiese, g 7
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{5 CLI E*% ILOM ﬂ‘[f}'?'/g%t

AP P ILOM §54 5 /7 (CLI) » i ILOM flOAEeE

TAE/\ Iﬁm[[l;]
1ﬁ5‘§ﬁ%“£# £ ﬁ'li’p' FITe R IFIAVREERL ILOM E = I ’UF%“JL iﬁﬂi
%LEZPE%F;Q*— j',%'@‘ﬁl% ﬁkﬁf El%@?ﬂj%ﬂ‘—ﬁ?f L";?H— (pendlnglpaddress
fl‘/ pendingipgateway) ’Zﬁ&}{—j comm:|.tpend:|.ngilikJIi%t true o LHFI[ [V (i
iﬁ"%iﬁ'fﬁ?ﬁ?{@ Il -

,fE WHER - H G EL ILOM JR R~ i 1P '++1P:Tﬁaw LD ILOM ﬁjﬁﬁu
'ﬂf W}i DHCPH%E‘EFE{’?‘? R ILOM d il [ﬁ IP i gyt f/DF**

|:[ fﬁ!l%li'll’ ,UJ_‘}A} ILOM

v {fi"] CLI ﬁﬁ)ﬁjﬂ]ﬁ?ﬁ]q

LOPJREE P B S 0 ¢ ILOM CL -
2. T fp Ay N

—> show /SP/network

v ffie] CLI At
fH] set i) @El;{ﬁ“é‘,%ﬂl IR fif
L PRSI  ILOM CL
2. Fdp AR TR

—> set /SP/network
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U R
UL BT ILOM AR

# 81 ILOM A F IS ~ o 1A

Frg i fif 5"&?@7
/SP/network ipaddress lﬁméﬁ[ﬁjﬁﬁh FSRp I
ipdiscovery
ipgateway
ipnetmask
macaddress ILOM f MAC fF -
commitpending truel(Z) (£)
pendingipaddress <IP & #Hnone> none
pendingipdiscovery dhcp|static dhcp
pendingipgateway  <IP it JjHnone> none
pendingipnetmask <j§!(‘;¥‘]§ﬁ l%rﬁﬂ P> 255.255.255.255
P/

E IR ILOM [0 1P i hi- Gt

-> set /SP/network pendingipaddress=nnn.nn.nn.nn commitpending=true

fEE — N =T RS ILOM - FIRBRY IP B SIOK] Bl ™ [ IR (K -

AR L5 DHCP RS R I U8

-> set /SP/network pendingipdiscovery=static pendingipaddress=
nnn.nn.nn.nn  pendingipgateway=nnn.nn.nn.nn pendingipnetmask=nnn.nn.nn.nn
commitpending=true

IjF:t F{ [£5H commitpending F%t true i - %_Lclﬂ TER i

IR P TR Pt BRI XV ILOM Web /7 [t~ 4543 7 /7 i (CLI) Al

Pl o

[PV = ijtf ILOM > Z ILOM ffi "] Qiﬁutﬁv Bl PL'F
ILOM *] H&/Hfﬁ*ﬁwﬁ “opE f&k[ﬁ%w" DRIV SR EEE R GRYHE RD RS
0-COM ﬁ\//dev/ttySO) FOSRAALT T @

Il
i
f!
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IfF%t _ 4.gﬁl él ) %F[[‘T/”} ELF%“—&F'“F/\I ILOM p Jv (9600 & ~ 8N1 [8 ffifey
s oo ' [#h

gl /IJtﬁ*iﬁlLOM 9 RI4S I < S ﬁfwg I o
AU s o Taiéy % ILOM Wﬁg /IJtﬁﬁﬁwﬁc[]} B i %k aﬂﬁfuﬁ il

v ffuR] CLI A f PR =l
L PIHER YB3  ILOM CL -
2. TSR B
NI AR SR L
-> show /SP/serial/external
NIRRT 2 IR R

-> show /SP/serial/host
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v {fi"] CLI fl ﬁl[ I

] set ?F“[ NE‘EI,EH Sl[E AR SEEE [e&b@ RS TR f‘J;\E"Fﬁ'L* A T

f‘p‘jf‘]ﬂlgu%i ILIM i i It - g E?ZP%% o BB 5
i+ R i E{ ‘3}4— ’]ﬁn&}{“’ commitpending ﬁ] [f £ true ° iF:*HJ P
EJ *ﬁ*%i%l“{ﬁ?é‘.?i GOV REE o
1. ”mg'{ﬁg’ﬁéIEF J/IJJ{_J * ILOM CLI -
2. T R R
-> set target [propertyname=value]
U R
GIE R H R ILOM IR E
2e2  ILOM [IFGEIE 55 1R - 1R
FIA EilS fif gﬁﬁﬂﬁ
/SP/serial/external commitpending true| () (&)
flowcontrol none none
pendingspeed < EPErT S 9600
speed 9600 9600
/SP/serial/host commitpending true| () (&)
pendingspeed < ESHE > (&)
speed 9600 9600

ALY
P I FIIBOSeF (§95F) 19600 @RI 15 57600  Tiskiy * ™ i 4

-> set /SP/serial/host pendingspeed=57600 commitpending=true

;PJ:t - “ /Utﬁ%ﬁuj@”ﬁ 4 F]E’?z Ti‘&‘l‘E%Z ) ijf[ {0 ~ COML |y /dev/ttys0
f J,@@%L FJfErILOM === Wrﬁle_ﬁ* o
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v "] CLI "] HTTP {5 HTTPS Web 720

ILOM [filf % #2 HTTP 5 HTTPS jifét - ILOM Ti' (&5 HTTP % V[ | FI
HTTPS - ILOM i %E%@_ HTTP » HTTPS jEf% i -

L PSR PG A #2555 ¢ ILOM CLI -
2. fﬂ‘F’,-,&J EENE e

set /SP/services/http

fﬁj‘[‘%f'ﬂfﬁ?‘ /SP/services/http ¥ /SP/services/https [']°

FU A

#< 8-3 5 HTTP » HTTPS vt 35 g ~ F 1A -

%83 HTTP % HTTPS [t #5F g ~ 1L A1

]

[ i fif ﬁﬁgﬁ
/SP/services/http secureredirect enabled| enabled
disabled
servicestate enabled| disabled
disabled
port <SP IR > 80
/SP/services/https servicestate enabled | enabled
disabled
port <;§1}$%}§ﬂﬁ> 443

& 8-4 [t HTTP « HTTPS ¥ I Fral iV i fi= 2 -

284 HTTP - HTTPS W[ ImEI b ot -

rpTE Flig Eil fi
f§?$BJHTTP /SP/services/http secureredirect disabled
/SP/services/http servicestate enabled
/SP/services/https servicestate disabled
??BJHTTP'& HTTPS /SP/services/http secureredirect disabled
/SP/services/http servicestate enabled
/SP/services/https servicestate enabled
disabled

@??HJHTTPS /SP/services/http secureredirect
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#.84  HTTP -~ HTTPS W [IEVEIFRELIAY 2L - ()

A& Frg Eils fif
/SP/services/http servicestate disabled
/SP/services/https servicestate enabled
EIEUE@I’FIJ HTTP £ /SP/services/http secureredirect enabled
TTPS
/SP/services/http servicestate disabled
/SP/services/https servicestate enabled

[1fp 2 Shell

%= Shell (SSH) £L7JVE] ILOM ﬁﬁfl (CLI) o = s - | pofg v s e
] SH'f Efp = ILOM VFﬁfE i CT%F' I e N LE Ve
fl;}ﬁrp‘;ﬁ Sl g’ﬁ RS ’ SRR ILOM ;@wﬁc RSA 7~ DSA &
Rtk

H 2 SRR T CLI R

AT T e SSH P M (il SP LRI 2 ast o F R b2 S
S IR

ssh -1 username <Server_ip_address>

Vﬁ

Password: **%%xkxkx%x

(HTSFRROEES. [WE (>) » RSB BRI CLI 541 3t et

ETSﬁﬁ ﬂ' ILOM 3 ?9 151



v {fi"] CLI ﬁﬁﬂ_}FJEIF'JE[ & o

Lﬁﬁfiariﬁdrgiﬁﬁm%%u%‘#p SERORN RS E IR CE N S R ST e
ity \FF 2050 BV & SR R ;HF‘M\;QO

ﬁﬁ?ﬁ—-/SP/services/ssh/keys/mawsaAkﬂ ?Fﬁﬁ§ﬁﬁﬂﬁgﬁﬁ

o ¥ RSA &5 g
-> show /SP/services/ssh/keys/rsa
B :
/SP/services/ssh/keys/rsa
Targets:
Properties:

fingerprint =
ca:c0:05:£f£:b7:75:15:a20:30:df:1b:al:76:bd:fe:eb

length = 1024

publickey =
AAAAB3NzaClyc2EAAAABIWAAATEAthv1ggXbPIxN4OEvkukKupdFPr8GDaOsKGg7
BESV1nny4nX8yd8JC/hrw3gDHmXIZ8JAFwoLQgjtZCbEsgpn9nNIMb6nSfu6Yltp
TtUZXSGFBZ48ROMUOSggfR313bgDUROsiphlpgV6eYu0Zd1lh354 9wQ+RWk3vxgHQ1

Ffzhv9oc=
Commands :
cd
show

® ¥ ifmn DSA & 5%%?“
-> show /SP/services/ssh/keys/dsa
o
/SP/services/ssh/keys/dsa

Targets:

Properties:

fingerprint =
6a:90:c7:37:89:€6:73:23:45:ff:d6:8e:e7:57:2a:60
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length = 1024

publickey =

AAAAB3NzaClkc3MAAACBAInrYecNH86imBbUgE+3FoUfm/fei2ZZtQzgrMx5zBml
bHFIaFdRQKeoQ7gqjc9jQbO7ajLxwk2vZzkg3ntnmgHz /hwHvdho2KaolBtAFGcV
fLIdzGVxi4I3phVb6anmT1lbgI2AILAa7JvQ8dEGbYATYRIA/pf5vVTac/TQ700/J9
AAAAFQCIUavkex7wt ENCOCH3s250N0I3CwAAAIBNfHUOP6ZN7146ZuQOKhD7Mk]Q
gdHy+8MTBkupVEXgfRESZwIyrBZCNsoD8XEeIeyP+puO5k5dJvkzgSqrTVoAXyYh
gewyZMFE7stutugw/XEmyjg+XqBWaiOAQskdiMVnHa3MSg8PKJyWP8eIMxD3rIu7
PTzkV632uBxzwSwfAQAAATIALAS/30dDJUprnxLgHTowc8ksGBj /wIDgPfpGGJIHBK
B1FDBMhSsRbwhé6Z+s/gAf1f+S67HIBTUPSVSMz+czmamcloZeOazT4 +zeNG6uCl/
u/5/ImJSdkguclFcoxtBFgfO/fKjyR0ecWaU7L4kjviWoSsydHJOpMHasEecEBErD
lg==

Commands :
cd

show

[’EDEIJ CLI ‘?ilrElJFg} g5 SSH
T BB - R SSH - T il -

-> set /SP/services/ssh state=enabled | disabled

ff™] Web /7 [Eir [ (] SSH
PP AR FRE R [ 55 ILOM ©
$# 9 [Configuration] --> [System Management Access] --> [SSH Server] -

f§-[SSH Server] ™ £ = Hi :Z 2V [Enabled] v [Disabled]
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81 [SSH Server Settings] FIf“i

J Systern Management Access Alert Managerment ‘ Metwork | Serial Port Clock Settings | Syslog | SMTP Client | Policy |

Weh Server SHNMP S8L Cerificate S5H Senver

SSH Server Settings

Configure Secure Shell server access and key generation. Newly generated keys are not used until the 33H server is restarted. When the 33H serveris restarted or disa
terminated.

SSH Berver: Enabled :

RSA Key: Generate REA Key J

RSA Fingerprint:  ca:c:05f07:75:15:80:30:df 1bcat: 76 bdfee5

RSA Key Lengih: 1024 bits

AAMAESNZEC 1Y 2EARMABTWARATEAThy Loy XbP Ix A OEw ku ki
upd FP rBG0a0s Gy ZBESYLnnydnXeyd 8 10 hnaSg DHMXCIZE 04
FwoLOyj tZCbESgpnaniIMbENS FUBYLtpTLUZXSGFEZ4SRONU
@540 fR313byDURE:1ph1pyWEYUEZH1h354 SwC+RWkS viHOL
Ffzhwic=

RSA Public Key:

DSA Key: Generate D3A Rey J

DSA Fingerprinl:  8a:890.c7.37.88:e 8732345 d6 Be.e7.57.25.60
DSA Key Lengih: 1024 bits

ARAARINZACL ke3MAMACBATN rYecNHBE1mBbLUgE+3 Folfm/fe
12Z7t0znrMx52Bn1bHFIaFdROKeo07gn] c3] Ob07a] Lawkay
Zzkg3ntnmgHz /hwHwdhoZKan 1BtAFGCWFLIdZGY 14 I3phib
BanmT byl 2ATLAa7 v OBdEChyATYRIA/ p FSYTac,/ TO700/ 19
ARBAFOCTUaw kex PwtEhCOCH3s25ONOTICwARATEN FHUDpBZN
7146Zu00KhD7ME] OgdHy+BMTBkupYXn TRES 2wly rBZCHsoD
BXEeTeyP+puls kSdIv kzgSyrTWoAkyYhoewy ZMFE?s tutugw
#HEmy] o+X0BWal0Als kdiMinHa3MSgBPKIyWPReIMx DG rIu7
PTz kB3 2uBxzwSwT AOARATATAS /30dDIUprnxLgHTowc B ks G
B] /wJDgPfpGGIHBKE]L FOBMhS sRbwhBZ+s /gaAf1 T +S67HIBTU
PsVSMz+czmancloZelazTd+zeNGBull/u/5/ InlSdkgucl Fo
oxtBFy O/ K] yRBecWall7L4 k] wioSsydHIOpMHasEecEBErD

DSA Public Key:

v [0 CLI &+ #r& i
LT IR S S -

-> set /SP/services/ssh generate new key type=dsa | rsa

2. }{*j’ *J|‘¢%,,‘J true

-> set /SP/services/ssh generate new key action=true

FRCE S O B
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v T Web R A
LoTJS5E e PRS- H S P ILOM
2. ¥ [Configuration] --> [System Management Access] --> [SSH Server] -

3. #— "~ [Generate RSA Key] ###:#7 RSA » fi5#/~ " [Generate DSA Key] ##1#5V

DSA -
A #’Fﬁf %H) ~ [OK] 75 [Cancel] IJ’FTgF LRIV -
il 8-2

https:4/10.8.136 165

@ Are you sure you want to generate a new RSA key?

v ffi®] CLI gﬁl@?’?ﬁﬁ SSH filffy

FIFTIE SSH YR  FrE Y (% 4

i — FPTrE g R 2 7 SSH sl -

° %’,E'fﬁ%ﬁ%‘;‘w SSH (il - ﬁ%@,}gﬂ R

-> set /SP/services/ssh restart sshd action=true

v IR Web /i FEEETE SSH (AR

FIFTIEH SSH B > Fra sy 4 e

it — FFTTTE A = HIAE o SSH i -

LTS5 i IR I S0 T ILOM -
2. ¥V [Configuration] --> [System Management Access] --> [SSH Server] -

f§-[SSH Server] P =4 FEHHI ¥V [Restart SSH Server] -
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\

0] Web /i plﬁ ILOM a\[f,f'?'f‘ =i

AP 7] ILOM Web i1 » [l ILOM it

. ™ FEE > B9 L (DHCP) FIEBRIEI 1 1P ks o U s T 3 42042
EI[JQZE/[Iz}J%L”ET

[ED Fl Web )' l:L [ﬁﬂ—;ﬁﬂtﬁmniq
NN e p&ﬁéregj;ymﬁ’* ILOM | JF'EJTFILOM Web /i o1 e
3# 2V [Configuration] --> [Network] -

«p[Network Settings] FI1 > (& ﬁﬁfyl[ﬂ T Ee B S B AR S SRR AR Y MAC A e
fgl'wfﬁ"'f‘ i g0

7 ~ DHCP RLTIFASLS + (01 = RIS - [t 1P & b SRR s -

] Web 7 pEpielfef E’%P
VIERENS G R ILOM TR J[JS(lLOM Web /i e
#7V [Configuration] --> [Network] -

[Network Settings] ! E'lﬁl“?f'ﬁwg'
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83  [Network Settings] FIfi

| Syskmiormamn | SysemMomrig | Confgursten | UserManaewent | Remok Conrol | Waimerance |

J Systern Management Access | Alert Management | Metwark | Serial Port | Clock Settings | Syslog | SMTP Cliel

Network Settings

Yiew the MAC address and configure netw ork settings for the Service Processor from this page. DHCF isthe default mode, butyou can r
appropriate mode, then enter settings as needed.

MAC Address: 0014 4F1FABF2

Obtain an IP Address Auomailically G

{use DHCP}

Use the Following IP Address ®

IP Address: |129.148.9?.113

Subnet Mask: |255.255.255.0

Gateway: |129.148.9?.254
Save

(NSELIR

3. A ¢ [Network Settings] FIip A vt «
fo R ﬁ%iﬁ%‘?& 8-5 fiuFfV] -

#.8-5  [Network Settings] I

Al i

MAC Address ILOM pvy;png@ﬁu (MAC) i =i it « MAC 1 i
L TR, S SSPRRHRE S RS EORLE - [ o T AR
CMM 55« (I ETE (Forty 209 T g7k % BIOS [Setup]
%’,E-[fﬁﬂﬁiﬁﬁ ILOM fiy MAC b g

Obtain an IP Address - N HEERER 1 DHCP Vi IP i o

Automatically (use DHCP)

IP Address 57 ILOM fY IP b dib-o IP &b 4RI TCP/IP SRl — [l 2
FRAUIE—- EF o

Subnetmask 7 1LOM Ep?,‘i‘j/,f,j{ﬁ%ﬁﬂ&';ﬁﬁ%ﬁgﬁl o

Gateway 7 ILOM Ry 2V i -
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4. f— ™ [Save] » F%%E!HFF R
i [Save] [ - EEEBEETE DRI - AR IP ARDE G Y ILOM [
(= -
T ) Web I -

5. ffH#F 1P A AHEIFTT ¢ ILOM -

e — ) S AR R R [ BB R (R

~

v R Web fi [T IR
1. ] *'”Tilﬁ'lﬁ\/ﬁéltﬁ [’}}\g‘ ILOM Web /i
2. 3V [Configuration] --> [Serial Port] -
[Serial Port Settings] glp[%‘j el izpl -
i 8-4  [Serial Port Settings] FI"

Adr

Integrated Lights Out Manager

| | . | | oo ot ommenres

| | ;m_senum:mlmul_m_lmmul

Sarial Port Sattings

The intermal serial part s the conARCHCn between the Rt serss and he Service Processor st ollows o 5P Lser 10 access the host serial consale, The SF intemal serial port spesd must match the speed
o ine serial cansole port on the hast server, ohen refermed b a5 Serial port 9, SOMO, or isewisyS0. The extemal serial port s the DB-3 sensl port on the server, Typically, the intemal and external serial part
LOANECHIONS SHOUI fLIN BLTHE S47E S0e 40 10 H¥Nd Tiow CONTSl 188088 WheN CONAECHING 13The NoSt CONBOIE Mom the S x1ermal Benal Hor Semings will 1ake eMect10r sUbsSqUENE BEBBIONS COANEd aver he
werial port

Internal Serial Port

£ This mating s match the satting lor Sarial Borl 0, COM1 o AdsvityS0 on the host oparating systarn
Roual Rk W (¥
External Serial Port

Do R w00 [T

o Conirol none

Gave |

o

3. A 1 AT R o
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v {fi"] Web u[}@“f f SR
il

ETE;LFIE ﬂ]:llﬂ flal ILOM F IR - I:%'; £% 9600 & (g F | E ﬂ_ﬁ:u

L TIFERERSYEIE " ILOM T IITE ILOM Web /i -
2. ¥V [Configuration] --> [Serial Port] -

[Serial Port Settings] EJEW%?[%EHJH'&J °
3. & [Internal Serial Port Baud Rate] ™ 4= /& B[ 1307 Iflz F Sl ASEEE

Fﬁ&{u I B R IR O+ COML 7 /devittySO ffoigh atAfiy -

sk fif§ 4 e BIOS F[ /Uf:l%’éfﬂ ki ;c*‘, LA G ;l%@t 9600 fiz) I'| k5] EAFE%E’«
SRR AR A T
U] ILOM SRS 7762 447 » ILOM A IR0 1 STttt (9600 5~ BN [8
R i g 1 W R | )

4. f§-[External Serial Port Baud Rate] ™ =& B[ 12270 71“#2 f[ SIEIERE
j*‘Fg’;'iq‘:'J EJ":’T" ffilI 8 _Fpy RJ-45 f[ SlEASICES ﬁln

5.~ [Save] @RI+ o fgE - ™ [Cancel] [l fijfiv -

v {17 Web /i P HTTP 55 HTTPS Web 720

A BTN A - (50 Web [l i
ILOM %Eqﬁﬂ’:‘giﬂfuﬂﬁfu Web /7 PIfvE IV o HE PUrEEE
m & HTTP
m & HTTPS
m HTTP % HTTPS
m HTTPS » HTTP EIE*J;"I %ﬁé[ﬂj?u HTTPS
R HTTPS -
LMV E SR ILOM TR J?(lLOM Web /7 -
2. ¥V [Configuration] --> [System Management Access] --> [Web Server] -
[Web Server Settings] F! E-uﬁ[ﬁiﬂﬂglng& o
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85  [Web Server Settings] [I[“1

REFRESH | LOG OUT

Integrated Lights Out Manager

| ‘System Information | Systerm Monitoring ‘ Configuration l User Management. Lﬂ.émm!;umml J Maintenance ‘

J Systern Management Access | Alert Management | Metwork | Serial Port | Clock Settings | Sysloy | SMTP Client ‘ Falicy |

Wieh Server SNMP SEL Cerificate S5H Senver

Web Server Settings

Configure which types of web server access to allow, and the associated ports. HTTPS is the default. Ifboth HTTP and HTTPS are disabled, you lose access to the ILOM web interface.
To regain access, you mustlog into the CLI and enable HTTP or HTTPS access.

HTTP Webserver: [ Redirect HTTP Connection to HTTPS =]

HTTP Port: a0

HTTPS Webserver: [# Enapled

HTTPS Port: 443

Save |

3. IV HTTP % HTTPS Web {5 -
m TFTHTTP — f5 § S0 220 [Enabled] - (12
= [Redirect HTTP Connection to HTTPS] — HTTP ity | I #7 if] HTTPS -
= [Disabled] — Fdfl HTTP -
m I HTTPS — 330 [HTTPS Webserver] i [Enabled] £V 44 -
ST T HTTPS Web fiiif i -

ifEE — 5] HTTP FY3#2V [Redirect HTTP Connection to HTTPS] R (41" | HTTPS » ,‘-{ﬁ’
Mo FE 5 IV ILOM Web 7 o1 o F fel IRRLE 2V %fﬁjaj CLI /sp/services/http fY

/SP/services/https }‘F}ﬁ > Py 150 Fi EIEJ FfH) CLl TP{E‘J HTTP ﬁ“} HTTPS Web
IV ERR o

4. 47 [ HTTP 5 HTTPS Sl ukje -
5. -~ " [Save] - F%{L;EI[JFJ E3a
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r—T,f~5ﬁ?E‘ﬁfﬁ

Fﬁ ,OLFJ 4 I DN

|LO|V| LHEHEET E“E (IPMI) > GRS 7 5 7 Pl == 2l R 1
PP ggave FYJIFI %%E* Tif

R I KL

m 7161 FIfiv TIPMI fiiyfi |

m 57162 FIf9 TILOM = IPMI

m 37162 Fipy T{iH] IPMItool |

57163 FIfy T IPMI B

i
SR o

2y

m

m 37164 FIpY TIPMItool &y

IPMI ] /7

LS 1R T (1PMY A RIS 0 BT B S
s v;@{wﬂ WSS P S o g
(FRU) 4’?&: ,, %fl s AR EDT ~ SIER TR = ﬁ[ﬂ'(& (tu}ji[:iﬁkg_ ﬂaﬁf ;IF%}“
%@wf PP - 1PM @Wﬁaz%ﬁﬁ@ g
3 IPMI e il 7 PR FIJE;f?J ISR Y #ﬁb R[S - AR T FE"P“{ ﬁ
c” = ;'Tnﬁ*ﬁﬂﬁﬁk?ﬁ'p‘“ ﬁ*/’y Lp S 22 ES«‘ < F"I
E@F’ﬁ” i
ILOM =2 |IPMI v1.5 & v2.0 ﬁ'ﬁ °
R YR S IPMI R
http://www.intel.com/design/servers/ipmi/spec.htm

http://openipmi.sourceforge.net
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ILOM == IPMI

IPMI £ [ 2 2 JIJAEFHUT IPMI £¥5% agw@% e l;ciﬁf { (BMC)
4 G ﬂ$W@ww M'mnﬁﬂﬁﬁﬁWE?er$ T
= g SR ol iR 'E"“jﬁtﬁﬂf;tﬂ It il qFjé‘hﬁ
tih’lﬁijﬂﬁ% R ﬁbﬂﬁwﬁ~ G

B 258 O (SP) 5 IPMI v2.0 A1 - [ pi TN il
pJ IPMItooI ”'Ji{@;‘ ’m@}“, =TIV IPMI ﬁJHu =91 > (275 i Jﬁ;ILOM Web /i [ &

% IPMI* Htf B H P IPMI VLS F v2.0 ﬁlfkﬁﬁ’yﬁﬁ (IR Sy
pJ IPMI = ﬁ

EDE{]IPBAIUJOI

IPMItool L FEf ﬁ'r'FLi[f[ﬁFgJﬁ‘T?ﬂﬁa F /e (CLI) 22 P A - 7| ﬁ”ﬁ@f'f;' " IPMI
i pJf;#' IPMItool F *Ti%%-ﬁ’ﬁf fﬁg—,—wﬁEJIPMIﬁJ <o [P IPMItool 2t
F'J%@ ffz %{L'E@gﬂ]ﬁf p‘/ﬁ‘ LAN /7o %m IPMI ﬁl Wﬁuwﬁﬂﬁp i

IPMItooI

http://ipmitool.sourceforge.net/

S ] IPMItool = 5[ e
?f“’VF& TR 5 (SDR) 57 -

U e ) -

S AR [ g (SEL) 1)

T/“HJF[J 3&%%{'@#@?{% (FRU) ¥k ﬁ’l?ﬁ"% .

RV LAN il 25 -

IR R

el Fﬁ%ﬁ&ﬁ sl b= 2 ﬁrﬁ” IPMItool fi JF;EIQQ

http://ipmitool.sourceforge.net/manpage.html

162  Integrated Lights Out Manager 2.0 i E'Jiﬁﬁﬁq « 2007 =+ 10 F| 5 IS4 4 A


http://ipmitool.sourceforge.net/
http://ipmitool.sourceforge.net/manpage.html

IPMI £

ILOM L8 IPMI 1 { L Edh] CET) B o L B o it
[ - TR SATTSRI SP RGN e [ e kR A 42
MH%T%q (LB AR (CMM) 29 -

%ém z E[)ﬁ/l pl[ 2 [PMI #f Féﬁjwr‘gg-g B! RIS~ A o E lﬂja._l

a@» AR | ILO (1| PATAE IR » ST i P 4 1052

ILOM {55 o =9 » ILOM Tﬁu’* CETT P B B - f 2 E'#ﬁéi%ﬁ‘*

FL o bt | SRR S IPMI PET UL - wgﬁ FlE 442 IPMI PET 34

L U B B L -

EEE' IPMI PET . Eﬁ LY glf‘, \_q TR LU e > B quﬁpﬂlﬁlqsﬁ”ﬂ

%lp@*ﬁu o ILOM HfH puresss. gk > & HI " Minor i_fﬁ[%[@{pj%?

. Mlnor RSN IEIEYN SENE AL ITE NS X NaRN NIINEIS AR [ C a2 (a6
FOBETENE o 1] [

m Major — & & P Hi v, o EE B PEVZERE T E B PR
(o PRS2 B BEV R  [pl iE E: l'ﬂr‘

m Critical — & % I'| ™ i pug. 2 B RO g 1 R 2] - vk [phi

gt -

Down — (& % i 5] B AU [ o=

Disabled — f{f:"'[#5. - ILOM 7} %73:5 B L e

1/D3=-‘ e F‘TEEI%%— tfjgl“flal » BE ymf? p;ga’;*f%t;lﬁ“ . l’gl,aju‘?s[mj%fq S| gl[ b@r a ]E[j
R Y 134 H JJ " "] 1LOM Web /7 [z R A %

7137 FIf9 TR ILOM CLI LR 4RI -

ypﬁjmr?— PHRIPEREN 9 ILOM CLI 45 - %x%ﬁ‘r 137 FIpy TR I
PFI J CL' | IJ

ji



IPMItool g (Y]

SIS0 ] IPMItool [l - F @7l » 10.8.136.165 L ILOM [ IP & ki< 474
SRR £ e (L (R £ i BRRY E) BB TR

v g RS B H R iE

$ ipmitool -H 10.8.136.165 -I lanplus -U root -P changeme sdr

list

/ISYS/T_AMB | 24 degrees C | ok
/RFMO/FAN1_SPEED | 7110 RPM | ok
/RFMO/FAN2_SPEED | 5880 RPM | ok
/RFM1/FAN1_SPEED | 5880 RPM | ok
/IRFM1/FAN2_SPEED | 6360 RPM | ok
/RFM2/FAN1_SPEED | 5610 RPM | ok
/RFM2/FAN2_SPEED | 6510 RPM | ok
/RFM3/FAN1_SPEED | 6000 RPM | ok
IRFM3/FAN2_SPEED | 7110 RPM | ok
IRFM4/FAN1_SPEED | 6360 RPM | ok
IRFM4/FAN2_SPEED | 5610 RPM | ok
/RFM5/FAN1_SPEED | 5640 RPM | ok
/RFM5/FAN2_SPEED | 6510 RPM | ok
/RFM6/FAN1_SPEED | 6180 RPM | ok
/RFM6/FAN2_SPEED | 6000 RPM | ok
/REM7/FAN1_SPEED | 6330 RPM | ok
/IREM7/FAN2_SPEED | 6330 RPM | ok
/RFM8/FAN1_SPEED | 6510 RPM | ok
/RFM8/FAN2_SPEED | 5610 RPM | ok

e — 1 O T - RO T 163 [0 -
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M S e

$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
sensor get /SYS/T AMB

Locating sensor record...

Sensor 1D 1 ISYS/T_AMB (0x8)
Entity 1D 1 41.0

Sensor Type (Analog) : Temperature
Sensor Reading : 24 (+/- 0) degrees C
Status ok

Lower Non-Recoverable : 0.000

Lower Critical : 4.000

Lower Non-Critical : 10.000

Upper Non-Critical : 35.000

Upper Critical : 40.000

Upper Non-Recoverable : 45.000
Assertions Enabled  : Inc- lcr- Inr- unc+ ucr+ unr+

Deassertions Enabled : Inc- lcr- Inr- unc+ ucr+ unr+

TE[ 5= k& SE

v I%Jp[# B TH
$ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power on

EIE = R e

v = BT
$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power off



7 JEIE D A\ S SN I

v TR = R
$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power cycle

- _AInEE ol

v T mﬁ};&ﬁﬂg £
$ ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme
chassis power soft

v fi FRU OBl

$ipmitool -H 10.8.136.165 -v -I lanplus -U root -P changeme fru
print

FRU Device Description : Builtin FRU Device (ID 0)
Board Product : ASSY,ANDY,4SKT_PCI-E,BLADE
Board Serial : 0000000-7001

Board Part Number  : 501-7738-01

Board Extra : AXX_RevE_Blade

Product Manufacturer : SUN MICROSYSTEMS

Product Name : ILOM

FRU Device Description : /SYS (ID 4)
Chassis Type : Rack Mount Chassis

Chassis Part Number : 541-0251-05

Chassis Serial : 00:03:BA:CD:59:6F
Board Product - ASSY,ANDY,4SKT_PCI-E,BLADE
Board Serial : 0000000-7001

Board Part Number  : 501-7738-01
Board Extra : AXX_RevE_Blade

Product Manufacturer : SUN MICROSYSTEMS
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Product Name : SUN BLADE X8400 SERVER MODULE
Product Part Number : 602-0000-00

Product Serial : 0000000000

Product Extra : 080020ffffffffffffff0O003bafl5c5a

FRU Device Description : /PO (ID 5)
Product Manufacturer : ADVANCED MICRO DEVICES
Product Part Number : OF21

Product Version 12

FRU Device Description : /P0/DO (ID 6)

Product Manufacturer : MICRON TECHNOLOGY
Product Name : 1024MB DDR 400 (PC3200) ECC
Product Part Number : 18VDDF12872Y-40BD3

Product Version : 0300
Product Serial : D50209DA
Product Extra : 0190
Product Extra : 0400

FRU Device Description : /PO/D1 (ID 7)

Product Manufacturer : MICRON TECHNOLOGY
Product Name : 1024MB DDR 400 (PC3200) ECC
Product Part Number : 18VDDF12872Y-40BD3

Product Version : 0300
Product Serial : D50209DE
Product Extra : 0190
Product Extra : 0400
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v Agnpl IPMI —r?ﬁﬁlil*ﬁg‘%@«

$ ipmitool -H 10.8.136.165 -I lanplus -U root -P changeme sel
list

100 | Pre-Init Time-stamp | Power Unit #0x78 | State Deasserted

200 | Pre-Init Time-stamp | Power Supply #0xa2 | Predictive Failure Asserted
300 | Pre-Init Time-stamp | Power Supply #0xba | Predictive Failure Asserted
400 | Pre-Init Time-stamp | Power Supply #0xcO | Predictive Failure Asserted
500 | Pre-Init Time-stamp | Power Supply #0xb4 | Predictive Failure Asserted
600 | 04/05/2007 | 12:03:24 | Power Supply #0xa3 | Predictive Failure Deasserted
700 | 04/05/2007 | 12:03:25 | Power Supply #0xaa | Predictive Failure Deasserted
800 | 04/05/2007 | 12:03:25 | Power Supply #0xbc | Predictive Failure Deasserted
900 | 04/05/2007 | 12:03:26 | Power Supply #0xa2 | Predictive Failure Asserted
a00 | 04/05/2007 | 12:03:26 | Power Supply #0xa8 | Predictive Failure Deasserted
b00 | 04/05/2007 | 12:03:26 | Power Supply #0xb6 | Predictive Failure Deasserted
c00 | 04/05/2007 | 12:03:26 | Power Supply #0xbb | Predictive Failure Deasserted
d00 | 04/05/2007 | 12:03:26 | Power Supply #0xc2 | Predictive Failure Deasserted
€00 | 04/05/2007 | 12:03:27 | Power Supply #0xb0 | Predictive Failure Deasserted
f00 | 04/05/2007 | 12:03:27 | Power Supply #0xb5 | Predictive Failure Deasserted
1000 | 04/05/2007 | 12:03:27 | Power Supply #0xba | Predictive Failure Asserted
1100 | 04/05/2007 | 12:03:27 | Power Supply #0xcO | Predictive Failure Asserted
1200 | 04/05/2007 | 12:03:28 | Power Supply #0xa9 | Predictive Failure Deasserted
1300 | 04/05/2007 | 12:03:28 | Power Supply #0xae | Predictive Failure Deasserted
1400 | 04/05/2007 | 12:03:28 | Power Supply #0xb4 | Predictive Failure Asserted
1500 | 04/05/2007 | 12:03:28 | Power Supply #0xbe | Predictive Failure Deasserted
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ILOM < 5 Ff:smq{ﬁm ““IE'T% (SNMP) | > i* B[54 fe [‘Eﬁiﬁiﬁ'rﬁﬁﬂ SNMP
FLBAH S p gz
e a I Ay
m 7170 FIfiv TSNMP fiyfi |
m 37170 FIfiv TSNMP T (B30
m BY171 FIfY TSNMP RV
m BT 171 FIf9 THST A SNMP [V |
5y 172 Fif TRiH] CLIEFZR SNMP il "]
BT A72 FIfY TP ] CLI ST SNMP fji 7 | =5k

vy

= V172 Fip TR CLI S SNMP ™ | # =8
w JT 173 Fipy M) CLI IR SNMP - % j;ayFFJ
w V173 IV TRIE] CLI KT Jpﬁi/“ﬁr'gﬁﬂ SNMP - |
w ST173 Fipy T H] CLI = SNMP ki |

= IV L75 FIf TE) CLI R SNMP [ 1S

m 57176 FIfiY T fi"] Web ;IE'I’F&' SNMP i "' [ |

9y 176 FIfs it Web fi iRl SNMP it

» SYL78 FIAY T {IM] Web ﬁplfﬁﬁpﬁ“ﬁéﬂ SNMP fiit =5
s SY179 Frpy UM Web il SNMP U= T H =R

w 57180 FIpY T Web /i Jpﬁﬁfrﬁéﬁ SNMP wh-#% |

» J7180 FIfY TRIT] Web /7 ipiE SNMP ki

= HTI8L I TR Web /7 fEE SNMP [ 1

m 37181 FIfiy " SNMP #fj]
= 57182 FIfY TG ) SNMP F%}“J\L_J
w 57184 [Ipy T fii"] snmpget FY snmpwalk net-snmp ?ﬁﬂ?vf%?}?ﬁ
s 57185 FIfiv Tf{i*] snmpset F;??ﬂ‘— =

» 57185 FIfY 1" snmptrapd FUEM |

= R (B WO I (I i o WL
B M g 8 (R 7 -
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SNMP fiij /i

PATPAALEE IR (SNMP) 1 FEISS i e s » e i e e
(ﬂﬁf“éjﬁ%b _"H‘“[IEIF' | SNMP > riy“l*%étﬂ'(éi{vgp ﬂﬁﬁ'&“@ﬁ ,wﬁ/f ]a“{L_ ygj
T IH M kL$E = SNMP F”[* 'ﬂ{/[ B~ mEp Web _lfl qB_u}hF Tﬁ,n e

gl IQE SNMP;*FJ%HHEI” @“Eﬁﬁﬂ it (UDP) (9 1P 3% 7 @52 o 398 SNMP fi

3 'H w%ﬁgm \F“HJS*@L B f f g Hs o
ILOM ¥#2 SNMP 1~ 2¢ #1345 o (115" SNMP v3 i F= SNMP v1 A1 v2c RI %[99 2
M~ REFFDREAIE T o IR SNMP 3 -
SNIMP fL2 0 T RL B 5 PRFE SR R [ e i) SNMIP S4EL « (219 SNMP
E%‘ﬁj\?ﬂﬂ Q%Aﬁ P ERLIEE TR 17”1@{1@5 Lfl V(] net-SNMP =B ip=0
PURfR =
http://net-snmp.sourceforge.net/
e Fﬁ%ﬁ%’%‘“?[ﬁl“ SNMP?”F HEE P T I‘P*F’TI J S sy o
I*%‘ A ] [F,mgﬁ%ﬁx INTETEETE Iﬁ‘ll_:,f\qj_%lj\]ﬂj%i *@* Ih?#*ﬁllk%l R0
[E M ‘7[@[@(

Get

m GetNext

m GetResponse
m Set

m Trap

SNMP — [&H=

SNMP ﬁ’l “QZFQ,IW ”?x Flj‘ulff:

] vfﬁm& epr:p I‘M‘Fr‘ v[ﬁu '**riﬁ ]tﬁ‘k" }QL*‘ﬁilr‘gm %EJ , Elwg\%ﬁ@?gﬁﬂg.ﬁﬁg

= JETE'?T%{* AR (I ~ BAE 5 AR 4 SNMP AR PR
FIFRB S FIREEL (S (U ILOM 19 SP) fiughiafs «

TR (e 2 0 R PR R R T ST

%"J F[ JNESS ﬁgﬂ%ﬁjﬂ{ - lﬁ:?é_ﬁ#lﬁ 11‘% F”}q{'ﬁ\t;«ri SNLK;lP ;E%l!;j/\ 'j%‘_:ﬁlﬁ
*ﬁﬂl*%' AR lﬁ“{ig{“’@ﬁu A

SNMP [UEIR S S B (a1 ILOM P » [KIE) SNMP i
ﬁﬁﬁw”ﬂMﬁ%°%%@H#ﬂ%’@w¢£$%M%EﬂSMWHM%@w%
=L
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http://net-snmp.sourceforge.net/

RS (_’_ " =

SNMP P 14
SNMP 4 {1 5L 4 7 4 4L “rfﬁlﬂ%qa:[ (MIB) = MIB L~ fiffi ;ﬁs AR P RO
e B Aoy Sl o 2] ?}fglﬁ[ﬁi‘é‘.?wﬁﬂg*ﬂk FERDI ?FFE“ Ak o MIB &
SNMP I*EE?E “H gVﬂ“%"EIF [t i i Wéﬁ%ﬁAﬁW@E ' f*i‘%?“ﬁ
sy ¥ 5 I MIB 1 lgg,ﬁﬂ?@* MIB e SV BAHEE P~ ST e
?pﬁfﬁ;’;v o
5l SNMP MIB = ILOM #7(fi |
= SNMPv2 MIB (RFC1907) Fr AR F snmp HREE
» SNMP-FRAMEWORK-MIB (RFC2271.txt)
m SNMP-USER-BASED-MIB (RFC 2574)
n SNMP-MPD-MIB (RFC 2572)
m ENTITY-MIB (RFC2737) [i¥ entPhysicalTable
m SUN-PLATFORM-MIB

IF=MIB (5@ Al o A AR ey el cﬂf,”’TEJ TR A AT FUIE -
= SUN-ILOM-CONTROL-MIB

1= MIB [ SP Fy CMM JRlfil TN = B p o IV e ~ 7
m SUN-HW-TRAP-MIB

= MIB ¥ SP {iy CMM p’ﬁ:ﬁ@g ga@{l?gﬁl%gj/[gﬁq o
= SUN-ILOM-PET-MIB

I MIB [ SP it % (19 IPMI T ¢ SR (PET) - 11 ﬁrd PET [ivR1 %

Y r,%ifﬁ»ﬁjﬁ 131 FIpy FF%J%JE?%%‘FI oo

%}fﬁ 1 SNMP [5[H

[t 21|17 ILOM ] 15 (g 1] o 407 (i ’m;ﬁj s EL[ETE ILOM fif
iﬁ“ﬂﬁ%ﬂ P EARS W= W] S ﬁﬁgﬂfﬁj £ ?}%IF'JJL%?*FJTE‘ ”J

fEL E:"“&l%l[;‘%;j FEYHE - ILOM ‘:J/:T—‘EW g; ZTFI IPMI PET %:ﬂ .
S 7 SNMP [ -

ILOM L #2555l M [ 4 Epy IP Gk & SNMP A8 - ?ﬁ@@ﬁfrfﬁ'%'“"iﬁi?ﬁ
SNMP Bﬁﬁ#%,ﬂﬁﬁ}%j o

ILOM =ISE-Ld4E0" SNMP (R - S5 SNMP [P a2 = SNMP izljis" |
IE*L °

i
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jr F;[I/E g| L*r‘«JJ;\" s U‘C‘F"Iihl’qi Z‘HI’ﬁﬁ:’ .
. }LH,;, :Fi']{” MIB gflj e 2 SNMP F g1 -

SR lﬁ*ﬁjﬂﬁ”‘lﬂ EhE N

m [T ILOM I SNMP [ i3 2 (fiofiizpl (e

(ST P AT PRAE R - (AR FOR (s ) 161 1 SNMP Gicf
}Hngst“ﬁ“{ % 162 -

7] CLI T SNMP i

[EF TR ILOM jf’F’,?J i fi 1 (CLI) 57~ %’ﬂ%ﬁ‘/par SNMP {1 ™ [ H [=SRF - -

EJF% — 7t ILOM CLI f[i2 {55 > J[if (7] [Set Requests] » [[|57E iy SNMP #u(ﬂfg,tzp\%

v {fiF] CLI 579 SNMP il = [ =59
L PJAEEEISYBIET T ILOM CLL
2.\ AT SNMP V3 [ [ H =9 e Sl A

create /SP/services/snmp/users/username authenticationpassword=
password

v ffi®] CLI a\r}éﬁ SNMP {fi" | H =¥
LR S  ILOM CL -
2. %\ I SNMP v3 it | H = - %“%%**Wﬁ R

edit /SP/services/snmp/users/username authenticationpassword=
password

fp — i@g1 SNMP i "] ﬁﬁuxbg\fﬁﬂj‘ SNl AR RS o <4 4 L

authentlcatlonpassword il J[ﬁ
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v (%] CLI Y15 SNMP {17 | =5
L VEERES )P ¢ ILOM CLI -
2. T RIIFE SNMP V3 il I HIRBE » gt A

delete /SP/services/snmp/users/username

v (UH] CLI STy AR SNMP ik
L PJAEEEISpBIET T ILOM CLL
2. F RUET 0 SNMP v1jv2e R > ﬁ%%ﬁﬂ A

create /SP/services/snmp/communities/communityname

v {fi®] CLI f{]f= SNMP wt§%
L VJFRE B Sppi ¢ ILOM CL -

2. #BIFIE SNMP vIiv2e st s g £ -

delete /SP/services/snmp/communities/communityname
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LA e
AN SNMP = R IRTEE 5PV EUR R 1A -

#10-1  SNMP il " [ KSRV 145 ~ ﬁ'[gﬂlf@

[ i fif 5"5%@
/SP/services/snmp/ permissions ro|rw ro
communities/

communityname

/SP/services/snmp/users/ authenticationprotocol MD5 | SHA MD5

username authenticationpassword* <ﬂ"F[l,> (A.“’ﬂ"f[ﬁ)
permissions ro|rw ro
privacyprotocol none | DES none
privacypassword* <3"'E[l|> (’A&ﬂf[ﬁ)

/SP/services/snmp engineid = none <ﬂ"F[l|> (ﬁ“’ﬂ"fl&)
port = 161 <?_Z§V> 161
sets = enabled enabled|disabled disabled
vl = disabled enabled|disabled disabled
v2c = disabled enabled|disabled disabled
v3 = disabled enabled|disabled enabled

-

* I privacyprotocol 145 F| none I'|9Hfiuffi » [ 4 /fiEE privacypassword ¢
o ﬁ‘)["%E[irfT)ﬁlE'JﬁE\Jj » il authenticationpassword ({5 SNMP v3)

&g %’,E}G{%’fﬁj M| al [iv privacyprotocol #@RIL DES » [EF )T

-> set /SP/services/snmp/users/al privacyprotocol=DES
privacypassword=password authenticationprotocol=SHA
authenticationpassword=password

FEEET RS HRRUR R

-> set /SP/services/snmp/users/al privacyprotocol=DES

I'TFJH%t — [&fr I JA R SNMP ffl E'J?{@Bﬂﬁlﬁ?}ﬁﬁﬂﬁ% privacy #[! authentication JSJtLi o
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v {fi"] CLI il SNMP [ | IR
%gr IR SNMP [P @R = T
LG ILOM CLI -
2. 47 show f7y1 R B RO .
PR/

-> show

/SP/alertmgmt/rules/1

Targets:

Properties:
community or username = public
destination = 0.0.0.0
level = disable
snmp_version = 1

type = snmptrap
Commands :

cd
set
show

3. ;%*/SP/alertmgmt/rules/snmpEI%E°%§7‘R7ME513
-> ed /SP/alertmgmt/rules/snmp

4. EFERIE SNMP [V | HREe 951 (fEF 12 1 2] 15) » SREFEZHE I8 -

B
->cd 4

5. &I?Z*FJEIJE VR BT set i) R IR 1L -
o

-> set type=snmptrap level=critical destination=<I|Paddress>
snmp version=2c community or username=public

i

ST10 i RS REEBE 175



ff0 5] Web ﬁf&'lﬁ?{ﬂ SNMP fi™]H

+ AFINIR 17 ILOM Web 7 F172E SNMP i 7 | 4= i «

v {7 Web /i filiEf SNMP ]%t
AT S R SNMP
L VIR ESP IRt ILOM » I BT Web fi i -
AT VB ¢ ILOM i - 53 SNMP Rt -
2. #7V [Configuration] --> [System Management Access] --> [SNMP] -
[SNMP Settings] 117 HizlI -

i 10-1  [SNMP Settings] I

ABOUT REFRESH LOG OUT

Ro ar (ro 00144F1FABFY

Integrated Lights Out Manager

| Systemiformation | SystemMoritoring | Configuration | User Management  Remote Control  Mantenance |

J System Management Access | Alett Mahagement | Network | Setial Port | Clock Gettings | Syslog | SMTP Client |

Wieh Server ShIMP SSL Certificate

SNMP Settings

Manage SMMP users, communities, and access from this page. To permit access for Set Requests or v, v2c, or v3 protocols from SMMP users, check the box next to the appropriate
fuhetion

Port: [181

Set Requests: [~ Set Requests
™ w1 Protocal
™ w2e Protacol

¥ w2 Protocal
Save |

* Communities ¥ Users
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3. 7t [Port] = A g™ Sl TR -
4. EIVEER® [Set Requests] W?VH‘J«PFM‘V?S(E'JW@E'J [Set Requests]

i 7] [Set Requests] - F[J5¢ 1 SNMP %”’J[’fFF” ERIERE o

5. SEIVE)IV AT SNMP VL~ v2e §5 V3 ¢

SHE T

A e

iﬁﬁ%gfﬁfﬂ | SNMP v3 o [&i T FHIEo R v~ v2e ATV S £ o

6. ¥~ * [Save] -

LITFE - SR Fr R o BT AR PR SNMP LRS- DA 10-2 fli

i 10-2  SNMP wHHEE= {17

SNMP Communities

Add || Edit |[ Delete

i ity Name Permission |
o] private e

(& public ro

2 Backto top

Add || Edit || Delete |
User Name Authentication Protocol Permission Privacy Protocol |
| 780 MDS ro DES

2 Backto top
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v IR Web 7 [T RS AREEN SNMP i 7] =8

ﬁ?i&?’r’ﬁm IR RS AREH SNMP v3 {7 | =5 -

LOPPRCEESpEIE  ILOM » TR Web /i i -
(TR FRIEE  ILOM B » 37 SNMP [l 76 (7 | #50 -

2. #V [Configuration] --> [System Management Access] --> [SNMP] -
[SNMP Settings] F! E-lﬁlﬁﬁﬂﬂ%ﬁﬁ o

3. F— ™ [Users] iy [fi| ™ 8 = [SNMP Users] j& Hf -

4. §~ ™ [SNMP Users] i 1™ iy [Add] v [Edit] «
O 10-3 1 [A] S5 g [Edit] SIS BENET -
i 103 [Add SNMP User] fﬁfﬁfﬁji&

Ihttps://129.148.97.113 - Mozilla Firefox N =10 x|

Integrated Lights Out Manager

To grant an SMNMP user access to ILOM, enter the SNMP user account details here. Click
Save to add the user.

User Name: | |
Authentication Protocol:  [WDs =]
Authentication Password: I
Confirm Password: I
Permission: IE
Privacy Protocol: [oEs =]
Privacy Password: |

|

Confirm Password:

Save || Close |
| Dane [1zaissor1is & | @

5. 7 [User Name] & I b fliggs ™ ffim | &7 -
o PR St 35 [T o TR ST g

6. 7 [Authentication Protocol] ™ ¥ =75 HT 1 VL EI 5 (MDS]) i = i‘éiéiﬁrjﬁ
* ([SHA]) -
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10.
11

12.
13.

“ [Authentication Password] ¥ g /15 T «

BB (8 5 16 [ T AR RS o R -

it [Confirm Password] ¥ F g0 (1T ﬁ%ﬁﬂ R -

7t [Permission] ™ 4 =& G2 Vi ([ro]) FYATRE ([rw]) -
it [Privacy Protocol] ™ ¥ =& H1[1:E 3V [DES] F [None] -
it [Privacy Password] <& 4 pf rgg s

RAETERE A W (8 216 R o P ARBER AT TS

“ [Confirm Password] & J#f [[1F] «"%ﬂ‘ R
#— "~ [Save] -

0°] Web ;i SNMP 00 i<

A SRR SNMP V3 1%

. IJFI TES fjflﬁﬁ‘ ILOM > )FJ?VWeb;rp'l

(AT TR YL RO > 595 SNMP Bk -

IV [Configuration] --> [System Management Access] --> [SNMP] -

[SNMP Settings] F1 "1 {1 Fi-{5 7 -

- A N [Users] iy [ ™ 5= [SNMP Users] i&HT -

EEIVEIPBR[Y SNMP il 7| H I BE 2 -

. #— " [SNMP Users] i1 iy [Delete] -

F’T[ﬁ? (Igg= — ﬁ’[rewa:fﬁl{ﬂiﬁu o

- = [OK] HIF= R H =S -

5710 ﬁ'[ r}g] B

i
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v @BjmmbﬁﬁﬁﬁﬁwmwﬁﬂsNMPrﬁE
AL IR S35 SNMP V1 (5 vae i -
1. JHE *J/[]]ﬁ * ILOM > JFJ?VWeb Jr|}‘l
ST )RR VRIS (IRBATR > STy AiEE SNMP A -
2. IV [Configuration] --> [System Management Access] --> [SNMP] -
[SNMP Settings] Elflﬁ%‘[ﬁ? Ig. -
3. #— " [Communities] iﬁ_lﬁ’ﬁﬁ‘/[pﬁ fofi= [SNMP Communities] /& -
4. f~ * [SNMP Communities] /& #1 ™ iV [Add] #5 [Edit] £ -
[Add] £ [Edit] 2GR -
5. 7 [Community Name] fifh | g * w-fiEas 74 o
TR SR S ) 35 ([ o SN TR T B e
6. 7 [Permission] ™ i & HH € TViERE ([ro]) pvR T ([rw]) -
7. - "~ [Save] -

v ({7 Web /i ifIiE SNMP -
%F{r I ERMIE SNMP VL FY v2c ik
L VVEEES R Y ILOM > ‘)F'EJFFI'VWeb fifre
[EEfeEr JWFH@H B o PR SNMP A -
2. I [Configuration] --> [System Management Access] --> [SNMP] -
[SNMP Settings] F! E-;ﬁ[&ﬁgn@a .
3. #~ ™ [Communities] st 5 [y $5f7= [SNMP Communities] i§H1 -
4. ETVRIMIFEY SNMP wl il BE e -
5. #— * [Delete] -
PRI~ (Rt i -
6. §— " [OK] fiIF= % SNMP i -
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] Web /7 i) SNMP [T g
I SRR SNMP PR 032 2 0] 1
CPIFEEEI R ILOM BT Web £ -

(TR TSR FVREET ™ FRBARY » U SNMP [ 14t <
. ¥V [Configuration] --> [Alert Management] -

[Alert Settings] F1 1 BEIISET < F=FI i AR 1 ffEifof -

f§-[Actions] ™ $# 0 EHTp[1 - TV [Edlt]
[Create or Modify Alert] aafﬁ‘ﬁﬁhira%‘ g o

% Lhﬁfﬁf*miw,ﬁl s N R %Eﬂé?‘/% 5 [ -
-t [Type] M {E=F 1 22V [SNMP Trap] -

- 4FC SNMP [P IR 1P (o4~ SNMPOASE » 5250 i) €7 -
. ¥~ ™ [Save] » AP & # o

SNMP & {3

+ EI{TE[JFA'ITFZIE'J net-snmp v ILOM SP -5y SNMP [REIRE S iy 27y -

el Bl i’ |2 i i B Ry R I‘P*ﬁul"‘:ii Tw’vﬁ#fllgh“ fiY net - snmp
s (52N i b

http://net-snmp.sourceforge.net/

net-snmp “Af:jjgﬁé ILOM QQ?II%EIfJﬁ??J@i% MIB (SNMPv2-MIB ~ SNMP-
FRAMEWORK-MIB # ENTITY-MIB) - Sflu\iﬁj\ #i¥ SUN-PLATFORM-MIB.mib ~ SUN-
ILOM-CONTROL-MIB.mib ~ SUN- HW TRAP-MIB.mib #1 SUN-ILOM-PET-MIB.mib it
% 7”}{’—”]' Wﬁia'ﬁ net-snmp _ £'E Y MIB A iU f TER]1 - v[IETJEI SRR %ﬁﬁ
g

http://net-snmp.sourceforge.net/wiki/index.php/
TUT:Using and_loading MIBS

i
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http://net-snmp.sourceforge.net/wiki/index.php/
TUT:Using_and_loading_MIBS
http://net-snmp.sourceforge.net/wiki/index.php/
TUT:Using_and_loading_MIBS

v e SNMP F%wt

DI BRSPS CMM » SR S R = el SNMP 2
1 &7 NYER N F2E /SP/services/snmp fIE:

-> c¢d /SP/services/snmp
2. fii?ﬂ E4* o #7 show fﬁﬂf”ﬁ%ﬁfﬂ SNMP I%’Q‘—_ :

-> show

/SP/services/snmp

Targets:

communities
users

Properties:

engineid = none
port = 161

sets = disabled
vl = disabled
v2c = disabled
v3 = enabled

Commands :

cd
set
show

3. FH SNMP gt « fig :

m S IR vae F%’“Lt@ enabled :

-> set v2c=enabled
m SR UEFP’I —] sets I%Lt@ enabled :

-> gset sets= enabled
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4. G NS AR

-> show communities
/SP/services/snmp/communities
Targets:
public
Properties:
Commands :

cd
create
delete
show

5. G NI A As 2 R
-> show communities/public
/SP/services/snmp/communities/public
Targets:
Properties:
permission = ro
Commands :

cd
set
show

6. 47 NI - LI VA R ¢

-> create communities/private permission=rw

i

S0 PRSI

183



v fE[l H| snmpget ﬁ‘} snmpwalk net-snmp f‘ﬁ_ﬁﬁvfg

CLe

1. &7 snmpget ?F“rﬁj\}?vf%ﬁ%‘c?}?% o

AL

$ snmpget -v 2¢ -c public -m ALL <Sp_ip> sysObjectID.0
sysUpTime.0 sysLocation.O

SNMPv2-MIB::sysObjectID.0 =

OID:SUN-FIRE-SMI-MIB::sunBladeX8400ServerModule

SNMPv2-MIB::sysUpTime.0 = Timeticks: (17523) 0:02:55.23

SNMPv2-MIB::sysLocation.0 = STRING:

2. &7 snmpwalk fF""bJ s PISVHEH S TEEN R fij/ﬁ'%%'—g??* o

o

$ snmpwalk -v 2c¢ -c public -m ALL <Sp_ip> entPhysicalName

ENTITY-MIB::
ENTITY-MIB::
ENTITY-MIB:
ENTITY-MIB::
ENTITY-MIB::
ENTITY-MIB::
ENTITY-MIB::
ENTITY-MIB::

ENTITY-MIB:

entPhysicalName.1 = STRING:
entPhysicalName.2 = STRING:
:entPhysicalName.3 = STRING:
entPhysicalName.4 = STRING:
entPhysicalName.5 = STRING:
entPhysicalName.6 = STRING:
entPhysicalName.7 = STRING:
entPhysicalName.8 = STRING:

:entPhysicalName.9 = STRING:

ISYS

ISYSIOK2RM
ISYSISERVICE
ISYSIOK
ISYSILOCATE
ISYS/LOCATE_BTN
/SYSIPOWER_BTN
ISYSIT_AMB
ISYSIPO
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v {i"] snmpset I%?i—_g?*
® {7 snmpset ﬁ. HE?FEI%{FF['EJ'*FLFH
g

$ snmpset -v 2c¢ -c¢ private -m ALL <sp_ip> sysLocation.0 s
"<location>"

o
SNMPv2-MIB::sysLocation.0 = STRING: ILOM Dev Lab

v [{i"] snmptrapd £ [¥=H
® (" snmptrapd ?ﬁ—ﬁ[Jﬁﬂfﬁﬁﬂﬁ?¥% o
K

$ /usr/sbin/snmptrapd -m ALL -f -Lo

SNMP [i=[# #afy] -
2007-05-21 08:46:41 ban3c9sp4 [10.8.136.94]:
SNMPVv2-MIB::sysUpTime.0 = Timeticks: (1418) 0:00:14.18
SNMPv2-MIB::snmpTrapOID.0 = OID:
SUN-HW-TRAP-MIB::sunHwTrapPowerSupplyError
SUN-HW-TRAP-MIB::sunHwTrapSystemldentifier.0 = STRING:
SUN-HW-TRAP-MIB::sunHwTrapChassisld.0 = STRING:
ban6c4::0000000000 SUN-HW-TRAP-MIB::sunHwTrapProductName.0
= STRING:SUN-HW-TRAP-MIB::sunHwTrapComponentName.0 =
STRING:/PS3/FAN_ERR
SUN-HW-TRAP-MIB::sunHwTrapAdditionalinfo.0 = STRING: Predictive
Failure Asserted SUN-HW-TRAP-MIB::sunHwTrapAssocObjectld.0 =

OID:SNMPv2-SMI::zeroDotZero

i
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Start %9 [Start Redirection] i s I BERIVE FrEL o E?f{ 7R [Start
Redirection Redirection] -

Restart #70 [Restart Redirection] fi* i |FE=RTESERIOE BRI - 4EEFT
Redirection (i o F PSP PR T

Stop Redirection | ;%% [Stop Redirection] fi* = R i £ #rat fy]

%‘T%EH* E'Hﬁﬁ%?“ﬁ LfL I%I@EIFIMW F

3. 7 [Confirmation message] flto = [Yes] &5 (= > ﬁ‘/?}% " [No] Zvifj =
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v EER A B

iR -

= S ILOM A (s - AP - fhAess 202 Fi it ILOM
23

Web /i plfS‘“U

N

%}ﬂfu
SRS B A SR L PR 2 A A7 ik

1. 7 [ILOM Remote Console] lééffﬁ;'ﬂﬁhiﬂﬂl - Tl h== g

a. [~V [Devices] --> [Mouse] » ') |45’“ JEY fH =] 1{?&;[%‘?&#[
) (VR R -

b. 3V [Devices] --> [Keyboard] | Jfflﬂ' R %ﬂ%g%@?ﬁi{ﬂ
) (VR R -

v ISR R
AR -
m Sl ILOM jEbi = 4k “F Fuﬁwi INGEERR 2B 2 Fifiv TR ILOM

Web JIEI?VE*JIL M 3Bt wl” jfZLF,J o
L IR I BRI RS [ R
1. 7% [ILOM Remote Console] jﬁﬁ%fw[l » '~ " [Keyboard] fjrﬁ:% o
2. 7+ [Keyboard] firﬁi%ﬁl vﬁlﬁfgifﬁ{gm = - %ﬁﬂ;?@_ o

Auto-keybreak “’FV [Auto-keybreak Mode] fi' 7t & 4 N HERED i o NS - [
Mode o {7 PSR o TR AR UL OSER TIRE -
R I ] [Auto-keybreak Mode] -
Stateful Key AN IJF['?'[F[I BRfE g (Solaris Z* XSun ~ OSX) » rﬁﬁgﬁ/
Locking [Stateful Key Locking] -
[Stateful Key Locking] 5™ %5 %] = &1 4442 © Caps Lock ~ Num Lock
%p Scroll Lock -
Left Alt Key IV [Left Alt Key] [ /517 Alt SEpB Ei’%’ﬁrdﬁf
Right Alt Key oy [nght Alt Key] T 2 E UG T Al S ] ﬁ?ﬁﬁf
P AR ?%%L%‘é” B IFH%#FEJ:)J: IWH%J Te oo PEERECTH
#;I |ﬂ‘5’ AIt raph ARl IR
F10 IV F10 [' 2 7] F10 TPfes (- %8 % BIOS 1) -
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Control Alt 2V [Control Alt Delete] i’ {#52 Control-Alt-Delete H:% -
Delete
Control Space IV [Control Space] |i* €32 Control-Space -%[] - '] F D = B P
-
Caps Lock ;?ij}/ [Caps Lock] fi*€5: Caps Lock & » I'J ™ {4 = (¢ G
i o
|

v R R
R
m STk ILOM b= £ 03It - YAt - i BaY 202 1o ") ILOM
Web ;rf[fflf;wIL M 55 JFF ﬂfu °
m # kL Solaris *'] 7 rd—?%ﬁ SRS NIRRT EORTRL R AR
. i/['%\'?s[rgj ) EKF“E&"ET%JE , EJIJ,U\’;EIfgI,EIJ[F‘ﬂﬁJFJ‘Z o
n R TSI o R root MEEUE AT ILOM R f TR |
su to root
ppriv -s +file dac read pid javarconsole
m TR RN ST 208 FIfi T CD ARG CFE R (A -
I IR PR A 1S0 Mt -
1. % [ILOM Remote Console] %‘ﬁfﬁji‘?&ﬁ' » TV [Devices] Zp=
2. 7t [Devices] TIf=Fpl1 > T MR

T S R

I
CD-ROM 3230 [CD-ROM] [ | £ CD AEftf « 5& i 3 £ 4§ CD-ROM RikEHS
I 7 4 IR C B~ 4
Floppy sggy [Floppy] FIJ:E;‘FI %FH%{{EI [}—-— Haw:gl H i%mﬁ;{%@ﬁ;@*gﬁ:f%&
KL B s = s = B (il o R S -

CD-ROM Image |V [CD-ROM Image] fi'ffi&: CD-ROM Jfi it 4 57 | -1 ioiptie 47

F[Jl‘f’ E[’ o
Floppy Image 2V [Floppy Image] [i' i1 H6EH B i e 4 B2 | - i psats HL B | Hpoib ) o

$H5. — CD/DVD ;I%wﬁ' IR IRGERY o BT P CD-ROM Uiy Fir
:Ei[ﬂj CD-ROM 3
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HT — AL 5 CD/IDVD PR - k) CDIDVD 47 FFRBRIIORETRES -
%337V CD-ROM A R%AS -

?Eﬁ = DI (A0 1O Bed B - G 1SO BYGfEIRS 457  IERES RS 1L R
Sk RESEIV CD-ROM B fi -

TR RET — TS iph » R L R BT O il 7R RO ff =
SR N T 0 g R TR 1 SUBE
= it [Drive Selection] S ¥l - VIS S RERRESE  SRsE-  [OK] -
I
= 7t [File Open] fjﬁ,%ﬁ&ﬁl BB R M
) Bﬁéﬁt‘]& A PR lﬂﬂim ,*,;‘11:%,%{ ﬁ%ﬁi& “~ [Devices] --> [Save as Host

SRy - " [OK] -

AN ILOM s = 17
f P S (i A

@@F‘ IR ILOM w2 (- SRR

1. 7% [ILOM Remote Console] lééffﬁ;'ﬂﬁhiﬂﬂl » TV [Redirection] ZJj-

2. 7+ [Redirection] *ﬁ »%Hl » IV [Quit] -
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CD Al £l ==K 2]

Wi 12:2 (ORI IS0 K PYI0 OD KB Ei37
gi[fl Tjj F{ Bk ﬁh‘«ru T [ng'fllﬁfﬁ; fif] léﬁllp
#1222 (ji"] DVD KRR FPITRES HT b = 17 (=K
=4l RFE i BT £ DVD s = BT E R
1 b ?ZLFI’E“J*E “[J]SF?SFE*J it DVD S « f{ B laﬂfﬁf F R AR o 1T A5 A
#f ﬁ_ur} ﬂi‘“'? ! Mﬂ! ;‘if‘ +ILOM ffJ B R H 1 16 ILOM [py = B G2 40 0
[ DVD/REH EiFraEf| Fit
2 ff‘ﬁﬁff}j PL’ITE“ R w7 DVD S - FH (A R I 15 (1)
LRI H 1] m, BT FEEVE IR p& ,L = v g\s} Fooop i ur‘ t{&) Eﬁ? S
Elg’gﬁéfﬁl"ﬁ ) iE ’f‘ ElETHE F“l, [yt Ejlﬁ‘()_4 Ellﬁkr{ui&i 'iﬂk‘
@3: o ﬁﬁs Rl e i H wd 1E P il =
S SRR ISR }{ MERL TR -
BT
3 ﬁr_ﬁa; f, B A LEYE*JEJJE 77t DVD AEff - £3 t—é«%‘%ﬁ%(él RS - 12 AR ()
TR V& Jﬁ Tt gy = ) F‘ﬁ R L’fﬁ s [ IR R e S PR
- JIDER A‘E'F RS FHEL ?v'EPEJﬁ%E}H EaAEE T
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4 ﬁfE}E.}‘ZL’F | R “f%“éﬁﬁﬁ“'?ﬁ =01 3 M - =0 3 AR -
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5 ek 3‘1[ TEH ,E*Jﬁij“'w A fiﬁwﬁ* RPN - (g 1}1‘“%@*
AR VR T VIR PIFF = B 7 7 o S Rl B 7 7 ot St
6 fflie] ﬁ&[%\;l%ﬁ[ﬁj TrEsdi i =R 3 A - =R 3 A -
IZIF‘EFI % C
7 IE]“ AL wfﬁ ATVRER A FRESAESO I DVD Erpriyp ! FREHAI A1 DVD ErFrglfp !
(EE ?'[ﬂj“'lﬂr% {ﬁﬁilﬂr‘ﬂ‘ b PPN = TR SR R ek PR T = TRREH A
ISO Q;@?%E;Wﬁfjp@ RIER)) flﬁh_ﬁ%’ﬁﬁ’ﬂ P T FUTRERHEL © %%'Engﬁ;:?ﬂj\&&p@ﬁaﬁgn Rle
8 s R R BRSO -
i FA zﬁﬁ*aﬁﬁ {a’f« ag éﬂ? BT (R LFIIF“EHJH I ,f‘,'-‘ﬁ:»— B
RN R P fﬂ ’ F%fLﬁFJurj ’ F‘ﬂ 11 FREAE N st
|E§%“ I I’FU"' @;ﬁﬂ‘fé “}[” ﬂqﬁx“'{ifllﬁr FREVAH =R |
[pl= ’%‘;F‘ E'IJ r TR NE . AR [ TR NE
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ILOM f547 7 f1 12

MIT%«CN 7IJF’Z[ fj
n 5?209 FIpy TCLl ?‘gb[%@%
m 37214 Fipy TCLI ?F’, 4

CLI i

A A ILOM F5 6+ (P I 4 R 6 0 e (CLD) AR i -

1@ ijflJ/_Jgiﬁfﬂ@n | ISPl ‘HEIFIJEI)@ ik 'ﬁ%"ﬂ %E;m 2y JoMM/ BEERE !
o 3 EI E[J.E‘IFIUJ‘/\F’?E IﬂqBﬁ‘g .

nA1 EAFE A
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L T R S Y K R rT -
i - R T
M
= ,JFE IIEEE ¢ ﬁiﬁ”@?\/["“ﬂ/ .
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# A2 - ’ﬂ%ﬁ

S| L]

el F”T‘EJJJTVE s o help targets

Fﬁ'% CLI - exit

Y ILOM /719 ILOM 45 4 - version

;2;7? EJJ:’J = show /SP/clock

2 F’?E CLI ?F, ° show /SP/cli/commands
2h= H PHEY ILOM RS (B - show /SP/sessions

RE B P E RN - help

H Fﬁﬂi’vﬁ 'J&jﬁ f,prJg}Hat o help create

RI#r ILOM = BIOS ﬁ?J?E} 0 load -source tftp://newSPimage
7 ILOM Hi [ #I#EHT - show /SP/logs/event/list

2as IHIY

EAid| i

tﬁﬁ[liﬁ‘;iﬁlﬂjﬁ create /SP/users/userl password=password
role=administrator|operator

f—‘”ﬁ,ﬁ%?hﬁé}:@ﬂjﬂ delete /SP/users/userl

ﬁ@'ﬁliﬁ‘-}ﬁﬁ']ﬂﬁffﬁ@ set /SP/users/userl role=operator

ggﬁﬂ%%ﬁ'?ﬂi%@ﬂjﬂfmﬁ% show -display [targets|properties|alll
-level all /SP/users

F,{;TR*EJET% LDAP Fi!“i‘—_fl@{}‘?% show /SP/clients/ldap

@Rl LDAP F%“’t— set /SP/clients/ldap binddn=proxyuser

bindpw=proxyuserpassword
defaultrole=administrator|operator

ipaddress=ipaddress
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* A-4

A VTR R 4

i

¥4

i A T
P ILOM 5 ‘7'5‘,’1—4] (SR
AR P (1P )

3 \_'l‘[ ,Llﬁ

ﬁ gl = Pl TS [ o

*??FTJ/\‘?

@RI BT

Tl

B Ffdf 5 IF/[Ji‘E’ﬁﬁ'«FIfJE‘Y?*

AR = BRI -

I/FQ : [l—ﬁﬁﬁ RS E'::H# ’fi"\?
sk RO 0 ~ COML

g‘} /dev/ttySO I3t FHAT T

show /SP/network

set /SP/network pendingipaddress=ipaddress
pendingipdiscovery=dchp |static
pendingipgateway=ipgateway
pendingipnetmask=ipnetmask commitpending=true

show /SP/serial/external

set /SP/serial/external pendingspeed=integer
commitpending=true

show /SP/serial/host

set /SP/serial/host pendingspeed=integer
commitpending=true

M| 11
%EH *EJ‘IJ EN N A (24 % show /SP/alertmgmt/rules/1l...15
e I 15 ks

[l 1IPMI PET 85

FEIEl v3 SNMP [{ i

P

set /SP/alertmgmt/rules/1.
destination=ipaddress level=
down|critical|major |minor

.15 type=ipmipet

set /SP/alertmgmt/rules/l...15 type=snmptrap
snmp_version=3 comunity or username=username
destination=ipaddress level=
down|critical|major |minor

set /SP/alertmgmt/rules/l...15 type=email
destination=email_address level=
down|critical |major|minor

[ A ILOM § 97 fife s 211



212

Hoas AR IV

i

4

RETE [ HTTP ot

@RI HTTP %L > R ;y 5]
Z[ HTTPS pjgl PR TR

B HTTPS vyt

BRI HTTPS i

Y7 SSH DSA & i
L

show /SP/services/http

set /SP/services/http port=portnumber
secureredirect enabled|disabled
servicestate=enabled|disabled

show /SP/services/https

set /SP/services/https port=portnumber
servicestate=enabled|disabled

show /SP/services/ssh/keys/dsa

show /SP/services/ssh/keys/rsa

—v¥
5 SSH RSA £ 4

# A7 SNMP *FV"&J

i i

LA RS SNMP S fivgyFt o show /SP/services/snmp engineid=snmpengineid
’5{%' - SNMP Sif 5 port=snmpportnumber sets=enabled|disabled

3160 ] V3

4. SNMP fifiH]
g SNMP [l = [

Il SNMP {17

vl=enabled|disabled v2c=enabled|disabled
v3=enabled|disabled

show /SP/services/snmp/users

create /SP/services/snmp/users/snmpusername
authenticationpassword=password
authenticationprotocol=MD5 | SHA
permissions=rw|ro privacypassword=password
privacyprotocol=none |DES

delete /SP/services/snmp/users/snmpusername

%&TR?JEE SNMP 21| (jt:5) 7 show /SP/services/snmp/communities/public

e
P ] SNMP 20
e

fE- SNMP % B [k Fep |5 =
St

create /SP/services/snmp/communities/
public/comml

delete /SP/services/snmp/communities/
public/comml
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# A7 SNMP jf" &)

i fif
gﬁgiﬁéjf SNMP EJJ B (E:@Fj,) i+ show /SP/services/snmp/communities/private
Y

SIS 5 SNMP

create /SP/services/snmp/communities/

private/comm2

@SNMP ﬂ’ B [k B i P delete /SP/services/snmp/communities/
SRl private/comm2

* A8 R

] 11

R 9 A O B
122 5 2 S B Y BT
}ﬁf’?ﬁ’fi&*’)

i 1= B S A AT TR
il z))

gf%“: SRR
ES‘EWE“E%IHX A R
= ﬂ- F i

I [ 2 2 O
B (r ﬁ )
AR 2 B O
B (i)

start /SYS g\) start /CH

stop /SYS [¥ stop /CH
stop -f /SYSﬁ‘?stop -f /CH

reset /SYS g\) reset /CH

start /SP/console
stop /SP/console

stop -force [-f] /SP/console

A9 éfﬁi?“’t’?ﬁ 9

]

i

r%{ ILOM 42 51 NTP
(il T s [fil ¥
£t ILOM FJJ’ZQ‘?%’ E'jj NTP
(il 8 [l

s

set /SP/clients/ntp/server/l address=ntplPaddress

set /SP/clients/ntp/server/2 address=

ntplPaddress2
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CLI ?F,’%J )

J
ELiE rTg CLI 74y fo% v -

U= ed 454

ffoHl cdf'%p TR € P 2] o FJ FITHR cdigjgflﬁl)f‘ﬂn‘f ? jE A5 R E | H
VR[] 78 2 e

l'uj?‘ll F“’ FUE - TP ,E'Tg’ v -default K[ Rpos g o IE'
% %H I rjli[ﬁﬂi HIIE[JH‘E" ;7% help targets %A ?ﬂg[ﬁ”;ﬂ—b f
Ilffrs E' FWa?ﬁ

il

cd target

[-d|default] [-h|help]

A 1

PI ;d:" JH[F[J Il:[ rf‘i—? °

i ]

el £5% emmett AYMHIH[H - %[E}“ cd = /Sp/users > Jx!’] /SP/users
[lig¥ 3 FIP%E TREI$ = create ?F'

->cd /SP/users
-> create emmett

F;,IEE*EJ%{E rJ[Jd‘Eu %%‘1

->cd /SP/users

214  Integrated Lights Out Manager 2.0 ff EJJ%{}”F,E;J + 2007 F 10 | » (ST45%4 A



f@gjcreateiﬁﬁj

Ut create f4)7 E7E % 'E?JHII%%?”J# ° 7] create Jp T A IR TE - P

E R

il

create [options] target [propertyname=value]

I3

~

[-d|default] [-h|help]

U A

% A-10 create fﬁ*ﬁ A E Mg ﬁj@ﬁ'l@

ISR L fif 5‘5?&@
/SP/users/username password <JH> )
role administrator|jo operator
perator
/SP/services/snmp/communities permissions rojrw ro

/communityname

/SP/services/snmp/user/ authenticationprotocol MD5 MD5
username authenticationpassword  <5f{}> (@FF 1)
permissions rojrw ro
privacyprotocol none|DES DES
privacypassword <ﬂ"f[ > (& ﬂ D)
i

-> create /SP/users/susan role=administrator

Wi A ILOM $547 05 /i e
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"] delete ?FI—.&J

) setere f IR ST RIAOPIIE - Sl R aesece i) - 0]
3 “E ;—4‘7 4. ITJ‘ o

-script =-fl FI‘

il

delete [options] [-script] target

I3

~

[-f|force]l [-h|help] [-script]

F1As

# A-11  delete }‘F{»ﬁ fVE g

s g

/SP/users/username
/SP/services/snmp/communities/communityname

/SP/services/snmp/user/username

i 7]
-> delete /SP/users/susan

-> delete /SP/services/snmp/communities/public
7] exit #74
TEIE'J exit ?’ﬁﬁﬁ’ﬁ’é‘ﬂ— CLI pUBEFe (e -

il

exit [options]

I3

~

[-h|help]
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"] help #FI"&J

fli"] help jr“ [ RN FTH“, S RS PR E output terse ZIFIf{E
fiﬁi B H [y agi o fjliF] output verbose ZIFIg IR B3k ~ FIPHAIIEF EIJ}‘FI
L4y P [OEATY] < T {7 ] -output 7 > E'[Jﬁ“%l ?F“I AR TR VIRIEL -

j5t command targets ¢EHF B P'Jf' ik /SP K /SYS flIHIEE R E IS
%Fuﬁ&ﬁﬁﬂ [l F ELRLAR 7] j&f 5 VR IR -

TF’,”' command targets legal rf“ ’%’g@ﬁ%ﬂﬁﬁllﬁlm MEF -

Griles

help [options] command [targets]

g

I

[-h|help] [-output terse|verbosel

&

cd ~ create ~ delete ~ exit ~ help * load * reset * set » show *» start
stop * version

7]

-> help load

LToad {547 M1 DRAR F-fril T o g2 E A -
B3 : load -source URL [target]
-source : fﬁ%—_’Wrﬁﬁy:ﬂ(pJn‘ o

-> help -output verbose reset
reset ﬁ fiiy fFE]l ;QI%E e o

Py reset [-script] [target]

£

Fﬁ}fﬁ, ,JFIJH‘ “Jp,g[cuﬁ,
-script ¢ A ol Eg’ ri_/Fu P TRL WEMpEE S

[ffs#< A  ILOM fF’,?J Y 217



R
-> reset /SYS

Are you sure you want to reset /SYS (y/n)? y
Performing hard reset on /SYS

->reset

/SP Are you sure you want to reset /SP (y/n)? n

Command aborted. ->

"] load ?F[ _'&J

1171 Load §714) i~ ¥5F 2 (URI) 7 [ 5 KGR bl » 1 217 ILOM 2
£ - URI i S oo [ A - 9§ TFTP - [4F=URL 1) thpil
G - 0B SRR E 4 B4 P 2 A

s — G PR PSRy ILOM @JH1 BIOS -

il

load -source URI

\[tm

[-h|help] [-source]

=

B

-> load -source tftp://<ipaddress>/newmainimage

e
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fF ~ WL I A ILOM i - it FiEFJf“J F,—gsi FA SR
i@gjm&iﬁzbﬁ F[ ¥ 7:&(’33 iﬁ‘T o3 i = ILOM RS 4‘: Jﬂ’fi* ’,;JE Pl -
A A EIE ILOM VTS 2357 ILOM ik [ By 5

-> load -source tftp://archive/newmainimage
Are you sure you want to load the specified file (y/n)? y
File upload is complete.
Firmware image verification is complete.
Do you want to preserve the configuration (y/n)? n
Updating firmware in flash RAM:

Firmware update is complete.
ILOM will not be restarted with the new firmware.

("] reset fﬁ—,&]

IEIF' reset ?l E')I@FIJ}{J\FZ o ﬁ—qﬁfjﬁﬁﬂ [& FEI?T’;' I o 7] -seript
O lf-“ﬁfﬁL

i ~ reset 4 T AR BRI S

e

reset [options] target

~EE
==

=

[-h|help] [-script]
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F 1%

# A-12 reset ?‘F'rﬁ ERIE =

”EJ}JTE[;]:?

-> reset /SP

-> reset /SYS
-] set fﬁ—ﬁ
07 sett 45447 IR 1 -

il

set [options] [-default] target [propertyname=value]

SHE T}

= -fl

[-x examine] [-h help]
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U A

# A3 set f AV ER LA
A EulES fifi R
/SP/users/username password <ﬂ»’f|r,> ()
role administrator|operator operator
ISP/alertmgmt/rules testalert true ()
/SP/alertmgmt/rules/ community_or_username <3»‘F|q> public
rulename destination email_address (&)
(rulename = 1 %[ 15) level down|critical|major|minor )
snmp_version 1|2c|3 3
type email | ipmipet | snmptrap (&)
/SP/clock usentpserver enabled|disabled disabled
datetime day month date time year <3"'F|q>
/SP/services/http port - <§}Z§V> - 80
secureredirect enabled|disabled enabled
servicestate enabled|disabled disabled
/SP/services/https port_ <§}Z§p - 4?13
servicestate enabled|disabled disabled
/SP/services/snmp engineid < &R ErY > IP -
port <EL> _ 1?1
sets enabled|disabled disabled
vl enabled|disabled disabled
v2c enabled|disabled disabled
v3 enabled|disabled enabled
/SP/services/snmp/ permission ro [rw rw
communities/private
/SP/services/snmp/ permission ro jrw ro
communities/public
/SP/services/snmp/user authenticationprotocol MD5 MD5
fusername authenticationpassword <3"'F|q> (ZL“’EJ"’EH)
permissions rojrw ro
privacyprotocol none|DES DES
privacypassword <j»’f|r,> (& f“)
/SP/services/ssh generate_new_key_action true ()
generate_new_key_type rsajdsa (&)
restart_sshd_action enabled|dosabled enabled
state enabled|disabled enabled

i A

ILOM 54} i /i 15 %

221



% A-13  set ?’F’,»?JEIUE g . ’ﬁ’l\f}ﬂ'f@ (7&7)

gl e i T

/SP/services/sso state

/SP/users/username role administrator | operator ()
password <Ffl> =)

/SP/clients/ adminstate enabled | disabled disabled

activedirectory certfilestatus <Ifli> =)
cfguserrole <Fflp> (=)
getcertfile <ﬂ"f|i,> (=)
ipaddress <z fl > =)
port <Fil> =)
strictcertmode enabled | disabled disabled
timeout <WEHr> =)
name <Tfp> =)

/SP/clients/ name <if“> ()

activedirectory/

admingroups/n

Hilin &g 155

/SP/clients/ name <Ffl> ()

activedirectory/

opergroups/n

Hilin 155

/SP/clients/ domain <3»’f|r,> ()

activedirectory/

userdomains/n

Hinth 155

/SP/clients/ldap binddn <flr=]H ¢8> =)
bindpw <3"f|5> (=)
defaultrole administrator|operator operator
ipaddress <IP f#>|none =)
port <HELr> 389
searchbase <Fil> )
state enable|disabled disabled

/SP/clients/ntp/server/  address <|P > )

[1 | 2]

/SP/clients/radius defaultrole administrator|operator operator
ipaddress <IP i f>[none (=)
port <HL> 1812
secret <+"fl{>|none ()
state enable|disabled disabled
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*A13 set ff VLR ~ H AN GE)

A EullES fif fiadl
/SP/clients/smtp address <|IP fb > IP -
port <EL> 25
state enabled | disabled enabled
SP/clients/syslog destination_ipl <|IP fb > IP -
destination_ip2 <|IP f > IP -
/SP/network commitpending true (&)
ipaddress <IP b iF> IP 4
ipdiscovery <|IP fb > IP b 4
ipgateway <|IP > IP b 4
ipnetmask <IP b iF> IP 4
pendingipaddress <IP & #->|none ()
pendingdiscovery dhcpstatic dhcp
pendingipgateway <IP & #->|none ()
pendingipnetmask <’J\§'?'%ﬁ gﬁiﬂ P> 255.255.255.255
/SP/serial/external commitpending true (&)
flowcontrol none none
pendingspeed STl e 9600
speed STl e 9600
/SP/serial/host commitpending true (&)
pendingspeed <ﬁ§$ﬁfhp®$g§@> 9600
speed 9600
/sp/ system_identifier <3*F|q> )
/SP/ hostname <3»’F|5> sg?@ﬂ MAC i
HHELRLHE
]

-> set /SP/users/susan role=administrator

-> set /SP/clients/ldap state=enabled binddn=proxyuser bindpw=

ez24get

i A

ILOM 54} i /i 15 %
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"] show ?Fl 4]

[ show}‘ﬁ.J Hiat FTHJEI@E’W#I]?EFIJE’r%

[ dlsplay SEEEHCEETEES U FEE] o I (235 -display targets  [[[€
S BRI E R ORRE LR e I I }EL dlsplayﬁ][i [l 3 | 1
;‘/5’??]’ TP £ 7] I“WEI T GG S E Y Hi
fif °f/D%\LfF'[ -display all: E[[JKA“EM [P[%EJ: J[J lﬁrjﬁliffﬂ\ [IURRE EIJFQE‘
}“F‘IQ‘:EI@FU’ﬁ] R (/[I%f»jf"[ﬂ\‘: -display ¥ ,El » [IIl show }"F‘[ IJFU%EL'—:*{,TL/‘IHZ/[ fHF'
-display all-

-level EIf L showﬁ. OPERy > 0 Sl RIS -display #IRfVATE] ﬁ':&o;ﬁ

-level 1};,@—1 ilf’ni*"’r.ij/ P pﬁgﬁk P A 1 E'[JF‘T]E’{[HI PE AR IR
BT lpﬁgﬂ b[‘EEA<§’F,@_|1E[>g'HEI‘J€¥§4 YN IS EEEL -level all - FIlfH 14
%g_Lu tlE! xJFuH'&kﬂEI I/TFUF'?EJ Fibe o

il

show [options] [-display targets|properties|all] [-level
value|all] target [propertyname]

[-d|-display] [-e|examine] [-1]|levell]

U A 1
# A-14 show }Fﬂ prE 1A

I ik

/SYS

/SP

/SP/alertmgmt/rules/ community | username
rulename destination

(rulename = 1 Z|| 15) level

snmp_version
type
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# A-14 show }‘F[».AJ FIf s (e

gt Kol

/SP/clients/ adminstate

activedirectory certfilestatus
cfguserrole
getcertfile
ipaddress
port
strictcertmode
timeout

/SP/clients/ name

activedirectory/

admingroups/n

Hilin &g 155

/SP/clients/ name

activedirectory/

opergroups/n

Hilin &, 155

/SP/clients/ domain

activedirectory/

userdomains/n

Hilin 155

/SP/clients/ldap binddn
bindpw
defaultrole
ipaddress
port
searchbase
state

/SP/clients/ntp/server/[1]2] ipaddress

/SP/clock datetime
usentpserver

/SP/logs/event clear

fife< A  ILOM }”F“,?J SRR =
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# A-14 show }‘F[».AJ FeIf s (e

BT i

/SP/network ipaddress
ipdiscovery
ipgateway
ipnetmask
macaddress
pendingipaddress
pendingdiscovery
pendingipgateway
pendingipnetmask

/SP/serial/external flowcontrol
pendingspeed
speed

/SP/serial/host pendingspeed
speed

/SP/services/http port

secureredirect
servicestate

/SP/services/https port
servicestate

/SP/services/snmp engineid
port
sets
vl
v2c
v3

/SP/services/snmp/communities/private permissions
/SP/services/snmp/communities/public permissions

/SP/services/snmp/users/username password
role

/SP/services/ssh state

/SP/services/ssh/keys/dsa fingerprint
length
publickey

/SP/services/ssh/keys/rsa fingerprint

length
publickey
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# A-14 show }‘F[».AJ FIf s (e

IS EullES
/SP/services/sso state
/SP/sessions username
starttime
date
/SP/sessions/sessionid starttime
source
type
user
/SP/users/username role
password
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LI

-> show -display properties /SP/users/susan

/SP/users/susan
Properties:
role = Administrator
-> show /SP/clients -level 2
/SP/clients
Targets:
ldap
ntp
Properties:
Commands :
cd
show
/SP/clients/ldap
Targets:
Properties:
binddn = cn=Manager,dc=sun,dc=com
bindpw = secret
defaultrole = Operator
ipaddress = 129.144.97.180
port = 389
searchbase = ou=people,dc=sun,dc=com
state = disabled
Commands :
cd
show
/SP/clients/ntp
Targets:
server
Properties:
Commands :
cd
show
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"] start ?Fl _'&J
7] start §5 4 BT S TR B3 H7, o -

e

start [options] target

[-h|help] [-statel

F 1%

# A-15 start ?F[*?JEIUE g

I e
/SYS [y /CH ?ﬁh;;ﬁﬁ&&}*% (F'ﬁj??ﬁﬁgi) o
/SP/console T ﬂ’f‘,ﬂﬁﬁflfj} s
i

-> start /SP/console

-> start /SYS

=] stop f¢4]
7] stop ffi-4 it BRI E DA LA PO~ B2 i g poslise
stop ?F“r?] o f [aﬂ -script ZTER A A

il

stop [options] [-script] target

\[tg

=

[-f|force]l [-h|help]

AR [

Wi A ILOM $547 05 /i e
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F 1%

# A-16 stop }Fﬁbj pf 142

35 1y e

/SYS Fy /CH - LIRS R ’Zﬁ&?fmfﬁ LR PR o ([0
-force B B - AR il “J[{r‘{flf e o

/SP/console AP A T E B ] oA -

A ]

-> stop /SP/console

-> stop -force /SYS

"] version ?’F}?
07| version fF’["bJF 2= ILOM iy 4 %yt -

Griles

version

->version
version SP firmware version: 1.0.0
SP firmware build number: 4415

SP firmware date: Mon Mar 28 10:39:46 EST 2005

SP filesystem version: 0.1.9
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ffi#=B

GRS

Y

Distributed Management
Task
Force (DMTF)

IPMItool

Java™) Web Start /j&=" |
=4 (Java(™) Web Start
application)

OpenBoot(™) PROM
OpenlPMI

root

RSA i T
(RSA algorithm)

AT
as

\,rl . ,

1200 %% °
e ol DTMF
. @Y*fr*‘fk (ASF

| E”’g‘,iil IPMI%{E'EP FE Y HREZE o IPMItool fi'l *‘*ﬂt}'if&kﬂﬁ*/@, i AR
IPMIJJ £ o sk un[J}‘f VR SRR R (F U) &% - Eﬁa@‘« 7% (LAN)
E FFI lJ—r‘lﬁ}—Lfﬁﬂﬁ:U

- (R S

TR L S
TUJLE J%J;FQEIJ;FI:FL‘I}[E

(DMl ~ A z‘rg* 7] (CIM) ArEEs

et T

—~ F Web 'jEH R “TJ'T‘*J%E*“ o fji*] Java Web Start » #F[1 i~  Web A i)
EFEI*JV%F'HE o YN = ﬁf[lj\ﬁfﬁ; ’FE*JFI’JF‘E“J%E* » Java Web Start F‘ﬁﬁ&#ﬁ%
%E‘“/H“ﬁ TRV (SRR Ul I R B v T rﬁ;tplq.av

= P RIBTRT

TR ) AT 25 (POST) - i lspit = '%'?Wr' R
OpenBoot PROM 7 & SRV S¥RIAhiF » > @I (= =

_ f‘s‘;&.}ﬂ jf/\lﬁﬁ: < ﬁﬁl}i]ﬁﬁ?%é{ﬁ?@*h?l ) B EAI‘TIK-;;;J_'—H s IZI:F["TIF:—I}/TEI (IPM1) Elfl

- T

,i UNIX (e <25k ﬂgff&[’g,“ Hpu 7 (root) o Root filiH [ # ! (= [ Al iy
=1 ,V@B\L ’ 7%1 fl [ ﬁblj #sz@j

%ﬁ'ﬁ'“ HEVE P *fﬁ',ﬁ 1?” Windows

Server [F 25k F IJ**%;I I =]

['1 RSA Data Security, Inc. ff3Efu- %j'};’ﬁﬁ?j’ B PRSI B
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Telnet

Web il
Hd i

(web server)
ﬁ‘ 9

55
X Window Z5#
(X Window System)
X.509 &5

ﬁ

(X.509 certificate)

— =t
el

“eoNilEs (Ethernet)

—

— :E{.I
— E
<5l (subnet) 1?ﬂ[ﬁ‘ g TR R Fuﬁupﬂﬁﬁg IR = e R SR SR
'@FP’fﬁ,nffﬂ (IP) &b W‘ﬂ—ﬂ NES ?Zﬂ 55 > F j\%ﬁ[ Go ;ﬁg‘ggslﬂﬂﬁg
i Pt
LR R R SR PR gL o RS 82 (5
(RS {7 o AL TR HRE
FEE AR [

(subnet m

‘" Hi{F (minor event)
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L:r*' 4

f;:%ﬂ N Telnet |§B B

El

1 R e
(Gigabit Ethernet)

N
ask) (AR o 41
IR A R RAT -
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B R SEAS A  - f I BSRUS T
R = T [ -

e
g;ﬁx T

e S

*ﬁ‘ﬁ”lﬁlp' ?ﬁf{ f&*j&
DWF:}@ E B JL‘ﬁ S

TR lgmw@ Nl e R
£ HTTP/HTTPS KX Jujf%![ﬂ?lf ’“Jpljﬁﬁ&ffm%f

['l:«‘fflg—‘ﬁ\/“i#’
l JF VYRR - X509 {uuﬁguﬁ\_cp AI R Qéﬁﬂ'ﬁ'»ﬁd Epi5 Eﬁ~§-§ 9P iF
BRI (CA) PuReth &t -

Sl ] (e pe (=R Jﬁ H ] UNIX ) 7 5
R

e

— TR PIRE R IS (LAN) » Y FRRSGHT A sy el = A = R e

Kt | E&mﬁ@ %ga,wmm@ﬁu (CSMA/CD) ﬁgm,tt ﬁa, U

i FITVAE) E:{J (5 oy s IO IH* lﬁqm[ F' r il s*ﬂ 1/[1
Slogroskl (52%) - Tt iofepoa K%%Eﬁ ’

,7[45“"%%5[
ﬁ”‘:#ﬁlluﬁ

I”’

AR R Z 57 1000M 1 5% e

2 A
EI IJT {Ejéﬁ qF777J ’ ILI%%I 'i@@ﬁl%‘%[ [/F P |7E|L4|j_‘
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Uzt

S HE % (public key
encryption)  {fiH] &4 6 eﬁﬁ% *, T E f{ﬂ;; (l*ﬁFE) - R gl R ﬁ’
'E:'F' SN IS %'EJ@"F ﬂflfﬁflﬁll” E Rt Iclip gu
S e IL';I' TS RN ERIEIFI e R -‘fféﬁ

il

—
_IH

T AR TERg ]
(Cordinated Universal
Time, UTC) BRI - UTC S bi it s gl (GMT) - AR L (NTP) il
R ] UTC e [Pl o it bt -

= i (console) - sH P L [WASSARIE Ry 1A > 1T SREGHEL o 2 SEE SR
P AR % ] aws (2 BT -
2 (host) {3 E AR (IP) S UERI A EE R - (TN I - A AR
Ppﬁfl |ﬂj1aﬂf|ﬁj-ﬁ1ﬁp I IV
= I};\“f 7] (host name) -T‘ﬁi@"f -y F[ﬁ]—L&‘i%ﬁ,ﬁlJ o & 7 ﬂ‘ﬁ??fig%ﬁ ﬁ[‘;?r‘?ﬁ?,nﬁ’ﬂ (IP) b g0

= %%&Hﬂﬂf (host ID)  F [# S5 f[J5 ﬁ?é‘,j: $AY 32 ﬁ@; st (IP) A i ﬁ 53
P (proxy) = AR (Y APl [t S o et VPRl -

[RIEFLSY (agent) ﬂ terNﬁimg}mﬂ B[ TR TR R RO 2 R
i ST E] B AV [ YR e

I ﬁl%?,’}zﬁﬁ@ﬁ E3
(field-replaceable
unit, FRU) i 7t | IR B b -

f/)‘?‘}[ﬁ%Jﬁf‘,f%g[F%(XIR) (AR L PR 3 jﬁf“ glf%‘ﬁ .JEJ%E*F B(IRT %7;[ {;E A - XIR 1&1
ﬁfﬁ' Jie iﬁ *é“ﬂ&tflwm’,»_“ﬂ A « SR E T W
R TRLHIG Eﬂ?':%t IR ’%ﬁF{ ?E—:‘-*;%L[ﬂﬁﬂjﬁfﬁu@\ e o

quuﬂqﬂ# (Platform
Event Trap, PET) ?ﬁ‘ﬁ‘@ﬂﬁ% (B10S) qni[ra%}gﬁg G- FE IRV, o pET;:_ E%kj FIETEI

I
”'FF | (IPMI) F9 TR R 27 (SNMP) [ » ARt % [ [ o

I H g (Platform
vent Flltermg PEF) ﬁ@ﬁ%&a@l#ﬂ N2 EE =) o) Eﬂj‘iﬁ,?,\_¥aﬁl‘gﬂfj~ f’?[;&&;ﬁ]ﬁ o I %‘%Fj’ﬂ?ﬂi
(’Flg‘/;lr%—m’ﬁ Y H A -
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4 #5= % (local host)

A PR

(nonvolatile memory)

BT RO
(customer-replaceable
unit, CRU)

H] t’lifﬁﬂ (client)

BRI

(directory server)

-+ 2
[l A (parity)

£ [ (namespace)

G‘Wﬂﬂﬁ?ﬂ (access
control list, ACL)

%"= Shell (Secure Shell,
SSH)

F = 3p]P et (Secure
Sockets Layer, SSL)
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PR PR 51 BRI O B A o

R AR T i eV - A -

| ﬁﬁ@WW@”ﬁw:~ AR -

QR E P E R s et

’%FW@Nﬁ?mm_
o SUREEE LT R TR AR

l:l}'

&riﬁﬁw <V (LDAP) fl1 $R 1A

0 A S8 I 8 1 i PO
B VAR T

P 08 SR SV S~ 7 - VR~ 8
b R Y i T B R R e R

Tk [T B F IR VL (LDAP)E'%IJW‘%?%HI j’g@][ff&ﬁ@gﬁ%ﬁ ;ggu

- A PR e BN AR AR EPR AT £ HIRES IR £
e

RIS IR S5 Ty B4 | o SURRISGI - AR ] - 0 TH )
A Jﬁgﬁkip&ﬁ'%ﬂfﬁ*— ACL Il > 1570 P2 RERS ARG~ (R p[%[ﬁ[ﬂ :gflylﬁln

HEECEH 72 -

~ 7 UNIX shell BACA R E > 45 T4 2 pORRA T mbR Ak B 2 o
EEsi IS Al T
- A U RS R R RO - SSL iR~ *55*?

PR R > NI

}Z:fﬂijﬂgﬂ - —{%Ufl, H fﬁ?{[n}aﬁ AR H—?JgﬁH
T s

bl wgﬁf@p;ﬁ; SSL it Web [l ie = Web ™|* l‘flt' VY
ig’rjiriufz itz & (HTTPS) fii ] SSL -
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Eo=q
i

1)
(bits per second, bps)

b - (address)

b T

(address resolution)
o T L
(Address Resolution
Protocol, ARP)

(il A7 el (SMB) f2 &

(Server Message Block
(SMB) protocol)

ffi fi 1 N 18

(server certlflcate)

(real-time clockET?j

* = ﬁﬁfﬁﬁz[ﬁiﬁﬂ %
(fully qualified domain
name, FQDN)

)

(serial console)

{23V (cache)

éﬂ@ﬁﬁ%@ﬂﬁﬁ@o
TURSHEEI » BHREEE S

: 5 e up@
(|}J1/[I Mhost1.sun.com ; ) gglaun Hphsy BIEJJ
1168.124.34 -

e 1575 (DNS) 7
ﬁ'gg R ';;xygfngj 5 i tp%i ';1/[[

/E[fj*;ﬁf”;;:ﬁ B 5 {l'*ﬁ:f['ﬁgrﬂﬂ'?gﬁiﬁgﬁ’?VﬂﬁU (MAC) fib iﬂﬁ%ﬁf}ﬁj} i jll—fmg ;g,aj?\ o
"SRR 19 (IP) # EEERHERTRIE 4 (MAC 7 8 AR e -

P TRAERE EH R AR A WE’:‘EF FERFEE 15 o SMB fb R H ik iR A R
Y - AT 6 i *Hﬁwﬁﬁjﬁi’*r%ﬁ GRS
T%ﬂ - SMB {73 H‘“%ulri Windows == UNIX AR BN Sk - SMB
1’ El IBM =5t » B@ Microsoft Corp. {£d¥ o Mlcrosoftﬂ—jFSi/ fJL;I%F“ )
RN (Pt & ST (CIFS) | -

HAY I = 778 (HTTPS) fidl 7 B [hS &Rt Web TR [FEA UG - 1%

: =iy
p @ﬁmwwy&@m*wMarw

) S AR SR AT R AT A gl e o i -

AR WS VSRR £ 0 Bl Fwww.sun.com ; - FQDN &5~ {fi=
’fiﬁ*l lﬁF;é“ YA (www) bt‘?%ﬂﬁi@" £ (.com) AIZYZ el &7 (sun{ FQDN
i S5k ﬁﬂ‘ﬁ[ﬁl’%ﬁ”ﬁﬁ (IP) ik gt

SR = TS O IR PR R 4
T (e

s rii‘?f%“ﬁl’F@E eRHE A 0 3p]T
CPRIE SR LRI RV AR -
@}ﬁ%ﬂﬁw@%

AL e P R R

P fﬁpﬁjg\/ﬁ rll B - W I
%WH‘ ww%%?mﬁﬁﬁ
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o e
(Fast Ethernet)

—r1ﬁq| |<JF ql%&
(system event log, £EL)

[ ‘F;”fﬁ (firewall)

T =
I

Hi{F (event)

O R

(user name)

(IR

(user account)

i R
(User Datagram Protocol,
UDP)

M S 7% (user

identification, userid)

RIS
(user identification
number, UID number)

3£ (protocol)

TR PSR
(service processor, SP)
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[I%&HH[E{FI Hpu- fEdag FL\ FF;Epflg(q

[11 (S —r'da "ELJEIJ & IEIFI ?ﬁgjﬁ Eﬁ“g“" lJr:,t[‘—%‘\ ﬁgv—r'lﬁ 15y b IFUF' ?ﬁ?ﬂ%l E ;'q
IFUFI

i T tumrf%fﬁ”ﬂﬁ‘wkfg:iﬁﬁﬁ@mt;uop
wj~ﬁé%@*$PHHVﬁHWﬁL {IBS I R S
Fipl1 UDP H/ AR 7R 3 (SNMP) -

B E 10U VR Tl

£ 7 T UNIX —mﬁﬂlJﬁlﬁl“ RS R Sl e
AR A ST R

PR P R SN B AT

FET [l UID BT

r\v/%#%wﬁ r*Wvgwﬁw VS GRRR PR T B R

- e - *Mﬂw 8 PRI 2 P R R R
Seleth (SDR) 1 o Sabucay S ICINT o R = #ql%a (SEL) Pl AT e SP
ot RS D w*@ﬁﬁﬁfﬁﬁﬁ SP i I FARIVE (] e
A I <
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Poit B
(object identifier, OID)

[k 208
(direct memory access,
DMA)

I, =f1
Jo
F 4

(command-line interface,
CLI)

Fr

(major event)

Fl F%““ (reset)

FIFT) (reboot)
FI#rELp| (redirection)

i

’Fﬁﬁsﬁ%ﬁl (failover)
1%~ (kernel)

P TR

(root directory)
:FL_IEIFI@ i
(Desktop Management
Interface, DMI)

- JERCSEYE TR 2 IS ORI - 5 RS
4, P fif OID AL ﬂﬁl@%@g?ﬁ ri;{ﬁ[g;r}ﬂ'ﬁm_&rgm IF[1» OID g~ EII[EH@HH

I 70.128.45.12 | < ¥ fiThbI 157 VI E: (LDAP) H' > OID e~ TS
PR WP RIHIA TR -

e %'%EH.TEJEJHFI‘}{%’E‘%IE@@ﬁ%?"[ﬁ’ﬁg °

- FEYI S ﬁ‘,%?;fﬁﬁ'ﬁﬁﬁ’ﬁﬁﬁ_ﬁﬂ ﬁ‘ﬁj“ F'Jﬁ“‘;?ﬁ*ﬁ o

FTFFJ VIRFSIERL T By o= 78 R o
T R *?ﬁﬁ%ﬁw RS (2, -
E R Gt S S e H|ERRLE RIS -

}Hﬁ‘ﬁ&g:‘jgl',é[ w.m%f (i PR ﬂﬂwﬁ?‘/ﬁ‘ﬁj{‘ [F) PO

[
R+ [ BT R BRI AR R O PO S Z DL AR o

Fl J}[—Jﬁq%ﬁ K{r (S Jﬂlﬁ“lﬁ?fﬂ% e F&Ehfr{’\ﬁ% (=" %5 e ﬁ?j
%5* fot—" =k > IR lfF?;JJ

[E 3k (OS) Fufy-cffisy - HIAT RN HHE R FRH Y~ A 55
SRR -

SLREE 50 o T HL P VR g O R IR LR

B el o
(= FRA (08) » [T R (B (G EESH A ETAR - DMI 1 Distributed
Management Task Force (DMTF) 4—3“).

4B geGE 237



?"[ﬁ?ﬁﬁi‘ij{ (core file)

FURHE 5 (Message
Digest 5, MD5)

IS B
(Dynamic Host

Configuration Protocol,
DHCP)

15k 1885{5 (local area
network, LAN)

Bk [k (Basic
Input/Output System,
BIOS)

SRS R 1
(baseboard management
controller, BMC)

}Z##: (authorization)

SRR RINaEzs
(Universal Serial
Bus, USB)

I (port)

I

(port number)
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SR - I A G- 79 S5 - B1OS
% B IET O (ROM) fl1
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Ep T e AL
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FIES FIZ5 RS
(power-on self-test,
POST)

I A At
(boot loader)

P e s

(session time-out

iﬂﬁé} (firmware)

—_—
—_—
—_—

@lﬁﬁ‘ﬁjﬂf i/?l'ﬁ[%?n
T (Transmlssmn
Control Protocol/Internet
Protocol, TCP/IP)

a2 I (transmission
control block, TCB)

TN R S
(sensor data
record, SDR)

AR (node)

PR i
(Data Encryption
Standard, DES)

HEHIE (router)
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@Eﬁ (time-out)
g (gateway)

(power cycling)
§:Eﬁ;islr‘§ﬁ$ﬂ = ﬁiﬁ

(Preboot Execution
Environment, PXE)
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At 7% il (Domain
Name Server, DNS)

;[ﬁirﬁ& €778 5% (Domain
Name System, DNS)

ﬁ”[, /i1 (network
interface card, NIC)

Eﬂj 778 (Network
Tlme Protocol, NTP)

AR YR VIS
(Network Information
Service, NIS)

ﬁﬂ
(network management
station, NMS)

(network mask)

AfE R 5% (Network
File System, NFS)

(Internet Protocol, 1P)

APEEE 7L (IP) A
(Internet Protocol (IP)
address)

AP P
(Internet Control
Message Protocol,

ICMP)
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(remote system)

f@fﬁ}?@f‘lcpfpu (remote
procedure call, RPC)

SR AR
(Remote Management
and Control Protocol,

RMCP)
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WS (Privacy
Enhanced Mail, PEM)

SIS (enhanced
parallel port, EPP)

’?ﬂ‘@‘f[ﬁ” (wide area
network, WAN)

et W
(digital signature)

Bt B T
(Digital Signature
Algorithm, DSA)

1154 (schema)

£ 1 (hot swap)

£457 (hot plug)

FLE ] (man page)
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o

i (certificate)

IBEEARET A (Certificate
Authority, CA)

= (Operator)

WS AR
(Integrated Lights Out
Manager, ILOM)
BSUIEEHILET (Chassis
Monitoring

Module, CMM)

#H| £74 (Distinguished

Name, DN)

|
(in- l)and system
management)

Wir 9t (OOB) ik it
(out-of-band (OOB)
system management)

%TE‘T (bandwidth)

@< (baud rate)
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fi% =55 (file system)

ﬁpﬁ( lﬁ'lgi}ﬁ,j{
(File Transfer Protocol
FTP)

B b it (threshold)

%ﬂ% TR 7{%*{'[1}'—}
%{“’" (keyboard, video,
mouse, storage;

KVMS)

%’iﬂ%ﬂﬁbw Hig (KCS)
;r P ( eyboard
Controller Style (KCS)
interface)
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[T B E 1S TV
(LDAP) T3 #5
(Lightweight Dlrectory
Access Protocol (LDAP)
server)

AITRA F 1887 SV L
(Lightweight Directory
Access Protocol,
LDAP)
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LIZEUS e S
(Simple Mail Transfer
Protocol, SMTP)

EET?H V]'ﬁ, 2 %%ﬁ” -

(Simple Network
Management Protocol,

= (alert)

e g
(Alert Standard
Format, ASF)

=

AL (permissions)

I

E#5& (authentication)
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