Network Security Solutions AVL Allied Telesis

Implementing Network Access Control (NAC)

Tested Solution: Protecting your network with Symantec
Network Access Control (NAC) and Allied Telesis Switches

Today's networks increasingly require protection against attacks that originate from within the network. All too often these LAN-based
attacks are released accidentally onto a network when a naive or careless user connects a device infected with malicious software into the
LAN.To effectively defend against these internal threats, network administrators need secure LAN switches to inhibit network attacks, and
to control network access using Health and Security policies. These policies can ensure that only legitimate users access the network and
that the connecting devices conform to strict security requirements.
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Diagram I: Network Access Control

The intelligent way to manage Health and Security policies is to set the network to manage itself using a Network Access Control (NAC)
solution. NAC is a way of automating policy management on a network, allowing a network administrator to efficiently control network
access and manage network security. When a network is secured with a NAC solution, devices must successfully authenticate and conform
to the network’s security policy before they are allowed normal network access. If a device fails authentication or does not meet the
requirements of the security policy, the network can reject access, or grant only limited access until the device has taken remedial action.

There are a number of NAC solutions available in the marketplace. This tested solution focuses on how to secure your network using the

NAC solution offered by Symantec.

For further information about NAC technology, and the NAC features available on Allied Telesis switches, see
“Allied Telesis provides advanced edge security for enterprise networks”

available from http://www.alliedtelesis.com/resources/literature/literature.aspx?id=5
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This tested solution uses Allied Telesis switches in the following ways:

m An x900 Series switch and an AT-8600 Series switch are configured as Network Policy Enforcement Points at the edge of the network.
m An x900 switch is configured as both the RADIUS and DHCP server for the network.

m An x900 switch is configured as the Layer 3 switch at the heart of the network. It is configured with the Access Control Lists that determine
network access for authorized client PCs.

The Products section at end of this document lists the Allied Telesis products that support NAC solutions.

The Symantec Solution

The NAC solution offered by Symantec allows network administrators to automate policies to protect their network, such as ensuring that
legitimate users have client PCs with the:

m most recent security patches installed
| latest anti-malware scanners installed and updated

m host-based firewall enabled

This document explains how to configure a simple network protected by Symantec NAC.The connecting devices in the example network are PCs
using 802.1X authentication.VLAN identifiers are used to separate the PCs based on whether they conform to the network Health policies.

Symantec NAC requires Microsoft Windows server and client software. For a detailed list of compatible versions, visit Symantec online at http://
www.symantec.com/business/network-access-control

The following Symantec components are necessary in this solution:

Symantec Endpoint Protection Manager

This application runs on a Microsoft Windows server. It provides the interface used to configure the security policy for the network, and distributes
the policy to the other devices in the NAC system. Within the application, you can:

m configure a comprehensive set of information about the setup and security status of client devices
m display logs from the other devices in the system
m display charts and statistics relating to the security scans of client devices

Symantec LAN Enforcer

This component is available as either a dedicated 19" rack-mountable hardware device or a set of software that runs under Linux. In essence, the
LAN Enforcer is a RADIUS proxy that forwards authentication requests to a RADIUS server, and then alters the replies in order to implement the
NAC policy.

Symantec NAC Client Software

The Symantec NAC Client software on each client PC communicates with the Endpoint Protection Manager to determine whether the PC meets
the current requirements of the network. If a client PC fails this check, the NAC Client software can take remedial action.
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Building the Network

This tested solution uses the example network in Daigram 2.
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Diagram 2: example network

In this example network, the client PCs are connected to edge switches acting as Policy Enforcement Points (PEP). Clients that authenticate
successfully are assigned into either VLAN 10 (for policy compliant PCs) or VLAN 1| (for policy noncompliant PCs). Network access for
noncompliant PCs is limited using Access Control Lists (ACLs) on the Layer 3 switch at the centre of the network. The VLAN assignment is

controlled by the LAN Enforcer, which tells the edge switches which VLAN to assign each client to. The following figure shows how network access

is decided.
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When a PC first connects to the network, the connected edge switch sends an authentication request. The PC responds with the username and
password of the user. The switch forwards this to the LAN Enforcer (configured as the RADIUS server on the edge switch). The LAN Enforcer
checks with the RADIUS server that the username and password are correct.

If this check fails, the LAN Enforcer sets the network access for the PC as per the policy—in this example, the port is closed to the PC (an
alternative could be to direct the user to a guest VLAN which has restricted access).

If the PC passes this check, then it is allowed network access based on its identity and its conformance to the health and security policy (called the
“Host Integrity Policy” by Symantec). The Symantec client software on the PC checks this conformance with the Endpoint Protection Manager: If the
PC does not comply with the health and security policy, it is placed in the noncompliant VLAN, which in this example is set to allow only limited
network access. Giving the PC access to the network servers allows the Symantec Client software to download software updates to remedy the
compliance issue.

Once a PC passes the health and security checks the LAN Enforcer assigns the PC to the compliant VLAN, giving it user-appropriate network
access—in this example, full network access.

Steps to build the Network

To build this network, follow the configuration sections of this document summarized here:

m Configure the Layer 3 Switch on page 5
 Configure this switch with the two VLANs used for client PCs.
* Set the ports attached to the edge switches as tagged for VLAN [0 and | I.
* Create ACLs to limit access to the network for noncompliant PCs.

m Install the Symantec LAN Enforcer on page 6
* Enter the basic configuration details (advanced configuration is via the Endpoint Protection Manager).
» Connect the LAN Enforcer to the Layer 3 Switch.
* Add the connection details and password for the Endpoint Protection Manager.

m Install the Symantec Endpoint Protection Manager on page 7
» Connect the server to the Layer 3 switch.
* Install the Symantec software.
* Check that it can communicate with the LAN Enforcer.

m Configure the RADIUS and DHCP server on page 12
» Obtain a certificate for the switch using its local Certificate Authority.
* Enable the RADIUS server and enter the user details.
* Create the DHCP pools for compliant and noncompliant PCs.
* Enable the DHCP server.

m Configure the Symantec Endpoint Protection Manager on page |3
* Define the LAN Enforcer’s interactions with the edge switches.
* Add the details of the RADIUS server for the LAN Enforcer
* Create the Host Integrity Policy — this defines the system configuration required on a client PC.
* Define how the Endpoint Protection Manager interacts with client PCs.
* Create an installation package to download onto client PCs.

m Configure the edge switches on page 24
* Set the LAN Enforcer as the RADIUS server and set it as the authenticator for 802.1X requests.
* Create the compliant and noncompliant VLANS.
* Set the ports attached to client PCs as 802.1X authenticating ports.
* Set the port connected to the Layer 3 switch as non-authenticated and with VLAN tagging for VLANs 10 and | I.

m Install and configure the client PCs on page 25
* Enable 802.1X authentication on the PCs.
» Connect the PCs to the edge switches.
* From the Endpoint Protection Manager, find each PC on the network and install the Symantec Client software on them.
* Check the client status to confirm the installation is successful.
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Configure the Layer 3 Switch

This example configuration script is for a switch running the AlliedWare Plus™ Operating System.You can configure switches that run the
AlliedWare™ Operating System in a similar manner.

. . vlan database
Creates and enables the VLANs for compliant and noncompliant

: : vlan 10 name compliant
client devices

vlan 'l name noncompliant
vlan 10-11 state enable

Creates the ACLs that will restrict network access to the client

PCs. Compliant PCs (with an IP address in the 192.168.110.0 access-list 3001 permit ip 192.168.110.0/24 any
subnet) are allowed normal access to the network.

Noncompliant PCs (with an IP address in the 192.168.111.0 access-list 3002 permit ip 192.168.111.0/24 192.168.100.1/32
subnet) are allowed access ONLY to the servers. access-list 3003 permit ip 192.168.111.0/24 192.168.100.2/32

access-list 3004 permit ip 192.168.111.0/24 192.168.100.3/32

Allows all DHCP traffic. access-list 3005 permit udp any range 67 68 any range 67 68

Sets the switch to drop all traffic that does not match the other
ACLs. access-list 3006 deny ip any any

interface port!.0.10-1.0.24

Configures the ports to which the edge switches attach. These switchport

ports are tagged in VLANs |0 and | |, to accept traffic in both switchport mode trunk

the compliant and noncompliant VLANS. switchport trunk allowed vlan add 10-11
ip access-group 3001

The ACLs are applied to these ports, to control client traffic as ip access-group 3002

described above. ip access-group 3003

ip access-group 3004
ip access-group 3005
ip access-group 3006

Attaches a management IP address to the server VLAN (VLAN ). interface vian|
ip address 192.168.100.254/24

IP addresses are assigned to the client VLANS, so that this .
switch can Layer 3 switch traffic to and from those VLANE. interface vian 10
ip address 192.168.110.254/24

ip dhcp-relay server-address 192.168.100.3

DHCP relay is configured, to direct client DHCP requests to the interface vian| |
DHCP server at 192.168.100.3. ip address 192.168.111.254/24
ip dhcp-relay server-address 192.168.100.3
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Install the Symantec LAN Enforcer

In this section we will:

m enter the basic configuration details for the LAN Enforcer
m connect the LAN Enforcer to the Layer 3 Switch

m add the connection details for the Endpoint Protection Manager

Install the LAN Enforcer appliance, or the software-only version, using the installation guides provided by Symantec. Log into the LAN Enforcer
using the default username root and password Symantec. The first time that you log in, the LAN Enforcer prompts you for some basic
configuration information.You will need to specify:
I. The type of Symantec Enforcer appliance this is — enter L to specify that it is a LAN Enforcer
2. The host name of the LAN Enforcer — you can either enter a new hostname or leave this as the default name “Enforcer”.
3. A new root password for logging into the LAN Enforcer. Remote access is not enabled until you change the password. The new password
must contain one lowercase letter; one uppercase letter; one digit, and one symbol (for example: @1 | ielD~r0x).
4. A new admin password. The admin account is a lower-privilege user than the root.
5. The time zone to apply time zone rules.
6. The date and time.
7. The Network Interface Card (NIC) settings. In this example network, the command is:
configure interface set eth0 ip 192.168.100.1 subnet mask
255.255.255.0 gateway ip 192.168.10.254

You can now press any key to display a configuration summary. Press Q to complete the configuration.

Connect the Ethernet port of the LAN Enforcer to one of the VLANI ports of the Layer 3 switch, and then check that the connection is working
by pinging the switch.You should see successful ping responses:

Enforcer#

Enforcer# ping 192.168.100.254

PING 192.168.100.254 (192.168.100.254) 56(84) bytes of data.
64 bytes from 192.168.100.254: icmp_seq=0 ttI=64 time=4.32 ms
64 bytes from 192.168.100.254: icmp_seq=1 ttlI=64 time=14.0 ms
64 bytes from 192.168.100.254: icmp_seq=2 ttI=64 time=3.28 ms
64 bytes from 192.168.100.254: icmp_seq=3 ttI=64 time=15.0 ms

--- 192.168.100.254 ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 63ms

rtt min/avg/max/mdev = 3.282/9.172/15.074/5.395 ms, piper 2 ipglewma 21.173/6.479 ms
Enforcer# _

The LAN Enforcer does not operate in any meaningful way until it has received policy information and other instructions from the Endpoint
Protection Manager. So, an important step is to configure the LAN Enforcer with information on how to communicate with the Endpoint
Protection Manager. To do this:

I. Type configure to enter Configuration mode.

2. Enter the command spm ip 192.168.100.2 group symantecpolicys http 80 key |2Enforcer34
The group Symantecpolicys parameter creates a new group in the Endpoint Protection Manager under which you will find the LAN Enforcer.

The key parameter sets a password shared by the LAN Enforcer and the Endpoint Protection Manager. When you configure the Endpoint
Protection Manager later you will need to set the same password, in this example 12Enforcer34.

Once you have entered the command, the LAN Enforcer will then start trying to connect to the Endpoint Protection Manager. Of course, the
connection will not succeed until you have installed the Endpoint Protection Manager, but the LAN Enforcer will keep retrying the connection until
it finally succeeds.

This ends the configuration tasks you need to perform using the LAN Enforcer's command line interface.You will enter the rest of the LAN
Enforcer's configuration using the Management Console of the Endpoint Protection Manager.
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Install the Symantec Endpoint Protection Manager

In this section we will:
m install the software

m check communication with the LAN Enforcer

The Symantec Endpoint Protection Manager software requires a server running a compatible operating system. See Symantec online for an up to
date list at http://www.symantec.com/business/network-access-control

Before you can install the Symantec software, you will need to:
m check that the Microsoft Web Server (lIS) is installed on the PC

m connect the PC to the Layer 3 switch, so that the software has IP connectivity to the LAN Enforcer. The Symantec Endpoint Protection
Manager software does not control the IP address on the PC's NIC, so you will need to configure the NIC using the configuration interface
provided by the Windows Control Panel.

When you are ready, run the setup program to install the software. The setup program will ask you standard install questions (for example, which
directory to install the software into). Once the software is installed, the setup program automatically runs a Configuration Wizard. Some of the
configuration windows have important options that you will need to know how to configure:

I. The first window of the Configuration Wizard asks you to choose between Simple and Advanced configuration. Even though the Advanced
option is described as being for servers that will manage more than 100 clients, choose this option anyway, as it is the only option that will
enable you to specify a password for communication with the LAN Enforcer

@Management Server Configuration Wizard ;lglﬂ

=9 Welcome to the Management Server Configuration
' W ' Wizard

Pleasze zelect a configuration type.

" Simple

Select thiz option to configure a management server that
manages less than 100 clients and uses an embedded database.

Select this option to configure a management server that
manages more than 100 clients or if you want to customize the
configuration.

To continue, click Mext.

9 symantec.
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2. The next significant window is the one which asks you whether or not you are installing your first site. In this window, ensure
that you choose the default option (Install my first site):

OManagement Server Configuration Wizard = Il:llﬂ

JW \ What swould you like to da?
|

— % Install my first site (what iz a site?)

Installz & nevy site with & management server and a databaze
(For first-time users only).

™ Install an addtionsl management server to an existing site

Installz an additional management server that you can configure
for failover or load balancing.

€ Inztall an additional ste

Installz & management server and a database for replication.

To continue, click Mext.

9 symantec.

| =Back “ Bext = I | Cancel

3. In the window that requests a server name and TCP ports, enter a suitable name, and leave the port numbers at the defaults.

Management Server Configuration Wizard - =] x|
V- Specify the server name, port number weh consaole part, and data folder
[ W | for the management server you vwant to install or configure.
Server name: |symantecpolicys |
Server port: |8443 |
Wb console port: |9I39III |
Server data folder: |C:1Program FiIes‘Symarﬂec\Syman| | Browse... |
’ symantec.
= Back ” Mext = ] | Cancel
Allied Telesis Page 8 www.alliedtelesis.com
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4. In the Create encryption password window, you must enter the same password that you entered into the LAN Enforcer as the key
parameter in the command used to configure the connection to the Endpoint Protection Manager:
spm ip 192.168.100.2 group symantecpolicys http 80 key |2Enforcer34
It is important that this is exactly the same, otherwise the LAN Enforcer and the Endpoint Protection Manager will not be able to
communicate with one another.

@Management Server Configuration Wizard i ;lﬂlﬂ

" — The management server and client computers encreypt the data they send
I: @ :I each ather. You will need to create an encryption password below and enter
o, o it inthe evert of disaster recovery.

Create encryption passward: |********** |

Confirm encryption passwaord: |******m* |

9 symantec.

= Back I” Mext = I] | Cancel

5. In the window that creates the system administrator account, you do not need to enter an email address if you don't want to.

@Management Server Configuration Wizard i ;lﬂlﬂ

" — Create a system administrator account. The password will be reguired to
I: @ :I log on ta the management conzole. This passwaord will be required if you
i in=tall optional Enforcer appliances .

Us=er natne: |admin

| |x*x*x*x*x*

Confirm password: |**********|

Etnail address: |

9 symantec.

= Back ” et = ] | Cancel
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6. In the final window of the configuration wizard, choose not to run the Migration and Deployment Wizard.

@Management Server Configuration Wizard |

= Management Server Configuration Wizard Completed

L w | Thiz management server has been successfully configured.

Mote that installing Symantec Endpoint Protection Manager does not install the
Symantec Endpoint Protection client on thiz computer, You should alsa install

the Symantec Endpoint Protection client.

The Migration and Deployment Wizard will walk you through the steps to
migrate from previous versions of Symantec Antivirus. | wil alzo assist in
deploying the client softvware, whether vou are migrating or not.

You can run this wizard at a lster time by selecting i from the Start

MEenu.

Do you weant to run the Migration and Deployment YWizard now?

[ ¥es
% ol

, symantec.

=101 %]

Cancel |
= |

At this point, the installation of the Symantec Endpoint Protection Manager is complete. Right now, it is worth checking that the
Endpoint Protection Manager is successfully communicating with the LAN Enforcer

I. Log in to the Endpoint Protection Manager (the login screen is automatically presented to you after you have completed the
Configuration Wizard).

2. From the menu of icons down the Left-hand side of the screen, choose Admin.

3. From the menu near the bottom left of the screen, choose Servers.

4. The View Servers pane will show a tree that displays the servers that the Symantec Endpoint Protection Manager is aware
of. Check in this tree for an Enforcer group whose name is the same as the value you entered for the group parameter on
the LAN Enforcer in the command:
spm ip 192.168.100.2 group symantecpolicys http 80 key |2Enforcer34
Check that within that Enforcer Group there is an Enforcer server.

Allied Telesis
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W §E2

Monitors

Policies:

d

lierts

cmir

®5ymantec Endpoint Protection Manager Console |

()’ Symantec™ Endpoint Protection Manager

View Servers
S Servers

é‘ a@a Laocal Site (Site symantecpolic

S symartecpolicys
% localhost

symantecpolicys

L a Enforcer

@

Administrators

¥ & Servers

You can manage all sites and servers from this tab. Below are terms used in
managing sites and servers

Site

A site consists of one of more management servers, one database (Microsoft SQL
Server or the embedded database) and, optionally, one or more enforcers typically
located together at the same business location. The site to which you log on is the
Local 3ite, and you can modify it directly. Any site other than the Local Site is
referred to as a Remote Site

Management Server

The computer on which the Symantec Endpoint Protection Manager software is
installed. From the management server, policies can be created and assigned to
different organizational groups. Also, monitoring, reporting, logging, alerting, and
other anagernent tasks can be performed. Multiple management servers at a single
site provide failower and load balancing capabilities

Database Server

The database used by Symantec Endnoint Protection Manager. There is one

=10l

Refresh | About | Helg | Log Of

-

=

Domains

Servers

Install Packages

uly 2, 2003 11:51:25 AM MIST: Livellpdate failed. [Ste: Site symantecpolicys] [Server: symantecpoli

uly 2, 2008 11:51:25 AM MZST: LUALL EXE finished running. [Ste: Ste symantecpolicys] [Server: sy

L 44:84-74 W4 BITET: L iviml oclod refrmrmAL v, v e, v Db ek — 4 T,

uly 2, 2008 11:51:24 AWM MIST: LiveUpdate will start next on VWednesday, July 2, 2008 3:51:24 PM»NSE‘

‘ |

-

Similarly, the LAN Enforcer should report that it is in contact with the Endpoint Protection Manager. Entering the command show status on the
LAN Enforcer command line should provide an an output similar to the following (in particular; there should be a YES beside Policy Manager

Connected) :

Enforcer#: show status#
Enforcer Status: ONLINE

Policy Manager Connected:YES

Policy Manager: 192.168.100.2 HTTP 80
Packets Received: 0
Packets Transmitted: 0
Packet Receive Failed: 0
Packet Transfer Failed: 0

Enforcer Health: EXCELLENT
Enforcer Uptime: 0 days 01:10:55

It is vital that the LAN Enforcer and the Endpoint Protection Manager establish successful communication with each other. If the Endpoint
Protection Manager and the LAN Enforcer are not reporting that they are in contact with each other then:

m Check that they have IP connectivity to each other, by testing that each one can ping the other.

m Re-enter the spm ip 192.168.100.2 group symantecpolicys http 80 key |2Enforcer34 command, paying special attention to the IP
address, TCP port number; and key string.

m Shut down the Symantec Endpoint Protection Manager and start it up again.

If they still cannot communicate, then you may need to re-install the Endpoint Protection Manager.

Allied Telesis
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Configure the RADIUS and DHCP server

In this tested solution, the RADIUS and DHCP server is an X900 switch using the local RADIUS and DHCP server features available with the

AlliedWare Plus™ Operating System.

The RADIUS server must be configured to accept requests from the LAN Enforcer; as the LAN Enforcer's proxy function will cause it to appear to

the RADIUS server as a NAS.

Sets the local Certificate Authority (CA) to be the source of

certificates for RADIUS.

Obtains a certificate from the local CA.

Enables the local RADIUS server.

Configures the server to accept requests from the LAN
Enforcer The parameter key |2Radius34 sets the “Shared
Secret” between this server and the LAN Enforcer.

Adds users to the RADIUS server’s user database.

Attaches a management IP address to the switch.

Creates the DHCP pool for client PCs that the Endpoint

Protection Manager deems compliant. These PCs are allocated
an IP address in the range 192.168.110.1 — 192.168.110.200..

Creates the DHCP pool for client PCs that the Endpoint

Protection Manager deems compliant. These PCs are allocated
an IP address in the range 192.168.110.1 — 192.168.110.200..

Enables the DHCP server on the switch.

Allied Telesis
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crypto pki trustpoint local

crypto pki enroll local

radius-server local
server enable

nas 192.168.100.1 key I2Radius34

user joebloggs password ¥k
user acitizen password ### sk
user alansmithee password ####iciiiek

interface vian|
ip address 192.168.100.3/24

ip dhcp pool NAC-compliant
network 192.168.110.0 255.255.255.0
range 192.168.110.1 192.168.110.200
dns-server 192.168.100.1
default-router 192.168.110.254

lease | ||

subnet-mask 255.255.255.0

ip dhcp pool NAC-noncompliant
network 192.168.111.0 255.255.255.0
range 192.168.111.1 192.168.111.200
dns-server 192.168.100. |
default-router 192.168.111.254

lease | | |

subnet-mask 255.255.255.0

service dhcp-server
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Configure the Symantec Endpoint Protection Manager

The Symantec Endpoint Protection Manager is highly configurable, and has numerous options to control all manner of aspects of the Network
Access Control system. In this tested solution we configure a subset of the Endpoint Protection Manager functionality to create a small working

system.

We will configure the:

m Switch Policy options

This defines the LAN Enforcer's interactions with the edge switches.

= RADIUS server options
This adds the details of the RADIUS server to the LAN Enforcer.

m Host Integrity Policy requirements
This defines the system configuration required on a client PC.

m Client settings

This defines how the Endpoint Protection Manager interacts with client PCs.

m Install Package

This creates an installation package to download onto client PCs.

Switch Policy options

The Switch Policy options define how the LAN Enforcer interacts with each edge switch. The Endpoint Protection Manager sends this
configuration to the LAN Enforcer, so that it can correctly enforce the NAC policy using the RADIUS protocol.

The Switch Policy options are configured under the Enforcer Group Properties. You will need to add each edge switch separately. To do this:

I. Navigate to the Enforcer Group Properties — from the menu of icons down the Left-hand side of the screen, choose Admin; then from
the menu near the bottom left of the screen, choose Servers. In the View Servers pane, highlight the Enforcer Group, this will cause a
relevant set of links appear in the Tasks area in the lower left pane. Click on the Edit Group Properties task. This will pop up a dialog box

containing 5 tabs.

View Servers
8 Servers
é— 5@3 Local Site (Site symantecpolic

8 symantecpoicys
% locahost

Eﬁ symantecpolicys
L 3 Entarcer

Tasks
@ Ediit Group Properties
* Delete Group
@ Export Group Propetties
] Impart Group Propertiss

Symantec Endpoint Protection Manager Console.

»

Administrators

Domains

Servers

Install Packages

) Symantec™ Endpoint Protection Manager

'.Eﬁ Management Server

=151

Refresh | About | Help | Log Of

Marme: symantecpolicys
Description:
(@ symantecpnicys settings ]
General ] RADIUS Server Group | Switch [nd\ranced | Log Settings |
Switch Policy
Enable | Mame |  Model | IP Address List

Add....

2 Add a switch by selecting the Switch tab in the Dialog and then clicking the Add button. This pops up another dialog with four tabs that you

will need to complete.

Allied Telesis
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3. In the Basic Information tab, enter the shared secret that you want between the edge switch and the LAN Enforcer — you
must enter this password on the edge switch later, as the key value in the command radius-server host 192.168.100.1

key 12PEPSecret34.

In the Switch Model field, it is important that you set this to Allied Telesis, or if your software version does not have that
option, one of Foundry, HF or Nortel. This sets the LAN Enforcer to send the dynamic VLAN information in RADIUS Accept

messages in a format that the Allied Telesis switches can recognise.

{]T[}Symantec Endpoint Protection Manager Console

L’@) Symantec™ Endpoint Protection Manager

msymantecpulicys Settings

| View Server

INEIE

%]

{!‘I?}Edit Switch Policy for X600_clients

Basic Information | Switch Address | VLAN | Action |

8 s | General ] RADIUS Server Group ] Switch [Ad\ranced l Log Settings ]
& B oo | | Switch Policy
S| | Fnane | Namep | Mool | IDAddrece lict | !

Swvitch policy name: Switch model:

|}(EDD_cIientS "-IP Procurve Series

Shared secret: Foundry Metworks

|MMMM*M

HF Procurve Series
Mottel BayStack Series

RADIUS server group:
e _Test

Cizco Aironet Series
Aruba Switches

1=
(F e Airespace Wireless Controller f
* D& ¥ Forward protocols besides EAP Martel Yireless
E il Enterasys wireless controller [~]
% m

Ok H Cancel H Help ]

== | pr ‘

Remaove

ed Mormally [Site: Site 5 =~
ed Abnormally befare P

O H Cancel H Help

ed [Site; Site symantech
et roie e ,-....M.-..-.A.EJE

(i) Edit Switch Policy for X600_clients

Basic Information | Switch Address [ULAN Action

Hame ] IP AddressiP Address RangeSubnet
[192.168.100.10

X600_1

Add...

Eclit 21I...

| Remove

oM H cancel || hHew |
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5.In the VLAN tab, configure the VLANSs that will be dynamically allocated to the compliant and noncompliant client PCs. The names given to
the VLANS are not significant.

(Il Edit Switch Policy for X600_clients T8 x|
Basic Information ] Switch Address | VLAN [ Action |
Mote: Far Enterasys, WLAN name should be role name; for mast switches, YLAN name iz
caze sensitive.
VLAN ID | VLAN Name
0 |Compliard
11 [Mon-Cormaliant
Add.
| Edt..
Retmone
|; Ok, ] | Cancel I | Help I

6. In the Action tab you enter the information that is key to the operation of the NAC solution. It is in this tab that you specify the way in
which the system chooses which VLAN to allocate to client PCs, based on the results of the authentication and the Host Integrity Policy check.
In this example, if the authentication succeeds and the Policy Check passes, the client PC is put in the compliant VLAN. If the authentication
succeeds and the Policy Check fails, the client PC is put in the noncompliant VLAN. If the authentication fails, the client PC is blocked.

(I} Edit Switch Policy for X600_clients x|

Basic Information ] Switch Address ]\.‘LAN | Action |

Order [Host &uthent..|User Authent..| Policy Check | Action

1 Passed [Passed Passed [Swittch to V-LAN Compl..

> Passed  Passed  Faien Swich to V-LAN Non-..

3 [Failed [Failed lonore Resut  [Close Port [
| fove Lp |
| Mo Dowwn |

Add |
Pl | T 1w | Remove |

|| Ok ” Cancel ” Help I

7. Click OK when you have finished configuring the Switch Policy options. The Endpoint Protection Manager automatically sends this
configuration to the LAN Enforcer. For this tested solution, repeat these steps to add the second edge switch before continuing on.
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RADIUS server options

To add the RADIUS server to the policy configuration, select the RADIUS Server Group tab of the Group Settings dialog.You need to
create a RADIUS Server Group and add the server to that group. Ensure that the shared secret is exactly the same text as you entered using the
key parameter in the command nas 192.168.100.1 key |12Radius34 when you configure the RADIUS server.

Symantec Endpoint Protection Manager Console ;lglﬂ

() Symantec Endpoint Protection Manager

ymantecpolicys Settings
View Servel

g General | RADIUS Server Group | Switch ] Advanced I Log Settings ]
Server
43- a@a Lol “RADIUS Server Group

Refresh | M| @g| Log Off

B [ e BB = I nARG S o 1

{{l) Add RADIUS Server Group

Xl
: | |
@ Group name: |MYWE_Test T
L “RADIUS Server T

Hame J HostnamelP Address J Port

Add...

{ll) Add RADIUS Server

Friendly name of RADIUS server:
Tasks | |

. Hoztname or IP Address: Authentication part:
[ Edt Gr
8 Delcte  lsodesims NEE |

B Export Shared secret:
E Impart |aaaaaaaaaaa |

Confirm shared secret:

|x*x*x*x*x*x |

@ Administra Ok Cancel Help

| — —

[Server: symantecpoli
tecpolicys] [Server: sy

o Cancel Help iDDB 4:DA5:59ﬂPN'IrcI'§JE-ST.

Domains

Servers

Install Pack

This completes the properties that you need to configure for the LAN Enforcer. The Endpoint Protection Manager automatically sends this
configuration to the LAN Enforcer.
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Host Integrity Policy requirements

The next step is to set up the policy that defines what “Host Integrity’ means for the client PCs in this network. There are a great variety of options

you can configure for the Host Integrity policy, and what you configure will depend on your network.

To configure a policy that is applied to all client PCs on the network:

I. Navigate to the Host Integrity Policy configuration — choose the Policies icon at the left of the screen; highlight Host Integrity in the View

Policies pane, and choose Add a Host Integrity Policy from the task list beneath the policy list.

=1oix|

i‘]‘\?}Symantec Endpoint Protection Manager Console

@ Symantec™ Endpoint Protection Manager

Refresh | About | Help | Log Off

View Policies

» £ Host Integrity Policies

5 Host Intearity - ‘ e ‘L = 1
ame escription ocation ..
@) Livelpdste Pt
Host Integrity policy Created automatically during product installation 1]
Q Policy Components &
Tasks
=0 CF Add a Host Integrity Palicy
=l
@ Impott & Host Integrity Policy
[,j Recent changes appea below:
Time ‘ndminist...|

Description

A shared policy wpon system install

Cctober 1, 2008 11:03:44 AL admin

2. This opens the Host Integrity Policy window. Check that Enable this policy is ticked. Under Groups Using This Policy, check that

the Global group is selected.

ﬁ?}Host Integrity Policy

Allied Telesis

Last mocified:  Octaber 1, 2008 11:22:35 AM NZDT
Groups Using This Policy

A Overview
Host Integrity
Policy Palicy Name
Overview
Type & name and description for the polcy
Reguirements )
Palicy name: |New host integrity palicy |
Addvanced Settings
Description: ‘
¥ Enakls this palicy
Created: admin

This policy is assigned to the groups isted below

[ ciabal
B petaut
% Temparary

L B petaut

Page 17
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3. Click on the Requirements option on the left hand menu to add a requirement that client PCs must satisfy before they can
pass the Host Integrity check.

For any given requirement, you can choose from a number of different Vendors and specify how remediation should be

¥Host Integrity Policy

—{| Host Integrity

¥ policy

Overviesy
Reguirements

Advanced Settings

Requirements

When should Host Integrity checks be run on the client?

* Alvways do Host Integrity checking
@ Only do Host Integrity checking through the Gatevway or DHCP Enforcer

(8 COnly oo Host Integrity checking when connected to the management server

7 Mever do Host Integrity checking

Requirements:

Enahle J Name

Add Requirement

Specify the type of Host Integrity reguirement you would like to add;

(l&rtivirus requirement =

A rfivir s recuirement
Arlispyware regquirement
Fireswall reguirement
Pat=h requirement
Service pack regquirement
Custom recuirement

Ok || Cancel I Help |

performed on a client that fails this requirement.

Allied Telesis

ost Integrity Policy

(| Host Integrity

eV policy

Cveryiesy

Requirements

Advanced Settings

| Requirements

When should Host Integrity checks be run on the client?

dd Requirement

Matme: |Firewa|| recquirement 1 |

Firewvall application that must be installed and running; ||An'y' Fireswall Product || -

Any Firewvall Product -
Cisco Security Agent
1% Proventia Deskiop/BlackICE

- I Install thie fireweall it it has not been installed on th
[T Downlosd Installation Package

Dowvnload LIRL: | Haspersky Internet Security

Execute the command {use %F% to specify the MeatcePersonal biremal
| Microzoft Live OneCare Firgwall
hicrozoft Windows Fireseall

Morton Perzonal Firevwall -

==

- 71 Start the fieeweall it it is nat running on the client
Execute the command:

= Specify wait time hefore sttempting the dovnloze again it the download fails: 5| [minutes E‘

[T 2licw the user to cancel the dovenload for Host Integrity remediation

[T &l the Host Integrity check to pass even if this requirement fails

! Ok ! Cancel Help

Page I8
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Host Inte
Policy

Overviewy
Requirements

Advanced Settings

_Fj Host Integrity Poli

Add Requirement ; X
-
Mame: |Amispyware requirerment 1
Artispyweare application that must be installed and rurning: "ﬂ.hnLab %3 Internet Security || &
; 0 el
I Instal artispyeears if it has not heen installed onthe ol el el i s
i . Ay Sntispyseare Product
Dowenload Installation Package Kaspersky Internet Security
Dowwnload LIRL: | Lavasoft &d-LAware
Everite the command (Use %F % to specity the down[Meafes Internet Security
Microsoft ForeFront Client Security
Morton Internet SecurityMarton 360
Symantec Endpaint Protection -
[ Start antispyeeare if it iz not running on the client
Execute the commene: e naee
-Antispyware Signature File Checking
| I} Specify the oldest age of the signature file:
[ Check the signature file date
& Ensure signature file date is not equal to | July 1, 2005 |
' Ensure signature file date is equal to | July 1, 2005 |
' Ensure signature file date iz hefore | July 2005 |
7 Enzure zignature file date is after | July A, 2008 |
-[E not, update the signature file
l— Deowvnload the signature file
Diowvnload URL: |
Execute the command (Use %F% to specify the downloaded file if it iz available): Move Up | | Mave
3 [
" —H

4. Add all specific requirements you want for the policy, such as requirements for an Antivirus scanner, Firewall, Service Pack, or other option.
Then exit the policy by clicking OK at the bottom of the screen.

When you exit the policy, you may get the following warning:

Wiould youl like to assign this policy?

i Yes

Mo

Assign Policy x|

Thiz policy iz currently not azsigned and therefore has no effect.

Select Yes, then choose Global in the next dialog.

Allied Telesis
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Client settings
The Client settings allow you to customise how the Endpoint Protection Manager interacts with client PCs.

I. Navigate to the Client settings — in the left-hand menu, choose the Clients icon;in the View Clients pane, highlight Global.

This presents a 4-tab dialog in the right-hand pane. Choose the Policies tab.

=101 x|

Refresh = About  Help | Log Off

@ Symantec™ Endpoint Protection Manager
{ & Global

{' View Clients
-
L& clobal
[@ Temporary Clients ] Policies [ Details ] Install Packages
& e
o Location-independent Policies and Settings
Client Log Settings
Communications Settings
F_'g General Settings
: Location-specific Policies and Settings
[=| Location-specific Policies: Add a policy...
— Host Integrity policy [shared] Tasks W
i LiveUpdate Settings policy [shared] Tasks W
|= Quarantine Policies when Host Integrity Fails: Add a policy...
Tasks Mo policy assigned to this location,
[#| Location-specific Settings:
=8 @ scdlocation.,
@% Manage Locations. ..
Clients |_—:" Copy Group Paolicy
|narmini...

E,‘} Add Group...
Recert changes appear below:

Time

| Description

June 30, 2008 21312 PM ... admin

2. Under Location-independent Policies and Settings, choose General Settings.

Allied Telesis

Changed location-indzpendent policy or settings.
Changed location-indzpendent policy or settings.
@General Settings for Global

June 30, 2008 212:36 PM ... admin

£

Details ] Install Packages

Clients | Policies

Location-independent Policies and Settings

Clienk Log Settings
Communications Settings

r General Setkings |

Location-specific Policies and Settings

= Location-specific Policies:
Host Inteqgrity policy [shared]

Livelpdate Settings policy [shared]
[=I Quarantine Policies when Host Integrity Fails:

Mo palicy assigned to this location,
[+ Location-specific Settings:

Add a policy...

Tasks w
Tasks W

Add a policy...
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3. This pops up the General Settings dialog. The Restart Options governs what will happen on occasions when the Endpoint Protection
Manager has to restart client PCs.We recommend you choose the Prompt the user to restart the computer option, as a forced
restart is very disconcerting for users.

@Eeneral Settings for Global |

| General Settings | Security Settings |

Location Settings

¥ Remember the last location
Clients will start in the same location that they were previously using.

[V Enable Locstion Awsareness

Clients will automatically determine which location they are in and therefore which zecurity policy to uze.

Restart Options

o Promgt the uzer to restart the computer

Message: Fleaze restart yvour computer. This message brought to vou coudesy of Symantec | =

Metwork Access Control. =

Maximum number of znooze opportunities:
Maximum time between znoozes (minutes);

The natification windawe will autamsticaly close after (zeconds)

" Force the computer to restart
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4. Then, choose the Security Settings tab in the dialog. In this dialog we recommend selecting the Allow user to select the
authentication protocol option under Use the client as an 802.1x supplicant. This lets you use the inbuilt 802.1X feature on the
client PCs, which is significantly more configurable and controllable than the same feature in the Symantec NAC client software. If you leave
this set to Use Symantec Transparent Mode then the clients use the Symantec NAC Client software.

If you want to prevent end users from accessing the NAC client on their PCs, then select one or more of the options in the Client
Password Protection groupbox.

@Eeneral Settings for Global I

General Settings | Security Settings |

x|

Enforce Client

v Display & message when a client iz blocked by a Symantec Enforcer

If zelected, blocked clients receive a message.

Specify additional text to be displayed: || Set Additional Text... “

[ Enable 502 13 authentication

¥ Usze the cliert 2= an 802.1x supplicant
" Uze Symantec Tranzparent Mode

% Allow the uzer to select the authentication protocal

[~ Enable MAP Enforcement

Client Password Protection

r Require a pazsword to open the client user interface  Pazsword: | |

M Reqguire a password to stop the client service Confirm password: | |

- Require a passward to import or export a palicy

r Reqguire a password to uninstall the client

Security Settings

[ Enable secure communications between the management server and clients by using digital cerificates
for authertication

5. Click OK in this dialog to finish configuring your client policy.

Allied Telesis
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Install Package

You are now ready to create a Client Install Package.

I. Choose the Install Packages tab on the main window.

e
() Symantec™ Endpoint Protection Manager Refiesh = About Help = Log Of
1

é View Clients b I:S Global

4

L& clobal
[F Temporary Clients | Policies | Details | Install Packages |
H'_ E@ MYE Thiz group contains the followeing client instal packages:
= Package Hame J Type J Version J Start Time

Tasks
=0 S8 Add Client Install Package
Clients

2. Next choose Add Client Install Package from the Tasks menu.This will pop up the Add Client Install Package dialog.

@Add Client Install Package |
General | Notification

Select the package to use for upgrading clisnts in this groug:
|symantec Network Access Control version 11.0.2000.1567 for Wins... [~ ]

Description:
| =

“Download Source

' Download the clisnt package from the management server

~ Download the clisnt package fram the followving URL (hitp or hitps):

URL: | |
i
Frotn: ‘ oo 0o oo @ Ta ‘ 05 : 0o: oo E|
Diztribute upgrades over: | u] E| days | u] E| hours

= N T

You do not need to define a schedule for installations at this stage. Simply click OK in this dialog to create an install package that you will
download later on to the client PCs.

This completes the configuration tasks on the Endpoint Protection Manager for now. Next we will configure the devices at the edge of the network.
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Configure the Edge Switches

This tested solution uses two Allied Telesis edge switches as Policy Enforcement Points. Once you have configured them, attach them to the Layer 3
switch. The following configuration script is for the x900 Series switch running the AlliedWare Plus™ Operating System.

Sends authentication requests to the LAN Enforcer at
192.168.100.1. The key 12PEPSecret34 parameter sets the
“Shared Secret” between the LAN Enforcer and this switch.

Sets the switch to use the configured RADIUS servers for
802.1X authentication requests.

Creates the compliant and noncompliant VLANs. There are
no statically allocated ports on these VLANS. Instead the
switch dynamically allocates the ports using the 802.1 X VLAN
assignment process.

Sets the ports attached to client PCs (ports | to 23) as
authenticating ports.

802.1X is enabled on these ports and configured to accept
dynamic VLAN assignment.

Sets the port attached to the Layer 3 switch as non-
authenticating, and sets the connection to send VLAN-tagged
Ethernet frames for VLANs 10 and | I.The native (untagged)
VLAN remains VLAN.

Attaches a management IP address to VLANI.

radius-server host 192.168.100.1 key |2PEPSecret34

aaa authentication dot|x default group radius

vlan database
vlan 10 name compliant
vlan | I name noncompliant
vlan 10-11 state enable

interface portl.0.1-1.0.23
switchport
switchport mode access
dotlx port-control auto
dotIx control-direction in
auth dynamic-vlan-creation

interface port!.0.24
switchport
switchport mode trunk
switchport trunk allowed vian add [0-1 |

interface vian|
ip address 192.168.100.10/24

The AT-8600 Series switch runs the AlliedWare™ Operating System. The configuration of this edge switch is:

Sends authentication requests to the LAN Enforcer at
192.168.100.1.The secret=12PEPSecret34 parameter sets

the “Shared Secret” between the LAN Enforcer and this switch.

Creates the compliant and noncompliant VLANSs. There are
no statically allocated ports on these VLANS. Instead the
switch dynamically allocates the ports using the 802.1 X VLAN
assignment process.

Sets the port attached to the Layer 3 switch as non-
authenticating, and sets the connection to send VLAN-tagged
Ethernet frames for VLANs 10 and | I.The native (untagged)
VLAN remains VLANI

Attaches a management IP address to VLANI.

Sets the ports attached to client PCs (ports | to 23) as
authenticating ports.

802.1X is enabled on these ports and configured to accept
dynamic VLAN assignment.

Allied Telesis
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add radius server=192.168.100.1 secret=12PEPSecret34
port=1812

create vlan=compliant vid=10
create vlan=noncompliant vid=1 |

add vlan=10 port=24 frame=tagged
add vlan=11 port=24 frame=tagged

enable ip
add ip int=vlan| ip=192.168.100.1 |
mask=255.255.255.0

enable portauth=8021x

enable portauth=802Ix port=1-23
type=authenticator
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Install and Configure the Client PCs

The NAC infrastructure is now all in place, so the client PCs can be attached.
In this section we will:

m Enable 802.1X authentication on the client PCs

m Connect the PCs to the network and authenticate

m Use the Endpoint Protection Manager to find the PCs on the network
m Install the Symantec Client software on the PCs

m Check the client status to confirm the installation is successful

Enable 802.1X authentication

I. Browse to start > settings > Network Connections. Double-click on the network interface that you are interested in. This opens the
Status window for the interface.

2. Click on the Properties button to open the Properties dialog for the interface. Select the Authentication tab and check that the:
m Enable IEE 802.1X authentication tick box is ticked

m network authentication method is Protected EAP (PEAP)

L Test LAN Properties 2 x|

General Authentication | Advanced I

Select thiz option to provide authenticated network, access for
thiz Ethernet adapter.

¥ Enable IEEE BO2.1% authentication

Chooze a netwark. authentication method:
| Protected EAP [PEAP) =] Settings... |

Cache user infarmation for subsequent connections
to this network

Ok I Cancel
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3. Click on the Settings button in this dialog to open the PEAP properties dialog. To keep things simple, you can set the PC so that it doesn't
require the PC to validate the server's certificate (uncheck the box circled in red below). On the bottom half of the dialog, check that the
Select Authentication Method field is set to Secured password (EAP-MSCHAP v2).

Protected EAP Properties A

] connecking:

lidate server certificate

[ Cormect bo these servers:

Trusted Root Certification Authotities:

[ aaa Certificate Services ﬂ
[ aBa.ECOM Root Ca

[0 ac ralz DNIE

D A-CERT ADWARCED

O ache

[ agence Mationale de Certification Electronique

[ agence Mationale de Certification Electronique -
14| |

[T Do ot prampk User to autharize new servers o brusted
certification authorties,

Select Authentication Method:

ISecured password (EAP-MSCHAP «2) j

v Enable Fast Reconnect
[ Enable Quarantine checks
[ Disconnect  server does not present cryptobinding TLY

oK | Cancel |

4. Click the Configure button in this dialog to open the EAP MSCHAP v2 Properties dialog. Un-tick the checkbox in this dialog. This
means that the PC's user will always be prompted for their username and password when the network interface needs to be authenticated.

Properties: 2 x|
5

Wien connecting:

utomatically use my Windows logon name and
azzword [and domain if any).

ok I Cancel | g

[ Ac RaIZ DNIE

D A-CERT ADWANCED

O ache

[ agence Mationale de Certification Electronique

[ agence Mationale de Certification Electronique -
q | o

[~ Do gk prompt Wser to authorize rew servers or trusted
certification authorities,

Select Authentication Method:

ISecured password (EAP-MSCHAP w2) j Configure. .. |

[v Enable Fast Reconnect
[ Frahla minseankine chacks

5. Click OK on all the open dialogs. The interface is now set up.
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Connect the PCs to the network and authenticate

When you connect the PCs, a balloon appears prompting you for a username and password:

;y Additional information is required to connect to the network IE

Click. ko provide additional information and connect

Click on the balloon. In the dialog that appears, enter the 802.1X username and password for that PC.You will need to have already configured this
username and password on the RADIUS server.

The 802.1X authentication should succeed, but the Host Integrity check will fail, as the PC is not yet running the Symantec NAC client. So, the
LAN Enforcer will allocate the client to VLANI |.The PC obtains an IP address in the 192.168.111.0/24 subnet, and is only able to access the NAC

Servers.

At this point, we need to return to the Endpoint Protection Manager to finish the job.

Use the Endpoint Protection Manager to find the PCs on the network

I. In the menu at the left of the screen, choose the Clients icon. Then from the Tasks menu, choose Find Unmanaged Computers.

=TT
(D) Symantec™ Endpoint Protection Manager Refresh | About Help | Log OF
4
{ﬁ View Clients ¥ % Global
b
(& Glokal
I:% TR Clients | Policies | Details | Install Packages |
’F‘ E@ HAE This group cortains the following clients: | = Previous | D | Mext = |
E Name [ Domainworkgroup |  Logon Client | Description
=

Tasks

=iy E,‘]i Add Group...

@; Add Computer Account

Clients & Add User Account
@ Import Organizational Unit or Cord
@ Import Sctive Directory or LDAP |
® Run Command on Group
E\l, Search Clients
© Set Display Fiter
ﬁ Firnd Unmanaged Computers
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2. In the Find Unmanaged Computers dialog, specify the:
m |P address range you wish to search

m username and password that is used to log in to the PC

m the Workgroup or domain that the PC belongs to

Search your network for unmanaged computers.

"'@Find Unmanaged Computers

(o]

-Search By -Logon Credentials
% P address range  From; | 192« 163« 111= 1 | J=er natme: |andrewr |
To | 192« 163« 111« 234 | Iggsvward: |aaaaaa |
 Computer name: | |  Domain
ATl |

& Workgroup

Search Mow

Close

Options ...

Help

I |

Unmanaged Computers (0} [ Unknown Computers (0} ]

Computer | Description | Software

| Dapl

ent Status

Selectall | | Unselect Al

Select the computers inthe list showe to which you want to remately install the client, then select the installation package and the group that the computer

belongs to belawy .

Installation

Clignt install package: |Symarﬂec Metwark Access Control version 11 320001567 for WINIZEBIT

[-]

Inztallation settings: |Default Client Installation Settings

]

Start Installation

-

3. Click the Search Now button, and the Endpoint Protection Manager will begin searching the specified IP address range.
When it has found the PC, it will appear in the Unmanaged Computers list in the middle of the window.
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4. Select the PC from the list. Then use the Change.. button, at the bottom of the dialog, to select the group that you wish to install the client
into. Click the Start Installation button to download onto the client the Install Package that you created earlier:

Il Find Unmanaged Computers i = IDlﬂ

Search vour network for unmanaged camputers.

Search By Logon Credentials
R | Search Mow |
& P address range]  From: [ 182« 168~ 100= 85| Jser name; |andrewr | _
To [ 192= 1B8= 100=  g0] o [ | | Close |
[ Computer name: | | € Domiain | | | Options... |
AT =
& yworkgroug
| Help |
Unmanaged Computers (1)
Install Client Packages
Computi g ]Depluyment Status
[ 192168100 890192 168 100, _ ) & Mo
: 5 Installing the client software on unmanaged computers. -
This may take zeveral minutes. Please weait...
[
select &l | | Unselect Al

Select the computers inthe list sbove to which vou want to remaotely install the client, then select the installation package and the group that the computer
belongs to below

Installation
Client install package: | Symartec Network Access Control version 11 3.2000.1567 for WIN3ZBIT =] | | stert instaiiation
Installation settings:  |Default Clisnt Instaliation Settings =] -
4 3

This will automatically install the Symantec NAC Client software onto the PC. After a minute or two, a message will pop up on the client PC
to inform the user that the NAC Client is being configured:

Symantec Network Access Control

Please wait while Windows configures Symantec MNetwaork Access
By
T,

! Cantral

Cancel

5. When the installation is complete, exit the Find Unmanaged Computers dialog on the Endpoint Protection Manager.

6. Navigate to the client within the Endpoint Protection Manager — choose the appropriate client group in the View Clients pane, and select
the Clients tab in the right-hand pane.The PC now appears in the clients list.
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7. Right-click on the client, and from the resulting pop-up menu, choose Run Command on Client then Restart Computers.

View Clients

L& oclobal
@ Tempoarary

L& mne

Tasks
@ Ediit Properties
98 Delete Clients
E:> Move Clients

w

Clierts

'-Jai Add Group...

@; Add Computer Account

& Add User Account

@ Import Organizational Unit or
@ Impiort Active Directory or LDE

ﬁl‘l‘ijmantec Endpoint Protection Manager Console

@} Symantec™ Endpoint Protection Manager

)
H

® Run Command an Group
= [-]

SIS
Refresh | About | Help | Log Off
LS NWE
Clients | Policies | Details | Install Packages |
This group contains the following clients: Page 1 of 1 | = Previous | I:I | Mext =
¥ Hame _Dumaiqurk rou Logon Client J Description
; anc et |
Delete
Switch to User Mode
Move

Run Command on Clisrts »||  Restart Computers "

R

Ecit Properties |

This will cause a Restart Notification to pop up on the client PC

W restart Notification

AN

Flease restart pour computer. Th_is-rﬁessage-hrnught to pou courtesy of Symantec Net;wnrk-.ﬂ.ccass_ i:::un_trcul.

You may delay this restart 2 t'lrhe[.'s].

wait 5 min |

S

If all is well, when the PC restarts it will pass its Host Integrity check, be allocated into VLAN0, and have full access to the network.
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Check the client status

On the client, there is an icon in the System Tray that indicates the status of the client connection:

The plain key icon appears when the Host Integrity is OK but the computer is not currently in contact with the Symantec Endpoint
Protection Manager.

The key with green dot icon appears when the Host Integrity is OK, and the computer is currently in contact with the Symantec
Endpoint Protection Managen.

é%! The key with red dot icon appears when the Host Integrity check has failed.

When Host Integrity checks fail, the PC user is informed of the reason:

Symantec Host Integrity Checking ¥ il

Host Integrity check failed - Rule:
Firewall requirement 1 failed.
‘Y'ou failed Host Intearty Check

The NAC client will display logs that record events related to Host Integrity checking, and related to interactions with the Symantec Endpoint
Protection Manager.
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3 Symantec Network Access Control - System Log ﬂ
File Edt View Fiker Action Help
Date and Time | Severity | Surnmary |
o 30772008 2:44:51 p.m. Infarmation Applied new policy with zerial number 3873-07/03/2008 14:41:43 48
o 3/07/2008 2:44:50 p.m. Infarmation Received a new policy with senal number 3873-07 /03,2008 14:471:43
o 30772008 24229 pom. Infarmation Connected to Symantec Endpoint Pratection Manager [192.168.100.2)
o 3/07/2008 2:42:29 p.m. Infarmation Reconnected ta server after server was unreacheable.
Q 3/07/2008 121412 pumn. Errar Failed to contact server for more than 10 times.
o 3A07/2008 12:00:43 p.m. Infarmation Dizconnected from Symantec Endpoint Pratection Manager [192.168...
o 3/07/2008 11:54:53 am. Infarmation Connected to Symantec Endpoint Pratection Manager [192.168.100.2)
o 3A07/2008 11:54:13 am. Infarmation Dizconnected from Symantec Endpoint Protection Manager [spmante. ..
o 3/07/2008 10:55:06 a.m. Infarmation Connected to Symantec Endpoint Pratection M anager [symantecpolic. ..
o 3A07/2008 10:52:36 a.m. Infarmation Connected to Symantec Endpoint Pratection Manager [192.168.100.2)
ud {11 ;I_I
|Current log file zize: B KB, Maximum size: 512 KB |F|ecords: 10 Filter: 1 day Seventy: Eror, Warning, Infom 2
5 Symantec Network Access Control - Security Log ﬂ
File Edt Wew Fiker Action Help
Date and Time | Event Tope | S everity | Diirection | Protocal | Remate Hast

07/2008 2:45:23 p.m. | Hast Intearity Fai.. | Minor  [None [ Mare |
0 3A07/2008 2:44:58 p.m, Haost Integrity pa...  Information Maone MHaone 0000
0 3A07/2008 2:42:.24 pom, Haost Integrity pa...  Information Maone MHaone 0000

al | i

Haszt Integrity check failed :I Requirement name: "Firewall requirement 1", -
Requirement: "'Firewall requirement 1" failed - Start checking requirement conditions ---.
Drata

Rule type: Firevall rules.

Condition: Firewall iz running.

Fesult iz fail
Jod || I L|_I
|Cunent log file size: 1 KB, Maximum size: 512 KB |F|ecolds: 3 |Filter: 1 day |Severit_l,J: Critical, Major, Minar, 2
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Products

The following Allied Telesis Layer 3 switches support the configurations
detailed in this solution:

SwitchBlade® x908

Advanced Layer 3 Modular Switch

SwitchBlade x908

m 8 x 60Gbps Expansion Bays

x900-12X and 24X Series

TR

%900 Family

Advanced Gigabit Layer 3+ Expandable Switches

x900-24XT

m 2 x 60Gbps Expansion Bays

m 24 x 10/100/000BASE-T (RJ-45) copper ports
x900-24XT-N

NEBS Compliant
m 2 x 60Gbps Expansion Bays

m 24 x 10/100/1000BASE-T (RJ-45) copper ports
x900-24XS

m 2 x 60Gbps Expansion Bays

m 24 x 100/1000BASE-X SFP ports
x900-12XT/S

m | x 60Gbps Expansion Bay

m |2 x combo ports (10/100/I000BASE-T copper or SFP)
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AT8600 series

AT-8600 Series

Layer 3 Fast Ethernet Switches

AT-8624T/2M
m 24 x |0/I00BASE-T ports

m 2 x Uplink Module Bays

AT-8648T/2SP
m 48 x |0/I100BASE-T ports
m 2 x SFP ports in combo with 2 x 10/100/1000T uplink ports (RJ-
45)
AT-8624POE
m 24 x |0/I00BASE-T ports with PoE
m 2 x Uplink Module Bays

About Allied Telesis Inc.

Allied Telesis is a world class leader in delivering IP/Ethernet network
solutions to the global market place.We create innovative, standards-based
IP networks that seamlessly connect you with voice, video and data services.

Enterprise customers can build complete end-to-end networking
solutions through a single vendor, with core to edge technologies
ranging from powerful 10 Gigabit Layer 3 switches right through to
media converters.

Allied Telesis also offer a wide range of access, aggregation and backbone
solutions for Service Providers. Our products range from industry
leading media gateways which allow voice, video and data services to be
delivered to the home and business, right through to high-end chassis-
based platforms providing significant network infrastructure.

Allied Telesis' flexible service and support programs are tailored to
meet a wide range of needs, and are designed to protect your Allied
Telesis investment well into the future.

Visit us online at www.alliedtelesis.com
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