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Preface

This VPN Client Administrator Guide tells you how to set up selected features of the Cisco VPN Client
for users. This manual supplements the information provided in accompanying documentation for the

Cisco VPN devices that work with the VPN Client. The chapters and sections in this manual apply to all
platforms supported by the Cisco VPN Client unless otherwise specified.

The VPN Client is a software client that lets users:

» Connect to a Cisco VPN device

- Capture, filter, and display messages generated by the VPN Client software

- Enroll for and manage certificates

+ Remove the VPN Client software from the program menu (for InstallShield installation only)

« Manually change the size of the maximum transmission unit (see “Changing the MTU Size”)
For information about how to use this application, see the VPN Client User Guide for your platform.
In this administrator guide, the term Cisco VPN device refers to the following Cisco products:

» Cisco VPN 3000 Series Concentrator

» Cisco Secure PIX Firewall devices

« [0S platform devices, such as the Cisco 7100 Series Routers

Audience

We assume you are an experienced system administrator or network administrator with appropriate
education and training, who knows how to install, configure, and manage internetworking systems. You
should be familiar with system configuration and management for the platform you are administering.

VPN Client Administrator Guide
[ 78-15404-02 .“
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Organization

The VPN Administrator Guide is organized as follows:

Chapter

Title

Description

Chapter 1

Configuration Information for an
Administrator

Explains how to configure a VPN 3000
Concentrator for remote access, personal
firewalls, local LAN access, backup
servers, NAT-T. Also describes how to
configure a VPN Client to work with
Entrust Entelligence and smart cards.

Chapter 2

Preconfiguring the VPN Client for
Remote Users

Shows how to create global and user
profiles.

Chapter 3

Configuring Automatic VPN
I nitiation—Windows Only

Describes auto initiation and how to
configure the vpnclient.ini file for auto
initiation.

Chapter 4

Using the VPN Client
Command-Line Interface

Explains how to use the command-line
interface (CLI) to connect to a VPN
device, how to disconnect from a VPN
device, and how to get status information
from a VPN device. You can use these
commands in batch mode.

Chapter 5

Customizing the VPN Client
Software

Describes how to use your own names
andiconsfor the VPN Client applications
instead of Cisco Systems names. Also
describes how to install and reboot the
VPN Client software without user
interaction, called silent mode.

Chapter 6

Troubleshooting and Programmer
Notes

Lists troubleshooting techniques.
Describes how to use the SetMTU
application.

Chapter 7

Windows Installer (MSI)
Information

Lists the differences between
InstallShield and MSI, describes
alternative ways to start MSI, explains
logging and upgrading.

H VPN Client Administrator Guide
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Related Documentation 1l

Related Documentation

This administrator guide is a companion to the following VPN Client user guides:

« VPN Client User Guide for Windows, Release 4.0— explains to Windows VPN Client users how to
install the VPN Client for Windows software, configure connection entries, connect to Cisco VPN
devices, manage VPN connections, and enroll for digital certificates.

« VPN Client User Guide for Mac OS X, Release 4.0— explainsto Mac VPN Client users how to
install the VPN Client for Mac software, configure connection entries, connect to Cisco VPN
devices, manage VPN connections, and enroll for digital certificates. The VPN Client on the
Macintosh platform can be managed through the GUI or the command-line interface.

« VPN Client User Guide for Linux and Solaris, Release 4.0— explains to Linux and Solaris VPN
Client users how to install the VPN Client software, configure connection entries, connect to Cisco
VPN devices, manage VPN connections, and enroll for digital certificates. The VPN Client on the
Linux and Solaris platforms is managed only through the command-line interface.

» Also the VPN Client includes an online HTML-based help system that you can access through a
browser in several ways: clicking the Help icon on the Cisco Systems VPN Client programs menu
(Start>Programs>Cisco Systems VPN Client>Help), pressing F1 while using the applications, or
clicking the Help button on screens that include it.

» Release Notesfor the Cisco VPN Client Version 4.0—includes information relevant to all platforms.

To view the latest version of the VPN Client documentation on the Cisco Web site, go to the following
site and click on VPN Clients.

http://www.cisco.com/univercd/cc/td/doc/product/vpn/index.htm

VPN 3000 Series Concentrator Documentation

The VPN 3000 Concentrator Getting Started, Release 4.0 guide explains how to unpack and install the
VPN 3000 Concentrator, and how to configure the minimal parameters. Thisis known as Quick Config.

The VPN 3000 Concentrator Reference Volume |: Configuration, Release 4.0 explains how to start and
use the VPN 3000 Concentrator Manager. It details the Configuration screens and explains how to
configure your device beyond the minimal parameters you set during quick configuration.

The VPN 3000 Concentrator Reference Volume I1: Administration and Monitoring, Release 4.0 provides
guidelines for administering and monitoring the VPN 3000 Concentrator. It explains and defines all
functions available in the Administration and Monitoring screens of the VPN 3000 Concentrator
Manager. Appendixes to this manual provide troubleshooting guidance and explain how to access and
use the alternate command-line interface.

The VPN 3000 Concentrator Manager (the Manager) also includes online help that you can access by
clicking the Help icon on the toolbar in the Manager window.

Other References

Other useful references include:
« Cisco Systems, Dictionary of Internetworking Terms and Acronyms. Cisco Press: 2001.

« Virtual Private Networking: An Overview. Microsoft Corporation: 1999. (Available from Microsoft
website.)

VPN Client Administrator Guide
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W Conventions

« www. ietf.org for Internet Engineering Task Force (IETF) Working Group drafts on | P Security
Protocol (1PSec).

- www. whatis. com aweb reference site with definitions for computer, networking, and data
communication terms.

Conventions

This document uses the following conventions:

Convention Description

boldface font User actions and commands are in boldface.

italic font Arguments for which you supply values arein italics.

screen font Terminal sessions and information the system displays
areinscreen font.

bol df ace screen Information you must enter isin bol df ace screen font

font in the command-line interface (for example, vpncl i ent
stat).

italic screen font Arguments for which you supply values are in italic
screen font.

Notes use the following conventions:

Note  Means reader take note. Notes contain hel pful suggestions or references to material not
covered in the publication.

Cautions use the following conventions:

Caution  Means reader be careful. Cautions alert you to actions or conditions that could result in
equipment damage or loss of data.

Data Formats

As you configure and manage the system, enter data in the following formats unless the instructions
indicate otherwise:

Type of Data Format

IP Addresses | P addresses use 4-byte dotted decimal notation (for example, 192. 168. 12. 34);
as the example indicates, you can omit leading zeros in a byte position.

Subnet Masks and Subnet masks use 4-byte dotted decimal notation (for example,

Wildcard Masks 255. 255. 255. 0) . Wildcard masks use the same notation (for example,
0. 0. 0. 255) ; as the example illustrates, you can omit leading zeros in a byte
position.

VPN Client Administrator Guide
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Type of Data Format

MAC Addresses MAC addresses use 6-byte hexadecimal notation (for example,
00. 10. 5A. 1F. 4F. 07).

Hostnames Hostnames use | egitimate network hostname or end-system name notation (for
example, VPNO1) . Spaces are not allowed. A hostname must uniquely identify
a specific system on a network.

Text Strings Text strings use upper- and lower-case al phanumeric characters. Most text
strings are case-sensitive (for example, simon and Simon represent different
usernames). In most cases, the maximum length of text stringsis 48
characters.

Port Numbers Port numbers use decimal numbers from 0 to 65535. No commas or spaces are
permitted in a number.

Obtaining Documentation

Cisco.com

Cisco provides several ways to obtain documentation, technical assistance, and other technical
resources. These sections explain how to obtain technical information from Cisco Systems.

You can access the most current Cisco documentation on the World Wide Web at this URL:
http://www.cisco.com/univercd/home/home.htm

You can access the Cisco website at this URL:

http://www.cisco.com

International Cisco web sites can be accessed from this URL:

http://www.cisco.com/public/countries_|anguages.shtml

Documentation CD-ROM

Cisco documentation and additional literature are available in a Cisco Documentation CD-ROM
package, which may have shipped with your product. The Documentation CD-ROM is updated monthly
and may be more current than printed documentation. The CD-ROM packageisavailable asasingle unit
or through an annual subscription.

Registered Cisco.com users can order the Documentation CD-ROM (product number
DOC-CONDOCCD-=) through the online Subscription Store:

http://www.cisco.com/go/subscription

Ordering Documentation

You can find instructions for ordering documentation at this URL:
http://www.cisco.com/univercd/cc/td/doc/es_inpck/pdi.htm

[ 78-15404-02
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M Obtaining Technical Assistance

You can order Cisco documentation in these ways:

» Registered Cisco.com users (Cisco direct customers) can order Cisco product documentation from
the Networking Products MarketPlace:

http://www.cisco.com/en/US/partner/ordering/index.shtml

» Registered Cisco.com users can order the Documentation CD-ROM (Customer Order Number
DOCCD-NA-12XYR or DOCCD-NA-4XY R)) through the online Subscription Store;

http://www.cisco.com/go/subscription

« Nonregistered Cisco.com users can order documentation through alocal account representative by
calling Cisco Systems Corporate Headquarters (California, U.S.A.) at 408 526-7208 or, elsewhere
in North America, by calling 800 553-NETS (6387).

Documentation Feedback

You can submit comments electronically on Cisco.com. On the Cisco Documentation home page, click
Feedback at the top of the page.

You can e-mail your comments to bug-doc@cisco.com.

You can submit your comments by mail by using the response card behind the front cover of your
document or by writing to the following address:

Cisco Systems

Attn: Customer Document Ordering
170 West Tasman Drive

San Jose, CA 95134-9883

We appreciate your comments.

Obtaining Technical Assistance

Cisco.com

Cisco provides Cisco.com, which includes the Cisco Technical Assistance Center (TAC) Website, as a
starting point for all technical assistance. Customers and partners can obtain online documentation,
troubleshooting tips, and sample configurations from the Cisco TAC website. Cisco.com registered users
have compl ete access to the technical support resources on the Cisco TAC website, including TAC tools
and utilities.

Cisco.com offers a suite of interactive, networked services that let you access Cisco information,
networking solutions, services, programs, and resources at any time, from anywhere in the world.

Cisco.com provides a broad range of features and services to help you with these tasks:
- Streamline business processes and improve productivity
» Resolve technical issues with online support
« Download and test software packages
» Order Cisco learning materials and merchandise

« Register for online skill assessment, training, and certification programs

VPN Client Administrator Guide
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Obtaining Technical Assistance

To obtain customized information and service, you can self-register on Cisco.com at this URL:

http://www.cisco.com

Technical Assistance Center

The Cisco TAC is available to all customers who need technical assistance with a Cisco product,
technology, or solution. Two levels of support are available: the Cisco TAC website and the Cisco TAC
Escalation Center. The avenue of support that you choose depends on the priority of the problem and the
conditions stated in service contracts, when applicable.

We categorize Cisco TAC inquiries according to urgency:

» Priority level 4 (P4)—You need information or assistance concerning Cisco product capabilities,
product installation, or basic product configuration.

» Priority level 3 (P3)—Your network performance is degraded. Network functionality is noticeably
impaired, but most business operations continue.

- Priority level 2 (P2)—Your production network is severely degraded, affecting significant aspects
of business operations. No workaround is available.

» Priority level 1 (P1)—Your production network isdown, and a critical impact to business operations
will occur if serviceis not restored quickly. No workaround is available.

Cisco TAC Website

You can use the Cisco TAC website to resolve P3 and P4 issues yourself, saving both cost and time. The
site provides around-the-clock access to online tools, knowledge bases, and software. To access the
Cisco TAC website, go to this URL:

http://www.cisco.com/tac

All customers, partners, and resellers who have a valid Cisco service contract have complete access to
the technical support resources on the Cisco TAC website. Some services on the Cisco TAC website
require a Cisco.com login ID and password. If you have a valid service contract but do not have alogin
ID or password, go to this URL to register:

http://tools.cisco.com/RPF/register/register.do

If you are a Cisco.com registered user, and you cannot resolve your technical issues by using the Cisco
TAC website, you can open a case online at this URL:

http://www.cisco.com/en/US/support/index.html

If you have Internet access, we recommend that you open P3 and P4 cases through the Cisco TAC
website so that you can describe the situation in your own words and attach any necessary files.

Cisco TAC Escalation Center

The Cisco TAC Escalation Center addresses priority level 1 or priority level 2 issues. These
classifications are assigned when severe network degradation significantly impacts business operations.
When you contact the TAC Escalation Center with a P1 or P2 problem, a Cisco TAC engineer
automatically opens a case.

To obtain a directory of toll-free Cisco TAC telephone numbers for your country, go to this URL:

http://www.cisco.com/warp/public/687/Directory/DirTAC.shtml

[ 78-15404-02
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Before calling, please check with your network operations center to determine the level of Cisco support
services to which your company is entitled: for example, SMARTnet, SMARTnet Onsite, or Network
Supported Accounts (NSA). When you call the center, please have available your service agreement
number and your product serial number.

Obtaining Additional Publications and Information

Information about Cisco products, technologies, and network solutions is available from various online
and printed sources.

The Cisco Product Catalog describes the networking products offered by Cisco Systems aswell as
ordering and customer support services. Access the Cisco Product Catalog at this URL :

http://www.cisco.com/en/US/products/products_catalog_links launch.html

Cisco Press publishes a wide range of networking publications. Cisco suggests these titles for new
and experienced users: Inter networking Terms and Acronyms Dictionary, Internetworking
Technology Handbook, Internetworking Troubleshooting Guide, and the I nter networking Design
Guide. For current Cisco Press titles and other information, go to Cisco Press online at this URL:

http://www.ciscopress.com

Packet magazine isthe Cisco monthly periodical that providesindustry professionalswith the | atest
information about the field of networking. You can access Packet magazine at this URL:

http://www.cisco.com/en/US/about/ac123/ac114/about_cisco_packet_magazine.html

iQ Magazine is the Cisco monthly periodical that provides business |eaders and decision makers
with the latest information about the networking industry. You can access iQ Magazine at this URL :

http://business.cisco.com/prod/tree.taf%3fasset_id=44699& public_view=true& kbns=1.html

Internet Protocol Journal isaquarterly journal published by Cisco Systems for engineering
professionalsinvolved in the design, development, and operation of public and private internets and
intranets. You can access the Internet Protocol Journal at this URL:

http://www.cisco.com/en/US/about/ac123/ac147/about_cisco_the internet_protocol journal.html

Training—Cisco offers world-class networking training, with current offerings in network training
listed at this URL:

http://www.cisco.com/en/US/learning/le31/learning_recommended_training_list.html

VPN Client Administrator Guide
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CHAPTER 1

Configuration Information for an Administrator

This chapter provides information to a network administrator that supplements the VPN Client User
Guide for your platform and the VPN 3000 Series Concentrator Reference Volume |: Configuration.

This chapter includes the following major topics:
« VPN 3000 Series Concentrators Configuration Information
» Configuring Entrust Entelligence for the VPN Client—Windows Only
» Setting up the VPN Client for Authentication using Smart Cards—Windows Only

VPN 3000 Series Concentrators Configuration Information

We recommend that you carefully read the chapter on “User Management,” VPN 3000 Series
Concentrator Reference Volume |: Configuration. The “User Management” chapter contains complete
information on setting up remote usersto connect through the | PSec tunnel, and al so explains how to use
features such as setting up a client banner, firewalls, split tunneling, and so on.

This section covers the following tasks:
» Configuring a VPN 3000 Concentrator for Remote Access Users
« Configuring VPN Client Firewall Policy—Windows Only
- Notifying Remote Users of a Client Update
» Setting up Local LAN Access for the VPN Client
» Configuring the VPN Concentrator for Client Backup Servers
» Configuring NAT Traversal for the VPN Client

Configuring a VPN 3000 Concentrator for Remote Access Users

Before VPN Client users can access the remote network through a VPN 3000 Concentrator, you must
complete the following tasks on the VPN 3000 Concentrator:

« Complete al the steps in quick configuration, as a minimum.
- Create and assign attributes to an 1PSec group.
- Create and assign attributes to VPN Client users as members of the IPSec group.

- Configure VPN Client users who are using digital certificates instead of pre-shared keys for
authentication.

VPN Client Administrator Guide
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B VPN 3000 Series Concentrators Configuration Information

Completing Quick Configuration

For stepsin quick configuration, refer to VPN 3000 Series Concentrator Getting Started or Quick
Configuration online help.

Be sure to perform the following tasks.

- Configure and enable both Ethernet interfaces 1 and 2 (Private and Public) with appropriate IP
addresses and filters.

» Configure a DNS server and default gateway.

« Enable IPSec as one of the tunneling protocols (the default).

« Enter agroup name and password for an |PSec group.

« Configure at least one method for assigning user |1P addresses.

- Configure authentication servers for group and user authentication. These instructions assume the
internal server for both, but you can set up any of the external serversinstead.

» Save the configuration.

Creating an IPSec Group

Step 1

Step 2

Step 3
Step 4

During the Quick Configuration, you can automatically create an |PSec group. If you want to add an
IPSec group or modify one, follow the procedure in this section.

Refer to “User Management” in the VPN 3000 Series Concentrator Reference Volume |: Configuration,
or the online help, for details on configuring groups.

You may want to set base-group attributes before you create an | PSec group; see the Configuration | User
Management | Base Group screen. We suggest you carefully review the General Parameters and | PSec
Parameters on that screen. If you use external user authentication, base-group attributes are especially
important since they govern all attributes that the external server does not provide.

The VPN Client uses the IPSec protocol for creating and using secure tunnels. |PSec has two
authentication phases: first for the group, then for the user. These instructions assume that you are using
the VPN 3000 Concentrator internal authentication server for both group and user authentication.

Use the Configuration | User Management | Groups | Add screen to create an | PSec group:

Under the Identity tab, enter a Group Name and Password. VPN Client users need these to configure a
connection entry and connect viathe VPN Client; see “ Gathering Information You Need” in Chapter 2
of the VPN Client User Guide for your platform.

Next, select amethod of authentication. The Type parameter determines the group authentication
method, Internal or External. Internal groups are configured on the VPN Concentrator. If you select
External, you must configure an external RADIUS server to authenticate and provide appropriate group
attributes.

Under the General tab | Tunneling Protocols, be sure | PSec is checked.

Under the IPSec tab | IPSec SA, select ESP-3DES-M D5 to require Triple-DES authentication.
Alternatively, you could choose ESP-DES-M D5, which uses DES authentication and provides a
minimum level of security. Or, to use AES, select one of the AES protocols, such as ESP-AES128-SHA.
AES is the most secure.
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N

Note  To create or customize the Security Association (SA), see the Configuration | Policy
Management | Traffic Management | Security Associations screens.

Under IPSec > Authentication, choose the method you use for the members of the group; for example,
Internal or RADIUS. If you choose an authentication method other than None or Internal, be sure to
configure the external authentication server appropriately and supply users with the appropriate
information for installing the VPN Client.

Torequire usersto enter apassword each timethey log in, we suggest that you not check Allow Password
Storage on Client, which is on the Client Config tab. Not checking this parameter provides greater
security.

To add the group, click Add, and then save the configuration.

Creating VPN Client User Profiles

Step 1

Step 2
Step 3

Step 4

For details on configuring VPN Client users within a group, see “User Management,” in the VPN 3000
Series Concentrator Reference Volume |: Configuration.

Usethe Configuration | User Management | Users | Add or M odify screen to configure aV PN Client user:

Enter a User Name, Password, and Verify Password. VPN Client users need a user name and password
to authenticate when they connect to the VPN Concentrator; see “ Gathering Information You Need” in
Chapter 2 of the VPN Client User Guide for your platform.

Under Group, select the group name you configured under the section “Creating an |PSec Group.”

Carefully review and configure other attributes under General and 1PSec. Note that if you are adding a
user, the Inherit? checkboxes refer to base-group attributes; if you are modifying a user, the checkboxes
refer to the user’s assigned-group attributes.

Click Add or Apply, and save the configuration.

Configuring VPN Client Users for Digital Certificate Authorization

Usethefollowing procedure to configure the VPN 3000 Concentrator for | PSec client connections using
digital certificates.

- Activate an IKE SA.
» Configure a security association (SA) to use the VPN 3000 Concentrator’s identity certificate.
« Create a new group for clients connecting with certificates.
e Add VPN Client usersto the new group.
- For details refer to the VPN 3000 Series Concentrator Reference Volume |: Configuration:
— On configuring IKE proposals, see “Tunneling Protocols.”
— On configuring SAs, see “Policy Management.”
— On configuring groups and users, see “User Management.”
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Follow these steps:

Stepl  Usethe Configuration | System | Tunneling Protocols | IPSec | IKE Proposals screen to activate an IKE
proposal for certificates:

a. Activate one of the IKE protocols such as CiscoVPNClient-SDES-MD5-RSA-DH5,
CiscoVPNClient-3DES-SHA-DSA-DHS5, or CiscoVPNClient-AES128-SHA.

N
Note  Touse AES, move the AES proposal (s) to the top of the list. You must be running Release 3.6
or higher of the VPN Client software to use AES.

b. If you do not want to modify one of the standard proposals, copy an active proposal and giveit a
new name; for example, copy the CiscoVPNClient-SDES-MD5-RSA-DH5 and name it
“IKE-Proposal for digital certificate use.”

c. Click Security Associations, which takes you to the next step.

Step2  Usethe Configuration | Policy Management | Traffic Management | Security Associations screen to
create anew SA. You can use the Security Associations link on the IKE Proposal s screen.

a. Add anew SA. For example, name it “ Security association for digital certificate use.”

b. Change the Digital Certificates parameter to identify the VPN 3000 Concentrator’s digital
certificate. Thisis the only field that you need to change.

Step3  Usethe Configuration | User Management | Groups | Add or Modify screento configure agroup for using
digital certificates:

a. To usethe Organizational Unit to configure the group, under the Identity tab, enter a group name
that is the same as the OU field of the certificate(s) for this group. For example, if the OU in the
VPN Client certificate is Finance, you would enter Finance as the group name. The OU is afield of
the ASN.1 Distinguished Name (DN). Enter password and verify it.
or
Alternatively, you can configure apolicy for certificate group matching. To use this approach, go to
Configuration | Policy Management | Certificate Group Matching | Policy. For instructions on
creating rules, see VPN 3000 Series Concentrator Reference|: Configuration for thissection or refer
to online help.

b. Under the IPSec tab > IPSec SA, select the IPSec SA you created in step 2; for example, “ Security
association for digital certificate use.”

c. Under IPSec tab > Authentication, select the method you use for user authentication; for example,
Internal. If you select an external authentication method, such as RADIUS, be sure to configure the
external authentication server appropriately and supply users with the appropriate entries for the
“Gathering the Information You Need” section in Chapter 2 of the VPN Client User Guide for your
platform.

d. Click Add or Apply, and save the configuration.

Step4  Usethe Configuration | User Management | Users | Add or Modify | Identity screen to configure VPN
Client users for digital certificates:

a. Asthegroup name, enter the group you have set up in step 3 as the group parameter; continuing the
example, you would enter Fi nance.

b. Click Add or Apply, and save the configuration.
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Configuring VPN Client Firewall Policy—Windows Only

Overview

To provide a higher level of security, the VPN Client can either enforce the operation of a supported
firewall or receive a pushed down stateful firewall policy for Internet bound traffic. This section includes
the following topics:

« how firewalls work with the VPN Client
« list of the personal firewall products that the VPN Client can enforce for Internet traffic
» how to configure a stateful firewall policy on a VPN Concentrator for the VPN Client to enforce

This section summarizes how anetwork administrator can control personal firewall featuresfrom aVPN
3000 Concentrator operating as the Secure Gateway communicating policy information to the VPN
Client running on a Windows platform.

Optional versus Required Configuration Option

The VPN Concentrator can require that a VPN Client use a designated firewall configuration or make
this configuration optional. M aking a designated firewall configuration optional givesaV PN Client user
achancetoinstall the desired firewall on the client PC. When the VPN Client triesto connect, it notifies
the VPN Concentrator about any firewalls installed on the client PC. The VPN Concentrator sends back
information about what firewall the VPN Client must use. If the firewall configuration is optional, the
VPN Concentrator can notify the VPN Client that there is a mismatch but still allow the VPN Client to
establish atunnel. The optional feature thus lets the network administrator of the VPN Client maintain
the tunneled connection while obtaining and installing the required firewall.

Stateful Firewall (Always On)

Note

The VPN Client configuration option Stateful Firewall (Always On) is enabled on the VPN Client. This
configuration option is not negotiated. The policy is not controlled from the VPN Concentrator. The
VPN Client user enablesthis option on the VPN Client under the Options menu or while the VPN Client
is active by right-clicking on the VPN Client icon and selecting the option.

When enabled, this feature allows no inbound sessions from all networks, whether or not a VPN
connection isin effect. Also, the firewall is active for both tunneled and nontunneled traffic. Users who
enable this feature cannot have a server running on their PC and their system can no longer respond to
PING requests. There are two exceptionsto allowing no inbound traffic. The first is DHCP, which sends
requests to the DHCP server out one port but receives responses from DHCP through a different port.
For DHCP, the stateful firewall allows inbound traffic. The second is ESP (VPN data). The stateful
firewall allows ESP traffic from the secure gateway, because ESP rules are packet filters and not
session-based filters.

Stateful Firewall (Always On) is the most basic VPN Client firewall and provides the highest level of
security. However, it is also the least flexible, since it blocks almost all incoming traffic and does not
allow outbound traffic to be limited.

The Always On personal firewall allows inbound access from the internal (tunneled) network to ensure
that your internal applicationswork properly, whilestill providing additional protection for non tunneled
traffic.
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Cisco Integrated Client

The VPN Client on the Windows platform includes a stateful firewall that incorporates Zone Labs
technology. This firewall is used for both the Stateful Firewall (Always On) feature and the Centralized
Protection Policy (see “ Centralized Protection Policy (CPP)”). This firewall is transparent to the VPN
Client user, and is called “Cisco Integrated Client Firewall” or CIC. While the “Always On” option lets
the VPN Client user choose to have basic firewall protection in effect, CPP lets an administrator define
rules to enforce for inbound/outbound Internet traffic during split tunneling operation. Since tunnel
everything already forces all traffic back through the tunnel, CPP is not used for tunnel everything.

Centralized Protection Policy (CPP)

Centralized Protection Policy (CPP) also known as firewall push policy, lets a network administrator
define a set of rules for allowing or dropping Internet traffic while the VPN Client is tunneled in to the
VPN Concentrator. A network administrator defines this policy on the VPN Concentrator, and the policy
is sent to the VPN Client during connection negotiation. The VPN Client passes the policy to the Cisco
Integrated Client, which then enforces the policy. If the client user has already selected the “Always On”
option, any more restrictive rules are enforced for Internet traffic while the tunnel is established. Since
CIC includes a stateful firewall module, most configurations block all inbound traffic and permit either
all outbound traffic or traffic through specific TCP and UDP ports outbound. Cisco Integrated Client,
Zone Alarm, and Zone Alarm Pro firewalls can assign firewall rules. CPP rules are in effect during split
tunneling and help protect the VPN Client PC from Internet attacks by preventing servers from running
and by blocking any inbound connections unless they are associated with outbound connections.

CPP provides more flexibility than the Stateful Firewall (Always On) feature, since with CPP, you can
refine the ports and protocols that you want to permit.

Policy Configured on the Remote PC—Personal Firewall Enforcement

Asan alternative to CPP, anetwork manager can define policy on the personal firewall that isinstalled on
the same PC as the VPN Client. This approach accommodates situations where there is already afirewall
set up and in use on the PC. The VPN Client then polls the personal firewall every 30 seconds to make
sureit isrunning and if it is not, terminates the secure connection to the VPN Concentrator. In this case,
the VPN Concentrator does not define the firewall policy. The only contact the VPN Client has with the
firewall is polling it to ascertain that it is running, a capability known as Are You There (AYT).

Currently, the VPN Client supports the following personal firewalls:
- Blacklce Defender
« Cisco Intrusion Prevention Security Agent
« Sygate Personal Firewall
- Sygate Personal Firewall Pro
- Sygate Security Agent
e ZoneAlarm

« ZoneAlarmPro
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Zone Labs Integrity Agent and Integrity Server (IA/IS)

The Zone Labs Integrity solution secures remote PCs on Windows platforms. This featureis a
client/server solution that comprises four components:

Integrity Server (IS)—located on a central organization’s network, IS maintains policies for the firewall
on the remote VPN Client PCs. A network manager defines the policy on the IS, the IS downloads the
policy to the Integrity Agent (IA) on the remote PC through a secure tunnel activated through the VPN
Concentrator. The IS monitors the PC to ensure enforcement of the policy. The IS also communicates
with the VPN Concentrator to establish/terminate connections, exchange session and user information,
and report status information.

Integrity Agent (IA)—on the remote PC enforces the protection policiesit receives from IS and
communicates with 1S to exchange policy and status information. The IA also communicates with the
VPN Client on the remote PC to obtain server addresses and to exchange status information with the
VPN Concentrator.

VPN Concentrator—provides the means for configuring firewall functionality by group. It reports the
IS's IP address and other VPN session-related information to the VPN Client, which passesit on to the
IA. The VPN Concentrator also communicates with the I Sto establish and terminate sessions, exchange
session and user information, and request and acquire authentication status.

VPN Client—on the remote PC gets the | S addresses and information from the VPN Concentrator and
passesit to the IA. The VPN Client also gets and reports status information from the A and terminates
sessions.

Once the connection is up and IS has communicated the firewall policy to 1A, then IS and IA keep in
touch though a heartbeat mechanism.

Table 1-1  Summary and Comparison of Firewall Configurations

Product/Policy Where Defined
Stateful Firewall |[VPN Client Option

Security/Flexibility What it Does/When Used
Blocksall unauthorized |Blocks all inbound traffic, al

(Always on) inbound traffic; least networks with few exceptions.
flexible (no application
awareness)
Centralized Policy pushed; central |Centrally controlled. Used with split tunneling to
Protection Policy |control Determined by traffic  |protect VPN Client PC and
(CPP) with Cisco filtersand rules defined |private network from incoming
Integrated Client on VPN Concentrator  |traffic from the Internet. (Tunnel

(CIC) everything already blocks all
nontunneled traffic.)

ZoneAlarm and |Policy pushed; central |Centrally controlled. Used with split tunneling to

ZoneAlarm Pro
with CPP

control

Determined by traffic
filters and rules defined
on VPN Concentrator

protect VPN Client PC and
private network from
unauthorized incoming and
outbound traffic from/to the
Internet when atunnel is active.
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Table 1-1 Summary and Comparison of Firewall Configurations (continued)

Product/Policy Where Defined Security/Flexibility What it Does/When Used

ZoneAlarm Policy defined on Determined by traffic ~ |Used when personal firewall is

ZoneAlarm Pro  |VPN Client PC filtersand rules defined |installed on the VPN Client and

Blacklce Agent |(AYT) on VPN Client PC policy isnot pushed. No specific

/Defender policy is enforced.

Sygate Personal

Sygate Pro

Sygate Security

Agent

Cisco Intrusion

Prevention

Security Agent

Client/Server Policy pushed from  |Most secure and Enforces centralized corporate

Firewall—Zone |Integrity Server (IS) |flexible central control |role-based policies on the VPN

Labs Integrity of firewall policies. Client PC. Lets administrator
monitor and enforce application
control and prevent unauthorized
inbound/outbound traffic.

Firewall Configuration Scenarios

This section shows three sample firewall configurations. Each diagram shows the parameter settingsin
effect on the VPN Concentrator as well as the firewall product and policy in effect on the VPN Client.

Cisco Integrated Client

Figure 1-1 showsatypical configuration for Cisco Integrated Client, in which the policy (CPP) is pushed
to the VPN Client. This policy blocks inbound traffic from the Internet while split tunneling isin use.
Traffic from the private network is not blocked, however.

Figure 1-1  Cisco Integrated Client

Private network

VPN Concentrator (VPNC)

Require Firewall

Cisco Integrated Client Firewall
Policy Pushed (CPP)
Filter/rules = drop all inbound;
forward any outbound

M

[:] VPN Client PC
‘—'f Integrated Firewall

—_— Policy from VPNC
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Remote Firewall

Figure 1-2 shows a configuration in which the policy is set up on a personal firewall on the PC. In this
case, Are You There (AYT) isthe policy. The VPN Client polls the firewall every 30 seconds to ensure
that it is still running and if it is not, the VPN Client terminates the session.

Figure 1-2 Remote Firewall Determines Policy

Private network

—

E_’_ 8 VPN Concentrator (VPNC)
ﬁ H -

T Require firewall

Specific firewall selected
Policy set up on remote PC's firewall

D VPN Client PC

— ZoneAlarm, BlackICE,Custom, etc.

— Firewall defines and maintains policy
VPN Client polls (AYT)
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Client/Server Approach

Figure 1-3 shows a sample configuration for Zone Labs Integrity.

VPN Client Administrator Guide
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Figure 1-3  Client/Server—Integration With Zone Labs Integrity Server

A |ntegrity Server (IS)

El Gets User ID, Session ID, and Port from VPNC

! Provides connection information to VPNC

Establishes policy; pushes policy to Integrity Agent (1A)

Private network ‘

| E—

= 8 VPN Concentrator (VPNC)
. S—

] Knows address of IS

Provides User ID/Session ID/Port to IS
Sends User ID/Session ID/Port to VPN Client

A—— )
B VPN Client PC
—— Integrity Agent (1A)
_ IA installed and running
VPNC and VPN Client negotiate
VPNC passes User ID/Session ID/Port to Integrity Server
VPN Client
-- initializes 1A with cached info
--passes User ID/Session ID to I1A
IA connects with IS; gets firewall policy from IS

IA starts enforcing policy
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Defining a Filter and Rules to Use with Firewalls for CPP

When you want the VPN Concentrator to push the firewall policy to the VPN Client, you must first
define the policy on the VPN Concentrator. To do this you need to create afilter and add rules to the
filter on the public network. The VPN 3000 Concentrator provides a default filter you can use for CPP
by selecting it from the menu. The name of thisfilter is“Firewall Filter for VPN Client (Default)”. This
filter allows all outbound traffic and drops all inbound traffic.

Firewall filters are session filters, rather than packet filters. This means that for an “allow all
outbound/drop all inbound” rule, the CPP policy lets inbound responses come from outbound sessions
only from IP protocols TCP, UDP, and ICMP. These protocols are the only protocols that are “ stateful.”
M ost administratorswill want to use arulethat blocks all inbound traffic and either permitsall outbound
traffic or limits outbound traffic to specific TCP and UDP ports. For complete information on creating
filters and adding rules in general, see VPN 3000 Series Concentrator Reference Volume I:
Configuration, Configuration | Policy Management | Traffic Management.

Example 1-1  Creating a Filter for a Firewall Policy allowing the VPN Client to Act as a Web Server

This example shows step-by-step how to add a filter that allows outbound traffic to any protocol and to
allow inbound traffic from HT TP but none of the other protocols. In thisway, you can enable your VPN
Client to become a Web server.
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First, create arule that allows inbound traffic only from HTTP. To do this, go to Configuration | Policy
Management | Traffic Management | Rules.

Click Add

a. For the Rule Name, enter the name, such as FW Al | ow i nconi ng HTTP.
b. For Action, choose Forward.

c. For Protocol, choose TCP.

d. For TCP/UDP Destination Port, choose HT TP(80).

e. Click Add.

Next add afilter that drops all inbound traffic except from HT TP but forwards any outbound traffic while
connected through a tunnel. To do this, under Traffic Management, click Filters.

a. Click the Add Filter box.

b. Enter the filter name, such as FW Al | ow | nconi ng HTTP, and select the defaults for the remaining
parameters.

c. Click Add, which brings up the Actions screen.

d. Onthisscreen, highlight the rule you madein Step 2 and click Add to move it to the Current Rules
in Filter column. Do the same for the Any Out (forward/out) rule.

e. Click Done.
Save the configuration.
This filter now is available under Base Group and Groups for you to select for the CPP policy.

Configuring the VPN 3000 Concentrator to Enforce Firewall Usage on the VPN Client

Step 1

Step 2

Step 3
Step 4

Step 5

This section shows how to configure the VPN Concentrator to require the VPN Client to enforce the use
of a personal firewall on the VPN Client PC. On the VPN 3000 Concentrator side, you configure the
Base Group or a specific group of usersto enforce a personal firewall policy on the VPN Client side.
Use the following general procedure.

To configure firewalls for the Base Group, choose Configuration | User Management | Base Group
or to configure firewalls for a specific group, choose Configuration | User Management | Groups.

To add afirewall, do one of the following:
» For the Base Group, choose the Client FW tab.

- To create anew group for afirewall configuration, click Add Group and then click the Client FW
tab.

- Toadd afirewall to an existing group, highlight the group name, click M odify Group, and click the
Client FW tab.

To require a firewall, under the Firewall Setting attribute, choose Firewall Required.

Under the Firewall attribute, choose afirewall from the Firewall pull-down menu. If the firewall you are
using is not on the list, you must use Custom.

Choose the Firewall Policy: Policy defined by the remote firewall (AYT) or Policy pushed (CPP). (See
the next section.)
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For complete information, refer to VPN 3000 Series Concentrator Reference Volume I: Configuration,
the section “User Management” or the VPN 3000 Concentrator Network Manager’s online help.

Setting up Cisco Integrated Client Firewall (CIC) for CPP

Stepl  Under Client FW tab on Firewall Setting, choose Firewall Required.
Step2  Onthe Firewall pull-down menu, choose Cisco Integrated Client Firewall.

Step3  On Firewall Policy, click Policy Pushed and select afilter that contains firewall policy rules. You can
choose the default firewall filter or one that you have configured for a special purpose (see “Defining a
Filter and Rules to Use with Firewalls for CPP").

Setting up a Client/Server Firewall —Zone Labs Integrity

Stepl  Configure firewall policy on the Integrity Server (1S), following Zone Labs documentation.

Step2  Onthe VPN Concentrator, go to Configuration | System | Servers | Firewall Server. For the Zone Labs
Integrity Server, enter the host name or |P address and the port number.

Step3  Under Configuration | User Management | Base Group or Groups | Client FW tab (see “Defining aFilter
and Rules to Use with Firewalls for CPP"), configure the following:

a. Firewall Setting = Firewall Required

b. Firewall = Zone LabsIntegrity

c. Firewall Policy = Policy from Server
Step4  Save the configuration.

Custom Vendor Codes

On the VPN 3000 Concentrator, you can configure a custom firewall. Currently there are no supported
firewall configurations that you cannot choose from the menu on the VPN Concentrator. This featureis

mainly for future use. Nevertheless, the following table lists the vendor codes and products that are
currently supported.

Table 1-2  Custom Vendor and Product codes

Vendor Vendor Code |Products Product Code
Cisco Systems 1 Cisco Integrated Client (CIC) |1
Zone Labs 2 Zone Alarm 1
ZoneAlarm Pro 2
Zone Labs Integrity 3
Networkl CE 3 Blacklce Defender 1
Sygate 4 Sygate Personal Firewall 1
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Table 1-2  Custom Vendor and Product codes (continued)

Vendor Vendor Code |Products Product Code
Sygate Pro 2
Sygate Security Agent 3

Cisco 5 Cisco Intrustion Prevention 1
Security Agent

Obtaining Firewall Troubleshooting Information

This section describes two waysto obtain information about firewal | negotiations: through the | PSec L og
or anotification from the VPN Concentrator.

Examining the IPSec Log

Notifications

One way to see what is happening during tunnel negotiation between the VPN Client and the VPN
Concentrator is to examine messages in the |PSec Log on the VPN Client. You can use the Log Viewer
application to do this (for information on using Log Viewer, refer to the VPN Client User Guide for
Windows, Chapter 5). During tunnel negotiation, the VPN Client initiates the firewall exchange by
sending the VPN Concentrator alist of firewalls installed and running on the PC, if any. The VPN
Concentrator then sends messages indicating its firewall requirements to the VPN Client.

Following is an example of this exchange.
First, the request from the VPN Client to the VPN Concentrator:

36 le:44:35 250 02728503 GSewv=Info/s
IEE/0xe300005D
Client sending a firewall redquest Lo concentrator

27 le:44:35 250 02728503 GSewv=Info/s

IEE/0xe300005C

Firewall Policy: Product=Cisco Systems Integrated Client,
Capability= (Centralized Protection Policy).

G7647

Next, the responses from the VPN Concentrator:

47 lo:44:40. 162 02/28/03 Sewv=Info/L
IKE/Ox&200005E
Client receiwed a firewall reply from concentrator

45 lo:44:40. 162 02/28/03 Sewv=Info/L

IKE/Oxe3z00008C

Firewall Policy: Product=Cisco Systens Integrated Client,
Capability= (Centralized Protection Policy).

G7E45

If the VPN Client and VPN Concentrator firewall configurations do not match, the VPN Concentrator
notifies the VPN Client when the VPN Client user attempts to connect. If the firewall configuration is
required, the connection attempt fails; if the firewall configuration is optional, the tunnel comes up.
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Figure 1-4  Firewall Mismatch Notification

# ¥PN Client | Motifications |
M atificatiors:
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Notifying Remote Users of a Client Update

Step 1
Step 2

Step 3
Step 4
Step 5

You can notify VPN Client users when it is time to update the VPN Client software on their remote
systems. The notification can include alocation containing the client update (the update does not happen

automatically). Use the Client Update procedure at the VPN 3000 Concentrator to configure a client
notification:

To enable Client Update, go to Configuration | System | Client Update and click Enable.

At the Configuration | System | Client Update | Enabl e screen, check Enabled (the default) and then click
Apply.
On the Configuration | System | Client Update | screen, click Entries.

On the Entries screen, click Add.

For Client Type, enter the operating systems to notify:

Windows includes all Windows based platforms

Win9X includes Windows 95, Windows 98, and Windows ME platforms
WinNT includes Windows NT 4.0, Windows 2000, and Windows X P platforms
Linux

Solaris

Mac OS X

VPN Client Administrator Guide
m. 78-15404-02 |



| Chapterl

Configuration Information for an Administrator

Step 6

Step 7

VPN 3000 Series Concentrators Configuration Information 1l

Note  The VPN 3000 Concentrator sends a separate notification message for each entry in a Client
Update list. Therefore your client update entries must not overlap. For example, the value
Windows includes all Windows platforms, and the value WinNT includes Windows NT 4.0,
Windows 2000 and Windows XP platforms. So you would not include both Windows and
WIinNT. To find out the client types and version information, click on thelock icon at the top | eft
corner of the Cisco Systems VPN Client main window and choose About VPN Client.

In the URL field, enter the URL that contains the notification.

To activate the Launch button on the VPN Client Notification, the message must include the protocol

HTTPor HTTPS and the server address of the site that contains the update. The message can also include
the directory and filename of the update, for example, http://www.oz.org/upgrades/clientupdate. If you
do not want to activate the Launch button for the remote user, you do not need to include a protocol in

the message.

In the Revisions field, enter acomma separated list of client revisions that do not need the update
because they are already using the latest software. For example, the value 3.6.5 (Rel), 4.0 (Rel)
identifies the releases that are compliant; all other VPN Clients need to upgrade.

Click Add.

The Notification dialog box appears when the remote user first connects to the VPN device or when the
user clicksthe Notifications button on the Connection Status dialog box. When the notification pops up,
on the VPN Client, click Launch on the Notification dialog box to open a default browser and access
the URL containing the update.

Setting up Local LAN Access for the VPN Client

Step 1

Remote users with Cable or DSL access from home might have home networks for sharing files and
printers. You can configure local LAN access for remote users so that they can access resources on the
LAN at the client side and still maintain the secure connection to the central site (through the IPSec
tunnel).

Before you begin, you should carefully read the section on split tunneling in the VPN 3000 Series
Concentrator Reference Volume 1: Configuration. See the section explaining Configuration | User
Management | Groups | Add or Modify | IPSec tab.

Configuring local LAN access involves the following general steps:
« Enabling local LAN access on the VPN Client
« Enabling local LAN access in specific groups on the VPN 3000 Concentrator
« Adding the accessible networks to a network list (or using the default network address).

Use the following procedure:

On the VPN Client, enable the Allow Local LAN Access parameter.

When creating or modifying a connection entry, display the Transport tab and check Allow Local LAN
Access.
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Figure 1-5 Setting the Allow Local LAN Access Parameter on the VPN Client

# ¥PN Client | Properties for “Engineering™

Connection Entry: IEnginee[ing

Description: IConneclion ta Engineering WPH Device

Host:[10.10.32 32

Authentication IBackup Servers I Dial-Up I

¥ Enable Transparent Tunneling
f* |PSec over UDP [ NAT A PAT |
" IPSec aver TCP TCF Fark: |1 Qoon

v Allow Local LAM Access

Peer rezponze timeout [seconds); ISD
Eraze Wser Pasaword Save I Cancel |

L

7645

Step2  Onthe VPN 3000 Concentrator, either add a new group or modify an existing group as follows:

a. Toconfigure local LAN access for a specific group, go to Configuration | User Management |
Groups.

b. Choose either Add to add a new group or M odify to enable Local LAN for an existing group.
c. Gotothe Client Config tab.

d. At the Split Tunneling Policy attribute, under Value, click the Tunnel everything radio button and
then click Allow the networksin list to bypassthetunnel. This enableslocal LAN access on the
VPN Client.

e. Atthe Split Tunneling Network List, under Value, choose the network list you have created for local
LAN access, if any.

VPN Client Local LAN isthe default and is assigned the address 0.0.0.0/0.0.0.0. This IP address
allows access to all hosts on the client side LAN without regard to the network addressing
configured on that network. Sincethislocal LAN accessislimited to only onelocal network, if you
have multiple network cards in the client PC, you can access only the network in which the VPN
Client has established the VPN connection.

For information on creating a network list, see VPN 3000 Series Concentrator Reference
Volume | Configuration, “Configuration | Policy Management | Traffic Management | Network Lists’.

Note  When the VPN Client is connected and configured for local LAN access, you cannot print or browse by
name on the local LAN. When the VPN Client is disconnected, you can print or browse by name.

You can browse or print by IP Address. To print, you can change the properties for the network printer
to usethe IP Addressinstead of names. For example instead of the syntax \\sharename\printername, use
\\x.x.x.x\printername, where x.X.x.x is an | P address.

To print and browse by name, you can use an LMHOST Sfile. To do this, add the | P addresses and local
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hostnames to a text file named LMHOSTS and place it on all your local PCsin the \Windows directory.
The PC’'s TCP/IP stack then uses the | P address to hostname mapping in the LMHOSTS file to resolve
the name when printing or browsing. This approach requires that all local hosts have a static | P address;
or if you are using DHCP, you must configure local hosts to always get the same | P address.

Example LMHOSTS file:
192. 168. 1. 100 MKPC
192. 168. 1. 101 SBPC
192.168. 1. 101 LHPC

Configuring the VPN Concentrator for Client Backup Servers

Step 1
Step 2
Step 3
Step 4
Step 5
Step 6
Step 7

This section shows how to configure agroup on the VPN Concentrator to automatically push new backup
server information to a VPN Client.

On the VPN Concentrator, go to Configuration | User Management | Group.

To add a new group, click Add or to modify an existing group, highlight it in the box and click M odify.
Go to the Client Config tab.

For 1PSec Backup Servers, select Use List Below from the drop-down menu.

Enter alist of up to 10 IPSec backup serversin high to low priority order.

Type each server address or name on a single line into the IPSec Backup Servers box.

Click Apply and then save the configuration.

Configuring NAT Traversal for the VPN Client

NAT Traversal (NAT-T) letsthe VPN Concentrator establish | PSec tunnelswith aVVPN Client when there
is a NAT device between them. It does this by encapsulating ESP traffic in UDP datagrams, which
provides ESP with the port information that NAT devices require.

You can configure NAT-T globally on the VPN Concentrator, which then activates NAT-T for all groups
configured on the VPN Concentrator.

Global Configuration

Step 1

Step 2

Step 1

To configure NAT-T globally, follow these steps on the VPN Concentrator:

Goto Configuration | System | Tunneling Protocol s| | PSec | NAT Transparency and check the | PSec over
NAT-T check box.

Click Apply and then save the configuration.

Next configure the following parameters on the VPN Client.

Go to Options > Properties > General.
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Step2  Check Enable Transparent Tunneling check box.
Step3  Click the Allow | PSec over UDP (NAT/PAT) radio button.

Configuring Entrust Entelligence for the VPN Client—Windows
Only

This section explains how to set up a VPN Client to access Entrust Entelligence to obtain an Entrust
identity certificate. It also provides information for using the VPN Client software with Entrust. For
Entrust installation and configuration information, see your Entrust documentation—Entr ust
Entelligence Quick Start Guide or Entrust Entelligence online help.

Use the following procedure:

Stepl Install Entrust Entelligence software on the remote user’s PC.

You should install the Entrust Entelligence software before you install the VPN Client. The order is
important when the VPN Client is using start before logon and Entrust SignOn at the same time. For
information about what happens when both of these features are configured on the VPN Client, refer to
VPN Client User Guide for Windows, Chapter 5.

Step2  Aspart of Entust Entelligence installation, create a new Entrust profile, using the Create Entrust Profile
Wizard.

To create an Entrust Entelligence profile, you need the following information:
« The Entrust Entelligence reference number
« The Entrust Entelligence authorization code
« The name of adirectory for storing the profile
« A name for the profile
» A password, following the rules set by the Entrust administrator

Step3  Optionally install Entrust SignOn, following the instructions in the Entrust documentation.
a. Aspart of Entrust SignOn installation, you see the Entrust Options dialog box. (See Figure 1-6.)

b. Make sure that you check Always prompt meto confirm thislogin information. Checking this
box causes the Entrust SignOn login dialog box to pause and allow the VPN connection to come up
before the remote user entersthe NT logon information.
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Figure 1-6  Entrust Options SignOn Tab
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After creating a profile, log out of Entrust Entelligence.
Install the VPN Client software.

Create a new connection entry that includes authenticating using an Entrust certificate. For instructions
see section “Configuring an Entrust Certificate for Authentication,” in Chapter 4 of VPN Client User
Guide for Windows.

The VPN Client relies on an up-to-date Entrust DLL file. The name of thisfile is kmpapi32.dil. If you
are using Entrust Entelligence version 5.1, the DLL fileis up to date. If you have version 4.0 or 5.0
installed on the VPN Client system, then the DLL fileis not up to date.

If “Entelligence Certificate (Entrust)” does not appear in the Certificate menu on the VPN Client, you
probably do not have the latest version of the DLL file, which ships with the VPN Client software. To
update the kmpapi32.dll file, copy it to the VPN Client system from the Release medium and placeit in
the Windows default system directory. For Windows NT, Windows 2000 and Windows X P systems, this
directory is c:\WinNT\System32. For Windows 9x and Windows ME, the directory is\Windows\System.
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Setting up the VPN Client for Authentication using Smart
Cards—Windows Only

Step 1

Step 2
Step 3

Step 4

The VPN Client supports authentication via a certificate stored on a smart card. Once you create a
connection entry and choose the certificate for authentication, the VPN Client user needs to insert the
smart card into its reader. Once the VPN Client connection isinitiated, the user is prompted to enter a
PIN or passcode to obtain access to the smart card. The private key stays on the smart card and is never
accessible without entering the PIN or passcode. Also, in most cases, thereisalimit to how many times
someone can try to enter the PIN or passcode after which thereisalock on the card.

Explaining how to configure VPN Client authentication for every smart card vendor is beyond the scope
of this documentation. You must follow documentation from your smart card vendor to obtain this
information.

In general:

Under Key Options, when you are performing web-based certificate enrolIment, choose your smart card
provider from the pull-down menu.

For Key usage choose Signature and verify that Create new key set is selected.

Install the certificate. The keys are generated on the smart card and a copy of the certificateis stored in
the Microsoft store on your PC and listed on the VPN Client Certificates tab.

Go to the Conection Entry > Modify dialog, and do the following:
a. Open the Authentication tab and check the Certificate Authentication radio button

b. Display the drop-down Name menu and click the smartcard certificate.

Now a VPN Client user can complete authentication only when the smart card isinserted in its reader
that is plugged into the proper port on the PC and when the user enters the correct PIN or passcode.

With most vendors, when the smart card is not plugged in, the Certificates tab still displays the
certificate. However when disconnected, e-token by Aladdin removes the certificate from the list. The
certificate appearsin the list only when the e-token is inserted and active.
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CHAPTER 2

Preconfiguring the VPN Client for Remote Users

This chapter explains how to prepare configurations for remote users and how to distribute them. This
chapter includes the following sections:

- Profiles
- Creating a Global Profile

» Creating Connection Profiles

Groups of configuration parameters define the connection entries that remote users use to connect to a
VPN device. Together these parameters form files called profiles. There are two profiles; aglobal profile
and an individual profile.

- A global profilesetsrulesfor all remote users; it contains parametersfor the VPN Client asawhole.
The name of the global profile file is vpnclient.ini.

- Individual profiles contain the parameter settings for each connection entry and are unique to that
connection entry. Individual profiles have a. pcf extension.

Profiles get created in two ways:

1. When an administrator or a remote user creates connection entries using the VPN Client graphical
user interface (Windows and Macintosh only)

2. When you create profiles using a text editor

In the first case, the remote user is also creating afile that can be edited through a text editor. You
can start with a profile file generated through the GUI and edit it. This approach lets you control
some parameters that are not available in the VPN Client GUI application. For example,
auto-initiation or dial-up wait for third-party dialers.

The default location for individual profilesis:
» For Windows platforms—C:\Program Files\Cisco Systems\VPN Client\Profiles.
» For the Linux, Solaris, and Mac OS X platforms— /etc/CiscoSystemsV PNClient/Profiles/

This chapter explains how to create and edit the vpnclient.ini and individual profiles. Both files use the
same conventions.
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N

Note  The easiest way to create a profile for the Windows platformsisto run the VPN Client and use the VPN
Client GUI to configure the parameters. When you have created a profile in this way, you can copy the
.pcf fileto adistribution disk for your remote users. This approach eliminates errors you might introduce
by typing the parameters and the group password gets automatically converted to an encrypted format.

File Format for All Profile Files

The vpnclient.ini and .pcf files follow normal Windows.ini file format:
« Useasemicolon (;) to begin a comment.
» Place section names within brackets [section name]; they are not case sensitive.

« Use key names to set values for parameters; keyword = value. Keywords without values, or
unspecified keywords, use VPN Client defaults. Keywords can be in any order and are not case
sensitive, although using lower and uppercase makes them more readable.

Making a Parameter Read Only

To make a parameter read-only so that the client user cannot change it within the VPN Client
applications, precede the parameter name with an exclamation mark (!). This controls what the user can
do within the VPN Client applications only. You cannot prevent someone from editing the global or .pcf
file and removing the read-only designator.

Creating a Global Profile

The name of the global profileisvpnclient.ini. Thisfile islocated in the following directories:

» For Windows platforms—C:\Program Files\Cisco Systems\VPN Client directory

» For the Linux, Solaris, and Mac OS X platforms— /etc/CiscoSystemsV PNClient/vpnclient.ini
These are the default locations created during installation.

Features Controlled by Global Profile

The vpnclient.ini file controls the following features on al VPN Client platforms:
» Start before logon
« Automatic disconnect upon log off
« Control of logging services by class
- Certificate enrollment
« ldentity of a proxy server for routing HTTP traffic
 Identity of an application to launch upon connect
« Missing group warning message
« Logging levels for log classes
- RADIUS SDI extended authentication behavior
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GUI parameters—appearance and behavior of GUI applications

The vpnclient.ini file controls the following additional features in the Windows platform:

Sample vpnclient.ini file

~

Note

Location of the Entrust.ini file

List of GINAs that are not compatible with the VPN Client
Auto initiation

Setting of the Stateful Firewall option

The method to use in adding suffixes to domain names on Windows 2000 and Windows XP
platforms

When working with athird-party dialer, time to wait after receiving an |P address before initiating
an IKE tunnel

Network proxy server for routing HTTP traffic
Application launching
DNS suffixes

Force Network Login, which forces a user on Windows NT, Windows 2000, or Windows XP to log
out and log back in to the network without using cached credentials

Profiles for the VPN Client are interchangeabl e between platforms. Keywords that are specific to the
Windows platform are ignored by other platforms.

This sample file shows what you might see if you open it with a text editor

[ mai n]

I nconpati bl eG nas=PALG na.dl |, t heirgina.dl
RunAt Logon=0

Enabl eLog=1

Di al er Di sconnect =1

Aut ol ni ti ati onEnabl e=1
AutolnitiationRetrylnterval =1
Aut ol ni tiationLi st=techsupport, adm n
[techsupport]

Net wor k=175.55.0.0
Mask=255. 255. 0.0
Connecti onEnt ry=I Tsupport

[ adm n]

Net wor k=176. 55.0. 0
Mask=255. 255. 0.0

Connecti onEnt ry=Adm ni stration
[ LOG | KE]

LogLevel =1

[LOG CM

LogLevel =1

[ LOG PPP]

LogLevel =2

[ LOG DI ALER]

LogLevel =2

[ LOG. CVPND]

LogLevel =1

[ LOG CERT]

LogLevel =0

[ LOG | PSEC]
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LogLevel =3

[ LOG FI REWALL]

LogLevel =1

[LOG CLI]

LogLevel =1

[Cert Enrol | nent]

Subj ect Name=Al i ce Wonder | and
Conpany=Uni versity of OZ
Depart nent =I nt ernati onal Rel ati ons
St at e=Massachusetts

Count ry=US

Emai | =Al i ceWAUQZ. com

CADonmai nNane=Cer t sAr eUs
CAHost Addr ess=10. 10. 10. 10
CACertificat e=CAU

[ Appl i cati on Launcher]

Enabl e=1

Command=c: \ apps\ apnane. exe

[ For ceNet Logi n]

For ce=1

Wai t =10

Def aul t Msg=You wi Il be | ogged off in 10 seconds
Separat or:**************************************
[Gu]

W ndoww dt h=578

W ndowHei ght =367

W ndowx=324

W ndowY=112

Vi si bl eTab=0

Connecti onAttribute=0
AdvancedVi ew=1

Def aul t Connect i onEnt r y=ACVE
M ni mi zeOnConnect =1

UseW ndowSet t i ngs=1

ShowTool Ti ps=1

ShowConnect Hi st ory=1

The rest of this section explains the parameters that can appear in the vpnclient.ini file, what they mean,
and how to use them.

Global Profile Configuration Parameters

Table 2-1 lists all parameters, keywords, and values. It also includes the parameter name as used in the
VPN Client GUI application if it exists, and where to configure it in the application.

Each parameter can be configured on all VPN Client platforms unless specified.

VPN Client Administrator Guide
m. 78-15404-02 |



| Chapter2

Preconfiguring the VPN Client for Remote Users

Table 2-1

vpnclient.ini file parameters

Creating a Global Profile

VPN Client GUI
Configuration

.ini Parameter (Keyword)  |VPN Client Parameter Description Values Location(s)
[ mai n] Required keyword to identify main  |[ main] Does not appear in
section. Enter exactly as shown, as first Gul
entry in thefile.
Di al upWai t Specifies the number of secondsto |After the keyword and equal Does not appear in

wait between receiving an | P address
from athird-party dialer such as
General Packet Radio Services
(GPRS) before initiating an IKE
tunnel.

This grants enough time for the
connection to go through on the first
attempt.

sign, enter the number of
seconds to wait.
For example:

Di al upWai t =1
Default number = 0.

GUI

I nconpati bl eG nas
(W ndows- onl y)

Lists Graphical Identification and
Authenticationdynamiclink libraries
(GINA.DLLS) that are not
compatible with Cisco’s GINA.
Adding a GINA to the list causes the
VPN Client to leave the GINA aone
during installation and use fallback
mode. The VPN Client goes into
fallback mode only if RunAtLogon =
1. Otherwise, the Client GINA is
never installed. (See “Installing the
VPN Client Without User
Interaction”.

After the keyword and equal
sign, enter the name(s) of the
GINAS, separated by commas.
For example:

I nconpati bl eG nas=

PALgi na.dll, Yourgina.dll,
Thei rgi na. dl |

Do not enclose the namein
quotes.

Does not appear in
GUI

M ssi ngG oupDi al og

Controlsthe pop up window warning
that occurs when a user tries to
connect without setting the group
name in a preshared connection.

0= (default) Do not show the

warning message.
1=Show the warning message.

Does not appear in
GUI

RunAt Logon
(W ndows- onl y)

Specifies whether to start the VPN
Client connection before userslog on
to their Microsoft network. Available
only for the Windows NT platform
(Windows NT 4.0, Windows 2000
and Windows XP). This featureis
sometimes known as the NT Logon
feature.

0 = Disable (default)
1=Enable

Options > Windows
Logon Properties >
Enable start before
logon

Entrustlni=
(W ndows- onl y)

Locates the entrust.ini fileif itisina
location that is different from the
default.ini file. The default location
is the base Windows system
directory.

Complete pathname of location

Does not appear in
GUI
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Table 2-1

vpnclient.ini file parameters (continued)

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

Di al er Di sconnect =
(W ndows- onl y)

Determines whether to automatically
disconnect upon logging off a
Windows NT platform (WindowsNT
4.0, Windows 2000 and Windows
XP). Disabling this parameter letsthe
VPN connection remain when the
user logsoff, allowing that user tolog
back in without having to establish
another connection.

0 = Disable

1 = Enable (default disconnect

on logoff)

Options > Windows
Logon Properties >
Disconnect VPN
connection when
logging off

There are limitations to DialerDisconnect. For example, in the case of MS DUN, the RAS (PPP) connection might go down

when the user logs off. For more information about this specific case, see the following URL :

http://support. mcrosoft.con support/kb/articles/ QL58/ 9/ 09. asp?LN=EN- US&SD=gn&FR=08&qr y=RASY20ANDY20L OGOFF&r n
k=28&sr c=DHCS_MSPSS_gn_SRCH&SPR=NTWA0

Enabl eLog=

Determines whether to override log
settings for the classes that use the
logging services. By default, logging
isturned on. This parameter lets a
user disable logging without having
tosettheloglevelsto zero for each of
the classes. By disabling logging you
can improve the performance of the
client system.

0 = Disable
1 = Enable (default)

Log > Enable/Disable

Stateful Firewal | =
(W ndows- onl y)

Determines whether the stateful
firewall is always on. When enabled,
the stateful firewall alwayson feature
allows no inbound sessions from all
networks, whether aV PN connection
isineffect or not. Also, thefirewall is
active for both tunneled and
nontunnel ed traffic.

0 = Disable (default)
1=Enable

Options > Stateful
Firewall (Always On)

Stateful Firewal | Al ow
| CVP (W ndows only)

Controls whether Stateful Firewall
(Always On) allows ICMP traffic.

Some DHCP Serversuse | CMP pings
to detect if the DHCP client PCs are
up so that the lease can be revoked or
retained.

0 = Disable (default)
1 = Enable

Does not appear in the
GUI.

Aut ol nitiati onEnabl e
(W ndows- onl y)

Enables auto initiation, which is an
automated method for establishing a
wireless VPN connectioninaLAN
environment. For information on this
feature see Configuring Automatic
VPN Initiation—Windows Only

0 = Disable (default)
1=Enable

Options > Automatic
VPN Initiation

Autol nitiati onRetry-
I nterval

Specifiesthetimetowait, in minutes,

1 to 10 minutes

Options > Automatic

before retrying auto initiation after a ; VPN Initiation
i - . . Default = 1 minute
(W ndows-only) connection attempt failure.
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vpnclient.ini file parameters (continued)

Creating a Global Profile

VPN Client GUI
Configuration

.ini Parameter (Keyword)  |VPN Client Parameter Description Values Location(s)
AutolnitiationRetry- Changes the retry interval from 0 = minutes (default) Options > Automatic
| nterval Type minutes (the default) to seconds. The |1 = seconds VPN Initiation

(W ndows- onl y)

range in seconds is 5-600.

AutolnitiationList
(W ndows- onl y)

Identifies auto initiation-related
section names within the
vpnclient.ini file. The vpnclient.ini
file can contain a maximum of 64
auto initiation list entries.

A list of section names
separated by commas; for
example:

SIWLAN, RTPW.AN, CHW.AN

Does not appear in
GUI

[ section nane]
(of anitemin the
AutolnitiationList)
(W ndows-onl y)

Each section contains a network
address, network mask, connection
entry name, and a connect flag. The
network and mask values identify a
subnet. The connection entry
identifies a connection profile (.pcf
file). The connect flag specifies
whether to auto initiate the
connection.

Section name in brackets
Network =1 P address

Mask = Subnet mask
ConnectionEntry = name of a
connection entry (profile)
Connect=1o0r0

0 = Do not auto initiate the
connection

1= Autoinitiate the connection
(the default)

Example:

[ SIWLAN]

Net wor k=110. 110. 110.0
Mask=255. 255. 0.0

Connect i onEnt r y=Sant aJuan
Wrel essLAN

Does not appear in
GUI

For each class that follows, use the LogL evel= parameter to set the logging level

[LOG I KE] I dentifies the Internet Key Exchange |[LOG. | KE] Log > Settings
class for setting the logging level. Enter exactly as shown.

[LOG CM | dentifies the Connection Manager  |[LOG. CM Log > Settings
class for setting the logging level. Enter exactly as shown.

[ LOG XAUTH]| I dentifies the Extend authorization  |[ LOG. XAUTH] Log > Settings
class for setting the logging level. Enter exactly as shown.

[LOG PPP| | dentifies the PPP class for setting  |[ LOG. PPP] Log > Settings

(W ndows-onl y) the logging level. Enter exactly as shown.

[ LOG CVPND] Identifies the Cisco VPN Daemon [ LOG. CVPND| Log > Settings
class for setting the logging level. Enter exactly as shown.

[ LOG. CERT] Identifies the Certificate [ LOG. CERT] Log > Settings
Management class for setting the Enter exactly as shown.
logging level.

[LOG. | PSEC] Identifies the IPSec module classfor |[LOG. | PSEC] Log > Settings
setting the logging level. Enter exactly as shown.

[LOG FI REWALL] Identifiesthe FWAPI classfor setting |[ LOG. FI REWALL] Log > Settings

(W ndows- onl y)

the logging level.

Enter exactly as shown
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Table 2-1

vpnclient.ini file parameters (continued)

VPN Client GUI
Configuration

.ini Parameter (Keyword)  |VPN Client Parameter Description Values Location(s)
[LOG CLI] | dentifies the Command-Line [LOG CLI] Log > Settings
Interface classfor setting thelogging |Enter exactly as shown
level.
[LOG aUl] I dentifies the Graphical User [LOG QU] Log > Settings
Interface classfor setting thelogging | Enter exactly as shown
level.
LogLevel = Determines the log level for The VPN Client supportslog Log > Settings

individual classes that use logging
services. By default, the log level for
all classesisLow You can use this
parameter to override the default
setting for the preceding [LOG]
parameters.

levels from 1 (lowest) to 15
(highest).

Default = 1

To set logging levels, you must
first enable logging:
Enablel og=1.

[CertEnrol | nent]

Required keyword to identify the
Certificate Enrollment section.

[CertEnrollment]

Enter exactly as shown.

Does not appear in
GUI

Subj ect Nare= | dentifies the username associated Maximum of 519 alphanumeric |Certificates > Enroll
with this certificate. characters. Certificate EnrolIment
form
Conpany= I dentifies the company or Maximum of 129 alphanumeric |Certificates > Enroll
organization of the certificate owner. |characters. Certificate Enrollment
form
Depar t ment = | dentifies the department or Maximum of 129 alphanumeric |Certificates > Enroll
organizational unit of the certificate |characters. Certificate Enrollment
owner. If matching by |PSec group in form
a VPN 3000 Concentrator, must
match the group name in the
configuration.
St at e= I dentifies the state or province of the [Maximum of 129 alphanumeric |Certificates > Enroll
certificate owner. characters. Certificate EnrolIment
form
Country= I dentifies the two-letter code Maximum of 2 alphanumeric  |Certificates > Enroll
identifying the country of this characters. Certificate EnrolIment
certificate owner. form
Emai | = I dentifies the certificate owner’s Maximum of 129 alphanumeric |Certificates > Enroll
email address. characters. Certificate Enrollment
form
| PAddr ess I dentifies the | P address of the Internet address in dotted Certificates > Enroll
system of the certificate owner. decimal notation. Certificate Enrollment
form
Donai n Identifies the fully qualified domain |Maximum of 129 alphanumeric |Certificates > Enroll

name of the host that is serving the
certificate owner.

characters.

Certificate Enrollment
form
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Table 2-1

vpnclient.ini file parameters (continued)

Creating a Global Profile

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

CADonmai nNanme=

Identifies the domain name that the
certificate authority belongs to; for
network enrollment.

Maximum of 129 alphanumeric
characters.

Certificates > Enroll
Certificate Enrollment
form

CAHost Addr ess=

Identifies the |P address or hostname
of the certificate authority.

Internet hostname or I P address
in dotted decimal notation.
Maximum of 129 alphanumeric
characters.

Certificates > Enroll
Certificate Enrollment
form

CACertificate=

| dentifies the name of the self-signed
certificate issued by the certificate
authority.

Maximum of 519 alphanumeric
characters.

Note: The VPNClient GUI
ignores a read-only setting on
this parameter.

Certificates > Enroll
Certificate Enrollment
form

Net wor kPr oxy=
(W ndows- onl y)

I dentifies a proxy server you can use
to route HTTP traffic. Using a
network proxy can help prevent
intrusions into your private network.

IP address in dotted decimal
notation or domain name.
Maximum of 519 alphanumeric
characters. The proxy setting
sometimes has a port associated
with it.

Example:10. 10. 10. 10: 8080

Does not appear in
GUI

[ Appli cati onLauncher]
(W ndows-onl y)

(No VPN Client field)

Required keyword to identify
Application Launcher section.

[ Appl i cati onLauncher]

Enter exactly as shown, as first
entry in the section.

Does not appear in
GUI

Enabl e=
(W ndows- onl y)

Use this parameter to allow VPN
Client usersto launch an application
when connecting to the private
network.

0 = Disabled (default)
1= Enabled

Disabled means no launching.

Options> Application
Launcher

Conmmand=
(W ndows- onl y)

The name of the application to be
launched. This variable includes the
pathname to the command, and the
name of the command complete with
arguments.

conmand string

Maximum 512 alphanumeric
characters.

Example:

c:\ aut h\ swt oken. exe.

Options> Application
Launcher>
Application

[ DNS]
(W ndows- onl y)

(No VPN Client field)

Required keyword to identify DNS
section.

[ DNS]

Enter exactly as shown, as first
entry in the section.

Does not appear in
GUI

AppendCOri gi nal Suffix=
(W ndows-onl y)

Determines the way the VPN Client
treats suffixes to domain names. See
“DNS Suffixes and the VPN
Client—Windows 2000 and
Windows XP Only”, following this
table.

0 = do nothing

1= append the primary DNS
suffix to the suffix that the VPN
Concentrator supplies.

2= append the primary and
connection-specific DNS
suffixes to the suffix that the
VPN Concentrator supplies.

Does not appear in
GUI
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Table 2-1

vpnclient.ini file parameters (continued)

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

[ Radi usSDI ]

Required keyword to identify the
RADIUS SDI extended
authentication (XAuth) section.
Configure this section to enable a
VPN Client to handle Radius SDI
authentication the same as native SDI
authentication, which makes
authentication easier for VPN Client
users to authenticate using SDI.

Enter exactly as shown.

Does not appear in
GUI.

Questi onSubStr

Uniquely identifies question-type
RADIUS SDI Xauth prompts.

Enter text up to 32 bytesin
length. The default text isa
guestion mark.

Example:

“Are you prepared to have
the system generate your
PIN? (y/n):”

Response:

The question appears
in the GUI during
extended
authentication. It is
followed by a
Response field.

NewPi nSubSt r

Uniquely identifies new PIN
RADIUS SDI Xauth prompts.

Enter text up to 32 bytesin
length. Default text is “new
PIN.”

Example:

“Enter a new PIN of 4 to 8
digits.”

Appearsin the GUI
during extended
authentication.

NewPasscodeSubSt r

Uniquely identifies new passcode
RADIUS Xauth prompts.

Enter text up to 32 bytesin
length. Default text is “new
passcode.”

Example:

“PI'N accept ed.

Wait for the token code to
change, then enter the new
passcode”

Appearsin the GUI
during extended
authentication.

[ Net | ogi n]
(wi ndows- onl y

I dentifies the Force Network Login
section of the vpnclient.ini file. This
featureforcesauser on WindowsNT,
Windows 2000, and Windows XP to
log out and log back in to the network
without using cached credentials.

Enter exactly as shown; thisis
required as part of the feature.

Does not appear in the
GUI.

Note

You cannot use this feature with Start Before Logon. If users are connecting via dialup (RAS), you should add the

registry key described in the Microsoft article: http://support.microsoft.com/default.aspx?scid=kb;en-us;Q158909.
Adding the registry key assures that the RAS connection does not drop when the user gets logged off.
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Table 2-1

vpnclient.ini file parameters (continued)

Creating a Global Profile

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

Force
(wi ndows- onl y)

Specifies what action to take for the
Force Network Login feature. This
parameter isrequired for this feature.

0 = (default) Do not force the
user to log out and log in.

1 = Force user to log out when
the Wait time is reached unless
an option is selected.

2 = Disconnect VPN session
upon reaching the Wait time
unless an option is selected.

3 = Wait for the user to select
Connect or Disconnect.

Does not appear in the
GUI.

Wi t
(wi ndows- onl y)

Determines the number of secondsto
wait before performing an action
specified by the Force parameter.
This parameter is optional.

X number of seconds.
The default is 5 seconds.

Does not appear in the
GUI.

Def aul t Msg
(wi ndows- onl y)

Specifiesamessage to display before
performing the action specified by
the Force parameter. Message can
vary according to setting of Force.
This parameter is optional.

Ascii text up to 1023 bytes.

Default message = You will
soon be disconnected.

Does not appear in the
GUI.

Separ at or
(wi ndows- onl y)

Specifies the separator text that
separates banner text from the
message. |f no banner exists, the
separator is not displayed. This
parameter is optional.

Ascii text up to 511 bytes.
Default separator = ------------

Does not appear in the
GUI.

[au]

Required keyword to identify the
section of the file that lets you
control features of the Graphical
User Interface application.

[Gu]

Enter exactly as shown, as first
entry in the section.

Does not appear in the
GUI.

Def aul t Connecti onEntry

Specifies the name of the connection
entry for the VPN Client to use to
initiate a connection, unless
otherwise indicated.

Connecti onEntryName

Connection Entries >
Add/Modify > Set as
default entry.

W ndowW dt h Controls the width of the window. Default = 578 pixels Manual control
W ndowHei ght Controls the height of the window.  |Default = 367 pixels Manual control
W ndowX Controls the X coordinate of the 0 to 1024 pixels Where the window
window. Default = 324 appears horizontally
relative to your
monitor’s screen
W ndowY Controlsthe Y coordinate of the 0 to 768 pixels Where the window
window. Default = 112 appears vertically
relative to your
monitor’s screen
VPN Client Administrator Guide
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Table 2-1

vpnclient.ini file parameters (continued)

.ini Parameter (Keyword)

VPN Client Parameter Description

Values

VPN Client GUI
Configuration
Location(s)

Vi si bl eTab

Tracks which tab is currently visible
in the advanced mode main dialog; an
index.

Connection Entries
Certificates
Log

VPN Client main
dialog

ConnectionAtti bute

Indicates the current setting for the
status bar display. The status bar is
the line area at the bottom of the
dialog that shows the state of the
connection (connect/not connected),
if connected, the name of the
connection entry on the left and what
the status is on the right.

If you click on the arrow on the
right end of the status bar, the
right part of the status bar
changes. This value records the
current display selection.

VPN Client main
dialog > status bar

AdvancedVi ew

Toggles between Advanced and
Simple modes of operation.

Simple Mode =0
Advanced Mode = 1 (default)

Main menu > Options
menu > Advanced/
Simple Mode

M ni mi zeOnConnect

Controls whether to minimize to a
systemtray icon upon connectionto a
VPN device.

0 = Do not minimize
1 = Do minimize (default)

Main menu > Options
> Preferences > Hide
upon connect

UseW ndowSet t i ngs Controls whether to save windows |0 = No Main menu > Options
settings. 1 = Yes (default) > Preferences > Save
window settings
ShowTool ti ps Controls whether to display thetool |0 =No Main menu > Options

tips.

1 = Yes (default)

> Preferences> Enable
tooltips

ShowConnect Hi st ory

Controls whether to display the
connection history dialog during
connection negotiation.

0 = No (default)
1=Yes

Main menu > Options
> Preferences>Enable
Connection History
Display

DNS Suffixes and the VPN Client—Windows 2000 and Windows XP Only

When a command or program such as ping server 123 passes a hostname without a suffix to a Windows
2000 or Windows X P platform, Windows 2000/X P has to convert the nameinto afully-qualified domain
name (FQDN). The Windows operating system has two methods for adding suffixes to domain names:
Method 1 and Method 2. This section describes these two methods.

Method 1—Primary and Connection-Specific DNS Suffixes

A primary DNS suffix is global across all adapters. A connection-specific DNS suffix is only for a
specific connection (adapter), so that each connection can have a different DNS suffix.

Identifying a Primary DNS Suffix

A primary suffix comes from the computer name. To find or assign a primary DNS suffix, use the
following procedure according to your operating system:

H VPN Client Administrator Guide
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Step 1

Step 2

Step 3

Step 4

Step 1

Step 2

Step 3

Step 4

Creating a Global Profile

On Windows 2000

On a Windows 2000 desktop, right click the My Computer icon, and select Properties from the menu.
The System Properties dialog displays.
Open the Network |dentification tab.

Theentry nextto Ful | Conput er Nane identifies the computer’s name and DNS suffix on this screen, for
example, Sl LVER- W2KP. t ango. dance. com The part after the first dot is the primary DNS suffix, in this
example: t ango. dance. com

To change the primary DNS suffix, click Properties on the Network Identification tab.
The Identification Changes dialog displays.
Click More....

This action displaysthe DNS Suffix and Net BIOS Computer Name dialog. The Pri mary DNS suffix of
this conputer entry identifies the primary suffix. You can edit this entry.

On Windows XP

Right click My Computer, and select Properties from the menu.
The System Properties dialog displays.
Open the Computer Name tab.

Theentry next to Ful | Comput er Nare identifies the computer’s name and DNS suffix on this screen (for
example, SI LVER- W2KP. t ango. dance. conj . The part after the first dot isthe primary DNS suffix (in this
example: t ango. dance. com).

To change the primary DNS suffix, click Change on the Computer Name tab.
The Computer Name Changes dialog displays.
Click More....

This action displays the DNS Suffix and Net BIOS Computer Name dialog. The Primary DNS suffix of
this computer entry identifies the primary suffix. You can edit this entry.

Identifying a Connection-Specific DNS Suffix

Step 1

You can identify a connection-specific DNS suffix in one of two ways.

1. The connection-specific DNS value is listed as the DNS suffix for the selected connection on the
Advanced TCP/IP Settings dialog.

The following instructions are for a Windows 2000 platform. There may be slight variations on a
Windows XP platform.

To display the Advanced TCP/IP Settings dialog, use the following procedure:

Right click the My Network Placesicon to display the Properties dialog, which lists your connections.
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Step2  Double-click on a connection (for example, local) to display its Properties dialog. The connection uses
the checked components, such as those shown in Figure 2-1, which shows components of a connection
named Local Area Connection.

Figure 2-1 Displaying Properties for a Connection

Local Area Connection Properties d |

General | Sharing |

Connect uzsing:

I B3 3Com 3C320 Intearated Fast Ethernet Contraller (3C905C-

Componentz checked are uzed by thiz connection:

Client for Microzaft Metworks

Install... | Unirstall Propertiez

— Dezcription

Transmigzion Control Fratocol/ntemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks,

[™ Show icon in taskbar when connected

ak. | Cahicel |

78720

Step3  Double-click Internet Protocol (TCP/IP) to reveal its properties.
Step4  Select Advanced.

Step5  Display the DNStab and look at DNS suffix for this connection box. If the box is empty, you can
have it assigned by the DHCP Server.

a. Toidentify the connection-specific suffix assigned by the DHCP Server, use the ipconfig /all
command (Alternative 2, below) and for the DNS Server address.

2. Theconnection-specific DNSvalueislisted in the output from the ipconfig /all command, executed
at the command-line prompt. Look under Windows 2000 |P Configuration for DNS Suffi x Search
Li st. Under Ethernet Adapter Connection Name, look for Connect i on-speci fic DNS Suffi x.

Method 2—User Supplied DNS Suffix

For this method, you can provide specific suffixes. You can view and change suffixes in the DNS tab of
the connection properties page. The Append these DNS suffixes (in order) edit box supplies the name
that you can edit. The values you provide here are global to all adapters.

VPN Client Administrator Guide
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VPN Client Behavior

When the VPN Client establishes a VPN tunnel to the VPN central device (for example, the VPN 3000
Concentrator), the VPN Client uses Method 2 without regard for the method that the Windows platform
uses. If the Windows platform is using Method 2, the VPN Client appends the suffix provided by the
VPN central device. Thisis the default behavior and works correctly with no problem.

However if Windows is using Method 1, the VPN Client does not append the primary or
connection-specific suffix. To fix this problem, you can set the AppendOriginal Suffix option in the
vpnclient.ini file. In Table 2-1, the [DNS] section contains this option:

[DNS]
AppendOriginal Suffix Option=1:

In this case, the VPN Client appends the primary DNS suffix to the suffix provided by the VPN
Concentrator. While the tunnel is established, Windows has two suffixes: one provided by the VPN
Concentrator and the primary DNS suffix.

AppendOriginal Suffix Option=2:

In this case, the VPN Client appends the primary and connection-specific DNS suffixes to the suffix
provided by the VPN Concentrator. While the tunnel is established, Windows has three suffixes: one
provided by the VPN Concentrator, the primary DNS suffix, and the connection-specific DNS suffix.

Note  If Windowsis using Method 2, adding these values to the vpnclient.ini file has no effect.

The VPN Client sets these values every time atunnel is established and then restores the original
configuration when tearing down the tunnel.

Setting Up RADIUS SDI Extended Authentication

You can configure the VPN Client to handle RADIUS SDI authentication the same way it handles
“native” SDI authentication, which is more seamless and easier to use. With this configuration, users do
not have to deal with the RSA SecurlD software interface; the VPN Client software directly interfaces
with the RSA Securel D software for the user.

To enable intelligent handling of RADIUS SDI authentication, you must configure one profile (.pcf)
parameter and possibly three global (vpnclient.ini) parameters:

« Inthevpnclient.ini file, enter the following information. (For complete information on these
parameters, see Table 2-1.)

RadiusSDI—identifies the configuration section for RADIUS SDI
— A question sub-string to identify question prompts (e.g. “?")

A new PIN sub-string to identify prompts for a new PIN
— A new passcode sub-string to identify prompts for a new passcode

« Inthe profile (connection entry) file under the Main section, enter the parameter “RadiusSDI = 1".
(See Table 2-2.)

Now when the request comesin to the VPN Client, the software identifiesit asaRADIUS SDI extended
authentication request and knows how to process the request.

VPN Client Administrator Guide
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Creating Connection Profiles

The VPN Client uses parameters that must be uniquely configured for each remote user of the private
network. Together these parameters make up a user profile, which is contained in a profile configuration
file (.pcf file) in the VPN Client user’s local file system in the following directories:

» For Windows platforms—Program Files\Cisco Systems\VPN Client\Profiles (if the software
installed in the default location)

» For the Linux, Solaris, and Mac OS X platforms— /etc/CiscoSystemsV PNClient/Profiles/

These parameters include the remote server address, |PSec group hame and password, use of alog file,
use of backup servers, and automatic Internet connection via Dial-Up Networking. Each connection
entry hasits own .pcf file. For example, if you have three connection entries, named Doc Server,
Documentation, and Engineering, the Profiles directory shows the list of .pcf files.

Figure 2-2 shows the directory structure for the user profile in the Windows platforms.

Figure 2-2  List of .pcf files

[ Pofies - Bl e o X =EE
|AII Folders | Contentz of 'C:%\Pragram Filez\Cisco SystemasyWPN ClientsProfil
Deskiop 1= Doc Serverpof
= B My Computer o ion. pef

=0 3% Floppy (&)

s [C)

ElCI Program Files

. {1 Cisco Systems
= WPM Client

0
o
o
“r
BOGSE

Features Controlled by Connection Profiles

A connection profile (.pcf file) controls the following features on all platforms):
» Description of the connection profile
- Theremote server address
- Authentication type
« Name of IPSec group containing the remote user
« Group password
« Connecting to the Internet via dial-up networking
- Name of remote user
+ Remote user’'s password
» Backup servers
« Split DNS
» Type of dial-up networking connection

» Transparent tunneling

VPN Client Administrator Guide
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Creating Connection Profiles Il

» TCPtunneling port
« Allowing of local LAN access
« Enabling of IKE and ESP keepalives
» Setting of peer response time-out
» Certificate parameters for a certificate connection
» Setting of certificate chain
- Diffie-Hellman group
- Verification of the DN of a peer certificate
- RADIUS SDI extended authentication setting
» Use of SDI hardware token setting
« Split DNS setting
» Uselegacy IKE port setting
A connection profile (.pcf file) controls the following additional features on the Windows platform:
- Dial-Up networking phone book entry for Microsoft
» Command string for connecting through an ISP
« NT domain
« Logging on to Microsoft Network and credentials
« Change the default IKE port from 500/4500 (must be explicitly added)

» Enable Force Network Login, which forces a user on Windows NT, Windows 2000, and Windows
XP to log out and then log back in to the network without using cached credentials

Connection profiles for the VPN Client are interchangeable between platforms. Keywords that are
specific to the Windows platform are ignored by other platforms.

When you open the Doc Server.pcf file, it looks like the example below. This is a connection entry that
uses preshared keys. Note that the enc_ prefix (for example, enc_G oupPwd) indicates that the value for
that parameter is encrypted.

[ mai n]

Descri pti on=connection to TechPubs server
Host =10. 10. 99. 30

Aut hType=1

GroupNane=docuser s

G oupPwd=

enc_G oupPwd=158E47893BDCD398BF863675204775622C494B39523E5CB65434D3C851ECF2DCC8BD488857EFA
FDE1397A95E01910CABECCE4E040B7A77BF

Enabl el SPConnect =0

| SPConnect Type=0

| SPConnect =

I SPCommand=

User nane=al i ce

SaveUser Passwor d=0

User Passwor d=

enc_User Passwor d=

NTDomai n=

[ 78-15404-02

VPN Client Administrator Guide ]



Chapter 2 Preconfiguring the VPN Client for Remote Users |

M Creating Connection Profiles

Enabl eBackup=1

BackupSer ver =Engi neeri ngl, Engi neering2, Engineering 3, Engi neering4
Enabl eMsLogon=0

MSLogonType=0

Enabl eNat =1

Enabl eLocal LAN=0

Tunnel i ngMbde=0

TCPTunnel i ngPort =10000

Cert St ore=0

Cer t Name=

Cert Pat h=

Cer t Subj ect Nanme

SendCer t Chai n=0

VerifyCert DN=CN="1D Cert”, QU*"Ci sco”, | SSUER- CN! =" Ent rust ", | SSURE- OQU! *” wonder | and”
DHG oup=2

Peer Ti meQut =90

For ceNet Logi n=1

You can configure the VPN Client for remote users by creating a profile configuration file for each
connection entry and distribute the .pcf fileswith the VPN Client software. These configuration files can
include all, or only some, of the parameter settings. Users must configure those settings not already
configured.

You can also distribute the VPN Client to users without a configuration file and let them configure it on
their own. In this case, when they complete their configuration using the VPN Client program, they are
in effect creating a . pcf file for each connection entry, which they can edit and share.

To protect system security you should not include key security parameters such as the |PSec group
password, authentication username, or authentication password in .pcf files for remote users.

Whatever preconfiguring you provide, you must supply users with the information they need to
configure the VPN Client. See “ Gathering Information You Need” in Chapter 2 of the VPN Client User
Guide for your platform.

Creating a .pcf file for a Connection Profile

Each user requires a unique configuration file. Use Notepad or another ASCII text editor to create and
edit each file. Save as atext-only file with no formatting.

Naming the Connection Profile

For a Windows platform, you can create profile names that contain spaces. However, if you want to
distribute profiles to other platforms (Linux, Mac OS X, or Solaris), the name cannot contain spaces.

Connection Profile Configuration Parameters

Table 2-2 lists all parameters, keywords, and values. It also includes the VPN Client parameter name (if
it exists) that corresponds to the keyword and where it is configured on the VPN Client GUI.

You can configure each parameter on all VPN Client platforms unless specified.

VPN Client Administrator Guide
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.pcf file parameters
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.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

[ mai n]

(No VPN Client field)

Required keyword to identify main
section.

[ mai n]

Asthefirst entry in thefile,
enter exactly as shown.

Does not appear in GUI

Descri ption=

Description

A line of text that describes this
connection entry. Optional.

Any text.

M aximum 246 al phanumeric
characters.

Connection Entry>
New/Modify

Host = Remote server address Internet hostname, or IP Connection Entry >
The hostname or |P address of the ad?ar‘tess in dotted decimal New/Modify
Cisco remote access server (a VPN notation.
device) to which remote users Maximum 255 al phanumeric
connect. characters.
Aut hType= Authentication type The authentication type of | Connection Entry >
this user: New/Modify > Authentication
1 = Pre-shared keys (default)
3 = Digital Certificate using
an RSA signature.
G oupNane= Group Name The exact name of the IPSec |Connection Entry >
The name of the IPSec group that groupdcor_1f|gured on the New/Modify > Authentication
contains this user. Used with VPN device.
pre-shared keys. Maximum 32 alphanumeric
characters. Case-sensitive.
G oupPwd= Group Password The exact password for the |Connection Entry >
The password for the IPSec group IES\\e/ch';\rlo(;Jp _conflgured on |New/Modify > Authentication
that contains this user. Used with the evice.
pre-shared keys. Minimum of 4, maximum 32
The first time the VPN Client reads ?:Iphanum_etr_m cr:arac:erf.
this password, it replaces it with an ase-sensitive clear text.
encypted one (enc_GroupPwd).
encG oupPwd= The password for the IPSec group  |Binary datarepresented as | Does not appear in GUI.

that contains the user. Used with
preshared keys. Thisis the

scrambled version of the GroupPwd.

al phanumeric text.

Enabl el SPConnect =
(W ndows- onl y)

Connect to the Internet via Dial-Up
Networking

Specifies whether the VPN Client
automatically connectsto an ISP
before initiating the 1PSec
connection; determines whether to
use PppType parameter.

0 = Disable (default)
1 = Enable

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Connection Entry >
New/Modify >Dial-Up >
Connect to the Internet via
dial-up
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Table 2-2

.pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

| SPConnect Type=
(W ndows- onl y)

Dial-Up Networking connection
entry type

I dentifies the type to use:
I SPConnect or | SPCommand.

0 = ISPConnect (default)
1 = ISPCommand

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Connection Entry >
New/Modify >Dial-Up >
(choosing either DUN or
Third Party (command)

| SPConnect =
(W ndows- onl y)

Dial-Up Networking Phonebook
Entry (Microsoft)

Use this parameter to dial into the
Microsoft network; dials the
specified dial-up networking phone
book entry for the user’s connection.

Appliesonly if Enablel SPconnect=1
and 1SPConnectType=0.

phonebook _name

This variable is the name of
the phone book entry for
DUN — maximum of 256
al phanumeric characters.

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Connection Entry >
New/Modify >Dial-Up >
Microsoft Dial-Up
Networking > Phonebook

| SPConmand=
(W ndows- onl y)

Dial-Up Networking Phonebook
Entry (command)

Use this parameter to specify a
command to dial the user’s ISP
dialer.

Appliesonly if Enablel SPconnect=1
and 1SPConnectType=1.

command string

This variable includes the
pathname to the command
and the name of the
command complete with
arguments; for example:
c:\isp\ispdialer.exe

di al Engi neeri ng

Maximum 512 al phanumeric
characters.

Connection Entry >
New/Modify >Dial-Up >
Third party dialup program >
Application

User name=

User Authentication: Username

The namethat authenticates auser as
avalid member of the IPSec group
specified in G- oupNane.

The exact username.
Case-sensitive, clear text,
maximum of 32 characters.

The VPN Client promptsthe
user for this value during
user authentication.

Connection Entry >
New/Modify > Authentication

User Passwor d=

User Authentication: Password

The password used during extended
authentication.

Thefirst time the VPN Client reads
this password, it savesit inthefileas
the enc_UserPassword and deletes
the clear-text version. If
SaveUserPassword is disabled, then
the VPN Client deletes the
UserPassword and does not create an
encrypted version.

You should only modify this
parameter manually if thereis no
GUI interface to manage profiles.

Maximum of 32
alphanumeric characters,
case sensitive.

Connection Entry >
New/Modify > Authentication
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.pcf file parameters (continued)
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.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

encUser Password

Scrambled version of the user’'s
password

Binary data represented as
al phanumeric text.

Does not appear in GUI.

SaveUser Passwor d

Determines whether or not the user
password or itsencrypted version are
valid in the profile.

This value is pushed down from the
VPN device.

0 = (default) do not allow
user to save password
information locally.

1 = allow user to save
password locally.

Does not appear in GUI.

NTDonai n=
(W ndows- onl y)

User Authentication: Domain

The NT Domain name configured
for the user’s |PSec group. Applies
only to user authentication via a
Windows NT Domain server.

NT Domain name.
Maximum 14 alphanumeric
characters. Underbars are
not allowed.

Connection Entry >
New/Modify

Enabl eBackup=

Enable backup server(s)

Specifies whether to use backup
serversif the primary server is not
available.

0 = Disable (default)
1 = Enable

Connection Entry >
New/Modify > Backup
Servers

BackupServer =

(Backup server list)

List of hostnames or | P addresses of
backup servers.

Appliesonly if Enabl eBackup=1.

L egitimate Internet
hostnames, or IP addresses
in dotted decimal notation.
Separate multiple entries by
commas. Maximum of 255
charactersin length.

Connection Entry >
New/Modify > Backup
Servers

Enabl eMsSLogon=
(W ndows- onl y)

Logon to Microsoft Network.

Specifies that userslog onto a
Microsoft network.

Applies only to systems running
Windows 9x.

0 = Disable
1 = Enable (Default)

Connection Entry >
New/Modify > Microsoft
Logon

Thisisavailable only on
Windows 98 and Windows
ME.

MSLogonType=
(W ndows- onl y)

Use default system logon
credentials.

Prompt for network logon
credentials.

Specifies whether the Microsoft
network accepts the user’s Windows
username and password for logon, or
whether the Microsoft network
prompts for a username and
password.

Applies only if EnableM SLogon=1.

0 = (default) Use default
system logon credentials;
i.e., use the Windows logon
username and password.

1 = Prompt for network
logon username and
password.

Connection Entry >
New/Modify > Microsoft
Logon

Thisisavailable only on
Windows 98 and Windows
ME.
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Table 2-2  .pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

Enabl eNat =

Enable Transparent Tunneling.

Allows secure transmission between
the VPN Client and a secure gateway
through arouter serving as a
firewall, which may also be
performing NAT or PAT.

0 = Disable
1 = Enable (default)

Connection Entry >
New/Modify > Transport

Tunnel i ngMbde=

Specifies the mode of transparent
tunneling, over UDP or over TCP;
must match that used by the secure
gateway with which you are
connecting.

0 = UDP (default)
1=TCP

Connection Entry >
New/Modify > Transport

TCPTunnel i ngPort =

Specifies the TCP port number,
which must match the port number
configured on the secure gateway.

Port number from 1 through
65545

Connection Entry>
New/Modify > Transport

Default = 10000
Enabl eLocal LAN= Allow Local LAN Access. 0 = Disable (default) Connection Entry >
1 =Enable New/Modify > Transport

Specifieswhether to enable accessto
resourceson alocal LAN at the
Client sitewhile connected through a
secure gateway to aVPN deviceat a
central site.

Peer Ti meout =

Peer response timeout

The number of seconds to wait
before terminating a connection
because the VPN device on the other
end of the tunnel is not responding.

Number of seconds

Minimum = 30 seconds
Maximum = 480 seconds
Default = 90 seconds

Connection Entry >
New/Modify > Transport

Cert Store= Certificate Store 0 = No certificate (default) |Windows GUI
I dentifies the type of store ; f l(\:/llisgz)soft Does not appear in GUI. You
taining th figured certificate. |= i Certificates tab.
containing the configured certificate TheVPN Client GUI ignores can view on Certificates
aread-only (1) setting onthis |Mac OS X GUI
parameter. (See note) Connection Entry >
New/Modify > Transport
Note ~ Normally, if a parameter is marked as read only, the GUI disables the checkbox or edit box so users can not change

the value of the parameter. However, thisis not true for Certificate parameters. These values cannot be overwritten
in the file. Users can change them in the GUI display, but these changes are not saved.

Cer t Name=

Certificate Name

Identifies the certificate used to
connect to a VPN device.

Maximum 129 al phanumeric
characters

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Certificates > View

H VPN Client Administrator Guide

78-15404-02 |



| Chapter2  Preconfiguring the VPN Client for Remote Users

Creating Connection Profiles Il

Table 2-2  .pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

Cert Pat h=

The complete pathname of the
directory containing the certificate
file.

Maximum 259 al phanumeric
characters

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Certificates > Import

Cer t Subj ect Nare

The fully qualified distinguished
name (DN) of certificate’s owner. If
present, the VPN Dialer enters the
value for this parameter.

Either do not include this
parameter or leave it blank.

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Certificates > View

Cert Seri al Hash

A hash of the certificate’s complete
contents, which provides a means of
validating the authenticity of the
certificate. If present, the VPN
Dialer enters the value for this
parameter.

Either do not include this
parameter or leave it blank.

TheVPN Client GUI ignores
aread-only setting on this
parameter.

Certificates > View

SendCert Chai n

Sends the chain of CA certificates
between the root certificate and the
identity certificate plus the identity
certificate to the peer for validation
of the identity certificate.

0 = disable (default)
1 =enable

» Connection Entry >
New/Modify

« Certificates > Export

VerifyCertDN

Prevents a user from connecting to a
valid gateway by using a stolen but
valid certificate and a hijacked IP
address. If the attempt to verify the
domain name of the peer certificate
fails, the client connection also fails.

Include any certificate DN
values of both subject and
issuer:

You can use al valid ASCII
characters including

- @<>()., aswell as
wildcards. See example:

Does not appear in GUI

Exanpl e:

CN="1D Cert”—Specifies an exact match on the CN
OU*" Ci sco”—Specifies any QU that contains the string “Cisco”.

| SSUER- CN! "Ent rust " —Speci fies that the Issuer CN nust not equal

“Entrust”.

VerifyCert DNECN="1D Cert”, QU*" Ci sco”, | SSUER- CN! =" Ent rust ", | SSUER- OU! *” wonder | and”

| SSUER- QU! *” wonder | and” —Speci fies that the |ssuer OU must not contain “wonderland”.

DHG oup Allows a network administrator to |1 = modp group 1 Does not appear in GUI
override the default group valueona |2 = modp group 2 (default)
VPN device used to generate Diffie- |5 = modp group 5
Hellman key pairs. Note: Thisvalueis preset
only for pre-shared keys; for
a certificate-authenticated
connection, the DHGroup
number is negotiated.
VPN Client Administrator Guide
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Table 2-2

.pcf file parameters (continued)

.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

Radi usSDI

Tellsthe VPN Client to assume that
Radius SDI is being used for
extended authentication (XAuth).

0 = No (default)
1=Yes

If this parameter is enabled,
the prompts in the GUI for
SDI authentication are from
Radius SDI and configured
using parametersin the
vpnclient.ini file.

SDI UseHar dwar eToken

Enables a connection entry to avoid
using RSA SoftID software.

0 = Yes, use RSA SoftID

(default)

1 =No, ignore RSA SoftID
software installed on the PC.

Does not appear in GUI

Enabl eSpl i t DNS

Determines whether the connection
entry is using splitDNS, which can
direct packetsin clear text over the
Internet to domains served through
an external DN S or through an | PSec
tunnel to domains served by a
corporate DNS. Thisfeatureis
configured on the VPN 3000
Concentrator and isused in a
split-tunneling connection.

You must also enable this
feature on the VPN device
you are connecting to.

Note

0=No
1 = Yes (default)

Does not appear in GUI

H VPN Client Administrator Guide
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.pcf Parameter
(Keyword)

VPN Client Parameter Description

Values

VPN Client Configuration
Location(s)

UselLegacyl KEPor t

Changes the default IKE port from
500/4500 to dynamic ports to be
used during all connections. You
must explicitly enter this parameter
into the .pcf file.

0 = Turn off the legacy
setting; use dynamic ports
with cTCP.

1 = (default) Maintain the
legacy setting 500/4500.
Thislets TCP/UDP work
easily with VPN devicesthat
support cTCP. This setting
enablesinteroperability with
VPN devices that expect the
VPN Client to use static port
assignments. Enabling this
parameter inhibits
interoperability with certain
versions of Windows.

Does not appear in GUI

ForceNet | ogi n
(wi ndows- onl y)

Enables the Force Net Login feature
for this connection profile.

0 = Do not force the user to
log out and log in (default).
1 = Force user to log out
when the Wait time is
reached unless an option is
selected.

2 = Disconnect VPN session
upon reaching the Wait time
unless an option is selected.
3 =Wait for the user to select
Connect or Disconnect.

Does not appear in GUI

Distributing Configured VPN Client Software to Remote Users

When you have created the VPN Client profile configuration file, you can distributeit to users separately

or as part of the VPN Client software.

Separate Distribution

Step 1
Step 2

To distribute the configuration file separately and have usersimport it to the VPN Client after they have
installed it on their PCs, follow these steps:

For the Mac OS X platform, the configuration file is placed in the Profiles folder before the VPN Client
isinstalled. See Chapter 2 of the VPN Client User Guide for Mac OS X for more information.

Distribute the appropriate profile files to users on whatever media you prefer.

Supply users with necessary configuration information.

[ 78-15404-02
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Step 3

Instruct users to:
a. Install the VPN Client according to theinstructionsin the VPN Client User Guide for your platform.

b. Startthe VPN Client and follow the instructionsin Chapter 5 of the VPN Client User Guide for your
platform. See the section “Importing a VPN Client Configuration File.” (Windows-only)

c. Finish configuring the VPN Client according to theinstructionsin Chapter 4of the VPN Client User
Guide for your platform.

d. Connect to the private network, and enter parameters according to the instructions in Chapter 5 of
the VPN Client User Guide for your platform.

Distribution with the VPN Client Software

Step 1

Note

Step 2

Step 3

If the vpnclient.ini fileis bundled with the VPN Client software when it isfirst installed, it automatically
configures the VPN Client during installation. You can also distribute the profile files (one .pcf file for
each connection entry) as preconfigured connection profiles for automatic configuration.

To distribute preconfigured copies of the VPN Client software to users for installation, perform the
following steps:

Copy the VPN Client software files from the distribution CD-ROM into each directory where you
created an vpnclient.ini (global) file and separate connection profiles for a set of users.

For the Mac OS X platform, preconfigured files are placed in the Profiles and Resources folders before
the VPN Client isinstalled. The vpnclient.ini file is placed in the installer directory. See Chapter 2 of
the VPN Client User Guide for Mac OS X for more information.

Prepare and distribute the bundled software.

CD-ROM or network distribution: Be surethe vpnclient.ini fileand profilefiles arein the same directory
with all the CD-ROM image files. You can have usersinstall from this directory through a network
connection; or you can copy all filesto anew CD-ROM for distribution; or you can create a
self-extracting ZIPfilethat containsall the filesfrom this directory, and have users download it, and then
install the software.

Supply users with any other necessary configuration information and instructions. See Chapter 2 of the
VPN Client User Guide for your platform.

VPN Client Administrator Guide
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Note

CHAPTER 3

Configuring Automatic VPN Initiation—Windows
Only

Before you begin, we highly recommend that you read “ SAFE: WirelessLAN Security in Depth,” which
you can access at http://www.cisco.com/go/safe

This document analyzes the best practices of implementing security for wirelessL ANsusing VPNs. For
a sample configuration demonstrating complete step-by-step instructions covering the group/user
configuration on the VPN Concentrator, auto initiation configuration on the VPN Client, and wireless
configuration in the Aironet, refer to the TAC technical note “ Configuring Automatic VPN Initiation on
a Cisco VPN Client in a Wireless LAN Environment.”

Automatic VPN initiation (auto initiation) provides secure connections within an on-site wireless LAN
(WLAN) environment through a VPN Concentrator. When auto initiation is configured on the VPN
Client, the VPN Client:

» Becomes active immediately when a user starts histher PC or when the PC becomes active after
being on standby or hibernating

» Detects that the PC has an |P address defined as requiring auto initiation

- Establishesa VPN tunnel to the VPN Concentrator defined for its network, prompts the user to
authenticate, and allows that user network access

It is worth mentioning that although auto initiation was designed for wirel ess environments, you can use
it in any networking environment. Auto initiation provides a generic way for the VPN Client to auto
initiate a connection whether the VPN Client PC is based on specific networks or not.

Figure 3-1 depicts a simple network configuration that employs VPN for securing on-site WLANS. The
VPN 3000 Concentrators, which may or may not be using load balancing, provide the gateway between
the untrusted and the trusted networks. The DHCP Server can be on either side of the VPN 3000
Concentrator. VPN Client users with laptops that have wireless NIC cards can connect through access
points (APs) throughout the campus or building and tunnel to the trusted 30.30.30.x network from the
untrusted 10.10.10.x network. The network administrator can set this type of scenario up to be largely
transparent to the VPN Client user.

You can set up auto initiation configurations that both include and exclude networks for auto initiation.
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Figure 3-1 Auto Initiation Scenario
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In Figure 3-1 the trusted (wired) network, numbered 30.30.30, is at the top of the diagram with a VPN
Concentrator separating it from other networks considered untrusted. The untrusted networks contain
wireless subnets, such as 20.20.A.x and 20.20.B.x. Every device on the untrusted network must use a
VPN tunnel to access resources on the trusted network. Access to a DHCP server must be available to
provide the devices on the untrusted network with initial IP connectivity to the VPN Concentrator. The
figure shows the placement of the DHCP server as optional, sinceit can be placed either on the untrusted
network or on the trusted network with DHCP Relay enabled in the VPN Concentrator.

To configure auto initiation for users on the network, you add parameters to the VPN Client’s global
profile (vpnclient.ini). For information on how to create or use a global profile, see “ Creating a Global
Profile.”

Using the VPN Client GUI, users can only enable/disable auto initiation and change the retry interval.
These features are availabl e through the Options menu when auto initiation has been configured through
the global profile. If auto initiation is not configured, these options do not appear in the Options menu.
For acomplete explanation of how auto initiation appears to the VPN Client user, see Cisco VPN Client
User Guide for Windows, “Using Automatic VPN Initiation.”

The auto initiation feature can be used in WLAN environments containing NIC cards and access points
from any vendor.

78-15404-02 |
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Creating Automatic VPN Initiation in the vpnclient.ini File

This section shows how to create or edit the vpnclient.ini file to activate auto initiation on aVPN Client.

Preparation

Before you begin, you should gather the information you need to configure auto initiation:
- The network IP addresses for the client network
- The subnet mask for the client network

« The namesfor all connection entries that users are using for their connections

What You Have to Do

To configure auto initiation, you must add the following keywords and values in the [Main] section of
the vpnclient.ini global profile file:

« AutolnitiationEnable—enables or disables auto initiation. To enable auto initiation, enter 1. To
disable it, enter O.

« AutolnitiationRetrylnterval—specifies the number of minutes to wait before retrying an auto
initiation connection. The rangeis 1 to 10 minutes or 5 to 600 seconds. If you do not include this
parameter in the file, the default retry interval is one minute.

« AutolnitiationRetryInterval Type—specifies whether the retry AutolnitiationRetryInterval
parameter is displayed in minutes or seconds. The default is minutes.

« AutolnitiationList—provides a series of section names, each of which contains a network address,
asubnet mask, a connection entry name, and optionally, a connect flag. You can include amaximum
of 64 section (network) entries.

— The section name is the name of an entry in the auto initiation list (within brackets)
— The network and subnet mask identify a subnet
— The connection entry specifies a connection profile (.pcf file) configured for auto initiation.

— The connect flag, if present, indicates the action to take if there is a match. If the Connect
parameter is set to 1, the VPN Client should auto initiate; if 0, the VPN Client should not auto
initiate. The default setting is 1. This parameter is optional. You can use it to exclude certain
network ranges from auto initiation. For example, you might want to address a situation where
Mobile IP and VPN software clients co-exist on client PCs and you want the VPN Client to auto
initiate when not on a corporate subnet.

In general, when configuring exceptions with the Connect parameter, you might want to place the
network ranges you are excluding before those that should auto initiate. More importantly, the software
processes the list in the order specified in the vpnclient.ini file. When it matches an entry in thelist, the
software stops searching and the Connect setting of that entry determines whether to auto initiate or do
nothing. So if you put the Connect = 1 entries first, the software never reaches the Connect=0 entries.

It isalso important to order the entriesin thelist by the uniqueness of the network and subnet mask. You
should list the more unique entries first. For example, an entry with a network/mask that specifies a
match on 10.10.200.* should come before a network/mask that specifies a match on 10.10.*.*. If not,
the software matches 10.10.*.* and never reaches 10.10.200.*

Hereis an example of an entry in an auto initiation list that excludes the network from auto initiating:

VPN Client Administrator Guide
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[Franklin]
Network=10.10.200.0
Subnet=255.255.255.0
ConnectionEntry=robron
Connect=0

Example 3-1 Section of vpnclient.ini File for Auto Initiation

Suppose a sales manager travels among three locations (Chicago, Denver, and Laramie€) within a
corporation, attending sales meetings, and wants to securely and easily initiate a wireless connection at
these locations. The vpnclient.ini contains the entries shown in this example. The connection entry
named in each network section points to the individual's profile (.pcf) for that on-site wireless LAN
network.

[ Mai n]

Aut ol ni ti ati onEnabl e=1

Autolnitiati onRetrylnterval =3

Aut ol ni ti ati onLi st =Chi cagoW.AN, Denver WLAN, Lar am eW.AN

[ Chi cagoWLAN]

Net wor k=110. 110. 110. 0

Mask=255. 255. 255. 0

Connecti onEnt ry=Chi cago (points to a connection profile named chi cago. pcf)
[ Denver WLAN]

Net wor k=220. 220. 220. 0

Mask=255. 255. 255. 0

Connecti onEnt ry=Denver (points to a connection profile naned denver. pcf)

[ Lar am eWLAN]

Net wor k=221. 221. 221. 0

Mask=255. 255. 255. 0

ConnectionEntry=Larami e (points to a connection profile named | aram e. pcf)

Example 3-2  Section of vpnclient File for Auto Initiation that excludes and includes auto initiation

In this example, the exceptions (more specific) network addresses appear first in the vpnclient.ini file
followed by the connection entries for auto initiation. The connection entries for auto initiation do not
need to include the Connect parameter.

[ Mai n]

Aut ol ni ti ati onEnabl e=1
Autolnitiati onRetrylnterval =3
Aut ol ni ti ati onLi st =Net wor KAExcept i ons, Net wor kA, Net wor kBexcept i ons, Net wor kB
[ Net wor KAEXxcept i ons]

Net wor k=192. 168. 0. 0

Mask=255. 255. 255. 0

Connecti onEnt r y=VPNpr of i | eAl
Connect =0

[ Net wor kA]

Net wor k=192. 0. 0.0
Mask=255.0.0.0

Connecti onEnt r y=VPNpr of i | e A2
[ Net wor KBExcept i ons]

Net wor k=161. 200. 100. 0
Mask=255. 255. 255. 0

Connecti onEnt r y=VPNpr of i | eB1
Connect =0

[ Net wor kB]

Net wor k=161. 200. 0. 0

Mask=255. 255. 0.0

Connecti onEnt r y=VPNpr of i | eB2

VPN Client Administrator Guide
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Verifying Automatic VPN Initiation Configuration

Step 1
Step 2

Step 3

To verify that you have configured auto initiation correctly, open the VPN Client GUI application and
perform the following steps:

Display the Options menu, and select Automatic VPN Initiation.

On the Automatic VPN Initiation dialog, verify that Enable automatic VPN initiation is selected. If not,
then click to select it.

Click Apply to close the window.

Alternatively you can verify the auto initiation configuration from the command line by executing the
following command:

vpnclient verify autoinitconfig
This display shows configuration information for each setting plus alist of your network entries.

|
C:“Program Files~Cisco Systemz>cd UPH Client

C:~Program Files“Cisco Systems~UPN Client>vpnclient verify autoinitconfig
Cisco Systems UPN Client Uersion 4.8 {(int_92>

Copyright (C> 1998-20@3 Cisco Systems,. Inc. All Rights Reserved.

Client Type<s»: Windows, WinHT

Running on: 5.8.2195%

Auto—-initiation Configuration Information.

Enahle:

Retry Interval: 2 minutes

List Entry @A: MNetwork: 18.18.32.32
Maszk: a.8.8.8
Connect Flag: 1

Connection Entery: “Engineering"'

57634
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CHAPTER
Using the VPN Client Command-Line Interface

This chapter explains how to use the VPN Client command-line interface (CLI) to connect to a Cisco
VPN device, generate statistical reports, and disconnect from the device. You can create your own script
files that use the CLI commands to perform routine tasks, such as connect to a corporate server, run
reports, and then disconnect from the server.

CLI Commands

This section lists each command, its syntax, and gives sample output for each command. It is organized
by task.

Displaying a List of VPN Client Commands

Todisplay alist of all VPN Client commands, go to the directory that containsthe VPN Client software,
and enter the vpncl i ent command at the command-line prompt:

GC:sProgram Files“Cisco Systems“UPN Client>vpnclient

Cisco Systems UPN Client Uersion 4.8 (int_92)

Copyright <C) 1998-2883 Cisco Systems,. Inc. All Rights Reserved.
Client Type<sl: Windows,. WinNT

Running on:- 5_8_2195

Uszage:

vpnclient connect <profile’ [user <username>] [eraseuserpwd | puwd <{passuword>]
[nocertpwd] [cliauthl

vpnclient disconnect

vpnclient stat [reset] [trafficl [twunnell [routel [firewalll [repeat]

vpnclient notify

vpneclient verify [autoinitconfigl

vpnclient suspendfuw

vpnclient resumefu

S7EET

Note  The vpnclient command lists all the commands and parameters available for your platform. Not all
commands and parameters are available on all platforms.

Starting a Connection—vpnclient connect

To start a connection, enter the following command:

vpncl i ent connect <profile> [user <usernane>][eraseuserpwd | pwd <password>]
[nocertpwd] [cliauth]

VPN Client Administrator Guide
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Table 4-1 lists the command options you can use with the vpnclient connect command, includes the task
that each option performs, and gives an example of each option.

Table 4-1

Command Line Options

option

Definition

Notes and Examples

profile

Name of the connection entry
(.pcf file), that you have
previously configured. Required.

If the filename contains spaces, encloseit in
double quotes on the command line.

Example: vpnclient connect “to work”

user

Specifies a username for
authentication; with the pwd
option, suppresses the username
prompt in authentication dial og.
Optional.

Updates the username in the .pcf file with this
name. However, if the name supplied is not
valid, the VPN Client displays the
authentication dialog on a subsequent request.

Example: vpnclient connect user robron pwd
siltango toVPN

eraseuserpwd

Erasesthe user password saved on
the Client PC thereby forcing the
VPN Client to prompt for a
password.

Optional.

You might have configured a connection with
Saved Password to suppress a password prompt
when connecting using a batch file. You can
then use the eraseuserpwd to return to the more
secure state of requiring password input from
the console when connecting.

Example: vpnclient connect er aseuser pwd
toVPN

pwd

Specifies a password for
authentication; with the user
option on the command line,
suppresses the password prompt
in authentication dialog.
Optional.

If the password supplied is not valid, the VPN
Client displays the authentication dialog on a
subsequent request. After encrypting and using
the password for the connection, the VPN
Client clears the password in the .pcf file.
Using this option on the command line
compromises security and is not recommended.

Example: vpnclient connect user robron pwd
siltango toVPN

nocertpwd

Suppresses prompting for a
certificate password.
Optional.

Example: vpnclient connect nocertpwd
toVPN

cliauth
(Windows
platforms only)

Prompts for authentication
information on the command line.
Eliminates the GUI prompt that
displays during a connection
request from the command line.

The VPN client prompts for username and
password. The password is displayed as
asterisks.

Example: vpnclient connect cliauth towork

Example 4-1

vpnclient connect Command

This example shows the vpnclient connect command that connects you to the Engineering Server using
the profile name “engineering”

H VPN Client Administrator Guide
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C:~Program Files:Cisco Systems“UPN Client>vpnclient connect engineering
Cisco Systems UPN Client Uersion 4.8 {(int_92>

Copyright (C> 1998-20@3 Cisco Systems,. Inc. All Rights Reserved.

Client Type<s?>: Windows. WinHT

Running on: 5.8.219%

Initializing the UPH connection.
Contacting the gateway at 18.18_32_32
Authenticating user.

[ =livd

At this point, the VPN Client displays an authentication dialog box that prompts for your username and
password.

Figure 4-1 Authenticating a User

# ¥PN Client | User Authentication for “engineering™

Enter Username and Password,

Cisco SysTems

Usmname:lpam

. Pazsword: ||

Ok I Cancel | 8
g

After you enter your name and password, authentication succeeds, and the command continues
executing.

egotiating security policies.

ecuring communication channel.

elcome to Wonderland University

ou can register on line beginning March 24, 2863
o you wish to continue? <y/n):

our UPN connection iz secure.

G763

Example 4-2  vpn connect Command Using cliauth

Alternatively, to suppress the User Authentication window shown in Example 4-1, you can use the
cliauth parameter. The command line then prompts for username and password. Using the cliauth
parameter avoids having a password display in clear text on the command line.

GC:sProgram Files“Cisco Systems“UPN Client>vpnclient connect engineering cliauth
Cisco Systems UPN Client Uersion 4.8 (int_92)

Copyright <G> 1998-20A3 Cisco Systems, Inc. All Rights Reserved.

Client Type<s»: Windows, WinNT

Running on: 5.8.2195

Initializing the UPN connection.
Contacting the gateway at 18.18.32.32
User Authentication for engineering...

Enter Username and Password.

Username [patcl:

Password [1: =sesescsemmexs

Authenticating user.

Megotiating security policies.

Securing communication channel.

Welcome to Yonderland University

¥You can register on line beginning March 24, 2083
Do youw wish to continue? Cysnl:

¥Your UPN connection is secure.

87as1
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Example 4-3  vpnclient connect Command Using Parameters

The following command connects to the remote network without user interaction. Notice that the
password appears on the command line in clear text.

:~Program Files“Cisco Systems“UPN Client>vpnclient connect engineering user pat
pwd Mohawk3turn

isco Systems UPN Client Uersion 4.8 {(int_92>

opyright <(C> 1998-280@3 Cisco Systems, Inc. All Rights Reserved.

lient Typels>: Windows,. WinNT

unning on: 5.8.2195

Initializing the UPN connection.

ontacting the gateway at 18.18.32.32
uthenticating user.

egotiating security policies.

ecuring communication channel.

elcome to Wonderland University

ou can register on line beginning March 24, 2863
o you wish to continue? <y/n):

our UPN connection iz secure.

7854

Displaying a Notification—vpnclient notify

When you connect, you can display a natification using the vpnclient notify command:

vpnclient notify

Example 4-4  vpnclient notify Command

The following session shows how to use the vpnclient notify command to display a notification from a
network administrator.

C:\Program Fil es\Ci sco Systens\Vpn Cient\vpnclient notify
Cisco Systens VPN Cient Version 4.0

Copyright <C> 1998-2003 G sco Systens, Inc. Al Ri ghts Reserved.
Cient Type<s>: W ndows

Runni ng on: 5.0.2195

Noti fi cation:

Your network adm ni strator has placed an update of the Cisco Systens VPN Client at the
follow ng | ocation:

http://ww. nyconpany. cont cl i entupdat e

Displaying an Automatic VPN Initiation Configuration—Windows Only

To display your configuration for auto initiation, enter the following command:

vpnclient verify autoinitconfig

~

Note  If the mask in the output display does not match the value in the profile, then the mask isinvalid. An
invalid mask is displayed as 255.255.255.255

VPN Client Administrator Guide
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Example 4-5 vpnclient verify Command

The following command shows your auto initiation configuration for one access point.

C=sProgram Files“Cisco Systems*UPN Client>vpnclient verify autoinitconfig
Cizco Systems UPHN Client Uersion 4.8 (int_92)

Copyright ¢G> 1998-2883 Cisco Systems. Inc. All Rights Reserwved.

Client Type<sl: Windows,. WinNT

Running on:- 5_8_2195

Auto—initiation Configuration Information.
a

Enable:

Retry Interval: 2 minutes

Lizt Entry B@: HNetwork: 18.18.32 .32
Mask: a.a.8.8
Connect Flag: 1

87653

Connection Entry: "Engineering'

Suspending/Resuming Stateful Firewall (Windows Only)

Note

To suspend the stateful firewall, enter the following command:

vpncl i ent suspendfw

To resume a suspended stateful firewall, enter the following command;

vpnclient resune.fw

Example 4-6  Suspending and Resuming Stateful Firewall

The following commands control the setting of the stateful firewall. The first command output shows the
response displayed when the stateful firewall is not enabled when the command is executed. The next
two commands, executed after enabling the stateful firewall, first suspend thefirewall and then resumeit.

C:~Program Files:Cisco Systems“UPN Client>vpnclient suspendfw
Cisco Systems UPN Client Uersion 4.8 {(int_92>

Copyright (C> 1998-20@3 Cisco Systems,. Inc. All Rights Reserved.
Client Type<s»: Windows, WinHT

Running on: 5.8.2195%

The Stateful Firewall (Always On> service is disabled so it cannot bhe suspended
or resumed

C:~Program Files:Cisco Systems“UPN Client>vpnclient suspendfw
Cisco Systems UPN Client Uersion 4.8 {(int_92>

Copyright (C> 1998-20@3 Cisco Systems,. Inc. All Rights Reserved.
Client Type<s»: Windows, WinHT

Running on: 5.8.2195%

The Stateful Firewall (Always On> service has bheen suspended

C:“Program Files~Cisco Systemz“UPH Client>vpnclient resumefu
Cizco Systemsz UPH Client Uersion 4.8 C(int_%92>

Copyright <C> 1998-2883 Cizco Suystemsz. Inc. All Rights HReserved.
Client Type<s?: Windows. WinHT

Running on: 5.8.219%

The Stateful Firewall <Always On> service hasz been resumed

57583

If you reboot the PC after suspending the stateful firewall, the software restores the Stateful Firewall
setting to enable and this will block traffic.
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Ending a Connection—vpnclient disconnect

To disconnect from your session, enter the following command:

vpnclient di sconnect

Example 4-7  vpnclient disconnect Command

The following command disconnects you from your secure connection.

GC:sProgram Files“Cisco Systems™UPN Client>vpnclient disconnect
Cisco Systems UPN Client Uersion 4.8 (int_92)

Copyright <G> 1998-20A3 Cisco Systems, Inc. All Rights Reserved.
Client Type<s»: Windows, WinNT

Running on: 5.8.2195

Disconnecting the UPN connection.
Your UPM connection has heen terminated.

87655

Displaying Information About Your Connection—vpnclient stat

To generate status information about your connection, enter the following command:

vpnclient stat [reset] [traffic] [tunnel] [route] [firewall] [repeat]

When entered without any of the optional parameters, the vpncl i ent stat command displays all status
information. The following parameters are optional :

reset Restarts all connection counts from zero. SA stats are not reset.

traffic Displays a summary of bytes in and out, packets encrypted and decrypted, packets
bypassed, and packets discarded.

tunnel Displays IPSec tunneling information.

route Displays configured routes.

firewal | Identifies the type of filewall in use and displays information generated by the firewall
configuration.

repeat Provides a continuous display, refreshing it every few seconds. To end the display, press
<ctrl-C>.

The following examples show sample output from the vpncl i ent st at command. For more information
on statistical output, see VPN Client User Guide for Windows.

VPN Client Administrator Guide
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Example 4-8 vpnclient stat Command
Following is an example of the information that the vpnclient stat command displays.
C=sProgram Files“Cisco Systems“~UPN Client>vpnclient stat
Cizco Systems UPHN Client Uersion 4.8 (int_92)
Copyright ¢G> 1998-2883 Cisco Systems. Inc. All Rights Reserwved.
Client Type{s>: Windows, WinNT
Running on: 5.8.2195
UPN tunnel information.
Connection Entry: Engineering
Client address: 200.200.1900.59
Server address: 18.1@A.32_.32
Encryption: 168-bit 3-DES
Authentication: HMAC-MDS
IP Compression: Mone
NAT passthrough is inactive
Local LAMN Access is disahled
Personal Firewall: Cisco Systems Integrated Client
Firewall Policy: Centralized Protection Policy (CPP)
UPN traffic summary.
Time connected: B day<(s), 16:83.25
Bytes in: 6B424
Bytes out: 176882
Packets encrypted: 1879
Packets decrypted: 1879
Packets hypassed: 3511
Packets discarded: 17324
Conf igured routes.
Secured Metwork Destination Metmaszk
8.8.8.8 .8.8.8
Firewall Rules.
Act Dir Src Address Dzt Address Pro Src Port Dzt Port
Fud In 1A.18.32.32,32 1A.18.8.32,32 17 588 588
Fud ©Out 18.18.8.32/32 1A.18.32.32,32 17 588 588
Fud In 1A.18.32.32,32 1A.18.8.32,32 LA Any Any
Fud ©Out 18.18.8.32/32 1A.18.32_.32,32 LA Any Any
Fud In Any 208.200.188.58,32 Any N-A N-A
Fud ©Out 200.200.188.58.-32 Any Any N-A N-A
Fud ©Out Local Any Any N.-A N.-A
Drp In Any Local Any N.-A NsA S
Drp Out Local Any Any N.-A N-sA 8
[
Example 4-9  vpnclient stat reset Command
The vpnclient stat reset command resets all connection counters.
C:sProgram Files“Cisco Systems“UPN Client>vpnclient stat reset
Cisco Systems UPN Client Version 4.8 (int_92)
Copyright (C)> 1998-2083 Cisco Systems. Inc. All Rights Reserved.
Client Type<sl: Windows,. WinNT
Running on:- 5_8_2195 o
=
Tunnel statistics have been reset. &
r—-
VPN Client Administrator Guide
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Example 4-10 vpnclient stat traffic Command

Here is a sample of the information that the vpnclient stat traffic command generates.

C=sProgram Files“Cisco Systems“~UPN Client>vpnclient stat traffic
Cizco Systems UPHN Client Uersion 4.8 (int_92)

Copyright ¢G> 1998-2883 Cisco Systems. Inc. All Rights Reserwved.
Client Type<sl: Windows,. WinNT

Running on:- 5_8_2195

UPH traffic summary.

Time connected: B day(s>, 16:-85%_28
Bytes in: 68928

Bytes out: 178880

Packets encrypted: 1888

Packets decrypted: 1888

Packets bypassed: 3517

Packets discarded: 17392

Example 4-11 vpnclient stat tunnel Command

rasar

To display only tunneling information, use the vpnclient stat tunnel command. Here is a sample.

:sProgram FilessCisco SystemssUPN Client>vpnclient stat tunnel
isco Systems UPN Client Uersion 4.8 {(int_92>

opyright <(C> 1998-280@3 Cisco Systems, Inc. All Rights Reserved.
lient Typels>: Windows,. WinNT

unning on: 5.8.2195

PN tunnel information.
onnection Entry: Engineering
lient address: 200.200.1800.508
erver address: 18.18.32.32
ncryption: 168-hit 3-DES
uthentication: HMAC-MDS

IP Compression: Mone

AT passthrough is inactive
ocal LAN Access is disabled

ersonal Firewall: Cisco Systems Integrated Client =
irewall Policy: Centralized Protection Policy <CPP> 2
r—-
Example 4-12 vpnclient stat route Command
The vpnclient stat route command displays information similar to the following display.
GC:sProgram Files“Cisco Systems™UPN Client>vpnclient stat route
Cisco Systems UPN Client Uersion 4.8 (int_92)
Copyright <G> 1998-20A3 Cisco Systems, Inc. All Rights Reserved.
Client Type<s»: Windows, WinNT
Running on: 5.8.2195
Conf igured routes.
Secured Metwork Destination Metmask @
8.8.8.8 8.8.8.8 =
oo
-
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Example 4-13 vpnclient stat firewall Command—Windows Only
The vpnclient stat firewall command displays information similar to the following display.
C=sProgram Files“Cisco Systems“~UPN Client>vpnclient stat firewall
Cizco Systems UPHN Client Uersion 4.8 (int_92)
Copyright ¢G> 1998-2883 Cisco Systems. Inc. All Rights Reserwved.
Client Type<sl: Windows,. WinNT
Running on:- 5_8_2195
Personal Firewall: Cisco Systems Integrated Client
Firewall Policy: Centralized Protection Policy (CFFP)
Firewall Rules.
Act Dir Src Address Dst Address Fro Src Port Dst Port
Fud In 18.18.32_32-32 18.18.8_3232 17
Fud Out 18.18_.8_.32-32 18.18.32_32-32 17 58a 58a
Fud In 18.18.32_32-32 18.18.8_3232 1) Any Any
Fud Out 18.18.8_.32-32 18.18_.32_32.-32 1) Any Any
Fud In Any 200_200.108_.58.-32 Any N-A N-A
Fud Out 200.200.108.58-32 Any Any N-A N-A
Fud Out Local Any Any N-A N-A
Drp In Any Local Any N-A N-A
Drp Out Local Any Any N-A N-A 2
=
VPN Client Administrator Guide
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Return Codes

This section lists the error levels (return codes) that you can receive when using the VPN Client
command-line interface.

Return Code

Message

Meaning

200 SUCCESS_START The VPN Client connection started successfully.

201 SUCCESS_STOP The VPN Client connection has ended.

202 SUCCESS_STAT The VPN Client has generated statistical
information successfully.

203 SUCCESS_ENUWPPP The enumppp command has succeeded. This
command lists phone book entrieswhen connecting
to the Internet via dial-up.

1 ERR_UNKNOAN An unidentifiable error has occurred during
command-line parsing.

2 ERR_M SSI NG_COMVAND Command is missing from command-line input.

ERR_BAD_COMVAND There is an error in the command entered; check
spelling.

4 ERR_M SSI NG_PARAMS The command-line input is missing required
parameter(s).

5 ERR_BAD_PARAMS The parameter(s) in the command input are
incorrect; check spelling.

6 ERR_TOO_MANY_PARAMS The command-line input contains too many
parameters.

ERR_NO_PARAMS_NEEDED The command entered does not require parameters.
ERR_ATTACH_FAI LED Interprocess communication error occurred
attaching to the generic interface.

9 ERR_DETACH_FAI LED Interprocess communication error occurred
detaching from the generic interface.

10 ERR_NO_PROCFI LE The VPN Client failed to read the profile.

11 ERR_PWD_M SMATCHED Reserved

12 ERR_PWD_TOO_LONG The password contains too many characters. The
group password limit is 32 characters; the
certificate password limit is 255 characters.

13 ERR_TOO_MANY_TRI ES Attemptsto enter avalid password have exceed the
amount allowed. The limit is three times.

14 ERR_START_FAI LED The connection attempt has failed; unable to
connect.

15 ERR_STOP_FAI LED The disconnect action has failed; unable to
disconnect.

16 ERR_STAT_FAI LED The attempt to display connection status has failed.

17 ERR_ENUM_FAI LED Unable to list phonebook entries.

H VPN Client Administrator Guide
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Return Code Message Meaning

18 ERR_COVMUNI CATI ON_FAI LED A serious interprocess communication error has
occurred.

19 ERR_SET_HANDLER_FAI LED Set console control handler failed.

20 ERR_CLEAR _HANDLER FAI LED Attempt to clean up after a user break failed.

21 ERR_OUT_OF_MEMORY Out of memory. Memory allocation failed.

22 ERR_BAD_| NTERFACE Internal display error.

23 ERR_UNEXPECTED_CALLBACK In communi cating with the Connection Manager, an
unexpected callback (response) occurred.

24 ERR_DO_NOT_CONTI NUE User quit at a banner requesting “continue?’

25 ERR_GUI _RUNNI NG Cannot use the command-line interface when
connected through the graphical interface dialer
application.

26 ERR_SET_WORK_DI R_FAI LED The attempt to set the working directory has failed.
Thisisthe directory where the program filesreside.

27 ERR_NOT_CONNECTED Attempt to display status hasfailed becausethereis
no connection in effect.

28 ERR_BAD_GROUP_NAME The group name configured for the connection is
too long. The limit is 128 characters.

29 ERR_BAD_GROUP_PWD The group password configured for the connection
istoo long. The limit is 32 characters.

30 ERR_BAD_AUTHTYPE The authentication type configured for the
connection isinvalid.

31 RESERVED 01 Reserved.

32 RESERVED_02 Reserved.

33 ERR_COVMUNI CATI ON_TI MED_QUT | [nterprocess communication timed out.

34 ERR_BAD_3RD_PARTY_DI AL Failed to launch a third-party dialer.

35 ERR_DAEMON_NOT_RUNNI NG Connection needsto be established for command to

( CVPND. EXE) —Non- W ndows execute.
only
36 ERR_DAEMON_ALREADY_RUNNING | Command cannot work because connection is
( CVPND. EXE) —Non- W ndows al ready established.
only

VPN Client Administrator Guide
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Application Example—Windows Only

Hereis an example of aDOS batch file (.bat) that uses CLI commands to connect to the corporate office
from a branch office, run an application, and then disconnect from the corporate site.

runxl s. bat
rem assunme you have generated a report in the mddle of the night that needs
remto be sent to the corporate office.

rem.. generate report.xls .

rem connect to the hone office
vpnclient connect nyprofile user admn pwd admin

rem check return code fromvpnclient call....
if %rrorlevel % neq 200 goto failed
remif okay continue and copy report

copy report.xls \\mycorpserver\directory\overni ght_reports /v

rem now di sconnect the VPN connection

vpncl i ent di sconnect

echo Spreadsheet upl oaded

goto end

.failed

echo failed to connect with error = %rrorl evel %
. end

VPN Client Administrator Guide
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CHAPTER 5

Customizing the VPN Client Software

This chapter explains how to replace the Cisco Systems brand with your own organization’s brand. When
you install and launch the VPN Client software, you see your own organization hame, program name,
and application names on menus, windows, dialogs, and icons.

For the Windows platform, it also explains how to set up the software so that your users can install it
automatically without being prompted. This feature is called silent install.

To customize the VPN Client software, you create your own distribution image combining the following
elements, which this chapter describes.

For all platforms, you can customize the following:
- Cisco Systems image that you receive on the Cisco Systems software distribution CD.

« Your own portable network graphics (PNG) (Table 5-2) and icon files to replace the Cisco Systems
brand.

« A vpnclient.ini file for configuring the VPN Client software globally (see Chapter 2,
“Preconfiguring the VPN Client for Remote Users”).

« Individual profile (.pcf) files for each connection entry (see Chapter 2, “ Preconfiguring the VPN
Client for Remote Users”).

For the Windows platform, you can also customize the following:

- Anoem.ini file that you create. Cisco supplies a sample oem.ini file that you can use as atemplate
and customize.

- setup.bmp—abitmap file that displays on the first Instal| Shield® window when you install the VPN
Client. (InstallShield only)

These elements should all bein the same directory and folder. Because some of the files may be too large
to distribute the oem software on diskettes, we recommend that you make a CD ROM distribution image.
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Customizing the VPN Client GUI for Windows

This section describes how to customize the VPN Client GUI for the Windows platform. To customize
the GUI for the Mac OS X platform, see Customizing the VPN Client GUI for Mac OS X, page 5-18.

Customizing the VPN Client occurs when the VPN Client and installation program see atext file called
oem.ini on your distribution image. The oem.ini fileis patterned after Microsoft standard initialization
files. You create the oem.ini file and supply your own text, PNG files, and icon files. When present, the
oem.ini, PNG, and icon files are read when you first start the VPN Client. Since the VPN Client
software reads these files when it first starts, the changes to them take effect only after you restart the
VPN Client application.

This chapter contains the following sections:

Areas Affected by Customizing the VPN Client
Creating the oem.ini File

Installing the VPN Client Without User Interaction
Customizing the VPN Client Using an MSI Transform

Areas Affected by Customizing the VPN Client

Customizing replaces the following screen text, bitmaps, and icons.

Installation Bitmap

Brand names on dialog boxes

Product names on dialog boxes

Organization logo on all dialog boxes

Graphic at the left end of the title bar

Icons on the system tray (at the bottom right of the screen) and the desktop (shortcut)

The Install Shield uses a bitmap when installing the VPN Client software: the setup bitmap (setup.bmp).

Figure 5-1 shows the setup bitmap that displays as the first screen during installation via Install Shield.

VPN Client Administrator Guide
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Figure 5-1 Setup Bitmap

VPN CLIENT

Cisco SysTEms

Copyright ©1995-2003 Cizco Systems, Inc.

87650

Program Menu Titles and Text

After installation, your organization or company, product, and application names appear in the Cisco
Systems VPN Client applications menu. (See Figure 5-2.)

Figure 5-2  Applications menu

Programs N (= Accessories b

@ Paint Shop Pro 6 L4

@ Dacuments ¥ @& Intermst Explorer
I‘_:,.fl Qutlook Express
I% Settings 4
% S , 48 set MU
& PN Cliert
@ Help
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VPN Client

Figure 5-3 shows a lock image (title_bar.png), window title (AppNameText in the oem.ini file), and
organization logo (logo.png file). The oem.ini file can replace the window title, theimage at the left end
of the title bar, and the organization or company logo in the VPN Client software. It can replace the

open lock and closed lock icons in the system tray (see Figure 5-4 and Figure 5-5).

Figure 5-3  Three Types of Branding Changes

Y9

# ¥PN Client - Yersion 4.0 {int_70) — |EI|5|
Connection Entries Status Certificates Log Options Help

g’ﬁ ﬁ Cisto Smus-

Connect MHew Impart tdadify Delete

Cotnection Entries IEertificates | Log I

| Connection Entry | Host | Transport
Beta 132 TestServer IPSec
B3 2134 IPSec
Documentation 10109330 IPSec/TCP
Documentation-duplicate 10109330 IPSec/TCP
Engineering 10.10.32.32 IPSec/UDP
Engineering_Cert 100103230 IPSec/JDP
Ergineering_pre_shared 10103233 IPSec/JDP
8
status - not connected. | & ’é
1 |Title bar lock image (title_bar.png) 3 |Organization logo (logo.png)

2 |Window title (oem.ini file)

Figure 5-4 Closed Lock Icon on System Tray (connected.ico)

RYJ a

Figure 5-5 Open Lock Icon on the System Tray (unconnected.ico)

RYI B
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Setup Bitmap—setup.bmp

The InstallShield version of VPN Client includes a bitmap on the distribution CD that is not in the
oem.ini file: set up. brp. You can substitute your own image for this .bmp file, as long as you keep the
current filename (setup.bmp) and make sure that thefileisin the same directory and folder asthe oem.ini
file. Thisfile displays alogo on the window when you start the InstallShield installation program. The
size of the Cisco Systems setup bitmap is 330x330 pixels and it uses 256 colors.

Creating the oem.ini File

Your distribution CD must contain the oem.ini file for customizing. The oem.ini file contains the
locations and names of bitmaps, icons, window titles, and screen text needed for customizing, all of
which need to bein the same directory. When you install or start the VPN Client, the software checksto
seeif thereis an oem.ini file. If so, the software scansit for bitmaps, icons, and text. If the oem.ini file
lacks an element (for example, text for the product name), then the software uses whatever you have
specified in the default section of thefile. If no oem.ini file exists, the software defaultsto Cisco Systems
bitmaps, icons, and text.

Use Notepad or another ASCII text editor to create the oem.ini file and enter brand text and the names
of your bitmap and icon files. See Table 5-1.

You can edit the oem.ini file that Cisco Systems supplies.

The format of the oem.ini file is the same as a standard Windowsii ni file:
» Useasemicolon (;) to begin a comment.
» Set values by entering keywor d=val ue.
- If you don't specify avalue for a keyword, the application uses the default.
« Keywords are not case-sensitive, but using upper and lowercase makes them more readable.

Sample oem.ini File

This is a sanple oemini file that you can use to overwite Cisco Systens
brand name on w ndows, bitmaps, and icons with your organization's brand
nane.

This file has five sections: [Main],[Brand], [Default], [Dialer], and [SetMIU
Each section has keywords designating parts of the interface that the file replaces.

The [Main] section determ nes whether kerberos uses TCP or UDP (the default).

[ Mai n]
Di sabl eKer ber osOver TCP = 1

The [Brand] section controls window titles during installation and in the
destination folder for the product and applications.

’[ Br and]

ConmpanyText = Wonderland University
Product Text = Wonderland Cient

The [Default] section establishes the default bitmap and icon to use if
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; assignments are |left blank. This section also sets up silent
; Silent npde installation proceeds w thout user

[ Def aul t]
Sil ent Mode = 1

Install Path =

Def Group = Wonderl and Cient

Reboot

=1

installation.
intervention.

C:.\ Program Fi | es\ Wnder | and Uni versity\Wnderland dient

; The [Dialer] section controls the text and icons for the dialer software.

; AppNanmeText appears on the application selection nmenu.

Di al er Bi t Map

appears on connection w ndows. AllowSBLLaunches controls whether a renote user can
; launch an application before connecting and | ogging on to a Wndows NT platform

’[Dial er]

Mai nl con=is_install.ico
AppNanmeText = Wonderl and Di al er

Al | owSBLLaunches = 0

; The [ Set
; Set
; selection nenu and the title screen.

MTU appl i cati ons.

; bar.
[ Set Mry
AppNanmeText = MIU Setter Application

Mai nl con =

Mul con.ico

AutoSetMu = 1

Set M uVal ue =
MTUAdj ust ment Overri de =

1300
144

oem.ini File Keywords and Values

Table 5-1 describes each part of the oem.ini file.

MIU] section controls the text and icon for the
AppNanmeText appears on the application
Mai nl con appears on the window title.

Table 5-1 oem.ini File Parameters
Keyword Description Value
[ Mai n] Optional field that identifies a section of the | Keep exactly as shown.

OEM.ini file to address special circumstances.

Di sabl eKer ber osOver TCP=

InstallShield only

When installing the VPN Client on Windows,
the installation program sets aregistry value
that forces windows to use Kerberos over TCP
instead of UDP, the default. Some NAT
devices, such as Linksys, do not support
out-of-order IP fragments, which breaks
Kerberos. With TCP, fragmentation is not
required.

After the keyword and equal sign, enter either
lorO.

0 = keep the default, which isto force
Kerberosto use TCP.

1 = prevent Kerberos from using TCP.

[ Brand] Required field that identifies the branding text |Keep exactly as shown, as the branding
that appears on window titles and descriptions |section of thefile.
throughout the client application.

ConpanyText = I dentifies the name of your organization. If not |After the keyword and equal sign, enter the

present, the default is “ Cisco Systems.”

organization’'s name. The hame can contain
spaces and is not case sensitive.
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oem.ini File Parameters (continued)

Customizing the VPN Client GUI for Windows

Keyword

Description

Value

Product Text =

I dentifies the name of the application. If not
present, the default is“VPN Client.”

After the keyword and equal sign, enter the
product name. The name can contain spaces
and is not case sensitive.

[ Defaul t] Required field that identifies the section that | Enter exactly as shown, as the default section
contains names of default bitmap and iconto |of thefile.
use if values are blank.
Si | ent Mode= InstallShield only After the keyword and equal sign, enter either
Specifieswhether to activate silent installation. Oor 1.1 activates silent installation:
0 = prompt the user during installation.
1= do not prompt the user during installation.
I'nstal | Pat h= InstallShield only After the keyword and equal sign, enter the
I dentifies the directory into which to install the | "aMeof thedirectory in the suggested format:
client software. root : \ progr ans\ conpany\ pr oduct
Def Group= InstallShield only After the keyword and equal sign, enter the
| dentifies the name of the folder to containthe |"aM€ ofe(tjhfe desti .natl on folder in the
client software. suggested format:
f ol der nane
Reboot = InstallShield only After the keyword and equal sign, enter 0, 1,
Specifieswhether to restart the system after the or 2
silent installation. If SilentModeison (1) and |0 = display the reboot dialog.
;?bopts'tzlllétt.he sfysterr? automatically reboots 1 (and SilentMode = 1) = automatically reboot
erin 10N TINIShes. the system when installation finishes.
2 (and SilentMode = 1) = do not reboot after
installation finishes.
[Dialer] Required field that identifies the section that  |Enter exactly as shown, as the Dialer section
containsthe name of the Dialer application, the |of the file.
bitmap to use on the connections window, and
the connection icons.

AppNaneText = I dentifies the name of the dialer application.  |After the keyword and equal sign, enter the
name of the dialer application. The name can
contain spaces and is not case sensitive.

Mai nl con= Thisisused only by InstallShield for shortcuts |After the keyword and equal sign, enter the

to the vpngui.exe.

name of theicon file.

Al | owSBLLaunches

InstallShield only

Specifieswhether aVPN Client user isallowed
to launch athird party application before
logging on to a Windows NT platform.

After the keyword and equal sign, enter 1 to
enable or 0 to disable thisfeature. The default
is O (to disable). (See Note after table.)

[Set Mu] Required field that identifies the section that  |Enter exactly as shown; identifies the Set
contains the name of the Set MTU application, |MTU section of thefile.
the name of the Set MTU icon, and other
settings.
VPN Client Administrator Guide
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Table 5-1 oem.ini File Parameters (continued)

Keyword Description Value

AppNaneText = I dentifiesthe name of the Set MTU application. |After the keyword and equal sign, enter the
name you want to give to thisapplication. The
name can contain spaces and is not case
sensitive.

Mai nl con= Identifies theicon for the Set MTU title bar, |After the keyword and equal sign, enter the
About window, and applications menu. There |name of the icon (.ico) file for thisicon.
are two sizes used: dimensions are 32x32 and
16x16 pixels; 256 colors.

Aut oSet M u= InstallShield only After the keyword and equal sign, enter a
I dentifies whether to automatically set the value Oor I
MTU for all adaptors during installation using |0 = do not set MTU; do not launch.
SetMTUValue. 1 =set MTU and silently launch during

installation. Thisis the default

Set MTUval ue= InstallShield only After the keyword and equal sign, enter a
I dentifies the value to be used for all adapters \ézlfuelbsitvgg% 64 and 1500, inclusive. The
bound to TCP/IP ault = 1300.

MTUAdj ust Overri de=

InstallShield only; Windows NT-based only. | After the keyword and equal sign, setto a

I dentifies the DNE MtuAdjustment parameter. vhal uge?l\ilt\'lrvsen Ola_\nd .1300’ in L;]Sivl\i'TTS ;J e
This value identifies the amount the NIC's the application to_set the or
MTU is reduced. the TCP/IP protocol, set this parameter to 0.

Note

When AllowSBL Launchesis 0, “Allow launching of third party applications before logon” under
Windows L ogon Propertiesis unavailable. There might be cases when you need to launch an application
before starting your connection, for example, to authenticate your access credentials. In this case you
can use the following procedure:

In the VPN Dialer program, choose Options > Windows L ogon Properties.

Uncheck Disconnect VPN connection when logging off.

Log out.

Log in with cached credentials.

Make your VPN Dialer connection.

Log out.

Log in again while already connected.

Table 5-2 lists the GUI image (portable network graphic) files that the VPN Client uses. If you want to
replace any of them with your own image files, you must name your image files exactly as shownin the
list; otherwise, the VPN Client GUI does not recognize them.

VPN Client Administrator Guide
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Table 5-2  Portable Network Graphic Files
PNG File Description
splash_screen.png Splash screen that appears for 2 to 5 seconds when the GUI starts.
This screen contains a logo, product name and version, and
copyright information.
title_bar.png Image at the left end of thetitle bar
connected.png Image next to connection entry when connection is active
logo.png Organization logo for simple and advanced mode main dialogs
password_logo.png Organization logo for password dialog (XAuth), group name and
password)
profile_logo.png Organization logo for new/modify profile dialog
status_down_arrow.png Down arrow on the status bar of advanced mode, used to change
the status bar display
cancel.png Cancel button on advanced mode connection entries tool bar
connect_pressed.png Connect button pressed on advanced mode connection entries
tool bar
disconnect.png Disconnect button on advanced mode connection entries tool bar
disconnect_pressed.png Disconnect button pressed on advanced mode connection entries
tool bar
new_profile.png New button on advanced mode connection entries tool bar
new_profile_pressed.png New button pressed on advanced mode connection entries toolbar
import_profile.png Import button on advanced mode connection entries tool bar
import_profile_pressed.png Import button pressed on advanced mode connection entries
tool bar
modify_profile.png Modify button on advanced mode connection entries tool bar
modify_profile_pressed.png Modify button pressed on advanced mode connection entries
tool bar
delete profile.png Delete button on advanced mode connection entries tool bar
delete profile pressed.png Delete button pressed on advanced mode view certificates tool bar
import_certificate.png Import button on advanced mode view certificates toolbar
import_certificate_pressed.png Import button pressed on advanced mode view certificates tool bar
export_certificate.png Export button on advanced mode view certificates toolbar
export_certificate_pressed.png Export button pressed on advanced mode view certificates tool bar
delete certificate.png Delete button on advanced mode view certificates toolbar
delete certificate pressed.png Delete button pressed on advanced mode view certificates tool bar
enroll_certificate.png Enroll button on advanced mode view certificates toolbar
enroll_certificate_pressed.png Enroll button pressed on advanced mode view certificates tool bar
verify_certificate.png Verify button on advanced mode view certificates toolbar
verify_certificate pressed.png Verify button pressed on advanced mode view certificates toolbar
show_certificate.png Show button on advanced mode view certificates toolbar
VPN Client Administrator Guide
[ 78-15404-02 .m



Chapter5  Customizing the VPN Client Software |

M Customizing the VPN Client GUI for Windows

Table 5-2  Portable Network Graphic Files (continued)

PNG File

Description

show_certificate_pressed.png

Show button pressed on advanced mode view certificates tool bar

enable log.png

Enable button on advanced mode connection entries toolbar

enable _log_pressed.png

Enabl e button pressed on advanced mode view log toolbar

disable log.png Disable button on advanced mode view log toolbar
disable_log_pressed.png Disable button pressed on advanced mode view log tool bar
clear_log.png Clear button on advanced mode view |og tool bar

clear_log_pressed.png

Clear button pressed on advanced mode view log toolbar

options_log.png

Options button on advanced mode view |og tool bar

options_log_pressed.png

Options button pressed on advanced mode view log tool bar

show_log.png

Show button on advanced mode view log tool bar

show_log_pressed.png

Show button pressed on advanced mode view |log toolbar

arrow_up.png

Up Arrow button in Backup Serverstab of the new/modify profile
dialog

arrow_down.png

Down Arrow button in Backup Servers tab of the new/modify
profile dialog

You can also replace the following icon files (as long as your icon files have these same names):

» connected.ico—the tray icon when connected (also in resource file for vpngui.exe icon)

« unconnected.ico—the tray icon when not connected

 disconnecting.ico—the tray icon when disconnecting

Customizing the VPN Client Using an MSI Transform

A

This section describes how to customize VPN Client installation using a transform for the MSI. To
customi ze the applications, you need both a transform and an oem.ini file.

Caution

Do not modify the MSI file. To customize MSI, use a transform. Failure to follow recommended
procedure will limit the level of support you can expect from Cisco.

Creating the Transform

To create the transform, you edit the vpnclient_en.msi file. You can create the transform with any
commercially available MSI installation package, such as Wise or Install Shield. The procedure in this
section uses the Microsoft ORCA editor available from the Microsoft Windows Installer SDK. The
version used here is from Microsoft Platform SDK November 2001. So before you begin, make sure
that ORCA isinstalled on your system. If you need information on transforms and ORCA, refer to the

ORCA documentation.
Here is the procedure:

H VPN Client Administrator Guide
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Step 1
Step 2
Step 3

Customizing the VPN Client GUI for Windows

Start ORCA.
Select File > Open and enter vpnclient_en.msi.
Select Transform > Apply Transform and select oem.mst, the transform template.

To customize oem.mst, you modify some of the information you see in the tables. The parts to modify
have green change bars on the | eft side of the row. Figure 5-6 shows a partial oem.mst file.

Figure 5-6  Editing the Tables in a Transform File

== ypnclient_en.msi (transformed by oem4.mst) - Orca

File Edit Tables Transform Tools “iew Help

= =
Tables ~| [ _File Component | _FileName FileS... Version Langu... |_Atirib Seque... |~
AckionText o o CstnFile QemPh,. Manlons.ico [
AdminExecuteSequence i+ _profile, ong; [« Cuwszm v_profile.png 1039 I35 24
AdminUISequence i i CSCoFle OemPM... modly orofile 0., 1034 3 5
AdvtExecuteSequence Inew_profile, pnaad e CoEiJg_QamEéﬁ_ngw_mﬁ]g ong a4; £. 26
AdvtISequence Inew_profile oressed.ong3l CstoFile QemPi,.. new profile ore, 944 £
Appld otifications, oo C an-_nu fications,ong 9 £: 9
AppSearch ctifications pressed,pngid CsCoFile OemP notifications ore,., 924 636 &
BEContral ootions log,.png3d CstoFile Qe opkions log.png 1020 £
Billboard jootions log pressed,png?S CeoFie CemP) opkions log pres,,, 1070 &
Binary [Dassword |ooo,pnois CsCoFile CemPH,,, password logo,png 521 &
BindImage orofile logo,pna: CsCoFile QemP Mo profle logo,ong 6] [ &Z)
CCPSearch (TN =) [« Cowéﬁmu jco £. S
Cabs certificate, bna: CstoFile QemPl how _certificate, £ 36
CheckBox etk L] CsCoFile OemP how _certificate, 1103 636 &)
Class log, onodid CsCoFile OermP how_|og,0nd -35 636 &5
ComboBox ongdl CstnFile Qe Dow_|og _press 95 £ 2
ComplLocator pnad; CeCoFile GemPh,,, splash scresn.ong 16 & 40
Complus n pnod: [« Cuw-_ tabus down arr 9, & Z51
| Component pngdd CsCoFile QemPl title_bar,ong 6 £. 4
Condition ted,icods CstoFile QemPl unconnected joo i} £. z
Control if_certificate, onade CsCoFile OemPi,.. 06 £: 44
ControlCondition WS:W\F certificate,,, 1076 636 45
ControlEvent 20, Dnad CstoFile Qe M. 000D £ 46
CreateFolder ConlR,ico CstnFile CemPh,., Mainloo jon £ 1
CustomAckion ConllG,ico [ CUEi]g_QEmE;:Mgiﬂ conllG,ico & 0
Dialog conlIB.ico [ CoEiJg_QamE;;Main 0| jco [ F]
| Directory Conl, oo ol CoEiJg_QamEé“_Main conllicg £
DrLocator (s [s] CstoFile QemPi,., Manloonico £
DuplicateFile C angzw jco 22 £: [
Environment logo.ona; C: an-_lnnn g 1 636 S
Error f bprofile oressedipnaze  CsCofile OerPh,., impart orofile oo Lid L El
EwentiMapping t_profile,pnoZs C: Cuwszmm opng 16 5
Extension i EECEEE_QEIIIE):E cerkificat, 03 &
Feature certificate png [ CoEi]g_QamES:jmpar ertificat, [ 1
| FeatureCompaonents jco e CoEi]g_QamEéﬁ__tLamg el £. fi]
File: oo CstoFile QemPH,., framez,ico £ 9 -
Font o CsCoFile CemPl, . framelico 6 R 05
Icon o CsCoFile CemPl,, frameilicn 0 R 0
IniFile ort_certificate oressed.ong [« Cuw;:-gpurt certificat 54 £ 05
IniLocator ort_certificabe, ong2l [« CUMmE;:murt certificat G610 & 05
InstallExecuteSequence roll_certificate pressed,ono?d [« CUEi]g_QimF-_enmll certificats 07 & 04
Trekall TS anra | Rerwell rerti o] erFila il anrall c7R AR = v

Tables: 96 Mo calumn is selected.

Table 5-3 outlines the changes to make in the tables in the oem.mst file. The columns in the table are
defined as follows:

- Table Name—the name of the table to edit
» Changes Needed—a list of the changes to make to the table
» Install Requirement—the entries that modify the installation software

57950

« Client Requirement—the entries that modify the way the VPN Client operates at runtime

[ 78-15404-02
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Table 5-3 Oem.mst Tables

Table Name

Changes Needed

Modifies
Install
Parameters

Modifies VPN
Client Runtime
Parameters

Binary

topl6—Add your own 500x63
bitmap for the MSI Install

sidel6—Add you own 501x314
bitmap for the MSI Install

Yes for both

No for both

Component

CsCoFile_OemFiles—needed to
install oem.ini file for custom
VPN Clients

CsCoFile_oempngFiles—needed
to install icons, bitmaps, and png
files

No

Yes

Directory

INSTALLDIR—Change to your
own directory

INSTALLDIR2—Changeto your
own directory

Cisco_Systems VPN_Client—
Change to your own folder name

Yesfor all

No for all

Feature
Components

Complete |
CsCoFile_OemFiles—needed to
install oem.ini file for custom
VPN Clients

CsCoFile_oempngFiles—needed
to install icons, bitmaps, and png
files

No

Yes

H VPN Client Administrator Guide
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Table 5-3 Oem.mst Tables (continued)
Modifies Modifies VPN
Install Client Runtime
Table Name Changes Needed Parameters Parameters
File Add the following files for export_certificate.png No Yes
customizing the VPN Client. For |export_certificate_pressed.png
examples, see the oem.mst import_certificate.png
transform and the oem.ini files. |import_certificate pressed.png
down. import_profile.png
::ga—ugvg?]g ng import_profile_pressed.png
cancel_.png Iogo: bng
cancel_pressed.png mod!fy_prof!le.png
clear I_og.png modify_profile_pressed.png
T file.png
clear_log_pressed.png new_profl
connect.png new_profile_pressed.png
connected.ico notifications.png
connected.png notifications_pressed.png
connect_pressed.png opt?ons_log.png
delete_certificate.png optl ons_(!lolg_pressed. png
delete certificate pressed.png pasfs'vlvorl —090.png
delete profile.png przo e ng‘? PNy
delete profile_pressed.png S ow_cert! !cate.png
disable log.png show_certificate_pressed.png
; - show_log.png
disable log_pressed.png -
disconnect.png show_log_pressed.png
disconnecting.ico splash_screen.png
disconnect_pressed.png status_down_arrow.png
. title_bar.png
enable_log.png ed.i
enable_log_pressed.png unc.onnect. 1€0
enroll_certificate.png ver!fy_cert!f!cate.png
enroll_certificate pressed.png verify_certificate_pressed.png
- - vpn_panel.png
Icon Add the following icon files for No Yes
customizing the VPN Client.
These icons are for shortcuts on
the Program Group. For
examples, see the oem.mst
transform and the oem.ini files.
Mainlcon.ico
setmtu.ico
VPN Client Administrator Guide
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Table 5-3 Oem.mst Tables (continued)
Modifies Modifies VPN
Install Client Runtime
Table Name Changes Needed Parameters Parameters
Media Add the following files for export_certificate.png No Yes
customizing the VPN Client. For |export_certificate_pressed.png
examples, see the oem.mst import_certificate.png
transform and the oem.ini files. |import_certificate pressed.png
down. import_profile.png
::ga—ugvg?]g ng import_profile_pressed.png
cancel_.png Iogo: bng
cancel_pressed.png mod!fy_prof!le.png
clear I_og.png modify_profile_pressed.png
T file.png
clear_log_pressed.png new_profl
connect.png new_profile_pressed.png
connected.ico notifications.png
connected.png notifications_pressed.png
connect_pressed.png opt?ons_l 09-phg
delete_certificate.png optl ons_(;olg_pressed.png
delete certificate pressed.png pasfs'vlvorl —090.png
delete profile.png przo e ng‘? PNy
delete profile pressed.png S ow_cert! !cate.png
disable log.png show_certificate_pressed.png
; - show_log.png
disable log_pressed.png -
disconnect.png show_log_pressed.png
disconnecting.ico splash_screen.png
disconnect._pressed.png status_down_arrow.png
. title_bar.png
enable_log.png ed.i
enable_log_pressed.png uncpnnect J.1¢0
enroll_certificate.png ver!fy_cert!f!cate.png
enroll_certificate pressed.png verify_certificate_pressed.png
- - vpn_panel.png
Property ProductName—Supply company Yes No
and product names for
installation.
. N Y
M anufacturer—Changepublisher ° e
in the support information screen
under Control Panel > No Yes
Add/Remove Programs.
ARPURLINFOABOUT—Chang
e the web page in the support
information screen under Control
Panel > Add/Remove Programs.
Shortcut Dialer—Change the name and the No for all Yesfor all
icon for the VPN Dialer
application.
SET_MTU—Change the name
and the icon for the Set MTU
application.
VPN Client Administrator Guide
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OEM.INI File and MSI

At run-time, you need an oem.ini fileto tell the VPN Client to use OEM company and application names.

Copy your oem.ini file, the custom PNG files, and the custom icons to your distribution media, for
example aCD, placing them in the same directory asthevpnclient_en.msi file. Use atransform to install
the VPN Client, the oem.ini file, PNG files (Table 5-2), and icons, along with the VPN Client filesduring
installation. For a sample oem.ini file, see “Sample oem.ini File.” For more information on the oem.ini
file, see Table 5-1.

Table 5-4 lists Install Shiel d-specific control parameters and how to achieve similar resultsin MSI. The
oem.ini file modifies both Install Shield installation parameters and VPN Client runtime parameters. For
MSI all oem.ini parameters are required except the installation-time parameters.

Table 5-4  Oem.ini File Keywords and MSI Equivalents

Keyword MSI Equivalent

Di sabl eKer ber osOver TCP= Transform Table: Property
DISABLEKERBEROSOVERTCP

Si | ent Mode= Executing MSI installation using the /g switch
For example:

msiexec /I vpnclient_en.msi /q

I nst al | Pat h= Transform Table: Directory
INSTALLDIR
INSTALLDIR2

Def Gr oup= Transform Table: Directory
Cisco_Systems_VPN_Client
Al | owSBLLaunches Transform Table: Registry
registry18

Software\Cisco Systems\VPN Client\Secure | AllowsSBL Launches
Aut 0Set M u= Transform Table: Property
LAUNCHSETMTU

Set MTUval ue= Transform Table: Property
SETMTUVALUE

MTUAdj ust Overri de= Transform Table: Property
DNEMTUADJUSTMENT
Windows NT-based only.

Installing the VPN Client using the Transform

Toinstall the VPN Client with the transform oem.mst that you have prepared, execute the following com-
mand at the command-line prompt.

msiexec /i vpnclient_en_msi TRANSFORM S=o0em.mst

If you want to record errors that might occur during the installation, you can create alog file as follows:

msiexec /i vpnclient_en_msi /I*v! c:oeminstall.log TRANSFORM S=oem.mst

[ 78-15404-02
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Installing the VPN Client Without User Interaction

This section describes how to produce installation without user interaction for both Install Shield
installations and M Sl installations. Installing the VPN Client without user interaction is called silent
mode. In silent mode, no messages or prompts appear on the screen.

You can launch silent installation from the command line by using the -sd parameter with the
vpnclient.exe command. For example, vpnclient -sd toVPN. For information on the vpnclient
command, refer to “Using the VPN Client Command-Line Interface”.

Silent Installation Using InstallShield

To implement silent mode with or without customizing the VPN Client applications, you can create an
oem.ini file containing only the part that configures silent mode. In thisfile, you turn silent mode on,

identify the pathname and folder to contain the VPN Client software, and reboot the system, all without
user interaction.

During silent mode installation, the installation program does not display error messages. The program
stores error messages in alog file named VPNL og.txt located in the windows system directory
(WINSY SDIR).

If the installation program detects a 2.x version of the VPN Client, the program still prompts the user
for input when converting the connection entry profiles.

A sample cem.ini file for implementing silent mode follows:

[ Def aul t]

SilentMode = 1

Install Path = C \ Program Fil es\ Engi neeri ng\| PSec Connecti ons
Def Group = | PSec renpte users

Reboot = 1

Table 5-5 oem.ini File Silent Mode Parameters

.ini parameter
(keyword) Parameter Description Values

Si | ent Mbde= Identifies whether to activate |After the keyword and equal sign, enter either O or
noninteractive installation. 1. 1 activates silent installation:

0 = prompt the user during installation.
1= do not prompt the user during installation.

I'nstal | Pat h= Identifies the directory for | After the keyword and equal sign, enter the name of
the client software the directory in the suggested format:
installation.

root:\ prograns\organi zati on\ pr oduct

VPN Client Administrator Guide
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Table 5-5 oem.ini File Silent Mode Parameters (continued)

.ini parameter

(keyword) Parameter Description Values

Def G oup= I dentifies the name of the After the keyword and equal sign, enter the name of
folder to contain the client  |the destination folder in the suggested format:
software.

f ol der nane

Reboot = Identifies whether to restart | After the keyword and equal sign, enter O, 1, or 2:
the system after the silent
installation. If SilentModeis
on (1) and Reboot is 1, the |1 (and SilentMode = 1) = automatically reboot the
system automaj[ica”y reboots |System when installation finishes.

after installation finishes. 2 (and SilentMode = 1) = do not reboot after
installation finishes.

0 = display the reboot dialog.

Silent Installation Using MSI

Toinstall the VPN Client without dialogs and messages (user interface) displaying on the screen, you
can use either of the two following commands on the command line.

msiexec.exe /q [n|b|r[f] /i vpnclient_en.msi
or

vpnclient_en.exe/q [n|b|r|f]

Option  |What it Displays

gorgn |No userinterface. It is advisable to enable logging to determine whether the installation
succeeded, since this option eliminates all information including fatal error messages.

gb The basic user interface, which isalimited progress dial og that Windows Installer generates.
It is advisable to enable logging with this option as well.

qr Reduced user interface, similar to the full user interface option, but includes only a subset of
all dialogs. For example, this option displays the welcome, license agreement, destination
folder, and start dialogs, but does not let the user change the destination folder.

gf Full or complete user interface including all dialogs. This is the default setting.

Launching SetMTU with Silent Installation

The SetMTU utility is automatically launched in silent mode with the value of 1300 for all installed
adapters. To disable the SetMTU utility during installation, set the LAUNCHSETMTU property on the
command-line to 0. To modify the MTU value, set SETMTUVALUE to value. To override the DNE
MtuAdjuistment parameter, which is set to 0, sst DNEMTUADJUSTMENT to value.

For example, to disable SetMTU and set the DNE Mtuadjustment to 144, execute the following
command:

vpnclient_en.msi LAUNCHSETM TU=0 DNEM TUADJUSTMENT=144
For information on the SetMTU utility, see “Changing the MTU Size.”

[ 78-15404-02
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Customizing the VPN Client GUI for Mac OS X

To customizethe VPN Client GUI for the Mac OS X platform, place the custom imagesin the Resources
folder of the installer directory.

Figure 5-7 showsthe vpnclient installer directory. Thisdirectory containstheinstaller package and any
preconfigured files in the Profiles and Resources folders.

The Resources folder contains all images for the VPN Client.

Figure 5-7 VPN Client Installer Directory

8oca " | vpnclient -
p=o W & @ A
=) . f ¢ 7%

Back View Computer Home Favorites Applications

Cisco VPN Client.mpkg Profiles Resources

TE383

To distribute custom images, replace the image files in the Resources folder with your own custom
images. For example:

» To customize the logo, replace the file /etc/CiscoSystems/Resources/| ogo.png with your own
custom logo.

» To customize the splash screen, replace the file /etc/CiscoSystems/Resources/splash_screen.png
with your own custom splash screen.

When the VPN Client is installed, the images in the Resources file are used for the client GUI.

VPN Client Administrator Guide
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Troubleshooting and Programmer Notes

This chapter contains information to help you resolve problemsinstalling or running the VPN Client. It
also contains notes helpful to writing programs for special needs.

This chapter includes the following main topics:
» Troubleshooting the VPN Client
» Changing the MTU Size
« Delete With Reason
- Start Before Logon and GINAs—Windows Only
< Programmer Notes
- |IKE Proposals

Troubleshooting the VPN Client

This section describes how to perform the following tasks:
- Gathering Information for Customer Support
« Solving Common Problems
» Changing the MTU Size

Gathering Information for Customer Support

If you are having problems running the VPN Client on your PC, you can gather system information that
is helpful to a customer support representative and e-mail it to us. We recommend that you do the
following before you contact us.

If Your Operating System is Windows 98, 98 SE, ME, 2000, or XP

Go to the Start menu and select Programs > Accessories > System Tools > System Information.

Windows displays the Microsoft System Information screen, such as the one in Figure 6-1.

VPN Client Administrator Guide
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Figure 6-1 System Information Screen on Windows 98

27/ Microsoft System Informa 10| =]

File = Edit View  Tonols Help

FIENE

System Information Spgtem Information I
¥ Hardware Resources Microsoft Windows 98 4.10.2222 4
.. Comporients Clean inztall uzing /T:C:\WININSTO.400 ASrclir=C:WINDOWSSOPTIONS . .
-- Software Enviranment IE 5 5.00.2614.3500
- Applications Uptirne: 0:00:05:02

Mormal mode

On "8 U22" 8z "Default”

Dell Computer Carparation

Genuinelntel Pentiun(r] 11l Processar

128MB RAM

T aystem resources free

Windows-managed swap file on drive C [507EME free)
Available space on drive C: B07EME of 6137ME [FAT3Z2)

EOT0d

Faor Help, press F1 | Current Systern Infarmation

&

Select a category and the screen displays details for that category. You can then execute the Export
command and choose a hame and destination. Windows creates a text file, which you can attach to an
e-mail message and send to the support center.

If Your Operating System is Windows NT or Windows 2000

On the Windows NT or Windows 2000 operating system, you can run a utility named w NvsD from a
command-line prompt. WINM SD generates a file containing information about your system
configuration, and the software and drivers installed.

To use this utility, perform the following steps:

Stepl  Go to the Start menu and select Programs > Command Prompt.
This action displays a window with a DOS prompt, such as c:\.

Step2  Typethe following command at the DOS prompt:

C: \ >winmsd /a /f
where /a = all and /f = writeto file.

This command generates a text (.txt) file with the name of your computer and places the file in the
directory from which you run the command. For example, if the name of your machineis SILVER and
you execute the command from the c: drive (as shown above), the text file nameissilver.txt.

If you open the file with a text editor, such as Notepad, you see afile such as the one shown in
Figure 6-2, which was from a Windows NT system.
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Figure 6-2 System Text File

File Edit Search Help

Microsoft Diagnostics Report For \A\SILUER

Hicrosoft (R) Windows HT {(TH) Yorkstation

Uersion 4.8 (Build 1381: Service Pack 4) x86 Uniprocessor Free
Registered Owner: SCOB User, SCOB Enterprises

Product Humber: 23999-0EM-8843271-45986

System: AT/AT COMPATIBLE

Hardware Abstraction Layer: PC Compatible Eisa/Isa HAL
BIDS Date: 88/38/99

BIOS Version: PhoenixBIDS 4.8 Release 6.8

Processor list:
B: x86 Family 6 Hodel 7 Stepping 3 GenuineIntel ~448 Hhz

BIOS Date: <unavailable
Adapter:
Setting: 1824 = 768 = 256
75 Hz =

4| | M

You can attach this file to an e-mail message and send it to the support center.

If Your Operating System is Mac 0S X

Step 1

From the command line, execute the following commands:

ifconfig -a
unane -a
kext st at

Copy the output fromthe above commands, paste it into an e-mail nessage, and send it to

Support.

E0707

[ 78-15404-02

VPN Client Administrator Guide ]



Chapter 6  Troubleshooting and Programmer Notes |

M Changing the MTU Size

Solving Common Problems

This section describes some common problems and what to do about them.

Shutting Down on Windows 98

You may experience a problem with your Windows 98 system shutting down when the VPN Client
software is installed. If so, you need to disable the fast shutdown feature, as follows:

Stepl At the Microsoft System Information screen (shown in Figure 6-1), select Tools> System Configuration.
Microsoft displays a Properties page.

Step2  From the General page, select the Advanced button.

Step3  Choose the Disable Fast Shutdown option.

Booting Automatically Starts up Dial-up Networking on Windows 95

Some versions of Internet Explorer silently control startup optionsin Windows 95 so that every timeyou
start your system, Dial-Up Networking launches. If this occurs, asit doesin Internet Explorer 3.0, go to
View > Options > Connections and uncheck the option Connect to the Internet as needed.

Changing the MTU Size

The Set MTU option is used primarily for troubleshooting connectivity problems.

N

Note  TheVPN Client automatically adjusts the MTU size to suit your environment, so running this
application should not be necessary.

The maximum transmission unit (MTU) parameter determines the largest packet size in bytes that the
client application can transmit through the network. If the MTU size is too large, the packets may not
reach their destination. Adjusting the size of the MTU affects all applications that use the network
adapter. Therefore the MTU setting you use can affect your PC’s performance on the network.

MTU sizing affects fragmentation of 1PSec and | PSec through NAT mode packets to your connection
destination. A large size (for example, over 1300) can increase fragmentation. Using 1300 or smaller
usually prevents fragmentation. Fragmentation and reassembly of packets at the destination causes
slower tunnel performance. Also, many firewalls do not let fragments through.

Changing the MTU Size—Windows

To change the size of the MTU for Windows, use the following procedure:

Stepl  Select Start > Programs > Cisco Systems VPN Client > SetMTU.
The Set MTU window appears.

VPN Client Administrator Guide
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Step 2
Step 3

Step 4

Figure 6-3  Setting MTU Size on Windows NT

4 Cisco Systems SetMTU

CAUTIOMN: MTU changes can atfect your PC's perfarmance on the netwark.

Metwiork Adapters [IPSec only]

MTU Optionz
" Default " 576 + 1300 " Custom
Ok | Cancel Help |

07

Click a network adapter on the list of network adapters.
Click one of the following choices under MTU Options:

Changing the MTU Size W

Default

The factory setting for this adapter type.

576 (in bytes)

The standard size for dial-up adapters.

1300 (in bytes)

circumstances.

The choice recommended for both straight 1PSec and |PSec through NAT. Using
this value guarantees that the client does not fragment packets under normal

Custom

Enter avalue in the box. The minimum value for MTU size is 68 bytes.

Click OK.

You must restart your system for your change to take effect.

Changing the MTU Size—Linux, Solaris, and Mac OS X

Step 1
Step 2

Step 3

To change the MTU size:

Open aterminal (Mac OS X-only).

Type the following command:
sudo ifconfig en0 ntu 1200

(Replace the en0 with the appropriate interface, and replace 1200 with the desired mtu.)

The changes take effect immediately.
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Delete With Reason

When a disconnect occurs, the VPN Client displays a reason code or reason text. The VPN Client
supports the delete with reason function for client-initiated disconnects, concentrator-initiated

disconnects, and | PSec del etes.

- If youareusing aGUI VPN Client, a pop-up message appears stating the reason for the disconnect,
the message is appended to the Notificationslog, and is logged in the IPSec log (Log Viewer

window).

- If you are using a command-line client, the message appears on your terminal and islogged in the

IPSec log.

» For IPSec deletes, which do not tear down the connection, an event message appears in the |1PSec
log file, but no message pops up or appears on the terminal.

The VPN Concentrator you are connecting to must be running software version 4.0 or later to support

delete with reason functionality.

Table 6-1 describes the reason codes and the corresponding messages.

Table 6-1 Delete with Reason Codes

Reason Code

Translated Text

IKE_DELETE_SERVER_SHUTDOWN

Peer has been shut down

IKE_DELETE_SERVER_REBOOT

Peer has been rebooted.

IKE_DELETE_MAX_CONNECT_TIME

Maximum configured connection time exceeded.

IKE_DELETE_BY_USER_COMMAND

Manually disconnected by administrator.

IKE_DELETE_BY_ERROR

Connectivity to Client lost.

IKE_DELETE_NO_ERROR

Unknown error.

IKE_DELETE_IDLE_TIMEOUT

Maximum idle time for session exceeded.

IKE_DELETE_P2_PROPOSAL_MISMATCH

Policy negotiation failed

IKE_DELETE_FIREWALL_MISMATCH

Firewall policy mismatch.

IKE_DELETE_CERT_EXPIRED

Certificates used with this connection entry have
expired.

IKE_DELETE_BY_EXPIRED_LIFETIME

Maximum configured lifetime exceeded.

All text messages for client-initiated disconnects begin with “Secure VPN Connection terminated

terminated locally by the client”.

All text messages for concentrator-initiated disconnects begin with “ Secure VPN Connection terminated
by Peer X.X.X.X", where X.X.X.X isthe IP address of the concentrator.

The translated reason code or the reason text follows.

H VPN Client Administrator Guide
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Start Before Logon and GINAs—Windows Only

Configuring Delete with Reason on the VPN Concentrator

Step 1
Step 2
Step 3
Step 4

To receive disconnect information from a 4.0 or greater VPN Concentrator, you must configure the
feature as follows:

Go to Configuration | Tunneling | IPSec | Alerts
Check Alert when disconnecting.

Click Apply.

Save the configuration.

Start Before Logon and GINAs—Windows Only

Fallback Mode

N

Note

The VPN Client can load prior to logging in to a Windows NT platform (Windows NT 4.0, Windows
2000, and Windows XP). Thisfeature |lets remote users establish aVPN connection to a private network
where they can successfully log in to adomain. When start before logon (SBL) is enabled on aWindows
NT platform, the VPN Client triesto replace the standard Microsoft logon dialog box (the same one that
appears after you press Ctrl+Alt+Del when booting your PC, called aGINA). The name of the Microsoft
GINA is msgina.dll and you can find it in the registry at the location:

HKLM Sof t war e\ M cr osof t \ Wndows NT\ Current Ver si on\ W nl ogon
G naDLL = nsgina.dl|

The VPN Client replaces the msgina.dll with the VPN Client’s GINA (csgina.dil), and then points to it
so that you can still see and usethe MS GINA. When you start your PC and press Ctrl+Alt+Del, you are
launching the VPN Client Dialer application and the M S logon dialog box. The VPN Client detects

whether the necessary Windows services are running and if not, displays a message asking you to wait.

If you look inthe VPN Client registry, you see the following parameters and values:

HKLM Sof t war e\ G sco Systens\ VPN Cient\
Gnalnstalled = 1
Previ ousG naPath = nsgina. dl |

When you enable start before logon for the first time, you must reboot for the system to load csgina.

In some cases a third-party program replaces the MS GINA, and in some of these cases the VPN Client
works with the third-party program, whilein other cases, it does not. The VPN Client maintainsalist of
incompatible GINAs that it does not work with, and does not replace the GINA filein use. Thisiscalled
fallback mode. Thelist of incompatible GINAsresidesin thevpnclient.ini file, and the VPN Client refers
to the list only during installation. The following entry is an example.

I nconmpati bl eG nas=PALgi na. dl |, nwgi na. dl I ,1 ogonrem dl I, ngi na. dl |
In fallback mode, the VPN Client performs differently when start before logon isin use. Instead of

loading when you press Ctrl+Alt+Del, the VPN Dialer loads as soon as the VPN service starts. When
operating in fallback mode, the VPN Client does not check to seeif the necessary Windows services have
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started. As aresult, the VPN connection could fail if initiated too quickly. In fallback mode, when the
VPN connection succeeds, you then press Ctrl+Alt+Del to get to the Microsoft logon dialog box. In this
mode, you see the following VPN Client registry parameters and val ues:

HKLM Sof t war e\ G sco Systens\ VPN Client\

G nalnstalled = 0
Previ ousG naPath = nsgi na. dl |

Incompatible GINAs

If anew problem GINA is discovered after the VPN Client is released, you can add the GINA to the
incompatible GINA list in the vpnclient.ini file. Adding the GINA to thislist placesit in the
IncompatibleGinas list in the registry when you install the VPN Client and puts the VPN Client into
fallback mode, thus avoiding possible conflicts (see section “oem.ini File Keywords and Values”).

Programmer Notes

This section contains information to aid a programmer in writing programs that perform routine tasks.

Testing the Connection

Aspart of aprogram, you might want to test a connection to seeif it is active before performing the tasks
that are the purpose of the program. To test the connection, you can poll the Tunnel Established entry in
the HKEY_LOCAL_MACHINE registry. To see this entry, bring up the Registry Editor and go to
SOFTWARE > Cisco Systems > VPN Client. (See Figure 6-4.) In the list of entries, you see

Tunnel Established. This entry can have only two values: 1 or 0. If the connection is working, the value
is1; if not, the valueis 0.

Figure 6-4 Cisco Systems VPN Client Registry Entries

& Registry Editor

Begistiy  Edit View Help

= 2 My Computer Mame | Data
&1 HKEY_CLASSES_ROC |[ab) (D efault [value not set]
-] HKEY_CURRENT_US | [28) Ginalnstalled D+000000071 (1)
£ HKEY_LOCAL_MACHI Incompalibleﬁinas "PaLGiIna. dilregina. dil loganren. dllsgina. dil'
&1 HARDWARE InztallP ath "C:AProgram FileshCigco SystemgWW PN Client'
R [3b] PreviousGinaPath  "MSGina.dI"
[_;g EEE#'EEEE ) TunnelE stabished 00000001 (1) )
ED Ciseo Systems UnlnslallF’alh {5R24C000-8103-110 4-30B 4-00F 0290F CACS)
RS ) /P Clisnt
B[] Classes
D Clignts é
T Ce o
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Command Line Switches for ipsecdialer Command—Windows Only

The ipsecdialer command starts a connect from the command line by bringing up the VPN Client GUI
application. You can use switches to specify parameters with this command. Table 6-2 lists the switches
you can include in the ipsecdialer command and describes the task that each switch performs.

Table 6-2 Command Line Switches

Switch

Parameter

Description

/c

Auto-connect

Starts the VPN Dialer application for the specified
connection entry and displays the authentication dialog.

Example: ipsecdialer /c towork

[eraseuserpwd

Erase User Password

Erases the user password saved on the Client PC thereby
forcing the VPN Client to prompt for a password.

Example: ipsecdialer /c /eraseuser pwd towork

Juser

Username

Specifies a username for authentication. Suppresses the
username prompt in authentication dialog. Updates the
username in the .pcf file. You can use this parameter only
with the /c switch.

Example: ipsecdialer /c /user robron /pwd siltango
towork

/pwd

Password

Specifies a password for authentication. Suppresses the
password prompt in authentication dialog. Updates the
password in the .pcf file during authentication and then
clears the password from the .pcf file.

Example: ipsecdialer /c /user robron /pwd siltango
towork

/sd

Silent disconnect

Suppresses connection terminating messages, such as*“ Your
IPSec connection has been terminated.” You can use this
parameter to improve the automatic connection process.

Example: ipsecdialer /sd towor k
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IKE Proposals

Table 6-3 lists the IKE proposals that the VPN Client supports.

Table 6-3  Valid VPN Client IKE Proposals
Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES256-MD5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(XAUTH) (1024 bits)
CiscoVPNClient-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(XAUTH) (1024 bits)
IKE-3DES-MD5 Preshared Keys MD5/HMAC-128 |3DES-168 |Group 2
(1024 hits)
IKE-3DES-SHA Preshared Keys SHA/HMAC-160 |3DES-168 |Group 2
(1024 bits)
IKE-DES-MD5 Preshared Keys MD5/HMAC-128 |DES-56 Group 2
(1024 bits)
IKE-AES128-MD5 Preshared Keys MD5/HMAC-128 |AES-128 Group 2
(1024 bits)
IKE-AES128-SHA Preshared Keys SHA/HMAC-160 |AES-128 Group 2
(1024 bits)
IKE-AES256-MD5 Preshared Keys MD5/HMAC-128 |AES-256 Group 2
(1024 bits)
IKE-AES256-SHA Preshared Keys SHA/HMAC-160 |AES-256 Group 2
(1024 bits)
CiscoVPNClient-3DES-MD5-RSA RSA Digital MD5/HMAC-128 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-SHA-RSA RSA Digital SHA/HMAC-160 |3DES-168 |Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-DES-MD5-RSA-DH1 RSA Digita MD5/HMAC-128 |DES-56 Group 1
Certificate (XAUTH) (768 hits)
CiscoVPNClient-AES128-MD5-RSA RSA Digita MD5/HMAC-128 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
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Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
CiscoVPNClient-AES128-SHA-RSA RSA Digita SHA/HMAC-160 |AES-128 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-MD5-RSA RSA Digita MD5/HMAC-128 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-AES256-SHA-RSA RSA Digita SHA/HMAC-160 |AES-256 Group 2
Certificate (XAUTH) (1024 bits)
CiscoVPNClient-3DES-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |3DES-168 |Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-3DES-SHA-RSA-DH5 RSA Digita SHA/HMAC-160 |3DES-168 |Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES128-SHA-RSA-DH5 RSA Digita SHA/HMAC-160 |AES-128 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
CiscoVPNClient-AES256-SHA-RSA-DH5 RSA Digita SHA/HMAC-160 |AES-256 Group 5
Certificate (XAUTH) (1536 bits)
IKE-3DES-MD5-RSA RSA Digita MD5/HMAC-128 |3DES-168 |Group 2
Certificate (1024 bits)
IKE-3DES-SHA-RSA RSA Digita SHA/HMAC-160 |3DES-168 |Group 2
Certificate (1024 bits)
IKE-AES128-MD5-RSA RSA Digita MD5/HMAC-128 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES128-SHA-RSA RSA Digita SHA/HMAC-160 |AES-128 Group 2
Certificate (1024 bits)
IKE-AES256-MD5-RSA RSA Digita MD5/HMAC-128 |AES-256 Group 2
Certificate (1024 bits)
IKE-AES256-SHA-RSA RSA Digitad SHA/HMAC-160 |AES-256 Group 2
Certificate (1024 bits)
IKE-DES-MD5-RSA-DH1 RSA Digita MD5/HMAC-128 |DES-56 Group 1
Certificate (768 hits)
IKE-3DES-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |3DES-168 |Group 5
Certificate (1536 bits)
IKE-3DES-SHA-RSA-DH5 RSA Digita SHA/HMAC-160 |3DES-168 |Group 5
Certificate (1536 bits)
IKE-AES128-MD5-RSA-DH5 RSA Digita MD5/HMAC-128 |AES-128 Group 5
Certificate (1536 bits)
IKE-AES128-SHA-RSA-DH5 RSA Digita SHA/HMAC-160 |AES-128 Group 5
Certificate (1536 bits)
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Authentication Authentication Encryption  |Diffie- Hellman
Proposal Name Mode Algorithm Algorithm Group
IKE-AES256-MD5-RSA-DH5 RSA Digital MD5/HMAC-128 |AES-256 Group 5

Certificate (1536 bits)
IKE-AES256-SHA-RSA-DH5 RSA Digital SHA/HMAC-160 |AES-256 Group 5

Certificate (1536 bits)
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Table 6-4 lists phase 2 proposals that the VPN Client sends.

IKE Proposals

Table 6-4 Phase 2 Proposals

AES256 MD5 IPCOMPRESSION
AES256 SHA IPCOMPRESSION
AES128 MD5 IPCOMPRESSION
AES128 SHA IPCOMPRESSION
AES256 MD5

AES256 SHA

AES128 MD5

AES128 SHA

3DES MD5 IPCOMPRESSION
3DES SHA IPCOMPRESSION
3DES MD5

3DES SHA

DES MD5 IPCOMPRESSION
DES MD5

NULL MD5

NULL SHA
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Windows Installer (MSI) Information

This chapter describes how to use the Microsoft Windows Installer for the network administrator. For
end user instructions, see Cisco VPN Client for Windows User Guide, Chapter 2. For information on

customizing the VPN Client applications, see “ Customizing the VPN Client Using an MSI Transform.

For installing MSI without user interaction, see “Installing the VPN Client Without User Interaction.”

This chapter includes the following main topics:
Differences Between InstallShield and M SI
Starting the VPN Client M SI

Logging During Installation

Differences Between InstallShield and MSI

Table 7-1 describes the differences between InstallShield and M S| installation.

Table 7-1

InstallShield and MSI Features Compared

InstallShield

MSI

Supported on all platforms including Windows
9.x

Supported only on Windows NT SP6, Windows
2000, and Windows XP.

Detects and uninstalls an older VPN Client.

Detects but does not automatically uninstall an
older VPN Client. Remove previous versions via
Add/Remove programs.

Provides a proprietary installation package and
customizing process.

Provides a standard installation package and
customizing process.

Silent installation suppresses all dialogs and
messages, including errors.

Silent installation can be customized to include
error reporting.

Provides no automatic rollback when installation
fails.

Provides automatic rollback in case of installation
failure; undoes changes to the system made
during attempted installation.

No automatic replacement of deleted or corrupted
files upon first use

Automatic replacement of deleted or corrupted
files upon first use. Replaces registry keys
associated with shortcuts under Start | Program
Files.
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Starting the VPN Client MSI

Installing the VPN Client 4.0 via M SI requires Windows Installer version 2.0, which is standard with
Windows X P but not with WindowsNT 4.0 (SP6) or Windows 2000. When using M Sl toinstall the VPN
Client on Windows NT and Windows 2000, the installation application installs or upgrades Windows
Installer to version 2.0. This occurs only once.

Toinstall the VPN Client, you must be an administrator or a restricted user with elevated privileges.
However, for the restricted user with elevated privileges, the installation programadds the VPN Client to
the Program Menu for only the user that installed the VPN Client, not for all users.

Alternative Ways to Launch MSI

Therearevariouswaysto launch M SI. Cisco VPN Client User Guide for Windows explains how to install
the VPN Client using an executable that runs a wizard (vpnclient_en.exe). This method automatically
installs or upgrades the Windows Installer to version 2.0 if necessary. However, thisis only one way to
install the application.

Launching MSI via Command Line

Note

If Windows Installer 2.0 is already installed, you can install the VPN Client using the msiexec.exe
command on the command line as follows.

msiexec.exe /i vpnclient_en.msi [options]

where

/i isthe installation switch.

vpnclient_en.msi is the application to be installed.

For compl ete documentati on on the msiexec.exe command, see Windows I nstaller version 2.0, Microsoft
Platform SDK, August 2001.

Launching MSI via the MSI Icon

If Windows Installer isalready installed, you can launch the installation package by double-clicking the
MSI icon.

Figure 7-1  MSl icon

|ﬁ5‘ vphclient_en.msi

H VPN Client Administrator Guide

78-15404-02 |



| Chapter7

Windows Installer (MSI) Information

Logging During Installation 1l

Logging During Installation

Note

To better understand what is happening while MSI is installing the VPN Client, you should initiate
logging on the command line by executing the msiexec.exe command with the following options:

msiexec.exe /| [i|w|elalr u]cim]o|p|v|+|![*] lodfile

where:

/I is the switch that turns on logging.

logfile is the name of the file to receive the logging information.

Example 7-1 Installing with Logging

Option |Information Provided

i Status messages

Non-fatal warnings

All error messages

ool s

Start up actions

-

Action-specific records

User requests

Initial user interface parameters

Out-of-memory or fatal exit information

Out-of-disk-space messages

Terminal properties

Verbose output

+|<|T|Oo|3|0|c

Append to existing file

! Send each line to the log

* Log all information except for what the verbose
option generates.

The following command installs the VPN Client and includes alog of all information (*v). It also
specifies sending each line to the log file (!).

nmsi exec /i vpnclient_en.nsi /1*v! vpnclient_nsi.log
Example 7-2  Installing via the Executable from the Command Line with Logging

The following command installs the VPN Client and logs all information to alog file.

vpncl i ent _en.exe /1*v! vpnclient_nsi.log

You should always include the ! option for logging, since many of the installer events are not recorded
if you do not include this option.
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