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EMC guidelines
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Introduction

To meet the demand for higher performance, complexity and cost reduction, the
semiconductor industry develops microcontrollers with both high density design technology
and higher clock frequencies. This has intrinsically increased the potential noise emission
and noise sensitivity.

Therefore, application developers must now apply electromagnetic compatibility (EMC)
“hardening” techniques in the design of hardware, PCB layout, firmware and at system level.

This application note is intended for application designers who need to reach the optimum
level of EMC performance. It gives an overview of microcontroller EMC features and
compliance standards.

This document focuses on STM8 features, behaviors and on the differences between the
STM8 family members. For general information on EMC for ST microcontrollers, refer to the
“EMC design guide for ST microcontrollers” application note (AN1709).

General recommendations for STM8 devices are summarized in the “Getting started”
application notes. These documents also provide basic EMC recommendations.
Related documents

AN1015: Software techniques for improving microcontroller EMC performance
AN1709: EMC design guide for ST microcontrollers

AN2752: Getting started with the STM8S and STM8A

AN2867: Oscillator design guide for ST microcontrollers

AN3029: Getting started with the STM8L

AN3181: Guidelines for obtaining IEC60335 Class B certification on STM8 family
RMO0013: STM8L101xx microcontroller family reference manual

RMO0016: STM8S and STM8A microcontroller family reference manual

RMO0031: STM8L15x microcontroller family reference manual
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STM8 and EMC robustness

Note:

Note:

STMS8 and EMC robustness

Most STM8 product family applications require a high level of EMC robustness. The
considered level of robustness is closely linked to application purposes. The different levels
of robustness are defined by international EMC class standards together with criteria for
testing and measurement techniques used to classify these levels.

One of the pivotal IEC (international electrotechnical commission) standards is the IEC
61000 standard which defines the following robustness classes:

— Class A: No failure detected

—  Class B: Failure detected but self-recovery after disturbance

— Class C: An external user action needed to recover normal functionality
—  Class D: Normal functionality cannot be recovered

IEC is a world wide recognized authority on international standards for a vast range of safety
issues concerning electrical, electronic and related technologies. It is important to note that
there are several other recognized bodies concerning electronic safety standards besides
IEC, such as VDE in Germany, IET in the United Kingdom and the IEEE in the United
States.

Class B has a different meaning from that used in the IEC 61000 standard as it means in
this case that the application is classified from a safety point of view. See the IEC 60335
standard in the AN3181: Guidelines for obtaining IEC60335 Class B certification on STM8
family.

EMC robustness is a complex result of several factors and it depends on the component
design. However, a very good EMC robustness of any component may be degraded by its
incorrect position into the PCB design or by an incorrect hardware project. These factors are
discussed in more details in the next chapters.

Another important factor is the software solution which can significantly improve the
robustness of the application by a proper software reaction when any disturbance is
detected, which is fundamental, especially for Class-B compliant applications.

In most cases, it is possible to recover the application internally even if the user is not aware
of the internal issues. It is also possible to predict an imminent error state by using some
efficient techniques capable of testing permanently if both the MCU and the application work

properly.

These techniques are further described in the following documents: application notes
AN1015 (Software techniques for improving microcontroller EMC performance) and
AN3181 (Guidelines for obtaining IEC60335 Class B certification on STM8 family)
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Application design robustness

Even though the STM8 has been designed for a high level of EMC robustness, the user
should be aware that the modern high-density CMOS technology used for the STM8 design
is commonly and naturally noise sensitive.

This factor must be taken into account in users’ projects: this is important to avoid steps
which could lead to a degradation of the EMC robustness, especially in applications working
in an “aggressive” environment.

Some specific requirements and recommendations are given in the rest of this chapter.

Power supply

The STM8S and STM8A product families are designed for standard applications in the
3.3V to 5V (+-10%) supply voltage range.

All power pins must be connected: Vpp/Vss, Vppa/Vssa, Vopiox'Vssiox-

The Vcap pin is the regulator output used on STM8S and STM8A devices only. It provides
the 1.8 V supply to the core and the peripherals. This pin must be decoupled with a
capacitance of at least 470 nF. If the capacitance of an applied capacitor drops under this
level due to temperature or lifetime changes or if a wrong capacitor value is connected, the
reset pin can toggle with a period of about 100 ms. To satisfy this minimum limit value, it is
recommended to use a capacitor with a higher capacitance (about 680 nF), taking into
account possible changes of this capacitance due to environment conditions and the period
of utilization.

The V| ¢p pin is used in the STM8L152xx devices to provide a voltage from 2.5V to 3.6 V to
the built-in LCD drivers. An external capacitor from 0.1 to 2 yF must be connected to this pin
to stabilize the LCD reference voltage.

For products with separated Vpp and Vpp o1, it is mandatory to supply both pins and
strongly recommended to decouple both with a capacitor of 100 nF. Vppa and Vpp o2, when
present, must also be decoupled with a dedicated 100 nF capacitor.

Power supply connections are shown in the following diagrams.
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Figure 1. STM8S power connections
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Figure 2. STMS8L power connections
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3.1

PCB layout recommendations

Figure 1 and Figure 2 defines the appropriate bill of materials but, for EMC performance,
special attention must be paid to the layout which defines ground plane, track width and
length, etc.

It is also important to pay special attention to the following tasks:

The ground plane should be used as a shield below the device

The power supply planes must be designed around the device towards the other
components, as shown in Figure 3, Figure 4 and Figure 5. The purpose is to separate
the current flow supplying the rest of the application from the CPU power supply plane

Every supply pin should be decoupled by a ceramic capacitor. The capacitor should be
placed as close as possible to the supply pin and connected to Vgg with a path as short
as possible.

STM8S and STMB8A devices require an additional external capacitor for a voltage regulator
connected through the Vap pin:

The correct value of the capacitor is very critical (a min. 470 nF capacitance must be
kept in any condition)

The capacitor should be placed as close as possible to Vg ap pin and with the shortest
ground plane.

Warning: Special care must be taken on the device EMC robustness
when the application requires the use of an external (HSE)
oscillator (for instance, for permanent asynchronous
communication or time-dependent measuring) and the
internal clock source cannot be used.

A potential risk of EMC robustness degradation can be
minimized by applying the rules described below.

The ground path between the capacitor-loaded resonator and Vgg must be as short as
possible.

It is better to use a resonator with a metal cap which should be connected to Vss
whenever possible.

An additional shielding structure should surround the area of the crystal resonator and
of the associated components (see Figure 3, Figure 4 and Figure 5)

Two-layer board

Due to the position of Vpp|02 and Vgg oo, @ two-layer board design is recommended for 44-
pin packages and above.
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Figure 3. Top view of a 64-pin package layout.
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Figure 4. Bottom view of a 64-pin package layout
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3.2 Single layer board

For 32-pin package and below, a single layer board can offer a very good level of EMC
performance.

Figure 5. Top view of a 32-pin package layout
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4 EMC characteristics

EMC characteristics are specific to each device. Please refer to the Electrical characteristics
section in the product datasheet for any information on these characteristics.

4
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5.1

5.2

Software recommendations

The standard software techniques for improving EMC performance described in the AN1015
application note (“Software techniques for improving microcontroller EMC performance”)
also apply to the STM8 product family.

This section lists the STM8 specificities related to the software techniques referred in the
AN1015. It gives the values dedicated to STM8 products but it is strongly recommended to
read carefully the AN1015 in order to implement safely the software recommendations.

Some other techniques used to test the MCU correct state and to prevent from an
unexpected MCU behavior are described in details in the AN3181 (Guidelines for obtaining
IEC60335 Class B certification on STM8 family). These techniques are used in the
associated firmware.

Critical bytes and opcode technique

It is recommended to avoid occurrences of the following critical bytes in your code:

® Ox8E: opcode for HALT (instruction used to enter low power modes)

® O0x8F: opcode for WFI (instruction “wait for interrupt”)

® 0x82: opcode for INT (instruction used to jump in interrupt routine only)

® 0x8B: opcode for SWBRK (software breakpoint instruction used to stall the CPU in
debug mode)

These critical bytes can be generated by the linker when computing the address destination
in a branch instruction (JUMP or CALL) in absolute or relative addressing modes. To remove
such occurrences you can simply insert a NOP instruction before the target address. For
further explanation, refer to the AN1015 application note.

To keep a better control of unexpected jumps, it is recommended to fill unused memory
areas with the TRAP opcode (0x83).

Besides, if you want to generate an illegal opcode reset, illegal opcodes can be used, like for
example the following simple ones: 0x05, 0x0B, 0x71 and 0x75.

Reset sources

Reset sources can be checked in the Reset status register RST_SR. They can be identified
through the Reset status register.

The following reset sources are available for all STM8 devices:

® SWIM reset,

® lllegal opcode reset,

® Independent watchdog reset.

A few additional reset sources are available only on some devices:
® EMC reset,

® Window watchdog reset,

® PORreset,

® BOR threshold reset.
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For more details on these reset sources and their differences between devices, please refer
to the dedicated STM8 family reference manuals and device datasheets.
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Revision history

Table 1. Document revision history
Date Revision Changes
13-Jan-2009 1 Initial release.

Figure 5: Top view of a 32-pin package layout on page 12 modified:

27-Jan-2009 2 capacitors moved (pins 5 and 7).

Information on STM8A and STMB8L family devices added.
31-May-2010 3

Document updated.
25-Aug-2011 4 Updated to add references to STM8A devices
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