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Agent Bt & 48 %)

1

1.1

KFARHE

ﬁxs‘cﬁ@% DL~ A % Sophos Compliance Agent i Compliance Dissolvable Agent
:NEERSE:

A 7

= %t

AR

RERE (BUATRERA)

R R AL, e EAR, KE, A3, URHEAE.

Cisco NAC ¥ &% &

iR

Sophos Compliance Agent 5= — ff 7] Bt & &y b I A2 /7, T EAS St Bl B3 AT
WAk, JFam ] e e AN 8 2 ke, I RERBUR P A ZAe 5, 1T
22k At L B SR BOR UL, R LB SRR R R AR R R e R P B
RE %, REAREE Rt HHRS A RERE, FETUAFE =76 VPN
&P mE .

AR AR T Ak W PR 4T Microsoft® Windows® #4445 2 it H 4l

%% Quarantine Agent. Dissolvable Agent 7= %] 34T Microsoft Windows #J &

P

® QuarantineAgent: QuarantineAgent, 27E V7 [5] W 4 IR Z 7Y, TR I
REHERNE ZARE, CAEAESHENNELET, Ei#HT, RE
WOBAFEH BT H. Quarantine Agent L ELAHMEHE 7, W EKHAH
B R RS N Bt B, R P SwN R SEE; Ak, e
TR, WRAE ST EN A E R R, TN AL St H
MR B 72 3 W 2 P B 8% X B . Quarantine Agent # fit 3% 42 F /7 fn )y 42 W
(LAN)F PAER, FEELF LA S Mt An g 3 &) 5L X AL, #m: RADIUS, DHCP,
2 802.1x. 7 4P, Quarantine Agent ¥ A& 2| % = 77 0 ] 4577 [ bt F A2 )7
H

= DissolvableAgent: Dissolvable Agent & 7 7 8] W 45 ¥R Z Bl , 1T Fo AR I /&
T RN B KW, Dissolvable Agent 5677 T # 2| A | UE 28 #9254 it
FH. L. Dissolvable Agent 52 J§ % A 2 A fEFE A4 B B L Z KR, {2
o o8 06 BT [F) 4 B S IR B9 R P, i S RIEBOCRE, TR,
Dissolvable Agent A& ¥ % # i | 52 i 20 #, {22 7 LA 5 RADIUS, DHCP, 3
802.1x % i ] I it — & f /A .
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1.2 [@ixxdg

AR SAGH 3 7t Fo AN AL R E IT AL AR, i R e EHaEE

25,000 & 248 g EALE Ak R B IT AL AR R G A A

4+

SRt ENA

it 1,000 €, ZU#E F Sophos Professional Service. Professional Services ¥ 5 %
BT BN B A — A E1E, MR AL ia RS E 7 £.

2 miEEAAR
DT R A6 T RIB AT R

REFERARX

wEAT

Quarantine Agent
Fa Dissolvable
Agent.

10
RERE:

= Quarantine Agent: f THEZAEMATEH
SR YNEIRSE S S X S I
A2 P Au B 48 M (LAN) Bl P, Quarantine
Agent ELF £t Xt A R [E] 6 R 5 o 1% 59 B 35 3%
. Quarantine Agent #, AR TR F &5
HY TR SE A, e T DA L E B R S K
Al —3f# . Quarantine Agent ¥ 7] DL ¥
G B F = W 4 F AR AR

= Dissolvable Agent: % H 3 B ELE &
HHEN EZRARIE, AT ] 45 2 oy P 4
FIR e P £ . Dissolvable Agent B & %
AR ST AL, {25 F WL RADIUS,
DHCP, 2 802.1x % 3 #| 5 i — 1 {# /Al .

KIEEE

%

Sophos X A {X 2R
M AT A R
.

7 A Quarantine Agent & £ Compliance Manager F % &
f4. 7% M Dissolvable Agent 7 7£ Dissolvable Agent Web
fR4-# %%, VLK Compliance Manager % B #. &b
A R AE AR HE A fo7E Compliance Manager 9 #7E M 1% &
REFH. wREMNARY, EMAETEF2FEH
B ER. AXREEMNED, TUE “REFEHF
AdE” Pk, BRTMRELER, 55N SophosNAC
Advanced SRAEAL R 77 X457 .

7 (K 2 L
=i

# i Auto Register
Agent W B EH

Auto Register Agent W &, T #BRIAEXE K True,
DB R P EREE M E N R P A fn A, 2T

Quarantine

Agent




Agent Bt & 48 %)

REERAAR iR KERE
FESMNE A PN | BEAMREXEREF, R ENA THEGREEM
EFEA H,
R EFILFRR | FIEFKLPHARERENZIRE, FH, BX0 | AARER
T HE G AR F A HAAF| F1# K Quarantine Agent, FH A2 EH | B
EAT. BEh, AP AARERE, RAOTZVARE
Heseme B R B FEx, HEHRBEERE, £A
B FiL3k.
P4 K Quarantine | EHRAIEIL I QR EW 7 APATH L, RATEVWL | Quarantine
Agent 2|44 Bit | ERRE K B AL A EH 27, Jrgfftﬁt B3 | Agent
BA L2 AT, E% | W EAL B, Bl A, R AR AR BERT A AR LAY X HE AR
MWK B EAE, HIZEET R AR AR R, FF. BET#
# kML (branding) Quarantine Agent )15 £, iF % I
Sophos NAC Advanced Agent N>R &) .
41 3P 4T Microsoft | MEL B % sk DHCP 5% &) SE 3 2. 4F %354T Microsoft 7 AR R B
Zh A FALEE WL | Dynamic Host Configuration Protocol (DHCP) #k 14 #y i
(DHCP) #x fF 49 DHCP fk %%, {# A DHCP 58 | 52 28 17 FIEAR, LAGR
DHCP k%48, £ | #5235 T8 I X B 69 4 8] %4 5K 5 B9 DHCP A P 2.
Jil DHCP 5 #| 5 | RLiZ ) DHCP 5 ) 52 it 8 7 Sl AR R A2 2 e 1 8
BT AR DHCP A P %7, © R iR Z R NI R 44 A5
+.
T T AR E % A 5 A £ DHCP & ) 52 6 28 7 [P
WwH 1 &, &5 ) Compliance Manager % B X
.
% H DHCP &% | WELE FZ R DHCPIE & £ g5, AR L&+ & X #y | Quarantine
SUHE 22 DHCP R | DHCP Al P 5|34 &, k4 7 DHCP R4 28 R 5 A tb 2 | Agent
Fat, ERANRE | SFATENRAZRNE, E T R E A=
Zi FHDHCP ] | 2% (4. RYEIEWA ) . M A DHCP AR
FREARE. Z- 2% FEL b 3 TR ) X ¢ b 2 58 B T AL B 1]
4t x24T Microsoft 24 25 £ ALEL & #41X (DHCP)
PR H) DHCP fR %25, & ¥ LUZ X DHCP 7%
) S 2 1R BEAR DA TR R 5 e 2 38 PR K B
By E] A S E B DHCP B P £ 5, i, xt
FE F 2 34 % #9 DHCP #fF#9 DHCP ik
Fo%, BRp|EENAE S EN, BSHE
REZEHIEFXEDHCPHA P £4. BT
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REFERANX i REBEE

¥ %15 K, iE5 N Sophos NAC Advanced %
JE Ju
A

i R @4 e KB % F B DHCP Al P K5I H, &
FRUT=ZMEIL. BARNECNHLLE ST HNLE
WP S P RA R ER P, TV FE P A, =R
LT ETR I TES . BAE XETIINASE R
HEA L P KA H Sophos B, T R4 By P 4
W, SIFRHATETESMYES . TR CE WA
PRAE, FETRENZEELAN. XA
Ao FUURIEA P R B 2 I ELA b o 8 5 — AN P
XA

3 REEBESEXH

KEBRAE, REXFUTNAMES: &, HiE, BEIFE, BE, EAA
., HiE, MEFX UREREX.

RELSURENIEST B FEAM, 0 MEESE, 2EAR, UWKAFH

B, %%, REAHERNIES AN EN (branding) BLE X+ 3826,

Ji P H BAE 1% 5 & #£ Compliance Manager # 4§ € . R # 7 Compliance

Manager H' 8 425 & it S8 SReE BB E U 2 X T AMERE R P R

REF BT MG A FHE.

WAL T (FEEENT) , REREEALATENLERHIES. U

TRBRERTAEFR P HEEREES.

" AMAFPXEIRE TE—BMESERNLER: ¥4k, REXKEELS
RITHEA EICE R A — BB T W, A Rk (XE) .

" AMAPXEIRE, TEMESIANECE: WRAELZLER T2 —&H
EEH/M, Ma, RELSCEREIENEFTHT, 0 FFHE.

= FOARIES: WRLERERAGH P KEREE, M, KE2ETRAN
EE, B HEE,

= WREABHEAEXEBRAAET, AL, EMEN (branding) B E SUH

(config.xml) ¥ & 56 & X B1E 5 2 WA KB R FEAMN, FEL2BRAF
HE .
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4.1

BE: BANENENH B EERIE (BRAWIET ) WRE XX, XHF,
WREAETCETHHELZERR, Ha, E&FHERTEESE Bt E
AF.

iE: R AL (branding) B E X (configxml) WA & X EFES, &,
B R A AL (branding) B B PR, 3%, LiE#EHEmiEs, M4,
REFHAFRURERT.

BV E % A <AL (branding) FEAHH1E &, SN Sophos NAC Advanced
Agent ANMAALIE®H . BT ME % A < MM (branding) F P H EHERE, S
i Compliance Manager By A

Quarantine Agent

AT, 4 K Quarantine Agent By X 1T A0 EL & #91E K.

@it

Quarantine Agent T HK EAZ it &AL £, AR P REERGENRE, ZR
EEM P e AN EizfT, SREHALEEREFLFETIE. Quarantine Agent &
#¥ B 7£ Compliance Manager F & X /A 8] &2 5w, & AT EEEAE.
Quarantine Agent % K B A E HE L GAUIR, A B R 2|45 S EAL L.
RIBgE

QuarantineAgent & — M & SL4E 4 M FI A2 /7, T E R AATA F B AL B AT,
FRUIR TR Y A AR E B RE ) SE AR A . R EEED B AR H # Compliance Manager
ERENNRERE, TUAREHNESRENLET fosha. —EENMRERE
BRI 2| K, IR DU T — R #ATE BT A6 RO Y Bt 52 B 3|24
SRt ENL e, REGEIR A KRS, M4, Quarantine Agent #] DA B 63| 5
CEFR B AR Y, dn: VPNIRSRR)F, A B PRI g o R R

HIRIRAE

YR PR E| AL AT EHL LR, Quarantine Agent & H ZE X R H RS+ B
g, BATHEE T, A5 R TE AT AE, DLRAE St B
Y4 2 B\ F) Y %2 5K %, Quarantine Agent £ AT EMIEIE, BEKE L,
AR KA A B E AL A P, RSA WE & & 17 36 3F (two-factor
authentication). 7E# TR #2212+, Quarantine Agent 7 it & F R EF K
B A SATEM, S, XEEME e, A ERBATEM. ERAFY
Windows . IAIE{E B HATIRIEEM, ¥ DLSE AR 3 i M 28 AR

— B 1 5E B, Quarantine Agent £ ATHT A H© 8 #AE — KBRS, T
ok, TRG| LR, RE, UKRE — HEXINEMEERK. R
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4.1.1

ENRERK, C2RETIREEFHER, L2 EZREEITIRELE
SR S S (] [ T R AT B A

W £& 177 12]
R P 2B AR IRE T AL f it HAL S E R PR, O 5 78 SR R Ly M 4

7 [F] AR 5% BX B X 2597 5], Quarantine Agent [&] B 3 7 B R T 2k T [ & 49 5% 4|
T, T NG HEE MRS LM LA, o RADIUS, DHCP,  802.1x, %
&, BefEA.

Bl dn, Ao RFEALE B EHE R, W AR TR T R BR A 3 PR 1]
PR P &7 18], B A, WRZAE RITENE A SRR, S, 244
AT E ALK B 5 AR 3 7E Compliance Manager F & X AR, K K BT EHH 5%
B, Ao, RERERASTURY, 2448 S SN E, 7URELSRL
Vi B A KB e 8 T B AR A 2 L, T PR S TR U [R] 06 A Rk
F P AT ERE, WEREFTRABRT2NOMNETH, HEH, wREHTRE
%28, SRR T B A R A

B 5 A8 BRI A

AL ETHANATRERSE, v Aaxal ey, %ERH#TIE
e, B, YERLTFEHFRSHE, Quarantine Agent FARS KT, #IX
s dh, RN E ARSIV, FP T UERESEHRETE ZRER
S YAFPERAREER, 3, AP ATEN LE#HE, RERSSEE.
TE B R AR B R A, AR ENARFERERS. RT HFSGERT
&2 4h, AP A LUK B 5§ Quarantine Agent % 4 3% 4 B 47 X Bk 9 Check
Compliance 3 ¥ ¥ T, 2 {# F Results x{iE4E H #y Check Compliance #4401, %k
EAHIFE U EERA.

RERLEFHRAE
WEBEERELE AT EN LR RBA T KNG NE S, e ieke
Pt 4 e 248 st SR E IR AS, R A P B il RELA S St EA
FHATH R R . EE{EIEAEF, Quarantine Agent 2 & 7~ 7E Compliance Manager
MEXEFEXWAFHE, UWEREZEIZFEANER, HRellRES
P

RESHEMMNEZIFEINAEFES

Quarantine Agent 7 VL EE & 2| 5w 1y W 2 7 &) b i A2 7 o

% = J7 Wy 5 F A2 F 7 DL Fl Compliance Checker (Cmpchk.exe), /B 541 it ¢ #
AT TAEBITM. A — POREHRE, HTURRIRENRZAILHE K
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4.2

R, 5HEEWEE . Compliance Checker R HERMIZT T ZE, &
ft3i24T. Compliance Checker (Cmpchk.exe) 3% [B] DL TR AL, A3 & 5 A -

it

0:(R AT T SEWe iP5, JF HLALE S BN TH IR A,
SRIEAT T SRR, HF EAE B ENA THIEERA.
10:(RFEHAT T K HAP i, HFHLLE AT ENA TEERRE.
101:/% 3 1T A 3247,

102: % K E A

103:7E 3L P & T, R BB AT 5K

104: AT H AT fE B, IR

=

AT 4,45 Quarantine Agent Hy T A2 &,
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ok
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AT
BT RIRLAT O [

EEHE L
WEH EHUEDHL
@R ML

HIBIW BT 'dh
HHCERE FEERT W
S EELFEOR S S e
B s T P S A Y

SR ERNR DN .
WS CEL ERA L E
b O T

) B Y e T o S

B DB (2 B o

4.3 S

B Fi ® Quarantine Agent, iH 3% AT & B
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4.4

1. # Compliance Manager FEIIEMLEZEIR, ARG EANNAEHCEES Lt
AT E IR .

W 4 YRR A8 Bt SRR E RN F &, B, MUHTH
B 22 T B L vy R B LR AR B . RO R R 5L B H AR
KB A, F TR %] 2 ¥ F Quarantine Agent ¥FAT iR 5L B, A4 A
T DASR BT DA B B P 46 08 . S B R T AR TR B M A4
TENSATRERE, i, wRERTRERSE, TR ZESTEC.

2. £ Compliance Manager 1, EXKIEEERRWNKIBIZE.
RIBE BB I E S EFTRE REELLE St BN E TR Mk
B, AREREEREREGRERE, o0 REH TR EN BT A
AE.

3. £ Compliance Manager F, €IZE & TIBE ERZRFX IR FIKEET 17
e RN (ANRER) BIRES, FIFHEHS5HEXKE.
BAEAL St EAEIRE R R, IR E AR AR (R IR TR ) 52 2 U [Pl AR
SC U B 5 22 At EAL B A R BRI SRS . XA T — R #AT BT
B, I DUREE IR B SRR, I B B SRR B SR B 44 BT AL
b, EFREFAHZFIZNE.

4. £#BZE Sophos Compliance Agent E| 2845 it EHlH.
2egE At HA IR T B IR B SR, DU A S L R B SR o S S

WEH.

BIRE LA XWERIR, RIEMEE| TR PR, REREHER, UK
Bt 12 £, i % M. Compliance Manager 7 By X4 .

SR
Quarantine Agent ¥ #7E 44 m it HAL LW AL B R 7A £ B S0, #HE5%
HEFER
H £ 10K 2% Quarantine Agent FWIZATRE; Wb, © N1z A N HH M
WERTRA, FEMZEHFEMERRZE, £HAE. EEXETLEHAF
HBRTR, HEREEE ZEXFNER. HXRILFTENAKREY “About” xt
WAEF RN, HFEEFILFAA, EARERE, TUHITEEX. H,
ENEREXHASPTUEIARERETBENERRE., YEMES
WG, B AL R e AN E B X, BAEMER.
EANEEXHEN:
m Session Log: &t & ual oy & 1E K.
= Trace Log: #{EFRHEHEE.
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4.5

4.5.1

= Agent Log: 4% £t 5 X 22 b I A2 )5 A7 K oy 1 4512 &

1. # Compliance Manager #, # A\ Create Agent Configuration Template 7 .
2. ¥ 4w Logging K2 B 5K ERA Y, KI5, HIHELEH £ T4
Al
ZIMEZER, WENRERE (F1770) .

3. A EATEN L, TR “About” *iE#E, 4% Enable Logging
HAE.
4t % Windows 2000 F1 Windows XP # H &£ XL T <3E3) &5 >:\Documents
and Settings\All Users\Application Data\Sophos\Sophos NAC\Logs H 3+, 4t
Ftr Windows Vista 7 Windows 7 8 H & XL T <3K3h &
>:\ProgramData\Sophos\Sophos NAC\Logs E 59 .

4 BHSME TR, BEASRIHAN L, TFREN “About” HIEAE, F
%] ¥ Enable Logging 4] #£4E .

RERE
REREATNRIBALSE ST EH BT, REHIEE. &7 U Compliance

Manager FHREREMRRE, MEMNORERE., REXEF@LAT
Dissolvable Agent.

A&

DA & A4 4,8 DLF -F Compliance Manager 1< 22 Bt B AR AR A #1225 B 89 %
B, ELER, WEEHEAT. wRBAETH, B, SREREERF L
HEGAAER, R, ZAECAREREERE, ¥ 5% AE.

EIMELARZRGIRHEN, THAE T (tooltip), FEHT, AKITE
(balloon), AR HiEHEHE B, ES N Bir, E%, AIRITE(Balloon), VA
SEE (525 ) . BT ME % A KA1 (branding) Quarantine Agent #J{&
K, &% N Sophos NAC Advanced Agent ANPEALTE & .

ORI BERY(E, WRATTT.

Assessment BEMXHLAEAXRELE R EN PN AT |
Results Path Bt R ERAES T RRRFE BRI F N
FTEEFEA., AR Compliance Application Server | Policy
Interface Web Bt & X 1 ) 1l XF X E R B H, X
YA SEAEEHEN EER, ETREZRER, H5L

Sophos NAC Advanced L ) #2 5§ BB 1% 1 77 546

17
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HEIARFI A BERY(E, WRATIT.

BEE: HUFAEARNBE L. BEPT LA
VRS EEES RS
& %Sophos ProgramFiles%6, %Sophos System%,  %6Sophos Windows%,
LK %Sophos_AppData%. # 7 E %1z &, &SN AL
IEEE (F257) .
Auto Register WEEEANE—NRELIEDREF, 4 Compliance il
Application Server % R #ATE M ot, B Zh#ATEM.
= Offf~ B zh #t4TE M.
= Onf Zh#47iE M, 2R F P 7 Registration 2,
Credentials {7 HE A0\ T AE R, B,
4 R 3 3T Save Username #7 Save Password 1%
BRE, ki TR P 4%,
Compliant State | $§& YA 2 s it HH A THERSE, ¥ETFHREE | Idlelcon
7.
= Idle Icon% % 7 IR & E#F.
= Quarantine Icon2 T 7~ [% 5 E AF.
E mRREEFRMEZ M, o, B RAENS
EARIA.
Default State R YRBEA#ATIFME, UREAREHRELFE#H#E | Quarantine
B, BEEFHREER. Icon
= Idle [con2 & 7~ IF & E 4F.
= Quarantine Icon2 T 7= [% 5 E AF.
E wRREEFMEZ @ H 5, Mo, DN e
EARIA.
Expired State 4 € (I B ) 5 28 SRS E AT (£ ConfigureSystem | Quarantine
> Enforcer Settings X3 % 8 ) 48, UEKRELEE | lcon
JA Compliance Application Server kKB K&i, ¥4 B R
R AR
= Idle Icon% % 7 IR & K #F.
= Quarantine Icon2 & 7% [% & E Fr.




Agent Bt & 48 %)

HEIARFI A BERY(E, WRATIT.

E wRREEHMEZ G, Ma, Lo Drmp
s AR TA.

RE B S X UM ERE B A4 m it HNLE, B3
CARFERFER . YEANMREFH#BETTRE, £
67 B 3 A 1 B 0 o e A B (R B RS SUEE, A RO

E: HRRFED SR MEBATRE, Eit, BATEZWNER
FEHGEMAER, B H R, JF MRS T s,
B HEILK. 4F %4 Windows 2000 #1 Windows XP 8 H &
XL F <BE3) 25 >:\Documents and Settings\All
Users\Application Data\Sophos\Sophos NAC\Logs E &+,
£t % Windows Vista #7 Windows 7 ¥ B & XL T <2 3)
%>1\ProgramData\Sophos\Sophos NAC\Logs E 5.

24

ZRyTite

REREHESLEAH. HERAAHE:
= AEEIRFIREEG FEERRER L.

= ARICRETEMES QMR R_RE, UKE
BHE.

» HEIERKEEEEZIBEE (Brief Trace) .
HHiE, L5, B8, UK EEE (Brief
Trace)H £..

E: HFRRFED SR MEBATRE, Eik, BATEZWNER
R SRR, B BRI, A AR B,
#®EH EFIE3k. 4T Windows 2000 2 Windows XP # H &
XL T <3R5 %5 >:\Documents and Settings\All
Users\Application Data\Sophos\Sophos NAC\Logs E & ¥,
4t % Windows Vista #7 Windows 7 B B & XL T <ER3)
%>1\ProgramData\Sophos\Sophos NAC\Logs E .

H AR A

R

Max Attempts

otk R (o IRBURES, TF4/58 ] /7 %
UERE#HRE) , KEH S Compliance Application Server
HFATE RS KL K H. REELGE B 20 fnfe 50T 8 4]
ffiE, ~EXEW; AHF B EReEHE, K2
T oERAM.

10

19
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Non-Compliant
State

HEIARFI A BERY(E, WRATIT.

FRLALE T HNATHRERRSH, HEFHREE
# .

= Idle Icon4 B 7~ A & Bl AF.
= Quarantine Icon2 T 7= [% 5 E AF.

E mRREERMEZ BB, Wi, SRR
fad AR TA.

Quarantine

Icon

Notify

15 7 Y Registration, Credentials, Credential Request, 5%

Results % ¥ A BE R Bl P AN NBE, B, AREEBR ) SE IR &

WR B, AT &R (Notify Action % & ) # HHAL.

w Always &2 i L3 & 4 .

m OnChange#l 45 NE MRS E R, UKITHE
R, SAREEEK. B wRAF B
D EeE, NEEHELZSHI, TiE
MREHER T ER.

On Change

Notify Action

1§ € 4 Registration, Credentials, Credential Request, =X,

Results % ¥ A BE R L P AN NBE, B, AREE 3R SEaE IR &

B, RIENIZEHRR,

= Blink Tray Icon$t & F A7 2 A M5

= Display Balloon A3k T L4 & 774 K.

= Blink Tray Icon and Balloont £ & #7724 ¥k ,
ARTIESBRHE.

= Display Dialog Box5 BR A t 3% % 44 il < Bx #9 %t
HAES .

= Nonett # B2 B &, E2IEHEFA2N
%, ARIES 28T, FEAEESLR
Zi

Display

Balloon

Partially
Compliant State

o R DAL RN THOE RS, # B 7R
EI#7 .

= Idle [con2 & 7~ [ & E4F.
= Quarantine Icon2 % 7~ 7 & E 4.

Idle Icon
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HEIARFI A BERY(E, WRATIT.

E wRREEHMEZ G, Ma, Lo Drmp
s AR TA.

Register

TEREE R B MR K

= Always Prompt (B221RT) : ERHEFENMRK
ey, RESERTWANAFL, B4, FMHAT
M

= Prompton Demand (BIERR) : RAERE
e e, REAETWMANM P LD,
N RFETMNF 4.

= No Password (FLZH3) : FR3IE Compliance
Application Server 3k, X 7E 7 M H# 8] A 2
NG A,

= Use Computer Logon: {3 4% 75 | J 4 B &
. TR YR P AR AL ST E AL A
) Windows BAIE S B, #EATIEAL.

i¥: Use Computer Logon # 51 2 & 7£ i F {# A
Windows 4 A E PB4 2 5 1+ BAL B
Al

EE: R F M A F1 Compliance Manager F 25 # # 1% &
MG IR MBI R — &, ARREEMEENE
P AE “REM#ATRHEE TR ETHRELRE
&, &% M. Sophos NAC Advanced RAEALA 7 X485 .

i A MM {EZ £ Compliance Manager # £ Configure
System > Agent Registration X3 B Dl 2 7 XX BEH. &
SN, E B FEIE M FT LA A Compliance Manager # #J
Manage > Endpoints R E X EAHEM. ETMRELZ (=
£, % M. Compliance Manager # By X {.

Prompt on

Demand

(mFR
)

Remediate State

16 € Y REE AL TR A A b, KE R SR EEF.
= Idle [con% & 7~ I & E4F.
= Quarantine Icon2 & 7% [% & E Fr.

E wRREEHMEZ S, Ma, Lo Drmp
s AR TA.

Idle Icon
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HEIARFI A BERY(E, WRATIT.

Report Only State

8 Y SR FAUR R A b, K E B R R E AR,
= Idle Icon2 B 7~ [ & K Ax.
= Quarantine Icon2 & 7~ [% & E .

E: wRREEHMEZ S, M, o Drmpe
fad AR TA.

Idle Icon

Retry Delay

1% A4 5 Compliance Application Server # 7 — K i
WA, REFEEFNEFE (UHIT) . REELE
B FFEIREW ERAE, 2ERER; EASRBHE
HEAENE, RESSERBR.

15

Save Password

GG R IR P RANNEL, DEFHTHE
e 3E M. 7 JF #9154 Do Not Save F Save.

R

Save Username

GG RETE IR RNNE P4, UEHTH
J& B9 E M. ¥ F #91E 4 Do Not Save f0 Save.

T

Show Errors in
Results

B /[ B Results xt 35 AZ 1 By 45 H K. FF B9 {54 Show
Fo Hide.

0 RiZAE % Show, A4, WHHESEHIAE
Results Xf#EHEF, FiL3K 2| errors.htm XU H .
W RiZEA& Hide, A4, R HHHEILKE
errors.htm X . 4T X Windows 2000 Fa
Windows XP ) XL T <3X3h 25 >:\Documents
and Settings\All Users\Application
Data\Sophos\Sophos NAC\Data E 5, 4 xf
Windows Vista and Windows 7 ) XL T <3K3)
% >:\ProgramData\Sophos\Sophos NAC\Data E 3%
.

Show

Show Exit

B 7R/ 5 X E AR By Exit #4040 Exit BT HFAE
Ji 125 3 iEAE Y Exit BN XE R ST, Fv Close (X) k¢
&. 7 F {5 A Show f1 Hide.

R {E 7 Show, Exit#Ia B R, FHR 2
SN R T E TR, mREE
Hide, SMNILCHFR BH/TANZEN A 2B L I
18.

Hide
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fEARFIA BERYIE, WRAAT

Show Extended

Errors

B 7~ /[4# 5 Compliance Application Server i il % J¥UAE 5 Bk
() Results X IEAEH, #RAHAEHE R, XUy B & H
R R B fodhix 4. ¥ F th{EH Show 1 Hide.

W RIZAE R Show, A4, ¥R HEHE &
AL Results FTEAEF, 103K 2| errors.htm X
. 4t % Windows 2000 F2 Windows XP # X411
T <3K3F) % >:\Documents and Settings\All
Users\Application Data\Sophos\Sophos NAC\Data

B sk, 4t Windows Vista and Windows 7 8 3C
AL F <BR3) % >:\ProgramData\Sophos\Sophos
NAC\Data F K H.

Show

Show Logging

W E % & ¥ About X7 HE F B 7~ Enable Logging 4 #AE .
# i #{8FH Show 7 Hide.

Show

Show Progress

Icon

B/ E R, B EAEM, EERBURE, E&
T E SuE, DAKCIE 78 B 5L SR B P B AR, R M
# Show #1 Hide.

i ERHREREEELEAUHENLEET (FBETF
#F|: Show Registration F 4%, Show Results FI4%, Show
Progress 7, Show Quarantine Override E 4%, Show
Quarantine A7) . WwREH T MhEE RN AR o,
2B TR RS R BB, KT HWARE. 4
REANERARAT, Ba, 287 “BR” BERF. 7
b, AT 5% EAR R BRH B8 5 476 (Notify Action 3 E )
A 2IAT

Show Quarantine

Icon

B/ %% B AR, ¥ F #{EA Show o Hide.

il RERE BT, 2EASE R EANNA P R
BEATRERA, I E b5 & i .

E: ESRRREREEELSEATENLER (ZER)TF
HZ|: Show Registration EI 45, Show Results F#7, Show
Progress B 47, Show Quarantine Override E 45, Show
Quarantine BIf7 ) . R T M0 EEREGHERE, B4,
2B RURZ W8 R B H BT, &7 LR AR A, ﬁlﬂ
RITANEFRMRET, Mo, 287 “FR” BT,

Show
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HEIARFI A BERY(E, WRATIT.

S, 24T 5 VR BT AR KR 803 54 (Notify Action 8 )
CEFTS

Show Quarantine

Override Icon

B /TaR % B = ’AR. o #1{EH Show F¢ Hide.

FE: R KEE Y Quarantine Override 3% 5 % & 4 False
(B: FABFLESTENBEERERS) , B4,
Quarantine Override B #F 1~ 2 B 7R .

i EAEARERAEEAE R UHEN LET (FEET
#F|: Show Registration 4%, Show Results FI4F, Show
Progress 4%, Show Quarantine Override E#%, Show
Quarantine A7) . WREH TR EEREGWER, T4,
2B TR Z R R S B, kT AWARS.
RIFANEFRHRET, Mo, 285 “ZR” EiF. 5
S, AT 512 EAR KB B 3 5 H#E (Notify Action 1% & )
WA 2PAT.

Hide

Show Registration

Icon

B/ E M E AR, 7 #{EA Show fo Hide.

i A EREREEEASATENLER (ZEBERTF
HZ|: Show Registration 45, Show Results B #7, Show
Progress K45, Show Quarantine Override 47, Show
Quarantine B 7 ) . #REHE T hEE KRB ER, A2,
2B RRZ AR AR RO ES, XTSI ARE. W
RITAHNERDMERT, WMo, 287 “ZR” EiF. &
Ih, AT 5 2 EAT KB Y i & 45 (Notify Action X & )
HALIAT.

Show

Show Results Icon

B on/Ia 4 REAr. o F #{E# Show 1 Hide.

E ERARREREEELAE ST ENLER (RERT
HEF: Show Registration 47, Show Results E 47, Show
Progress B 4%, Show Quarantine Override B #r, Show
Quarantine B4R ) . AR T 10w & ol E AR, A4,
SR RRZ AR EERBNER, T LuARE. o
RITANERDERRT, Mo, 287 “ZW” BiF. &
b, TG Z B KBRS R (Notify Action % & )
A RHAT.

Show
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4.5.2 [FRRELE

HAT 22 VLA B E ] Microsoft Windows X 8420, FRANET &, 45
=, EWRGHEMRBEHALE EATEN, RAFERFER X HEBRE, B4, 217
FERENEIER SR

Sophos IMETE Windows ZMIMELE ~fl{E

%Sophos_ProgramFiles% | %ProgramFiles% C:\Program Files

dE RAER IR GBS T
Bl WAL

%Sophos_Windows% | %WinDir% C:\Windows B, C:\WinNT
%Sophos_System% %WinDir%\<systemdir> C:\Windows\System 2
CAWIinNT\System32

%Sophos_AppData% %DefaultUserProfile%\Application | C:\Documents and Settings\</fl F* %
Data >\Application Data

F RE\EBERAREZTOAR, W
B 7] B2 H A

iE: <A P >R & B F F| Windows
R F.

4.6 Er, 35, SrkIE(Balloon), WUKIIEIE

4.6.1

PLN 3 W 3 A K ¥l #9 Quarantine Agent £ A 4% 4 EIAF, T H A% (tooltip),
¥ HIF, AIKTE (balloon), VULKITIEHE. &7 LLE XRELE, HHEH
B TE, A, BERPRERRLERSKENKE.

AR ERFRETRIE (Tooltip)

F AT AT AR L ULT JURR 7 R AR I ARk A

" A EARE S RE R A,

= SR EREERLDEE, 2555 BN T T (ooltp).

i wREZ A BT UM R REN SRS, AAREshsEETre
56 T BAGG 55 A B AT B

ARG IE R BRI TEIZR (Tooltip) 7R 51
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|“r’t§ﬁ&%§ T BRAT » EE#% |

LR SR A K BT B9 (R K
Zw AP BT EANEA,
ERAKHRERE. ZTRELZELR, w51

1.

T 1

ALK ERAER R, APEFETE
& 8L B 7% 5 Compliance Manager R HE R E
REEXE (F17TR

) .

T B2~ (Tooltip)3C
=
= Bk, XEL | SREAEMIHE, BRNERE. Show
A W REE AR, S TR 2N,
7 B AR 2 R R
R | FREME REE | GREATEHERS, H & Resuls WFAET £ | Show
EHEXR. B, B H EAT.
E RETHNNEE, ZERSEERT
F B SR
[B5] | SophosCompliance | %I IEAEME, BAEIF. TREE D Hide
Agent - Registering | ), 2 5 5K 78 T HL4% 7 (tooltip) X F # J5 T .
Agent
@) | SophosCompliance | 3 432 E7e jREUERS B, B MBI, Aty | Hide
Agent - Retrieving | & 4t & | SR 78 T AR R (tooltip) X 5 1 /5 T .
Policy
@) | Sophos Compliance | 3 ft5 i {5 RkBH, BRMEAR. SEMY | Hide
Agent - Assessing B ot e B AR T 4R 7R (tooltip) X F #9 J5 T .
Policy
@) | SophosCompliance | 3 43 73 S0 #oh ot Bty EAR. 5% | Hide
Agent - Enforcing | g ¢y ¥ 4t 4 8 742 T L4 7 (tooltip) X 5 #y
Policy B,
[5) Sophos Compliance | LR # % X at, BreyEAr. TabyE 4, | Hide

Agent - Reporting
Results

b2 B 7 7 T B4R 7R (tooltip) X F Hy J& T .
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4.6.2

E#r T B2~ (Tooltip)3Z

@) | Sophos Complince | % 3B HUE £5f, &7 # . Hide
Agent - . \
Idle.Quarantine S R e Qua\rantine O\\zerride & I 1%
overridden. B False (Bi: FAWALESTENEER

BRE) , Wa, WEFFLET.

B | Sophos Compliance | % f¢ifss R IB Y B BT 0 % Show
Agent - Idle.iT H #L Quarantined B, B B4R, (SHE % B 0 4| 5L
EREE . ik A4, Compliant State, Non-Compliant

State, Partially Compliant State, Default State,
Report Only State, Remediate State, AKX
Expired State.
5] Sophos Compliance | 3 3k 25X 3 1% % 5% | SL# ik S B9 /€ 4 None | Show
Agent - Idle. B, B EE. RERERHSERSEE
Compliant State, Non-Compliant State, Partially
Compliant State, Default State, Report Only
State, Remediate State, L& Expired State.
K BRI IR

BEZRAFAES, TAREIRER I A NRERE, NEHEEERT,
PATERAN KB BAE (ETAFUEBERET) . BERKFEMEL, Register &

N BT, YA ERIEME, Show Results & Bk A #y 3 #3% I,

B Rl

IRHE)
2F Sophos Compliance Agenk(A)..,

FRRIZEEQ
WEHER R
TERAR)..
BmsR(s)...

DATR ZRAS LA 33 ST At A
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Exit

BRI, G GAEA R AR, DR BT,
YA S T ENE TR R,

i¥: R Show Exit Agent #3% & & Show, 4, ¥
BRI AT K. R ShowExit Agent #y % & 72 Hide,
Mo, WEBEHRFL2ET. EIRELER, 5
NAREELE (F177) .

About Sophos Compliance Agent...

& 7= About A iEAE.

Disable Agent Quarantine

B 3 Quarantine Agent # [ B R A . 4 1% & 925 A 1t
EXANFRLRT NG5, SREREAN, &
ARBE N LT 5.

E: 40 R 58 89 Quarantine Override 3% 5% & 4 False
(Bl: FAHFAZSHENEEZRERS) . W4,
WEXEHRTALE T,

Check Compliance T P A e AL, BRI, PEXK
W, BRSLE R, R, URREFRE.

Register... B 7 Registration 2, Credentials X 15 4E, BT Fr
KR P ERAE.

Show Results... B oR A B T B PR R Y BB Results XEAE.

S¥kT E (Balloon)

A 3K T A (Balloon) #& B4 R RIEIATHY, Oy (I T AT By R AE B9 FHN B 3
AME R, WREERA P RBANRE, o BREM, HERLTHFHFRS;
B, WRNEAEEEHERSELR, M4, e BFAKTH (Balloon).

Sk T E (Balloon) 74l

B HERCAH
| Bk, BEER.

DLTR A8 WA R R B AT, A 3R T A (Balloon) XA, DL £
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S ¥k T E(Balloon)3X 2

=l FRER: AR HY R PR B . LREEMC MR, HARKTA

STA: o DL AT I (Balloon)-

b B AR AR BE BR A R PR Y
BrED A ETE, MR P
FAE B By A 2k T A (Balloon) XX
A, %86 E 7% Compliance
Manager 1% 22 i, B AR 5 ) % Bk
MRERE. ETMEZER,
EHWAREEE (FB170) .

SR AL Y XD
IR ERFFEGE R, TAl

e IE A E ST
BN | E WHERRIA. YT EHRE, I Resulis 7
e " BAEPRAR, 2RFARTA
IZI: iijﬁﬁ%/a % (Balloon).

WRER: G UHENERETRERS. | IRELTRERSH, 2EF4A%

VA BRI SO, T £ (Balloon).
B | PR CHEALE AR E R LRI E NS AR, 28
A BRI SR 7~ A3k T E (Balloon).

4.6.4 Registration ¥H{F1E

Registration Xt & ME2 & — /N P B B xHEAE, W EF P 5 Compliance
Application Server Z [A] i 4. BRI G RAELSLE St EHL LBATH, 20 A
F B 75 Registration {36 4E, (%I ME X 2K E ) Always Prompt, &, 1K
HE AR 2% E ) Prompt on Demand, FF ELiEM E 3t #. Registration X7
HE, ¥ DAASE 3 A 1) Register 2 T 15 2.

BE: RS EREENES Comphance Manager ' iy % 22 /£ fH & —
. ﬁn%:f\ﬁ/\lxﬁf\fﬂ*/ﬁ AR FETHNER. ZETHRES
HAERATLZENER, HHL Sophos NAC Advanced SRAEA% R 77 K38 ) .

Registration X3 15 HE 7 {5
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1 sophos Compliance Agent $:fIHE

B sophos compliance agent

RP4Ew: ||

=HE: |

RO IBH(E)

4.6.5 Credentials *JiF#E

Credentials X 1EHEZ A MG KRB HRFH, whEAP RTHAEE, &
X P 5 Compliance Application Server 2 [ fy i 4. URE A REELLE SIHH
ML E#4TH KIZATES, Credentials IEESHH P B, REEMEX2LE
A Prompt on Demand, 7 EL7EM B8], &N, REEMEASEE N No
Password. Credentials *{1E#E, ¥ UL\ 3k 5 o #) Register #6153 2|, X BUA T
HIEME R

BE: G4 HHRAREEMERS Comphance Manager & 1% 3E E % B —
B, WRXFANMRELEY, EMIRTRAXMAETHNER, ETHRES
HAERAFLZENER, HENL Sophos NAC Advanced SxAEAE ) 7 K36 ).

Credentials X3 1EHE <5l

£l Sophos Compliance Agent tATE{S 2 EI |§|E|

EE] sophos compliance agent

P&

EHHO

4.6.6 Credential Request *1iEHE

30

RN T BB IIEFR, B3, ARSARF-284X 2| T RSA £ [9] (challenge),
A2, 28 7 Credential Request X i AE.

Credential Request 315 4E 7= 5
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C1 LS 2iE sk

PR {fte R P -Bem i E . 1 &7ERNEETHEE
TRE LA R PR,

APEW: | |
ZBE: | |

)

4.6.7 Results XiFHE

Results X{EAES 1l 2 Bor, (EE 5% LHH P H R 45 H . Results
FIEME, ¥ DLAZE B ) Show Results S TU{F 2], 287K B & BT
R

Results X3 1EHHE 77451

i Sophos Compliance Agent Results @

\“ ‘fou are running an older version of the approved enterprise anti-virus
A\ application. Upgrade your anti-virus application at
hikbp: f v .enterprise . comfantivirusapp.exe and then click Check Compliance.

\‘h The agent was unable to repart resulks, IF this problem persists, contact vour
1 ™ administrator to report the problem. {Reason: Server has rejected the agent
= request, Code: 500}

ICheckCompIiance ] [ Cancel

4.6.8 About FTiFHE

About X iEE B R HEAE &, AUE K, LK Enable Logging 4/ 3%4E. About #f
WEAE, UL F B9 About H T 2.

About X IEHE 5
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1 About Sophos Compliance Agent

¥Yersion 3.2.b
Copyright 2000-2011 Sophos Limited, Al rights reserved.

Agent |D: 201441E 3-23DB-4FE8-443D-1432265FE 430
Agent Type: Quarantine

[IemE=ZizIE]

Containg HFMetChk technology licensed from Shaviik Technologies, LLC.
@ Shavlik Technologes, LLLC.

Caontaing technology licenzed from and copyright © OPSWAT ., Inc.
OPSWAT iz a trademark of OPSWAT, Inc.

5 Dissolvable Agent

5.1

X T #1,%#  Dissolvable Agent 8% it Fn it & #15 £ .

@it

Dissolvable Agent ¥ LA % % 2| {E{7 25 F Windows #] Web R 428 £, &4
Compliance Application Server, FF3& ¥ 17 [/ 4y Web T, #kKEF P ¥ Uiz
1T Dissolvable Agent. Dissolvable Agent & — 4% 3% Jf] (standalone) #] Java applet
PMRARRSF, CEAL S EN LM X217, £ % % administrator 2, power
user B f P ARt ik 24T

BEIZARIE

—HB B3 J&, Dissolvable Agent 2 7E b BB B 78 — R FIXIEAE, 48 Ul 3 fudd
. 4 Y ARYE Compliance Manager F & X # /A & %4 5K ¥4 J& F i, Dissolvable
Agent &4 4T AEHAE. %A {5 AU, Dissolvable Agent 245 A4 & A
4t EAL EMER. Dissolvable Agent A & % A & | L ig T dE, (B2 F L5
RADIUS, DHCP, 2 802.1x 4 5% 8| 5 i — 2 f Ji .

L 5 Fl /5, Dissolvable Agent & IR EUR B, 1F45 5KwE, T2 %| 5Lk g, R,
K & # 4. Dissolvable Agent ¥ f~ 2R K EFH FiEM, RIECELZRE
Dissolvable Agent Web [ 425 3 [2] 4] %% 7 "Always register agent with server" 4] %
He, H#EFRE T Compliance Manager # #J Dissolvable Agent ¥ Mt i% & . % F %
KIFEM BT, Dissolvable Agent Y15 | 2K 1A B 5% BT il 445 BT EAL F R A,
WIRAE, LA EREME, N6 R RADIUS 8 8] 536, & RADIUS 7 []
RAETHFH.

iF: AR A& H Sophos NAC Advanced & A 58 7l Y IR AR F- R B IR AR 3.2.2 #y, A
2, CHRAFERAWBRATHEMEE. fln, wREWERKRER P HEA
Dissolvable Agent #ATIE M, A4, KER PRSP R HATIEM.
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5.2

REREFHRAE

BSR4 R AL R Rk R R B, HA A E % A R
Pty 42 s it SN ERIRS, UREASEEHHENAF B RWHEE. &
iz {1t A2 %, Dissolvable Agent & £ 7~ 7 Compliance Manager Bt B U # & X
WRPHEE, UWRAZERIRSHIANEER, FHeIHRELAF.

i: 4 Dissolvable Agent fE 4 % R #| B9 | P 24T B, FaEIATHN T iR, &
FRAPEZNUZREER B RET. WRATRITRHFNER, 4,
FATE WA A Dissolvable Agent Jf P A 227~ 6] B 5K W, 12 5K W o 1 N A2 A, &
% T Fat, ZKE R Z A 2 Windows Update BB X . % Bl & X4
PL# & Windows Update T EL &9 %%, )& Al Automatic Updates. & 7 ## %
%1% K., &% M. Compliance Manager 7 By S\ .

it

7K %, ¥ Dissolvable Agent Hy i 72 A .
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TR
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BOFERE T A0EN), © (pomssey
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a1y uonensiGay Ny
HREE reouedwioD ¥oeyD L dr

“SUELF SUnsaY R

%

#

L 4

Bl
e MEH EYETM
TR sinsey TS )

[—

PATETERE

“Ahm R
“ai iy sseubold ik e T ERE TR i)
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TRIERRRRUE R O I
WY CHEURGE Y
GHTH - 5T S ) e B LS Ery

-

i e
AT P o

IR
ZEN} WL sUnsey
[El3E

S R
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5.3

5.4

[

% {# Jfl Dissolvable Agent, & 6% # K E P ¥ DL [F 6y, 2K T Windows
#) Web AR %% F& 3% Sophos Compliance Dissolvable Agent. Dissolvable Agent
# L5 Sophos NAC Advanced % % 72 /] — MR 45 L.

1. £ F Windows HJ Web PR % 25 L % % Compliance Dissolvable Agent .

Compliance Dissolvable Agent 7] LA )\ Sophos # 35 #2 5k %. Sophos Compliance
Dissolvable Agent % % U ¥4 92 % FIr A 3 #F Dissolvable Agent #) X . & 7 ##
F 415 8., #H5 N Sophos NAC Advanced %45 .

2. NRFEZE, iF4 Compliance Dissolvable Agent URL 3 & 45 KRERAF -
2t BT EA IR G TR B SR, DU BCTEAR 52 I R B SR v 2 X E
WE. A% S iTENLF AL LT # URL, 78] Dissolvable Agent: https://<IP
HuhE/DNS 4 #R>/dissolvableagent, #1iR & ¥ Dissolvable Agent % % 7£ 2k IA )
H3cH., “IP Hhbs DNS & #1” R & %% T Dissolvable Agent 8 7 & Web
Fi -2 69 1P M bk sk DNS 4 #1. n RA& N T 4F TAE M 4305 34T K,
i< A T HTTPS, A4, E# VL THdE: http://<IP ¥u3ik/DNS % 4k
>/dissolvableagent.

HEICR

¥£ Compliance Manager ¥ 7% A 1 Dissolvable Agent & X % &. H KILFKXEE
T4 5 At HAL LR L.

Dissolvable Agent S & 445 m it Al L WA R 7 £ B A XM (R
B, SRR . B R0 K4S B3 Dissolvable Agent Y32 /T3 % ;
Bk, B RILFRZAE A T H T About x5 AE F B F #Y, B R1Z R A Gk g
AT ER, FENZERFERETRZE, EAY. BEXETEE A
PHBRYR, FHAAEE ZXRNEER.

=B AR
= Session Log: 4217 %51 iy 4442 .

= TraceLog: 3L{Hi/Say 4z &

Agent Log:42 {55 (& 52 57 5 72 Fi A7 5 #9445 .

. /& 7 Dissolvable Agent.

. B Registration, Credentials, 2! Results %3 #E # ] Sophos NAC Advanced
B AR, FHE# About Sophos Compliance Agent.

A 4 I About xtiEAE.

N =
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5.5

5.5.1

5.5.2

38

3. %] ¥ Enable Logging 4] #E4E .

4. 3747 Dissolvable Agent.

5. {E B FILFEXM, BT <IE3) 2% >:\Sophos\SDA<random number>\Logs
E

6. 7eHF5E M 5T R B, 1E FHIKIEAT Dissolvable Agent, 7 [5] Dissolvable Agent
About *fiE4E, FfHUH 4 ¥ Enable Logging %] #HAE.

X iEHE
¥4, & Dissolvable Agent ! #& it 8 x5 AE #y 1% 1% .

Registration X1iE1E

Registration {7 AE, & X A F' 5§ Compliance Application Server = |8] # ¥ # ., 4n
SR 7 Dissolvable Agent Web R %2 & 3% (i3 f2 1, %) ¥ T "Always register agent
with server" 4] % HE, A4, 4 AP B Registration X iEAE.

BE: £ 0,45 fk Dissolvable Agent % 3% 1% & 5 Compliance Manager # #y1X
BEMEERY. wRXENXEFERY, FMHETRASHETHNE
K. BETREZARERAMFLRENER, ES5N Sophos NAC Advanced A%
1R 7 A8 .

Registration X 15 £ 7 {5

[ sophos Compliance Agent FEfE

B sophos compliance agent

AP Ew: ||

THE: |

RO plita (3]

Progress 3iE1E

YBRIFPATUT LR, 2 I Progress }{IEE: A, RIURE, 1P
AL, GRS, W, RARE. Progress MIEMER BT, KAXAK,
BB REHE, UREREEEHRE.

Progress X1 1&H#E R 5l
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&3 Sophos Compliance Agent

FieRELE. #3s/ s

5.5.3 Results FiFHE
Results X{iEHES 1 A P B, (45K E CH A P B s R
Results X 1EHE <451

i Sophos Compliance Agent Results

\h ou are running an older version of the approved enterprise anti-virus
A\ application. Upgrade vour anti-virus application at
hikbp: f v enterprise . comfantivirusapp.exe and then click Check Compliance.

\) The agent was unable to repart results, I this problem persists, contact wour
1 A adrninistrator ko repart the problen. (Reason: Server has rejected the agent
request. Code: S00)

| Check Compliance [ Close

5.5.4 About *FiEFHE

About AEHE TR KRB, BAUE B, DK Enable Logging 4 HAE, it

# Registration, Credentials, 2 Results %1% 4E_E # Sophos E 47, ¥ LA15 2|
About X I1EAE.

About X TEHE R
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6

6.1

&4 About Sophos Compliance Agent

Yersion 3.2.6
Copyright 2000-2011 Sophos Limited. All rights reserved.

Agent ID: 2D1441E323DE4FE 8449014 32265FB 45D
Agent Type: Dizzolvable

[l emE=e&E]

Containz HFMetChk technology licenzed fram Shavlik Technologies, LLC.
& Shavlik Technologies. LLC.

Containg technology licensed from and copyright € OPSWAT . Inc.
OPSWAT iz a rademark. of OPSWAT, Inc.

Cisco NAC ®#4&

Cisco® Trust Agent ;£ — MR & (posture) R FEN I #2 )7, v BNAE =2 1E A2 8] By
Cisco Network Admission Control (NAC) f# & 77 %ty W 487 5] 8= fak 5. . Cisco Trust
Agent i 3 H % AR A (posture) #h 1, AL B EH BB NAC ¥ ¥ 5 F 2
JF R L 2R A (posture) 5 ..

Quarantine Agent it & ¥ DL 5 {# | %24k & (posture) 3 f4 Y Cisco Trust Agent %
4. Cisco Trust Agent 2% %24k & (posture) {15 # 40 T #{H, % & %5 Cisco
Secure ACS (Access Control Server), Cisco Secure ACS 2#f31x 2648 %t B NAC 5 B
FEATERAR, DA AR Mo 48 i EALK R i FAT 450 1], REBRBEAELES
BT EAL AT PR R AT, R E T AR A (posture) 3 41 AR Lo fE
# ¢ Cisco Trust Agent. A T & ¥0IX & (posture) 3 {4 # 1% B & 2| NAC 5K #E-H ,
Z 9% B 5 0L R A NAC A4 Fndl] 2 NAC 5K B fy kiR

Y% % 7 Quarantine Agent J&, MR H R & (posture) i fF, 4 H & 7 Cisco Trust
Agent X B, AR f

F: %COMMONPROGRAMFILES%\PostureAgent\Plugins\Install. 7£ T~ —Jk Cisco
Trust Agent 3Z4T B, V27 MR & (posture) 4, H R Z I Z ' # Plugins
B . R4 B i 8K A F Cisco TrustAgent, FP2 ., ZIK A (posture)
WM A, EXMFELT, SRBHEA B, 2R (posture) 7 £F 4 7] B
M B

i¥: Dissolvable Agent . E A& 5 Cisco Trust Agent %24k & (posture) i & 4.

IR 7S (Posture)ffEEiE 1
LT ME B2 ARER A (posture)ﬁﬁﬁ o & 3 % Cisco Trust Agent B
m vendor-id=5428
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m vendor-name=ENDFORCE

® application-id=200

® application-name=EFE_PP

6.2 %mxEL
DA A B 1 (IR A (posture) i 5 Cisco NAC - &1, T ZHy
Attribute Value Pair (AVP) X5 . X T 8 ¥Rk A& (posture) 14 #y 1% & & FF 2| NAC
REEH, RS TR LA NAC R4 fofl) 2 NAC sKEE Y 40 iR
Ji F ¥ Sophos NAC Advanced /&% 5 X\ Cisco Secure ACS k485 8 XX, ¥ LA

JA Sophos NAC Advanced # # DL T~ 2k A B XU £ #k % Cisco NAC\Sophos ACS
Import.txt.

NEZERIE X

32768 | API_Name AgentAPI N FIf2 7 4 7% | F4F 8 | AgentAPI

32769 | API_Version AgentAPI fR A FRA 3.0

32770 | Compliance_State | 2845 S it H A EHARA | F4F8 | EH, MHpEE, FEE

32771 | Policy_Mode WP R R | F8 | URIRE, FE, B L

32773 | Group_ID F P4 FiF# | <& Compliance Manager
FESHY, FREER P A A
wEHE>, T

32774 | Last_Policy Retrieval | i 2 5% s 3K B #Y E ] H <HT KA PR B B
B>, FHP (97041 A1H
00:00 UTC)

7 FARLF

&R DU 3L DL B 07 XIR1F Sophos 7 i B9 UK ¥

= 7 |8] http://community.sophos.com/ T #] SophosTalk #45, 1% & i 2|48 [H |5

= 7 |8 http://www.sophos.com/support/ H] Sophos F AR X F R 7% .
= & http://www.sophos.com/support/docs/ T 3 5 dh H BUR X A%,

41


http://community.sophos.com/
http://www.sophos.com/support/
http://www.sophos.com/support/docs/

Sophos NAC Advanced

42

= REETHAEE: support@sophos.com, Pt Sophos B RA T, it
BN BRER G, 2T RA, R H#EE SNEX.

EEEH

FRALFT A © 2011 Sophos Limited. & B —YIAUF|. AW AEAEH 2, #AHA
B BT . Yo, e, DR Evh—TFEIBX, BLE, F
HERRRGET, BHER. RECEAERNEZA P, FERECHA P
WAEFF TR A, S UBERY; &%, RECELLERE
TR A B i .

Sophos #2 Sophos Anti-Virus o Sophos Limited HEME AR, TR ETEKE
P Fn N B 0 4 BRA A P A O R AT B AT AT

OpenSSL cryptographic toolkit

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the OpenSSL
License and the original SSLeay license apply to the toolkit.See below for the actual
license texts.Actually both licenses are BSD-style Open Source licenses.In case of any
license issues related to OpenSSL please contact openssl-core@openssl.org.

OpenSSL license
Copyright © 1998-2011 The OpenSSL Project.All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgment:

“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit. (http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to
endorse or promote products derived from this software without prior written
permission.For written permission, please contact openssl-core@openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may

“OpenSSL”  appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following acknowledgment:


mailto:support@sophos.com
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“This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “ASIS” AND ANY
EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL THE OpenSSL
PROJECT OR ITS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).This product includes software written by Tim Hudson
(tjh@cryptsoft.com).

Original SSLeay license
Copyright © 1995 1998 Eric Young (eay@cryptsoft.com) All rights reserved.

This package is an SSL implementation written by Eric Young (eay@cryptsoft.com).The
implementation was written so as to conform with Netscape’ s SSL.

This library is free for commercial and non-commercial use as long as the following
conditions are adhered to.The following conditions apply to all code found in this
distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the SSL code.The SSL
documentation included with this distribution is covered by the same copyright terms
except that the holder is Tim Hudson (tjh@cryptsoft.com).

Copyright remains Eric Young’ s, and as such any Copyright notices in the code are
not to be removed.If this package is used in a product, Eric Young should be given
attribution as the author of the parts of the library used.This can be in the form of a
textual message at program startup or in documentation (online or textual) provided
with the package.

Redistribution and use in source and binary forms, with or without modification, are
permitted provided that the following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice, this list
of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must display
the following acknowledgement:
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This product includes cryptographic software written by Eric Young
(eay@cryptsoft.com).

The word “cryptographic” can be left out if the routines from the library being
used are not cryptographic related :-).

4. If you include any Windows specific code (or a derivative thereof) from the apps
directory (application code) you must include an acknowledgement:

“This product includes software written by Tim Hudson (tjh@cryptsoft.com)”

THIS SOFTWARE IS PROVIDED BY THE AUTHOR AND CONTRIBUTORS “AS
IS” AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.IN NO EVENT SHALL
THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES
(INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS
OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR
OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE,
EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publically available version or derivative of
this code cannot be changed. i.e. this code cannot simply be copied and put under
another distribution license [including the GNU Public License.]
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