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%—3 SCALANCE S fij/r
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% 3 DHCP fR%#%

2.1 DHCP KR

DHCP # Dynamic Host Configuration Protocol Z 45, ‘&R & BOOTP, RI“zhz: LML
B

BOOTP Jii A& H T~ TG ENLER ) W LT iy, W EALE ] BOOTROM M AN i i il ke
IR LM%, BOOTP MIRT LA [ g 4L /L2 TCPIP s, {H BOOTP A5 — ik
i SSAEVEE ARG i AR AR R, T, 5 OIP RN B 2
BOOTP AEH Gk = "B A ME", A AT BRI 1P B, BOOTP XX W 2t il Ak T A
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DHCP AI LA JE BOOTP [H3IA, &/ WAy : — AR, M — ek
FUiitte FTATR 1P WEBE YORME N DHCP il 4 P A 3, JR ST b B /o ff) DHCP %2
SRy TR S )2 4 A AR AR 2 20 BE R SR 1P BRI %R LLi BOOTP, DHCP il "fHZ"
(k. 132 LEh AR i) TCPIP e, 1, fE4HeA %5, DHCP {h5g4:
T BOOTP Client [ 7K.

SCALANCE S wJLMEN I 45 1¢ DHCP RS54, IXFE 1P Hihil B 2070 Fo g 30 199 2 1) %
%o 1P HUHER A AL AT AR H T A HbEE T, AT PSR B BN e 1 1P Mk
BRAAMIFZ N 2 Ko
2.2 DHCP 47
DHCP 2% 2 2 14 -

DHCP Server
— |
Host 1 =i
192.168.0.3 192.168.0.1 Host 2

W 2% 20 25 H P 5 EHL Host1 1 Host2 43 %] 5 SCALANCE S 511 1 (External) Al 1 2
(Internal)#Hi% . Hd Host1 A T-HC & SCALANCE S. 1 SCALANCE S 45 Host2 A& Fid P #h
HE. 7ERCE SCALANCE S 2 /i 7 Zfic & Security Configuration Tool(faiFx SCT)#/F V2.1 iR

Fry | AL

1 107 SCT, BT I H B s [0, SRR SHUE I H B 5 R, R 2 S ] 4 A

. XA REE N, s, il OK # 45 3.
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Automation & Drives:
Siemens

New administrator £
Uszer Mame |s
Pazzword *

®

Pazzwiord canfirmation

ak | Cancel |

2 T Type, sich FHrse, GRZEEMER SCALANCE S, X HLf#i /1] SCALACNE S612 V2 Jiit
A, 1F IP Address ext Fll Subnet Mask ext 145 SCALANCE S612 f{J4hM P Mtk 17 94 i

4 192.168.0.1 il 255.255.255.0. #H)rif? SCALANCE S612 [-[f) MAC Hulib% A F| MAC
Address 11,

&7 Security Configuration Tool [ Configuration1 -- C:\Program Files\SIEMENS\Security_Configuration_Tool\Projects\Configuration1\ |
Project Edit Insert Transfer Wiew Options Help
Dl m] fefe|x| 5|50 (=
Offline View MNumber | HName | Type | IP Address ext. Subnetbdask ext. | IP Address int. Subnet Maskint. | Default Router | MaC Address ‘ |
=<3 Al Modules E7R Module SE1ZY v |19216A.01 255 255 2550 08-00-06-96-9A-E7
B Module?
@ WPM Groups
Ready Current User. 5 Role: Admin Standard Mode | Offine @

3 Rt View 3¢, H Az Advanced Mode.

Project Edt Insert Transfer W

Do/ m 2=le x| &
Offline iew | @ Offine CHrHShifE+D Subnet Maskext. | IP Address int. Subnet Maskint. | Default Houter | MAC Address
=3 Al Modules [ Orline i) 265.265.265.0 08-00-06-86-8
57 Module?
@ WPM Groups
Fieady Current User: s Role: Adrin Standard Mode | Offine @

Kot — AN E S IIHE, s — FIERER N, A S VI R AR .

Security Module Engineering

Do wou want ko change to advanced mode? Warning: IF you make changes in advanced mode, vou cannok return ko standard mode!

X i Yes 124l

4 WUt R B bR B RSB Edit kB I Property YEIR. i AR ER R MEXHTAE . %A R
SCALACNE S ff) i gpi ..
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Module Properties - Module1

[%l Metwark ] :mt Firewall Settings ] S5L Certificate ;]—“ Time Synchronization ] {#J Logaing ] Modes ]
VPN ] Routing Modus @ DHCP-Server

[~ activate DHCP

static |P Addresses:

MAC Address CligntlD IP Address I

dynamic IP Addresses:

Stark End ]

ak ‘ Cancel | Help ‘

5 R X EHES, AT RE DHCP J@& 1. {E8ha IP /rAct2rh 73 A 192.168.0.10 frAaa ik
DA K 192.168.0.99 (W& diitibl, XMtk B2 SCALANCE S (1) IP didik4d T+ [R]— M B
XA ] DLZS B AR MAC Ml R B8 [AE 1) 1P Mk, IX BLLRFFERIA . FHZYERIAH 2 K.
sty OK HZ 45
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Iql;:luh-: _Properl:-ie_s - Ml.J.dule-l
[%l Metwark ] :mt Firewall Settings ] S5L Certificate ‘J‘A Time Synchronization ] {#J Logaing ] Modes ]
=2 PN ] Routing Modus @ DHCP-Server
W activate DHCP
static |P Addresses:
MAC Address CligntlD IP Address I
Add ‘ Remayve
dynamic IP Addresses:
Stat [192168.0.10 End  |1921680.99
ak ‘ Cancel | Help ‘

sUT T RFE ERO AT IS s AT H . B Host1 | IP Ml 192.168.0.3. xishi TH
PR R 3 B b o gl #0350 H 21 SCALANCE S612 1, B EIE/R Fah. 7] LAt Detail<<
H SR T ROEAPIRES . WIRAE SCALANCE S R SERTIIITH , 7 BHEId 15 % 52 0%

ek
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Download configuration to security module.

b odule Mame: EMl:n:IuIEﬂ

IP Address: i1 92.168.0.1 MAL Address: : 08-00-06-96-94-EF

¥ Logon as current user

0t e
Start Aot Cloze |

MTSnEREl Security Configuration Tool E|

hitps: /#1921
https: /1521 -
A - 1 ) Transfer finished successfully. ..

hittpa: 41921
54

hittpe: 441921 Ik fted
2] ok |

hittpz: £ 192, e ————————— T
. Section was transfered successfully VW0.0.0.1

hitps://192.168.0.1:443/ dhcpd.conf deleting...

httpe: /#4192 168.0.1:443/ hosts deleting. .

httpe: /192 168.0.1:443¢ machosts deleting...

Setting local hime

httpe: /#4192 168.0.1:443/ Reboot, pleaze wait 1-2 minutes..

|

008 3:21:13 PM Tranzfer finizhed successfully. .

o [

£ |

7 BEE EHL Host2 1 1P 4 H 3h k.

Internet Protocol (TCPSIP) Properties

General | Altemate Configuration |

You can get P zettings azzigned automatically if your netwaork supports
thiz capability. Othenaize, vou need to azk pour network, adminiztrator for
the appropriate P settings.

(®)ilbtain an IF address automaticall
(7 Use the following IF address:

1P address: | . ) . |

Subret mask: | . ) . |

Default gateway: | . . . |

(") Obtain DM5 server address automatically
(#) Uzg the following DNS server addresses:
Prefernred DMS server: | . . . |

Alternate DMNS server: | . . . |

[ Ok J[ Cancel ]

RGNS RIS DHCP R4S 28 /0 L i Zh 4% 1P Hudik. 78 CMD %A IPconfig —all iy %%
FaER,
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C:AWINDOWS\System32'cmd.exe

Mindows IP Configuration

Host Mame . . . . .
Primary Dns Suffix
Mode Type . . . . .
IF Routing Enabled.
WINS Proxy Enabled.

Ethernet adapter Local Area

Desceiption . . . . -
Physical Address. . .
Dhcp Enabled. . . . .
Autoconfiguration Enabled
IF Address. . . .

Subnet Mask . . .

Default Gateway

DHCF Server . .

Lease Obtained.

Lease Expires .

Connection—specific Suffix

C:“JDocuments and Settings“Administrator>

IC:“Documents and Settings“Administrator>ipconfig —all

SIMATIC

Unknown
Mo
Mo

UIA Rhine II Fast Ethernet
B8-80-B6—928-BA—-AD

Yes

Yes

122 .168.8.18
255_255.255.8

192.168.8.1
2008F2 H2H 16:37:13
20882 H4H 16:37:13
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=3 Syslog
3.1 Syslog #fi&

Syslog & IP W% rh# e H B S AR HENML . IXANARTE Syslog H # F1E SR Syslog
P, LA FH B K% Syslog 15 BV R «

Syslog thiliE—A Client/Server [f145K): Syslog Ki%#& Ki%k/>TF 1024 77545 Syslog
P . PR H R R A Syslogd, Syslog daeman B Syslog server. Syslog 74 & aJ LLii
it UDP 5 TCP R RI%. Kl Rk AL AL My, w] LU SSLEAT icdh n %

Syslog JLAL I H] T~ W 2% RGN B2 2 & . RZHORE TN T & MHECE #0F:
Syslog, X#¥ Syslog sl i LA IR ) R Ge i i H 7 SCPF 2 A7 i

SCALANCE S 1) H & SCfFrT LU 2148 A i% 3 Syslogd b, 3XAFE AT RIS {5 K B RS I
SCALANCES.

3.2 Syslog A%

Syslog M2 20 25 -
Syslog Client Syslog Server

Host 1
192.168.0.3 192.168.0.1

Host1 L5 SCALANCE S [¥3i [ 1 AR, 1P Huhtdn B ps. fERCE SCALANCE S 22 fiif ity 2L
Security Configuration Tool(fii % SCT)# 4 V2.1 [itA . 7E Syslog client H 5 B2 3¢
Syslogd, XM %3E T 4341 Kiwi syslog daemon.,

Fes | AR

1 2% DHCP [R5 a AL IR R 4. XUhBiH EIbR ol 7E 3 51 Edit TRk £ P Property &
T, AR PEXHEHE . AR Enable logging to Syslog Server 75, # & 192.168.0.3
() Syslog Server [ IP Huhik. i OK 4441 45 01
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Automation & Drives:

(E;:eﬂence in
Si'emens‘)

Module Properties - Modulel

w2 VPN ] Fouting Modus @ DHCP-Server
= Hetwark ] ﬁm Firewall Settings ] 55L Certificate 'J-N Time Synchronization i Hodes
~Local Log Bulfers
i~ Event Clazzes tolog
enable Event-Clazs Bing-Buffer One Shot Buffer  Log buffer
[¥ Packet Filter E vents [firewall] ol e Packatliog
i & Audit Log
Configure ...
[V System events I3 ~ Sieniiog
i~ Hetwork Syzlog
V¥ Enable logaing to Svslog-Server Spslog Server [192.168.0.3
I Usze symbolic names in log Module Hosthame 1M0dule1
7 Event Claszes tolog
enable Event-Class assign Severity assign Facility
[~ Packet Filter Everts (frewall ]defau|t ;j ]defau" L]
[ Audit Events ]default ;J ]default ;]
B Spstemn Events SRl
QK J Cancel | Help

PRAFFI R 2050 H 2% DHCP T H (125 %% 6. $1JF Kiwi syslog daemon, 7 LLE I

SCALANCE S #J H & 34t

%t Kiwi Syslog Service Manager (Version B.0.1) |Z||E|[Z|
File Edit Wew Manage Help

Display 00 (Default) v

Date Time Prionty Hoztname  Message e
02-03-2008 13:14:01 Sysloginfo 192.168.0.1 FEB 03 21:14:01 szyslogd: restart |
b

I 100%  2MPH 1314 22-03-200¢
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HEIE By k5
4.1 Bis KSR

(TP B N B P ki N R = @ = IR R Rl TR 46 W T = B = e R
LRI LT DT . B KBS ASME ] LAY F #E Internet, B AT LR HIfE Intranetdr, 5512
ETE B VI R e o i3 By R mT LA 1 00 0 4 1)l i) AN DA, fR A
PLCESBILI W 45 14 (RIS AT o 19 3 T L ol o 98 25t 40 491 | Pt bk 5y 1145, IS R0 FH 2 £
P2 LA RSB ] PR RCAE SR ST R 5 [ 22 4 SHEs

SCALANCE STE 4y 7 K 335 ) 3= LA FH gl A2 B 1AM R AR AR UARF I I R 22 4 o 1Kl A
FHilE HE L A, FEC AN I 45 3 PR N 25 R A e vl IS . BT AR T TS RS2
SCALANCE SBJj kR ¥ fR4 . SCALANCE SECFRIRAAATI, ARIPELAILIE (2Z8MD , 4
i B 1 58 25 51 TR I K B T T RE
4.2 P KBS
75 K A3k 0 2% 2 2 1«

Firewall SCALANCE X414-3E

—=
Host 1
192.168.0.3 192.168.0.1 192.168.0.100

FHL Host1 15 SCALANCE S i3 1 1 AHIE, PHTT7AZ#Al SCALANCE X414-3E & SCALANCE
S M1 2 A% . X Host1 4b-F4hM, 1 SCALANCE X414-3E 4T P34 . BRIk
SCALANCE S &My kdi, BHAEATATAMBEE Uy o) ik 4, I aeild — R AT A& RvF
RS AN RS U ) B % . Gl BEE, Host1 Al RMEH] PST 1 H479#i%] SCALANCE X414-
3E, 7t Host1 frrf LIk 1E 3 b5 233 % SCALANCE X414-3E (1) Web.

Fei | AL

1 2% DHCP k553 AL BRE] 2. MBI B bR el fE . Bdit ik #EJE T Property i%
Tio HRRLLR R PRI . 124850 /E SCALACNE S [RIFRAERL .
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Excellence in
Automation & Drives:
Siemens

Module Properties - Modulel 5]

[%l MNehork, ﬁﬂi Firewsall Settings l‘g“ Time Synchronizationl Routing Modusl

Configuration
— Allow access to NTP server from
internal to external network
Allows [P traffic from internal ta Allow SiClock time meszages from
external network external to internal netwark
Allow [P traffic with 57 protocal from Allow access to DMS server from
ittermal to external netwark internal to external netwark

Allow access to DHCP server from

internal to estemnal netwark [ Allow configuration of nodes via DCP

IP Logging MAL Log Settings
™ Logunneled packets ™ Log passed packets
™ Logblocked incoming packets [ Log blocked incoming packets
™ Log blocked cutgoing packets ™ Log blocked outgoing packets

ak. Cancel Help

RAERT N BT H 2% DHCP I H 253 6,

2 LRI SR, 75 Host1 FRHTIT PST TH, i M& KB 45 R nl URIULAT
SCALANCE S.

% Primary Setup Tool - Broadcom NetXtreme 57xx Gigabit Controller - Packet Scheduler Minipo... E|:E|
Metwork, Module  Setkings 7

i

General information

i} 1L : 08-00-06 A-E7: 192.168.0.1

Device name : Scalance 5 Buw

\_J 1.__)J \ﬂ Ig hh /.F" Search ‘\f\'{Favnrites @ E__::v .:}; __n __] ﬂ .ﬂ

Address €] 192.168.0.100

@ The page cannot be disp Microsoft Internet Explorer

6 Internet Explorer could not open the search page,
The page you are looking for is currently u

site might be experiencing technical difficul

to adjust your browser settings.
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Excellence in
Automation & Drives:
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3 FTIT SCALANCE S brifkJa PE G i HEZE $% Firewall setting £, {#fE Allow configuration of
nodes via DCP, it OK F& /145 H

Module Properties - Modulel

5]
[%l MNehork, ﬁﬂi Firewsall Settings ‘J: Time Synchronization l Routing Modus l
Configuration
— Bllow access to NTP server from
intermnal to external netwark
Allows [P traffic from internal ta Allow SiClock time meszages from
external network external to internal netwark
Allow [P traffic with 57 protacal from Allow access to DMS server from
internal bo external network internal to external network
Allow access to DHCP server from . . .
internal to estemnal netwark v Allow configuration of nodes via DCP
IP Logging MAC Log Settings
™ Logunneled packets ™ Log passed packets
™ Logblocked incoming packets ™ Log blocked incoming packets
™ Log blocked outgoing packets ™ Log blocked outgoing packets

QK | Cancel | Help |

4 PR, HAROr X252 DHCP I H 1¥) 3 fl 4. £ii% Firewall settings £, siifi IP
Serive Definitions...4%%l . 7 TCP k%5, rithiiz#l Add IP Service 3 n—/> IP il %5
ServiceO, B4 0 HTTP, H i 155 B4 80. 13 H 5 /& HTTP g5 i 5 . 48
J i OK 45
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IP Service Definitions %]
IF Services I |ICMP l Service Gru:uups] Group Management]
Marne | Protocal | Source Fort | Target Fort |
HTTF tep M 80
Add IF Service Remove [P Service |
(1] | Cancel | Help |

5 7t Firewall settings F 2@ EXTURHE S, At Add Rule #4241, 34—/ 22 e, shfEh
U Allow, J5 1) 4R R P E5 External->Internal, R4 HTTP. i A] LU 55 22 4 & s
IPAIH I IP, IXH GBI sl OK 45

Module Properties - Modulel

ﬁ WPR ] Fouting Modus ] @ DHCP-Server ]
E%l Metwork ﬁﬂ Firewuall Setings ] S5L Certificate ] 21« Time Synchrohization ] »-l,—ﬂ Logging ] E‘_EI_ MHodes ]
IP Rules | MAC Rules |
Action ] Direction ] Source IP I Destination IP I Service ] Eandwidthih... ] Log
|AIIOW _V_] | External-+Intemal :_] HTTP -
<
Expand Collapse Add Rul . S
Folaesy Flieae ule Femowve Rule 4+ ¥ IF Sarvice Definitions...
ok ‘ Cancel | Help ‘

6 RN BRI H, 2% DHCP Wi H 2P 6. £F Host1 H4THF PST T H WM 4%, Af
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Siemens

Exc-eﬂence in
Automation & p

DLFE W, SCALANCE X414-3E.

%1 Primary Setup Tool - Broadcom NetXtreme 5/xx Gigabit Controller

- Packet Scheduler Minipo... |Z|__ |z|
Metwork, Module  Setkings 7

o @

General infarmation

Device narme

TR IE JEAS T AT IT 192.168.0.100 1) Web T

2 SCALANCE X-400 WEB Management - Microsoft Internet Explorer

File Edit Yiew Favorites Tools  Help

@Back @ -J @ @ \r_:j pSearch '\*Favoritas @ &2- :\; Iy_;l A \_‘J ﬁ ﬁ

Adkiress | €] hitp:ff192.168.0.100]

SIEMENS

| Automation & Drives
® Console @ Support

SIMATIC NET

Logon using a secure HTTPS connection
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BLE EUTH M
5.1 VPN #id

VPN AL, HI ¥ (Virtal Private Network) , & — 4 ZF il IR AL I 2 &5 (AE22 42 1) k4
4 Wt a. ARSI FRE RIBEE . DX P 4 Bl BRI AR, AR A IS

PR R S AR AR, AT SEIAE 2 B _EAR AT Hdls . & 2R
AWML 2R WH, VPN AN ERFY R, s w] DB . A w5
SCHURA S R AK Y B A R 7 ] 2 =) 1R P I e a7l A5 1 e e e, I ORUE RN 1R 22 AR T o
TR Mk R 4%, VPNRT LU I 22 A L R O i v 8 22 ) B8040 A e R L 23
(Confidentiality), ELSZH[4E4T (Authentication), ¢35t (Integrity) [k (7 )45 .
XPER AT T N2 E R AT M4 . VPNERAE T — N2 5T 30 T Bok i vkl i 2 i
W 46 22 A AT AL AT AR

FEFEIVPNIY, 5 EVPN ServerfIVPN Client, Jf H LA 5 sCH B, fldn, AT L@k
PIA~SCALANCE S#E VPNIlIE, 7] LAF]FHSoftnet Security Clientf 52 I PC5 SCALANCE
S AN VPNIEIE . IXFESCALANCE SIfI Py P LA K PCHE f2t 22 4= 1) I 285

VPN BEEBOARA T R B HoR, I iE B e BRI i ah Hotls (il i 5 — 2 s, #ish
BT Ak, IXFESE SN M) SRR SO AR AR A 1 S A M SRR S

SCALANCE S FHIPSectpist b5 i A 2 s VPN KBS 8 . IPSecit 76 & FEIPVOIN B[], &
IPv6 )7y L TAELEISOIOSIHIMZS =, RIZE3 . IPSectMMAE L Fl it BRI A 3 —ilg,
AT LA, — AN 24 ATAEBRIE . IPSec® — Rk TR BN ks, SN A4 (SA
SecuntyAssooann) (F3%EHz . IPSecEAEIPI 4% | LR IIE 22 Al A5 (1 TP O ERESE,  IPSecsEfx

BN TAZ BT, EAEIPESR IR E A 5o R O
Horb LU E B (45 RFC2409 IKE (Internet Key Exchange) H.3% M 25445 #:. RFC2402 AH
(Authentication Header) i3k, RFC2406 ESP (Encapsulating Security Payload 2% %
AT ) TN A M

IPSeciti i AHRTESPIX P AN 22 A W SOK S BB U6 I - 203 5 HE A St DR 3 PR H
b, I Hiew] LU I IKE S IPSect it 1 H BN W AT # B B ST AN G4 22 1 A SART IR 55,
PATRALIPSec i A B, AHUE L SKIOTEPM L, F 2R LR Dh REA AR IR I . Hdl 5o
PERSIG AN B 4R SCE I ART,  AHIEANINES P R 47 B a i . ESPadfhe 22 4 Bia bl
E R AR MY A T DI REZ AN (HHH G S BRI AN TIPSR ), 3 TR ST IPHR SCHY I
HIRE. AHRIESPH] LLEAAE T, Wr] BLRINE T o X T-AHAIESP, #iA P RERAERIA: 1%
s RN BEIE R . SCALANCE SIV VPN ‘22 4= S I AU A8 ES P22 4= W 3L o

IKEFEH] T PIANBr BOA IPSecBEA T3 H D i DR 7 22 ik . 28— BB, A5 5 5 e ) 8
AL T ANl S A R IS, SRR BORASEL T AN R, BROYIKE
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SA: BB, B BTN A IE R IPSectl i A i ds, R A IPsectd i HAA 1
AR, #E7IPSec SA, MTIPSec SAF] T & PRI 2 4 3% .

IPSec SAR] LU T THCE 197 U, HJE &g by s 2 i), F LR E AR W
e, 11 ELAE LR IE 22 Ak o 3Nl B4R IKE [ S3hE AT 22 42106 W3 e 37 5 S AT i (1 i e
IKEVI SR IPSectefit T H B i Ac #2540 . g7 e R BRI IR S, LA AKIPSecfifd HIFI A
B IKERAG—E BRI, TRAEA MM S Eat iy R H ., BIEG 6. #O7IKE
LA

DH (Diffie-Hellman) =t k#3414 % . Diffie-Hellmanfiik & —Fh A& P50k, Wl
WUITAEAE BTG DL Tl A8 e — 2644, THE L= 0% ISR Al $ & A 4 n %
HHE (U7 AR S P IKERRESEE T B ACE AR 2 A M 4% | E Ak 16 %,
I I — RAVEAE A e, 2t XU e s . M =2 (W& HEk T
D7 AR AT A e, S 2 LIS BLIE I 280 . SE B AT ¢ AP (Perfect
Forward Secrecy, PFS). PFSi&— Mgz eth, &P, JEA 0 FoAh 25 P 1) 22
Ak, DX e A IR A K R . PRS2 HDHEILARBE () .

BAE . B0 RAER SN 54y . XF T-pre-shared key®iiE 7%, BAlE 7 H KA
N AN, BAE AN FSE AN AT BEAEXUT P2 A A R B0 o B0AE T B XU &
LIPS

SR BB E B R R B AR, S TR B R AR

TERFC2409 e, IKESS— B B Hh i vl LUK R 388 (main mode) Fillfy
R (aggressive mode) . W (1) = 22 X E T BT AR USRI B - 4 . SCALANCE SHJ
LUS I IKE B 3l i @20 IKE SA. I 1T UK 75 2211 199 2% BR800 8 AR o g Y A e =

ZARMERLZ IPSeclf LA, BZIPSeciA BT, SARIBAFA A LB R 2 5E, filln, ¢
FHURFI M (AHL ESPIEJEW# 5 A D Il R AR (BRI E R O L s
S35 (DESHI3DES). e Uit ih O Hiotls (1 L B LR B I A A7 JR I A%E

IPSec SAZ AL HL I 1), E AR S Z IR LI A5, 52D T B PS4 B R 43
ST AN T7 ) (R B AT 2 AR g e A A AR A R . A R R T S 5 A
e DA A BRG], RERE TS € KRR N TR) s Bk AT S8 LAVR BN BRG], RRALdmds e i) 8o &
C7A9) AT 88T SCALANCE SA I ] 2 3t 5K BEOBTIPSec SA.

AHFIESPHI REGE X IPHR SCIK e B AT IR UE, LA AR SCAE AR R b R A e B i 300F
VLM S R A R R, AR5 RO — M REE E AT K R BN, JE A ] e
KRR RS, R O B . IPSec W7 TSN B, A SR PN SR A R, )
TR SR AR LB . — R IPSecd B FIEGIF 575 : MD5 (Message Digest
Version 5) Gl AT K ERIH R, 725 128bitf3 B 2. SHA-TIE 4 N KB/ T2/
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64K 5 LI S, P2 2E160bit i BB, SHA-1 (Secure Hash Algorithm 1) 2K
TMD5, P2 %4, 7EIPSec SABTBt, SCALANCE SHJ L BEMD5E# SHA-1.
ESPAEMS XoF IPHR SC A ZREAT I AR I, By 1R S A 280 A P ool iR o n 25 SR S I
FELE R R G, e AR R I B AT s R A . — ek BLIPSecl FH A
hn#%Hi%: DES (Data encryption standard) i F 56bitf¥) 2 4HXT—A>64bit ¥ B SCHLEAT in
%%, 3DES (Special triple DES) 8 [§ =4>56bitfIDESH ] (3L168bit3 4D X SCiE4T hn
. 3DESHA W e axtk, (M n% 5 i)id i 2 LU DESIE 43 £ . 1EIPSec SAMTEL,
SCALANCE Sk J W] LA I DESER 3DESHEAT £cdhi %5, i& vl {i JHAES (Advanced Encrypting
Standard) B EEAT N
5.2 VPN A7
VPN 25 2 25 14 -

VPN ) ORGPt

192.168,0.2 Host3 ./
NG 192.168:0.5

192.168.0.100

Host 1
192.168.0.3

Host1 545 #Hl SCALANCE X414-3E 3%, 2 4> SCALANCE S [0 M 2% 5 11 1 3 551 55
SCALANCE X414-3E #Hi%. 2 4> SCALANCE S /A &B M 2% 5w 143 79 5 T 41 Host2 Al Host3 #H

%

Feg | AR

1 BT H P 2 REL Yy vpn, BAKAAS % DHCP AL . EDLH IS %4
PR S612 V2, MM 41 A K 3 1P Huhik, RS A B 75 I SCALANCE S 1) MAC
Huhlk,
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Excellence in
Automation & Drives:
Siemens

& Security Configuration Tool [ vpn -- C:\Program Files\SIEMENS\Security_Configuration_Tool\WProjects\Configuration1ivpni |
Project Edit Insert Transfer Wiew Options Help

D[c|m| e | 52a%[5] saf [o =

Mumber ‘ Mame | Tvpe IP &ddress ext. Subnet Magk ext. IP Address int. Subnet Mazk int Default Router | MAC Address

Al Modulel  5612v2 18216801 256.256.256.0 08-00-06-96-94-E7

g2 Module2  S612V2  192.168.0.2 255.255.255.0 08-00-06-96-94-B7
Ready Current User vpn Role: Admin Standard Mode | Offine |2

(EAEMRE R, A7 5t VPN Groups, FA—ANBidl. sk T LR o

o

&1 Security Configuration Tool [ vpn -- C:\Program Files\SIEMENSYSecurity_Configuration_Tool\Projects\Co. .. |Z||E|fg|

Project Edit Insert Transfer Wiew Options Help

D1 | m] o] x| S9]dh| 6] sl [o 2

DOffline Yiew Group Mame Authentication Group membership until | Cormment
=[] Al Modules

I >

Feady Relans Current User: wpn Fale: Admin Standard Mode | Offline |2

BRINA Group1,

Project Edit Insert Transfer ew Options Help

D[ | @ Ee|e| x| 7| A[05] sl [o 2

Offline View Group Mame Authentication Group memberzhip until | Comment
=7 Al Modules gpaGroup‘l Cerificate

|

| >

Ready Current User: wpn Fole: Admin Standard Mode | Offline |@

3 WRIGLEZEMEL N, R PR Module1 A1 Module2 FI3 2 (1) VPN Group1 . X I 22414
BRI RS EH L 5 A8 S 35 R Group 1 B BEIAREEA S 40 th . FERRIERE R, nTLLGE 2
BRI S 00 50 0E J7 2 AE FH B s 72, A0 R 2037 4F 2 H 13 H.

&9 Security Configuration Tool [ vpn -- C:\Program Files\SIEMENS\Security_Configuration_Tool\ProjectsiCo... |Z||E|rz|
Project Edit  Insert Transfer Wiew Options Help

D | @ =l x| 57k [E] dal [ =

Difline Yiew Murm... | Mame | Authentica... | Group membership until | Tvpe

=3 Al Modules 5l Module(Shortcut) Certificate 2/132037 2612 W]
2 Modulel B2 Module2(Shorout Cerificate 211212037 SE1Z V2
S Moduls2

- @ WPM Groups

ﬁia Groupl

Ready Current User: wpn Role: Admin Standard Mode | Offine |2

AT DU 75 2B DO P 1) 2 e BB (KA I 8] o 2, W Module AT A A
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Excellence in
Automation & Drives:
Siemens

Group? bR, Nz B SO .

- Certificate validity

roie it I Transf - Helr Certificate valid until:

D@ e x| 5955 dal (= § 1307205

Difine Yiew B Bl Jup203s [ membership until_| Comment

=3 All Modules E’ﬁGrouM (Shaortcut) Sun Mon Tue Wed Thu_Fii 036

] 55 Modulel 29 a0, 1 2 3 % B

B¢ Module2 E 7 8 9 10 11 12

= [ VPN Groups &E» 14 15 16 17 18 19

-y Group? W0 2N 2@ 23 M B/ B
‘ A d il | »

Elgiead"y (Currentl £ Today: 2/13/2008 Standard Mode | Offline | @

4 HL T UE T G UE 7y 2R w22 4x, o] DA Pt e = s G I . IR View SR 1)
Advanced Mode. *Lii VPN Groups A4 A1 Goup1 ElAx, i Group @1, EFETI
LB HIGUE . XS T IKE SA Fil IPSec SA RJ LIRS FF 24T B0, X A BN ) & .

roup Properties for; Groupl E|
* Preshared Key " Certificate
Key: FBIFKCKhuCH-ZR M ame:

Advanced Setting: Phaze 1

IKE Mode: Main -

Phase 1 DH Group: Group2 -

S Lifetype: 54 Life: | 2500000 iR
Fhasze 1 Encryption: IDES-168 - Phase 1 Authentication: |SHA1 j

Advanced Settings Phaze 2

SA Lifetype: Time A S Life: | 2880 rriify
Phase 2 Encryption: 3DES-168 - Fhase 2 Authentication: | SHAT j

[ Perfect Fanward Secrecy

Comment

[1]4 | Cancel Help

IXEF, TiH VPN (12 46 5k 7 =l i Preshared Key 11177 3.
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Excellence in
Automation & Drives:
Siemens

&9 Security Configuration Tool [ vpn -- C:\Program Files\SIEMENS\Security_Configuration_Tool\ProjectsiCo... |Z||E|rz|

Project  Edit  Insert Transfer Wiew Options Help
D3| @] o] | S7[ (| din| [° 2w
Offline Vievs Group Mame Authentication Group memberzhip until | Comment
+ I@ Glabal Pud-Rulesets [ﬁgﬁgGroum Preshared
=7 Al Modules
S Modulet
S Module2
- @ WP Groups
ﬁ?ﬁ Groupl < | >
Ready Current User: wpn Bole: Admin Advanced Made | Offine |2

5 {F Transfer S8, 1+ to All modules &1 . F#IAH .

Download To All Modules X

Module Mame | Status |

b odule] Changed

bodulez Changed

=

-

Proceszing: | Modulel
| Skip Abort Detailz <<

21342008 32124 PM Transfer started...

2132008 3:27:24 PM Madule1 Transfer started...

Starting GetlP

E stablizhing connection ..

|Jploading wersion .

httpa: /A 132.168.0.1: 443/ pra_info kst File fransfer started
: Sechon was ransfered successfully V¥0.0.0.2

httpe: /192 168.0.1: 4434 ip.conf File tranzfer started

P |

Download To All Modules
Module Mame Status |
b odule] Download O,
Module? Download O,

6 ffi [ Ping MR, FIH Host1 2 Ping 2L'& FH1 host2 &k, 3, 45 Ping AN,
1M AL host2 Fi1 3 22 8] LAAHE. Ping Jd .
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Excellence in
Automation & Drives:
Siemens

7

Project Edit Insert Transfer Miew Options Help

Dm0 ] o] 995 (B8] ol © [

sy T HA A Eli| e M ELE Module1 F1 Module2. B AAKPRERE E.

54 Modulet
S Moduls2
=] I@ WPN Groups

Online Yiew Mum... | Feachable | Mame | Authentica... | Group membership until | Tvpe
=3 Al Modules AU Ves Module‘l(Shortcut) Freshared 56122

ﬁia Groupl =
< [JET £ | >
Ready Current User: wpn Fole: Admin Achvanced Mode =
YA \
BT A M) Modulel AR, ATLAAF modulel BPRAME B MR HM. REHE.
jéEl/:IllA:\‘\ @J\‘—J‘_YEE[%\ Tﬂ’{j(/l_.\\ V\]Mlzjjl\\\o MOdu|e1 E"J -[’ﬂ’ljtiu‘,fl:h%\o
Ml;aulel [Online Yiew ] : ®
Status] Date and Time] System Log] Audit Log] Packet Filter Log  Communication Status l Internal Nodes]
Known Scalance S Devices
Mame ] IP Address ] Known By Tunnel Status ]
&? Module2 192168.0.2 configured enabled
Endpoints behind: 192 16802 Known By configured
IP MAC Known By Subnet ID/Subnet mask
é 192.168.0.5 08:00:06:90:BAAD learmed
Properies of tunnel to; 192 168.02
Status Source D estination | Encrypti_. | &uthentication SPI Bytes Elapsed | Soft Expira.. | Hard Expira.. | Soft Exp... | Hard b
enabled  192.168.0.1 192.168.0.2 3DES HMAC-5HA1 01a51041 38408 154576 171856 1] a
enabled  192.168.0.2 192.168.0.1 3DES HMAC-5HA1 di763as1 9216 154576 171856 1] a
£ | &
I Auto Refresh 3 E Seconds Refresh
heady

Module2 HJETIRASE B .
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Excellence in
Automation & Drives:
Siemens

Module2 [Online Yiew ] 3]
Status! Drate and Timei System Logi Audit Logl Packet Filter Log  Commurication Status i Intemal Modes !
|Kn0wn Scalance 8 Devices
Mame IP Address Khown B Turinel Status
Gl configured enabled
Endpoints behind: 192 168.01 Known By: configured
IF | MAC | Known By | Subnet ID/Subnet mask |
é 192168.0.4 00:11:25:85:A4:40 learned
IF'roperties of tunnel to: 192.168.0.1
Statuz I Source I D estination 1 Encryption 1 Authenu 5P 1 Butes Elapsed 1 Soft Expira... i Hard Expira... I Soft Exp... I Hard E
enabled 192.168.0.1 192.168.0.2 3DES HMaAC-..  01a51041 43712 154162 171442 1} a
enabled 192.168.0.2 192.168.0.1 3DES HMALC-..  d9763as1 10022 154162 171442 1} a
< 3
[~ Auto Refresh ]5 3: Seconds Refresh |
Feady 7
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FANE BH
6.1 H itk

e PR AR 1K) T AR F O E AR W B 1P 4, S ah el DUERAE BEA I 2tk . PRIy
PREEMIIT I, e ORI OB Y, DRI 4 RGUELS ST, WML RE R, RS
REGNpa A, MIMTLE P4 3 G0 R H 3R 1 ke K

M i1 P 6 U (R AR RS R S A B L AR AR, . (R S AR AE 2 5 —
JERIAS MU, e 288 2 T TR A D N 6 A 2 34T R 4o B, — 6B
FE P P b 8 T DA R 25 R0 2 e 2 AT B, AR I RE IR 1P il ) 9 46 57 14 1T LUl
M. WA AR AR, RS T A, IS N F A
fibo DRI, AP S R A e R T S 1 A A E L A O A A B B ) A LA
HSE, T AR SE M S R (R 4, AT % ph 8 T DASRE oo 9 458 (R AR R % . 5ok, IS i s A7
)RR, MO R e W FE R 25y o, ORI T R SRR, A I AR (R A s
1Ko B RS T LL A B JERLe ) 3, 2 B2 10 50 Ah— MR AT

MR B, 78 P4 S N K E A R A e e AR L R B IR AS L R v IR 2 .
IR, Sl 2% HLIE S AT 9 ELIBCHT R B B FH AR ok e e B AR I AR WA
Tk AR AN O I T 4K IR AR AR R A, IR A AR X B H sk ae T
W, PR e AR 1) SIS U 5 ey 0 A B ch AR R DGR ITAE . R T e XTI TR, TERK s
HORAT A S5 P AR S A2 I AH DB ——% th 3% (Route Table), Hbs HiE R .

e P T LU R G B 0L [ e R R A Y, T DA RSB th RS E 0 gk
BB U 2 1B R R A FRAS (static) B, — MR 7E R G0 he T AR o I 45 1) i 17
DLTSETRE I, BANS B AR I 2% 25 M I R T 0 . )4 (Dynamic) % b1 2 % rh 334
i 9 24 ZR LS AT I BT E SRR % tH R . 8% P 2R AR R % B $E P (Routing Protocol)
AL IIRE, BB I RNCAZ MRS TG DL, 7R EE E B R AL I R L R AT

SCALANCE S fRBtEEA B, i ThRE, #HE NN T-AI IR 5e M. SCALANCE S Hi1 - HA
Bii kI ThRE, AR A AT BB ORN,  IXREA R SE B £ 2 [A] AR AH ELH R .

6.2 B A

Host 3

el 192.168:20.5
192.168.10.1 S 3
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Excellence in
Automation & Drives:
Siemens

ML Host2 5 SCALANCE S % 1 1 3%, FEAHL Host3 5 SCALANCE S ¥ [ 2 #Hi% . Host2 {i/.
TFW 25, B IP Ml 192.168.10.1/24, Host3 A7 T 1K 3 1, ZME IP Mk
192.168.20.1/24 ., HAK IP i 5% W21 & .

Feg | AR

1 BRI H T 4 9444 Route, BARAIAS % DHCP AL . ATH A 1 %
AR S612 V2. IR ML A K & E P bk, MHERLFEAH N7 N SCALANCE S [ MAC
Hidik

&7 Security Configuration Tool [ Configuration1 -- C:\Program Files\siemens\Security_Configuration_Too\Projects) ] *

Project Edit Insert Transfer VYiew Options Help
O||@| e[| 8] dif = =
Offline iz Mumber | MNarme | Twpe |F Address ext. Subnet hdazk ext. P Address int. Subnet bazkint. | Default Router MAC Address
=23 Al Modules ER Maodulel  SE1ZWZ 192768107 255 266.255.0 08-00-06-96-94-E7
Modulel
@ VPN Groups
Ready Current User: route Role: Admin Standard Mode | Offine (@

2 WA E: Module (AR, #HARAER S X 1 HE . 164% Routing Modus, i
fit Routing active, IGHNAFIMZST IP Y 192.168.20.1/24.

[%l Netwolk] ﬁﬂi Firevaall Settings] ."1“ Time Synchronization Frouting tadus l

Fouting
[v¥ Routing active
external module IP address external subnetmask

internal module IP address 192,168,201 internal subnetmask 255.255.255.0

ak. | Cancel | Help

sl OKHZH S5, IFORAFIIH .

& Security Configuration Tool [ route -- C:\Program, Files\SIEMENS\Security_Configuration_Tool\Projectsiroutel ]

Project Edit Insert Transfer VYiew Options Help

D= & sin| (2 &

Dffline “iew Murnber | Marne | Type ‘ IP Address ext. Subnet Mask ext. | IP Address int. | Subnet Maskint. | Default Router | hAC Address ‘
@1 hodulel S612W2 192.168.10.1 265 2552650 192.168.201 265 2852650 08-00-06-96-94-E7
@ YPM Groups
Reacly Current User: route Role: Admin Standard Mode | Offine |2

3 FEEE BT, FFETF A BT KB XA A Module® I EIAR, 3 ARAERBL R B
JEMEXTURHE . £ Firewall settings, {#&E Allow IP traffic from internal to external
network. IXFESVE PRI E U7 [l ZR RIS, DLORYT NI . il OK R &5 R . PRAFI0
H I T
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Excellence in
Automation & Drives:
Siemens

Module Properties - Modulel
[%l Mebwark :mt Firewsall Settings l‘*lﬁ Time Synchrnnizatinnl Raouting Mu:udusl
Configuration

[ [

Allo [P traffic fram intermal o r
enternal netwark,

[ [
| |
I[P Logaing MAC Log Sethings
[ Log tunneled packets [
[ Log blocked incoming packets [
[ Log blocked autgoing packets [

This module is in routing mode. Therefore the MAC rules will not be applied.

E5

k. | Cancel | Help

Ko FERM A ERE Log HisThAE.

TP TT DR PRR PR T, BT U G A I DAL . Iy DABE L 7 AR U PR e A
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Excellence in
Automation & Drives:
Siemens

Module Properties - Modulel

=3 PN ] Fouting Modus l @ DHCP-Server
E%l Metwoark ﬂﬂi Firewall Settings ] S50 Certificate ] ;]—“ Time Synchronization ] {#J Logging ] Modes ]
IP Rules | MAC Rules Ginactive) |

Action I Direction J Source IP I Destination [P I Service I Eandwidth{hd... I Log
Allow Internal->External (ally o
Cirop External-zInternal (ally o
A4l

Expand Callapse Add Rul . e

BhlaiEy Blidiae ule Remowe Rule b 3 ¥ IP Servica Definitions...

ak. Cancel ‘ Help ‘
Y v N
4 45 PC AL Host2 B & IP FIRY K.

Internet Protocol (TCP/IP) Properties

General |

ou can get [P settingsz azzigned automatically if pour network supports
thiz capability. Otherwize, you need to ask your network. administrator for
the appropriate [P settings.

(") Obtain an IP address automatically
(®)Uze the following |F address:

P address: [192.168. 10 . 4 |
Subnet mask; | 255.256.255. 0 |
Default gateway: [192.168. 10 . 1 |

Obtain OMS gerver addresz automatically
(%) Use the following DMS server addresses:
Prefered DMS server: | . . . |

Alternate DNS zerver: | . . . |

[ Ok H Cancel ]

25 PC EHL Host3 & & IP A%,
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Excellence in
Automation & Drives:
Siemens

Internet Protocol (TCP/IP) Properties E]g
General

'au can get [P settings assigned automatically i pour netvark supparts
thiz capability. Othenwize, you need to azk your netwaork. administrator for
the appropriate [P settings.

() Obtain an |P address autamatically
(#) Uzge the following IP address:

1P address: 192 168 20 . &
Subnet mazk; 285 28R 2R 0
Default gateway: 192 168 . 20 . 1

(%) Use the following DMS server addresses:

Freferred DWNS zerver:

Alternate DMS server

[ ok, ]| Cancel |

5 i Ping ThREMA M HIhRE. Host2 ff ] Ping %1 Host3. A4 RANE .

WINDOWS\system 32\CMD . exe

C:“Documents and Settings>ping 1%2.168.28.5
Pinging 192.168_.28.5% with 32 hytes of data:
timed out.
timed out.
timed out.

timed out.

Ping statistics for 192.168.20.5:
Packets: Sent = 4, Received = B, Lost = 4 (188x loss>.

C:Documents and Settings>_

Host3 { ] Ping 2 Host2. IMiAZ5 AW . SEHL P R 250 1 i i 2 e -
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C:AWINDOWS\System32kcmd.exe

C:“Documents and SettingssAdministratorping 192.168.10.4
Pinging 172.168.18.4 with 32 hytes of data:

Reply from 192.168.168.4: bytes=32 time<ims TTL=127
Reply from 192.168_10.4: hytes=32 tine<{ims TTL=12%7
Reply From 192.168.168.4: bytes=32 time<ims TTL=127
Reply from 192.168.168.4: bytes=32 time<ims TTL=127

Ping statistics for 192_168_18_4:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms. Average = Bms

6 | il T e Zml, it R Moduled kR, WTLLEET modulel (4L YE H 5
Mo fiidi Start reading %41, #fH Log Settings % i&HE, s5i% IP. Dropped Packets Al
Passed Packets 3 NIl .

Log Settings
Categories ] Eapture]

v 1P [Layer 3]
[ MALC [Layer 2]
v Dropped Packets

[v Passed Packets

k. | Cancel

UK =S ONIPURTA PSS
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Excellence in
Automation & Drives:
Siemens

I*Eulel [Online Yiew ]

Status] [rate and Time] Spztem Log1 Audit Log  Packet Filter Log l Communication Statuz | Internal Nodes]
PacketFilter

Mo | Date ] Time | Source | Destination | Protocol Interface | Action Direction | Mates ~
3217 2/14/2008 1:24:58 PM.84 192.168.20.05 192.168.10.04 lemp Ext Paszed Out IChP: Ty
aB177 2/14/2008 1:24:58 PM.84 192.168.10.04 192.168.20.05 lcmp Ext Paszed In ICAP: Ty
3B 17 2/14/2008 1:24:53 PM.84 192.168.20.08 192.168.10.04 lemp Ext Paszed Out ICHP: Ty
32179 2/14/2008 1:24:53 PM.84 192.168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Ty

*, 2 B lemp Ext )
32191 2/14/2008 1:25:00 Pt.84 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICHP: Ty
3B 1a2 2/14/2008 1:25:00 Pt.84 192.168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Ty
321 2/14/2008 1:25:01 PM.85 192.168.20.08 192.168.10.04 lcmp Ext Paszed Out IChP: Ty
32104 2/14/2008 1:25:01 PM.85 192.168.10.04 192.168.20.05 lemp Ext Paszed In IChP: Ty
32105 2/14/2008 1:25:02 PM.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICAP: Ty
2108 2/14/2008 1:25:02 PM.85 192.168.10.04 192.168.20.05 lemp Ext Paszed In ICHP: Ty
3B 187 2/14/2008 1:25:03 PM.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICHP: Tyy
32108 2/14/2008 1:25:03 PM.85 192.168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Ty
32189 2/14/2008 1:25:04 PM.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICHP: Ty
32190 2/14/2008 1:25:04 Pt.85 192.168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Ty
32191 2/14/2008 1:25:05 PM.85 192.168.20.08 192.168.10.04 lcmp Ext Paszed Out IChP: Ty
32192 2/14/2008 1:25:05 PM.85 192.168.10.04 192.168.20.05 lemp Ext Paszed In IChP: Ty
32193 2/14/2008 1:25:06 Pt.85 192.168.20.05 192.168.10.04 lcmp Ext Paszed Out ICAP: Ty
33194 2/14/2008 1:25:06 Pt.85 192.168.10.04 192.168.20.05 lemp Ext Paszed In ICAP: Tyy =
¢ I s b

¢ Buffer Sattings: Ring Buffer e Stop Reading Stop Logging

heady
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#-tE NAT/INAPT
7.1 NAT/NAPT #id

B Internet RXEA JE, 1P HHERIG o — T3 SR I I . DA IR 2 M5k
HYFAL 1P b R 1) K Iy %o Lo A RAAT Ml (75 RFC1918 HhE ), AR I HERY
(VLSM, Variable-length subnet mask), J&2&38/a] % 1 (CIDR, Classless inter-domain
routing), HulEEH(NAT Fil PAT), shzsHuhbih (40 DHCP) & IPv6. (HIERARA AR v 1P Mk A
SRR R 7V ARSI IPV6

h T IR AA P HEEIIR DR, — B P e ) I B A A k. (2, 7R
JA A R A R AL MR ) — AN S ARt R AR X SR B A AT Mt AN B 2 A DR R 1Y
(B IR A YR, B R I DRURE I FRDEA 1 B 25 HL Ko i 23X — 45 A NAT HR NV IZ i
4.

NAT (Network Address Translation) [{IZhfig, sl 2 iEeE—ANMZ N HE, M4k 75 2 n] DABE &
HE SCIPidik, AT EA I s R A, B EALIREE Y EH 1P sl RE4 T30,
I AT HLE 5 508 Internet W34 T THING,  BAT NAT DhREI % (LL an i e 4%) 11
TR FL T 1P Mok 4 (Translation) DGk 1P Mk (BRI £k Frag iy 1P ki) 24730 45 .

NAPT (Network Address Port Transition) [ Zfigs& 5 NAT NS e AH S EE ), Mt &
FIHBHEARST . 5 NAT EORMANE],  Hol i A k9 2 AL 1P ik A 15 7010 I 2% b 2 i
P B (Translation) A4 1P HuhE TG 115

SCALANCE S SZHF NAT A1 NAPT Difig, 3XFERTLAXE T SCALANCE S JITiE £ ) 4 14 52 46 1EAT
TRy (B . Ji4h, X TIRZ EE M M4 HILN A AR P e, 1 NAT (17
BT AR A . 4, T SCALANCE S [RIN X HAT B kB hfig, XAEAESCEL T
NAT/NAPT J&, #dA Gk By kb, Prold e A )n, A8 aEsing, X
A i SE I T (R AH HL 38 H
7.2 NAT/NPAT 475
NAT/NPAT M 45 2 75 -

Host 2
192.168.10.4

SCALANCE X400 Host3

Bl 192.168.20.6 192.168.20.5
192.168.10.T>+.
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AL Host2 5 SCALANCE S ¥ 11 1 #Hi%E, FHL Host3 HAZ#Al SCALANCE X400 AHi%, A2t
Ml SCALANCE X400 5 SCALANCE S )i 1 2 #Hi%E . Host2 i T4k 2 /1, iZ R EXIF) 1P R 5%

4 192.168.10.1/24, SCALANCE X-400 F1 Host3 {7 -9 M th, %M Bt 1P 56
192.168.20.1/24, EAK IP Hihl- 2% M &K .

e | AR

1 W H P A MRS ) NAT, BAAS % m4las 200, 3. il View S, L%
Advanced mode. XUtidi =% Module (I FEIAR, B H i A A B Ja oo T AE o 1t 4%
Routing Modus . fii§& NAT active FI Allow Internal->External for all users. IXFfT1T P
PR A5 T LA A A 2% U 46 AR T ARE K o EHE NAPT active, 45N MK BE 4 SCALANCE X-
400 BEEAMBEG 5 15000, V&7 2 EAE 8000 Al 65535 2 [H]¥)3 5

Module Properties - Modulel E
E%l etwiork 1 :mi Firewall Settings ] S5L Certificate ] ;1“ Time Synchronization ] 1,}] Logging ] g Modes ]
=2 VPN Routing Modus DHCP-Server ]

[~ Routing

W Fouting active

external module 1P address . 1 external subnetmashk 2

internal module IP address 192.168.201 internal subnetmask 255.255.255.0
[ MAT MAPT

v MAT active v MAPT active

W &llow Intemal->Extemal for all users external IP address

external IP address | internal [P address | Direction external port J internal IP address internal port
15000 192.168.20.6 a0
2! |
|1 92.168.10.1 ]" 1Intemal->E:-ctemaI
Add ‘ Remove ‘ Add ‘ Remove ‘
ok ‘ Cancel ‘ Help ‘
2 miifi Firewall Setiings #2, 2L KEGHN . 3X AT LLFRE %N M ¥ 25 SCALANCE X400 1)

IP . JFAE Log F23us H G ThRE. RAFITH I H 3o
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Module Properties - Modulel 5]

E%I M etwork, :\. S50 Eertificate] ;1“ Time Synchronization] »l,—ﬂ Logging] Nodes] @ VPN] Routing Modus] g DHEP-Server]
IP Rules | MAC Rules inactive) |
Action | Direction | Source [P Destination IP | Service | Bandwidthib... | Log
Allow Internal->External {ally o
Allovy External->Internal 192.168.206 {ally o
<
Expand Collapse Add Rul . .
Rulecets Rulosets il Remawe Rulz b & ¥ IP Service Definitions...
Ok | Cancel | Help
N N S
3 4y PC 4L Host2 & IP R G,

Internet Protocol (TCP/IP) Properties

General |

Y'ou can get IP settings azsigned automatically if your netwaork, supparts
thiz capability. Otherwize, you need to ask your network. administrator for
the appropriate [P settings.

(") Obtain an IP address automatically
() Usze the following [P address:

P address: [192.168. 10 . 4 |
Subnet mask: | 256 . 256 . 256 0 |
Defauit gateway: | 192 168 10 . 1 |

(®) Uze the following DNS server addresses:

Preferred DMS zerver: | . . . |

Alternate DNS zerver: | . . . |

[ Ok H Cancel ]

45 PC =ML Host3 & & IP A%,
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Internet Protocol (TCP/IP) Properties

General |

the appropriate [P settings.

() Obtain an |P address autamatically
(#) Uzge the following IP address:

'au can get [P settings assigned automatically i pour netvark supparts
thiz capability. Othenwize, you need to azk your netwaork. administrator for

1P address:

| 192.168. 20 .

Subnet mazk;

| 255 . 255 . 255 .

5
1]

Default gateway:

[192.168. 20 . 1 |

Obtain DNS server address autamatically

(%) Use the following DMS server addresses:

Freferred DWNS zerver: |

Alternate DMS server |

ok, ]| Cancel |

% & SCALANCE X400 ) 1P Huhik A1 St -

[ A= I =Bl Agent Configuration

] System
o1 400
=@ m FTP TELMET SSH [ HTTPS only
Eg ﬁ ] E-Mail (] syslog (] RMaN (] snTP
~B Ports [J bHCP (] BooTP
=3 gﬁtics .
In-Band Out-Band
IP Address: |192.168.20 6 |0.0.0.0
Subnet Mask: |255 255 265.0 |255 255.0.0
Default Gateway: |192.168.20.1
AgentvLAN D [1
MAG Address: |00-0E-8G-8B-D4E7 | [00-0E-8C8B-D4-E6
4 ] Ping ZhEEMIA NAT Zhit. Host2 {fi] Ping % Host3. WAL HAE.
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oo CAWINDOWS\system3ZA\CMD. exe

C:=“Documents and Settings>ping 192.168.208.5
Pinging 172.168.20.5 with 32 hytes of data:
Regueszt timed out.
Request timed out.
Regquest timed out.

Regueszt timed out.

Ping statistics for 192.168.208.5:
Packets: Sent = 4, Received = @, Lost = 4 {188x loss),

C:Documents and Settings>_

Host3 f ] Ping %] Host2. M5 I . S 9 2140 04 (1) 24 B D RE

C:AWINDOWS\System32kcmd.exe

C:“Documents and SettingssAdministratorping 192.168.10.4
Pinging 172.168.18.4 with 32 hytes of data:

Reply from 192.168.168.4: bytes=32 time<ims TTL=127
Reply from 192.168_10.4: hytes=32 tine<{ims TTL=12%7
Reply From 192.168.168.4: bytes=32 time<ims TTL=127
Reply from 192.168.168.4: bytes=32 time<ims TTL=127

Ping statistics for 192_168_18_4:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Minimum = Bms, Maximum = Bms. Average = Bms

5 MRANAPTINGE, FTIFIEN 2%, AEHhbF2 N4 AI192.168.10.1:15000, 1%,

) SCALANCE X-400 WEB Management - Microsoft Internet Explorer

File Edit Wew Favorites Tools  Help

OBack - ﬂ ﬂ A 7 ! Search Favorites 404 AT i :';

address |&] http:f192.168.10.1:15000f

SI EM ENS | Automation & Drives

® Console @ Support SIMATIC NET

ALtho

User name: | admin w

Passward:

Logon using a secure HTTPS connection
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6 st T HAE S iﬁ| XA =) Module1 Bl#5. #JLAAE modulel it yk H &G
Ko s Start reading %4, 9 Log Settings X% #HE, % IP. Dropped Packets Fll
Passed Packets 3 /Mi& i,

Log Settings a3

Categories l Capture ]

[v [P [Layer 3)
[ MAL [Layer 2)
[v Dropped Packets

[v Passzed Packets

] | Catizel |

MG I IEAS

Status] [rate and Time] Spztem Log1 Audit Log  Packet Filter Log l Communication Status] Intermnal Nodes]
PacketFilter
M. | Date ] Timne ] Source ] Destination ] Protocaol | Interface ] Action ] Direction ] Motes Lad
3214613 2/14/2008 1:08:53PM... 192168.10.04 192.168.20.05 lemp Ext Paszed In ICHP: Type =1
3214614 2/14/2008 1:03:00PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = £
2214515 2/14/2008 1:03:00PM... 192168.10.04 192.168.20.05 lemp Ext Paszed In ICHP: Type =1
3214616 2/14/2008 1:09:01 PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = £
3214617 2/14/2008 1:09:01 PM... 192168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Type =1
3214618 2/14/2008 1:09:02 PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = £
3214619 2/14/2008 1:09:02 PM... 192168.10.04 192.168.20.05 lcmp Ext Paszed In ICHP: Type =1
32 14620 2/14/2008 1:03:03PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = £
32 14621 2/14/2008 1:03:03PM... 192168.10.04 192.168.20.05 lemp Ext Paszed In ICHP: Type =1
3% 14622 2/14/2008 1:09:04 PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = £
2B 14623 2/14/2008 1:09:04 PM... 192168.10.04 192.168.20.05 lemp Ext Paszed In ICHP: Type =1
3 14624 2/14/2008 1:03:05PM... 192168.10.01 192.168.10.04 lcmp Ext Paszed Out ICHP: Type = ¢
32 14525 2/14/2008 1:03:05PM... 192168.10.04 192.168.20.05 lcmp Ext Paszed In ICMP: Type =
£ | E/
Buffer Settings:. Ring Buffer pE ‘ Stop Reading | Stop Logging
Feady
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Bt 3% — HERE P Ak

NET

PEITT CRED ARRA

SR ASTIeE SEIR IRy & RSB E S i

W3 B T http:/lwww.ad.siemens.com.cn/Service/

LR MET RS SOk http:/lwww.ad.siemens.com.cn/Service/recommend.asp

Net# [ W] #: http://support.automation.siemens.com/CN/view/zh/10805868/133000
Nets Hi {5 E.: http://support.automation.siemens.com/CN/view/zh/10805868/133400
PR SENET hilX
http:/lwww.ad.siemens.com.cn/service/lanswer/category.asp?cid=1031
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