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IP IP TCP UDP TCP
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1.2.2 IPSSG Filter

IPSSG Filter Filter HiPER Filter 1PSSG Filter IP
Filter MAC IPSSG Filter
URL
URL URL HIPER  URL URL
HTML
HiPER

1.2.3 Generic Filter

Generic Filter bytes bits Generic

Filter
Filter
1.2.4
Generic Filter IPFilter IPSSG Filter
IPSSG Filter IP Filter IP Filter IPSSG Filter
IPSSG Filter MAC URL IP Filter
Filter MAC
IPFilter IPSSG Filter
Generic IP IPX NETBIOS
QQ MSN
HiPER IPFilter  Generic Filter
IPSSG revision
“ Feature enabled” IPSSG IPSSG Filter
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hiper% revision

MEID: 5l00002

Feature enabled: ETC PPPOE VPN

Product ID: 23200VF

FTIET
FFIPS5C Filter

loadname iv3300V¥Fw50l.bin 06:14: 56PM-050317 himulentest.

IP35G  DHMZ

CEN

1-1 revision |P Filter
1.3 Filter
Filter HiPER “ forward=Yes’
Filter
HiPER
1.4 Filer
Filter HiPER “In” “ out”
HiPER Filter
In — HiPER
HiPER
Filter
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HiPER
Filter
Filter
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HiPER
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1-2
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1-2 A HiPER
HIPER LAN WAN
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2.1
1.2 HiPER IPFilter IPSSG Filter Generic
Filter
Filter Filter
2.1.1
Filter
o
o
o
o
) /
o
21.1.1
2-1
new filter {in | out} ffilter-name
filter-name
in HiPER
out HiPER
2-1 ——IPFilter
2.1.1.2
1.2 HiPER 3 IPFilter IPSSG Filter Generic
Filter Generic
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IP Filter set filter {in | out} /filter-name type { ip | ipssg| generic}
type generic
2-2
2113
13
2-3
set filter {in | out} /filter-name forward {yes | no}
yes
no
2-3
2114
1.6
groupname
In
In Out
Out
2-4
set filter {in | out}/filter-name groupname filter-groupname
groupname

2-4

2115 /
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2-5
set filter {in | out}/filter-name enabled yes
set filter {in | out} /filter-name enabled no
2-5 /
2.1.16
2-6
deletefilter {in | out} /filter-name
filter -name
2-6
2.1.2 ——IPSSG Filter
211 IPSSG Filter
® IPSSG Filter / IP
(] IPSSG Filter
(] IPSSG Filter /
° IPSSG Filter
(] IPSSG Filter / MAC
(] IPSSG Filter
® IPSSG Filter TCP
(] IPSSG Filter
2121 IPSSG Filter / IP
IPSSG Filter / IP
/ IP IP IP
ReOS 460 460 1
/ IP
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srcfrom IP srcend IP
IP destfrom IP destend P
IP
2-7
IPSSG Filter IP set filter {in | out} /filter-name ipssg srcfrom srcfrom
IPSSG Filter IP set filter {in | out}/filter-name ipssg srcend srcend
IPSSG Filter IP set filter {in | out} /filter-name ipssg destfrom destfrom
IPSSG Filter IP set filter {in | out}/filter-name ipssg destend destend
srefrom  srcend  destfrom  destend 0.0.0.0
2-7 IPSSG Filter / IP o 1
IP IP IP
1) destfrom  destend IP
2) IP destfrom
destend IP 218.1.1.2
218.115 destfrom  destend 218112 218.1.1.5
3) destfrom  destend 0.0.0.0 IP
2 2
srcaddr IP srcmask IP IP
destaddr IP destmask IP IP
2-8
IPSSG Filter IP set filter {in | out}/filter-nameipssg srcaddr srcaddr
IPSSG Filter IP set filter {in | out}/filter-nameipssy srcmask srecmask
IPSSG Filter IP set filter {in | out}/filter-nameipssg destaddr destaddr
IPSSG Filter IP set filter {in | out}/filter-name ipssg destmask destmask
srcaddr  srcmask  destaddr  destmask 0.0.0.0
2-8 IPSSG Filter / P e 2
IP P
1) srcmask 255.255.255.255 srcaddr
IP
2) IP srcmask

10
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srcaddr IP IP 192.168.1.1
192.168.1.31 srcmask 255.255.255.224
3) srcaddr  srcmask 0.0.0.0 IP
2.1.2.2 IPSSG Filter
IPSSG Filter P
UDP 17 TCP 6 AH ESP GRE
ICMP IGMP IPIP IPINIP OSPF TCP UDP any
0
2-9
IPSSG Filter set filter {in | out} /filter-name ipssg protocol protocol
protocol any
2-9 IPSSG Filter
“TCP" “ UDP
13 0” 1 any'”
“TCP “ UDP
TCP/UDP
2.1.2.3 IPSSG Filter /
IPSSG Filter /
/ /
ReOS 460 460 1
/ IP
2122 protocol “TCP  “ UDP
TCP/UDP
1 1
sportfrom sportend
dportfrom dportend
2-10
IPSSG Filter set filter {in | out} /filter-name ipssg sportfrom sportfrom
IPSSG Filter set filter {in | out}/filter-name ipssg sportend sportend

1




UTT Technologies 2

IPSSG Filter set filter {in | out} /filter-name ipssg dportfrom dportfrom
IPSSG Filter set filter {in | out}/filter-name ipssg dportend dportend
sportfrom sportend dportfrom  dportend 0
2-10 IPSSG Filter / e 1
1) dportfrom  dportend
2)
a) dportfrom
dportend
b)
dportfrom dportend 65535
0)
dportfrom 0 dportend
3) dportfrom  dportend 0
2. 2
srcport srcportcmp
destport destportcmp
2-11
IPSSG Filter set filter {in | out}/filter-name ipssg srcport srcport
set filter {in | out}/filter-namei srcportcmp { none | less
|PSSG Filter {in]out} pssg srcp p{ less|
eql | gtr | neq}
IPSSG Filter set filter {in | out} /filter-name ipssg destport destport
set filter {in | out}/filter-namei destportcmp { none | less
IPSSG Filter {inout} P P P |
| eql | gtr | neq}
srcport 0 destport 0
srcportcmp  destportcmp none
2-11 IPSSG Filter / e 2
1) srcport srcportcmp eql
2)
a) srcport
srcportcmp gtr
b) srcport

12
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srcportcmp less
C) b c
3) srcport 0
2124 IPSSG Filter
IPSSG Filter
2-12
IPSSG Filter set filter {in | out} /filter-name ipssg timer ange time-name
timerange
2-12 | PSSG Filter
it “ time-name”
HIPER 2 4
2.1.25 IPSSG Filter / MAC
IPSSG Filter smac MAC sneq MAC
MAC dmac MAC dneq MAC
MAC
2-13
IPSSG Filter MAC set filter {in | out}/filter-name ipssg smac smac
IPSSG Filter MAC set filter {in | out}/filter-nameipssg sneq { equals | notequals}
IPSSG Filter MAC set filter {in | out}/filter-name ipssg dmac dmac
IPSSG Filter MAC set filter {in | out}/filter-nameipssg dneq { equals | notequals}
smac dmac 000000000000 sneq “ dneq” equals
2-13 IPSSG Filter / MAC
MAC MAC MAC
1) sneq equals MAC MAC
2) sneg notequals MAC MAC

13
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it ReO0S 4.4 IPIMAC MAC
MAC IPPIMAC
IPPIMAC HiPER 3
131 13.2
2.1.2.6 | PSSG Filter
IPSSG Filter etype eneq
etype 0~65535 10
0
ip ap rarp addp aarp ipx pppoed pppoes
eneq eneq equals
eneq notequals
2-14
IPSSG Filter set filter {in | out}/filter-name ipssg etype etype
IPSSG Filter set filter {in | out}/filter-nameipssg eneq { equals | notequals}
etype 0 sneq equals
2-14 IPSSG Filter
2.1.2.7 IPSSG Filter TCP
IPSSG Filter tcpestab TCP TCP
TCP
TCP ACK RST
TCP
TCP HiPER NAT
TCP TCP Internet
TCP
Internet
2-15
IPSSG Filter TCP set filter {in | out} /filter-name ipssg tcpestab yes
IPSSG Filter TCP set filter {in | out}/filter-name ipssg tcpestab no
TCP
2-15 IPSSG Filter  TCP

14
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2.1.2.8 I PSSG Filter

122 IPSSG Filter URL

URL URL HIPER  URL URL
U RL “ ”

HTML
HiPER CLI

HiPER

2-16

IPSSG Filter set filter {in | out}/filter-nameipssg L 7filter {alg_none|url_alg|str_alg}

IPSSG Filter set filter {in | out}/filter-nameipssg L 7key L7key

L 7filter alg_none L 7key

2-16 | PSSG Filter

1) WEB Ul

2) L 7filter alg_none
URL L 7filter url_alg
L 7filter str_alg

3) URL |PSSG Filter
TCP 2122 80 2123
P

4) URL L 7key
URL
URL

http:// URL

1 WWW.Sina.com.cn WWW.Sina.com.cn
WWWw.Sina.com.cn/index.jsp tech.sina.com.cn
2 www.utt.com.cn/bbs/ www.utt.com.cn/bbs/
utt bbs
3 sina.com sina.com sinacom.cn
sina tech.sina.com.cn

5) CLI L 7key
1~31

6) L 7key ‘o “© 7

15
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2.1.3 ——IPFilter
211 IP Filter
° IP Filter / IP
) IPFilter
) IPFilter
° IP Filter TCP

2.131 IPFilter / IP
IPSSG Filter IP Filter / IP /
IP IPFilter / IP IPSSG Filter
2121 2
2-17
IPFilter IP set filter {in | out}/filter-nameip srcaddr srcaddr
IPFilter IP set filter {in | out}/filter-nameip srcmask srcmask
IP Filter IP set filter {in | out}/filter-nameip destaddr destaddr
IPFilter IP set filter {in | out} /filter-name ip destmask destmask
srcaddr  srcmask  destaddr  destmask 0.0.0.0
2-17 IP Filter / 1P
2.1.3.2 IP Filter
IPSSG Filter IP Filter
P UDP 17 TCP 6 0
2-18
IP Filter set filter {in | out}/filter-nameip protocol protocol
protocol any
2-18 IP Filter
“6 TCP” “ 17 UDP”
13 0”
“TCP  “ UDP
TCP/UDP

16
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2.1.3.3 IPFilter /
IPSSG Filter IP Filter / IP /
IP Filter / IP IPSSG Filter
2123 2
2-19
IPFilter set filter {in | out}/filter-nameip srcport srcport
) set filter {in | out}/filter-nameip srcportcmp { none | less| eql |
IPFilter
atr | neqg}
IPFilter set filter {in | out}/filter-nameip destport destport
) set filter {in | out}/filter-nameip destportcmp { none|less|eql |
IPFilter
atr | neqg}
srcport 0 destport 0
srcportcmp  destportcmp none
2-19 IPFilter /
2.1.34 IPFilter TCP
IPSSG Filter IP Filter TCP
2.1.2.7
2-20
IPFilter TCP set filter {in | out}/filter-nameip tcpestab yes
IPFilter TCP set filter {in | out}/filter-nameip tcpestab no
TCP
2-20 IPFilter TCP
2.1.4 ——Generic Filter
211 Generic Filter
° Generic Filter
° Generic Filter
° Generci Filter

17
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2141 Generic Filter
Generic Filter offset length mask
2-21
Generic Filter set filter {in | out}/filter-name generic offset offset
Generic Filter set filter {in | out}/filter-name generic length length
Generic Filter set filter {in | out}/filter-name generic mask mask
offset 0 0-1510
length 0 0-8
mask 0000000000000000 16 1~16
2-21 Generic Filter
offset
offset 34 34 35
length
length 4 4
offset  length mask
2 mask
1 2 mask 0 2
mask 16 1~16 mask 16
16 0
2.14.2 Generic Filter
Generic Filter value compare
2-22
Generic Filter set filter {in | out}/filter-name generic value value
Generic Filter set filter {in | out}/filter-name generic compare { equals | notequals}
value 0000000000000000 16 1~16
2-22 Generic Filter
mask value 16 1~16 value mask
value 16 16

18
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0

value compare

1) compare equals
2141 value
2) compare notequals

2141 value

length mask

offset length mask

2.14.3 Generci Filter
Generic Filter 8 2142
Generic
Filter
more
more no
UDP 1701
UDP 1701
more yes no
UDP 1701
Generic Generic Filter
IPFilter  1PSSG Filter Generic Filter
more yes
2-23
Generic Filter set filter {in | out} /filter-name generic moreyes
Generic Filter set filter {in | out}/filter-name generic more no
Generic Filter
2-23 Generic Filter

2.1.44 GenericFilter

type=generic forward=no offset=2
Offfffff000000f0  value = 07fe457000000090

223399B4 8075

Generic Filter

length=8 more=no compare=equals mask =

2A 3197 FE457012

19
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2-1 Generic Filter offset 2 length
8 97 8 10 99
8 mask 2 07fe457000000090
value compares equals
more no
ZTETRE \ EEHERNS TN

I I I

2A 31 97 FE 45 70 12 22 33 99 B4 80 75
Mask e==es==e====«0F FF FF FF 00 00 00 FO
@ AMaskE@RlpeR -~ 07 FE 45 70 00 00 00 90

WA REHAE eee--- 87 FE 45 70 00 00 00 90

2-1 Generic Filter

2.2 Filter

Filter

[ ) /

)

ﬁ'} “ eth-num”

123 1 LAN 2 WAN 3 WAN2/DMZ “ conn-name’
HiPER
4
2.2.1 /
Filter

2-24

set interface ether net/eth-numip filter enabled

set interface ether net/eth-numip filter disabled

set connection/conn-name policy filter enabled

set connection/conn-name poalicy filter disabled

2-24 /

20



UTT Technologies 2

2.2.2
1.6
In Out
In
HiPER Out
HiPER
2-25
| set inter face ether net/eth-numip inaclgroup
n
filter-groupname
out set interface ether net/eth-numip outaclgroup
u
filter-groupname
| set connection/conn-name policy inaclgroup
n
filter-groupname
out set connection/conn-name policy outaclgroup
u
filter-groupname
filter-groupname
2-25
2.3 Filter
HiPER show filter statusinterface
show filter statusinterface
2-26
show filter statusinterface
interface ethl eth2 eth3 LAN
WAN WAN2/DMZ interface conn-name
2-26

21
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show filter statusinterface
2-1
hiper% show filter status ethl
Incoming filter list status:
Seq Name Policy Twvpe Group LstUse LstMatch Tse Match
1 lan Permit IPSSG IP35G 1] 1] 326992 10za50
2 dns Permit IPSEG IP35G 1] A 224342 8748
3 dhcp Permit IPSSG IP35G 1] 1353 215594 11z
4 3ina Permit IPSSG IPSSG 1] LYoy 215482 3z
5 EXE Leny IPS5G IP35G 1] 49793 215450 1]
B bass Permit IPSSG IPSSG 1] 1] 215450 190955
7 generic Permit GENERIC IP35G la la 244855 24455
no Dutgoing £ilter active.
2-2 show filter statusinterface
2-1 “ no Outgoing filter active”
2-27
Seq
Name
Policy Permit- Deny-
Type IPFilter [PSSG Filter GENERIC Filter
Group
LstUse
LstMatch
Use
Match

2-27 show filter statusinterface

22
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3.1

1.
1 Filter
2
3

2.

HiPER

all
new filter in/all
set Tilter in/all type generic
set Tilter in/all forward yes
3.
Filter
LAN
! LAN Filter
set interface ethernet/1 ip filter enabled
4,
write write
NVRAM write
HiPER 1
3.2
3.2
15
HiPER

23
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1.
2.
3
4
5
6.
7.
8
1 2 3 4
al In LAN
new filter in/1
new filter In/2
new filter iIn/3
new filter in/4
new filter in/all
set interface ethernet/1 ip fTilter enabled
3 5
1.
set interface ethernet/1 ip filter disabled
2. Generic
delete filter in/Generic
3. 4 3
delete filter iIn/4
delete filter in/3
4. 5
new filter in/5
5. 3 4
new filter in/3
new filter in/4
6. al

24
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3.3

No g~ wDdhRE

new filter in/Zall

set interface ethernet/1 ip filter enabled

write

1 2 3 4
all In LAN

new filter in/1

new Filter in/2

new Filter in/3

new Filter in/4

new Filter in/all

set interface ethernet/1 ip filter enabled

2

set interface ethernet/1 ip filter disabled

all
delete filter in/all

4 3 2

25
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delete filter in/4
delete filter iIn/3
delete filter iIn/2

4. 3 4
new filter in/3

new filter in/4

5. al
new filter in/Zall

set interface ethernet/1 ip Tilter enabled

write

26



UTT Technologies

©
1 41 42 HiPER LAN
LAN 4.3
2. 41 42 43 IPSSG Filter IP Filter 4.4
Generic Filter
4.1
IPSSG Filter  IP Filter
41.1 ——IPSSG Filter
Re0S 4.4 MAC 4115
IPPMAC 4116 IPPIMAC
41.1.1 P
1
IPSSG Filter IP 192.168.1.1 192.168.1.31
2
2121 IPSSG Filter 1
srcfrom IP srcend IP 2 srcaddr
IP srcmask IP
1
2 IP 192.168.1.1 IP 192.168.1.31
255.255.255.224
3 1
new Filter in/permitl
set fFilter in/permitl type ipssg
set filter in/permitl forward yes
set Filter in/permitl ipssg srcfrom 192.168.1.1
set Filter in/permitl ipssg srcend 192.168.1.31

27
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2

new Filter
set Filter
set Filter
set Filter
set Filter

4112

in/permit2

in/permit2 type ipssg

in/permit2 forward yes

in/permit2 ipssg srcaddr 192.168.1.1
in/permit2 ipssg srcmask 255.255.255.224

IP

IPSSG Filter 209.247.228.201

2121
destfrom
destaddr

1P

1

new Filter
set filter
set filter
set filter
set filter

2

new Filter
set filter
set filter
set filter
set filter

41.13

IPSSG Filter 1
IP destend IP 2
IP destmask IP

IP IP 1 destfrom  destend
2 destmask 255.255.255.255

in/a

in/a type ipssg

in/a forward no

in/a ipssg destfrom 209.247.228.201
in/a ipssg destend 209.247.228.201

in/b

in/b type ipssg

in/b forward no

in/b ipssg destmask 255.255.255.255
in/b ipssg destaddr 209.247.228.201

IPSSG Filter TCP 1863

2123

dportfrom
destport

IPSSG Filter
dportend 2
destportcmp
1 dportfrom  dportend
2 destportcmp eql protocol

28
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tcp 6
3 1
new filter in/1
set filter in/l1 type ipssg
set filter in/1 forward no
set filter in/1 ipssg protocol tcp
set filter in/1 ipssg dportfrom 1863
set filter in/1 ipssg dportend 1863
4 2
new filter in/2
set filter in/2 type ipssg
set filter in/2 forward no
set Filter in/2 ipssg protocol tcp
set fFilter in/2 ipssg destportcmp eql
set Filter in/2 ipssg destport 1863
4114
1
IPSSG Filter TCP4600 4800
2
2123 IPSSG Filter
dportfrom dportend 2
destport destportcmp
1
2 4600
4800
4800
protocol tcp 6
3 1
new Filter in/denyportl
set Tilter in/denyportl type ipssg
set filter in/denyportl forward no
set filter in/denyportl ipssg protocol tcp
set Tilter in/denyportl ipssg dportfrom 4600
set filter in/denyportl ipssg dportend 4800
4 2

new filter
set filter

4600 TCP

in/denyport2l
in/denyport21 type ipssg

4600 4800

29
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set filter
set filter
set filter
set filter

new Filter
set filter
set filter
set filter
set filter
set filter

4115

in/denyport21
in/denyport21
in/denyport21
in/denyport21

in/denyport22
in/denyport22
in/denyport22
in/denyport22
in/denyport22
in/denyport22

MAC

IPSSG Filter

2125
MAC

new Filter
set filter
set filter
set filter
set filter

forward yes

ipssg protocol 6

ipssg destportcmp less
ipssg destport 4600

4800 TCP

type ipssg

forward no

ipssg protocol 6

ipssg destportcmp less
ipssg destport 4800

MAC 00:07:95:a8:1c:3d

IPSSG Filter smac

MAC

in/denymacl

in/denymacl type ipssg

in/denymacl forward no

in/denymacl ipssg smac 000795a81c3d
in/denymacl ipssg sneq equals

4116 IPIMAC

IPSSG Filter

MAC 004c5aeef cff

2125
MAC

new Filter
set filter
set filter
set filter
set filter

IPPMAC IP

IPSSG Filter smac

MAC

in/bindingl

in/bindingl type ipssg
in/bindingl forward no
in/bindingl ipssg srcmask 255.255.255.255
in/bindingl ipssg srcaddr 192.168.1.150

MAC

MAC

sneq

192.168.1.150

sneq

30
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set filter in/bindingl ipssg smac 004c5aeefcff
set Filter in/bindingl ipssg sneq notequals

41.1.7 URL

1

IPSSG Filter sina
2
21238 L 7filter L 7key URL
TCP 80

3
new filter in/url
set Tilter in/url type ipssg
set filter in/url forward no
set fTilter in/url ipssg protocol tcp
set fTilter in/url ipssg dportfrom 80
set Tilter in/url ipssg dportend 80
set Tilter in/url ipssg 17filter url_alg
set Tilter in/url ipssg I7key sina.com

4.1.2 ——IPFilter

4121 P

1

IPFilter IP 192.168.16.1 192.168.16.31
2
2131 IP Filter srcaddr IP srcmask
IP
IP 192.168.1.1 IP 192.168.16.31
255.255.255.224

3
new filter in/testl
set filter in/testl type ip
set filter in/testl forward yes
set filter in/testl ip srcaddr 192.168.16.1
set Filter in/testl ip srcmask 255.255.255.224

31
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4.1.2.2
1
IPFilter
2
2131
IP
3
new filter
set filter
set filter
set filter
set filter
4.1.2.3
1
IP Filter
2
2133
UDP
3
new filter
set filter
set filter
set filter
set filter
set filter
4124
1
IPFilter
2
2133

IP
64.236.24.12
IPFilter destaddr IP destmask
IP
IP IP destmask 255.255.255.255
in/test2

in/test2 type ip

in/test2 forward no

in/test2 ip destmask 255.255.255.255
in/test2 ip destaddr 64.236.24.12

UDP53
IPFilter destport destportcmp
destportcmp eql
protocol 17

in/test3

in/test3 type ip

in/test3 forward yes
in/test3 ip protocol 17
in/test3 ip destportcmp eql
in/test3 ip destport 53

TCP4600 4800

IPFilter destport destportcmp

32
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4600
4800 4600 4800
4800

4600 TCP
new filter in/test4l

set filter in/test4l type ip

set filter in/test4l forward yes

set filter in/test4l ip protocol 6

set filter in/test4l ip destportcmp less
set filter in/test4l ip destport 4600

4800 TCP
new Filter in/denyport22
set Filter in/denyport22 type ip
set filter in/denyport22 forward no
set filter in/denyport22 ip protocol 6
set filter in/denyport22 ip destportcmp less
set filter in/denyport22 ip destport 4800

4.2

IPFilter IPSSG Filter 4211
groupname

421

4211

http://www.playboy.com  http://www.cnn.com
www.playboy.com www.cnn.com IP 209.247.228.201 64.236.24.12

HiPER 1 URL IPSSG Filter
2 IP IPSSG Filter  IPFilter IP Filter
1 groupl
2 group2
1 URL TCP
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80

new
set
set
set
set
set
set
set
set

filter
filter
filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter
filter
filter

new
set
set
set
set
set
set
set
set

filter
filter
filter
filter

new
set
set
set

LAN
set
set

write

filter
filter
filter
filter
filter
filter

new
set
set
set
set
set

2128

examplell
in/examplell
in/examplell
in/examplell
in/examplell
in/examplell
in/examplell
in/examplell
in/examplell
in/examplell

examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2
in/examplel2

in/examplel3
in/examplel3
in/examplel3
in/examplel3

Filter

example2l
in/example2l
in/example2l
in/example2l
in/example2l
in/example2l
in/example2l

examplel2

www.playboy.com

type ipssg

forward no

groupname groupl

ipssg protocol tcp
ipssg dportfrom 80
ipssg dportend 80
ipssg I7filter url_alg

ipssg 17key www.playboy.com

www.cnn.com

type ipssg

forward no

groupname groupl

ipssg protocol tcp
ipssg dportfrom 80
ipssg dportend 80

ipssg I7filter url_alg
ipssg I7key www.cnn.com

type generic
forward yes
groupname groupl

groupl

interface ethernet/1 ip filter enabled
interface ethernet/1 ip inaclgroup groupl

www.playboy.com

type ip
forward no
groupname group?2

ip destmask 255.255.255.255
ip destaddr 209.247.228.201

www.cnn.com
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new filter in/example22

set filter iIn/example22 type ip

set filter in/example22 forward no

set filter in/example22 groupname group2

set filter in/example22 ip destmask 255.255.255.255
set filter in/example22 ip destaddr 64.236.24.12

new Filter in/example23

set Tilter in/example23 type generic

set Tilter in/example23 forward yes

set Tilter in/example23 groupname group2

LAN Filter group2
set interface ethernet/1 ip filter enabled
set interface ethernet/1 ip inaclgroup group2

write
4.2.1.2
1

202.0.0.0/8 218.0.0.0/8

211.0.0.0/8
2

IPSSG Filter  IPFilter IP IPSSG Filter

C destmask IP 255.0.0.0
3
filter 1 202.0.0.0/8

new filter in/1

set Tilter in/l1 type ipssg

set filter in/1 forward yes

set filter in/1 ipssg destmask 255.0.0.0
set filter in/1 ipssg destaddr 202.0.0.0

2 218.0.0.0/8
new filter in/2
set Filter in/2 type ipssg
set filter in/2 forward yes
set fFilter in/2 ipssg destmask 255.0.0.0
set filter in/2 ipssg destaddr 218.0.0.0

! filter 3 211.0.0.0/8
new Filter in/3
set filter in/3 type ipssg
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set filter in/3 forward yes

set filter in/3 ipssg destmask 255.0.0.0

set filter in/3 ipssg destaddr 211.0.0.0

filter 4

new Filter in/4

set Tilter in/4 type ipssg

set fTilter in/4 forward no

new Filter in/5

set filter in/5 type generic

set filter in/5 forward yes

LAN

set interface ethernet/1 ip filter enabled

write
4.2.2 IP
4221 I nternet I nter net
1

IP 192.168.1.0/24 IP

192.168.1.1/24 ~192.168.1.31/24 IP
2

IPSSG Filter  IPFilter IP

IPSSG Filter 1 srcfrom IP

srcend IP 2 srcaddr IP
srcmask IP IP Filter 2 srcaddr
IP srcmask IP IP
1 IPSSG Filter 2
IP Filter
3 1
1 IP 192.168.1.1/24~192.168.1.31/24

new Filter in/1

set filter in/1 type ipssg

set filter in/1 forward yes

set filter In/l1 ipssg srcfrom 192.168.1.1

set filter in/1 ipssg srcend 192.168.1.31

filter 2
new Filter in/2
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set filter In/2 type ipssg
set filter iIn/2 forward no

new filter in/3
set Tilter in/3 type generic
set filter in/3 forward yes

LAN
set interface ethernet/1 ip filter enabled

write

4 2

1 IP 192.168.1.1/24~192.168.1.31/24
new Filter in/1
set filter in/1 type ip
set filter in/1 forward yes
set Ffilter in/1 ip srcmask 255.255.255.224
set filter in/1 ip srcaddr 192.168.1.1

2
new Filter In/2
set filter in/2 type ip
set filter in/2 forward no

new filter in/3
set filter in/3 type generic
set filter in/3 forward yes

LAN
set interface ethernet/1 ip filter enabled

write
423
4231 MSN
1.

MSN MSN 7.0 MSN 7.0
TCP 1863 IP 65.54.0.1~65.54.255.254 TCP443
2123 2133 IPSSG Filter  IPFilter
IPSSG Filter
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2.
1 TCP 1863
new filter in/1
set Tilter in/l1 type ipssg
set filter in/1 forward no
set Tilter in/1 ipssg protocol tcp
set filter in/1 ipssg dportfrom 1863
set Tilter in/1 ipssg dportend 1863
2 65.54.0.1~65.54.255.254  TCP 443
new filter in/2
set fFilter in/2 type ipssg
set filter in/2 forward no
set Filter in/2 ipssg protocol tcp
set filter in/2 ipssg destfrom 65.54.0.1
set fFilter in/2 ipssg destend 65.54.255.254
set Filter in/2 ipssg dportfrom 443
set Filter in/2 ipssg dportend 443
!
new filter in/3
set filter in/3 type generic
set filter in/3 forward yes
! LAN
set interface ethernet/1 ip filter enabled
write
42.3.2 /
1
/
HiPER TCP135 137 139 445 1025 5554 9996
2.
2123 2133 IPSSG Filter P Filter
IP Filter
3.

! 1 TCP135
new filter in/1

set filter in/1 type ip

set filter in/1 forward no

set filter in/1 ip protocol 6

set filter in/1 ip destport 135
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set

new
set
set
set
set
set

new
set
set
set
set
set

new
set
set
set
set
set

new
set
set
set
set
set

new
set
set
set
set
set

new
set
set
set
set
set

filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

in/l

in/2
in/2
in/2
in/2
in/2
in/2

in/3
in/3
in/3
in/3
in/3
in/3

in/4
in/4
in/4
in/4
in/4
in/4

in/5
in/5
in/5
in/5
in/5
in/5

in/6
in/6
in/6
in/6
in/6
in/6

in/7
in/7
in/7
in/7
in/7
in/7

ip destportcmp eql
TCP137

type ip

forward no

ip protocol 6

ip destport 137

ip destportcmp eql

TCP 139

type ip

forward no

ip protocol 6

ip destport 139

ip destportcmp eql

TCP 445

type ip

forward no

ip protocol 6

ip destport 445

ip destportcmp eql

TCP 1025

type ip

forward no

ip protocol 6

ip destport 1025
ip destportcmp eql

TCP 5554

type ip

forward no

ip protocol 6

ip destport 5554
ip destportcmp eql

TCP 9996

type ip

forward no

ip protocol 6

ip destport 9996
ip destportcmp eql
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new filter in/8
set filter in/8 type generic
set filter in/8 forward yes

LAN

set interface ethernet/1 ip fTilter enabled

Inter net
TCP21
09:00:00 11:59:59
HiPER
2006 1 1

tmstart 2005-1-1 0:00:00
tmstop 2005-12-31 23:59:59
1stperiod type weekday
1stperiod begin 09:00:00
1stperiod end 11:59:59

write
424 Filter
4241
1
IP 192.168.1.114
FTP
Internet
2005
1:00:00 5:59:59
2.
2 4
2005 12 31  23:59:59
1 09:00:00 11:59:59
2 13:00:00 17:59:59
1 00:00:00 08:59:59
2. 12:00:00 12:59:59
3. 18:00:00 23:59:59
4, 00:00:00 23:59:59
3.
worktime——
new timerange/worktime
set timerange/worktime
set timerange/worktime
set timerange/worktime
set timerange/worktime
set timerange/worktime
set timerange/worktime

2ndperiod type weekday
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set timerange/worktime 2ndperiod begin 13:00:00
timerange/worktime 2ndperiod end 17:59:59

set

new
set
set
set
set
set
set
set
set
set
set
set
set
set
set

new
set
set
set
set
set
set
set
set

new
set
set
set
set
set

new
set
set
set
set
set

timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime
timerange/freetime

filter
filter
filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter

freetime——
timerange/freetime

1
in/l
in/l
in/l
in/l
in/l
in/l
in/l
in/l
in/l

2
in/2
in/2
in/2
in/2
in/2
in/2

3
in/3
in/3
in/3
in/3
in/3
in/3

1stperiod
1stperiod
1stperiod
2ndperiod
2ndperiod
2ndperiod
3rdperiod
3rdperiod
3rdperiod
4thperiod
4thperiod
4thperiod

tmstart 2005-1-1 0:00:00
tmstop 2005-12-31 23:59:59

type weekday
begin 00:00:00
end 08:59:59
type weekday
begin 12:00:00
end 12:59:59
type weekday
begin 18:00:00
end 23:59:59
type weekend
begin 00:00:00
end 23:59:59

192.168.1.114

type ipssg
forward no
ipssg
ipssg
ipssg
ipssg
ipssg
ipssg

protocol 6

destport 21
destportcmp eql

timerange worktime
srcmask 255.255.255.255
srcaddr 192.168.1.114

192.168.1.114

type ipssg
forward yes

ipssg timerange worktime
ipssg srcmask 255.255.255.255
ipssg srcaddr 192.168.1.114

192.168.1.114

type ipssg
forward no

ipssg timerange freetime
ipssg srcmask 255.255.255.255
ipssg srcaddr 192.168.1.114

TCP21
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new Filter in/4
set filter in/4 type generic
set filter in/4 forward yes

LAN Filter
set interface ethernet/1 ip fTilter enabled

write

4.2.5

4251

TCP 1433
211.21.21.21

Internet

NAT

Internet

3.3 NAT

3. NAT

new
set
set
set
set
set
set

new
set
set
set

NAT

nat
nat
nat
nat
nat
nat
nat

filter
filter
filter
filter

Microsoft SQL Server |IP
LAN

Hiper
WAN
IP

SQL Server

NAT
static/sql
static/sql
static/sql
static/sql
static/sql
static/sql
static/sql

1 Internet

in/l

sql

192.168.1.100 microsoft sgl server
IP 192.168.1.1 WAN IP
NAT

218.1.21.1~218.1.21.6

NAT
218.1.21.1~218.1.21.6

Internet SQL Server

SQL Server

HiPER 5 NAT

Internet NAT

ETHbind

SQL Server

enabled yes

protocol tcp

dstport 1433

localport 1433
localaddress 192.168.1.100
binding ETHbind

218.1.21.1~-218.1.21.6

in/l enabled yes
in/l type ipssg
in/l ipssg srcfrom 192.168.1.100
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set
set
set
set
set
set

new
set
set
set
set
set
set
set
set

new
set
set

filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter
filter
filter

filter
filter
filter

LAN

write

4.2.6

426.1

= 8 X

in/l
in/l
in/l
in/l
in/l
in/l
2
in/2
in/2
in/2
in/2
in/2
in/2
in/2
in/2
in/2

in/3
in/3
in/3

ipssg srcend 192.168.1.100
ipssg destfrom 218.1.21.1
ipssg destend 218.1.21.6
ipssg protocol tcp

ipssg sportfrom 1433

ipssg sportend 1433

enabled yes

type 1pssg

forward no

ipssg srcfrom 192.168.1.100
ipssg srcend 192.168.1.100
ipssg protocol tcp

ipssg sportfrom 1433

ipssg sportend 1433

type generic
forward yes

Filter
set interface ethernet/1 ip filter enabled

TCP

TCP

T Y

1521681 2524

WAN

o
1521611524 1521641524

4-2 TCP —

HiPER A

HiPER NAT

LAN

15216 4 2124

w i X
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TCP

TCP

LAN
Filter
2

ACK

TCP

A B TCP
TCP

B HiPER A
TCP
RST TCP
ACK RST

2 TCP

NAT HIPER LAN

Filter 1 Filter Out

In

IP Filter

3 1

new
set
set
set
set

new
set
set
set

new
set
set

filter
filter
filter
filter
filter

filter
filter
filter
filter

filter
filter
filter

LAN

1 A TCP
out/1
out/1 type ipssg
out/1 forward yes
out/1 ipssg protocol tcp
out/1 ipssg tcpestab Yes

2 B TCP
out/2
out/2 type ipssg
out/2 forward no
out/2 ipssg protocol tcp

out/3
out/3 type generic
out/3 forward yes

Filter

set interface ethernet/1 ip filter enabled

write

4 2

1 A TCP

ACK RST

TCP

TCP

WAN Filter
WAN
IPSSG Filter
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new
set
set
set
set
I

new
set
set
set

new
set
set

filter
filter
filter
filter
filter

filter
filter
filter
filter

filter
filter
filter

WAN
set interface ethernet/2 ip filter enabled

writ

4.3

L2TPVPN

L2TPVPN

groupl

|

new
set
set
set
set

e

4232

filter
filter
filter
filter
filter

in/l

in/l type ip

in/1l forward yes
in/l ip protocol 6
in/l ip tcpestab Yes

2 B TCP
in/2
in/2 type ip
in/2 forward no
in/2 ip protocol 6

in/3
in/3 type generic
in/3 forward yes

Filter

L2TPVPN

HiPER
HiPER
conl con2 con3

TCP135 137 139 445 1025 5554 9996
IPSSG Filter

L2TPVPN

cjbl TCP135
in/cjbl

in/cjbl groupname groupl
in/cjbl type ipssg

in/cjbl forward no

in/cjbl ipssg protocol tcp
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set
set
!

new
set
set
set
set
set
set

new
set
set
set
set
set
set

new
set
set
set
set
set
set

new
set
set
set
set
set
set

new
set
set
set
set
set
set

filter
filter

filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter

in/cjbl
in/cjbl
cjb2
in/cjb2
in/cjb2
in/cjb2
in/cjb2
in/cjb2
in/cjb2
in/cjb2
cjb3
in/cjb3
in/cjb3
in/cjb3
in/cjb3
in/cjb3
in/cjb3
in/cjb3
cjb4
in/cjb4
in/cjb4
in/cjb4
in/cjb4
in/cjb4
in/cjb4
in/cjb4
cjb5
in/cjb5
in/cjb5
in/cjb5
in/cjb5
in/cjb5
in/cjb5
in/cjb5
cjb6
in/cjb6
in/cjb6
in/cjb6
in/cjb6
in/cjb6
in/cjb6
in/cjb6
cjb7

ipssg dportfrom 135
ipssg dportend 135

TCP 139

groupname groupl
type 1pssg

forward no

ipssg protocol tcp
ipssg dportfrom 139
ipssg dportend 139

TCP 445

groupname groupl
type ipssg

forward no

ipssg protocol tcp
ipssg dportfrom 445
ipssg dportend 445

TCP 1025

groupname groupl
type ipssg

forward no

ipssg protocol tcp
ipssg dportfrom 1025
ipssg dportend 1025

TCP 9996

groupName groupl
type ipssg

forward no

ipssg protocol tcp
ipssg dportfrom 9996
ipssg dportend 9996

TCP 137

groupname groupl
type ipssg

forward no

ipssg protocol tcp
ipssg dportfrom 137
ipssg dportend 137

TCP5554

46



UTT Technologies 4
new Filter in/cjb7
set filter in/cjb7 groupname groupl
set filter in/cjb7 type ipssg
set filter in/cjb7 forward no
set filter in/cjb7 ipssg protocol tcp
set filter in/cjb7 ipssg dportfrom 5554
set filter in/cjb7 ipssg dportend 5554
new Filter in/all
set Tilter in/all type generic
set Tilter in/all groupname groupl
set Tilter in/all forward yes
conl Filter groupl
set connection/conl policy filter enabled
set connection/conl policy inaclgroup groupl
con2 Filter groupl
set connection/con2 policy filter enabled
set connection/con2 policy inaclgroup groupl
con3 Filter groupl
set connection/con3 policy filter enabled
set connection/con3 policy inaclgroup groupl
write
4.4 Generic Filter
1
HiFER
5 o e
? 192181 1624 192 18 4 1624 —& ?
PCL PC2
192 181 2634 192 18 4 2634
4-3 Generic Fitler —_
4-3 HiPER A
WAN PC1 A PC2 B HiPER
IP
HIPER LAN 192.16.1.1/24
HIPER WAN 192.16.4.1/24
A PC1 192.16.1.2/24
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B PC2 192.16.4.2/24
a) PC1 Ping PC2 PC2 Ping PC1
b) PC1
c PC2
d) PC1 PC PC2
2
PC1 Ping PC2 A B
PC1 Ping PC2 PC1 PC2 ICMP  echo ping request
8 4-1 4-1
PC1L PC2 ICMP  echo ping request
Offset Length Value 16
ICMP 23 1 01
IP 192.16.1.2 26 4 C0100102
IP 192.16.4.2 30 4 C01004 02
ICMP  Type 8 34 1 08
4-1 Generic Fitler ——echo ping request
4-1 Type P
IP 8 3
2 more
yes more no
A B
3
request ICMP  Type 8
new Filter in/request
set filter in/request forward no
set filter in/request type generic
set filter in/request generic offset 34
set filter in/request generic length 1
set filter in/request generic mask ff
set filter in/request generic value 08
set filter in/request generic compare equals
set filter in/request generic more yes
icmp ICMP
new Filter in/icmp
set filter in/icmp forward no
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set
set
set
set
set
set
set

new
set
set
set
set
set
set
set
set

new
set
set

filter
filter
filter
filter
filter
filter
filter

filter
filter
filter
filter
filter
filter
filter
filter
filter

filter
filter
filter

LAN

in/icmp
in/icmp
in/icmp
in/icmp
in/icmp
in/icmp
in/icmp
addr
in/addr
in/addr
in/addr
in/addr
in/addr
in/addr
in/addr
in/addr
in/addr

all
in/all

type generic

generic
generic
generic
generic
generic
generic

IP

forward

offset 23
length 1

mask ff

value 01
compare equals
more yes

192.16.1.2 IP 192.16.4.2

no

type generic

generic
generic
generic
generic
generic
generic

offset 26

length 8

mask FFFFFFFFFFFFFFFT
value c0100102c0100402
compare equals

more no

in/all type generic
in/all forward yes

set interface ethernet/1 ip filter enabled

write
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|P

IP 0 Internet Protocol

ICMP 1 Internet Protocol Message Protocol
IGMP 2 Internet Group Management

GGP 3 Gateway-Gateway Protocol

TCP 6 Transmission Control Protocol
EGP 8 Exterior Gateway Protocol

IGP 9 Interior Gateway Porotocl

PUP 12 PARC Universal Packet Protocol
uUbP 17 User Datagram Protocl

HMP 20 Host Monitoring Protocol
XNS-IDP 22 Xerox NSIDP

RDP 27 Reliable Datagram Protocol

GRE 47 Genera Routing Encapsulation
ESP 50 Encap Security Payload

AH 51 Authentication Header

RVD 66 MIT Remote Virtual Disk

EIGRP 88 Enhandced Interior Gateway Routing Portocol
OSPF 89 Open Shortest Path First
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TCP/UDP

echo 7 tep

echo 7 udp

discard 9 tep

discard 9 udp

systat 1 tcp Active users

systat 1 udp Active users

daytime 13 tcp

daytime 13 udp

gotd 17 tcp Quote of the day

gotd 17 udp Quote of the day

chargen 19 tcp Character generator
chargen 19 udp Character generator
ftp-data 20 tep FTP, data

ftp 21 tcp FTP control

telnet 23 tep

smtp 25 tcp Simple Mail Transfer Protocol
time 37 tep timserver

time 37 udp timserver

rlp 39 udp Resource Location Protocol
nameserver 42 tcp Host Name Server
nameserver 42 udp Host Name Server
nicname 43 tcp whois

domain 53 tep Domain Name Server
domain 53 udp Domain Name Server
bootps 67 udp Bootstrap Protocol Server
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TCP/UDP

bootpc 68 udp Bootstrap Protocol Client

tftp 69 udp Trivial File Transfer

gopher 70 tep

finger 79 tep

http 80 tep World Wide Web

kerberos 88 tep Kerberos

kerberos 88 udp Kerberos

hostname 101 tep NIC Host Name Server
iso-tsap 102 tcp ISO-TSAPClass0

rtelnet 107 tcp Remote Telnet Service

pop2 109 tcp Post Office Protocol - Version 2
pop3 110 tcp Post Office Protocol - Version 3
sunrpc 111 tep SUN Remote Procedure Call
sunrpc m udp SUN Remote Procedure Call
auth 113 tep Identification Protocol
uucp-path 117 tep

nntp 119 tep Network News Transfer Protocol
ntp 123 udp Network Time Protocol

epmap 135 tcp DCE endpoint resolution
epmap 135 udp DCE endpoint resolution
netbios-ns 137 tep NETBIOS Name Service
netbios-ns 137 udp NETBIOS Name Service
netbios-dgm 138 udp NETBIOS Datagram Service
netbios-ssn 139 tep NETBIOS Session Service
imap 143 tcp Internet Message Access Protocol
pcmail-srv 158 tcp PCMail Server

snmp 161 udp

snmptrap 162 udp SNMPtrap

print-srv 170 tep Network PostScript

bgp 179 tcp Border Gateway Protocol
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TCP/UDP

irc 194 tcp Internet Relay Chat Protocol
ipx 213 udp IPX over IP

Idap 389 tep Lightweight Directory Access Protocol
https 443 tcp MCom

https 443 udp MCom

microsoft-ds 445 tcp

microsoft-ds 445 udp

kpasswd 464 tcp Kerberos (v5)

kpasswd 464 udp Kerberos (v5)

isakmp 500 udp Internet Key Exchange
exec 512 tcp Remote Process Execution
biff 512 udp

login 513 tcp Remote Login

who 513 udp

cmd 514 tcp

sysog 514 udp

printer 515 tep

talk 517 udp

ntalk 518 udp

efs 520 tcp Extended File Name Server
router 520 udp route routed

timed 525 udp

tempo 526 tcp

courier 530 tep

conference 531 tcp

netnews 532 tcp

netwall 533 udp For emergency broadcasts
uucp 540 tcp

klogin 543 tep Kerberoslogin

kshell 544 tcp Kerberos remote shell
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new-rwho 550 udp

remotefs 556 tcp

rmonitor 560 udp

monitor 561 udp

Idaps 636 tep LDAPover TLS/SSL

doom 666 tcp Doom Id Software

doom 666 udp Doom Id Software

kerberos-adm 749 tcp Kerberos administration
kerberos-adm 749 udp Kerberos administration
kerberos-iv 750 udp Kerberos version IV

kpop 1109 tep Kerberos POP

phone 1167 udp Conference calling

ms-sql-s 1433 tep Microsoft-SQL-Server

ms-sql-s 1433 udp Microsoft-SQL -Server

ms-sgl-m 1434 tcp Microsoft-SQL-Monitor
ms-sgl-m 1434 udp Microsoft-SQL-Monitor

wins 1512 tcp Microsoft Windows Internet Name Service
wins 1512 udp Microsoft Windows Internet Name Service
ingreslock 1524 tcp

12tp 1701 udp Layer Two Tunneling Protocol
pptp 1723 tcp Point-to-point tunnelling protocol
radius 1812 udp RADIUS authentication protocol
radacct 1813 udp RADIUS accounting protocol
nfsd 2049 udp NFS server

knetd 2053 tcp Kerberos de-mulltiplexor

man 9535 tcp Remote Man Server
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1-1 revision TP FIITEN oo 4
1-2 Filter TP P O RU TP 4
1-3 Filter TSR U PP PSSR PRUR 5
2-LGENENIC RN ettt 20
2-2show filter StAtUSINIEITACE e 22
4-2 TCP TP TSR PRTN 43
4-3 Generic Fitler o e 47

55



UTT Technologies

2-1 el P RO bbb 7
2o AR h et 8
2-3 bR b bbb 8
2o bR E bbb 8
2-5 OO OO OTTRRN 9
258 AR b et 9
2-7 IPSSG Filter / P —_— L 10
2-8 IPSSG Filter / P —_— 2 et 10
2-9 IPSSG FIltEr bbbt et 11
2-10 I PSSG Filter / — L 12
21 IPSSG Filter / _

2-12 IPSSG FIltEr bbbt 13
2-13 I PSSG Filter / M A C s 13
2-14 IPSSG FIltEr e bbbt 14
2-15 IPSSG FIlter  TCP ettt 14
2-16 IPSSG FIltEr bbb 15
2-17 IPFilter / I 16
2-18 I R I O bbbt et be s 16
2-19 IPFilter Db bbbt 17
2-20 IPFIIEr  TCP et b ettt e b bbb 17
2-21 GENENICFIItEr s 18
2-22 GENENICFIItEr s 18
2-23 GENENIC RO ... 19
2-24 LRt 20
2o 2D bRt 21
226 bR 21
2-27 show filter StatuUSINtErface 22
4-1 Generic Fitler ——eChOPINGTEQUESE e 48
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