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1. Introduction ®#EiA

QVM1000 & — & FFA R A, PO A A X A5 2 1) Multi-WAN HERRBSH LR, 2R fe s 48— AR 1)
BiikhiZ WAN L ds . BR T E 4o 2 Bous s il MR SNERLRE 041, N EE T 10/100Mbps QoS
S VLAN ZZ#ds, DLl 2 ol IERT B KBS T34 75 5K . QVM1000 B T H#2 LA DMZ i 11 A By kB
PIFRHERC 2% 4h, B3t m A WAN Ports { . 1t /\/> WAN Ports A AT LSRR = e M 45 15 3l 58014
1550 ( Intelligent Balancer by auto mode), i af 4145 4 & 1 1P #ELH,  LLARBE 2 2% R4 classes of service
(CoS) (IP Group by Users), JfHi& % £F IP Balance Mode #2414 58 5 ) /4 28 5 SRk BE5E

FCA B AR AL o S PRI ) KRS A 77 SR IR, P9 i Intel IXP 425 #5474 RISC CPU,
{E41% 533Mhz 1) =i AL FRAERY RN b 128M I N AE A B, R 4 Ak R o A SEE B A LR LR
o, ORIV TP R B S5 KRR #% s IR AL S 2 I F RGeS RF, B KR Re vl ik 200Mbps A
o HEA B E Tz N R M4 (VPN g, 7% IPSec DES/3DES %% VPN %,
[F I Ay LLRHE 200 451 VPN ML, BL 3DES J7 U TAEMERERIIL 90Mbps DL b, ANiR&Dhfe, SEHIE %4
MRS, SRR F AT KT B S A P RE

QVM1000 IPSec VPN & T #Ip A%, Gk e AGmREAE I — A 2 e R 2 s 5. Bds
168 bit Data Encryption Standard (3DES), 56 bit Data Encryption Standard (DES), L& AH/ESP J5:\.
VPN D REFEAE T 25 73 3C IR 8K 2 BOm FEAE &k VPN J7 20, K B0k B 2l n & i 2 ik il 0y X, SRR
Gateway To Gateway , Client To Gateway 1 Group VPNs 2545,

i & Qno A%E [FATHhZE 1 QVM ThfiE, 51 QVM330 [N I, Sl T e S i e VPN, Hift 7
eI aE, o CABERHE T VPN BT g, IERBE R QVM330 AT H T,  H 224 AR S 4 75
IPSec ¥,

QVM1000 AN Ef AR K BT fE, RefBHLE K 2 M BGEAT R, AT SPI B ) il ie HR
(Stateful Packet Inspection), LG5 KB = ZHEVELEM 4 2, PATHHREANIE B M s &R, Wi N
FEFPI B R DR, Lh3sh G0 A 30 20 817 K 33k my DAFE 268 s vhE (90 8 TR B DO A FH (R34 2, Tl 1 Bl Aot I OB
QVM1000 75 [i] it =7 FA4 H  2 Hb dik 4 4. Network Address Translation (NAT)Zhfig LL A Routing #% A, 1
W28 R BE AR R TE A B, B T RRI G B

Content Filtering A AL yi§ i E SCVFAMY A S EAT W27 ORI, 27 B 00 N 22 vl 0 19 2% Bk (R e ik 44
AR PR U P N 2 A8 A7 B B S A R R SR Rty Bt a0 AR s ARV ) Internet A EEAT B R A
BB EROE JE I e R OS L. QVML000 $E4ELk 2 A0 H & (SysLog) 2l s, SCHegk B
BEYE TH, W S WIS M BO@IRAS . IFINsmig BE 4= iKW 26 22 e Ar O . VPN R JEe iR g5 45

QVM1000 HE 77 TR B 5 2 SO LR 75 28 %5 B 45 AR R 22 4, S H 2388 22 (0 i L% 57 XS B i
W, LJER) 0S Mo G,  AEHH LUHE AR 2 ER Rl 22 /. i ) e 28 an:1E,
Netscape.. K5 2 54 F QVM1000 B K B i1 2% .
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2. Main features: &= I 6%

Product Features

W 2% 1AL

u One IP address to access the Internet over your entire network

B WAN: DHCP client, staticIP, PPPoE, PPTP

B DMZ: DHCP client, static IP, PPPoE

u LAN: DHCP auto-assignment, Mac-assignment DHCP static IP,  Static IP.

Multi-WAN 2 £k (4 2% 1% 4

4 H BT Intelligent Balancer (Auto Mode)

P £ [l 55 it ll-NSD for Intelligent Balancer

e B0 P BEAL, DAL Sr 2145 classes of service (CoS) (IP Group by Users)
LLIP k13943 Ik 45—~ WAN [f] IP Balance Mode

WM ZEsE Protocol Binding

JIk 45 i QoS

TCP/IP JH ML

DHCP Client/Server

IP & MAC Binding

PPPoE

NAT with popular ALG support

NAT with port forwarding

NAT with port triggers

DNS #i£3)jfiE-DNS Relay

ARP

ICMP

FTP/TFTP

# TRy 1-Password protected configuration or management sessions for web access
A H M K P#50 Intelligent Balancer (Auto Mode)

R M) IP 4L, DAL 2255 classes of service (CoS)
L3ty 11 A BEAIH IR 415 65 UK Port-based QoS
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u A 18] K 45 23 4 tH B3 NTP Time Server

% HHIE T AL
B RAISEIH RIP1, RIP 2 compatible,  ##25# H Static routing
B SCRRPOGEE Gateway/ B HI B Routing Mode Support

A P RE:

P B RS A B 55 00 35 52 -Comprehensive web based management and policy setting
SCRFP 4 45 B TP SNMP v1/v2c

2 11 3h &9 R4 H & Monitoring, Logging, RZ&EI)fE Alarms of system activities
H4% t Web J7 23T+ 44 45 (Fault-tolerance Web upgrade new software)

By B AT B R A 47 2 W] £5-47r (Dual Firmware Backup or Restore)

Supports filter capability (Service and IP)

SCRERSE H & L L A 8 2)) 5% D) g (Support Syslog & E-Mail Alert. )

Bl K S Ty e

B3 itk 3= By d EAS I R -Stateful Packet Inspection Firewall

IP 7 i yE DI fig-1P filtering; allows you to configure IP address filters

Uiy 47 3 g D fig-Port filtering; allows you to configure TCP/UDP port filters
SCFEREAE S DMZ A7 1 -Support Hardware DMZ to protect your network
FELWT X Brifi-Denial of Service (DoS) prevention Dos attack prevention

W 5T P 255 AL - Inappropriate URL command line filter

A P2 A7 I )45 i-Set Internet accessing time schedule

W 2% i A U -Syn Flooding/ IP Spoofing/ Win Nuke/Ping Of Death

VPN HEALFA A ) 2% L fie:

Y HE I 3DES VPN BEHLALfEIH % 1] 15 90Mbps-1PSec VPN 3DES Throughput 90Mbps UP.
e VPN BCHLEiE $L 200 4%-Support up to 200 VPN tunnels

SCHE 2 4141 VPN Jjfg-Up to 2 Group VPNs support

T B2 fi 1K) VPN &€ 5 55 #1145 1 -Friendly VPN Tunnel Management

¥ IKE Lfig-IKE : Pre-Shared keys

SCHF IPSec brifEf) DES/3DES JiN%-IPSec Encryption DES/3DES

FFLL TPSec #5ifEl) MD5/SHAT JiiE-IPSec Authentication MD5/SHA1

XFEPMTU 12855 #E-Support PMTU Key management: IKE

SCHEM SRR IP A7 E DNS Resolve

7P oH114 |
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B SCFF PPTP PMEESE VPN fHiE
u Z¥E VPN Zi# ) He-VPN Pass-through

QVM:

®  Qno VPN HEFIIAE, HAKM QVM330, 1 LLIAF] VPN fif M) TPSec {5 1 H;, B Al DA B 65 1L s il B2 1135
It VPN {718 H B E0E X QVMB30 fidzitil .

® ) User Name(F] /' 4 #K) & Password(#%14), #tr] LK VPN {5 &8 )

AL QVM R4 A] LA £ VPN 15 18 Wik o il i GHOE B2 2

FAIC QVM AR LLSCHRF VPN &4, RO el 7 3 VPN IS5 K AT 2

Le e
RERL AN Virtual Server -Port Forwarding.

\

RN 3 A Port-Triggering Support

FRWE AR AEE FEHIX DMZ Hfig-Support Software DMZ.
SCHF FE BrARHER 4 ] 2 E-UPnP Support

SCRE—XF— (R 2% A7 4] Y T fE-One to One NAT Support.

)7 DNS 3#F-DDNS Support

ST WAN [ 26 524447 #-MAC Clone Change Support

2 EX AR A L g -Diagnostic with DNS Lookup & Ping.

% H # Z 50K 8 0 R /7-Setting Backup with Import & Export.

B ARk RE:
B B kBEdfE-Firewall: 200Mbps
B VPN B M43 HE-3DES 168bit VPN: Up to 90Mbps.

FEEFRIAS

B b CPU: Intel IXP425- 533MHz RISC
B 477 SDRAM : 128Mbyte

B [f# Flash Memory: 16Mbyte

W 26 S THAAS

| IEEE 802.3 10Base-T

578 fIoH 114 |
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[ | IEEE 802.3u 100Base-TX

W) 2 A A 11 RIS -

B4 WAN 2~8: 10/100Base-T/ TX RJ-45 ports

| DMZ: One 10/100Base-T/TX R]-45 port

BRI 4-LAN 1~11: 11 Port 10/100Base-T/TX RJ-45 ports

m ML E AL TR R 1) BRIA{E-One reset button for factory default setting

LED 2 75:
B RGE-WUEE BRI AE System: Power, DIAG
W ¥ Speed, HEHL/ZNPE Link/ Activity, | 3M% WAN, %45 Connect

BT
u TAEIRLE Operating Temperature: 00 ~ 450C (320 ~ 1130F)
B fifi AR Storage Temperature: -200 ~ 60°C (-40 ~ 1400F)

L 12 /¥ Humidity: 0 ~ 90% non-condensing

295 L all
u EMI/EMC: FCC Class A, CE Mark

SR
| 19”7 (L)x9” (W) x 1. 75” (H) Inch

YA A
u Internal: AC100~240V /50~60Hz

LT
u Desktop
|

19” Rack- Mount Tools Kit

Y9 fIoH 114 |
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3. How To Install QVM1000- ] 2%

Hardware —f{f 23444

QVM1000 RiTER:

LED Status-HHR 5
LED B Description

Power-ELii 1534) CRIT S FYETIT R &R

DIAG- B3R fikl fkl se: REMARSERITHL A AL D) HE .
FHTHEK: ARG DA S8 ITHL B Bl DI fe -

Link/Act-BRHIL/BIE  |2%)T AT 5 LUK ML IE

SEXT R UK 48 3ty 11 1 IE AEAR 6 e e L B A
Speed-EE AT AT 55 LUK ERHLAE L00Mbps 1138 )%

AT HK: LUK 2SI LAE 10Mbps (13 5

WAN-J 35k ) 4% £ 9q) GRAT e FRAE N )T 4% 1

SRR R K T 8 A SRk N i

Connect-#445 orx] ZEAT 52 WAN SN LTI 1P A7

SRITHEK M WAN s N LIE AR IS 1P A7 &

Reset Button-fi#f} Reset #%4
Action Description

#F Reset 141 5 # HIFHL, FHEGE QVM1000
DIAG 75 WtadT S 1248 N4k

¥ T Reset #41 10 BLL E A &2 J5 ) BRI {E (Factory Default)
DIAG /T '5: HGtfT 5 thIN.

Replacing a Lithium Battery-5#: 2 4 P & Fit

QVM1000 B K3k thas e fg RGPk, thl AN AA 1~2 £, b S S0k B a2 0 A 45w
JG, QVM1000 M4 Toik IEAf 20 5 i 1R B2 385 W b I [ )28 NTP I [R) IR 45 %, #s05 RE) TBER, DU 5 # H il 1)

5710 10 H 114 |
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B
Note: i52) AATHRMENLAY, 457 ZE S i1n, 1 5 EATHKR!

Setting up the Chassis-¥ QVM1000 %% FHrvE 19" H1%E &

T LLK QUM1000 JECE T4 A, s @A HLEs T 1) 19 WARMENLAL IS, o) LK QVM1000 223 THLAE L,
—% QVMI1000 #BA7 L% & ML AT o

Setting the Chassis on a desktop or other flat, secure surface

ST B 22k QVML000 THLAE LAy, 9 AN 20K i T il HE S B JBCE. AL L, DL S IR 7 52 i i iy i A s o
et ds .

Rack-Mounting the Chassis

4 QVML1000 #A Ne &4 FEENLZER M, 17 2 H brackets UK\ i % ]2 22§24t 55 QVM1000 #4222 548 ] .

57 11 F1 > H 114 |
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MR E QVYML000 LS L IR AT 5, 8 nT LA B2 T bR ERNLZE L, dn R B pros:

Wall-Mounting the Chassis-¥ QVM1000 ¥ %& 2257k |

T QVM1000 HLARJE AT AT 4LAL, Rn] LM — AR 22 G e e bkt B =, #fi 2B [ s, #9KF QVM1000
(RS AN LA HER A e R 22 BRI SE pese e, ks B pas:

5712 FI o H 114 |
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1

\‘%‘

“\\\\\\\\\\\\\\\\\\.\\\l\\\\\\“\“\\ \
= s Bunniinnnninnnnmn

Connecting the QVM1000 to your Network-3E % s 2 KM 4%
QVM1000 [J5 -k hkiitk th s 2 B M 4% b, SRR 7o —Fi:

BE ) M L IBHL(WAN connection): WAN it T A] LLZ#: 4 xDSL Modem,  Switch HUB, D621 & sl Fh i
2 o

57 13 F1 > H 114 |



ONO

your future life

QVM1000 SME QVM Firewall/VPN Router
BEE SR M 2R L(LAN connection): LAN 2 L1af LR Switch HUB 8 Ff% 15 PC HkHL.

WOE DMZ 35100 iy 1] DUE R AMT A 1P A2 RS #S, WMol (Web) DLA HLF-IIERR 2545 (Mail
servers)&s.

R oRIEIER: QUML000 YR, RG4S F ] QVML000 fITHiAR Power fI 5 5aid, L& —/NBE TR A
FIFHLIR B AT LA Al I 1A T v A !

4, How To Manage QVM1000

Login-FFiEE A E QVM1000

#3324 192 168.5.86

=y

ECL
AR
ERSEFEU: |ﬁ s v|
TERE (P |*m*11 |
[ ]ieieHmEE®
| mE || & |

IHRI N H # 4k (User Name) 5 % i (Password) T b7 R B0 5UE7F B, ARG 1L R #f e 144

QVM1000 B <k 1% 4 e 2% P () 4 ] 25 44 Bk (User Name) 548 11 3% %% i (Password) B h’admin' %8 0) BLEE
IO N6 L Bl 5 5 iU JAs 4% b B AU B A L

Home-&EH 1

UEF IO 7 (Home) i 7x QVM1000 By Kt i R AL A1 B L SOIRZS Son A 2 A R OB I B 15
A AR AW AN FRAN IS BOE IR, T DA oy B I R B F A, mT ARG AT B E NI I8 3 2
o SREIEE 7R T RS S IR (S0 S AR S0 o 1T R BN TE F ORI, s 2y F 3 R ak
2R s Y R F RRCAS I T o

5714 F1 o H 114 |
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System Information

S

General Setting
. Advanced Setting
( DHCP )

Setial Mumber ©  GQnoB0S350001 Firmweare werzion:  2.0.2-gqvm (May 19 2005 21:18:38)

Tool CPU: Intel IXP423-233 DRAM ;. 125M Flash: 16M

CPIJI'I Management) System active time © 7 Days 2 Hours 47 Minutes 11 Seconds
< Firewall ) Currenttime . Tue Jun 7 2005 17:34:39

Serial Number:(§l#35 %)

It 8 QVML000 [HHLES 5.

Firmware version: (#/EAAE )

IR 2 7r QVML000 1) H Hi A% F A 4 RROAS A R

CPU:

Ik B8 QVM1000 {1 K] CPU %54 Intel IXP425-533Mhz.
DRAM:

64 278 QVM1000 1§ A 4 /7 (DRAM) A 128MB.

Flash:

Ik 78 QVM1000 A [N 47 (Flash) % 16MB.

System active time:

I 78 QVML000 H | L& FFHLI I [A] .

Current time:

IR 27k QVMI000 H A iEAfIN ], (H& Ayt e SEM e 5t NTP k45 & i I H) 720 J5 A4 25 1
fiff i

. System Information

5715 1o H 114 |
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Port Statistics ({35 0 -Port JRALN E7R)

- Port Statistics

Part ID 1 2 3 4 5 g 7 8
Interface LAM LAM LAM LAM LAM LA LAM LAM
Status Enabled Enabled Enabled Enabled Enabled Enabled Enabled
Port IT q 10 11 12 13 14 15 O Z
Interface LAk LAk LAk WA WA A2 A Dkl Z
Status Enabled Enabled Enabled Enabled Enakbled Enabled Enakled

70 b 1 7 23 27 R A5 1 (Port) SEIRES, B &/ —4 Port (Connected-Ci 40354, Enabled-JF )3,
Disabled-JC¢H]) o Al T DA% FURIRES LML, A5 5 un L SE AN s 2R . T summary table &%,
2 b on H BT iZ D BOEIRA, 1. 4% Link (up or down), 3 Port JTJi B¢5 4] Disable(on or off),
AR SERL Priority (55 High or —f% Normal), #4142 Speed Status(10Mbps or 100Mbps),  TAEH
Duplex Status(F-X{ T half or 4T full), LM [ sh il Auto negotiation(Enabled or Disabled). T
BT H 244 (statistics table), R4 o i L 1 receivel/fi% transmit (135 DL K Byte £0/5f £

BRI RO

57 16 F1 > H 114 FI
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a Fort 1 Information - Microzoft Intermet Explorer

Port1 Information
Summary:
Type 10Ba=se-T M100Base-Tx
Interface LAk
Link Status g
Paort Activity Port Enakled
Priarity Marmal
Speed Status 100 hibps
Duplex Status Full
At negotistion Enabled
Statistics:
Port Receive Packet Count 155549
Port Receive Packet Byte Count 33804474
Paort Transmit Packet Count 229102
Port Transmit Packet Byte Count 2469394709
Port Packet Error Count ]
Refrezh ] [CIDSE ]

5717 B0 H 114 |
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General Setting Status(—&i% e RE&ER)

- General Setting Status

LAN P : 192.168.1.1
VAN P : 192.168.5.175 | Release | | Renew |
VAN P : 0.00.0 | Release | | Renew |
VAN P : 0.00.0 | Release | | Renew |
VAN P 0.00.0 | Release || Renew |
DMZIP: 0.0.00
Default Gatewsry (VAN ) : 192.168.5.1
(WAN2) 0.0.0.0
(WANZ) - 0.0.00
(AN - 0.0.00
DINS (WANT) 19216851  168.168.5.20
(FIANZ) : 19216851 19216852
(PAN) :
(W) - 19216851 19216852
QoS (WANT | WANZ| 3 |4): offt | Off | oOff | Off

LAN IP: gt o Hi 4 LAN i H TR 1P A2 B B0 R, RGNS 192.168.1.1, Jf H ] LU R iZ#E%
R HP N Z e E

WAN1~4 IP: 4 SR AR 1K WAN 1 3 H AT 1P A B BOE R B, IF B DU N 08 g0k B e N e
WH . Y A 1P {7 ( Obtain an IP automatically), fh<s R AN AR
-release S8 Fi-renew. A3 0 L% FRK- release F&H1 L MMORE B ISP i A% A& 1) 1P 78, DA & R
- renew HZHH ZACE T ISP ST A2 A IP AL E . 4uk£E WAN kL] 40 PPPOE Bt PPTP HiF,
278 Ay o ¥ RE-Connect 5 I IBCHL-Disconnect.

DMZ IP: 0 o i) DMZ HBTH) IP AL EBOEfE R, JF Bl B Mz 2 et Nz soe i .
Default Gateway: It 4 /s A I BN OC 1P A7 B SO R, IF Bl DU N 08 i H et Nz beoe I
Hh

DNS: 4 B7R % 45 1¥) DNS(Domain Name Serven) [ IP 7 & 5 A5 B, I H T Dk Mol et i gzt A
ZBOEH .

QoS: A Wk 22 WANL~4 JE 547 1 QoS, I H.aJ LAt N iz gz et NiZ e W H .
Advanced Setting Status (B8 R BR)

-ﬁulvanced Setting Status

D Hiost Dizabled

Warking Mode Gateway

DOMS (WANT [ Wil | 3] 4 offt | Off | off | Off
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DMZ Host: 1o <% H # K) DMZ D REXE IS s, JF Hoal DAL R iz g s Bt Nz vsoE i H 1. R
ST b Ty RE A K M o
Working Mode: I s H a5 1) H iy TAERE0 (] NAT Gateway 5 Router # fi45=0), Jf H nf A%~ i%
R A R BOE W H . KRG A8 NAT Gateway #25X.
DDNS: itk s i HH 43 ¥ DDNS z)#& DNS D REEIUE S0, JF H T DA% N i R B RE N % 3oE T
Hro RGEMERILDIRE R K.

Firewall Setting Status (B k5 & & R&E7R)

i Firewall Setting Status

SPI (Stateful Packet Inspection) : Ot
DaS (Denial of Service) Ot
Block WAl Request Off
Remate Management : on

SPI (Stateful Packet Inspection): 4 &7 % Hi48 & 75 7T J5 SPI(Stateful Packet Inspection) 3 2 d5f- 0 T il it &
By K 8 Dy e 126 T 75 W0 (OF 5 -On/ 26 FA1-Off), I Bl DU M il i e Nix BOe I H e R T
Diie h K 11-Off,

DoS (Deny of Service): 4 s H 8% 2 LK K B Internet 1) DoS JGili ThREEI, &7 ¥E (T JH-On/
K-0Off), JFH A LE MR BN Z e H . RGBT A8k L 1-Off,

Block WAN Request: It 7R i a2 A BHIKK H Internet L) ICMP-Ping W N DY REZE IR, & 5 0E OF
Jii-On/K-Off), I HonJ LLi% M8 g ik At N soe WH B . Rl e oK H-Off.

Remote Management: 4 %l /< % i FRO2C R 31 D) BB 002 75 305 (FF 3 -On/ oK H3-Off), I HonJ LL% T i
P AP N BOE T H . RGTR ) aE Sy K H-Off.

VPN Setting Status(VPN & RAER)

.UPH Setting Status

YEM Summary

Tunnel(s) Uzed : 0
Tunnel(=) Available 200

Mo Group VPN was defined.

PPTP Server : Dizabled

VPN Summary: 124 s B H 4 1) VPN I REE I A 2545 5, JF Hoay L% iz g e H et Az soe i H 4.
Tunnel(s) Used: ith2 s i d#%1) VPN DiRE H §T 48 %0€ 1) Tunnel 25 .

Tunnel(s) Available: It R E 2% VPN Zhig H gl 4 FH (1) Tunnel & .

Current Connected (The Group Name of GroupVPN1) users: Jy g7~ 8% VPN 1 H a7k L4 Tunnel
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Current Connected (The Group Name of GroupVPN2) users: Jj g7~ 8% VPN 2 HEjZk L4 Tunnel
%ﬁl%
/& GroupVPN A G E FPIRE, No Group VPN was defined. "5 GroupVPN #{ i3 5 115 &

Log Setting Status: (R4 HE R ERAER)

Log Setting Status

E-tnail cannot be zent because you have not specified an outhound SMTP zerver address.

E-Mail 1882 BEHaR 2314 31 F 40 H & o mi i

AT BEE HL T ISR 554 (Mail Server) T~ 48 H S W E 11 (Log page), K s o B HL -1 B Ak 55 46
PLIGIE K% R G H A& 7 s f--“E-mail cannot be sent because you have not specified an outbound SMTP
server address. ”

2. 45 BT HL T IR AE AR 25 75 (Mail Server) T %4 H & 2 #(Log page), {HJE Log MiAIA 2 e AL 15 4
PRI, B R B IR R R 45 A CL 4 B -“E-mail settings have been configured. ”

3O BT IRPF % 2% (Mail Server) T 24t H & w2 H(Log page), Log D& fLik i L, ek
N T RIS e B R, I H B4 &k i%- “E-mail settings have been configured and sent out normally. ”
4.7 AT W Ik 254 (Mail Server) T 54t H & 1vyLEEP(Log page), {HJE Log Joik iEmifE 220,
ER R IR RS A DR W, LR TCRARIA I %, TRESE BOE A 1) #E-“E-mail cannot be sent out,

probably use incorrect settings.
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General Setting: —f&%i B % &

General Setting => Configure

General Setting
_Configure

Host Hame: |QVM1 0oo |[Required by some 15Ps]
QoS )
Password Domain Hame: |QVM1 oo |[Required by some [5Fz)
T
Advanced Setting
¥ Lan setting
Tool [MAC Sddress: 00-De-a0-00-1b-50 ]
( Port Management ) Device IP Address Subnet Mask
111 | RE RE | 255 |.less | ess .o |
( Fiewal ) ' '
VPN Multiple Subnet Setting

QVM Server Multiple Subnet

Sk ] 552 -General Setting i[5 QVML000 i K i th 28 A 3EA I Bt 2. R Z B Pkt
B TRBE (930 ) EL20 A0 T I o 25 T RN AT (AR T . 28R A7 S 0 5 P % 52— ISP IR A 0E— 25
PEAIT . HRAIBGE, TS LR &1

Configure-i% &
Configure

Host Name & Domain Name: AJ#%i A%t 8 ) &Z Fr-Host name L& W 184 FR-Domain Name, T KZ$H)
BT ANTAATAT e e B A, B AT — L8 ISP nl Re s 2L 21!

Host Hame: |'3!"'-"'|"-'11 oo |[Hequired by sorme [5Ps)
Domain Hame: |@vm1 Qa0 |[Heq|_|ired b zome 15Ps)
LAN Setting

Ik SR 2R 1) LAN S N 38 4% H BT 1P A7 B BE s S, RAETIN 192.168.1.1, T MHER A
255.255.255.0, 1] LUK AR 52 B Y 26 R AL B B)) |
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MAC Address: 00-0c-41-00-00-00 )

Device IP Address Subnet Mazk
ez | es | RE | 255 | |zms | |zms | o |
Multiple-Subnet Setting
LAHIP Address: (100 | |1 | |1 | |0 |

Subnet Mask: 255 | (255 | 255 | [0 |

[ Update thiz Entrr ]

10.1.1. 0255 255 255.0
11.1.1.0/255 255. 255.0

i100.1. 1. 0/f255 255 2550

[ Delete selected subnet ] [ hdd Hew ]

I RedAt User nf LLEEASTR] T8 fr 2% 1 BE I 1P BFAL A 1) Multiple-Subnet et nf B8 BN, & 457 50k
WEBEREE LT Z AU 1P FEALET, 9B BN T AT A8 cosh vT LB, ] AR A S e Y 4% 2R R B 5 !
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WAN Setting

.WAH Setting

Please choose how many WAN ports you prefer to use @ | 4 | | (Default value is 4}

Interface Connection Type Config.
AN Oktain an P automatically Edit
AR Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit
ARG Ohbtain an P automatically Edit
Please choose how IR ZE U E WAN i I ECH , BRAESY 4. BT UK IR A 5

many WAN ports you DL %,
prefer to use

Interface: R E LA WAN i
Connection Type ]I 45 Internet BEHLEYZS B v BAX 23 DUl

Obtain an IP automatically: H zh I 15 IP {7 %;

Static IP: [5E IP A7 B

PPPoE (Point-to-Point Protocol over Ethernet):PPPoE &5 I#L;
PPTP (Point-to-Point Tunneling Protocol): PPTP %5 i#/L

Config. : SR HE— D T O e a3k Edit 3T — 25 1 T .

WAN Connection Type:) M4 Internet BXHLEL A% €

Obtain an IP automatically: [1ZhH 5 1P A7 & (76 28 25 8 1% 4 28 Cable Modem /& DHCP 13U IP Bk
LAY )

UE A % H o RGP I LT 58, UREEHL 7 X DHCP Client F ZhHU#F 1P 85X, £y i I T4l Cable Modem %5
B, EHEMBHLA AR T2, TR EUR A IR IO G I BE - B2 31T DNS 1) IP {7 & (Use
the Following DNS Server Address) , 5 Uk ¥ Il 4 &% J B 17 38 A DNS [ IP fi & .

Oltain an P automatically

[] use the Following DMNS Server Addresses:
DNS Server (Required) 1:

2:
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Use the Following DNS IEREAE ] H 1T DNS BT RS 8511 1P A7 E

Server Address:

Domain Name Server (DNS): #i N &1 ISP JT ML 24 FRENT RS &% 1P A28, S/ DA —4],
i MR 2% 7 W 4,

Static IP: [l & IP f7 &AL
FEIK) ISP K K [ 52 1 1P A7 B A1 1A IP EJE 8 /N IP 45, 1k S by sUBEHL, # ISP BTz K& 1X) 1P
5 B B IR DL S A A e s 50h

Notes: ity a, 14 ISP B4 ftE e tn— IP A B A4, (HEE e i DHCP B3I IP ot
PPPOE fRHZHAF AN 52 1P B2, HOEREIRESIAS AR A 1P AL E, (EHIPH U A AR SR B A ¢ 2 A5 A T !

Static P e
Specify WAN IP Address: |0 |a mL |O
Subnet Mask:
0 0 |o 1]
Default Gateway Address:
] ] |m ]
DHNS Server (Required) 1: |0 |\a mL {@
2:|0 |o .|o .|0
Specify WAN IP NI \SP Tz A 1l A i 5 1P A 8
Address:
Subnet Mask: NI \SP BT AZ & Bl FH 58 1P A7 & 1R I AL,
R 8 ANEGE IP 7 H:255.255.255.248
KI 16 AN 5 IP A H:255.255.255.240
Default Gateway IP NS ISP Fikz R o, FiE e ADSL [FiE, — Rk
Address: HOAE ATU-R F IP 7, 350 H DR A NS BDREF e 3% 1P

Domain Name Server NIRRT ISP BT e FIk 42 b IR 45 2% 1P A, SebEAN—4, &%
(DNS): A Y,

PPPoE (Point-to-Point Protocol over Ethernet):PPPoE k5 BiAl
I ADSL v I8 H (& F] T ADSL PPPOE), L ISP 45 T (1AL I AL 44 FR 55 %85 650 5 LA S vy 4 9 At 1)
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PPP Over —Ethernet # L, 2%/ PC 2T L4 AT %At ISP s T 1) PPPOE 8 58 MH1E, i
PR, AN A X L R e p 45

PPFOE w
User Name:

Password:

O Connect on Demand: Max Idle Time |5 Min.

() Keep Mlive: Redial Period |5 Sec.

User Name: S0 1SP BT ) 45 44
Password: 4SS0 1SP AL T

Connect-on-demand: HIRERERS LS 1) PPPOE Tk BB L Res A F F shik 5 thag, 4]
s A TR, QVM1000 £ HEhk S EHL, ML — B A
WE AR, RS S A0S (A 3B 2 IC B LR R Tl 5
351

Keep Alive: I RERENS LS 1K) PPPOE k& 4k Res AR e, HIZ S H3h
R, AT DK AT 2 5 X B AT B BRI ], Tk
30 b,

PPTP (Point-to-Point Tunneling Protocol): PPTP &5 kHL

IA PPTP (Point to Point Tunneling Protocol) I #il# ], N ISP 45T 1 4d H 2 Bl 42 Fr 5 %5 DA
QVM1000 M) PPTP SRAFIBENL, (22 4 BRI FE K AT H)
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FPTP b
Specify WAN IP Addresszs: |0 | |a |a
Subnet Mask: |0 o o o
Default Gateway Address: |0 | |a |a
User Name:
Password:
® Connect on Demand: Max Idle Time |5 Min.
O Keep Alive: Redial Period |30 Sec.
Specify WAN IP BEIUN BEE [ E 1P Address, BEE 1P ul ST ISP e (1) 4 4
Address: AU 1P RLE % ISP #5 T RHLT 45 T, W 2511 ISP 45 T AH A5 D
Subnet Mask: W R ISP 7 ARG b T RN
Default Gateway B NS ISP FTRZ R AT T € 1P A7 B R PR 5%, A5 S AL A T
Address: ADSL i, —BRAE ATU-R 1 1P {75
User Name: BN 1SP TR A HOAE I 44 P
Password: NS ISP TR 06 T

Connect-on-demand: I RERERS LR PPTP ki BaE & e A H B shik 5 Dhae, M H
Fef EMFEKE, QVM1000 2 H#) R Tk ISP H ik 5 B,
2 g — BN R N B TN, RS Al B (H 3h B &Itk
IEIN R THE A B 2.

Keep Alive: VL DIRERERS LS K PPTP YR AL e Wi sk Al E ik, i LT L AAT
BT HUFT AR I ], IR 30 #5.

DMZ Setting

IR ] % PRI I FH R, 5T £ T BT BT DMZ AR ZE S04 X 48 oK BB R X A IR 45 4% 1 WEB
5 Mail i45 2585, QUVM1000 #4217 (1) DMZ £z 1k ¥ e 8 432 IP A B MRS 85 . ik DMZ #2111 41%
£z Internet 5 JRja i 45 2 0] (1A AT 2

.DME Setting

Interface IP Address Config.
DL 0.0.0.0 Edit
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Interface: o~k DMZ 0
IP Address: o HRr e il e 1P A7 .
Config. SR N e I Edit HENTE— 25 B E T .
DMZ
Specify DMZ IP Address: [0 |o |\a |\a
Subnet Mask: |0 |a |a |a

Specify DMZ IP Address: i A DMZ 42 1 1P A7 B A5 JLA L T RS

Multi WAN-Z WAN Port %5
T2 WAN FEsERACY T, St TR = Aiaigfe, 20 nlh —& A3h B FAECPEARS Intelligent
Banancer(Auto Mode) L & 4FEfEFHE R IP #4455 IP Group (By Users)i&f IP fi#354 IP Balance.

£ HFAE M EPEER Intelligent Banancer(Auto Mode)KIEH T
REG4s HEHEE WANL 2] WANS US4 % de KAl o Ml £ 16 57 8P4
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( Advanced Setting )

( DHCP )
( Tool )

( Port Management )

{  Firewall )
¢ Log )

Mode:

Interface Setting
Interface

Mode

Config.

Apply
Cancel

QVM1000 SME QVM Firewall/VPN Router

General Setting => Multi WAN

.Mude

@ Intelligent Balancer {Auto Mode)
C'-' IP Group (By Users)

O IP Balance

i Interface Setting

Interface Mode Config.
VAR Auto | Edit
A2 ' Auto | Edt
A3 ' Auto | Edt
AN ' Auto | Edt

[ oy ) [ Cancel |

4 Hh A ) 7 B4R Intelligent Balancer (Auto Mode)
AT T B AR % h 2 BT R — 2% WAN IS 1 3l 51 3815
IP $#35% (1P Balance):

VO ARSI s s, BRI 3, T el 2 2 kT A I o B L
R MY 3 e 4% WAN A

FIEFEPT S SR DB .
o I 2 g R ECH

TEMERESE Auto Jii, L RIR 45 AT 4 B3N AL I S BCPA
Intelligent Balancer (Auto Mode)¥i1 2, 45 F8lior i A8/ id
B o

AL % Edit HEATHE D E .

i N ULH L Apply" RIS it 47 NIA BT A2 3 18 v s WA S 4L .

% Ikl Cancel I 2 BRAIA TR S B BOE WA S 8L (H
WART Apply A7 B EZ 1T A S ATRL
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Multi-WAN Config setting

Ganer;Setting

__ Multi WAN___
[

Time
Advanced Setting

Interface:

The Max. Bandwidth
provided by ISP:

Network Services
Detection:

Retry Count:

Retry Timeout:

When Falil

Default Gateway:

ISP Host:

Sitemap

General Setting => Multi WAN

Interface : WWARN1

The Maex. Bandwickh provided by 15F © Upstream KhitiSec  Downstream |E Khit/Sec
Hetwork service detection

Retry count
Retry timeout zecond
When Fail | Remaove the Connection “

Diefautt Gateway

L

[[] Remate Host |

] DMS Lookup Host |

R IUEFIT EEREE BT I 4 0 1

IS s 152 bR SCRRIR) B A% (Upstream) J2 R 2
(Downstream) ¥y 5B ISP 47 %8 . HEH /T 0~100Mbits 2 [11]

Y280 ARSI o 25 A eI, < tH I Retry Count,
Retry Timeout..Z5 L NS -

X HMBRHLTIN R K, BROAE ) Tk 2 T e,
Internet AT W15, B o PIMTIIL A Jalin 110 SR 2 i T |

XPANBAUTIET I I R (RD), BRI 30 #. F2 T Ui, IR
FITBEE AR DN R A WA L PR T, B P 2 T e 2 S R o ke i

(1)Generate the Error Condition in the System Log: #ERZ H&
e AERRE AR UOE] S ISP &L RGN, RIURATE
ARG HEPRIX I RIS A5 MR, (HKIAREF R BASBER,
JIT A2 AT B2 J5OR AT I A5 e % L IW) User JoikiEw AL .

(2)Remove the Connection #&A BRI 4055 ISP &E4:
KW, RFEASAERG HE PR IX IR R ALK TR AL
WAN iy ()30 A 3 o 1 Bl 45 380 o — 2% T 3o 11 o 45 31 AR T 2k 1)
s K S o BATERIESE, WALy A bR

TR AL, G ADSL B4 2 il il 1 &5 SOGETHeeai (1 1P 475

BT BHAN ISP 5[] DNS TR %%, TN ATIEHG 2k DNS /&
SN . ISP S I B, 40 ISP ) DNS IP i &%, EElt
IP Mk i i A A 1P kb S Ay DL HLARSE D (A5 B R . (@A
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Remote Host:

DNS Lookup Host:

Protocol Binding-tHiXgFse

ISP 3 DNS IP)

TCFE A 254 5 AT IAL T, 1 Remote Host IP bk s -t 2 nf LA FLE&
SE P AR Y . (LA ISP i DNS IP)

W 45k 44 B s DN'S (RT3 5 ) 42 44 Ak s DN'S ATy ' (U - B L VF
N B www.hinet.net”, 5273 1P #ihk, 46, B4k WAN [t
FBORNAT LA A [F] B R AL .

= Protocel Binding

| SMTP [TCPi25~25] |

[ Service Management ]

Service:

Source IP: 192 . 168 1 o ta|0 |
Distination IP: o | .lo | .|o | .[o
Enable: |

Delete selected application

[ Bacc [ appy ][ canca ]

BRI A R R 2 1 1P ol s I N IR 4530 11 (Service port) £ H R 2 1 WAN H 25,

Service:

Source IP:

Destination IP:

TEDLIEFRARTT ST 45 € TR 45t 1 Service Port
T 41122 (W1 Al(TCP&UDP)0-65535), U1 WWW >4 80(80~80), FTP
Hy 21~21, WBFRSFHETBIIE! TR Service 5 SMTP,

A5 T 2 v LA S 5 5 100 PN 308 R A0 NP A B R 3 A 48 ey e o 1)) Jaios 10
Zo (MBI BN E RS IP AL B VG, #1140 192.168.1.100 F| 150.
1P Hitik 100 2] 150 AhEa e, WA T B e R E I
Service Port AT BEERFE M 1P [016,  WLE IP (BN 0,
Fi4h Ik Source IP & nf LA 2 Class B 13

TEMCIE B RANTE e P AL E, 1A E — Hbsiihk 210.11.1.1 A H]
FPR e KRB ko 11 1 2Rk H ARl 7RI B4 e 1P
7% 210.11.1.1 to 210.11.1.1. A% 2% — MR H
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Enable:
Add to list:

Delete selected
application:

Back:

Apply:
Cancel:

RHs oy &, WA TR AT Y 210.11.1.1 to 210.11.255.254, NFE I~
420 210.11.x.x [1) Class B W B A RR il — 4 3, & A& ik
ERE RN AT R EREN IP G, WHLE IP FZE S HA
0.0.0.0.

T A e 2 ik 55 D fig
BTG A PSS B AR
MBI E R A B IR 5%

¥ N R " Back R 23 [n| 5] F— 1T
1% Bb e Apply” Bl A& A7 WA BT AR Bl A8 B0Be 2 N S5

% N Ikigdl " Cancel” Bl & iF BRAIA ARSI B O BOE WA S KL (R
WY Apply A7 EIEZ AT A 2%

P E 453411 Service port, 43— AT H , #7803 3 H A 7ER s, el L Services
Management: 5§34 R 55 5 5 R DIREIA B, an LA R prid:

Services Name:

Protocol:

Port Range:

Add to List:

Delete Selected
Services:

Apply
Cancel

Exit:

TEME HITIEREAOT I3 Ik 55 185 BRI FIZH, W1 Edonky 5%
WP T BEIN Service port 24 TCP or UDP 341,

LEDEIE_EARTT 3 BRSSO A7 & Ye Hl, 4 TCP/500~500 BR/&
UDP/2300~2310 %,

BE I BT IR R S5 T H ARSI, e v BTie 30 41
T B 3 4% £ e 25 0 H

T Bz Apply” Bl 2> il 77 WA BT A2 8 B st e RS 4

% N IkisHl " Cancel” Bl i BRAIA T AZS B O BOE WA SHLL (R
WA Apply TBAFENEZHTA AT

T TT L L B 0 1 1T
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3 Service Management - Microsofi Internet Explorer

Service hame &Il Traffic [TCP&LIDPA ~65535] =
DNS [UDP/53~53] =
FTP [TCP21~21]
HTTP [TCR/E0~E0]
SE— HTTP Secondary [TCPAE0S0~E030]
HTTRS [TCPi443~a43]
HTTPS Secondary [TCP/E443~8443]
Port Range TFTP [UDP/I~E4]
IMAP [TCPH 43~143]
| lto | |t TePrg-11]
POPS [TCPA10~110] :
SMMP [LIDP 61 ~161]
SMTP [TCPI25~25]
TELMET [TCR23~23]
TELMET Secondary [TCP/B023~E023] v

Acded to list
Apply Cancel Exit

fEFEE P B4R IP Group (By Users)

B ROC R FE R IP BEA", DRI IR SS 5ldi 8 HELL 1P BY Service Port KA B—4% WAN HEH,
235845 5 k4 WAN B H BB 451X JLA IP 51 Service Port f# . 25 B4 HDRHRS 2 ) WAN PR 2 45y
SEAHIE I 1P BEAER, ARSI eaAR R 0 1P B ME =i vE, WA RS . 4
FEEI) 1P AL AU PR € I IRSS I, WL e IR IR 2% 23 40 b AR IR ) R 46 3 1 3%

J 3R 0 WAN 1 PR AR MO E 1P BRG], a2 BT & e/ WAN2-WANA4 ] IP =% Service Port #
2 E B p b gk, T IREE O WAN2~4 TR A e 4 F 18
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General Setting
Muti WAN
oS
=
Time

( Advanced Setl:inﬁ )
( DHCP )
C Tool D
( Firewall }
o )

Mode:

Interface Setting:

Interface:

Mode:

Config.

Apply
Cancel

QVM1000 SME QVM Firewall/VPN Router

General Setting => Multi WAN

= Mode

O Intelligent Balancer (Auto Mode)
@ IP Group (By Users)

D IP Balance

2 Interface Setting

Interface Mode Config.
VAN ' Dispatched by system | Edit
WAN2 ' Dispatched by systam Eciit
WA Dizpatched by system Ediit
WIANG Dizpatched by system Eciit

[ Aoply ][ Cancel |

BFEFHER IP #4442 IP Group (By Users) :

PR R KE 4 WAN 2 3] WAN 4 $5 52 25 K46 IP 5k Service

Port BT, Mk WAN #% & fa, A RER IP 8¢ Service Port
Al DL b4 WAN, 348, WANL 2 745 10, DL WAN2-4
HWEE T A ARG E I IP 5L Service Port f5—2% WAN #] ffi [ .

BT E 5 | A3 7 STEA L O o/ M N

SRR R & R, BRAAE A DA .

FETB SO, WANL Z253EF5 & 2] WAN2 2] WAN4 [ 1P J%
Service Port Tl . WAN2~4 AT LUINLLEE, R AR ES BT

&4 H1T /0. Dispatched by system, /& 25! WAN1 i1 Router
[ C\f# Load Balance.

A Rk Edit FEATHE D IRGE.
5T AL HL Apply” BI S A7 WA P A2 s B BB e WA S HL. -

% N IkigHlCancel” Bl & iF BRAIA T AZ S B O BOE W RS HL (7
AT Apply A7 S EZ 1T A S ATRL
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General Setting => Multi WAN

Interface : sz

Sitemap

S
Password The hiax. Bandwicth provided by ISP 0 Upstream KhitiSec  Downstrean khitiSes
Advanced Setting
[] Hetwork service detection
Interface: SR LAY WAN J8 E1o ZETRI 0 WAN2~4 2 0] UHCK 8 e A

FE K 1P B4 IP Group (By Users)
The Max, Bandwidth  FFFaEA AT Sk 15T BESCRFI_F AL (Upstream) f R %%

provided by ISP:: (Downstream)[) b £ it & . H G /T 0~100Mbits 2 [A]
Netwqu Service 42 B R 53 P4 Intelligent Banancer(Auto Mode) B4
detection HHAN A, FHE T AEIRE BB A ECPEES P IE
(_Firewall )
corvice: [ Al Traffic [TCP&UDPA ~B5535] |
) [ Service Managemert ]
Source IP: 192 . 168 M . o |
Distination IP: | | .| | .| | .
Enable: il
Delete selected application
[ Back  J[ apoy J[ cancer ]
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QoS

QVM1000 ihAf F 3 nl DLAERE 2 i 4 b %ty 11 1, S0 sl 44 4H) (Rate Control) B3 & MR 4500 26 1
(Priority) PHRIIRSS FE QOS AL MY, DU A 45w A8 FH 3 iA1r v 75 oK o A8 FH 3 76 b L BE RS AE X W R ik s 8
T e P8 A () — BT 58 IR 45 i QoS

7E Rate Control FIIEM T
QVM1000 n] LAEFFE e 1) 3 11 (WANL-WANA)FEALET X 552 1P 8Lk Service port (1) bR A4 9 44 il ik
%, DAMRBE AT R, FSRAE B AE BE .

Sitemap

General Setting => QoS

- Quality of Service

Enable:  [lwamr [Cwanz Clwanz Tlwang
Type: (5 Rate Control (U Priority

| SMTP [TCPi25~24] ~ |

[ Service Management ]

IP: 192 . 168 o1 Jo e ]
Direction: Upstream b
Mini. Rate: Khitézec Max. Rate: |:| Khitfsec

Enable: ]
Acddd to list

Service:

Delete selected application

Enable: BOE LT IR QoS PRI A 3E M i 11
Type: O E T Rate Control
Services: 5 BB R 2 HO IR 253 11 Service Port: (41 All(TCP&UDP)0-65535),

I WWW % 80(80~80), FTP Jy 21~21, n] &% AR5 STk 4% 1.
il [#) Service S SMTP.
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Services Management:
Direction:

Minimum Rate (Min.
Rate):

Maximum Rate ( Max.
Rate):

Enable:
Add to List:

Delete Selected Services:

Apply
Cancel

0 I A B R 5% i 11 5 41
P LA uplink B8R4 down link 114 B il Ak 55

FE AR UE BRI AR (R 6. B3 15, RS H S &R IEX IRk
42 /b45 15 Kbps I 5ER1F

ECIE N e 1 5. Bt 700, R 48 A S RIEIX RS A
2581k 700 Kbps (1) B

T8 L 55 Khe

&N ETT I AR 55 50 H N B

T P 36 £ R 25 0 H

% UkA%HEL Apply” Bl 2 il 47 WA T A2 2h B e BoE W R S 4L

% Ibisdl " Cancel” Bl TR BRRIA B2 sh B e B WA S 5L, HZ
AT Apply A7 EIEZ BT A ATk

TERREAR S, Priority HITEWT
QVM1000 H] LAEF® e € ) 3 o PRUFFES AT e IR S5 I, T DA 4 B, AIRIIILSE S, Skefkik 2
5 B, HERMER S e R

57 36 FI > H 114 FI
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Las Leod General Setting => QoS

LR Guality of Service

— - Enable:
T Olwam Cwanz Cwans Cwana

F ~Time : Type: () Rate Control &) Priority

Advanced Setting

| SMTP [TCPi25~25] v|  |upstresm  v|  [Hoh v O
Tool [ Service Management ] Al to list
Port Management
Delete selected application

Enable: WO PEEEHAT I QoS 1) 38 9 £ i 11
Type: MIERRZASEH: Priority
Services: FE MR FRARTT I R S LG IR 4550 T 41) 26 (n

Al(TCP&UDP)0-65535), 41 WWW > 80(80~80), FTP Jy 21~21,
WS RS SRR .

Services Management: ST I I A e 25 i 11 A
Direction: EFE b A% uplink 8¢ F 2k down link.

Priority: FEIEREMRAS L Ae i, o 35 ] DL B i 26 4% High(60%) Sk
Loe gl Low(10%) Pifp. LA e A R 5E 2 (30%) . FEFIRH =
PR AT IR 14y 255 60%I[K45 58 . (AL SC R AT IR &
B0 R G0 10%I071 58 o AP O Ae i A IR 45 W35 43 30% 171 5

Add to List: FEINETT A MR 45 50 H A AR

Enable: TFR IR S5 Dke .

Delete Selected MR Pk BRI ARSI H .

application:

Apply F2N B AL Apply" RI 2 ifi 47 NI A T A2 3l BB T v e WA S5

5737 FI o H 114 |
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Cancel 1 it Cancel Ml 215 BRWIA BT A2 sh B s 8 WA S 5L, HZ
AT Apply A7 S EZ T A A3

Password

AKINfEE % QUML000 IIEHHF BT - 5% S5 BeE . AHLAEFT BRI (i “admin”, f0 ¥te
AR, (A0 B SE U Apply

i3

\\_ .Silemap

General Setting => Password

General Setting
T Uger Name: admin
Old Password: | |

.I,_
E

i

Password
Time

Advanced Setting

™

New Password: | |

I

Confirm New Password: | |

g

Port Management

User Name: Tk admin
Old Password: HE R |H 26,
New Password: YA'E P o SO

Confirm New Password:  FIEE ffiih— k5 S m

Apply 5T MAZHL Apply” BI S A7 WA B A2 s B B BEE WA S HL -
Cancel T AL AL Cancel Bl 2335 BRIWIA BT A2 sh I 1B 2 8 W RS Ha2

WAT Apply A7 S EZ T A AL

5738 10 H 114 FI
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Time- R4t 6] & &

QVM1000 AT T iEMAIN Al THA D RE, 50T LLEFE S QVM1000 W i i AN BIN 1) ) 20 il 55 25 (N TP Server) sl
H ORI 25, iS5 E il LSS QVML000 [ R G4l skl v B W 44 A7 U I S R, ]
CAMER I K0 TG FEAF BT R AR TS, DL R A IR TR I Internet B35 R A H 4511

Automatically: ¥ 5€ B35 M % L NTP R85 [F PR [A]

i1 Time Zone 126 I £ 165 i /1 DX Aul F I 1) 2 85 LA A H BRURH ), sl S A7 L Jagd A FH PR ) [ 20 il 25 28 (N TP
Server) i, &0 LU M ][5 20 IR 25 28 10 1P v 8.

® setthe local time using Network Time Protocol {(NTP} automatically

General Setting => Time

General Setting

) setthe local time Manually

S
= HH
e

Advanced Setting

Time Zone: | Greenwvich bean Time: London (GhMT+00:00) |

Tool
Port Management

Daylight Saving: [ Enabled from | [emontry |25 oawito[10 Jortmy 27 | pay

HTP Server: | |

5739 FI o H 114 |
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Manually: T3l A\ H i ) 241
T OERF) /N (Hours), 438 (Minutes),  F2(Seconds), A (Month), H(Day) 5S4 (Year).

Sitemap

General Setting => Time

O Set the local time using Network Time Protocol {NTP} automatically

._.Ei .

L @ set the local time Manually
Time
Advanced Setting
|E |Hours |1 a4 |Minu‘tes|29 | 3econds
|8 | Month |27 |pay 2004 |Year

Port Management

%N UL Apply” Bl 2 il A7 WA BT AR sh B T BOE WA S . #4 R Cancel Bl 21 BRNIA B A2 sh (B e BE N
HZH, (HRIT Apply EAFBIEZRTA A2

5T 40 1o H 114 |
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Advanced Setting

DMZ Host-(Demilitarized Zone)
2P NAT BB VR, I TS A« PRIk " SAT A S R e 3L 1P A7 B () 45 Fh S R AR P Iy, ap
4 QVM1000 [¥] WAN Port 1572 1P A7 2 BTN N EBRERL 1P A EAE A, B i RIS J7 1 e nl b
ThREIR k!

Sitemap

Advanced Setting => DMZ Host

Advanced Setting DMZ Private IP Address: 192, 168. 1. D
- 1

Forwarding

"~ OnetoOne NAT _
“DDNS
WAC Gione

Tool

Port Management

i

TIEFE “DMZ Host” DIREN, 5 REOH LD RELA 0T Jn T BOE RERUL 1P A7 BTSN 0" IS8, A ik
IED A -

2N AR A" Apply” Bl 2 il A7 MIA BT S IE BOBE WA S 8. 1% T "Cancel” Bl 25 B KA BT A2 8l 18 e
WESHL, BIEZIT Apply 6 AFshfEZ T A 24 3

Forwarding
Port forwarding ME4L EAIEE B, #E M4 & A RS #2hie GRIRX AT RS L WWW, FTP. Mail %5
AR R B KB D fE, R BN — B EMWALE, T QVM1000 A& IP 47 B <Public IP>, £
i port [F#E#: (it WWW 24 port 800, HHEAFI MBS w1 IRSs . # TR mf g, EHIHAW W W RS
#AE, 11192.168.1.50 H port A& 80 11, 4 Internet ZAFHGX AN M TS HZLEEN «
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http://211.243.220.43(1tt 5 QVM1000 (144 1P Huhk)

eI, 4 QVM1000 ) Public IP 47 & 2 #431] 192.168.1.50 R EHL 1K) Port 80 2 1L T .
He RS e, wkE E—f R AT Server () UDP Port ‘55, LA REII ML 1P A7 B BN,

o

Advanced Setting => Forwarding

Advanced Setting ., Range Forwarding

[_:fqugajgil[Tg = [0 Tratric [TZ:‘:Z;PH ~65535] ~| 192 .168 . 1“.333 | nal:l.3
O 0 O NAT. [ Service Management ]
DDNS
MAC Clone
DHCP
=
Services: TR IEFEATT JE R REAEL ML A 455 A il v 412 (an
All(TCP&UDP)0-65535), U WWW >4 80(80~80), FTP & 21~21,
A ZE MRS SRR .
IP Address: FEICAE b READ WA S ¥ 35 R0 1P A7 &, 4n 192.168.1.100
Enable: TEIE IR %5 Ve
Services Management: 748 sl S A B IR 45 i 11241 22
Add to List: BB R RS I H A 2

PLERSS A, — SN BFEAE I , A 0T B 0 H &AL, e LM Services Management
TG B R BRI 2% v 1 5 AR TR, LA ik

Port Range Forwarding: 3 - B & B Th g

Services Name: FEIE BT IEREAOT 5 I IR 45 3 5 RIS &, 4 Edonky 45

Protocol: EF LIRSS Port s TCP 42 UDP i,

Port Range: TEIA MR 25 Dy REAE BE A AR TT R I 5% s 11 AL B L, 4
500~500 /& 2300~2310 %5,

Add to List: BB RS I H ARSI

5T 42 FI o H 114 |
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Delete Selected Services: MH&PHERRIIRS I H -

Apply ¥ sb AL Apply” BE A A7 WA BT AR Bl (P48 B0 e 8 N S50

Cancel ¥ 1 skl Cancel” Bl 235 BRI A BT AR B G DOE 8 WA S5, (B
AT Apply A7 EIME 2 T A A%

Exit: 2 I Th R 15 I T

3 Service Management - Microsofi Internet Explorer

service ame &1l Traffic [TCPAUDPA ~E5535] =
DNS [UDR53~53] —
FTP [TCR21~21]
HTTP [TCPAE0~80]
E— HTTP Secondary [TCPB0E0~E080]
HTTRS [TCR443~a43]
HTTRS Secondary [TCPE443~5443]
Port Range TFTP [UDPES~E9]
IMAP [TCPH 43~143]
| lto | | |wTP TCPrg-11g]
POF3 [TCRA10110] 3
SMMP [UDPAH 1~161]
SMTP [TCPi25~25]
TELMET [TCPi2323]
TELMET Secondary [TCPE0Z3~E023] v

Aol to list
Apply Cancel Exit

5T 43 FI o H 114 |
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Port Triggering

= Port Triggering

Application Hame Trigger Port Range Incoming Port Range

[ 1 | o] | ™
[ Addtoist |
[ showTanies | [ appy ][ cancei |

your fut Ure Tife

A1 LR TR Y Internet (9355 (Port Number) 5 JEXTFRIK) BRI A Z5UE P e D AR THAG — 2505
Wk R 3 5 AR S BoE - i DA _E i i s

Application name:

Trigger Port Range:

Incoming Port Range:

Add to List:

Delete Selected
Application:

Show Tables:

Apply:

Cancel

T L ET AR R A B, 5 (e B

fi N\t QVM1000 t} Internet #4313 1 (Port Number)4i 5 . (41
9000~10000)

i NHT Internet 33E X148 118 1 (Port Number) i 5 .
2004~2005)

BE AN ETT IR AR 55 50 H N B
TR e S 336 110 i 25 30 H

(tn

i NIk Rl 25 o Table B AT doc T H A RS 4.
21 SR Apply” Bl 2> il A7 WA BT A2 sh B BBt E W RS 5.

% IbigdlCancel” Bl 2 TF BRFIA BT A2 sh B e BoE WA S 5L, HZ
WLIRT Apply f#AFBIAE ZRiTA AT 3L

DA S Y 5 i e B UL D RE R H Hh B

Application Outgoing Control Incoming Data

Battle. net 6112 6112

DialPad 7175 51200, 51201, 51210

ICU I 2019 2000-2038, 2050-2051
2069, 2085, 3010-3030

MSN Gaming Zone| 47624 2300-2400, 28800-29000
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UPnP

Sitemap

Advanced Setting => UPnP

UPRP Function: () ves (& o

Jervice Mame or IP Address Enable
[ DM [UDPIS3--53] v] | | O
[ Service Management ]

Delete selected application

UPNnP (Universal Plug and Play) /2&f#% Microsoft il i — W0 RPN SUARE, 2 A B LN SCRE
UpnP HLHI % (U WindowsXP), T B 2 Z5UAH [A] 528 B8 I BN LS UpnP Zhaedt)a, DAES QVM1000 B i #3 Vr A%

FEAEH] -

Services:

IP Address:

Enable:
Services Management:

Add to List:

Delete Selected Services:

Show Tables:
Apply:

TEMCIEFEATT I I UPNP (RIS S g Pl e 4114, i WWW
80(80~80), FTP Jy21~21, W[ ZHERL ST !,

LEDEHA I UPNP AHS R B P EB R4 IP A7 & a4 FR, in 192, 168, 1.
100

TF i Mo 55 Dk

P B SR HEIR 45 55 A1

8IS W5 T 2

R BT e PR A IR 55 T H o

2o HATFTIT R BOE K UpnP #113&

R B Apply” BI 2t A2 WA BT AR B IR 18 e e e A RS 4L

5T 45 1o H 114 |
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Cancel: 1 it Cancel Ml 215 BRWIA BT A2 sh B s 8 WA S 5L, HZ
AT Apply A7 S EZ T A A3

Routing- ¥t T MY

Dynamic Routing-zhZ ¥ fid@ Al

RIP J& Routing Information Protocol KIffi#x, {& IP %5545 RIP 1/ RIP 11, — 5 W& k% 1
—ANE A, BT LAZOCE 0 A 14 ST Static Route (A%t IR, RIP AT AL 99 4% o A S 14
MRS, IR AREE & % s 2 k4R % (Routing Table) , W] [Hzhik# RIP GHIREMYL, H AT
A AR

RIP 1 J& — MR AR i S0 #% tH P i (Routing Protocol ), /&% Distance Vector 772, Frif
Distance Vector /& H UL Router [KIANEORAE A6 BB (0PI, A LA BRIBEHLIR S SR AR I, BT LAE
LG T R A A 200 f D 1) Router,  fEUE AN — 5 e W f bR 1) Router .

Advanced Setting => Routing

o Dynamic Routing

Working Mode:  (3) Gateway () Router
RIP: (O Enabled @ Disabled

Receive RIP versions: |

Transmit RIP versions: |

Working Mode: P s ER UL " Gateway " 1 U (NAT) 2 — ot Hi (LAN
to LAN Routing)##z{.
RIP: P "Enable” ik $5f8 H] RIP A% thid il

Transmit RIP Version: o] bR R R B 8 A B None, RIPv1, RIPv2,
Both RIPv1 and v2 A& ZhaS 8 @ Wiy “TX Dikg

Receive RIP Version: T BN ER IR BT 3h A% i None,  RIPv1,
RIPv2-Broadcast, RIPv2-Multicast, h3:Uzhas % tl i il
ff] “RX g

Show Routing Table: A E P Th R4l “Show Routing Table  “ T il B0 2%
ik
Apply: Fu N ML Apply” B2 it 47 NIA BT A2 ) (1018 2B e N 8 S50

5T 46 F1 o H 114 |
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Cancel:

%1 AL AL Cancel” BRI 2t BRWIA PR A2 sh 1B e sE WA S 4L H
FEIT Apply 78I E 2 BTA A 3L

Static Routing-F#2 8 B b

RGP H A B AL 1P 58 FREE, gl 575 50E QVML000 Hi A4 i Zh g (Static Routing),
IXBE T e S LR RN AN A (R 2% 71 5 RE [ BhH T T AR AR, ELRE TR A [R] R0 2% 5 s AR S AR B A8 & T i Tl fig 4

4 “Show Routing Table

Port Management

Select Route entry:

Delete this entry

Mask:

Default Gateway:

Hop Count:

Interface
Delete Selected IP:

Show Routing Table:

“ REANIE R R

- Static Routing

Destination IP: | | . | | . | | | |

Subnet Mask: | | ) | | ) | | ) | |

Default Gateway: | | ; | | ; | | ; | |

Hop Count
{Metric, max. is 15): l:l

Acld to list
Delete selected P
[ snowroutngTaie | [ appy ][ cance |

AR FEH A ER, QVML000 L T £ik 30 dHikhE
R —A i il

Destination IP and Subnet W BIAREEAR LR ES 1P 47 iy 7 ST E, Wn 1M

2475 4 192.168.2.0/255.255.255.0
BT BRGAR I TR P e B . G0 192.168.2.1

T SR g 2L, R AE QVML000 R AN H s —, it
NIHJ 2, TABH 1. (KN 15)

SERIZ 15 A BERT B, 00T WAN Si/Rak A2 LAN 3.
WA R
o F BRI

5T 47 F1 o H 114 |
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One-to-One NAT-- —Xf— NAT XJM
I ISP B RE AL E 1P (W1 ADSL [5E 8 AMSREZ IP i #)I, K QUM1000 A 5 HUA7 i
AN PR, DU ATU-R ANk 1P 1, TR 4% 1P T 3L BRI ] QUM1000
P ER REAEL 1P T AL

TR T
AT AT R BRI S HF I AP RCFER % S FTRLFIY, TR 2k 1P B8 L
R PRV AP GLEEERT, 5t A FHOA L7 (0 B e o

JafEl: s 5 AT IP R0, MR 210.11.1.1~6, 1 210.11.1.1 B1444 QVM1000 (] WAN &
5P AT NAT b, SahEA e PUASEE 1P n] LA 3 ¥ 52 2] Multi-DMZ 249, ik frids

210.11.1.4-> 192.168.1.3
210.11.1.5> 192.168.1.4

210.11.1.6> 192.168.1.5
210.11.1.7> 192.168.1.6

Note: QVM1000 | 1M %% IP £7 & (WAN IP -NAT Public) ATHAM one to one KITEREES .
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Sitemap

Advanced Setting => One to One NAT

One-to-One NAT : Enable

Forwarding. Add Bdnae
,W Private Range Begin Public Range Begin Range Length
One to One NAT ]| 192 1881 .| i i || || || | | |
DHCP

Delete selected range

One-to-One NAT: B SE A%t — NAT Zhfig“Enable” )i Disable i (£
KT TF IR BT RE

Private Range Begin: RERL NP A7 B 1P AL E

Public Range Begin: AN 1P A B LR 1P

Range Length: HMEREE NP AL B 1P MR (T 2055 i WAN (EAETY 1P)

Add to List: I BEE B — X — NAT Fil&h

Delete selected range: MR BT B 1 — 15— X% — NAT 513

Apply: N I Apply” RIS (il 47 WA PR A2 s RS B0 E N RS 4L

Cancel: 1% R etz " Cancel” Al 25 BrWIA Fr A2 sh Bt E WA S L (3

KELIT Apply fEAFEIE L BTA A3

Note: —%F—[1] NAT #iz{(One-to-One NAT ¥4 ZZ b Kk E5ia Ve 7 o B ¥E T ThAg,  LAN Smfrik
JE RN R PC f 22k B Internet b (AR FHAS BT K858, BRAERIT KB51K) Access Rule H AR 4171
RS ZF, 0] AT Internet HE3] LAN 3252 — X% — NAT (LA S PC. BmT LU T — A4y
— NAT {7 &5 H (Add to List) #8802 EFEMIER—4>— % — NAT {7 % ( Delete selected range).
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DDNS-Zh7& 42 T iRk 55

“DDNS” HEi 3 ¥F Dyndns.org 5 3322.org Mzl MubEohfte, HHPERN T i 1P A7 &40,
U IR AT 203 IP N VPN [ICHLA H (1), W ADSL PPPOE i ifilak & Cable Modem (14 ]34
(670 1P Mk 2 B I (A TR A, 2 bl P 3 AR SE e il 2 2RI R Ss,  AEE DN 1P X Bl A28, T DA B 46

Mt T EhA ML RE, HIRSS T 1A www.dyndns.org B¢ www.3322.0rg $HHIE, EsE e B

Sitemap

Advanced Setting => DDNS

Interface Status | Host Hame Config.
- Nt Disabled | | Eat |
- - — | wenz | Disabler! [ | Edt
WANG Cigakled . Edit
P o - s - - T
= — - AR Dizabled Eciit
— PRouting
“One to One NAT
_MACClone

THAEBOER (Config. ) [MZi4H(EdiY) 4 M %GB SR BHENZBOEDTH

5750 10 H 114 FI
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Advanced Setting => DDNS

Agvancea seting Interface : WWARZ
Forwarding DDHS Service:
’m User name: !jayBBBQ |
One to One NAT
Password: |o.oo.o.o |
‘MAC Clone ; Host Hame: |qnnfae5 | : |3322 | : |u:urg |

C DHCP D Internet IP Address: B1 216128 57
CTj Status: DOMS iz updated successtully.
( Port Management )

(___Frewal )

( QUM Server )

T —

Interface: A 3 TR E ) 3l 1

DDNS Service: DDNS 34 Mk 2 g nl LLE$ Disable 5[4, DDNS.org 5
3322.0rg % =i,

Username: 1 FH % 4K 1) DDNS BT BEE (144 5K

Password: {8 4 %505 - 7] DDNS BT 5 (1) % 65

Host Name: BAMUEAFR: 1) DDNS FriE ik, 4 abc.dyndns.org or
xyz.3322.org &,

Internet IP Address FIRT ) ISP FTEAHI 2 s &k 1P A&

Status: F i DDNS [fpfRas: Wz H AT DDNS Jrsioft IP Dhfetkas

Back: 5 R L Back” B 2 [mI 21 i 1 .

Apply: 5 A Apply” Bl 2 A7 NIA T S Bl B i see N RS 4L

Cancel: % NI " Cancel” Al B IA DT AL s KB e e WA S %L, 1

5751 10 H 114 |
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KLY Apply EAFEIE LB A 2 3k

MAC Clone-Z#igff MAC {1 &

B2 At T XR Cable Modem FYF ™, A A AL RIS B0 T, w8 T L D REH A7 0 2% A1l
HE(MAC Address:00-XX-XX-XX-XX-XX) N LI H A DU R4 5 ] 8 !

Sitemap

Advanced Setting => MAC Clone

Interface MAC Address | Cconfig.
AN | 00-07-40-ca-0b-66 | Edt
A2 | 00-0c-41-00-00-02 Edit
A3 | 00-0c-41-00-00-03 Edit
VA4 | 00-0c-41-00-00-04 Edit

HEBOER: (Config)  MIgift (Edit) 4 M ZEB R HEE N ZBOEH 1

5752 FI o H 114 |
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Sitemap

Advanced Setting => MAC Clone

{  Advanced Setting Interface : [PWANT

E ing User Defined WAN MAC Address: @ (00 |_for  [la0 [fea [foe [fes |
: {Defaut: 00-0c-41-00-00-01)
MAC Address fromthis PC: () 00-0e-a6-6b-T0-d9

Interface: A FH 35 BT I ) ) ek 1

User Defined WAN1 MAC HTT % M) i K MAC A7 & .

Address:

MAC Address From this  H#ii&EB:t PC 1 MAC A7 .

PC:

Back: ¥ N A4t " Back” Bl 23 [ 2 T — AN i

Apply: F4 R ILAZEL Apply” RIS it A7 WA BT AR Bl (P& o0 2 I X S 40
Cancel: ¥4 R I Cancel” RIS & BRRIA B A2 s (P& eod 2 N 24,

JEL AT Apply SEAFBIE L RTA A3

5y 53 F1 > H 114 |1
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DHCP-DHCP K IP AR452%

Setup-i% &

QVM1000 A& &t DHCP JIR4s4%, Brlhn] AR IR M 2% W TS E shIS 1P (Zhag, (Wild NT
HR45 2R DHCP IR%S, Urkbiefis PC AH LE 5w e IPE, MiFENUFIUE, 3T A QVM1000
Hzhfs, &7, .

Enable DHCP Server: H[EPETT IH DHCP JIR4s 2% F shiR & 1P 47 B IhRE; 474 Enable #£17,
ATy PC AR Al F BB IP ALE, R WE; Bf PC LTk
Fese e L 1P A7

Sitemap

DHCP => Setup

Enable DHCP Server

.Dynamic IP
Client Lease Time |1440 Minutes
Dynamic IP Range
Range Start : 192.168.1.
Range End : 192.168.1.
Dynamic IP-)#& IP
Client Lease Time: I E A k4 PC i 1P A7 B AL LTI ), Pk 1440 235k (R I
[ —R), fn] LUK prs sk e, BLarSioh By,
Range Start: It IP 7% & DHCP Server F#hiki% IP [{JG 146 1P, RiF2EMNZ D
IP HuhEJFARIRI% . REETIBE N M 192.168.1.100 (1) 1P A7 B TFih K%
JB o
Range End: BN Z D 1P i I EIRI%E . RGN A 149 1) 1P 47 B FF 46

EIERBCIP, i) e Tt 50 &AL A IS 1P Huhl, f&nT
DA SR D 48 el A5
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Static IP- IP #ihl-Z5 € ThEE(IP by MAC)

Static IP address N PC i [ 2 2 40L 1P {7
MAC: N PC iy I 28 [ 58 A MAC 7
Add to List: I ¥ 5E ) Static IP 4l
Delete selected Entry: TR Frik £ 1) Static IP 31
Add New B [ B R IP AL
-StaticIP
Static Entry
Static IP Address: | |.[ |.[ || |
maCAddress: | || || .| .| | |
Add to list

Delete selected Entry

-DNS
DNS Server (Required) 1: [0 | [o [ [o | o |
2p o [0 o |
-W|NS
WINSSeruer:|U ||D ||D ||D |

DNS Server
BB A R 4y PC ity 1P 7 ¥ DNS Sk 4 MR 45 85 B &, 45 nT DAE B A MRS 28 110 1P A .
DNS Server (Required)l  #i A\ DNS I R4 25 IP {75 . ZRIMEN O.

2 %y )\ DNS WIARSS 2510 1P 75 . BRIAMEN 0.
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WINS

P& EA AT A Windows (TN FRIRSS s 0%, 48n] LB B N IEIIR S5 45 1) 1P o7
WIN Server BN WIN MRS 800 1P A7 5 . BRUE N 0.
Apply: YR I Apply” RIS it A7 W A BT AR Bl R AE 250 s N XS 40
Cancel: 15N e Cancel” Bl BR NIA BT AR sl 18 oo s WA S5, (H

ST Apply fEAFIEZRTA A5

Status-IR&E~

Sitemap

DHCP => Status

General Setting

- Status

DHCP Server: 192165811
wynamic IP Used: 0O
Static IP Used: 0
DHCP Available : S0
Total: S0

- Client Table

Client Host Hame IP Address MAC Address Leased Time Delete

PR 7R DHCP k45410 H T A APIRGS 5 BE 20 %58, DUER AU BN O3 s S MM 2% e 8 S 5 8l . LU EE XS
He R4

DHCP Server: Hl DHCP IRZ-33 1) IP 4 &
Dynamic IP Used: H il DHCP JIR45 %% O & R Ih 4 1P (s
Static IP Used: H A7 DHCP fili4s#s B4 K 2 1P s
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DHCP Available:

Total:

Client Host Name:

IP Address:
MAC Address:
Leased Time:

Delete:

Tool- T EFERF

F iy DHCP Jik 544 il LLABUR 1P %t

H il DHCP fil 554 BT BEE AT 1P J i
H A & AL TS LAL FR
HATIE & LTI 1P o
HATIE & TH AL MAC 9 26 S AR A7
DHCP H i & 1P A & 1 £ ]

MR 2B R 1P 5%

SNMP- 9 2% 38 & E il

SNMP 24 Simple Network Management Protocol [N4E5, & $a M 4% 8 UM v, ok 4% b 5 B i A 3 0
HfkHs 2 —, #Eidit SNMP IR PR, v BALE C4 & A W2 EL K27 (1 SNMP Tools-HP Open View)
S5 AR A I A L TR, QVML000 SZHFAsE SNMP viiv2e, A AFARCARHE SNMP [ 2 F1L 5 f1:
AT EN H T M2 ERPLAS s RN DL, DMEBE I R M 2545 .
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Tool => SNMP

Sitemap

SHMP : Enable

System Mame: | PN Router |

System Contact: | |

System Location: | |

Get Community Name:|pub|ic

Set Community Name:|private

Trap Community Name:|pub|ic

Send SNMP Trap to:|

Enable SNMP:

System Name:

System Contact:
System Location:
Get Community Name:

Set Community Name:

Trap Community Name:

Send SNMP Trap to:

Apply:

Delete:

¥ SNMP Zhfe T Ia, ARG AT R LIhEE.
BOENLES I FR, W QVM1000
BOENLAS I B R N A2 FK, Wi John

WOENLER I HATTAELL S, W Taipei

BOE 48 HH S0 IR IEHL S I H A R, RZEHTBCPublic
BOE— A B SR DLBCE SEHLAR I H 5 R, BT "Private”
BOE — A HHZHOT LUMEIE Trap 195 R

W41 1P A7 B Domain Name 4 FRI#U Trap 15 0L
R I Apply ™ RIS il 47 MIA BT A2 s RS B0 E N RS 5L

%1 AL AL Cancel” B 23 BRIWIA PR A2 sh B i soE WA S L =
KEIT Apply A7 s EZ BT A A 3L
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Diagnostic-2&_FBCHLER A Mk

QVM1000 et &) 7y itk bR UEI 7 (8 T BREs A, SbBRESHLHI 75 DNS Lookup LAK Ping —F,

Sitemap

Tool => Diagnostic

(& DNS Hame Lookup ) Ping

Look up the name: | |

DNS Name Lookup- M4 2 H kR
T T L o e N S AR A G R M LA B A BR, www.abe.com ARJE % T Go FIHEALITIAIIR, AR 45
B e N [+ L1 T S
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Ping-HH &34/ WA

Tool == Diagnostic

) DNS NHame Lookup @ Ping

Ping host or IP address: |

PRI H Oy SR P B T AR ANBRLI SE R DL, R ORI SRS E T A 9 26 B IR SN A7 7

i T L R e T N S AR ML 1P, 40 192.168.5.20 4% Go ML IFAa I, WAL K& Won T
AT T

57 60 F1 > H 114 |1
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Restart-EH#0E

Sitemap

Tool => Restart

Restart Router

i b Restart™ {2 £k BTG QVML000, FH T G ok il B E R R H G . A, WL
Restart Router $24H R a] =35 FH LI -

5y 61 F1 > H 114 |1
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Factory Default-[E|&Z R ) BRIAME

BGINED]

Tool => Factory Default

[ Return to Factory Default Setting ]

Factor

- i
p=

F7 1P Return Factory Default Setting”, QVM1000 £ T4 1t QVM1000 L ififft e iEk, JHEHIT
Mlo D, AR RES R HLES BT 1R 2 Bhs !

5y 62 F1 > H 114 |1
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Firmware Upgrade- Rk 47+

Sitemap

Tool => Firmware Upgrade

Cacvances setting )
—

~ SNMP
 Diagnostic

[ Firmware Upgrade Right How ]

Warning: 1.When choosing previous firmware versions, all settings will restore back to default value.

2. Upgrading firmvare may take a few minutes, pleaze don't turn off the povwer or press the reset button.

3. Pleaze don't cloze the window or disconnect the link, during the upgrade process.

e

Set ackun
e .

Port Management

yourfuture fife

Firmware Upgrade
IEBE T BT QVM1000 1) Web ¥ i H B4R AY, FEEE T F AT e A AR S S, B EE
ERAME-Firmware 7 8U% kL, iM% )5, #% K Firmware Upgrade Right Now (4 .

DIC ST E T AT I, 20 kEs e, 5 T2 R

5} 63 F1 > H 114 |1
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Setting Backup- R4 & & S H 7

Sitemap

Tool => Setting Backup

@ Import configuration File

= Export configuration File

yourfuture Tife

Import Configuration File:

UL A W& P T BOE S EUE & N A S AN T ISR T AT e B, 164
A % ZHR 5 "config.exp" A7 BB IEFEZ RIS, 44T Import S BERI T .

Export Configuration File:

HEINRE N EAT & T W e S EUE A, 4% F Export 248, EPAFIEE AT B AR Ja & Mt sl
"config.exp"fF A B ] .
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Port Management-M i85 & B

T QVM1000 v, A4 B ) DLBRE T i 450 45— A~ DLUK 19 45 3y I 303 22 (Speed), AR (Half
&Full), AL SR (Priority) sk 2 H 35Tl (Auto-negotiation) % DL K ¥ 44 3ty 1R T BE -

Port Setup-P 4% 1% 8

Sitemap

Port Management => Port Setup

Please choose how many WAHN ports yvou prefer to use @ {Default value is 4)

L Advanced Setting
Port ID: Interface_ :Disahle | Priority | Speed_ Duplex_ Auto Negotiation

1 LN O | oM toom Haff © Ful Eriable
PG 2 LAN O | M tooM Haf © Ful Enable
Port Setup 3 L&M El | 10M 100m Half Ful | Enshle

4 LAN O | oM toom Haff © Ful Eriablle
5 LAN O [Mema v| oMo Haf o Ful Enable

B LaN O | oM toom Haf Rl Enabls

7 LAN O | oM otoom Half  Ful Enable

B LAN O [Mema v| oM tooM Haf © Ful | Enahle

a LN O | oM otoom Haff © Ful Eriable

0 LaN | | Ot @ooM | OHaf @ Fa | [ Ensble

Mo Law ] . 1M ofooM Haf  © Ful Enabls

12 wiand O | oM toom Haff © Ful Enable

13 wans O [Memal v| oM oM Haf o Ful Enable

14 wan O oM otoM | Har - Ful Enable

15 e | | oM otoom Half  Ful Enable

DMZ | DMZ O M toom Haf © Ful | Enshle

Basic Per Port Config. -BLAM&ZE 0¥ E

Port ID: S RAEA S U o

Interface: JEA LANI~LAN 11, WANI~WAN4, and DMZ 23811 x84
AR B B (1 48 1 2 [ ) 1 2

Port Disable: W R B LUK I 8% 1183y 1 3 s DG P TRV Dh e, A 23T 1R, Tt

AR R & 3 11 37 RV 0 PHOCVR IR AE T . T A T IR
Priority: S DA T I DA A 8% (K 1 B A A8 R IR S A BEE , 4 2 ik Port
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BeE A High (116, Al A2 B E i BCH], BRME s -Normal

Pesedh—

Speed: WPk Ay V2 P A 9 5% 114 ity 11 ) ¢ A e Sl S IO, A ] DA Ay
10Mbps 5%/ 100Mbps & FEHfE .

Duplex: AHb kg B A D 5% (14 ity 11 IO 8 AP i i e T AR RSB T, 4 mT LA
BE A Half —E XU TS Full- 28 TS 1 .

Auto-negotiation: 1P Ay 2 P A D 5% 114 ity 11 DO 8 AP il % | sh ot X, 4 )

RIS, BB BTA R RS S L

18 Apply ZHIAT LUEAFBOE B2 #4 T Cancel $41aT EUBGH BEE X

Port Status-P &8 ¥ AR SER B~
EIHER LTI E P, BT EAE ) LUK R &% A IsER 2 5 E s, i

Sitemap

Port Management => Port Status

{_Advanced Setting Port ID :
- Summary

[
|Type 10Bsse-T / 100Base-Tx
Port Management
. Interface LAk
Port Setup
Port Status Link Status Do
Port Activity Port Enabled
Priority Marmal
Speed Status 10 hbps
Duplex Status Half
Auto hegotistion Enabled
L Statistics
|Port Receive Packet Court 164453
|Port Receive Packet Byte Court 351058106
Port Transmit Packet Count 237216
Port Transmit Packet Byte Court 249909015
|P0rt Packet Errar Count 0

T M43 RS -Port Status BA(E E(Summary) ERAgIH B, B2 2o H i A1 I H i 1 2%
A (Type),  SERECHIIRZAS (Link Status), i [ AR A (Port Activity FF-on 5i5G-off), i AR SEALR
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5E (Priority- (7-High 3i—#%-Normal), 4% 3% #233 % (Speed Status-10Mbps 5k 100Mbps), M T 1 (Duplex
Status-2}- XU T. half 34X T-full), [ 3 ( Auto negotiation).
W &4 i 11 S22 7R (statistics) (5 BRAEIUH B, K2 Bom H vt H i a8, e i koS it
H (receive/transmit packet count)/UL &Lk Byte %415 (packet byte count )t #rizE LT
(Port Packet Error Count) 2%, L% N Refresh 241 537 431 BT i S5 B oK.

Firewall-Ffj k55 &

General-—##%

QVM1000 ¥R KBS Th e AR A . W B OC P E B K B I 2 e 1) 1% (Firewall Disable),  SPI,
DoS, Block WAN Request “5Ifgki 2 H 3k (disabled), fE #IfE(Remote Management) 14 FF
JA (‘enabled), fi 45 A7 HUEE N (Access Rules) L5 %3k 55 i i€ 45 (Content Filter)t25 5% [4] (disabled) .

Sitemap

Firewall => General

Gen Setting

Advanced Setting

Firewall : (%) Enable ) Disable
SPI (Stateful Packet Inspection) : @ Enable O Disable
Tool DoS (Denial of Service) : (%) Enable ) Dizable
Block WAN Re =t : i
Pﬂﬂ Manaqement oC| que: @ Enable O Disable
- . Remote Management :  (5) Enable ) Disable  Port
Irewa
Multicast Pass Through : O Enable @ Disable
General
Acess Rule MTU : & Auto ) manual
Content Fter
VPN

57 67 1o H 114 |
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Firewall: THIR Bk 1B K Bs D g
SPI: I Ay e SIS 612 R (Stateful Packet Inspection), B k% 3=

FHEAFAERER)Z BT LA AT R R ERR A g, IR0 Y RE
7R DIRE, kB EAS I8 2 B K T LAAE £ AR A v A JE TR BT A

EHz.

DosS: oMY DoS Hili, i SYN Flooding, Smurf, LAND, Ping of
Death, IP Spoofing %,

Block WAN Request: ¥ kPR Enable (K35, W QVM1000 43 HI%f K] ICMP 5 A TE

HIRHLA BN, BRI IS . (L AEH] Cable BRHLAE,
PEXETTETT ), 24 Enable EIBEN, IZFER LI ping L& %
#%, 2 Disable JLIJfERS, ZFE ping M & #K d1ds) 8 11 1P Mk
LSRN

Remote Management: TEFE PR IRE, RN SR Internet ELEEBEHLIE A B HH 2 1 %
S H ], W5 T eI RE S, I T IE T W aEEIA QVM1000
(R 3855 1 1P A2 B (WAN Port 1P, Jfm_E 35 m] {5 e it 2 il 1 (5
WA 80, IEEHCHHE), W

http://210.11.11.1:8080 or http://210.11.11.1:8081

Multicast Pass Through: (2% EAVFZ 55 B BHA, ) #7750 LERER Client Sk
Wt SR R E A 2

MTU: MTU & Maximum Transmission Unit FI465, —RKIABA default
91, 500, AHJEAEANFIMMSE IR, Nz A AR PEE. JU
L ADSL PPPOE [fIR# N5 % (ADSL PPPOE MTU Size:1492); A~
M VFZ () Server 15 ADSL PPPOE JH/* ) MTU Size i, —
e Auto RIRT,  ANTF AR A i 45

Access Rules-M % FZEH0 M)

B T LA E QVML000 # i #% ¢ M (deny) 8 e 1 (allow) (T (AL gk i Internet.  #0] LUEFE 138 @ AT
(1) 0 2 A2 B PR, A A 8 B4R B (Inside-LAN to Outside-WAN), MR8 3] P #B(Outside-WAN to Inside-LAN).
WosE 1P A E MOl i 5 (Port Numbern) AR EH, 13T Internet 47 BUM ) 4644

Y 2% A7 BRI B 1P address(IP i), Destination IP address(H Hbiii IP {7 %), % 1P protocol type(IP
TR IS SR BRI AT 114 199 28 . 3 i 15 ] LAIE . QVM1000 7 K 3 (1R 47 HX o

QVM1000 45 17 11 2 16 1) W9 &8 A7 IO 25 9] T He o B BESE 0] 0T I W AE O 4451, ] DLIdE 65 P41
SETFR TR BT A 6 BRI 2% Internet A7, AR SUER XS QVML000 [ W 25 A7 HURE U 4% 9 A — 13 W -

PLR 4 QVML000 FiisE 1) 194 255 A5 R ) 441
* All traffic from the LAN to the WAN is allowed-A\ LAN ¥ ] WAN i [ 350 G P15 o4 v DL -
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* All traffic from the WAN to the LAN is denied. - A WAN i £ LAN st ()56 758 24 5C 1
* All traffic from the LAN to the DMZ is allowed. - M LAN ¥ £ DMZ i (1) 5L T 13 4 m) LAIE it
* All traffic from the DMZ to the LAN is denied-\ DMZ 5t £ LAN 3 [ 35060 115 K 26 4]
* All traffic from the WAN to the DMZ is allowed- A WAN i ] DMZ ity (1) 5L 76 0 I )5
* All traffic from the DMZ to the WAN is allowed- )\ DMZ i 1] WAN ity [ 35843 7 ¢ 4 FF )it

A5 I3 T DA S8 A IO 5 HEE B QVML000 1 TR AFIU AR AR, AHU BUR R DR AR AMIR 5 100 H Sk ki
TFA s ANSZ e VTR BT s
*HTTP [R5 M LAN i3] QVM1000 T A TFIE 1. (b 7 & #E QVM1000 1 /1)
* DHCP /I M LAN ¥ 3] QVM1000 FRBCATT IR, (C 7 A QVM1000 [ 34 1P A7 B AL )
* DNS [#1ll %5 M LAN ¥ %] QVM1000 T A FFi3 1. (4 T fif#ht DNS A48 1)
* Ping ¥4 M LAN 33 QUVML000 Tk A TR 1. (24 T @R QVM1000 18 /1)

Firewall => Access Rule

Jump to 11 page erﬂries per page
Priority | Enakle | Action Service L=nUree SOurce Drestinztion Tirme Day Delete
| | | Irterface | | | |
Ao | Al Traffic [0] Lap Ay Ay Alweays
Dery &0 Teaffic [0] | VAN Ay Ay Alvvays
Dery &l Traffic [0] | WWARNZ Ay Ay Alvvays
[ Aol Mewy Rule ] [ Restaore to Defautt Rules ]

B T TGO LSRN, BT 2 AE O R 2 o TRt s e vp, S8 nT DUK IR Bl ) Lk R s R AL Se i
(Priority) & —AMEAABORMITH . #% K Edit $480n0 PLg e M AABOR I H ., LL&Y% | Trash Can
icon 1] DA g WA &8 A2 ORI H .
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%~ Add New Rule 758357 i 45 47 BN 4% 4 w] DL 8 — JURT A= O, 82 4% T Restore to
Default Rules 7 LAIR[AZ J5 A7 FBEAF ORI H DAL ER DA A LT R0 P 5 [ 81 1 ) Pt e A7 SR )

Add a new Rule-38 1135 #4158 )

Sitemap

ewall => Access Rule

n
Advanced Setting . ices

C o ) scon [z

m Service :| Al Traffic [TCP&UDPA ~55535] v |[_ Service Management |
Port Management Source Interface ;| LAN v

Firewall Source IP:|SingIe V| | | | || || |
General Destination IP :| Single v | | || || || |

-Schetluling

Apply this rule | always Y| | || |t0| || |(24-Hour Format)

Ewveryday Sun Mon Tue Wied Thu Fri Sat

Services- K& E#IF 2%

Action: A ¥ 5E QVML000 45 il 4461 3 1 -
Allow: Ft 14 I 5 ] 4451 38 it
Deny: K A 45 11

Service: printi 1€ M U = U R ST I Wl ol N N9 e
Service Management: A AT I I R 55 W B A ARAE TP s ]Il 8 m) L%
477 1) Service Management —JIR 55 & # B — MRS N, A

—/MIR 4% 4 Fr-Service Name DL Sl TR0 5 ¥ - Protocol &
Port , DARIE N Add-r B8 340 B el g — AN RS T H N 2 .

Log: R T LSS A 20k I il 25 B Log. F2 A & LRI i,
it Log AAABGEATE Log 115 S

5770 F1 o H 114 |
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Source Interface: P K B0 A7 B2 101 (21 LAN,  WANL~WAN4, Any)5i H P2,
AJ LB RO B R e

Source IP: VR B L IP A2 (W Any,  Single or Range ), #i&ik$
Single 5, Range [i&, WAL —EUE — X BHE T 1P {7 E .

Destination IP: HeE H (B 1P A7 (W Any,  Single or Range ), #7Jti$F
Single =/t Range 114, IEHIALL—BE — X BOU T 1P 47 & .

Scheduling: ST A e NG A S0 L HE TR R R4 I TR]

Apply this rule (time AIIEFE Always (Tiis)-# ok HIak T e, O IE R From B FIE—K &

parameter): AN IDINY g

Services Management: &5 Ik &5 H &5 3

a Service Management - Microzoft Internet Explorer

serice Meme & Traffic [TCP&LDPA ~65535) V-

' DINS [UDP/53~53] —
FTP [TCR1~21]
HTTP [TCR/E0~E0]
e HTTP Secondary [TCP/BOB0~E080]
HTTPS [TCP/443~443]
HTTPS Secondary [TCP/B443~3443]
Fort Range TFTP [UDP/EI~E9]
AP [TCPA 43~143]

| lto| | |HNTR(TCRA1S~11g]
POPS [TEPA 1 0~110] I
SNMP [LDP 61 161 ]
SMTP [TCPI25~25]
TELNET [TCP/23~23]

TELMET Secondary [TCPMBE023~8023] b
Apphy Cancel Exit
Services Name: BrERSIIHNZE, WTHITAFR.
Protocol: BB AR 25 10 H AP TCP BJe UDP g 2L,
Port Range: BEE T A BE AR5 (P 1A B Ve, 4 Port AL 9000~9002.
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Add to List: SE N TG 95 100 H N A B IR SS R AN

Delete Selected Services: HEMIR ARSI H A 258 M IRSS R 51 A

Apply: N I Apply” B2 if A7 NIA BT AR S IO BOBE N A S 4L

Delete: 2N el Cancel” Bl 2G BRWIA T RS Bt e WA S H, (1
KLY Apply AR AIE LB A A3

Exit: ER i = )

Content Filter-M T P &4

Firewall => Content Filter

Black Forkidden Domains

Advanced Setting
_ @ Forbidden Domains

Forbidden Domains

Al
Delete selected domain
Block Forbidden TEREFT A T JE W 0L A I D RE, TR A S A
Domains:
Forbidden Domains: T AERIN R TE .
Add: HE AN TN 2%, W www.playboy.com
Add to List: Y8 Add FE LT R I — AR I PR Y P 2%

Delete Selected Domain:  wJ LA b s ik — AN ERZ MBI R TTN 7, SR 4% T RV ER

5772 FI o H 114 |
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[ Scheduling

Lpply the ruls | ahvays v || |: | |to| |: | |(24-Hour Farmat)

Everyday Sun Man Tue e Thu Fri Sat

Scheduling-& i 1a]

Wb 30955 N T 35T H D64 5 TR A 01T A 28 R S B I TR0 A REA T 1, Qe s et 1) o J— 2R T, B B\
AN ST LU I DA Ul W 2 PR s i i BN N 1R B B

Apply this rule:

Apply the rulz | from % | |':”:' |: |':":' |tn:| | |: | |(24-Hn:nur Farmat)

Fl Everyday [ sun [ mon [ Tue [ wed [ Thu O Fri [ sat

Apply this rule): HEPEF] )T W DTN 2R I RE, T DA
Time parameter: Always: BB FIUERSL T 5

From: M i 21 e i

to. SRR I (] R P 2%, e A 24 /N, 1 08:00 to
18:00 (. I 8 fHi# N4 6 ).

Day: ‘r)i% Every Day K, B AK B B 1) 75 22 I [R50
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VPN-EBRIRA M2

Sitemap

VPN => Summary

IE Tunnelz) Usad 200 Tunnellz) Available

[ Tunnel Status

Jumpto.H page entlies perpage

VPN

Phasze2 Lacal Remote Remote Tunnel

Mo, M Stat Config.
[ o Su_rnmary ] 2 e Sl EncféuthiGrp Group Group G ateway Test enid
0 mm Tunnel(s) Enabled Lt Tunnelis) Defined
I _PPTP ]
_ VPN Pass Through
M Goupupn status
”.Connec‘ted I Phase2” [ [ : [ -Remote [ Tunneal [ :
G N Local & R te Client Config.
dahinlls Tunnels | Enciauth/Grp REEiR smate LU lent Status Test I

Summary-H# A K VPN R ER
Ub VPN IR W LR 7R H A 9% VPN T s bRAS, B8 (F1E-Tunnel , #&xZ5LL & GroupVPN-VPN

FEARESE(E B

Summary:

IEI Tunnelis) Usad 200 Tunnel(s) Awailable
V24 B H AT 2 4 VPN RIE C2 BOE A, 00 1 22 A5 18] AR, QVM1000 AT AN S #7315 200 4

VPN {51 (tunnels).
Detail: 4% FUt Detail #%4 0] DL WILL FE 1 H A VPN 42, PSS VPN &85

4%0

5T 74 F1 o H 114 |
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waMl IP: 192.1658.5.140 WaANZ IP: 0.0.0.0 WaAMN3 IP: 0.0.0.0 wWAN4 IP: 0.0.0.0 Wwed Sep 1 06:01:03 2004
Phase 2 Local Remote Remote
o el SHEE Enc/auth/Grp Group Group Gateway

Cloge

Tunnel Status: VPN /5& 5 it & 27~

.Tunnel Status

Addd Mewy Tunnel ]

Jumpto |1 ™ | page 3 ™ | entries per page
PhaseZ Lacal Remote Remuote Tunnel .
M. N Stat Config.
" ams A Enci/AuthiGrp Group Group & ateway Test o

0 Tunneliz) Enabled ] Tunneli=s) Defined

Add New Tunnel: #F—% VPN FEHE

QVM1000 w] L7 Frfl & Gateway to Gateway Tunnel B¢ Client to Gateway Tunnel

Gateway to Gateway:

PLUR I VPN M 4558 12 1E T Gateway to Gateway #ixUHEs, VPN (FiEEH: N 2 & VPN 2% 2 7l ik
MIERM 4 Internet T2k, % NHTE“Add Now” [1)i&, B3T3 Gateway to Gateway ¥ iE
DR

REMOTE:
VPN Device
“-.™ INTERNET
s s
|-m el Y I _1 = o maavimay.
- N 4G - g
LOCAL: Gateway to Gateway

\/PN Device

Client to Gateway:

PUR ) VPN W 25354 012 4E T Client to Gateway #iAIEE, VPN FiEE# A —5H PC LLEL— VPN % 4
43 I I R B R 2% Internet FTZH A, 24 #5350 RS Add Now” 1115, K4 #5515 Client  to Gateway [
W€ I .
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| I e

CLIENT
(Mobile Users)

INTERNET
@ ‘

"
LOCAL: Client to Gateway

VPN Device

PLR A% Tunnel Status” VPN 1518 H BiR A s e 5 i i

Page: Previous page, &0/ Ll#% I _E—1i( Previous page)ts F— i (Next page) izl ik 2| £
Next page, Jumpto  AHMEFH 1 VPNASIEm [ L, 85 80T DLE Bk e — kAT WoR i ik,
page / 200 pages and KIBEEMHTAE VPN {FiEika4s, W@, 5, 10, 20, Al).

entries per page

Tunnel No

Status:

Name:

Phase2

M E QVML1000 Wiz VPN Zhaehy, 1HEPIEE R E 1 Tunnel
519", % FF 200 4 VPN {7l # 52 (Gateway To Gateway
i} Client To Gateway

T IR iR B4 BEHLST-Connected,  $HEHLIECHL 4 Fr-Hostname
Resolution Failed, Resolving Hostname LA} 2545 i HL-Waiting for
Connection %5{F &, #LEHE EFETF5)-Manual %€ IPSec {514,
MRS S BRF3)-Manual %€ 5 A AT T3 15 e DRIk
Bt

HATICHL VPN S 48R, W XXX Office, &L AT — L L
P EBOE S, SR — MEEARRES AT, DARIRE

Note: MAFIEAFRA LR LIELILVE VPN 8% (IF QVM1000)H,
A BB T MR AL AR e D A ] A4 AR AR AL, AR TE
A L REBLUIT S -

Tk BRI (DES/3DES) LL K % 1iF (MD5/SHAL) LA K 41 Group

Encrypt/Auth/Group: (1/2/5) %5 % ERER

Local Group:

Remote Group:

Tk T3 (Manual) % 5E IPSec (113%, T A2 Bor Phase 2
DH 40

Uk R A HB X i 1) VPN IR L 22 A T e
ek BN IERR) VPN BN 22 A A e

Remote Gateway: e BEE AR IR VPN BERIRHLI 1P AL, 1 BOE NI FEf) VPN

Tunnel Test:

Configure:

% 2 X A AR IP A7 B B & Domain Name 45

A LA L -Connect B0 UEILFIE APRAS, MG AR 2 508
TR L.

BRI H AL gt -Edit LS b T
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Tunnel(s) Enable and
Tunnel(s) Defined:

G T iR iL - Edit . RSIERRRROE I E M, T RLE
SO P EE . PR F R bR i T BT A e e
B MR .

T B RIEIE Z T IFR (Tunnel(s) Enable) LA R A5 1 i 75 L4
5£ 14 (Tunnel(s) Defined).

GroupVPN Status: 41 VPN RZ& EoR

PG R IT B E 4L VPN B3 (GroupVPNSs),

- GroupVPN Status

Connected
Tunnels

Group Hame

Group ID Name:
Connected Tunnels:

Phase2
Encrypt/Auth/Group:

Local Group:

Remote Client:

Remote Clients Status:

Tunnel Test:

Config:

Group VPN Connection List

Group Mame

PR AN s 2 AL VPN(GroupVPNs) IR 25

FhaseZ
Enciduth!Grp

Femote Tunnel

Remote Client | o ot Status Test

Lacal Group Canfig.

H R ¥ & BEHL GroupVPNs 15 18 &£ 44 7R

T ER BB VPNGroups {518

T B R N% (DES/3DES) LL & % iF (MD5/SHAL) LA K 41 Group
(1/2/5) 5 e i

PR BT 3 (Manual) % 5E IPSec [113F, T I A2 iR Phase 2
DH ##4

Ay R A b X i (O RE 2 VPN UL 2 A TR B

A BRIk GroupVPN. SRR VPN BEAL 2 A B 1

P 245 B A% (Detail List) Hebll, SR SoRE LA RASE,
& T 4 R/ (Group Name), IP 47 & (IP Address) PRI HL
I I

AL R R Hl-Connect 20 iiF A FRAS U IR4: S¥s &
Tk b

W TR, ORI AL did-Edit LAk b T

A RO Edit 5 A BRI O H b, D
BRI . WP R bR E T gtk
(3R P 2 5

[ Fefresh ][Close]

IP address Connection Time (seconds)
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Add New Tunnel-Fii#—% VPN {518

Gateway to Gateway-VPN W5 B 5% % 8

EIL LRI BOE U, A AT EAEPT 5 QVYM1000 2 [ —% VPN fHi&.

Tunnel No. :

Interface:

Tunnel Name:

Enable:

Local Group Setup:

Local Security Gateway
Type:

M E QVML000 N VPN DhEER, 15 IEREE ¥ 2 Tunnel
fHiE g, QVML000 n] 3 Frip i 200 4 VPN {5 IE T

HEn] DA ERME— AN 42 A7 B O I VPN 58 107 AL, — TG R Tk
WAN i 345 P94 WAN1~4 B]4E 4 1 VPN {538 1948 .
VEEILEEIER A4, 11 XXX Office, @B A —/NLL I EiE
BOEIE, U MEIE LR AN, LR IRYE

Note: hfEiE A 2B T EE e VPN %45 (IF QVM1000)
B, e 5 e S5 18 44 PR S sl AR R RO uE, Bk
FIEA SIRABHIFE ! .

7]i% Enable JEI, Kb VPNASIE TG . LRI H A T b 35 Eanble,
M ESE G, ] DA AR R B .

Tunnel Ma. |1

Tunnel Mame

Irterface | WWANT

Enakile

BRI H 130 i X O 2 4 E4H 13252 ( Local Security Gateway Type )8
T A0 55 S R 1) Y S 22 T4 B0 ( Remote Security Gateway
Type) KA o

DS W, A TR E R I H ke, 200

IP Only- U] 1P 112 A0E

IP + Domain Name(FQDN) Authentication, -IP+R{i# 4 Fi

IP + E-mail Addr. (USER FQDN) Authentication, -IP+H Tl
Dynamic IP + Domain Name(FQDN) Authentication, -2 IP i &
+ 45 44 TR

Dynamic IP + E-mail Addr. (USER FQDN) Authentication. 2ZJ#
|P A7+ H, 1 S 144

BRI I o X 5% 22 A BEZH 132 52 ( Local Security Gateway Type )2
A2 55 R R IR S R I 0% 22 4 T 2H e 7€ ( Remote Security
Gateway Type)KAL [ .

(1) IP Only: #&1EF IP Only EAY1TE,  HAT[EE AL 1P 47 & ]
DIAFIUIAEIE, #R)5 QVM1000 f¥] WAN IP 17 %, ¥4 A3t
TH AN, AT BTSN E -
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Local Security Gateseay Type | IP Only w

Faddress [192  j1es |5 g8

(2) IP + Domain Name(FQDN) Authentication: #5 # %+ IP
+ WAL PRI L IR 1, T N T PTG U ) IR A4 PR DA K 1P A AR S
QVM1000 ] WAN IP £7 '8, H52x AN LI H 4% A, AT
BAEATHANEE . FQDN S48 FHLAFR LS WAL BRI 454,
WLIAFLET Internet _bErl LA 2], W1 vpn.server.com. It
|P 37 5 DA K W9 33 4 R 2 5 e FE 1R VPN 22 4 I OG5 S AR AR ) A
Ay UEfIESE .

Lacal Zecurity Gateweay Type | IP + Domain Mame(FQDR) Authenticstion v

Damain Mame

IPaddress 182 168 |5 |es

(3) IP + E-mail Addr. (USER FQDN) Authentication: ##$i%&#¢ IP
g b iR RS, A S A 1P A7 & DL L B
PEALE T AP EOIAE IS, 485 QVML000 (1) WAN IP 478, #45
FIENILIH AN, AT AR T A M E

Local Security Gatewway Type | 1P+ E-mail Addr [USER FQDN) Authentication b
E-mail address @
P address [192 168 5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication:
FiRBAT I A IP AL B QVML000 I, 8 nl DL £ 2R %
VPN, , IR VPN WIGESKk 5 QVM1000 1524 VPN L
i,  QVM1000 23 T 456k - Bkt VPN FTE R, #5718k
BEIRANER: VPN, 55N 5k 44 FR R AT

Local Security Gateweay Type | Dynamic IP + Domain Mame(FQON) Authentication L4

Domain Mame

(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication: #
LA AN IP A BB QVML000 I, 0] LUk BRI A% 4
VPN, fliHE AN BN IP A E, MfEr VPN WX ERLY
QVM1000 124 VPN BAL,  QVMIL000 25 FF 4% Uk - wi i itk
VPN (5L, 5 IR BRI R: VPN, 5 T I IR
2| E-Mail 7 & 25k Berh B ]

Local Security Gatevway Type | Dynamic P+ E-mail Addr (USER FQDMN) Authertication s

E-mail address @

Local Security Group Iy a5 A IR0 VPN DML A BEAL B, UL A LA TAC
Type S B O, R I 1 T 2 R

(1) 1P Address
BT H O e VR VPN (S TEERH LS, UL 1P A7 A i
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THE LT LAERAL.
Local Security Group Type | P W
IP address (192 . |188 N .o

PLERBEE 275 0 2k VPN R EPLS , T 192.168.1.0~255 (1)
DU B 1P A 9 B A S AT LG L

(2) Subnet
eI H o9 e iF il VPN (S ECHLG, & — 6 T B A kb 1 5
BLEB AT LARAL o
Local Security Group Type | Subnet W
IP address (192 ,|168 N .o
Subnet Mask |255 285 285 ez

PLERIBEE 2% 0k VPN (FIEBHLA, 2 192.168.1.0, F
M FERL Sy 255.255.255.192 [t BETH L AT LA S A VPN KL

Remote Group Setup:zefZ & 2 /4] e« M H IR M ¢ 22 48 41 %8 ( Remote Security Gateway
Type) KRR Zi 55 i Bt F (P T i X O 22 414 132 2 ( Local Security Gateway Type) 25 AH A

Remote Security WA ARE, A RPMRERLI HIERE, o hlh:
Gateway Type: IP Only- U] 1P 1B A ALIE

IP + Domain Name(FQDN) Authentication, -IP+R4#k
IP + E-mail Addr. (USER FQDN) Authentication, -IP+H,F-Hil{:
Dynamic IP + Domain Name(FQDN) Authentication, -3 IP {7 &

+ 45 44 TR
Dynamic IP + E-mail Addr. (USER FQDN) Authentication. 2ZJ#
IP A7 B+ LB 44 PR

(1) IP Only: #E1EF IP Only ZRAIWTE, A AL IP A7 & ]

DIAF IR 1S,
Remate Security Gatewway Type | 1P Only w
I address w

FE AT T F ARENE L 1P address, W) DL ik 9946 44 Bk i
# DNS Resolve k¥ DNS # % IP address. I H.7F & 5& 5 i Jn 78
Summary e 56N T 7 AT B I 1P address.

Remote Security Gateweay Type | IP Only b

IP by DME Resolved
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(2) IP + Domain Name(FQDN) Authentication:#; #& %+ IP
+ A BRI R, TERN P ALE DL BT R AIE (1 1) 5k 44 R
FQDN &35 LN MRS IR AL PR S &, A I W] LU — DA
4 FQDN FRIAFREI W] o 1 1P 75 LA W 35k 44 R a0 20 5 T )
VPN ‘2 429 SEBEE AU [F) A4 AT LA 4% .
Remote Security Gateway Type | IP + Domain Mame(FQDMN) Authentication w

IP address ¥
Domain Mame
P E AN IEZFER 1P address, W a] DU ik P 5k 44 FR 6
DNS Resolve (¥ DNS #%)k IP address. /5844 FR 2047 AE
Internet ] DA W 2. I HAE 8 55 7 Summary s
W 5CF Tf H Bl ek HARXS M) 1P address.
Remote Security Gateway Type | IP + Domain Mame(FQDMN) Authertication e
IP by DMNS Resolved |

Darmain Mame

(3) IP + E-mail Addr. (USER FQDN) Authentication: #7#iE+ IP
ALE N L iR 2R A AT, U T E N 1P A7 DL A H S

PEALE AT AF IO AR IE
Remote Security Gatewway Type | IP + E-mail Addr (USER FODN) Authentication w
P address hd
E-mail address @

A E A FIE TR 7 14 1P address, I n] LUZ i 9 38044 FR i
#: DNS Resolve k¥ DNS #%% IP address. Jf HAE# € 5¢ i
£ Summary [RIEFE 9 5C T [ 27 A Y[ 1P address.

Remate Security Gatewway Type | IP + E-mail Addr (USER FQDMN] Authentication w

IP by DNS Resolved

E-mail address @

(4) Dynamic IP + Domain Name(FQDN) Authentication: # /&% f#
N 1P ALEIER: QVML000 B, & n LLEFEShA 1P AL E i B3
BLAAFR LS W35 44 BRI 25

Remate Security Gateweay Type | Dynamic P + Domain Mame(FQDM) Authentication b

Domain Marme

(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication: #F
B TIENAS IP A7 B %32 QVML000 I, 148 n] DA BRI 8 I % %
VPN, iEff VPN M2k 5 QVM1000 1E24 VPN BEALIY,
QVM1000 B4 FFaR I Ur I Ntk VPN A5 TEBHL; T i A\ B 15
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PRINIER] E-Mail 7 & kg 7B b

Remate Security Gatevway Type | Dynamic [P+ E-mail Addr (USER FQDM) Authentication

E-mail address @

Remote Security Group o BUE A S 1 VPN BHLZ S RFALBE, BUR LA T A
Type: X e BEE I H , T AR BCEE M S
(1) IP Address
PEITH g SEVFIE VPN EEIHLS, ARG 1P ALE R A g v
SEHLAT LARAL
Remote Security Group Type [P W
IP address |0 . |0 Lo Lo
PAERIBEE 7% 0 24 VPN (F TE LS, T 192.168.1.0~255 1]
I B ) 1P A7 B 5 B R E S T LA o
(2)Subnet
BEIH y SLVFIE VPN IEINLG, &6 TR Bt At 155
BT LABRHL. o
Remote Security Group Type | Subnet

IP address

Subnet Mask (255 |25 |25 o

PLERIBEE 2% 0k VPN (5 IEBHLA, 2 192.168.1.0, F
M H#EGL g 255.255.255.192 [#) 1  BE AL AT LA SRR VPN Bebl

(3)IP Range
PRI F 4 e vRE VPN SRS, FUA A 1P A7 B ) A
SV AL AT LABRHL

Remote Security Group Type |IF range »

IP range |0 |0 |0 |0 ~e |0

PLERIBEE 2% 0k VPN (FIEBHLG, A 192.168.1.0 %
192.168.1.254 [¥) IP A7 & i [ (K i+ SHL T LLBEHL

IPSec Setup

FORATAT I NURIAEAE DTG, LB VPN A58 1R HLI 0 2B AR R AT DUR A 8, JF TR H vt k)
o EARER) IPSec B4, AR N INE %4 “key” . QVM1000 #24 T LA F —Fpn % & H AL Key
Management, 47hFzh(Manual ) LK IKE H3in##i- IKE with Preshared Key (automatic) i T ]
Fi7R o
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Keying Mode | Manual W
Incoming SPI

Qutgoing SPI

Encryption |DES
Authentication  |MDS
Encryption Key

Authentication Key
Key Management: IR TH B 8 by BT e VPN A5 A8 ] o fin 225 485 2 DL A B0 LR AR =X
o, ABOE —HAH N, JRETE RS S TR (AT 4 b
ZHCHATRBGE 77 A H 3 Auto (IKE)2ut T3 Manual. B - Fif:
TBE N R PRI — b e T AR AT

IPSec Setup

Keving Mode | IKE with Preshared key
Phazel DH Group | Groupl | %
Phasel Encryption  |DES W
Phazsel Authentication | MD3 W
Phazel SA Life Time | 28500 seconds
Perfect Forward Secrecy
Phase? DH Group | Grougl &
Phase2 Encryption |DES W
Phase? futhentication | MDS W
Phase2 534 Lite Time | 3600 seconds

Preshared Key

IKE with Preshared Key (automatic):i&id IKE P24 L= 144150k n 2% 5 5%
IFIEFEMME % . #9F PFS(Perfect Forward Secrecy)iif/E, W& —
Bt IKE B A 7= A 128 30 R AR M0 — 2 i 550 E . 24 PFS #
W), 1EIL brute force SRIUIA L% X (hacker) TLIETEIL I A N, #E—20
1B 45

PFS: #7544 PFS MEIIA LG, 0437 b ERE VPN B4 50 VPN
Client th 224 PFS IifigJF)a .
Phasel/Phase2 DH Group:

Tk 3 n] LLiE £ % ] Diffie-Hellman #4175 :\: Groupl ije
Group2/Group5.

Phasel/Phase2 Encryption:

I B I B 5 g e I VPN A5 8 A A Fhon X, il s s
S Hb A0 e FE N 25 2 B0 7]

DES: 64-fii in# i 3DES:. 128-fiiina st

Phasel/Phase2 Authentication:
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LI UESE I BEAE 2 B2 I VPN AR TE A PSR A, DR R B
UL 2 F b 25 T R (1 S AR S 2 2O [
“MD5” *SHA”

Phasel SA Lifetime & b AZ #3014 R 7], REGUERIAE A
28800 FH(8 /M), T-UEA R A N VPN BHL, RE S BT
HRUON R G, A s AR L A e s h LU R 22 4 o

Phase2 SA Lifetime ¥ 2 AT H B0 G RN E], REEINEN
3600 FL(1 /), FRbA R RN ) VPN B-EL, R Balrs T4
RONTR] G BB AR e AT e s 1 LA O 22 4

Preshared Key: T Auto (IKE), &I, #EnZifiN—4 A8 iy
T “Pre-shared Key” 7B+, ZESLIuflie e b test, &l Ll
ANBF DS SCF RS0, RE0E2 A SR I N 507 802 3
FIAS H AR [ B B VPN A T8 3% 32 I R A $ % 1) 5 50 E AL e 2
TR SO A M B R T N 30 AN S AL .

Manual-F3hF=

keying Mode | Manusl w
Incoming SPI

OQutgoing SPI

Encryption |DES w
Authentication  |MDS %
Encryption Key

Authentication Key

kTR Manual 1935, BERAEE BTN &8s . motks]
AR &R AZ 42 ( negotiation) .

Manual 4F37 e i, 1o Boin 2 % i “Encryption
KEY"LL & B6AiF 25 i Authentication KEY” —Ff, #0] LU A ol &
LAY, RGUE S E B R 5N 0 B 58 S A %
T 1 Bl 1 VPN A T8 S ) (1) AT 80585 i 5 36 TR AL b i B S0
IAIAZ e B i gz vy 3N 23 AN SCF 4L

FANETFEBEE Inbound SPI” A8 ¥ 745 5 LA &£ “Outbound SPI”
TR, AR RS I FE VPN 34 1 B2 AR ) T
Inbound SPI # &40, #WILEILFE) VPN % 7% [1] Outbound SPI
POEAM R R, T AU ) Outbound SPI € P47 H, a4
LZEE R VPN % 4% (1) Inbound SP1 % 5E A1 [H] 775 5 !

Advanced (BEFHEMVAER,)- R A28 B 3RS #9418 Fl IKE Preshareed Key Only)
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Advanced settings are  Advance Mode: (BE¥HENAER)
only for IKE with
Preshared Key mode of [] Aggressive Mode

IPSec,

|:| Campress (Suppott IP Payload Compression Protocal(PComg)
] Keep-Alive

[0 aHHash Algorithm | =MD %

F MetBIOSs broadoast

Fl Dead Peer Detection (DPDY Interval |10 seconds

7t QVM1000 MIRERT ¥ eI H . 430l 3285 Main Mode LA Sk
s Aggressive Mode, Main mode & QVM1000 fFii% VPN {E
AR B 5 R 2 RS VPN Beas 8 H IE 2 7 O AR ) 275 A
Aggressive mode K% NEFEM B &K, WEHZZS IP &N, A
Tz LU,

Compress:
FIEFRILIH A%, WERR VPN {51EYH QVM1000 SZEF IP FK:LTUZE
#1146 (1P Payload compression Protocol).

Keep-Alive:

AR LI H A%, WEBE VPN {518 h SRRSO FR I 4 VPN JE AN
ST, BRAE 22 ok 4308 WL AR AT s RO I B, Bl 2 1P
P E AT H

AH Hash Algorithm:

AH (Authentication Header) i iE % kg, nlik# MD5/DSHA-1

NetBIOS Broadcast:

FIEPRILINE 23k, WERR) VPN {FIEF 21k NetBIOS | # &8
ibo, ATBD TR ) W 25 AT R A TR Sy, AR AR ) I VPN {5
TR 2 ok

Dead Peer Detection(DPD):

AIEFRILIU 203, WIER ) VPN 518 22 I 214 HELLO/ACK
THE B RRATE A VPN A5 T8 I WAl A LA . 47— i e )0
QVM1000 2 H &k, SRJ5FHESETIHL. A1 v LU FERE— K
DPD S B AL I 1], BRIE Y 10 7,
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Client to Gateway-VPN %% /7 35 W 3¢ 1% &

B LURBOE ], N ST LAESE ) i QVMI000 2 [A) 7 —4% VPN {F1E.

B DUEFX — 4% VPN (FIE 72 ) gt AL —N% 5 B H (Tunnel) 85# 7 B — % 7 4 H (Group
VPN). #5 B —HE& 7 B R0 AT DU AN e IR 2 7, R soE i — Bt — 4% el DAY
A4 BEE I TR BRI o

£ Tunnel HIEHL:

Tunnel No. : MIEHGE QUML000 N2 VPN ZHEER, kS E 13 E 1) Tunnel
{5125, QVM1000 ] 3 Ffi i 200VPN {5 1E %€ -

Interface: T80 DL R — N A BRSO I VPN S TE Y 5, — AT
WAN i 3645 PO WANL~4 7] /5 4 1 VPN {538 i1 o

Tunnel Name: VB MAZIEEE A TR, 10 XXX Office, N L4 — UL E(S1E

BOERIE, SR — METE AR BN AN, LA iR

Note: I 54 MR L FHEE R e VPN # 45 (IF QVM1000)
B, A5 e 5% M A5 1 44 AR S e it AR [R) 2 AR O E, it
fEEA S MRIBEALIFRE ! o
Enable: ‘2)i% Enable JEIN, FE VPNEE T i . BEIH A Ftik S Eanble,
T SE G AT DA IR B A SR IE WS .

Tunnel Ma. |1

Tunnel Marme

Irterface | WWANT W

Enakle

Local Group Setup: BRI H I X e 2 A EZH B ( Local Security Gateway Type )7
DI B FE ) W ¢ 2 A 41 8 ( Remote Security Gateway
Type) R AAIA

Local Security Gateway X2 5E, A1 IAHRAERITH &£, 700 h:

Type: IP Only-H A 1P 1€}y IALE
IP + Domain Name(FQDN) Authentication, -IP+R{14%
IP + E-mail Addr. (USER FQDN) Authentication, -IP+H Tl
Dynamic IP + Domain Name(FQDN) Authentication, -3 IP {7 &

+ 855 44 R
Dynamic IP + E-mail Addr. (USER FQDN) Authentication. 2zJ#
IP A7 B+ IR 44 PR

(1) IP Only: ##E+¢ IP Only B2U[11f, FVR 9416 23K 4R prik ¢
(7 3ty AL EHs L 1P A BhE NI H 236 P, (AT AR AT A4

WOE
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Local Security Group
Type

Lacal Zecurity Gatesay Type | [P Only b

IPaddress 192 188 |5 g6

(2) IP + Domain Name(FQDN) Authentication:
A LR P+ A BRSBTS T IR U (1) R J 44 R
QVM1000 ] WAN IP {7 &, ¥<x BB IP Address JH Y, A
T LAEIAT RSB E . FQDN S fig LA PR LA W S5 44 FR IR 45
W IAEAE T Internet BRI E], W1 vpn. server. com. Ut IP
A7 B LA P35k 42 FR A 20 TR 1 VPN ‘22 4 X 5 18 5 AR A [ A m] BLIE
{IBEE AN

Local Security Gateweay Type | IP + Domain Mame(FQDR) Authenticstion

Domain Mame

IPaddress [182 168 |5 |es

(3 IP + E-mail Addr . (USER FQDN) Authentication:
FEFE P AL BN ISR AL S, SRR B T R BN
%5 QVM1000 1 WAN IP {28, Ko HENHEA LI =MW, A
7 LAEREAT RS R E

Local Security Gatewway Type | 1P+ E-mail Addr [USER FQDN) Authentication b
E-mail address @
P address [192 168 5 g8

(4) Dynamic IP + Domain Name(FQDN) Authentication:

TR AT 37 1P 7 B %R QVMI000 I, % n] Lk £t 2 A0 %
#: VPN, , MFEr VPN MGk 5 QVM1000 154 VPN HHL
i, QVM1000 H2 FFUR S uE M Nkt VPN (58 AL, #5 IEF
EETER: VPN, 18 N W 3842 FR R AT

Local Security Gateweay Type | Dynamic IP + Domain MameFQON] Authentication b

Domain Mame

(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication:
T A 2h 7 1P A7 B QVML000 i, 8] DLk AIE
# VPN, fEHE AR IP ALE, MR VPN MWCER Y
QVM1000 £ 4 VPN KL, QVML000 K54 k56 ik i 3 i
VPN {FEBHL 3 A B IR AUER] E-Mail A7 5 25k - Berp R
T

Local Security Gatevway Type | Dynamic P+ E-mail Addr (USER FQDMN) Authentication s

E-mail address @

L 0 A L DX sk £ VPN IBRHIL 2 a2 e, LU LA SR AR
DI B2 I H T T i Bl M 2

(1)IP Address(*.— IP Huht)
WIH 4 Su VRl VPN (EIEENLG, AR LG 1P A7 A Sy - 55
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BLAT LAERAL .
Local Security Group Type | P W

IP address (192 . |188 N .o

PLERBEE 275 0 2k VPN R EPLS , T 192.168.1.0~255 (1)
DU B 1P A 9 B A S AT LG L

szh)lzuﬁb%e;tifﬂkh VPN fEE LA, B — 6 T M B A b v S LAR
A EABEHL .
Local Security Group Type | Subnet |
IP address (192 ,|168 mi .o
Subnet Mask 255 .| 255 235 L1182

DL E 225 02 VPN (S8, H A7 192.168.1.0, T M
fi ok 255.255.255.192 [k M BEV AL AT L IEFE VPN BEHL

Remote Client Setup L% 7 i ¥ E
I H (3 R B 56 22 4 R4 ¥ 78 ( Remote Security Gateway Type)2 M Zi b i fz s R i 3 st (9 5 22 4>
ZH¥% 7€ ( Local Security Gateway Type)ZKAL kA,
Remot Client: LR P8O, A AR B ks, 208
IP Only-2AE ] 1P A AGE
IP + Domain Name(FQDN) Authentication, -IP+R144 i

IP + E-mail Addr. (USER FQDN) Authentication, -IP+Hi-FHi5{
Dynamic IP + Domain Name(FQDN) Authentication, -z)7& IP {7 &

+ ok 44
Dynamic IP + E-mail Addr. (USER FQDN) Authentication. #zs
IP A7+ HL - 44 B

BRI H 130 R W O 2 4 T4 13252 ( Remote Security Gateway Type)
Y WA Z0 g e AR (1) 30 i ) O 22 4 B4 € ((Local Security
Gateway Type)RA [,

(1) IP Only: FH#&IEFEIP Only RAEIE, KA FEEEAN P A& 1]

DUAF B,
Remote Security Gatewsy Type | IP Only w
I address W

ERAF B AIEZ TR ) IP address, W) n) DUT i W 5842 FR %
¥ DNS Resolve ¥ DNS %% IP address. Jf: HAF % € 52 G 4
Summary (1) % B W OC T s HOAR R [ 1P address .
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Remate Security Gateeay Type | 1P Only w

IP by DS Resolved

(3) IP+Domain Name(FQDN) Authentication:

R IEFE P+ A PRSI AT, TN 1P A7 DL I 36k 1 194 45
# Pk FQDN 45 FHLA PR LA K MR AL BRI 45, A8 2 ) LU —
A FQDN ¥ I35 44 BB AT o h 1P A0 8 DA R I 3k 44 Bk 200 5 e RE 1)
VPN 224 5B g R A [A) A AT LUE A o

Remate Security Gatewsay Type | IP + Domain Mame(FQDMN) Authentication b

IP address ¥
Comsin Mame
TR FHF ARREZFEN IP address, W AJ LI T ) 355 44 FR i 460
DNS Resolve K DNS #£5% IP address. I 342 Fr b A7 A
Internet b LAEE W 2. I H AR ROE S5 fE Summary [z fs
WG T A B ks HUARXS M) 1P address.
Remote Security Gateweay Type | IP + Domain Mame(FGDMN) Authertication w

IP by DNS Resolved |

Camain Mame

(4) IP + E-mail Addr. (USER FQDN) Authentication: # %%+ IP
PEEN E P IR S, A A 1P A DL 7 R

PEALE T LA IO E
Remdte Security Gatevvay Type | IP + E-mail Addr (USER FQDN) Authentication b
IP address s
E-mail address @

(5)

T AR KNS IR 7 1 IP address, T nJ DL i P9 35 42 Fr i
#: DNS Resolve k¥ DNS # % IP address. Jf HAE ¥ @ 58 il in
7E Summary e R 5T T ks tHAHXS B[] 1P address.

Remaote Security Gateway Type | IP + E-mail Addr (USER FQDN) Authentication b
IP by DNS Resalved w

E-mail address @

(4) Dynamic IP + Domain Name(FQDN) Authentication: # /&% f#
2N 1P ALEER: QVML000 B, & n LLEFEShA 1P AL E i B3
PLAAFR LA S W35 4 BRI 25

Remate Security Gateweay Type | Dynamic P + Domain Mame(FQDM) Authentication b

Domain Marme

(5) Dynamic IP + E-mail Addr. (USER FQDN) Authentication: #F
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JEBA AN IP A B 4B QVML000 I, 0] LUk B R A% 4
VPN, 2 VPN M2k 5 QVM1000 1E24 VPN BEALI,
QVM1000 B2 TFaaIUF JEm M It VPN {5 BEHL; 5%\ L1 HB
FNIEF] E-Mail o7 B 254 B

Remate Security Gatesvay Type | Dynamic P+ E-mail Addr (USER FQDM) Authenticstion s

E-mail address )]
IPSec Setup
AEATFT I NLRIAE AR, SRS VPN 58 RIS HUEI ATE AR [R) 4 w] DL IR I RL, JF TR ik

35 A,

Hoin EARHER) IPSec %48, T UHLIRA IR #3487 “key” . QVM1000 $&fit T BUF —Fiohn s & s A=, 43
JFsh(Manual ) AN IKE Hzhhn##i- IKE with Preshared Key (automatic)i K& s .

Key Management: ICIEITBEE Ay 2 B8V E I VPN A T AT AT A 15 2 DL A IR E AR 5
i, WIRBOE — AT, FFE T RS BN I TR AT i b
SR )7 :F A3 Auto (IKE)EJE F-3) Manual . %58 —Ff:
T VOE I IR R R e 7 RIS
IPSec Setup

Kevying Made | IKE with Preshared key |
Phasel DH Group | Groupd | »
Phazel Encryption |DES %
Phasel Authentication | MDS W
Phaszel SA Life Time 28800 seconds
Perfect Forward Secrecy
Phase2 DH Group | Group]
Phasze2 Encryption |DES %
Phase2 Authentication | MD3 W
Phasze2 A Life Time | 3600 seconds

Preshared Key

IKE with Preshared Key (automatic):i&id IKE 77 2L 3L [ S8 K 25 5 56
TFIRE R %, #% PFS(Perfect Forward Secrecy)ii)m, MI<siss —
My BE i) IKE By et fie e A 19 25 — St R S ol — 2D s 5 563F . 4 PFS 3
WG, &L brute force SKHTEN 424H 1)9% % (hacker) TCVALE LA IN 18] Y, 3E—25
13EE 4.

PFS: #7186 PFS Ak f5, 1043 54 I HE VPN &4 80& VPN
Client 8226 PFS IIRETF)A .

Phasel/Phase2 DH Group:

b3 n] LLiE £ K ] Diffie-Hellman #4175 :0: Groupl ije
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Group2/Group5.

Phasel/Phase2 Encryption:

RN T TR A T Itk VPN A5 84 AT Ao s X, IRl S e
SIS e FE I N2 S 50 [

DES: 64-f s 3DES:. 128-f7 a5 .

Phasel/Phase2 Authentication:

LI UESE IR BEAE 2 B E I VPN AR TE AT PSR A, DRI R B
Lk SO RS PIW S E AT S ¢ El Bk
“MD5” [*SHA”

Phasel SA Lifetime & AT BB HIA R E], REGEIAER
28800 5(8 /M), T-HLA RN VPN BXHL, RG4S HARE T
HROE G, H s AR L e AT 3 8 U (R 22 42

Phase2 SA Lifetime & A BT HIA R E], RSGEIAER
3600 F(1 /M), TR R N ) VPN BERL, RS2 Halifl T
AL, E B AR e A P 0 DU R 4 4

Preshared Key: J- Auto (IKE), &I, X020 N\ —4 28 it
T “Pre-shared Key” [WFBH, FEUbfaslieeh test, &nr Ll
NECF UL SCF AT, REH4 A SR 5 N 0B - 5028 S
TS H B e VPN A5 B2 I 1) A8 #3560 55 30 AR M L) i %
TR SO A W B i B i TN 23 NS ALA -

Manual-F3F=R

Keying Mode | Manusl w
Incoming SPI

Qutgoing SPI

Encryption |DES #
Authentication  |[MDS W
Encryption Key

Authentication Key

Ptk T e Manual (1935, IRERAEA BTN s, ik
AT &S HE ( negotiation).

KEY"LL K BeiiF 2 i “Authentication KEY” —ff, 0] LU AL 78l
LAY, RG-S H BRI  E  BE SO A #02%

T B Bl 1 VPN A T8 B2 I (1) A2 480 58 i 5 565 T1F ALl b o B S0

IR AC e 3 i bz ey AT N 23 NSO o

FANE T EXE Inbound SPI” [AZ #7445 £ LL 2 “Outbound SPI”
R TR, WA RS R VPN W A% 1 B AR ) 1
Inbound SPI ¥ &S 4L, #WIAEIZEFE) VPN ¥ %[ Outbound SPI
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VEAF 555, T A HU ) Outbound SPI %5 F47 5, 440
S57E 052 VPN %45 1# Inbound SPI ¢ 58 4[R2 4% & !

Advanced (BEFHEPER)- R t4a 4 F B 3 358 P I (IKE Preshareed Key Only)
Advanced settings are Advance Mode: (ZEMEMIER)

only for IKE with

Preshared Key mode of [] Aogressive Mode

IPSec.

TE Group VPN K&

Group No. :

|:| Compress (Support IP Payload Compression ProtocallPComp)
] Keep-Alive

[l aHHash Algorithm | =MDS %

] MetBIOS broadoast

F Dead Peer Detection (DPCY  Interyal (10 seconds

7E QVM1000 (1R e 1 H 1, 4305l 24K Main Mode L& idE
iz Aggressive Mode, Main mode & QVM1000 f{jii# VPN fE
MEAR T H S K2 A e VPN #4420 =X A IR 5 4k
Aggressive mode KZ AR, WA 1P IERT, 4
Tomam I LU,

Compress:
PR PRI H A%k, WIER VPN 5% QVM1000 S7#F IP &3k %&
#1146 (1P Payload compression Protocol).

Keep-Alive:

AR H Ak, WHERT VPN 58 SR8 ORFF L4 VPN JEHA
W, AR ] 22 0 20 28 AR Y RO R R ], B e E 1P
A7 AR ] o

AH Hash Algorithm:

AH (Authentication Header) 5 iE % kg2, nli%# MD5/DSHA-1

NetBIOS Broadcast:

VR T H )k, WHERER VPN f5iE 4 il NetBIOS | % EHfim
e s ARV TR A0 f 1B 5, AR ARSI 5 e VPN (5
LN Ry I

Dead Peer Detection(DPD):
FIEPEMLINH 23k, WEREP) VPN 1518 |2 52 M1 4£1% HELLO/ACK
R BT AT VPN {538 M A A E . 9 — i 2k )
QVM1000 % HBhWrZk, ARJ5 P rfhl. A8 H# n LUOE R RE—Ik
DPD R (e, BRIAE N 10 72

Iz LAk e 4l Group VPN,
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Interface: SEn] DL B — AN 82 A7 B O I VPN 58 107 AL, — TG R T
WAN i 345 YA WAN1~4 BT 4E 4 1 VPN 1538 1948 .
Group Name: VEEILEEIEB AR, I XXX Office, @B 2 —/NLL EIfEiE

BOERIE, SR — METE A ARA BN AN, LA iR

Note: ItFIEMFRAE L EHR LEREILE VPN B % (IF QVM1000)
I, A7 LB E IR A8 4 PR B T A R 24 RO F R I,
A SABEHLUT ! .

Enable: ’2Ji% Enable &I, F UL VPNASETT /A o BT H 4 $i 4 P Eanble,
M YE 58 A A LA PR O T B -

Tunnel Mo, |1

Tunnel Marme
Irterface |WWANT

Enakle

Local Group Setup: I 0 BB A X I m 1K) VPN ERHL 22 e e, AR LA SR T AR
Local Security Group DX 3 e I H T R R B IS S S

Type: (1)IP Address
I o VR VPN (FIEEVLG, AR LG 1P A7 R A Sy v 5
HURT EABAIL o
Local Security Group Type |IP w

IP address |192 168 1 o

PLERIBEE 2% 0 Mk VPN R EIAL)S, T 192.168.1.0~255 1)
LR BERY 1P A7 & YT R AT H S L T LKL

(2)Subnet
I H 4 SE VR VPN (S TEIRHLS , B — & T e P B A g - 5
HLAS AT LU .
Local Security Group Type [ Subnet
IP address |192 168 mi| o
Subnet Mask |255 235 |25 192

PLERIBeE 2% 2k VPN (5iEeHLE, S 192.168.1.0, T
W HERE S 255.255.255.192 F ik BETHHEHL AT LA S 2 £ VPN KL

Remote Client Setup: /% i it &
Remote Client: WEFEE 0 A, A =M AR H g £, 700k
Domain Name(FQDN), -k 4 Fx
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E-mail Address(USER FQDN), - i HE1E4 %
Microsoft XP/2000 VPN Client, - %k XP/2000 VPN % )7

(1) Domain Name(FQDN):
A PR AL PR (R, T AN TS T IRAIE ) 4% FR . FQDN 2
f& EHLARREL S IR A PRI 45, WA T Internet b ] DL i)
3], 41 vpn.Server.com. It R34 FR s by %5 7 i )3T S A0 RE Y A
FHIRIA AT LUIE A I 2

FRemote Client Dormain RMamelFEbie) b

Cromain Mame

(2) E-mail Addr. (USER FQDN):

FRE PR T IR R AL, U T BN B L S0 B AT LA Y
A5 IE

Remote Cliert | E-mail Address{USER FQDRY | W

E-mail address o]

(3) Microsoft XP/2000 VPN Client:

FHSE SRR XPI2000 VPN % P SILA 0T, (R LT BN

Remate Cliert | Microsoft XPR2000 %PM Cliert

IPSec Setup

AT ENLEIAAAE RIS, eI VPN A TE RIS HL 6 20 AR A A v oK b s 842, JF T AEMmverk
o EASHER) IPSec 8], FREBATFROV I = “key” - QVMI000 FEit LA~ Ao i HEL, 235
JFsh(Manual ) LUK IKE A3LN#L- IKE with Preshared Key (automatic). 7£i%+ Group VPN 115
W2 R B SRR R W 5 224 A Remote Security Gateway Type i Fl sh &7 & IP IF, Aggressive mode
S HBEAE, %A T-3) Manual B .

Key Management:

keying Mode | Manual -
Incoming SPI

CQutgoing SPI

Encryption |DES
Authentication  |MDS  »
Encryption Key

Authentication Key
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Heying hMode:

Phase1 DH Group
Phazel Encryption
Phasel Autherntication
Phazse1 & Life Time
Ferfect Forward Secrecy
Phasze2 DH Group
Phaze2 Encryption
Phazsel Authentication

Phaze2 SA Life Time

IKE wwith Preshared key

Sroupl W

DE=S
MDS W
2500
Groupl W
DES  »
MDS W
3E00

Preshared Hey

IKE with Preshared Key (automatic):i&id IKE P24 L= 144150k 2% 5 5%
IFIEFEMME % . #9F PFS(Perfect Forward Secrecy)iifa, W& —
Bt IKE B A 7= 4 128 303 M AR M0 — 2 i 5 50E . 24 PFS #
Wifa, 1B brute force SREIIN 44 1) 5% % (hacker) TTiAAE LA B R P, HE—20
1B 45

PFS: #4684 PFS i IA) ik 5, d/8 A4 MO FE VPN #4582 VPN
Client 22 PFS ZhfiEF s .

Phasel/Phase2 DH Group:

Tk I n] LLiE £ K ] Diffie-Hellman #4175 :0: Groupl ije
Group2/Group5.,

Phasel/Phase2 Encryption:

IEIN 2 36 191 16 5 A 1A I VPN AR T ASE AT B i s A5, i i
SIS e FE I N2 S 50 [

DES: 64-f s 3DES:. 128-f7 a5 i .

Phasel/Phase2 Authentication:

IG5 UF B T5 5E h e G VPN A TE AT A RS e, JEisiE B s
S H I e R 1 30 IR AR A 2 HOH )

“MD5" [“SHA” .

Phasel SA Lifetime ¥ A A 2 A A 20N 1R], RGEBIAME R
28800 F5(8 /M), T ULARLET I A VPN BCHL, Rt AR T
HRA S, A BN A B S 1A i 2 B DA DR 284

Phase2 SA Lifetime & AT BB HIA R E], RSGEIAER
3600 #2(1 /M), TUEE R TR WA VPN B0L, RES H3IRET6
RONTR] G, BB AR e (A8 e 2 0 LA O 22 4

Preshared Key: T Auto (IKE), &I, X2 N —41A8 %0
T “Pre-shared Key” [{FZBH, ESLIEEI % e A test, & Ll
NEF BRSO AT, RG0S F 3l IR 5 A 57 502 S
TSRS E B e VPN A5 B2 I (1) A8 #3565 55 36 TR M L i %
FEUE ST A I S TN 23 DN
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Advanced (i {E VAR R)-

Advanced settings are
only for IKE with
Preshared Key mode of
IPSec.

R4 A B A #eE dHE A [ I (IKE Preshareed Key Only)

Advance Mode: GEMMEAER)

Advanced

Aggressive Mode
Compress (Support IP Pavload Compression Protocol{PComp))
Keep-Alive

AH Hash &lgorithm [ MDS v

ooood

MetBIOS broadcast

£ QVM1000 FJiEp ¥ E B H 1, 73934 Main Mode Ll
Aggressive. #3, Main mode J& QVM1000 (¥ 71k VPN /ENkAR
M H 5 K280 H e VPN B FHiZE 7 b AR 55 41 Aggressive
mode KZ AT &R, W TZhE IP &N, KT itz
AN . 7E%$E Group VPN I, Aggressive mode 2% [ Zh#0S .

Compress:
AEFRILINH 203%, MBERLR) VPN {FIEH QVM1000 SCFF IP &AL
1 E4A(IP Payload compression Protocol).

Keep-Alive:

FrAEFEMIH Ak, WIERER) VPN (58 P S RREL IR FF 4 VPN A
Sk, AT 22 8 43 o8 ml RS SO SRR Y, B T E 1P
P A R ] o

AH Hash Algorithm:

AH (Authentication Header) % iF k€t , mIik$e MD5/DSHA-1

NetBIOS Broadcast:

FEP LI H 21k, WHERR VPN FIEH 21k NetBIOS | #1118
e s AW TR 2480 SRR Ty, AR AN Iy Tk VPN A
L ARN= ¥ Ry DN
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PPTP
QVM1000 {32 +F Window XP/2000 [#] PPTP Xf AT QVM1000 fiff s s 5 Upisl, kg FEfde b Al ppil
A7 VPN L.

Sitemap

VPN => PPTP

Enable PPTP Server

Advanced Setting
-PPTP IP Address Range
VPN
i Li

Range Start:  192.168.1.200 |

Range End : 192 . 168 .1 .|209

PPIP

VPN Pas: 1)

Hew Password :
Confirm Hew Password : I:I

Acldl to list

Delete selected users

o Connection List

User Hame Remote Address PPTP IP Address

Enable PPTP Server: A ) 3 J5 B AT DA 50 S B IE P PPTP R4S 4% .

PPTP IP Address Range: i AT PPTP IP ol s, JLH (& e mm fe i fd i % —A
RIS S TN L IP. F N85 R Range Start: i i /&
— R NBUE NG RVEE Range End: iR R G — R BB .

User Name: T N R FH 2 1 2 K

Y97 F1>H 114 |1
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New Password and i AL G B B PR R A B AN S R A P A 5 5
Confirm New Password:

Add to list: SRk VN SRS T

Delete selected User: I A FH

Connection List: R HEH] PPTP 55235 T8 I A8 AR SCA5 &

User Name: AL 37 PRz FR A T 37 44

Remote Address: WRMUEE AT (R REAL 2 (1 1P A7 B

PPTP IP Address: WU, Uit PPTP R4S #811 IP 47 &

Back: i B Back Bl 22 m] £ b1t

Apply: R I Apply” Bt A7 NI A BT AR s B s E WA S HL. .
Cancel % b Itz Cancel Rl 25 BRRIA BT A2 sh B oo W RS HL, Ho

WA Apply TEAFIEZRTA AT

VPN Pass Through-VPN & : 30 5% % HS TR
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VPN => VPN Pass Through

Advanced Satting IPSec Pass Through : @ Enable O Disable
L2TP Pass Through : () Enable ) Disable
Port Management

VPN

[ VPN Pass Through ]

IPSec Pass Through: ¥R Enable {15, W) fi4 PC #ifdi 7] VPN- IPSec #1175 i%
QVM1000 LA#H L VPN 1 &AL

PPTP Pass Through: FeiE P Enable [9i&, W foF PC ifl Hl VPN-PPTP U % i%
QVM1000 LA 5 4MH VPN B8 5L

L2TP Pass Through: FeiE P Enable [19i&, WY PC unfi F VPN-L2TP &4 5%

QVM1000 AL A VPN 1 & HEAL

QVM Server-QVM VPN Ihs ¥ &

QVM1000 #4 it QVM330 $2t T, = KAERIPET)HE:
1T VPN, HULSE VPN i i ek, HF52E User Name A& Password i nf L5E .
2. P REEEIRE, AP AN A R VPN DRSS Bl B/ QVML000 Hr s I, 2E b AR
QVM330 fi izt
3. VPN W& 25 HLibl, ik ISP Wik R Bt e ah smli g3 24w SRk JEiont S 2 ] 432 i) TR i v o
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QVM Server == Setup

Gen Setting
Advanced Setting _

QUM Server Setup

DHCP Account 1D :
Confirm Hew Password :

IP Address : 192 188 1 .o
Subnet Mask:  |255 L1255 .|255 .o

VPN Active : O

QVM Server [ Addtolist |
elet |ectedd rT
[ Apply ) [ Cancel | -
Account ID: AT QVM330 1 I A PR h S ST B nl, T SR f
QVM330 %

New Password and i AP 387 0 S B R P R A T i 5 e, i R

Confirm New Password:  QvM330 3

IP Address and Subnet it QVM1000 P FM—A~ 9 Bt 2R e FE QVM330 i QVM AL
Mask:

Active: SRS

Add to list: B IR 5

Delete selected Account: fijl[& B e 5 i 4 1 &

Apply: 2R I A2 AL Apply” RIS i A7 NI A BT AR s A i 2 WA S HL.
Cancel R Az " Cancel Rl 25 B WIA Fr A2 sh B e e WA S HL H

WLIT Apply (A7 B E L RiTA AT 3L
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QVM1000 B 5 52 5 i T

VM Server => Setup

QVM Server Setup

AccountID: S |
Hew Password : |uuuvu |
Confirm Hew Password : |uuuvu |
IP Address:  [192 | 168 | |1 RE |
SubnetMask: 255 | 255 | (285 |0 |
Active :

[ Updstethis Accourt |

63 == 1921651 .0/255.255.255 D Active)
b33 == 192 1681 0/255 255 255 0( &ctive)
US4 == 192168 1 M255 255 255 O(Active)

[ Delete selected accounts ] [ Aol Meswy J
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QVM Status-/ RixE

QVM Server == Status @

. QWM Client Status

Mo, Account |0 Status Interface Start Time End Time Duration Control Config.
1 k| ———a [ [ [ e | Waiting... | -
BRI = I = | waiting...
3 UsA = Wiaiting...
4 El —n [ | | Wiaiting...
5 ik — | [ Waiting...
Account ID: WA AE 55 QVM330 Fr i) Account ID: 440 % 78 L4,
W OFRNFERFNL, RIS QUM R,
Status: I SR 4 QVM VPN IIRHURAS, L0 Ron s, Stdknt
Interface: O ZEFE 4 QVM ILAES HE— 4% QVM1000 ¥ WAN ik A QVM
AL
Start Time: FoRE4c QVM [Py H I 1] o
End Time: FnIb 4 QVM i i 45 AR T
Duration: TR QVM i H 2 45 A I TR o
Control: FoRIAE I 4 QVM FIFAbT 1R 7 Waiting 2545 6HL, Disconnect ##
b4 QVM W2k Jf Disable SGHE L DR, Enable JF /5 L4 QVM 4%
FRIBRHURAS
Config. F T LD Edit B AT DUZE S5 4% QUM (113858 BHHAE B0k E ) 7%

SR, AHRRICT Apply A SIE 2T A 213
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Log-H&E

System Log-& 4 H&

-

Log => System Log

Advanced Setting @ Syslog

D Enable Syslog

m Syslog Server: 0.0.00 [Mame or IP Address)
Port Management

Log

[ Enable E-Mail &lert

Mail Server: | | [Mame or IP Address)
Send E-mailte | | (E-mail Address)
Log Gueue Length: |GIJ | entries
Log Time Threshold: | (18] | minutes

E-mail Log tawy
QVM1000 %% H ii(System Log)fefit —FiDjgei H, 43Jl%- Syslog, E-mail and Log Setting.

Syslog-ZZ4 H&
Enable Syslog: LRI A)E )G, Syslog Dhfieds 4l e

Syslog Server: QVM1000 #2474 Syslog M55 A R 4i (5 S Lhfg.  Syslog
KT TN FRUHEE R, T4 sl I 51 R85 B
QVM1000 [f] Syslog #&4t T 7 ) 1F i IR A E (source IP
Address) 5 H #i(destination IP Address)f &, k45445 (Port
Number) L K& R (1P service), #7248 LI RE, &4\ Syslog i
S e FREE IP 7% T Syslog Server” A K BN .
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E-mail- & 74 #
Enable E-Mail Alert:

Mail Server

Send E-mail To:

Log Queue Length
(entries):

AOTILIETU AL, g IBAF R (E-Mail Alert) K 4T 7

FISA LA Log HE T IRARER AT LA s, U T b N IR
PR SS 2 I 2 FREE 1P A7 &, 41 mail.abc.com

IR Log Wi N LT IRAH{E 4, W abc@mail.abc.com

Hil Log entries % &, R4 A 50 4> entries. “F|AILEE
i, QVM1000 K54 3] Mail £i% Log.

Log Time Threshold
(minutes):

HiIf%i% Log [MRRAIN R, REEFRA 10 708h. 2k I ]I,
QVM1000 *##2x 3} Mail f£i% 1tk Log.

QVM1000 4 H5h3H 524 entries Ha ml 2 a) b I T E—A> 2 504k
Fi5, i Mail 1% Log iREAEHE# .

E-mail Log Now:

A A B W LLSIEIN BLRE4% T IR HLA%IX Log.

Log Setting- L4 H.&= &

- Log Setting

Alert Log
O Syn Flooding Oe Spoofing [ i Muke

] Ping Of Death Unautharized Login Attempt

General Log

System Error Messages D Deny Policies |:| Allowy Policies

Configuration Changes Authorized Login

[ “Wiewe System Log ] [ Outgoing Log Table ] [ Incoming Log Table ] [ Clear Log Mow

Alert Log-EHFEEER AR
QVM1000 #2479 7 LA 358 AR, B BT 4) LRI . Syn Flooding, 1P Spoofing, Win Nuke,
Ping of Death / Unauthorized Login Attempt.

Syn Flooding: BT 6 N ) A 326 K ) syn packet, 3 R GEA0 SR IBEH LI Y A7 e
i o
IP Spoofing: Y T B W R PR oA 4% L BT AR BEok], AR UG A R

A8 SR K %k (source IP address),  HEAJE H (150 1 RN,
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AEHUTE YR
Win Nuke: IR AN B B BE I 7 S AR SR P IEARS RS2 .
Ping of Death: T AL P AR 1P WM BT RS fo e i B K3, 38 i R 4524 L.
Unauthorized Login M ARG RIS EIEAQVMI000f N & I, st &g EE B R 40
Attempt: HiE&

General Log-— i RZEHEER

QVM1000 24t T A& LR M — B S N A mE, B B2 IR . RG AL R E (System Error
Messages), H8i[K#N](Deny Policies),  fRVFHIHINI(Allow Policies), I’ il 3175 & (Content Filtering),
Data Inspection, & A% (Authorized Login), 4 ¥ (Configuration Changes).

System Error Message: RGP EFEIRINES R HE . WA EFMKIBE, DIRERH
R, system HJH, PPPoE Wreks54% ...

Deny Policies: e R H 4 Ky Access Rule TCIEHEN RS, U5 B RI6 R R
GHE .

Allow Policies: 5 RS I R 75 & Access Rule #EAN R ZE, s B EIX R RS
H &

Configuration Changes M RZGHIVBOE AR, IERIMEER ARG HET,

Authorized Login AN RIEEN R G N FEHE N B LANS i LoginidE A & 8 1
a5 B LIE B RS H &

DIFHRAERE LB Log WM, 4RIS6RWT:

View System Log: b AEF RS HEMH, HAFBNA MW LT QVM1000 £k Eii, 84 S s
-ALL, #H%ZH&E-System Log, Access Log, Firewall Log PA& VPN Log. Wi FEFR:

; system log - Microsoft Internet Explorer

System Log
Current Time:  Fri 4ug 27 08:15:37 2004 ALL v || _Refresh | [ Clear |[Close |
Time Event-Type Message
Sug 27 08:03:15 2004 System Log 192168.5.70 login attempt
Aug 27 05:03:08 2004 Systemn Log 192168570 login

Outgoing Log Table: &N PC ! Internet M RZGE M HE, b HENMRAIHMLEL ELAN IP), HI
Hif B (Destination URL/IP) L A% Fr i FH FrI3 TR AR 255t 11 (Port Number) 2878 (Type) 2545 i i N B fir:
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a Outgoing Log Table - Microsoft Internet Explorer

Outgoing Log Table

Time Event-Type Fessage

Incoming Log Table: & 4MiB#E A QVM1000 [ kK4 R G di 00 H &, I H & N & 4 30 ke U5 1 2% 47
(Source IP Address),  H [ & 5 1t 115 (Destination Port Number)26{5 5. 41~ E Fs:

2} Incoming Log Table - Microsoft Internet Explorer

Incoming Log Table

Time Event-Type Message

Clear Log Now: Iti%4l 43 BT H AT QVM1000 ¥ Log AHCAE &
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System Statistics-REIRASLH i

Sitemap

Log == System Statistic

Met page ==
Interface LAN DMz WAN1 WAN2
Deviée Matme [ ixp0 | ixpa | ixp ixp-2
Status [ Connected | Ijown | Connected | Do
IP Address ' 192166814 | 0000 | 1s21e85140 | 0000
MAC Address | 00-0c-41-00-00-00 | 00-0c41-00-00-05 | 00-07-40-ca-0h-33 | 00-Oc-41-00-00-02
Subnet Mask | o2ss2ss25s0 | 0.0.00 | o2ss2ss2550 | 0000
Defaut Gateway 0000 | teisss1 | 0.0.00
192.168.5.20
DN 19216811 fi ke 0000
Received Packets | 17911 | ] 02302 | 0
Sent Packets ' 16620 0 19729 0
Total Packets ' 34531 a 222031 a
Received Bytes 2605045 0 18139722 0
Sent Bytes 5995414 0 B261079 0
Tatal Bytes ' 11800459 0 24400801 0
Received Bytes!Sec [ 1] 1] 2758 1]
Sert BytesiSec [ 0 o 2420 0
| Error Packets Recéived [ a a a a
Dropped Packets Received | a a a a
Se'ssions [ - [ - [ 1] 1]
MNeww Sessions/Sec [ | | ] o

QVM1000 ff] System Statistics 5 # e ] AL R 48 H iz /B &, ©7%: Device Name(Hl#% 4 Fr),
Status(H 57 WAN 5 BHLRZS), 1P Address(IP A7), MAC Address(M £ fdi¢fHihl),  Subnet Mask(T ¥
fEhd), Default Gateway(7iix % <), DNS(MIk#FRMk%+#%), Received Packets(#| 1k u%iiE), Sent
Packets(fki% &%), Total Packets(4=iB I A =S 1), Received Bytes( £I(1E £ Byte £ = 4:
i), Sent Bytes(f£i%f# 11 Byte 8 4ii), Total Bytes(4:#BK3 {1, Byte %¥r&E%5il), Error Packets
Received(I 2143 145 31) LA K. Dropped Packets Received(LAN, WAN1 ~ WAN4 Z #1551,
Session(Ht4:%0), New Session/Sec(f:F0 T B4 50 255 L

Traffic Statistic:
NG B2 BRER RS T UL, SR EL A H6 19 A o 4 i B P

57107 F1 > H 114 FI
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Sitemap

Log => Traffic Statistic

Traffic Type : |Inbound I Source Address v

Advanced Setting

Source IP I.ytesfsec Y
1921685177 | 2925 | 82
Tool 192.168.1.100 | 245 | 7

Port Management

Traffic Statistic

vourfuture life

Inbound IP Source Address: % A ERIFEAE IP (L E

FESE R R SR TR 1P Huht,  SEAH 2D byte LT LES

Traffic Type : | Ifkound IP Source Address W |

Source IP bytes/sec Yo
19216581 400 4 100

Outbound IP Source Address: Xt MNRESRIBEME IP LB

FESE R R SR TR 1P duht,  BEAVH 2D byte LT

Traffic Type : | Cutbound IP Source Address |

Source IP bytes/sec %
1921685473 422 a3
192.165.1.100 4 ]
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Inbound IP Service: Xt RRE IP IR0 5

FESL R Bos T AR, H i 1P sk, &G 270 byte 7L

Traffic Type : | Inbound P Service w
Protocol Dest. Port hytesizsec Yo
TCP hittp 507 1270 93
TCP 1863 4 Q0

Outbound IP Service: X4 iE IP RGOS

FEUb R SR T Mg P RPSE, B s 1P ik, SRH 20 byte S EHE. .

Traffic Type : | Quthound IP Service b
Protocol Dest. Port bytes/sec Yo
TCP 1161 2B BY
TP hittp(30) 102 a2

Inbound IP session: XTRFE P B-PLE

FEMC R B oR TR IR 1P Hihk, PSSP RNSE, ks e 1, H B 1P ik, s 0
M1 £ /D byte 5 H

Traffic Type : | Inbound IP Sezsion W
Source IP Protocol Source Port Dest. IP Dest. Port hytes/sec Yo
1921651100 TCR 3563 GE.35.229.141 an a7 100

Outbound IP Session:¥HAMNE R IP BENLE

PRPR b B 7 ORI Y 1P ik, W2 KBRS, RS S 1, H 3 1P St A S ) S
Bz /b byte 5H51L

Traffic Type : | Quthound IP Sezszion "

Source IP Protocol Source Port Dest. IP Dest. Port bytes/sec o

57109 FI o H 114 FI
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Logout

QVM1000 )M L A5~ 74— Logout M4, M4 k2 1 F QVMI000 JHid 4 b Pl mif, #5148
N YA FEREE N QVM1000 44 FH I T I, 5  Z P A NS B G IR A8 T 424 Pk B

5. Troubleshooting

6. FAQ

7. Appendix A: VPN Configuration Sample

Sample VPN Environment 1: Gateway to Gateway

Head Office & Head Office B
e st YWAN IP-200.200.200.200 Wi¢AN 1P:100.100.100.100 ———

xDSL WAN Data Base A
'

Local L&N

DataBase A | | ——
EiEA

'-T'-Ti
~__DataBaseB

Data Base B m /
Ethernet LAN Ethernet LAN
FYR9416 SME Multi-WAN FVYR9416 SME Multi-WAN
Firewall/VPN Router Firewall/VPN Router
LAM IP-20.20.20 1 LAN IP:10.10.10 1

=3 -5 38

=2 LAN IP:10.10.10.0/24
Server A Ethernet LAN  aieypay 10.10.10.1

LAN [P:20.20.20.0/24
Gatewsy: 2020201

Firewall Setting: Firewall=»General=»Block WAN Request = Disable
VPN Setting: VPN=>Summary=>Add New Tunnel=>Gateway to Gateway

QVM1000 VPN Configuration for Head Office A Head Office B
Tunnel Name HOB HOA
Interface WAN1 WAN

Enable Checked Checked
Local Security Group Type Subnet Subnet

Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.0

5T 110 FI > H 114 FI
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Local Security Group Type=>» Subnet Mask | 255.255.255.0 255.255.255.0
Remote Security Gateway Type IP IP

Remote Security Gateway Type=>» IP 100.100.100.100 200.200.200.200
Address

Remote Security Group Type Subnet Subnet

Remote Security Group Type=>» IP Address | 10.10.10.0 20.20.20.0

Remote Security Group Type=>» Subnet 255.255.255.0 255.255.255.0
Mask

Keying Mode IKE with preshared key | IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28, 800 Seconds 28, 800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds
Preshared Key Both sides should use the same key.

Sample VPN Environment 2: Gateway to Gateway

Head Office A o Home
—_— YWAN IP:200.200.200.200 YWAN IP:100.100.100.100

~ Local LAN xDSL WAN *DSL WAN

|

|

Data Base A :4|— ADSL Modem
— ADSL Modem
i l ! I T g [ Install
: = VPN Client
p

‘ i@m@ Software

Data Base B —
‘ Ethernet LAN Ethernet LAN L

Fire N LAN IP:10.10.10.1 s
LAN IP:20.20 20 1 LAN IP:10.10.10.10/24
Gateway:10.10.10.1

Server A

VPN Setting: VPN=>Summary=>Add New Tunnel=>Gateway to Gateway

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 10.10.10.10
Local Security Group Type=>» Subnet Mask | 255.255.255.0 255.255.255.0
Remote Security Gateway Type Domain Name IP
Remote Security Gateway Type=» Domain | Company domain Name
Name
Local ID=» Domain Name Company domain Name
Remote Security Gateway Type=>» IP 100.100.100.100 200.200.200.200
Address

5T 111 1o H 114 FI
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Subnet
20.20.20.0
255.255.255.0

Remote Security Group Type IP
Remote Security Group Type=>» IP Address | 10.10.10.10
Remote Security Group Type=>» Subnet

Mask

Keying Mode IKE with preshared key | IKE with preshared key
Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28, 800 Seconds 28, 800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time
Preshared Key

3600 Seconds 3600 Seconds

Your tunnel password

Sample VPN Environment 3: Client to Gateway (Tunnel)

WAN IP:200.200 200200 Home

xDSL WAN

Head Office A

Local LAN

¥DSL WAN

|55
I
Data Base A IIEZZZ-‘I ADS

n
|
1
i

_
[

==t

e

|

Data Base B,

EVRGA
FVRE

Server A

| i
iah Ethernet LAN

.\.[

(] Firewall/VPN Router
LAN IP:20.20.20.1

ADSL Modem

=

Host IP Address:

IP:100.100.100.100

VPN Setting: VPN=>»Summary=>Add New Tunnel=>Client to Gateway=>Tunnel

Head Office A Homel (VPN Client SW)
Tunnel Name Homel HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=>» IP Address 20.20.20.0 100.100.100.100

Local Security Group Type=>» Subnet Mask

255.255.255.0

255.255.255.255

Remote Security Gateway Type

IP

Remote Security Gateway Type=>IP
Address

200.200.200.200

Remote Client

Email Address

Remote Client=» Email Address

User Email Address

Local ID=> Email Address

User Email Address

Remote Client=» |P Address

100.100.100.100

Remote Security Group Type

Subnet
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Remote Security Group Type=>» IP Address

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28, 800 Seconds 28, 800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time

3600 Seconds

3600 Seconds

Preshared Key

Your tunnel password

Sample VPN Environment 4: Client to Gateway (GroupVPN)

Head Office A

WAN 1P 200,200 200 200

Local LAN

ADEL Modem
R e |

¥,

Ethernet LAN

Server A

LARN [P:20.20.20.0/24
Gatewsay: 2020201

®DSL WAN

Remote Mobile
User Group

Host IP Address:
Unknown

VPN Setting: VPN=>»Summary=>Add New Tunnel=>Client to Gateway=>Group VPN

Head Office A HomeN (VPN Client SW)
Group Name/Tunnel Name GroupVPN1 HOA
Interface WAN1 WAN
Enable Checked Checked
Local Security Group Type Subnet IP
Local Security Group Type=> IP Address 20.20.20.0 Client IP Address

Local Security Group Type=>» Subnet Mask

255.255.255.0

255.255.255.255

Remote Security Gateway Type

IP

Remote Security Gateway Type=>IP
Address

200.200.200.200
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Remote Client

Domain Name

Remote Client=» Email Address

Company Domain Name

Local ID=> Email Address

Company Domain Name

Remote Security Group Type

Subnet

Remote Security Group Type=>» IP Address

20.20.20.0

Remote Security Group Type=>» Subnet
Mask

255.255.255.0

Keying Mode

IKE with preshared key

IKE with preshared key

Phase 1 DH Group Group 1 Group 1

Phase 1 Encryption DES DES

Phase 1 Authentication MD5 MD5

Phase 1 SA Life Time 28, 800 Seconds 28, 800 Seconds
Perfect Forward Secrecy Checked Checked

Phase 2 DH Group Group 1 Group 1

Phase 2 Encryption DES DES

Phase 2 Authentication MD5 MD5

Phase 2 SA Life Time 3600 Seconds 3600 Seconds

Preshared Key

Your tunnel password

Advanced

Aggressive Mode

Note: All Clients can sign up into one Group VPN simultaneously
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