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* XML £ fiff 71 iR

* web Iz 55 F fifi AT IR DL REST 29 .

* A0l {E F 4m A2 8 = A REST web IR 55 - K2 4% #2 16 = 41 JAVA R PH
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EMREES - EREEMERNES AN HA weblwss » — ki > M
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* Java
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* Python
e C++

* Perl

* Ruby

o —UBEEIHAE F W Visual Basic v6.0

Bt 2 BEFXR?
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{5 F REST iff I 2 72 API 40 [E[ 017 B T U #2 1F » A E Z A 1E T I & A G A]
DU I B GET J5 7% DASNEY H & HTTP J5 7% -

HTTP Method : PUT http://food.s.mygrid.asia

Submit Header Content :
Host: food.s.mygrid.asia
Content-Length: O
Date: Mon, 03 Mar 2008 12:00:00 GMT
Authorization: 112122334214:dsfdksfjdklsfjkldsfj-dsfd=
x-pan-box-loc: HK0001
x-pan-acl-list: PUBLIC-READ

T BH

Aspen Cloud Storage. 1 FH — 4w 15 > LT 75 #Y http ik L B @ i f5 £ URL A
http 75 % (PUT)EE 3¢ » EI A £ Aspen Cloud Storage 717 “Z&= & 7 (box) °

1E LA BRI $ =k +“Host”H T~ %8 & A P P 75 Q1 R Y = & T (box) %4 #% > “Date”
A “Authorization” g% & M % - Rk @ “x-pan-box-loc”,[ T % E =& T
(box) I & » WEH A F E - “x-pan-acl-list” H T8 E i M i = & T (box)
HY AL PR

\|

EIIIRAEERE AP R PUT A8 H# £ http://food.s.mygrid.asia # 77 2 &

FELLTET P BATR A S A A AT Ay IR 55 ThRe BL R (s 5 7% -
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FE {5 FH Fe {116y ASPEN web Ik 55 Z Al - HI 78 T R HY R IE -

RiE fERE
1. T RS # http://s.mygrid.asia & Aspen Cloud Storage 1% fif ik &5 #Y F 71 URL

Home Service

URL
2. PIA8 A& 1 0 7 R L B AT — D AR SAL - 41 & & PCCW & HE 0
BRI — DRI AR EE NTT & oL 2 59 — DR IZ g - & [E
A 5] Do) A% 2 17 o 2 DU ol = BR &UHE 7 6 -
W& B A7 i L & -
3. =& T (Box) Box : #t g — I~ & 4 8F b % SRRy ST K -
B— Box HEES —PEM T OMHRE -
Box i 1L I > % 5 %E BT I8 P A8 o — 22 B E I B VA HE O -
Box I KR E 7 il P A% - 40 X7 L &
51+ http://fruit.s.mygrid.asia/ (fruit /7 box % 1)
http://game.s.mygrid.asia/tvgame.jpg (game = box 4 ¥K)
4. X Aspen Cloud Storage fii 35 ot 76 3L R i & - (H o W S0 # P& (OFF
(File) = e
F—XHERMLT —4 Box -
B : http://game.domain.com/tvgame.jpg (Game /] box # 7k > tvgame.jpe

1 S #4) http://game.domain.com/world/japan/tvgame.jpg
(world/japan/tvgame.jpg ) 32 {4 44)

5. #A ID NG AR ERE— D HAKEIT 4 > BEFEKR -
(Access ID) F 7 7E R ik O3 i BF B ASF AR e
6. i [F] % ViR FE AR KRB —-LE -NBHRRFNEH  ZEANKSHAE
(Secret Access A - ARl zEmE  HirfrEILESE -
Key) M el i web B B U1 HE AR RCEH o
{5 FH 1% % B A B B0 05R B 2 AL -
7. ACL 7 1] %2 il 1] £% (ACL) iC 5 Aspen Cloud Storage =7 7 Y 3 fft i [a] fU[R -
5] = Owner Only, Public Full Control, Public Read Only.
8. REST Http Aspen Cloud Storage, g 55 7 5 % &) http 75 =, - 5] : PUT, GET, DELETE
73k PUT - @I & box = _F &

DELETE - fif] f& box =¢ 3 {4
GET- 3L 15 BT R (E B8 T #/ 2 /R IR
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. REZE web ik 55 BEAYM R (E B ZE @ http L - WWHHE -

EFoMNERERDEIET L - Y= T (Box ) FHHASLE - X

FAESESFNFEME R R W ERE L(EE) falE &1 (Box)e

X T E R RZE web iR FEKA S ERLPEBEELLE - 4

HEEEEETEEE > AR A D SrididErf mAaEEHRER -
WEIEHIE K G - O BETEBENRAEEATHPINE - EXER
AR fE 15 3 BN A R 0 B TE R B S HUH -

. PR T SRRy B2 5 T # > Aspen Cloud Storage $2 it XX {1 5 = & 1 (Box )&

WINEE - 5B LL XML k> JF & A G A RIRFRAUE & -

Aspen = {7 il &5 14 & |2

Aspen = F & & P %
& P i

Aspen = 17 fiff # 2
PGFSY & P i I Fi (6] %9 FF A 5t

Aspen = TEfiE#z D
PGFS ¥ Wi /)

. I & & Aspen Cloud Storage Z2#4 - & AN L HE T EIKENZE U Aspen

Cloud Storage #Z » = F & A G fir TEANZE /095 TZ > 41 Aspen Cloud
Storage % I o & A 1 H 17 %% 5 72 > 2L I Aspen Cloud Storage 2 %) -
Aspen Cloud Storage Z2 #4 iV 12 ¥ 5 ¥ & fH X #h 17 > fr DUFF & A B3 o] f5 A
{2 9 15 V8 FHJ % 22 2 40 JAVA, php, perl,.net and also Python. {7 & DLJZ Y TT 2 Kz
FEF -
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t 2 & =& T (Box)?

ZETBox)FHRHERE R  HRESXHELRGEHHN “XHER" £
{lL - 7£ Aspen Cloud Storage ' » = & F (Box)iy = 22 H 1Y & i A FH = 17 fiff SL
NI E & — = &+ Box)if & T — & o R AERAE A CFRE R
B ATERE) POlET &7 (Box) I # EAF 8 SR F T HATE B
i %528

Aspen Cloud Storage #1 /Yy = & F (Box)%4 H§ DNS i 5% » ff] : http://s.mygrid.asia
B0 f el 2 B = &+ (Box)# ly - ““food” » % I P2 HY URL Jy
http://food.s.mygrid.asia . ] 7 A & = & + (Box)/&5 » 7 &% {1 %I L4 DNS iz 55
ZsEH ¥ o DNSICEE ¥ 5 » B v 2R 1/ [7] http://food.s.mygrid.asia = DNS &
WAl o M A% URL -
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%A F WS 1E

1. FM &6 & 2 o] HF % 100 4 = &+ (Box)
2. zETBxX)NLKEEEKMAN, BREEERASHIBANIMAN = &

T (Box) %4 #x
3. B — & H T (Box) LA B — M B 1 A% (R B R — AN E R AR R — A
).

4., mZETBox)WHMZIEEMENAAF A E. W, &7 T b T
n&E T (Box)e HEEHP EETZE TR SAEM T &

A] i 57 B B = & 1 (Box),  {HAS o VB 2

— Z 5 o BT (Box) W K (B B Hb 55 B 5 5 ), T JE VR T O IR

AN A ik = A& T (Box) T A AL (ownership)

Z {7 (Box) % Fr Oy DNSE =%, Jir Lz & 1 (Box)dir 44 21l /™ #% 8/ DNS fir
E2 N

m&E T Box)BIEE, AP &2 (Bordh D) BLAF DNS D s A4 3.

® N o U

1
[

=& F (Box) iy & ML

INEF R

RFBEH S () F/, BATHTIF LSS REME
ARV ()VFFF

3-60FFF Z [H]

E—DFRLAN TR

AE P L HEAL 0 40 192.168.0.1

=
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+ 2 72 ¥4 & (File)?
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PIZE(File)& 5 LA X4 . XL MIEENX URL WNIF X HZiES
(UTF-8) 4 . AE T — M XM &4, Aspen Cloud Storage it &5+ & “ X4
Je 7 MR

R4 5% (File) FIARFAE

1. B — XA UAE — 4= & T (Box) N

2. X4 £ R S (UTF-8)

3. URL EAVREFZHA] RFC1738 A8 4mbE A {HH

(15 world &4 45 Fy%E4%B8%96%E 7%95%8C%20world)

A A i A B R AR = & T (Box) T E

AN il = & T (Box) T A L

A B K4 & 5GByte,

Aspen Cloud Storage W 7 “ W% Bk 7 M2, HI 7 Jo vk 6 @ i ok 7 3% T
Jeo RS RTE RBAL () FRF . BRI E SO R G R SRk
WE &, tn H 7 A] L F “food/hongkong/apple.jpg” it #% R K 4y 4 . S 44 Wl
M web ik 55 #EAT R, JT KN 3R] 4R E R B AT 48 AN N “food” i S A
b8 J5 & 4t 22 51t BT A DL “food” g B S SC A, TR S R 48 S0 X
i e WL 2 A TR .

N o u s

FI P 00 SF BAR ST 2 HL

X 4 i 44 AL

1L YHZEE AR EREMES

2 FF 4D &=2+\ " " FARHTXHEL
3. XHAKEAREBE 160 FFF

4, PREIRYZEHRL (/) EREC 12
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Aspen Cloud Storage iz H %5 4 i1 %] (Signature) LA & F 0 B 4y« 25 44 & ) o
AR (BRI RFEF) ARFE http sk kK% “NIUE7. KA AR 1 http #R
o Xt F A B, MR P VA SRR K2 8T B P SR AL € U7 W AE B 7,
M R A A4 T AE N A RO PR .

Aspen Cloud Storage ¥ Wi 3] 2 1 it & K1 web RS 1E K5, R G i >R
REFERIE. MRERFE, REEKRN K RBMLEFT L “KZN7.

WIfE A HTTP POST 7720 REA %, E T aA DA E.

B4 :

FL P 5 E C T B8 L = & F (Box)id H . H http Sk B 5 R 81 R 1 A AL
MELF R, kpiae “#M7, RN “Uil ID+AERER”

GET /HTTP/1.1
Host: s.mygrid.asia
(AELER R E, Wi ft, & H s.mygrid.asia)
Date: Wed, 01 Mar 2006 12:00:00 GMT
(8% “x-pan-date” T AN Z&H “Date” F A —iHHHES (W CHEANRFH M “Date”)

B B 3k (Authorization header) 75 2 =\,

Authorization = access ID + colon + signature
(e.g. Authorization: 0000001 :dskfjdsklfjdksljfkd9890dsffsdsf)

HPEMES#R T — DN — 8 =1 Access ID, 111 2% 44 (Signature) M|
Aspen Cloud Storage M) JF & N A i TE# A “HA” 155 T, Aspen Cloud
Storage ¥R 4 H S ig sk . Rk, FF &R N G320 H G ] A 28 4
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9. NIE( &E )

A B, U7 B R R Uy ) P R . A BRME — B Uy R 1D AN U5 R A
(Secret Access Key), Aspen Cloud Storage ¥ U 1] $& 22 /) http # 3k 15 & J5 , Aspen
Cloud Storage ¥ i #E R 1 E B A MG 2 B 2 ME M4, ik kwf @, F
B, RIS, RE¥RFEAENNEL S H AR LB . o R %2
FE, P IR B, e W IE 2% T

B Aspen Cloud Storage ¥i
7T web IR S51E K FEWCH i SR EREL http 3k
n E2 1% “current date time” + FEAE NIV 9] 1D FR R B35 ) 255
“resource” + “http action” +

“parameter” LS ZNE.

FERIERIVGE B 5V A, 4

H {hi FH “user secret key” i3 k4
HMAL-SHAT FENWZEHEEAN
BTG H A RS

(Signature) °
PN ARTEL, —ASRB R 5
II L L

NI “Access id” 1 “signature” |
http $§&{F 79 “Authorization”

ﬂ WIERELZ WNAAHMIE, R, R
6] Aspen Cloud Storage Ui & 7% Z IR
http =LA http IE3C ©

NT Rz HE, ERBELH RN 15 2.
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EREHRHN=/1S R -

S 1. B “iERNZE” (Request Content Base)

Request Content Base = “<”+HTTP ZfE ({1 PUT, GET, POST, B DELETE) + “>” +
“<” + PILERSIR] (AZUER] RFC 2822 #&%3R) + “> +
“<” + Content Type + “>” +
“<’+ nE T 4K (Box Name) + “>” +

“< +url galiBSCIE4 +“>” CRAIRFC 17384% 2\ N S 4 4nfid)

156 BH :
HTTP Action J F§ /= web IR FiEK 478 “PUT” » “ GET” |, “POST" ¢

“DELETE” - H Hi#% =/ RFC 2822 #& = » %I Thu, 21 Dec 2000 16:01:07 +0800 -
“content-type” y F] e I - A R IE K BE SO BEEME TNAE R Rk
A RIAE M ANEZER - 0 “NEER” - FRENZE > A<>" - Box
name ZfE L&+ (Box) #4M - WA~ EF =& (Box) % FRE
NZE - fla > BEAXMS > XN “URL wig” DAPiSI& %18 S i
i > AR A RFC1738 ¥ XAE N SO & b, 1, ~ 7 0% 5 2 3 9 N %20,
FEA R+

S B AN > 4 http://car.s.mygrid.asia/abc.jpg?extra=show  ({¥ i# T
abc.Jpg N HE# o “extra=show” ¥ o W] ZHE )
B : R P EEER T E/ e B EE car"BR ™

Request Content Base =<PUT> EE
<Wed, 11 Jun 2008 23:48:28 +0800> MR BEE ERE P,
<image/jpeg> R HFE BT URL
encode

<car>

<%E4%B8%AD%ES5%9C%8B/%E4%BA%BA%E6%B0%91.jpg>
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— Xt R A “HREAT > fE TR Y — T R 3 A HMAC-SHAL
in B Y “Request Content Base” # 1T 45 i - ZA 5 F5 F Base64 Wi i 25 L R i o
{55 %5 4 BN 1R 2 R SR B PR Y ASCH "7 7 &= o

1. Incomplete Signature=HMAC-SHA1 (Request Content Base, User Secret Key)

2. Signature =Base64 (Incomplete Signature)

F = ¢ gk http INIEIR 3k
1EF1 E http 3% 7 “Authentication” &1 - BT LRI R EF B H T

“Authentication”& 14 - BI/E H A 35 Ui la] 1D » 8 H 75 R 2X PR 101 &6 2 7
— 8 .

Authorization: 0000001 :dskfjdsklfjdksljfkd9890dsffsdsf

POST #4% E#

WERIRAHTTP POSTERAR BB Z, LT =CkA D IFAIE.

IR A HHTTPI77AMPOST), RASENFIHIH RBOXAFE, BIERA 42 EContent-Type,
IRERA I E P A 2 G

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen =HEMRFZ A LKIEE

I

5

el

&F— Z:EEL?(BOX)/K{fFEI’JU?IEJ?WBE'EEHE[il?“ﬁ%J/HE(ACL) FrizEdl - =&+
(Box)5 SC {419 B B AUAE B 2 5 B A 0 - T A7 DAY PR 7] 48 o B £2 L 1Y Web
AR %% Bl BsF 5 2% > 40 set_file_acl J2 set_box_acl.

& & ACL 2] = & T (Box)/ 3L {4 1y P Fh J5 7%
1. HEImE T Box)/ X fn - A al#d 5 E X http ik > A1

“x-pan-acl-list”: PUBLIC-FULL. [}t 57T i E ACL: FR A P HEE ik E
PUBLIC-FULL 5 PUBLIC-READ fy H 1 2 — -

2. mETFBox)AIE s X FfEE > Ao set_box_acl fil set_file_acl i
B S ACL e R =l 78 28 XML #& =X 77 B g o

— WU © 2008 Power-All %4 45 LA 7]
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Aspen =HRERS A XIEmE

Aspen Cloud Storage fg it £y = fit 15 ] AL R

A RE | R R

1. Y ftF¥7H  OWNER-ONLY BT Box) /X HCIEAMMAETFR AN HE
A OWNER-ONLY ¢ [ - ] 3 17 %% J5 iy & & #8425 -
ZE T (BT Ol B B X 4 B F K ## 1T ACL BE -EIA
A 3 17 I # 1F B9 35 (7] ALFR ) OWNER-ONLY.

2. YN 4x1i%  PUBLIC-READ B % FH P Al 2 RS2 {4 o401 9% 9 PUBLIC-READ, 7 [IL 15 3K T
il % B N E K -

PUBLIC-READ %% |72 N F T & BE Y 40 F = R Db Ay [ &2 -
WTFXEFFEERFTEIALN  EXMHBLTIERN
“PUBLIC-READ” Z 1R & &1y

3. N34 AE  PUBLIC-FULL NRFERZEN B AXH A% EN PUBLIC-FULL, 1F
22 EiER T EFINEL °

FF S4B PUBLICFULLIN B /D > B =& T
(Box)i% & 4 M Th AE DAL{E R BE 2 H P 15 Itk = & T (Box)
N _EAZ ST

ACL XML for Box and File

<?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>
<ACL>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
</ACL>

</AccessControlList>

Wi
L EsR@Idr > PUBLIC 2 f5 BE 4 B 1#E H B & A BRI - 8] X% 51 F it
TTIREUE A -

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen =HRERS A XIEmE

1% {# F] Aspen Cloud Storage ik <5 > 7 » e T AWMt E XA -
MEHKER -

HATE =& T (Box )Wy A5 NUELE: A - 41 & (Box)A HYFf A A2 Peter

FR2ZEXAAF EE > HES ANKRKENM - S & T (Box)A N E%£ 3L
o HAZ SRR B F 515 A 2 F H Peter S5 HIEX EE ST AN -

W % L4 T

1. %8 77 i 27 24 il 7 &) Aspen Cloud Storage N 17 fif £ 4i& It - #% 4% GByte HY 45 /& i #%

ok -

2. BiE B A% L EEX o R AR E% - 48 GByte (I{E &R It
o

3. HiE T # 4 T BOEOGR BUE T SR o R i AR T E - 124 GByte
it e

4. FEREE CiE>KEE > f: USS0.1 & 1000 15 3K ({1 fHk 2% ).

SRS LT S Rk N O E -

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen = HFURFZ A LXIEE

FE ] BATIE R HY web Bk 55 Z A > F = NLSG T A2 Fe (1T Y AR 55 N & R 3R (8] Y
3

1. A BAT RS 85, A P2 v M A & 7 http://storage.mygrid.asia

ol

2. A E > APR3RBA PSSR VIR s fy & - DUETT — = 038
fE- Xt 55 & REHERK -
S Ah o — N LRI O N web B S5 HVIE . 405 [A] ID AOU5 R o T
APRRREHSEEEZN - EOEEEANERIZEN  KANFA
o3 A P W) A O % % B AR AT i)

._t

3. N T BT AFEBITIAE > 75 % A 2 A [FAY http J574& - 41 PUT > DELETE Rl GET -
B - 6 = & 7 (Box) > {£ http FEEF PUT 574 -

4. % F RFC2822 (http://www.fags.org/rfcs/rfc2822) H HAR = o 1 : Fri, 30 May
2008 12:00:00 GMT (#& #kfE &) EX  Fri, 30 May 2008 08:00:00 +0800 (& & F1 K [
B [E]) P % 5 AH Bl BY B 8] o “day of week” and “second”’/y A] %8 78 T - HHAS
B[R] DA 24 3t H BHESF [R] 9 4 o UT/GMT B} XA [F] e

5. K H 1508601 H % XL A/EA XML % i, 15 2008-10-30T11:31:05Z (Z &7~ GMT
X)) (A1 2% http://en.wikipedia.org/wiki/ISO 8601 %
http://www.w3.org/TR/NOTE-datetime )

6. & — K& WHYK B[ {E > Aspen Cloud Storage >k A http Ik &5 LS 41 Code201
TR T & T (Box)l D) B b AZ S D) © Code204 (3% SC {4 i B Bl oy
Soh o muliEa XMLIEXERER > HPETRANALEEEEEE -

1. mn&FBox) X HFRIA AHATE R (5 ) R - 41 owner-only

8. WITE G RN KI5 E Vi M ALFR - 3T 2 12 8 =~ & F (Box)Rf % A BR IA 17 [A] AL
R e ZIFMANRHET web REFEHEHITER -
KA T 45 © 2008 Power-All (28 45 R 2\ ]
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Aspen =HRERS A XIEmE

8. A MR = & 7 (Box)kf E #£52 Wi DNS 10 5% #Y /AR I s i B - B - JE i 52
s (AR KL R N BT AT 58 A% ) » a0 R/ T % A 01 22 6l 7 ¥ = &= 1 (Box) > fifL/
4 N % DNS fii 5 s R Iz i el i e e B EH -

9. K% web e 5 RZFXLHTH A INH F—-F B MELEK 1S T ERA -

10.ASPEN N2t ST -8 € - B4 > F 7 1= box A [EBf _EAZ 2 4> ABCJpg X F -
ZEEAE AR RN XA I B, MRERBIE S EITR AN R E AT AR

1L FATHR [E] http JR SRS AT XML - fH — 26 72 Fp fE 22 A B AE 3R 5] hitp RS
A I =48 22 R o 40{E FJ php PEAR HTTP_Request - %1 ] 7 il i3 = & + (Box)/
A o R AR B AS 204 (i 5 XML S {4 2R W5 A~ A php zendframework >
5] B 2 R R SRS e XML e XSt J R D gE R TH - R S EZR -

12155 — 15K » fH 55 @ Aspen Cloud Storage H % 7% “Host” - 51| : Host:
apple.s.mygrid.asia (apple /7 = & F (Box)% K »  s.mygrid.Asia v 38 ). 411 3£ FH £ 56t
BT “Host” RE#5% 1A 9 2 http 35k - 41 http://apple.s.mygrid.asia/ - 7 7 A % HY http
Vila] o P12 WA P AR & — 1 K AR 0 “Host”

13. 755 —1& K J >FH /= 88 |3 Aspen Cloud Storage % i% “Date”g =k 41 :“Date: Sun,
27 Jul 2008 15:25:16 +0800” - ZR1f — L iE= (41 C#) 1 > “Date”if Lk # &I >
F 7 A BE E #% 45 Uk “Date” Aspen Cloud Storage Xf http #¢ fr 7 HY i Sk #E 17 & #t -
5] : “Date” #% & Hipk “x-pan-date” o #1EE “Date” 5 “x-pan-date” [E] B {FA1E T
Aspen Cloud Storage » F} 2. ““x-pan-date” >}t {I; 4= T “Date”

14. 4 T Aspen Cloud Storage % 3 J& & iF 2 http connections API B4 £ 42 &) E %5 DNS
A0 http EREMEF AT EE - XM IR =5 = & T (Box)E 1 )
BE o FH P2 N.ZE F http connection APl H1 [ 28 ) T E o {4 : 4E PHP Curl 47,
CURLOPT_DNS_USE_GLOBAL_CACHE [ #% FALSE » FH F= 28 & & 4 (Sch,
CURLOPT_DNS_USE_GLOBAL_CACHE, false);

FAL BT © 2008 Power-All 2545 R 2y &)
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13. &2 F (Box) lRFEE

Box #H % Tf fE

T RE & R i BH T~ B http 75 =X,

1.1 create_box Gl &3~ & F http://food.s.mygrid.asia/ PUT
(Box)

1.2 delete_box N ==Y http://food.s.mygrid.asia/ DELETE
+ (Box)

1.3 list_all_box ETRTACE http://s.mygrid.asia/ GET
& T (Box)

1.4 list_files_inbox EREESS http://food.s.mygrid.asia/ GET
+ (Box)N Y it A
XA

1.5 get_box_location | 3K H{ = & T (Box) | http://food.s.mygrid.asia/?extra=location GET
fir &

1.6 get_box_acl HKNfEEs&= http://food.s.mygrid.asia/?extra=access GET
+ (Box)dY 17 [n] #%
il 7 B

1.7 set_box_acl WHEEE-R http://food.s.mygrid.asia/?extra=access PUT
- (Box) HY i [0]
Pl 0E

*FHEoRBlth 0 “food” & T (Box) £ FR

AT © 2008 Power-All [ 4545 iR 23 ]
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Web fii 55 % #f
i B3

REST 7% ]

# E K T Hitp
K5

BREHA

B 17 5]

Box fir B (40 : P4
) (FT %E 350)

H g B A B IR

create_box (ID : 1.1)

Gl 0 = & T (Box). =& T
http://food.s.mygrid.asia/

201 (& fl#)

&

A%
FH PR (5 R O i K S R

Aspen = HRERFZ A AXIEH

REST http 5 % PUT
T (Box) & Wxi#<F DNS &1 & HL M -

A B BN RS 2 77 77 1 -

HH XML 5§ € =& F (Box) M (7 fif iz B )20 HK00001

— R 45 R
4512 i B

|

LA AR AT (CE A # 2 %8

X oo AEE LT
1. %5491
2. 5 F 2k
3. kS ] B 2 bk S R 45

4. FEFH. Z & F (Box)s 44

HIRRB Http RSB

InvalidHeader 400 Bad Request

EHIWAE B - O RE & £ W

.
5. 7~ ¥ £ REST action

W : BOX 1K % HEAD
6. i %5 28 B A4 IR
7.l F A H

TR IR

ExpiredSig 400 Bad Request
FailAuth 403 Forbidden

ACPrb 403 Forbidden
OwnerACPrb 403 Forbidden
NoRestMethod 405 Not allowed method
UnexpectedError 500 Server error

UnexpectedServices 503 Service Unavailable

IR WA IR Http RSB

z&a T (box) BMEE

=& T (box) #ARKE R (CF L

FFZzma&aT (box) #WF)
3. BB A 2 box MY 5 AR &L
4. ~ W ] #Y Header ACL
5. o0 1% (77 il iz B ) & X

FAL BT © 2008 Power-All 2545 R 2y &)

DuplicateBox 409 Conflict

InvalidBoxName 400 Bad Request
ExceedBox 400 bad request
InvalidHeaderACL 400 bad request

InvalidBoxGridID 400 bad request
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Web fig 55 44 %7 create_box (ID : 1.1) REST http 75 % PUT
REST i& K #& =k PUT / HTTP/1.1

Host: food.s.mygrid.asia

Content-Length: 0

Date: Mon, 03 Mar 2008 12:00:00 +0800

(2¢/7] x-pan-date X/ Date)

Authorization: 112122334214:dsfdksfjdklsfjkldsfj-dsfd=
(access_id : signature)

x-pan-box-loc: HKO001

(#1411 HKOOO1 represents HK NTT data center) (& %)
(UTRATZHIPIRE, AT/ 7 #C A 1)

x-pan-acl-list: PUBLIC-READ

(FT#%. HRZEHRE, (€ UL ACL)

(A5 # ) (R - 1* public ACL ] KL #% i & . K/ PUBLIC-FULL 2
PUBLIC-READ. jlf OWNER-ONLY /& /% i 1% i)

BIERK A & [E | HTTP/1.1201 Created

HY REST g 3k Date: Mon, 03 Mar 2008 12:00:00 GMT
Content-Length: 112
Connection: close

Content-Type: application/xml

REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <CreateBox>
<HttpStatusCode> 201 </HttpStatusCode> (201 fRF“DEr”)

</CreateBox>

— 5B © 2008 Power-All [ 4447 i 44 ]
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Aspen mHEMERF A KLIEE
Web fi§ 5 £ R delete_box (ID: 1.2) REST http J5 7% DELETE
i BH i B 24 BT = & - (Box) » #I R = & F (Box) N A L Z 46 N HE 4 ] B
EAE -
REST 7= 41 http://food.s.mygrid.asia/
Http 3R B g H A 204 CEN &)
Iz
BREH =
B £ 1 [6] N =&mT (box) FFAH AT MER.
PR LR ER ARG 204 B - fF — B EGE 22 R R BoR Ak %5 a8 K
B #y XML 3CA - b e # & IR S 1S 204 BLA M 2 4 W BR ezl -
TEHANEIR & —KER
1L RELEARTH CBEBZ  InvalidHeader 400 Bad Request
ZRER - RARERLL)
2. & &t HA ExpiredSig 400 Bad Request
3. % i & i FailAuth 403 Forbidden
4. K S [n] @ B MK R 2 ACPrb 403 Forbidden
5. FREEFFHL. =& T (Box)Ei#  OwnerACPrb 403 Forbidden
ZEHIH A & P O RE & 4 10
.
6. 7. i [a] AL PR AccessDeny 403 Forbidden
7. R ZFf REST action f : £ NoRestMethod 405 Not allowed
BOX # HEAD ‘A ®] H method
8. IR %5 %8 B AN FE IR UnexpectedError 500 Server error
9. Bk %5 A | A UnexpectedServices 503 Service Unavailable
TR AR
1. z&F (box) JEZE NotEmptyBox 409 Conflict
2. & T (box) RNIFHE NoSuchBox 404
— WU © 2008 Power-All %4 45 LA 7]
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Web fi & £ 7
REST i& K & sk

REST Respond

Header

REST XML T8 H &5
e

Aspen mFfERF A KIEHE

delete_box (ID: 1.2) REST http J5 7% DELETE

DELETE / HTTP/1.1

Host: food.s.mygrid.asia

Date: Mon, 03 Mar 2008 12:00:00 +0800

(26 x-pan-date H/( Date)

Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

HTTP/1.1 204 No Content
Date: Wed, 01 Mar 2006 12:00:00 GMT
Connection: close

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" ?>
(XML E7RElAy, BT g s i TG 5 S aR)
<DeleteBox>
<HttpStatusCode> 204 </HttpStatusCode> (204 LR % M &” &l

</DeleteBox>

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen mFfERFSFLIEE
Web f§ & £ F] list_all_box (ID : 1.3) REST http 5 % GET
i BH ERHEPMAE=®ET (box)
REST 7= 41 http://s.mygrid.asia/
B E R T Hitp £ | 200 (OK)
Iz
HRE 4 e
BE 44 1 18] N K

AEEENEIR  —K#EIR

512 Wi B HRRB Http RSB

1L IR ARNTTH (BEEER InvalidHeader 400 Bad Request
ZAgE R o AEFE LS

2. A ExpiredSig 400 Bad Request

3. i KK FailAuth 403 Forbidden

4. k5 Hi 48 Bk 5 R 45 ACPrb 403 Forbidden

5. FEEFHL. =& 7 (Box)Ei#4  OwnerACPrb 403 Forbidden

EHIMAF P O A gE & £

i

6. N % ¥ REST action NoRestMethod 405 Not allowed
i : £ BOX H* HEAD & #] i method
7. IR % 2 EAINER UnexpectedError 500 Server error
8. k%A H UnavailableService 503 Service Unavailable
REST i 3K & & GET / HTTP/1.1

Host: s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800

(2Z6/#] x-pan-date HX/( Date)

Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

BEIERIIE A [E | Date: Mon, 03 Mar 2008 06:08:42 GMT
HJ REST ¥R 3k Content-Length: 311
Connection: close

Content-type: application/xml

— WU © 2008 Power-All %4 45 LA 7]
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16.Z 5 7 (Box) JE% - 5l fi A = £ T (Box) % 2 (ID:1.3) ( 4k )

Web fi§ 5 £ R list_all_box (ID : 1.3) REST http J5 7% GET
REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <MemberOwnedBox>

<Access|D>12122324324324dafdsf</Access|D>
<LoginName>ryangigg1234</LoginName>
<NoOfBox>2</NoOfBox>
<Boxes>
<Box>
<BoxName>fruit</BoxName>
<BoxLocation>HK0001</BoxLocation>
<BoxCreationDate>2008-10-30T09:06:23Z</BoxCreationDate>
(150 8601 H ik X)
</Box>
<Box>
<BoxName>Apple</BoxName>
<BoxLocation>HK0002</BoxLocation>
<BoxCreationDate>2008-10-30T09:06:23Z</BoxCreationDate>
</Box>
</Boxes>

</MemberOwnedBox>

AT © 2008 Power-All [ 4545 iR 23 ]
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Web fii 35 % 5

Aspen = HRERFZ A AXIEH

list_files_inbox (ID : 1.4) REST http J5 7% GET

i BH ErEE=&ET (box) WHFTA LI
REST 7= 41 http://fruit.s.mygrid.asia/
B E R T Hitp £ | 200 (OK)
Iz
BHREH Al gk o "[MR$E ACL I E -
B 4 17 15 #11% & 7y PUBLIC-READ = PUBLIC-FULL Il # %%
AMRERXENER & —KER
L IRAEA AT HEEES InvalidHeader 400 Bad Request
3 - =S K= T L)
2. %5 &t i ExpiredSig 400 Bad Request
3. 5 i & FailAuth 403 Forbidden
4. Ik 5t Bk 5 R A ACPrb 403 Forbidden
5. FAEFHL. =& F(Box)E(f4  OwnerACPrb 403 Forbidden
FWHA E - O A g & 4 A
i
6. 7V [A] ALFR AccessDeny 403 Forbidden
7. K 3% £ REST action fj] : £ BOX NoRestMethod 405 Not allowed
1 HEAD = 1] HJ method
8. Ik %5 &5 B = UnexpectedError 500 Server error
9. ik 5 A A H UnavailableService 503 Service Unavailable
TR AR
1. =& T (box) FEHF NoSuchBox 404 Bad Request
REST i K R =k GET ?prefix=abc&pointer=1&max=10 HTTP/1.1
(prefix, pointer 1 max & ] i# % 1+ % =)
Host: fruit.s.mygrid.asia
Date: Mon, 03 Mar 2008 12:00:00 +0800
(26} x-pan-date H/( Date)
Authorization: 624206A:xQEO0diMbLRepdf3YB+FIEXAMPLE=
— KU AT © 2008 Power-All 144747 [ 4 ]
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Aspen mHEREZ A XIES

I

BN S BT RE S FFEY 3 T ] i 2 E e

e

1. ?prefix & EH N E http://food.s.mygrid.asia/?prefix=abc
Al #5174 Ex&ET (box) " car” NHERIHXLIFE

PR FrEg “abc” MHTEL (T HIRSG 4 0 417 abede”
)5_2” abCXXX"
ERZEE ZRARMETRZET (box) NHY
FrAid 3% -

2. ?pointer EEBEEE http://food.s.mygrid.asia/?pointer=10
it &Y AR B =&HETF (box) WHS0MH, ®E
RSB “pointer” N 10, RS W & /RidFE M 10
MREEHBERR.

Wk F8 2 “pointer” » WERILA 1

3. ?max wEA T http://food.s.mygrid.asia/?max=100
RS N T R E iR BRI IE T o
R E “max” HTERICENEEETT -
WA E “max” - FERBRIANERE -

— ek > HLEEM “pointer” M “max” T SCHEEH
“paging” HYEE - Bl =& T (box) food WHYE LT 100 -
£ ST BWER 20 D3 -
http://food.s.mygrid.asia/?pointer=1&max=20 (1 [ 1)

http://food.s.mygrid.asia/?pointer=21&max=20 (T1 & 2)

= & 7 (box WA 33 B4 fruit/apple.jpg, fruit/orange.ipg
1 food/steak.jpg 8 2% http://food.s.mygrid.asia/?prefix=fruit

¥ B 7 fruit/apple.jpg F1 fruit/orange.Jpg ° B OB XA FK T H
CERT MR

(* Aspen Cloud Storage R H X “XHE” #ME&, HEA P WEL T IE

SEPL e B AE)
BIEKIIEXR[E | HTTP/1.1200 OK
By REST 3§ 3k Date: Mon, 03 Mar 2008 06:08:42 GMT

Content-Length: 311
Connection: close

Content-Type : application/xml

— WU © 2008 Power-All %4 45 LA 7]
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Web g & & R list_files_inbox (ID : 1.4) REST http J5 7% GET
REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
e <FliesinBox>
<BoxName>Fruit</BoxName>
<BoxOwner>
<BoxOwnerAccess|D>1234566</0OwnerAccess|D>
<BoxOwnerName>peterpan</OwnerName> </BoxOwner>
<BoxLocations>
<StorageLocation>TW0001</StorageLocation> (////% ID) </BoxLocations>
<OutputAttribute>
<FilePrefixName>/abc/</FilePrefixName> ( 27,4751 K2 1#)
<FilePointer>1</FilePointer> (/L 2/ /i1 /11 =2 %1, “pointer” JI/17 7))
<DisplayMaxNo>50</DisplayMaxNo>
(UL 124, “max” T2 )
<HasMoreRecord>YES</HasMoreRecord>
(IR FTREARAL S, ML 2o YES)
</OutputAttribute>
<Files>
<File>
<FileName>Apple</FileName>
<CreationDate>2008-02-16T10:18:22.000Z</CreationDate>
<LastUpdateDate>2008-10-30T11:31:05Z</LastUpdateDate>
<MD>dfkdsfjkldgfgh2324kjhkjfhgkjfd</MD>
<FileSize>1023</FileSize>
<FileOwner>
<OwnerAccessID>1234566</0OwnerAccess|D>
<OwnerName>peterpan</OwnerName> </FileOwner>
</File>
</File>

</ FliesInBox >

— 5B © 2008 Power-All [ 4447 i 44 ]
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Web fig % % 75
L
REST7_|'§‘1§IJ
¥

Aspen = HRERFZ A AXIEH

get_box_location (ID : 1.5) REST http J5 7% GET
HRE =& F (box) HIALE (BRI M )

http://fruit.s.mygrid.asia/?extra=location

Show the box

?extra=location http://food.s.mygrid.asia/?extra=location

related grid

EIERTH Hitp X 200 (OK)
Iz
BRESL ALk o fRHE ACL M
BE 44 1 7] Wik E 5 PUBLIC-READ =¢ PUBLIC-FULL I % %2
TMRERENER & —KER
LIREKEAART HCEEBE 2% InvalidHeader 400 Bad Request
kg o A AEE R Z)
2. % 44 8 ExpiredSig 400 Bad Request
3. 5% 4 2k K FailAuth 403 Forbidden
4. Ik 5 Hi 48 Bk 5 R 25 ACPrb 403 Forbidden
5. REEFHL. & & 7 (Box)E#4  OwnerACPrb 403 Forbidden
EWHAE P O R RER 4 (A
.
6. ¢ 17 [A] A PR AccessDeny 403 Forbidden
7. K % #§ RESTaction fj] : {F BOX  NoRestMethod 405 Not allowed
t HEAD R A H] method
8. g 55 &8 B AN = UnexpectedError 500 Server error
9. Ak %5 &~ A 1 UnavailableService 503 Service Unavailable
SRR
1. No Such Box NoSuchBox 404
— 5B © 2008 Power-All [ 4447 i 44 ]
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Web g & & R get_box_location (ID : 1.5) REST http J5 % GET
REST ig >k & & GET /?extra=location HTTP/1.1

Host: fruit.s.mygrid.asia

Date: Mon, 03 Mar 2008 06:08:42 +0800

(26 x-pan-date H/( Date)

Authorization: 624206A:xQE0diMbLRepdf3YB+FIEXAMPLE=

BIERKIIE & [E | HTTP/1.1200 OK

HY REST g 3k Date: Mon, 03 Mar 2008 06:08:42 GMT
Content-Length: 311
Connection: Close

Content-Type: application/xml

REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <BoxStoragelocations>
<BoxName>Fruit</BoxName>
<BoxLocations>
<Storagelocation>TW0001</StoragelLocation>
</BoxLocations>

</BoxStoragelocations>

— WU © 2008 Power-All %4 45 LA 7]
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Networks
Web fik & £ R
15 B
REST7T'\‘1§IJ
BN B

B {E R I sHttp
B

BRE A

BE & i H

] RE & £ 5L 1R
REST 7% K 1k &

Aspen = HRERFZ A AXIEH

get_box_acl (ID:1.6) REST http J5 7% GET
REUFE E =& F (box) YV Al #E #17% 5 (ACL)

http://fruit.s.mygrid.asia/?extra=access

Show the ACL of a box

?extra=access http://food.s.mygrid.asia/?extra=access

200 (OK)

ik o RHE ACL M &

#11% & 7 PUBLIC-READ = PUBLIC-FULL %% -

— AR

1R Sk i 2R TR O % % 2 % 400 Bad Request
B BARERKE)

InvalidHeader

2. & & w5 EA ExpiredSig 400 Bad Request
3. 4§ iF 28 g FailAuth 403 Forbidden
4.0k 5 S Bk 5 R A ACPrb 403 Forbidden
SAREGFTI. & FBox)E 4  OwnerACPrb 403 Forbidden
FEHWHAE - O B &L
.
6. 7 i [A] AR AccessDeny 403 Forbidden
7. K 3% ¥ REST action f§ : #F BOX  NoRestMethod 405 Not allowed
1 HEAD “R ®] FH method
8 ML BMEIINLE UnexpectedError 500 Server error
9. k%5~ A UnavailableService 503 Service Unavailable
SRR

1. Bt =&F (box)
GET ?extra=access HTTP/1.1

NoSuchBox 404

Host: fruit.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800

(2 /4 x-pan-date #Z/C Date)

Authorization: 624206fasdf23214e:4328934kfdsfds8f9ds8f9sd8fs

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen mFfERF A KIEHE

Web g &5 £ 7 get_box_acl (ID:1.6) REST http 5 /% GET
BIERIIE &M | HTTP/1.1200 OK
By REST Ig 3L Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Length: 185
Connection: close

Connection-Type: application/xml

REST XML 7 B 45 <?xml version="1.0" encoding="UTF-8" ?>
B <AccessControlList>

<Owner>
<OwnerAccess|D>12122324324324dafdsf</OwnerAccessID>
<OwnerName>peterpan</OwnerName>

</Owner>

<ObjectAttribute>
<ObjectType>B0OX</ObjectType>
<BoxUID>fdskfjdsklfjdksf</BoxUID>
<ObjectName>Fruit</ObjectName>
<PCode>fjsdfkldjfkdjsfkdskfj</PCode>

</ObjectAttribute>

<ACL>
<AccessList>

<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>

</AccessList>

</ACL>

</AccessControlList>

KT <GrantRight>, FJ4H% ACL ZE 5.

— WU © 2008 Power-All %4 45 LA 7]
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Web fik & £ R
15 B
REST 7T'\‘ 1§IJ
Extra & %

#RIE R Zh Hip X
2

BFRES
B &1
HRE & 4 HY B IR

Aspen = HRERFZ A AXIEH

set_box_acl (ID:1.7) REST http method PUT
KEREL&ET (box) WUFMRIIZEHIE S -
&AL XML ACL & =

http://fruit .s.mygrid.asia/?extra=access

?extra=access ACL of a box http://food.s.mygrid.asia/?extra=access
201 (E 6l )
=
& X m&F (box) FFAE ATEE ACL
— i 55 1R

iR A BIRAB Http RS NS

LIRKEAAT HCEEBEZ1Z | InvalidHeader 400 Bad Request
X o MR EAEE R )

2. % % ok HA ExpiredSig 400 Bad Request
3. 38 0F % R FailAuth 403 Forbidden
4.k =t £5 B0 K = VR 45 ACPrb 403 Forbidden

5. FBEFHL. =& T (Box)Zl k4 | OwnerACPrb 403 Forbidden
EWNHAZEROTELKLEM
R

6. ¢ 17 [A] A PR
7. &N % ¥ REST action f§] : £ BOX | NoRestMethod

AccessDeny 403 Forbidden

405 Not allowed

H HEAD & 7] H] method
8. ik %5 23 B AN & UnexpectedError 500 Server error
9. k%5~ H UnavailableService | 503 Service Unavailable
SRR
1. % It = & T (BOX) NoSuchBox 404
2. = & T (BOX) ACL 4% =X~ 7] IncorrectBoxACL 400 Bad Request

3. &= & T (BOX) ACL N £ #f 1% IncorrectBoxACLCon | 400 Bad Request

tent

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen mFfERF A KIEHE

Web fI &5 & #R set_box_acl (ID:1.7)
REST ig >k & & PUT /?extra=access HTTP/1.1

REST http method PUT

Host: fruit.s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800
(264 x-pan-date H/( Date)
Content-Length: 409
Content-Type: text/plain
Authorization: 624206fasdf23214e
http X 7 ACL [N <?xml version="1.0" encoding="UTF-8" ?>
= <AccessControlList>
<ACL>
<AccessList>
<GrantedRight>OWNER-ONLY</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
</ACL>

</AccessControlList>

iR
OWNER-ONLY ;& BEVERT, BIEH P ANEE, REMa B8N BN
OWNER-ONLY X F = & FoiRS &, #2021,

OWNER-ONLY, PUBLIC-FULL 2 25, #2AER/NSHURR, F AT BATHE KN

=

5.

TE_ R %¥-, PUBLIC-FULL #5521 KM, 7E ASPEN J71HI, AR 91 € —IX.

FAL BT © 2008 Power-All 2545 R 2y &)
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20.% £ T (Box) fR% - R B =& T (Box) ACL(ID: 1.7) ( 4 F )

By REST I 3k

Web iR &5 & #R set_box_acl (ID:1.7) REST http method PUT
BEIER NG & | | HTTP/1.1 201 Created

Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 89
Connection: close

Content-Type: application/xml

REST XML E 5 § &5
e

<?xml version="1.0" encoding="UTF-8" ?>
<SetBoxACL>

<HttpStatusCode>201</HttpStatusCode> (201 /L 114 & ACL)
</SetBoxACL>

AL 4 © 2008 Power-All [ 2545 B A ]
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Networks
AR AH SR T AR
T Re 4 R Ui B4
2.1 upload_file IR EES
2.2 delete_file RE S

2.3 get_file_attribute | 3k B 3¢ 7 @ 1k

2.4 get_file T # o

2.5 get_file_acl KR E B &
ACL Ji

2.6 set_file_acl BWEEENE
ACL Ji

2.7 file_rename R
(Box) N 4 & H
W 4

Aspen mFfERF A KIEHE

7
http://food.s.mygrid.asia/fruit/apple.jpg
http://food.s.mygrid.asia/fruit/apple.jpg
http://food.s.mygrid.asia/fruit/apple.jpg?e
xtra=show
http://food.s.mygrid.asia/fruit/apple.jpg
http://food.s.mygrid.asia/fruit/apple.jpg?e
xtra=access
http://food.s.mygrid.asia/fruit/apple.jpg?e
xtra=access

http://food.s.mygrid.asia/fruit/apple.jpg

DL BRI, “food” 1 & F- (Box) 4 FK “fruit/apple.jpg” N S 4 %4

FAL BT © 2008 Power-All 2545 R 2y &)

http 5
PUT

%

DELETE

GET

GET
GET

PUT

PUT

%42 T

B




Power - All
- Networks

Web fii 35 % 5
i B3

REST 7% ]

# E B 2 Hitp X
B

BREHA
EXHP L&

XARH HTTP $i3k
(Supported http

header)

FAL BT © 2008 Power-All 2545 R 2y &)

upload_file
1B S

(ID:2.1)

Aspen HFERFF L5

REST http 5 % PUT

http://food.s.mygrid.asia/fruit/apple.jpg

201 (E 6l &)

gk RIES & T (box) ACL i &
WP 7 & ACL SN PUBLIC-FULL, 570 4 F#% A& 0.

HAEE N EESCHEWN htp k> ZRHUTRLER -

Content-Type

(R e

T 1 7 %
TZRUE)
Content
-Disposition

(A 2 77)

Expires

(7] £ 57)

Content-MD5
(A 2 37)
x-pan-acl-list

(7] £ 57)

EHA A BRI RAR IR LR -
B A B jpeg AW BEI R IR W K &5 BoR -
Fi =\ 45 &E “Content-Type: image/jpeg”
WK E » W B 3l Jy BKIA “binary/octet-stream”
WHPERNANEREE SN FBERSSEFR
INH S -
Bl 0 BRIN R £k S0 4 % Y “download.pdf”Content-Disposition:
attachment; filename="'download.pdf'

LERFEARYME - iFEEX 0 RFC2822
5] : Thu, 01 Dec 1994 16:00:00 +0800 (& & if X)
Wikl “0" MR N A R IR
Wi N later date » T 41 2y 7k A A2 5%
FH & AT R A B2 SRRy MDS IR - R R (E R
Aspen Cloud Storage I ifg I\ | 1% #4 2 1Y A 0 M -
HILA B Aspen Cloud Storage 1y 7] A FR ) 1% Sk o JF & A 63 W7
¥ E O “PUBLIC-FULL” B “PUBLIC-READ”.. 1 %t A /' ZE ok ¥ &
BN ACL, R L& F# T web ik 55 it 17 “set_file_acl”
wE.

mAk &g, MAEHBNE BI: “OWNER-ONLY”

* Aspen Cloud Storage A S/ il fE A ARk BT RIE, AFRARFE
LEmETRIESTE. B F . H P T4 Content-Type:imag/jpeg (L bR A
image/jpeg) . ASPEN @ A& A H P K iE k2K 4k k.

%43 7
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Aspen mFfERF A KIEHE

Web fi§ 55 £ #% upload_file (ID:2.1) REST http 75 % PUT
W2 T EE(E | 1. 4155 E “Content-Disposition””  F1 “Content-Type”, the
B “Content-Disposition” [ll] {1 4% T “Content-Type” - 41 % &

“Content-Disposition: attachment; filename='download.pdf’ 31 i &
“Content-Type: image/jpeg”. 1% S {F:ff N # £ M /= A AEH 7 0 18 28
LR -

2. RG-Sk E A BDEE 7 45 E S/ http Sk EE IR -

3. N T RFHGAE ST > FRATR U WA o3 T B A& 89 S
il URL #7415 -

— WU © 2008 Power-All %4 45 LA 7]
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Aspen = HRERFZ A AXIEH
Web g & & R upload_file (ID:2.1) REST http J5 7% PUT

AREXENEIR  —KHER

iR A BIRAB Hitp RS NS

LIRKEAAFT HCEEBEZ1%  InvalidHeader 400 Bad Request
R o A A E N )

2. % %k HA ExpiredSig 400 Bad Request

3. 46 i 2k i FailAuth 403 Forbidden

4.0k 5 S Bk 5 R 2 ACPrb 403 Forbidden

5. FAREFE. =& T (Box)E A  OwnerACPrb 403 Forbidden

EHWAEE PO ER AN

.

6. 7 i [A] AR AccessDeny 403 Forbidden

7. &N 3 5 REST action f§l] : £ BOX NoRestMethod 405 Not allowed
t HEAD R A H] method

8 ik % # B AN UnexpectedError 500 Server error

9. k%5 K~ A H UnavailableService 503 Service Unavailable

SRR

1L XHAATH (RZFFLII InvalidFile 400 Bad Request
%)

2. FREXHEEIR BERAEMFE FailMD 400 Bad Request
i =

3. X K FileTooBig 400 Bad Request

4B EEXHERNG IncorrectFileSize 400 Bad Request
contet-length http =k “R TUC fid

5. LIt =& F (Box) NoSuchBox 404

6. & 4k “Content-Length” NoContentlLen 411 length required

7. X EE (XHHEE) DuplicateFile 409 Conflict

8.k &1 NoUploadFile 400 Bad Request

9. AT K TooLongFilename 400 Bad Request

10. X4 & A K% Slash (/)  TooManySlashFileNa 400 Bad Request

me

— WU © 2008 Power-All %4 45 LA 7]
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Aspen mFfERF A KIEHE

Web fi§ 55 £ #% upload_file (ID:2.1) REST http 75 % PUT
REST 1§ K & 3% PUT /fruit/apple.jpg HTTP/1.1
Content-Length: 400 (/- /Z htip £ 77 A /)y + f7FE 22 F1 50 46 o+ 7 FE A 7
/%’7/? /:/“,[L:)

Host: fruit.domain.com
Date: Wed, 01 Mar 2006 12:00:00 +0800  (RF(C2822)
Authorization: 624206fasdf23214e:jgkldfjgkldfjgkdfjgkfgjkifdgjklIfigkdfjg
Content-MD5: 15B4D3461F177 (MD5 of uploaded file) ( & #£)
Content-Disposition: attachment; filename="downloaded.pdf ( &7 #)
Content-Type: text/plain
(4] 3% B 1% &, 2 il binary/octet-stream)

(example of Content-Type. Content-type: application/pdf) (&7 #)
x-pan-acl-list: PUBLIC-FULL
(. HRZEHRE, WEHEAL ACL. XTI H
Expires: Thu, 01 Dec 1994 16:00:00 GMT ( &/ #£)

=

XN G .)

(‘\r[\

BIERR NG & [E] | Date: Wed, 01 Mar 2006 12:00:00 GMT
HY REST g 3k Content-Length: 103
ETag: "82dsfdsfds8fdsfdsfc9ac7f"
Connection: close

Content-Type: application/xml

REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <UploadFile>
<HttpStatusCode>201</HttpStatusCode>

</UploadFile>

— WU © 2008 Power-All %4 45 LA 7]
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Web fIg 5 4 FR
W n
REST 575 ]
EE

Aspen = HRERFZ A AXIEH

delete_file (ID:2.2) REST http J5 7% DELETE

T B fi 52 A S

http://food.s.mygrid.asia/fruit/apple.jpg

W0 F Ak 55 25 L A5 E S U BR $5 1F TE A 52 Rk
RA XML #8138 5 OR R [

” 409 conflict” %&

E/ER T Http X | 204 (No Content)
I
BREH WA ACL 1 ¥ € 1M € .
B 4 75 [A] 405 X /2 PUBLIC-FULL | £ %
EE XML S {4 Ht 2 15 B s A 22 of 55 AR [B] 1Y R 565 2 204 1 B0 B R,
PRI A6 A 02 A5 e o i B R A EORSHS -
TMREEENER —8ER
LIRAEARATHEEEZ1Z  InvalidHeader 400 Bad Request
L= =S K= T )
2. %82 HA ExpiredSig 400 Bad Request
3. B & FailAuth 403 Forbidden
4. Tk = 4 Bk S R 2 ACPrb 403 Forbidden
5. RERFE. =& T (Box)Z A  OwnerACPrb 403 Forbidden
EHIHA & P O A RE & 4 [
i
6. 7 17 7] A R AccessDeny 403 Forbidden
7. R X #§ RESTaction fj| : £ BOX  NoRestMethod 405 Not allowed
' HEAD & A] H method
8.k %5 & B /M= UnexpectedError 500 Server error
9. Ik 35 A H A UnavailableService 503 Service Unavailable
FHEER
1. Bt =& F (box) NoSuchBox 404
2. 7 Bt S NoSuchFile 404
— 5B © 2008 Power-All [ 4447 i 44 ]
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Aspen mHEREZ A XIES

Web g & & R delete_file (ID:2.2) REST http J5 7% DELETE
REST % 3K & 3k DELETE /fruit/apple.jpg HTTP/1.0

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800

(2¢/7] x-pan-date X {C Date)

Authorization: dsafdsf3254325rfdsfafdd:3948kjkjfdfklgjkldfjgkldfgjkldfgjkldf

BB ThfE & [/l HTTP/1.1204 No Content

HY REST g 3k Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 105
Connection: close

Connection-Type: application/xml

REST XML T HH 45 B | <?xml version="1.0" encoding="UTF-8" ?>
<DeleteFile>
<HttpStatusCode>204</HttpStatusCode>

</DeleteFile>

REERS XMLAYR EE R TIRER M http RIEE KK E > H
fRET DA AR B A http BB H MR EELBERD -

— WU © 2008 Power-All %4 45 LA 7]
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Web fi§ 55 £ #%
i BH

REST 7= 4l

Extra & %

Aspen = HRERFZ A AXIEH

get_file_attribute (ID:2.3) | REST http J5 £ GET
RE S EMY > waliEHE

http://food.s.mygrid.asia/fruit/apple.jpg?extra=show

?extra=sho  Only output the file attribute in XML http://food.s.mygrid.asia/fruit/a
w format. pple.jpg?extra=show
B{ERTh Hitp £ 200 (OK)
I
BEREH Al e, MRHESCHEHY ACL I E .
B 4 7 [A] W HF X PUBLIC-READ 3¢ PUBLIC-FULL % %
TREEENER —KER
LIRLEARAT B (EAEBEZ%  InvalidHeader 400 Bad Request
R RAAERDE)
2. % &t A ExpiredSig 400 Bad Request
3. 56 1 2k K FailAuth 403 Forbidden
4. Ik 5 Hi 46 2k 5 R 45 ACPrb 403 Forbidden
5. FREFFHL. =& F (Box)Eif4  OwnerACPrb 403 Forbidden
ZEHIH A & P O RE & 4 [0
i
6. 7C 177 [A] AR AccessDeny 403 Forbidden
7. K % ¥ REST action ff] : £ BOX  NoRestMethod 405 Not allowed
' HEAD &~ 1] HJ method
8. Iz 55 &% B A UnexpectedError 500 Server error
9. i % K AT H UnavailableService 503 Service Unavailable
FHHEEIR
1. Et=&F (box) NoSuchBox 404
2. & 3 NoSuchFile 404
— I AL 4 © 2008 Power-All 71124 5 R4 7l
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Aspen ZHEMIRSHAKXIERS

REST & 3K #f 3k GET /fruit/apple.jpg?extra=show HTTP/1.1
Host: food.s.mygrid.asia
Date: Wed, 01 Mar 2006 12:00:00 +0800 (z2(//] x-pan-date ZZ/( Date)
Authorization: 15B4D3461F177:kdfjksdIfjklsdfjsdklfjsdkIfjsdkljf

BIERKIIE & [E | HTTP/1.1200 OK

HY REST g 3k Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 50012
Connection: close

Content-Type: application/xml

REST XML 75 HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <FileAttribute>
<FileOwner>
<OwnerAccessID>1234566</0OwnerAccessID>
<OwnerName>Peter Pan</OwnerName></FileOwner>
<Nature>
<FileName>Fruit</FileName>
<MD>dfsdfkjkl23j5rr4k5rtjrdew</MD>
<FileSize>3432434</FileSize>
<ContentDisposition>attachment; filename="downloaded.pdf”
</ContentDisposition>
<ContentType>text/plain</ContentType>
<Expires>Thu, 01 Dec 1994 16:00:00 GMT</Expires>
<CreationDate>2008-03-01 14:55:10</CreationDate>
<lLastUpdateDate>2008-04-06 21:51:00</LastUpdateDate>
(LastUpdateDate N 2008/10/27. {E ik H HART 2% 2= 370 1 1770)
</Nature>
<RelatedBox>
<BoxName>fruit</BoxName>
<BoxLocations>
<Storagelocation>HK0001</StorageLocation>
</BoxLocations>
</RelatedBox>
</FileAttribute>

FAL BT © 2008 Power-All 2545 R 2y &)
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25.3Z + Web fig 55 - 3REN L4 (ID : 2.4)

Web fii 35 % 5

get file (ID:2.4) REST http 5 /£

GET

i B3 RECC A > B T EME R SRR,

REST 7= 4l http://food.s.mygrid.asia/fruit/apple.jpg

BEAER DD Hitp £ 200 {0 3% B > SO T B gk T . 206 3% B o3 N 2

=)

HRE 4 e, MRESCH ACL g

B £ 775 1] 0% S  PUBLIC-READ = PUBLIC-FULL Ml £

More about respond

header

Content-Type, Content-Disposition, [ Expires ¥ & 1 & C{E 1% B » 24

I B9 B A V5 R 7T B i B b 5 8

AL 4 © 2008 Power-All [ 2545 B A ]
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Aspen mHEMERF A KLIEE
Web i %5 44 R get_file (ID:2.4) REST http J5 3% GET
Possible Error — B EE iR
LIREKEAART HCEEBE 2% InvalidHeader 400 Bad Request
L= - S S R = T L)
2. % 4 8 ExpiredSig 400 Bad Request
3. NI K i FailAuth 403 Forbidden
4. Ik 5 Hi 48 Bk 5 R 25 ACPrb 403 Forbidden
5. REEFHL. B & T (Box)E 4 OwnerACPrb 403 Forbidden
EWHAE P O RER 4 A
.
6. ¢ 17 [A] A PR AccessDeny 403 Forbidden
7. R %+ REST action ffl : £ NoRestMethod 405 Not allowed
BOX t HEAD A ® H method
8 E Ay TENT£5 125 ESEEME  IncorrectRange 416 Requested Range

Not Satisfiable

9. i %5 23 B AN & UnexpectedError 500 Server error

10. RS AHH UnavailableService 503 Service Unavailable
SR

#5121 B BiIRAE Http iR &K1

1. 3 4 & & 2 (If-None-Match and FileNotModified 304 Not Modified

If-Modified-Since headers)

2 Bkt =& T NoSuchBox 404

3. G Bk 3 NoSuchFile 404

4. ETag K~ #H [&] . (If-Match) FilesEtagNotMatch 412 Precondition Failed

5. $§ 3k ¥ Z€ (for all Conditional ConflictHeaders 412 Precondition Failed
headers)

6. B IR Y B [E] AR = IncorrectTimeForm 412 Precondition Failed
(If-Modified- Since and at

If-Unmodified-Since headers)
7. 3 4 B B I (If-Unmodified-Since FileModified 412 Precondition Failed

headers)

— WU © 2008 Power-All %4 45 LA 7]
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25.3 f+ Web fig 55 - SREUSC AR (ID:2.4) ( &k )

Web fi§ 55 £ #% get_file (ID:2.4) REST http 75 % GET
REST % 3K & =k GET /fruit/apple.jpg HTTP/1.1

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800 (2 1/ //] x-pan-date)

Authorization: 15B4D3461F177 (/1 /* # # 40 1)

Range: 0-1000 (77 . Ji 1wl 7+ F #. J7 18] 17 1% 20 19 7 24 )
B

Range: 1000 (i 2 42 M 77 1000 5 17 /F 4 |} 46)

FAERK (BT R A% & ) k)

If-Match: dskfjdsklfjsdkifj243rdfsksjdfkdsjf
If-None-Match: jfkldsfjkdlIsfjksdlIfjksdIfjkdIsfjksdffj
If-Modified-Since: Thu, 23 Oct 2008 19:00:39 GMT
If-Unmodified-Since: Thu, 23 Oct 2008 19:00:39 GMT

AT © 2008 Power-All [ 4545 iR 23 ]
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Aspen mFfERS A LIEHE
Web fi§ 55 £ #% get_file (ID:2.4) REST http 75 % GET
More on “Range” ASPENZ Ff T8 LRI E 0 WA L EHE R A H X # T H LT
K s THEENEE TEH -
X Frav i =
1. Range: [start_byte]-[end_byte] HSASZEE [start_byte] & [end_byte]
2. Range: [start_byte] EUSRY ZE HH [start_byte]

SEEME AT E W T HN
HL
LM 0592 [sizeof file - 1], #: & A/ 1200Byte 4 (0-1199)
2B —ADFEA 0 B U R E
3.5 — DF TR BE K T [size of file - 1]
4, start_byte N fE K F end_byte
5. end_byte A] DL 44 % .
6. end_byte 4 7l /2 g 1) HY B B H
7. end_byte 1] DLA T SO HY SR A/ AN R i, ASPEN R & end_byte
2 F [size of file — 1]

R B E T # S {F (size : 12000Bytes)

1. 0-10000 RESCHWNE 0FTTE 10000 F TR (&
H 10000 F79)

2. 1000-8000 KRGS EE 1000 19 E 8001 FHHINE
(A 4L 7001 F79)

3. 1000-2000000 2000000 EEXHHIR - R 2 REUSCHE
1000 F= 1 2 12000 F 1IN E -

4. 1000-100 S5 0 R E 416 £5 1R 15

— WUBLT A © 2008 Power-All [ 45 £ i 4 7
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Web fii 35 % 5

More on Conditional

get_file (ID:2.4)

Headers

1. If-Match

2. If-None-Match

3. If-Modified-Since

4. If-Unmodified-Si

nce

FAL BT © 2008 Power-All 2545 R 2y &)

Aspen mFfERF A KIEHE

REST http 5 /£

400 5 % 6 i ETag (MDS5 of file)
S5CHFEENXHEMEE > T
R S

X AR Sk R BE S H A EY IS
iR kBA o BRT
If-Unmodified-Since.

WH ETag SEFHEHIX
{1 A AR [E] U] 3R B S
X AR Sk R BE S H A EY IS
iR kBA o BRT
If-Modified-Since.

W3R SR AE 15 E HY I (R 2
& & S 3R B SR
XA R Sk R BE S H A EY IS
iR kBEA o BRT
If-None-Match.

W SR FE 15 5E HY I (R 2
J& R AE B N 3R LS
AR kA BE S H A I
MR LBEA o BRT
If-Match.

GET

If-Match:
adsfjkfjhjhj234
h3jkhk

If-None-Match

fdkisfjkjkj4545

3

If-Modified-Sin
ce: Thu, 23
Oct 2008

19:00:39 GMT

If-Unmodified-
Since: Thu, 23
Oct 2008

19:00:39 GMT

304

304

412

% 55 11
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25.3 f+ Web fig 55 - SREUSC AR (ID:2.4) ( &k )

Web fii 35 % 5

get file (ID:2.4) REST http J5 7% GET

#1E K T E & [E
BV REST fi >k

HTTP/1.1 200 OK
Date: Wed, 01 Mar 2006 12:00:00 GMT
Last-Modified: Sun, 1 Jan 2008 12:00:00 GMT
ETag: "82dsfdsfds8fdsfdsfc9ac7f"
Content-Type: text/plain ( /- /2 7 /£ 11/ 7Y 14 = [ )
Content-Disposition: attachment; filename="downloaded.pdf
(A3 - LG FENT AT % E 1H)
Content-Length: 50012
Connection: close
Expires: Thu, 01 Dec 1994 16:00:00 GMT ( &/ 7 » /- [Z 37 [F I 17 1 )
Content-Range: bytes 0-50011/50012 (2 #+ [} 7F + Jal I 17 7 0 L 5T A )

AT © 2008 Power-All [ 4545 iR 23 ]
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Web fIg 5 4 FR
B
REST 575 1]

Extra & %

Aspen = HRERFZ A AXIEH

get_file_acl (ID:2.5) REST http J5 7% GET
IREFE B S 1Y 1 [A] 22 ) %1 2=

http://food.s.mygrid.asia/fruit/apple.jpg?extra=access

?extra=access  Output the ACL of http://food.s.mygrid.asia/fruit/apple.

specified file in XML jpg?extra=access

B{ERTh Htp £ 200 (OK)
I
BREH Al g, AR¥E S ACL I E .
B 4 75 [A] 4 X £y PUBLIC-READ =, PUBLIC-FULL I £ %
TMREEENER —KER
LIRLBEA RN HCEEBFEZZ  InvalidHeader 400 Bad Request
e ARE N L)
2.5 A ExpiredSig 400 Bad Request
3. AR R K FailAuth 403 Forbidden
4. Tk 5 45 Sk S VR 25 ACPrb 403 Forbidden
5. RBEFHL. B & F(Box)E 4 OwnerACPrb 403 Forbidden
FEWHA H P O RE R 4 (A
i
6. 7C 17 [8] AR AccessDeny 403 Forbidden
7. R ¥# REST action il :* f£  NoRestMethod 405 Not allowed
BOX # HEAD ‘A ® H method
8. g 55 &% B M= UnexpectedError 500 Server error
9. ik 35 A H UnavailableService 503 Service Unavailable
FHHEIR
1. Tt =&F (box) NoSuchBox 404
2. 6 I S NoSuchFile 404
— KU AT © 2008 Power-All 144747 [ 4 ]
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Power - All
Networks

Web fig % & )
REST i& K & sk

#1E K T E & [E
#Y REST IR 3k

REST XML T8 H &5
e

Aspen mFfERF A KIEHE

get_file_acl (ID:2.5) REST http J5 7% GET

GET /fruit/apple.jpg?extra=access HTTP/1.1

Host: food.s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800 (2(/// x-pan-date X /( Date)
Authorization: 624206fasdf23214e:fdjskfjdsklfjsdkisfjsdklifjklsdfjklsdjfklsdjf

HTTP/1.1 200 OK

Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Length: 112

Connection: close

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>

<Owner>
<OwnerAccess|D>12122324324324dafdsf</OwnerAccessID>
<OwnerName>Peter Pan</OwnerName>

</Owner>

<ObjectAttribute>
<ObjectType>FILE</ObjectType>
<BoxUID>49328490348902384</BoxUID>
<ObjectName>Fruit</ObjectName>
<FileUID>f98908908989fdd</FileUID>
<PCode>fjsdfkldjfkdjsfkdskfj</PCode>
</ObjectAttribute>

<ACL>
<AccessList>

<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>

</AccessList>

</ACL>

</AccessControlList>

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen mFfERFSFLIEE
Web g &5 £ R set_file_acl (ID:2.6) REST http J5 74 PUT
& it TE SRR FHAL(ACL)
REST #F http://food.s.mygrid.asia/fruit/apple.jpg?extra=access

Extra 2 ¥

?extra=access = Set the ACL of specified  http://food.s.mygrid.asia/fruit/apple.

file in XML jpg?extra=access
EAERCTH Htp X 201(E )
B
BREA &
B 41 & USSR AT E ACL

AEHANHEIR  — IR

iR A BIRAB Http RS NS

LIREKEAART HCEEBE 2% InvalidHeader 400 Bad Request
f& 2 o A& NEF N )

2. % % ok HA ExpiredSig 400 Bad Request

3. NIRRT FailAuth 403 Forbidden

4.0k 5 S Bk 5 R A ACPrb 403 Forbidden

5. FARERFEL. =& T (Box)E A  OwnerACPrb 403 Forbidden

EHWAEE PO ER AR

.

6. G i [A] AR AccessDeny 403 Forbidden
7. K Z#F REST action f : £ NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method
8. ik %5 23 B AN & UnexpectedError 500 Server error
9. k%5~ H UnavailableService 503 Service Unavailable
FEMER
1. =& F (box) NEHE NoSuchBox 404
2. X RAIEAE e NoSuchFile 404
3. &z&F (box) ACL #& 3 £ i% IncorrectBoxACL 400 Bad Request

4. =& T (box) ACL A B 1% IncorrectBoxACLCont 400 Bad Request

ent

— WU © 2008 Power-All %4 45 LA 7]
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Aspen mHEREZ A XIES

N

Web flz 25 £ #7 set_file_acl (ID:2.6) REST http J7 7% PUT
REST i K & =k PUT fruit/apple.jpg?extra=access HTTP/1.1

Host: food.s.mygrid.asia

Content-Length: 40

Date: Wed, 01 Mar 2006 12:00:00 +0800  (2L/¢/}] x-pan-date X/ Date)
Authorization: 624206fasdf23214e:fkljfkifjgfklsdfjgkfjsdgfjsdklfjsdklifjsdkfjkl

ACL A & <?xml version="1.0" encoding="UTF-8" ?>
<AccessControlList>
<ACL>
<AccessList>
<GrantedRight>0OWNER-ONLY</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-READ</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
<AccessList>
<GrantedRight>PUBLIC-FULL</GrantedRight>
</AccessList>
</ACL>

</AccessControlList>

Wi B

OWNER-ONLY 7 XML A A2 « WRA KR EE > ZENENRINE
Aspen Cloud Storage Ui = Ky OWNER-ONLY 7£ = & + (box ) Hi 3 f: Fhy s
il 77 18] AL PR

7 19 ALBR 21 OWNER-ONLY, PUBLIC-FULL, A 53 K/N5 > 7= 0] a8 i /N B A e

FE LA £ Rl o > PUBLIC-FULL 2 5 & B A £ iR 55 8 0 > (W09 — T id 5% ©

— WU © 2008 Power-All %4 45 LA 7]
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27.3 4 web RS —-1&E {4 ACL(ID:2.6) ( &2k )

Aspen ZHEMIRSHAKXIERS

By REST I 3k

Date: Wed, 01 Mar 2006 12:00:00 GMT
Content-Type: application/xml
Content-Length: 112

Connection: close

Web fIf & 4 5 set_file_acl (ID:2.6) REST http 75 % PUT
BIERIIE & E | HTTP/1.1 200 OK

REST XML 5 HH &£
2

<?xml version="1.0" encoding="UTF-8" ?>
<SetFileACL>

<HttpStatusCode>201</HttpStatusCode>
</SetFileACL>

AL 4 © 2008 Power-All [ 2545 B A ]
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28.3 + web fikF - Ea & (ID:2.7)

Aspen ZHEMIRSHAKXIERS

Web fB % £ #R rename_file (ID:2.7) REST http 5 7% PUT
fif at fEEZ&T (box) WIS E a4

REST 7~ 5] http://food.s.mygrid.asia/fruit/apple.jpg

BERC T Htp (R 201(E )

g

EREL Ak o AR E Y SO ACL T &

B4 A WS ACL % &y PUBLIC-FULL M| $2 %2

AL 4 © 2008 Power-All [ 2545 B A ]
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AEHANEIR & —KHEIR

Aspen = HRERFZ A AXIEH

iR A BIRAB Http RS NS

1Rk #& AR v | (B # 2 1%
kg o A E R Z)
2. %A

3. NI R i

4. Tk S S UK S R 25
S5.RBERFHL. m& T (Box)E iy
EHIHA B P O A gE R L
Al

6. & i [a] AL IR

7. K% REST action f : 7£
BOX 1 HEAD A ® H

8. M 55 25 &AMl P

9. iz 55 A\l

SR

InvalidHeader 400 Bad Request
ExpiredSig 400 Bad Request
FailAuth 403 Forbidden
ACPrb 403 Forbidden
OwnerACPrb 403 Forbidden
AccessDeny 403 Forbidden
NoRestMethod 405 Not allowed
method
UnexpectedError 500 Server error

UnavailableService 503 Service Unavailable

1. 3 2K & 24 (If-None-Match Al
If-Modified-Since headers)

2. Xt K

3. L% A A

4.3 4% & A K £ slash

S. m@m T (box) REFELE

6. L {F A7 AE

7. 75 73 /> ETag ST K UC fic
(If-Match)

8. fek i ze (FTA &Mk

9. i [a] #& = £ 1R (If-Modified-Since
K1 If-Unmodified-Since headers)
10. XHEE®

(If-Unmodified-Since headers)

1. HIRXHEFE

— WU © 2008 Power-All %4 45 LA 7]

FileNotModified
ToolLongFilename
InvalidFile
TooManySlashFileName
NoSuchBox

NoSourceFile

FilesEtagNotMatch

ConflictHeaders

IncorrectTimeFormat

FileModified

DuplicateTargetFilename

304 Not Modified

400 Bad Request
400 Bad Request
400 Bad Request
404

404

412 Precondition
Failed

412 Precondition
Failed

412 Precondition
Failed

412 Precondition
Failed

412 Precondition

Failed

#6311
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Aspen mFfERF A KIEHE

Web g & & R rename_file (ID:2.7) REST http J5 7% PUT
T R&EFRK
1.1f-Match WAk PEH ETag ( X If-Match:

MD5) 5 2 7] 32 {4 ETag  adsfjkfjhjhj234h
MIE > R g ES 3jkhk
Xy o
PR kA RS HE SR
Rk —EEM -
A B FE
If-Unmodified-Since.
2.1f-None-Match WM&k %W ETag ( 324 If-None-Match: 304
MD5 )5 24 7 52 {4 ETag  fdklsfjkjkj4545]3
ME > ST 8 E
Xy oo
PRk A RS HE SR
Rk —EEM -
KB ¥ If-Modified-Since.

3.If-Modified-Since B EHEE  I-Modified-Sinc 304
BT M X Ed e:Thu, 23 Oct
% 2008 19:00:39

IEfRAFRESHESR  GMT
Rk —#EH
K 1 ¥E If-None-Match.
4.If-Unmodified-Since & L 4E5 € H /5 If-Unmodified-Si 412
REL N I Ea  nce: Thu, 23 Oct
% 2008 19:00:39
A FESHESR  GMT
Rk —#REH
KA $E If-Match.

— WU © 2008 Power-All %4 45 LA 7]
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Aspen = HRERFZ A AXIEH
Web g & & R rename_file (ID:2.7) REST http J5 7% PUT

BRIk | x-pan-target-filename 2 /7] /7 27 7 F ity &5 19 X 1 5 K % o K& i X H 5
(x-pan-target-filenam = 7 25 0/ MIME base64 %4 19 .
e) Bl . H A XN apple.dat. 2 it base64 4w 15 f5, A % RN
YXBwbGUUZGFO..
5] . x-pan-target-filename: YXBwbGUUZGFO

REST & 3K & 3k PUT /orange.jpg HTTP/1.1
Host: fruit.domain.com
Date: Wed, 01 Mar 2006 12:00:00 GMT
Authorization: 624206fasdf23214e
x-pan-target-filename: YXBwbGUUZGFO
(CAE4 4L MIME base64 %ifid)

AR B R BRIk, LK BE

If-Match: dskfjdsklfjsdkifj243rdfsksjdfkdsjf
If-None-Match: jfkldsfjkdlIsfjksdlfjksdIfjkdIsfjksdffj
If-Modified-Since: Thu, 23 Oct 2008 19:00:39 GMT
If-Unmodified-Since: Thu, 23 Oct 2008 19:00:39 GMT

BAIERK IR & B | Date: Wed, 01 Mar 2006 12:00:00 GMT
B REST IR =k Server: PAN-Storage-Server
Content-Length: 103
Connection: close

Content-Type: application/xml

REST XML 73] HH 45 <?xml version="1.0" encoding="UTF-8" ?>
B <RenameFile>
<HttpStatusCode>201</HttpStatusCode>

</RenameFile>

— WU © 2008 Power-All %4 45 LA 7]
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Aspen =HFERSF LKIEmE
29.Web R FEHE (HERS)
HAth T

i1 BE 44 R T i 7~ il http 77 =

3.1 get_all_grids 3K HL £ ASPEN http://s.mygrid.asia/?extra=grid GET
2ERTEE A B
At A W &

AL FT AT © 2008 Power-All [ 4% 5 R 2 ]
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Aspen mEFERF I RIEHE
Web g &5 £ R get_all_grids (ID:3.1) REST http J5 74 GET
14 4 HfS 2= BRI AgHE &
REST 7= 41 http://s.mygrid.asia/?extra=grid
HEZH
?extra=grid  Get available grids in http://s.mygrid.asia/?extra=access
XML format.

#: B 20 Hip 48| 200 (OK)

B
FRIFK Yes
BE £ 1 [A) No

AEXENEIR  —KHER

IR i IR Http RSB

LIRKEAAT HCEEBEZ1Z  InvalidHeader 400 Bad Request
& o A% N EAE M)
2. % 4 5 HA ExpiredSig 400 Bad Request
3. A IE & iR FailAuth 403 Forbidden
4.0k 5 S Bk 5 R 2 ACPrb 403 Forbidden
5. K8 % REST action il : £  NoRestMethod 405 Not allowed
BOX # HEAD “f o] H method
6. B %5 23 = AR UnexpectedError 500 Server error
7. RS A H UnavailableService ~ 503 Service Unavailable
REST i# 3K R =k GET ?extra=grid HTTP/1.1

Host: s.mygrid.asia

Date: Wed, 01 Mar 2006 12:00:00 +0800

(BG/EH x-pan-date H7/C Date)

Authorization: 624206fasdf23214e:fkljfkifjgfklsdfjgkfjsdgfjsdklfjsdklifjsdkfjkl

— WU © 2008 Power-All %4 45 LA 7]
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Web fi§ 55 % #F
12 1F K o) I & (5]
By REST I 3k

REST XML i HH 45 5%

Aspen mFfERF A KIEHE

get_all_grids (ID:3.1) | REST http J7 A& GET
HTTP/1.1 200 OK

Date: Wed, 01 Mar 2006 12:00:00 GMT

Content-Type: application/xml

Content-Length: 112

Connection: close

<?xml version="1.0" encoding="UTF-8" ?>
<GridList>
<AvailableGrid>
<Location|D>HK00001</LocationID>
<LocDesc>Hong Kong</LocDesc>
</AvailableGrid>
<AvailableGrid>
<LocationID>CN00001</Location|D>
<LocDesc>China</LocDesc>
</AvailableGrid>
</GridList>

ot B :

YT & NGk - LocationID /2 @ 2 box I JE & B 2y — I - 21 R H
FEEBAEZ ST (box) RN Z%TEGIE box B 5 & HK00001. F87E
hEAE s & F (box) > RIFFE CN000OL.

LocDesc J& Y LocationID Y 3% SZ i BH o

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen =HRERS A XIEmE

1£ Aspen Cloud Storage iz 55 1 > http http K 7 XS (Status Code) BL fz XML 3 4
RER S B R EE R -

hitp REMREBEAAAEARSE > 28N EERSKRE - WelE&T

(box) BTy [EIHYAWEH 201 - IRESRELBE S THE » A AT
RIERESRETHREFERIISE -

534 AspenCIoudStorageﬂjTuL@ XML #8 78 [ 55 12 (2 B o 41 58 F pa sk
FOFEA R EE > aI ik XML& -

XMLEEIR1E BB S NE L.

LU 9 %[5y XML A% 2R 6.

http header sample :

Date : Mon, 03 Mar 2008 06:08:42 GMT
Content-Type : application/xml

Content-Length : 112

Connection : close

XML Body sample :

<Error>
<ErrorCode>InvalidBoxName</ErrorCode>
<ErrorMessage>Invalid box name</ErrorMessage>
<AccessResource>food</AccessResource>
<HttpStatusCode>400</HttpStatusCode>
(http AES1CHY status code 7F =571 XML AA42775)

</Error>

f e fE SRR EHY http RSk B B0 EEFTR - ERARAAET » S REE
% http RAABEESHAE -

FAL BT © 2008 Power-All 2545 R 2y &)
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PUR 8 R AR &

ARG R

1 ¥R A& = (i i ok o
2 B g = R AR B
IR

2. BT

3. =& T (box) &AM
(EE#HE=ZN =& T (box)
%)

4. @A Al S & F (box)
Y e K E &

5. XHHATA (LAY
HY S #4)

6. AT K

7. FEXHER REREFER
i

8. XK

9. EfZ3fFR/NG http ik
WA K AR

10. = & 1 (box) /3 ACL
1% =X £ 1R

11. = & 1 (box) /3 ACL
WA iR

12. = & T (box) /31 & B 1%
(%8 ACL = & F (box)
I3 445 host K [AE])

13. ACL =k E %

14. 3k o box fir & T 3%

15.POST R A [&] i b % —
=E

16.POST b #& iy #4 % K K

17. X % & K% slash

18. 5 ik 2%

19. ik /= # IR BLH (R

& KR %5

B/IRAE

vnvalidHeader

ExpiredSig

InvalidBoxName

ExceedBox

InvalidFile

TooLongFilename

FailMD

FileTooBig

IncorrectFileSize

IncorrectACL

IncorrectACLContent

IncorrectACLContentObjec

tName

InvalidHeaderACL

InvalidBoxGridID

OnlyOnelnPost

PostFileTooBig

TooManySlashFileName

FailAuth
ACPrb

FAL BT © 2008 Power-All 2545 R 2y &)

Aspen =HRERS A XIEmE

Http X 15

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request
400 Bad Request

400 Bad Request
400 Bad Request

400 Bad Request
400 Bad Request
400 Bad Request
400 Bad Request
400 Bad Request
400 Bad Request
400 Bad Request
400 Bad Request

403 Forbidden
403 Forbidden

GBS

All APIs

All APIs

1.1

1.1

2.1

2.1
2.1

2.1
2.1

1.7,2.6
1.7,2.6
1.7,2.6

1.1

1.1

POST upload
POST upload
2.1,2.7

All APIs
All APIs

%70 11
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PLTR O i R A R

BiRERER

20. 7% Vi [A] AR

21. 5k =&+ (box)
2270 I 3T 4

.7 SR ELE

24.°K 3 5 REST action e.g.
HEAD not in BOX

25. 8 B 3

26. EE &1 (box)

273z n &+ (box)

28.ETag #AMHE. (4I1L
i)

29. g kg (A I & 5%
A 1Y 42 2K )

30. I [A] #% = 44 12
(If-Modified-Since 1

If-Unmodified-Since #i 3%

EE)
31. B
(If-Unmodified-Since i

S AE B

2. LI FAERY B AR 4.

33. % 4& “Content-Length”
34,80 47 F #4570 A 1R

35. 0 %% 28 B ANEE iR
36. 1k %5 2% LA H

iR UG
AccessDeny
NoSuchBox
NoSuchFile

NoSourceFile

NoRestMethod
DuplicateFile
DuplicateBox
NotEmptyBox
FilesEtagNotMatch

ConflictHeaders

IncorrectTimeFormat

FileModified

DuplicateTargetFilename
NoContentLen

IncorrectRange

UnexpectedError

UnavailableService

FAL BT © 2008 Power-All 2545 R 2y &)

Aspen = HRERFZ A AXIEH

Http X 15
403 Forbidden
404

404

404

405 Not allowed method

409 Conflict
409 Conflict
409 Conflict

412 Precondition Failed

412 Precondition Failed

412 Precondition Failed

412 Precondition Failed

412 Precondition Failed
411 length required
416 Requested Range
Not Satisfiable

500 Server error

503 Service Unavailable

GEESEY -2

All APIs

All APIs
2.2,23,24,
25,26

2.7

All APIs

2.1
11
1.2
24,27

24,27

24,27

24,27

2.7
2.1
2.4

All APIs
All APIs

F1R
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Aspen =HRERS A XIEmE

B

fg A1

% 1 HTTP POST 75 341, Aspen = 17-fifi 7 SCHF HTTP FORM POST #4% [ 4k 7 =K.

HTTP FORM POST & S A8 H0 A RCR IR R B #0750, b 1 i 18] S s

N

PUT J POST J7 R [8] 435

PUT POST R
BN oy BN L3I

RIS FEERI RSS2, B HEIRIIRS  PIREE L33 Aspen AR S
28 F#F Aspen A7 RS

SF I
Description
1 | AN PUT 73X, POST (1)L % LR v 300MB.
2 MYEKEER PUT 7 —FE.
3 HEE— BOX
4 A AR B S (RIFE]— FORM R AT EE—H %)
— WKL © 2008 Power-All 72 5 24 7
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< File Expiry Date Time : <input type="text" name="file_expiry_datetime"><BR>

Power - All

" Networks
Aspen = HFURFZ A LXIEE

U] 58 HTTP 3R

N T I E ] HTTP POST B3 73, L AIERFE Aspen z AZ il I ERINEAR L FR. B0

access_id, signature, and request_expiration_datetime.

%5

<html>
<head> EHETE AR URL
<title>Test</title> BOX 4478
<meta http-equiv="Content-Type" content="text/html; charset=UTF-8" /> faze 42 52 B LTE
</head>

<body>

<form name="frm" enctype="multipart/form-data" action="http://boxhk.s.mygrid.asia/myfile.dat" method="post">
Optional Fields<BR>
K ACL : <input type="text" name="acl_list"><BR> \
MDS5 : <input type="text" name="md5"><BR>
Content-Type : <input type="text" nhame="content_type"><BR>

Content-Disposition : <input type="text" name="content_disposition"><BR>

Success redirect URL : <input type="text" name="success_redirect_url"><BR>

e ZEAT IR A

Failure redirect URL : <input type="text" name="fail_redirect_url"><BR>

Access ID : <input type="text" name="access_id" value="dfjdsklfsdkf23k2kj4hklk"><BR>

KSignature : <input type="text" name="signature" vaIue:"fjklsdfjsdkfj23k23jkj3=:"><By

Form Expiry : <input type="text" name="request_expiration_datetime" value="Thu, 11 Jun 2009 20:22:03 +0800"><BR>

File Path : <input type="file" size="40" name="uploadpath"><BR>

<input type="submit" value="Upload File">

AR i A

</form>

</body>

</html>

FAL BT © 2008 Power-All 2545 R 2y &)
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Aspen = HRERFZ A AXIEH
DA WNEAET
Compulsory Field Description

1 request_expiration_datetime  fF— LK AH” B AR E])”. Aspen A7 LG
AR RS Ol 7 2R A, R ki, B

AN R
2 | uploadpath SR EES
PV N I O
Optional Field Description
1  acl_list EA R IR
40 : PUBLIC-READ, PUBLIC-FULL
2 mds M7 $ 1) MD5
3 content_type http #43k(header), Content-Type
4 | content_disposition http #43k(header), Content-Disposition
5  file_expiry_datetime http 4k (header), Expires
6  success_redirect_url W) EERY S, 2185 E M URL
7  fail_redirect_url WS _EERY R R, =F8 248 €M) URL
8 access_id FH 7 ID (access ID). #SRA/REE F#K 11 BOX ALRA 2

PUBLIC-FULL, F#&FI AR ME access id &
signature DAL,

9  signature %54 (Signature) FH PA R B2 R K.
request_expiration_datetime, access_id and box name.

FORM Action
AR, AR TR E H ) BOX B PR M AREE H IR R A A4 K.
%l - http://boxhk.s.mygrid.asia/myfile.dat

33 BOX B HK “boxhk” MAx ALY RN “myfile.dat”. A i LEK IS, Aspen
TAEfEHR 2 XML (8] 55 .

— UL © 2008 Power-All /25 4[24
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Aspen Z7FREMR S FF & 457
[A A ARt

KEBAY AL IR DB RD AT 2% file_upload (PUT J53X). LA R 42 POST E#hE r4s

PAEEE2 TS
—IRRA B —RER OnlyOnelnPost 400 Bad Request
IR RK PostFileTooBig 400 Bad Request

(PUT % POST W3 2 [B] 18 K 3 &E F A A [F])

— WU © 2008 Power-All %4 45 LA 7]
EREYS
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Aspen ZHEMREZSH XK IEE

PUFR@Ih » FATRE - B R ol > Mgz & T (box) EEH
% o L& T i 40 {77 55 B 18 = 8 B Aspen Cloud Storage fiz 55 ©

B 1A P £ B PHP Ge b om0 - I 1] = 4E 5 G fhi 2R i & Java, .Net.ZFEoR i

PHP ¢ i & {4

1£ Aspen Cloud Storage & % f 4A B http & >k 1Y 75 = T {182 = Zend Framework

(http://framework.zend.com) 1.5.0 B 2L ERRA - F HAH Y F1E php & & 11
S ENE S 0 40 Crypt_ HMAC 1 HTTP_Request.

e Zend Framework v1.5.0 or above

e  PHP v5.0 or above

% % 4 Bl (PHP)

Srequest_string = "<" . Shttp_action . ">";
Srequest_string .= "<". Scurrent_datetime . ">";
Srequest_string .= "<" . $ content_type . ">";
Srequest_string .= "<" . $ box_name . ">";

Srequest_string .= "<" . $ file_name . ">";

Ssignature = base64_encode(hash_hmac('shal', Srequest_string, Suser_secret_key));

SAuthHeader = “Authorization: Saccess_id:Ssignature”

— WU © 2008 Power-All %4 45 LA 7]

%76 1



34.5% 5B - A== T (box)

PHP fijg A

Aspen ZHEMIRSHAKXIERS

Surl = “http://[box name).s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// box created successfully
else

// Fail to create box
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PHP fijg A

Surl = http://[box name].s.mygrid.asia/;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘DELETE’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==204)
// box deleted successfully
else

// Fail to delete box
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Surl = “http://s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘GET’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==200)
return Sresponse->getBody(); // return the XML value
else

// Fail to get information
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PHP fijg A

Surl = “http://[box name).s.mygrid.asia/”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);
Sclient->setRawData(Sacl_content, ‘text/xml’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// Set ACL successfully
else

// Fail to set ACL
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Surl = “http://[box name).s.mygrid.asia/[file name]”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘PUT’);
Sclient->setRawData(Sfile_body, Scontent_type);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==201)
// File is uploaded successfully
else

// Fail to upload
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PHP fijg A

Surl = “http://[box name).s.mygrid.asia/[file name]”;
Sclient = new Zend_Http_Client();
Sclient->setUri(Surl);
Sclient->setHeaders(SHeaders);
Sclient->setMethod(‘DELETE’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==204)
// File is deleted successfully
else

// Eail to delete file.
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Surl = “http://[box name).s.mygrid.asia/[file name]?extra=show”;
Sclient = new Zend_Http_Client();

Sclient->setUri(Surl);

Sclient->setHeaders(SHeaders);

Sclient->setMethod(‘GET’);

Sresponse = Sclient->request();

if ((Sresponse->getStatus()==200)
return Sresponse->getBody();// Get the returned file attribute in XML format.
else

// Fail to get attribute.
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