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AP ICFHBE A RD, BXFHBER) —BELRER, FUERKFRER AR

1.1 E-Mail &G HEAEEITH

1.1.1 E-Mail A S

E-Mail RE A NEIRIRSG, WABRZE AWM, 1 SMTP 1pi. POP3 #pis. IMAP 131+ DNS
WS B AR A%

1. 1.2 RFC 3CHY

RFC (Request Comments Document) %€ X Internet fI4-Tbr#E. ¢ T E-Mail [ RFC X HH%Z. |
HRMRSEE R, HFK rfe XRHES M k.
http://www. ietf. org/iesg/lrfc index. txt

SMTP #H% RFC LY -

http://www. ietf. org/rfc/rfe821. txt
http://www. ietf. org/rfc/rfc2821. txt
http://www. ietf. org/rfc/rfc822. txt
http://www. ietf. org/rfc/rfc2822. txt

POP3 #H ¢ RFC (4% :
http://www. ietf. org/rfc/rfcl1939. txt
IMAP #H56 RFC S04 -

http://www. ietf. org/rfc/rfc3501. txt
http://www. ietf. org/rfc/rfc2195. txt
http://www. ietf. org/rfc/rfc2060. txt
http://www. ietf. org/rfc/rfc2221. txt

1.1.2 WREEAREE
MR PEZEAL I TS 3 Fh “ARBEREE” ( agent ), NIHIHEATE 4.

1. MUA ( Mail User Agent )

A5G S E WS 2515 R EHEIE L SMTP PrisCR BIBAREAS 25 MTA WAL TR
{87 H] POP3 5 IMAP B8y [a) ik 45 L 100 FH P ISR

P WL MUA ¥k ThunderBird , FoxMail , Eudora , mutt , Evolution ] C/S Z5#JIF), 1
1% SquirrelMail , openwebmail, RoundCube , sqwebmail %% B/S 45#4 1 MUA F2£/% .

2. MTA ( Mail Transfer Agent )

PEALE . ARIB ISR IR S A R AF . P S st B 42, AT LB S ks . WA C
P R IR A, i T IR, AT4h MDA HEAT 5 i Bk

I Z I MTA B sendmail , postfix , gmail , extm , Courier (Hrf#imta, mdaZf) 2%,
A — LR TR

3. MDA ( Mail Delivery Agent )
MDA J& 4% MTA W, G 50Rs ISR 2 B 7 O REAE . MDA o m] DAL e IR AE 2%, Bl 2 B 7 g u),


http://www.ietf.org/iesg/1rfc_index.txt
http://www.ietf.org/rfc/rfc2221.txt
http://www.ietf.org/rfc/rfc2060.txt
http://www.ietf.org/rfc/rfc2195.txt
http://www.ietf.org/rfc/rfc3501.txt
http://www.ietf.org/rfc/rfc1939.txt
http://www.ietf.org/rfc/rfc2822.txt
http://www.ietf.org/rfc/rfc822.txt
http://www.ietf.org/rfc/rfc2821.txt
http://www.ietf.org/rfc/rfc821.txt

FEMBLE o> B S HBAT s L2 m] DR M4 [nl 25 MTA,  DLZT 21 55— AN HsA
EZ5 Unix MRS, procmail Flmaildrop f&ELE2 44 10 MDA B2, 7 dovecot A4+ t545 MDA 111

ob
He o

1.1.3 kRS 4 E
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v
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v
E

DNS Server

1.2 A2

1.2.1 #1ERS
Centos 5

1.2.2 SEARKA:
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1.2.3 Mail REAHKIKA
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1. 2. 4 AR BB B 7
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1.2.5 H&ESHT
Mailgraph
Awstats

1.3 postfix &AM ELZH] KR

13,1 FEAHBIE R G A (15K 2R

Useres

v

POP3 [ SMTP

Postfixadmin [] Squirrelmail IMAP

Apache/PHP Dovecot Postfix

| SMTP-auth | [MDA

<<IIIII1M@@!‘fffffﬁ

1.4 ZEILRRSGR
1.4.1 CentOS 5.4 ¢34
L. 23RN .

MEIR: XFT Linux W15, fEZCR RGN R IFIEAT 5e A 208, IXRE e T AN ox IR /b Bk
A, B, A CIEAFIE R, 3G ROn T BRICTE RS

2. MHEEHA

YAt /etc/hosts X, ib3CAEA A RN %

127.0.0.1 localhost. localdomain localhost
192.168. 1. 70 red. postfix. internal red

%8 /etc/sysconfig/network A4, 1& HOSTNAME frI{H :



HOSTNAME=red. postfix. internal

1.4.2 FHF ARG
1. & CentOS 1Y) yum i [A] %]

shell# cd /etc/yum. repos.d

shell# mv CentOS-Base. repo CentOS-Base. repo. save

shell#t wget http://centos. ustc. edu. cn/CentOS-Base. repo. 5
shell# mv CentOS-Base. repo. 5 CentOS—Base. repo

2. B RS

shell# yum update -y
shell# reboot

1. 4.3 ZHIEAHA

L. ARG PR AT

shell# yum install -y gcc gee—ct++ rpm—build autoconf automake
2. 3 apache , php , mysql %

shell# yum install -y mysql mysql-server mysql-devel

shell# yum install -y httpd mod _ssl php php—mysql php—mbstring php—imap php—pear-DB

Ja % httpd
shell# /etc/init.d/httpd start

J2 5N mysqld

shell#t /etc/init. d/mysqld start

3. B&iF apache , php , mysql &7 IEAf

shell#t echo "<?php phpinfo(); ?>” >/var/www/html/test. php

Vi) http://yourserver-ip/test.php , & &EE X FFmysql, imap g,

4. ‘ZHEmail TH

shell# yum install mutt

5. #%X sendmail


http://yourserver-ip/test.php

shell# yum remove sendmail

1.4. 4 1B mysql root FH )" Z544

XEEAREAE, BRZAAMMES mysql FELE D4, XFESHIRKRZeRE . B8 root H
AR Z PR, R HAH—Fr. Wi mysqladmin fiy 218 U0 .

shell# mysqladmin password ”YourPassWord”

NN IR R GRS, XAE 4 Y, JH I openss] passwd fiy A, ARSI 8 A
JERy, el LLEH  urandom A AR

shell# openssl passwd —stdin < <(echo) | awk ’ {print substr($0,1,8)}’

shell# < /dev/urandom tr —dc A-Z-a-z—-0-9 | head —c 8

1.4.5 KMARAH RGNS
L. RHANER RS

shell# chkconfig pcmcia off
shell# chkconfig atd off
shell# chkconfig cups off
shell# chkconfig isdn off
shell# chkconfig portmap off
shell# chkconfig nfslock off
shell# chkconfig kudzu off
shell# chkconfig rpcidmapd off

2. A MR ARG

shell# chkconfig httpd on
shell# chkconfig mysqld on

ur T, MRS TARMGE T, nTLAgREE T
L5 LR IR/N G

AAG I 3 SR A AR W FEUEAS I VE 1 RPM A, AR AT 2288, IXFEIN I AL e AR R T B e e 22 7 I 554
JE G PRI 1 rpm BSOS I SLAALAS Bt T DAtk e e, XA 2 S I E AR R RS A% . Bk
NG Cent0S/Redhat/Fedora RANMIKATIR, A&+ Debian/Ubuntu SFRATHR: (HE, AR
‘E Debian/Ubuntu RZWn] UIMEASH,




. Hipostfix
2.1 ZWPEpostfix [ RPM £ J7 Iz
2.1.1 F# postfix P
postfix ' 7uk: http://www.postfix.org/

postfix ¥ rpm Y5hs A N Huhl: http:/ftp.wl0.org/official/
MHTRAS N 2. 6.6 , FEIRFT IR

‘shell# wget http://ftp.wl0. org/official/2. 6/SRPMS/postfix—2. 6. 6-1. src. rpm
2.1.2 ¥ postfix PG

‘shell# rpm —ivh postfix—2.6.6-1. src. rpm

R WAL P ESER, EENEEZ simudd HAEAE, SR ETHT B BB K root T,

RILARG o JETHT, 2 ELAR A 0 A% th R e AT R ABL ) L

warning: postfix—2.6.6-1. src.rpm: Header V3 DSA signature: NOKEY, key ID e9198f3d
1:postfix warning: user sjmudd does not exist — using root
warning: group sjmudd does not exist — using root

warning: group sjmudd does not exist — using root
HtHfHH S S S A SRR EHE [100%)

2.1.3 1B postfix. spec XA

Bk postfix. spec LM, FIIFESCREN—LER5 . postfix. spec AL E N :
/usr/src/redhat/SPECS/postfix. spec , 1BEIZCH:, il postfix SLHRFREEN—LukRE, Ehdn
mysql , ldap %%,

WA with mysql ETE A mysql B &KATH, with mysql redhat ff/ redhat HiFHIRAS,
with sasl {HAN 2 XX H sasl A 2.

shell# vi /usr/src/redhat/SPECS/postfix. spec

TSR I A

%define with cdb

%define with ldap

%define with mysql
%define with mysql redhat
%define with pcre

%define with pgsql
%define with sasl

%define with spf

%define with dovecot
%define with tls

= O O N O O+~ O O O



http://ftp.wl0.org/official/
http://www.postfix.org/

%define with tlsfix 2
%define with vda 0

2.1.4 build postfix rpmfl

shell#t cd /usr/src/redhat/SPECS/
shell# rpmbuild —-bb postfix. spec

VR WR IR IE R, T3 N AL, ARG build postfix Bt

shell# rpmbuild -bb postfix. spec

error: Failed build dependencies:
db4-devel is needed by postfix—2.6.6-1.rhelb. 1386
cyrus—sasl—-devel is needed by postfix—2.6.6-1.rhelb. 1386

3R] yum FEAT 2R HAT I AT

shell# yum install -y db4-devel cyrus—sasl-devel
2.1.5 %% postfix rpm

24 postfix

shell#t cd /usr/src/redhat/RPMS/i386
shell# rpm —ivh postfix—2.6.6-1. rhelb. i386. rpm

4% G postfix Jg Hah - A4 postdrop fl postfix , —/ N postfix
2.2 0 postfix SLRFIIHFE

2.2.1 ¥o#& postfix &5 1E

DOStfiX Pefit T check M4, W LAKL AL 7T postfix MIECE & A M. SCHRATH SRR 2 75 15
] LB EAT R A

shell# postfix check

XA AE TR “BATH B2 EE” B8R Unix KU .
2.2.2 ff postfix SCRFI AR AIALR
shell# postconf —m

CIREAE

btree
cidr
environ




hash
mysql
nis
pProxy
regexp
static

unix

2.92.3 KB HE SASL Server FaifFIsk

shell# postconf -a

Bt g R

cyrus
dovecot

2.2.4 KA Y EF) SASL Client HdifFMI2RAY
‘shell# postconf —A
LT EA

‘cyrus

2.3 fajH postfix Al 'E

Postfix [HLE SCAHEH A main. cf Ml master. df CF, L rpm 77202220 postfix, FLE M
7 Jete/postfix/ HIENo WIRLGPELEEN, (E2BE M kM2 HR H AR .

2.3.1 main. cf X4

main. cf CAFEEH T postfix WA SE. W LUEIE CAGE R HHE nain. cf AR postfix
ZHME: rl DL postconf iy RMAF postfix ZHMIE, %=

shell# postconf —e <parameter>=<value>
1. fajfk postfix [P B S

shell#t postconf —n > /etc/postfix/main. cf. new
shell# mv /etc/postfix/main. cf /etc/postfix/main. cf.old
shell# mv /etc/postfix/main. cf.new /etc/postfix/main. cf

2. W Postfix, A#iH Maildir #%=XA80H B4

&4 Postfix B & /etc/postfix/main. cf , ¥ PN E:

home mailbox = Maildir/




2.3.2 master. cf 3Cf

Postfix MIFTAFET, #BS/&17 master daemon 7E7; Z A JHBNIM . XLEAREFLIT ST SRS TE

master. cf FCE SO —MIAHGESCIE, BRAFREEREIN— LB K Thhe .

2.4 JAsh 51515 postfix

2.4.1 JA8) postfix &

L. oJUMEH] Sys V XUk HIIEIAS IS )«

shell#t /etc/init.d/postfix start

2. WA LLUEITIZET postfix fy2 L.

shell#t /usr/sbin/postfix start

AJ DL BT TR VESHIE postfix &M IEH E 30,
1. &% /var/log/maillog HE&EH EHBHEHR
2. KA e IAWT 25 b

shell# netstat —antp | grep 25
tep 0 0 0.0.0.0:25 0.0.0.0:x% LISTEN

3200/master

3. KA R IAUT 25 b1

shell# telnet localhost 25

Trying 127.0.0.1..

Connected to localhost. localdomain (127.0.0.1).
Escape character is ]’

220 red. postfix. internal ESMTP Postfix
ehlo localhost

250-red. postfix. internal
250-PIPELINING

250-SIZE 10240000

250-VRFY

250—-ETRN

250-ENHANCEDSTATUSCODES

250-8BITMIME

250 DSN

quit

221 2.0.0 Bye

Connection closed by foreign host

2.4.2 =1k postfix iy %

LM Sys V- XURS R BAIAS S5 3




‘shell# /etc/init. d/postfix stop

2. AT LUl IE4T postfix fy2 5L

‘shell# /usr/sbin/postfix stop

2.4.3 FHELH postfix MLE

1. ATLAMEH Sys VXA IR A J 21«
‘shell# /ete/init. d/postfix reload
2. WA LLE L IZAT postfix fir 2 SEIL:

‘shell# /usr/sbin/postfix reload

2.5 "5 H postfix iy %
2.5.1 T%F postfix PAFIEFHE T A

postfix $&t T BRI T H, 7] CLRA A A ity s At A7 dn 45 24

A WA
OB HEBA
TR P BAS
TR BA 1
5 A
BN A

1. EHEMEAS
REATAM sendmail f) mailq fir—FE, BEHS LoxBAAH AL

shell# postqueue —p
—Queue ID- ——Size— —— Arrival Time——— -Sender/Recipient———-
635AF8E61A 600 Fri Jul 23 12:11:16 root@red. postfix. internal
(unknown user: “aaaa”)
aaaalred. postfix. internal

2. WH A

Tl B BA A7 iy 4 ] LAKE BA S H 0 B A i A B 5004

shell# postqueue —f

3. SLEIEGEBAA R g e

U RS P i s IR M S0, W] AT R i A 4



shell# postqueue —i 635AFS8E61A

4. DREBAA PR IR A

AR AECRE BA S RS AE T BRI DR B AE RS8P, hold queue Bl IXSEIBAFHIZ T o

shell# postsuper —h 635AF8E61A

LIRS S

postsuper: 635AF8E61A: placed on hold
postsuper: Placed on hold: 1 message

PUHE C 2R OB F IR hold X T H T

shell# 1s -1 /var/spool/postfix/hold/
total 4
—“TWX—————— 1 postfix postfix 839 Jul 23 2010 635AF8E61A

HRAE hold queue HHBAEES [BIGFBAS 1, RILAZE postsuper #ir& LI ~h el —H Einf,

shell# postsuper —H 635AF8E61A

b ai R

postsuper: 635AF8E61A: released from hold
postsuper: Released from hold: 1 message

5. BXEBAFI A 2
postcat fy2 1] LA E A A BB 1F N 25 .

shell# postcat —q 635AF8E61A

6. HFEHEAFRAS

D SRR O TG B ) LS OB b A T A IR R, DL IR A REORE,

SR BRI A A E FORT A — AR, DR AT e AR e .
HUE R E WEF A

FE R R )5, W]

2
H

<%
B

=
i)

shell# postsuper —r 635AFS8E61A

LIRMEAE S

postsuper: 635AF8E61A: requeued
postsuper: Requeued: 1 message




HE T IR A

shell# postsuper —-r ALL

b ai R

postsuper: Requeued: 5 messages

7. MERBASY
TR BB Hhfi s P o

‘shell# postsuper —d 254D68E620

LIRMEAE S

postsuper: 254D68E620: removed
postsuper: Deleted: 1 message

8. MERBAF 4=
TR SHALL 28K .

shell# postsuper —d ALL

CIRECE S

postsuper: Deleted: 3 messages

PAEAr4, WRelas TAEAT A SIS B A H s il .

2.6 SASL S5k

SMTP Jil25-#% vl AW IREE smtp & 7 i n] AR IE IR, XA SASL [SZ#F. Postfix ANGEAH
SASL Ihfig, FEHE =4 H:, Hulpostfix ZHFCyrus SASL F1 Dovecot SASL .

fiF Dovecot SASL FCEERIAEF 5L, J& HIAEMURRH P N 4 H 21 Dovecot SASL, JHFHLA
TEAH AL -

AT Cyrus SASL [l 2k TAND 4, FliN24—F Cyrus SASL #AFIHCLE .

2.6.1 =T Cyrus SASL
L. A ERLE]

IEHLHIEE mech_list Z8dae, TIHETEG U,

° [ 4 : anonymous

o HWISCICA: PLAIN, LOGIN . P& iBil base64 Zfid L4 /7 4 %45, LOGIN J& AR uEIAE )78,
7 BEEERR ) MUA 25 7 it A o

o Jn@wsfd: CRAM-MD5, DIGEST-MD5 .



2. Cyrus SASL [RAIIF 512
INIE A pweheck_method ZEfRE, TIHIZETELIUEH
e saslauthd : saslauthd j&— NP SFPBERE. W LASZHFE pam, shadow, sasldb2 %573,
e auxprop : auxprop $EAHIEIIIAUETT 20, W PASCRESQL, LDAP %%,
o authdaemond : authdaemond & Courier MG AERSS .
3. Cyrus SASL MH&
log level HEMIEMER 0~7 , 0 AdkHAE, AWK A B A AMEA S FHig.

2.6.2 postfix FTZE[K] SASL NiFZ%L

e smtpd sasl auth enable : Z7 G sasl AiE, BRIAMERE no »

* smtpd_sasl_type : sasl ANE7, PTLLUEME cyrus 8¢ dovecot , BRIAE cyurs.

e smtpd sasl path : smtpd sasl path Z#IFEE postfix LH sasl BIECE A, ANFEHE path
SRR T, SEPR BIXAMER USRS . — M Postfix & F| /usr/lib/sasl2/ Hx FHACHE
XAE, SR “BeEAE. conf” LLWIRECE T smtpd sasl path = smtpd , HB4 postfix &k
/usr/lib/sasl2/smtpd. conf {4,

e mtpd sasl security options : sasl IANIFZ4siEDT, —MH noanonymous .

*  Dbroken sasl auth clients : JEFr#E MUA ZHF, BRIMEH no

2.6.4 WdE SASL ANiE
XRIRAMEH mysql 54 G &5dE, BCE sasl , FHETELID K,
1. Z3% Cyrus SASL #f4

—fEEILT, RGPS SE Cyrus SASL BRAFIF, WF 2 AR Cyrus SASL 3AFE4,

shell# rpm —qa | grep sasl

Bt g R

cyrus—sasl-1ib—2.1.22-5.el5 4.3
cyrus—sasl-plain-2. 1. 22-5. el5 4.3
cyrus—sasl-2.1.22-5.el5 4.3
cyrus—sasl-sql—-2.1.22-5.el5 4.3
cyrus—sasl-devel-2.1.22-5.elb5 4.3
cyrus—sasl-mdb—2. 1. 22-5. el5 4.3

W& {F Cent0S RGET cyrus—sasl-sql 1 cyrus—sasl-md5 WH LH, FEHOT 3wl

shell# yum install -y cyrus—sasl-sql cyrus—sasl-mdb

2. MoEHE
S mysql H

mysql> GRANT ALL PRIVILEGES ON test.* TO 'mytestuser @ localhost’ IDENTIFIED BY ’pabSswd’ ;
mysql> flush privileges;




use test,;

CREATE TABLE users (
username varchar (255) NOT NULL ,
password varchar (255) NOT NULL default *$$$$$$’,
clear password varchar (255) NOT NULL default ’ 888888’
maildir varchar (255) NOT NULL default ’’,
mailquota integer NOT NULL DEFAULT ’ 20’
created TIMESTAMP DEFAULT CURRENT TIMESTAMP,
modified by varchar(255) NOT NULL default ’’,
active integer NOT NULL default "1,
PRIMARY KEY (username)

)

insert into users (username, clear password) values( test@postfixtest.com’,’ 12345678 );

3. @ sasl FoE O

AFIHECE XA A /usr/1lib/sasl2/postfix. conf , WHUF:

log level: 5

pwcheck method: auxprop
auxprop_plugin: sql

mech list: CRAM-MD5 PLAIN LOGIN
sql engine: mysql

sql hostnames: localhost

sql user: mytestuser

sql passwd: pabswd

sql database: test

sql verbose: yes

sql select: SELECT clear password FROM users WHERE username=" %u@%r’ AND active=1

4. BoE postfix T sasl

1 /etc/postfix/main. cf FIIALIF N Z:

smtpd_sasl auth enable = yes
smtpd_sasl security options = noanonymous
smtpd_sasl path = postfix
broken sasl auth clients = yes

smtpd sasl authenticated header = yes

BB 52T, TS postfix RS, Ml E AR
2.6.5 MK sasl NIFIAEE
1. A basebd 4ihs

H 41 base64 it



shell# perl —-MMIME::Base64 —e “print encode base64 ( test@postfixtest.com’);”
dGVzdEBwb3N0Zm14dGVzdC5 jb20=

BN base64 Ywhi:

shell#t perl -MMIME::Base64 —e “print encode base64 (' 12345678 ) ;”
MTIzNDU2Nzg=

2. N UE AL A

shell# telnet localhost 25

Trying 127.0.0. 1..

Connected to localhost. localdomain (127.0.0.1).
Escape character is ]’

220 red. postfix. internal ESMTP Postfix
ehlo localhost

250-red. postfix. internal
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-AUTH CRAM-MD5 LOGIN PLAIN
250-AUTH=CRAM-MD5 LOGIN PLAIN
250-ENHANCEDSTATUSCODES
250—-8BITMIME

250 DSN

auth login

334 VXN1cmbhbWU6
dGVzdEBwb3N0Zm14dGVzdC5 jb20=

334 UGFzc3dvemQ6

MTIzNDU2Nzg=

235 2.7.0 Authentication successful
mail from:test@postfixtest. com

250 2.1.0 Ok

rcpt to:zhoul j

250 2.1.5 Ok

data

354 End data with <CR><LF>.<CR><LF>
subject:sasl test mail
from:test@postfixtest. com
to:zhoul j

This is sasl test mail.

250 2.0.0 Ok: queued as 52BF59C555
quit

221 2.0.0 Bye

Connection closed by foreign host

3. AR

shell#t 1s /home/zhoul j/Maildir/new/




1279858989. V8021b3b0dM196766. red. postfix. internal

4. BEHE

Jul 23 12:21:45 red postfix/smtpd[3137]: connect from localhost. localdomain[127.0.0. 1]
Jul 23 12:22:50 red postfix/smtpd[3137]: 52BF59C555:

client=localhost. localdomain[127. 0. 0. 1], sasl method=login,

sasl username=test@ostfixtest. com

Jul 23 12:23:09 red postfix/cleanup[3161]: 52BF59C555: message-

1d=<20100723042250. 52BF59C555@red. postfix. internal>

Jul 23 12:23:09 red postfix/qmgr[3064]: 52BF59C555: from=<test@postfixtest.com>, size=435
nrcpt=1 (queue active)

Jul 23 12:23:09 red postfix/local[3162]: 52BF59C555: to=<zhoul j@red. postfix. internal>,
orig to=<zhoulj>, relay=local, delay=33, delays=33/0.07/0/0.1, dsn=2.0.0, status=sent
(delivered to maildir)

Jul 23 12:23:09 red postfix/qmgr[3064]: 52BF59C555: removed

Jul 23 12:23:21 red postfix/smtpd[3137]: disconnect from localhost. localdomain[127.0.0. 1]

5. AAEMMFNE

Return—-Path: <{test@postfixtest.com>

X-Original-To: zhoulj

Delivered-To: zhoul j@red. postfix. internal

Received: from a (localhost. localdomain [127.0.0.1])
(Authenticated sender: test@postfixtest.com)
by red. postfix. internal (Postfix) with ESMTPA id 52BF59C555
for <zhoulj>; Fri, 23 Jul 2010 12:22:36 +0800 (CST)

subject:sasl test mail

from: test@postfixtest. com

to:zhoul j@red. postfix. internal

Message—Id: <20100723042250. 52BF59C555@red. postfix. internal>

Date: Fri, 23 Jul 2010 12:22:36 +0800 (CST)

This is sasl test mail.

6. WHB& Cyrus SASL P&

Znd LA EJIER, Postfix {8 Cyrus SASL AIFK A OB E 58 T o H T 7E 0 B R 403k 11 i i 3,
I Z Dovecot SASL PCE, FTLATRATIE Postfix H K sasl HIHC & MER 4




=. 2% dovecot

3.1 %i% Dovecot [1] RPM 7 Jf- 2t

3.1.1 % doevcot HAtHH

doevcot MI'E 7 Muk: http:// www.dovecot.org/
doevcot YEILIF) rpm L F#Hutk: http://atrpms.net/name/dovecot/
AR 1.2 o], FEdhhlk: http:/packages.atrpms.net/name/dovecot-1.2.x/

shell#t wget http://dl. atrpms. net/all/dovecot—1.2.12-1 109. src. rpm

3. 1.2 ‘¢34 dovecot Y

shell# rpm —ivh dovecot—1.2.12-1 109. src. rpm

3. 1.3 1B dovecot. spec 3L

AEAIE: /usr/src/redhat/SPECS/
G R AREL L SR R T S D B TE 18 el T E B A S N 2

WMRAFTELF 1dap , B 3917

BuildRequires: openldap—devel, cyrus—sasl—-devel

DY

BuildRequires: cyrus—-sasl-devel

FERE 4517, 6017, 6247, FIHIANZ

%{?with solr:BuildRequires: libcurl-devel expat—devel}

BuildRequires: postgresql-devel

BuildRequires: sglite—devel

1524 %configure FB4rMHE:

TRV I63% S T A
——with—pgsql \
—with—sqlite \
——with—ldap=plugin \

L@k


http://packages.atrpms.net/name/dovecot-1.2.x/
http://atrpms.net/name/dovecot/
http://www.dovecot.org/

——without—bzlib \
——without-bzlib \
%{?with solr:—with-solr}

UK,
——without-bzlib
BUk
‘ ——without-bzlib ‘
1E

%define ssldir %{ sysconfdir}/pki/%{name}

NHEIA AT

%define initddir /etc/rc.d/init.d

3.1.4 #°/ dovecot rpm H

shell# cd /usr/src/redhat/SPECS/
shell# rpmbuild -bb dovecot. spec

VERE: R HELLL AR, W REH DB, IERE TN B I A, v DR yum 223,
LAESE YRS J5 BOHT AT rpmbuild.

shell# rpmbuild -bb dovecot. spec

error: Failed build dependencies:
libtool is needed by dovecot—1.2.12-1 109. 1386
gettext—devel is needed by dovecot—1.2.12-1 109. 1386
pam—devel is needed by dovecot—1.2.12-1 109. 1386
pkgconfig is needed by dovecot—1.2.12-1 109. i386
bzip2-devel is needed by dovecot-1.2.12-1 109. 1386
libcap—devel is needed by dovecot—1.2.12-1 109. 1386

TR yum 2R i E AT

‘shell# yum install -y libtool gettext—-devel pam—devel pkgconfig bzip2-devel libcap—devel

3.1.5 %3 dovecot rpm &

shell# cd /usr/src/redhat/RPMS/1386
shell# rpm —ivh dovecot—1.2.12-1 109. 1386. rpm

3.2 BLE X dovecot
Dovecot HIBLE XA /ete/dovecot. conf , NS FFAHH 7 I & :



protocols = imap pop3

#tadd by zhoulj for local users at 2009-05-06
mail location = maildir:”/Maildir

protocol imap {

}

protocol pop3 {

}

protocol lda {
postmaster_address = postmaster@ostfixtest. com

}
auth default {
mechanisms = plain login
passdb pam {

}

userdb passwd {

}
socket listen {
master {
path = /var/run/dovecot/auth-master
mode = 0600
user = postfix
}
client {
path = /var/spool/postfix/private/auth
mode = 0660
user = postfix
group = postfix
}
}
}
dict {
}
plugin {

}

3.3 Hah51F1L dovecot

3.3.1 )83 dovecot 55>

shell# /etc/init.d/dovecot start

B4IF dovecot 21 1IE 5 J8 ah

1. &K /var/log/maillog HiH e A H# ik

2. KA ST IRWT 110 F1 143 ¥ 1

shell# netstat —antp | egrep ”:110]:143”
tep 0 0 0.0.0.0:110 0.0.0.0:%* LISTEN

2910/dovecot




tep 0 0 0.0.0.0:143 0.0.0.0:% LISTEN 2910/dovecot
tep 0 0 :::110 Dok LISTEN 2910/dovecot
tep 0 0 :::143 Tiok LISTEN 2910/dovecot

3. BAE POP3 JR45 &5 E

shell# telnet localhost 110

Trying 127.0.0.1..

Connected to localhost. localdomain (127.0.0.1).
Escape character is * "]’

+0K Dovecot ready.

quit

+0K Logging out

Connection closed by foreign host

4. BUF IMP4 RS IET

shell# telnet localhost 143

Trying 127.0.0.1..

Connected to localhost. localdomain (127.0.0.1).
Escape character is ~ ")’

* OK Dovecot ready.

a logout

* BYE Logging out

a OK Logout completed.

Connection closed by foreign host

3.3.2 &1k dovecot fir2>
‘shell# /etc/init. d/dovecot stop
3.4.3 HEHTE postfix L

‘shell# /etc/init. d/postfix reload

3.4 Dovecot HEKHE

FEHIAAERAEEEW T, 78 Cent0S R4 Dovecot 4 HEWL%F /var/log/maillog ¥,
Debian R4 Dovecot ¥ H&Eid3%| /var/log/mail. log .

3.4.1 B HEKR

log path = /var/log/dovecot. log
info log path = /var/log/dovecot—info. log

3.4.2 R HE®RE

524 /etc/logrotate. d/dovecot XA



# dovecot SIGUSR1: Re-opens the log files
/var/log/dovecot*. log {
missingok
notifempty
delaycompress
sharedscripts
postrotate
/bin/kill -USR1 "cat /var/run/dovecot/master.pid 2>/dev/null” 2> /dev/null || true
endscript

3.4.3 HEHN W E

L P EsaAEH R H S

auth verbose=yes

auth debug=yes
auth_debug passwords=yes
mail debug=yes

2. SSL Hi&

‘verbosefsleyes

3.5 AU AT IR A s

3.5. 1 FEr—AHH

shell# useradd localuser

shell# (echo pabswd:echo pabswd) | passwd localuser
MR dovecot 15 ML B A& 15 I

‘shell# /usr/libexec/dovecot/authtest localuser

I T A T P L A R
userdb: localuser

uid : 501

gid : 501

user : localuser

home : /home/localuser

extra fields:
system_groups_user=localuser

3.5.2 f#iH] sendmail &iEHB1E

shell# echo hello | sendmail localuser




t™%E /var/log/maillog Hi&

Jul 23 13:09:14 red postfix/pickup[3580]: B7A3E9CCID: uid=0 from=<root>

Jul 23 13:09:14 red postfix/cleanup[4063]: B7A3E9CCID: message-

1d=<20100723050914. BTA3E9CCID@red. postfix. internal>

Jul 23 13:09:14 red postfix/qmgr[3579]: B7A3E9CCID: from=<root@red.postfix. internal),
size=301, nrcpt=1 (queue active)

Jul 23 13:09:14 red postfix/local[4065]: B7A3E9CCID: to=<localuser@red. postfix. internal>,
orig to=<localuser>, relay=local, delay=0.13, delays=0.11/0.02/0/0.01, dsn=2.0.0,
status=sent (delivered to maildir)

Jul 23 13:09:14 red postfix/qmgr[3579]: B7A3E9CCID: removed

3. 5.3 {fiFH SMTP %% Hisf4:

shell# telnet localhost 25

Trying 127.0.0. 1..

Connected to localhost. localdomain (127.0.0.1).
Escape character is =]’

220 red. postfix. internal ESMTP Postfix
ehlo localhost

250-red. postfix. internal
250-PIPELINING

250-SIZE 10240000

250-VRFY

250-ETRN

250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

mail from:root

250 2.1.0 Ok

rcept to:localuser

250 2.1.5 Ok

data

354 End data with <CR><LF>. <CR><LF>
from:root

to:localuser

subject:test

This is a test mail from cli.

250 2.0.0 Ok: queued as A27859C7E6
quit

221 2.0.0 Bye

Connection closed by foreign host

&% /var/log/maillog

Jul 23 13:16:36 red postfix/smtpd[4080]: connect from localhost. localdomain[127.0.0. 1]
Jul 23 13:17:44 red postfix/smtpd[4080]: A27859C7E6:

client=localhost. localdomain[127. 0. 0. 1]

Jul 23 13:19:04 red postfix/cleanup[4083]: A27859C7E6: message-




1d=<20100723051744. A27859C7E6@red. postfix. internal>

Jul 23 13:19:04 red postfix/qmgr[3579]: A27859C7E6: from=<root@red.postfix. internal,
size=403, nrcpt=1 (queue active)

Jul 23 13:19:05 red postfix/local[4086]: A27859C7E6: to=<localuser@red. postfix. internal>,
orig to=<localuser>, relay=local, delay=124, delays=124/0.03/0/0.01, dsn=2.0.0,
status=sent (delivered to maildir)

Jul 23 13:19:05 red postfix/qmgr[3579]: A27859C7E6: removed

Jul 23 13:19:07 red postfix/smtpd[4080]: disconnect from localhost. localdomain[127.0.0. 1]

3. 5. 4 W AF
1. BREAHH R

shell# cd /home/localuser/Maildir/new

shell# 1s -1

1279861754. V8021b3b11M803516. red. postfix. internal
1279862344. V8021b3b15M9374. red. postfix. internal

2. WK POP3 %%

shell# telnet localhost 110
Trying 127.0.0.1..
Connected to localhost. localdomain (127.0.0.1).
Escape character is ]’
+0K Dovecot ready.

user localuser

+0K

pass pabswd

+0K Logged in.

list

+0K 2 messages:

1 415

2 517

retr 1

+0K 415 octets

Return—-Path: <root@red. postfix. internal>

X-Original-To: localuser

Delivered-To: localuser@red. postfix. internal

Received: by red.postfix.internal (Postfix, from userid 0)
id B7A3E9CCOD; Fri, 23 Jul 2010 13:09:14 +0800 (CST)

Message—Id: <20100723050914. BTASE9CCID@red. postfix. internal>

Date: Fri, 23 Jul 2010 13:09:14 +0800 (CST)

From: root@red. postfix.internal (root)

To: undisclosed-recipients:;

hello
retr 2

+0K 517 octets
Return-Path: <root@red. postfix. internal>




X-Original-To: localuser

Delivered-To: localuser@red. postfix. internal

Received: from localhost (localhost.localdomain [127.0.0.1])
by red.postfix. internal (Postfix) with ESMTP id A27859C7E6
for <localuser>; Fri, 23 Jul 2010 13:17:01 +0800 (CST)

from: root@red. postfix. internal

to: localuser@red. postfix. internal

subject:test

Message—1d: <20100723051744. A27859C7E6@red. postfix. internal>

Date: Fri, 23 Jul 2010 13:17:01 +0800 (CST)

This is a test mail from cli.
quit

+0K Logging out.
Connection closed by foreign host

3. MHB& localuser
localuser MR 5E 58 fE b FE M4

shell# userdel -r localuser

3.6 %% dovecot—sieve Fl dovecot—managesieve

Sieve &— Ik Email HIA4FEES, VT CMU Cyrus TiH, f&H Cyrus IMAP server fJZEERI.
‘BEJrMuk: http://pigeonhole. dovecot. org

JEIHIAE WebMail #B4rZE45H P #240t Vacation THAEMNT, TFELIIXIBNE; AT L H -t
Vacation jfig, nJ LABKE X N 4%

3.6.1 %3 dovecot—devel

sieve #K#ffi dovecot—devel ., FrLLiGZ%E dovecot JF KM,

shell# cd /usr/src/redhat/RPMS/i386
shell# rpm —ivh dovecot—devel-1.2.12-1 109. i386. rpm

3.6.2 Z%4% dovecot-sieve
rpm YEASE ML http://atrpms. net/name/dovecot—sieve/
1. %3 dovecot—sieve YT
‘shell# rpm — ivh dovecot—sieve—0. 1. 17-5. src. rpm
2. %k dovecot—sieve rpm

shell#t cd /usr/src/redhat/SPECS
shell# rpmbuild —-bb dovecot—sieve. spec



http://pigeonhole.dovecot.org/

3. 3 dovecot-sieve

shell#t rpm —ivh /usr/src/redhat/RPMS/1386/dovecot—sieve—0. 1. 17-5. 1386. rpm
shell# rpm —ivh /usr/src/redhat/RPMS/i386/dovecot—sieve—devel-0. 1. 17-5. i386. rpm

3.6.3 %% dovecot-managesieve
rpm YEASE Nk http://atrpms. net/name/dovecot-managesieve/

1. “%%% dovecot-managesieve J5fig

shell# rpm — ivh dovecot—managesieve—0. 11.11-0 4. src. rpm

2. %mi¥ dovecot—managesieve rpmfi

shell# cd /usr/src/redhat/SPECS
shell# rpmbuild —-bb dovecot—-managesieve. spec

3. %% dovecot—managesieve

shell# cd /usr/src/redhat/RPMS/1386/
shell# rpm —ivh dovecot—managesieve—0.11.11-0 4. i386. rpm

3.6.4 1B dovecot FiiE

fE /etc/dovecot. conf SCAFH, USINRTHIN %

### managesieve setting
protocol managesieve {

listen = localhost:2000
}

1 protocols JSHIHIA managesieve , ZSLUF MO 4:
protocols = pop3 imap pop3s imaps managesieve
1F protocol lda HIffA) mail plugins NI sieve, F¥L IR Z:

protocol lda {
mail plugins = quota sieve

3.7 /g

L DL EIRCE, NMEARMEE R LA g, RGPS BT R 3Tk
P 25 2 L8 RE RS A2 7 5K



VU, REAPA RN RSP0 7 i
4.1 ‘%4 PostfixAdmin

4.1.1 HEFTAE

1. ¥ vmta 7

ZH i uid/gid 2K T 1000

shell# groupadd —g 5000 vnta

shell# useradd —g vmta —u 5000 vmta -d /var/vmta —m
shell# usermod -G postfix vmta

2. 1B apache fit & A

1528 apache Bt & X AF /ete/httpd/conf/httpd. conf

User apache
Group apache

U

User vmta
Group vmta

3. &% php session H AR

‘chgrp -R vmta /var/lib/php/session/

4. A apache i

shell#t /etc/init.d/httpd restart

4.1.2 ZHEWE PostfixAdmin

YRR K PstfixAdmin 2.3

B )5 M. http:/postfixadmin.sourceforge.net/
postfixadmin F#itik: http://sourceforge.net/projects/postfixadmin/

1. &3 PostfixAdmin

PostfixAdmin J&H] php HF—4 web F2/7, HEW postfixadmin &l F] apache ] DocumentRoot H
s MRET,

shell#t tar zxvf postfixadmin 2. 3. tar.gz —-C /var/www/
shell# cd /var/www/

shell# chown -R vmta.vmta postfixadmin—2.3

shell# 1n —s postfixadmin—2.3 postfixadmin


http://sourceforge.net/projects/postfixadmin/
http://postfixadmin.sourceforge.net/

2. F'E mysql

shell# mysql —uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g
Your MySQL connection id is 5

Server version: 5.0.77 Source distribution

Type " help;” or *\h’ for help. Type '\¢’ to clear the buffer.

mysql> CREATE DATABASE postfix;

mysql> GRANT ALL PRIVILEGES ON postfix.* TO ’pfadmin’ @ localhost’ IDENTIFIED BY ’pabswd’ ;
mysql> GRANT select ON postfix.* TO ’postfix’ @ localhost’ IDENTIFIED BY ’pabswd’ ;

mysql> flush privileges;

mysql> quit

3. Bk postfixadmin ME Lt

A HIEC B XA A /var/www/postfixadmin/config. inc. php , FECEMIR:

$CONF[’ configured’ ] = true;
$CONF[’ default language’] = 'cn’;

$CONF[’ database type ] = "mysql’ ;
$CONF[’ database host’] = ’localhost’ ;
$CONF[’ database user’ ] = ’pfadmin’ ;
$CONF[’ database password ] = ~pabswd ;
$CONF[’ database name’ ] = ' postfix’ ;

$CONF[’ admin email’ ] = ' postmaster@ostfixtest. com ;
$CONF[’ encrypt’ ] = 'mdberypt’ ;

$CONF[’ min_password length’] = 8;

$CONF[” quota’ ] = ~YES  ;
$CONF[’ quota multiplier’]
$CONF[’ vacation’ ] = ’YES  ;
$CONF [’ user_footer link’] = “http://change-this—to—your. domain. t1d/main”;
$CONF[’ footer text’] = ’Return to change—this—to—your. domain. tld’ ;
$CONF[’ footer link’] = ~http://change—this—to—your. domain. t1d’ ;

$CONF [’ used quotas’] = *YES ;

$CONF[’ new quota table’] = ’YES ;

’1024000” ;

WS FE A7 i 4% 2 H domain. 1td/username (A2, BT LABEE :

$CONF[’ domain path’] = ’YES ;
$CONF[’ domain in mailbox’] = 'NO’;

4.1.3 BN A3 H X I RE

postfxiadmin ANfEAZNEIE H ¢, FTEHAT M2, HS%H DRI B



1. Z3 7 B0 8 L IS A AR o o2 0 S A6 P A
BN BB A, ALK /usr/local/bin/maildir—creation. sh , AN U T :

#!/bin/bash

HOME DIR="/var/vmta”
USER NAME="vmta”
GROUP NAME="vmta”

if [ ! -d ${HOME DIR}/$1 ] ; then
mkdir $ {HOME DIR}/$1
chown —R ${USER NAME}. $ {GROUP NAME} ${HOME DIR}/$1
fi
mkdir ${HOME DIR}/$1/$2
chown -R ${USER NAME}. $ {GROUP_NAME} ${HOME DIR}/$1/$2

FESTINIR e PIAR A, AL /usr/local /bin/maildir—deletion. sh , AP 25U F

#!/bin/bash

#

# vmta ALL = NOPASSWD: /usr/local/bin/maildir—deletion. sh
#

if [ $# —ne 2 ] ; then
exit 127
fi

DOMAIN="$1"

USER="$2"

HOME DIR="/var/vmta”
USER_DIR="$ {HOME_DIR} /$ {DOMAIN} /$ {USER}”
TRASH DIR="$ {HOME DIR}/deleted-maildirs”
DATE="date “+%Y%m%d %H%M%S”"

if [ ! —d “${TRASH_DIR}/${DOMAIN}” ] ; then
mkdir —p “${TRASH_DIR} /$ {DOMATN}”
fi

if [ -d “${USER DIR}” ] : then
mv $ {USER DIR} ${TRASH DIR}/$ {DOMAIN}/$ {USER}-$ {DATE}
fi

J IR H 5K

shell# mkdir /var/vmta/deleted-maildirs
shell# chown —R vmta.vmta /var/vmta/deleted-maildirs/

2. TT BT AT BLFR

shell#t chmod 750 /usr/local/bin/maildir—creation. sh /usr/local/bin/maildir—-deletion. sh




shell#t chown vmta.vmta /usr/local/bin/maildir—-creation. sh /usr/local/bin/maildir—
deletion. sh

3. BLE sudo

1 /etc/sudoers Hh0—4T

vmta ALL
vmta ALL

NOPASSWD: /usr/local/bin/maildir—creation. sh
NOPASSWD: /usr/local/bin/maildir—deletion. sh

fE/etc/sudoers VHERE RN 2

#Defaults requiretty

4. 1B postfixadmin IAHICSCAE:

B create—mailbox. php 3L, 225 4T NN 1% AL

db log ($SESSID USERNAME, $fDomain, ' create mailbox’, “$fUsername”);

FEAZATHI TG 0 R T —47

system(”sudo /usr/local/bin/maildir-creation. sh $fDomain ”. $ POST[ fUsername’ ]);

&k delete. php X, 145 4T NNV iZ A
db log ($SESSID USERNAME, $fDomain, ’delete mailbox’, $fDelete):
FEZAT NI R —A47:

$userarray=explode ("@”, $fDelete) ;

$user=$userarray[0];

$domain=$userarray[1];

system(”sudo /usr/local/bin/maildir-deletion. sh $domain $user”):

4.1.4 ] postfixadmin ‘Z4HH

/etc/httpd/conf. d/postfixadmin. conf

Alias /postfixadmin ”/var/www/postfixadmin/”
{Directory ”/var/www/postfixadmin”>
AuthType Basic
Authname Private
Authuserfile /etc/httpd/conf/mailadmin. passwd
Require valid-user
Order deny, allow
Allow from 192.168.1.0/24
Deny from all
{/Directory>




7 apache basic IAUEHH

shell#t htpasswd —-bc /etc/httpd/conf/mailadmin. passwd mailadmin pabswd@
shell# chmod 640 /etc/httpd/conf/mailadmin. passwd
shell# chown vmta.vmta /etc/httpd/conf/mailadmin. passwd

) apache ]t %%

shell#t /etc/init.d/httpd restart

4.1.5 f#FH postfixadmin f% &I
1. BE SN

Uil FimHedk: http://mail. yourdomain. com/postfixadmin/setup. php & & FEHD

Create superadmin account

Setup pazsword || || Lost password?
HER: | | A
ERER | |

TH (WIT): | |

#hig

{£ setup password J& [ SCASHE H i NP BEZEAD, s “Brs” felmt /e v B — 47288 R
i .

$CONF[’ setup password’ ] =
" 9046ca7af7b6350b3e12f7143c6be820:0f7de2eb2a289614667e84de94711d0bf61d719¢” ;




W EX e A E KIS /var/www/html/postfixadmin/config. inc. php CAEHF R R R AT
2. A postfixadmin & HE5
Vi) FTmHdk: http://mail. yourdomain. com/postfixadmin/setup. php , %N 7
3. G AN IR I
postfixadmin (& PEMubE:  http://mail. yourdomain. com/postfixadmin/
1§ postfixadmin B — L, “postfixtest. com”
B2 /NP “test” , “test2” , ANy 1234567

0 postmaster M7, Hi—EEJ—ik,

4. postfixadmin {)FTI

) Postfix Admin - mail. postfixtest.com - Mozilla Firefox
Ete(E) $EE) EFN) FBRE) BEE) IAO) #HEH)

@ - c (i |j hittp: ffrnail postfiktest . comfpostfixadminflist-virtualp 77 - -"- ;

ﬂ Postfix Admin - mail.postfixtest.c... = -

postfix.admin

EERER HEFH ERUAPHSR  Fetch Email X#EEE SPE B4 HXERE BH

postfixtestcom v || #1i7 | #¥ postfirtest.com H[#: 0/ 1000 @H: 3 /1000 search: I:I

Add Alias Domain

s
S E ]
i REECE HE fe#l (MB) EEEHASH iEdh

postrnaster@postfixtest.com g0 2010-07-23 14:29:32 2 WE MR
test2 @postfixtest.com g0 2010-07-23 14:28:16 2 e MR
test@posthixtest.com 50 2010-07-23 14:28:00 B wE M

o

Postfiz Admin 2.2 | Logged as admin@postfistest.com | fEg4FME | Return to change-thiz-to-your.domain.tld

el

4.2 WeH dovecot Y F REHLI

4.2.1 BE /etc/dovecot. conf
dovecot [RCE S /ete/dovecot. conf

e A S



shell# cd /etc/
shell# cp dovecot. conf dovecot. conf. dist

&% /ete/dovecot. conf

protocols = pop3 imap
first valid uid = 5000
mail uid = 5000
5000

mail gid

### Logging verbosity
#auth verbose=yes

#auth debug=yes

#auth debug passwords=yes
#mail debug=yes

disable plaintext auth = no
log timestamp = “%Y-%m—%d %H:%M:%S ~

mail location = maildir:/var/vmta/%d/%n
#mail location = maildir:~/Maildir

#log path = /var/log/dovecot. log

### add defualt domain
auth default realm = postfixtest.com

protocol lda {
mail plugins = quota
log path = /var/vmta/dovecot—deliver. log
info log path = /var/vmta/dovecot—deliver. log

auth socket path = /var/run/dovecot/auth-master

postmaster_address = postmaster@ostfixtest. com

}
auth default {
mechanisms = plain login
userdb sql {
args = /etc/dovecot—mysql. conf
}
userdb prefetch {
1
passdb sql {
args = /etc/dovecot—mysql. conf
}
socket listen {
master {
path = /var/run/dovecot/auth-master
mode = 0600
user = vmta
group = vmta
}
client {
path = /var/spool/postfix/private/auth




mode = 0660
user = postfix
group = postfix
}
}
}

4.2.2 WeE /etc/dovecot—mysql. conf

ERiN/etc/dovecot-mysql. conf JEANLFLEN], ZESL /etc/dovecot-mysql. conf

driver=mysql

connect = host=localhost dbname=postfix user=postfix password=pa5swd

default pass_scheme = MD5

### config for virtual

user query = SELECT concat (' /var/vmta/’,maildir) as home , 5000 AS uid , 5000 AS gid FROM
mailbox WHERE username =’ %u’

password query = SELECT password , concat(’ /var/vmta/’ ,maildir) as home , 5000 AS uid ,
5000 AS gid FROM mailbox WHERE username = ’%u’

&% /etc/dovecot. conf F /etc/dovecot—mysqgl. conf ALPR
‘shell# chmod 644 /etc/dovecot. conf /etc/dovecot-mysql. conf

#J3 dovecot k%%

‘shell# /etc/init. d/dovecot restart

Al RES LR s R

Restarting mail server: dovecotWarning: Fixing permissions of /var/run/dovecot to be
world-readable
Warning: Corrected permissions for login directory /var/run/dovecot/login

ik /var/run/dovecot HIAWHAR, WHRAERT N H X, Ui E ER T -

shell# cd /var/run/dovecot

shell# 1s -1

total 8

Srw——————— 1 vmta vmta 0 Jul 23 14:46 auth-master

Srw——————— 1 root root 0 Jul 23 14:46 auth-worker. 4702

srwxrwxrwx 1 root root 0 Jul 23 14:46 dict-server

lrwxrwxrwx 1 root root 17 Jul 23 14:46 dovecot.conf —> /etc/dovecot. conf
drwxr-x—— 2 root dovecot 4096 Jul 23 14:46 login

—TW——————— 1 root root 5 Jul 23 14:46 master. pid

Ko 7% /var/log/mail. log /& AFAERT IR, WERAHNR, WHRAME.

IR Dovecot Ft & S & 75 1IE -



shell#t /usr/libexec/dovecot/authtest test@postfixtest. com

B aiR

shell#t /usr/libexec/dovecot/authtest test@postfixtest.com
userdb: test@ostfixtest. com

uid : 5000
gid : 5000
user : test@ostfixtest.com

home : /var/vmta/postfixtest.com/test/

4.3 WL postfix SZHFHEFLIEL
4.3.1 il postfix ff/H dovecot LDA Fids iz 3otk s 44
5%/ ete/postfix/master. cf

dovecot unix - n n - - pipe
flags=DRhu user=vmta:vmta argv=/usr/libexec/dovecot/deliver —d ${recipient}

4.3.2 il postfix S #; stmp IAIE

1&1%/etc/postfix/main. cf LA, BTN~ N &

### banner setting
mail name = sendmail 8.11.6+Sun/8.11.6
smtpd banner = ESMTP $mail name
### defind external command path
debugger command = PATH=/bin:/usr/bin:/usr/local/bin
### mynetworks setting
mynetworks = 127.0.0.0/8
### disable vrfy
disable vrfy command = yes
### virtural user setting
virtual alias maps = mysql:/etc/postfix/mysql virtual alias maps. cf
virtual mailbox domains = mysql:/etc/postfix/mysql virtual domains maps.cf
virtual mailbox maps = mysql:/etc/postfix/mysql virtual mailbox maps.cf
smtpd _sender login maps = mysql:/etc/postfix/mysql virtual sender maps. cf
virtual mailbox base = /var/vmta
virtual gid maps = static:5000
virtual uid maps = static:5000
virtual transport = dovecot
dovecot_destination recipient limit = 1
### smtp auth setting
smtpd sender restrictions = permit mynetworks
reject_authenticated sender login mismatch
smtpd recipient restrictions = permit_mynetworks,
permit_sasl authenticated,
reject non fgdn hostname,




reject non fqgdn sender,
reject non fgdn recipient,
reject_unauth destination,
reject unauth pipelining,
reject _invalid hostname
broken sasl auth clients = yes
smtpd_sasl type = dovecot
smtpd sasl path = private/auth
smtpd sasl auth enable = yes
smtpd_sasl local domain = $myhostname
smtpd_sasl security_options = noanonymous

4.3.3 Mt E B

ST B R S
4. /ete/postfix/mysql virtual domains maps. cf

user = postfix

password = pabswd

hosts = 127.0.0.1

dbname = postfix

query = SELECT domain FROM domain WHERE domain="%s’ and active = 1’

JAEST R AU IS A T B SO
VA4 /ete/postfix/mysql virtual mailbox maps. cf

user = postfix

password = pabswd

hosts = 127.0.0.1

dbname = postfix

query = SELECT maildir FROM mailbox WHERE username= %s’ AND active =1

T T R AR IS A ol 44 T S A
VA4 /ete/postfix/mysql virtual alias maps.cf

user = postfix

password = pabswd

hosts = 127.0.0.1

dbname = postfix

query = SELECT goto FROM alias WHERE address="%s’ AND active =1

BT RAE N HBAR RS0 BC S SO R AT NAS e Oh 3 JEL At N 1) IS 24 St b A 326 R 42
A4 /ete/postfix/mysql virtual sender maps. cf

user = postfix

password = pabswd

hosts = 127.0.0. 1

dbname = postfix

query = SELECT username FROM mailbox WHERE username="%s’ AND active=" 1’

EE: U B SR W RSE AN mysal $di/4, hosts AN 127.0.0. 1, ARERH]



localhost, 7&NJ< 4.

IARC B S5 1A .

shell# postmap —q “test@postfixtest. com” mysql:/etc/postfix/mysql virtual mailbox maps.cf
postfixtest. com/test/

shell# postmap —q “postfixtest.com” mysql:/etc/postfix/mysql virtual domains maps. cf
postfixtest. com

shell# postmap —q “test@postfixtest. com” mysql:/etc/postfix/mysql virtual sender maps. cf
test@postfixtest. com

HFJH 5 postfix RE

‘shell# /etc/init. d/postfix restart

Kifr /var/log/maillog EEAFAEAT R, WHIRAHRNR, HRANE .

4.4 AEHT RS P EAT WO B AR

4.4. 1 $7#:AR baseb4 Gni Ry

@7 /usr/local/bin/encode base64.pl BIA

#!/usr/bin/perl —w
use strict;
use MIME: :Base64;
print “Input you string.\n”;
print “Press Enter to exit.\n”;
print 7=> 7;
my $line;
while( $line = <STDIN> )
{
if( $line ne "\n” ) {
chomp (§1ine)
print “Base64 encode is : 7 . encode base64($line)
print "=> 7;
}
else
{
exit;

}

shell# chmod 750 /usr/local/bin/encode base64. pl

i test F ) H base64 it




shell# encode base64. pl

Input you string

Press Enter to exit

=> test@postfixtest. com

Base64 encode is : dGVzdEBwb3N0Zm14dGVzdC5 jb20=
=> 123456

Base64 encode is : MTIzNDU2

=>

4. 4.2 HBiF smtp AF 215 E E A

shell# telnet localhost 25

Escape character is ]’

220 ESMTP sendmail 8.11.6+Sun/8.11.6
ehlo localhost

250-red. postfix. internal
250-PIPELINING

250-SIZE 10240000

250-ETRN

250-AUTH PLAIN LOGIN
250-AUTH=PLAIN LOGIN
250-ENHANCEDSTATUSCODES
250-8BITMIME

250 DSN

auth login

334 VXN1cmbhbWU6
dGVzdEBwb3N0Zm14dGVzdC5 jb20=

334 UGFzc3dvemQ6

MTIzNDU2

235 2.7.0 Authentication successful
quit

221 2.0.0 Bye

Connection closed by foreign host

4. 4.3 PR pop3 IRESHE E A& 5 1EHf

shell# telnet localhost 110
Trying 127.0.0.1..
Connected to localhost. localdomain (127.0.0.1).
Escape character is * "]’
+0K Dovecot ready.

user test@postfixtest.com
+0K

pass 123456

+0K Logged in.

list

+0K 1 messages:

1 603

retr 1
+0K 603 octets




Return—-Path: <admin@postfixtest.com>

Delivered-To: test@postfixtest.com

Received: from 192.168.1.70 (localhost.localdomain [127.0.0.1])
by red.postfix. internal (Postfix) with ESMTP id 617339C755
for <{test@postfixtest.com>; Fri, 23 Jul 2010 14:28:01 +0800 (CST)

To: test@postfixtest. com

From: admin@postfixtest. com

Subject: =?utf-8?Q?=E6=AC=A2=E8=BF=8E?=

MIME-Version: 1.0

Content-Type: text/plain; charset=utf-8

Content-Transfer—Encoding: 8bit

Message—Id: <20100723062801. 617339C755@red. postfix. internal>

Date: Fri, 23 Jul 2010 14:28:01 +0800 (CST)

Hi,
Welcome to your new account.
quit

+0K Logging out.
Connection closed by foreign host

WA 5E B B D SRR T

4.5 At FH R 0L A TC A P )
4.5.1 Ml'E Dovecot

1. &% /etc/dovecot. conf , EIIUNT %

### virtaul user quota
protocol imap {

mail plugins = quota imap_quota
}
protocol pop3 {

mail plugins = quota
}
plugin {

### v1.2 + SQL:

quota = maildir

quota_rule = *:storage=100M:messages=1000

ek

quota warning3 = storage=90%% /usr/local/bin/quota-warning. sh 90 %u

quota_warning2 = storage=80%% /usr/local/bin/quota-warning. sh 80 %u

quota warning = storage=70%% /usr/local/bin/quota—warning.sh 70 %u

2. 1BM /etc/dovecot—mysql. conf, ¥SINWIT HNZE:

driver=mysql
connect = host=localhost dbname=postfix user=postfix password=pabswd



default pass scheme = MD5

### config for virtual user with quotas

user query = SELECT concat (' /var/vmta/’ ,maildir) AS home , 5000 AS uid , 5000 AS gid,
CONCAT C *:bytes=", CAST(quota AS CHAR)) AS quota rule FROM mailbox WHERE username = ’%u’
AND active =1

password _query = SELECT password , concat(’ /var/vmta/’ ,maildir) as home , 5000 AS uid ,
5000 AS gid FROM mailbox WHERE username = ’%u’

3. HJ33h Doveoct

shell#t /etc/init. d/dovecot restart

4.5.2 N quota—warning JHIAS
@7 /usr/local/bin/quota—warning. sh (/4

#!/bin/bash

PERCENT=$1

USER=$2
FROM="postmaster@ostfixtest. com”
QWF="/tmp/quota. warning. §$”

echo “From: $FROM

To: $USER, $FROM

Subject: Your email quota is $PERCENT% full
Content-Type: text/plain; charset=\"UTF-8\”

This is an automatic message to warn that your mailbox is now $PERCENT% full.” > $QWF

/usr/sbin/sendmail -t < $QWF
rm —f $QWF

exit 0

&84 /usr/local/bin/quota—warning. sh JEIASALFR

shell#t chmod 750 /usr/local/bin/quota-warning. sh

4.5.3 FESUH T AN K

H test I 45 test2 P RIEIRA:, MRABCAE B4R Hid postfixamdin B test2 H I
KIBFE A 10M, ARG HEAT IR

Test2 F e THEAR L 70% MOHERE .



&4 Inbox - Outlook Express

& Delated Ttems

= postmasker@test, com

Yoy email quoka is 709 F

File Edit iew Tools Message Help -.1'
ﬂ < ﬂ“ ﬁJ “Pﬂ “;:;", x EL' - ! 3 ﬁl -
: Create Mail R.eply Reply Al Forward Print Deleke Send/Recy Addresses Find
T

Falders X||* @ %/ From Subject Received ¢ Size
(3 Outlogk Express 2 admin@postfitest.com  Toil 2010-7-23 14128 KB
= @ Lacal Folders £ Microsoft Outlook Exp...  Welcome ko Outlook Express 6 2010-7-23 15:23 10KE
&2 Inbox (3) 1] B test test mail for virtual user's quota 2010-7-23 15:28 2673KB
¥ Outbox 1] B test test mail for virtual user's quota 2010-7-23 15:29 2673KB
£ Sent Ttems B b best test mail for virtual user's quota 2010-7-23 15:30 2673KB

2010-7-233 15:30

B} Drafts

From: postmaster@test.com  To: test2@postfidest com; postmaster@test com

Subject: Your email guota is 70% full

This is an automatic message to warn that your mailbox is now 70% firll

& messagels), 3 unread g orking Cnline

test JPCE T 5 SRR T, BOS RIMURER S S

S W2 #1498 A1 test@postfixtest.com - Thunderbird

EOX

(P iR (E) &EE (V) O¥E (G) EE (M) IR (T) FEh(H)
¥ 3 7 = . q = -
& . / LJ] g & ‘L-b—jl 6. X 6" S . W . ¥ .[.osm
FHHE #EHE EAF BE =FEE ®E tREE e Hirdl $TERD RIE
SEIEEE « 0 LR | xgm g3 HiEA fn BER - B
5 1 test@postfigtest.com « U Rejected: test mail for virtual user's quota = Mail Delivery Su... < 1530
= Wit
[ EFIEHR
0 Eitkds
© I R = FH: Rejected: test mail for virtual user's quota
E#EA - Mai Delivery Subsystem <postrnasteri@test, coms
H#A: 15:30
ek A - fest@postixtest.com
Tour message Lo <testifipostfixtest.com: was automatically rejected: —
Quota exceeded (mwailkbhox for user i=s full) —
| v
FEID Bit:l

Ve WERE A GG SO T DS dd AR IR SC A
shell#t dd if=/dev/zero of=sizelm. txt bs=1024000 count=1
4.6 /NG5

LA ERCE, BRI R G DA e K



T e SR TEN B IR HBAAEE

R R G S PR BRI SR, R

Postfix
SMTF‘ smipd gueue -
erver manager
hold sendmail

—>{ MailScanner J

SpamAssassin‘ ClamAY

Postfix Ly Bl fFRs BEb 2 18] 56 AR -

1. postfix WM EREHBAFRE] hold BRI,

2. MailScanner EHAREEY postfix ¥ hold BAF A RIHELE

3. MailScanner ¥HEfFAC4S ClamAV Fl SpamAssassin #2215 A 75 B4 Bl & b7 S Hs

4. Mailscanner W{%| ClamAV F1 SpamAssassin J/tah A F &1 M IEH IR, a0 & I i AL
25 postfix HATALEE, WERAZE IEF HEALE N2 MailScanner FIRCESHATALEE,

5.1 223 Clamav

Clam AntiVirus j&— K UNIX FIFUEMS (GPL) Sy THAL, Ly MBAFR 5 B L~ MR AF 44
weite T HARM T s R T R ar AT R e LU 8 3l S0 8k e 6 e 2%
TRANKKESEIER . ZTRERIZOE T T8I 8 1R I,

B iM% http://www. clamav. net

5.1.1 %k ClamAV rpmfl

T#cHhhk: http://packages.sw.be/clamav/
http://atrpms.net/dist/elS/clamav/
http://www.clamav.net/download/packages/packages-linux


http://www.clamav.net/download/packages/packages-linux
http://atrpms.net/dist/el5/clamav/
http://packages.sw.be/clamav/
http://www.clamav.net/

5.1.2 %% Clamav

shell# rpm —ivh clamav-db-0. 96. 1-1. el5. rf. 1386. rpm
shell# rpm —ivh clamav-0.96. 1-1. el5. rf. 1386. rpm
shell# rpm —ivh clamd-0.96. 1-1. el5. rf. 1386. rpm

5.2 % SpamAssassin Fidk

SpamAssassin = —E M I IR AE, JEH perl 45 1. ILAEH Apache FE & &4y, AT N
ZNTE, TEZE 7M.
B 5 Mk http://spamassassin.apache.org/

5.2.1 T2 SpamAssassin J5EH5

FAUbE: http:/spamassassin.apache.org/downloads.cgi
ME T Wt A S RRAS A

5.2.2 %% per] Mtk

shell# yum install -y perl-Net-DNS perl-Digest-HMAC perl-HTML-Parser perl-HTML-Tagset
shell# yum install -y perl-Archive-Tar perl-10-Z1ib perl-libwww-perl perl-Digest-SHAl

5.2.3 4 SpamAssassin HJ rpm 1
‘shell# rpmbuild —ta Mail-SpamAssassin—3. 2. 5. tar. gz
5.2.4 45 SpamAssassin

shell#t cd /usr/src/redhat/RPMS/i386
shell# rpm —ivh perl-Mail-SpamAssassin—3. 2. 5-1. 1386. rpm
shell# rpm —vih spamassassin—3.2.5-1. 1386. rpm

R WER BN iR

Processing files: perl-Mail-SpamAssassin—3.2.5-1

error: File not found: /var/tmp/spamassassin-root/usr/share/spamassassin

Checking for unpackaged file(s): /usr/lib/rpm/check—files /var/tmp/spamassassin-root

warning: Installed (but unpackaged) file(s) found:
/usr/1ib/perl5/5. 8. 8/1386-1inux—thread-multi/perllocal. pod

RPM build errors:
Bad exit status from /var/tmp/rpm—tmp. 64468 (%doc)
File not found: /var/tmp/spamassassin-root/usr/share/spamassassin
Installed (but unpackaged) file(s) found:
/usr/lib/perl5/5. 8. 8/1386-1inux—thread-multi/perllocal. pod

&4 spamassasin. spec X1 107 47)5, 490
CEEGIE


http://spamassassin.apache.org/downloads.cgi
http://spamassassin.apache.org/

mkdir —p %{buildroot}/etc/mail/spamassassin

[ —x /usr/lib/rpm/brp—compress ] && /usr/lib/rpm/brp-compress

Ba:

mkdir —p %{buildroot}/etc/mail/spamassassin

mkdir —p %{buildroot}/usr/share/spamassassin
install —t %buildroot/%{ datadir}/spamassassin rules/*
[ —x /usr/lib/rpm/brp—compress ] && /usr/lib/rpm/brp-compress

5.3 ‘%3 MailScanner bR

5.3.1 T3k MailScanner

B M. www.mailscanner.info
5 J7 W T 4803&E MailScanner [R5 It

5.3.2 3 MailScanner

shell# tar zxvf MailScanner-4.79.11-1. rpm. tar. gz
shell# cd MailScanner—4.79.11-1
shell#t . /install. sh

5.4 TC ' S b I M AT 0 B AR R
5.4.1 B postfix it & A
B8 /etc/postfix/main. cf

##t add for MailScanner
header checks = regexp:/etc/postfix/header checks

PR BOKEf soft_bounce ¥, A&k “i5%4%5”7

‘softfbounce = yes
&4 /ete/postfix/header checks

# add for MailScanner
/ Received:/ HOLD

5. 4.2 &M MailScanner it & XAk

/etc/MailScanner/MailScanner. conf


http://www.mailscanner.info/

1 HEARE

Max Children = 5

Run As User = postfix

Run As Group = postfix

Queue Scan Interval = 3

Incoming Queue Dir = /var/spool/postfix/hold
Outgoing Queue Dir = /var/spool/postfix/incoming
MTA = postfix

Sendmail = /usr/sbin/sendmail

Sign Clean Messages = no

%org—name% = yoursite HIFHE0L
%web—site% = www. your—organisation.com #IEBEIN

2. SA FHICHCE

Required SpamAssassin Score = 3

High SpamAssassin Score = 20

##% /& Required SpamAssassin Score MIENE, b IFLEMAE LR IT _EARid
Spam Actions = deliver header “X-Spam-Status: Yes”

B aE, Atk

High Scoring Spam Actions = store

SpamAssassin User State Dir = /var/spool/MailScanner/spamassassin
b Ay b S R b A 1 4

Spam Subject Text = skkkkSpamskkk

BRI A BT Ta) 3P ISP A R 1 T 8

Filename Subject Text = {Filename?}

BAEAR Sk TP I 40 E GO ORI AT S

Spam Score Character = +

Mail Header = X-%org—name%MailScanner:

# Add this extra header to all messages found to be spam.
# This can also be the filename of a ruleset.
Spam Header = X-%org—name%—MailScanner—SpamCheck:

# Add this extra header if “Spam Score” = yes. The header will
# contain 1 character for every point of the SpamAssassin score
Spam Score Header = X-%org—name%—MailScanner—SpamScore:

3. Virus Scan 5 H

Virus Scanners = clamav

4. R Bl ok H AT IT

Log Speed = yes




‘Log Spam = yes

5. B kbrid

/etc/MailScanner/spam. assassin. prefs. conf

‘envelope_sender_header X—-yourname-MailScanner—From

6. HCHE H3THZ ClamAV

MailScanner 2 H T+ clamav FIR %, FEFA SUVNAGE, 76 /var/log/maillog W&l RS
e

Jul 23 15:10:44 red ClamAV-autoupdate[2971]: ClamAV updater /usr/local/bin/freshclam
cannot be run

&% /usr/lib/MailScanner/clamav—autoupdate 4, ¥ FM—4T:

$ClamUpdateCommand = ”$PackageDir/bin/freshclam”;
A0 s
$ClamUpdateCommand = ”/usr/bin/freshclam”;

5. 4.3 1BM/var/spool/MailScanner H ZALR

shell#t chown -R postfix:postfix /var/spool/MailScanner/*

5.4.4 JABhHIRIRSS

Ja 3l SpamAssasin

shell# /etc/init. d/spamassassin start

J53) Clamav

‘shell# /etc/init.d/clamd start
JA 5N MailScanner

‘shell# /etc/init. d/MailScanner start

JA s & /var/log/maillog /&5 A £ %
A EER AT D 1y 2 SRAS, A AR 1A AR L -

shell# MailScanner ——lint

5.4.5 BiF MailScanner J&15 1IF &



L dorde Se B ot 75 1

spam ‘ZZ3E 5 H A — MR IS4 T, £E /usr/share/doc/spamassassin—3.2.5 H3E Fo

shell# cd /usr/share/doc/spamassassin—3. 2.5
shell# sendmail test@ostfixtest.com < sample—spam. txt

/var/log/maillog BIHI H &

Jul 23
Jul 23
Jul 23
Jul 23
Jul 23
Jul 23

16:04:02
16:04:03
16:04:16
16:04:16
16:04:16
16:04:16

Jul 23
Jul 23
store
Jul 23
Jul 23
Jul 23
Jul 23

16:04:16
16:04:16

16:04:16
16:04:16
16:04:16
16:04:16

red MailScanner[5772] :
red MailScanner[5772]:
red MailScanner[5772]:
red MailScanner[5772]:

Jul 23 16:04:01 red postfix/pickup[5747]: A3C409C75E: uid=0 from=<root>

Jul 23 16:04:01 red postfix/cleanup[5778]: A3C409C75E: hold: header Received: by

red. postfix. internal (sendmail 8.11.6+Sun/8.11.6, from userid 0)??id A3C409C75E; Fri, 23
Jul 2010 16:04:01 +0800 (CST) from local; from=<root@red.postfix.internal>
to=<test@postfixtest. com>
Jul 23 16:04:01 red postfix/cleanup[5778]: A3C409C75E: message-
id=<GTUBEL. 1010101@example. net>
red MailScanner[5772]:
red MailScanner[5772]:
red MailScanner[5772]:
red MailScanner[5772]:
red MailScanner([5772]:
red MailScanner[5772]:
(root@red. postfix. internal) to postfixtest.com is spam, SpamAssassin (cached,
score=1004. 75, required 3, DATE_IN PAST 96 XX 2.32, DNS_FROM OPENWHOIS 2. 43, GTUBE
1000. 00, NO RELAYS -0.00)
red MailScanner[5772]:
red MailScanner[5772]:

New Batch: Scanning 1 messages, 1189 bytes

Virus and Content Scanning: Starting

Virus Scanning completed at 87 bytes per second
Spam Checks: Starting

SpamAssassin cache hit for message A3C409C75E. A4D6C
Message A3C409C75E. A4D6C from 127.0.0.1

Spam Checks: Found 1 spam messages
Spam Actions: message A3C409C75E. A4D6C actions are

Spam Checks completed at 41180 bytes per second
Deleted 1 messages from processing—database

Batch completed at 87 bytes per second (1189 / 13)
Batch (1 message) processed in 13.62 seconds

XA B MBS R BS ES X T, nILLE] /var/spool/MailScanner/quarantine H3x Nk, 7B

R Ao AT T

shell# 1s -1 /var/spool/MailScanner/quarantine/20100723/spam

total 4

1 postfix postfix 931 Jul 23 16:04 A3C409C75E. A4D6C

DA B3 R 4515

shell# sendmail test@postfixtest.com < sample—nonspam. txt

/var/log/maillog HLH H &

Jul 23 16:06:49 red postfix/pickup[5747]: 97C749C75E: uid=0 from=<root>

Jul 23 16:06:49 red postfix/cleanup[5814]: 97C749C75E: hold: header Received: by

red. postfix. internal (sendmail 8.11.6+Sun/8.11.6, from userid 0)??id 97C749C75E; Fri, 23
Jul 2010 16:06:49 +0800 (CST) from local; from=<root@red.postfix.internal>
to=<test@postfixtest. com>




Jul 23 16:06:49 red postfix/cleanup[5814]: 97C749C75E: message-
1d=<v0421010eb70653b14e06@[208. 192. 102. 193]1>

Jul 23 16:06:49 red MailScanner[5772]: New Batch: Scanning 1 messages, 6961 bytes

Jul 23 16:06:49 red MailScanner[5772]: Virus and Content Scanning: Starting

Jul 23 16:07:03 red MailScanner[5772]: Virus Scanning completed at 516 bytes per second
Jul 23 16:07:03 red MailScanner[5772]: Spam Checks: Starting

Jul 23 16:07:07 red MailScanner[5772]: Message 97C749C75E. ATA17 from 127.0.0.1
(root@red. postfix. internal) to postfixtest.com is spam, SpamAssassin (not cached,
score=12. 298, required 6, DNS_FROM_OPENWHOIS 2.43, URIBL_BLACK 1.96, URIBL_ GREY 0. 25,
URIBL_OB SURBL 2.13, URIBL_RHS DOB 0.90, URIBL_SC SURBL 2.52, URIBL WS SURBL 2.10)

Jul 23 16:07:07 red MailScanner[5772]: Spam Checks: Found 1 spam messages

Jul 23 16:07:07 red MailScanner[5772]: Spam Actions: message 97C749C75E. A7TA17 actions are
deliver, header

Jul 23 16:07:07 red MailScanner[5772]: Spam Checks completed at 1790 bytes per second
Jul 23 16:07:07 red MailScanner[5772]: Requeue: 97C749C75E. A7TA17 to 97E209C75C

Jul 23 16:07:07 red postfix/qmgr[5746]: 97E209C75C: from=<root@red.postfix. internal>,
size=6731, nrcpt=1 (queue active)

Jul 23 16:07:07 red MailScanner[5772]: Uninfected: Delivered 1 messages

Jul 23 16:07:07 red MailScanner[5772]: Virus Processing completed at 267000 bytes per
second

Jul 23 16:07:07 red MailScanner[5772]: Deleted 1 messages from processing—database

Jul 23 16:07:07 red MailScanner[5772]: Batch completed at 399 bytes per second (6961 / 17)
Jul 23 16:07:07 red MailScanner[5772]: Batch (1 message) processed in 17.43 seconds

Jul 23 16:07:07 red postfix/pipel[5827]: 97E209C75C: to=<test@postfixtest.com>,
relay=dovecot, delay=18, delays=18/0.14/0/0.27, dsn=2.0.0, status=sent (delivered via
dovecot service)

Jul 23 16:07:07 red postfix/qmgr[5746]: 97E209C75C: removed

(EER RN

X-PostfixTest-MailScanner—Information: Please contact your mail administartor for more
information

X-PostfixTest-MailScanner—ID: 97C749C75E. ATA17

X-PostfixTest-MailScanner: Found to be clean

X-PostfixTest—MailScanner—SpamCheck: spam, SpamAssassin (not cached,

score=12. 298, required 6, DNS FROM OPENWHOIS 2.43, URIBL BLACK 1. 96,

URIBL_GREY 0.25, URIBL_OB SURBL 2. 13, URIBL_RHS DOB 0. 90,

URIBL_SC SURBL 2.52, URIBL_WS_SURBL 2.10)
X-PostfixTest-MailScanner—-SpamScore: ++++++++++++
X-PostfixTest—-MailScanner—From: root@red. postfix. internal
X-Spam—Status: Yes

2. AU SRR B AT IE W

&

R, RIE— A IR, Ry A “bat” , “lexe” |, “.com”
Windows $UAT LAY e 4

Jul 23 16:25:20 red MailScanner[6159]: New Batch: Scanning 1 messages, 3399 bytes

Jul 23 16:25:20 red MailScanner[6159]: Filename Checks: Possible malicious batch file
script (A492D9C755. A433F Spam test.bat)

Jul 23 16:25:20 red MailScanner[6159]: Other Checks: Found 1 problems




Jul 23 16:25:20 red MailScanner[6159]: Virus and Content Scanning: Starting

Jul 23 16:25:34 red MailScanner[6159]: Virus Scanning completed at 233 bytes per second
Jul 23 16:25:34 red MailScanner[6159]: Saved infected ”“Spam test.bat” to
/var/spool/MailScanner/quarantine/20100723/A492D9C755. A433F

ARG IXA MBI E B IX, [R5 R A ARt N AR R 3% —FF A, 37 aX 3t B n) it
5.5 i MailWatch

Sl FneE, O IEmThae, A EAE A T AR S T E ? AR E I,
kit MailWatch . MailWatch /&4 MailScreen %i'E [H—A> WEB Fidmbii, # 7 MailWatch FRA1AT
LAY MailScanner MIzhfE, bodn, SEmBAE, aasmicf:. ] DUER e b iy 3 S b ) OCAH G %, i H3k
T RER BIVGAY, 32 i Mb by S A4 X 5 Tk LE R

MailWatch & sourceforge [fj—/ANH, Tl http:/mailwatch.sourceforge.net/, FN#HAHN
PIRRA o

5.5.1 FEREKAFRCE
&4 php BLE SCfF: /ete/php. ini
Off

magic_quotes gpc = On
magic_quotes runtime = Off

register_globals

session. auto start = 0
MailWatch 5% php—gd FEHSCHE, Pk, %A %% php—gd 3 NIl 442 php—gd bk,

shell# yum install -y php—gd

5.5.2 23 MailWatch
1. fif A

shell#t tar zxvf mailwatch-1.0.5. tar. gz —-C /usr/local/
shell#t cd /usr/local/
shell#t 1n -s mailwatch—1.0.5/ mailwatch

2. HAREMGRE
HIga Al e

shell#t mysql -uroot —p < /usr/local/mailwatch/create. sql

57 mysql H

shell# mysql —u root —p
mysql> GRANT ALL ON mailscanner.* TO mailwatch@localhost IDENTIFIED BY ’pabswd’ ;

mysql> GRANT FILE ON *.* TO mailwatch@localhost IDENTIFIED BY ’pabswd’ ;



http://mailwatch.sourceforge.net/

mysql> FLUSH PRIVILEGES;
A7 web BEFEA]

shell# mysql mailscanner —u mailwatch —p
Enter password: skkskskk

mysql> use mailscanner;
mysql> INSERT INTO users (username, password, type) VALUES ( admin’,md5( pabswd ), A’);

3. MailWatch AHRECE

4 MailWatch. pm EH#I%F| /usr/lib/MailScanner/MailScanner/CustomFunctions HxH', X T3E
rpm ‘LRI B /opt/MailScanner/1ib/MailScanner/MailScanner/CustomFunctions H3x9 .

shell# cd /usr/local/mailwatch
shell#t cp MailWatch. pm /usr/lib/MailScanner/MailScanner/CustomFunctions/

&84 /usr/1ib/MailScanner/MailScanner/CustomFunctions/MailWatch. pm 3/, ¥ $db user
$db_pass S AL AF mysql F 7RI

¥ R

my ($db_user) = ’root’ ;
my ($db pass) ="

U

my (§db_user) = 'mailwatch’ ;
my ($db_pass) = ’pabswd’ ;

N AL VAREZE e

‘shell# cp SQLBlackWhiteList. pm /usr/lib/MailScanner/MailScanner/CustomFunctions/

&4 /usr/1ib/MailScanner/MailScanner/CustomFunctions/SQLBlackWhiteList. pm 344

my ($db_user) = ’root’ ;
my ($db pass) =" ;

U :

my ($db_user) = 'mailwatch’ ;
my ($db_pass) = ’pabswd’ ;

&% /etc/MailScanner/spam. assassin. prefs. conf

bayes path /etc/MailScanner/bayes/bayes
bayes file mode 0660
bayes auto learn 0



AT H o, TEALER

shell#t mkdir /etc/MailScanner/bayes
shell# chown root:vmta /etc/MailScanner/bayes
shell# chmod g+rws /etc/MailScanner/bayes

IRES

spamassassin -D —p /etc/MailScanner/spam. assassin. prefs. conf ——1lint

5. Web FHKMHC &

shell# cd /usr/local/mailwatch

shell#t mv mailscanner/ /var/www/html/

shell#t chown -R vmta.vmta /var/www/html/mailscanner/
shell#t chmod -R ug+rwx /var/www/html/mailscanner/images

FC'® apache , @37 /etc/httpd/conf. d/mailwatch. conf

#Alias /mailscanner ”/usr/local/mailwatch/mailscanner”
<Directory ”/var/www/html/mailscanner/”>

Order deny, allow

Allow from 192.168.1.0/24 10.4.0.0/16

Deny from all
{/Directory>

508 mailwatch web FCE S

¥ /var/www/html/mailscanner/conf. php. example &% /var/www/html/mailscanner/conf. php

shell# cp /var/www/html/mailscanner/conf. php. example /var/www/html/mailscanner/conf. php

&84 /var/www/html/mailscanner/conf. php 44, ¥ DB USER A1 DB PASS

define (DB USER, ’mailwatch’);
define (DB PASS, ’pabswd’);

6. &M MailScanner BLE

1524 /etc/MailScanner/MailScanner. conf

Quarantine Permissions = 0660

Always Looked Up Last = &MailWatchLogging
Is Definitely Not Spam = &SQLWhitelist

Is Definitely Spam = &SQLBlacklist

H 2 3) MailScanner



shell#t /etc/init.d/MailScanner restart

EERNITI SN2 RE R

Jul 23 16:59:35 red MailScanner[6539]: Config: calling custom init function SQLBlacklist
Jul 23 16:59:35 red MailScanner[6539]: Starting up SQL Blacklist

Jul 23 16:59:35 red MailScanner[6539]: Read 0 blacklist entries

Jul 23 16:59:35 red MailScanner[6539]: Config: calling custom init function
MailWatchLogging

Jul 23 16:59:35 red MailScanner[6539]: Started SQL Logging child

Jul 23 16:59:35 red MailScanner[6539]: Config: calling custom init function SQLWhitelist
Jul 23 16:59:35 red MailScanner[6539]: Starting up SQL Whitelist

WURAEH 5 3 Mai 1Scanner H)NHE, HEL R HIAT R

Shutting down MailScanner daemons:
MailScanner: Commmit ineffective while AutoCommit is on at
/usr/lib/MailScanner/MailScanner/CustomFunctions/MailWatch. pm line 97, <CLIENT> line 1.

&% /usr/1ib/MailScanner/MailScanner/CustomFunctions/MailWatch. pm 34, " sub
ExitLogging il #e, fan F&ok:

$dbh—>commit;

U

if (! $dbh—>{ AutoCommit’ }) {
$dbh->commit;
}

Be B 5e e T, AT LR Y28 U7 W) U5 i) MailWatch ) Web TUfI .
5.5.3 MK MailWatch
1. Ri&—¥$ spamassassin [ 37 MEAFAEA

shell#t cd /usr/share/doc/spamassassin—3. 2.5/
shell# sendmail test@postfixtest.com <sample—spam. txt

A H &

Jul 23 17:09:08 red MailScanner[7197]: Spam Checks: Starting

Jul 23 17:09:08 red MailScanner[7197]: SpamAssassin cache hit for message AOB579C75D. A5BE9
Jul 23 17:09:08 red MailScanner[7197]: Message AOB579C75D. ASBE9 from 127.0.0. 1

(root@red. postfix. internal) to postfixtest.com is spam, SpamAssassin (cached,
score=1004. 75, required 6, DATE IN PAST 96 XX 2.32, DNS_FROM_OPENWHOIS 2.43, GTUBE

1000. 00, NO RELAYS -0. 00)

Jul 23 17:09:08 red MailScanner[7197]: Spam Checks: Found 1 spam messages

Jul 23 17:09:08 red MailScanner[7197]: Spam Actions: message AOB579C75D. ASBE9 actions are
store




Jul 23 17:09:08
Jul 23 17:09:08
Jul 23 17:09:08
Jul 23 17:09:08
Jul 23 17:09:08
Jul 23 17:09:08

red MailScanner[7197]:
red MailScanner[7197]:
red MailScanner[7197]:
red MailScanner[7197]:
red MailScanner[7197]:
red MailScanner[7197]:

2. RIE—BHARSIR MR A

Spam Checks completed at 41938 bytes per second
Deleted 1 messages from processing—database

Batch completed at 82 bytes per second (1189 / 14)
Batch (1 message) processed in 14.36 seconds
Logging message AOB579C75D. ASBE9 to SQL

“Always Looked Up Last” took 0.00 seconds

shell#t cd /usr/share/doc/spamassassin—3. 2.5/
shell# sendmail test@postfixtest.com <sample—nospam. txt

A H &

Jul 23 17:09:42
Jul 23 17:09:42
deliver, header
Jul 23 17:09:42
Jul 23 17:09:42
Jul 23 17:09:42
Jul 23 17:09:42

second

Jul 23 17:09:42
Jul 23 17:09:42
Jul 23 17:09:42
Jul 23 17:09:42
Jul 23 17:09:42

red MailScanner[7189]:
red MailScanner[7189]:
red MailScanner[7189]:
red MailScanner[7189]:

Jul 23 17:09:42 red postfix/qmgr[7163]:
size=6731, nrcpt=1 (queue active)
red MailScanner[7189]:
red MailScanner[7189]:
red MailScanner[7189]:
red MailScanner[7189]:
red MailScanner[7189]:

Jul 23 17:09:38 red MailScanner[7189]: Spam Checks: Starting

Jul 23 17:09:42 red MailScanner[7189]: Message TECA19C75D. A8176 from 127.0.0.1
(root@red. postfix. internal) to postfixtest.com is spam, SpamAssassin (not cached,
score=12. 298, required 6, autolearn=disabled, DNS FROM_ OPENWHOIS 2.43, URIBL BLACK 1. 96,
URIBL GREY 0. 25, URIBL OB SURBL 2.13, URIBL RHS DOB 0.90, URIBL SC SURBL 2.52,
URIBL WS SURBL 2.10)
red MailScanner[7189]:
red MailScanner[7189]:

Spam Checks: Found 1 spam messages
Spam Actions: message TECA19C75D. A8176 actions are

Spam Checks completed at 1727 bytes per second
Requeue: 7TECA19C75D. A8176 to 4E2789C75C
Uninfected: Delivered 1 messages

Virus Processing completed at 293329 bytes per

4E2789C75C: from=<root@red. postfix. internal>,

Deleted 1 messages from processing—database

Batch completed at 385 bytes per second (6961 / 18)
Batch (1 message) processed in 18.08 seconds
Logging message TECA19C75D. A8176 to SQL

“Always Looked Up Last” took 0.01 seconds

3. RIE B A A AT SIS C“obat” , “lexe” , “Ucom” ) BBAFREAT A

5.5.3 & MailWatch Web Ui

L. HEPEIRZS LI




) MailWatch for MailScanner, - Recent Messages - Mozilla Firefox

test@postfi st.com

17 101
23/07/10 . .
[1] 17:15:45 test@postfixtest.com test2 @postfixtest.com
23407710 .. .
17109142 root@red, postfiz.internal test@postfixtest.com

test mail for anti virus
test mail

TBTF ping for 2001-04-20: Reviving

2.6Mb

6.8Kb

0.00 Clean

12,30 Spam

Fage gererated in 4.181308 seconds

IHE) &WiBE) EHE(N) HEE) FHEE) TR #HEhH)
p . 0 I
@ - c (al |j http:ffrail postfistest . com/mallscanner fstatus.php T 'l' V.
[ ] mailwatch for MailScanner - Rece... | +
Color Codes Status Today's Totals
Bad I MailScanner: z children| |Processed: & 2.6Mb
N Content/Infected Postfix: 1 procisy| [Clean: 2 33.3%
g@ Spam Load Awerage: 0,17 0.20 0,18 | |Wiruses: 0 0.0%
High Spam [ | Mail Queues Top Yirus: Mone
! MCP . ilaa o
mailwartch sourceforge. nec . Inbound: of |Blocked filss: o 0.0%
High MCP B |cutbound: | [others: 0 0.0%
Wwhitelisted Spam: 5T
Blacklisted | High Scoring Spam: 1 16.7%
Jump to message: ) oJ S L
& d | | Clean MCP: 0 0.0%
High Scoring MCP: 0 0.0%
|[Recent Messages Lists Quarantine Reports Tools/Links Logout |
Last 50 Messages {Refreshing every 30 seconds)
# Date/Time From To Subject Size SA Score Status
[1] i?"?;’?g test@postfiztest.com  Warning: E-mail viruses detected 1.3Kb 13.45 Spam
23/07/10 B 7 .
[ 1] 17.19:17 postmaster@red.postfix.internal  postmaster Bad Filename Detected 1.6Kb 5,81 Clean

2. HBAFRE B X LI

) MailWatch for MailScanner - Quarantine Viewer - Mozilla Firefox

# Date/Time (A/D) From {A/D)

7 01 st.com

Fage geparated in 5006268 seconds

IE)  $RIB(E) BE(Q) BHiS) FHEE) ITAO) #EhH)
@ - c (al |j http:/ mail. postfixtest.comfmailscanner fquarantine. php?dir=2010072 57 - -'lv ,
|j Mail¥¥atch for MailScanner - Quar... -+ -
Color Codes Status Today's Totals
Bad MailScanner: 3 children| [Processed: 6 2.6Mb
. Content/Infected Postfix: 1 proc{s)| [Clean: 2 33.3%
g@ Spam Load Average: 0.33 0.23 0.19 | |viruses: 0 0.0%
High Spam [ | Mail Queues Top Virus: Mone
! MCP . ilac: 2
mailwartch sourceforge. nec . Inbound: 0| |Blacked files: o 0.0%
High MCP B |cutbound: | [others: 0 0.0%
Wwhitelisted Spam: 7 53.3%
. Blacklisted . High Seoring Spam: 1 16.7%
Jump to message: | | letonn - +—
High Scoring MCP: 0 0.0%
|[Recent Messages Lists Quarantine Reports Tools/Links Logout |
Folder: 23/07 /2010
Subject {A/D)




5.6 /NgE

e UL ERIECE, R AL BB D g e AN, BATIE T E 4 MailScanner fRCE
fF, X HCKEALR, ALHR%, B MailScanner H 3% FRIAHSESCM:, XHEFAHERT .



7N. ‘w3 Web Mail

Webmail HIRZ F, #l: Squirrelmail, Horde—-webmail, Roundcubemail, Extmail, OpenWebmail

Vv
=38

6.1 g TAE

‘B J7M3G: http://roundcube.net/

6.1.1 T 2% Roundcubemail

Pi: Cent0S 5 % F—5E%H 0.3-stable iff). Cent0S 5 PHP & 5.1.16 FRA,
Roundcubemail FFsRKIRAAE 5.2 FrUAZAFH 0.3.1 i) Roundcubemail

6. 1.2 ‘%% php FHHK A

Roundcubemail &M php 4n'51—B RS, WM php — N, Kb IRATHEH D1 php f1222% 1.

shell# yum install -y php—xml php—mcrypt

6.2 43 Roundcubemail
6.2. 1 %%% php FHOCEAF

s “edl” Wpl ZF Roundcubemail AR ESEE] WEB IR4S2EM DocumentRoot 1% R,

shell#t tar zxvf roundcubemail-0.3-stable. tar. gz —C /var/www/
shell# cd /var/www/

shell# chown -R vmta.vmta roundcubemail-0.3-stable/

shell# 1n -s roundcubemail-0.3-stable/ roundcubemail

6.2.2 BOE Mysql %dhE
1. ##37 roundcubemail ##EFERM Mysql 5
mysql> CREATE DATABASE roundcubemail;

mysql> GRANT ALL PRIVILEGES ON roundcubemail.* TO roundcubemail@localhost IDENTIFIED BY
" pabswd’ ;

2. FhateMysal Kol

shell# mysql —uroot —p roundcubemail < /var/www/roundcubemail/SQL/mysql. initial. sql

6.2.3 HE Roundcubemail

Roundcubemail #KLFE config/ Hak FHCE 2R E XM, BRAAT sample XM, W7 H O E


http://sourceforge.net/projects/roundcubemail/files/
http://roundcube.net/

_A‘Fo
L P e P T S

shell# cd /var/www/roundcubemail/config
shell# cp db. inc. php. dist db. inc. php

528 /var/www/roundcubemail/config/db. inc. php XA, fn N1&Mk:

"mysql://roundcube:pass@localhost/roundcubemail’ ;

‘ $rcmail config[’ db dsnw’ ]

U

‘ $remail configl[’db dsnw’ ] = 'mysql://roundcubemail:pabswd@localhost/roundcubemail’ ;

2. BCE BRCE S

shell# cd /var/www/roundcubemail/config

shell# cp main. inc. php. dist main. inc. php

588 /var/www/roundcubemail/config/db. inc. php XA, fn F1&k:

1B T T LI 25

$rcmail configl’ default host’ ] = " localhost’ ;

$rcmail config[’ username domain’ ] = postfixtest.com’ ;
$rcmail config[’ mail domain’] = ’postfixtest.com’ ;
$rcmail configl’ smtp server’ ] =’ localhost’ :

$rcmail configl’ product name’ ] = " Webmail  ;

6.3 Bl'E apache

6.3.1 3 /etc/httpd/conf. d/roundcubemail. conf A4

WAWR:

Alias /roundcubemail ”/var/www/roundcubemail/”
{Directory /var/www/roundcubemail/>
Options Indexes FollowSymLinks MultiViews
AllowOverride None
Order allow, deny
allow from all
{/Directory>

6. 3.2 EJ3 3l apache

shell# /etc/init.d/httpd restart



6.3.3 Vjinl roundcubemail

Yilkl: http://mail. postfixtest. com/roundcubemail

&) Webmail :: ZIH{3 FH Webmail - Mozilla Firefox
IHE) smiR(E) =R [BH(S) HEE) IET  #FihH)

@ - (ar | httpfimal postfistest, 77 < | - yo

&) webmail :: Zzin i Webmail + \

roundcube Q
Free webmail for the masses

HaEH Webmail

APE [test |

=Ry | [ITITTT] |

di
2!

6.4 Bt'® Roundcubemail Pt & ffif4:
6. 4. 1 EECHIHE1T
1. B4 B S

shell# cd /var/www/roundcubemail/plugins/password
shell# cp config. inc. php. dist config. inc. php

&4 /var/www/roundcubemail/plugins/password/config. inc. php SCAE, F5EifE050M Ab .

$rcmail configl’ password db dsn’] = “mysql://pfadmin:pabswd@localhost/postfix’ ;

$rcmail configl’ password query ] = “UPDATE mailbox SET
password=ENCRYPT (%p, concat ( utf8 $1$ , right (md5(rand()), 8), utf8 $ )) WHERE username=%u
LIMIT 17;

2. R SRR 3

7 zh CN. inc XAF , #(#|] /var/www/roundcubemail/plugins/password/localization H3E .
ER: zh ON.inc SCAFAZUH UTF-8 4mhd frA7, 15 )[Rl ELAS o

<{?php

$labels = array();
$labels[’ changepasswd ] =10 ;
$labels[ curpasswd’ ] = |HZMG: ;




$labels[ newpasswd ] = &g ;
$labels[’ confpasswd ] =" Hr#iahiN:" ;

$messages = array() ;
$messages[’ nopassword’ ] =~ iHFWIAFEME,

$messages[’ nocurpassword’ ] = T iFHiANIHEM,
$messages[’ passwordincorrect’ ] = IHZAIEM. ;

$messages[’ passwordinconsistency’ ] = " PIKEIAFHT E A ILHL .
$messages[’ crypterror’ ] = " INE RN, BrE B SCRM. 7
$messages[’ connecterror’ ] = "R, BFrEmE S RN,
$messages[’ internalerror’ | =~ BH{RAERIM. ;

>

6.4. 2 managesieve ffiff

managesieve FNCE CAFREARNHEM, KEHAREHIK config. inc. php BT,

shell#t cd /var/www/roundcubemail/plugins/managesieve
shell# cp config. inc. php. dist config. inc. php

6. 4.3 {FIdLEER

&858 /var/www/roundcubemail/plugins/password/config. inc. php A4

$rcmail config[’ plugins’ ] = array( password’ , managesieve’ ) ;

6. 4.4 MR
L. ABSCE S

¥) RoundCube Webmail :: #o%F#) — Nozilla Firefox
FHE WEBE TFEW REe #$EeE IE@ o

6 - c ot 0 httpiffmail.postfixtest. com_.’rou.ndcubemail,f'?_talesettir ﬁ? - l-.lv J_

& EoundCube Tebmail :: HEXIEEH +- =

console l@ B FARE @ R R i L @ T

roundcube w

Free webmail for the masses

| RIFEE | ks | zepemoss | g | = |

£ ok e

B3 |
waEg: | |
srhamiL |




2. managesieve FLf

managesieve SfEH I H S N sieve H, #RJ5 managesieve ffifFSTEZH X M@ L—1M4
A roundcube. sieve M0, CAFHTNE dovecot—sieve ALFEMRAHIFLIN, dovecot—-sieve <x#R4EH
1) sieve Hgk NMISCAFSCAFREATIRAE. . postfixtest. com [ test 4§ NS

postfixtest. com/test/sieve/roundcube. sieve

NS I AR R S5 At S RN, AT Vacation THAREWUT 7. —EAIKE T, WL
Eox®) WEB Mail wE—F.

) RoundCube Webmail :: iiE# — NMozilla Firefox
THFE HwmEE ZEEW MEE #HEe IAT FEEHw

é - c A et 0 http:ffmail.postfixtest.r:omfrou.ndr_‘ubemail,"?_task:settings&_acti0:ﬁ_{\_f - -." Google )-'|
J Onou.ndl:u'be Tebmail :: HER |T| |T
console e L CUTER x T
roundcube 'hi"
Free webmail for the masses
| meras | ez | mereesin | dies =D

|

Lé u | | consale

HERERH: |test |
dEEEH
o ——

O megzprgan O MR EE—&AN @ sraane:

. AATECFERE
Meszage body (vacation reazon]:

.

EEUTREE vl

Additional list of recipient e-rmails (comma separated]:

How often send messages (in days):

| £




+. WCE SMTP/POP3/HTTP [ TLS g
7.1 W'E OpenSSL

7. 1.1 #ifE root CA
1. &i openss] Mt & SC1F

&% openss] BB L /etc/pki/tls/openssl. enf

‘dir =../../CA # Where everything is kept
5959
‘dir = /etc/pki/CA # Where everything is kept

2. %% CA YA

‘shell# yum -y install openssl-perl

3. A% Root CA

w3

shell#t cd /etc/pki
shell# mv CA CA. bak

4 B Root CA

shell#t cd /ete/pki/tls/misc/
shell# . /CA.pl —newca

TR A TR A L S € A BN
CA certificate filename (or enter to create)

Making CA certificate ...

Generating a 1024 bit RSA private key
o

o+

writing new private key to ’../../CA/private/cakey. pem’
Enter PEM pass phrase:<YourPassword>
Verifying — Enter PEM pass phrase:<YourPassword>

’

You are about to be asked to enter information that will be incorporated
into your certificate request

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank




For some fields there will be a default value,

If you enter . , the field will be left blank.

Country Name (2 letter code) [GB]:CN

State or Province Name (full name) [Berkshire]:Liaoning

Locality Name (eg, city) [Newbury]:Dalian

Organization Name (eg, company) [My Company Ltd]:PostfixTest Ltd
Organizational Unit Name (eg, section) []:IT Support

Common Name (eg, your name or your server s hostname) []:mail.postfixtest.com
Email Address []:postmaster@ostfixtest. com

Please enter the following ' extra’ attributes
to be sent with your certificate request
A challenge password []:
An optional company name []:
Using configuration from /etc/pki/tls/openssl. cnf
Enter pass phrase for ../../CA/private/cakey. pem:<YourPassword>
Check that the request matches the signature
Signature ok
Certificate Details:
Serial Number:
bf:22:a5:55:€9:d7:3b:ac
Validity
Not Before: Jul 24 02:44:11 2010 GMT
Not After : Jul 23 02:44:11 2013 GMT

Subject:
countryName = CN
stateOrProvinceName = Liaoning
organizationName = PostfixTest Ltd
organizationalUnitName = IT Support
commonName = mail. postfixtest. com
emailAddress = postmaster@ostfixtest. com

X509v3 extensions:

X509v3 Subject Key Identifier:
91:D0:F2:40:E9:55:CB:66:99:83:28:C8:CE:40:92:FC:6F:89:88:76

X509v3 Authority Key Identifier:
keyid:91:D0:F2:40:E9:55:CB:66:99:83:28:C8:CE:40:92:FC:6F:89:88:76
DirName:/C=CN/ST=Liaoning/0O=PostfixTest Ltd/OU=IT

Support/CN=mail. postfixtest. com/emailAddress=postmaster@ostfixtest. com

serial :BF:22:A5:55:E9:D7:3B:AC

X509v3 Basic Constraints:
CA:TRUE
Certificate is to be certified until Jul 23 02:44:11 2013 GMT (1095 days)

Write out database with 1 new entries
Data Base Updated

R A

FVISCA: /ete/pki/CA/private/cakey. pem
MAFPE . /ete/pki/CA/cacert. pem



18 SR BH SCAF A BR

shell# chmod 600 /etc/pki/CA/private/cakey. pem

7.1.2 A req U FIFAEH
1. R H

shell# mkdir /etc/pki/myca
shell# cd /etc/pki/myca

2. "Bl req SCIFRIFAR

‘shell# openssl req —new —nodes —keyout mailprivatekey.pem —out mailreq.pem —days 3650

I A

Generating a 1024 bit RSA private key
Ft++

You are about to be asked to enter information that will be incorporated
into your certificate request

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.’, the field will be left blank.

Country Name (2 letter code) [GB]:CN

State or Province Name (full name) [Berkshire]:Liaoning

Locality Name (eg, city) [Newbury]:Dalian

Organization Name (eg, company) [My Company Ltd]:PostfixTest Ltd
Organizational Unit Name (eg, section) []:IT Support

Common Name (eg, your name or your server s hostname) []:mail.postfixtest.com
Email Address []:postmaster@ostfixtest. com

Please enter the following ' extra attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:

AR SCA

FAEASCAY: /ete/pki/myca/mailprivatekey. pem
R /ete/pki/myca/mailreq. pem

1B BURAPIRL IR

shell# chmod 600




YA SO A AR A AN req SCA

shell# 1s -1 /etc/pki/myca

total 8

—“rw——————— 1 root root 887 Jul 24 10:49 mailprivatekey. pem
-rw—r—r— 1 root root 741 Jul 24 10:49 mailreq. pem

F _FIE ST mailprivatekey. pem A FAE] , mailreq. pem 4 req 30

8.1.3 &% req X

shell# openssl x509 -req —days 3650 —in mailreq. pem —signkey mailprivatekey. pem —out
mailcert. pem

it A 7

Signature ok

subject=/C=CN/ST=Liaoning/L=Dalian/0=PostfixTest Ltd/OU=IT
Support/CN=mail. postfixtest. com/emailAddress=postmaster@ostfixtest. com
Getting Private key

H root CA RHIBIFAPII H kA

shell# cp /etc/pki/CA/cacert. pem /etc/pki/myca

8. 1.4 AWM~ RHCH

shell#t 1s -1 /etc/pki/myca/

total 16

-rw—r——r— 1 root root 3685 Jul 24 10:58 cacert. pem
-rw—r—1r— 1 root root 1034 Jul 24 10:57 mailcert. pem
—“TW——————— 1 root root 887 Jul 24 10:49 mailprivatekey. pem
-rw—r—r— 1 root root 741 Jul 24 10:49 mailreq. pem

7.2 WC'E Postfix W TLS

7.2.1 Pt E RS 28 TLS

B /etc/postfix/master. cf LI

S T %
smtps inet n - n - - smtpd

—o smtpd_tls wrappermode=yes —o smtpd sasl auth enable=yes

B /etc/postfix/main. cf HEhI—FJLAT



### tls setting for smtp server

smtpd tls key file = /etc/pki/myca/mailprivatekey. pem
smtpd tls cert file = /etc/pki/myca/mailcert. pem

smtpd tls CAfile /etc/pki/myca/cacert. pem
smtpd_use tls = yes

smtpd_tls security level = may
smtpd_tls received header = yes
#tsmtpd enforce tls = yes
smtpd tls loglevel = 2

Vi : BRIAMT, postfix M TLS s&AB I X T AsmFMEH STARTTLS , fHH T iifcE :

# Postfix 2.3 and later
smtpd_tls security level = may
# Obsolete, but still supported
smtpd use tls = yes

PRI SR IR smtp f#i1] STARTTLS , A Fififd & -

# Postfix 2.3 and later

smtpd_tls security level = encrypt
# Obsolete, but still supported
smtpd_enforce tls = yes

7.2.2 FUE R ain TLS

### tls setting for smtp client

smtp_use_tls = yes

smtp_tls key file = /etc/pki/myca/mailprivatekey.pem
smtp_tls cert file = /etc/pki/myca/mailcert. pem

smtp tls CAfile = /etc/pki/myca/cacert. pem

#smtp tls policy maps = hash:/etc/postfix/tls policy maps

HJH3) postfix k5

7.3 Ft'E Dovecot M HF TLS

1 /etc/dovecot. conf FR¥NINAN T PN :

verbose ssl = no
ssl key file = /etc/pki/myca/mailprivatekey. pem
ssl cert file = /etc/pki/myca/mailcert. pem

A3 dovecot k%

7.4 ME Apache Y HFTLS

7.4.1 TPl'E apache ] ss1 Ihfg




1t /etc/httpd/conf. d/ssl. conf "PERINWIT N
SSLCertificateFile /etc/pki/tls/certs/localhost. crt
SSLCertificateKeyFile /etc/pki/tls/private/localhost. key
B3R

SSLCertificateFile /etc/pki/myca/mailcert. pem

SSLCertificateKeyFile /etc/pki/myca/mailprivatekey. pem

ServerName mail. postfixtest. com

)4 3] apache x5

7.5 WK TLS

7.5.1 JHEAENR

A postfixtest. com 3845 gmailtest. com UM, BHPIASMTA 2[R K1k MEAF (1) I
g TLS JraCl s, fREfd 2 MJr:

l. &% postfix MHE, BB RAE TLS HfE &,

2. BF qmailtest.com M HMEREE, HBAKA TLS MfEE.

RAGEE, 7ER Al TLS kfd, Rz

1. 45HAB MTA KREMBER H A&

Jul 24 11:52:56 postfix postfix/smtpd[2877]: connect from unknown[192. 168. 1. 100]

Jul 24 11:52:56 postfix postfix/smtpd[2877]: setting up TLS connection from
unknown[192. 168. 1. 100]

Jul 24 11:52:56 postfix postfix/smtpd[2877]: Anonymous TLS connection established from
unknown[192. 168. 1. 100]: TLSvl with cipher RC4-MD5 (128/128 bits)

Jul 24 11:52:56 postfix postfix/smtpd[2877]: CE57594959: client=unknown[192.168. 1.100],
sas]l method=LOGIN, sasl username=test@postfixtest.com

Jul 24 11:52:56 postfix postfix/cleanup[2885]: CE57594959: message—
1d=<DBE5E5305933443E9FE82B302C5D8796@zhoul j>

Jul 24 11:52:56 postfix postfix/aqmgr[2697]: CE57594959: from=<test@postfixtest.com>,
size=1510, nrcpt=1 (queue active)

Jul 24 11:52:56 postfix postfix/smtpd[2877]: disconnect from unknown[192.168. 1.100]
Jul 24 11:52:57 postfix postfix/smtp[2887]: certificate verification failed for

mx1. gmailtest. com[192. 168. 1. 80]:25: untrusted issuer /0=Qmail Toaster Server/OU=For
testing purposes only/CN=www. gmailtoaster. com

Jul 24 11:52:57 postfix postfix/smtp[2887]: CE57594959: to=<test@gmailtest.com>,
relay=mx1. gmailtest. com[192. 168. 1. 80]:25, delay=0.34, delays=0.08/0.02/0.22/0.02,
dsn=2.0.0, status=sent (250 ok 1279943578 qgp 6525)

Jul 24 11:52:57 postfix postfix/qmgr[2697]: CE57594959: removed




2. TrF qgmailtest.com I ARG LG B

Return—-Path: <{test@postfixtest.com>
Delivered-To: test@gmailtest. com
Received: (gmail 6526 invoked by uid 89); 24 Jul 2010 03:52:58 —-0000
Received: from unknown (HELO red. postfix. internal) (192.168. 1.70)
by blue.gmail. internal with (DHE-RSA-AES256-SHA encrypted) SMTP; 24 Jul 2010 03:52:58
-0000
Received-SPF: pass (blue.gmail. internal: SPF record at postfixtest.com designates
192. 168. 1. 70 as permitted sender)
Received: from creditzhoulj (unknown [192.168.1.100])
(using TLSvl with cipher RC4-MD5 (128/128 bits))
(No client certificate requested)
by red. postfix. internal (Postfix) with ESMTPSA id CE57594959
for <test@gmailtest.com>; Sat, 24 Jul 2010 11:52:56 +0800 (CST)
Message—1D: <DBE5E5305933443E9FE82B302C5D8796@creditzhoul j>
From: <{test@postfixtest. com>
To: <test@gmailtest. com>
Subject: test mail

7.5.2 MHAD MTA B2 LE I,

XM gmailtest. com 3845 postfixtest. com MUARMIA:, EFH WA MTA 2 [A] A& M Ry It
e TLS 7=l s, TR a Ny :

1. &F postfix MWHE, BRI REERA TLS 1IEE;

2. BF postfixtest.com WM ELGE, GHEA TLS HIEE.

KA N 25 -

L AR (1 H 35

Jul 24 11:59:07 postfix postfix/smtpd[2890]: connect from unknown[192.168. 1.80]

Jul 24 11:59:08 postfix postfix/smtpd[2890]: setting up TLS connection from
unknown[192. 168. 1. 80]

Jul 24 11:59:08 postfix postfix/smtpd[2890]: Anonymous TLS connection established from
unknown[192. 168. 1. 80]: TLSvl with cipher DHE-RSA-AES256-SHA (256/256 bits)

Jul 24 11:59:08 postfix postfix/smtpd[2890]: 1186F94959: client=unknown[192. 168. 1. 80]
Jul 24 11:59:08 postfix postfix/cleanup[2897]: 1186F94959: message-
id=<eaac39ac17db174b65d61714bf399276. squirrel@192. 168. 1. 80>

Jul 24 11:59:08 postfix postfix/qmgr[2697]: 1186F94959: from=<test@qmailtest.com>,
size=1054, nrcpt=1 (queue active)

Jul 24 11:59:08 postfix postfix/smtpd[2890]: disconnect from unknown[192. 168. 1. 80]

Jul 24 11:59:08 postfix postfix/pipel[2899]: 1186F94959: to=<{test@ostfixtest.com>,
relay=dovecot, delay=0.18, delays=0.14/0.01/0/0.03, dsn=2.0.0, status=sent (delivered via
dovecot service)

Jul 24 11:59:08 postfix postfix/qmgr[2697]: 1186F94959: removed

2. BF postfixtest. com I IR HIME KIF B

Return-Path: <{test@gmailtest.com>
Delivered-To: test@postfixtest.com




Received: from blue. gmail. internal (unknown [192.168. 1.80])
(using TLSvl with cipher DHE-RSA-AES256—-SHA (256/256 bits))
(No client certificate requested)
by red.postfix. internal (Postfix) with ESMTPS id 1186F94959
for <test@postfixtest.com>; Sat, 24 Jul 2010 11:59:08 +0800 (CST)
Received: (gmail 6602 invoked by uid 89); 24 Jul 2010 03:59:08 -0000
Received: from unknown (HELO ?192.168.1.80?) (127.0.0.1)
by blue. gmail. internal with SMTP; 24 Jul 2010 03:59:08 —0000
Received: from 192.168. 1. 100
(SquirrelMail authenticated user test@gmailtest.com)
by 192.168.1.80 with HTTP;
Sat, 24 Jul 2010 11:59:08 +0800
Message—ID: <eaac39acl7dbl74b65d61714bf399276. squirrel@192. 168. 1. 80>
Date: Sat, 24 Jul 2010 11:59:08 +0800
Subject: test mail from gmailtest
From: test@gmailtest.com
To: test@postfixtest. com

7.5.3 #&F& Dovecot Hi&

FEMBAE e IR P TLS Wefi, &R dovecot Hiks, A7 RN

Jul 24 12:13:40 postfix dovecot: pop3—login: Disconnected (auth failed, 5 attempts):
user=<{test@test. com>, method=LOGIN, rip=192.168.1.100, 1ip=192.168.1.70, TLS

Jul 24 12:13:49 postfix dovecot: pop3—login: Login: user=<test@postfixtest.com>,
method=PLAIN, rip=192.168.1.100, 1ip=192.168.1.70, TLS

Jul 24 12:13:50 postfix dovecot: POP3(test@postfixtest.com): Disconnected: Logged out
top=0/0, retr=11/10375, del=11/11, size=10194

7.5.4 &5F Apache HE

Yiln): https://mail. postfixtest. com/roundcubemail , &F /var/log/httpd/ssl request log
HiE&, AuF W

[24/Jul/2010:12:21:06 +0800] 192.168.1.100 TLSvl DHE-RSA-AES256-SHA ”“GET
/roundcubemail/skins/default/images/display/loading. gif HTTP/1.1” 2942
[24/Jul/2010:12:21:05 +0800] 192. 168.1.100 TLSvl DHE-RSA-AES256-SHA “GET /roundcubemail/?
_task=mail& action=1ist& mbox=INBOX& page=1& remote=1& =1280891631048& unlock=1 HTTP/1.1”
413




J\. HEEH
8.1 %% mailgraph

mailgraph S&— B A B perl 485 3E T RRDtool [f] postfix Fl sendmail [HEDHT
TH, #matrHEER B By FREARHREE.

8. 1.1 ‘¢34 mailgraph fKHiH) perl FEELF1 RRDtool fEik
1. ‘%3 RRDtool

‘B M uk: http://oss.oetiker.ch/rrdtool/
N#hk: http://packages.sw.be/rrdtool/

mailgraph /£LL RRDtool NFEREFFAR M), FTLLSC %S RRDtool Akbk:

shell# rpm —ivh rrdtool-1.2.30-1. elb. rf. i386. rpm perl-rrdtool-1. 2. 30-1. el5. rf. i386. rpm

2. ¥ perl-File-Tail f4

bk http:/packages.sw.be/perl-File-Tail/

shell# rpm —ivh perl-File-Tail-0.99. 3-1. 2. el5. rf. noarch. rpm

8.1.2 %% mailgraph

mailgraph 42 David Schweikert 451,
bk http://mailgraph.schweikert.ch/

shell#t tar zxvf mailgraph-1.14. tar.gz —C /usr/local/
shell# cd /usr/local/

shell#t 1n -s mailgraph-1. 14/ mailgraph

shell# cd mailgraph

shell# mkdir /var/www/mailgraph

shell# cp mailgraph. cgi mailgraph. css /var/www/mailgraph
shell# chown -R vmta /var/www/mailgraph

508 mailgraph. pl #85%€ .rrd XXfHEE

my $rrd = “mailgraph.rrd”;
my $rrd virus = “mailgraph virus.rrd”;

B

my $rrd = ”/var/www/mailgraph/mailgraph. rrd”;
my $rrd virus = ”/var/www/mailgraph/mailgraph virus.rrd”;

1504 mailgraph—-init


http://mailgraph.schweikert.ch/
http://packages.sw.be/perl-File-Tail/
http://packages.sw.be/rrdtool/
http://oss.oetiker.ch/rrdtool/

MAILGRAPH PL=/usr/local/bin/mailgraph. pl
MAIL LOG=/var/log/syslog

B

MATLGRAPH PL=/usr/local/mailgraph/mailgraph. pl
MAIL LOG=/var/log/maillog

Bl 'E mailgraph & zhHIA

shell# cp mailgraph—-init /etc/init.d/mailgraph
shell#t chmod 755 /etc/init.d/mailgraph

shell#t /etc/init.d/mailgraph start

shell# chkconfig mailgraph on

I & apache , & /etc/httpd/conf. d/mailgraph. conf

shell# vi /etc/httpd/conf. d/mailgraph. conf

W~ N2

ScriptAlias /mailgraph/ ”/var/www/mailgraph/”
{Directory /var/www/mailgraph/>

AllowOverride AuthConfig

AuthType Basic

AuthName “Restricted Files”

AuthUserFile /etc/httpd/conf/mailadmin. passwd

Require user mailadmin

Options ExecCGI

Order deny, allow

Deny from all

Allow from 127.0.0.1 192. 168. 1
{/Directory>

i J2 5 apache

shell#t /etc/init. d/httpd reload

P AT 8] mailgraph T, Hbilik: http://mail. postfixtest. com/mailgraph/mailgraph. cgi



) Mail statistics for red. postfix.internal - Mozilla Firefox

EHE) H#EE) FFY) HERE) BEE) IAT) Fkhid)

- L httpeffmail postfistest.comfmalaraphfmalar <7 - 2 - £

| ] Mail statistics for red.postfix.inte... | + -

Mail statistics for red. postfix. internal

# Last Day
e Last Week

s Last Nonth
e Last Year

Last Day
0.4 1
0.3
;i o.2
: 0.1 " ”
@.a

16:00 18:08 20:00 22:00 @2:00 02:00 O4:00 0Q6:00 O0F:00 19:00 12:00 14:00
H Sent total: 4 msgs  avg: 0,00 msgs/min  max: 1 msgs/min
B Received total: 12 msgs avg: 0.01 msgs/min max: 2 msgs/min
[Sun Jul 25 14:26:21 2010]

Foh

8.2 3 awstats

Awstats sEARF LT I H G TH, 7 Ao # Web, Mail, FTP 45 H .

BJiMiE:  http://awstats. sourceforge. net

8.2.1 % awstats

shell#t tar zxvf awstats—6.95. tar.gz -C /usr/local/
shell# cd /usr/local/
shell#t 1n —-s awstats—6.95/ awstats

Awstats H3F docs HFHMAFE RS, Mail HEDHTHISCRS N awstats fag. html XA,
A4k FAQ-COM100, J&A mail HEAFW E 1.

8.2.2 ffiH] awstats 2347 Web H &

I DL S


http://awstats.sourceforge.net/

shell#t cd /usr/local/awstats/tools
shell#t . /awstats configure. pl

R R I R
#i N\ apache [MJHCE CAFI'E: /etc/httpd/conf/httpd. conf

Config file path (' none’ to skip web server setup):
> /etc/httpd/conf/httpd. conf

g NHl AWStats fc & SCHE

***** > Need to create a new config file ?
Do you want me to build a new AWStats config/profile

file (required if first install) [y/N] ? vy

YN profile ZHR: web

Your web site, virtual server or profile name:
> web

Wi\ awstats PCE SCHATE:

————— > Define config file path
In which directory do you plan to store your config file(s) ?

Default: /etc/awstats
Directory path to store config file(s) (Enter for default):

>

04¥ url #udik: http://localhost/awstats/awstats. pl?config=web

2. NI EMH X

shell# mkdir —p /usr/local/awstats/data/web

3. B awstats Bt'E /etc/awstats/awstats. web. conf

LogFile="/var/log/httpd/access log”

DirData="/usr/local/awstats/data/web”

4. mpHTHE

shell#t perl /usr/local/awstats/wwwroot/cgi-bin/awstats.pl —config=web —update

5. Vi) web T1H

http://mail. postfixtest. com/awstats/awstats. pl?config=web



) Statistics for web (2010-07) - main, - Mozilla Firefox
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|j Statistics for web (2010-07) - main, -+
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8.2.3 f¥i] awstats

L A plle B

SFrMail Hi&

shell#t cd /usr/local/awstats/tools
shell#t . /awstats configure. pl

Fe PSRN T IS R
#i N apache HIMCE CAFA7E: /etc/httpd/conf/httpd. conf

Config file path

(C none’ to skip web server setup):

> /etc/httpd/conf/httpd. conf

BUEE—ANHT AWStats Mt E SCfE

————— > Need to create a new config file ?
Do you want me to build a new AWStats config/profile
file (required if first install) [y/N] ? vy

i profile ZFR:

mail

Your web site, virtual server or profile name:

> mail




Wi\ awstats MCE SO E :

————— > Define config file path
In which directory do you plan to store your config file(s) ?

Default: /etc/awstats
Directory path to store config file(s) (Enter for default):

>

14¥ url Hitik: http://localhost/awstats/awstats. pl?config=mail
2. @V FTFEMRHR
shell# mkdir —p /usr/local/awstats/data/mail

3. i awstats it E /etc/awstats/awstats.mail. conf

”

LogFile="perl /usr/local/awstats/tools/maillogconvert.pl standard < /var/log/maillog

LogType=M

LogFormat="%time2 %email %email r %host %host r %method %url %code %bytesd”

DirData="/usr/local/awstats/data/mail”

4. HHrHE

shell#t perl /usr/local/awstats/wwwroot/cgi—-bin/awstats.pl —config=mail —update

5. Vil web T[]

http://mail. postfixtest. com/awstats/awstats. pl?config=mail
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8.2.3 HamirHE W E

crontab HIALIF A

0 */4 * % % /usr/bin/perl /usr/local/awstats/wwwroot/cgi-bin/awstats.pl —config=mail

—update
0 */4 * % % /usr/bin/perl /usr/local/awstats/wwwroot/cgi-bin/awstats.pl —config=web

—update




L. # ARG
9.1 4 RGN

/etc/hosts
/etc/sysconfig/network
/etc/sysconfig/network-scripts/ifcfg—eth0

9.2 M RSHCE

9.2.1 Postfix Jt'& i

/etc/postfix/main. cf
/etc/postfix/master. cf
/etc/postfix/mysql virtual alias maps.cf
/etc/postfix/mysql virtual domains maps. cf
/etc/postfix/mysql virtual mailbox maps. cf
/etc/postfix/mysql virtual sender maps. cf

9.2.2 dovecot ML E

/etc/dovecot. conf
/etc/dovecot-mysql. conf

9.2.3 MailScanner A& 30
/etc/MailScanner/ H 3%

9.2.4 apache P& X

/etc/httpd/conf/httpd. conf
/etc/httpd/conf/mailadmin. passwd
/etc/httpd/conf. d/mailgraph. conf
/etc/httpd/conf. d/mailwatch. conf
/etc/httpd/conf. d/postfixadmin. conf
/etc/httpd/conf. d/roundcubemail. conf
/etc/httpd/conf. d/ssl. conf

9.2.5 awstats HCE M

/etc/awstats/awstats. mail. conf
/etc/awstats/awstats. web. conf

9.2.6 UETCAF
/etc/pki/myca/

9.3 H &



9.3.1 Mysql $¥8 &4y

postfix
mailscanner

mysqldump —uroot —p postfix > postfixadmin mysql. sql
mysqldump —uroot —p mailscanner > mailscanner mysql. sql

9.3.2 NP

/usr/local/awstats—6. 95
/usr/local/mailgraph—1. 14
/usr/local/mailwatch-1.0.5
/var/www/mailgraph
/var/www/postfixadmin—2. 3
/var/www/roundcubemail-0. 3-stable
/var/www/html/mailscanner

9.3.3 A

/usr/local/bin/maildir—-creation. sh
/usr/local/bin/maildir—-deletion. sh

9.3.4 MM H &

/var/vmta/
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SCRY:

1. (Postfix BUHIEH)
2. {apache £ HL5Z4) )
3. {Bind and DNS)

P 3k «

http://www. bowe. id. au/michael/isp/postfix—server. htm

http://workaround. org/ispmail/lenny

B3 30k

http://www. postfix. org/documentation. html

http://wiki. dovecot. org
http://wiki. apache. org/spamassassin/FrontPage

http://www. mailscanner. info/documentation. html

http://mailwatch. sourceforge. net/doku. php



http://mailwatch.sourceforge.net/doku.php
http://www.mailscanner.info/documentation.html
http://wiki.apache.org/spamassassin/FrontPage
http://wiki.dovecot.org/
http://www.postfix.org/documentation.html
http://workaround.org/ispmail/lenny
http://www.bowe.id.au/michael/isp/postfix-server.htm
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