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Main Features

IPv6" Network Camera

Your Panasonic Network Camera supports IPv6 (Internet Protocol Version 6), IPv6
was created to address the additional IP addresses that will be needed as the
Internet continues to expand. Since the camera also supports IPv4 that's currently
used, it is "dual stack" design will seamlessly operate while IPv6 is phased in. For
more information in IPv6 you wish to visit http://www.ipv6.org/. See page 13 for
more information.

Audio 2-way Communication (Walkie-talkie Type) (IPv4 Only)

Your Panasonic Network Camera now provides 2-way audio, between the camera
and your PC. You will be able to hear the person on camera and respond using a
microphone connected to your PC's sound card (customer-provided.) They will
hear your response through the amplified speaker (customer-provided) connected
to the camera. The audio feature uses a Java™ applet that is installed during the
installation procedure.

For example, the camera can be used in the following various locations:
* Inthe baby's room, to hear if the baby is crying.

« At the front door, to see and hear who is at the door.

* Inthe children's play room, to see and hear if they are safe.

Note

PLEASE NOTE that under certain circumstances, audio/video recording may
be PROHIBITED by law. This device should be used only in compliance with
all applicable federal, state and local statutes.

Better Image Quality

The CCD sensor and the color night view mode provides better image quality and
low light performance.

+ The CCD sensor gives you clear image.

*  You can monitor live video (Motion JPEG) that refreshes its image 30 frames
per second.

+  Color night view mode allows you to monitor the camera in low illuminance.

*1

*2

To connect in IPv6, subscribe to the ISP's "IPv4/IPv6 Dual-Stack" or "IPv6 over IPv4
Tunneling" service. The camera does not work in IPv6-only network.

Audio feature does not work on mobile phones. Talk button and Listen button cannot be used
simultaneously. In IPv6, the audio feature does not work. It will be supported by the firmware
update in the future. In consequence of traffic and network environments, the audio may be
delayed or may break up.
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Various Camera Control Features

The camera pans or tilts fast in maximum 80 ° per second. (The previous model:
21 ° per second) You can control the camera at high speed from your PC or mobile
phone. Alarm position feature also allows the camera to automatically turn the lens
to the alarm position. Additionally, the following control features are available to
easily and quickly monitor the camera.

Click to Center ......... When you click a certain point on the camera image, the
point is centered on the image.

Preset Position ......... You can register 8 preset positions. When you click each
button, the image switches to its position.

Output Control ......... You can control the external devices (Open or Short to

GND) (E.g., turning the light on or ringing a buzzer).

SD Memory Card Recording

The camera has an SD memory card slot. You can record camera images to the

SD memory card. If you enable alarm buffer/transfer, you can record the image at
the timing of signal detection of door sensor or light. About 58,000 images (320 x
240 resolution and standard quality) can be recorded to 1 GB SD memory card. If
you enable 1-minute interval timer buffer/transfer, you can record the images for

about 42 days.

Enhanced Multi-Camera Page

Multi-Camera page displays up to 4 cameras while supporting each audio 2-way
communication. The previous model displays only 4 cameras, but this camera can
switch 3 sets of 4 cameras. Additionally, the camera can displays maximum 12
cameras on a page in a static image.

Supporting Viewnetcam.com service

Viewnetcam.com service allows you to access the camera over the Internet with
your favorite domain name (e.g. bob.viewnetcam.com) instead of a global IP
address.

Multi-Language Display

Top page, Single Camera and Multi-Camera page can be displayed inEnglish,
French, German, Italian, Spanish, Russian, Simplified Chinese or Japanese. The
Setup, Maintenance and Support pages are displayed only in English or Japanese.

1 SD memory card is sold separately. The camera supports 64 MB, 128 MB, 256 MB, 512 MB
or 1 GB SD memory card.

[For assistance, please call: 1-800-272-7033]



Operating Instructions

How to Use This Documentation
The camera includes the following 2 manual types.

Installation/Troubleshooting

Installation/Troubleshooting provides explanations for accessories included
with the camera, the initial configuration, and troubleshooting tips. The
Installation/Troubleshooting helps you to easily configure the camera.
Operating Instructions (This manual)

Operating Instructions explains about operations, settings, features and the
cleaning method when using the camera.

Abbreviations

UPnP™ is the abbreviation for Universal Plug and Play.
"Network Camera" is called "Camera" in this Operating Instructions.

Trademarks

Adobe, Acrobat and Reader are either registered trademarks or trademarks of
Adobe Systems Incorporated in the United States and/or other countries.

Ethernet is either a registered trademark or a trademark of Xerox Corporation
in the United States and/or other countries.

Microsoft, Windows and ActiveX are either registered trademarks or
trademarks of Microsoft Corporation in the United States and/or other
countries.

Pentium is a trademark or registered trademark of Intel Corporation or its
subsidiaries in the United States and other countries.

Java is a trademark or registered trademark of Sun Microsystems, Inc. in the
United States and other countries.

SD mark is a trademark of the SD Card Association.
Screen shots reprinted with permission from Microsoft Corporation.

All other trademarks identified herein are the property of their respective
owners.
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System Requirements for your PC

Your PC (Personal Computer) and network must meet the following technical
specifications for the camera to work properly.

For IPv4 Connection

Item Description

Operating Microsofte Windows® XP, Microsoft® Windows® 2000
System Microsofte Windows® Me, Microsofte Windows® 98SE

CPU * For viewing single camera

Pentiume 111 (800 MHz or greater is recommended.)
*  For viewing multiple cameras

Pentium 4 (1.8 GHz or greater is recommended.)

Protocol TCP/IP protocol (HTTP, TCP, UDP, IP, DNS, ARP, ICMP)

Interface 10/100 Mbps network card installed

Web Browser |Internet Explorer 6.0 or later (Not included on the Setup CD-
ROM)

Audio Audio input/output feature (Microphone or speaker)
Java 1.4.2_04

[For assistance, please call: 1-800-272-7033]
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For IPv6 Connection

Item Description
Operating Microsoft® Windows® XP Service Pack 1
System
CPU * For viewing single camera

Pentium 11l (800 MHz or greater is recommended.)
*  For viewing multiple cameras
Pentium 4 (1.8 GHz or greater is recommended.)

Protocol TCP/IP protocol (HTTP, TCP, UDP, IP, DNS, ICMPv6, NDP)

Interface 10/100 Mbps network card installed

Web Browser |Internet Explorer 6.0 or later (Not included on the Setup CD-
ROM)

Notes
*  Audio feature works only with IPv4 connection.

+  See Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for the latest
information about web browser.
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IMPORTANT SAFETY INSTRUCTIONS

When using this unit, basic safety precautions should always be followed to reduce
the risk of fire, electric shock, or personal injury.

1.

2
3.
4,
5

o

9.

10.
1.
12.
13.

14.

Read and understand all instructions.
Keep these instructions.

Heed all warnings.

Follow all instructions.

After taking away the sand or the dust on the lens cover, wipe the lens cover
with a dry cloth.

Do not install near any heat sources such as radiators, heat registers, stoves,
or other devices (including amplifiers) that produce heat.

Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the unit.

When you operate the camera, the outlet should be near the camera and
easily accessible.

Only use attachments/accessories such as stand specified by the
manufacturer.

Do not touch the unit or the AC adaptor during lightning storms.
Unplug the unit when unused for long periods of time.

Refer all servicing to qualified service personnel. Servicing is required when
the unit has been damaged in any way, such as the power cord or plug is
damaged, the unit does not operate normally, or has been dropped.

The camera is intended for indoor use only. Prolonged exposure to direct
sunlight or halogen light may damage CCD sensor.

Keep the SD memory card out of reach of children to prevent swallowing.

SAVE THESE INSTRUCTIONS

[For assistance, please call: 1-800-272-7033]
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1 Camera Monitoring

1.1 Accessing the Camera
Start up the web browser on your PC.

Enter "http://IPv4 Address (or URL):Port Number" on the address bar, and
press [Enter] on the keyboard.

*  When port number is 80 (default), you do not need to enter port number.
See page 40 for details about port number.

»  For IPv6 connection, see page 13 and page 14, and prepare the
requirements. Enter the "http://(IPv6-registered URL):Port Number" on
the address bar.

If the camera image is not displayed, see page 45 and page 46 of the
Installation/Troubleshooting.

E.g. http://192.168.0.253:50000 (in IPv4)
http://XXXXX.viewnetcam.com:50000 (in IPv6)

3. The Enter Network Password window is displayed, and enter the user name
and password that were set, and click [OK].

Note

When [Permit access from guest users] is set on the Security: Administrator
page, authentication window will not be displayed.

[For assistance, please call: 1-800-272-7033] 1"
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4. Click the following tabs to display each page.
A B C D E F G

Panasonic

Network Camera

| Selectalanguage
| to display.

BB-HCM311

Vo Displays IPv4, IPv6

Running ih IPv4 mode. ——

or IPsec connection.

A To Single Camera page (page 15) B To Multi-Camera page (page 28)
C To Buffered Image page (page 30) D To Setup page (page 35)

E To Maintenance page (page 106) F To Support page (page 114)

G To log in to the camera (page 71)

Notes

*  When users other than an administrator are accessing the camera,
[Setup] and [Maintenance] tab will not be displayed. Additionally, When
[Do not permit access from guest users] is set on the Security:
Administrator page, [Login] tab will not be displayed.

« If [View Multi-Camera page] or [View Buffered Image page] is not
permitted on the General User page, [Multi-Camera] and [Buffered Image]
tab will not be displayed.

5. Close the web browser.



Operating Instructions

1.1.1 To Access the Camerain IPv6
You need to prepare the followings to access the camera in IPv6.

*+ PC Requirements
Operating System: Windows XP Service Pack 1
Web Browser: Internet Explorer 6.0 or later

+ AIPv6 Router

* An IPv6 Connection Service

To connectin IPv6, subscribe to the ISP's "IPv4/IPv6 Dual-Stack" or "IPv6 over
IPv4 Tunneling" service. The camera does not work in IPv6-only network.

IPv6 Domain Name Service

In Windows XP, you cannot access the camera entering IP address on the web
browser. You need to enter IPv6 URL registered in the domain name service. We
recommend Viewnetcam.com service (see page 27 of the Installation/
Troubleshooting) as a domain name service. Ask your ISP about other IPv6
domain name service.

What is IPv6?
* |Pv6 is short for "Internet Protocol Version 6".

* |Pv6 was created to address the additional IP addresses that will be
needed as the Internet continues to expand.

+ IPv6 is expected to gradually replace IPv4, with the 2 coexisting for a
number of years during a transition period.

»  Though most ISPs (Internet Service Providers) do not yet support IPv6,
many local networks already use it. When your ISP supports IPv6, your
Panasonic Network Camera will be ready!

*  For more information you wish to visit http://www.ipv6.org/.

[For assistance, please call: 1-800-272-7033] 13
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Setting up the IPv6 Router, your PC, and the Camera

Setting up the IPv6 Router

Set up the router as you subscribe to the IPv6 service. If the access from WAN side
is disabled on the router, enable the TCP packets from WAN side in the packet
filtering. See the Panasonic Network Camera support website at http://
panasonic.co.jp/pcc/products/en/netwkcam/ for information about the
recommeded routers.

Setting up your PC
1. Click [Start] —[All Programs]—[Accessories] —[Command Prompt].
+  Command Prompt window is displayed.
2. Enter "ipv6 install".
*  "Succeeded" is displayed.

Note

If Windows XP Service Pack 1 is not installed, "Succeeded" will not be
displayed. Install it on your PC.

3. Enter "ipv6 if".

+ If the IPv6 address is properly assigned to your PC, IPv6 address will be
displayed on the window.

Setting up the Camera
Usually, IPv6 address is automatically assigned. If you assign a static IPv6
address, see page 42. To access the camera in IPv6, you need to subscribe to the
domain name service such as Viewnetcam.com, and register the URL.
Confirming that You Can Access the Camera
Confirm that the image is properly displayed (see page 11).
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1.2 Viewing Single Camera page

1. Access the camera (see page 11).

The Top page is displayed.

2. Click the [Single] tab at the top of the page.

When Security Warning window is displayed, click [Yes] (see page 16).
When Warning - Security window is displayed, click [Always] (see page
17).

Talk Button Listen Button
(see page 26) é e and
Capture Image _ ® o @ Adjustment
() Bar

Button h
(see page 19) °8° i

Operation Bar ___

(see page 26)
Click to Center

(see page 20) IR 2 - . (see page 18)

Refresh Interval
(see page 20)

Camera Image

3. Close the web browser.

Notes

Refresh interval is [Motion] by default. You can change it on the operation
bar (see page 20).

Refresh interval may change depending on the network condition, PC
performance and what object you view. SD memory recording or IPsec will
also slow refresh interval.

When displaying video (Motion JPEG), the camera allows up to 30
simultaneous accesses. When trying more than 30 accesses, the 31st
user will see a gray screen. (Maximum 30 accesses for a Buffered Image
page too.)

When the pan/tilt reaches the end of lower right or lower left, a part of the
camera body may be displayed. This is not a problem.

To reduce the data traffic, the video can be automatically changed to
refreshing still images on the General User page (see page 72).

To display the Single Camera page directly, add it to the [Favorites] on the
web browser.

When you view a dark image, enable the color night view mode on the
Camera Setup page (see page 62). The image will be brighter, but the
refresh interval may slow down and image quality may decrease.

[For assistance, please call: 1-800-272-7033]
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Security Warning window

To view a video (Motion JPEG), ActiveX® Controls must be installed. When trying
to display a video for the first time, Security Warning window will be displayed.
When using Windows 2000 or Windows XP, log in as an administrator to install it.

Security Warning x|
Do pou want to inztall and run

hbkp: Aok ook skok ok kK ok Sk ok | sighied on
dok Sk Sk ko ahd distributed B

Panagonic Communications Co. Ltd.

Publisher authenticity verified by WeriSign Class 3 Code
Signing 2007 CA

Caution: Panazonic Communications Co. Ltd. azserts that
thiz content iz zafe. Y'ou should only install/view this
content if pou trust Panasonic Communications Co. Ltd. to
make that assertion.

[ Always tust conkent from Panasonic Communications
Co.Ltd.

@ Mo I Mare Info |

If you cannot install ActiveX Controls or you cannot see the video in the
Internet Explorer
»  Click [Tools]—[Internet Options] —[Security] tab and click [Custom level] on
the web browser.
(1) Check "Prompt" in "Download signed ActiveX Controls".
(2) Check "Enable" in "Run ActiveX Controls and plug-ins".
+ ActiveX Controls can be installed from the file on the Setup CD-ROM.
(1) Restart the PC.
(2) Confirm that Internet Explorer is closed.
(3) Double-click"ocx\ActiveXInst.exe" on the Setup CD-ROM.
Notes
* Video may not be displayed quickly. Wait for a while.
» If you use a proxy server, set the web browser not to access the proxy server
(see page 132).
* In some corporate network environments a firewall may be used for security

purposes. It is possible that this may prevent motion video from being
displayed. In this situation we suggest:

+  Contact your network administrator.
»  Try using regularly refreshed images.
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Warning - Security window
To listen to the audio, you need to download the audio applet. Click [Always] on the
following window.

Warning - Security E\

%" Do you warnit to frustthe signed applet distributed by "Panasonic
@ Communications Co. Ltd."?

Publisher authenticity verified by: "veriSign, Inc."

% The security certificate was issued by a company that is trusted.

y The security certificate has not expired and is still valid

Caution: "Panasonic Communications Co.,Ltd" assers that this content is safe.
“ou should only acceptthis content if you trust "Panasonic Communications

Co. Ltd." to make that assertion.
More Details
(]

Note

See Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for the latest
information about camera firmware and Java.

Java Authentication window
Enter user name and password, and click [Yes].

Password Needed - Networking E|
Firewrall: ko dokok koK shok ok
Realm: S sk A K S
Scheme: Basic
User name: || ‘

Password: | ‘

Cree | o |

[For assistance, please call: 1-800-272-7033]
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1.2.1 Auto Centering the Image (Click to Center)

Using your mouse, click any portion of the camera image. As long as it is within the
pan/tilt range of the camera, the image will automatically move to place the
selected point in the center of the screen.

1. Move the cursor to the desired point.

2. Clickit.
+ The clicked point is centered.
+  See page 21 for the panttilt operation.

*  When End Display appears on the operation bar, Click to Center does not
work beyond the panftilt end (see page 20).

« The clicked position may slightly miss the center depending on the lens
direction.

» IfClick to Center is not premitted on the General User page (see page 72),
Click to Center does not work.



Operating Instructions

1.2.2 Capturing a Still Image
A still image can be saved on your PC.
1. Operate pan/tilt and select a resolution to display an image.

2. Click the capture image button.
Capture Image Button

é BIED = = NetworkCamera

» The camera image opens in another window.
3. Right-click the image, and select [Save Picture As...].

Acs I ioix

Copy Shertcat

add o Favarites,

+ Save as dialog box is displayed.
4. Specify the location, and click [Save].
+ Camera image is saved at that location.

5. Click [Close].

[For assistance, please call: 1-800-272-7033]

19
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1.2.3 Using Operation Bar

EndDisplay When the panl/tilt has reached the end (Left End,

and Preset Right End, Up End and Down End), End Display

Display: appears. When clicking a preset button, the preset
name appears.

Pan/Tilt

Scan: Moves the lens throughout the horizontal (e) or
Py vertical (0) range, and returns to the original
- position.
an i

@ s 0 —_Pan/Tilt/ Controls lens direction.

(2] N Home ) . ) .
Position:  Pan Q: Left, ©: Right), Tilt (©: Up,
(v} Down) and Home Position (O: Center)
_Preset Applies the camera direction to a preset position.
Button: You can preset 8 positions (see page 22—page
25).
~ |—Alarm When the External I/O detects a signal, the camera
Position: can be set up to turn to this position. Only an
Brightness B administrator can operate it (see page 22).
STD +
gut--_l—Brightness: Changes brightness in nine steps including [STD]
; n (Standard). Clicking [-] or [+] changes the image
—L brightness.
" “Output Controls output signals of the External 1/0.
Control:
Refresh Sets a refresh interval. (Motion—60-second
Interval: interval)
Resolution: Selects [640 x 480] or [320 x 240] (default) pixels.
—Image Selects the image quality.
Quality: +  [Favor Clarity] optimizes the image for good
clarity.

» [Standard] keeps the standard quality. (default)

» [Favor Motion] optimizes the image for motion
display.

Note

When the camera image is not displayed correctly, click [Refresh] at the tool
bar on the web browser. The image will be refreshed.
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Pan/Tilt Operation

Pan/tilt scan buttons automatically move the
lens horizontally from -60 ° to +60 ° and
vertically from -45 ° to +20 ° and return the
lens to the original position. Each pan/tilt
arrow moves the lens Up, Down, Right or
Left, and the home position button moves it to
the home position.

Pan ¥ Tilt

Pan/Tilt
Scan

Pan/Tilt

Pan/Tilt Range

Note

When the pan/tilt reaches the end of lower right or lower left, a part of the
camera body may be displayed. This is not a problem.

[For assistance, please call: 1-800-272-7033]
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1.2.4 Setting Home Position/Alarm Position/Preset Button

Registering Home Position/Alarm Position
A home position or 2 alarm positions can be registered. When restarted, the
camera takes a home position. If the Lens Position When Triggered setting is set
(see page 91), the camera takes a alarm position after the External I/O detects a
signal. See page 116 for the External 1/0.

1. Click [Program]. Pan ¢ Tik
» [Program] switches to [Cancel]. Home @ Scan o
Click [Cancel] to quit without saving Position o

changes.

2. Pan and tilt the camera to a desired Pa”/T”t—o o °
position. o

3. Click the home position button or the PngfamW
alarm position button. o 9 a e

4. Click [Save] to register, or click [Back]
560718
and [Cancel] to cancel.

« If "Success!" is displayed, click Alar_m — L
[Back] Position NN -
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Registering a Preset Button

8 camera positions can be stored as presets. By default, the preset buttons (1—4)
are registered 1: Upper Left, 2: Upper Right, 3: Lower Left and 4: Lower Right.
These buttons can be changed (see page 25).

* Registered buttons are shown in blue.
*  Unregistered buttons are shown in white.

1. Click [Program].

Pan f Tit
*  [Program] switches to [Cancel]. e Scan 0
Click [Cancel] to quit without saving
changes. o -
2. Pan and tilt the camera to a desired Pan/Tilt_o
position. : o °
3. Click a preset button (1—8) to register. o
E.g

Setting "Middle" for the preset 5.
4. Enter the preset name.
*  Maximum 15 characters.

»  Enter ASCII characters (see page
136) or characters in each
language. But [Space], ["], [1, [&], [<]
and [>] are not available.

Preset Mame

. . , Preset

5. Click [Save] to register, or click [Back] number

and [Cancel] to cancel. Prezet (5] Mame

» If "Success!" is displayed, click : -

[Back]. :entgrr:]% —IMlddIe

Notes
— Save

*  When registering preset buttons, —l

the camera also saves brightness Delzte |
and white balance settings.
Back |

*  Only an administrator can register
preset buttons.

Preset

The button D DD
turns blue;ﬁﬁ\ra/

[For assistance, please call: 1-800-272-7033]
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Viewing the Image

1. Click the home position, alarm
position or registered preset button.
«  The cameratakes each position,
and the image is displayed.

Pan ! Tit

Home O > O
Position

Pan/Tilt o o o

Putting the o
cursor displays Preset Ll

the preset 9 0
name.




Changing or Deleting the Settings

1.

Click [Program].

*  [Program] switches to [Cancel].
Click [Cancel] to quit without saving
changes.

Pan and tilt the camera to a desired

position.

Click the home position, alarm position

or a preset button (1—8).

Click [Save] after setting the preset

name or click [Delete].

» If you quit to change or delete
settings, click [Back], and then
[Cancel].

« If "Success!" is displayed, click
[Back].

Note

The home position or the alarm position
cannot be deleted, and these position
names cannot be changed either.

Operating Instructions

Pan i Titt

Home
Position

Pan/Tilt—=

Preset N/l

Preset ~|:0 9 @ o

6. 6.718

Narm
Position ,m/

Preset Preset Mame

number——— M —
Pre=et (5] Mame

Changing —|Middle

the name
Save |
Delete |
Back |

The deletedW
buttonturns g 2 D

white. ’BE\TB/

[For assistance, please call: 1-800-272-7033]
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1.3

Listening to Camera Audio—Talking to the
Camera

The audio feature does not work in IPv6. Use the audio feature in IPv4 connection.

1.

2.
3.

Access the camera (see page 11).
* The Top page is displayed.
Click the [Single] tab at the top of the page.

The audio control bar is displayed at the top of the screen. Listening or Talking
is selected using the 2 icons. For general users, the feature must be enabled,
otherwise it will not be displayed.

Audio Feature

Listen Button
Talk Button

:You can talk from the
] camera using the PC's
microphone. Clicking the
button stops temporarily
stops the audio. =
m : The audio is stopped.

Clicking the button again
starts the Talk feature.

1
[ﬂ@ — |— MetworkCamera

[@ :You can listen to the audio
around the camera.
Clicking the button
temporarily stops the
audio.

(W : The audio is stopped.

Adjustment Bar
(Volume adjustment only for listening)

L This slider adjusts the volume. To the right side, the
volume is larger. To the left side, the volume is smaller.

Notes

Talk button and Listen button cannot be used simultaneously. Talk feature is
stopped during listening. Talk feature can be used only for a user. Listen
feature can be used for maximum 10 users. If the audio is interrupted, reduce
the max. bandwidth (see page 38 and page 42). In this case, the number of
users for listening are reduced.
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Audio features such as camera microphone sensitivity and mute during pan/
tilt can be set up on the Audio page (see page 66).

If you are running other applications or opening multiple windows, the audio
may be interrupted or delayed.

When the image is refreshed during any operation such as preset registration
or a web browser refresh, the volume is reset to the default (midrange)
position. Audio that was muted is enabled.

The audio may be interrupted due to your PC's performance or network
environment. Reduce the max. bandwidth (see page 38 and page 42).

If the camera is accessed while the PC user visits other websites, the active
microphone may pick up audio from the PC's speakers. Be careful with it.

If you cannot listen to the audio or talk from your PC, see 2.5 Audio Problems
in the Troubleshooting section of the Installation/Troubleshooting.

Excessive length or poor quality microphone cable can cause a degradation in
audio quality.

To talk to the camera from your PC, an external amplified speaker such as the
Panasonic RP-SPT70 or equivalent (customer-provided) must be connected
to the camera. The speaker connects to the camera with a stereo audio cable
similar to that used by your PC. Though the connector is stereo, the audio is
not.

For Microphone

For Speaker

The external microphone input terminal does not correspond to an line level.
Audio may be distorted when the line level is input. Audio distortion will be
solved if you insert the following circuits. Under no circumstance should high
level audio, such as from a speaker, be connected to this input terminal. Doing
so is likely to damage the camera.

Camera ; : Lo
_ ‘_W L Audio Line
External Microphone : : o Out

Input Terminal

Resister Capacitor

[For assistance, please call: 1-800-272-7033]
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1.4 Viewing Multi-Camera page

To view multiple cameras on the Multi-Camera page, you need to configure each
camera on the Multi-Camera Setup page (see page 76).
1. Access the camera (see page 11).
* The Top page is displayed.
2. Click the [Multi] tab at the top of the page.

*  Multi-Camera page can display up to 12 camera images.

Capture Image Button (see page 19)

Switches cameras to
display. If you select [All]
at the View Type, video
(Motion JPEG) or audio
buttons cannot be
displayed.

L Selects [320 x 240]
(default) or [160 x 120]
pixels resolution.

¢ | Selects a refresh interval
(Motion—60-second

| interval).

o — Whenclicking the camera
name, the Single Camera
page is displayed on
another window.

el

Audio Buttons (see page 26)

3. Close the web browser.

Notes

*  When selecting [All] at the View Type, all images are displayed in 160 x
120 pixels resolution.

* 640 x 480 pixels image cannot be displayed on the Multi-Camera page.
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When viewing video (Motion JPEG), we recommend using an Ethernete
switching hub instead of the repeater hub to prevent degradation in video
display.

Due to the network congestion or the number of accesses, the refresh
interval may slow down.

When the refresh interval is slow, restrict the bandwidth on the Network
page (see page 41 and page 45). The refresh interval may be improved.
To reduce the data traffic, the video can be automatically changed to
refreshing still images on the General User page (see page 72).

When viewing 4 cameras on the Multi-Camera page, you may need 3 to
4 Mbps bandwidth. If the bandwidth is not enough, the refresh interval may
slow down.

When the image is not displayed on the Multi-Camera page

Confirm that the Internet IP address is specified for each camera and that each
camera is connected to the Internet. For Internet access, local IP addresses
(192.168.xxx.xxx) cannot be used.

Confirm the settings on the Multi-Camera Setup page (see page 76).
Confirm that the web browser is not accessing the proxy server (see page
132).

When setting [Do not permit access from guest users] on the

Security: Administrator page
An authentication window is displayed in camera access. Enter the
administrator's or the general user's user name and password.
When you view the images on the Multi-Camera page, all authentication
windows of the configured cameras are displayed. Enter the administrator's or
the general user's user name and password registered for each camera.

[For assistance, please call: 1-800-272-7033]
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1.5 Viewing Buffered Image page

To buffer the images on the internal memory, you need to set up image transfer
settings (see page 80 or page 89). You can view buffered images on this Buffered
Image page.

1. Access the camera (see page 11).
*  The Top page is displayed.
2. Click the [Buffered Image] tab at the top of the page.

setup

3. Click the trigger number.

The trigger number is displayed (see page 80 or page 89).

The trigger is displayed
(see page 80 or page 89).

2. Timer
4. Timer
4. Timer

. Timer
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Display images clicking buttons below.
Jul.30.2004 08:40 PM - Jul.30.2004 08:40 PM Date and tlme Of the day When the
images were buffered are displayed.
Date, time and frame number are
displayed.
Jul.3008:40:30.179 M 1/11 Frame
|L|ﬂ| <100 | <10 <Prev | Ply | best> | 10> 100> | 100> | Last | |

[Play]:

The buffered images are displayed continuously.
[<Prev] or [Next>]:

The previous or next image is displayed.

[<First], [<1000], [<100], [<10] or [10>], [100>], [1000>], [Last]:
First, 10th, 100th, 1000th image before or last, 10th, 100th, 1000th image after

of the displayed image appears.

Notes

Date, Time and frame number are not displayed in play mode.

A stillimage can be saved on the Buffered Image page, if you are not playing
images on it. Put the cursor on the image, and right-click it. Then select [Save
Picture As...].

Maximum number of buffered images change depending on resolution, image
quality and what object the camera buffers. At the 320 x 240 pixels resolution
and the standard quality, the camera buffers about 125 frames.

(If 3 triggers are enabled [maximum 5 triggers], the internal memory or the SD
memory card capacity is divided into 3 sections. In this case, each trigger can
buffer about 40 images.) See page 137 for the internal memory capacity. See
page 138 for the SD memory card capacity.

[For assistance, please call: 1-800-272-7033]
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1.5.1

Deleting Buffered Images

If you intend to delete images for each transfer condition, click [Delete Buffered
Images] on the Image Buffer/Transfer page (see page 80 or page 89).

Notes

If you click [Save] on the Image Buffer/Transfer page, all buffered images on
the SD memory card are deleted.

If you are buffering images on the internal memory, the following operations
also delete all buffered images.

*  Turning off the camera.
« Saving the Date and Time page.
* Restarting, updating firmware or resetting the camera to factory default.
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1.6 Viewing Still Images on Your Mobile Phone

You can view still images over the Internet from a compatible mobile phone.
Enter "http://IP address (or URL):Port Number/Mobile" on a mobile phone and
press [OK].

*  When the port number is set to 80 (default), it is not required.

E.g. http://202.208.167.XXX:50000/Mobile
(or XXXXX.viewnetcam.com:50000/Mobile)

*  The camera must be allowed the Internet access for mobile phone access.

*  When an authentication window is displayed, enter the administrator's or the
general user's user name and password.

» Astillimage is displayed. (Video [Motion JPEG] cannot be displayed.)

—Pressing 2, 4, 6 or 8 on the mobile phones allows
you to pan or tilt the camera in four directions:
Left, Up, Down or Right.

Pressing 5 will refresh the image.

M@)R 160 x 120 resolution is displayed at the first
(5)Refresh —— access. Pressing 0 switches the resolution to 320
(MResclution x 240.

Home Position —————Executing [Home Position] moves the lens to the

home position.

Pressing 1, 3, 7 or 9 on the keypad allows you to
use the first four registered preset buttons.

(1) UpperLeft” _|
(37 UpperRight”
(7 LowerLeft”
(8)” LowerRight”
“Presets”

Presetl —Registered presets 5—8 are available by

“Preset?” activating the link on the mobile phone page.
Presetd

Notes
* Audio feature does not work on mobile phones.

« Ifthe features are not permitted on the General User page, the buttons related
with the features are not displayed.

[For assistance, please call: 1-800-272-7033]
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If the image is not displayed properly, try the following 2 URLs.

1. http:// IP address(or URL):Port Number/MobileH for HTML.
(or XXXXX.viewnetcam.com:50000/MobileH)

2. http:// IP address(or URL):Port Number/MobileX for XHTML.
(or XXXXX.viewnetcam.com:50000/MobileX)

If the general users are not permitted in some features on the General User
page (see page 72), the users do not see some kinds of buttons.

When panftilt reaches the end, the keypad number and character disappear.
E.g.: The pan reaches the left end.

(PIL2EDEIR (WL disappears. oy JEDIEIR

Some mobile phones are not compatible with Panasonic Network Cameras.
Some phones may allow viewing only on port 80, and some may not support
password authentication. See the Panasonic Network Camera support
website at http://panasonic.co.jp/pcc/products/en/netwkcam/ for a mobile
phone model list, and the compatibility level which has been verified with the
Panasonic Network Camera.

Some mobile phones display images not at the specified resolution but at a
decreased size.
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2 Various Camera Features

2.1 Using Camera Features

1. Access the camera (see page 11).

Notes

The Top page is displayed.

When [Permit access from guest users] is set on the Security:
Administrator page, click [login] button and log in as an administrator.
When users other than an administrator are accessing the camera, the
[Setup] and [Maintenance] tabs are not displayed.

If [View Multi-Camera page] or [View Buffered Image page] is not

permitted on the General User page, [Multi-Camera] and [Buffered Image]
tab will not be displayed.

2. Click [Setup] tab at the top of the page.

Mutii Buffered Image Maintenance Support

Basic Network(IPv4)
rcmorian |
Ve Set up network configuration
- Select "Automatic Setup” if you connect the camera to the router and wish to set it up
automatically.
Select "Static" if you wish to assign a static IP address to the camera
Select "DHCP" if you are using the DHCP function of your router or ISP

Connection Mode Current Setting

Automatic Setup X Configure network settings sutomatically
Static. Assign static IP address 1o the camera
DHCP Get IP adldress from DHCP server

[For assistance, please call: 1-800-272-7033]
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Basic

(1)  Network (IPv4)

(2) Network (IPv6)

(3) IPsec

(4) UPnP

(5) Viewnetcam.
com

(6) Date and Time

(7) Camera

Configures the IPv4 network settings to connect the
camera to the network (see page 38).

Configures the IPv6 network settings to connect the
camera to the network (see page 42).

Enables IPsec (Transport or Tunnel mode) (see page 46).

Enables automatic port forwarding or shortcut to the
camera (see page 56).

Registers with the Viewnetcam.com service (see page 58).

Sets the date and time, automatic time adjustment and
adjust clock for daylight saving time settings (see page 60).

Sets camera name, white balance, panftilt range, return to
specified position and color night view settings (see page
62).

(8) Audio Sets output, volume, PC audio input timeout, input, camera
microphone sensitivity and mute during pan/tilt settings
(see page 66).

Account

(9) Administrator-

(10) General User"

Sets authentication setting and administrator security (user
name and password) (see page 68).

Sets general user security (user name and password) and
general user's access level (see page 72).

Advanced

(11) Image Display

(12) Multi-Camera™

Sets resolution, image quality and refresh interval of Single
Camera and Multi-Camera page, time stamp setting, and
language (see page 74).

Sets the camera IP address or host name, camera name on
the Multi-Camera page (maximum 12 cameras) (see page
76).

“ If you change [Administrator], [General User], or [Multi-Camera Setup page] settings,
changes will not be applied to the video (Motion JPEG) viewers. Restart the camera to make
changes applied to all video viewers.

36
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(14)
(15)

(16)

Operating Instructions

Buffer/Transfer Sets image buffer or transfer by timer or alarm. (see page
80 or page 89).

Operation Time Sets time period to display camera images (see page 102).

External Sets the digital output terminal of the External I/O (see page
Output 104).

Indicator Sets indicator display (see page 105).

Control

[For assistance, please call: 1-800-272-7033]
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2.2 Connecting the Camera to Your IPv4 Network

The Network page offers three options to configure the camera in IPv4.

[Automatic Setup] automatically assigns an unused IP address to the camera,
and uses UPnP (Universal Plug and Play) to configure your router.

[Static] allows the user to use a specific IP address.
[DHCP] is offered for ISPs who require this option.
Click [Network (IPv4)] on the Setup page.

Click a connection mode.

Connection Mode

Connection Mode Current Setting

Automatic Setur3—| Normally sets Automatic Setup. |
Static—— | Uses a static IP address. |
DHCE— | Uses ISP DHCP server function. |

« Each page is displayed (see page 38—page 39).

Enter each parameter in the proper data field.

Automatic Setup

The camera automatically obtains the network settings (subnet mask, default
gateway and DNS server address) utilizing a DHCP feature on the router. The
camera also automatically searches the unused IP address on your network.
If you select [Yes] at the Allow Access from the Internet, the camera
automatically enables port forwarding by using UPnP. In this case, the camera

automatically searches the unused port number on your network in the order
from 50000 to 50050.

Allow Access from the Internet

C Yes
* Mo
Max. Bandwidth Usage

Connection Type
Auto Negotiation hd

Save | Gancel |

»  Clicking [Cancel] takes you back to the previous page without saving
changes.
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DHCP Setup Static Setup

I Enable ¥ Enable

Port No. Port No ED

Host Name |— IP Address 192.166.0.253

Subnet Mask 256,265, 266.0

Default Gateway Default Gateway
_ _

DNS Server 1 DNS Server 1

DNS Server 2 l— DNS Server 2 l—

Save GCancel Save Gancsl

»  Clicking [Cancel] takes you back to the previous page without
saving changes.

4. Click [Save] when finished.
*  New settings are saved.
*  When finished, the following page is displayed.

New settings are saved.

New settings are saved. Please restart the camera

Mote:(1)All the buffered images will be erased when restarted
(2)Please use Setup Program to find out the camera on yaur netwiork when you select
"Automatic Setup” or "DHCP"

Restart

Note

The current network settings are shown on the Status page in the Maintenance
section (see page 107).

5. Click [Restart].
« The camera restarts, and the Top page is displayed.

Note

When you do not know the camera IP address while setting [Automatic Setup]

or [DHCP Setup], you can search it by using the Setup Program (see page
129).

[For assistance, please call: 1-800-272-7033]
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Setting

Description

Allow Access from
the Internet
(Automatic Setup
Only)

Allow Access from the Internet setting automatically
configures the router's Port Forwarding setting (some
routers call it "Address Translation", "Static IP
Masquerade”, "Virtual Server" or "Port Mapping"). To
enable Internet access to the camera, check [Yes]. In this
case, the camera automatically searches the unused port
number on your network in the order from 50000 to 50050.
To disable Internet access to the camera, check [No].

Network
Configuration from
Setup Program

If you prohibit the Setup Program from changing the
network settings, clear the check box.

(Static/DHCP Only)
Port Number *  The port number is 80 by default. When you use multiple
(Static/DHCP Only) cameras with a router on your network, each camera must

be assigned its own port number (see page 29 "1.10
Connecting the Camera to a Router Not Supporting UPnP
(IPv4 Only)" in the Installation/Troubleshooting).

Do not set the following port numbers.

E.g., FTP: 20 and 21, Telnet: 23, SMTP: 25, DNS: 53,
POP3: 110, HTTPS: 443, ICQ: 4000 and IRC: 6661—
6667.

Enter only the number (1—65535).

Some ISPs do not allow you to use port 80. Ask your ISP
or network administrator about the accessible port number
over the Internet.

* |P address
¢ Subnet Mask
(Static Only)

If your ISP or network administrator specifies the IP
address and subnet mask, enter them in each data field.
If you use the camera on the LAN, set the IP address in the
same class as your PC (see page 128).

Set 4 digits (0—255) and 3 periods such as
"192.168.0.253". But "0.0.0.0" and "255.255.255.255" are
not available.

Host Name
(DHCP Only)

If your ISP uses the DHCP function which automatically
assigns the IP address to the camera, enter the ISP-
assigned host name. (Host name may be used as an
authentication.)

Enter ASCII characters for the host name (see page 136).
But [Space], ['], ['1, [&], [<] and [>] are not available.
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Setting

Description

Default Gateway
(Static/DHCP Only)

If you have the assigned Default Gateway address by your
ISP or network administrator, enter it in this data field.
Set 4 digits (0—255) and 3 periods such as
"192.168.0.253". But "0.0.0.0" and "255.255.255.255" are
not available.

DNS Server
Address"

(Static/DHCP Only)

DNS server address is required in the following conditions.

+ Transferring camera images by E-mail or FTP

+  Setting cameras by their host names on the Multi-
Camera Setup page

*  Using the Viewnetcam.com service

If you have the assigned DNS server addresses by your
ISP or network administrator, enter them in this data field.
They usually have two addresses.

Set 4 digits (0—255) and 3 periods such as
"192.168.0.253". But "0.0.0.0" and "255.255.255.255" are
not available.

Max. Bandwidth
Usage

The bandwidth can be restricted.

Select the maximum bandwidth usage from [Unlimited] to
[0.1 Mbps].

This setting is valid in both IPv4/IPv6.

Note

Set the maximum bandwidth usage seeing the following
file sizes. These are examples for a JPEG file with a
standard image quality. File sizes may change depending
on the image quality or how bright the object is.

160 x 120 pixels: About 5 KB (40 Kbit)

320 x 240 pixels: About 16 KB (128 Kbit)

640 x 480 pixels: About 33 KB (264 Kbit)

Connection Type

Select [Auto Negotiation] normally. If you cannot access
the camera, see page 45 "The Top page is not displayed.”
in the Installation/Troubleshooting.

This setting is valid in both IPv4/IPv6.

“ If you automatically obtain the IP address from the DHCP server, you do not need to set it.

[For assistance, please call: 1-800-272-7033]
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2.3 Connecting the Camera to Your IPv6 Network

The Network page offers three options to configure the camera in IPv6.
* [Automatic Setup] automatically assigns an IPv6 address to the camera.
«  [Static] allows the user to use a specific IPv6 address.

Note

IPv6 is the expanded protocol created for future Internet expansion. Your
network and your ISP must support IPv6 before you can use this feature.

Click [Network (IPv6)] on the Setup page.
Click a connection mode.

Connection Mode

N =

Connection Mode Current Setting
Automatic Setup —| Normally sets Automatic Setup. |
Static —| Uses a static |IP address. |

3. Enter each parameter in the proper data field.
Automatic Setup
The camera is automatically assigned an IPv6 prefix from the IPv6 router, and
produces the original IPv6 address from the IPv6 prefix. If you select [No] at
the Allow Access from the Internet, the camera can be accessed only from the
LAN that has an same IPv6 prefix as the camera.

Allow Access from the Internet

& Yes
C No

DNS Server 1 |

DNS Server 2 |
Max. Bandwidth Usage
Unlimited =

Connection Type
Automatic Setup -

Save | Gancel |

«  Clicking [Cancel] takes you back to the previous page without saving
changes.
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Static Setup

You can assign a static IPv6 address to the camera. If you select [No] at the
Allow Access from the Internet, the camera can be accessed only from the
LAN that has an same IPv6 prefix as the camera.

Allow Access from the Internet

C Yes
“ No

Part Na. T

IP Address e —

Default Gateway
Default Gateway

povs |
DNS Server 1 —
DINS Server 2 r

Autam.

*  Clicking [Cancel] takes you back to the previous page without saving
changes.
4. Click [Save] when finished.
*  New settings are saved.
*  When finished, the following page is displayed.

New settings are saved.

Mew settings are saved. Please restart the camera

MNote: Buffered images will be erased when restarted.

Restart

Note
The current network settings are shown on the Status page in the Maintenance
section (see page 107).

[For assistance, please call: 1-800-272-7033] 43
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5. Click [Restart].
«  The camera restarts, and the Top page is displayed.

Notes

*  When you do not know the camera IP address while setting [Automatic
Setup], you can search it by using the Setup Program (see page 129). Or
you can search it on the Status page (see page 107) after accessing the
camera in IPv4.

+ Ifthe camerais restarted, all buffered images on the internal memory are
deleted. The buffered images on the SD memory card are not deleted.

Setting Description
Allow Access from |+  If[Yes] is selected at the Allow Access from the Internet,
the Internet you can access the camera from the Internet. If [No] is
(Automatic Setup selected, the camera can be accessed only from the LAN
Only) that has an same IPv6 prefix as the camera.
Port Number (Static |*  The port number is 80 by default. The port number must be

Only) unique for each terminal on your network.

» Do not set the following port numbers.
E.g., FTP: 20 and 21, Telnet: 23, SMTP: 25, DNS: 53,
POP3: 110, HTTPS: 443, ICQ: 4000 and IRC: 6661—
6667.

»  Enter only the number (1—65535).

+ Some ISPs do not allow you to use port 80. Ask your ISP
or network administrator about the accessible port number
over the Internet.

IP address » Enter a global address. You do not need to enter prefix

(Static Only) length.

» |IPv6 address consists of 8 hexadecimal digits divided with
":". Consecutive Os can be abbreviated as "::". (E.g.
fe80:2:3:4:5:6::8)

Default Gateway * Ifyou have the assigned Default Gateway IPv6 address by

(Static Only) your ISP or network administrator, enter it in this data field.

» IPv6 address consists of 8 hexadecimal digits divided with
":". Consecutive Os can be abbreviated as "::". (E.g.
fe80:2:3:4:5:6::8)
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Setting Description
DNS Server + DNS server address is required in the following conditions.
Address

+ Transferring camera images by E-mail or FTP

+  Setting cameras by their host names on the Multi-
Camera Setup page

* Using the Viewnetcam.com service

If you have the assigned DNS server IPv6 addresses by

your ISP or network administrator, enter them in this data

field. They usually have two addresses.

IPv6 address consists of 8 hexadecimal digits divided with

":". Consecutive Os can be abbreviated as "::". (E.g.

fe80:2:3:4:5:6::8)

Max. Bandwidth
Usage

Z

The bandwidth can be restricted.

Select the maximum bandwidth usage from [Unlimited] to
[0.1 Mbps].

This setting is valid in both IPv4/IPv6.

e

Set the maximum bandwidth usage seeing the following
file sizes. These are examples for a JPEG file with a
standard image quality. File sizes may change depending
on the image quality or how bright the object is.

160 x 120 pixels: About 5 KB (40 Kbit)

320 x 240 pixels: About 16 KB (128 Kbit)

640 x 480 pixels: About 33 KB (264 Kbit)

Connection Type

Select [Auto Negotiation] normally. If you cannot access
the camera, see page 45 "The Top page is not displayed."
in the Installation/Troubleshooting.

This setting is valid in both IPv4/IPv6.

[For assistance, please call: 1-800-272-7033]
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2.4 What is IPsec?

IPsec provides security for the transmission of sensitive information over
unprotected networks such as the Internet. IPsec authenticates IP packets
between participating IPsec devices.
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Camera's IPsec Feature
The camera can use IPsec in both IPv4/IPv6. The camera supports the following

IPsec feature.

Item Supported Feature

IKEV1 Pre-shared Key Method
Phase 1 mode  : Main mode™
Phase 2 mode  : Quick mode
Cipher Algorithm : DES-CBC, 3DES-CBC, AES-CBC (128,

192, 256 bits)

Message-Digest : MD5, SHA-1
Algorithm

IPsec ESP (Encapsulating Security Payload)

Transport mode, Tunnel mode

Cipher Algorithm :DES-CBC, 3DES-CBC, AES-CBC (128,
192, 256 bits)

Message-Digest :HMAC-MD5-96, HMAC-SHA-1-96

Algorithm

" The camera does not support aggressive mode.
2 The camera does not support authentication header (AH).
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IPsec Mode Selection
Select transport mode or tunnel mode to access the camera.

Transport Mode (IPv4 Only)

The image is encrypted in the whole way between the camera and your PC. In the
environment of Windows XP Service Pack 1, transport mode is available only in
IPv4.

|
)

D

e ENCIYPUE0 i

Prepare the following requirements.

Item Supported Feature
PC Operating System : Windows XP Service Pack 1
Web Browser : Internet Explorer 6.0 or later
ISP Service : Services for multiple global addresses (A
global address must be set up on your
PC.)
Note

To use IPsec, you need to set up your operating system.
See the Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for

the setup.
Camera ISP Service : Services for multiple global addresses (A
global address must be set up to the
camera.)

[For assistance, please call: 1-800-272-7033]
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Tunnel Mode (IPv4/IPv6)

An IPsec mode of operation where the entire IP packet including IP header is
authenticated and encrypted. A new IP header is added (protecting the entire
original packet). Both VPN clients and VPN gateways can use this mode.

Note

The camera can be accessed only from the PCs under the VPN router. Other
PCs cannot access the camera.

~&— Not Encrypted =} Encrypted

Tunnel Mode

\ |

Prepare the following requirements.

Item Supported Feature
PC Operating System : Windows XP, Windows Me, Windows
2000, Windows 98SE (in IPv4)
- Windows XP Service Pack 1 (in IPv6)
Web Browser : Internet Explorer 6.0 or later
Router ISP Service : Static global address service (A global
(in IPv4) address must be set up to the WAN side of
the router.)
ISP Service :"IPv4/IPv6 Dual-Stack" or "IPv6 over IPv4
(in IPv6) Tunneling" service
Note
See the Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for
the recommended router.
Camera ISP Service : Services for multiple global addresses (A
(in IPv4) global address must be set up to the
camera.)
ISP Service :"IPv4/IPv6 Dual-Stack" or "IPv6 over IPv4
(in IPv6) Tunneling" service
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2.5 Encrypt the Camera Image in Transport Mode

The camera can encrypt the image using IPsec transport mode.

Note

If you use IPsec, refresh interval slows down.
1. Click [IPsec] on the Setup page.
2. Click Camera in the Transport column.

*  If you use transport mode in E-mail or FTP transfer, click No. in the Buffer/
Transfer column.

Wihen setting is compied, Mo, Please click the link of the column
(Came)oF* WeBpccms [iTe_fm ]| The display shows that

the communication is in
T =T T P HTTP and any people can

iii access the camera if they

oFF have the pre-shared key.
OFF
OFF

(TSN TS AR

Set up these settings to transfer images in transport mode (see page 100).

3. Enter each parameter in the data field.

Transport setting
Status [~ ON

Pre-Sharediey I
(1 to 63 Characters)

Retype Pre- |
Sharediey

Gave GCancel

[For assistance, please call: 1-800-272-7033] 49
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Setting Description

Status

*  Check the box to use this encryption method.

Pre-Shared Key + ltisthe key to use in the authentication of communications.

Enter the same pre-shared key as your PC.
Note

If the pre-shared key leaks to a third party, it may lead to illegal
access, private information leak or interference. To protect your
security and privacy, pay attention to the following points.

*  Make it known only to the specified people.
» Set it as many characters as possible.
+ Change the password regularly.

Click [Save] when finished.

* New settings are saved.

Click [Cancel].

+ The IPsec page is displayed.

Check [Use] in the IPsec column, check encoding strength, and click [Save].

Check the box to enable IPsec features. If you clear the box, whale IPsec features will be invalid
v Use

Enceding strength

Encoding strength for Peec oan be selected. f you selectiStandard], DES or NULL is valid as an algorithm, and then the data
wil become: easier to be decrypted

 Standard (AES 3DES,DES, NULL)
 High (AES 3DES)

Save

Setting Description

IPsec

»  Check the box to enable IPsec features. If you clear the
box, whole IPsec features will be invalid.

Encod

ing strength Encoding strength for IPsec can be selected. If you select
[Standard], DES or NULL is valid as an algorithm, and then

the data will become easier to be decrypted.
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7. Click [Restart].
8. Setup your PC as it fits to the requirements on page 47.
9. Access the camera (see page 11).

Notes

If you can access the camera, the IPsec setup is complete.

In IPsec communications, "IPsec" is displayed on the Top page or the
Single Camera page.

If you cannot communicate using IPsec, see 2.9 IPsec in the
Troubleshooting section of the Installation/Troubleshooting.

See the Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for the IPsec
features.

[For assistance, please call: 1-800-272-7033]
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2.6 Encrypt the Camera Image in Tunnel Mode

The camera can encrypt the image using IPsec tunnel mode.

Notes

« Do not set IPsec on the PCs under the VPN router. Communications may
be blocked.

* If you use IPsec, refresh interval slows down.

*  The camera can be accessed only from the PCs under the VPN router.
Other PCs cannot access the camera.

1. Click [IPsec] on the Setup page.
Click Add in the Tunnel column.

Tunnel

When IPsec setting is added, when link of addtion, setting is compiled, Mo, Please click the link of the column.

mw Ahead connecting
Add

3. Enter each parameter in the data field.

Tunnel| setting
Status v On

Pre-SharedKey I
(1ta B3 Characters)

Retype Pre- [
Sharedkey

Network address |

Router address |

Save Gancel
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Setting

Description

Status

+  Check the box to use this encryption method.

Pre-Shared Key

» ltisthe key to use in the authentication of communications.
Enter the same pre-shared key as your VPN router.

Note

If the pre-shared key leaks to a third party, it may lead to illegal
access, private information leak or interference. To protect your
security and privacy, pay attention to the following points.

* Make it known only to the specified people.
» Set it as many characters as possible.
+ Change the password regularly.

Network address

* Enter the destination network address.
»  Enter "IP address/Prefix length" in the data field.

Router address

* Enter the WAN IP address of the VPN router on a
destination network.

Notes
* |Pv6 link-local address is not available.
*  The cameracan be accessed only from the PCs under

the VPN router. Other PCs cannot access the camera.

4. Click [Save] when finished.
* New settings are saved.
5. Click [Cancell.
+ The IPsec page is displayed.

6. Check [Use] in the IPsec column, check encoding strength, and click [Save].
jpsec |

Check the box to enable IPsec features. If you clear the box, whole IPsec features wil be imvald.

I Use

Encoding strength

Encading strength for IPsec can be selected. If you select{Standard], DES or NULL s valid as an algorthm, and then the data
will become easier to e decrypted

# Standard (AES 3DES,DES, NULL)
€ High (AE5 3DES)

Save

[For assistance, please call: 1-800-272-7033]
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Setting Description

IPsec »  Check the box to enable IPsec features. If you clear the
box, whole |Psec features will be invalid.

Encoding strength Encoding strength for IPsec can be selected. If you select
[Standard], DES or NULL is valid as an algorithm, and then

the data will become easier to be decrypted.

7. Click [Restart].
8. Set up your VPN router as shown below.
»  To use tunnel mode, you need to set up your VPN router.

IKE Items Settings
Phase 1 Authentication Pre-shared Key Method
Method
Mode Main mode™
Diffie-Hellman 1,2
MODP Group

Cipher Algorithm | DES-CBC, 3DES-CBC, AES-CBC (128,
192, 256 bits)

Message-Digest MD5, SHA-1

Algorithm

Lifetime 28800 s (Byte setting is not available.)
Phase 2 Mode Quick mode

PFS Off, D-H Group 1, D-H Group 2

Cipher Algorithm DES-CBC, 3DES-CBC, AES-CBC (128,
192, 256 bits), NULL

Message-Digest HMAC-MD5-96, HMAC-SHA-1-96
Algorithm

Lifetime 28800 s (Byte setting is not available.)

" The camera does not support aggressive mode.
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+ Set up the IPsec policy as the following.

Items

Settings

Protocol

ANY

Source Network

Network address and subnet mask on the LAN side of the
VPN router

Source |IP address

A global address on the WAN side of the VPN router

Destination Network

A global address of the camera

Destination IP address

A global address of the camera

9. Access the camera (see page 11).
+ If you can access the camera, the IPsec setup is complete.

Notes

* InIPsec communications, "IPsec" is displayed on the Top page or the
Single Camera page.

*  If you cannot communicate using IPsec, see 2.9 IPsec in the
Troubleshooting section of the Installation/Troubleshooting.

+  See the Panasonic Network Camera support website at
http://panasonic.co.jp/pcc/products/en/netwkcam/ for the IPsec

features.

[For assistance, please call: 1-800-272-7033]
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2.7 Using UPnP (Universal Plug and Play)

UPNP can automatically configure your router to be accessed from the Internet. In
order to use this feature, your router needs to support this feature and it must be
enabled. Most router manufacturers disable this feature as the default setting. See
http://panasonic.co.jp/pcc/products/en/netwkcam/technic/rtr_setup for
details and see your router manual for how to enable UPnP. After the UPnP is
enabled on the router, set [Enable] for auto port forwarding.

Note

The camera's UPnP does not support IPv6. Use this feature in IPv4.
1. Click [UPnP] on the Setup page.

2. Setup UPnP.

Auto Port Forwarding

" Enable
© Disahle

Display Shortcut Icon in My Network Places

© Enable
© Disable

Save
Setting Description
Auto Port + If the network setting is [Static] or [DHCP], enabling auto
Forwarding port forwarding allows you to access the camera from the
Internet.
Note
If the network setting is [Automatic Setup], enable [Allow
Access from the Internet] on the Network page (see page
40).
Display Shortcut [+  Enabling it displays a shortcut to the camera in the My
Icon in My Network Places folder.
Network Places
Note
If you use Windows XP or Windows Me, this feature is
available. Enable UPnP Windows component before using
this feature (see page 135).




3. Click [Save] when finished.

* New settings are saved.

*  When finished, "Success!" is displayed.
4. Click [Go to UPnP pagel.

* The UPnP page is displayed.

[For assistance, please call: 1-800-272-7033]
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2.8 Registering with the Viewnetcam.com service

Viewnetcam.com is a free service (dynamic DNS service) that allows you to assign
an easy to remember name to the camera, similar to your favorite web site.
Viewnetcam.com also allows you to easily access the camera, even when your ISP
changes the IP address. Panasonic Communications recommends you to register
with it for the Internet access to the camera. See http://www.viewnetcam.com for
details about the Viewnetcam.com service.

1. Click [Viewnetcam.com] on the Setup page.
2. Check [Enablel].

Yiewnetcam.com configuration

" Enahle
Personal (Camera) URL
Your Account Link

Save | GCancel |

»  Clicking [Cancel] cancels your settings without saving changes.

Setting Description
Enable »  Check [Enable] to register with the Viewnetcam.com
service. If you clear the box, the Viewnetcam.com service
stops.
Personal »  The camera's personal URL will be displayed after you
(Camera) URL register with the Viewnetcam.com service.

Your Account The URL is displayed to register with the Viewnetcam.com
Link service. Clicking [Your Account Link] item name displays
the Viewnetcam.com registration website.

3. Click [Save] when finished.
* New settings are saved.
*  When finished, "Success!" is displayed.
4. Click [Go to Viewnetcam.com page].
* The Viewnetcam.com page is displayed.
5. Click [Your Account Link].
* The Viewnetcam.com registration website is displayed.



Operating Instructions

Notes

When the Viewnetcam.com registration website is not displayed, confirm
that the URL is displayed in the right column of the Your Account Link. If
the URL is not displayed, follow the procedures below.

1. Wait for a while, and click [Refresh] on the web browser.

2. Confirm that your network (your PC and camera) is connected to the
Internet.

Personal (Camera) URL is available after you registered with the
Viewnetcam.com service.

If port forwarding is not enabled or your network is not connected to the
Internet, the Viewnetcam.com service is not available.

6. Register with the Viewnetcam.com service following the website.

The Viewnetcam.com page is displayed.

7. Access the camera with a registered URL from the Internet (see page 11).

Notes

When the Top page is displayed, the Viewnetcam.com registration is
complete.

It may take a maximum of 30 minutes for the registered URL to work.

If "Expired" is displayed at the Personal (Camera) URL on the
Viewnetcam.com page or at the Camera URL in the DDNS on the Status
page, restart the camera. After that, confirm that your registered URL is
displayed on their pages.

[For assistance, please call: 1-800-272-7033]
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2.9 Setting Date and Time
The Date and Time page allows you to set date and time. Date and time are used
for image buffer/transfer, operation time and time stamps on the buffered image.

Note
Saving the date and time settings deletes all buffered images on the internal
memory. The buffered images on the SD memory card are not deleted.

1. Click [Date and Time] on the Setup page.
Set each parameter.

Date Manth] dun = Dayl10 x|  Yearnos x|

Format 24H

Tirne Houl? =] Minute[35 =] [PM =]

™ Enable

MNTP Server

Address or |

Host Mame

Time Zone |GMT-05:00 Eastern Time |

[ Enahble

O s e W o
Month  Weekday Hour

Bnd Day:  [oci 2] [lastoundy =] |2 =] [AM =]

Save | GCancel I

»  Clicking [Cancel] cancels your settings without saving changes.
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Setting

Description

Time Setting

Select date and format (AM/PM or 24 H). These settings
are used for image buffer/transfer, operation time and time
stamps on the buffered image. But E-mail subject and file
name by E-mail or FTP transfer uses only 24 h format.

Automatic Time
Adjustment

NTP (Network Time Protocol) server synchronizes the
camera's internal clock. It adjusts automatically every day.
Check the box to enable it.

Set the NTP server IP address. In IPv4, set 4 digits (0—
255) and 3 periods such as "192.168.0.253". But "0.0.0.0"
and "255.255.255.255" are not available. In IPv6, set 8
hexadecimal digits divided with ":". Consecutive Os can be
abbreviated as "::". Or set a host name (1—255
characters).

Select your time zone.

Adjust Clock for
Daylight Saving
Time

During the daylight saving time, the internal clock is turned
forward an hour. The clock will shift one hour forward at the
set time on the Start Day, and move back one hour at the
set time on the End Day. Check the box to enable it.

Note

An "s" is put between date and time of time stamp when
enabling this feature. The time stamp will be attached to
the transferred images by the Image Transfer feature.

3. Click [Save] when finished.

* New settings are saved.

*  When finished, "Success!" is displayed.
4. Click [Go to Date and Time page].

+ The Date and Time page is displayed.

Note

Date and time settings are subject to change due to the temperature. Date and
time settings may lose about 1 minute per month in 25 °C (77 °F). They may
lose more minutes in colder or hotter places. Confirm the date and time
settings once a month.

[For assistance, please call: 1-800-272-7033]
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2.10 Changing Camera Settings

The Camera page allows you to set the camera name, white balance, pan/tilt
range, return to specified position and color night view settings.

1. Click [Camera] on the Setup page.

2. Set each parameter.

Camera Mame

Carnera MNarmne [NetworkGamera

White Balance [Auta |
Pan Range

I urm um

-60 ¥ Jo =l J«60 =]

degrees degrees degrees

il ome um

-45 - Jo | J+en =

degrees degrees degrees

Time [Do not move =]

Specified Position [Home Fosition |

' Enable

& Disable

Save I Gancel |

»  Clicking [Cancel] cancels your settings without saving changes.
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Setting Description

Camera Name The camera name is displayed on the Single Camera

page.

»  Enter ASCII characters (see page 136) or characters in
each language (1—15 characters for a 1-byte character
and 1—7 characters for a 2-byte character). But [Space],

[, [, [&], [<], and [>] are not available.

White Balance | Select from the following options.

*  Auto (default) — Automatic adjustment
*  Fixed Indoor — Electric bulb (2800 K)
+  Fixed Fluorescent — White (3600 K)
(White)
» Fixed Fluorescent — Daylight (4000 K)
(Daylight)
*  Fixed Outdoor — Solar light (6000 K)
* Hold — Setting [Hold] keeps the current

white balance.

Note

White balance is also saved in the home position, alarm
position and preset buttons.

Pan Range™ Select from the following options.
e Minimum — Current settings, -60—+60
¢ Home Position= — Current settings, -60—+60
¢  Maximum — Current settings, -60—+60

*  The values must be selected as minimum=home
position= maximum.

Note

If you wrongly set the range, your privacy may be seen.
Confirm the range after the setup.

[For assistance, please call: 1-800-272-7033]
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Setting Description
Tilt Range™ Select from the following options.
¢ Minimum — Current settings, -45—+20
* Home Position — Current settings, -45—+20
*  Maximum — Current settings, -45—+20

*  The values must be selected as minimum= home
position= maximum.

Note

If you wrongly set the range, your privacy may be seen.
Check the range after the setup.

Return to « If the camera is not operated during the specified period,
Specified the camera turns to the specified position.
Position

Note

If you did not set any presets, the camera cannot turn to
the preset position.

Color Night In the color night view mode, the camera image becomes
View brighter in a low illuminance. The camera image returns
normal operation in a bright location.

If you enable the color night view mode, refresh interval
may slow down.

Note

In the color night view mode, the image may have white or
colored circles around the object. This is not a problem,
since it is a CCD sensor characteristic.

See page 65 for details about pant/tilt range settings.
These home position settings are displayed as you set on page 22.

N

w

Click [Save] when finished.

* New settings are saved. If the home position is changed, the camera turns
to the home position.

*  When finished, "Success!" is displayed.
4. Click [Go to Camera page].
* The Camera page is displayed.
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Specifying Pan/Tilt Range
1. Access the camera (see page 11), and click [Single] at the top of the Top page.
2. Open another web browser, and display the Camera page (see page 62).
3. Align the Single Camera page and the Camera page side to side.

R
Camera Name [NetworkGamera
White Balance [ate =]
[0 =
degrees degrees degrees
[Winimum — [Home Paston [ Maximum
degrees degrees degrees
Time [0 not move =
Specified Positian [Fome Fosition ]
 Enable
@ Disable

Cancel

4. Set the panttilt range.

«  Selecting [Current Settings] displays the current angle of the camera.
Select each value while adjusting the panttilt on the Single Camera page.

Note
The values must be selected as minimum= home position= maximum.
Max.: +20 ° *
D@ = = NetvorkCamera
Max.: +60 ° F d Min.: -60 °

Min.: -45 ° *

5. Click [Save] on the Camera page.
*  New settings are saved. The camera turns to the home position.

[For assistance, please call: 1-800-272-7033]
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2.11 Adjusting Audio

The Audio page allows you to adjust the built-in microphone, the use of external
speaker, microphone sensitivity and external speaker volume.
1. Click [Audio] on the Setup page.

2. Set each parameter.

~ Enable
" Disable
Volume

IStandard VI

PC Audio Input Timeout

|1min VI

* Enzhle
" Disable

& Enable
" Disable

Savel Gancel |

»  Clicking [Cancel] cancels your settings without saving changes.
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Setting Description

Output » It controls audio output for external speaker connected to
the camera.

Volume * |t controls the volume to output to external speaker.

PC Audio Input * You can set the time to consecutively perceive the audio

Timeout from your PC. (1—60 minutes)

Input * |t controls audio input from the built-in microphone or
external microphone.

Camera *  You can select the built-in microphone or external

Microphone microphone sensitivity.

Sensitivity Minimum: Decreased sensitivity

Standard: Standard setting (default)
Maximum: Enhanced sensitivity

Mute during Pan/Tilt

You can temporarily stop listening (audio input) when the

camera pans or tilts.

3. Click [Save] when finished.

* New settings are saved.

*  When finished, "Success!" is displayed.
4. Click [Go to Audio page].

+ The Audio page is displayed.

[For assistance, please call: 1-800-272-7033]
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2.12 Changing Authentication Setting and
Administrator User Name and Password

The Security: Administrator page allows you to change authentication,
administrator user name and password. The authentication window is displayed,
and allows the registered users to access the camera.

Notes

+ Ifyou access the camera for the first time, the window to set administrator user
name and password is displayed. Make a note of the user name and password
so that you will not forget them.

* The user name and password should be secured at your own responsibility.
Pay attention to the following points.

» Set the user name and password as many characters as possible.
»  Change the password regularly.

1. Click [Administrator] on the Setup page.
Set each parameter.

General Authentication

" Permit access from guest users

& Do not permit access from guest users

Administrator Authentication

User Name l—
(B to 18 Characters)
Passward l—
(B to 16 Characters)
Retype Password
Save Gancel

»  Clicking [Cancel] cancels your settings without saving changes.
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Setting

Description

General
Authentication

Authentication has 2 phases.

* If you set [Permit access from guest users], the camera
does not display the authentication window in camera
access. All guest users can view the image without user
name and password.

Note

If you set [Permit access from guest users], [Login] is
displayed at the top of the page. After you log in as an
administrator (see page 71), you can access the Setup
page and the Maintenance page.

[C Loon )

» If you set [Do not permit access from guest users], the
camera displays authentication window in camera access.
Users must enter the user name and password.

User Name/ * User Name (6 to 15 characters): Enter the user name.
Password « Password (6 to 15 characters): Enter the password.
Note
The password must be different from the user name.
* Retype Password: Reenter the password.
*  Enter ASCII characters (see page 136). But [Space], ['], [1,
[&], [<], [>] and [:] are not available.
Note

When users other than an administrator are accessing the camera, [Setup]
and [Maintenance] tab will not be displayed.

3. Click [Save] when finished.

* New settings are saved.
*  When finished, "Success!" is displayed.

[For assistance, please call: 1-800-272-7033]
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4. Click [Go to Security: Administrator page].
*  The Security: Administrator page is displayed.

Notes

*  When the user name and password have been changed, the camera
displays an authentication window. Enter the user name and password,

and click [OK].

@ Please type your user name and password.
Site: Aotk dekok etk setek
Realm Hfefefeteleste
User Mame I
Password I
[~ Save this password in your password list
Cancel

Administrator/General Users/Guest Users
The camera has 3 user levels (administrator, general users and guest users).

General Users

Guest Users

Items Administrator
User Name and Required Required Not Required
Password
Number of Users 1 50 —
Accessible Pages All Pages Pages Except For | Pages Except For

Setup and
Maintenance page

Setup and
Maintenance page

Access Level

All Operations

Access level can
be set for each
general user (see
page 72).

Access level can
be set for guest
users (see page

72).

Note

on the Security: Administrator page (see page 68).

70

Guest users mean unregistered users. Set [Permit access from guest users]
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2.13 Logging in to the Camera

If you set [Permit access from guest users] on the Security: Administrator page,
[Login] is displayed at the top of the page. After you log in as an administrator, you
can access the Setup page and the Maintenance page.

1. Click [Login] at the top of the page.
Eil_lppljr't

2. Check the login mode, and click [Login].

Select Login mode

& General User

 Administrator

Login |

Note
The authentication window is displayed. Enter the user name and password.
21|
? Please type pour user name and password
Site: Fep stefete stk skt

Realm Aottt

User Mame I

Passward I

I~ Saws this password in your password list

Cancel |

3. Enter the user name and password, and click [OK].
*  You can log in to the camera.

[For assistance, please call: 1-800-272-7033] 71
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2.14 Creating, Modifying or Deleting General Users

The General User page allows you to create, modify or delete general users. Up to
50 general users can be registered. The access level is set for each general user.
If you set [Permit access from guest users] on the Security: Administrator page, the
access level can be set for guest users.

1. Click [General Users] on the Setup page.
2. If you create a general user, click [Create].

*  When setting [Do not permit +  When setting [Permit access
access from guest users] from guest users]

User ID List (Max. 50 Users)

User ID List {(Max. 50 Users)

Madify e dify

Delete Delete.

» If you change the settings of general users or guest users, select
their name and click [Modify]. The modification page is displayed.

» Ifyoudelete a general user, select the name and click [Delete]. The
confirmation page is displayed.
3. Set each parameter.

»  Settings for a general user »  Settings for guest users

tésrir:?rcn:araners) HE‘EETF‘EEDECDHUMMS [Not permitted =]
i ——
F’Ba;s"‘;ocdharactm) Refresh Interval 3s |
s E— [ rent Tecanza
Limit time of Continuous ot permied =] I” Preset Control
g::;:i::wa‘ | I” Click to Center Control
I Pan / Titt Control ™ Brightness Contral

I Preset Control I~ External Qutput Control
I” Click to Center Control [~ Change Refresh Interval
I Brightness Control

I” External Output Control I™ Change Resolution
I~ Change Refresh Interval I~ Change Quality
Sz Resehiiy I™ Capture Image Button
I” Change Qual
e CUT ™ Listen
I” Capture Image Buton
L ™ Talk
I~ Talk I~ Wigw Multi-Camera page

I™ View Multi-Camera page I” View Buffered Image page
I™ View Buffered Image page

Save Gancel Save Cancel

»  Clicking [Cancel] takes you back to the previous page without
saving changes.
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Setting Description
User ID List * Up to 50 general users can be registered.
+ Thelistis used to modify or delete general user settings.
User Name/ * User Name (6 to 15 characters): Enter the user name.
Password «  Password (6 to 15 characters): Enter the password.

Note
The password must be different from the user name.
* Retype Password: Reenter the password.

*  Enter ASCII characters (see page 136). But [Space], ['], [],
[&], [<], [>] and [:] are not available.

Access Level

Access level is set for each general user. Check the feature to
enable.

* Inthe limit time of continuous motion JPEG, set the time to
change the video (Motion JPEG) to still images for each
user. (Not permitted, Unlimited, 10 seconds—60 minutes)
In the refresh interval, set the refresh interval after the
video changes to still images. (3—60 seconds)

*  See each page for the following features.
Pan/Tilt Control (see page 21)
Preset Control (see page 20)
Click to Center Control (see page 18)
Brightness Control (see page 20)
External Output Control (see page 20)
Change Refresh Interval (see page 20)
Change Resolution (see page 20)
Change Quality (see page 20)
Caputure Image Button (see page 19)
Listen (see page 26)
Talk (see page 26)
View Multi-Camera page (see page 28)
View Buffered Image page (see page 30)

4. Click [Save] when finished.
* New settings are saved.
*  When finished, "Success!" is displayed.

5. Click [Go to General User pagel.

[For assistance, please call: 1-800-272-7033]
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2.15 Changing Initial Settings on the Single
Camera page or the Multi-Camera page

The Image Display page allows you to change initial settings (display settings
when a user accesses the camera) of image resolution, image quality and refresh
interval. You can display a time stamp on the image.

1. Click [Image Display] at the top of the page.
2. Set each parameter.

Single Camera

Image Resalution [z20:240 =]
Image Quality [Standard =]
Refresh Interval [Mation =]
Image Resalution [320:240 =]
Image Guality [Standard =]
Refresh Interval [Motion =]
Time stamp [Motused =]
Language [Enelich =]
Save I Cancel |

»  Clicking [Cancel] cancels your settings without saving changes.
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Setting

Description

Image Resolution

Select the image resolution.

640 x 480 pixels (Only for the Single Camera page)
320 x 240 pixels (default)

160 x 120 pixels (Only for the Multi-Camera page)

Image Quality

Select the image quality.

[Favor Clarity] optimizes for good quality.
[Standard] offers standard quality.

[Favor Motion] optimizes for enhanced motion.

Refresh Interval

Select a refresh interval.
(Motion—60-second interval)

Time stamp setting

You can display a time stamp on the upper left side of
the image. Select from [Not used], [AM/PM format] or
[24H format].

Note

If you enable this feature, the time is also stamped on
the buffered image.

Language

Select the initial language from English, French,
German, ltalian, Spanish, Russian, Simplified Chinese
or Japanese. The selected language is displayed as
the initial language on the Top, Single Camera and
Multi-Camera page. If you select English or Japanese,
all pages can be changed. But if you select other
language, the Setup, Maintenance and Support pages
are displayed only in English.

3. Click [Save] when finished.
* New settings are saved.
*  When finished, "Success!" is displayed.

4. Click [Go to Image Display page].
« The Image Display page is displayed.

[For assistance, please call: 1-800-272-7033]
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2.16 Configuring Multiple Cameras

The Multi-Camera Setup page allows you to configure the camera IP addresses
and camera names to view multiple images on the Multi-Camera page. These
configurations are required to use the Multi-Camera page.

1. Click [Multi-Camera] on the Setup page.
2. Click [Add].

=5 or Host Name Camera Name

* If you click the camera number, the modification page is displayed. The
camera setting can be modified or deleted on it.

*  If you configured multiple cameras, you can change the camera number.
Select the number, and click [Move].

Change Camera Order
From No[T =] To No[T = Mave |

3. Set each parameter.

Add Camera

Display ¥ On
IP Addres=s or Host Mame |
Port Mo.
{1 to B5535) I
Camera Name |—
(1 to 15 characters)
Save | Cansel I

»  Clicking [Cancel] cancels your settings without saving changes.

Note

If the cameras will be accessed from the Internet, be sure to use the global IP
address. In this situation, local IP addresses such as 192.168. x.x cannot be
used.
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Setting Description
Display »  Check the box to enable the camera.
IP Addressor |« Setthe IP address or the host name to enable the camera.
Host Name
Port No. »  Set the port number (1—65535).

Camera Name=

This camera name is displayed only on the Multi-Camera
page.

*1

In IPv4, set 4 digits (0—255) and 3 periods such as "192.168.0.253". But
"0.0.0.0" and "255.255.255.255" are not available.

In IPv6, set 8 hexadecimal digits divided with ":". Consecutive Os can be
abbreviated as "::".

Enter ASCII characters for the host name (see page 136). But [Space], ['], [,
[#], [&], [%], [=], [+], [?], [<] and [>] are not available.

Enter 1—255 characters.

Enter ASCII characters (see page 136) or characters in each language (1—15
characters for a 1-byte character and 1—7 characters for a 2-byte character).
But [Spacel, ['], [1, [#], [&], [%], [=], [+], [?], [<], and [>] are not available.

Notes

«  Set the local IP address and port number for the camera on the same
LAN.

» Ifthe cameras will be accessed from the Internet, be sure to use the global
IP address. In this situation, local IP addresses such as 192.168. x.x
cannot be used.

4. Click [Save] when finished.

* New settings are saved.
+  The Multi-Camera Setup page is displayed.

[For assistance, please call: 1-800-272-7033]
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2.17 Format the SD memory card

Before you record the camera image, you need to format the SD memory card.

Notes

*  You can confirm the SD memory capacity on the Status page (see page
107).

1. Insert the SD memory card (see page 37 of the Installation/Troubleshooting).
2. Click [Buffer/Transfer] on the Setup page.
3. Click [Format].

] us [ Trigger [Sun[mon]Tue] Sat | Active Time of Trigger | Transfer Method | Natity

Mo Transfer, No

Timer X X X Ahniays Memary Overarite

2 OFF Timer X X X X X X X Abways L
2 Mermory Overwrite

3 OFF Tmer X X X X X X X A No Transfer, No
Memory CQverwrite

4 OFF  Timer X X X X X X X Abways el T
Mermory Overarite

s OFF Tmer X X X X X X X Aram Mo Transfer, No

Mermnory Ovenarite

SD memory card

The format of SO memory card, i removes

Format | SD video recording stop |

4. Click [OK] on the confirmation window.
*« Formatis complete.
5. Click [Go to Image Buffer/Transfer page].
« The Image Buffer/Transfer page is displayed.
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2.18 Stop the SD Memory Recording

After you stop the SD memory recording, remove the SD memory card.

Notes
*  You can confirm the SD memory capacity on the Status page (see page
107).
1. Click [Buffer/Transfer] on the Setup page.
2. Click [SD video recording stop].

s Trigger [Sun[mon]Tue] Active Time of Trigger | Transfer Method

Timer O I I I I I = Always No Transfer, No
Mermory Overarite

MNo Transfer, ko

2 OFF Tirner XX X X X X X Alvvays ey Gremais
3 OFF Tmer X X X X X X X Avays B TS, (D
= Mermnory Ovenarite
4 OFF Tmer X X X X X X X Avays (o TEmgSien, (D
= Mernory Overarite
5 OFF Tmer X X X X X X X Ahays NS WS, N

Mermory Overarite

SD memory card

The format of SD memory card, it removes.

Formst | SDvideo recordinestop |

3. Click [OK] on the confirmation window.
+  The SD memory recording is stopped.
4. Click [Go to Image Buffer/Transfer page].
*  The Image Buffer/Transfer page is displayed.

Notes

+ Ifthe camerais restarted (see page 107), the SD memory recording starts
again.

* If you remove the SD memory card and insert it again, the SD memory
recording starts again (see page 37 of the Installation/Troubleshooting).

»  Ensure that recording has been stopped, before removing the SD memory
card. If the SD memory card is removed while recording, the image file will
most likely become unreadable. In this case, format the SD memory card
again. (Files will be deleted.)

[For assistance, please call: 1-800-272-7033]
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2.19 Buffering or Transferring Images by Timer
The Image Buffer/Transfer page allows you to enable image buffer/transfer by E-
mail or FTP.

Note

If you are recording images to the SD memory card, refresh interval slows
down.

1. Click [Buffer/Transfer] on the Setup page.
Click [No.] to enable buffer/transfer.

[No [ status [ Trigger [Sun]Mon[Tue] Sat | Active Time of Trigger | Transfer Method | Notify:
L OFF  Timer X X X Always Mﬁfnzz”éfvj&”m
2 OFF Tmer X X X X X X X Ahways Mﬁfﬂz@“&fﬂﬁﬁg
3 OFF Tmer X X X X X X X Ahways Mo Transfer, No
Mermory Cverwrite
4 OFF  Tmer X X X X X X X Ahways Mo Transfer, No
Memory Crverwrite
5 OFF Timer X X X X X ¥ X Abways M TCETSiEr, (1

Memory Cvervwrite

3. Check [Enable Image Buffer/Transfer], select [Timer] for trigger, and click
[Next>].

Trigger Setting

¥ Enable Image Buffer/Transfer

Trigger Timer x

Delete Buffered Images |

Mext > Save Cancel |

Note
If you click [Save], all buffered images on the SD memory card are deleted.
* Click [Delete Buffered Images] to delete this buffered images.
* Click [Save] to save the settings.

» Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.
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Setting Description
Enable Image |+ Check the box to enable the buffer/transfer. Clear the box
Buffer/Transfer to disable it.
Trigger +  Selecting [Timer] enables the camera to buffer/transfer the

image by timer.
»  Selecting [Alarm 1 or 2] enables the camera to buffer/

transfer the image by alarm signal.

4. Setthe time, and click [Next>].
m Active Time of Trigger
FF K F F F F @ CaM x| 12 x|h |0 =|minto|PM x| |11 =ih [59 x|min

Always

<Back | Memt> | cancel |

Note

The timer works by an internal clock. Set the date and time before using timer
buffer/transfer (see page 60).
»  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description

A day of the Check the box to enable the day. Clear the box to disable
week it.

Active Time of Select the [Always] option when you do not specify the
Trigger time period. If you specify the time period, select the time
period option and set the time period.

5. Set the image settings, and click [Next>].

Image Setting
Image Resolution 320x240 >
Image Guality Standard 'I

< Back | Mext > | Gancel I

«  Clicking [<Back] takes you back to the previous page.

+  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

[For assistance, please call: 1-800-272-7033]
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Setting Description
Image +  Select image resolution (640 x 480, 320 x 240 (default) or
Resolution 160 x 120 pixels) to buffer or transfer.

Image Quality |« Select the image quality.

[Favor Clarity] optimizes for good quality.
[Standard] offers standard quality.

[Favor Motion] optimizes for enhanced motion.
[Mobile Phone] is for a transfer to a mobile phone.

Note

640 x 480 pixels cannot be set for a transfer to a mobile
phone.

6. Set the image buffer frequencies, and click [Next>].

Image Buffer Frequency

Every|1s =l buffer[T =|images.

< Back I MNext > I Gancel |

Note

Due to the network environment, object, number of accesses, enabling IPsec,

SD memory recording, the camera may not record the numbers of images as

you set. In this case, set the image buffer frequencies longer.

»  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description

Image Buffer »  Select the image buffer frequency to buffer or transfer the
Frequency image. (1 image per hour—30 images per second)
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7. Select the transfer method, and click [Next>].

Transfer Method

@& Mo Transfer, No Memory Cvenarite
Mo Transfer, Mernory Cverwrite
CFTP

© E-mail

»  Clicking [<Back] takes you back to the previous page.
»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.
Note

If you transfer image by E-mail or FTP, confirm that the default gateway and
DNS server addresses are assigned correctly (see page 38 and page 42).

Setting Description
No Transfer, No |« If the internal memory or the SD memory card is full, the
Memory camera stops the buffer.
Overwrite

No Transfer, If the internal memory or the SD memory card is full, the

Memory camera deletes the old images, and continues to buffer the

Overwrite image.

FTP *  The camera transfers the image to an FTP server (see
page 84).

E-mail * The camera transfers the image by E-mail (see page 86).

[For assistance, please call: 1-800-272-7033]
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When you set [FTP] for Transfer Method
Select [FTP], and click [Next>]. The following page is displayed.

FTP
Server IP Address or Host |
Name
Paort Mo. (Usually Use 21) |21
Login 1D (0 to B3 l—
Characters)
Passward (0to0 B3 l—
Characters)
Lagin Timing IEvery Time VI
IUpload File Mame (1 to 234 |
Characters)
Owvenarite setting |Overwrite File |

Data Transfer Method IPaSSive Mods v[

< Back | Save | Gancel |

»  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.
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Setting Description

Server IP « If you set the server IP address, set 4 digits (0—255) and 3

Address or periods such as "192.168.0.253". But "0.0.0.0" and

Host Name "255.255.255.255" are not available. Or set a host name (1—
255 characters).

* You can set IPv6 address.

Port No. *  Enter the number (1—65535). Usually set to 21.

Login ID" * If your ISP requires a login ID, set it (0—63 characters).

Password |« If your ISP requires a password, set it (0—63 characters).

Login Timing |+  Select the login timing to an FTP server. If you set [One Time]
during 1-minute transfer, the camera logs in to the server only
once, and can reduce the time to log in or log out.

Upload File [«  Set the file name to save on an FTP server. Enter 1—234

Name™ characters. Entering "\" creates directories for a file. (E.g.
NetworkCamera\image.jpg)

Overwrite +  Selecting [Overwrite File] saves and overwrites the image on

Setting the server. Selecting [Save as New File with Time Stamp]
saves the image attaching time stamps on the file name, and
the images are not overwritten.

Data +  Select [Passive Mode] normally. If FTP does not work, select

Transfer [Active Mode] and check the operation.

Method

“ But [Space], ["], [1, [&], [<] and [>] are not available.

[For assistance, please call: 1-800-272-7033]
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When you set [E-mail] for Transfer Method
Select [E-mail], and click [Next>]. The following page is displayed.

E-mail Transfer

SMTP Server IP Address or |
Host Mame

POP3 Server IP Address ar |
Host Name

Login ID (0 to B3 l—
Characters)
Passwaord (0 to 63 l—

Characters)

Reply E-mail Address |

Destination E-mail Address |

Destination E-mail Address |
2

Destination E-mail Address |

Subject (Up to 44 |
Characters)
Text (Up to B3 Characters) =]
=
< Back | Gave | Cancel |

»  Clicking [<Back] takes you back to the previous page.
+  Clicking [Cancel] takes you back to the Image Buffer/Transfer page

without saving changes.
Note

The camera works only with an SMTP (Simple Mail Transfer Protocol) server.
It does not work with mail servers like "Hotmail®" using a web browser.
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Setting Description
SMTP Server IP |+ If you set the server IP address, set 4 digits (0—255) and
Address or Host 3 periods such as "192.168.0.253". But "0.0.0.0" and
Name "255.255.255.255" are not available. Or set a host name

(1—255 characters).
You can set IPv6 address.

POP3 Server IP
Address or Host
Name

If you set the server IP address, set 4 digits (0—255) and
3 periods such as "192.168.0.253". But "0.0.0.0" and
"255.255.255.255" are not available. Or set a host name
(1—255 characters).

You can set IPv6 address.

Login ID" « If your ISP requires a login ID to log in to a POP3 server,
set it (0—63 characters).

Password" * Ifyour ISP requires a password to log in to a POP3 server,
set it (0—63 characters).

Reply E-mail + Set the sender's E-mail address. We recommend you to

Address™ set the administrator's E-mail address.

Destination E-
mail Address™
1—3

Set the destination E-mail address (up to 3).

Subject *  Enter a subject with ASCII characters (see page 136) or
characters in each language (0—44 characters for a 1-
byte character and 0—22 characters for a 2-byte
character). But ["] is not available.

Text »  Enter text with ASCII characters (see page 136) or

characters in each language (0—63 characters for a 1-
byte character and 0—31 characters for a 2-byte
character). But ["] and [end-of-line] key are not available.

“ But [Space], ["], [1, [&], [<] and [>] are not available.

[For assistance, please call: 1-800-272-7033]
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8. Confirm the settings, and click [Save].

New settings are saved.
When finished, "Success!" is displayed.

9. Click [Go to Image Buffer/Transfer page].

Not:

The Image Buffer/Transfer page is displayed.
es

If you click [Save] on the Image Buffer/Transfer page, all buffered images
on the SD memory card are deleted.

If you are buffering images on the internal memory, the following
operations also delete all buffered images.

*  Turning off the camera.
» Saving the Date and Time page.

» Restarting, updating firmware or resetting the camera to factory
default.
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2.20 Buffering or Transferring Images by Alarm
Signal
The Image Buffer/Transfer page allows you to enable image buffer/transfer by E-
mail or FTP.
Note

If you are recording images to the SD memory card, refresh interval slows
down.

Click [Buffer/Transfer] on the Setup page.

N =

Click [No.] to enable buffer/transfer.

[ Mo [5tarus | Trigger [Sun]Mon]Tue[wed[Thu] Fri [5at [ Active Time of Trigger | Transfer Method | Notify

1 OOFF  Tmer X X X X X X X Always S UETEE,
emory Overwrite

: OFF Tmer X X X X X X X Awiays Ma Transfer, Mo
Memory Cverwrite

3 OFF Tmer X X X X X ¥ X Aways Mo Transfer, ko
Memory Cverwrite

4 OFF Tmer X X K X XK K X Aways [N T, (D

Memory Overwrite

Mo Transfer, Mo

5 OFF Timer X X X X X x X Always Memory Overwrite

3. Check [Enable Image Buffer/Transfer], select [Alarm 1 or 2] for trigger, select
[Rising: GND to Open (High).] or [Falling: Open (High) to GND.] and click
[Next>].

Trigger Setting

¥ Enable Image BufferTransfer

Trigger Alarm1 ¥
Alarm enable condition | Risine: GMD to Open (High). =

Delete Buffered Inases |

Next > Save Cancel |

Note
If you click [Save], all buffered images on the SD memory card are deleted.
* Click [Delete Buffered Images] to delete this buffered images.
» Click [Save] to save the settings.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

[For assistance, please call: 1-800-272-7033]
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Setting Description
Enable Image |+ Check the box to enable the buffer/transfer. Clear the box
Buffer/Transfer to disable it.
Trigger +  Selecting [Timer] enables the camera to buffer/transfer the

image by timer.
»  Selecting [Alarm 1 or 2] enables the camera to buffer/
transfer the image by alarm signal.

Alarm enable » Select [Rising: GND to Open (High).] or [Falling: Open
condition (High) to GND.]. [Rising: GND to Open (High).] is the state
that GND pin and pin 1 or pin 2 is left open.

[Falling: Open (High) to GND.] is the state that GND pin
and pin 1 or pin 2 is short-circuited. (see page 116)

4. Setthe time, and click [Next>].
YWed Active Time of Trigger
FFEFERRFRFERE " c M= [1z =] [0 =]minto [FM =] [11 =]h [59 =min

Ahways

<Back | Memt> | cancel |

Note
The timer works by an internal clock. Set the date and time before using timer
buffer/transfer (see page 60).
»  Clicking [<Back] takes you back to the previous page.

+  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description

A day of the Check the box to enable the day. Clear the box to disable
week it.

Active Time of Select the [Always] option when you do not specify the
Trigger time period. If you specify the time period, select the time
period option and set the time period.
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5. Set the Lens Position When Triggered setting, and click [Next>].

Lens Position When Triggered

\When triggered, Do not move v[
< Back I Mext > I Gancel

Note
If you enable the Lens Position When Triggered setting, buffer/transfer starts
after the camera turns to the alarm position.
»  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description

Lens Position +  Set[Move to alarm position] to move the lens to the alarm
When Triggered position (see page 22) when the alarm signal is detected.

6. Set the image settings, and click [Next>].

Image Setting
Image Resolution 3202240 w
Image Cuality Standard |

< Back | Hext > | Cancel I

«  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description
Image »  Select image resolution (640 x 480, 320 x 240 (default) or
Resolution 160 x 120 pixels) to buffer or transfer.
Image Quality |+ Select the image quality.

[Favor Clarity] optimizes for good quality.
[Standard] offers standard quality.

[Favor Motion] optimizes for enhanced motion.
[Mobile Phone] is for a transfer to a mobile phone.

Note

640 x 480 pixels cannot be set for a transfer to a mobile
phone.

[For assistance, please call: 1-800-272-7033]
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7. Set the image buffer frequencies, and click [Next>].

Image Buffer Frequency

[ Enahble Pre-trigger Image Buffer

Every[1s =], bufer[1 =] images. Total[T =]

images.

¥ Enable Post-trigger Image Buffer

Every[1s = buffer[T =] images. Total[1 =]

images.

Note

< Back | Mext > | Gancel

Due to the network environment, object, number of accesses, enabling IPsec,
SD memory recording, the camera may not record the numbers of images as
you set. In this case, set the image buffer frequencies longer. For the SD
memory recording, 1 image per second setting is recommended.

»  Clicking [<Back] takes you back to the previous page.

+  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Setting Description

Enable Pre- Check the box to enable the setting. The camera buffers or

trigger Image transfers the image right before the alarm signal is

Buffer detected.
Set an interval, number of images to buffer and total
number. The buffered images may not match the total
number due to memory capacity, image resolution, image
quality or what object you view.

Enable Post- Check the box to enable the setting. The camera buffers or

trigger Image transfers the image right after the alarm signal is detected.

Buffer Set an interval, number of images to buffer and total
number. The buffered images may not match the total
number due to memory capacity, image resolution, image
quality or what object you view.
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8. Select the transfer method, and click [Next>].

Transfer Method

@& Mo Transfer, No Memory Cvenarite
Mo Transfer, Mernory Cverwrite
CFTP

© E-mail

< Back I Mext > I Gancel |

«  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.

Note

If you transfer image by E-mail or FTP, confirm that the default gateway and
DNS server addresses are assigned correctly (see page 38 and page 42).

Setting Description
No Transfer, No |+  If the internal memory or the SD memory card is full, the
Memory camera stops the buffer.
Overwrite

No Transfer, If the internal memory or the SD memory card is full, the

Memory camera deletes the old images, and continues to buffer the

Overwrite image.

FTP *  The camera transfers the image to an FTP server (see
page 94).

E-mail * The camera transfers the image by E-mail (see page 96).

[For assistance, please call: 1-800-272-7033]
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When you set [FTP] for Transfer Method
Select [FTP], and click [Next>]. The following page is displayed.

FTP
Server [P Address or Host |
MName
Port Mo, (Usualky Use 21} |21
Lagin IO (0 to B3 l—
Characters)
Password (0 to B3 l—
Characters)
Login Timing IEvery Time vl
Upload File Name {1 to 234 |
Characters)
Overwirite setting |Overwrite File |

Data Transfer Method |Passwe Mode v[

< Back | Mext > | Gancel |

»  Clicking [<Back] takes you back to the previous page.

»  Clicking [Cancel] takes you back to the Image Buffer/Transfer page
without saving changes.
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Setting Description

Server IP « If you set the server IP address, set 4 digits (0—255) and 3

Address or periods such as "192.168.0.253". But "0.0.0.0" and

Host Name "255.255.255.255" are not available. Or set a host name (1—
255 characters).

* You can set IPv6 address.

Port No. *  Enter the number (1—65535). Usually set to 21.

Login ID" * If your ISP requires a login ID, set it (0—63 characters).

Password |« If your ISP requires a password, set it (0—63 characters).

Login Timing |+  Select the login timing to an FTP server. If you set [One Time]
during 1-minute transfer, the camera logs in to the server only
once, and can reduce the time to log in or log out.

Upload File [«  Set the file name to save on an FTP server. Enter 1—234

Name™ characters. Entering "\" creates directories for a file. (E.g.
NetworkCamera\image.jpg)

Overwrite +  Selecting [Overwrite File] saves and overwrites the image on

Setting the server. Selecting [Save as New File with Time Stamp]
saves the image attaching time stamps on the file name, and
the images are not overwritten.

Data +  Select [Passive Mode] normally. If FTP does not work, select

Transfer [Active Mode] and check the operation.

Method

“ But [Space], ["], [1, [&], [<] and [>] are not available.

[For assistance, please call: 1-800-272-7033]
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When you set [E-mail] for Transfer Method
Select [E-mail], and click [Next>]. The following page is displayed.

E-mail Transfer

SMTF Server IP Address or |
Host Name

POP3 Server IP Address or |
Host Mame

Login ID {0 to 63 l—

Characters)

Password (0 to B3 l—
Characters)

Reply E-mail Address |

Destination E-mail Address |
1

Destination E-mail Address |
2

Destination E-mail Address |
3

Subject (Up to 44 |
Characters)
Text {IUp to 63 Characters) =
H
< Back I Mext > I Gancel |

»  Clicking [<Back] takes you back to the previous page.
+  Clicking [Cancel] takes you back to the Image Buffer/Transfer page

without saving changes.
Note

The camera works only with an SMTP (Simple Mail Transfer Protocol) server.
It does not work with mail servers like "Hotmail" using a web browser.
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Setting Description
SMTP Server IP |+ If you set the server IP address, set 4 digits (0—255) and
Address or Host 3 periods such as "192.168.0.253". But "0.0.0.0" and
Name "255.255.255.255" are not available. Or set a host name

(1—255 characters).
You can set IPv6 address.

POP3 Server IP
Address or Host
Name

If you set the server IP address, set 4 digits (0—255) and
3 periods such as "192.168.0.253". But "0.0.0.0" and
"255.255.255.255" are not available. Or set a host name
(1—255 characters).

You can set IPv6 address.

Login ID" « If your ISP requires a login ID to log in to a POP3 server,
set it (0—63 characters).

Password" * Ifyour ISP requires a password to log in to a POP3 server,
set it (0—63 characters).

Reply E-mail + Set the sender's E-mail address. We recommend you to

Address™ set the administrator's E-mail address.

Destination E-
mail Address™
1—3

Set the destination E-mail address (up to 3).

Subject *  Enter a subject with ASCII characters (see page 136) or
characters in each language (0—44 characters for a 1-
byte character and 0—22 characters for a 2-byte
character). But ["] is not available.

Text »  Enter text with ASCII characters (see page 136) or

characters in each language (0—63 characters for a 1-
byte character and 0—31 characters for a 2-byte
character). But ["] and [end-of-line] key are not available.

“ But [Space], ["], [1, [&], [<] and [>] are not available.

[For assistance, please call: 1-800-272-7033]
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9. After you confirm the settings and click [Next>], set E-mail notification and click
[Next>].

E-mail notification when triggered

& Dizahle
 Enable

» If you select [Enable], the E-mail Notification When Triggered page is
displayed. Enter the settings seeing page 96 and page 97. When finished,
click [Next>] and go to step 10.

Setting Description

Disable ¢ The camera does not send an E-mail notification when
buffering or transferring image.

Enable *  The camera sends an E-mail notification (up to 3
destinations) when buffering or transferring image.

10. Click [Save] after confirming the settings.
* New settings are saved.
*  When finished, "Success!" is displayed.
Note
If you click [Save], all buffered images on the SD memory card are deleted.
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11. Click [Go to Image Buffer/Transfer page].

Notes

The Image Buffer/Transfer page is displayed.

If you set a short interval to transfer image to a mobile phone, many E-
mails may be sent to it leading to a large phone bill. Therefore, we
recommend you to set a long interval. 1 image per second frequency is
recommended.

Alarm transfer stops its operations until the camera finishes all transfers.
For example, if the camera transfers 3 images per minute and 6 images
in total, the alarm detection will be in the following operation.

|/ 120 seconds

|
Ist 2nd 3rd 4th 5th 6th

Detectable | Undetectable _ | Detectable

¢ -

An alarm signal is detected.

If you are buffering images on the internal memory, the following
operations also delete all buffered images.

*  Turning off the camera.
+ Saving the Date and Time page.

» Restarting, updating firmware or resetting the camera to factory
default.

[For assistance, please call: 1-800-272-7033]
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2.21 Transfer the Camera Image in Transport Mode

The camera can transfer the image in transport mode by E-mail or FTP.

=

Transport Mode
E- ma|I or FTP

Server

Encrypted =—————

Prepare the following requirements.

Item Supported Feature
E-mail or FTP Operating : IPsec supported
Server System
ISP Service : Services for multiple static global

addresses (A global address must be set up
to the server.)

Camera ISP Service : Services for multiple static global
addresses (A global address must be set up
to the camera.)

See page 49 and set up the E-mail or FTP server.

100



Operating Instructions

2.22 Transfer the Camera Image in Tunnel Mode

The camera can transfer the image in tunnel mode by E-mail or FTP.

VPN Router E
LAN | WAN Tunnel Mode

~&— Not Encrypted ENnCrypted =———|

Prepare the following requirements.

Item Supported Feature
VPN Router ISP Service : Services for static global addresses (A
(in IPv4) global address must be set up to the WAN
side.)
ISP Service : "IPv4/IPv6 Dual-Stack" or "IPv6 over IPv4
(in IPv6) Tunneling" service
Camera ISP Service : Services for multiple static global
(in IPv4) addresses (A global address must be set up
to the camera.)
ISP Service : "IPv4/IPv6 Dual-Stack" or "IPv6 over IPv4
(in IPv6) Tunneling" service

See page 52 and set up the E-mail or FTP server.

[For assistance, please call: 1-800-272-7033] 101
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2.23 Specifying Operation Time
The Operation Time page allows you to limit the operation time. The camera image
turns to a gray screen outside the operation time.

Notes

« If you wrongly set the time period, your privacy may be seen. Confirm the
time period after the setup.

« If you access the camera as an administrator, you can view the image
outside the time period.

1. Click [Operation Time] on the Setup page.
2. Click [No.] to set the operation time.

o ol
1 X

u
KoK

1 Disahle H oK XK Always
2 Disable X X X X K oo® X Alwizays
3 Disable X »oOHK H oK XK Always
4 Disable X X X X O G4 Alwizys
5 Disable X »oOHK H oK XK Always
B Disable X »oOHK H oK XK Always
I Disable X »oOHK H oK XK Always

Note
If No. 1—7 are disabled, the camera can always be operated.
3. Check [Enable], set the time, and click [Save]

o [am =] [12 =]Wo =]min
] ~ ~ ~ ~ F F ¥ & Always tDI__l"M'l__I‘Q'hD Tmin

Save Gancel
«  Clicking [Cancel] takes you back to the previous page.
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Setting Description
Enable *  Check the box to enable the setting. Clear the box to
disable it.
A day of the *  Check the box to enable the day. Clear the box to disable

week it.

Operation Time Select the [Always] option when you do not specify the

time period. If you specify the time period, select the time

period option and set the time period.

4. Click [Save] when finished.
*  New settings are saved.
*  The Operation Time page is displayed.
About Operation Time

In the operation time settings, the enabled settings take priority over the disabled
settings. Therefore, if Monday or Tuesday is disabled in a setting but enabled in
other settings, the camera can be operated on both Monday and Tuesday.

el
1 X

Enahle A G Alwiays

2 Enable X #H #H O Alwiays

[For assistance, please call: 1-800-272-7033]
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2.24 Controlling External Output Terminal

The digital output terminal allows you to control the external devices.
1. Click [External Output] on the Setup page.
2. Click [Save] when finished.

External Device Control Output
* Cipen
" Short to GND

Button name modification

Cipen (1 to B Characters) IOpen
Shart to GND (1 ta B Characters) IShort
Save | Cancel I

»  Clicking [Cancel] cancels your settings without saving changes.
* New settings are saved.
*  When finished, "Success!" is displayed.

Setting Description

External Device If you check [Open], the internal transistor turns off and the
Control Output external output terminal gets high impedance (open
collector) when the camera powers up. If you check [Short
to GND], the internal transistor turns on and is electrically
short-circuited to GND pin when the camera powers up.
The external output terminal gets low impedance (0 V).

Button name * You can change the output control button names on the
modification operation bar. You can name the button depending on your
external devices.

3. Click [Go to External Output Control pagel.
*  The External Output Control page is displayed.
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2.25 Changing Indicator Display

The Indicator Control page allows you to select Indicator operation. Indicator has
three options.

1.

Always on
Turn the indicator on when the camera is accessed.
Always off

Click [Indicator Control] on the Setup page.
Select indicator option.

Indicator Control

& Turn indicatar on when camera is on.
" Turn indicator on during Camera acCcess.

" Mewer turn indicator on.

Save Cancel

»  Clicking [Cancel] cancels your settings without saving changes.

Notes
+ See page 11 in the Installation/Troubleshooting for indicator display.
»  Selecting [Never turn indicator on] keeps indicator always off.

Click [Save] when finished.

* New settings are saved.

*  When finished, "Success!" is displayed.

Click [Go to Indicator Control pagel].
+  The Indicator Control page is displayed.

[For assistance, please call: 1-800-272-7033]
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3 Camera Maintenance

3.1 Maintenance page

Maintenance

(19) EET
Resta

Reset to Factory Defal

Maintenance

(14) Status Displays the camera settings and status (see page 107).
(15) Restart Restarts the camera (see page 107).

(16) Update Firmware Updates the camera firmware (see page 108).

(17) Save Settings Creates a configuration file (see page 111).

(18) Load Settings Loads settings from a configuration file (see page 112).

(19) Reset to Factory Resets the camera to its default settings (see page 113).
Default
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3.1.1 Confirming the Status

The Status page allows you to check the status of the camera. The status
information provides support for troubleshooting.
Clicking [Status] displays the following page.

Displays HarchwareFirmware Version

Model sefefeketotebaeieieetobtaftee
Firmware(Boot) F 4k
W‘ Y N
Note

See Panasonic Network Camera support website at http://panasonic.co.jp/
pcc/products/en/netwkcam/ for details about status information.
3.1.2 Restarting the Camera
The camera restarts by disconnecting the power cord from the outlet and
reconnecting it again. The camera can also be restarted on the Restart page.
Note
When the camera restarts, the buffered images will be deleted.
1. Click [Restart] on the Maintenance page.
2. Click [Restart].
Restart

Restart operation takes up to 1 minute

Caution: Buffered images are erased when you restart

Restart |

* Restarting takes about 1 minute. The Top page is displayed when finished.

[For assistance, please call: 1-800-272-7033] 107
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3.1.3

Updating the Camera Firmware

The Update Firmware page allows you to update the camera firmware. If the new
firmware is available, install it into the camera.

Notes

Do not turn off the power during firmware update.

All buffered images on the internal memory will be deleted after the
firmware update. The buffered images on the SD memory card are not
deleted.

The firmware version is displayed on the Top page and the Status page.

1. Download the new firmware on the Panasonic Network Camera support
website at http://panasonic.co.jp/pcc/products/en/netwkcam/, and save it
on your PC.

2. Click [Update Firmware] on the Maintenance page.
3. Click [Update Firmware].

Update Firmware

You can update to the latest version of the camera internal
aperating system

Click on "Update Firmware" below. Depending on the
speed of your systemn, the procedure can take up to 4
minutes

Caution:(1)Buffered images are erased when you execute
this function.
[2)Mewver turn off the power during the firmware
update process

Update Firmware
The camera restarts.

Restarting now...

Restart operation takes up to 1 minute

Flease enter the proper IP address to URL when no response
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+ The Update page is displayed in about a minute.

Please enter or browse the firmware file name for update.
File Name Browse. . |

The firmware upcate process takes about 180 secands
wia "File Upload", "Flash-ROM Writing", and "Restart", automatically.

Caution; MNever turn off the power, during the firmware update process.

Updats Firmware | Gancel |

4. Click [Browse...].
+ Adialog box is displayed to select the firmware.
5. Select the firmware (including directory information) and click [Open].
»  The firmware file name is displayed.
6. Confirm the firmware file name, and click [Update Firmware].
»  Clicking [Cancel] takes you back to the Top page without firmware update.
* The next message is displayed during update.

Updating firmware.

Please wait about 160 seconds.
Caution: Never turn off the power, during the firmware update process.

»  The camera restarts automatically after update.

Restarting now...

Restart operation takes up ta 1 minute

Flease enter the proper IP address to URL when no response

* The Top page is displayed in about a minute.

[For assistance, please call: 1-800-272-7033] 109
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7. Confirm that the version number on the Top page is updated.

Panasonic

Network Camera

ngais Deutsch Italiano

BB-HCM311
Version o Updated version

« If the version number is updated, the firmware update is complete.
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3.1.4 Creating Configuration File
A configuration file can be saved on your PC. You can load the camera settings
from the configuration file on the Load Settings page (see page 112).

Note

The saved image has privacy information. Prevent private information leaks.
1. Click [Save Settings] on the Maintenance page.
2. Click [Save].

Save |

3. Click [Save] on the File Download dialog box.
4. Specify the location, and click [Save] on the Save As dialog box.

ETEE—— x|
Sawein: [ (] Desktor o «EekE-
History
esklop
@
My Dacuments
| Save
] - Cancel
¥/

»  The configuration file is saved in the location.

» The file extension (.dat) cannot be changed. If you change it, the settings
cannot be loaded.

+ Ifyou try to updating the camera, create a configuration file after updating
the firmware. If there is a firmware version difference between the camera
that you create a configuration file from and the camera that you try to load
settings to, the settings may not be loaded to the camera.

[For assistance, please call: 1-800-272-7033] 1M1
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3.1.5 Loading Settings from a Configuration File
The settings can be loaded from a configuration file. If you reset the camera to
factory default, the camera can load its settings from the configuration file.
Notes

»  The configuration file has network settings. When the settings are loaded,
the network settings are also loaded as they were saved.

» If there is a firmware version difference between the camera that you
create a configuration file from and the camera that you try to load settings
to, the settings may not be loaded to the camera. Save settings after
updating the firmware.

1. Click [Load Settings] on the Maintenance page.
Click [Browse...].

Load Settings

File Mame | Browse... |
Load |
3. Select the configuration file on the Choose file dialog box, and click [Open].
Choase file d b
ok ire [ ] Deskton = «EmekE-

[Zyry Documents.
Sy Computer
(= ky Notwork Places

backup.dat

File name: [backup.dat | Open
2 Files of type: Al Files () - Cancel

7

*  The file name is displayed in the data field.
4. Confirm the file name, and click [Load].
5. Click [Restart].
«  The camera restarts, and the Top page is displayed.
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3.1.6 Resetting the Camera to Factory Default

All camera settings are reset to factory default directly after the Execute button is
clicked.

1. Click [Reset to Factory Default] on the Maintenance page.
2. Click [Execute].

The Reset to Factory Default operation takes abaout 1

minute

This feature will be executed and all camera settings reset to
factory default directly after the Execute button is clicked

Caution: (1) Buffered images are erased when you execute
this function
(2) Mever turn off the power during the Reset ta
Factory Default
(3) All the netwark settings will be initialized, and
must be reconfigured again

Execute

+ The indicator blinks orange, and then turns off for 10 seconds.

»  All camera settings (user name, password, IP address, subnet mask etc.)
are reset to factory default.

» If the camera is reset to factory default, the network connection mode
changes to [Automatic Setup]. Reconfigure the camera seeing the Getting
Started.

* The internal clock will not be reset, but the time format will return to AM/
PM mode (see page 60). Set it again.

»  See page 119—page 126 for default settings.

*  Pressing the FACTORY DEFAULT RESET button resets the camera to
the factory default (see page 118).

»  Allbuffered images on the internal memory are deleted when resetting the
camera to factory default. The buffered images on the SD memory card
are not deleted.

* The reset operation takes about 1 minute.
» Do not turn off the camera during the reset operation.

[For assistance, please call: 1-800-272-7033] 113
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3.2 Support page
Support

o [ »

(AW Product Informeation

(PP =1Lipport Information
Support
(20) Help Displays the Help page (see page 114).
(21) Product Displays product information website (see page 114).
Information
(22) Support Displays support information website (see page 115).
Information

3.21 Seeing Help page
The Help page displays explanations for each feature about the following 1. to 6.
items.
Clicking [Help] on the Support page displays the next page.

[Index]

1. Top
2. Single Camera

3. Multi-Camera
4. Buffered Image
5. Support

6. Login

3.2.2 Seeing Product Information

You can see product information on the Panasonic Network Camera support
website.

Clicking [Product Information] on the Support page displays the URL, click it.

Note
If the camera is not connected to the Internet, the website cannot be displayed.



Operating Instructions

3.2.3 Seeing Support Information

You can see support information on the Panasonic Network Camera support
website.

Clicking [Support Information] on the Support page displays the URL, click it.

Note
If the camera is not connected to the Internet, the website cannot be displayed.

[For assistance, please call: 1-800-272-7033]
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3.3 External I/O

If you connect the external devices such as sensors to the External /0O and image
buffer/transfer by alarm signal is set, the camera image is transferred by the alarm

detection.

Explanation of the External I/O

Pin Features
G * GND pin
1 External Sensor Input 1
» Use it by opening or GND short-circuit.
G * GND pin
2 External Sensor Input 2
» Use it by opening or GND short-circuit.
3 External Device Control Output
*  You can control it on the External Output page (see page 104).
* ltis an open collector circuit, and the maximum drawing-in current
is the same as pin 4. Do not exceed the voltage of DC power
output terminal (pin 4).
4 DC Power Output Terminal
+ 10.5—135VDC
*  Maximum of 100 mA load drive is possible.
Note

The External I/0 (Input/Output) are independent. Output terminal is controlled
only by External Output Control page on page 104.
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Circuit Diagram Example

Camera

/

i E Relay Light

: ! e

: . O —
5 12V 5 E oo -
: ‘bl\[ : ~

: 4 ‘

: —_ 3 Door Sensor 2 (Alarm 2)

(2; 8 |‘ Door Sensor 1 (Alarm 1)
: T L Ol_

: [ G O)

* DC10.5V-13V

CAUTION

+ The external /O is not capable of connecting directly to devices that
require large amounts of current. In some case, a custom interface
circuit (customer-provided) may have to be used. Serious damage to
the camera may result if a device is connected to the external I/O that
exceeds its electrical capability (see page 116).

» The low voltage/current circuits and high voltage/current circuits are
in the camera circuit. The qualified electrician should do the wiring
not by yourself. Incorrect wiring could damage the camera. You
could receive the fatal electric shock.

[For assistance, please call: 1-800-272-7033]
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3.4 FACTORY DEFAULT RESET Button

The camera has a FACTORY DEFAULT RESET button on the side.

)

i

FACTORY DEFAULT RESET Button
(Press the button with a pointed object.)

Pressing the FACTORY DEFAULT RESET button resets the camera to factory
default. If you lose your user name and password, use this button to reset the

camera.

*  Pressthe FACTORY DEFAULT RESET button for 1 second when the camera
is on.

+ The indicator blinks orange, and then turns off for 5 seconds.
* Do not turn off the camera until the indicator lights green.

Notes

The internal clock will not be reset, but the time format will return to AM/
PM mode (see page 60). Set it again.

See page 119—page 126 for default settings.

All buffered images on the internal memory are deleted when resetting the
camera to factory default. The buffered images on the SD memory card
are not deleted.

The reset operation takes about 1 minute.
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Basic
Items Default Required Notes
Network | Connection Mode Automatic - Automatic Setup/
(IPv4) Setup Static/DHCP
Allow Access from the No - -
Internet (Automatic
Setup only)
Network Configuration Enable - -
from Setup Program
(Static/DHCP only)
Port No. 80 - 20, 21,25and 110
(Static/DHCP only) is not available.
IP address 192.168.0. |When *1
(Static only) 253 setting Static
Subnet Mask 255.255. |When *1
(Static only) 255.0 setting Static
Host Name [Blank] When 0—63 characters
(DHCP only) setting *4
DHCP (Not
always
required)
Default Gateway [Blank] When using *1
(Static/DHCP only) Gateway
DNS Server 1 [Blank] When using *1
DNS Server 2 DNS
(Static/DHCP only)
Max. Bandwidth Usage | Unlimited - 0.1,0.2,0.3,0.5,1
(Mbps) or Unlimited
Connection Type Auto - -
Negotiation

[For assistance, please call: 1-800-272-7033]
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Items Default Required Notes
Network |Connection Mode Automatic - Automatic Setup/
(IPv6) Setup Static
Allow Access from the No - -
Internet (Automatic
Setup only)
Port No. 80 - 20,21,25and 110
(Static only) is not available.
IP address [Blank] When *1
(Static only) setting Static
Default Gateway (Static [Blank] When using *1
only) Gateway
DNS Server 1 [Blank] When using *1
DNS Server 2 DNS
Max. Bandwidth Usage | Unlimited - 0.1,0.2,0.3,0.5,1
(Mbps) or Unlimited
Connection Type Auto - -
Negotiation
IPsec Use No check - -
Encoding strength Standard - Standard/High
(AES, 3DES,
DES, NULL )
Transport [Blank] - -
Tunnel [Blank] - -
UPnP Auto Port Forwarding Disable - -
Display Shortcut Iconin Enable - -
My Network Places
Viewnet |Enable No check - -
cam.com
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Items Default Required Notes
Date and | Time Setting AM/PM - -
Time
Automatic Time No check |When using -
Adjustment NTP
Time Zone GMT -05:00 - -
Adjust Clock for No check - -
Daylight Saving Time
Start Day Apr, - -
First Sunday,
2 AM
End Day Oct, - -
Last Sunday,
2 AM
Camera |Camera Name Network Required |1—15 characters
Camera *6
White Balance Auto - Auto/Fixed Indoor/
Fixed Fluorescent
(White)/Fixed
Fluorescent
(Daylight)/Fixed
Outdoor/Hold
Pan Range (Minimum) | -60 degrees - -60—+60 degrees
(Home Position) 0 degrees - -60—+60 degrees

(Maximum)
Tilt Range (Minimum)

(Home Position)

+60 degrees
-45 degrees

0 degrees

-60—+60 degrees
-45—+20 degrees
-45—+20 degrees

(Maximum) +20 degrees - -45—+20 degrees
Return to Specified Do not move - Do not move, 10,
Position (Time) 30 (min), 1h
(Specified Position ) Home - Home Position/
Position Preset No. 1—8/
Alarm No. 1, 2
Color Night View Disable - -

[For assistance, please call: 1-800-272-7033]
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Items Default Required Notes
Audio Output Enabled - -
Volume Standard - Minimum/
Standard/
Maximum
PC Audio Input Timeout 1 min - 1,2,3, 5,10, 20,
30, 60 (min)
Input Enable - -
Camera Microphone Standard - Minimum/
Sensitivity Standard/
Maximum
Mute during Pan/Tilt Enable - -
Account
Items Default Required Notes
Security: General Do not permit - -

Administrator | Authentication

access from
guest users

User Name [Blank] When setting |6—15 characters
administrator |*3

Password [Blank] When setting |6—15 characters
administrator |*3

Retype [Blank] When setting |6—15 characters

Password administrator |*3
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Items Default Required Notes
General User |User ID List [Blank] - -

User Name [Blank] When setting | 6—15 characters
general user |*3

Password [Blank] When setting |6—15 characters
general user |*3

Retype [Blank] When setting |6—15 characters

Password general user |*3

Limit time of Not permitted - Not permitted,

Continuous Unlimited, 10, 30

Motion JPEG (s),1,5,10,30,60

(min)

Refresh 3s - 3, 5, 10, 30, 60 (s)

Interval

Access Level No checks - -

[For assistance, please call: 1-800-272-7033]
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Advanced
Items Default Required Notes
Image Single Cameralmage | 320 x 240 - 320 x 240 or 640
Display |Resolution x 480
Single Camera Image Standard - Favor Clarity,
Quality Standard or
Favor Motion
Single Camera Motion - 3,5, 10, 30, 60
Refresh Interval (s) or Motion
Multi-Camera Image 320 x 240 - 160 x 120 or 320
Resolution x 240
Multi-Camera Image Standard - Favor Clarity,
Quality Standard or
Favor Motion
Multi-Camera Refresh Motion When 3,5, 10, 30, 60
Interval reducing (s) or Motion
traffic
Time stamp setting Not used - Notused/AM/PM
format/24H
format
Language English - English/
Japanese/
French/German/
Italian/Spanish/
Simplified

Chinese/Russian
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Items Default Required Notes
Multi- Multi-Camera [Blank] - -
Camera - -
Display Checked When setting -
Multi-Camera
IP Address or Host [Blank] When setting | IP address*1
Name Multi-Camera | Host name*5 is
1—255
characters.
Port No. [Blank] When setting |20, 21, 25 and
Multi-Camera | 110 are not
available.
Camera Name [Blank] When setting | 1—15 characters
Multi-Camera | *7
Buffer/ Status Off - -
Transfer ; -
Trigger Timer - -
Active Time of Trigger Always - -
Image Setting 320 x 240 - 160 x 120, 320 x
(Image Resolution) 240, 640 x 480
(Image Quality) Standard - Favor Clarity,
Standard, Favor
Motion, Mobile
Phone
Image Buffer Every 1s, - 1 image per
Frequency buffer 1 hour—30images
image. per second
Transfer Method No Transfer, - -
No Memory
Overwrite
Notify - - -
Operation | Operation Time Always - -
Time
External |External Device Open - Open/Short to
Output Control Output GND
Button name Open/Short - -

modification

[For assistance, please call: 1-800-272-7033]
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Items Default Required Notes
Indicator | Indicator Control Turn indicator - -
Control on when
camera is on

Preset Buttons

Items Default Required Notes
Preset Preset 1 UpperLeft - -
Buttons -
Preset 2 UpperRight - -
Preset 3 LowerLeft - -
Preset 4 LowerRight - -
*1 In IPv4, set 4 digits (0—255) and 3 periods such as "192.168.0.253". But

*2
*3

*4

*5

*6

*7

"0.0.0.0" and "255.255.255.255" are not available.

In IPv6, set 8 hexadecimal digits divided with ":". Consecutive Os can be
abbreviated as "::".

Set the number of 1—65535.

Enter ASCII characters for the host name (see page 136). But [Space], ['], [],
[&], [<], [>] and [:] are not available.

Enter ASCII characters for the host name (see page 136). But [Space], ['], [],
[&], [<], and [>] are not available.

Enter ASCII characters for the host name (see page 136). But [Space], ['], [],
[#], [&], [%], [=], [*], [?], [<], and [>] are not available.

Enter ASCII characters (see page 136) or characters in each language (1—15
characters for a 1-byte character and 1—7 characters for a 2-byte character).
But [Space], ['], ['1, [&], [<], and [>] are not available.

Enter ASCII characters (see page 136) or characters in each language (1—15
characters for a 1-byte character and 1—7 characters for a 2-byte character).
But [Space], ['], ['1, [#], [&], [%], [=], [+], [?], [<], and [>] are not available.
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3.6 Cleaning

After the camera is turned off by disconnecting the AC plug, clean the camera.

3.6.1 Cleaning the Main Unit

If the lens cover has the sand or the dust, image quality may decrease. After taking
away the sand or the dust on it, wipe it with a dry cloth.

Notes
» Do not use alcohol, polishing powder, cleanser, benzine, thinner, wax,
petroleum products or hot water to wipe the camera. Also avoid pesticide,

glass cleaner or hair spray. They may cause change in the shape or color.

» Do notdirectly touch the lens cover. Your fingerprints can cause the image
to be out of focus.

[For assistance, please call: 1-800-272-7033]
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3.7 Setting an IP Address on Your PC

Your PC's IP address can be assigned by the following procedures.
1. Display the TCP/IP Properties window.

* The steps are different depending on your OS. The steps are shown
below.

os Steps

Windows 98SE, |[Start]—[Settings]—[Control Panel]—[Network] —Select
Windows Me [TCP/IP] with adaptor in use —[Properties]—[IP Address]
—[Specify an IP address]

Windows 2000 |[Start]—[Settings]—[Control Panel]—[Network and Dial-up
Connections]—[Local Area Connection] in use
—s[Properties] —Select Internet Protocol [TCP/IP]
—s[Properties] —[Use the following IP address]

Windows XP [Start] (—[Settings]) —[Control Panel] —[Network and Internet
Connections]—[Network Connections]—[Local Area
Connection] in use —[Properties] —Select Internet Protocol
[TCP/IP]—[Properties] —[Use the following IP address]

*  When using Windows 2000 and Windows XP, log in as an administrator to
access the TCP/IP Properties window.

2. Enter IP address and subnet mask.

3. Click [OK].
* InWindows 98SE or Windows Me, the PC needs to be restarted to enable
the settings.

Local IP Address

Local IP address is the network ID that is not used on the Internet. They are
classified into Class A, Class B and Class C, as shown below. Set the |P address
in the range of the number specified in the class corresponding to your local
network scale.

Class Subnet Mask Local IP Address

Class A 255.0.0.0 10.0.0. 1 — 10. 255. 255. 254
Class B 255.255.0.0 172.16.0. 1 — 172.31.255. 254
Class C 255.255.255.0 | 192.168.0. 1 — 192.168. 0. 254
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3.8 Using Setup Program

The Setup Program can be used for the following purposes.

*  Finding the IP address and port number of the camera connected to your
network.

»  Setting up the camera automatically.
+  Setting up the camera manually to a Static or a DHCP setting.
» Displaying the Setup page.
Finding the camera
1. Insert the Setup CD-ROM into the CD-ROM drive of your PC.

» If the Panasonic Network Camera Setup window does not appear, click
"setup.exe" on the Setup CD-ROM.

2. Click [Camera Setup].

= Displays version information

i about this program.

Panasonic

Sets up the camera.
Displays the camera manuals.
If your PC does not have Adobe®

Network Camera

< camerasep > ] Acrobat® Readere, install it from
Manul ; the Adobe Reader website.

Java (TM) ( for Audio ) Install T Installs Java for audio.
et — 1 Closes the Setup Program.

[For assistance, please call: 1-800-272-7033] 129
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*  You can find the camera IP address and port number by looking up the

MAC address of your camera.
[Beasysen x|

No WA Addess [Pl Addioss [ Por Vo, | Camars St
T @D Q21805 D)

MAC
Address Port Camera
P No.  Status

Address

———— Camera

List window
e R e T e .

Screcs s howon e back of etk camers 1 mare ran s [P ~—— Displays IPv4 or
have passed since the camera was turned on the camera cannot be set up . .

from the Setup Program. I this situation restart the camera @ IPv6 information.

In case you install two or more cameras, please install the camera one by one.
Do not plug @ new camera into your network befare you finish the previous

camera's installation completely. In case P addresses are overlapped, please o
pul offthe power plug once and plug itagain i get a different P address
|
No. | MAC Address | IPv6 Address [Port No._ [ Camera Status. [
T O0B0wonerr D00 Doemicmore woreonek 8 AutolLocal access
Choose camera you want to et Up by MAC address information. MAC
aidress is shown o the back of network camera. If more than 20 minutes [P ormatin 2]
have passed since the camera was tumer on the camera cannot be set up
from the Setup Progran. In this situation restart the camera [E—
In case you Install two or mare cameras, please install the camera one by one
DO ot plug anew camera into your NEVork before you finish the previous
camera's installation completely. In case IP addresses are overlapped, please -
Ppull off the pawer plug once and plug it again t get a different IP address

Notes

* Ifyoutry to find multiple cameras, each MAC address beside the Ethernet
(LAN) port verifies which camera you are setting up.

+  See page 30 in the Installation/Troubleshooting for the setup from the
MAC address.
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Automatic Setup (Local or Internet Access) or Manual Setup
1. Click [Execute] on the Camera List window shown on page 130.

2. Click each button to execute the program.

Gamera No. 1

MAG Address  00-BI-iokisieki

Automatic Setup (Local Access Only)

Automnatic Setup (Internet Access)

Manual Setup

Reset Psec

Open the camera's web page

|

Notes

Sets up the camera to view on
the LAN.

Sets up the Internet access to
the camera.

Manually sets up the camera.
Disables IPsec. If disabled, the
button is displayed gray.
Displays the Setup page (see
page 35).

»  For the first time installation or after pressing the FACTORY DEFAULT
RESET button, you must select [Automatic Setup (Local Access Only)]. To
start the Manual Setup, execute Automatic Setup (Local Access Only)
first, and then start the Setup Program to execute the Manual Setup.

+ See the Getting Started for the local and Internet access setup.

Manual Setup window

Set up each parameter seeing page 40—page 41.

Port Number

(=
& Static
[P Address | 192 168 . 0 . 253
€ DHCP
[Host Name li
Band Width [Uniimited |
Close

+ If "Camera setup completed" is displayed, click [Close] to finish the

Manual Setup.
3. Close all Setup windows.

[For assistance, please call: 1-800-272-7033]
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3.9 Setting Your PC
3.9.1 Setting the Proxy Server Settings on Web Browser

If the proxy server is not used, the settings are not required. If you are using the
proxy server, the following settings are required.

* A proxy server may prevent access to the camera depending in a corporate
environment. In this case, your web browser must be set to use the proxy
server to access the camera. Consult your ISP or network administrator.

Notes

* A proxy server is used to protect your network connected to the Internet.

» Ifthe camerais accessed via a proxy server, problems may occur. Consult
your network administrator before installing the camera.

» If the camera is accessed via a proxy server, the refresh interval may be
slow.
How to Set the Proxy Server Settings
1. Start up Internet Explorer. (The example is Internet Explorer 6.0.)
2. Click [Tools]—[Internet Options...].

4 -3} about:blank - Microsoft Internet Explorer 10 =l
| File Edit Wiew Favorites | Tools  Help |

| wBack v = - i A e e Y ks Media @l Eh\- S

Synchronize.. .

Address I@ aboutblank Windows Lpdate j ao | Links >
Show Related Links ;I

Sun Java Console LI

Enables you to change settings, QLGS s =) ,ll >
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3. Click the [Connections] tab, and click [LAN Settings].

21|
General | Secuity | Privacy | Eunlanl Progiams | Advanced |

i Tosetup an Intemet connection, click
Setup.
~ Dialup and Virtual Private Metwork settings—————————————————————
Add |
Fiemove I
Chaose Settings if you need ta configure a prosy Gettings. |
server for & connection

& Never dial a connestion

) Dial whenever a network connection s not present
€ tways dial my default connection

Curent defaull; None Gt Default

Local Area Network [LAN) settings

La&M Settings do not apply ta dialup connections, LAN Settings. ..
Chaoose Settings above for dialup settings.

O T

4. Seeifthe Use a proxy server check box is checked or not. If checked, click
[Advanced...].

Local Area Network (LAN) Settings x|

—Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable aukomatic configuration.

™ Automatically detect settings

™ Use automatic configuration scripk

Address I

—Progy server See |f the CheCk
v

Use a proxy server for your LAM (These settings will not apply to

dial-up o VPN connections). bOX |S Ch eCked or not.
Address: I bk ke bk kel Port: I ok Advanced..‘l___ If Checked s
™ Bypass proswy server For local addresses CI|Ck [Advanced . ] .

Cancel |

« If not checked, click [Cancel]. Proxy settings are not required.

[For assistance, please call: 1-800-272-7033] 133
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5. Enter the camera IP address into the Do not use proxy server for addresses
beginning with data field.

~Servers
iom Type Proxy address ko use Port:
=]

= HTTF: A G
Secure: IW : I_
FTP: [ o [
Gopher: IW 8 l—
Socks: I B I_

¥ Use the same proxy server for all protocols

—Exceptions
o Do nok use proxy server for addresses beginning with:

=
] |192.168.D.253 ﬂ

Use semicolons | ; ) ko separake entries,

6. Click [OK].
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3.9.2 Setting UPnP to Display Camera Shortcut in My
Network Places

To display the camera shortcut in the My Network Places folder, Windows
component should be added. Enable UPnP (Universal Plug and Play) following the
steps below.

0s Steps

Windows Me [Start] —[Settings] —[Control Panel]—[Application]
—[Windows File] tab—Select [Communication]
—>[Detail] —=Check [UPnP]—[OK]—[OK]
—[Restart] —=Complete

Windows XP [Start] (—[Settings]) —[Control Panel]—[Programs]
—[Windows Components]—Select [Network Service]
—s[Properties] —Check [UPnP]—[OK]
—s[Next]—-=Complete

Note

This feature is available only when Windows XP or Windows Me is being used.

3.9.3 Setting the Internet Temporary File Setting on Web
Browser

The old image may be displayed. In this case, set the web browser following the
steps below.

[Tools]—[Internet Options] —[General] tab —[Settings] in the Temporary Internet
files—Check [Every visit to the page] in the Check for newer versions of stored
pages —[OK]—[OK]—Complete

[For assistance, please call: 1-800-272-7033]
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3.10 ASCII Character Table

ASCII| Character Table

QT =N+ 353> X >N—~]

CQOUTV+- DE—-—X— EC O

O OXNFD>SZTX>N———< |

<O AWL O I—"»PX 1520

O NMNMIT OO~V -+ -~V Il A

E HOASR I ——~x + -~

(space)
|
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3.11 File Size and Number of Buffered Images

The following table shows the relationship between the file size of the image and
the maximum number of buffered images.

Note
The following file sizes were shown at the largest value.

Resolution | Items Capture Favor | Standard | Favor | Mobile
Clarity Motion | Phone
. . About About About
File Size | About 60 KB 50 KB 33 KB 20 KB -
640 x 480
Buffered - About | About 60 | About -
Images 40 100
. . About About About About
File Size | About 30 KB 25 KB 16 KB 8 KB 8 KB
320 x 240
Buffered - About About About About
Images 80 125 250 250
0 e About About About About
File Size | About 10 KB 7 KB 5 KB 3 KB 3 KB
160 x 120
Buffered - About About About About
Images 290 400 675 675

[For assistance, please call: 1-800-272-7033]
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3.12 Number of Images to Be Able to Record on the
SD Memory Card

The camera supports the Panasonic SD memory card.
+ 1GB: RP-SDH1GJ01A
512 MB: RP-SDH512N1A
« 256 MB: RP-SD256N1A
128 MB: RP-SD128BL1A
64 MB: RP-SD064BL1A

Resolution/ 1GB 512MB | 256 MB | 128 MB | 64 MB

Image Quality
Favor About About About About About
Motion 300,000 157,000 78,000 39,000 | 19,000
190 I standard | - About About | About | About | About
120 180,000 94,000 47,000 23,000 | 11,000
Favor About About About About About
Clarity 130,000 67,000 33,000 16,000 8,000
Favor About About About About About
Motion 110,000 58,000 29,000 14,000 7,000
%20 | Standard | About About | About | About | About
240 58,000 29,000 14,000 7,000 3,000
Favor About About About About About
Clarity 37,000 18,000 9,000 4,000 2,000
Favor About About About About About
Motion 47,000 23,000 11,000 5,000 2,000
%40 'standard |~ About About | About | About | About
28,000 14,000 7,000 3,000 1,000

480

Favor About About About About About
Clarity 18,000 9,000 4,000 2,000 1,000
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Items

Specifications

Pan/Tilt Angle

Pan: -60 ° to +60 °, Tilt: -45 ° to +20 °

Number of Pixels

1/4-inch CCD Sensor 320,000 pixels

Illuminance

3—100,000 Ix (0.2—100,000 Ix in color night view
mode)

White Balance Auto/Manual/Hold

Focus Fixed 0.5 m (20 inches)—Infinity
Caliber Ratio (F No.) F3.5

Horizontal Viewing Angle 53°

Exposure Auto
Other Specifications

Items

Specifications

Video Compression

JPEG (3 Levels)

Video Resolution

640 x 480, 320 x 240 (default), 160 x 120

Buffered Image™

About 125 frames (320 x 240) with time display
(SD momory card is not inserted.)

Audio Communication

2-way Half Duplex

Audio Bandwidth

300 Hz—3.4 KHz

Audio Play Method

Play with the Java applet (IPv4 only)

Input Encoding Method

Encoding with the Java applet (IPv4 only)

Audio Input Built-in Microphone or External Microphone Input
Terminal
Audio Output= Audio Line Output Terminal for External Speaker

Frame rate’

Max. 12 frames/second (640 x 480)
Max. 30 frames/second (320 x 240 or 160 x 120)

[For assistance, please call: 1-800-272-7033]
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Other Specifications

Items

Specifications

Supported Protocols

IPv4/IPv6 Dual-Stack
e |IPv4:

TCP, UDP, IP, HTTP, FTP, SMTP, DHCP, DNS,
ARP, ICMP, POP3, NTP, IPsec, UPnP

e |PV6:

TCP, UDP, IP, HTTP, FTP, SMTP, DNS,
ICMPv6, POP3, NDP, NTP, IPsec

IPsec Feature

ESP Encryption, ESP Authentication
Transport mode (Main mode only)/Tunnel mode
IKE (Internet Key Exchange)

IPsec Authentication Method

Pre-Shared Key

Cipher Algorithm

DES-CBC, 3DES-CBC, AES-CBC

Message-Digest Algorithm

HMAC-MD5-96, HMAC-SHA-1-96

Message Transfer Condition

Alarm or Timer

Image Transfer Method

SMTP, FTP

Interface

10Base-T/100Base-TX Ethernet RJ-45 connector x
1

Indicator Display

Power/Network Communication/Camera operation/
Ethernet link

External Microphone Input

@ 3.5 mm Mini Jack

Audio Output

@ 3.5 mm Stereo Mini Jack (But output is mono.)

External 1/0

External Sensor Input x 2
External Sensor Output x 1

SD Memory Card Slot

Full Size

Dimension (HWD)

About 100 mm (3.94 inches) x About 100 mm (3.94
inches) x About 73.5 mm (2.89 inches)

Weight

300 & (0.66 Ib.) (Only the unit)

Power Supply

AC adaptor: Input 120 V AC, 60 Hz
Output 12 V DC, 750 mA
Consumption: About 3 W (6 W during panftilt scan)
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Other Specifications

Items

Specifications

Temperature

Operation: 0 °C (+32 °F) to +40 °C (+104 °F)
Storage: 0 °C (+32 °F) to +50 °C (+122 °F)

Humidity

Operation: 20 %—80 % (No Condensation)
Storage: 20 %—90 % (No Condensation)

“ The maximum number of frames changes depending on the image quality and what object

you buffer.

2 Connect it to an amplifier or an external speaker with a built-in amplifier.
3 Frame rate may slow down depending on the network environment, the PC performance, the
image quality, enabling IPsec, SD memory recording or what object you view.

[For assistance, please call: 1-800-272-7033]
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A

Abbreviations 4

ActiveX Controls 16

Administrator/General Users/Guest Us-
ers 70

Alarm Position 22

ASCII Character Table 136

Audio page 66

B
Buffered Image page 30

Cc

Camera Access 11
Camera page 62
Capture Image Button 19
Cleaning 127

Click to Center 18
CPUS5, 6

D

Date and Time page 60
Default Setting List 119

E

Explanation of the External I/O 116
External /0 116
External Output page 104

F

FACTORY DEFAULT RESET Button 118
For IPv4 Connection 5
For IPv6 Connection 6

G

General User page 72

H

Help page 114
Home Position 22

|

Image Display page 74
Indicator Control page 105
IPsec 46

IPv6 Domain Name Service 13

L

Listen 26
Load Settings page 112
Login 71

Maintenance page 106
Mobile Phone 33
Multi-Camera page 28
Multi-Camera Setup page 76

N

Network (IPv4) page 38
Network (IPv6) page 42

o)

Operating System 5, 6
Operation Bar 20
Operation Time page 102

P

Pan/Tilt Range 21, 65

Preset Button 22

Product Information page 114
Protocol 5, 6

R

Reset to Factory Default page 113

Restart page 107

S

Save Settings page 111
SD memory card 78, 79

Security: Administrator page 68

How to Use This Documentation 4 Sensor Image Buffer/Transfer 89
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Setup Program 129

Single Camera page 15
Specifications 139

Status page 107

Support Information page 115
Support page 114

System Requirements for your PC 5

T

Talk 26

Timer Image Buffer/Transfer 80
Top page 12

Trademarks 4

Transport mode 49, 100
Tunnel mode 52, 101

U

Update Firmware page 108
UPnP page 56

\'

Viewnetcam.com Service 58

W
Web Browser 5, 6

Operating Instructions

145



For product service

® Panasonic Servicenters are listed in the servicenter directory.

® Call 1-800-272-7033 for the location of an authorized servicenter.

® This Network Camera is designed for use in the United States of America.
\_ Sale or use of this product in other countries/areas may violate local laws.

When you ship the product

Ve
® Carefully pack your unit, preferably in the original carton.
® Attach a letter, detailing the symptom, to the outside of the carton.

Symptom

® Send the unit to an authorized servicenter, prepaid and adequately insured.

® Do not send your unit to the Panasonic Consumer Electronics Company listed below or to
executive or regional sales offices. These locations do not repair consumer products.

J

Operating Instructions are subject to change without notice.

Panasonic Consumer Electronics Company,
Division of Matsushita Electric Corporation of America
One Panasonic Way, Secaucus, New Jersey 07094

Panasonic Sales Company,
Division of Matsushita Electric of Puerto Rico, Inc.

Ave. 65 de Infanteria, Km. 9.5, San Gabriel Industrial Park
Carolina, Puerto Rico 00985

Copyright:

This material is copyrighted by Panasonic Communications Co., Ltd., and may be reproduced
for internal use only. All other reproduction, in whole or in part, is prohibited without the written
consent of Panasonic Communications Co., Ltd.

© 2004 Panasonic Communications Co., Ltd. All Rights Reserved.

Printed in Japan PSQX3235ZA KK0804RMO
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