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1 Introduction

IP Receiver receives the alarms from IP module through Ethernet and transmits them to
CMS (Central Monitoring System). IP Receiver can connect to the alarm-reporting devices of
various models from different companies, provides reliable communication based on TCP
protocol, sends the received alarms to CMS with a RS232 serial port cable, and stores
alarms in its database. You can search the alarms with the keys and display on the front
panel, and log in the IP Receiver System to search, manage and back up the received
alarms.

Features:

. Up to 10000 alarm devices can be connected to IP Receiver (as determined by
Dongle)

. Up to 10,000,000 alarm records can be stored in the database
e An IP Receiver System for remote database operations

e  Screen display and operating buttons for searching operation
. LED indicators for system operations

e A RS232 serial port cable connecting to CMS

e At 00:00 every midnight, if the alarms stored in database are more than 1,000,000, IP
Receiver deletes the oldest 1,000,000 alarms.

The application diagram of IP Receiver is displayed as follows.

Figure 1-1 Application Diagram

WAN Devices
/,Control\ /Contrnl \

\ Pane\ \ Panel J

LAN

LAN Devices

T

/Contrnl \ “ Control
\\ Pane\ / ‘-\ Panel /-

IP Receiver
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Specifications:

Voltage Input 180~265V AC

Dimension 177mm (H) x482.6mm (W) x452mm (D)
Weight 15.20 kg

Display 4 lines, 20 characters VFD

Mounting Rack Mounting

Operating Temperature 0C~50C

Package checklist:

Name Quantity
IP Receiver 1
User Guide 1

Serial port cable 1
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2 Interfaces

Honeywell

and Wiring

Front Panel

The front panel is shown in the following figure.

Figure 2-1 Front Panel of IP Receiver

2 1

IP REDEIVEF!I_’

8 7
No. Name No. Name
1 VFD Screen 5 SYSTEM
2 Air Outlet 6 EVENT
3 ETHERNET 7 ENTER/MENU
4 COMM 8 Direction Keys

Refer to the following table for LED indicator status and description:

LED Description
The indicator turns green when the IP device is connected
ETHERNET to IP Receiver and turns off when no device is connected
to IP Receiver.
The indicator turns green when IP Receiver is connected to
COMM the serial port of CMS and turns red when IP Receiver is
not connected to CMS.
EVENT The in.dicator is green and flashes when IP Receiver is
reporting alarms.
The indicator turns red when the system is in abnormal
SYSTEM state (the front panel and motherboard is not connected)

and turns green when the system is in normal state.
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Rear Panel

The rear panel is shown in the following figure:

Figure 2-2 Rear Panel of IP Receiver

121110

No. Name No. Name
Three-core AC Power

1 Interface (220V 7 Gigabit Ethernet port 1
Input)

2 COM2 8 Gigabit Ethernet port 2

3 CcCOomM4 9 VGA

4 COM3 10 HDD Indicator

5 USB2.0 11 Power Indicator

6 PS/2 12 Power ON/OFF switch

CMS can be connected to the COM2 port on IP Receiver with a crossover serial port cable.
The communication port COM2 is a 9-pin COM port.
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3 System Configuration

IP Receiver was assigned two factory default IP addresses (192.168.0.2 and 192.168.1.2)
respectively for the two gigabit Ethernet ports shown in Figure 2-2. You can assign other IP

addresses for the two ports according to different needs. Follow these steps to assign the
address:

1. Configure the connection properties of the PC adapter to be connected to the
router. Modify its “Internet Protocol (TCP/IP)” property in the “Internet Protocol
(TCP/IP) Properties” window as shown in the following figure.

Figure 3-1 The “Internet Protocol(TCP/IP) Properties” Window

Internet Protocol (TCP/IP) Properties @E‘
General

You can get IP settings assigned automatically if your network supports
this capability. Dtherwise, you need ta ask your netwark. administrator for
the appropriate [P settings.

() Obtain an P address automatically
(%) Use the following |P address:
|P address: 192166, 0 . 3

Subnet mask: 255 .255.255. 0

Default gateway:

(@) Use the following DMS server addresses
Prefenred DMS server:

Alternate DNS server:

In the window shown above, select “Use the following IP address”. In the “IP
address” field, specify an IP address (for example, 192.168.0.3 or 192.168.1.3)
that belongs to the same subnet of the factory default IP address. Click OK to save
the application.

2. Connect PC to the gigabit Ethernet port of IP Receiver.

If the IP address set in step 1 is 192.168.0.X, connect your PC to
gigabit Ethernet port 1; if the IP address set in step 1 is 192.168.1.X,
connect your PC to gigabit Ethernet port 2.

Note

3. Log in “IP Receiver System” to change the network configuration (if IP Receiver is
connected to gigabit Ethernet port 1, enter http://192.168.0.2 in IE to log in the

system; if it is connected to Ethernet port 2, enter http://192.168.1.2 in IE to log in
the system). For detailed steps, see Initialization on page 27.
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4 Operations

Refer to the following table for the operations of the front panel screen:

24

09-01-21 13:55:23

Figure 2

Prompt Description
) N Power up and turn on the switch on the rear panel
Starting++ of IP Receiver (No.12 in Figure 2-2). LEDs on the
front panel are lit in turn and the screen displays
\ J “Starting...”.
Figure 1
When the system starts up normally, the screen
Honeywell . .
IP Receiver displays the module name, date and time.

>1 Search Alarm
2 System Info
3 Return
-~
Figure 3

Press » or ENTER to enter the menu, as shown in
the left figure.

Press A and ¥ to go through menu items;

Press » or ENTER to select the menu item;

Press <« to return to idle-mode display.

>1 All Alarms
2 Reported Alarm

3 Unreported Alarm
4 Return

Figure 4

Search alarm

In Figure 3, select “Search Alarm” and the left figure
is displayed.

There are three options for searching alarms: “All
Alarms”, “Reported Alarm” and “Unreported Alarm”.
Unreported Alarm: If IP Receiver is not connected
with CMS, all the alarms are stored in the database
of IP Receiver as unreported alarms.

Press » or ENTER to select the menu item;

Press « or select “Return” to go to the previous
menu.

>] Last Alarm
2 First Alarm

3 Search by Time
4 Return

Figure 5

View mode

In Figure 4, select an option for searching alarms
and the left figure is displayed.

There are three view modes for each alarm type:
“Last Alarm”, “First Alarm” and “Search by Time”.
Press » or ENTER to select the menu item;
Press < or select “Return” to go to the previous
menu.
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Input Time:
2009-01-21 14:28:49

Return< YEAR >Month

Figure 6

Input Time:
2009-01-21 14:28:49

Minute<SECOND >Scan

Figure 7

Search by time

In Figure 5, select “Search by Time” and Figure 6 is
displayed.

It displays the current date and time. Press » and
<« to switch to the time item to be modified and
press A and ¥ to adjust the number of date and
time.

When “YEAR” is selected, press « to go to the
previous menu.

When “SECOND” is selected, press » to start
searching alarm by time. The result displays the
previous alarm occurred before the specified time. If
no alarm occurred before the specified time, it
displays the next alarm occurred after the specified
time.

Account: 1234
CID:E012 G:84 C:1234

1P:192.168.2.3
09-01-21 14:28:24

Figure 8

Display alarm

The searching result includes:

e Account (a 4-digit account or the last four digits
of a 6-digit account)

e CID (Contact ID), G (Group ID), and Zone
number (C)/User number(U)(depending on the
reported alarm),

e |P —the IP address of the device which reports
the alarm (if unavailable, display “0.0.0.0”)

e Date and time when reporting the alarm

Press « or A to view the previous alarm;

Press ¥ or » to view the next alarm;

Press ENTER to return to the alarm-selection menu

shown in Figure 5.

IP Receiver-Linux
Version: XX.XX.XX
MAXDev: 5000
NOWDev: 233

Figure 9

Reported : XXXXXXX
Unreported : XXXXXX
IP1: XXX.XXX.XXX.XXX
[P2: XXX.XXX.XXX.XXX

Figure 10

View system information

In Figure 3, select “System Info” and the left figure
is displayed. It includes the device name (Model),
software version (Version), maximum number of
devices (MAXDev) that can be connected
(depending on dongle), number of the currently
connected devices (NOWDev), number of reported
alarms (Reported), number of unreported alarms
(Unreported) and two IP addresses (IP1 and IP2) of
the two network ports on IP Receiver for connecting
IP devices.

Press A and V¥ to turn the page up and down;
Press », < or ENTER to return to the menu shown
in Figure 3.
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The screen displays “Scanning” after a while the
front panel and motherboard are not linked by a
serial port cable (in 1 minute).

Scanning***

09/03/25 11:13:25

Figure 11

Shut down

Turn off the switch on the rear panel (No.12 in
Figure 2-2). It costs about 15 seconds to end the
09/03/25 11:13:25 programs before displaying “Shutting down...”.

Shutting down-+*

Figure 12

e If there is no key entry within 30 seconds, the screen automatically
returns to the idle-mode display (see Figure 2).

Note The system checks the front-panel screen at 0:0:0 every midnight;

the screen turns on for 2 seconds, turns off for 2 seconds, and
then returns to the idle-mode mode.
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5 Network Operations

Initialization

If IP Receiver is to be connected to a router, you must assign a static IP address that is not
occupied by other device for IP Receiver, and you can assign at most 2 IP addresses. After
performing the system configuration (see System Configuration on page 23), configure the IP
addresses for IP Receiver by following these steps:

1.

Access the login page of IP Receiver System by entering http://192.168.0.2 or
http://192.168.1.2 in |E (see Figure 5-2 on page 28 for the login page).

Log in IP Receiver System. For more information, see Login on page 28.

On the “Configuration” page, specify an unoccupied IP address in the field of
“IP_address1” for gigabit Ethernet port 1, and specify a second unoccupied
address in the field of “IP_address2” for gigabit Ethernet port 2. Click Run to save
the configuration.

The following figure shows the configuration page of IP Receiver (see
Configuration on page 29 for more information).

Figure 5-1 Initial Configuration of IP Receiver

Honeywell etcame aimin
Change Passwort og out
1
IP RECEIVER Current Version: 1.0.0
1P adirest i e b |
Subnet maski 55 255 [0 b |
Gateway! (o2 es o 11| Fun

IP_address2 [1s2 Jfes o [[11 |
s Jo |
Gateway? o]

Subnet mask2

“IP_address1” corresponds to the IP of gigabit Ethernet port 1, while
Note “IP_address2” corresponds to the IP of gigabit Ethernet port 2. Do not
mix the two addresses during configuration.
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Login

When IP Receiver and your PC belong to the same subnet, input the IP address of IP
Receiver in Internet Explorer (IE) on your PC to login into IP Receiver.

If the PC is connected to the internet and IP Receiver is connected to
the router intranet, configure the router firstly according to the chapter

Note “Network Structure of IP Receiver and Configuration on Router” on
page 33, and then input the IP address of the router's WAN port in IE
to log in IP Receiver.

Figure 5-2 IP Receiver Login

Honeywell

I ———
Log in IP Receiver

—
e

Input the username and password (the default username and password is admin/admin), and
click Log in to enter the system (see Figure 5-4 on page 29) or Clear to clear the username
and password.

If the username or password you entered is incorrect, the following prompt information is
displayed:

Figure 5-3 Incorrect Username or Password

Honeywell

I —
Login in IP RECEIVER

lUsemame or password is incorrect

[Please ry aq
I —

Click “Please try again” to return to the login page (see Figure 5-2 on page 28)
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Configuration

After you log in the system, you can see the following page. The system includes three
functional tabs, which are Configuration, Search, and Reports. On the top-right corner of
the page, you can select “Change password” or “Log out”, below which is the current version.

Figure 5-4 Configuration

Honeywell ———

Change Password_ Log out

P
Configuration
Network configuration

I oot o o
Subnet mask1 25 |5 Jo o |
— T - [Fur]

1P aress2 [is e Jo_Jri |

Subnet mask2 o |
[

sy (2 O [l

The “Network configuration” page shows the corresponding IP address, subnet mask, and
gateway of the two network adapters. Change the parameters in the textboxes and click Run
to save them, as shown in the following figure.

Figure 5-5 Configuration Successful

Honeywell o e
Change Password Log out
I
IP RECEIVER Current Version:  1.4.3
Corfguaton T Searh e

Network configuration

Configuration successful |

If the IP address is incomplete or has a value greater than “255”, the

Note ) . )
system will prompt the error information.
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Search

Click the Search tab to enter the Search page

Honeywell

IP RECEIVER

Figure 5-6 Search

Welcome admin

Change Password Log aut

Current Version: 1.0.1

Configuration | __search | Repots | |

By Ascount

By Time

By P Address

By CID
Cornbination Search

Advanced Search

In the left pane there lists 6 search ways: by account, by time, by IP address, by CID,
combination search, and advanced search. Among them “Advanced search” supports the
SQL query sentences and “Combination search” can integrate all the search combinations
and display the search results in the result page.

Click one search way in the left pane and the corresponding search page is displayed. Input
the parameter and click Search, and the search results are displayed in the report.

IP RECEIVER
| Configuration | Search [ Reports | |

Figure 5-7 The Search Result Page

Current Versio

1.01

Receive Time
2009-06-24 00:59:37
2008-06-24 00:53:36
2008-06-24 00:53:35
2003-06-24 00:53:34
2003-06-24 00:53:34
2009-06-24 00:53:34
2009-06-24 00:53:33
2009-06-24 00:55:33
2009-06-24 00:55:33
2009-08-24 00:55:33
2009-06-24 00:55:32
2009-06-24 00:55:32
2009-06-24 00:55:32
2009-06-24 00:59:31
2009-06-24 00:59:31
2003-06-24 00:58:31
2008-06-24 00:53:30
2003-06-24 00:53:30
2003-06-24 00:53:30
2009-06-24 00:58:30

Device Type

2

(=== = R = T = R =~ = R RN R N N N N N R SR SR
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4

T T e S S
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Mac
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Each page can display at most 20 records. To browse through the pages click Next or Last.

Export Result Records

Click Export on the “Report” result page (see Figure 5-7) and you can export the latest 5000
records that you searched to the Excel file. If the result records are less than 5000, all the
records you have searched are exported to the XLS file in which the records are arranged in
reverse chronological order. If the result records are more than 5000, the system only
exports the latest 5000 records.

Changing Password

Click “Change Password” on the top-right corner of the page, and the following page is
displayed.

Figure 5-8 Changing Password

Honeywell o

Change Password Log out
I ——

Current Version:  1.1.3

Input the current password, the new password and confirm it. Click OK to change the

password, and the information prompting that password is changed successfully is displayed
as follows

Figure 5-9 Password Changed Successfully

Honeywell ——

Change Password Log out
I ——

IP RECEIVER Current Version:  1.1.3

IPassword changed successfully. |
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Error information is displayed if the current password entered is
incorrect or the new password and confirm password do not match.

Note

Logout

Click “Log out” on the top-right corner of the page can log out the system and return to the
login page.
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6 Network Structure of IP Receiver and
Configuration on Router

Alarms from WAN devices are transmitted to the IP Receiver that is connected to the LAN by
router, so it's a must to configure router to assure the safe and effective alarm report of IP
Receiver (refer to the following configuration steps that are performed on a BELKIN router).

1. Open the configuration page of the router by entering the IP address
http://192.168.0.1 in |E.

2. Disable DHCP server: DHCP server assigns IP address automatically, which
might cause IP Receiver to be assigned dynamic IP address and fails to
receive the alarms.

The configuration page of DHCP is displayed as follows.

Figure 6-1 DHCP Setting

Cable/DSL Gateway Router Setup Utility

Home] Help| Logout  Intemnet Status: Connected

LAN > LAN settings

LAN Settings
DHCP Client List

You can make changes to the Local Area Network (LAN) here. For changes to take sffect, you
must press the "Apply Changes” button at the bottom of the screen.

Connection Type

ous IP Address > 192 168 |2 |1
WMAC Address More Info
Channel and 551D Subnet Mask > (285 | [285 | [0
Security More Info
Use a5 Access Point
Wireless Eridge DHCP server > on © off
The DHCP server function makes setting up a network very easy by assigning 1P addresses to
ach computer on the network. It is not necessary to make any changes hers, More Info
Virtual Servers
Client IP Fitters 1P Pool Starting -
MAC Address Filtering Address > s s s
omz 1P Pool Ending
L . L 100
WAN Ping Blocking Address >
Security Log
Lease Time > Forever =
Parental Control The length of time the DHCP server will reserve the 1P address for each computer.
Restart Router
Restore Factory Default Local Domain Name :
Save/Backup Settings > Belkin

Restore Previous setiings|  (~2tenal)

A feature that lets you assign a name to your network. More Info

Firmware Update

System Seffings

3. Set the virtual server to receive the alarms from WAN. The ports to be set
include TCP-7838, TCP-4001, and TCP-4002. Enable these ports so that IP
Receiver can receive the alarms from WAN.

The configuration page of virtual server is displayed as follows.
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Figure 6-2 Virtual Servers Setting

Cable/DSt Gateway Rowter Setup Utility

Home] Help| Logout  Internet Status: Connected

LAN Settings Firewall > Virtual servers

DHCP Client List

This function will allow you to route external (Internet) calls for services such as a web server
(port 80), FTP server (Port 21), or other applications through your Router to your internal

Gonneation Type network, More Info
ons

WAC Address Apply Changes
Add [Active Yorlds -

Clear

Channel and SSID

Security Clearentry |1 =
Use as Access Point
—— || nable | _vescrintion | _snbound port Private 17 address | prvate port
ireless Bridge

N 2t |2t 21 |21

Firewall

Virtual Servers

vl TP~ 192.168.2. 10

80 |80 TCP ~ 192.168.2. 10 80 |80

Client IP Filters 2. V]

MAC Address Filtering

= % V] 3389 3389 P - 182.168.2, 10 3389|3389

WAN Ping Blacking

S a. V) 4001 . 4001 P - IEERE 10 4001|4001
3 4002 . 4002 P - 10 4002 - 4002

Parental Control s - e

Restart Router 6. [v] 7838|7838 TCF ~ 152.186.2, 10 1838|7838

Restore Factory Default

SaveiBackup Setings = ) [

Restore Previous Settings

Firmware Update 8. = TP~ 192.168.2.
System Settings
9. - TP~ 192.168.2.

4. Security setting: Security setting is very important for receiving alarms via
network.

e Block the Ping packets from the WAN port to avoid malicious detection.
e Enable the function of anti network attack to prevent DOS attack.

o Enable the filter function to allow the data packets of TCP-7838, TCP-4001,
and TCP-4002 to pass through only, which prevents malicious intrusion.

e Strengthen the router’'s password management to avoid password cracking.
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Ignore the Ping packets from WAN port:

Figure 6-3 WAN Ping Blocking

Cable/DSL Gateway Reuter Setup Utility

Home} Help| Logout - Internet Status: Connected

Firewall > WAN Ping Blocking

LAN Seffings
DHCP Client List

ADVANCED FEATURE! You can configure the Router not to respond to an ICMP Ping (ping to the WAN
port). This offers a heightened level of security. More Info

Connestion Type
ons

WAC Address Block ICMP Ping > v

Channel and §SID.

Use as Access Point

oo
‘Security Log

Parental Control
Restart Router

Restore Fastory Default
Save/Backup Selfings
Restore Previous Settings

Firmware Update

The configuration for filters:

Figure 6-4 Client IP Filters

CablefDSL Gateway Rowter Setup ULility

Home| Help| Logout  Internet Status: Connected

Firewall > Client IP filters

LAN Settings
DHCP Client List
The Router can be configured to restrict access to the Internet, e-mail or other network services
at specific days and times. More Info

Connection Type
oHS

MAC Address

Biock Time

TP
102.168.2.1 w255 |1 20 uE B‘wa:s >
loct j
Ghannel and SSID — (o0 20 -
se
: :ur\wﬂ . — -
i 1ooass2 L 285BI L3388 op © Awavs J
Wireless Bridge o
© BOTH [12:00 AL -
Virtual Servers e —
Client IP Filters 192.188.2.1 |~ 255 4003 7837 uDP s 7

Block
MAC Address Filtering © BOTH

omz

WAN Ping Blocking o FEE e B

il | A | A | | 6| E6

Securs slock
orileg © BOTH
TCP

Parental Cantrol oIt

192.168.2.1 255 |22 T8 UDE i
Restart Router Slock (12:00 2.0, 1 |
Restore Faciory Default © BOTH e e
Save/Backup Settings Tce BT

o

Restore Previous Setings| 1o2.1g8,2/l w255 | 3390 4000 g | &A= 7
Firmware Update Block

© BOTH
System Seffings

Lastly set a strong password for the router (minimum of 15 characters in length, composed of
letters, numbers, and special characters).

After the preceding configuration, the network security can be improved a lot and secure
alarm receiving is strengthened.
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