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please read these instructions carefully and save this manual for future use.
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VWELCOME

INTRODUCTION

Welcome to the SX850 Admin Console. This guide is organized in a
logical step-by-step sequence that will allow for both an easy and
accurate configuration. First, an explanation of what the Admin Console
isand how it works in a Security Surveillance System (SCS) is presented
in general terms. Next, you will be guided through installing the software,
creating a configuration database, and loading the database into the
Security Control System CPU.

While creating the configuration database, you will find that many
components interact with each other, and are dependent on specific vaues.
It will be important to utilize the worksheets provided at the end of this
manual to gather the data necessary to create the configuration database,
and to develop an understanding of your Security Control System. These
worksheets, once completed, should also be utilized when making

updates or changes to the system’s configuration, to ensure accurate
results.

This part of the process will be explained in the Configuration section of
thismanual, which is divided into three phases. physical planning,
worksheet tasks, and keying in the data.

5 Admin Console  WELCOME



DOCUMENT CONVENTION

This guide uses the following conventions when describing the use and
operation of this product.

Component or Sequence Definition

Field Data
This box will describe each field in a definition screen.

¥ Warning: Text with this appearance suggests potential
problems or situations that you may encounter when
attempting to do something in the Admin Console.

¢ Note: Text with this appearance is a special instruction, rule,
or side comment related to the topic.

» Tip: Text with this appearance offers suggestions or hints to
make using the Admin Console easier.
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WHAT AND HOW?

Admin Console enables an administrator and other users to closely
control the operation of a Surveillance Control System (SCS). Such a
system can include as many as 8,192 cameras and 1,024 monitors. Y ou
will be guided through the process of installing the Admin Console to
manage an SCS, creating the databases that dictate the operation of the
SCS, and allowing an administrator to easily change the system’s
configuration when necessary.

WHAT IT DOES

Admin Console enables an administrator to utilize an SCS's performance
capabilities to meet the surveillance needs of afacility during initial
installation, as well as when conditions change.

By Clock, Calendar, and Event
The SCS can be configured to help security personnel respond in different

ways using the Admin Console utility. For example, based on:

¢ Time of day - such as open to the public, closed, and after-
hours cleaning and maintenance.

¢ Night quiet time.

¢ Quiet day of the week - which would be a 24-hour period
of quiet time without any activity except security personnel
doing rounds.

¢ Special business activity - such as taking physical
inventory, restocking, and doing routine maintenance of
specia equipment.

¢ Vidgits by celebrities, dignitaries, or officials, with or
without entourage - protective or otherwise.
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In Response to Emergencies
The SCS can be configured using the Admin Console utility to allow for

quick responses to unexpected disruptions of normal activity that could
be caused by power, fire, police, health, or other emergencies.

HOW IT WORKS

The Admin Console maintains tracking, reporting, and functional
relationships between the various components in a surveillance control
system.

Configuration Management
Itispossible for the Admin Console to maintain several separate

configurations for a given system. They could be very smilar or differ
greatly.

One configuration, for example, could be very different than the typical
configuration used, because its purpose may be to watch over a particular
activity, such as the taking of an equipment and supplies inventory when
the facility is closed to the public.

User Control
In addition to controlling individual cameras, the Admin Console

provides the user with selections from lists of presets and sequences.

¢ If the user chooses a preset, agroup of monitors will
display aset of video outputs from a group of cameras at
preset positions.

¢ A sequence, on the other hand, is a self-generated series of
views - one of several cameras on one monitor (a Tour
Sequence) or of group presets (a Group Sequence).

Installation
Installing the Admin Console software only takes a few minutes and is

very ssimple to complete. Whether installing from a CD-ROM or floppy
diskettes, a series of Windows' dia ogue boxes guide the installation onto
the PC.

The subsequent task of configuring the software, once installed, can range
from modest, for asmall system, to complex, for avery large,
complicated system, such asin an airport.
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When it comes to security surveillance, all potentia contingencies should
be considered when planning a system’s functionality. The Admin
Console is the tool that ssimplifies this process.
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INSTALLATION

Part of installing the Admin Console means copying program files from
either a CD-ROM or a set of floppy diskettes onto the hard drive of a
dedicated PC. The Admin Console is atool that allows an administrator
to configure the SCS (Surveillance Control System) with information
compiled about components and users, and to use well-planned presets
and sequences.

PLATFORM

Aswith any PC application that must be reliable, Admin Console should
be the primary program running on the computer it isinstalled on. There
should be little other than Admin Console running on the same computer.

The PC used for Admin Console should have the following
characteristics:

Hardware Requirements
IBM PC or 100% compatible, Pentium-133MHz or higher, 16MB RAM,

20MB of available hard drive space for the installation of the Admin
Console, with additional space available for configuration database
(.adm) and log files.

In addition, the Admin Console PC must be equipped with an Ethernet
network interface card using the TCP/IP protocol.

Operating System Requirements
¢+ Microsoft Windows 95 OSR 2, 98 SE, NT 4.0, 2000

Video Display Setting Requirements
¢ 256 colors or higher

4 800 x 600 resolution
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Admin Console INSTALL

FROM DISKETTES

Insert diskette 1 into the floppy drive.
From the Windows’ Start menu, select Run.
Type a:\setup, then click OK or press the Enter key.

Respond to the dialogue boxes that appear by following the
directions given.

Remove each diskette when prompted, and replace it with the
next one.

The last diskette asks you to click Finish in order to complete setup.

FROM CD-ROM

Insert the CD-ROM program disk into the CD-ROM drive on your
computer. The Admin Console program will begin installing
automatically. Respond to the dialog boxes by following the directions
given.

WHAT TO DO NEXT

The next section will guide you through the phases involved with the
setup and configuration of the Admin Console.
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CONFIGURATION

The tasks covered in the Installation section, beginning on page 10, must be
i completed before attempting to configure the Admin Console.

The Admin Console configuration is athree-step process:

¢ Mark copies of drawings of the facility under
surveillance.

¢ Fill in the appropriate worksheets provided at the end
of thismanual. (Thiswill result in a survey of al the
components in your system, and how they interact with
one another.)

¢ Enter the values collected on the worksheets into the
Admin Console. (The values entered determine the
operation of the Surveillance Control System (SCS) in
complete detail by creating relationships among all of
the components, including the users.)

Once existing copies of the facility’s drawings are marked, there isabasis
for assigning logical or area/local numbers, titles, and practical names for
the various components of the surveillance system. With this information,
you can then continue with the Admin Console worksheet tasks indicated
below.

WORKSHEET TASKS

The Admin Console worksheets aid in the collection and organization of
information needed to configure the SCS. One person can complete all of
the worksheets in asmaller system, but to speed up any installation,
consider assigning a team of several individuals to complete different
worksheets concurrently.
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Perhaps the surveillance system you are working with is small enough for
you to collect the required information, and input those values directly on
to the Admin Console screens.

However, if the system is more complex, it is best to gather and write
down the information needed for theinitial configuration of Admin
Console.

If settings need to be modified or updated in the future because of a
change in surveillance needs, or changes made in the components of the
system, the worksheets can be used to track past, current, and to-be
configurations. The worksheets make it very easy to do this, regardiess
of the size of your system.

Aswith any system configuration, it iswise to keep initial and updated
worksheets on file, just in case there is ever a need to re-enter the data, or
troubleshoot the system.

INSTRUCTIONS

The title of each worksheet is the same as the title of the Admin Console
window it supports. For example, the “Operators’ worksheet supports
the “Operators’ window. The fields that need to befilled in on the
various Admin Console windows correspond to the sequence presented
on the worksheets.

1. Reproduce the worksheets supplied with the system.

You may only need asingle copy of a certain worksheet, but dozens of
copies of others, depending on the size and components that make up
your surveillance system.

Copy pages from the actual worksheets located in the back of this manual.

CHECKLIST

Worksheets are arranged alphabetically to make them easy to find.
However, the checklist below indicates a workable sequence for
completing them.

For ateam approach to information collection, use best judgment to
decide how to distribute the worksheet among several individuals.

o SCS-CPU Setup
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Matrix Frame

Cameras

System Controllers

Monitors

Alarm Input/Output

Operators

Tour Sequences

Camera Presets

Group Presets

Group Sequences

Alarm Definition(s)

Alarm Target Definition(s)

Alarm Target Assignment(s)

Camera -to- Monitor Permission(s)
Controller -to-Camera View Permission(s)
Controller -to-Camera Control Permission(s)
Controller -to-Monitor Permission(s)
Controller -to-Group Sequence Permission(s)
Controller -to- Alarm 10 Permission(s)
Controller -to- Alarm Permission(s)
Operator -to- Controller Permissions
Event Scheduler
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LOGIN
When running Admin Console after having installed it, and each
subsequent time that it is run, thislogin screen will appear.

Uzername and Password Required |

Mare |

Passward |

Y] X

Enter the user login name (default = admin) and user password (default =
sx850) to open the application.

¢ Note: Both the user login name and password fields are case
sensitive.

It isrecommended that after entering the Admin Console the first time,
that the user login name and password are changed from the defaults, in
order to control administrative access.

During the configuration, add user names and passwords at various access
levels as needed. See the Account Manager section.
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FIRST-TIME OPERATION

CPU Setup
When Admin Console is run the first time, the following window will

appear after you enter the default login name and password.

CPU System Configuration

On this window you must match the CPU configuration in the software
with the actual CPU running the SCS.

1. Enter the IP address for the Main A CPU.

Ask your installer or network administrator for the IP address for the
Main A CPU. Thiswill let the Admin Console software know where to
load the configuration database, when initiated later.
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2. If your system is equipped with a redundant CPU, then
check the “Redundant” box and enter the IP address
for the Main B CPU.

YWhat iz the IP Address of your CPU?
Main A | 192 168, 200. 200
Redundart [ Main B |1E|2. 168, 200, 201

Ask your installer or network administrator for the |P address for the
Main B CPU. If the system has just asingle CPU, leave the redundant
check box blank. The Main B CPU |P address will not be required.

3. Click the green check mark to save this setting.
4. Decide on the operational mode for the SCS CPU.

Click the “Size” tab on the right side of the CPU System Configuration
window. Thisiswhere you will specify the size of your CPU. Asyou
click on Standard, Enhanced, or High-Speed, each will display its
maximum capacities. The maximum capacity is the largest supported
number of each of the components listed. Y ou must match the MCPU
capacity with the capacity in this window.

Standard

CPU System Configuration

Wwhat type of system do you have?

Standard Enhanced High-Speed

Max Capacity b ax Frames => Max Ports
Cameras 52
M oritors Ed M=COMT 4 =» HIZ |nputs

If any of the components in your system exceed the maximum capacity
listed, you must choose the next highest system type. For example, if the
number of each of your system’s components are less than the maximums
listed for “Standard”, but you have 65 monitors, you would need to select
“Enhanced” as your system type.

Enhanced

Thisisthe next SCS CPU type available. Using the Enhanced CPU type
will increase the capacity of the system. This can be chosen aslong as
your system MCPU is the correct version for this type.
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High-Speed

Thisisthe largest CPU type available, providing the capacity for
handling the largest number of components.

CPU System Configuration

5. Click on Standard, Enhanced, or High-Speed, and then
click the green check mark to save.

6. You can then click on the EXIT button to leave this
window.
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Scheduled Modes

If the Scheduled Modes check box is selected on the CPU System
Configuration window's “Size” tab, an administrator can configure up to
four different modes of operation that can then be scheduled to become
active as desired. The configuration of these modes are programmed, or
set by an administrator during the configuration of the system’s
components through Admin Console.

CPU System Configuration
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VIEWING AND PROGRAMMING

In each of the components permissions tabs that contain a section like
the one shown to the left, modes can be viewed and programmed.

Clicking the View option button alows you to view permissions for the
mode chosen, and defaults to programming for the same mode. In the
case of the graphic to the left, mode 1 is set for viewing, and thereby
programming.

The permissions grid reflects the contents of the mode whose view is
selected with the View option button. In the image below, the permission
grid is displaying the contents of mode 2.
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More than one mode can be programmed at the same time by clicking on
the Prog check boxes of the other mode numbers that you wish to
program simultaneously. This will append, or add any permissions that
are then changed on the permissions grid, but will not duplicate entire
modes or overwrite existing permissions in the other modes.

The image to the left indicates that the permissions grid would now be
displaying the contents of mode 3 (which is also by default being
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programmed), and would simultaneously be programming any
subsequent changes into modes 1 and 4 as well.

It isnot necessary to perform a Save for each mode viewed or
programmed. Saving permissions, when completed, automatically saves
all four modes, regardiess of the current View or Prog selection.
Permissions are described on page 47.

MAIN MENU

After entering the CPU |IP address, selecting your system’s size, and
exiting, the following window will appear, which is the Admin Console
main menu. This window will be the first one you see from now on
whenever you enter the Admin Console.

The main menu is the heart of the Admin Console configuration software.
Each component, sequence, setup, and management task will be accessed
from this main window.

Each section will be utilized in order to configure and maintain the SCS.

X850 Admin Console [std]

Ad ‘mn @ﬂaala

0600006

OO
s S DIOIOIO

To view information about this application, such as the version of the
software, click on the Panasonic logo. An “About” window will appear.
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DATABASE MANAGEMENT

The active database for this system is the one residing within the
Surveillance Control System (SCS). Admin Console is used to create that
database initialy, and from that point forward works with copies of it in
order to establish and maintain useful variations.

AT INSTALLATION

When Admin Console isfirst installed, an administrator must create and
name anew database. The database is stored on the Admin Console
computer’s hard drive.

The administrator then enters all the information available about frames,
components, users, and sequences, and saves these details into the
database using the Database Manager.

See Create a Database on page 23 for initial and subsequent database
creations.
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Database Archive

The Database Archive section of the Database Manager window is where
each configuration file (database) is manipulated. Several functions that
can be performed with the configuration files are selecting, creating,
copying, renaming, or deleting.

This section aso includes options to backup or restore a configuration file
to or from removable media or an alternate location, such as afloppy

Databaze Archive
Y (G
[Dﬁ’l Dll:h DIl e ==
diskette or network drive.
Select Copy Delete Restore

/New f Rengme T B ckup\

Create a Database

Database Manager is entered into by clicking the first icon on the
“Management” row of the main menu — the picture of the open folder.
When entering Database Manager for the first time, there will not be
any .adm files listed, as none have yet been created. An administrator
must create and name a new database for configuration.

1. Click on the Database Manager button on the main
E_?J menu.
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Database Manager [std]

— Database Transfer————

E8) «Cpy| [EE)-» Py
IMainf-‘-. 'I IPA 192.168.200.200

— Database Archive

D@'l DlEb

G5 ?
=

o1 O,

[AC)4
=]

f)(”' Last Modified: 041132001 11:14 A1
sl Dese:

| [ e

2. Click on the “New” button - the 2nd button under the
Database Archive section.

"| Mew name: ﬂ

3. Type in a new name for the new database in this field

4. Click the green check mark.

Enter any name that fits in the space provided. It isbest if the nameis
practical, and easy to understand by anyone using the system. You will
be returned to the main menu after naming the database.

This database will reside in the Admin Console. Adding and saving
information about the components and desired operation of the system
will configure it.

Select a Database

VIEWING AND RECONFIGURING

Whenever you wish to view or edit settings from the components,
sequences, or setup choices on the main menu, you must have the
database whose contents you wish to work with open. If you have just
entered Admin Console, and click on one of those options, you will
automatically be prompted to select adatabase. The database you choose
will open, and will immediately be followed by the option window you
have chosen. The database you select becomes the default database for
all settings until you go back to Database Manager to choose or create a
different one.

1. Highlight the name of a database.
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Database Manager [std]

- — Database Transfer ———
inventory, adm

test15.adm ‘_EPU _’ EPU
IMain A "'I P4 192 168,200,200

— Databasze Archive

D@'lDlEh

SEEE

f)(l‘l‘ Last Madified: 0411942001 11:14 A
LALEL Desc:

| l °

2. Click the Select button - the 1st button under the
Database Archive section, or double click on the

desired database.

When changing the database you are working with, Admin Console will
open the selected database, making it the default, and will close the
Database Manager window. Y ou will be returned to the main menu,
ready for the configuration or review of the database you just selected.

Copy a Database

MAKING SIMILAR OR ALTERNATIVE DATABASES

An administrator can make copies of a database, as desired, and name
them to reflect their purpose. This would normally be done to enable the
system to respond to changing conditions and surveillance needs without
having to completely recreate a database to accommodate these changes.

1. Highlight the name of the database you wish to copy
in the Database Manager window.
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Database Manager [std]

—Databasze Transfer ——

td. ad
a5 2 E8) «cpy| 1EE)- Py
IMainA 'l IPA 152.168.200.200

— Databasze Archive

Oyl O | Loy| DI| Dy| Za[ 2

E)(l Last Modified: 0201342001 1250 PR
Deze:

| I e

2. Click the Copy button - the 3rd button under the
Database Archive section.

3. Name the copy in the space provided

“ Copy to: %

4. Click the green check mark.

Enter any name that fits the space provided. Itisbest if the nameis
practical and easy to understand by anyone using the system.

Rename a Database
Renaming a database is useful when creating several configurations to fit

the needs of specific occasions, and changing the name to ensure each file

has been updated. For example, if date codes or initials are used in the
name or description of a database, an administrator may want to revise
the date code or user initials as necessary.

1. To rename a database, highlight a database name.
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Databaze Manager [std]

—Database Transfer———

invertony, adm

std.adm «[Pl = [P
[Main s =] IP4 192 168 200 200
—Database Archive
0| 0] B o1| o,
Em LDZs;t:ﬂodined: 032242001 11:36 AR
| [ e
2. Click the Rename button - the 4th button under the
Database Archive section.
3. In the “Rename to:” box, type the new name desired.
Rename to: ﬂ
| :
4. Click the green check mark

Delete a Database

In order to reduce the number of configuration files listed in Database
Manager, and thereby decrease the potentia for confusion as to which file
isloaded on the SCS CPU, outdated or unused configuration files can be
deleted. If the files may be needed again in the future, it is recommended
that you backup the files to an alternate location (see page 26), so they
can be deleted from the Admin Console, and restored later if necessary.

1. To delete a database, highlight the database name.
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Database Manager [std]

—Databasze Transfer ——

tesﬁ 5 adm ‘_EPU _’ EPU
IMainA 'l IFA 192 168,200,200

— Databasze Archive

Oyl O | Loy| DI| Dy| Za[ 2

E)(l Last Modified: 0201342001 1250 PR
Deze:

| I e

2. Click the Delete button - the 5th button under the
Database Archive section.

The following confirmation message will appear:

Confirm Archive Deletion |

@ Bre vou sure you want o DELETE thiz archive?

3. Click Yes to delete, or No to cancel.

Backup or Restore a Database

It may be necessary at times to save a copy of a particular database for
backup, e-mail, troubleshooting, or other purposes. The Admin Console
allows an administrator to perform both backup and restore functions in
order to maintain copies of the configuration files outside of the Admin
Console system.
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BACKUP A DATABASE

1. Within Database Manager, highlight a database name
and click the Backup button - the 6th button under the
Database Archive section.

Database Manager [std]

—Database Transfer———

test15.adm . "[:F'U .-' EPU
IMainﬁ 'I |F& 192 168,200,200

— Database Archive

0| 0| 3] 07 B 5[ 2]
E)m‘ Iaisstcl'?dodified: 041132001 11:14 AM
| [ o
2. The following window will appear.
Browse for Folder |

Select Backup folder:

@ Deszktop

. ty Computer
SR o< Floppy [£.]
= Disk1_wol [C:)

EEI--@ Dowde_cd? (D]

#-52 Mzp8294 an Plazamtdc02' H:]
H-52 Mks on Plazamtdc002' [G:]
H-52 Sdd on 'Plazamtdc002' [S:)
B Metheighbor

@ My Briefoase

()4 I Cancel

3. Choose the drive and folder you wish to backup to,
just as you would in Windows Explorer.

4. Click OK.

This procedure will only copy the highlighted configuration file to the
specified location. It will not remove it from the Admin Console.
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RESTORE A DATABASE

In addition to backing up a configuration file, it may also be necessary at
times to restore a copy of a particular database from a backup, an e-mail,
or from troubleshooting personnel. The Admin Console alows an
administrator to perform a database restore from a source outside of the
Admin Console.

1. Within Database Manager, click the Restore button -
the last button under the Database Archive section.

Database Manager [std]

— Database Transfer

td. ad
s ) «cpu| EB)-» Py
IMainf-‘« "'I IFA 192,168, 200. 200

— Databasze Archive

D@'lDlEh

SEEE

Ex”‘ Ilazsstcl‘:dodified: 021242001 1250 PM

2. The following window will appear.

Browse for Folder |

Select folder containing the Archive you wizh to B estore:

El@ Deszktop

=2 My Computer
E]--]ﬁ 3% Floppy [£4:]
H-= 3c (L]
= Datall)
- Drwdc_cdl (E:)
H-52 MezpB234% on Plazamtdo0D2' [H:]
H-52 Sdd on 'Plazamtdc002' [S:)

[#-28 Network Meighborhood

k. I Cancel
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3. Choose the drive and folder that contains the
desired .adm file, just as you would in Windows
Explorer.

4. Click OK.

Because you may have multiple files saved in the same location, the
restore feature allows an administrator to choose which file to restore.

5. Select the desired file to restore, and click the green
check mark.

Database Manager

— Restore Archive

00Jan01.adm

Clozed Renowvation 991210.adm 1933.adm

Grand Opening 380207 adm :Construchon. adm
Std.adm Haolidays chedule. adm

v
X

FMITH | ast Madified: 071002000 10:27 AR
LI Doz Special security setup

The left side of the Database Manager window represents the
configuration files already stored within the Admin Console. The right
side of the window represents the files stored in the folder that you have
just specified.

This procedure will copy the selected configuration file into the Admin
Console from removable media or an alternate location, but will not
remove it from its current location.
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Get Current Database
In order to retrieve a copy of the configuration currently running on the

SX850 system, and to bring it into the Admin Console, an administrator
must retrieve it using the Database Transfer section’s “GET from CPU”
option. This option allows the administrator to view, modify, copy, or
create new versions of the current configuration once it is imported into
the Admin Console.

Database Manager [std]

—Databasze Transfer ——

tesﬁ 5 adm ‘_EPU _’ EPU
IMainA 'l IFA 192 168,200,200

— Databasze Archive

D@‘l Dll:h

n1| O,

()3
=

[AC]%
=l

E)(l Last Modified: 0201342001 1250 PR
Deze:

| I [

1. From the pull-down menu in the Database Transfer

section select either Main A or Main B CPU.

2. Click the “GET from CPU” button - the left button
under Database Transfer.

"I Save to: %

3. Enter the new name for this particular database in the

“Save to:” box
4. Click the green check mark.

A copy of the database that is currently running on the selected SCS CPU
isnow saved on the Admin Console computer’s hard drive. It will not be
removed from the Main CPU. At thistime, you may view or modify the

configuration.

Load a Database

In order to copy aconfigured database from the Admin Console onto the
SCS Main CPU, an administrator would need to use the Database
Transfer section’s “PUT to CPU” option.
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Although not mandatory, first saving the current database residing on the
CPU would allow for acomparison of any differences prior to loading the
new database. (Unless thisisafirst time operation.)

#* Warning: Putting a configuration database onto the SCS CPU
will overwrite its entire existing database.
It is recommended that you save the database
currently running on the Main CPU under a distinctive
name before loading a new database.

The following instruction will guide you through loading a database from
the Admin Console to the CPU. See the Get Current Database Section to save
the database that is currently loaded in the CPUs.

1. Select the name of the database to load.

Database Manager [std]

—Databasze Transfer ——
td.ad

x5 2 ) «cpy| EE) Py
IMainA 'l IFA 192 168,200,200

— Databasze Archive

D@‘l Dll:h

n1| O,

fE:
2

E)(l Last Modified: 0201342001 1250 PR
Deze:

| I [

2. From the pull-down menu, select the proper CPU.

For aredundant CPU system, you must load the database onto both CPUs
to insure they are each using the same configuration.

For single CPU systems, choose Main A.

3. Click “PUT to CPU” - the right button under the
Database Transfer section.

A “Confirm PUT Transfer” window will appear. If you choose to
continue, the new database will be loaded, overwriting the exiting

database, and it will remain on the CPU to run the SCS according to the
configuration.

4. Click Yes to continue the transfer, or No to cancel.
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System Configuration
The system (sys.ini) file resides on the main system CPU, and contains

information that is critica for proper operation. On systems with a
redundant CPU, it may be necessary to modify the system file on both of
the SCS CPUs individualy, in order to maintain proper operation. DO
NOT modify this file unless instructed to do so by qualified personnel.

The Admin Console uses the System Configuration utility to alow an
administrator to work with this file. When instructed, follow the steps
below for viewing, modifying, backing up, and restoring the sys.ini file.

SYSTEM TRANSFER

When performing afile transfer in the System Configuration utility, the
system file is written to the Admin Console computer’s hard drive as
Main A.ini and Main B.ini - depending on which CPU this function was
performed. In most cases, the system file residing on the Admin Console
computer’s hard drive will be an exact duplicate of the file being used on
the system’s CPU(S).

Itispossible for the file on the local drive to differ from the one being
used by the system, when using the restore function. An administrator
must be very careful when using the backup and restore functions, as well
as when retrieving and replacing the system file on the CPU(s). Itisvery
important that the administrator be aware of which CPU is being updated
at al times.
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RETRIEVE SYSTEM FILE FROM MAIN CPU

1. From the CPU System Configuration window (accessed from
the CPU icon from the main menu’s Setup row), click on the
SYS tab on the right side of the window.

2. The following window will appear.

CPU System Configuration

3. Choose from the SYS Transfer pull-down menu “Main A”.

4. Click the “GET from CPU” button - the left button under SYS
Transfer.

The Admin Console will retrieve the system file from the selected CPU,
and display it in the window provided.

At the same time, the system file is saved in the Program
Files\Panasonic\SX850ac folder as “Main A.ini” (or Main B.ini if from
the redundant CPU).
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5. Modify the system file as needed.

Modifications will not be saved on the Admin Console computer’s hard
drive until a“PUT to CPU” is performed, which replaces the system file
inthe CPU selected. See “Replace System File in Main CPU” below, in
order to send the updated file information to the system CPU.

REPLACE SYSTEM FILE IN MAIN CPU

1. From the CPU System Configuration window (accessed from
the CPU icon from the main menu’s Setup row), click on the
SYS tab on the right side of the window.

2. Choose from the SYS Transfer pull-down menu “Main A”.

3. Click the “PUT to CPU” button - the right button under SYS
o EPU Transfer

This will replace the exiting system file in the specified CPU with the

modified one.

4. A “Confirm PUT Transfer” windows will appear. Click Yes to
continue with the transfer, or No to cancel the transfer.

5. Repeat steps 3-8 for Main B CPU, as needed, selecting “Main
B” from the pull-down menu in steps 3 and 8.

¢ Note: It will be necessary to reboot each CPU when finished so
that the updated information is read and executed
correctly.

% Warning: Main A and Main B system files differ slightly. Itis
not recommended that identical system files be

loaded into both Main A and Main B CPUs.
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SY5 Archive

=] =

SYSTEM ARCHIVE

After the Main A and Main B CPU system files have been retrieved for
thefirst time, it will be possible to view these files at a later date without
actually performing atransfer. These files (Main A.ini and Main B.ini)
will be stored in the Program Files\Panasonic\SX850ac folder on the
Admin Console computer’s hard drive.

Select

In order to view the system file stored on the Admin Console computer’s
hard drive

1. From the CPU System Configuration window (accessed from
the CPU icon from the main menu’s Setup row), click on the
SYS tab on the right side of the window.

2. Choose from the SYS Archive pull-down menu “Main A”.

3. Click the Select button.
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m Configuration [Main & frchive]
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Backup

After the Main A and Main B CPU system files have been retrieved for
thefirst time, it will be possible to save these files to a different location,
such asto floppy diskette. These files (Main A.ini and Main B.ini) are
stored in the Program Files\Panasonic\SX850ac folder on the Admin
Console computer’s hard drive. Performing a backup from the SYS
Archive section will save a copy of the specified system file to an
aternate location of your choice.

1. Choose from the SYS Archive pull-down menu “Main A”.

2. Click the Backup button under the SYS Archive section.

3. When the “Browse for Folder” window appears, browse to
the desired location.

4. Click the OK button.

5. Repeat for “Main B” system file.

Restore
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At some time, it may be necessary to restore or replace the current system
files with a saved (backed up) version, for example, during system
troubleshooting. The restore function will copy the Main A.ini and Main
B.ini files from the location you specify, and put them into the Program
Files\Panasonic\SX850ac directory on the Admin Console computer’s
hard drive.

1. Choose from the SYS Archive pull-down menu “Main
A”.

2. Click the Restore button under the SYS Archive
section.

3. When the “Browse for Folder” window appears,
browse to the location that the saved system file
resides.

This would the location you backed the file up to.
4. Click the OK button.

The system file (Main A.ini) that is stored in the Program
Files\Panasonic\SX850ac folder will be replaced with the file from the
location that you specified.

5. Load the restored file into the Main A CPU if desired.
See “Replace System File in Main CPU” section on page 34.

6. Repeat for “Main B” system file, choosing “Main B” in
step1.

Wizard

When you want to make changes to the system file's [ System] section -
which defines the values for Cameras, Monitors, and Keyboards - you can
use the wizard function in the SY S Archive section of the CPU
Configuration Window to do this automatically.

If the values for these components already exist in your system file, they
will be edited, if necessary, to reflect the recommended settings. If the
values for these components do not already exist in your system file, the
wizard will add them to the system file.

1. Choose from the SYS Archive pull-down menu “Main
A”.

2. Click the Wizard button under the SYS Archive section.
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Confirm 5¥5_IMI Modifications

@ The following changes will be made based on your <Enhanced: CPU Size:

[SYSTEM]
Cameras=1024
tonitore=256
K.eyboards=64

Do pou want these changes to be made?

3. When the Confirm window opens for you to confirm
the changes to be made, click Yes to continue and
edit the file, or click No to cancel the wizard function.

The Wizard button’s appearance will change to indicate if any changes to
the system file are recommended. The gauge area on the left side of this
icon indicates if the [System] components' settings are: A) too low for the
CPU size selected (yellow), B) matching the CPU size selected (yellow
and green), or C) too high for the CPU size selected (yellow, green, and
red).

Too low Matches Too high
for CPU CPU for CPU
setting setting setting

When the icon displays yellow and green, indicating that the settings
match the CPU size selected, there is no action required. If theicon
indicates settings are too low or too high, click the Wizard button to have
the settings changed to match your system. You will then be prompted to
confirm that you want the suggested modifications of the system file to
take place.

INPUT TO SCREEN

Y ou will begin configuring the database with these Setup row buttons off
the main menu:

A

Matrix Frame _... ~/- CPU Event
Areas Configuratior ~ Scheduler



CPL

(=

SCS CPU Configuration

This configuration has already been made at the end of CPU Setup on
page 17. If this needs to be changed, return to CPU Setup starting on
page 15.

» Tip: The title bar of each option window you enter will show
the name of the main menu option being displayed,
followed by the name of the current default database
(-adm) file being viewed or edited. In the case below, the

option being displayed is matrix frames, and the database
file being used is std.adm.

MATRIX FRAMES [std] |

/N

Main menu Database (.adm)
option you are file you are
working with. working with.

Matrix Frames

These processor nodes provide access to the system’s matrix-switching
devices.

DEFINITION

1. Click on the Matrix Frame button on the main menu.
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MATRIX FRAMES [std]

Eomes = Erame Becond .:l
I e o] ¢ sysip] 1w 0 paf192 168200 13 [0 S
2 Name | Boat [SHY SR =

E]
W Location I Ser. I

[~ M=COMT Ihput Parts I 'I
[ Mx05D Output Ports | vI

| Input Ports |1 - 256 v[
Output Parts |1 - 32 VI

[ Wil 140 Parts I "I

LCPL .I'-‘-.ddressswzlﬁ swwl_ sw-alE - 13

| Fecords: 4 Last Modified: 0312242001 11:36 AR
=)
S| | el e

¢ Note: Each field preceded by purple text must be given a unique
number - different from other configured frame records.

2. Click the Add Record button.

3. Enter all information required about each Matrix Frame.

- MATRIX FRAMES - Definition

Field Data

ID Unique record ID assigned by the Admin Console as a frame is
added, in order to identify one frame to the system. 1 to 1,098.

The Admin Console automatically generates this number in
consecutive order. Upon adding frames, the system will automatically
assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these D numbers.

Sys ID Usually the number 1. In the case of a very large physical installation,
such as an airport with several buildings, the surveillance system may
be divided into several smaller systems — with numbers 2, 3, etc.
assigned by an SCS administrator.

IIF - Numeric Ethernet interface number identifying a port on a CPU where
the matrix frame will connect. 0 to 15, though generally 0, 1, or 2.

IPA  Unique Internet Protocol address assigned by the system
administrator. Dotted decimal, 15 characters. Example:
128.010.050.125
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MATRIX FRAMES - Definition

Field
Name

Boot

Location

Ser.
MXCONT

MXOSD

MXSW

MXALM

LCPU Address

Data

A name for the matrix frame, easy to remember, and practical.
Alphanumeric, 16 characters.

The name of the file used by the frame’s booting process. Use the
default filename unless instructed to do so by qualified personnel.

Be sure to check a frame type first, such as controller, OSD, switch, or
alarm /O so that the default frame boot name will be filled in
automatically.

If the boot name field is filled in before the type is selected, the default
boot name will not be inserted.

A name for the matrix frame, easy to remember, and practical.
Alphanumeric, 16 characters.

Manufacturer's serial number. Alphanumeric, 16 characters.

Check v if one (or more) WJ-PB85X08 input cards is installed.

If MXCONT (camera control function) is v"’d, then select range of
numbers in Input Ports.

This range will be unique to the entire frame for the controller function,
regardless of the number of input cards installed within the frame.
Check v if one (or more) WJ-PB85TOB OSD cards is installed.

If MXOSD (on screen display function) were v"’d, you would need to
select a range of numbers in Output Ports.

This range will be unique to the entire frame for the OSD function
regardless of the number of OSD cards installed within the frame.

Check v if one (or more) WJ-PB85C16 video crosspoint input cards
and WJ-PB85M16 video crosspoint output cards are installed.

If MXSW (switching function) were v"'d, you would need to select a
range of numbers in Input Ports and Output Ports.

These ranges will be unique to the entire frame for the switching
function regardless of the number of input or output cards installed
within the frame.

Check v if one (or more) Alarm Input WJ-PB85A32 or Alarm Output
WJ-PB85L32 card(s) is installed in this frame.

If MXALM (alarm I/O function) is v"d, then select a range of numbers
in /O Ports.

This range will be unique to the entire frame for the alarm 1/O function,
regardless of the number of alarm I/O cards installed within the frame.

Set the matrix frame LCPU identifier on the rotary switches SW12,
SW10, and SW9. 0-0-1 to F-F-F.

4. Click the green check mark to save.

You will remain in the“Add” mode, alowing you to enter information

about another frame.

5. To exit the “Add” mode, click the red X.

You will exit the “Add” mode.

6. To edit a configured frame, highlight a frame ID and click the

Edit button.
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* Tip: You may also double click on a frame ID in the list to enter
the edit mode.

7. Edit the desired fields.

8. Click the green check mark to save and exit the edit mode, or
click the red X to cancel.

9. To delete a frame, highlight a frame ID and click the Delete
Record button.

A confirmation message will appear. Click No to cancel, or click Yesto
delete the selected frame.
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COMPONENTS

Each one of these buttons opens awindow that requires information from
one or more of the Setup Worksheets that you have compl eted.

Input the required information for each of these components separately:
cameras, system controllers, monitors, alarm 1/O ports, alarms, and
operators.

- QOISO
VAR

(System) Monitors (Alarm) Alarms Operators
Controllers I/0 Ports
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Cameras

Every camera in the system can be identified in several ways. Not only is
there aphysical identification to a particular installation (such as the
cabling run and port connection), but there is aso information that
changes when a camera is removed and/or is replaced at any given
location. Each camera has arecord that contains its details.

An operator calls a camera by itslogical camera number. However,
configurations can be viewed in the Admin Console not only by logical
number, but also by ID number, control port, or video port.

DEFINITION
CAMERAS [std] |
e — Cameras 1
_A = Eamera Hecord
D hd ~Maodel

o 1 [ twv-CSRE04A =l
Syz D |_1 [ Pan Tilt [ Zoom Focus

2

: | F 2

1 . v | Iris w Frezets

5 Logical 1 |7 MuotionDietect |7 YOz Sync
Ijtg‘ ? ~Pote—— | ¥ ConfigMenu [ FiS#85 | i

g

9

m Cortral I 1 F Caontrol Oata I_ EunetiEm Eds
Positions

10 Yiden I 1 —S:-Slcreen Cizplay

1 ~Video Signal tle |

le Compensation TaD D Title
13 FMX0SD o * 'y

14 IShC'rt :" MpcanT | O - s

15 Lozs Threshold e T e —

1? | IEI: Weak, vI Location
18 [¥ Alarm Trigger Ser. I

l A0 l.-\-\ammegl 110 Wiz lunl;luu.ﬂu

19
20
21 ll | Records: 25 Lazt Modified: 0342602001 01:27 PM |
9
............ __ =
@ o @] [ &

Add, delete, edit, or replicate camera records as necessary using the four
icons at the bottom of this window.

¢ Note: When deleting or modifying a camera, be sure to check
the “Other” tab to find references to other sections that
the camera will influence.
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%* Warning: Deleting a camera will automatically delete the
referenced permissions, but will not change any

other references, such as sequences or alarms.

CAMERAS - Definition

Field Data

ID Unique record ID assigned by the Admin Console as a camera is
added, in order to identify one camera to the system. 1 to 8,192.

The Admin Console automatically generates this number in
consecutive order. Upon adding cameras, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers.

SysID Usually the number 1. In the case of a very large physical installation,
such as an airport with several buildings, the surveillance system may
be divided into several smaller systems — with numbers 2, 3, etc.
assigned by an SCS administrator.

Logical Unique number assigned by an SCS administrator, usually designated
by combining two references, such as having the first 2 digits
represent a logical group (such as a group of cameras surveying a
loading dock), and up to three serial digits assigned for other logical
reasons. 11099,999. Examples: 001, 84002, 84003, 84004;
001, 36002, 36003, 36004. An operator will select cameras to
view by this logical number.

Model Choose from the drop-down list the correct camera model connected
to the specified ports. The Admin Console will automatically enable
the features available with the specific camera model, such as panttilt,
iris control, motion detection, configuration menu, control data,
zoom/focus, presets, VD2 synchronization, RS485, or function codes.

If the desired camera model is not listed, choose <Other>. Enable the
appropriate features manually, according to the manufacturer's
camera description, by checking the associated check boxes.

Check the “control data” box when a control data signal should be
sent to the camera.

When RS485 is chosen, the Cfg (configure) button will become
enabled. Click the Cfg button to configure the RS485 port for the
following settings: baud rate, parity, data length, stop bits, daisy
on/off, and choosing a 2 or 4 wire connection.

Ports:
Control Name/number of the input port on the Video Input Board WJ-PB85X08
Matrix Control (MXCONT) function to which the camera cable is
connected. 1to8,192.

Video Name/number of the input port on the Video Crosspoint Input Board
WJ-PB85C16 Matrix Switch (MXSW) function to which the output of
the WJ-PB85X08 card is connected. 1to 8,192.
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CAMERAS - Definition

Field Data

Video Signal
Compensation: Cable length from camera to the video import board: short, medium, or
long. The system compensates for these three values by modifying
the signal strength.

Loss Threshold Enter a signal level at which the system will detect video loss. 0 to 15.
On-Screen Display Enter an alphanumeric Title to be displayed.
Chose the device that generates the time and date (T&D), the camera

ID (ID), and the Title specified. Choose either MXOSD or MXCONT
for each of the three components of the display.

If a WJ-PB85D01 character generator daughter board is installed on
the Control Video Input Board WJ-PB85X08 you can choose
MXCONT for some or all of the generation, otherwise, choose
MXOSD.

Location Practical name to help an administrator identify a camera by location.
Alphanumeric, 16 characters. Examples: main concourse, loading
dock, boiler room.

Ser. Manufacturer’s serial number. Alphanumeric, 16 characters.
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REPLICATE A CAMERA DEFINITION

1. Highlight a configured camera ID and click the
Replicate Record button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this camera?’ and explaining the replication rules.

[1] Records will be generated according to ID.
[2] ID will beincremented to the next available vaue.

[3] Logical #, Control & Video Ports will be incremented from a
specified base value you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped

[5] All other record values will be identical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Camera |

" Target Size Baze Values ——

Howe mary new records would Il LDgicaII

youl like to create? T I—
g?l xl vid Port |

3. Enter the desired amount of camera records to create
in the Target Size box.

4. Enter the beginning Base Values of the logical camera
number, control port, and video port from where you
wish to begin incrementing.

5. Click the green check mark to add the series of
cameras, or click the red X to cancel.

€ Note: After clicking the green check mark, a Replication Summary
window will appear, which will let you know how many records were
actually generated, and indicate if any records could not be created due to
aconflict with an exiting record. If any of the required unique vaues
involved are already in use, the entire record will be skipped; existing
records will not be overwritten.

If aconflict exists, you will be asked if you wish to see alist of the
records that were skipped. Click Yesto see the Replication Activity Log
list, or click No if you do not wish to see the list. It is recommended that
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you view the list, so that you can modify the conflicting value(s) as
necessary, and add the record(s) you desire.
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PERMISSIONS

The permission tabs allow an administrator to easily permit or deny
components access to other components.

By default, all components are alowed to access all other components.
An administrator must deny permissions.

CAMERAS [std]

[ Cameras - CONTROLLER Permissions [ | hlodes o
ID r ‘iew  Prog g-,
- #1 V| |5
|~ =)
2
2 -
4 2 o
)
2 3
E
2 c3 g
: =
10 s u|
11 i
12 =
13 =
14 -
15
16 — =
17 =]
18 fote: Permitting Cam Crrl automatically permits Cam Yiew as well E
13
20 —
21 =l [ Fecord=: 0 Last Modified: 07142000 1221FM |
o =, =8 ] %
@l EKIT BES) |ass] ] e = &

1. Highlight a camera and click on the Cam Ctrl
permission tab.

The Cam Ctrl permission tab alows an administrator to permit or deny a
system controller to control specific cameras. The Modes section of this
tab is described on page 18.

¢ Note: Allowing a system controller to control a certain camera
will automatically allow the same controller to view the
specified camera.

Cameras are displayed in the list on the left by 1D number, but can also be
viewed by logical number, control port, or video port. The grid on the
right represents the following:

First row = controller I1Ds 0-9, second row = controller IDs 10-19, etc.
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Green blocks indicate an allowed permission, and white blocks indicate
that permission is denied.

2. Double click on a specific controller to invert or
alternate between permit or deny.

¢ Note: Be sure to click the save button (the picture of the floppy
disk) before exiting each particular permission tab to
ensure the changes will be saved correctly.

3. Highlight a row, a column, or click and drag to
highlight a group of controllers.

4. Click the Invert Grid Selection button to change the
state of the permission for the highlighted group, or

5. Click on the Permit All button to turn the entire grid
green - allowing all controllers permission to control
the specified camera, or

6. Click on the Deny All button to turn the entire grid
white - denying all controllers permission to control
the specified camera, or

7. Click on the Copy Grid button to copy the permission
grid from a specific camera to other cameras.

% Warning: Copying Cam Ctrl permissions to other cameras will
also copy Cam View permissions to the specified

cameras.

A confirmation message will appear asking “Are you sure you want to
COPY the Cam Ctrl & Cam View permission for this Camera?’ and
explaining the copying rules.

[1] Permissions will be copied by Camera ID.

[2] If permission already exists for a Camera that falls within the Target
range, that original permission will be overwritten.

8. Click Yes to continue or No to cancel.

53  AdminConsole CONFIGURATION



Copy Cam Ctrl & Cam Yiew Permizsions |

"50un::e 1D Target ID

Copy |1 to STA.FIT:I
END:I

v| %

The copy source is the highlighted camera ID from where the Cam Cirl
permissions will be copied.

9. Enter the Target ID range of camera ID numbers, with
the beginning number in the START box, and the
ending number in the END box.

#* Warning: Permissions existing for cameras within the specified

range will be overwritten.

10. Repeat steps 1-9 for all other permission tabs.

The Cam View permission tab allows an administrator to permit or deny
asystem controller to view specific cameras. The Modes section of this

#* Warning: Denying a system controller to view a certain
camera will automatically deny the same controller
to control the specified camera.

tab is described on page 18.

The Monitor permission tab alows an administrator to permit or deny a
camera the ability to be displayed on amonitor. A monitor 1D can be
determined by its area\local number by entering each value into the
appropriate box, and then clicking the * Search for Monitor by Area &
Local” button.

11. Component Definition button.

Highlight a component within the permission grid, and click the
definition button. A window will appear; giving aquick view of that
component’ s configured definition.
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This button is available in each of the permission tabs for each
component, on the “Other” tab in the Cameras window, and the Areas
window.

Contraller Definition

0 1

Fricrity 1

IF& 127.203.134.103
EA 00.00.00.00.00.00
Boot File

Timeout 0

Area 1

Fart 123

Type R

Location  south bldg annes
Mlame Keyboard 1

Ser. O01952919R
Mlan

12. Click on the “x” in the upper right corner to close.

OTHER

The “Other” tab shows which other SCS components or sequences are
configured to include the highlighted camera.

This section is informational only. Changes cannot be made to other
components or sequences from this window. Changes must be made
from each specific component or sequence’ s menu option.

On the image below, for example, tour sequence number 1 is configured
toinclude camera ID 1. The tour sequence section of this tab for camera
ID 1 was automatically updated when tour sequence 1 was created to
include this camera. To remove camera 1 from tour sequence 1, you
would need to exit the Cameras window, and enter the Tour Sequences
window from the main menu, and edit sequence number 1.
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CAMERA POSITIONS

An operator, from a system controller, can control each camerain the
system that supports Presets by pressing the Camera Position button on

the controller. The operator cannot define positions, but rather, can only

recall positions (which are acombination of Camera ID and CPreset

numbers) that have already been defined.

The Camera Positions setting in Admin Console allows administrators to

define and consolidate the Camera ID and CPreset numbers into a

Position ID number that the operator can then conveniently call from the
system controller.
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1. Click on the down arrow in the lower right corner of the
Cameras icon on the main menu, and choose Positions.

CAMERA POSITIONS [std]

Fozition Fecord

EE

2

The Position ID is automatically inserted and incremented by the
application.

2. Enter a Logical number for the position record you are
creating.

3. Click in the Camera field. A list of available cameras
that support Presets will appear on the right of this
window.

4. Choose the desired camera by double-clicking on its
ID number.

5. Click in the CPreset field and type in the desired
preset number.

6. Click in the Scene field and enter a description of the
camera view in that position, if desired.

You can add, edit, delete, or replicate Position IDs as needed using the
four icons at the bottom of this window.
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System Controllers

A system controller is a device used by an operator to control specific
components within the SCS, such as. cameras, monitors, alarms, alarm
outputs, etc. Controllers are generally identified to an operator using their
ID number, but can be viewed in the Admin Console by ID, IPA, EA, or
Area.

DEFINITION

CONTROLLERS [std]

Lontrollershecond|

—
(2] Pyl |, Tmest 0000

17218, 0.120
AC.05.87.9F 3E. 22

Add, edit, or delete controller records as necessary using the three icons
at the bottom of this window.
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Boot File

Timeout

Model
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SYSTEM CONTROLLERS - Definition

Data

Unique record ID assigned by the Admin Console as a system
controller is added, in order to identify one controller to the system.

The Admin Console automatically generates this number in
consecutive order. Upon adding controllers, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 128.

Unique number identifying a Monitor Surveillance Area (MSA)
comprised of an array of monitors and one or more keyboard
controllers. 1to 128

Inserting a “0” indicates area 0. This will disable the Area field in the
OSD on the monitor. It is recommended that the use of areas be
restricted to values of 1 to 128. Only use area “0” when no areas are
needed within the entire system.

Click the Area button on the main window to view all components
defined in a specific area.

This number assigns this controller an order of precedence. Applies
only when operator priorities are the same. The controller with the
lower number priority takes over the part of the system it is
addressing.

If more than one controller with the same priority is operating at the
same time, access is given and held for the latest call to a function, in
other words, on a last-come first-served basis. Alarm priorities have
precedence over operator priorities. 0 to 65,534.

The name of the file used by the Ethernet keyboard’s boot process.
Use the default filename unless instructed otherwise by qualified
personnel. Alphanumeric, 12 characters.

Be sure to select WV-CU850 Controller type FIRST so that the default
boot name will be filled in automatically. This is the only system
controller type that will require a boot name.

If the boot name field is filled in before WV-CUB850 type is selected,
the default boot name will not be inserted.

Amount of time that must elapse after the user stops entering
keystrokes, before the system logs off the operator from this
controller. (hr:min:sec) 00:00:00 to 11:59:59

The controller timeout works in conjunction with the operator timeout.
The system will choose the lowest timeout value of the two.

Entering a “0” into this field will cause the timer to never expire
regardless of the operator timeout value.

Pull-down and select the correct type of system controller. This will
enable or disable fields that are specific to each particular controller.
CU350 (RS485), CUBS0 (Ethernet), PFW100 [CU350] (RS485),
PFW100 [CU850] (Ethernet), PFW850 (Ethernet), RS232 (serial), or
ActiveX.
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SYSTEM CONTROLLERS - Definition

Field Data

IPA  Unique Internet Protocol Address assigned by the system
administrator. Dotted decimal, 15 characters. Example:
128.010.050.125. Each of the four groups of numbers with values
between 0 and 255.

Depending on the model number chosen, the following will apply:

WV-CU350: If this controller is not connected to an RS485 Expander
Unit, use the default IPA. If this controller is connected to an RS485
Expander Unit, enter the IPA for the expander unit.

WV-CU850: A unique IPA is necessary within the scheme of the
MCPU interface IPA.

PFW100 [CU350]: Same as the WV-CU350.
PFW100 [CU850]: Same as the WV-CU850.

PFW850: Enter the IPA of the desktop computer the PFW850 is
installed, making sure it is within the scheme of the MCPU interface
IPA.

RS-232: If this controller is not connected to an RS485 Expander
Unit, use the default IPA. If this controller is connected to an RS485
Expander Unit, enter the IPA for the expander unit.

ActiveX: Enter the IPA of the desktop computer that ActiveX is
running from, making sure it is within the scheme of the MCPU
interface IPA.

EA Numeric address for an Ethernet controller. This field is only required
if Model WV-CUB50 is chosen. Dotted hexadecimal Example:
23.56.82.13.60.82 (Also known as MAC address.)

Port Numeric identifier of the port used by an RS-485 controller (CU350
and PFW100A) (port 1-12) or RS232 controller (Port 1,2, or 3). Match
the data port that this keyboard is connected and use the proper IPA
for the MCPU default or RS485 Expander Unit.

This port address will be unique within the IPA specified for the MCPU
or RS485 Expander.

Location A practical name that will identify where this controller can be found.
Alphanumeric, 16 characters.

Name A name for the controller, easy to remember, and practical.
Alphanumeric, 16 characters.

Ser. Manufacturer’s serial number. Alphanumeric, 16 characters.
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PERMISSIONS
Modify or copy system controller permissions in the same manner described in
: the Camera Permissions section, beginning on page 52.

The Cam Ctrl permission tab alows an administrator to permit or deny a
system controller the ability to control specific cameras. The Modes
section of each of the permissions tabs is described on page 18.

¢ Note: Allowing a system controller to control a certain camera
will automatically allow the same controller to view the
specified camera.

#* Warning: Copying Cam Ctrl permissions to other system
controllers will also copy Cam View permissions to the
specified controller.

The Cam View permission tab allows an administrator to permit or deny
acontroller to view specific cameras.

¢ Note: Denying a system controller to view a certain camera will
automatically deny the same controller to control the
specified camera.

The Monitor permission tab alows an administrator to permit or deny a
controller’s ability to seize a specific monitor. A monitor 1D, if unknown,
can be determined by its area and local number, by entering each value
into the appropriate boxes, and then clicking the “Search for Monitor by

#* Warning: Copying Cam View permissions to other system
controllers will also copy Cam Ctrl permissions to

the specified controllers.

Area & Loca” button.

The Group Seq permission tab allows an administrator to permit or deny
acontroller’s ability to control a group sequence. If the group sequence
ID is unknown, you can enter the area and local numbers of the sequence
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in the appropriate boxes, and click the “ Search for Group Seq by Area &
Local” button.

The Alarm permission tab allows an administrator to permit or deny a
controller’s ability to seize a specific alarm.

The Alarm /O permission tabs allows an administrator to permit or deny
acontroller’s ability to seize a specific 10 port.
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Monitors
Monitors are generally viewed within the Admin Console by ID number,

but can be viewed by area\local number, since the user will operate the
SCS by selecting a monitor by local number within a specific area.

Areallocal numbers are displayed in the Admin Console as one whole
number. The four right-most digits represent the local number and the
left-most one, two, or three digits will represent the area. For example,
10034 represents area 1 and local number 34, or 251100 represents area
25 and local number 1100.

DEFINITION

MONITORS [std]

Add, edit, delete, or replicate monitor records as needed using the four
icons at the bottom of this window.
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¢ Note: When deleting or modifying a monitor, be sure to check
the “Other” tab to find references to other sections that
the monitor will influence.

¢ Note: When changing the Monitor Surveillance Area (MSA) of a
monitor, make sure that any affected presets or alarm
action target assignments are within the same area.

%* Warning: Deleting a monitor will automatically delete the
referenced permissions, but will not change any

other references, such as sequences, presets, etc.

MONITORS - Definition

Field Data

ID Unique record ID assigned by the Admin Console as a monitor is
added, in order to identify one programmed monitor of to the system.

The Admin Console automatically generates this number in
consecutive order. Upon adding monitors, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 1,024.

Area Unique number identifying a Monitor Surveillance Area (MSA)
comprised of an array of monitors and one or more keyboard
controllers. 1 to 128.

Inserting a “0” indicates area 0. This will disable the Area field in the
OSD on the monitor.

It is recommended that the use of areas be restricted to values of 1 to
128. Only use area “0” when no areas are needed within the entire
system.

Click the Area button on the main window to view all components
defined in a specific area.

Local Unique number assigned by an SCS administrator, enabling operators
to address this particular monitor within an area. 1to 9,999.

Operators will address specific monitors by selecting the local number
with an area.

Location Practical name indicating where this monitor is located.
Alphanumeric.

Model Monitor model number assigned by its manufacturer.
Alphanumeric.

Ser. Monitor serial number assigned by its manufacturer.
Alphanumeric.
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REPLICATE A MONITOR DEFINITION

1. Highlight a configured monitor and click the Replicate
button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this monitor within this Area?’ and explaining the
replication rules.

[1] Records will be generated according to ID.
[2] ID will beincremented to the next available vaue.
[3] Local # will beincremented from a specified base vaue you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped

[5] All other record values will be identical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Monitor |

Target Size Baze Values ——
Howe mary new records would I Lacal
’V_I,u:uu lik.e to create? | ’V

Y| %

¢ Note: Monitors can only be replicated within an area. If you
wish to replicate monitors in several areas, at least one
monitor must be configured in each area.

3. Enter the desired amount of monitors to create in the
Target Size box.

4. Enter the beginning base value if the local monitor
number that you wish to begin incrementing from.

5. Click the green check mark to add the series of
monitors, or click the red X to cancel.

After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any
records were skipped. See note section of page 45.

#* Warning: Monitors existing within the specified range will not

be overwritten.
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PERMISSIONS

i Modify or Copy Monitor permissions in the same manner described in the camera
: Permissions section, beginning on page 52. :

The Camera permission tab alows an administrator to permit or deny a
monitor the ability to display a specific camera.

The Controller permission tab allows an administrator to permit or deny
asystem controller the ability to seize a specific monitor. The Modes
section of thistab is described on page 18.

OTHER

The “Other” tab will represent additional sections that a highlighted
monitor will affect.

This section is informational only, and changes cannot be made to the
Group Sequences, Group Presets, or Targets the specified monitor will
affect. Changes must be made within the specific Group Sequence/Preset
windows, accessed from their respective main menu options.

MONITORS [std] |
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Alarm Input/Output
Alarm input and alarm output ports are used for alarm action purposes,

and although each has a specific function, both are configured within this
section. Each 1/0 card supplies 32 relay circuits in banks of 8. Because
of this, 8 consecutive IDs must be configured with the same directional
type - either input or output. For example, if ID 1is configured as an
input port, then IDs 2-8 must be input ports as well.

Then, port 9 through port 16 can be configured as output ports if desired.
The port type option buttons will be grayed out until agroup of 8 portsis
configured.

Although the system controller operator must control the 1/O ports by
logical number, these ports are viewable within the Admin Console by
both ID and logical port numbers.

DEFINITION

ALARM 1/0 PORTS [std]
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Add, Edit, Delete, or Replicate alarm 1/0O port records as needed using the
four icons at the bottom of this window.
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Logical

Type

Dwell Time

Alarmlil/O  PORTS - Definition

Data

Unique record ID assigned by the Admin Console as an /O port is
added, in order to identify one port to the system.

The Admin Console automatically generates this number in
consecutive order. Upon adding I/O ports, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 1,024.

Assigned by an SCS administrator, enabling operators to address this
port. An operator will select alarm 1/0 ports by logical number. 1 to
65,534.

Click on either Input or Output. Input Example: Fire exit door opening.
Output Examples: Unlock/lock a door. Alarm to firefighters. Call for
police. Call for medical rescue.

Each type must be configured in groups of 8.

Time available for a momentary output. Up to 59:59.999
(min:sec.millisec)

Dwell time will only be enabled for output type I/O circuits.
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REPLICATE AN 1/0O PORT DEFINITION

1. Highlight a configured port and click the Replicate
Record button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this port?’ and explaining the replication rules.

[1] Records will be generated according to ID.

[2] ID will beincremented to the next available vaue.

[3] Logical # will be incremented from a specified base vaue you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped

[5] All other record values will beidentical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Port |

" Target Size

Howe mary new records would I
youl like to create? |

Baze Values ——
’V Logical

Y| %

3. Enter the amount of ports to create in the Target Size

box.

4. Enter the beginning Base Value of the logical port

number that you wish to begin incrementing from.

5. Click the green check mark to add the series of ports,

or click the red X to cancel.

After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any
records were skipped. See note section page 45.

* Warning:

1/0 ports existing within the specified range will not
be overwritten.
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PERMISSIONS

Modify or copy I/0 port permissions in the same manner described in the camera
: Permissions section, beginning on page 52. :

The Controller permission tab allows an administrator to permit or deny
asystem controller the ability to seize a specific I/0O port. The Modes
section of thistab is described on page 18.

The Other tab shows which Alarm ID numbers are using a particular
Alarm |/O port.
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Alarms

Alarms play an important role within an SCS. Alarms can automatically
trigger up to ten actions, such as camera Spots, tour sequences, or group
sequence, in any combination. These actions allow the system to open or
close a contact connected to an 1/0O port that will start asiren or possibly
turn on a spotlight. They also can aert the operator on amonitor during a
triggered alarm.

In order to configure alarms successfully, an administrator must first
create the alarm targets, and then create records that will initiate the
actions. Targets are defined as agroup of monitors. The alarm actions
are then linked to available alarm targets.

The following are rules to follow when configuring alarms:
¢ Anaarm can invoke up to ten actions.
¢ A monitor can be a member of only one target.
¢ A target can contain several monitors exclusively.
¢ Many targets can be linked to each alarm.

¢ The same target can be assigned to more than one
alarm.

Defining an alarm can be a cumbersome task. 1D numbers identify each
alarm, source, action type, and target. The following procedure will
explain each step so that an alarm target can be defined, an alarm can be
identified by the source, actions can be taken when the alarm is triggered,
and a target can be defined and assigned to display the specified action.
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ALARM TARGET

An aarm target is an ID number that defines a group of one or more
monitors.

Alarm targets are assigned to alarms in order to link alarm actions to
specific monitors. At least one alarm target must be created before you
can create an alarm.

When an dlarm is triggered, an action will occur. For example, causing a
camera spot (configured in the alarm definition) to display on an array of
monitors assigned to a specific target.

#* Warning: Be careful when assigning monitors across areas to
the same target. This will be important when

assigning a target that contains monitors in a
different area than the Alarm Action Tour Sequence.

1. Click on the down arrow in the lower right corner of the
Alarms icon on the main menu, and choose Target Setup.

2. Click the Add Record button to add a target record.
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ALARM TARGETS [std]
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3. Double click on each monitor ID that you wish to add to
this target record.

Asyou double click on amonitor ID number’s corresponding box, the
representative box will turn green, indicating that it is now part of this
record.

First row = monitor 1Ds 0-9, second row = monitor 1Ds 10-19, etc.

Besides choosing which monitors will be part of a specific target 1D, you
must also choose either Hold or Sequence from the Display Mode section
of thiswindow to define the display mode for the entire target record.
“Hold” is chosen if you wish to have alarms display on only one monitor,
with additional alarms in queue for that monitor. “Sequence’ is chosen if
you wish to have alarms display on a sequence of monitors.

4. Click the green check mark to add the series of monitors,
or click the red X to cancel.

* Tip: The permission grid is shown by monitor ID only.

¢ Note: A monitor can only be a member of one target.
Therefore, when adding additional targets, monitors that
are already assigned to a different target appear as
yellow blocks. Green blocks indicate monitors assigned
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to the highlighted target ID. White blocks are either
unassigned or undefined monitor IDs.

¢ Note: In order to re-assign a monitor to a different target, you
must first remove the specific monitor from its current
target, thus making it available for re-assignment. You
can determine what target ID is it currently assigned to
by clicking on it and seeing the ID number that appears in
the Target box under the grid.

The “Other” tab shows the alarm(s) that the selected target is assigned to.
Targets are assigned to alarms from the Target tab of the Alarms
(Records) window as described below.

Use the Edit Record or Delete Record icons at the bottom of this window
to edit or delete alarm target records as needed.

¢ Note: Targets cannot be deleted if they are assigned. The
assignment must be removed from the Alarms window
prior to deleting it.

ALARM DEFINITION

An aarm record is defined by either clicking on the Alarms icon from the
main menu, or clicking on the down arrow in the lower right corner of the
Alarmsicon and choosing Records. An Alarm Target must be created
before an alarm can be defined.
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ALARMS [inventory]

Alarm Hecord

Add, edit, or delete alarm records as needed using the three icons at the
bottom of this window.

7Alarms - Definition

Field Data

ID  Unique record ID assigned by the Admin Console as an alarm is
added, in order to identify one alarm to the system.

The Admin Console automatically generates this number in
consecutive order. Upon adding alarms, the system will automatically
assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 1,024.

Logical Unique number assigned by an SCS administrator. An operator will
view alarms by this logical number.
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Alarms - Definition

Field Data

Priority Level that determines an order of precedence between alarms. Alarm
priorities work in conjunction with the operator priority and determine
the order of precedence between alarms and operators. (Smaller
number has higher priority)

Enable Defines whether or not an alarm is enabled. Check the box to enable
the specific alarm.

Auto Arm  If checked, the specified alarm will automatically re-arm itself after
being acknowledged

Allow Disarm If checked, operator will be allowed to disarm the specified alarm.

One State If checked, the specified alarm, once triggered, will not be monitored
for its return from the triggered state.

This is useful when you are only concerned that the alarm was
triggered, but do not need to know the duration of the triggered state.

An alarm set for One State can be reset even if the alarm condition still
exists. Without this option checked, if an alarm is triggered and you
attempt to reset it, it will continuously trigger again until the triggered
state has ended.

Output Port:
Active If checked, the indicated output port will be turned ON when this alarm
is active.

If not checked, the indicated output port will be turned OFF when the
alarm is active.

Enter an output port number to specify which port will be turned ON or
OFF when the alarm is active.

If no output port action is required when the alarm is active, uncheck
and leave the output port number blank.

Ack If checked, the indicated output port will be turned ON when this alarm
is acknowledged.

If not checked, the indicated output port will be turned OFF when the
alarm is acknowledged.

Enter an output port number to specify which port will be enabled
when the alarm is acknowledged.

If no output port action is required when the alarm is acknowledged,
uncheck and leave the output port number blank.

Reset If checked, the indicated output port will be turned ON when this alarm
is reset.

If not checked, the indicated output port will be turned OFF when the
alarm is reset.

Enter an output port number to specify which port will be enabled
when the alarm is reset.

If no output port action is required when the alarm is reset, uncheck
and leave the output port number blank.

Source:
Type Identifies the source of the specified alarm, camera (motion detection),
or I/O (external source connected to an alarm input card), RS232
(external source connected to an RS232 port), Vid Loss (any) (detects
video loss from any port in the system), or Vid Loss (port) (detects
video loss only from the single specified port).
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Alarms - Definition

Field Data

D Uniquely identifies the chosen source that will trigger the specified
alarm by its ID number. Camera = port number of camera connected
to the controller card. 1/0 Port = port number of the Input port that the
external source is connected. RS232 = port number of the external
source that will be connected through the RS232 port. Vid Loss (port)
= port number of the input port that will be detecting video loss. Note:
When the source type is Vid Loss (any), this selection is unavailable
since multiple ports on the system can serve as the source.

Acknowledge:
Mode Determines whether a user must manually respond to an alarm when
triggered or if an automatic response is generated requiring no user
intervention. Choose Manual, Auto, or Both.

Delay Defines the delay in seconds when an alarm is in Auto Acknowledge
mode before the alarm is automatically acknowledged.
(min:sec) Up to 59:59
On-Screen Display In the Text box enter the text that you want to appear on the screen
when an alarm is triggered. This text will be displayed on all of the
monitors that are part of the actions you select on the Actions tab.

Location Practical name to help an administrator select an alarm by location.
Alphanumeric. Examples: Main concourse, loading dock, boiler room.

Reset - Mode Chooses the method by which the alarm will be reset. Manual, Auto,
and Both are options.

Delay Specify the amount of delay time prior to resetting the alarm using the
mode selected.
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ALARM ACTIONS

The Actions tab allows an administrator to specify up to ten alarm actions
for each alarm.

To add an action to the list, click anywhere on the next available empty
row (or row O if thisis thefirst entry), make your action selections, and
then click:

| The green check mark to confirm the action, or

%| thered “x” to cancel its entry.

ALARMS [inventory]

To remove an existing action from an alarm, click on the line that
contains the action you wish to remove, click in the delete check box
and then the green check mark to confirm the removal of the selected
action.
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. 7Alarms - Actions .

Field Data

Type Choose the type of action to perform when the alarm is triggered.
Click on the first blank box under this column, and select Cam Spot
(camera spot), Tour Seq (tour sequence), Grp Seq (group sequence),
or Text Only.

ID Identifies the ID number of the camera, tour sequence, or group
sequence depending on what was selected as the action type.
Choose the ID number off of the list that appears at the right of the
Alarms window when on this tab.

CPre CPreset. Number identifying a preset position of the camera specified.
0to 64. This setting is only available and necessary when Cam Spot
is the selected action type.

Aux Choose if an auxiliary function will take place. An auxiliary function
would require additional hardware at the chosen camera — such as a
switch. If unavailable or not desired, choose None. If available and
desired, choose Aux1, Aux2, or Both as the function to perform during
that action. This setting is only available and necessary when Cam
Spot is the selected action type.

Dwell Amount of time that a monitor maintains a view. Up to 59:59 (hr:min)

Name Practical name given to an action, or in the case of the action type of
Text Only, specifies the text that will be displayed.
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ASSIGN AN AVAILABLE TARGET

The Target tab from the Alarms window allows an administrator to
assign an existing target 1D to a specific alarm. The existing target IDs
appear under the Available section of this window.

The Monitors section of this window shows the administrator which
monitors are part of the highlighted target I1D; and the display mode
section shows the mode for the target. Monitors can also be viewed by
area\local number.

ALARMS [inventory]

1. Highlight the available target ID you wish to assign to the
selected action for the selected alarm.

2. Click the Assign Target icon to assign the selected target
to the selected action for the selected alarm.

3. Click EXIT when finished assigning targets to actions
associated with alarms.

¢ Note: More than one alarm target can be assigned to each
action. A target can be assigned to more than one
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action. More than one alarm ID can contain the same
alarm targets in its actions.

REMOVE AN ASSIGNED TARGET

From the Target tab of the Alarms window:

1.

P W N

Highlight the alarm you wish to remove a target from.
Highlight the assigned target you wish to remove.
Click the Remove Assigned Target button.

Click EXIT to exit.
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ALARM PERMISSIONS

Modify or copy alarm permissions in the same manner described in the Cameras
! Permissions section, beginning on page 52. :
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The Controller permission tab alows an administrator to permit or deny
acontroller the ability to seize a specific alarm. The Modes section of
thistab is described on page 18.

AlARMS [inventory]

AENEEEEEE
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EENEEEEEEN
EENEEEEEEN
EEEEE

The Modes tab on the Alarms window allows an administrator to
determine what modes are active for an alarm. By default, al four modes
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are active, even if al four have not yet been defined. This tab will be
grayed out and inaccessible unless Scheduled Modes have been selected.
See page 18 for full details on modes.

ALARMS [inventory]
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Operators
CLASS SETUP

An operator is one who accesses the system via a system controller,
selects resources, and controls selected system resources, such as cameras,
monitors, sequences, etc.

Before an operator can be defined, an operator class needs to be created.

An operator class defines which functions an operator or groups of
operators have privileges to perform.

1. Click on the down arrow in the lower right corner of
the Operators icon on the main menu, and choose
Class Setup.

OPERATOR CLASSES [std]

— Classes
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=
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o |_1 M arie INight Security =
o
r Clazz Privileges i(
|_ Permission Owerride |_ CAM Select |_ Tour Sequence
|_ Area Change |- CaM Pos |7 Group Sequence o)
|7 ALM Select |_ CAM Preset Frg |_ Group Preset g
[¥ Al Feset[all] v CAMMenu OndCF
|7 ALK AckiReset |7 CAM Function Cds |- SEQ Controller Frg —
|7 CaM Receiver |_ Wideo Loss Sue
[ ALM ArmiDis ¥ CAMSetupData [ POM Select
[~ &LM Status Sve [~ MOM Lock
[ ALM History Sue [~ OsDond
|7 Ougtput Parts |- Time i Clate CinfOfF
| Reconds: 2 Last Madified: 07¢2502000 03:02 P
EYITY () i
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2. Enter an ID number and descriptive name for the class
record you are creating.

3. Choose the privileges to grant the class by checking
the boxes to the left of the desire privileges.

4. Click the green check mark to add the class of
operators, or click the red X to cancel.

Y ou can add, edit, delete, or replicate class IDs as needed using the four
icons at the bottom of this window.
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The “Other” tab of the Operator Classes window can be used to view a
list of the operators that are assigned to the class selected.

DEFINITION

Once a class has been created, you can then access the Operators menu to
specify your system’s operators, their priorities, and their permission to
access system controllers.

Enter the Operators menu by either clicking on the Operators icon from

E * 4 the main menu, or clicking on the down arrow in the lower right corner of
the Operators icon and choosing Records.

OPERATORS [std]

— Operators
P = perator Becord o
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.. 3
T I} I 7 Pricrity I 1 =
2 I 7 Tirneout IUU-UD-UD ]
3 Password [hrz:min:sec] el -
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£ Class I 2: Security Marit. j =
— g
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3 |7 Permission Override |7 CAn Select |7 Tour Sequence -
::? |7 Area Change |7 CAar Pos |7 Group Sequence .
12 |7 ALM Select |7 CAM Preset Prg |7 Group Preset =
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13 ¥ BLMEeset[all] W CaM Meno OndOf =3
14 ¥ ALM sckiReset [¥ CAMFunction Cds W SEQ Contraller Prg o
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g? |7 Cutput Ports |7 Time & Date OnfOfF
22
23 —
| Fecards: 23 Last Modified: 072542000 03:10 PR
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%| e | o]

Add, edit, delete, or replicate operators, as needed, using the four icons at
the bottom of this window.

¢ Note: The maximum number of operators that can be defined
for the system is 512
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OPERATORS

Field Data

Operator ID Operator logon identification. This ID is different from all other
component IDs. An administrator assigns it. It is not assigned
automatically as is the case with other components. This number
does not need to be sequential. This will be used as the log-on ID
assigned to each operator. 1 to 65,534.

Password Operator password. After the operator has entered the logon ID to
a system controller, this numeric password must be entered to
complete the logon process. 1 to 99,999.

Name Operator's name, in any format. Alphanumeric, 20 characters.

Class Choose the class this operator is to be added to from the classes
available on the drop-down menu.

Priority Sets precedence among operators. Alarm priority has precedence
over the operator priority. Operator priority has precedence over
the system controller priority. The operator with the lower number
priority takes over the part of the system being addressed. If more
than one user with the same priority is operating at the same time,
access is given according to the lowest controller priority number. If
both priorities are the same, access is given and held for the latest
call to a function, in other words, on a last-come first-served basis.
0to 65,534.

Timeout Number of seconds that must elapse after the user stops entering
keystrokes before the system logs the operator off of this controller.
Up to 11:59:59 (hr:min:sec).
The operator timeout works in conjunction with the controller
timeout. The system will use the lowest timeout value of the two.

Entering a “0” into this field will cause the timer to never expire
regardless of the controller timeout value.

Class privileges granted for the selected class also appear on Definition
tab of thiswindow, but cannot be changed. This section isfor the
administrator’s reference. Changes to class privileges must be done
through the Operator Classes window. See page 72 for details.
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REPLICATE AN OPERATOR DEFINITION

1. Highlight a configured operator ID and click the Replicate
Record button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this Operator?’ and explaining the replication rules.

[1] Records will be generated according to ID.
[2] ID numbers will incremented to the next available vaue.

[3] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped.

[4] All other record values will beidentical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Operator |

"50un::e 1D Target ID

Copy I? to STA.FIT:I
END:I

v| %

The copy source is the highlighted operator 1D from which the
subsequent operators will be copied.

3. Enter the Target range of operator ID numbers, with the
beginning number in the START box, and the ending number
in the END box.

4. Click the green check mark to add the series of operators, or
click the red X to cancel.

After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any
records were skipped. See note section of page 45.

For example, “6 records out of 6 were generated successfully”, or “8

#* Warning: Operator IDs existing within the specified range will

not be overwritten.
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records out of 10 were generated successfully.”

¢ Note: The maximum number of operators that can be defined
for the system is 512.
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PERMISSIONS
Modify or copy operator permissions in the same manner described in the
i Cameras Permissions Section, beginning on page 52.

The Controller permission tab allows an administrator to permit or deny
an operator the ability to login to a specific controller.

OPERATORS [std]

— Dperators

— CONTROLLER Pelmissiuns—I =
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Aswith the Alarms window tabs, the Modes tab of the Operators window
will be accessible only if Scheduled Modes have been selected. The
Modes tab on the Operators window allows an administrator to determine
what modes are active for an operator. By default, all four modes are
active, even if al four have not yet been defined. This tab will be grayed
out and inaccessible (as seen above) unless Scheduled Modes have been
selected. See page 18 for full details on modes.
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SEQUENCES

A sequence is a pre-determined series of views on one or several
monitors, with pre-configured dwell times between views.

Tour G
Group Presets roup
Sequences Sequences

Three different kinds of automated sequences are available so that
frequently used combinations of monitors and cameras can be displayed
automatically; tour sequences, group presets, and group sequences.
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Tour Sequences

A tour sequence is an automated sequence of steps that can be run on any
monitor by first activating the monitor, and then initiating the sequence.
Each step in atour consists of a specific camera aimed at a preset position,
and a dwell time of a certain length of time.

The values entered in this window determine the sequence in which
cameras are viewed by a single monitor when atour isinvoked.

Although an operator will call sequences or presets by local number
within a specific area, an administrator can view these tours by 1D or
area\local numbers within the Admin Console.

DEFINITION

TOUR SEQUENCES [std] |
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An administrator would enter the tour sequence window by clicking on
the Tour Sequences button from the main menu.
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TOUR SEQUENCES- Definition

Field
ID

Area

Local

Name

Camera

CPreset

Dwell

AUX1 & AUX2

Data

Unique record ID assigned by the Admin Console as a tour sequence
is added, in order to identify one programmed tour sequence to the
system.

The Admin Console automatically generates this number in
consecutive order. Upon adding tours, the system will automatically
assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 256.

Unique number identifying a Monitor Surveillance Area (MSA)
comprised of an array of monitors and one or more keyboard
controllers.1 to 128.

Click the Area button on the main window to view all components
defined in a specific area.

Inserting a “0” indicates area 0. This will disable the Area field in the
OSD on the monitor.

It is recommended that the use of areas be restricted to values of 1 to
128. Only use area “0” when no areas are needed within the entire
system.

Unique number within a monitor surveillance area, assigned by the
system administrator. 1 to 9,999.

Practical name that is easy for an administrator to remember, in order
to reference a certain tour sequence. Alphanumeric, 16 characters.

ID number for a camera, previously configured, to be displayed in a
step when a tour sequence is invoked. 1 to 8,192.

Number identifying a preset position of the camera specified.
0to 64.

Amount of time that a monitor maintains a view. Up to 86,399
seconds (23 hours, 59 minutes, 59 seconds).

Used to determine if an auxiliary function will take place during a
sequence. An auxiliary function would require additional hardware at
the chosen camera — such as a switch. If unavailable, leave both
fields blank (for none or no function desired). If available and desired,
choose On, Off, or On/Off as the function to perform during that step.

1. To add a tour sequence, click the green Add Tour

button

The following panel will appear.
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TOUR SEQUENCES [std]
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2. Fill in an area and local number.

The Admin Console will automatically assign the next available ID. Give
the tour a descriptive name.

#* Warning: Be aware that changing the area may affect other
configured components such as alarm target

assignments.

3. Add a camera in the Sequence of Steps.

Double click on acamera ID inthe list on the right. It will automatically
insert that camera number in step one. Double clicking on another
camera |D will automatically insert that camera number into step 2, and
so on.

4. Type a preset number associated with a specific
camera in the CPreset column.

Enter a“0” to indicate no preset associated with that camera.

* Tip: To enter the same value in several steps, highlight desired
cells using the click and drag method. Type in a value and
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press the enter key. All highlighted cells will be filled with the
typed value.

5. Type a dwell time in seconds for each step.

6. Double click on AUX1 or AUX2 to change its setting
from none (blank), to On, Off, or On/Off as desired, and
if available.

7. To add a step in the middle of a sequence, highlight a
step and click the Insert Step button.

A blank row will appear before the highlighted step.

8. To delete a step, highlight a step and click the Delete
Step button.

o (o

The entire row will be deleted.

9. After adding all desired steps, click the green check
mark to continue, or the red X to cancel.

10. Add, edit, delete, or replicate monitor tour sequences
as needed.
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REPLICATE TOUR SEQUENCE DEFINITION

Highlight a configured Tour Sequence ID and click the Replicate
Tour button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this Tour within this Area?’ and explaining the replication
rules.

[1] Records will be generated according to ID.
[2] ID will beincremented to the next available vaue.
[3] Local # will beincremented from a specified base vaue you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped.

[5] All other record values will be identical to the Source record.

Click Yes to continue or No to cancel.

Replicate Tour |
Target Size Baze Values ——
Howe mary new records would I Lacal

’V_I,u:uu like to create? ’V

Y| %

The copy source is the highlighted tour sequence ID from where the
subsequent tours will be copied.

Enter the amount of tours to create in the Target Size box.

Enter the starting local ID number to begin incrementing from in
the Base Values box.

Click the green check mark to add the series of tours, or click
the red X to cancel.

After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any
records were skipped. See note section of page 45.

For example; “6 records our of 6 were generated successfully” or “8
records out of 10 were generated successfully.”
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%* Warning: Tour Sequences existing within the specified range

will not be overwritten.

To modify the replicated Tour Sequences, use the Edit Tour
button.

The “Other” tab on the Tour Sequences window shows the Alarms that
the selected Tour Sequence ID is associated with.

TOUR SEQUENCES [std]
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Group Presets

A Group Preset carries its own ID, and is created from the Admin
Console to include alist of camera-monitor connections. An operator
selecting a Group Preset is able to display a preset series of camera views
over several monitors at one time. Each camera-monitor connection must
also include a camera-preset position.

Group Presets must be carefully planned, keeping in mind that they may
be used as elements of Group Sequences. With afocus on camera-
monitor permissions, configure several Group Presets using the same sets
of monitors to enable the Group Sequences to run smoothly.

DEFINITION

GROUP PRESETS [std] |
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Add, edit, delete, and replicate Group Presets, as necessary, using the four
buttons at the bottom of this window.
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GROUP PRESETS - Definition

Field Data

ID  Unique record number identifying a single Group Preset assembling
several camera-monitor pairs that an operator can view at one time.
The Admin Console assigns this ID as a Group Preset is added.

The Admin Console automatically generates this number in
consecutive order. Upon adding Group Presets, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 256.

Area Unique number identifying a Monitor Surveillance Area (MSA)
comprised of an array of monitors and one or more keyboard
controllers. 1 to 128.

Click the Area button on the main window to view all components
defined in a specific area.

Inserting a “0” indicates area 0. This will disable the Area field in the
OSD on the monitor.

It is recommended that the use of areas be restricted to values of 1 to
128. Only use area “0” when no areas are needed within the entire
system.

Local Unique number assigned by an SCS administrator, enabling operators
to address this particular monitor within an area. 1to 9,999.

Name Practical name to help an operator identify a Group Preset.
Examples: FireX by flr. CashReg by flr. Alphanumeric, 16 characters.

Set of Views Specify a set of camera (with preset position) and monitor pairs that
will take place in a single shot.

Camera ID number for a camera, previously configured, to be displayed in a
step when a monitor tour is invoked. 1to 8,192.

CPreset Number identifying a preset position of the camera specified.
0to 64.

Monitor 1D number for the monitor that will display the specified camera preset
position. 1to 1,024.
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1. To add a group preset, click the green Add Preset
button.

The following panel will appear.
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[io -] o] 12 aeal 1lecal] 12| & [0 = o =l
1 - Mame Idining 100 .?E 1 = 7 —
2 — - ; 3 2 O E —
3 Set of Views 2 3 3
4 CameralCF‘resethonitor - 4 4
3 1 10 g 1 5 5
& BE = B
g 2l s 7 5 2| |5 3
5 E| 4 5 - 5 5
9 4 - 9 9
10 ] 10 10
11 [ gl 11 11
= 1 n
13 — 13 13
1 - 14 14 |
15 El 15 15
15 - 0| 15 16
i ] i
12 3 18 18
19 | 12] Ad| 19 s
20 20 20
21 21 21
22 Records: 33 22 ol
73 | | Last Madified: 0742642000 02:28 P ‘ 73 =l 23 d
H| H
= = v|x|

2. Fill in the area and local number.
The Admin Console will automatically assign the next available ID.
Give the group preset a descriptive name.

3. Add camera to monitor pairs to the Set of View
section by clicking on the ID numbers for each as
needed.

Double click on a camera and a monitor from the lists on the right. 1t will
automatically insert that camera and monitor 1D in step one. Double
clicking on another camera and monitor will automatically insert that
camera and monitor ID into step 2, and so on.

4. Type a preset number associated with a specific
camera in the CPreset column.

Enter a“0” to indicate no preset associated with that camera.

* Tip: To enter the same value in several steps, highlight desired
cells using the click and drag method. Type in a value and
press the enter key. All highlighted cells will be filled with the
typed value.
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5. To add a step in the middle of a sequence, highlight a
step and click the Insert View button.

A blank row will appear before the highlighted step.

6. To delete a step, highlight a step and click the Delete
View button.

The entire row will be deleted.

7. After adding all desired steps, click the green check
mark to continue, or the red X to cancel.

Add, edit, delete, or replicate group presets as needed.

¢ When changing the area of an existing Group Preset, notice that
all of the pre-configured monitors are deleted. This prevents an
administrator from inadvertently having monitors of different
areas in a single group preset.
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REPLICATE A GROUP PRESET DEFINITION

1. Highlight a configured Group Preset ID and click the
Replicate Preset button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this Preset within this Area?’ and explaining the replication
rules.

[1] Records will be generated according to ID.
[2] ID will beincremented to the next available vaue.
[3] Local # will beincremented from a specified base vaue you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped.

[5] All other record values will beidentical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Preset |

Target Size Baze Values ——
Howe mary new records would I Lacal
’V_I,u:uu like to create? ’V

Y| %

The copy source is the highlighted Group Preset ID from where the
subsequent Group Presets will be copied.

3. Enter the amount of Group Presets to create in the Target
Size box.

4. Enter the starting base value for the logical ID number to
begin incrementing from in the Base Values box.

5. Click the green check mark to add the series of group
presets, or click the red X to cancel.

After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any
records were skipped. See note section of page 45.

For example; “6 records our of 6 were generated successfully” or “8
records out of 10 were generated successfully.”
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%* Warning: Group Presets existing within the specified range will

not be overwritten.

6. To modify the replicated Group Presets, use the Edit Preset
button.

The “Other” tab on the Group Presets window displays the Group
Sequences associated with the selected Group Preset ID.

GROUP PRESETS [std]

(Al n Rt R ) B ORI Y —
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Group Sequences

Programmed in the Admin Console, a Group Sequence combines several
group presets, separated by specific periods called dwells.

Although an operator will call tour sequences or presets by local number
within a specific area, an administrator can view these sequences by ID
and area\local numbers within the Admin Console.

DEFINITION

GROUP SEQUENCES [std] |
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Add, edit, delete, or replicate group sequences, as necessary, using the
four buttons at the bottom of this window.
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GROUP SEQUENCES - Definition

Field Data

ID Unique record ID assigned by the Admin Console as a group
sequence is added, in order to identify one programmed group of
several group presets to the system.

The Admin Console automatically generates this number in
consecutive order. Upon adding group sequences, the system will
automatically assign the next available number.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these ID numbers. 1 to 256.

Area Unique number identifying a Monitor Surveillance Area (MSA)
comprised of an array of monitors and one or more system controllers.
1t0 128

Click the Area button on the main window to view all components
defined in a specific area.

Inserting a “0” indicates area 0. This will disable the Area field in the
OSD on the monitor.

It is recommended that use of areas be restricted to values of 1 to
128. Only use area “0” when no areas are needed within the entire
system.

Local Unique numeric identifier for a single group sequence within one area.
110 9,999.

Name Practical name to help an operator identify a group sequence.
Examples: FireX all flrs, CashRs, all firs. Alphanumeric, 16
characters.

Sequence of Steps Specify a single group sequence by entering a list of Group Presets
(GrpPre) with Dwell values. 1 to 128 steps

GrpPre Table of group preset numbers (which are made up of a series of
camera-monitor ID connections and camera preset positions). 1 to
1,024.

Dwell Table of dwell time intervals in seconds, to be applied each of the
group presets. Up to 86,399 seconds (23 hours, 59 minutes, 59
seconds).

Monitors Displays a list of the monitor IDs associated with the selected group
preset.
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1. To add a Group Sequence, click the green Add Tour button.

The following panel will appear.

GROUP SEQUENCES [std]
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diring room

2. Fill in the area and local number.
Give the sequence a descriptive name.

3. Add group preset numbers and dwell times in the Sequence
of Steps section.

Double click on agroup preset from the list on the right. It will
automatically insert that group preset ID in step one. Double clicking on
another group preset will automatically insert that group preset ID into
step 2, and so on.

¢ Note: Make sure that the same sets of monitors are used for
each Group Preset in order to ensure that the Group
Sequence will run smoothly.

4. Type a dwell time in seconds for a specific group preset.
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Tip: To enter the same value in several steps, highlight desired
cells using the click and drag method. Type in a value and

press the enter key. All highlighted cells will be filled with the
typed value.

To add a step in the middle of a sequence, highlight a step
and click the Insert Step button.

A blank row will appear before the highlighted step.

6. To delete a step, highlight a step and click the Delete Step
button.

The entire row will be deleted.

7. After adding all desired steps, click the green check mark to
continue, or the red X to cancel.

8. Add, edit, or delete group sequences as needed.
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REPLICATE A GROUP SEQUENCE DEFINITION

1. Highlight a configured Group Sequence ID and click the
Replicate Tour button.

A confirmation message will appear asking “Are you sure you want to
REPLICATE this Group within this Area?’ and explaining the replication
rules.

[1] Records will be generated according to ID.

[2] ID numbers will incremented through a specified target range value
you provide.

[3] Local # will beincremented from a specified base vaue you assign.

[4] If arecord already exists with a matching value for any of these
unique fields, that Target assignment will be skipped.

[5] All other record values will beidentical to the Source record.

2. Click Yes to continue or No to cancel.

Replicate Tour |

Target Size Baze Values ——
Howe mary new records would I Lacal
’V_I,u:uu like to create? | ’V

Y| %

The copy source is the highlighted Group Sequence 1D from where the
subsequent group sequences will be copied.

3. Enter the amount of groups to create in the Target Size box.

4. Enter the beginning base value for the local ID number that
you wish to start incrementing from in the Base Values box.

5. Click the green check mark to add the series of Group
Sequences, or click the red X to cancel.
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After clicking the green check mark, a message will appear letting you
know how many records were actually generated, indicating if any

#* Warning: Group Sequences existing within the specified range

will not be overwritten.

records were skipped. See note section of page 45.

6. Use the Edit Tour button to modify replicated records.

PERMISSIONS
Modify or copy controller permissions in the same manner described in the
i Cameras Permissions Section, beginning on page 52.

The Controller permission tab allows an administrator to permit or deny
agroup sequence the ability to access a specific controller. The Modes
section of thistab is described on page 18.
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AREAS

Monitor Surveillance Area
This button is clicked to view the composition of the Monitor
Surveillance Areas (MSAS). This viewer is available to all users.

No modifications to components, tour sequences, group presets, or group
sequences can be made from the Areas window.

AREAS [std]

— Controllers — Monitors —Tour Seqgs — Group Presets — — Group Seqs——
C— E—— e C— N C——
= =
2 2 2
3 3 3
L] 4 4
5 5 5
£ £
7 7
]
3
10
1
12
13
14
15
18
17
18 =l
D Local D Local 1D Local
e
Mame Mame Marne
|t0ul 1 Imain ertrance |1 st shift
%l EXIT| Select an Area to View: I‘ 'I <«

1. Click on the down arrow to the right of the “Select an
Area to View” pull-down menu.

2. Highlight the desired area.

Thisis an informational window only. An administrator may view all
components associated within a single area.

¢ Note: Atleast one monitor must be assigned in each defined
area. If any areas exist without a monitor assigned, an
error message will appear indicating such.
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EVENT SCHEDULER

The Event Scheduler is avery helpful tool that allows an administrator to
schedule, in advance, when an action will automatically be initiated.

Actions can be scheduled as one-time occurrences, or can be scheduled to
occur on an hourly, daily, weekly, or monthly basis.

The actions that the Event Scheduler allows an administrator to schedule
include: cam spots, tour sequences, group presets, group sequences,
alarms, and modes.

DEFINITION

1. Click the Event Scheduler button from the main menu.

EVENT SCHEDULER [std]

Sunday |, Septerber 24, 2000

¢ Note: Each field labeled with by purple text must be given a
unique number - different from other scheduled event records.

2. Click the Add Record bhutton.

3. Enter all information required for each event you wish
to schedule.
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EVENT SCHEDULER - Definition

Field Data

ID Unique record ID assigned by the Admin Console a scheduled event
is added, in order to identify one scheduled event to the system.

The Admin Console automatically generates this number in
consecutive order.

Component ID and sequence ID numbers are used primarily in the
permission tabs to identify one component or sequence from another
in row and column style. Since logical and local numbers are not
necessarily unique or consecutive, and the permission grids must be
displayed as consecutive, unique numbers, the Admin Console
generates these 1D numbers. 1 to 1,024.

Logical Assigned by an SCS administrator. 1 to 99,999

Repeat Choose Once, Hourly, Daily, Weekly, or Monthly from the drop-down
menu. Select a start and stop date and time for the event to occur.

The dates’ drop-down menus will display a calendar where a date can
be selected by clicking on it, and months can be changed using the
left and right arrow buttons in the corresponding upper corners of the
calendar.

Click on the section of the time field you wish to change (either hours,
minutes, or am/pm) and type in the desired value, or use the up and
down arrows after each of the time fields to increment or decrement
the value in that section.

When Once is chosen, the Stop settings will be grayed out.
When Hourly is chosen, “Every __ hours” can be set for 1 - 24 hours.

When Daily is chosen, “Every __ days” can be set for 1 — 31 days.
The stop time is grayed out.

When Weekly is chosen, “Every __ weeks” can be set for 1 - 52
weeks, and the day(s) of the week that this action will occur can be
chosen. By default, all seven days are selected. Click to uncheck any
of the days this action is not desired on. The stop time is grayed out.

When Monthly is chosen, “Every __ “the 1st— 31st day of the month
can be selected, or “Every __" 1st, 2nd, 3rd 4th or Last (day of the week
chosen from a drop-down menu) can be selected. Up to 12 months
can be selected based on the defined start and stop dates. The stop
time is grayed out.

Priority This number assigns this event an order of precedence, provided the
event is locked. If unlocked, the event has minimum priority
regardless of the value in this field.

The locked event with the lower number priority takes over the part of
the system it is addressing. If an operator and locked event have the
same priority, the event takes precedence.

If more than one event with the same priority is scheduled to operate
at the same time, access is given and held for the latest call to a
function, on a last-come first-served basis. 0 to 65,535
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EVENT SCHEDULER - Definition

Field Data

Lock Monitor lock. Used to prevent other operations from changing the
action defined.

For example, if an event’s action is a camera spot, and it is important
that no user change the camera, then the Lock box should be
checked, and the event should have a high priority.

The Lock can only be removed by the originating administrator or an
administrator with less restrictive Admin Console access level
privileges.

Action Choose the action that is desired to occur when scheduled.

When Cam Spot is chosen, a list of cameras will appear. Click on the
camera number desired, and it will appear in the ID field of the Action
section. Click on the Mon field and a list of monitors will appear. Click
on the monitor desired and it will appear in the Mon field. Monitors
can be selected by ID, logical number, control port, or video port.
Enter a value for CPreset.

When Tour Seq is chosen, a list of tour sequences will appear. Click
on the desired sequence, and it will appear in the ID field. Tour
sequences can be selected by tour number or area\local number.
Chose Start or Stop from the drop-down menu to start or stop the
sequence with this action.

When Group Pre is chosen, a list of group presets will appear. Click
on the desired preset, and it will appear in the ID field. Presets can be
selected by preset number or area\local number.

When Group Seq is chosen, a list of group sequences will appear.
Click on the desired sequence, and it will appear in the ID field.
Sequences can be selected by group number or area\local number.
Chose Start or Stop from the drop-down menu to start or stop the
sequence with this action.

When Alarm is chosen, a list of alarms will appear. Click on the
desired alarm, and it will appear in the Alarm field. Alarms can be
selected by ID or logical number. Chose Arm or Disarm from the
drop-down menu to indicate which of the two this action will perform.

When Mode is chosen, a drop-down menu will be available to choose
mode 1, 2, 3, or 4. (See page 18 for information on modes.)

4. Click the green check mark to save.

Y ou will remain in the Add mode, allowing you to enter information to
schedule another event.

5. To exit the Add mode, click the red X.

Y ou will exit the Add mode.

6. To edit a scheduled event record, highlight the record
ID and click the Edit Record button, or double click on
the event ID number.

7. Edit the desired fields.
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8. Click the green check mark to save and exit the Edit
mode, or click the red X to cancel.

9. To delete a scheduled event, highlight the event ID,
and click the Delete Record button.

A confirmation message will appear. Click No to cancel or click Yesto
delete, and enter arange of records to delete. If the end box is left blank,
only the highlighted record will be deleted.

MANAGEMENT

These five buttons provide management options:

Database Manager: Used to manipulate all aspects of the configuration
files (.adm files), including selecting files, naming files, backing
up/restoring, and uploading /downloading to the main CPUs. Working
with this section is described starting on page 20.

Log Manager: Used to view system logs that capture data concerning
switching and user actions that reside on the Main CPUs.

AC Log: Used to view Admin Console log that captures each action
performed within the Admin Console.

Account Manager: Used to add, edit, delete, and assign access levels of
the administrators that will access the Admin Console.

Help: Provides on-line help, presenting an introduction to the Admin
Console, and stepping through each aspect of setting up, maintaining, and
configuring data files for loading into the system CPUs.

- QD D@
Database/ / AC Lofg \
Log

Help
Manager

Account

Manager
g Manager
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Log Manager
Three types of system logs are stored on the Main CPU, they are the

Switching, Operator, and Alarm logs. In the case of aredundant CPU, it
may be necessary to view logs from each CPU, since these logs are not
synchronized. The logs must be downloaded from each CPU in order to
view their content.

The logs, which are stored on each CPU separately, may be using the
same filenames. It may be necessary to rename the files to reflect the
appropriate CPU within Windows Explorer. Currently these files cannot
be renamed within the Admin Console.

These logs are useful for troubleshooting and security purposes.
1. Click on the Log Manager button from the main menu.
The following window will appear.

Log Manager |

ISwitching vI

Local Directory CPU Directory

" Log Type

Local —CPU
BB Cal =

IMain.-'l'-. "I [P 192.168.200.200
| l °

Yideo Loss

2. From the drop-down box, select the log type you wish to
view: Switching, Operator, Alarm, or Video Loss.

Information given in each log type is as follows:
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SWITCHING LOG

DATE: YYYY MMM DD format
DAY: Day of the week
TIME: HH:MM:SS AM or PM (12 hour format)

DEVID: Specifies the device or operator type and ID. The ID number is
prefixed with four letters, each representing a device or operator type. K
= user / operator; S = super user; SEQ = sequence; and ALM = alarm.

MON: Indicates logical monitor number comprised of area (max 3
digits) and local (right-most 4 digits)

SOURCE: Indicates logical camera number.

ACTION: Task performed by the specified operator using the displayed
components and devices (seize, release, or suspend).

OPERATOR LOG

DATE: YYYY MMM DD format
DAY: Day of the week
TIME: AM or PM (12 hour format)

SCTL: System controller ID that the specified operator established an
event on

OPER: ID of the operator that performed an event onto the specified
system controller

EVENT: Operator’'s action performed toward a system controller: logon
or logoff performed by an operator; timeout; logoffnop - automatic logoff
due to lack of operation; logoffsys - automatic logoff due to an error,
system reboot, etc.

ALARM LOG

DATE: YYYY MMM DD format
DAY: Day of the week
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&

TIME: AM or PM (12 hour format)
ALMID: ThelD of the alarm that established the event.

TRIGGER: The alarm source that generated the alarm. The source ID
is presented proceeded by aletter indicating the source. “C” for camera
motion, “D” for (digital) 1/O port, or “S’ for serial (RS232) port.

OPER: The operator 1D of the individual who acknowledged the alarm
(if the alarm was manually acknowledged)

VIDEO LOSS LOG

DATE: YYYY MMM DD format
DAY: Day of the week
TIME: AM or PM (12 hour format)
LCAM: Logical camera number that is connected to the video input port
STATE: Video loss state:
OK:  above threshold and in sync
LS.  video signa below its threshold and in sync
VL: video signal below its threshold and no sync
HL:  above threshold and no sync
TYPE: Indicates where a camera connects:
S MXSW input
C: MXCONT input

3. Select from the drop-down box Main A or Main B in the CPU
section.

4. Click the Explore CPU button.

The right side of the window will display al logs that pertain to the
selected type that exist on the selected CPU.

¢ Note: Remember, for a redundant CPU system, since these
logs are not synchronized, it may be necessary to view
and retrieve logs from each of the two CPUs.
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5. Highlight the desired log file from the list and click the “GET
from CPU” button.

This acts in the same manner as the database manager, as it will copy the

log from the specified CPU onto the Admin Console computer’s hard
drive, displaying the selected file on the left side of the window.

» Tip: Double click on a highlighted log in the CPU directory
section of the window to retrieve the selected log from
the specified CPU.

6. Click the Select button to open a text window to view the
selected log.

« Tip: Double click on a highlighted log file to open and view
the log file contents.

Switching Log [D0JUL26_00_sw] |

DATE |Dey [ TIME |DEVID [MON |SOURCE [aCTION -
2000Ju 26 [wed 12757 PM (SEQ MODDOOT | COOOO0S | SEIZE
2000Jul 26 |wed 1:2757PM SEQ  MODDOO2 | COOOOOS | SEIZE
2000Jul 26 |wed 1:2757PM  SEQ MOOODOO3 | COODOMS | SEIZE
2000Jul 25 |wed 12757 PM (SEQ  MO00OD4 | COOOOTZ | SEIZE
2000Jul 25 |wed 12757 PM (SEQ MODOOOS | COOOOTE | SEIZE
2000Jul 25 |wed 1:2757PM (SEQ MO0OOOG | COOOCT4 | SEIZE
2000Ju 26 |wed 12757 PM (SEQ MO0DOO7 | COOOOTS | SEIZE
2000Ju 26 |wed 12757 PM (SEQ MODDODZ | COOOOME | SEIZE
2000Jul 26 |wed | 1:2757PM  SEQ MOOOOOD3 | COOOOTZ | SEIZE
2000Jul 26 |wed 1:2757PM (SEQ MO0OOTO | COOOOCZ | SEIZE
2000Jul 25 |wed 12757 PM (SEQ MO0O0O11 | COOOOE0 | SEIZE
2000Jul 25 |wed 1:2767PM (SEQ MO0OO12 | COOOOCS | SEIZE
2000Jul 25 |wed 1:2757PM (SEQ MO0OO13 | COOOOCS | SEIZE
2000Ju 26 |wed 1:2757PM (SEQ MODOOT4 | COOOOO4 | SEIZE

2000Jul 26 |wed 1:2757PM SEQ | MODDOTS | COOOOOT | SEIZE 4|
— Filter
%| T | | FYR | R | =]

Make: LIKE filker allows use of wildzard characters 2 and * to refine gour querny;

8l o

7. Use the drop-down boxes in the filter section to customize
the view.

If more than one filter is applied, an “AND” and “OR” option button
appear to alow you to focus your search.

Filter

%lﬁ'r-\mn [al  =lluke Zfuke  Efjal FfaLL =l

" OR I Il
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¢ Note: Filters are case sensitive and “LIKE” filters allow use of
wildcard characters such as "?" and *.

8. Click the Query button.

The system log report will filter the records according to the filter
selections.

9. Click the print button to print the report as filtered.

10. To delete logs from the Admin Console computer’s hard drive,
exit back to the Log Manager window, highlight the desired
log, and click the Delete button.

11. Click EXIT to return to the main menu.
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AC Log
The AC Log captures information for actions performed within the

Admin Console. Only administrators with access levels 1 and 2 may
view thislog.

An administrator may view the information presented, or use the filters
provided to customize a report.

1. Click on the AC Log button from the main menu.

AC Log [AC.log]

DATE [Day [TIME [AC_LSER [ADM_FILE [CaTEGORY [ACTION B

20000l 26 'wied | 240:20 PM | admin std Group Sequences FERHM: Edit _I

20000l 26 'wied | 240:20 PM | admin std Group Sequences FERHM: Edit

20000ul 26 'wed | 24723 PM | admin std Group Sequences RELC: Add/Edit

20000ul 26 'wed | 20525 PM | admin std Group Sequences RELC: Add/Edit

2000 Jul 26 |'Wed | 3:06:40 P | admin std Controllers REC: Add Edit

2000 Jul 26 |'Wed | 30733 PM | admin LaGouT

2000 Jul 26 |'Wed | 30750 PM | admin LOGIM

2000 Jul 26 |'Wed | 356:26 PM | admin LoGouT

2000 Jul 27 |Thu |8:03:37 &M | admin LOGIM

200000ul 27 [ Thu | 922208 AM | admin std Event Scheduler REC: Add Edit

2000 Jul 27 | Thu | 10:11:258 AWM | admin LOGIM

200000ul 27| Thu | 11:33:09 AW | admin std Event Scheduler REC: Add Edit

2000 Jul 27 | Thu | 11:35:09 4M | admin LoGouT ;I
— Filker

% | | T | fe FfeLe | =l

lote: LIKE filter allows use of wildeard characters # and * to refine your queny.

&l o

An administrator may view the report as shown and print it, or use the
filter drop-down boxes to customize the report.

The AC Log report consists of the following:
Date: YYYY MMM DD format

Day: Day of the week

Time HH:MM:SS AM or PM (12 hour format)

AC_User: Admin Console user logon name of user who performed
displayed action

Adm_File Configuration (.adm) file in which the specified action was
performed.

Category: Section in which the action was performed.

(alarms, alarm targets, cameras, camera positions, controllers, controller
sequences, group presets, group sequences, 1/0 ports, matrix frames,
monitors, operators, operator classes, and tour sequences)
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Action: Specific task that was performed. (ADM configuration file: get,
put, new, copy, rename, delete, backup, restore. Record: add/edit, delete.
PERMission: edit. ACCT (account): add/edit, delete. SY Stem file: get,
pull, backup, restore. Login. Logout.)

2. Use the drop-down boxes in the filter section to customize
the view.

If more than one filter is applied, an “AND” and “OR” option button
appear to alow you to focus your search.

Filter

{ %l wanp [all 7| admin dlicst JaLL | =l
 OR

+ Note: Filters are case sensitive, and “LIKE” filters allow use of
wildcard characters such as “?” and “*”.

3. Click the Query button.

The AC Log report will filter the records according to the filter selections.

4. Click the print button to print the log.
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Account Manager

The Account Manager categorizes Admin Console users into four specific
user levels. This section configures users (administrators) for Admin
Console, not to be confused with system operators (system controller
operators).

Initially only the default user account (admin) and password (sx850) will
be configured with the no restrictions. This account cannot be deleted
(for safety purposes) nor can the level be changed, but it is recommended
that the user name and password be changed upon initial setup.

1. Click on the Account Manager button from the main menu.

ACCOUNT MANAGER

secount Becord|

adrnin

adriir

[ =

2. Click the Add Record bhutton.

3. Fill in the Admin Console new user’s name and password, and
assign an access level.

There are four user levels having varying restrictions as follows:

Level 1: Access to al areas of the Admin Console configuration, setup,
and management.

1 X
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Level 2: Access for modification of all configuration, setup, and
management areas except M XFrame and Account Manager.

2 &

Huodify All but HXFRAME

Level 3: Can view databases, log manager, and get the current
configuration from the MCPU. No access to the AC Log or Account
Manager, and unable to change configurations.

B

Yiew onlp
GE T only:no ADM overwrnite
Yiew only

Level 4: Can only view the Log Manager. No access to any other area of
the Admin Console.

4 &

Yiew only

4. Click the green check mark to save.

You will remain in the “Add” mode, allowing you to enter information
about another Admin Console user.

5. To exit the “Add” mode, click the red X.
You will exit the add mode.

6. To edit a configured AC user, highlight a user name and click
the “Edit Record” button.

e Tip: You may also double click on an AC user name on the list to
enter the edit mode.
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7. Edit desired fields.

8. Click the green check mark to save and exit the edit mode, or
click the red X to cancel.

9. To delete a user, highlight a user name and click the “Delete
Record” button.

A confirmation message will appear. Click No to cancel or click Yesto
delete the selected account.
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Help

Opens the on-line help file, which introduces the Admin Console
software and allows for a keyword search of topics. Help isalso
available from any of the Admin Console windows by pressing the F1
key on the computer’s keyboard. This will display information about the
window from which F1 was pressed.

On-line help is available to guide an administrator through software
installation, creating and configuring the configuration files, as well as
uploading and downloading to and from the Main CPU. It also offers
suggestions and/or examples, as well as notes, tips, and warnings about
situations that an administrator may encounter during the configuration.

Worksheets are referenced in the on-line help, but must be obtained and
reproduced from the printed document.
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GLOSSARY

ACRONYMS

CPort — camera control port

CPreset — camera preset (preset position)
CPU — central processing unit, part of an SCS
CPUMS — CPU management switch

CSG - camera surveillance group

DVD-R —digital videodisc, recordable

GUI — graphical user interface

I P — Internet protocol

IPA — Internet protocol address

LCPU —loca CPU

MCPU —main central processing unit, part of the SCS specified as A
orB

MDU —main distribution unit for use with the RMS system
M SA — monitor surveillance area

MXALM —matrix alarm input/output

MXCONT — matrix controller

MXOSD — matrix on-screen display

OSD - on-screen display

PC — personal computer

PTZF —agroup acronym representing the four camera-control
functions. Pan, Tilt, Zoom, and Focus

RM S — recorder management system
SCS —surveillance control system
SDU — secondary distribution unit
VPort — video port
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TERMS

active CPU — The central processing unit of a surveillance control
system operating in the “active’” mode, providing centralized
control of the entire system. It may be backed up by aredundant
CPU operating in standby mode, which is capable of taking over
asthe active CPU at any instant - upon instruction from the
management switch.

admin console — A PC-based graphical user interface (GUI) that
facilitates the interaction between an SCS (surveillance control
system) and a system administrator.

alarm — A programmed association between an event and an action
(normally an automated sequence). For example: motion is
detected on avideo camera, and this event triggers a pre-
programmed action, such as a camera preset that is executed
automatically by the system. A user can also control an alarm.

alarm identification number — A decimal number that uniquely
identifies an alarm within the system.

alarm monitor — An external device that receives alarm status
information from the Main CPU, which acts as an interface with
an external alarm system - able to respond to WJ-SK850 8000
event sources, such as; video loss detection, motion detection, or
digital input state change detection.

area — See monitor surveillance area (MSA).
backup CPU — Same as redundant CPU.
camera identification number — Unique record 1D assigned by the

Admin Console as a camera is added, in order to identify one
camera to the system.

camera preset (CPreset)— A predetermined camera position.

camera spot — A camera and its associated preset position. Also
referred to as: spot.

camera surveillance group (CSG) — Several cameras committed to
an identifiable physical space likely to be viewed from one or
more monitors as a preset or tour. This grouping can be abasis
for logica numbering. For example, a CSG could be committed
to a concourse, gift shop, cash register, or loading dock.
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camera-to-monitor permissions — Permit a camera to be viewed on
certain monitors, while denying access to others.

camera number — A unique number permanently assigned to the
specific location and port of an individual, installed camera. Itis
always linked to a “logical” camera number (See logical camera
number).

central processing unit (CPU) — The part of a surveillance control
system (SCYS) that controls the functioning of the entire system,
which it also enables. Operates on either active or standby status.
If active, it isthe Main CPU; if in standby, it is the redundant (or
backup) CPU.

compensation — Hardware capability to boosting signal strength in a
response to the length of the cable length installed: short, medium,
or long.

controller — A user tool for selecting and aiming a surveillance
camera. Can be either a GUI screen image, or aphysical device
with a set of alphanumeric keys and ajoystick.

control port (CPort) — Input port on the video input board.

controller-to-alarm permissions — Permit a controller to access
certain alarms, while denying access to others.

controller-to-camera control permissions — Permit a controller to
control acertain camera, while denying access to others.

controller-to-camera view permissions — Permit a controller to view
the output of a certain camera, while denying access to others.

controller-to-group sequence permissions — Permit a controller to
conduct a certain group tour, while denying access to others.

controller-to-monitor permissions — Permit a controller to access a
certain monitor, while denying access to others.

CPU management switch — Also called “management switch,” or
“Mgmt Sw.” See management switch.

Ethernet address (EA) — A unique 48-bit address hardwired into the
electronics of the Ethernet board of the network device. The
address is written in hexadecima form. Example:
3C.80.7F.13.83.2A (Also known as MAC address.) Thisisnot
the same as an Internet Protocol (IP) address.

Ethernet controller — A system controller that communicates via an
Ethernet physical-layer interface.
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event generator — A device that indicates the occurrence of several
external events to the Main CPU, viaa single physical interface.
The Main CPU responds to event indications as instructions to
execute pre-programmed actions, such as triggering an alarm,
closing outputs, or running tours. External alarm and card-access
systems are examples of event generators.

flexible frame configuration — A feature that allows a matrix
switching frame to be configured with different combinations of
matrix-switching devices. In order to reduce overal system cost,
this feature allows end-system designers to combine different
devices on aframe-by-frame basis.

group preset — A collection of monitor-camera pairings, whereby in
asingle shot, agroup of monitors will display video output from
cameras at specific preset positions.

group sequence — An automated sequence of group preset steps.

GUI controller — A system that provides a user with a PC-based
graphical user interface (GUI) controller emulating specific
keyboard controllers.

ID number — Component ID and tour ID numbers are used primarily
in the permission tabs to identify one component or sequence
from another in row and column style. Since logical and local
numbers are not necessarily unique or consecutive, and the
permission grids must be displayed as consecutive, unique
numbers, the Admin Console automatically generates this number
in consecutive order. Upon adding components or tours, the
system will automatically assign the next available number.

I/F — Numeric Ethernet interface number identifying a port on a CPU
where the matrix frame will connect. Valid values are 0 to 15,
though generally 0O, 1, or 2.

Internet Protocol (1P) address — A unique 32-bit identifier for a
specific computer or other device (such as aprinter) on a TCP/IP
network. 1P addresses are in dotted decima form, with each of
the four address fields assigned a value from 1 to 255. Example:
128.127.050.224

keyboard — When not referring to the keyboard part of a PC, a
keyboard in the context of an SCS could be another name for a
controller. See system controller.

keyboard controller —Usually a controller. See controller.
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local monitor number — One of a set of numbers assigned to the
monitors within an area, which map onto the system’s internal
monitor numbering plan. An operator selects a monitor by local
number.

location — A name assigned to an area by an SCS administrator to
help users locate components in the system.

logical camera number — A decima number, within the range 1 to
999,999, assigned by an SCS administrator to enable users to
select one or more camera views. For example, while logical
camera numbers 885001, 885002, 885003, 885004, 885005, etc.
could be assigned the main public space at 885 Park Avenue,
34001, 34002, 34003, 34004, etc. could be for another area, such
asairline boarding gate 34.

logical number — A number assigned to a component from the point
of view of the system. See also ID number.

logical output number — A decima number within the range
1 t0 999,999, which uniquely identifies an alarm output to the
system. A user will use this number when selecting an output.
The system administrator assigns logical output numbers.

main CPU — The central processing unit of an SCS (Surveillance
Control System) operating in the “active’” mode, providing
centralized control of the entire system. It may be backed up by a
redundant CPU operating in standby mode, and capable of taking
over at any instant upon instruction from the management switch.

main distribution unit - A device that controls one or more
videocassette recorders that are part of a WJ-SX850 system.
Typicaly, one VCR controller will control several VCRs. This
also connects several SDUs for an increased number of VCRs
within the system.

management switch — A device that monitors the system’s main
processing node (main CPU). Upon detecting afailure, the
management switch directs the redundant CPU to take control of
the system.

matrix-switching devices (or matrix devices) — Implement basic
system functions such as video switching, camera control, on-
screen display, and/or alarm input/output. Matrix-switching
devices include the following: MXCONT, MXSW, MXOSD, and
MXDIO.
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MCPU - Main CPU.

monitor — A CRT (cathode ray tube) dedicated to viewing images
generated by one or more of the components of a surveillance
system.

monitor area — See monitor surveillance area.

monitor surveillance area (M SA) — An administrator’'s selective
grouping of several locally numbered monitors and one or more
controllers. A control/communications center for security will
contain one or more MSAs.

operator —A person (operator) who accesses the system, selects
resources, and controls selected system resources.

operator identification number — A decimal number that uniquely
identifies an operator to the system; auser will use this number
when logging onto the system.

operator password — A unique decimal number that must be
presented along with an operator’s ID number each time he or she
logs onto the system.

redundant CPU — A central processing unit in the “standby” mode,
always ready to take control of the entire system upon command
from the CPU management switch. After taking control of the
system, the redundant CPU becomes the active CPU.

RS-485 controller — A system controller that communicates via an
RS-485 physical layer interface.

RS-485 interface — A speciaized interface common in the world of
data acquisition. Capable of supporting 32 drivers and 32
receivers engaging in bi-directional, half duplex, multi-drop
communications over a single twisted pair. The differentia
voltage transmission system enables a maximum cable length of
4,000 feet.

secondary distribution unit - A device that controls one or more
videocassette recorders that are part of a WJ-SX850 system.
Typicaly, one VCR controller will control several VCRs.
Several SDUs can connect to asingle MDU for an increased
number of VCRs within the system.

spot — Usually means the same as “camera spot.”

surveillance control system (SCS) — Large-scale matrix system that
performs functions such as camera control, switching, automatic
alarm processing, and provision of an on-screen display.
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system administrator — A person who manages a network system by
configuring system hardware, programming system features,
monitoring system status, controlling overal system operation,
and reviewing system logs.

system controller (controller) - A device that controls a WJ-SX850
system. Typically, asystem controller is an input/output device
operating by itself, or by auser. Any device that conforms to the
system controller interface specifications can be a system
controller.

system resour ces — Objects such as monitors, cameras, alarms, alarm
outputs, etc. Most system resources are available for direct
control by auser. Also, configured memory available for
performing various tasks within a PC operating system.

tour sequence — An automated sequence of steps, whereby, in a
single shot, a single monitor displays video output from a series
of cameras that have gone to specific preset positions.

user — A person (administrator) who accesses the Admin Console
system, selects resources, and controls the operation of the system
viathe system configuration.

user name — An aphanumeric representation that uniquely identifies
an administrator to the system. A user will use this name when
logging onto the Admin Console system. It is case sensitive.

user password — A unique a phanumeric string of characters that
must be presented along with a user’s name each time he or she
logs onto the system. It is case sensitive.

video port (VPort) — Port on the video crosspoint input board that is
connected to the output from the video input board.
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VWORKSHEETS

Perhaps the surveillance system you are working with is small enough for
you to collect the necessary information, and input those values directly
into the Admin Console.

Itisbest, though, to gather information for the initial configuration of
Admin Console, and to record it on the following worksheets. Then, if
settings need to be modified or updated in the future because of a change
in surveillance needs or changes made in the system’s components, those
worksheets can be used to track revisions to your system.

Aswith any system configuration, it iswise to keep al preliminary and
revised worksheets on file, being sure to date them, just in case there is
ever aneed to re-input those values or to troubleshoot the system. The
worksheets make tracking past, current, and to-be configurations very
easy, regardless of the size of your system.

INSTRUCTIONS

The title of each worksheet is the same as the title of the Admin Console
window it supports. For example, the “Operators’ worksheet supports
the “Operators” window. The rows, columns, and fields of the
worksheets are arranged to closely match the Admin Console's
configuration requirements.

1. Reproduce the worksheets.

You may only need afew copies of certain worksheets, but dozens of
copies of others. The number of copies of each would depend on the
component mix and size of your surveillance system.

2. Reproduce instructions for the configuration windows
the same way.

Sections of the configuration portion of this manual can be copied and
attached to the worksheets they correspond to in order clarify their
reguirements.
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3. To assist in record keeping of the initial and any
subsequent configurations of the system, use the
“Date Completed” portion on the top left corner of
each sheet.

TEAMWORK

Worksheets are arranged a phabetically on the following pages, to make
them easy to find.

For ateam approach to information collection, use best judgment to
decide how to distribute worksheets/tasks among several individuals.

CHECKLIST

It isrecommended that the worksheets be completed in the following
sequence:

CPU Setup

Matrix Frame

Camera Definition
Controller Definition
Monitors

Alarm 1/O Definition
Operators

Tour Sequences

Camera Presets

Group Presets

Group Sequences

Alarm Definition(s)

Alarm Target Definition(s)
Alarm Target Assignment(s)

o 0o 000000 00D 00 0 O

Camera -to- Monitor Permission(s)
Controller -to-Camera View Permission(s)

Controller -to-Camera Control Permission(s)

0 0o 0 O

Controller -to-Monitor Permission(s)
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Admin Console WORKSHEETS

Controller -to-Group Sequence Permission(s)
Controller -to- Alarm 10 Permission(s)
Controller -to- Alarm Permission(s)
Operator -to- Controller Permissions

Event Scheduler
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Alarm Definition

Prior

Loc

0sD
Text

Source

Type

ID

Enable

Auto
Arm

Allow
Disarm

One
State

Acknowledge

Action

Mode

Delay

Type

Pre

Dwell

Name

142




Date completed: ___ /| Admin Console WORKSHEETS

Alarm I/O Definition

Local Type Dwell
Number Input Output

o

O|O(N[O|O|D|WIN|—~
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Alarm Target Assignment

Alarm #

Target
Number
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Alarm Target Definition

Target #

Monitor
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Camera Definition

Logical

Sys
ID

CPort

VPort

Model

Comp

Thresh

OSD

By

T&D

Title

Loc

Serial #
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Camera Preset

Camera ID #

Preset
Number

Position Description

1

(N[0 |h (W ]|N

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

Admin Console WORKSHEETS

Location

Preset
Number

Position Description

33

34

35

36

37

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64
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Controller Definition

Time 485
ID Boot Area Priority Out Model IPA EA Port Loc Name Serial
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CPU Setup

Enter information regarding Main and Backup CPUs.
System: r Standard r Enhanced r High Speed

IP Address: Main A Main B

r Scheduled Modes
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/

Event Scheduler

ID Logical Lock Priority Start Date Start Time End Date End Time
I : I :
Repeat Once
Hourly Every Hour(s)
Daily Every Day(s)
Weekly Every Week(s) Sunday
Monday
Tuesday
On Wednesday
Thursday
Friday
Saturday
Monthly | | Every | Day#
First Sunday January
Second Specify Monday February
Third which Tuesday March
Fourth day of | Wednesday April
Last the Thursday May
week Friday In these June
Saturday months July
August
September
October
November
December
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Group Preset

Group Preset ID #__ Area

Local

Admin Console WORKSHEETS

Name Description,

Sequence of steps

Camera # Preset Monitor #

Description
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Date completed: ___ /|

/

Group Sequence

Group Sequence ID#

Name

Description

Step

Group Preset ID
Number

Dwell Time

Area #

Local #

Step

Group Preset ID
Number

Dwell Time

33

34

35

36

37

38

@ (N|o[o|s~|[w]|N

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

62

63

64
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Matrix Frame Definition

ID# System ID: I/F: IPA:
Name: Boot: Location: Serial #
LCPU Address: Sw12 Sw10 Sw9

The table below represents slots positions within one frame. Fill in the type of card, switch position and port range of each card.
Example: Type=C (controller), Vi/p (Video Input card), 05 (rotary switch on the card), 1-8 (port range).

Slot 2 3 4 5 6 7 8 9 10 1" 12 13 14 15 16 17

18

Type

Fill in the total port range of each function that this matrix frame will perform, depending on which cards reside in the frame.

Controller: Input Ports
OSD: Output Ports
Switching: Input Ports

Output Ports

ALARM I/O: Ports
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Monitor Definition

Local Sys ID
ID Area Number Location Model Serial
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Operator Definition

Operator ID Operator Name
Password (up to 6 numeric digits)
Priority (1-16, 1 is highest)

Privilege: (J Permission Override 7 Area Change

Timeout (1 — xxx seconds)

Permission: Operator - to —Controller

Controller 1 2 3 4 5 6 7 8 9
10 11 12 13 14 15 16 17 18 19
20 21 22 23 24 25 26 27 28 29
30 31 32 33 34 35 36 37 38 39
40 41 42 43 44 45 46 47 48 49
50 51 52 53 54 55 56 57 58 59
60 61 62 63 64 65 66 67 68 69
70 71 72 73 74 75 76 77 78 79
80 81 82 83 84 85 86 87 88 89
90 91 92 93 94 95 96 97 98 99
100 101 102 103 104 105 106 107 108 109
110 111 112 113 114 115 116 117 118 119
120 121 122 123 124 125 126 127 128
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Permissions
Camera - to - Monitor

Camera ID # Description

Monitor

156



Date completed: ___ /| Admin Console WORKSHEETS

Permissions
Controller - to - Alarm

Controller ID # Description

Alarm
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Permissions
Controller - to - Alarm 1/O

Controller ID # Description

ALARM
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Permissions
Controller - to - Camera Control

Controller ID # Description

Camera
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Permissions
Controller - to - Camera View

Controller ID # Description

Camera
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Permissions
Controller -to- Group Sequence

Controller ID # Description

GSeq
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Permissions
Controller -to-Monitor

Controller ID # Description

Monitor
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ID#

Area#__ Local#  Name

Tour Sequence

Step

Camera #

Preset

Dwell Time

Description

Admin Console WORKSHEETS

Step

Camera #

Preset

Dwell Time

33

34

35

36

37

38

(N[O |h[Ww]|N

39

40

41

11

42

12

43

13

44

14

45

15

46

16

47

17

48

18

49

19

50

20

51

21

52

22

53

23

54

24

55

25

56

26

57

27

58

28

59

29

60

30

61

31

62

32

63

64
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WELCOME

SX850 Time Management Utility

VWELCOME

INTRODUCTION

Welcome to the SX850 Time Management Utility. This document
will guide you in the process of instaling the software as well as
configuration and updating the SX850 Surveillance Control System
(SCS) with the desired date, time, and daylight saving settings.

This guide provides step-by-step installation and configuration
instructions as well as an explanation of how the system will react
under certain conditions.

DOCUMENT CONVENTION

This guide uses the following conventions when describing the use
and operation of this product.

¢

Keys with name consisting of more than one character appear
within brackets, as in [Alt], or [Enter]. Do not type the
brackets;, simply press the indicated key.

When you see [Alt]key, or [Shiftlkey or [Ctrl]key in this guide,
press and hold down the [Alt], [Shift], or [Ctrl]] key while you
press the specified key. Then release both keys. For example,
to enter [Ctrl]A, press the [Ctrl]] key and enter the letter “A”
key simultaneously.

Some keyboards have a [Return] key rather than an [Enter]
key. This guide uses [Enter] to indicate both.

Function Keys are the“F’ keys along the top of your keyboard.
This document refers to Function Keys by putting brackets
around the key such as [F1] for the “F1” key.

Within the windows environment, there are often several ways
to select an option. For example, to select OK, you can do any
of the following:
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= Click on OK or the check mark with the mouse.
»  Press[Alt]O
»  Press[Enter]

¢ This document uses the terms select, type or enter to indicate
any of these actions and can be performed using severa
instruments such as:

» PC keyboard: Using the menu items at the top of the
application as an alternate to the toolbar which can only
be accessed by using the mouse. Press [Alt] and the
desired menu item letter indicated by an underscore. Such
as [Alt]F to access the file menu, or [AIt]E to access the
edit menu. Then use the arrow keys to get to the desired
menu item, followed by [Enter]. Any of the field settings
can be accessed with the keyboard by pressing [Tab] until
the desired field is highlighted. = Make changes as
necessary by typing numbers, or using the arrow keys.

» Mouse: Use the mouse to navigate to the desired button,
menu item or to modify any field.

This Document also uses unique text formatting to describe various
features, capabilities, or problems, described below:

: This box will refer you to a different section with instructions for tasks that :
: should be performed before going onto the current section. :

%* Warning: Text with this appearance suggests potential
problems or situations that you might encounter
when attempting to do something in this utility.

¢ Note: Text with this appearance is a special instruction, rule or
side comment related to the topic.

» Tip: Text with this appearance offers suggestions or hints to
make using this utility easier.
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WHAT AND How

WHAT AND HOW?

WHAT IT DOES

The Time Management Utility (TMU) enables an administrator and
other users to set the date and time of the SX850 Surveillance Control
System (SCS) as well as setup the system for automatic standard /
daylight saving time operation. This document guides the process of
installing and configuring these properties using this utility.

HOW IT WORKS

Initially and on occasion it will be necessary for an administrator to
set the date and time of the SCS. The date and time settings within
the SCS will dictate what is displayed on a monitor OSD (on-screen
display) which is viewed by security surveillance operators.

Depending upon the location of the system, it may be necessary to
activate the automatic Daylight Saving Time (DST) adjustment. This
utility provides a user-friendly environment, which will ease the
process that otherwise, could be quite cumbersome.

Installation

SX850 Time Management Utility

The Time Management Utility software is very simple to install and
only takes a few minutes. Whether working from floppy diskettes or a
CD-ROM, there is a series of Windows dialogue boxes on the screen
to guide installation onto the hard drive of a PC.
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INSTALL

INSTALL

The TMU is atool that will enable an administrator to configure the
SCS with information that will set the date and time and turn on/off
DST automatically.

Part of installing the Time Management Utility means copying
program files onto the hard-drive of a dedicated PC, from either a
CD-ROM or aset of floppy diskettes.

PLATFORM

Aswith any PC application that must be reliable, there should be little
other than SX850 utilities running on the same computer. The Time
Management Utility operates independently of other SX850 utilities.

The PC should have the following characteristics:

Minimum Hardware Requirements

IBM compatible PC, 486-66Mz or higher, 16 MB RAM, hard drive
with 6 MB available for the instalation of the SX850 Time
Management Utility.

In addition, the PC must be equipped with an Ethernet network card
using TCP/IP protocol.

Operating System Requirements

 MSWindows 95

Recommended Display Settings

SX850 Time Management Utility

256 color or higher
« 800 x 600 resolution
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FROM DISKETTES

-
.

Insert diskette 1 into the floppy drive.
From the Start menu, select Run.

Type a:\setup, then click [Enter].

P ® N

Respond to the dialogue boxes by following the
directions given.

5. Remove each diskette as it finishes, and replace it
with the next one.

The last one asks you to click Finish in order to complete setup.

FROM CD-ROM

Insert the CD-ROM program disk into the CD-ROM drive on your
computer. The SX850 Time Management Utility will instal
automatically, or from the start menu, select [Run]. Then type
Drive\setup Respond to the dialog boxes by following the directions
given.

WHAT TO DO NEXT

The next section will guide you through the phases involved with
setup and configuration using the Time Management Utility.
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CONFIGURE

: The work in Install, beginning page 9, must be complete before attempting :
: to adjust the system time, date, and DST. :

The configuration work is in three phases:
¢ Set the PC date, time, and DST parameters.
¢ Configure date, time and optional DST using this utility.
¢ Transfer the settings to the SCS.

This is a step-by-step process, if performed randomly, may result in
inaccurate settings. It will be important for the administrator to
understand the settings for a specific region and make adjustments
accordingly. Because the time and date setting may be used more
frequently than DST setting, tab sections are provided giving the
administrator the flexibility of separating the actions.

Follow the instructions in the Configuration section for setting up
the Time Management Utility, transferring the data into the SCS
CPUs, followed by verification of proper operation.

CONFIGURATION

This utility uses the Windows calendar and clock of the resident or
local PC for displaying the current date, time, and daylight saving
time information. If the date, time and/or daylight saving time
information is not correct, it must be adjusted through the standard
windows calendar/clock and time zone utility. Verification of these
settings is very important. Refer to the Windows documentation
provided with the PC for settings instructions.

¢ Note: This utility is limited to date settings between 1/1/1998
and 12/31/2068.

After verification of correct settings, the Time Management Utility
allows for manual SCS adjustments outside of the Windows settings.

SX850 Time Management Utility 11 CONFIGURE
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Toolbar
The SX850 Time Management Utility provides toolbar that will

enable you to simply click afew buttons and update the system CPUs
within seconds.

Set CPU to Local

Exit TMU Put to CPU IPA Setup Date/Time
e i 1]
% | |p|of] 29 52>
= | Q Frrr——=_f 1
Get from CPU View PC Set CPU to Help

DST settings Local DST

Exit TMU: Closes the Time Management Utility application.

Get from CPU: Retrieves the current Date/Time and DST
information from the selected system CPU (Main A or Main B).

Put to CPU: Transfers the displayed Date/Time or DST information
from the TMU application to the selected system CPU (Main A or
Main B) depending on the tabbed section selected.

View PC Time Zone Settings: Refreshes the TMU to display the
DST information retrieved from the local PC.

IPA Setup: Opens the IPA setup window that will alow you to
change the IP address of the Main A and/or Main B system CPUSs.

Set CPU to Local DST: Changes the CPU displayed DST settings to
match the local PC settings ready for transfer to the system CPU(S).

Set CPU to Local Date/Time: Changes the CPU displayed
Date/Time settings to match the local PC settings ready for transfer to
the system CPU(s).

Help: Opens the help which allows the administrator to quickly read
or search for information regarding the SX850 Time Management
Utility.

 Tip: Alternate methods to access the help file: press [F1] or
use the Help menu.
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PC Setup

First, date, time, and daylight saving time verification of the local PC
iS necessary.

VERIFY LOCAL PC SETTINGS

Verification of the local settings will only be important for Quick Set
update method of the Date, Time and DST settings in the system CPU.
The local settings will be displayed in red. The administrator can
easily, within seconds, configure the system CPU by using the Quick
Set adjustment feature in this TMU.

However, in the case of service personnel who travel and do not wish
to continually change his or her loca PC settings, manual
configuration is available.

Date and Time

Each time the TMU is launched, the utility will display the date/time
tab indicating current date and time settings of the resident or local
PCinred, by default.

KN August 1999

25 26 27 28 23 30 a1
1 2 25 B 7
8 9 10 11 12 13 14
15 16 17 18 13 20 21
22 23 M 25 X 7 o8
29 3 3

= Today: 874799

Local PC Time 124529 P
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Daylight Saving Time

Date and time settings will become a necessity for al systems,
however the daylight saving time adjustment, depending on the
region, is not aways needed. Because of this, the date/time and DST
settings are kept separate and each will modify the system CPU
independently.

Each time the TMU is launched and the DST tab is selected, the
utility will display information indicating DST settings of the local
PCinred, by default.

5800 Daylight Saving Time [DST)
Start Day:
Local PC:  First Sunday of April at 20000 Ak +1:00
End Day:
Logal PC: - Last Sunday of October at 200:00 Ak 100

PC ADJUSTMENTS

If any of the settings displayed are incorrect, make adjustments using
the time zone settings in the standard Windows Clock and Calendar.
These settings can be viewed by the date/time within the Windows
Control Panel. See the Windows operation guide supplied with your
PC for more detailed information.

If PC adjustments have been made, click “VIEW” button. This will
i refresh the displayed PC settings, again colored in red.

¢ Note: If the changes to the PC settings are not reflected, close
the application and re-open to refresh the Local PC
settings.

SX850 Time Management Utility 15 CONFIGURE



Utility Setup

The IP address of the main CPU(s) must be set before any transfer
and adjustments can be made to the system. Follow the steps below
in order to make such adjustments. Ask your installer or network
administrator for the IPA of the Main A and Main B CPUs.

1. Open the SX850 Time Management Utility.
Configure the CPU P addresses.

ET Jlxl

For first time operation, the Main CPU IP address will not be set.
The administrator must enter the correct IPA for the system CPU(S).

Eln:ﬂ 2. Make sure Main A is displayed in the drop-down list.

3. Click the IPA setup button in the toolbar.

* Tip: Double-click on the IP address displayed to open the IPA
setup window as a shortcut.

The Main A 1P address setup window will appear.

kain &, j |1E|2.EI . 200,200 «lxl‘

4. Enter the correct IP address.

5. Click the green check mark to save, the red X to cancel.

FOR REDUNDANT CPU

6. Choose Main B from the drop-down list.

7. Click the IPA setup button in the toolbar.

8. Repeat steps 4 and 5 for Main B CPU.

16
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System Setup

SX850 Time Management Utility

VERIFY CPU SETTINGS

In order to view the settings that exist within the system CPU(s), the
administrator must perform a “GET from CPU” by simply clicking a
button. This action will interrogate the system and return the current
values for time, date and DST of the desired CPU. Each time this
button is used, time, date and DST information is retrieved all at once,
regardless of which tab section is selected. Follow the steps below
for retrieving this information.

Date/Time Properties
1. Make sure that Main A is displayed in the drop-down
list.

2. If the Date/Time tab is not selected, click on the tab
to bring the Date/Time adjustments window to the
front and visible.

3. Click on the “GET from CPU” button.

This will display the current date and time settings within the SX850
system CPU selected. The gray circle in the calendar represents the
current date within the selected CPU after performing the “GET”.

September 1999 _*I

1 2 3 4
5 B &% 8 9 10 11
12 13 14 15 16 17 18

Also, a camera icon will display on the right side of the SX850 time
window indicating a snapshot has been taken of the selected CPU
when a“get” is performed.

SX850 Time | 904358 = &

Compare the Local settings with the CPU settings and determine if
any adjustment should be made.
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Daylight Saving Time Properties

1. Click on the SET DST tab, bringing the daylight saving time
settings tab to the front and visible.

2. Make sure that Main A is displayed in the drop-down list.
3. Click on the “GET from CPU” button.

This will display the current Daylight Saving time settings within the
selected system CPU.

Fie =] foundsy =] fopn o] ® [cooosan = [0 =

Last x| |Sundsy o] ® [October [wfiat{2:0000aM 2 100 =5

Compare the Local settings with the CPU settings and determine if
any adjustment should be made.

18
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CPU ADJUSTMENTS

Set Date/Time

Quick Set

To change the CPU Date/Time settings to match the PC, perform the

following steps:

1. Verify the PC Date and Time settings.

See Verify Local PC Settings section on page 14.

2. Click the Set to Local Date/Time button.

3. Verify the Date and Time settings match the PC
settings.

4. Proceed to transfer the settings to the system CPU(s),
see transfer settings below.

Manual
To manually change the CPU date and time settings, perform the
following steps:

1. Click the desired date on the calendar.

The selected date will be highlighted in gray.
September 1993 _*I

1T 2 3 4
5 B 4F 8 3 10 M
12 13 14 15 16 17 18

2. Click on the SX850 Time clock hour.

Set SX850 Time [12.00.00 4M ==

3. Adjust by clicking the up or down arrows to advance
the hour by increments of one.

 Tip: You may highlight a time section and type in the desired
hour.

4. Adjust the minutes, seconds and AM/PM in the same
manner.

SX850 Time Management Utility 19 CONFIGURE



5. Proceed to transfer the settings to the system CPU(s),
see transfer settings below.

Transfer Settings

After the desired time and date adjustments have been made to the PC
and CPU settings, it is necessary to transfer the settings to the system
CPU(s).

1. Verify the Time and Date settings displayed on the
screen.

2. Make sure that Main A (or Main B) is displayed in the
drop-down list.

3. Click the “PUT Date/Time” button in the toolbar.

Time Configuration |

Send Date/Time ta kain &
and kain B az:

Standard Cancel

[+ Update Bath CPL=

4. Check or uncheck the “Update Both CPUs” box.

If your system includes two Main CPUs, it is recommended that this
box be checked, to ensure that the CPUs are set to the same time. The
CPUs may be set separately, if desired, by repeating this procedure
for each CPU.

If your system includes only one Main CPU, it is not necessary to
check this box.

In order to complete the new time transfer, you must indicate if
daylight saving time is currently in effect in your area by pressing the
“daylight” button, or standard time is in effect by pressing the
“standard” button.

5. Click the “Daylight” or “Standard”.

#*  Warning: If the proper button is not selected, the system may
not perform the DST automatically.

If “Cancd” is selected, the date/time will not be transferred to the
selected CPU.

20
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SX850 Time Management Utility

The TMU will return the time and date that was set on the system
CPU as a gray highlight in the calendar, and a snapshot in the time
field. Verify these settings are correct.

Set DST

Quick Set

To change the displayed CPU DST settings to match the local PC,
perform the

21 CONFIGURE



» Month of year

» Exact time the change will take place (adjust the hour only,
the system will ignore the minutes and seconds)

« Adjustment to the current daylight time (in increments of one
hour)

3. Click the “Enable the Main A Daylight Saving Settings”
check box to “on” for automatic system CPU DST
adjustment.

4. Proceed to transfer the settings to the system CPU,
see "Transfer Settings"” below.

Transfer Settings

After the desired adjustments have been made to the PC and CPU
settings, it is necessary to transfer the settings to the system CPU(s).

1. Verify the settings displayed on the screen are correct.

2. Make sure that Main A (or Main B) is displayed in the
drop-down list.

3. Click the “PUT to CPU” button in the toolbar.

Time Configuration |

Send Date/Time ta kain &
and kain B az:

Standard Cancel

[+ Update Bath CPL=

4. Check or uncheck the “Update Both CPUs” box.

If your system includes two Main CPUs, it is recommended that this
box be checked, to ensure that the CPUs are set to the same time. The
CPUs may be set separately, if desired, by repeating this procedure
for each CPU.

If your system includes only one Main CPU, it is not necessary to
check this box.

5. Click the “Daylight” or “Standard”.

#*  Warning: If the proper button is not selected, the system may
not perform the DST automatically.

22



SX850 Time Management Utility

CONFIGURE

SX850 Time Management Utility

Verify the message in the bottom status bar reads “SX850 Update
Successful!” I this message does not appear, or an error message
occurs, the transfer did not take place. Contact your service personnel.

6. Click the “Get from CPU” button to verify the settings.
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SX850 Time Management Utility

GLOSSARY

ACRONYMS

CD — compact disk

CPU — central processing unit, part of an SCS
DST —daylight saving time

| P — Internet protocol

IPA — Internet protocol address

MCPU — main central processing unit, part of the SCS specified as
AorB

OSD - on-screen display

PC — personal computer

SCS —surveillance control system

TCP/IP —transmission control protocol / internet protocol
TMU —time management utility
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admin console — a PC-based Graphical User Interface (GUI) that
facilitates the interaction between an SCS (Surveillance Control
System) and a system administrator.

backup CPU — same as redundant CPU.

central processing unit (CPU) — that part of a Surveillance Control
System (SCS) that controls the functioning of the entire system,
which it aso enables. Operating on either active or standby
status, if active, it is the Main CPU; if in standby, it is the
Redundant (or Backup) CPU.

daylight saving — the practice of advancing standard time by X
hours in the spring or fall each year in order to gain an extra
period of daylight during the early evening.

daylight saving time — the time observed when daylight saving is
adopted in a community.

ethernet — a local-area network protocol featuring a bus topology
and a 10-megabit per second data transfer rate.

internet protocol (IP) address — a unique 32-bit identifier for a
specific TCP/IP computer or other device (such as aprinter) on a
network. |P addresses are in dotted decimal form, with each of
the four address fields assigned a value from 1 to 255. Example:
128.127.50.224

monitor — a CRT (cathode ray tube) dedicated to viewing images
generated by one or more of the components of surveillance
system.

local PC — computer on which the time management utility is
installed.

redundant CPU — a central processing unit in the “standby” mode,
always ready to take control of the entire system upon command
from the CPU management switch. After taking control of the
system, the redundant CPU becomes the active CPU.

resddent PC — computer on which the time management utility is
installed.

surveillance control system (SCS) — Large-scale matrix system
which performs functions such as camera control, switching,
automatic alarm processing, and provides on-screen display.

SX850 Time Management Utility 25 GLOSSARY



system administrator — a person who manages a network system
by: configuring system hardware, programming system features,
monitoring system status, controlling overal system operation,
and reviewing system logs.

tcp/ip —a communications protocol for computer networks, the main
protocol for the internet.

time zone — one of the 24 regions or divisons of the globe
approximately coinciding with meridians at successive hours of
the observatory at Greenwich, England.

user — a human (operator) who accesses the system, selects
resources, and controls successfully selected system resources.
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