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Introduction

The key to strong LAN security, and seamless mobility within an Enterprise network, is to identity and authenticate the user at their point
of connection to the network.

Authentication is necessary to safeguard valuable network resources from intruders. Identification is necessary in order to give users a
consistent level of network access regardless of their physical location within the network.

Moreover, identification and authentication are integral to the client health-check process that is a core component of a NAC solution.
This solution will explain how to:

m Configure Allied Telesis switches to ensure that ALL devices connecting to the network can be authenticated and identified.

m Configure Microsoft Windows 2008 Server as the authentication server within the network.

m Use the highly secure certificate-based method of user authentication

Allied Telesis Page | www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

Contents

m Introduction see page 3

m Network scenario see page 3

m Switch Configurations see page 4

m Setting up the Windows 2008 Server see page 10
Configuring IP interface(s) see page 10

Installing Active Directory see page | |
Adding users and groups to Active Directory see page |5
Installing Network Policy Server see page |9
Registering NPS with Active Directory see page 20
Obtaining a server certificate for the server that is running NPS see page 2|

Setting up a Connection Request Policy see page 24
Setting up Network Policies see page 26
m Setting up Client PCs to perform 802.1x authentication see page 36

Joining the PCs to the domain see page 36
Configuring the PC as an 802.1x supplicant see page 38
Performing 802.1x authentication see page 39

m 802.1x Authentications with Certificates see page 41

Configuring Policies on the Network Policy Server to use certificates see page 4|
Setting up the client PC to perform Certificate Authentication see page 43
Obtain user certificates see page 43
Download the Certificate Authority server’s Root certificate see page 45
Set up the NIC card to perform authentication by certificate see page 49
m Verifying the authentication from the Switch command-line see page 52

Multiple supplicants on the same x600 port, assigned to different VLANSs see page 52
m Setting up MAC-based authentication see page 54

m Configuring the Network Policy server to Proxy MAC-based RADIUS requests to the VCStack RADIUS server
see page 55
Creating MAC address entries in the Active Directory User database see page 60
m Appendix | — Setting up a DHCP server see page 6|
Setting up the x900 VCStack as a DHCP server see page 6|
Setting up the Windows 2008 server as the DHCP server see page 63

m Appendix 2 - Setting up the Windows 2008 Network Policy Server to authenticate Management access to the
switches see page 67

Allied Telesis Page 2 www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

Network scenario

The solution is based upon the network illustrated on page I.There are two zones within the network:
m A fully private zone in which only registered users (i.e., users registered in the Active Directory hosted on the Windows Server) may connect.

m A private/public zone in which registered users, unknown guests, and trusted (but unregistered) users from other branches of the same
company may connect.

Solution description
The guiding principles in the design of this network are resiliency and security.
The core of the network is an x900 Virtual Chassis Stack. Aggregated Gigabit links radiate from this stack to the access switches and the servers.

In the Private Zone, the access switches are AT-8000GS switches. These Layer 2 switches are configured for 802.1x and MAC-based authentication
on all their edge-facing ports. The only devices that are connected to these ports are registered client PCs (configured for 802.1x authentication)
and printers, scanners. The printers and scanners do not include 802.1x clients, so the ports to which they are connected fall back to MAC-based
authentication.

The switch in the Public/Private Zone is an x600 Layer 3 switch. The edge-facing ports on this switch are configured for triple authentication.
Therefore, all the ports are capable of performing 802.1x, MAC-based and Web-based authentication. So, registered users will be authenticated by
802.1x, and any printers or scanners installed in that zone are MAC authenticated.

The trusted visitors who are visiting from another office, who are not registered in the local central user database, will be given a special
username/password that they can use with WEB-auth to obtain Internet access, and some intranet access. Their user accounts will be created on
the Local Radius server in the x600. These user accounts will be associated with the group otheroffices, so those users will be dynamically
allocated to VLAN40 when they have been authenticated.

The external guests will be given a different username/password for a user account in the local RADIUS server that is associated with the group
externalvisitors, so these users will be dynamically allocated to VLANSO when they have been authenticated.

The x600 switch will use Layer 3 to switch data to the core. This places a Layer 3 boundary between the Public/Private zone and the core, which
makes it easier to control what traffic may leave the Public/Private Zone. It does mean that a set of IP subnets need to be provisioned specifically
for the Public/Private zone, but that is a simple matter to configure on the DHCP server.
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Switch Configurations

x600

This is the switch in the Private/Public Zone. Its edge ports are configured for triple authentication. Therefore, 802. 1x, MAC-based, and Web-based
authentication are enabled on those ports.

The switch uses three different RADIUS servers.
The Network Policy Server within the windows 2008 server at 192.168.2.254 is the RADIUS server for 802.1x requests.

So that the authentication of visitors from other offices is entirely self-contained within the Private/Public Zone, the x600 uses its own internal
RADIUS database for the authentication of Web-based authentication requests. This way, a specific username/password can be created for each
such visitor as they arrive, and entered into the RADIUS database of the x600, without any changes having to be made to the central Network
Policy Server. These entries can be removed from the x600 RADIUS database again when the visitor departs.

MAC-based authentication requests are forwarded to vet a different RADIUS server. This is because the default strong password requirements on
the Microsoft Active Directory will not accept users whose username and password is a MAC address (as MAC authentication requires). So the
MAC-based authentication requests are passed to a RADIUS server hosted in the virtual chassis stack at the core of the network.

The switch is also configured with a DHCP service specifically for the Guest VLAN. This is because the visiting users will initially be placed into the
Guest VLAN when they first connect, as they will fail authentication. The DHCP service on the switch will allocate IP addresses to users in the
Guest VLAN. Those PCs can then use that IP address as their source address for their Web authentication session. To perform Web authentication,
those users will need to browse to 192.168.160.10 (the switch’s IP address in the Guest VLAN) or to any address outside the 192.168.160.0/24
subnet. Their Web browser will then be presented with a login page, into which they can enter the username/password they have been given for
accessing the network.

Once successfully authenticated (by entering the correct username/password into this login page), they will be re-allocated to their appropriate
VLAN - which is VLAN4O0 for visitors from other offices, and VLANSO for external guests. Once they are re-allocated to this VLAN, they need an IP
address that belongs to the subnet for that VLAN. This is where the brief lease-time on the DHCP leases provided by the switch comes in.

Because the PC's link to the switch does not go down at the completion of the authentication, the PC will not necessarily attempt to renew its
DHCP lease at that moment. By defining a very brief lease time on the DHCP lease that is allocated to the PC while it is in the Guest VLAN, we
ensure that the PC will have to renew its lease within 30 seconds of the completion of the authentication. As the PC has been put into a new
VLAN when the authentication is completed, its first DHCP renewal after the authentication will provide it with a lease for an IP address in the
subnet used on that new VLAN. Note that all the VLANs except the Guest VLAN have been configured to relay DHCP requests to another DHCP
server.

hostname Triple-Auth

radius-server host 192.168.2.254 key MS-IAS
The Network Policy server in the windows 2008 server is used aaa group server radius NPS

for validation of 802.1x authentication requests server 192.168.2.254
aaa authentication dot|x default group NPS

radius-server host 192.168.2.252 key MAC-AUTH
aaa group server radius MAC-Auth

server 192.168.2.252

aaa authentication auth-mac default group MAC-Auth

A separate RADIUS server, that accepts MAC users that have
a MAC address as both username and password, is used for
validation of MAC-based authentication requests

radius-server host 127.0.0.1 key awplus-local-radius-server
The validation of Web-based authentication requests is aaa group server radius Internal
performed within the switch’s own RADIUS server server 127.0.0.1

aaa authentication auth-Web default group Internal

Management sessions on the switch will be authenticated by
RADIUS, using the windows 2008 Network Policy server. If the
server is unavailable, then the switch will fall back to using the
local user database to authenticate the request

aaa authentication login default group NPS local
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Set up the Local RADIUS server.

The only NAS configured for the serveris 127.0.0.1, so it will only
accept internally-generated requests.

It is configured with username/password set up for visitors from
other offices, who will be dynamically allocated VLAN 40; and for
external visitors, who will be dynamically allocated to VLAN50

The switch is configured with one static VLAN (VLAN 2) that is
used for communication with the rest of the network. The other
5VLANS are used for dynamic allocation to users

The first 22 ports on the switch are available for users to connect
to. They are all configured with triple authentication with dynamic
VLAN assignment and VLAN60 as the guest VLAN. The ports

are configured to support multiple supplicants on a single port, in
case a hub or EAP-forwarding L2 switch is attached to one of the
ports, to enable multiple users to share that port

Ports 23 and 24 are configured as a link aggregration group to
connect the switch to the virtual chassis stack in the core

Set up a DHCP server on the switch that is used specifically for
the Web-Auth users to have an IP address for a brief time whilst
they authenticate via HTTRThe leasetime is set to 30 seconds,
so the DHCP lease will be re-newed very quickly after the
authentication has been completed

IP addresses are configured on all the VLANSs. All the client
VLANS are configured to relay DHCP requests to the
DCHP server in the network core
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crypto pki trustpoint local
crypto pki enroll local
radius-server local
server enable
nas 127.0.0.1 key awplus-local-radius-server
group otheroffices
vlan 40
group externalvisitors
vlan 50
user InternalVisitor password ikiG4JcsKEwFIhL
group otheroffices
user ExternalVisitor password ikiG4JcsKEwFIhL
group externalvisitors

vlan database

vlan 2 name uplink

vlan 10 name Accounting
vlan 20 name Engineering
vlan 30 name Marketing

vlan 40 name OtherOffices
vlan 50 name ExternalGuests
vlan 60 name GuestsVLAN

interface port!.0.1-1.0.22

auth-mac enable

auth-Web enable

dotlx port-control auto

auth host-mode multi-supplicant

auth guest-vlan 60

auth dynamic-vlan-creation type multi
spanning-tree portfast

spanning-tree portfast bpdu-guard enable

interface port!.0.23-1.0.24
switchport access vlan 2
static-channel-group |

ip dhcp pool Temporary

network 192.168.160.0 255.255.255.0
range 192.168.160.20 192.168.160.40
default-router 192.168.160.10

lease 0 0 0 30

subnet-mask 255.255.255.0

service dhcp-server

interface vlan2

ip address 192.168.2.10/24

interface vlan |0

ip address 192.168.110.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan20

ip address 192.168.120.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan30

ip address 192.168.130.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlian40

ip address 192.168.140.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan50

ip address 192.168.150.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan60

ip address 192.168.160.10/24
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The default route is via the x900 VCStack

All log messages are sent to a syslog server. Higher-severity log
messages are also buffered on the switch itself

Allow read-only SNMP monitoring from one management
station

Configure NTP (Network Time Protocol) with the IP
address of the N'TP server

8000S

Enable 802.1x globally

The switch cannot configure separate RADIUS servers for 802.1x
authentication and MAC-based authentication. So, it will forward
all authentication requests to the Network Policy Server running
on the Windows 2008 server at 192.168.2.254. The Network
Policy Server will process 802.1x requests itself. For the MAC-
based authentication requests, it acts as a RADIUS proxy, and
forwards the requests to the RADIUS server running within the
core VCStack

Management sessions on the switch will be authenticated by
RADIUS, using the windows 2008 Network Policy server. If the
server is unavailable, then the switch will fall back to using the
local user database to authenticate the request

The switch is configured with one static VLAN (VLAN 2) that is
used for communication with the rest of the network. The other
4 VLANSs are used for dynamic allocation to users

vlan50 is designated as the guest VLAN for the switch

The 24 10/100 ports are configured for MAC-based and 802.1x
authentication. They accept dynamic VLAN allocation, and will
put unathenticated users into the guest VLAN
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ip route 0.0.0.0/0 192.168.2.252

log buffered level errors
log host 192.168.2.254
log host 192.168.2.254 level debugging

access-list | permit 192.168.2.253

snmp-server enable trap auth nsm

snmp-server community public ro |

snmp-server host 192.168.2.253 version 2c public

ntp server 192.168.2.252

dotlx system-auth-control

radius-server host 192.168.2.254 key MS-IAS
aaa authentication dot|x default radius

aaa authentication login default radius local

vlan database
vlan 2,10,20,30,50

interface vlan 50
dotlx guest-vlan
exit

interface range ethernet |/e(1-24)

dotlx re-authentication

dot|x mac-authentication mac-and-802.1x
dotIx guest-vlan enable

dotlx radius-attributes vlan

dotlx port-control auto

spanning-tree portfast

spanning-tree guard root

exit
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Two gigabit ports, one from each stack member, are
aggregated together to create a resilient link to the network
core. These ports are tagged in all the VLANs on the switch

DHCP snooping guards against rogue server and server
exhaustion attacks

Allow read-only SNMP monitoring from one management
station. Send traps to that same management station

System time is provided from an SNTP server

All log messages are sent to a syslog server. Higher-severity log
messages are also buffered on the switch itself

x900 Stack

All log messages are sent to a syslog server. Higher-severity
log messages are also buffered on the switch itself

Allow read-only SNMP monitoring from one management
station

A resiliency link backs up the dedicated stacking link. If the
stacking link fails, communication is maintained to allow graceful
reconfiguration

Use priority to pre-elect the VCStack master switch
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interface range ethernet |/gl,2/g|
switchport trunk allowed vian add 2
switchport trunk allowed vlan add 10
switchport trunk allowed vian add 20
switchport trunk allowed vlan add 30
switchport trunk allowed vlan add 50
channel-group | mode on

exit

interface vlan 2
ip address 192.168.2.11 255.255.255.0
exit

ip dhcp snooping

ip dhcp snooping vian 10
ip dhcp snooping vian 20
ip dhcp snooping vian 30
ip dhcp snooping vlan 50

interface port-channel |
ip dhcp snooping trust
exit

snmp-server community public ro 192.168.2.253 view Default
snmp-server host 192.168.2.253 public traps 2

sntp client enable vian 2
clock source sntp

sntp unicast client enable
sntp server 192.168.2.252

logging 192.168.10.11
logging buffered errors

log buffered level errors
log host 192.168.2.254
log host 192.168.10.1 1 level debugging

access-list | permit 192.168.10.13

snmp-server enable trap auth nsm

snmp-server community public ro |

snmp-server host 192.168.10.13 version 2c public

stack resiliencylink ethO

stack | priority |
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Management sessions on the switch will be authenticated by
RADIUS, using the windows 2008 Network Policy server. If the
server is unavailable, then the switch will fall back to using the
local user database to authenticate the request

The switch is configured with 8 VLANSs

Create ACLs that will control where the various categories of
users will be able to access

All DHCP will be allowed through

External visitors’ traffic (apart from DHCP) cannot go to any
internal addresses

Visitors from other offices’ traffic (apart from DHCP) cannot go
to local internal addresses, but can go out onto the corporate
WAN

The final ACL allows through all the traffic that has not been
explicitly blocked by the previous ACLs

Create link aggregation groups across the VCStack members for
resiliency

The ports that connect to the x600 are untagged in VLAN 2

Allied Telesis

radius-server host 192.168.2.254 key MS-IAS

aaa authentication login default group Radius local

vlan database

vlan 2 name core

vlan 10 name Accounting
vlan 20 name Engineering
vlan 30 name Marketing

vlan 40 name OtherOffices
vlan 50 name ExternalGuests

access-list 3001 permit udp any range 67 68 any range 67 68

access-list 3002 deny ip 192.168.150.0/24 192.168.0.0/16
access-list 3003 deny ip 192.168.150.0/24 172.16.0.0/12
access-list 3004 deny ip 192.168.150.0/24 10.0.0.0/8

access-list 3005 deny ip 192.168.140.0/24 192.168.0.0/16

access-list 3006 allow ip any any

interface portl.0.1
switchport access vian 2
static-channel-group |
ip access-group 3001

ip access-group 3002

ip access-group 3003

ip access-group 3004

ip access-group 3005

ip access-group 3006

interface port2.0.1
switchport access vian 2
static-channel-group |
ip access-group 3001

ip access-group 3002

ip access-group 3003

ip access-group 3004

ip access-group 3005

ip access-group 3006
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The ports that connect to the 8000S switches are tagged in all
VLANs except the InternalVisitors VLAN

Other ports are untagged in VLAN2, for connection to servers
and a router

Allied Telesis
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interface port!.0.2
switchport mode trunk

switchport trunk allowed vlan add 2,10,20,30,50

static-channel-group 2

ip access-group 3001
ip access-group 3002
ip access-group 3003
ip access-group 3004
ip access-group 3005
ip access-group 3006

interface port2.0.2
switchport mode trunk

switchport trunk allowed vlan add 2,10,20,30,50

static-channel-group 2
ip access-group 3001
ip access-group 3002
ip access-group 3003
ip access-group 3004
ip access-group 3005
ip access-group 3006

interface port!.0.3
switchport mode trunk

switchport trunk allowed vlan add 2,10,20,30,50

static-channel-group 3
ip access-group 3001
ip access-group 3002
ip access-group 3003
ip access-group 3004
ip access-group 3005
ip access-group 3006

interface port2.0.3
switchport mode trunk

switchport trunk allowed vlan add 2,10,20,30,50

static-channel-group 3
ip access-group 3001
ip access-group 3002
ip access-group 3003
ip access-group 3004
ip access-group 3005
ip access-group 3006

interface port!.0.10-1.0.12

switchport access vian 2

spanning-tree portfast

spanning-tree portfast bpdu-guard enable

interface port2.0.10-2.0.12

switchport access vian 2

spanning-tree portfast

spanning-tree portfast bpdu-guard enable
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IP addresses are configured on all the VLANSs. All the client VLANSs
are configured to relay DHCP requests to the DCHP server in
the network core

Create routes to the subnets in the Public/Private Zone

interface vlan2

ip address 192.168.2.252/24

interface vlan10

ip address 192.168.10.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan20

ip address 192.168.20.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan30

ip address 192.168.30.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan40

ip address 192.168.40.10/24

ip dhcp-relay server-address 192.168.2.254
interface vlan50

ip address 192.168.50.10/24

ip dhcp-relay server-address 192.168.2.254

ip route 192.168.110.0/24 192.168.2.10
ip route 192.168.120.0/24 192.168.2.10
ip route 192.168.130.0/24 192.168.2.10
ip route 192.168.140.0/24 192.168.2.10
ip route 192.168.150.0/24 192.168.2.10

The stack will also require a local RADIUS server configuration, which is described in the section "‘Setting up MAC-based authentication’ (page

54),

Additionally, it could be configured as a DHCP server, as described in the section "“Setting up the x900 VCStack as a DHCP server' (page 61).

Setting up the Windows 2008 Server

This solution uses two roles of the windows 2008 server:
m Active Directory Domain Controller

m Network Policy Server

The description that follows describes all the steps required to take the server from a fresh install of Windows Server 2008 through to the state
whereby it is able to play its required role in the authentication solution.

Configuring IP interface(s)

It is advisable to have at least one IP interface configured on the server before embarking on installing Active Directory and Network Policy Server.

These applications assume that the server has IP connectivity.

For the purposes of the solution example, the main LAN interface of the server has been given IP address 192.168.2.254.

Allied Telesis
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Installing Active Directory

To install Active Directory:

m Run the Server Manager - which is found in the Administrative Tools section of the Start menu.

m Select Add Roles.This will open the Add Roles Wizard.

B Server Manager

& 3 Dagrostes.
@ g} Configuratan
# 4 Storage.

~ Roles Summary

File Services

~! File Services

~ Role Status

ﬁ/ View the health of the rofes instaled on your server and add or remave roles and features,

) Roles: 1of 16 nstales

Messages: hone

[ roles summary relp

wf]

= Remove Rolss

H Fie services Help

Provides technoiogies that help you manage storage, enable file repication, manage shared folders, ensure fast fie searching, and enable access for UNIX dient computers

[ Go to Fie Services

u In the Before You Begin window, choose Server Roles from the left side, and select Active Directory Domain Services from the list of

Roles.

Add Roles Wizard B

Select Server Roles
Select one or more roles to install on this server,
rver Roles Rales: Description:
Active Directory Domain Services ; i - : Active Directory Domain Services (AD
 f |:| Acve Drectory Cerhcahe Srwces s
Confirmation Active Directory Domain Services an the network and makes this
oo [] Active Directory Federation Services information available to users and
g [] Active Directory Lightweight Directory Services netwn_rk adm’lrﬂsmtors‘._.AD DS uses

Results [] Active Directory Rights Management Services domain controllers togive network
L] zpiatonseri e
E DHCP Server singlelogon process.

DNS Server
|:| Fax Server
File Serv {Installed)
] Metwork Policy and Access Services
|:| Print Services
[ Terminal Services
|:| UDDI Services
] web server {115)
[ windows Deployment Services
More about server roles
< Previous | MNext = I Instll Cancel
m Click Next.
Allied Telesis Page |1
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Follow the instructions in the succeeding windows, there are no decisions that need to be made. The service will be installed, and you will reach the
completion window.

Add Roles Wizard

a Installation Results

Befare You Begin

The following roles, role services, or features were installed successfully:
Server Roles

Active Directory Domain Services

Confirmation

Progress .
(~! Active Directory Domain Services @ Installation succeeded

The following role services were installed:
Active Directory Domain Controller

@ Use the Active Directory Domain Services Installation Wizard (depromo.exe) to make the server a
fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

Results

Print, e-mail, or save the installation report

< Previous | Next = | Close I Garicel |

m Click Close, and you are taken to another wizard that takes you through some configuration tasks on the Active Directory Domain
Services (despite being called the installation wizard, it is really a configuration wizard).

E Server Manager

=
= E
€ Welcome to the Active Directory
E Domain Services Installation !
E Wizard
E
This wizard helps you install Active Directory Domain and add or Feme g
* Services (AD DS) on this server, making the server an
= Active Directory domain controller. To continue, click Next
= i
3
Leam more about the additional options that are
available in advanced mode installation.
More about Active Directory Domain Services
sers and domains;’
<Back Nest > Cancel |
(~) Role Services: 1installed
Role Service | status
Ca Active Directory Domain Controller Installed
Identity Management for UMIX Mot installed
Server for Network Information Services Mot installed
Password Synchronization Mot installed
Administration Tools Mot installed
Description:
© adee .*_w*ﬁ¥rmw4o-&wgw

Continue through the wizard to the Choose a Deployment Configuration window.
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m Choose the option that matches your deployment. In our example, the domain server is being created in a new forest.

! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an exdsting forest or for a new forest.

mtrallEninithe

m Click Next.
m In the next window, type in a domain name for the forest:
m Choose the defaults in the next few windows.
@! Active Directory Domain Services Installation Wizard
Name the Forest Root Domain

The first domain in the forest is the forest root domain. fts name is also the name of
the forest.

m Click Next.
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When you come to the Additional Domain Controller Options window, you might choose to set the server up as a DNS server; if the
network does not already have a DNS server.

@! Active Directory Domain Services Installation Wizard

antrollen [FODE]

m Click Next.
The remaining windows in the wizard are straight-forward.

Upon completion of the wizard, the Active Directory Domain Services are fully installed and configured.
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Adding users and groups to Active Directory
Users need to be added to Active Directory, as this is the store of user credentials that will be used for the 802. Ix authentication.

In this solution example, three groups of users are created — Accountants, Engineers, and Marketers. Let us follow through the steps of creating the
Engineers group, and then creating a user member of that group.

To add users and groups to Active Directory:
m Open Active Directory Users and Computers - which is found in the Administrative Tools section of the Start menu.
m Open up the items below the domain’s name in the left-hand pane (NewForest.com).

m Right-click on Users, then choose New > Group.

B Active Directory Users and Computers

File Action View Help

&9 rEldoXDo=HE/basT

j Active Directory Users and Comput | Mame I Type I D
[ saved Queries IAccountantﬂl User
B # MewForest.Com 82 accountants  Security Group ...
% Builtin 2 administrator  User B
L Computers 82 allowed ROD... Security Group ... M
ﬁ_ Domain Controllers %Cert Publishers Security Group ... M
%| ForeignSecurityPrincipals %Denied ROD... Security Graup... M
- Delegate Contral... &, CnsAdmins Security Group ... D
Find... !,DnsUpdatePr. . Security Group ... Dl
——— § Ninmain &dmin Security Group ...
_ Computer Group ... Al
All Tasks 3 Contact Group ... Al
| InetOrgPerson Group ... Al
Refresh MSMQ Queue Alias Group... D
Export List... Printer Group... M
- | |User
R Shared Folder s r;
Help b Marketerol  User
%Markeﬁng Security Group ...

%RAS and IAS ... Security Group ...

m Type in a2 Group Name.

[rowobect-Groop T

% Createin:  MewForest.Com/Users

Group name:

| Engineering

Group name {pre-Windows 2000):

| Engineering
Groupscope ——— [ Grouptype
" Domain local ' Security
' Global " Distribution
' Universal

oK I Cancel

m Click OK and the group is created.
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Now, you can create users to go into the group.

m Right-click on Users in the left-hand pane. This time choose New > User.

B Active Directory Users and Computers

File Acton View Help

T EI R EEEEN =Y o

j Active Directory Users and Comput | Name | Type I De
[] saved Queries & Accountantdl  User
= fﬂ r‘l'_f"‘\'F':'rESt-C':'m %Accuuntanis Security Group ...
:_l Builtin & admiristrator  User Bus
3 Computers %Alluwed ROD... Security Group ... MS
i_l Dom..ain Conh'.oller.s ) %Cert Publishers  Security Group ... Me}
% ﬁnSnacurltannclpals 82, Deried F_‘\OD... Security Group ... M
Deleqate Contral... %Dns.ﬂ.dmlns Security Group ...  DMNg
Find... %DnsUpdatePr... Security Group ... DM

B resosie tdmine Cazrity Group ... Deld
— iy oo A

All Tasks Contact rity Group ... Al

-

WView r Group urity Group ... All
InetOrgPerson rity Group ... Al

Refresh MSMOQ Queue Alias ity Graup ...

Export List. .. Printer rity Group Dej

| User

Properties
Shared Falder rity Group ... M
Help 2 Guest User
3} Marketerd1 User
-t sgaielie .
At st e

m Type in the user detalls.
NewObject-User ]

i) Createin:  NewForest Com/Users

First name: |Engineerﬂ‘l Initials: |

Last nams: I

Full name: |Engineer‘|]‘l

User logon name:

IEngineerL‘ﬂ I @MewFarest Com j
User logon name {pre-Windows 2000):
INEWFD REST, IEngineerE-'I
< Back Mext > Cancel
m Click Next.
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m Type in the user Password.

New Object - User ' EI

& Create in:  MewForest. Com./Users

Passward:

Confirm password:

™ iUser must change paseword at next logon;

[" Password never expires
[ Account is disabled

™ User cannot change password

« Back

Mext >

m Click Next.

The user is then successfully created.

To add the user to a Group:

The final step is to add the user Engineer0O| to the Group Engineers.

m Right-click on the new user’'s name EngineerO| in the list of users, then choose Add to a group...

B Active Directory Users and Computers

File Action View Hep

&m0 XRE &= B &F

M ] Buildn

| Users

Allied Telesis

= Active Directory Users and Comput
H ] Saved Queries
[ ERg NewForest,Com

@ [ Computers
B (2] Domain Controlers
® [ ForegnsscurityPrncipals

MName
Accouniantil

B, nccountants

B acministrator

B2, Allcrvied ROD. .

82 cert Publishers
82 Denied ROD. ..
82, Drsadming

82 Drstipdateer...

82, Domain Admins
82 poman Com..,
E_I,Doﬂan Cont...
B2, Domain Guasts
.E,Doman Users

&EE'\gneenng
H_I,E"-tz':rﬁe A
8 Erterprne R,

.E,Gr:-..ppulcv

3_; lDuwest

A ".tfadceterm

Liser

Seorit  Reset Password...

Securt  Open Home Page

Secunt  Sand Mail
Seourit All Taskes
Securit

Secunt  Cut

Secrt Delete
Sect  Rename
Seourit )
Secut  Froperties

Secunt

Seourity Group ...
Sequrity Group ...  Designated administrators...
Security Group ... Mambers of this group are...
Seourity Group ...  Members in this group can...

Buslt-in

Liser
Eﬁ.ﬂxm_ﬂw

nt for admini...
s group can...
his group are...
jis group can...
Shors Group

N are permi...

fminstrators...
ns and serve. ..
trollers in th...
kst

brs

account for guest ...
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m Click the Advanced... button on the resulting window, to go to the advanced form of the Select Groups window:

Select this object type:

Object Types. .

From this location:
MewForest. Com Locations...

Common Gueres |

Name: [ starts with =] |

[rescription IStarts w'rthj I Find Mow

Stop

L

[T Disabled accounts
™ Won expiting password

: (=)
[ays sinee last [ogorn; I 'I ?4_7

[Tk I Cancel

Search results:
Mame (RDN) | Description | In Folder |

m Click Find Now to get a list of the available groups.

m Choose the desired group, click OK, and the new user is added to the chosen group.

Select this object type:
IGroups or Built4n security principals Object Types...

From this location:
INewForest.Com Locations...

Comman Queries |

Name: fStarts with =] |

escription; IStarts w'rthj I Find Now

Shop

L

™| Dizabled accounts
[™ | Mon expiring password

. [
[aps sinee | ast [ogom: I 'I ;zj“_?

ok | concel |

Search results:
Name (RDN) | Description |_in Folder | -]
:% Domain Comp... All workstations ...  MewForest.Com...
% Domain Cortr... Al domain contr...  MewForest.Com...
% Domain Guests  All domain guests ~ MewForest.Com...
% Domain Users Al domain users MewFarest.Com...

' Engineering MewForest Com... J

% Erterprise Ad... Designated admi... MewForest.Com...
%Enterprise Re... Members of this ... MewForest.Com...
ey

In this way, entries can be created in Active Directory for all the users who are to be authenticated on the network, and they can
be collected into groups to whom common attributes will be assigned after authentication. In the case of this solution example, all
the users in the same group will be assigned the same VLAN ID upon authentication.
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Installing Network Policy Server

In Windows Server 2008, the old IAS server has been replaced by the Network Policy Server. This server expands upon the IAS functionality by
adding NAC capability. In this solution example, we will use the Network Policy Server as a RADIUS server.

To install the Network Policy Server:

Start again with the Add Roles link in the Server Manager.

m In the Select Server Roles window, select Network Policy and Access Services:

Add Roles Wizard — i x|

Select one or more roles to install on this server,

Server Roles

Roles: Description:
Network Palicy and Access Services i i Network Policy and Access Services

B, fchug DRE iy e it S Braiiaes Ntk Polity Sorvc (NP

S b By Domek Servies Snstaled, Routing and Remote Access, Health

Contatr |:| Active Directory Federation Services Registration Authority (HRA), and

[[] Active Directory Lightweight Directary Services Host Cred z_nﬁalAuthurizatiuqutum\
Progress [] Active Directory Rights Management Services (Hajmp}' "g”ih help safeguard the
Restlts [] application Server health and security of your network.

[] DHCP Server
DNS Server
[] Fax Server

[ Print Services

[] Terminal Services

[[] uDDI Services

[] web server (115)

[] windows Deployment Services

More about server roles

Inistall Cancel

< Previous I MNext > I

m Click Next until you get to the Select Role Services window.
Add Roles Wizard N

& Select Role Services

Befare You Begin
Server Roles

Select the role services to install for Network Policy and Access Services:

Role services: Description:

Network Policy and Access Services

Routing provides supportforNAT
Routers, LAN Routers running RIP,
and multicast capable routers (IGMP

Metwork Palicy Server
= [E] Routing and Remote Access Services
Remate Access Service

= Proxy).
S hmason [] Routing

Progress [] Health Registration Autharity

Restits [] Host Credential Authorization Protocol

More about role services

< Previous | Next > | Install | Cancel |

m Select the role services to install. (Not all the role services need to be installed).

m Click Next.
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m Click through the succeeding windows; the role will be installed, and the completion window is displayed.

Add Roles Wizard x|

ﬁ Installation Results

Before You Begin
The following roles, role services, or features were installed successfully:

Server Roles

Network Policy and Access Services

Role Services

Confirmation

(~ i - .
Progress ~| Network Policy and Access Services @ Installation succeeded

The fallowing role services were installed:
Network Policy Server

Routing and Remote Access Services
Remote Access Service
‘You can use a wizard in the NP5 console to configure Metwork Access Protection (MAP}, To open
the NP5 console after installation, go to Server Manager or dick Start, Administrative Tools,
Metwork Policy Server,

Print, e-mail, or save the installation report

= Previous Iext > I Close I Gancel

Registering NPS with Active Directory

In order for NPS to be able to request user credentials from Active Directory, it must be registered with Active Directory.

To register NPS with Active Directory:

m Open the Network Policy Server Manager, by choosing Network Policy ... from the Administrative Tools section of the Start menu.

m Select Action > Register server in Active Directory.

25 Network Policy Server

File | Action View Help

Import Configuration
Export Configuration

Stark MPS Service
Stop MP5 Service
Register server in Active Directory

Metworl Policy Server (WP S) allows you to create and e

Properties

Help dard Configuration

Select a configuration scenario from the list and then click the lig

Metwork Access Protection (NAF)

Network Access Protection (NAF)
When you configure NPS as a NAF policy server, you create hi
compliant with health policy can be placed on a restricted netw

B cCorfigure NAP

Advanced Configuration

o A Ml ot i I Sy g B s i gl ey,
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Or, in the Server Manager, select Network Policies and Access..., then right-click NPS (Local) > Register Server in Active Directory.

E., Server Manager
File  Action View Help

&= 2= HE

% Server Manager (MPS1)
= ;‘ Roles

=9 Active Directory Domain Se

= 3% Network Policy and Access

T Active Directory Certificate| JETS ULV RSIE TR ]

Metwork Policy Server (NPS) allows you to create and &
[+ DNS S
B Erver § organization-wide network access policies for client hea
connection request authentication, and connection requs

= @ 5 (Local) -
[ RADIU Import Configuration

I_E‘j'Policies Export Configuration

tion

% Metworl  Stark RS Service

"0 ACCOUT geon RS Service
i"ﬂ Web Server (11 n

nario from the list and then click the

Features n (NAP)

Diagnostics Properties :

&Conﬁgurahon — , btection (NAP)

Storage asz a NAF policy server, you create 13
Help ble client computers before they cofd

Obtaining a server certificate for the server that is running NPS

ComprarT W e ooy can be placed on a restricted netyd
into compliance.

B3 Corfigure NAP 2 ]

Advanced Configuration
P Sy ey S «MHM-’“\..W

The server running NPS must have a certificate if it is to perform 802.1 x authentications using PEAP/TLS; even if the supplicants are using
username/password (rather than certificates) to identify themselves.

The server must obtain a certificate that can be used for this purpose. It requests the certificate from the Domain's Certificate Authority.

For the purposes of this example, we will assume that another server has been configured as a Root CA for the domain, and has been joined to

the NewForest domain.

To obtain a server certificate:

m To obtain a certificate from this server, use the Certificates snap-in in the Console.

m Open up the topics under Certificates (Local Computer), then right click on Certificates and select All Tasks > Request New

Certificate...

,E File Action View Favorites Window

Help

MIEEEIEEE

7] Console Reot
=] ﬁ Certification Autharity (Local)
B g MewForest-NPS1-CA
] Revoked Certificates
] Issued Certificates
] Pending Requests
7] Failed Requests
7] Certificate Templates
B G Certifeatesfroat-Computeri—
] Personal

oo

o]

IssuedTo =~

gl NewForest-NPS 1-CA

F5INPS 1. MewForest.Com
FINPS 1. NewForest. Com
E NP5 1.MewForest.Com

[ Trusted Root C4 GLEES »| Reguest New Certific

2] Enterprise Trus
7] Intermediate Cs
2] Trusted Publish

View

Mew Window from Here Advanced Operations. ..

Import...

[ Untrusted Certi]  New Taskpad View...

7] Third-Party Roo
[7] Trusted People | Refresh
] Certificate Enro|  ExportList...

HFEEEEHEHEEE

| Smart Card T
L_| Smar ar ru: HE||:I
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This will open a window showing the certificates that are offered by the Certificate Authority in the domain. If the CA is offering

the type RAS and IAS Server then that would be the best type to choose. But a certificate of type Computer or of type

Domain Controller would also be OK.

m Select the type of certificate you want, and click Enroll.

A Certificate Enrollment =1ol=]

=] Certificate Enrollment

Request Certificates

‘fou can request the following types of certificates. Select the certificates you want to request, and then click Enroll,

[ Directory Email Replication
[~ Domain Controller

[~ Domain Controller Authentication

‘ ¥ RAS and IAS Server >

1) STATUS: Available
1 STATUS: Available
A STATUS: Available

1 STATUS: Available

Details %!
Details (%)
Details(¥!

Details (%)

I~ show all templates
Learn more about certificate types

e |

The certificate will be created, and automatically installed into the certificate store on the server

Adding RADIUS clients to the Network Policy Server

The RADIUS clients are the LAN switches that act as 802.1x, MAC-based or Web-based authenticators to the end-user devices,

and use the Network Policy Server as the RADIUS server for those authentications.

To add a RADIUS client:

m Open the Network Policy Server Manager, by choosing Network Policy ... from the Administrative Tools section of the

Start menu.

m In the Network Policy Server manager, select RADIUS Clients and Servers.

m Right-click on RADIUS Clients, then select New RADIUS Client.

=5 Network Policy Server

File  Action View Help

as | s HE

@ 1Ps (Local)

E [ RADIUS Clients and Servers

EfRADIUS Clients
33 Remote RADIU
= \I_E‘J' Policies

Mew RADIUS Client

3' RADIUS clients alloww you to
=

[T Connection Req

[T Metwork Policie
[T Health Palicies

5 Metwork Access Prg
'tl Accounting

— 152.168.0.2

152.168.0.5
Refresh 152.168.2.1
Help

Allied Telesis
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The New RADIUS client window opens.
m Fill in the details of the RADIUS client:

New RADIUS Client

RADIUS Standard -

m Click OK, and the client will be added.
m Add RADIUS client entries for all the switches in the network that will be acting as 802.1x authenticators.
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Setting up a Connection Request Policy
Within the Network Policy Server, there are two levels of policies — Connection Request and Network.

Incoming RADIUS requests are first run through the list of Connection Request Policies. This gives the Network Policy Server

the ability to operate as a RADIUS proxy, as the Connection Request Policies provide options to process RADIUS requests locally
or forward the request to another RADIUS server.

Those RADIUS requests that match the conditions of a Connection Request Policy, that specifies local processing, are then
passed on to the list of Network Policies. The Network Policies specify the authentication method that will be used on requests,
and the RADIUS attributes that will be sent out in RADIUS-Accept messages in reply to successful access requests.

In our example, we will create a Connection Request Policy that specifies the local processing of requests.
To create a Connection Request Policy:

m Open the Network Policy Server Manager, by choosing Network Policy ... from the Administrative Tools section of
the Start menu.

m In the Network Policy Server select Policies, then right-click on Connection Request Policies the select New.

Il

File Acton View Help

Lo Al Bl ? B

[@ 15 (Local)
= [ Connection request policies allow you to designate whether connection requests are processed
;‘ RA_D_IUS Clients and Servers locally or forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must configure
B EJ P‘?I'E'ES PEAP authertication in connection request palicy.

Paolicy Name | Status | Processing Order | Source
I;: MAC-Auth RADIUS Enabled 2 Unspecified
% Metwork Acg Lacalh' Processed Enabled 3 Unspecified
%y Accounting JNAP 202.1% (Wired) Disabled 4 Unspecified
J Use Windows authentication for all users Disabled 999339 Unspecified

Conditions - ff the following conditions are met:

Condition ‘ Walug
Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24:00 Tuesday 00:00-24:00 Wednesday

Settings - Then the following settings are applied:

Setting ‘ Value
Authentication Provider Local Computer
Extensible Authertication Protocol Configuration  Configured | _'ﬂ
A »
[New | |
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This will open up the New Connection Request Policy wizard. In the opening window of the wizard, type in a Policy name.

New Connection Request Policy s x|

You can specify a name for your connection request policy and thetype of connections to which the palicy is
applied.

! Specify Connection Request Policy Name and Connection Type

Policy name:

Locally Procassad)|

- Network connection method
Select the type of network access server that sends the connection request to NPS. You can select either the network access server
type or Vendor specific.

¥ Type of network access server:

I Unspecified j

" Vendor specific:

Frewious | Next I Fitigh | Cancel

m Click Next to move along to the Specify Conditions window.

There are actually no specific conditions you need to match with this Connection Request Policy, as this policy will match all requests that reach it.
However, the server requires that you specify at least one condition.

m Set the Day and Time Restrictions condition, to allow the policy to be used all day every day.

m In the Specify Conditions window, click Add... to open the Select condition window. In this window, highlight Day and Time
Restrictions and click Add....

This will open the Day and time restrictions window.

m Select Permitted then click All in the top-left of the Day and Hour table. This should colour all the cells of the table blue.

New Connection Request Policy I X ;IElﬁl

! Specify Conditions

R VRSN EUER Bl Day and time restrictions x|
A minimum of one conditio

Conditions: |osrco o
Condfion 5eject & condtion, and th

Tunnel Type
B The Tunnel Typ

Day and time
Day and Time
Day and T

i
Identity

[ Identity Type
_"@ The Identity Typ
such as NAP st

RADIUS Client Sunday through Saturday from 12:00 AMto 12:00 AM
"] Calling Station

The Calling Statrorrre T T TOT R ICTES S SerTeT T OTEe Oy e DT eSS TITenT

m Click OK, and go back to the Specify Conditions window.

m Click Next twice to move through to the Specify Authentication Methods window.
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Leave this window in its default, greyed out, state:

New Connection Request Policy x|

Configure one or more authentication methods required forthe connection reguest to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% or VPN, you must configure
Protected EAP.

g ! Spedify Authentication Methods

—I Ovenide network policy authentication ssttings

These authentication settings are used rather thar the constraints and authentication ssttinas ih netwark: polici. ForWEN and B0 1%
connections with WA, you must configure FEAE authentization here,

EAR types are negatiated betiveery MRS and the elient in the arderin which they are listed.

EAR Types:
Mowve g |
Move Down |
o T Reinove

Less secuie authentication methods:

I™ | Microsoft Encypted Authentization version 2 (S -EHAR-v2)
™| User can changs password after it has expired

I™ Microsoft Encrupted Authentication (MS-EHAR]
I™ | User can change paseword after it has expirad

I™ | Ercrypted authentivation (EHAR]

I™ Urencnmpted authertication (FAF SPAF]

I allow clients to conrect without negetisting an authentication method

Previous | Next I Firizh | Cancel |

m Click Next through the remaining windows of the wizard, to complete the new Connection Request Policy.

g ! Completing Connection Request Policy Wizard

You have successfully created the following connection request policy:
Locally Processe

Policy conditions:

Condtion | Walue
Day and time restrictions  Sunday 00:00-24:00 Monday 00:00-24.00 Tuesdzy 00:00-24:00 Wednesday 00:00-24:00 Thursday 00:...

Policy settings:
Condtion | Value
Authentication Provider  Local Computer

To close this wizard, click Finish.

Previous fext | Firish I Cancel

Setting up Network Policies
A network policy is used to identify specific sets of connections to which specific RADIUS attributes will be assigned.

In the example below, we will create a Network Policy for the Engineer users, which will ensure that VLAN ID 20 will be allocated to these users.
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To create a Network Policy:

m Select Network Policies and Access Services > Policies > Network Policies, right click and select New.

Server Manager

File Action View Help
e A2 ol 7

ii Server Manager (NPS1) Hetwork Policies

Bl & Roles

= ﬁ Active Directory Domain Services - Network policies allow you to designate who is authonzed to connect to
=] j Active Directory Users and Computer: | the nmm and the circumstances under which they can or cannot
= &3 NewForest.Com Cilifecs
= Bl Policy Name: | Status | Prﬂ
Compiters 154802, 1X (Wired) For Accountarts Enabled 5

37| Domain Controllers
[ ForeignSecurityPrincipals
L' Users

g 8021 (Wired) for Marketers Enabled &
iﬁConnec‘t\ons to Microsoft Routing and Remote Access server Enabled 97
[§ Active Directory Sites and Services

,iii!Connecﬂons to other access servers Enabled _Eill
4 »
2 DNS Server |

=l & 1Ps (Local)
&

= [] RADIUS Clients and Servers —
g RADIUS dlients
ﬁ Remote RADIUS Server Grour | Condtion | alue

=§E) Policies UserGroups  NEWFOREST\Marketing

[_| Connection Request Palides NAS Port Type  Ethemet

Export List

Canditions - i the following conditions are met:

5] Health Policies
5 Network Access Pro
‘EI Accounting
il Features
Diagnostics
;E Configuration
Storage

ngs - Then the following settings are applied: —

ting | Value

hentication Method EAP OR MS-CHAP v10OR MSCHA. =

B

m In the first window of the New Network Policy wizard, type in a Policy name, and leave the Type of network access server left at

Unspecified.

Mew Network Policy x|

You can specify a name for your network policy and the type of connections to which the policy is applied.

y ! Specify Network Policy Name and Connection Type

Policy name:
|Ei}2.1x {Wired) For Engineers

i~ Network connection method
Select the type of network access server that sends the connection request to NPS. You can select ether the network access server
type or Vendor specific.

¢ Type of network access server:
|Unspaci‘fied j

" Vendor speciic:

[

Frevious | Next I Firisty Cancel

m Click Next.
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In the Specify Conditions window:

m Click Add...

of one condition is required.

Spedfy Conditions
Q Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

| Condition | Value

Condition description:

T e |

Previous i [=08 Eirizh |

Cancel |

m Select User Groups, and click Add...

MNew Network Policy

=3 x|

Specify Conditions
* Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one conditionis required.

Select condition [ x|
Select a condition, and then click Add.
Groups Ji=s
# Windows Groups
\EY:) The \windows Groups condition ifies that the ing user ar P must belong to one of the selected -
Machine Groups
The Machine Groups condition ifies that the i puter must belong to one of the selected groups
@y The User Groups condition specifies that the connecting user must belong to one of the sel
HCAP
| Location Groups
The HCAP Location Groups condition specifies the Host Credential Authorization Protocel (HCAP) location groups
required to match this policy. The HCAP protocol is used for communication between NPS and some third party
network access servers (NASs). See your NAS documentation before using this condition.
ot ] HCAP User Groups -
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This will open another window into which you can list the groups to add.

m [n this window, click Add Groups...

New Network Policy - x|

; Specify Conditions
Specify the conditions that determine whether this network policy is evaluated for a connection request. A minimum

of one conditionis reguired.

Select condition e x|
Select 3 condtion, and the [akaua x|
Grey Specify th embershi ired to match this policy. =
ecify the group m uired to m olicy.
+®  Windows Group Skl i P
~ The \Windows Gr¢ if the selected e
Grou |
¥ Machine Groups
i The Machine Gro Ected groups.
HCAP
| Location Groups
WLy The HCAP Locati pcation groups
required to match £ third party
network access s Add Groups.... | Femaye |
C HCAF User Gro -

of | cancel |

This will open the Select Group window.

m Click Advanced... to change it to the advanced form, which enables searching for a Group.

Select this object type:

Object Types... |
From this location:
INewForest.Com Locations... |

Common Queries I

Mame: IStarts with j I

Description: IStartsw'rthj I

[ | Dizabled aceounts
= Han expiing passmord

Iayz sinee last logat: I 'I g‘-

oc | cancel |
Search results:

MName (RDN) | Description | In Folder

m Click Find Now.
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m Select Engineers from the Search results:

Select this object type:
IGroup Object Types. .

From thig location:
INewForest.Com Locations...

Common Queries |

Name: IStartsw'rthﬂ I Columns...

Description: IStarts w'rthﬂ I Find Now

L

™ Dizabled accounts Stop
[" | Mon expiing password

. [
[aps sinee |astlogon; I 'I ;z?‘_?

Search results:

Name (RON) | Description | in Folder | -]
:%Denied ROD... Membersinthis .. NewForest.Com...

:%Dns.l‘-dmins DNS Administrat... NewForest.Com... J

:% DnsUpdatePr... DNS clients who...  NewForest.Com...
:a!. Domain Admins Designated admi... NewForest.Com...
:%Domain Comp... All workstations ... NewForest.Com...
:% Domain Cortr... Al domain contr...  NewForest.Com...
SE Domain Guests  All domain guests ~ NewForest.Com...
:% Domain Users Al domain users NewForest. Com...

Engineering NewForest Com...
:% Erterprise Ad... Designated admi... MNewForest Com..
.ﬂl' Lot mpmmiimom, Do, L e St Blmras o im (™ pmem ;I

Click OK back through the stack of open windows, until you are back at the Specify Conditions window of the New Network
Policy wizard. The newly added condition is displayed. This condition, of course, ensures that the policy will apply only to users who

are members of the Engineering group.

New Network Policy B x|

Specify Conditions
* Specify the conditions that determine whether this netwark policy is evaluated for a connection request. & minimum

of one condition is required.

Conditions:
‘ Condition | Value
82 User Groups NEWFOREST\Enginesring

Condtion deseription:
The User Groups condition specifies that the connecting user must belang to one of the selected groups.

Add... I Edit... | Bemaove |

Povious | New | mnn | cencel |

m Click Next and move along to the next window in the wizard, where you specify the type of permission that this policy will

apply.
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In this case, the policy grants access to authenticated users.

MNew Network Policy

Specify Access Permission
* Configure whether you want to grant network access or deny network access if the connection request matches this

policy.

¥ Arcess granted
Grant access if client connection attempts match the conditions of this policy.

" Access denied
Deeny access if client connection attempts match the conditions of this policy.

™ Access is determined by User Diglin properties fwhich overide NPS policy)
Grant or deny access according to user dialin properties if client connection attempts match the condtions of this policy.

Previoss [[ Ne« || Fiish || Cancel

m Click Next, to open the Configure Authentication Methods window.

m Click Add... and choose Microsoft: Protected EAP (PEAP) from the list of Authentication methods.

New Network Policy A N 5'

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1% ar VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

! Configure Authentication Methods

EAP types are negotiated between NPS and the client in the arder in which they are listed.

ave g |

i ave Dowh |
|
Authentication methods:
Microsoft: Smart Card or other cerificate

EAP Types:

Microsoft: Protected EAF (P
Microsoft: Secured password (EAP-MSCHAF v2)

e ———
Less secure authentication methods:
¥ Microsoft Encrypted Authentication version 2 (MS-CHAPv2)
¥ User can change password after it has expired

¥ Microsoft Encrypted Authenticaton (MS-CHAP) 1 |+
¥ User can change password after it has expired

I~ Encrypted authentication (CHAF) _ Caredl |

[~ Unencrypted authentication (PAP, SPAF)

[T Miow clients to connsct without negotiating an authentication method

™ Perform machine health check only

Previous Meat FEinigh Cancel

m Click OK.

m Click through the Configure Constraints window to the Configure Settings window.
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In this window, we will configure the RADIUS attributes that will be sent to authenticated users.
m Select Standard under Radius Attributes in the left-hand pane.

m Remove the existing, Service-Type and Framed-Protocol, attributes.

Mew Network Policy [ ll

Configure Settings
’
A NPSapplies settings to the connection requestif all of the network policy conditions and constraints for the policy

are matched.

Configure the settings for this network palicy,
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

RABNUS Atinkules = To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. ¥ you do not corfigure an attribute, # is not sent to RADIUS clients. See
your RADIUS cliert documentation for required attributes.

[ endor Specific

Network Access
Protection /\
%, NAP Enforcement ot Attributes:
Name | Valie \ |

it
Wi Sk < Framed-Protocal ~ PPF
Routing and Remote N Service-Type Framed
Access
@ Multilink and

Bandwidth Allocation

Protocol (BAF)
G IFFilters
'ﬂ" Encryption Add... Edit_ Remave
IP Settings LI

Previous | Next I Eirish | Cancel

Then proceed to adding new attributes. The first to add is Tunnel Type.
m Click Add...

m Select Tunnel-Type from the list of available attributes.

Add Standard RADIUS Attribute ' i x|

To add an atiribute to the ssttings, select the attribute, and then click Add.

To add & custom or predefined Vendor Specific attnbute, close this dialog and select Vendor Specific, and then click
Add.

Apcess type:

Al =

Attrbutes:

Mame il
Tunnel-Password

Tunnel-Preferance

Tunnel-Pvt-Group-ID

Tunnel-Server-Auth-1D

Tunnel-Server-Endpt

| | »

Description:

Specifies the tunneling protocols used.

Add... Close

m Click Add... the Attribute Information window will open.
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m Click Add... in that window to open the window in which you can choose a tunnel type.

m Choose Virtual LANs (VLAN).

Attribute Information x|

Attribute name:
Tunnel-Type

Attibute number:
64

Attribute fomat:
Enumerator

Attribute Value:
{~ Commonly used for Dial-Up or VPN

* Commonby used for 802, 1x

Wirtual LANs (WLAN)
" Others

“nane.: Jv

m Click OK twice to get back to the Add Standard RADIUS Attribute window.

m Click Add...
m This time, choose to add the attribute Tunnel-Medium-Type.

Add Standard RADIUS Attribute ) x|

To add an attribute to the settings, select the attribute, and then click Add.

To add a custom or predefined Yendaor Specic attnbute, close this dialog and select Vendor Specific, and then click
Add.

Access type:

|a =

Attributes:
Name :l

Tunnel-Client-Endpt

Tunnel-Medium-Type
Tunnel-Password

Tunnel-Preference

Tunnel-Pvt-Group-1D _I

Tunnel-Server-Auth-D

il s Tons i b

1] | »
Description:

Specifies the transport medium used when creating a tunnel for protocols for example, L2TP)that can operate over
multiple transports.

Add... Close
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m For this attribute, choose the value 802 (including all 802 media plus Ethernet canonical format).

Attribute Information x|

Attribute name:
Turnnel-Medium-Type

Attribute number:
&5

Attribute format:
Enumerator

Atribute Value:
¢ Commonly used for 802 1x

202 (inchudes all 802 media plus Ethemet canonical format) "l

= Cthers
I <none j

oK Cancel |

m Click OK twice to get back to the Add Standard RADIUS Attribute window.
m Click Add...
m This time, choose to add the attribute Tunnel-Pvt-Group-ID:

Add Standard RADIUS Attribute B x|

To add an attribute to the settings. select the attribute, and then click Add.

To add a custom or predefined Vendor Specffic attnbute, close this dislog and select Vendor Specific, and then click
Add.

Access type:

[ =]

Attributes:

MName ﬂ
Tunnel-Client-Endpt

Tunnel-Medium-Type

Tunnel-Password

Tunnel-Preference

Tunnel-Pvi-Group-ID |
Tunnel-Server-Auth-ID

PRI R SR e ] b
4 | »
Descrption:

Specifies the Group |D for a tunneled session.

Add... Close
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m Specify this attribute value as a String whose content is the VLAN ID 20.

Attribute Information x|

Attribute name:
Tunnel-Pywt-Group-10

Attribute number;
281

Attribute format ;
OctetString

Enter the attribute value in:
% Sting

" Hexadecimal

[0l

QK Cancel

The RADIUS attributes to send to authenticated users have now been configured.

Mew Network Policy

Configure Settings
* NPS applies settings to the connection request if all of the network policy conditions and constraints forthe

are matched.

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Attributes = To send additional attributes to RADIUS clients, select a RADIUS standard attribute, and
then click Edit. f you do not configure an attribute, it is not sent to RADIUS clients. See ‘i
. your RADIUS client documentation for required attibutes.
Vendor Specific i'
Network Access
Protection b
B, NAP Enforcement Afributes:
Mame | Value | ;
j8l Extended Stat
P Eden © Turne-Type Virtual LANs (VLAN)
Routing and Remote Tunnel-Medium-Type 802 {includes all 802 media plus Ethemet canonical for... ]
Access an
—_— Tunnel-Pvt-Group-1D 20 1
@ Multilink and ¢
Bandwidth Allocation
Protocol (BAP) 1
% IP Filters
} — 1
% Encryption Add... I Edit.. Remove E
4
IP Settings LI o

m Click through the remaining window of the Wizard, and the Network Policy will be added to the Network Policy Server

With three Network Policies in place — one for Accountants (allocating VLAN ID 10), one for Engineers (allocating VLAN ID 20) and one for
Marketers (allocating VLAN ID 30), the Network Policy Server is now ready to authenticate 802.1x supplicants on the LAN.
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Setting up Client PCs to perform 802.1x authentication

There are two steps to setting up the Client PCs:
m Join the PCs to the Domain

m Configure the PCs as 802.1x supplicants
Joining the PCs to the domain

This process requires the Client PC to have IP connectivity to the server running Active Directory. Given that the PC is not vet fully
configured for 802.1x authentication, this connectivity cannot be provided by an authenticating port on one of the access switches.
This process needs to be carried out by connecting the PC to a non-authenticating port somewhere in the network, prior to the
deployment of the PC.

m Open Control Panel > System Properties. In the System Properties window, select the Computer Name tab.

m Click Network ID, to start up the Network Identification Wizard.

Advanced | Automatic Updates I Remote I
General Computer Name | Hardware |

Network Identification Wizard
Welcome to the Network
. Identification Wizard

This wizard helps you connect your computer to a
network,

:‘l Windows uses the following information to identify your compter
- on the netwark.

Computer description: I

For example: 'Kitchen Computer' or M ary's
Computer”.

Full computer name: Client2

Cromai; To continue, click Mext,

To use the Network |dentification wizard to join a ‘ Metwork 1D [)

domain and create a local user account, click Netwark
[o

To rename this computer ar join & domain, click Change Change... |

= Back I Mext = I Cancel

] | Cancel | Al

m Click Next to open the Connecting to the Network window.
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m In this window, select This computer is part of a business networlk, ...

Metwork Identification Wizard

Connecting to the Network
How do wou use this computer?

Select the option that best describes your computer:

% This computer is part of a business network, and I use it ko connect ko okher
computers at work

" This computer is for home use and is not part of a business netwark

< Back I hexk = I Cancel

m Click Next.

m In the next window, choose My company uses a network with a domain.

Network Identification Wizard

Connecting to the Network
what kind of network do you use?

Select the option that best describes vour company network:

% My company uses a netwark with a domain

" My company uses a nebwork without a domain

< Back I Mext = I Cancel

m Click Next.
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m In the next window, enter the User name and Password of the user under which you are logged into the client PC. And
specify the name of the Domain you are wishing for the PC to join.

Network Identification Wizard
User Account and Domain Information
A user account gives you access to files and resources on a network,
Type your Windows user account and damain infarmation. IF vou do nok have this
information, ask your netwark administrator.
Lser narne: I Engineer0l
Password: I (IITTITTIT Y]
Domain: | HEWFOREST
< Back I Mext = I Cancel
m Click Next.

The PC will then proceed to register with the domain, and prompt you to reboot in order to complete the process.
Configuring the PC as an 802.1x supplicant

To set up a PC to operate as an 802.1x supplicant, you need to configure the properties of the NIC card via which it connects to
the network.

m Open the Properties window of the NIC card in question.

m Click on the Authentication tab in the Properties window box.

m Tick the check box labelled Enable IEEE 802.1X authentication.

m In the Choose a network authentication method combo box, select Protected EAP (PEAP).

m Click Settings... to open the Protected EAP Properties window.

L Test LAN Properties e |

General  Authentication | Advanced I

Select thiz option to provide authenbicated network. access for
thiz Ether

v Enable [EEE 80213 authentication

ization method:
j Sethings. . |

r Cache uger infarmation for zubzeguent connections
to this network,

| Pratected EAP [PEAR)

Ok I Cancel
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m In this window, untick the check box beside Validate Server Certificate (we will discuss the validation of the server certificate later; when
considering certificate-based authentication).

m In the Select Authentication Method combo box, choose Secured Pasword (EAP-MSCHAP v2).
m Click Configure...beside that Combo box. In the resulting EAP MSCHAPv2 Properties window, ensure that the check box is ticked.

EAP MSCHAPY2 Properkies El

Wwhen connecting:

v Avtamatically uze my Windows logon name and
pazzword [and domain if any).

k. Canhce

With this check box ticked, the PC will not need any user intervention in order to carry out 802.1x authentication. If the check box is not ticked,
the PC will open a window asking for a username/password every time it needs to perform 802.1 x authentications. This is a particular problem
at the time when the PC is logging into the network. It cannot log into the network until the network connection has been authenticated, but if it
needs user input to authenticate the connection, it cannot proceed at login time, as the request for user input cannot be popped up at login time.

m Click OK on all the open windows, and the configuration is complete.
Performing 802.1x authentication

With the switch, server, and the client PC all configured as described above, 802.1x authentication should now proceed successfully. As the PC
connects to the switch, the switch will request 802. 1x authentication credentials from the PC by EAPOL, and pass them through to the NPS
server by RADIUS. If the credentials match a username/password (in an appropriate Group) stored in the Active Directory user database, then
the NIPS server will indicate that the user is accepted, via a RADIUS accept message. The RADIUS accept message will also include the attributes
(configured on the NPS Network Policy) that inform the switch which VLAN ID to dynamically configure on the port where the client PC has
connected.

The switches provide commands that enable you to see that authentication has succeeded.

On the x600, the command is show dotlx supplicant interface <port name> which provides output like:

Triple-Auth#show dotlx supplicant int portl.0.13
Interface portl.0.13
authenticationMethod: dotlx
totalSupplicantNum: 1
authorizedSupplicantNum: 1
macBasedAuthenticationSupplicantNum: O
dotlixAuthenticationSupplicantNum: 1
WebBasedAuthenticationSupplicantNum: 0O
otherAuthenticationSupplicantNum: 0O

Supplicant name: Engineer0Ol

Supplicant address: 0002.b363.319F
authenticationMethod: 802.1X
portStatus: Authorized - currentld: 9
abort:F fail:F start:F timeout:F success:T
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount: 0 - rxRespld: O
PAE: quietPeriod: 60 - maxReauthReq: 2
BE: state: Idle - reqCount: O - idFromServer: 8
CD: adminControlledDirections: both - operControlledDirections: both
CD: bridgeDetected: false
KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false
dynamicVlanld: 20
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Also the command show VLAN <VID> will show that the supplicant’s port has been dynamically added to the correct VLAN.

Triple-Auth#show vlan 20

VLAN ID Name Type State Member ports
(u)-Untagged, (t)-Tagged

20 Engineering STATIC ACTIVE portl.0.13(u)

On the 8000S, the commands are show dotlx ethernet<port name> and show vlan

console# show dotlx ethernet 1/el

802.1x is enabled

Admin Oper Reauth Reauth Username
Port Mode Mode Control Period
1/el Auto Authorized Disabled 3600 NEWFOREST\Engineer01
Quiet period: 60 Seconds
Tx period: 30 Seconds
Max req: 2
Supplicant timeout: 30 Seconds
Server timeout: 30 Seconds
Session Time (HH:MM:SS): 00:00:27
MAC Address: 00:02:b3:63:31:9F
Authentication Method: Remote
Termination Cause: Not terminated yet

Authenticator State Machine
State: AUTHENTICATED

Backend State Machine

State: IDLE
Authentication success: 11
Authentication fails: 7

console# sh vlan

Vlan Name Ports Type Authorization

1 1 1/e(2-5,7-48),1/9(1-4), other Required
2/e(1-48),2/9(1-4),
3/e(1-48),3/9(1-4),
4/e(1-48),4/9(1-4),
5/e(1-48),5/9(1-4),
6/e(1-48),6/9(1-4),ch(1-8)

2 2 1/e(23-24) permanent Required
10 10 1/e(23-24) permanent Required
20 20 1/e(1,23-24) permanent Required
30 30 1/e(23-24) permanent Required
40 40 1/e(23-24) permanent Required
50 50 1/e(23-24) permanent Required
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802.1x Authentication with Certificates

Up until now, we have considered authentication using Username and Password. However, even more secure authentication can be achieved using
digital certificates.

To enable the authentication to be carried out using certificates, three steps need to be carried out:
m The users on the network need to obtain certificates.
m The 802.1x configuration on the end devices needs to be changed to use cetificate authentication.

m The Network Policies on the Network Policy Server need to be altered to accept certificate authentication.

Configuring Policies on the Network Policy Server to use certificates
The Network Policies defined within the Network Policy server need to be edited to accept authentication by Certificates.
In the example below, we will edit the Accountants Network Policy.

In the Server Manager window, right-click on the policy, and choose Properties.

“ Metwork policies allow you to designate who is authorized to

connect to the networl and the ci 1 they
can or cannot connect. Move Up
Mowe Down
Disable
Delete Enable
Rename Enable:
J.T’ 802 1x (Wired) For Enaineers Duplicate Palicy Enable T
! Properties 4

Conditions - I the following conditions are met:

| B

Condition | Value
User Groups  NEWFORES T Accountants

Settings - Then the following settings are applied:

Setting | Value —
BExtensible Authentication Protocol Configuration  Corfigured
Ignore User Dial-In Properties True

Arrese Pemissinn (Srart frreae i
4| | »

Allied Telesis Page 41 www.alliedtelesis.com



ALLIED TELESIS SOLUTIONS

m In the Properties window, open the Constraints tab.

m Select Authentication Methods

m In the EAP Types list, select Microsoft: Protected EAP (PEAP) and click Edit...

802.1X (Wired) For Accountants Properties i =

.Ovemewl Condttions ~ Constraints ISettings'

Configure the constraints for this network policy.
If 2ll constraints are not matched by the connection request, network access is denied.

Constraints:

Constrainis i i

—_— Allow access only to those clients that authenticate with the specified methods

& Authentication Methods

:[h ldle Timeout EAP types are negotiated between NPS and the client in the order in which they are
i, Session Timeout s
3 . EAP Types:

[5] Called Station 1D -

Microsoft: Protected EAF (PEAF) fove iz

B Day and fime restrictions
T NAS Port Type e Do
4| | H

Add.. ' Edi... ’ Remove |

Less secure amhmnmethnds'
¥ Microsoft Encrypted Authentication version 2 {MS-CHAP-vZ)
¥ User can change password after it has expired
¥ Microsoft Encrypted Authertication (MS-CHAP)
¥ User can change password after it has expired
[T Encrypted authentication (CHAP)
™ Unencrypted authertication (PAP, SPAP)
™ Allow clients to connect without negotiating an authentication method
[T Perform machine health check only

The Edit Protected EAP Properties window opens.

m Click Add and choose Smart Card or other certificates from the EAP Types list.

m Then, move this option to the top of the list using the Move Up button.

Note that the Certificate issued listed in the upper half of this window is the Server Certificate that has been issued to this

server, NPS|.NewForest.Com.

Edit Protected EAP Properties _

x|

Select the certificate the server should use to prove its identity to the dient.
A certificate thatis configured for Protected EAP in Connection Request
Policy will override this certificate,

Friendly name:
Issuer: MewForest2003

Expiration date: 432010 9:07:50 PM

Certificate issued NPS 1.NewForest, Com -

[ Enable Fast Reconnect
[" Dizconnect Clients without Cryptobinding
Eap Types

Move D

Smart Card or other certificate
Secured password (EAP-MSCHAP v2)

Move Down

Fld Edit Remaove | oK I Cancel

il
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For flexibility, you can leave the option Secured password (EAP-MSCHAP v2) in the list, as that will enable the Connection Request Policy to accept
connections from client PCs using Certificates or from client PCs using username/password. However; if you want to enforce a policy whereby
client PCs *must* use certificates, then remove the Secured password (EAP-MSCHAP v2) option from the Eap Types list.

Setting up the client PC to perform Certificate Authentication

There are three steps required to set up the client PCs to perform Certificate Authentication
m Obtain user certificates
m Download the Certificate Authority server's Root certificate

m Set up the NIC card to perform authentication by certificate

Obtain user certificates
All users who will use the PC need certificates that can be used for authentication.
To obtain a user certificate from the Certificate Authority:

m Open the console on the client PC (by running mmc). Add the Certificates Snap-in to the console. Select Certificates — Current User >
Personal, right-click and select All Tasks > Request New Certificate...

i Consolel

File  Action Wiew Favorites  ‘Window  Help

- [mB @

[:I Console Rook Mame

E‘@ Certificates - Current User | EP Certificates - Current User
e

[ Trusked

Find Certificates. .. l

Find Certificates.. .

[0 Active D e YWindaw fram Here Request Mew Certificate, .,
Trusted Impatt.,.
Untruske  Refresh

(2 Third-Pa Help

[ Trusted

[-(L] Certificate Enrallment R

I Bl

|Request a new certificate From a certification authority (CAYin your domain
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This will open the Certificate Request Wizard:

ate Request Wizard

Welcome to the Certificate
Request Wizard

This wizard helps wou request & new certificate from a
certification authority (CA) in wour domain.

& certificate, which is issued by a certification authority,
is a confirmation of wour identity and contains
information used to pratect data or bo establish secure
network connections,

A private key is the secret half of a public and private
key pair associated with a certificate, Itis used to
digitally sign or decrypt data encrypted with the
corresponding public ke,

To continue, click Mext,

= Back I Mexk = I Cancel

m Click Next > to open the Certificate Types window.

m In this window, choose User.

Certificate Reguest Wizard i ﬂ

Certificate Types

A certificate bvpe contains preset properties for certificates.

Select & certificate bype For wour request, ¥ou can access only certificate bypes that
wou have permissions For and that are available From a trusted Ca,

Certificate bypes:

[~ advanced

To select a cryptographic service provider and a Ca, select Advanced,

< Back I Mexk = I Cancel
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m Click Next > to open the Certificate Friendly Name and Description window.

m Type in an appropriate Friendly Name and Description:

Certificate Request Wizard ] ﬂ

Certificate Friendly Name and Description
‘fou can provide a name and description that help waou quickly identify a specific
certificate.

Type a friendly name and description for the new certificate.

Friendly name:

Engineer Cett

Description:
Certiuficate for authentication

< Back I Mext = I Cance|

m Click through the remaining windows of the wizard, the certificate will be created and installed.

Download the Certificate Authority server’s Root certificate

This step is only necessary if you wish to enable the option whereby the Client PC validates the server's certificate (this is described below in the
section “Set up the NIC card to perform authentication by certificate” (page 49)). It is advisable to enable this option, as it increases the security of
the overall solution with very little overhead.

The reason that the Certificate Authority's certificate is required for this option is that the NPS server was issued its certificate by the Certificate

Authority. In order for the client PC to validate the server's certificate, it must trust the entity that issued the certificate. One way to enable the
client PC to trust the Certificate Authority is for the client PC to have a copy of the Certificate Authority's own root certificate.
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Probably the most convenient way to obtain the Certificate Authority's root certificate is to use the Certificate Authority's Web

interface.

m On the client PC, browse to http:/<certificate authority’s IP address>/certsrv

You will be challenged for a username and password to log into the certificate server. Provide the same username and password as
you are currently logged into the client PC with. Note that you may need to prefix the username with the name of the windows

domain (NewForest\ in this case).

* Internet Explorer cannot display the webpage - Windows Internet Explorer

N T
LS A |g http://192.168.2.253 certsry j |"_Q| |£| ILive Search
1} he (;}Cunnecting... | | @ < - @ < QP

Connect to 192.168.2.253

| Inter Iﬁa?\& page ]
Most |
« | Connecting ko 192,168.2,253,
.
L 3 )
o User name Iﬂ MNewForestiEngineerdl J J
Password: Iouuuu
What [~ Remember my password 1
® Di
@ M oK I Cancel 4

ot Y s Ittt BRIt (e A

m Having logged in, you will be presented with the opening page of the certificate server: In this page, click on the link Download

a CA certificate, certificate chain, or CRL.

/= Microsoft Certificate Services - Windows Internet Explorer =10l x|

j |£| ‘El ILiVE Search |4Q "
w oo @M\crosuft Certificate Services | | @ = K @ = gpage = @TUU\S -7
=

Microsoft Certificate - NewForest2003

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a
certificate, you can verify your identity to people you communicate with over the Web, sign and encrypt
messages, and, depending upon the type of certificate you request, perform other security tasks.

You can also use this Web site to download a certificate autharity (CA) certificate, certificate chain, or
certificate revocation list (CRL), or to view the status of a pending request.

For more information about Certificate Services, see Cerfificate Services Documentation.

Select a task:
Request a certificate
Vi

Download a CA certificate, cerlificate chain, or CRL

-]

[http:ii192. 168.2, 253 certsrvfcertraus 2sp [T T [ [ [@mntemnst [#100% - 4

That will take you to the Download a CA certificate, certificate chain or CRL page.
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m Click the link Download CA certificate

/= Microsoft Cer| te Services - Windows Internet Explorer - | a 5[
5\;_;' - |g, http:f{192,168.2, 253/ certsrv/certcarc.asp j |E‘ |z‘ ILIVE Search |P "
W (& Wicrosoft Certificate Services | | fa - o e v o Page v (0 Tools +

El
rtificate Serv

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this certification authority, install this CA cerfificate chain

To download a CA certificate, certificate chain, or CRL, select the certificate and encoding method.

CA certificate:

Current [MewForest2003

Encoding method:

0
Download latest base CRL
Download latest delta CRL

[pere [T [ @ mkemet [®00% -

m You will then be offered the opportunity to open or save the certificate. Choose to Save it.

i i =1o] =]
@’E} - |g http://192.168.2. 253/ certsry/certcarc.asp j \21 | £| Ilee Search |£ lj
W & Wicrosoft Certificate Services | | ﬁ i W @ i E}'Page i @Tools .7

Microsoft Certificate Senvices

Download a CA Certificate, Certificate Chain, or CRL

To trust certificates issued from this cerfification authority, install this CA cerfificate chain.

To download a CA certificate, cerificate chain, or CRL, select the cerificate and encoding method.

CA certficate: X

Current [NewF Do you want to open or save this file?

Mame: certhew.cer
=X Type: Security Certificate, 1.16KE
From: 192.168.2.253

Encoding method: o

& DER Open ‘ Save , Cancel I

¢ Base 64 S —

Download CA certificate

Download CA cerificate chain - “While files from the Internet can be uzetul, this file type can

@ potentially harm pour computer. If you do not trust the source, do not
Download latest base CRL open of save this software. What's the risk?
Download latest delta CRL

7|
‘Dnna

El

[T T T 1T T @ kenet *,100%

T 4

m Click Yes on the next question.

Potential Scripting ¥iolation

computer and gain access ta your data.

Do you want this program to add the certificates now? Click Yes if wou trust this Web site, Otherwise, click Mo,

Yes | Mo I

This Web site is adding one or more certificates to this computer. Allowing an untrusted Web site to update wour certificates is a
! security risk, The \Web site could install certificates ywou do not krust, which could allow programs that you do not Erusk o run on this
L]
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The Certificate will then be saved, and you will be able to view it under Trusted Root Certificates in the Certificates snap-in of
the Windows Console.

File  Action VWiew Favorites  Window  Help
= (DM $RXER 2E
! =]
D Console Root Issued To I Issued By / | Expiration Date | ;I
E‘@ Certificates - Current User | [Eetiock Expressz (Class C) Tanusi,.. MetLock Expressz (Class C) Tanusitv,,.  21/02/2019
E‘D Persanal ElnetLack Kozjegyzoi (Class &) Tan...  MetLock Kozjegyzoi (Class &) Tanusit,,.  20f02/2019
(1 Certficates | Enetiock Minositett Koziegyzoi (Cla... MetLock Minositett Kozjegyzoi (Class...  15(12/2022
= D Trusted R.oot Certificat [ElnetLock Uzleti (Class B) Tanusitva,.. MetlLock Uzleti {Class B) Tanusitvany,.,  21f02/2019
Da CerF\Flcates [Enetwork Solutions Certificate Aut...  MNetwork Solutions Certificate Authority 1012030
Sl:l IEntterp”:.e tTrUCSt icati [ElnewForestz003 NewForest2003 8/04/2014
ntermediate Certificati =
F-(_1] Active Directary User C e g Certificate ﬂﬂ
-3 Trusted Publishers Eno Las i
= EoistEw | General Details |Certificati0n Path I
F-[_1] Untrusted Certificates
(-2 Third-Party Roat Certif P?St-TrL —
- Trusted People Elerimary
[-(_1] Other Peaple EPTT Post = | o |d
{22 Certificate Enraliment F | EJPublic he 2d_ ae
Elouovadi | =serial number 4929 d4 fd 30 77 84 97 4d te..,
Qroadi Esignature algorithm shalR34
Ouovadi Elssuer MewForest2003, NewForest, ...
4 | | _>| 4 I E\n‘alid from Wednesday, § April 2009 3:16...
[Fvalid ta Tuesday, 8 April 2014 3:26:02...
ESubject MewForest2003, NewForest, ...
Elpublic key RS54 (2043 Bits)
Certificate Template Mame CA ﬂ
ey o ke e
—Mw_rﬂ— el B
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Set up the NIC card to perform authentication by certificate

m Open the Properties window for the NIC card in question.
m Click on the Authentication tab.

The settings described earlier in the section Configuring the PC as an 802.1x supplicant (page 38) will be displayed as shown below:

_L_ Test LAM Properties e P

General Authentication | Advanced I

Select thiz option to provide authenticated network, access for
thiz Ethernet adapter.

¥ Enable [EEE 802.1% authentication

Choose a netwark, authentication method:

| Protected EAP (PEAF) -] Settings...

Cache uger information for subzequent connections
to this netwark,

(] I Cancel

m Click on the Settings... button beside Protected EAP (PEAP). This will open the Protected EAP Properties window.
In this window
m Tick the Validate Server Certificate check box

m In the Trusted Root Certification Authorities ListBox, scroll down until you find the name of your Windows domain’s Certificate Authority
Server (in this case NewForest2003). This Certificate Authority will appear in the list only if you have carried out the process described above
in Download the Certificate Authority server’s Root certificate. Tick the Check box beside this Certificate Authority.

m In the Select Authentication Method combo box, choose Smart Card or Other Certificate
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Protected EAP Properties 2]

When connecting:

—Iv Walidate server certificate

[ Connect ko these servers:

Trusted Rook Certification Authorities:

O metLock Uzleti {Class B) Tanusitvanykiado ;l
igns Cettificate Autharity

~
MewForest2003

O 2ISTE Wisekey Global Root GA Ca
O Post. Trust Root Ca

O Frimary Uity Rook CA =
1 | »

[ Donat prompt user ko aukhorize new servers or brusted
certification authorities,

Select Authentication Method:

(¢ ISmart Card or other Certificate ) j Configure... |

" Enahle Fast Reconnect
" Enable Quarantine checks

[ Disconnect if server does nat present cryprobinding TLY

Ok Cancel
m Click Configure...
Smart Card or other Certificate Properties 2lx|

—when connecting:

" Use my smart card
" se a certificate on this computer
v Use simple certificate selection [Fecommended]

—Iv “alidate server certificate

™ Connect to these servers:

Trusted oot Certification Authorities:

O Microsoft Foot Certificate Autharity ;I
O MPHPT Certification sutharity

O WetLock Expressz [Class C] T anusitvanykiado

O HetLock Kozjegyzoi [Class &) Tanusitvanykiado

O HetLock Minositett Koziegyzoi (Class G4) Tarnusitbvanykiads —
O Metlock Uzleti [Class B) Tamusiteanpkiado

O Metwork Solutions Cetificate Autharity

MewForest2003 -
4| | »
Wiew Certificate I

™ Use a different user name for the connection

Ok | Cancel |

m In the Smart Card or other Certificate Properties window select:
- Use a certificate on this computer
- Use simple certificate selection

- Validate server certificate

Once again, tick the check box beside the CA of your Windows domain in the list of Trusted CAs. (NewForest2003, in our
example).

m Click OK on all the open windows, and the PC will now be ready to perform 802.1x authentication using Certificates.
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Certificate-based authentication will now proceed when the client PC is attached to an authenticating port on one of the access switches. Note
that if the PC has enrolled more than one user certificate, it will not be able to automatically choose which certificate to use, but will require user
intervention to choose a certificate.

As the PC is connected to the switch, a message bubble stating Additional information required to connect to the network will appear.

L) Additional information is required to connect to the network IE

lick. ko provide additional information and conneck

‘[?J&a'@u‘&_] F N 356 porm,

m Click on the bubble, and you will be able to choose the desired certificate from a combo box that lists all the user certificates currently
enrolled on the PC.

Select Certificate 7| x|

Uzer name on certificate:

E ngineer0 @k ewForest. Com j
Accountant0] &M ewForest. Comn

E ngineerl] @M ewForest. Com
Adrninistraton@h ewForest. Com

T=ZTIET, =300 ) (=53 P
E =piration date: 9/04/2010 9:06: 37 a.m.
Ok, Cancel YWiew Certificate

This actually can cause a bit of a problem at login time. As the PC boots up and tries to log into the network, it cannot automatically choose which
certificate to use in its 802.1x authentication. Given that user intervention to choose which certificate to use is not possible at login time, the
802.x authentication fails, and the PC does not log into the domain. Subsequent disabling and re-enabling of the NIC card is required, after the
user has access to the desktop, in order to perform successful authentication (with user intervention to select the certificate). So, unless multiple
users will use a given PC, it is recommended to store no more than one user certificate on the PC at any time.
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Verifying the authentication from the switch command-line

The x600 switch is able to extract the supplicant name from the Certificate Authentication process, and will display it in response
to the show dotlx supplicant command. It will likely display the name as an email address in the form <supplicant name>@
domain-name>

Interface portl.0.13

authenticationMethod: dotlx

totalSupplicantNum: 1

authorizedSupplicantNum: 1
macBasedAuthenticationSupplicantNum: O
dotlixAuthenticationSupplicantNum: 1
WebBasedAuthenticationSupplicantNum: O
otherAuthenticationSupplicantNum: O

Supplicant name: EngineerOl@NewForest.Com

Supplicant address: 0002.b363.319F
authenticationMethod: 802.1X
portStatus: Authorized - currentld: 22
abort:F fail:F start:F timeout:F success:T
PAE: state: Authenticated - portMode: Auto
PAE: reAuthCount: 0 - rxRespld: O
PAE: quietPeriod: 60 - maxReauthReq: 2
BE: state: Idle - reqCount: 0O - idFromServer: 21
CD: adminControlledDirections: both - operControlledDirections: both
CD: bridgeDetected: false
KR: rxKey: false
KT: keyAvailable: false - keyTxEnabled: false
dynamicVlanld: 20

Multiple supplicants on the same x600 port, assigned to different VLANSs

The x600 switch supports the ability to assign different VLAN IDs to different supplicants downstream of the same port. If an EAP-
forwarding L2 switch or hub is connected to an authenticating port of the x600 switch, and multiple client devices are connected to
that L2 switch or hub, then those client devices can each be separately authenticated, provided the authenticating port of the x600
has been configured with:

(config-if)# auth host-mode multi-supplicant
If the x600 port is also configured with the command
(config-if)#auth dynamic-vlan-creation type multi

then it will not only authenticate multiple devices downstream of the same port, but it will dynamically allocate them to different
VLANS if the RADIUS server sends back different VIDs for different supplicants.

If two supplicant devices are attached downstream of the same port, and one is authenticated with credentials for a user in the
Accountants group, and one is authenticated with credentials for a user in the Engineers group, then the port will report two
separate supplicants, allocated different VLAN [Ds.

show dotlx supplicant interface portl.0.13
Interface portl.0.13
authenticationMethod: dotlx

Supplicant name: NEWFOREST\AccountantOl

Supplicant address: 000e.2e5f.a7fc
authenticationMethod: 802.1X
portStatus: Authorized - currentld: 9
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dynamicVlanld: 10

Supplicant name: NEWFOREST\EngineerOl

Supplicant address: 0002.b363.319F

authenticationMethod: 802.1X

portStatus: Authorized - currentld: 9

dynamicVlanld: 20

The authenticating port will appear as an untagged port in both VLAN 10 and VLAN 20:

show vlan 10

VLAN ID Name Type State Member ports
(u)-Untagged, (t)-Tagged
10 Accounting STATIC ACTIVE portl.0.11(u) portl.0.13(u)

show vlan 20

VLAN ID Name Type State Member ports
(u)-Untagged, (t)-Tagged
20 Engineering STATIC ACTIVE portl.0.13(u)

In effect, the x600 is treating this port as being a MAC-based member of VLANs |0 and 20. This is illustrated by looking at the hardware VLAN
table. The switch is associating packets from MAC address 0002.b363.319f, arriving into portl.0.13, as belonging to VLAN 20, and packets from
MAC address 000e.2e5f.a7fc arriving into portl.0.13, as belonging to VLAN 0.

show platform table vlan

[Instance 1.0]
VLAN table

Mac Based Vlan Information:
Index Mac Vid Prio

212 0002.b363.319F 20 0
996 000e.2e5f.a7fc 10 0

Similarly, the ARP table shows the ARP entries for the IP addresses of the two hosts as being associated with different VLANS.

Show arp

IP Address MAC Address
192.168.2.253 00e0.1867.c69a
192.168.2.254 000b.6af0.35f4
192.168.10.20 000e.2e5fF.a7fc
192.168.20.20 0002.b363.319F
Allied Telesis

Interface
vian2
vian2
vlanl0
vian20

Port
portl.0.4
portl.0.23
portl.0.13
portl.0.13
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Setting up MAC-based authentication

The way that MAC-based authentication works is that when the supplicant device starts sending packets, the Authenticating switch will extract the
source MAC address from the packets, and send a RADIUS request that uses this MAC address as the username and password in the request.

The RADIUS server needs to be configured with a User whose username and password are both the MAC address of this device that is to be
authenticated.

By default, Microsoft Windows servers enforce strong password requirements that actually disallow having a username and password that are both
equal to a MAC-address string.

This strict password requirement can be disabled on the servers, but Microsoft warns against disabling it, as this undermines the security of the
network.

A convenient solution to this problem is to use the x900 VCStack as the RADIUS server for the MAC-based authentication. Whilst it is a little
inconvenient to use a separate RADIUS server for the MAC-based authentication, it is distinctly preferable to disabling the strong password
requirement on the Windows servers.

Also, the configuration of the RADIUS server feature on the x900 is simple, and the configuration will likely not need to be changed often, as
printers and scanners tend to stay in place for long periods once installed.

There is one other matter that needs to be considered in relation to MAC-based authentication — namely that the 8000S and x600 operate slightly
differently in two ways:

(i) The RADIUS requests, that the 8000S creates for MAC-authentication, uses a username and password that contain only the hex digits of the
supplicant device. The RADIUS requests that the x600 creates for MAC-authentication, uses a username and password that contain pairs
of hex digits separated by dashes. So, for a supplicant with MAC address 0002.4e2a.80b4, the usernames/passwords in the RADIUS requests
created by these two switch models would be:

8000S : username = 00024e2a80b4  password = 00024e2a80b4
x600 : username = 00-02-4e-2a-80-b4  password = 00-02-4e-2a-80-b4

(i) The x600 can be configured with different RADIUS servers for 802.1x and MAC-based authentication, whereas the 8000S must use the
same RADIUS server for both types of authentication.

The solution to difference (i) above, is simple: two entries need to be created in the RADIUS database for any device that might need to be MAC
authenticated.

The solution to difference (i) above is a little more involved. Given that the 8000S must use the Windows 2008 server for its 802. 1 x authentication,
it must also send its MAC authentication requests to that same server. The solution is to configure the Windows 2008 server as a proxy RADIUS
server for the MAC-based authentication requests, so that it forwards those on to the core VCStack that is acting as the RADIUS server for MAC
authentication.

The configuration of RADIUS proxy on the Network Policy Server is described below, but first let us look at the RADIUS configuration required on
the VCStack:

radius-server local
Enable the local RADIUS server server enable

Configure the x600 as a client nas 192.168.2.10 key MAC-AUTH

The Windows 2008 will proxy requests to this server, so it also
needs to be configured as a client of this server nas 192.168.2.254 key MAC-AUTH

group accountingPeripherals

vlan 10
Create groups that define the VLAN-IDs that will be allocated to group engineeringPeripherals
devices that belong to different departments vlan 20
group marketingPeripherals
vlan 30
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Create 2 entries for each device that needs to be authenticated

user 00-02-b3-63-31-9f password 00-02-b3-63-31-9f group engineeringPeripherals
user 0002b363319f password 0002b3633 19f group engineeringPeripherals
user 00-00-65-a3-83-e4 password 00-00-65-a3-83-e4 group accountingPeripherals
user 000065a383e4 password 000065a383e4 group accountingPeripherals
user 00-40-dd-9e-e|-b7 password 00-40-dd-%e-e|-b7 group accountingPeripherals
user 0040dd9ee b7 password 0040dd9ee |b7 group accountingPeripherals

Configuring the Network Policy server to Proxy MAC-based RADIUS requests to the
VCStack RADIUS server

The key to configuring RADIUS proxy on the Network Policy server is to create a new Connection Request Policy.

® In the main menu of the Windows 2008 server, choose Administrative Tools > Network Policy Server, to open the Network Policy
Server manager.

m In the left-hand pane of the Network Policy Server manager, expand the Policies section, then right-click on Connection Request
Policies and choose New.

m This will open the New Connection Request Policy wizard. In the opening window of the wizard, type in a Policy name:

New Connection Request Policy i x|

Specify Connection Request Policy Name and Connection Type
]
* You can specify a name for your connection request policy and thetype of connections to which the policy is

applied.

Policy name:
MAC-Auth RADIUS

r~ Network connection method

Select the tvpe of network access serverthat sends the connection request to NPS. You can select ether the network access server
type or Vendor specific,

' Type of network access server:
I Unspecified j

" Vendor specific:

Frevious | Next I Einigh Cancel

m Click Next to move to the Specify Conditions window.
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m In this window, click Add... to open up the Select condition window.

m Within the Select condition window, select User Name, and click Add...

Mew Connection Reguest Policy ll

Specify Conditions
L}
A Specify the conditions that determine whether this connection request policy is evaluated for a connection request.

A minimum of one condition is required.

Select condition x|

Select a condition, and then click Add.
HCAP

|»

Location

:Jid The HCAF Location Groups condition specifies the Host Credential Authorization Protocol (HCAP) location groups
required to match this policy. The HCAP pi | is used for icati NPS and some third party _
network access servers (NASs). See your NAS documentation before using this condition.

The user name that is used by the access client in the RADIUS message. This atiribute is a character string that
typically contains a rezlm name and a user account name.

Connection

-ru" Access Client IPv4 Address
Eé"_ﬁ The Access Client IPv4 Address condition specifies the |Pv4 address of the Access Client that is requesting access
~&= from the RADIUS client.

’ r_u" Access Client IPv6 Address
pr~ Ths ien 5

Cre ] o

m For the User Name, specify the Regular Expression that represents |2 hex digits — [0-9a-fA-F]{12}. This will match any MAC

address in the form that they are sent in MAC-Authentication RADIUS requests from the 8000S:

Userbame x|

Specify the user name of the access reguest message. You can use pattem
matching synta.

(-9afAfH12}

il Cancel

m Click OK in the User Name window, and close the Select condition window.
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m Click Next in the Specify Conditions window, to move on to the Specify Connection Request Forwarding window:

Mew Connection Request Policy I 1[

; ! Specify Connection Request Forwarding

The connection request can be authenticated by the local server or it can be forwarded to RADIUS servers in a
remote RADIUS server group.

If the policy conditions match the connection request, these seftings are applied.
Settings:

Eorw“ardmg Specify whether connection requests are processed locally, are forwarded to remote
RADIUS servers for authentication, or are accepted without authentication.

‘ﬁ Accounting & Authenticate requests on this server

€ Forward requests to the following remote RADIUS server group for authentication:

<not configured = New...

" Accept users without validating credentials

Previos [[ Ned Erish | Carcel |

m In this window, click New... in order to define the RADIUS server to which the Network Policy Server will proxy-forward requests.

This opens the New Remote RADIUS Server Group window.

m In this window, type in a Group name (MAC-Auth Server in our example), and click Add... to add the details of the server.

Hew Remote RADIUS Server Group ) il

GEnoup name:
[MAC-Auth Server

RADIUS Servers:
BADIUS Server | Pririty | weight |

Edit...

Hemave

It
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m In the Address tab of the Add RADIUS Server window, enter the IP address of the VCStack.

Add RADIUS Server

m In the Authentication/Accounting tab, enter the Shared secret that the VCStack expects to receive from the Network
Policy Server (MAC-AUTH).

Add RADIUS Server
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m Then click OK twice to get back to the Specify Connection Request Forwarding window.

m [n this window, select Forward requests to the following remote RADIUS... and in the combo box below that, choose the RADIUS

group you have just defined (MAC-Auth Server):

New Connection Reguest Policy x|

The connection request can be authenticated by the local server or it can beforwarded to RADIUS servers in a
remote RADIUS server group.

g ! Specify Connection Request Forwarding

If the: policy conditions match the connection request, these settings are applied.

lﬁ Accounting

Settings:
Eom": " Specify whether connection requests are processed locally, are forwarded to remote
fe o S ADIUS servers for authentication, or are accepted without authentication.

L& R :
C & Forward requests to the following remate RADIUS server group for amh@
——
[MAC-Ath Server =l

€ Accept users without validating credentials

Prevous | Ned | Erish | Caneel |

m Click Next - through the rest of the windows in the wizard, and the new connection request policy is created.

m In the Network Policy Server manager, move this policy to the top of the list of Connection Request policies, to ensure that incoming
RADIUS requests are compared to this policy first. This is done by right clicking on an entry in the list of policies, and choosing Move Up or

Move Down in t

he resulting pop-up menu.

That will mean that MAC authentication requests will match this policy, and be proxy forwarded to the VCStack, and 802.1x requests (that do not
match the conditions of this policy) will fall through to the next policy, and be processed within the Network Policy Server itself.

“b Network Policy Server
File Action View Help

-loix|

= wE T

& 15 Local)

= [ RADIUS Clients and Servers
5 RADIUS Clients

[ Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers. For NAP VPN or 802.1X, you must configure PEAP authentication in

5 Remote RADIUS Server G
Bl [5] Policies
.j Connection Reguest Polic
[ Metwork Policies
[ Health Policies
B, Network Access Protection
B Accounting

—  connection request policy.
_mm————

U ispecified
Prspeciied

|»

Conditions - f the following conditions are met:

Condtion | Value |
User Name [0-afA-FH12}

Settings - Then the following settings are applied:

Setting | Value [

Authentication Provider Forwarding Request

Authentication Provider Mame  MAC-Auth Server _'LI
< B
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Creating MAC address entries in the Active Directory User database

The final step to enabling successful proxying of these RADIUS requests is to create entries in the Active Directory User database
for each of the MAC addresses that are to be authenticated. The Network Policy Server will not proxy forward the RADIUS
requests unless it can find the user name in the Active Directory User database.

At this point, it might seem we have gone around in a circle. The whole reason for moving the MAC authentication database off
to a different RADIUS database is that Active Directory would not accept users whose username and password were both a MAC
address. That is true, but the important difference is that in the case of the user entries we have to create to enable the Proxy
forwarding to work, the password is not constrained.You can use whatever string you like for the password — it will not be checked.
The Network Policy Server simply checks that the Active Directory User database contains a user whose name corresponds to

the name in the RADIUS request it is about to proxy forward. It does not check whether the password in the RADIUS request
matches the password in that Active Directory user entry.

Create a set of Active Directory User entries for the MAC addresses that are to be authenticated, and give the users whatever
password you like. It is advisable to add these entries to a user group to whom no privileges are granted.
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Appendix | — Setting up a DHCP server

In an environment where VLANs are dynamically allocated to user ports, it is very likely that the client PCs will be configured to obtain their IP

addresses by DHCEP rather than being set up with static IP addresses. Hence, the network will need a DHCP server.

There are two obvious choices of which device to use as the DHCP server — the core x900 VCStack, or the Windows 2008 server.

The sections below describe how to set up either of these choices as a DHCP serven

Setting up the x900 VCStack as a DHCP server

The first step is to enable the DHCP service. This uses a command in global configuration mode:

service dhcp-server

Then you need create a set of IP address Pools from which the server can allocate IP addresses to hosts in the various subnets in the LAN. An IP

address Pool is required for each subnet.

Each pool requires a:
® name

m definition of the subnet which it applies to

m definition of the range of addresses within that network that can be allocated to hosts

m lease time

m set of options (subnet mask, DNS server, gateway address, etc)

For the network in this example, the DHCP server will need to define eight pools:

m Two for Accountants (one for when connected in the private zone, and one for when connected in the public/private zone)

m Two for Engineers (one for when connected in the private zone, and one for when connected in the public/private zone)

m Two for Marketers (one for when connected in the private zone, and one for when connected in the public/private zone)

m One for Guests from Other offices

m One for External guests
The full configuration is:

service dhcp-server

ip dhcp pool Accounting-private
network 192.168.10.0 255.255.255.0
range 192.168.10.20 192.168.10.210
dns-server 192.168.2.254
default-router 192.168.10.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhcp pool Accounting-publicPrivate
network 192.168.110.0 255.255.255.0
range 192.168.110.20 192.168.110210
dns-server 192.168.2.254
default-router 192.168.110.10

lease 30 | |

subnet-mask 255.255.255.0
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ip dhcp pool Engineeering-private
network 192.168.20.0 255.255.255.0
range 192.1682020 192.168.20.210
dns-server 192.168.2.254
default-router 192.168.20.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhcp pool Engineeering-publicPrivate
network 192.168.120.0 255.255.255.0
range 192.168.120.20 192.168.120.210
dns-server 192.168.2.254
default-router 192.168.120.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhcp pool Marketing-private
network 192.168.30.0 255.255.255.0
range 192.168.30.20 192.168.30.210
dns-server 192.168.2.254
default-router 192.168.30.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhcp pool Marketing-publicPrivate
network 192.168.130.0 255.255.255.0
range 192.168.130.20 192.168.130.210
dns-server 192.168.2.254
default-router 192.168.130.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhep pool InternalVisitors
network 192.168.40.0 255.255.255.0
range 192.168.40.20 192.168.40.210
dns-server 192.168.2.254
default-router 192.168.40.10

lease 30 | |

subnet-mask 255.255.255.0

ip dhcp pool ExternalVisitors
network 192.168.50.0 255.255.255.0
range 192.168.50.20 192.168.50.210
dns-server 192.168.2.254
default-router 192.168.50.10

lease 30 | |

subnet-mask 255.255.255.0
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To set up the Windows 2008 server as the DHCP server

To install the DHCP server on the Windows 2008 server

m Right-click on Roles in the Server Manager, and choose Add Roles from the resulting menu.

m In the Add Roles Wizard select Server Roles and then select DHCP Server.

Add Roles Wizard N x|
ﬁ Select Server Roles
Befare You Begin Select one or more roles to install on this server,
Server Roles Roles: Description:
DHCP Server Dynamic Host Configuration Protocol
{DHCP) Server enables you to
Metwork Connection Bindings centrally configure, manage, and
i D Active Directory Federation Services provide temporary IP addresses and
9 [] Active Directory Lightweight Directory Services related information for client
IPv4 WINS Settings [] Active Directory Rights Management Services computers.
DHCP Scopes [] application Server
DHCP Server
DHCPv6 Stateless Mode DINS Serv
IPvE DNS Settings |:| Fax Server
Sgrarsn o [ File services
Network Policy
Confirmation [ Print Services
Progress [] Terminal services
[[] upbI services
Results Web Saru ed)
Server ed)
[ windows Deployment Services
More about server roles
< Previous I Mext > Install Cancel
m Click Next.

m In the Select Network Connection Bindings window, select the one or more interfaces of the server which will accept DHCP requests.

Add Roles Wizar

ﬁ Select Network Connection Bindings

x|

Before You Begin One or mare network connections having a static IP address were detected. Each network connection can
Server Roles be used to service DHCP dlients on a separate subnet.
DHCF Server Select the network connections that this DHCP server will use for serviding dients.
2 Network Connections:
B LAG Sitiige IP Address | Type |
IPv4 WINS Settings 192.168.2.25¢ IPv4
DHCP Scopes
DHCPV6 Stateless Mode
1Py DNS Settings
DHCP Server Authorization
Confirmation
Progress
Results
—Details
Name: Local Area Connection 2
Network Adapter: Intel(R) PRO/100 VE Network Connection
Physical Address: 00-0B-6A-F0-35F4
< Previous | Mext > I Instal Cancel
m Click Next.
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m In the next window, specify the Parent Domain, and the Preferred DNS Server IPv4 Address.

oles Wizard x|
ﬁ Specify IPv4 DNS Server Settings
Before You Begin
When dlients obtain an IP address from the DHCP server, they can be given DHCP options such as the IP
Server Roles addresses of DNS servers and the parent domain name. The settings you provide here will be applied to clients
DHCP Server using IPv4.
Network Connection Bindings Spedify the name of the parent domain that dients will use for name resolution. This domain will be used for all

scopes you create on this DHCP server,

IPv4 Dh

IPV4 WINS Settings Parent Domain:
|NewForesLCDm

DHCP Scopes

DHCPv6 Stateless Mode

Specify the IP addresses of the DNS servers that dlients will use for name resolution, These DNS servers will be
IPv6 DNS Settings used for all scopes you create on this DHCP server.

DHCP Server Authorization
Preferred DNS Server IPv4 Address:

Confirmation
[192.168.2.254 validate

Progress

Resuits

Alternate DNS Server IPv4 Address:

| Validzte

More about DNS server settings

< Previous | Mext > I instal| | Cancel I

m Click Next until you see the Add or Edit DHCP Scopes window. This is where the IP address pools (referred to as scopes
in Microsoft Windows) are created.

m Click Add... to add an address pool, and fill in the details of the pool.

W =l
m Add or Edit DHCP Scopes
Before You Begin A scope is the range of possible 1P addresses for a network. The DHCP server cannot distribute IP
S addresses to clients until a scope is created.
= Add Scope x|

e — [

Network Connection Bindine 5 scopeis arange of possible IPaddresses fora network. The DHCP server cannot

Pv4 DNS Settings distribute IP addresses to dients until ascopeis created, Edit.
TPv4 WINS Setbngs Delete I
Scope Name: [ Accounting Private
DHCPY6 Stateless Mode Starting 7 Address: J192.168.10.20
SRR Ending [P Address: |192. 168.10.210
DHCP Server Authorization
Subnet Mask: 255.255.255.0
Confirmation
Pritress Default Gateway {optional): [192.18.2.10
Results Subnet Type:

¥ Activate this =cope

o ] o

m Click OK.
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m Continue on to create all eight pools.

ﬂ Add or Edit DHCP Scopes
Before You Begin 4 scope is the range of possible IP addresses for a network, The DHCP server cannot distribute 1P
addresses to clents until 3 scope s created,
Server Roles
Scopes:
DHCP Server MName | 17 Acdress Range | Add.,
Network Connection Bindings Accounting Private 192.168.10,20 - 192,168.10.210
1Pv4 DNS Settings Engineering Private Edit
e e Marketing Private el
5 o DeletE
e Accounting Public/Private 192,168,110.20 - 192,166, 110,210 =
Engineers Public/Private 192.168.120.20 - 192,168.120.210
Marketing Public/Private 192.168,130,20 - 192,168,130.210
Visitors from other offices 192.168.140.20 - 192,163, 140.210
eI Scting External Visitors 182,165,150,20 - 192,168, 150,210
DHCP Server Authorization
Confirmation
Progress
Results
Properties
Add or select a scope to view its properties,
More about adding scopes
< Previous | Mext = | Insial | Cancel |

m Then, move on to specify the credentials for authorizing the DHCP server with Active Directory.

Authorize DHCP Server

Before You Begin Active Directory Domain Services (AD DS)stores alist of DHCP servers that are authorized to service
& 5 clients onthe network. Authorizing DHCP servers helps avoid accidental damage caused by running DHCP
erver Roles

servers with incorrect configurations or DHCP servers with correct configurations onthe wrong network.,

DHCP Server
Specify credentials to use forauthorizing this DHCP server in AD DS,
Metwork Connection Bindings
PVA DN setm o % Use current credentials
sk SR The credentials of the current user will be used to authorize this DHCP server in ADDS.
DHCP Scopes

User ame:  [NEWFOREST\administrator

DHCPyS Stateless Mode

uthorization
Confirmation
" Use alternate credentials
Progress g
s Specify domain administrator credentials for authorizing this DHCP server in AD DS.
25U

User Mame: I

" Skip authorization of this DHCP server in AD DS

/1 This DHCP server must be authorized in AD DS before it can service dients,

More about authorizing DHCP servers in AD DS

< Previous | Next > I Inets| | Cancel |

m From there, click through the rest of the windows in the wizard, and the DHCP server will be installed, and ready to service DHCP requests.
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Appendix 2 - Setting up the Windows 2008 Network Policy Server to authenticate
Management access to the switches

You will have seen in the configuration scripts of the switches, that the switches have been set up to use the Windows 2008 NPS server to
authenticate login sessions. To enable the NPS to authenticate these sessions, we need to create another Network Policy.

To create a Network Policy:

m Within the Network Policy Server manager, left-click on Network Policy in the left-hand pane, and choose New from the resulting pop-up
menu. This will open the New Network Policy wizard.

m In the first window of the wizard, type in a Policy name.

MNew Network Policy x|

! Specify Network Policy Name and Connection Type

You can specify a name for your network policy and the type of connections to which the policy is applied.

Policy name:

ICommand Line Access

- Network connection method

Select the type of network access serverthat sends the connection request to NPS. You can select either the network access server
type or Viendor specific.

& Type of network accass sarver:

I Unspecified j

" Vendor specific:

10

Freyious | Next I Firish Cancel

m Click Next to move along to the Specify Conditions window.
m Within this window, click Add..., to open the Select Condition window.

m Within the Select Condition window, select Authentication Type, and click Add...
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This will open the Authentication Method window.

m Within this window, tick the check box beside PAP, as this is the Authentication method used in login authentication requests from all the
Allied Telesis switches in use in this solution.

Mew Network Policy i : ﬂ_Jx
Spedly LN £
Specify the conditions that determ
of ane conditionis required. Specy the authentication methods required to match this policy.
=2
— oo

it [ EAP
Condiien  sgjscta condition, and then click J ] Extersion
r‘l Accese Client IPvE Ade [] MS-CHAP w1

The Access Client IPvE / ] MS-CHAP w1 CPW aCccess
i from the RADIUS client. ] MS-CHAP w2

e s [ MS-CHAP vZ CPW

The Authentication Type MG PAP |

[ Unauthenticated

i Allowed EAP Types

The Allowed EAP Types

configuration to match th uest

~ ¢ Framed Prolocol
e ¥ The Framed Protocol cor Cancel foming

“  packsts, such as PPP or

Service Type
Qk The Service Type condition restricts the policy to only clients specifying a certsin type of service, such as Telnet or
Point to Point Protocol connections.

2T

Condition descr

(=] o
Add... I Edit:.. | Hemoye | %

m Click OK, to drop back into the Specify Conditions window, and then click Next to move along to the Configure Authentication
Methods.

New Network Policy x|

Configure one or more authentication methods required forthe connection request to match this policy. For EAP
authentication, you must configure an EAP type. If you deploy NAP with 802.1X ar VPN, you must configure
Protected EAP in connection request policy, which overrides network policy authentication settings.

! Configure Authentication Methods

EAP types are negotiated between NPS and the client in the order in which they are listed.

EAP Types:
Mayve lp |
Move Do |
Add... Edit... Hemaove

Less secure authentication methods:

™ Microsoft Encrypted Authertication version 2 (MS-CHAP-v2)
™| User can change password after it has expired

™ Microsoft Encrypted Authentication (MS-CHAP)

™| User can change password after it has expired

o T

v Unencrypted authertication (PAF, SPAF)

igting an authentication method.

[~ Perform machine health check only

Previous | MNext I Einish | Cancel |

m In this window, choose only one authentication method Unencrypted Authentication (PAP, SPAP).

m You will receive a popup message warning that this is an insecure authentication method, and offering to take you to a help page that explains
about authentication methods. Just click No on this message, and move on.

m Click Next twice to move along to the Configure Settings window.
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m In this window, start by removing the existing Framed-Protocol and Service-Type attributes.

New Network Policy x|

y Configure Settings
* NP5 applies settings to the connection request if all of the network policy conditions and constraints forthe policy

are matched.

Configure the settings for this network policy,
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:

BinDibe 24| 1o send addtional atirbuies to RADILS cients, sslect a RADIUS standard stinbute, and
then click Edit. f you do not corfigure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.

‘Vendor Specific

Network Access
Protection /\
B, NAP Enforcement Y Attributes:

18 Extended State < Name |Va|ue ‘

Framed-Protocaol PER
Routing and Remote \ Service-Type Framed
Access

@ Multilink and
Bandwidth Allocation
Protocol (BAP)

g IP Filters
#fy Encryption Add... Edit_ Remave
IP Settings LI

Previous | Next I Eirizh | Cancel |

m Ensure that Standard is highlighted under settings: RADIUS Attributes in the left-hand pane of the window. Then click
Add... to open the Add Standard RADIUS Attribute window.

m Highlight Service-Type in the list of Attributes, then click Add... to open the Attribute Information window.

m In this window, select Others, and then choose Administrative in the associated combo box.

New Network Policy il N x| =
; Configure Settings
* bl Add Standard RADIUS Attribute x|
are
To add an attribute to th g il — —
B
Configure the setting  To add a custom or pred ben click
If conditions and co Add. Atribute name:
Service-Type
Settings: Access type:
e Attibute number:
RADIUS Attribu |4 3
. Attibute format:
Vendor Sped Mtributes: Erumerator
Name = I
Network Access W AMtrbute Value:
Proteclion o b ;
——— | NAS-Fort-ld " Commonly used for Dial-Up or VPN
5 NP Enloccg Feply-Message Imone: j
18 Extended St gaved I']?chlne Health " Commonly used for 802 1x [
Routing and Re e RS
Access Termination-Action I one: j
o T I —— =
&+ Oth _I—I
2 gultllllr_lk”an; | s ||
T -
Description: I—I |
0K Cancel
O IPFilters  Specfies the type of s=n =
.,‘f* Encryption

m Click through the rest of the windows in the wizard, and then the Network Policy is complete.
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Ensure that this new Network Policy appears beneath the 802.1x policies in the list of Network Policies.

S Network Policy Server =]
File Action View Help
&= =@
(@ res Lo Netwerk policies allow youta designate who is autherized to connect to the netwerk and the circumst
= . ork policies allow you to designate who is authorized to connect to the netwark and the cicumstances
? RAP_IUS Clients and Servers under which they can or cannot connect.
=] I_EJ Policies
j Connection Request Polici
=3 Network Polides Policy Name | Status | Processing Orderl Access Type I 5. ‘l
7 Health Policies E 802.1X (Wired) For Accountants Enabled 3 Grant Access L.
Metwork Access Protection j’ 802.1X (Wired) for Marketers Enabled 4 Grant Access L
B Accounting ;i’SDZ Tx (Wired) For Engineers Enabled 5 Grant Access 1)
,Li’CUmmand Line Access Enabled & Grant Access L. =
i) o]
Conditions - f the following conditions are met T
Condition | Walue |
M5-RAS Vendor ID “311%
Settings - Then the following settings are applied:
Setting | Value :I E
Access Pemission Deny Access J
Extensible Authentication Protocol Method  Microsoft: Smart Card or other cerificate =
. _.I | m— . i b
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