Network Security Solutions AVE Allied Telesis

\

Tested Solution:

Sophos NAC Advanced is a sophisticated Network Access Control implementation. It integrates tightly with other facilities on the Microsoft Server platform.
This tested solution describes the steps involved in setting up Sophos NAC Advanced on a server running Microsoft Windows Server 2003, and the
Allied Telesis switch configuration required to interoperate with this Sophos NAC implementation.

The description begins with a summary of the supporting applications that must be installed on the server. Then it moves on to the installation of the
Sophos NAC server. The configuration of the NAC server to provide effective network protection is considered in some detail. Finally, the Allied Telesis
switch configuration is provided, and the significant points in the configuration are discussed.

Steps to setup and configure this Solution

m Install the supporting Server features and applications, see page 2

m Install .NET Framework 2.0, see page 8

m Install SQL Server Express 2005, see page 8

m Install Microsoft WSE 3.0, see page | |

m Create remote access policies for the 1AS server, see page |13

m Configure LAN switches as RADIUS client to the IAS server, see page |7

m Install Sophos NAC advanced, see page 23
- Install the Sophos NAC SQL database, see page 23
- Install the Sophos NAC application server, see page 23
- Configure the Sophos NAC application, see page 25
m Create RADIUS enforcer access templates, see page 27
- Create/configure profiles, see page 29

- Create policies, see page 3|

m Configure endpoint devices, see page 33

For further information about NAC technology, and the NAC features available on Allied Telesis switches, see:
‘““Advanced edge security with NAC”

available from http://www.alliedtelesis.com/resources/literature/literature.aspx?id=5
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NETWORK SECURITY SOLUTIONS

Installing the supporting server features and applications
To prepare a Windows 2003 server for installation of Sophos Advanced NAC, a number of Windows Server features must be enabled, and other

applications installed.

For completeness, this solution description will assume that the server begins with a fresh installation of Microsoft Windows 2003, and will discuss all
the steps required to go from that fresh installation to a state that is ready for Sophos Advanced NAC.

Many readers will skip some of these steps, as they will be starting with a server that has a number of these features already enabled. However,
different servers will begin from different starting states, so to cover all cases; this document will describe all the required steps.

In this section, we will set up the server as a Domain Controller; and create a user account with the Active Directory user database. This will be called
the NAC service account.

To begin the setting up of the Domain Controller feature:

1. Run dcpromo.exe.

Run 2 x|

= Type the name of a program, folder, document, or
5 Internet resource, and Windows will open it For wou,

CIpen; I depromol j

Ik I Cancel | Browse. .. |

2. In this example, the server is the Domain Controller for a new domain.

Active Directory Installation Wizard x|

Domain Controller Type /
Specify the role you want thiz zerver to have,

Do wou want thiz server to became a domain controller far a new domain ar an
additional domain controller for an existing domain?

& Domain controller for a new domaire

Select this option bo create a new child domain, new domain tree. or new forest.
This zerver will becoms the first domain contraller in the new domain.

 Additional domain controller for an existing domain
/i\, Proceeding with thig option will delete all local accounts on this server,

All eryptographic keps will be deleted and should be exported before
continuing.

All encrypted data. such as EFS-encrypted files or e-mail, should be decrypted
befare continuing or it will be permanently inaccessible.

< Back I Mext > I Cancel
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3. Select Domain in a new forest.

Active Directory Installation Wizard x|

Create Mew Domain ¢
Select which type of domain to create.

Create a new:

Select thiz option if thiz is the first domain in your organization or if you want the new
domain to be completely independent of pour cumrent forest.

" Child domair in am existing domain tree

If you want the new domain to be a child of an existing damain, zelect this option.
For example, you could create a new domain named

headquarters. erample.microsoft. conm as a child damain of the damain

example. microzoft com.

" Diomain tree in an existing forest

If you don't want the new domain to be a child of an existing domain, zelect thiz
option. Thiz will create a new domain tree that is separate from any existing trees.

< Back I Mext » I Cancel

4. Provide a full DNS name for the server.

Active Directory Installation Wizard |

Mew Domain Mame /
Specify a name for the new domain.

Type the full DMS name far the new domain
[far example: headguarters. erample. microsoft. con).

Full DMS name far new domain:
Sophoz-NAC test.nd

¢ Back I Next » I Cancel

5. Select Permissions as required.

Active Directory Installation Yizard |

Permissions /
Select default permissions for user and group objects.

Some server programs, such as Windows NT Remote Access Service, read information
stored oh domain contrallers.

" Permizsions compatible with prewindaws 2000 server operating systems

Select this option if wou mn zerver programs oh pre-indows 2000 server operating
syztems or on windows 2000 ar Windows Server 2003 operating systems that are
memnbers of pre-Windows 2000 domains.

& Anonpmouz users can read information on this domain.

o Pemizzions campatible only with Windows 2000 or Windows Server 2DD3§
ioperating spstems

Select this option if you mwin server programs only on Windows 2000 or Windows
Server 2003 operating gystems that are members of Active Directary domaing. Orly
authenticated users can read information on this domain.

< Back I Mest » I Cancel
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6. Set a restore mode password as required.

Active Directory Installation Wizard

This pazsword is used when pou start the computer in Directory Services Restore
Mode.

Directory Services Restore Mode Administrator Password .. %

X

Type and confirm the pazsword pou want bo assign to the Administrator account used
when thiz server iz started in Directory Services Restore Mode.

The restore mode Administrator account is different from the domain Administrator
account. The passwaords for the accounts might be different, 20 be sure to remember

bath.
Restore Mode Pasaword: I
Confirm pazsword: I

For more information about Directory Services Bestore Mode. see fctive Directory Help.

< Back I Ment > I Cancel

At this point, the enabling of the Domain Controller feature is complete. The next task is to raise the functional level of the Domain Controller.

Allied Telesis
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NETWORK SECURITY SOLUTIONS | Network Access Control (NAC)

Raising the functional level of the Domain Controller

I. Select Administrative Tools > Active Directory Domains and Trusts.

Manages the trust relationships bebween domains,

Cettification Authority

Cluster Administrakor

Cormponent Services

Cornputer Managernent

Configure Your Server Wizard
Daka Sources (ODBC)
Distributed File Systemm

)

Domain Controller Security Policy

‘::é Printers and Faxes

@ Help and Suppart
p Search

The server's name will appear in the list of domain servers in the left-hand pane.

Minrnain Seenribe Palice

2. Right-click on the server's name and select Raise Domain Functional Level.

%1 Active Directory Domains and Trusts

File  Action Yew Help

o mEFER[ 2

@E dhckive Directory Domains and Trust:
-6

Active Directory Domains and Trusts

Tvpe
domainDnS

Manage

Properties

Help

1. -__“"‘ B T PRI N r e

3. Set the domain functional level to Windows Server 2003.

Raise Domain Functional Level x|

Damain narne:
Sophos-MAC test.nz

Current domain functional lewvel:
‘windows 2000 mixed

Select an available domain functional level:

‘Windows 2000 native j
“findoves 2000 native

Baize I Cancel Help

The final task in this section is to create the NAC service user account.
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Creating the NAC service user account

1. Select Administrative Tools > Active Directory Users and Computers.

we Programs

Active Directory Domains and Trusts -

Sort by: IName

Active Directory Sites and Services

Certification Authopt

35 My Computer

Cluster Administrat

in the Active Directory,

Manages users, computers, security groups and other objects

Component Services

B’J Control Panel 3

=

Computer Managemenk

Configure Your Server Wizard
Daka Sources (ODEC)
Distributed File Swstem

g) Help and Support DH3

e g agaadie S0 DONER CORGORSNONPREY gp g L gttt

]:é Printers and Faxes

e o G o ) O 83 EPRNYEL 2

2. Right-click on the Users menu item beneath the server's name. From the resulting pop-ups, choose New >User.

f_«; Active Directory Users and Computers

@ File  Action Wiew Window Help
P EEEEEEL L L

@ ihctive Directory Users and Computer B0 T 3 D T Wi 1
[:l Saved Queries

E@ Sophos-MAC, kest.nz -
D Builkin DSE'\"Bd Queties

[ Computers @Sophos—NAC.... Darmain
(&3] Domain Controllers
D FareignSecurityPrincipals

Tame Type

Delegate Control. ..

Find. ..

[ » Computer

Al Tasks 3 Conkact
Group

Iew Window From Hi

i SRS et 1A= InetCrgPerson

Refresh MIMG Queus Alias
Prinker

Properties 0

Help Shared Folder

. _#M-.*,.*Mﬁﬁ_.‘_‘*r*“--\n.ﬁ.dﬁﬁ

3. Provide the user with a First name and Last name, as below.

New Object - User |

g Createin:  Sophos-MALC test nz/Jzers

First name: MNaC Initials: I

Last name: IAdmin

Full narne: INAE Admin

Uzer logon name:

INacAdmin | @8ophosNAC test.nz |

Uszer logon name (pre-wWindows 2000]:
|SDPHDS-NAC\ INacAdmin

< Back I Hest » I Cancel
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NETWORK SECURITY SOLUTIONS | Network Access Control (NAC)

4. Provide the user with a Password, and the setup is complete.
x

g Create i Sophos-MAL test.nz/Userz

Pazsword: quuu.

Confirm pazsword: quuuo

[ User must change password at nest logon

v Uszer cannot change password

V' {Password never exprres

[~ Account is disabled

< Back I Mest » I Cancel
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Install the .NET Framework 2.0

The .NET Framework 2.0 is a required pre-requisite for the SQL server express (which will be installed at the next step). The installer for this
application is provided with the Sophos NAC Advanced distribution. It can also be downloaded from Microsoft.com.

This installation is very straightforward, simply run the installer, and you are guided through the installation, with no significant choices having to be made.

Install SQL Server Express 2005

Sophos NAC Advanced will work with any standard SQL server: In this example, the SQL server being used is SQL server express 2005 — a light server
that is freely available from Microsoft.com.

1. Run the installer, and you will be presented with the following opening dialog.

¥ Microsoft SOL Server 2005 Setup ﬂ

Installing Prerequisites

Ingtalls software components required prior to installing SGL
Server.

SOL Server Component Update will install the following components ;[
required for SOL Server Setun:

Microsoft SOL Mative Client
Microsoft SOL Server 2005 Setup Support Files

Click Install to continue,

-]

Inztall LCancel |

2. Click Install, and you will be offered the opportunity to decide which components to install. Leave this at the default setting.

i';‘!:" Microsoft SQL Server 2005 Express Edition Setup x|

Feature Selection
Select the program features vou want installed.

Click. an ican in the Following list ta change how a Feature is installzd.

- —Feature description —————————
=- D‘.atabase Services Installs components For communication
=~ | Client Components between clients and servers, including

network libraries for ODBC and OLE
s ¥ = | Software Development Kit DB.

This Feature requires 21 MEB on your
hard drive,

r Installation path
Browse, . |

Disk. Cost, ., |

Help | < Back | Mexk = I Cancel |
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3. Ensure that the authentication mode is set to Windows Authentication Mode.

iiu‘!rl' Microsoft SQL Server 2005 Express Edition Setup ﬂ

Authentication Mode

The authentication mode specifies the security used when
connecting bo SCL Server.

Select the authentication mode ta use For this installation.

& Wwindows Authentication Mode:

" Mixed Mode (Windows Authentication and SQL Server Authentication)

Specify the sa logon password below;

Enter password:

Confitr passward:

Help | % Back | Mext = I Cancel |

4. Click Install on the next dialog, and the SQL server will be installed.

i Microsoft SOL Server 2005 Express Edition Setup x|

Ready to Install
Setup is ready ko beqgin installation,

Setup has enough infarmation ko start copywing the pragran files, To proceed, click Install, Ta
change any of your installation settings, click Back, To exit setup, click Cancel,

The following components will be installed:

. SOL Server Database Services
{Database Services)

. Client Components

{Connectivity Componerts)

Help | < Back | Install I Cancel
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5. When the installation is complete, you are presented with a summary.

F Microsoft SOL Server 2005 Setup ll

Completing Microsoft 5QL Server 2005 Setup
Setup has finished configuration of Micrasoft SQL Server 2005

Refer ta the setup error lags For information describing any Failureds) that occurred during
sebup, Click Finish to exit the installation wizard,

Surirnaty Log

To minimize the server surface area of SOL Server 2005, some Features and services are
disabled by default For new installations. To configure the surface area of SQL Server, use the

Surface Area Configuration Eool,

Analysis Services &
+ IfAnalvsis Services was upgraded from S0OL Server 2000, all cubes.

dimensions, and mining models must be reprocessed using S0OL Server
lanagement Studio.

Reporting Services

+ The Reporting Services installation options you gpecified in Setup
determine whether further configuration is required before vou can
access the report server. If you installed the default configuration, the

repatt setver can be uzed immediately. [f wou installed just the program
Filmo amas ot v dlem Dmmmbiinm T mnimms T medimiiembiman dmm ] b A mm [ dle - LI

Eirish |

6. Click Finish and the SQL server will be installed.

Allied Telesis Page 10
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Install Microsoft WSE 3.0

The Microsoft Web Services Enhancement provides capabilities that are used by the Sophos NAC Web interface.

The installer for this is provided on the Sophos NAC Advanced distribution CD, and can also be downloaded from Microsoft.com.The installation of
this software is very straightforward. The only choice that needs to be made is on the second dialog, where you need to choose the setup type.

Choose to make a Runtime setup.

i'e!r" Microsoft WSE 3.0 - Installshield Wizard

Setup Type
Choose the setup byvpe that best suits your needs.,

Please select a setup bvpe:

Installs the runkime Files only.

Funtime install plus standalone tools, Suitable For a deployment

" Administrator scenatio where the tools are needed For configuration,

Adminstrator install plus documentation and samples, Microsoft
JMET Framewark, 50K 2,0 or Microsoft Wisual Studio 2005 are
required ko view the documentation. Microsoft Visual Studio 2005 is
required ko build and run the samples,

" peveloper

Yisual Studio  Developer install plus Yisual Studio Tools, Micrasoft Yisual Studio
Developer 2005 is required For this installation type,

Choose which program features you want installed and where they

" Custom will be installed. Recommended For advanced users,

Inistallshield

< Back I Mext = I Cancel
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Ensure that ASP.NET v2.x is an allowed Web Service Extension

The operation of Sophos NAC Advanced requires that ASPNET is an allowed Web Service Extension. By default, it is not an allowed extension, so you

need to set it as such.

I. Select Administrative Tools > 1IS Manager.

Q Cornpuker Managernent

3
N
e
i
jic!
b

Configure Your Server Wizard
Daka Sources (ODBC)
Distributed File Syster

)

Domain Controller Security Policy

:.J)ﬂ My Computer

:';'l Printers and Faxes
Daomain Security Policy

Event Wiewer

tjj Help and Suppart
é‘) Search

) Run..,

Internet Authertication Service

Licensing

Manage Your Server

ol

Microsoft \MET Framework 1.1 Configuration

Microsoft JNET Framewark 1,1 ‘Wizards

2. Within the IIS Manager, choose Web Services Extensions in the left-hand pane. A list of the Web Services Extensions is displayed.

1. Highlight ASPNET v2.xxxxX.

2. Click the Allow button.

"‘g File Action View ‘Window Help

o |EmERR 2 2] =

i’] Internet Information Services eb Se e ensio
- 0 TEST-6MU4D9253T (local computer)

| FTP Sites

- Application Pools

-__) web Sites

-__) wehb Service Extensions

Al
Prahibit
Froperties

Tasks

a | ‘web Service Extension

| Status

1 dd & news 'Weh servics extension...

1 llow all wisb service extensions for a
spedific application...

1 pranibit il b service sxtensions

@ open Help

Allied Telesis

“F Al Unknowin CEI Extensions
“F Al Urknowan [SAPT Extensions

Active Server Pages
|8 asp.mET V11,4322

[ D:AWINDOWS|system3ZiMQTSE....
%] Internet Data Connector

Server Side Indudes
WiebDAY

Page 12

Prohibited
Prohibited
Prohibited
Allowed

Prohibited
Prohibited
Prohibited

i e A Ao Bt e A ‘*"‘,""“""h "‘--A,r“"‘“‘“ btk ks fPmtins el g gt
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Create Remote Access policies for the IAS server

Central to the operation of NAC is the RADIUS authentication of 802.1x supplicants. Sophos NAC Advanced integrates with the IAS server as the
RADIUS server The IAS server needs to be set up with a remote access policy for 802.1x supplicants. Separately, it will need another remote access
policy that is used directly by the NAC agents in the End-Point PCs to register themselves to the NAC server when they are first installed.

I. Select Administrative Tools > Internet Authentication.

5@ Active Directory Domains and Trusts
ﬁ Active Directory Sikes and Services
@ Active Directory Users and Computers
@] Certification Authority

NAC Admin % Cluster Administrator
@ Component Services
\g Moncc o e e 3! My Computer Q Computer Management
= ¥ Configure Your Server Wizard
B, Control Panel » Data Sources (ODEC)

.E Distributed File System
2 Dns

Command Prompt

y windows Explorer

);% Pinters and Faxes “ﬁ] Domain Controller Security Policy

% e ] uﬁ] Domain Security Policy

’M Paint 9) Help and Support; Event Viewer
= s Internet Authen!
4 Search

@ Mobepad I') i ‘.’:g Internet Information Services (115) Manager
7] Run... {8 Licensing

S0L Server Configuration it
% Manager § Manage Your Server

B Microsaft NET Framework 1,1 Configuration

2. Within the IAS manager, select Remote Access Policies within the left-hand pane.
You may wish to begin by deleting the default remote access polices that are listed in the right-hand pane.

“.p Internet Authentication Service =] 5] 1

File  Action ¥ew Help

o |BE XETB| @2E| G R

@ Internet Authentication Service (Local)
-] RADIUS Clients

-] Remote Access Logging E8 Conmections b other access servers 2 Move Ug E
- Remote Access Policies Mave Down
%‘ Connection Request Processing = aE/00: 19
[68/ 00:15:7
Py— Ga8/00:15:7
= 68,0015 71
; BE/00:15:7
P Lt
COPEMES bem 00:15:73
Help 68/l.’:|l.’.‘|:15:7:1
— 68,/00:15:7

32768,/00:15:74
32768,/00:15: 74
32768,/00:15:74
32768,/00:15:7
32768,/00:15:7
32768,/00:15:7
32768,/00:15:7

7

7

32768/00:115:7 l

32768/00:15:

3\2353_@0:15: ]

Samifinn, e il ks ,‘&M‘*_\Muwdwﬁuﬁ

]

3. Right-click on Remote Access Policies, and select New Remote Access Policy.

“;# Internet Authentication Service =10] |

Eile  Action Wiew Help

= L@ EBR 2

i@ Internet Authentication Service {Local) MName | COrder |
- RADILS Clients
{1 Remote Access Logging
: R A
D Connection Request Prc

There are no items ko show in this view.,

Hew »

View 3

Refresh

Export List... MNT REGISTRATION
Help

part an Agent skin (if branding) ;

A | et | b 0t i WA st P
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4. Select Set up a custom policy, and give it a name like Dotlx Users.

New Remote Access Policy Wizard

Policy Configuration Method
The wizard can create a typical policy, or pou can create a custom palicy.

How do pou want to et up this policy?

" Use the wizard to set up a typical policy for a comman scenario

¥ Set up a custom palicy

Tupe a name that describes thiz palicy.

Palicy name: Dotlx Usgers

Example: Authenticate all YPN connections.

< Back I Mest » I

5. Choose to Add a policy condition.

New Remote Access Policy Wizard

Policy Conditions

To be authenticated, connection requests must match the conditions you specify.

x|

D

Specify the conditions that connection requests muzt match to be granted or denied

ACCERE.

Policy conditions:

Add..

Edit... Bemave |

< Back I Mext > I

Cancel

6. Select the attribute NAS-Port-Type.

Il Select Attribute

Select the type of attribute to add, and then click the Add button.

Attribute twpes:

21

MName

| D escription

Authentication-Type
Called-Station-d
Calling-Station-1d
Client-Friendly-Hame
Client-lP-Address
Cliznt-endor

Framed-Protocol
M5 -RASendor
MHaS-|dentifier

ETwiCE- | o
Tunnel-Type
afindmae-R o

4

D ay-tind-Time-Restrc...

Specifies the authentication scheme that iz u
Specifies the phone number dialed by the us
Specifies the phone number from which the ¢
Specifies the friendly name for the RADIUS ¢
Specifies the IP address of the RADIUS clier
Specifies the manufacturer of the RADIUS pi
Specifies the time periods and days of week
Specifies the protocal that iz used.
Dezcription not et defined

Specifies the string that identifies the MAS th,
Specifies the IP address of the NAS where t
Specifies the tppe of phyzical port that iz uze

Specifies the twpe of zervice that the uzer ha—

Specifies the tunneling protocals uzed.
Srarifies the \J\.l'inrllnmle nrcnine Hiat the ..ei'ﬂ
»

Add Cancel |

Allied Telesis
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7. Select Ethernet as the value that NAS-Port-Type must match.

Axailable types: Selected types:

ADSL-CAP - Azymmetr « rEthemet |
ADSL-DMT - Asyramett

Agyne [Modem) <{ Bemove |
Cable

[gaull

G.3Fax

HOLC Clear Channel
IDSL - ISDM Digital Su
ISDM Azync 110
ISDM Aaync V120

8. Click OK.

The action of the policy is to grant remote access permission to users.

New Remote Access Policy Wizard x|

Permissions

A remate access policy can either grant or deny access to users who match the h’
specified conditions.

If a connection request matches the specified conditions:

" Deny remote access permission

< Back I Hext > I Cancel

9. Click Next.

You now need to edit the profile for this access policy.

10. Click Edit Profile...

Mew Remote Access Policy ard x|
Profile ﬁ

You can make changes ta the profile for this policy. ‘\

A profile iz a collection of gettings applied to connection requests that have been
authenticated. To review or change the default profile for this policy, click Edit Profile.

Edit Prafile.... |

< Back Cancel
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The aspect of the profile to be configured is the authentication methods.

m In the Authentication tab, click the EAP Methods button, and add EAP method PEAP.

® In the main body of the Authentication tab, ensure that MS-CHAPV2 is ticked.

Diakin Canstraints | P | Multink, |
Authentication | Encuptien | Advanced |

Select the authentication methods pou want to allow for this connection

J¥ Microsoft Enciypted Authentication version 2 (MS-CHAF v2)

' User can change password after it has expired
I Micrasoft Enciypted Authentication (M5-CHAF)

I¥ User can change password after i has expired

™ Encippted authentication [CHAP)

a1l
I~ Unenciypted authertication [PAP, SPAP) == u 2(x| 2l

1 EAP types aie  Authentication methods

Smart Card or ather certificate

Allows clients to connect withaut negotiating an  EAP types:
T e =

MDS-Challenge Mave
B
ove Down
0K Cat
Add

e | [ ) |t

m Click OK.

The creation and configuration of the Access Policy is now complete.

New Remote Access Policy Wizard x|
Completing the New Remote
Access Policy Wizard

“ou have successfully completed the New Remate Access
Policy Wizard. You created the following policy;

Dotlx Users

Conditions:
MAS-Part-Type matches "Ethemet'

The policy was zet up manually,

To cloge this wizard, click Finish.

< Back Cancel |

To create the Remote Access Policy for agent registration
Create a simple policy that has the condition that the Authentication Type is MS-CHAPv2.

oy =]
Fle Action Wiew Help
= | AE|XEFR| @@+ +
5 Internet Authentication Service (Local) Marns [ order |
-] RADILS Clients Zf Client Registrations 1
@-] Remots Access Lagging EfDot1x Users 2
57 Remate Access Polides Client Registrations Properties 3

-] Connection Request Processing
Settings |

Specify the conditions that connection requests must match,

Policy conditions:

Tupe match

Agd. | Edi Remove

associated profile will be applied to the connection,

Edit Brofile...

policy cantrols access to the network.

It & connection request matches the specified conditions:
" Deny remote access permission

@ Grant remate access permission

If connection requests match the conditions specified in this policy, the

Unless individual access permissions are specified in the user profile. this

21X

ok | Ceneel |

Apply. |
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Configure LAN switches as RADIUS client to the IAS server

The IAS server needs to be configured with the details of the LAN switches that will operate as the 802.1x authenticators.

1. From within the IAS manager, right-click on RADIUS Clients in the left-hand pane, and choose New RADIUS Client.

File  Acktion Wew Help

e~ | aE e BB 2E

@3 Internet Authentication Service (Local) Friendly Mame

-3 Gt 5 " EFServer
{7 Remate Access :
%9 Remote Access New »
D Zonnection Rec
Wiew 3
Refresh
Expork List...
Help

2. Enter the details of your Radius clients (802.1x authenticator switches).

New RADIUS Client

Mame and Address

{

FEP SN PP e TR | PO .-._1,.‘_'

x|

Tupe a friendly name and either an [P Address or DMS name for the client.

FEriendly name: *600

Client address [IP or DNS)
17228 68,56

< Back Mest > Cancel

New RADIUS Client

Additional [nfarmation

If you are using remote access policies based on the client vendor attibute, specify the
wendor of the RADIUS client.

Llientendar:

RADILS Standard |

Shared secret: I xxxxxxxxxx

Confirm shared secret: Ixxxxxxxxx»1

™ Bequest must contain the Message Authenticator attribute

< Back I Finizh I Cancel

Allied Telesis
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Register IAS with Active Directory

So that IAS can use Active Directory as a source of user credentials, it needs to be registered with Active Directory.

Right-click on Internet Authentication Service (Local) in the left-hand pane of the IAS manager, and choose Register Server in Active Directory.

Internet Authentication Service

Flle  Action ‘iew Help

= | @mm PR 20

| T
Stark Service
Stop Setvice

% ;ﬁ.é.ll'ﬁgllzlé"nccess Policies : Reg /et in Ackive Direr

{:I Connect'igl;ﬁgal'.lest Processing

Propetties

Help

\""~‘---L_.’.f"-"“"“—" . "I"‘f-‘\"_.—“‘- S PR _‘__‘-'“'\A_M.

Install a Certificate into the Web Server

A number of the tasks performed by Sophos NAC Advanced are achieved via a secure Web interface. So, the Web Service running on the server must
be capable of secure web connections; therefore it must possess an X.509 certificate.

First, a certificate must be obtained and brought into the Server's Certificate Store.
To add a certificate into the Certificate Store:
1. Begin by running mmc to bring up the windows console on the server.

2. Add the certificates snap-in into the console.To do this:

a. Right-click on Console Root in the left-hand pane of the console, and choose Add/Remove Snap-in
from the resulting pop-up menu.

b. Click Add in the resulting dialog. You will then be presented with a list of available Snap-ins to add.

c. Select Certificates from this list.

d. Click Add.
Ii.m Consolel - [Console Rook] - Dlﬂ
nﬁ] File Action Wiew Favorites  Window  Help | - | = LI
e = ||| B | Oy
—_— s~ Add/Remove Snap-in 2=l
=3 Console Roagt Hame
Standalone | Extensions |
Use this page to add o remaove a stand-alone snap-in From the console.
Snap-ins added to: Ia Console Rogk Add Standalone Snap-in 2 x|
Available standalone snap-ins:
Snap-in ‘ Yendor | -
..‘@.NET Framework 1.1 Configuration  Microsoft Corporation
é@»\ctivs Directory Domains and Trusks  Microsoft Corporation
ﬁnctwe Directory Sites and Services Wicrosoft Corporation e
@Activa Directory Users and Compu...  Microsoft Corporation
afl»\ctivsx Conkrol Microsoft Corporation
Autharization Manager Wicrosoft Corporation
Certificate Templates Microsoft Corporation
. - Wicrosoft Corporation
Description
@Cert\ﬂcatinn Autharity Microsoft Corporation
@Cumpunsnt Services Microsoft Corporation LI
=
[~ Description
The Certificates snap-in allows you to browse the contents of the:
add... | Remave ohour,, | certificate stores For yourself, a service, or a computer,
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3. Once the Snap-in is in place, it can be used to add a certificate to the store.

a. Select Certificates in the left-hand pane of the Console,

b. Right-click on the Personal store in the right-hand pane and select All Tasks > Request New Certificate...
to request a certificate from a Certificate Server (if you have a Certificate Authority set up in your network) or to
import a certificate that has been supplied to you as PKCS or DER file. (The process of obtaining certificates or
certificate servers is beyond the scope of this document).

onsolel - [Console Ros ificates {Local Computer)] — 10l x|
n&n File  Action View Favorites  Window  Help | _|ﬁ' él
e Ba@EEREE 2B

Console Root

5 Certificates (Lo

Logical Store Name

[_Trusted Root Certfication Authoritie

[ dEnkerprise Trust A g, |
(intermediate Certification Authoritie:

[CATrusted Publishers Hevs Windaws from Here

(untrusted Certificates Import...

Refresh

DThird—Party Root Certification Aukhot —— ————————
[CATrusted People Help

[ZCertificate Envolment Requests

[aseC

i 6

|Raquest a new certificate From a certification autharity (CA) in your domain ‘ |

Once the certificate is in the store, the Web server needs to use this as its server certificate.

4. Run the lIS manager from the Administrative Tools menu.

luster Administrator

NA c Adm’n @ Component Services

Manage Your Server :‘J)g iiumphtey g A
4l Configure Your Server Wizard
R TRo— BJ Contral Panel » 5 Data Sources (CDBC)
= W Distributed File System
@
2 DNS

!
./ Windows Explorer
-5 n%] Damain Controller Security Palicy

:é Printers and Faxes

nﬁ] Domain Security Policy

@ Motepad “J Help and Suppart: Event Viewer
- 93 Internet Authentication Service
Search ~ .
1‘5 Paint /') = Internet Information Servi 1
L ?3._“-,“, Licensing —
SOL Server Configuration @ V Manages II5, the web server for I|]
MEnEmEr anage Your Jsites, i
B Microsaft \NET Framework 1,1 Configuration

luster Administrator @ Microsoft \NET Frameswork 1.1 Wizards

5. Select Default Web Site > Properties.

ormation Se e anage
‘:Lg File Action View Window Help

= 0@ XEFER 2mE[2[r mu

P_'_] Inkernet Infarmation Services Mame |
= 1‘! TEST-8MU4DIZE3T {local computer) Tt M3MG 4
_J FTP Sites iiwehagent 1
_) Application Pools _J aspret_cent
) mish Sites |=|iisstart.htrn ;
& Jre=faul i
rror.git 4
) Web Service Extensit el
Qpen 4
Permissions
Browse
Start ’
Stop J
Pause
Mew 4 3
All Tasks 4 :
Wiew 4 F
MNew Windaw From Here
Delete
Rename
Refresh
Opens the properties dialogbox f - Export List....

Help
BT o A R Bt
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6. Click Server Certificate.

( Internet Information Services (115

‘_’_‘g File  Action ‘Wew Window

Direckory Securit
1__) Web Service Extensions loasry S=etllsy I

i~ Aukhertication and access contraol

Enable anonymous access and edit the
w authentication methods For this resource,

Web Site | Performance I ISAPI Filkers I Haome Directary I Documents I
HTTP Headers

=10l x|
Help |_|_|— =] ll
es | BmXEFRE 2E|2]) nn
P'J Inkernet Infarmation Services Mame | Path
(=8 TEST-EMUMDOZE3T (local computer) IMSMG di\inetpublunmarootimsmag
_J FTP Sites . =
i Application Paols Default Web Site Properties ﬂﬂ
) web Sites
v}l Default Web Site

CustomErrors | ASPUNET

1P address and domain name restrictions

Grant ar deny access ta this resource using
1P addresses or Internet domain names,

Edit... |

[~ Secure communications

resource is accessed,

Require secure communications and
enable dient certificates when this

Server Certificate. .. |

Wiew Certificats. .

Edit... |

CK

Cancel |

Apply | Help |

7. Select Assign an existing certificate.

IIS Certificate Wizard
Server Certificate

These are the methods for assigning a certificate to a‘wWeb site.

Select the method pou want to use for this web site:

(" Create a new certificate.

= Impart a certificate from a Key Manager backup file.

= Import & certificate from a .pix file

" Copy or Move a certificate from a remate server site ta this site.

< Back I Mest » I Cancel |

You will be presented with a list of the certificates present in your certificate store.

8. Choose the certificate you intended for use as your Web Server certificate.

115 Cettificate Wizard
Available Certificates

The certificates you can use for pour Web server are listed below,

x|

Select a certificate

lzzued To | lzsued By | E »piration D ate

| Intended Purpoze | f

1141842009

Rioot Cé 111842013

Client Authenti

2|

< Back I Hext » I

Cancel
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It is best to set the TCP port for the secure connections at the default value of 443.

1IS Certificate Wizard

S5L Port
Specify the S5L port for this web site.

S5L port thiz web site should usze:

< Back I Mest » I Cancel

9. Click Next.

10. Click Finish to complete the certificate installation.

l
Completing the Web Server
Certificate Wizard

'ou have successfully completed the ‘Web Server
Certificate wizard.

A cerificate is now installed on this server.
If pou need to renew, replace, or delete the certificate in the

future, you can uge the wizard again.

To cloge this wizard, click Finish.

Cance]
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Install Sophos Advanced NAC

The supporting features and applications are now sufficiently in place to allow Sophos NAC Advanced to be installed.

First, the Sophos NAC SQL database must be installed, and then the NAC application itself can be installed.

The Sophos NAC SQL database is installed by running the file Sophos NAC SQLServerlnstall.msi from the Sophos NAC Advanced distribution.
In preparation for installation, the installer needs to know the details of the SQL server that has been installed.

In this example, we installed SQL server express. This is identified to the database installer as \SQLEXPRESS.

Recall, also, that we specified Windows Authentication when installing the SQL server: So, that authentication method needs to be chosen here in the
database installation.

{5 Sophos NAC Databases - InstallShield Wizard x|

S0L Server Information | 55

Select the SQL Server instance and the authentication method For installation, | < |
SQLServer: [ \SQLENPRESS] |

Connect Lsing:

(" sQL Server Authentication

' Windows Authentication

Login Mame: I

Password: I

Installshield

< Back. | et = I Cancel |

The database installation also needs to know the details of the NAC Service User Account that was created in Active Directory. Enter these details in
the second dialog of database installation wizard.

i'\‘!r“ Sophos NAC Databases - Installshield Wizard x|

S0L Server Information 1 1
This information allows the appropriate accounts to be created in SQL Server, | < |

Sophos MAC Service Account
{DomaintUsername)

ISophos-NAC'l,NacAdmin

Service Account Password

I*********

Werify Password I*********

Installshield

< Back. | Mext = I Cancel |

From there, the Installer simply proceeds to install the database.
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Install the Sophos NAC Application Server

The Sophos NAC application server itself can now be installed.
m This is initiated by using the file Sophos NAC Application Server.msi in the Sophos NAC distribution.
Welcome to the InstallShield Wizard for

Sophos NAC Application Server

The InstallShield{R) wizard wil install Sophos MAC Application
Server on your compuker, To conkinue, click Mext,

WARMING: This program is pratected by copyright law and
inkernational treaties,

= Back Cancel |

The installer begins by checking for all the supporting applications and features.

i'-‘%' Sophos NAC Application Server - InstallShield ¥izard

Prerequisite Check
The installation will now verify the current machine meets all of the required
prerequisites,

The installation will now werify that the Following components are installed {and not
disabled}:

Micrasoft \MET Framework 2,0, Web Services Enhancements (WSE) 3.0,
115 {including ASP.MET support), Message Queuing {MSMGQ), ASP.MET State
Service and Internet Authentication Service (IAS)

MOTE: ‘ou must have local Administrator rights in order o run the
Prerequisite Check.

InistallShield

< Back Cancel

m Click Next to continue.
The SQL server and NAC Service Account details need to be provided again.

m |n addition, a Radius Shared Secret needs to be specified that is used by the Agent software within the end-point PCs when they register
themselves to the NAC server.

i'.g- Sophos NAC Application Server - InstallShield Wizard

Sophos NAC

Specify the required information to complete the installation,

S0L Server Instance Marne I.'l,SQLExpress

Service Account (DomainiUsername) Isophos-NAC'llNacAdmin

Service Account Password |******M*

Verify Password |*********

Reqistration Interface's RADIUS Shared Secret |**********

‘erify RADIUS Shared Secret |"‘*********

G Select the root Folder far the I15 applications.

[\ Inetpublsswrooth Change |
< Back I Mext = I Cancel |

InstallShield
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m Click Install to begin.

Sophos NAC Application Server - InstallShield Wizard x|

Ready to Install the Program

The wizard is ready ko begin installation.

If wou want to review or change any of your installation settings, click Back. Click Cancel to
exit the wizard,

The Sophos MAC installation will be performed using the Following parameters:

Inskall Directory: D:YInetpublwssroaot
Service Account: Sophos-MaciMacadmin
SGL Server Instance: \3QLExpress

Click Install bo begin the installation.

InistallShield

= Back Cancel
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Configuring the Sophos NAC application

Once the application server has completed its installation, you can then start configuring your security policy. The Application Server does not have a

native interface, but is accessed entirely via a web interface.

To access this web interface:

1. Browse to: http://<ip address server>/SophosNAC. The Web interface Logon page displays:

Welcome to Sophos NAC : Login

Account Name:

IAdm\n
Password:
Fesvssess [ oo |

Supported Microsoft® Browsers

Trkermet Fenlarar £ 0

2. Type Admin in the Account Name field and a password of your choice in the Password field.

3. Click Login.

4. The first time you access the Web interface you are required to change the password.

[

Welcome to Sophos NAG @ Login

d voumust specify a hew password for this account.

Account Name:

|admin
Password: Confirm New Password:

Supported Microsoft® Browsers
Trbarnat Frolarer A 1
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You are then given access to the application.

|8 MANAGE = ENFORCE ¢ REPORT * CONFIGURE SYSTEM Home | My Account | &bout | Help | Logoff |

MY LINKS

| & Home : Welcome to Sophos NAC

Saphos MAC enables yau t protect your enterprise netwotk from threats posed by Unsecured endpoints. The anline Help, avallable From the Help toolbar option, pravides detaled, context-related
information on all areas of the tWeb nterface.

Click Configure Contert ta add home page cantrols. Clek Configure on each hame pag contral to configure its name, height, o assatiated settings

3 Getting Started Configure  Refresh = Navigation Confiqure  Refresh
MANAGE ENFORCE
1. Optionally, create Applications and/or Patches for non-standard © policies Agent Enforcer Access Templates
applications or patches. O profies RADILIS Enforcer Access Templates
2, Create Dperating System Profiles , Patch Profiles , and/or gpplication 0 sroups DHCP Erforcer Access Templates
Erofiles that establish endpoint assessment options, compliance settings, | & applications Netvwork Resources
and remediation actions. patehes i
3. Create Agent Enforcer Arcess Templates, RADIUS Enforcer Arcess B Endooints
Templates , andyor CHCP Enforcer Access Templates that establish
network access enforcement. REPORT CONFIGURE 8YSTEM
4. Create Policies that specify Agent settings, profiles, and access template Compliance O acouns
EZIER Troubleshoating 0 Alerts
5. Create Groups and determine which users receive which policies during B Enforcer Settings

assessment. ) serverkey

) Agent Deployment
Agent Redistration

Configure Content

| 2000-2008 Sophos Group, Allrights reserved.

There are a number of elements within the application that must now be configured in order to create a NAC solution. There is no fixed order in
which these tasks must be performed (although some, certainly, must be performed before others.) The order presented below is reasonably logical.
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Create RADIUS Enforcer Access Templates

The access templates define the RADIUS attributes that will be sent to end devices when their health check is complete. Initially, you are presented with
the details of the existing default Access Templates. There is a template that Allows all users, and one that Denies all users.

Whilst these Access Templates are not likely to be of much use for your NAC solution, it is worth taking a look at the structure of the templates, to
become acquainted with what elements comprise a RADIUS Enforcer Access Template.

There are four significant items in the Template details:

m Compliance State — This indicates which sort of end-points this Access Template will be applied to. This will become clearer when the Policies
are described, below, but in summary, the NAC server determines the level of an End-Point’s compliance with the Health policy, and then decides
which Access Templates can be applied to the End-Point.

» The Compliance State can take values Compliant, Partially Compliant, and Non-Compliant. Again, the process by which the server
decides which state an End-Point is in will be discussed later on.

m Network Access — This indicates whether a RADIUS-Accept message or a RADIUS-Reject message will be sent to the End-Point at the end of
the RADIUS negotiation.

m RADIUS Client IP Addresses — This indicates which RADIUS clients (i.e. 802.1x authenticator LAN switches) this Access Template applies to. If
a RADIUS request comes from a RADIUS client that is not within the range(s) of addresses defined here, then this Access Template cannot apply
to that request.

m RADIUS Attributes — This is a list of attributes that will be sent to the RADIUS client if the RADIUS request is accepted. Typically, the attributes
will be used to dynamically allocate a VLAN ID.
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I. Select Enforce from the menu across the top of the application window.

2. Select Radius Enforcer Access Templates from the second-layer bar menu that is then created.

3.Select Create RADIUS Enforcer Access Template.

* MANA s ENFORCE « REPORT e CONFIGURE SYSTEM Home | My Account | sbout | Help | Logoff |
AGENT ENFORCER ACCESS TEMPL ADIUS ENFORCER ACCESS TEMPLATES | DHCP ENFORCER ACCESS TEMPLATES | NETWORK RESOURCES | EXEMPTIONS | MY LINKS

B Enforce : RADIUS Enforcer Access Templates

View, ereate, update, or delets RADILIS Enforcer access templakes in the lst

Last Updated

[ B Default - RADIUS Accept All RADILIS Enforcer access templake used to permit access to the network, 1 12142008 4:27:21 PH B

RADIUS Enforcer Access Template Details
Name: DefaLlt - RADILS Accept All
Version: 1
Description: RADILS Enforcer access template used to permk access to the network.
Compliance States: 09
Networl Access: accept
RADIUS Client IP Addresses: RADIUS Attributes:

1P Address Name Type Vendor Code |vendor sub

Attribute
Ay
1o Attributes
[7 [ @ Default - RADIUS Reject all RADIUS Enforcer access template used to deny access to the network, 1 12/1§2008 4:27:22 P

RADIUS Enforcer Access Template Details
Name: Default - RADILS Reject Al
Version: i
Description: RADILS Enforcer access template used to deny access to the network.
Compliance States: @
Network Access: reject

RADIUS Client IP Addresses: RADIUS Attributes:

1P Address Type Vendor Code |vendor Sub

- Attribute

Y Click here to add
new Access
Templates =
Treate RADIUS Enforcer Access Template
2 20002008 Sophos Group, Allvights reserved

This will provide you with an interface within which you can define the attributes of the new template.

B sophos nac welcoms, admin n adminstrator)

+ MANAGE » ENFORCE  REPORT  » CONFIGURE SYSTEM Home | Wy account | sbout | Help | Loaoft |
AGENT ENFORCER ACCESS TEMPLATES RADIUS ENFORCER ACCESS TEMPLATES DHCP ENFORCER ACCESS TEMPLATES NETWORK RESOURCES —EXEMPTIONS MY LINKS

B Enforce : Create RADIUS Enforcer Access Template

Select the template compliance states, add RADIUS client IP addresses ar select ANV, specify Accept or Reject netwaork access, create associated RADIUS attributes, and click Save, Click Help for
infarmation an access template settings.

Name: ¥ersion:  Description: Template Compliance States: @) ¥ compliant
[Compiiant 1 =] (Used when creating policy) ) ™ partially Compliant
- @ ™ Non-Compliant

I Lock

RADIUS Client IP Addresses RADIUS Attributes
S add Network Access: [accept -
Ol ccies BRSO Toroperies |
B runncl-type = Type: Standard 3

B Name: [runnel-type
Number: 54
Format: Int=ger -~
Value: l13—

2000-2008 Sophos Group, All rights reserved,

m You can decide on the Name and Description to give the template.
m You have a choice of which Compliance States the template will apply to — you can choose any combination of the 3 states.
m You can add ranges of applicable RADIUS Client IP Addresses, or leave the client address setting at its default value of ‘ANY’.

m The area of the template you are most likely to configure is the RADIUS Attributes. The first item that can be set in that section is the choice
as to whether or not users to whom this template is applied are to be given access to the network. Then you can define the attributes that will
be allocated to the RADIUS client if the supplicant is to be given network access.To dynamically allocate a VLAN ID to an Allied Telesis switch, you

must set the following three attributes:
* Tunnel-type is set to VLAN (value=13)
* Tunnel-Medium-Type is set to |IEEE 802 Ethernet (value=6)
¢ Tunnel-Private-Group-ID is set to the VLAN ID that is to be allocated to the RADIUS Client

Allied Telesis Page 28 www.alliedtelesis.com



NETWORK SECURITY SOLUTIONS

« MANAGE « ENFORCE « REPORT  « CONFIGURE SYSTEM

B Enforce : Create RADIUS Enforcer Access Template

AGENT ENFORCER ACCESS TEMPLATES | RADIUS ENFORCER ACCESS TEMIPLATES | DHCP ENFORCER ACCEGS TEMPLATES | NETWORK RESOURCES | EXEMPTIONS | MY LINKS

informatian n access template settings

Name: version:
1

1P addresses or select AN, speciy Accept or Reject netiork access, creste associated RADIUS attributes, and click Save. Cick Help for

[Compliant

™ Lock \—j

Template Compliance States: @) 7 Camplant

[ partially Compliant
@ T nor-compliant

Mo pooo Add

ey
& Tonel-Medium-Type
B runcitype

|

RADLUS Client IP Addresses RADIUS Attributes
Network Access:  [accent -

Type: Sandad 5]

Name: e Medium-Type
Number: s

Format: Integer =l
value: 3]

1002005 Saphes Group. Al rights reserved,

* MANAGE » ENFORGE « REPORT e CONFIGURE SYSTEM

B Enforce : Create RADIUS Enforcer Access Template

AGENT ENFORCER ACCESS TEMPLATES | RADIUS ENFORCER ACCESS TEMPLATES | DHCP ENFORCER ACCESS TEMPLATES | NETWORK RESOURCES | EXEMPTIONS | MY LINKS

Home | My fccount | about | Help | Logoff |

informatian an access template settings,

Name: Version:  Description:
[eomphani 1

™ Lock

T

Seleck the template compliance states, add RADILI client IP addresses or select ANY, specify Accept or Reject netwark access, create associated RADILIS attributes, and cick Save. Click Help for

Template Compliance States: @) & complart
(Used when creating policy)

_) [ partially Compliant
@ I en-Compiant

RADIUS Client IP Addresses: RADIUS Attributes
Netwark Access:  [accent -

New
@B Trnekvedum-Type =l ype: Standard -
o @ runnetiee Name: el ate-GrouprID
Number: o
Format: Tt =
value: ol

© 2000-2008 Saphos Group. Al rights reserved.

For the Template Compliance States, you will probably wish to create different templates for Compliant, Partially-Compliant and Non-Compliant

end-points. Possibly, Partially-Compliant and Non-Compliant end-points will be assigned to a remediation VLAN.

Also, for compliant end-points, you may have different access templates for different RADIUS clients — as the different clients may be in different parts

of the network, where different VLANSs are in use.

Create and save whatever RADIUS Enforcer Access Templates are required for your NAC solution.

Creating/Configuring profiles

Profiles sit at the heart of defining the health policy for end-point devices.

Profiles are the individual items that are checked when the health status of a device is being assessed. They are things like: which virus scanner is

installed? How up-to-date is its virus pattern database? What operating system security patches are installed? Etc.

To access the profile editing interface, choose Manage from the menu along the top of the application interface. Then choose Profiles from the drop-

down menu.

* MANAGE = ENFORCE  » REPORT = CONFIGURE SYSTEM

Potces APLICATIONS | PATCHES = EXDPOINTS
Profiles

o theiar

Apphcatons

i A e, . “M%MW#-A‘M‘““ e bl S g el st O AWt e i =)

Allied Telesis

Paiches L Last Updated
Endpeiniz

tioms | My Account | dbout | bisle | Leooff |

MY LINKS
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You will be presented with a large list of pre-defined profiles:

nhos nac

= MANAGE s ENFORCE s REPORT s CONFIGURE SYSTEM Home | My Account | aH

POLICIES | PROFILES | GROUPS | APPLICATIONS | PATCHES | ENDPOINTS
B Manage : Profiles

Search for, view, create, update, or delete profiles in the list,

Name: | Type: Al -

I~ Display Profiles Added in the Last [[ Days. Search

| Profile Item

r e WinXP Profile Operating System Windows %P 1 12/1/3
& Winvista Profile Operating System Windows Yista 1 121174
r f;-‘ Windows Live OneCare 1.x Profile Anti-Yirus Application windows Live OneCare 1.x 1 1213

(] E Windows Defender 1.x Profile Anti-Spyware Application windows Defender 1.x 1 12/5/4
m E Win98SE Profile Operating System Wwindows 98 SE 1 1201/
r & WinZK Profile Operating System “Windows 2000 1 12114
| E Win2003 Profile Operating System windows 2003 1 1211}

C & Trend Micro OfficeScan Corporate Edition  Anti-Virus Application Trend Micro OfficeScan Carporate Edition 7.x 1 1218l

T.xProfi...

- f;] Trend Micro DfficeScan Client 7.1 Profile Anti-Yirus Application Trend Micra OfficeScan Clisnk 7.5 2 1218/3
[l E Irend Micro OfficeScan Client 7.1 Profile Firewall Application Trend Micro OfficeScan Client 7.5 1 1218/
r& Trend Micro Anti-Spyware 3.% Profile Anti-Spyware Application Trend Micro Anti-Spyware 5. 1 1245/
r f;-‘ Symantec Client Security 10.% Profile Firewall Application Symantec Client Security 10,x% 1 1218/3
-l_ f,° S!mfﬁ?wv:rﬁlw?we “-A\n?l-V\rus Apﬂcatlon ‘—-J\Ytazijﬂﬁh,_\ - z . A_sz{

From there, you can either choose to create a new profile, or click on an existing profile to edit it. For example, you can see below that the Profile
for the Windows Firewall under XP SP2 is being edited. The profile is effectively a series of properties to check in relation to this application — is it
installed, is it enabled? — and decisions to make based on the answers those questions. The decisions can be to declare the client device compliant or

non-compliant, whether to present the user a message in relation to this decision, and whether to take remedial action.

* MANAGE « ENFORCE  » REPORT  « CONFIGURE SYSTEM Home | My Accourt | about | Help | Logoff |
POLICIES = PROFILES | GROUPS = APPLICATIONS | PATCHES = ENDPOINTS MY LINKS

B Manage ! Update Profile

Select the prafile tem; specify the InstalledElse compliance states and messages; add service packs, patches, or capabilities ta the prafil; specify the assodiated canditions, campliance states, and
actions; and dick Save, Click Help For information on profile settings,

Name: version: Description:
[Micrasoft Windows Firewall XP 5P2 Profile 1 Iicrasoft Windows Firewall 5P SP2 Prafile j
Lock —
Application: Microsoft Windows Firewall XP SP2 Operating Systems: Agent Types: Efa 53
Condition Compliance State Message
Installed [ Carnpliant =l [MoMessage =
Else [Hor-Cormpiant =1 [Show Messae = &
8 Enabled Operating Systems: Agent Types: Efa E
Compliance State Remediation Actions Prioritize
B [erabled - [ compliant =l [roMessage =1 I Enable
Else [Hon-Camplant =1 [show Message = ¥ Fenable

The default list of profiles in the application is quite extensive, and has chosen sensible default settings, so it is quite possible that you will not have to

make any changes or additions to the profiles.
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Creating policies

A policy combines a set of profiles together, to create a definition of what will constitute a health-check of endpoint devices.

You can edit policies via the Manage menu.The opening screen lists all the currently existing policies. By default, no policies exist.

To create a new Policy, click on Create Policy, near the bottom of the window.

* MANAGE « ENFORGE < REPORT  » CONFIGURE SYSTEM Home | by Accourt | About | Help | Logoff |
POLICIES = PROFILES < GROUPS = APPLICATIONS = PATCHES | ENDPOINTS MY LINKS|

B Manage : Policies

iew, create, update, or delete policies in the Ist.

W [Potces = Version _|Last Updated

io policies have been created,

Click here to
create a new
Policy

2000-2008 Sophos Group. Al ights reserved

B Create policy

The central task in creating a Policy is that of adding the profiles that define the Health Checks that are to be performed on EndPoints.

To add Profiles, click on Add Profiles near the bottom of the window. This will provide you with an interface in which you can choose profiles from a

number of different types. Choose the type, and the profile, that you wish to add to the policy.

The illustration below shows an example of an anti-virus application profile being added.

* MANAGE + ENFORCE ¢ REPORT e« CONFIGURE SYSTEM Home | My Account | About | Help | Logoff |
POLICIES | PROFILES ~GROUPS = APPLICATIONS | PATCHES | ENDPOINTS MY LINKS

B Manage : Create Policy

Seleck the poiicy made, specify Agnt: settings, add profiies, set netwark access sebtings, and chck Save, At least one aperating system profile must be added o your policy. The default poliy is
used when na graup ean be Faund. Cick Help For information on policy sektings.

Name: Version: Description:
[allied Test !

H
=

™ Lock

¥ Default Policy
Policy Mode:  [Eforce =

Policy Settings

Agent Settings

Agent
B Settings

Profiles Continuous Agent Settings Quarantine Agent Settings
B Operating Systems
Policy Refresh Interval: g Tinutes = Quarantine Override: Fase =
Network Access This valus identifies how often the Continuous or ‘This valus idertifies whether endpaint Users can override
O agent Quarartine Agent retrieves policy, quarantine
B rabius
Assess and Enforce Interval: - DHCP Agent Settings
O phce 5 Pinutes g g

This walue identifies how often the Continuous or
Quarartine Agent verifies I the endpoint is in
complance, This value estabiishes the method used to abkain new TP

addresses for the endpoint.
l: =
Click here to add ~ |° i Hours
Profiles

Agent Enforcement Action: ane -

=5 how often the Continuous or -]

T

@ 2000-2008 Sophos Group. Al rights reserved,

B Add Profiles
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Select Profiles Help

adding other profiles.

Profile Type: | anti-virus Application -

Wame; Operating System: [ 4l Operating Systems -

Reset

| CA eTrust Antivins 7.z Profile A eTrust Antivirus 7.x Profile

O Mcafee YirusScan Enterprise 8.0.0,% Profile McAfee YirusScan Enterprise 2.0.0.x Profile

r Sophos Anti-Virus 4.6 Profils Sophos Anti-irus 4,6

r Sophos Anti-Virus 6.x Profils Sophos Anti-Yirus 6.x Profile

I Sophas Anti-Virus 7.3 Profils Sophos Anti-irus 7.x Profils

r Symantec Antivirus 10.x Profile Symantec Antivirus 10.x Profile

| Trend Micro OfficeScan Client 7.x Profile Trend Micro OfficeScan Client 7.z Profile

[} Trend Micro OfficeScan Corporate Edition 7.x Profile Trend Micro OfficeScan Corporate Edition 7. Profile
O windows Live OneCare 1.x Profile Windows Live OneCare 1.x Profile

=
| oo [ ok |

5 2000-2008 Sophes Group. Al rights reserved.

As profiles are added, their types are added to a list at the lower left of the window, as shown below. The illustration below also shows how RADIUS
Enforcer Access Templates are added to the policy.

Access Templates are added to each of the Compliant, Partially Compliant, and Non-Compliant sections of the Access Templates list. Multiple Templates
can be added to each section, and are arranged in the order you wish a RADIUS request to be checked against them, until a template is found that
matches the properties of that RADIUS request.

s MANAGE « ENFORCE « REPORT  » CONFIGURE SYSTEM Home | My Accourt | About | Help | Logoff |
POLICIES | PROFILES = GROUPS = APPLICATIONS = PATCHES | ENDPOINTS MY LINKS

B Manage : Create Policy

Select the policy made, specify Agent settings, add prefiles, set netwerk access settings, and click Save. At least one operating system profils must be added to your policy. The default policy is
used when no group can be Found, Click Help For nformation on policy settings.

Name: version: Description:
[rlied Test 1

™ Lock

¥ Default Palicy

Policy Mode:  |Erforce =

Policy Settings

Network Access: RADIUS

Settings
Profiles Report Only Remediste | Enforce
B Operating Systems

B Anti-¥irus Application

Firewall Application Select the RADIUS Enfarce emplates to use when the policy is in Enfarce mode.

Network Access Access Templates:

B agent =
B pHee Compliant 43 J

B [ Default - RADIUS Accept Al RADIUS Enforcer access template Used ta permit access ko the network. @3
L. &

2000-2008 Sophos Group. Al rights reserved,
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Endpoint Agent deployment

The Application server creates the installer that installs the agent software onto endpoint devices.

First an Agent Deployment Template is created, and then the installer is created, using settings defined in the Deployment Template.

To create an Agent Deployment Template:

I. Select Configure System.

2. Select Agent Deployment, and you will be presented with the Agent Deployment Template interface.

3. Click Create Agent Deployment Template near the bottom of the window. This takes you to an interface for defining the details of the Agent

Deployment Template.

* MANAGE e« ENFORCE + REPOI - CONFIGURE SYSTEM Home | My Account | About | Help | Legeff |

ACCOUNTS  ALERTS ENFORCER SETTINGS = SERYERY \GENT DEPLOYMENT ~ AGENT REGISTRATION MY LINKS |
B cenfigure System : Agent Deploymen@plat&s

View, create, update, or delete Agent deployment kemplates n the list, or canfigure an Agent file to distribute ko endpoints of to post te 3 Web server,

o Agert: Templates have been created.

Click here to create
an Agent Deployment
Template

@ 2000-2006 Sophos Group, Al rights reserved,

Create Agent Deployment Template

* MANAGE e« ENFORCE  » REPORT CONFIGURE SYSTEM Herme | My fecount | About | Help | Logoff |

ACCOUNTS | ALERTS | ENFORCER SETTINGS = SERVER KEY | AGENT DEPLOYMENT | AGENT REGISTRATION MY LINKS|

B configure System : Create Agent Deployment Template

Select the type of Agent configuration, specify Agent configuration settings, select Agent settings, import an Agert: skin (F branding), and click Save. Click Help For information on Agert deployment
template settings

Name: version: Description:
[restpcs 1 ‘ ﬂ
I Lock
Agent Type: [Continuous =l
Agent Configuration
feation Server:' [Tz Policy Refresh Interval: o] e -
| asfvanced server setinas | Assess and Enforce Interval: 5 [mnoes =]
DHCP User Class: T Report Interval: 9 ours B

Agent Customization

Agent Settings:

| [Setting Name Category

Agent Skins: Inport
NET

B bascadtoRegisier  InterfaceSettng [ B & Default

B crop Authorization s [l RSA
Setting

B Loooing Logging Setting Log All Messages 3

B  Logging Enabled Logging Setting Enable 5

B Retry Delay Interface Setting l—m

8 Show Errors InResuls Interface Setting Show -

2000-2008 Sophos Group. Al rights reserved. )

A number of quite detailed options can be configured, to control how the agent will operate, by clicking the Select button opposite Agent Settings.
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Select one or more Agent settings to add ta this Agent deployment template, and click Ok,

Setting Name ~ Cateqory
SPPIcafions assessed on the endpoint,
W Basic Auto Register Interface Setting Specifies that registration attempts wil b
be made automatically during a single
Agent session when registration is
required by the application server,

W Group ID Autharization Sets the identifier used to retrieve policy —
Setting for & given user group when no user

group information is returned from the
RADIUS Enforcer, The group ID

provided by the Agent must match the

name defined in the Web interface for

the group. Group information returned

from the RADIUS Enforcer overrides the
group ID provided by the Agent.

[T Log Lifetime Logging Setting Time, in hours, that the Agent logs are
kept on the endpoint before they are
cleared and restarted.

Lagging Logging Setking Sets the logging level For the Agent.

a9

Loaaing Enabled Loaaing Setting Enables loaaina for the Aoent. This -

2000-2005 Sophos Group. All rights reserved.

Also, the Advanced Server Settings link gives you the opportunity to set some parameters on how the agent interacts with the server. In particular,
you can choose whether the communication between agent and server is performed by HTTP or HTTPS. The communication defaults to HTTPS, but if

you have any problem with HTTPS communication between the agent and the server; then choose the option of HT TP instead.

Once you have configured the desired settings on the Agent Deployment Template, you are ready to create the agent installation file.

Once a template has been created, the main Agent Deployment window will contain, near the bottom, a link labelled Configure Agent File.

ACCOUNTS | ALERTS = ENFORCER SETTINGS = SERVERKEY | AGENT DEPLOYMENT | AGENT REGISTRATION

B cConfigure System : Agent Deployment Templates

o MANAGE » ENFORCE « REPORT  » CONFIGURE SYSTEM voma | 1y Accouns | bout | Help | Loaof |

MY LINKS|

View, create, updste, or delete Agert: deplayment kemplates in the list, or configure an Agert: fil to distrbute to endpoints or ko post to & Web server.

Click here to
configure the
Agent file

[nll) Test PCs. Continuous. 1 12/8/2008 6:07:50 PM

9 creste Agent Deplopment Templste £} Configurs Agant Fils I~ oelte |

2000-2008 sophos Group. Allrights reserved,

This link pops up a window that enabled you to configure the agent file.
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m Click Browse... to select and upload the initial Agent MSI file from which you want to create the new Agent file.You can obtain the default Agent
MSI file from the Sophos Network Access Control installation CD.

Select the Agent deployment template, upload the Agent M3I file if required, and click OK to configure the Agent file,
‘fou can confirm the Agent configuration information prior to downloading the Agent File,

Agent Deployment Template: | Test PCs |

Agent Type: Continuous Agent

Agent MSI File: |

Browse... |

2000-2005 Sophos Group, All rights reserved.,

1 Click OK in this window, and you will be provided with a summary of the details of the Agent msi file that's about to be created.

Download Agent File

Help

Reeview the Agent configuration information, and dick OF to download the configured Agent: file. When prompted, save
the file to a specified location, and then click OK to dose the dislog box, You can then distribute the configured Agent
file: bo endpoinks or post the file to & Web server, depending on the Agent configuration.

Uploaded Agent MSI Information

Product Name: Sophos Metwork Access Control

Product ¥ersion: 3.0.535.0

MSI ID Code: AF72A%684-179F-4C20-B003-A301 4F25 1 C4a)
0ld Agent Template: <nane =

Mew Agent Template: Test PCs (v 13

New Agent Type: Conkinuous Agent:

2000-2008 Sophos Group, All rights reserved,

m Click OK, and the server will compile the Agent misi file, and give you the option to save it somewhere on the server.

prompted, save
the file ko & specifi Figured Agent
file to endpainis or Mame: AgentInstaller WT.msi
Type: ‘Windows Installer Package, 8.64 MB
Product Name: From: 172.28.97.123
Product Yersiol
MSI ID Code: Bun Save

DId Agent Tem
New Agent Ten
New Agent Typ @ “While files from the Internet can be useful, this fils type can

patentially harm vour computer. IF you do not trust the source, do nat
1un of save this software. What's the risk?

2000-2008 Sophos Group, Al rights reserved.
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{pownload complete
s
Downl [v1¥ = Hel
|—-= Download Complete X| Help
Reviewt  gaved: prompted, save
F:r:gliﬁ AgentInstaller _NT.msi from 172,28.97.123 figured Agent

Downloaded: 8.64 MEn 1 sec
Produc Download to: [v\Inetpublwe,  \Agentinstaller NT msi
Transfer rake: .64 MBSec

Produc
msrin | iose this diaing box when downioad complefes

0ld Ag:
New Ag Bun Open Folder | Cloze I
New Ag

an
= \'J potentially harm pour computer. IF you do not tust the source, do not
1un or save this software. What's the risk?

2000-2008 Sophos Group. All tights reserved. )

Deploying the Endpoint agent

To install the Sophos NAC Advanced agent onto an endpoint PC, copy the Agent .misi file (created above) onto the PC, and run it on the PC.
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Allied Telesis Switch configuration

Sends authentication requests to the Network Policy Server
at 192.168.0.2

Sets the switch to use the configured RADIUS servers for
802.1X authentication

Creates the DHCP pool for client PCs that the Network Policy
Server deems noncompliant. These are allocated an IP address in
the range 192.168.2.167 — 192.168.2.200

Creates the DHCP pool for client PCs that the Network Policy
Server deems compliant. These PCs are allocated an IP address
in the range 192.168.10.167 — 192.168.10.200

Enables the DHCP server

Creates the ACLs that will restrict network access to the client PCs.
Compliant PCs (with an IP address in the 192.168.10.0 subnet) are
allowed normal access to the network.

Noncompliant PCs (with an IP address in the 192.168.2.0 subnet)
are allowed access ONLY to the servers.

Allows all DHCP traffic.

Sets the switch to drop all traffic that does not match the other
ACLs

Creates the compliant and noncompliant VLANs. There are
no statically allocated ports on these VLANS. Instead the
switch dynamically allocates the ports using the 802.1 X VLAN
assignment process.

Sets ports 1.0.1-1.0.8 to be non-authenticating ports. Connect
servers and routers to these ports.

Sets the remaining ports as authenticating ports. The ACLs that
constrain the access to the network are applied to these ports.

802.1X is enabled on these ports and configured to accept
dynamic VLAN assignment.

Allocates IP addresses to all the VLANSs on the switch, so that it
can L3 switch between these VLANS,
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radius-server host 192.168.0.2 key testing|23-2
aaa authentication dot|x default group radius

ip dhcp pool NAC-noncompliant
network 192.168.2.0 255.255.255.0
range 192.168.2.167 192.168.2.200
dns-server 192.168.0.1
default-router 192.168.2.3
lease | | |
subnet-mask 255.255.255.0

ip dhcp pool NAC-compliant
network 192.168.10.0 255.255.255.0
range 192.168.10.167 192.168.3.200
dns-server 192.168.0.1
default-router 192.168.10.3
lease | | |
subnet-mask 255.255.255.0

service dhcp-server
access-list 3001 permit ip 192.168.10.0/24 any

access-list 3002 permit ip 192.168.2.0/24 192.168.0.1/32
access-list 3003 permit ip 192.168.2.0/24 192.168.0.2/32

access-list 3005 permit udp any range 67 68 any range 67 68
access-list 3006 deny ip any any

vlan database
vlan 2 name noncompliant
vlan 10 name compliant

interface port!.0.1-1.0.8
switchport
switchport mode access

interface port!.0.9-1.0.24
switchport
switchport mode access
ip access-group 300
ip access-group 3002
ip access-group 3003
ip access-group 3004
ip access-group 3005
ip access-group 3006
dotlx port-control auto
dotIx control-direction in
auth host-mode single-host
auth dynamic-vlan-creation

interface vlan|
ip address 192.168.0.4/24

interface vlan2
ip address 192.168.2.3/24

interface vlan3
ip address 192.168.10.3/24
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About Allied Telesis Inc.

Allied Telesis is a world class leader in delivering IP/Ethernet network
solutions to the global market place.We create innovative, standards-based IP
networks that seamlessly connect you with voice, video and data services.

Enterprise customers can build complete end-to-end networking
solutions through a single vendor; with core to edge technologies ranging
from powerful 10 Gigabit Layer 3 switches right through to media
converters.

Allied Telesis also offer a wide range of access, aggregation and backbone
solutions for Service Providers. Our products range from industry leading
media gateways which allow voice, video and data services to be delivered
to the home and business, right through to high-end chassis-based
platforms providing significant network infrastructure.

Allied Telesis' flexible service and support programs are tailored to meet
a wide range of needs, and are designed to protect your Allied Telesis
investment well into the future.

Visit us online at www.alliedtelesis.com
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