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How to install and run a Cerity Client on
Windows 2000 Terminal Services and on
Citrix Metaframe XP

Overview

Terminal Server Emulation (TSE) mode is supported by Cerity NDS for Pharmaceutical QA/QC with the
introduction of the software revision A.01.03.

Cerity Review Clients, installed on terminal server hosts, can host remote terminals that have no Cerity
software installed. These terminal server clients function through private session access to the Cerity
review client.

This document describes the installation process and configuration of the Cerity Review Client on a
Windows 2000 Server with Terminal Services and Citrix Metaframe XP.
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1.Installation Prerequisites

1.1 Hardware requirements

< 10 concurrent clients < 25 concurrent clients
CPU 2 x Pentium IV, 1.4 GHz 2 x Xeon, 1.4 GHz
Computer Type | Desktop Computer or Server Server
Memory 768 MB 2GB
Disk 18.2 GB Ultra3 SCSI; 10,000 rpm 18.2 GB Ultra3 SCSI; 10,000 rpm
(second disk might be added for redundancy)

One or more Windows 2000 Servers with Terminal Services and Citrix Metaframe XP, can be configured to run the
Cerity Review Client.

1.2 Software requirements

A complete Cerity cluster is already installed. A Cerity Database Server and Acquisition Controller(s) are
already running without problems.

A Windows 2000 Server installed as member server of the same Domain as the Cerity Database Server
and Acquisition Controller(s). For the installation a user with administrative rights on that Windows 2000
Server is needed.

The required Terminal Server Client Access licenses and a License Server (see Chapter 3 - Terminal
Services Client Licenses)
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2.Configuration of the Windows Terminal Services

This chapter describes the steps needed to install the Windows Terminal Services on a Windows 2000
Server or Advanced Server system and on the client computers.

2.1 Installing Terminal Services in application server mode

=1oj x|

B Add/Remove Programs

Windows Components "
“You can add or remove components of 'Windows 2000, s

Ta add or remove & component, click the checkbox. A shaded box means that only
part of the component wil be installed. To see what's included in a companent, click
Details.

LComponerts:

[ {2 Remate Storage 35ME o]
‘B Sciipt Debugger
(@ ¥ Teminal 5
[ Teminal Services Licensing
&

“windnws Media Services

Description: Provides a multi-session enwironment for clients to access

Windows-based programs on this computer
Detailz..

Total disk space required 11.3MB
Space available on disk: 13120.0 MB

< Back E Mext > i Cancel |

windows Components Wizard x|

Terminal Services Setup P
“fou can run T erminal Services in one of two mades. Q

Select the mode you want to use:
" Remote administration made:

Allows a limited number of administrators to remotely manage this server. This
getting minimizes impact on erver performance.

= Application server mode
Allows users to remotely run one or more applications. This setting optimizes
program response limes.
To use this option, pou must sst up & Teminal Services Licensing server in this
damain or work group within 90 days,

Use Add/Remove Programs in Control Panel to install programs for use in
application server mode.

< Back I Nest » I Cancel

Open Add/Remove Programs in Control Panel.

Click Add/Remove Windows Components to
open the Windows Components wizard.

In Windows Components, select the Terminal
Services check box, and then click Next.

In Terminal Services Setup, click Application
server mode.

In Terminal Services Setup, you may see
programs listed that will not work properly when
Terminal Services is enabled. You need to reinstall
these programs for multi-user access using
Add/Remove Programs after Terminal Services
are enabled.

[ October 2002

P/N G4000-90100

Page 4 of 23 ]—‘




Cerity NDS for Pharmaceutical QA/QC

Agilent Technologies

Cerity Review Client on Terminal Server
Technical Note N°3

—

windows Components Wizard x|

In the next screen, specify whether you want
permissions to be compatible with Windows 2000
Users or with Terminal Server 4.0 Users. Select
Permissions compatible with Windows 2000

Terminal Services Setup I
Select default permissions for application compatibility. Q

Many applications require special access bo system resources, such as the registry and
system directories, in order to work comectly.

Selct 1 5P 10 provdl e Mo st ervirient i which o un Users for the most secure environment in which to
applications. By default, Teminal Server Users will have the same permissions as

members of the Users group and thus may not be able ta run maty legacy H H

MEEERE) run applications

" Feimissions compalible with Terminal Server 4.0 Users
Select this aption to provide an environment that s compatible with most legacy
applicatiors
/& Under this configuration, all Users willhave full access to criical registry and

file system locations. This is necessary in order to run many legacy
applications.

¢Back [ Mews | Cancel |

indows Components Wizare = Click Next, and then click Finish and Yes.

Completing the Windows
Components Wizard

You havs successfully completed the ‘windows
Components Wizard.

System Settings Change =
@ You must restart your computer before the new settings will take effect,

Do you wanl: to restart your computer now?

e |

Ta close this wizard, click Finish,

After rebooting the system, a Terminal Server has been established.
To access the Terminal Server it is now necessary to install the Terminal Service Client on the desired
client machines.

2.2 Installing Terminal Server Client

The Terminal Server Client installation can be found on the Terminal Server in the
“%SystemRoot%\system32\clients” directory

If you share the “%SystemRoot%\system32\clients” directory, you can directly access it from the client
computers and you do not need to create installation floppy disks.
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3.Terminal Services Client Licenses

Each client requires one of these license tokens to gain access to the terminal server unless the server is
configured to use the Terminal Services Internet Connector.

A License Server is required. A license server is a Windows 2000 Server or Advanced Server machine
that has been configured with the Terminal Services Licensing service.

The License Server stores all Terminal Services license tokens that have been installed for a group of
terminal servers and tracks the license tokens that have been issued.

(7SN N[e]\'} Without a License Server, connections to the Terminal Server will be denied after 90 days.

For more information on Terminal Server Licensing, please refer to Microsoft Windows 2000 Terminal
Services Licensing Technology White Paper at the following URL:

http://www.microsoft.com/windows2000/techinfo/howitworks/terminal/TSLicensing.asp

4. Application Software installation

4.1 Introduction
The system detects installation processes to make sure, that all installed applications on the terminal
server are installed multi-user and multi-session enabled.
Installing a software without being in the right terminal server mode can lead to the following dialog box
on the terminal server screen:

Terminal Server Install Failure x|

A terminal server must be in install mode before you can install a
program. *hen you uze Add/Bemove Programs in the Control Panel
to install a program, this automatically puts a terminal server in install
maode.

Use either of the following methods to install programs for multi-session application server access:

Use Add/Remove Programs in Control Panel.

Use the change user command at the command prompt before and after installing the program.

Before the program is installed, change user /install places the system in install mode. After the program
is installed, change user /execute returns the system to execute mode.

Do not copy program files from one directory to another or manually edit the registry during installation.
Install programs on the Terminal server local drive rather than on a file server. This improves program
performance.

Install programs on NTFS file system formatted drives rather than on FAT formatted drives. You can only
set file permissions on NTFS drives.

[ October 2002 P/N G4000-90100 Page 6 of 23 ]_‘



http://www.microsoft.com/windows2000/techinfo/howitworks/terminal/TSLicensing.asp

Cerity NDS for Pharmaceutical QA/QC Wi ) )
-2 Agilent Technologies

Cerity Review Client on Terminal Server
Technical Note N°3

—

4.2 Oracle Client Setup

Before the Cerity Review Client can be installed, the necessary Oracle software needs to be installed.
Make sure to run the setup(s) from within the control panel as described above. The Oracle installation
needs to be patched to Oracle 8i Version 8.1.7.2.1.

For more details on the Oracle Client installation, please see the Cerity Installation Guide.
(Chapter 4: Install Cerity Review Client, Acquisition Controller and Reprocessing Server)

izl

Add a program from CD-ROM or Floppy disk.

Tao add a program from a CD-ROM ar Floppy disk, dick CD or Floppy. D or Floppy |
Add programs from Microsaft

To add new Windows Features, device drivers, and system updates wind Lpdat |
% over the Inkernet, click Windows Update, (MELSHE e

Add programs from your network: Catagory:l All Categories = l

Mo programs are available on the netwark ;I

Run Installation Program x|

If thiz is the commect installation program, click Mexst. To start
the automatic search again, click Back. To manually
search for the installation pragram, click Mest.

Erowse. . |

< Back I Next > I Cancel |

The installation path for the oracle product may differ depending on the drive letter of your CD-ROM drive.
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4.3 Cerity Client Setup

To start the Cerity Setup, use Add/Remove Programs in Control Panel, select CD of Floppy, insert the
Cerity Software CD-Rom and press Next. Follow the instructions as described in the Cerity Installation
Guide (Chapter 4: Install Cerity Review Client, Acquisition Controller and Reprocessing Server).

r oye Progran
Install Program From Floppy Disk or CD-ROM [ =]

Inzert the product's first installation floppy disk or CO-ROM.

and then click Next.

. D or Floppy |

s ‘windows Update |

=gory:| All Categories = I
[

< Back

Cancel

[
Close |

IW\[OJF= The Cerity installation will determine by itself that it is run on a Terminal Server and switch into the correct
installation modes, even if the installation reboots during the setup process.

Agilent Cerity NDS for Pharmaceutical QA/QC Setup

License Agreement

Please read the following license agreement carefully.

o Agilent Technologies

Press the PAGE DOWHN key to see the rest of the agreement.

AGILENT SOFT'wARE LICENSE TERMS
{8 Information

a)’

ore @
ane

ope

by

Cerity Review Client will be installed on this system.

‘You are installing Cerity software in Terminal Server jCikrix evironment.

B

zetup will cloze. To install Cerity S aftware, you must accept this agreement.

Iristal|Shigld

Do you accept all the terms of the preceding License Agreement? If you choase Ma, the

< Back

The installation will pop up a message box telling the installer that only the Cerity Review Client can be
installed on a Terminal Server. After that message box the installation runs exactly as it would do on a

thick client machine.
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5.Deploying Cerity Review Client

Generally there are two ways to deploy a software application that has been installed upon a Terminal
Server:

Use the Terminal Server Client to allow the users to access virtual desktops on that Server and run the

application via “normal” mechanisms (using the Start-Menu). This is trivial. Simply install the Terminal
Server Client Software on the client machines and show the user how to start a terminal server session
using the “Terminal Services Client”.

Deploy a Terminal Server’ed application by using the Terminal Server Client Connection Manager. In this
case you also have to install the Terminal Server Client Software on the client machines. In addition to that
a configuration file can be created once and then be deployed on all client machines that allows access
only to one application of the Terminal Server. To accomplish this, start the Client Connection Manager
and follow the wizard to create a new custom connection.

7 Client Connection Manager - ol x|
File Edit VYew Help

B &R x5 o ‘
B GH

Cetity Cliert  Command Client Connection Manager Wizard x|
Prompt

Welcome to the Client
Connection Manager Wizard

This wizard helps you create a shortcut for connecting to a
terminal server.

To continue, click Next

Feady

< Back I’ w3 ‘I Cancel
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Client Connection Manager Wizard x|
Create a Connection
The name you provide for your client connection identifies the shortout pou
are creating,
Type a short, descriptive name for the connection
Connection name:
Terminal Server Cerity
Erter the name or P address of the terminal server.
Server name of IP address:
WaADHO35E Browse... |
< Back I Mewt > I Cancel |
Client Connection Manager Wizard x|
Automatic Logon
“fou can have pour uger name and password supplied automatically.
To automatically log on when using thiz connection, select the following check box,
and then type your uzer name and domain in the appropriate boxes.
“f'ou do ot have to provide your password here; however, if you do not, you will be
prompted for your password each time you log on.
[ iLog on automatically with this information.;
Wser name: I
Easzword: I
[romair: I
< Back I Mewt > I Cancel |
Client Connection Manager Wizard x|

Sereen Dptions
‘fou can choose the ecreen area and type of window to be uzed for the
client.

Select a ecreen area setting for the client window:
 B40 % 480 " 800% B00 1024 2 762

1280 % 1024 1600 1200

By default, the connection iz displayed in a window. If pou want the connection to be
displayed on a full screen, select the following check box:

< Back I Mext > I Cancel

Choose a meaningful name for the Terminal
Server Connection and add the name of your
Terminal Server.

If you enter a user name and
password, they will be the default credentials for
any user who will use the deployed connection
afterwards.

Minimum requirement is 1024x768 pixels (more
is better) or Full screen.
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Client Connection Manager Wizard x|

Connection Properties
‘fou can zelect options that improve the performance of your connection,

If wou are connecting by modem ar over a slow network, select the following check bowx:

[V Enable data compression

I you want ta save frequently used bitmaps to disk, select the following check bosx:

< Back I Mewt > I Cancel |
Client Connection Manager Wizard x|

Starting a Program
“fou can automaticallp start & program when pou uze your Terminal Services
connection.

By default, the Teminal Services connection opens at the Windows desktop. To
automatically start a program, zelect the following checkbox, and then tppe the program
information in the boxes below

The program path and file name refer ta the location of the program on the server.

[V Start the following progiam:

Program path and file name:

IE'\Agilent\l:erity\l:nmmnn\Bin\hpclaunch exe hpuicontainerapp.exe {48SDEDEE

Start in:
IE: “dygilent\Cerityt CommantEir|

< Back I Mewt > I Cancel |
Client Connection Manager Wizard x|

leon and Program Group
“fou can choose the icon and program group for your connection,

The fallowing icon iz the default icon for a clhient connection. If you wart to change the
icon, click Change lcon.

[% Change lcon... |

By default, your connection is added to the Teminal Services Client group. To changs
the pragram group, select an altemate from the list. Ta create a new group, type a new
program group name:

Program group:

< Back I Mext > I Cancel

To improve performances, select Enable data
compression and Cache bitmaps

To automatically start the Cerity Review Client

application when a Terminal Server Session is

opened, specify the location of the Cerity client
on the Terminal Server.

You can easily find the right entries on the
Terminal Server by going to
Start>Programs—>Agilent Cerity and then
right-click on

Cerity for Pharmaceutical QA/QC

You can change the icon and choose a program
group where the new Terminal Server
Connection will be located.
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Client Connection Manager Wizard x| Flnish the Wiza rd
Completing the Client
Connection Manager Wizard

‘r'ou have successfully completed the Client Connection
Manager wizard. *You have created the fallawing
connection:

Termminal Server Cerity

When vou close the wizard, your new connection will be
zaved in the Client Connection Manager list.

To close this wizard, click Finish.

< Back T Finigh Cancel |

You will find a new icon in the specified location and additionally inside the Terminal Server Connection
Manager. It is now possible to export this new connection into a file using the Connection Manager and to
deploy that connection to all machines that run the Terminal Services Client by importing them into the
connection manager of the destination machines.

TIP To deploy other parts of the Cerity Review Client that way, make sure, that the program in the “Starting a
program” page is an executable. If that is not the case, than you have to specify the executable that runs that
program. For example, if you want to deploy the Cerity MMC Snap-In, the complete program path and file name is
“mmc <install-drive>:\<install-dir>\Common\Configuration\configuration.msc”

where install-drive is your installation drive (e.g. C) and <install-dir> is your Cerity installation directory.

When running Cerity Review Client on the Terminal Server under the RDP protocol the number of
colors is restricted to 256. This limitation does not comply with the minimum requirements of Cerity as described
in the installation manual. The Review Client will run normally with the windows default color settings.

Changing any color within Cerity can lead to unreadable user dialogs. So color changes should be done very
carefully. To avoid color problems, Citrix Metaframe’s protocol ICA could be used upon a Windows Terminal
Server.
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6.Terminal Server Tuning Tips

There are several settings that can lead to a more stable system behavior because they restrict the access
and set rules for the default session behavior.

6.1 RDP-Protocol tuning

These rules are related to Terminal Server's RDP protocol and can be found in the
Start>Programs—>Administrative Tools> Terminal Services Configuration

Terminal Services Configuration

M= |
J fction Wiew |J = = | | |@

Tree I

Conneckion
2ROP-Tcp

| Transpork | Tywpe

, Tetminal Services Configuration tcp

| Camment |

Conneckions

Microsoft RDP 5.0
[:l Server Setti

ings

Right click the RDP-Tcp entry on the right side and choose Properties.
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Rop-repproperties ———————————HE|

FRemate Control I Client Settings I Metwork Adapter I Permizsions I
General | Logon Settings I Sessions I E nvironment

From the Properties Dialog, the Tabs for Sessions and
Network Adapters are of special interest.

RODP-Tcp

Type: Microgoft RDF 5.0

Transpaort: tcp

LComment:

Encryption

Encryption level: I Medium LI

All data zent between the client and the server iz protected by
encryption bazed on the zerver's standard key strength.

I~ Usze standard ‘Windows authentication

Ok I Cancel I Lpply |

The number of connections can significantly impact the
General I Logon Settings | Sessions | Enwironment I performa nces of the server.
Remate Contral I Client Settings Network Adapter | Permissions

You can limit the number of concurrent connections in

The following network adapters are compatible with the selected transport the Network Ada pter Tab.
tupe. Select the network adapter pou want to uze.

Metwork adapter:

The number of concurrent users depends on the
amount of installed memory on the Terminal Server.

IAII network adapters configured with thiz protocol j

£ Unlimited connections

' Maximum connections: 5 5

Cancel Apply
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RDP-Tcp Properties ﬂ
Femote Contral I Client Settings I Metwark, Adapter I FPermiszions I
General I Logon Settings Sessions E nvironment
Use thiz tab to zet Teminal Services timeout and reconnechion settings.
¥ Dverride user settings
End a dizconnected session: 15 miriutes
Active geszion limit: INever LI
Idle zession limit: |1 day LI
[ Owveride user settings
when session limit iz reached or connection is broker:
| Disconnect fram session
% End|session
™| Oyeride wser settings
Allow reconnection:
% Erom anw client
= From pre vious client
Ok I Cancel | Apply |

RDP-Tcp Properties E

The Sessions Tab is very important to ensure, that
hanging sessions are periodically removed and do not
block the Terminal Server for too long.

Reasonable values must be chosen. If the “End a
disconnected session” value is set too high, that
hanging sessions will block other users, if it is set to
low, a reasonable user roaming is not possible any
longer.

Permissions can be set up using the corresponding Tab

General I Logon Settings I Seszions I

Femate Control I Client Settings I Metwork Adapter

E nwironment I
Permizsions

Name | Add. |
A dministrators \DHOZ5E WAdministr
€7 SYSTEM _lﬂe'm"e
€52 Users (wiaDHOIBE Wsers) Defaul |
Permizzions: Allaw Deny
Full Control O
Uszer Access O
Guest Aocess O
Adyanced...l

k. I Cancel Apply

in “RDP-Tcp Properties”.

On a Terminal Server that is not a Domain Controller
users that are part of the local “Users” group are
allowed to log on to the Terminal Server.

Normally the “Domain-Users” group of the Domain to
which the Terminal Server belongs is part of the local
“Users” group. This means, that there are lots of
potential Terminal Server users.

To avoid confusion, remove the local “Users” group
from the allowed list and add an own local group (e.g.
Cerity-Users). This local group should then only hold
users that are allowed to access the Terminal Server.
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To ensure stability of the Terminal Services server, it is recommended to periodically reboot the server.
A reasonable time period must be defined. To add as much stability to the system the time period should
be as small as possible. The Terminal Server brings his own command line tool named TSSHUTDN.EXE.

'ommand Prompk

C:is>tsshutdn -7
Shut down a server in a controlled manner.

TSSHUTDN [wait_timel L[/SERUER:servername]l [/REBOOT1 L[ POWERDOUNI
[/DELAY:logoffdelay]l [-U]

wait_time Seconds to wait after user notification before

terminating all user sessi efault is 682>.
/SERVER:servername The server to shut dow current).
#REBOOT Reboot the server after user ns are terminated.
/POUERDOWN The server will prepare for powering off.
+DELAY : logoffdelay ds to wait after logging off all connected
Cdefault is 38)>.
lay information about actions bheing performed.

All connected sessions are notified that they are going to be shut down. Sessions that have applications
with open files prompt the user to save the files. After initiating the logoff command, tsshutdn waits a
specified interval (the default is 30 seconds, which is set by /delay), before ending all processes.

Tsshutdn does not reboot the terminal server unless the /reboot option is specified.

users are notified that their sessions will end and the server is shut down in a controlled manner

To schedule a task like the TSSHUTDN the Windows 2000 Task Scheduler can be used. This can be found
under Start->Settings> Control Panel and then “Scheduled Tasks”. The following picture shows a

daily shutdown of the Terminal Server

JEiIe Edit Miew Fawvorites Tools  Advanced Help

B3 Scheduled Tasks _ (O] x]

J PBack = = - | @isearch [ Folders  £HHistory ||:f‘_-|‘ X wm | Ed-

j @Gn

Jngdress I Scheduled Tasks

Scheauled Tasks

Eltsstutdn At1LZ0AMevery .. 1L2000AM.. 11:20:00AM ...

This Folder cantains tasks you've
scheduled For Windows, Windows
automatically performs each task at
the scheduled tme.

For example, wou can schedule a time
for Windows to dean up your hard disk
by deleting unnecessary files,

Select an item to view its description.

<]

| Schedule | Mexk Run Time I Last Run Time Status I Last Resul I

00

‘2 ohject{s)

A
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7.Citrix Metaframe

7.1 Installation of Citrix Metaframe XP

Citrix Metaframe XP can be installed at any point in time after the Terminal Services were activated on the
Windows 2000 Server. Unlike the Terminal Server installation, the Citrix Metaframe software does not
change the install behavior of the Server.

Citrix Metaframe brings its own protocol named ICA. Any client that wants to access Applications
published by a Citrix Metaframe system needs to run the appropriate Citrix ICA client.

The installation of Citrix Metaframe XP, Citrix Metaframe Licenses and Citrix ICA clients are not discussed
in this not. Please refer to the Citrix Metraframe XP documentation.

7.2 Application Installation

An application can be installed on a Citrix Metaframe XP Server in different ways. The easiest way is to
install an application, as you would do in a pure Terminal Server environment. Another way is to use the

install packager, this is useful if you want to deploy the complete software on multiple Citrix Metaframe XP
Servers that reside in a Metaframe Farm.

7.3 Publishing Cerity Review Client
Application publishing on Citrix Metaframe extends the features of the Terminal Services.
With Citrix it is possible to fulfill the software requirements of Cerity Review Client in terms of color depth

Applications are published on Citrix Metaframe using the Citrix Management Console.

EEEitriH Management Console - METAFARM - agilent'thovogel o ] 4
Actions  View Help
@ 4> HE O BB L dei®ow~m+ & X B
E‘@ METAFARM Load Manager Monitor | Printers | Printer Drivers
B [E] Appications Users Sessions | Frocesses Licenses
@ Dev Studio
ICA Cerity User - | Session | Session D | State |
¥| Motepad
= éXMLNotepad
----- € Citris Administrators
----- 4G IM_FOLDER
\\ Lizenses
----- '-L'—l Load Evaluaters
----- _FG Folicies
[=] 4g# Frinter anagement
----- Crrivers
e Lg# Printers
=3 |Ser\rers
H wapi1s4
WWADI1155
4] | »
Auto Refresh; off

Right click on the Applications icon and select Publish Application.
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= In the first page of the wizard, you can enter the
Welcome to the Application Publishing Pag Y

Wizard Display Name and text to describe the

application.

This wizard will help you publish an application on Citrix servers.

Enter information in the boxes below to identify the published application. Enter the name
and description thatyou want to be displaved to ICA clients.

Display Namea:
|Cemy hetaframe

Application Description:

|Run Cerity client without having it installed on vour local machine|

Click Next to continue

After publishing an application, you can change its settings by selecting the published
application and choosing Properties in the Citrix Management Console.

Mext [~ | Cancel Help

bl Applation - Lo et = For more information about how to find the

Specify What to Publish . L. . .
e correct settings for publishing the Cerity Client

Enterthe command line for the application you wantto publish. You can also specify a see Terminal Server documentation above'

defaultwarking directory for users

Select Publish Desktop to publish the entire deskiop instead of a single application.

. You can publish the complete desktop,Cerity will
Command Line be started via Start->Programs.

|C:\Ag\|emlceriMCummon\Elm\hpclaunch exe hpuicontainerapp.exe (4B9DEDEE-3401-1

Browse..

Wiorking Directory
CAgilentCertaCommoniBin

© Publish Package
Packaged Application:
Microsoft XML Notepad LI

 Publish Deskiop

-7 Back | Mext [~ | Cantel Help
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|
Program Neighborhood Settings

These options contral application launching in Program Meighborhood. You can specify a
folder to contain the application's icon, and push application shortcuts to Start menus and
deskiops of clients

Program Meighborhood Folder:

Application Shortcut Placement

[~ Add to the client's Start Menu (Win32 ICA Clients)

[~ Add ghorteut to the client's desktop

rApplication lcon

il
lcon: L

Change lcon... |

- Back | Mest [~ | Cancel Help

=
Specify Application Appearance

These settings control the application appearance in ICA sessions. Select the window size,
number of colors, and startup seftings.

Bession Windaow Size

Colars:
[Hiah calar 15 bif =l

pplication Startup Setting:
[" Hide application tile bar

[ Maximize application at startup

MNote: Startup seftings are ignored in seamless mode ICA sessions

- Back | Mext [~ | Cancel Help

Citrix Neighborhood can show the published
application in different ways. It supports adding
the published Application to the Start Menu of
the Client. (not published desktop) and to add a
shortcut on the clients desktop.

If you hide the application title bar, you can run
the published application “seamless” which
means, that a user will have the same look and
feel as if the application is run locally.
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=
Specify ICA Client Requirements

Specify the default settings for the application when users connect with Pragram
MNeighhorhood.

Audio;

[~ Minimum Requirement

Encryption:

IEasm LI
-
<" Back | Mext [~ | Cancel Help
Publish Application - Cerity Metaframe x|

Specify Servers

Choose the Citrix servers onwhich this published application will run.
To choose a server, select itfrom the Available Servers list and click Add.

Click Filter Servers By to filter your view of the available servers.

Ifthe application's configuration is notidentical on all servers, you can customize the
configuration for each server. Select the server from the Configured Servers list, then click
Edit Configuration.

Click Refresh Available servers to display current server information

Myailable Servers Configured Servers

A T 5 wani154
Add All T

e |
<7 Remove All

Filter Servers By. | |

Refresh Available Servers |

-7 Back | Mext | Cancel | Help |

The Audio can be switched Off.

Encryption level must be set according to the IT
requirements.

If you have more than one Citrix Server you can
specify the servers publishing the application.
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Publish Application - Cerity Metaframe

@c@

ciTRIX*

Specify Users

To permit users o run the published application, select users accounts from the Available
Accounts listand click Add. To prohibit users from running the application, select accounts
fram the Configured Accounts listand click Remave.

When you are done, click Finish to complete the publishing process

[ Allow Anonyrnous Connections

Domain:

I@ Please choose a domain :I
Augilable Accounts Configured Accounts
e
T
[ ghow individual user accounts
-7 Back | Finish | Cancel Help

8.Metaframe XP tuning tips

9. Terminal Server Client Qualification

Enter the users that will get the application
published. Other users will not see the published
application.

The Citrix Metaframe Client offers per default a number of “features” that make the system behave very
different from a Terminal Server client.
For instance, the ability to map the local drives of the client machine into the Metaframe Client’s directory

tree and to the same with locally installed printers.

This has for effect that running a Metaframe Client on different machines with different locally installed
printers offers another set of printers to the published applications it hosts.
Installing printers has therefore to be done very carefully. And this is also true for drive mappings

Agilent Technologies recommends that an interactive connection test be performed to verify the
terminal/server relationship. Further qualification is at the customer’s discretion.

The Qualification Protocol can be found in the Cerity Compliance CD ROM or in the Cerity Software CD
under <CD Drive>\Support\Compliance\TerminalServerClientQualification.pdf
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10. Additional information

10.1 Refreshing the Program Neighborhood
After an application has been published, the ICA client will not immediately work with this application.
Instead, the user has to use the “Refresh”-button of the Citrix Program Neighborhood to gain access to
the newly published application.

10.2 Selecting a feature release level
A feature release level can be set inside Citrix Metaframe XP/e at any time. Feature releases enable new
functionalities in the software. If you encounter problems with the highest feature release level, then try to
switch to a lower feature release level.
When testing Cerity on Citrix Metaframe, some instability was encountered using “feature release 2". After
switching to “feature release 1” the problems disappeared.

10.3 Using Trace

Setting up a trace key activates tracing for all Cerity components on the Terminal Server. This can lead to
a very bad system performance! If you have to trace then make sure you are the only user on that Terminal
Server. You can find out if you are by using the “Terminal Server Manager” that is part of the
“Administrative Tools” on that Server.

10.4 Being a Local Administrator on the Terminal Server
A user with local Administrator privilegescan Add or Remove a Database in the Cerity Software
Administration tool (MMC).
In a Terminal Server environment, running the MMC from the Terminal Server and removing the Database
will prevent any Terminal Server session to connect to the database.
The connection parameters to the Database server are stored in the Review Client register.
In a Terminal Server (TS) environment, all TS sessions will use the same settings.
Removing the Database from the MMC, will clear the register entries and all new connection will not be
able to connect to the database.
To solve the problem, simply add the Database in the MMC and restart the Terminal Server cleint session.

10.5 Viewing Reports on a “Thin Client”
When you connect to the report share on database-server from a computer where cerity is not installed.
Open a Single Injection Sample folder and double click on the file default.htm, Internet Explorer starts and
displays the results of that run but the chromatogram is only displayed as an empty frame.
The chromatogram picture is stored as a WMF file. An ActiveX Control is required to show the WMF files
in the HTML report and this ActiveX control is present on systems where Cerity is installed (i.e. DB-
Server, Acqg-Controller, Review Client and Terminal-Server) but not on system where Cerity has not been
installed (e.g. TSE-clients).
To display the chromatogram, only use computers where Cerity is installed.
In a Terminal Server environment, make sure you are reviewing reports within the Terminal Server
Session. Or create an application which starts IE on Terminal Server and give the user the right to start
this application.
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