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Software Revision

This guide is valid for revision B.04.03 or
higher of the Agilent ChemStation software.

Microsoft ® is a U.S. registered trademark
of Microsoft Corporation.

Windows 7, Windows Vista, SQL Server,
and Visual Studio are either registered
trademarks or trademarks of Microsoft
Corporation in the United States and/or
other countries.

Oracle ® is a U.S. registered trademark of
Oracle Corporation.

Warranty

The material contained in this docu-
ment is provided “as is,” and is sub-
ject to being changed, without notice,
in future editions. Further, to the max-
imum extent permitted by applicable
law, Agilent disclaims all warranties,
either express or implied, with regard
to this manual and any information
contained herein, including but not
limited to the implied warranties of
merchantability and fitness for a par-
ticular purpose. Agilent shall not be
liable for errors or for incidental or
consequential damages in connection
with the furnishing, use, or perfor-
mance of this document or of any
information contained herein. Should
Agilent and the user have a separate
written agreement with warranty
terms covering the material in this
document that conflict with these
terms, the warranty terms in the sep-
arate agreement shall control.

Technology Licenses

The hardware and/or software described in
this document are furnished under a license
and may be used or copied only in accor-
dance with the terms of such license.

Restricted Rights Legend

If software is for use in the performance of a
U.S. Government prime contract or subcon-
tract, Software is delivered and licensed as
“Commercial computer software” as
defined in DFAR 252.227-7014 (June 1995),
or as a “commercial item” as defined in FAR
2.101(a) or as “Restricted computer soft-
ware” as defined in FAR 52.227-19 (June
1987) or any equivalent agency regulation
or contract clause. Use, duplication or dis-
closure of Software is subject to Agilent
Technologies’ standard commercial license
terms, and non-DOD Departments and
Agencies of the U.S. Government will

receive no greater than Restricted Rights as
defined in FAR 52.227-19(c)(1-2) (June
1987). U.S. Government users will receive
no greater than Limited Rights as defined in
FAR 52.227-14 (June 1987) or DFAR
252.227-7015 (b)(2) (November 1995), as
applicable in any technical data.

Safety Notices

A CAUTION notice denotes a
hazard. It calls attention to an
operating procedure, practice, or
the like that, if not correctly per-
formed or adhered to, could
result in damage to the product
or loss of important data. Do not
proceed beyond a CAUTION
notice until the indicated condi-
tions are fully understood and
met.

WARNING

A WARNING notice denotes a
hazard. It calls attention to an
operating procedure, practice,
or the like that, if not correctly
performed or adhered to, could
result in personal injury or
death. Do not proceed beyond a
WARNING notice until the indi-
cated conditions are fully under-
stood and met.
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In This Guide...

In This Guide...

Agilent-delivered ChemStation PC Bundle systems are delivered with the
supported Windows operating system pre-installed and are configured for
optimum ChemStation performance. Non-Agilent PC Bundle systems require
some manual configuration changes in order to provide optimum
performance. This manual describes how to configure a non-Agilent PC
Bundle system.

1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev.
B.04.03 or higher

This chapter identifies and describes all parameters necessary to configure a
non-Agilent Windows XP SP 3 system for use with Agilent ChemStation Rev.
B.04.03 or higher. It also covers important settings like Internet Security.

2 How to configure Windows Vista SP1 for use with Agilent ChemStation Rev.
B.04.03 or higher

This chapter identifies and describes all parameters necessary to configure a
non-Agilent Windows Vista SP1 system for use with Agilent ChemStation Rev.
B.04.03 or higher.

3 How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or
higher
This chapter identifies and describes all parameters necessary to configure a
non-Agilent Windows 7 system for use with Agilent ChemStation Rev. B.04.03
or higher.

4 Security Settings
This chapter summarizes all security settings for LC/MSD, CE/MSD, LC/MSD
Trap, GC 7890A, 10 Library Suite 15.5, and Agilent Bootp Service.

5 Additional Modifications

These modifications can only be performed using an Administrator user
account
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In This Guide...

6 Maintaining the PC’s File System

To help to optimize the performance of your ChemStation system it is
important that you schedule routine maintenance (e.g. deleting unnecessary
files). The following instructions should be used as a part of your routine

maintenance schedule.
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1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

Install Windows XP

Keep your PC disconnected from the internet until you have installed the appropriate
security patches and hot fixes. It is strongly recommended to install the latest security fixes
as supported from Agilent and virus definitions prior to connecting to a network.

1 Install Windows XP from recovery CD or Windows XP Professional
CD-ROM. During the setup of Windows XP provide the Computer Name,
Administrator password and network settings. Select to either join an
existing domain or set up the system in workgroup mode.

2 Check the Windows version by typing
winver at the Start > Run command prompt: If necessary, install Service
Pack 3 for XP. Ignore the option to archive current files and reboot the
system.

3 To secure your system against viruses please install an AntiVirus program.
Running AntiVirus programs might influence the behavior and
performance of your computer. Agilent ChemStation was tested to run with
Symantecs Norton Antivirus. See “Scanning for Viruses” on page 94 for
more details.
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

Configure Windows XP Settings

Some changes within this document are mandatory for the ChemStation to
work properly on a Windows XP system. Some changes will optimize
application performance. Other changes will have a graphical or minor impact.
To indicate the relative importance of individual settings, each item is categorized as:
MUST: These changes must be applied.

PERFORMANCE: These changes will improve system performance.

OPTIONAL: Most of these changes will affect the graphical display of the application.

[OPTIONAL] 1 General Layout: (Start Menu, right-click > Properties)
a Start Menu Tab: Select Classic Start Menu

Configure and Maintain your Agilent ChemStation 9
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

b Start Menu > Customize button (See Figure 1 on page 10): In Advanced
Start menu options: Disable the following option:

Use Personalized Menus

Customize Classic Start Menu 2=l

—Skark renu
You can cuskomize wour Skark
menu by adding or removing 4 ;
ikems. Eemave. .. |

Advanced |
Sork |
"‘"|| To remove records of recently

e/ accessed documents, programs, Cloar |
and Web sites, click Clear, =

Advanced Skart menu opkions:

[ Expand My Documents ;I
[ Expand My Pictures

Expand Metwork Connections

Expand Prinkers

Scrall Programs

Show Small Icons in Skart menu

[ Use Personalized Menus -

K Zancel

Figure1  Customize Classic Start Menu Dialog

¢ Enable in the following options:
Display Administrative Tools
Display Favorites

Display Log Off (for Workgroup Systems, this option is only available
after configuration step 6)

Display Run
Enable dragging and dropping
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

Expand Control Panel

Expand Network Connections
Expand Printers

Scroll Programs

Show Small Icons in Start menu

[MUST] 2 Folder Options: (right-click Start > Explore)
a Set View to Details
b Choose Tools > Folder Options
¢ General tab: for Tasks select Use Windows classic folders
d View tab: Disable the following options:
Use simple file sharing
Hide extensions for known file types
e Enable the following option:
Display the full path in the title bar
f Apply these settings to all folders by selecting the Apply to All Folders
button
[MUST] 3 Internet Explorer: (Start > Programs > Internet Explorer) (See Figure 2 on
page 11)
a Tools > Windows Update: Apply all critical security patches.

File Edit Wew Favorites | Tools  Help

Mail and Mews L

£l Eack - | \.'\ﬂ k=
o \-—-"I L Synchronize. . .

Address Windows Update

Internet Options. ..

Figure 2 Downloading Critical Security Updates

[MUST] 4 Register Windows XP Professional with Microsoft.

[MUST] 5 Windows Logon Options: (For Workgroup Systems, only) (Start > Settings >
Control Panel > User Accounts)

a Select Change the way users log on or off

Configure and Maintain your Agilent ChemStation 11
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

[MUST]

6

b Disable Use the Welcome Screen
¢ Disable Use Fast User Switching

Power Options: (Start > Settings > Control Panel > Power Options) (See Figure 3
on page 12)

a

Select the Power Schemes tab

b From Power Schemes drop down box select one of the power schemes
¢ Set the drop down boxes Turn off hard disks and System standby to Never.

d

Select the Hibernate tab: disable Enable hibernation .

Power Options Properkties

Fower Schemes |.-’-'-.dvan|:eu:|| Hibemate | UPS |
i

the zelected scheme.

Select the power scheme with the most appropnate settings for
thiz computer. Mate that changing the settingz belaw will modify

2l

— Power schemes

Home/Office Desk

Save Az Delete

— Settings for HomedOffice Desk power scheme

Turn off monitor: I.-“-‘-.fter 20 ming

Turn off hard digks: INever

Syztem standby: INever

k. I Cancel Apply

Figure 3 Power Options Properties Dialog, Power Schemes Tab
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1
Configure Windows XP Settings

[MUST] 7 Local Security Policy: (Start > Programs > Administrative Tools > Local Security
Policy)

a In the Security Settings tree open Local Policies folder, then Security Options
folder

b Double-click the following policy listed in the right hand panel: Network
Access: Sharing and security model for local accounts

¢ In the displayed dialog select the following item from the drop down list:
Classic - local users authenticate as themselves

&~ Local Security Settings

File  Action Miew Help

- |F|XEE| 2

@ Security Settings Policy  /
@ Account Palicies
=8 Local Palicies

Netwnrk access: Do not allow anonymous enumer.

: Nel:wcurk access: Do not allow skorage of credenti:
-8 Audit Palicy

g @ ah ) Netwnrk access: Lek Evervone permissions apply t
m !:I?'?rpllg Ef._s_slgnmen Netwnrk access: Marmed Pipes that can be accesse
Figure 4 Local Security Settings Dialog

[MUST] 8 Disable Automatic Startup of Windows Messenger: (Start > Programs >
Windows Messenger > Tools > Options):

a Select the Preferences tab (See Figure 5 on page 14)
b In the General section disable Run Windows Messenger when Windows starts.

Configure and Maintain your Agilent ChemStation 13



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

c Select OK and reboot the system.

options x|

F'ersu:unall Phone Preferences | F'rivau:_l,ll I:u:unnecticunl

General
3 [T Bun'Windows Meszenger when Windows starts

V¥ Allow wWindows Meszenger to mun in the background

v Show me az "Away" when |'m inactive for IE rhinLtes

Alert
3 ¥ Display alerts when contacts come online

v Dizplay alerts when an instant meszage iz received

v Black alerts and set statuz to "Buzy' when minning
full-zcreen programs

¥ Play sound when contacts sign in or send Sounds. . |

a meszajge

File Transfer

i +  Files received from others will be put in this folder:

IE:'\DDcuments and SettingzhStefan Meperh by Browsze. . |
k. I Cancel | Help |

Figure5  Options Dialog, Preferences Tab

[MUST] 9 Regional and Language Options: (Start > Settings > Control Panel > Regional
and Language Options) (See Figure 6 on page 15)
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

a Set Regional Options to English (United States) from the drop down list.

Regional and Language Options ! ; ﬂﬁl

Regianal Options Languagesl .-ﬁ-.dvancedl

— Standards and farmatz

Thiz option affects how some programs format numbers, currencies,
datez, ahd time.

Select an item to match itz preferences, or click Customize to chooze
your own formats:

| English [Urited States)

Samplez

Mumber: {123 456,789.00

Currency: — |4123 456,789.00

Timne: [10:05:05 &M

Shart date: |3,.J1 0/2004

Lang date: |Wednesday, M arch 10, 2004

— Location

To help zervices provide vou with local information, such as news and
weather, zelect your present lacation:

Gernary j

] Cancel | Apply |

Figure 6 Regional and Language Options Dialog, Regional Options Tab
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

b If regional format other than English (United States) is used, the following
settings are mandatory. The settings can be defined by clicking the
Customize button (See Figure 7 on page 16):

Decimal symbol = . (point)
Digit grouping symbol =, (comma)

List separator =, (comma)

Customize Regional Options : ;:'-;':- : ; ﬂﬂ

Murnbers | Eurrenu:_l,ll Time: I Date I

S ample

Posilive: |1 23,456,789.00 Megative: |-1 273,456,789.00
Decimnal symbaol: Ii
Ma. aof digits after decimal: |2

Digit grouping zymbaol: I

Diigit grouping: I 123,456,733

Meqative zign syumbal; I

Led Led Led Led Led Led Led Led L

Meqative nurmber farmat; I 1.1
Dizplay leading zeros: Il:l.?
Lizt separator: I
Measurement system: ILI.S.

(] I Cancel Spply

Figure7  Customize Regional Options Dialog, Numbers Tab
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

¢ Language for non-Unicode programs: On the Advanced Tab select English
(United States) from the drop down list (See Figure 8 on page 17).

Regional and Language Options ed |

Hegiu:unal[lpti-:unsl Languages Advanced |

— Language for non-Unicode programs

Thiz syztem setting enables non-Unicode programs o display menus
and dialogs in their native language. It does naot affect Unicode
programs, but it does apply to all uzers of thiz computer.

Select a language to match the language wersion of the non-Unicode
programs You wank to uze:

Englizh [United States]

— Code page conversion tables

10000 [MAC - Foman) ﬂ
O 10001 [MAL - Japanese]

[ 10002 [MALC - Traditional Chinese Big3)

[ 10003 [MAL - Korean)

[ 10004 [MAL - Arabic)

[ 10005 [MAL - Hebrew] j

— Default uzer account settings

[ Apply all settings to the cument user acoount and to the default
uzer profile

k. I Cancel Apply |

Figure 8 Regional and Language Options Dialog, Advanced Tab

[PERFORMANCE] 10 Hard disk Properties: (right-click Start > Explore, right-click on Local Disk (C:)
> Properties).
a In the General tab, disable Allow Indexing Service to index this disk for fast file
searching (See Figure 9 on page 18)

b Apply the changes by selecting OK.

Configure and Maintain your Agilent ChemStation 17



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

¢ In the selection screen, enable the option Apply changes to C:\, subfolders,
and files.

d Disable this setting for all non-removable drives.

Microsoft applies special sets of permissions to certain folders, such as the
$NTUninstallKB... folders which relate to Windows HotFixes and Patches. These folder
permissions result in error messages when applying new settings for the Indexing Service.
Select Ignore, when these messages appear.

Local Disk (C:) Properties d |

General | Toolz I Hardwarel Sharingl Seu:urit_lrll I]uu:utal

s |

Type: Local Dizk,
File suztern:  MTFS

. Ilzed space: 2,242.945 024 bytes 208 GB
B Free zpace; 5,335,937 712 butes 5.90 GB
Capacity: 8,578,932 736 bytes V.93 GB

|

Dirive C Dizk Cleanup

[T Compress diive to save disk space

[ Allow Indexing Service to jndex this disk for fast file searching

k. I Cancel Spply

Figure 9 Local Disk (C:) Properties Dialog, General Tab
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How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

[PERFORMANCE] 11 Screen layout: (right-click desktop > Properties):

a Please change the following items in the Display Properties dialog (See
Figure 9 on page 18):

Themes tab: Change Windows XP to Windows Classic
Desktop tab Customize Desktop button:

General tab: Enable all 4 desktop icons (My Documents, My
Computer, My Network Places, Internet Explorer)

General tab: Disable Run Desktop Cleanup Wizard every 60 days
Screen Saver tab: Change Screen Saver from Windows XP to none
Appearance tab > Effects button: disable all items, except for

Hide underlined letters for keyboard navigation....

Settings tab: 1280 by 1024 resolution, 32 bit color, 75 Hertz refresh or
higher. (Please note: some old monitors may only work with 60 Hz.)

Display Properties _ 2 x

Themes I Desktop Screen Saver | Appearance I Settings I

Figure 10  Tabs in Display Properties Dialog

[PERFORMANCE] 12 System Properties: Start > Settings > Control Panel > System
a Advanced tab > Performance > Settings button (See Figure 11 on page 20):
Visual Effects tab: Set Visual Effects to Adjust for best performance.

Advanced tab > Virtual Memory: For optimum performance use the
Change button to adjust the paging file size to a value of 2 to 3 times of
the physical RAM of the PC.

Data Execution Prevention tab: Enable Turn on DEP for essential Windows
programs and services only.

Configure and Maintain your Agilent ChemStation 19



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

Performance Options ed

wisual Effects  Advanced |Data Execution Prevention I

~Processor scheduling

By default, the computer is sek ko use a greater share af
processor kime bo run your programs.,

Adjust Far best perfarmance af;

™ Background services

—Meroky usage

By default, the computer is set ko use a greater share of
MEMary ko Fun Yoy programs,

Adjust for best performance of;

= Programs - System cache

—¥irkual memory

A paging file is an area on the hard disk that Windows uses as
if it were RAM,

Tokal paging File size For all drives: 354 ME

Change |

| Ik I Zancel Snply

Figure 11  Performance Options Dialog, Advanced Tab

b Advanced tab > Startup and Recovery > Settings button (See Figure 12 on
page 21):

System startup section: Change both Time to display... fields from 30 to 3
sec.

System failure section: Set Write debugging information to none

20 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher 1

Startup and Recovery i _ 2] x|

—Swskem skartup

Default operating syskem:

"Microsoft Windows XP Professional Fastdetect j

¥ Time to display lisk of operating systems: |3 3: seconds
¥ Time to display recovery options when needed: I 3 3: seconds

To edit the startup options file manually, click Edit. Edit |

— Syskem Failure

I¥ “rite an event ko the system log
¥ Send an administrative alert

¥ aAutomatically reskart

—Write debugging inFormation

bump Files:

| “SystemRont® MEMORY DMP

¥ | overwrite any existing file

O I Zancel

Figure 12  Startup and Recovery Dialog

¢ Advanced tab > Error Reporting button: Select Disable error reporting and But
notify me when critical error occur.

d Remote tab: Disable Allow Remote Assistance invitations to be sent from this
computer and Allow users to connect remotely to this computer.

e System Restore tab: Enable Turn off System Restore on all drives.

f Reboot the system after enabling this setting.

Configure and Maintain your Agilent ChemStation 21



1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

g Disable hardware acceleration for the video adapter.

Right-click desktop > Properties > Settings Tab > Advanced button >
Troubleshoot tab

Set hardware acceleration to None.

Plug and Play Monitor and Mobile Intel{R} 965 E 2 x|

Generall .-’-'-.dapterl tonitor  Troubleshoot | Colar Managementl

. Are pou having problems with vour graphicz hardware? Theze
zettings can help you roubleshoot dizplay-related problems.

—Hardware acceleration

tanually control the level of acceleration and performance supplied by
wour graphics hardware. Uze the Dizplay Troubleshooter bo aszist pou in
making the change.

Hardware acceleration: Mone : J— - Ful

Dizable all accelerations. Uze this zetting anly if your computer
frequently stopz rezponding or has ather severe problems.

[¥ Enable write combining

k. I Cancel A mply

[OPTIONAL] 13 Recycle Bin Properties: (right-click on desktop icon Recycle Bin) Enable the
following options (See Figure 13 on page 23):

a Use one setting for all drives

b Do not move files to the Recycle Bin. Remove files immediately when deleted

22 Configure and Maintain your Agilent ChemStation



How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher

[OPTIONAL]

¢ Display delete confirmation dialog

Recycle Bin Properties

Global |Lacal Disk (C:) |

i~ Configure drives independently

—{* Use one setting For all drives

¥ Do not move files ko the Recycle Bin. :
Remove files immediately when deleted:

105

Maimun size of Recycle Bin{percent of each drive]

[¥ Display delete confirmation dialog

Ok I Cancel Apply

Figure 13  Recycle Bin Properties Dialog, Global Tab

14 Screen layout: (right-click desktop > arrange icons by) Disable Align to grid.

Configure and Maintain your Agilent ChemStation
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1 How to configure Windows XP SP 3 for use with Agilent ChemStation Rev. B.04.03 or higher
Configure Windows XP Settings
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2

How to configure Windows Vista SP1 for use with Agilent ChemStation Rev. B.04.03 or higher

Install Windows Vista

26

Keep your PC disconnected from the internet until you have installed the appropriate
security patches and hot fixes. It"s strongly recommended to install the latest security fixes
as supported from Agilent Technologies and virus definitions prior to connecting to a
network.

1 Install Windows Vista from recovery DVD or Windows Vista Business DVD.
During the setup of Windows Vista provide the Computer Name,
Administrator password and network settings. Select to either join an
existing domain or set up the system in workgroup mode.

2 Check the Windows version by typing
winver at the Start > Start Search command prompt: If necessary, install
Service Pack 1 for Vista. Ignore the option to archive current files and
reboot the system.

3 To secure your system against viruses please install an AntiVirus program.
Running AntiVirus programs might influence the behavior and
performance of your computer. Agilent ChemStation was tested to run with
Symantecs Norton Antivirus. See “Scanning for Viruses” on page 94 for
more details.

Configure and Maintain your Agilent ChemStation



How to configure Windows Vista SP1 for use with Agilent ChemStation Rev. B.04.03 or higher 2

Configure Windows Vista Settings

Some changes within this document are mandatory for the ChemStation to
work properly on a Windows Vista system. Some changes will optimize
application performance. Other changes will have a graphical or minor impact.

To indicate the relative importance of individual settings, each item is categorized as:
MUST: These changes must be applied.
PERFORMANCE: These changes will improve system performance.

OPTIONAL: Most of these changes will affect the graphical display of the application.

If User Account Control (UAC) is switched on, some configuration steps will require active
confirmation to continue.

[OPTIONAL] 1 General Layout: (right-click Start > Properties)
a Start Menu Tab:
Select Start Menu
In the Privacy section select both items

b Start Menu Tab > Customize button: In Customize Start Menu dialog: Disable
the following option:

Favorites menu
¢ Enable in the following options:
Computer Display as a link
Connect To
Control Panel: Display as a menu
Default Programs
Documents: Display as a link
Enable context menus and dragging and dropping
Games: Don't display this item
Help

Configure and Maintain your Agilent ChemStation 27
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How to configure Windows Vista SP1 for use with Agilent ChemStation Rev. B.04.03 or higher

Highlight newly installed programs

Music: Don't display this item

Network

Open submenue when | pause on them with the mouse pointer

o =

Customize Start Menu ==
¥ou can customize how links, icons, and menus look and behave on the
Start menu.

(& Computer -

() Display as a menu

() Don't display this item
Connect To
H control Panel

() Display as a link

() Don't display this item
Default Programs

( Documents
@ Display as a link

[ |

(@ Display as a link ‘

(et |

Start menu size
Mumber of recent programs to display: =

[ IUse Default Settings ]

Show on Start menu

Internet link: [Internet Explarer - ]
E-mail link: [Windows Mail - ]
[ Ok ] [ Cancel ]

Figure 14  'Customize Start Menu' Dialog

Personal folder: Display as a link
Pictures: Display as a link
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How to configure Windows Vista SP1 for use with Agilent ChemStation Rev. B.04.03 or higher 2

Printers

Run command

Search communications

Search favorites and history

Search Files: Search this user's files
Search programs

Sort All Programs menu by name

System administrative tools: Display on the All Programs menu and in the
Start menu

Use large icons

[MUST] 2 Folder Options: (right-click Start > Explore)

a
b

Set View to Details
Choose Organize > Layout
Enable Menu Bar
Choose Tools > Folder Options
General tab: for Tasks select Use Windows classic folders

View tab: Disable the option: Hide extensions for known file types; Enable
the option: Display the full path in the title bar (classic folders only)

Apply these settings to all folders by selecting the Apply to Folders button
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2 How to configure Windows Vista SP1 for use with Agilent ChemStation Rev. B.04.03 or higher

[MUST] 3 Got to Start > All Programs > Internet Explorer. Perform Windows Update via
Tools > Windows Update to check for updates and apply all critical security
patches (see Figure 15 on page 30).

-& * B - gég vl-_lf_\'ﬂpage"-;‘f_'“‘;eToolsv

Delete Browsing History...

Diagnose Connection Problems...

Pop-up Blocker 3
Phishing Filter [
Manage Add-ons r
Work Offline

Windows Update

Full Screen F11
Menu Bar

Toolbars 4

Sun Java Consaole

Internet Options

Figure 15  Downloading Critical Security Updates

[MUST] 4 Register Windows Vista with Microsoft.

[MUST] 5 Windows Logon Options: (Start > search for gpedit.msc)

a Navigate to Local Computer Policy > Computer Configuration > Administrative
Templates > System Logon (see Figure 16 on page 31

Enable Hide entry points for Fast User Switching and Always use classic
logon
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Configure Windows Vista Settings

2

o 2@ = Brm
a & Computer Configuration
v (5] Softwace Settings Select am iem to view its deseription,  Setting State
b Windires Sethings B fa
= B 5] Assign a default domain for kagon Met cordigures]
‘ o T:m:‘;ﬁm i) Exchude credential providens Mt corfigured
- ) : ] Do ot process the begaey run Bt Mot configured
' E,_ﬂw E EE] Do not process the nan once list Met corfigured
4 ) System £ Tuam off Windows Startup Seund Met configured
e | Caederiluals Delegatzon | Hide entry poirts for Fast User Switching Enabiled
& 0 Device Installation LEL] ey rpe chasaac logon Enakied
0 Drik WY Cache |1 Dont deuplay the Getting Started welcome tcreen of logon Mot configured
0 Disk Quotss (k] Faan these programs ot user logen Mot configured
) Dastributed COM L 5 My wat for thee retwork a2 computer stastup and logon Mot configures
0 Dwiver Installation
2 Folder Redirection
] Group Policy
b 0 Internet Comenunication M
w0 ECs
2 Kerberes
0 Locsle Senices
1 Logan
b 21 Mt Lagon
0 NTFS Filesystem
1 Pedormance Contral Panel ™
Q! = ] v |' Estendea § Standard [
Figure 16  Local Group Policy Editor Dialog

[MUST]

page 32)

6 Power Options: Start > Control Panel > Power Options (see Figure 17 on

a Enable power plan High performance

b Click Change Plan settings (see Figure 18 on page 33)

¢ Set the option Put the computer to sleep to Never

d Click Change advanced power settings (see Figure 19 on page 34)
Change Turn off hard disk after Settings (Minutes) to Never (0 Minutes)
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Configure Windows Vista Settings

e Save the changes.

@@v|$ » Control Panel » Power Options hd |"1~ | | Search

File Edit VYiew Tools Help

Select a power plan

about power plans

Preferred plans

User Accounts

() Balanced Energy savings:

Change when the computer Change plan settings Performance:
sleeps

() Power saver Energy savings:

Change plan settings Performance:

ST i@ High performance Energy savings:

Personalization Change plan settings Performance:

(11 ]
1= -]

200099
9

1]
200909

Power plans can help you maximize your computer's performance er conserve energy. Make a plan
active by selecting it, or choose a plan and customize it by changing its power settings. Tell me more

Figure 17  Selecting a power Plan
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Configure Windows Vista Settings

Edit Miew Tools Help

Change settings for the plan: High performance

Choose the sleep and display settings that you want your computer to use.

@ Turn off the display: [15 minutes ']

W Putthe computer to sleep: [Never vl

Change advanced power settings

Restore default settings for this plan

I Save changes I[ Cancel

Figure 18  Changing Settings for the Plan: High Performance
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Configure Windows Vista Settings

% Power Options &lﬂ
Advanced settings |
. Select the power plan that you want to customize, and
@ then choose settings that reflect how you want your
computer to manage power,
'@ Change settings that are currently unavailable
’High performance [Active] -

= Additional settings *

Require a password on wakeup
= Hard disk

(=0 Turn off hard disk after =

Setting: Mever
Wireless Adapter Settings
Sleep
USE settings
Power buttons and lid i
w1 PCT Fynress i
[ Restore plan defaults ]
| ok || Ccancel Apply
= w—

Figure 19  Power Options
[MUST] 7 Local Security Policy: (Start > Programs > Administrative Tools > Local Security
Policy)
a Navigate to Security Settings > Local Policies > Security Options

b Double-click the following policy listed in the right hand panel: Network
Access: Sharing and security model for local accounts
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Configure Windows Vista Settings

¢ In the displayed dialog select the following item from the drop down list:
Classical - local users authenticate as themselves

.E-l-t fetion  Yiew  Help
w20 XD 8"
Iy ety Settings Py : Securty Setting =
» £ Acoount Policies [ Interactive logon: Prompt user to change passeord belore expirstion 14 days
. "' Lt Policies | Interactive logen: Reguine Domain Comtroller suthentication to unbock work... Dissbled
i --ﬁ :::.J;:‘ L Interactive logon: Regrsre smart card Disabled
.&5*“"}': PoignmEnt || 1 indesactive logon: Smart caed removal behaicr Ha Action
. _| .‘ Sowes Fireswall with dvane| - Microsolt neswork client: Digitally sign communications [sheays) Disabled
9 Metwerk List Manager Policies L Microsoft network client: Digitally sign commamications [if server agrees) Enabled
; _j Public Key Policies = Microsodt neteork client Send unencrypied password to third-party 568 se_.  Dissbled
o B Software Bestaction Polsies L Microsoft network server: Amount of idle time required before suspending 5. 15 minutes
o B 1P Security Pokicies on Local C|| - Microsoft network server: Digitally sign commemications (akweys) Disabled M
L Microsoft network: server: Digitally sign commnications (if cient agrees) Disaibded
L Microsoft network server: Disconnect clients when logon hours expire Enabled
L2 Network sccess: Allow snorymous S0 Heme translation Disabled -
= Hetwork sccess: Do niok allow anonymous enumserstion of SAM scoounks Enabled
L, Hetwark scoes: Do nct allow snonymous enumerstion of SAM scocwnis an.. Dissbled
s Hetwork access: De net allow stosage of credentials or JNIT Passports for ne..  Disabled
L, Hetwark scoes: Let [veryone permissions apply be sncrmymras wers Disaibled
L Hetwork sccess: Hemed Pipes that can be scoesved sncrgmcushy nethegen, lsarp. sami browser
L] Hetwark sccess: Remotely sccessible registry paths Symem Surrert Contral fet! Contraf PreductDipti..
s Hetwork access: Remotely accessible regitry paths and sub-paths Systen Lurnerk Contralfel Contred\ Print' Printer..
L Hetwark scoess: Restrict sncrrymrass sccess o Hamed Pipes snd Shaces [nabiled
.'Nm:«:mﬂumﬂutﬂnheumudw Hot Defined
. Hieterork sccem: Thaning and security el for local sccounts Classic - local users suthenticate as themsehves
4 E 4 Nmmmmmmmmmwummm: Lnabiled =

Figure 20  Local Security Policy Dialog

[MUST] 8 Regional and Language Options: (Start > Control Panel > Regional and Language
Options) (see Figure 21 on page 36)
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a Regional options should be set to English (United States) from the drop
down list.

o ™~

f* Regional and Language Options @

Formats |Lm3tior1 I Keyboards and Languages | Administrative

To change the way your computer displays numbers, currencies, dates, and
time, select an entry from the format list.

Current format:

English (United States) -

Exarmnples of how data is displayed using this format:

Mumber: 123.456,789.00
Currency: 5123,456,789.00
Time: 3:24:39 PM
Short date:  5/26/2008

Long date:  Monday, May 26, 2008

[ Customize this format... ]

For additional formats, keyboards, and tools, go to the Microsoft website,

[ 0K ] [ Cancel Apply

Figure 21  Regional and Language Options Dialog
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b If regional format other than English (United States) is used, the following
settings are mandatory. The settings can be defined by clicking the
Customize this format button (See Figure 22 on page 37):

Decimal symbol = . (point)
Digit grouping symbol =, (comma)

List separator =, (comma)

¥ Customize Regicnal Options (=]
Numbers | Currency | Time | Date |
Example
Positive:  123,456,789.00 Megative:  -123,456,782.00
Decimal symbaol: 1 -
Mo, of digits after decimal: ’2 v]
Digit grouping symbol: . -
Digit grouping: ’15,456,?89 "]
Megative sign symbol: - -
Megative number format: ’—1.1 "]
Display leading zeros: ’U.? ']
List separator: . -
Measurement system: ’U.S. ']
Standard digits: |0123456789 v
Use native digits: ’Ne'.rer ']
Click Reset to restore the system default settings for
numbers, currency, time, and date. =
[ QK ] [ Cancel ] Appl

Figure 22  Customize Regional Options Dialog
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[MUST]

¢ Language for non-Unicode programs: On the Administrative Tab click
Change system locale.... From the drop down list, select English (United
States) (see Figure 23 on page 38).

i ] Regicnal and Language Options B

Farmats |Lot3tion I Keyboards and Languages | Administrative

Te change the way your computer displays numbers, currencies, dates, and
time, select an entry from the format list,

Current format:

English (United States) -

Examples of how data is displayed using this format:

Mumber: 123,456,789.00
Currency: §123,456,782.00
Time: 3:24:39 PM
Short date:  5/26/2008

Long date:  Monday, May 26, 2008

[ Customize this format...

For additional formats, keyboards, and tools, go to the Microsoft website,

[ OK ][ Cancel ] Apply

Figure 23 Regional and Language Options Dialog, Administrative Tab
9 Power Management for network devices (From Start right-click Network >

Properties > Manage network connections right-click Local Area Connection >
Properties > Configure)
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a On the Power Management tab, disable all items (see Figure 24 on
page 39).

o

Intel(R) 825660M Gigabit Metwork Connection Properties

L2 =S
VLANs | Driver | Details |
General | LinkSpeed | Advanced | Power Management

( inter) Power Saver and Wake on LAMN Options

Power Saver Options:

[]iReduce link speed during standby

Wake on LAM:

[ wake on Directed Packet
] wake on Magic Packet
[ wake on Link

Reduce link speed during standby

Sets the adapter to negotiate the lowest possible speed setting
to save power while the computer is in standby mode.

@ NOTES:

* WWake on Magic Packet or Wake on Directed Packet
must be enabled for this optien to function.

& Wake on Magic Packet from power off state has

m | »

| oK || Cancel

Figure 24  Network Connection Properties Dialog, Power Management Tab

[PERFORMANCE] 10 Screen layout: (right-click on desktop > Personalize):

a Click on Window Color and Appearance

b Click on Open classic appearance properties for more color option.

Configure and Maintain your Agilent ChemStation
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¢ Press Effects. Disable all three items.

P

& Effects ==

[|se the following method to smooth edges of screen fonts:|

=
ClearTvne
LW == =

[] show shadows under menus

[] Show window contents while dragging

Ok ] [ Cancel

Figure 25  Effects Dialog
[PERFORMANCE] 11 System Properties: Start > Control Panel > System: click Advanced system
settings.
a On the Advanced tab > Performance hit the Settings button

Advanced tab > Virtual Memory: For optimum performance use the

Change button to adjust the paging file size to a value of 2 to 3 times of
the physical RAM on the PC.

Data Execution Prevention tab: Enable Turn on DEP for essential Windows
programs and services only.

b Advanced tab > Startup and Recovery > Settings button (see Figure 26 on
page 41):

System startup section: Change both Time to display ... fields from 30 to 3
sec.

System failure section: Set Write debugging information to none
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.

Startup and Recovery (3]

Syskem skarbup

Defaulk operating system:

[Micrn:ns::nft Windows Vista -
Time to display lisk of operating systems: 3 | seconds
[ Time to display recovery options when needed: 3 ~| seconds

System Failure

Write an event to the system log
Autornatically restart

Write debugging information

[l{nu:une]l -

aSystemPook3eMEMORY  DMP

Creerwrite any existing File

(04 ] [ Cancel

Figure 26  Startup and Recovery Dialog

¢ Remote tab

In the Remote Assistance section, disable Allow Remote Assistance
connections to this computer.

In the Remote Desktop section, enable Don't allow connections to this
computer.

Configure and Maintain your Agilent ChemStation
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Configure Windows Vista Settings

| Computer Name | Hardware I Advanced | System Protection | Remote

Remote Assistance

[[{Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

| Advanced... |

Remote Deslktop
Click an option, and then specify who can connect, if needed.
i@ Dont allow connections to this computer

(7 Allow connections from computers running any version of
Remote Desldop (ess secure)

i1 Allow connections only from computers running Remote
Deskiop with Network Level Authertication {more secure)

Help me choose Select Users. ..

[ ok ][ Cancel |[ ety |

Figure 27  System Properties Dialog

12 Welcome Center (Start > search for 'gpedit.msc")

« Navigate to Local Computer Policy > Computer Configuration > Administrative
Templates > System > Logon (see Figure 28 on page 43)

+ Enable Don't display the Getting Started welcome screen at logon.
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Configure Windows Vista Settings

Dle Action Yew Help
ok A=l [ RETN - I

' Lecal Computer Pelicy
4 & Computer Configuration
p ] Software Settangs
b ] Windra Settangs
a ] Administrative Templite:
v [ Contred Pand
5 0 Metwork
1 Printers
4 (7] Systern
[Z1 Ceedentials Deiegatian
» [ Device Installalcn
] Déuk MV Cachae
] Dk Quotss
» [0 Distribated COM
[ Dviver Installation

=

Dhones’ | afisllay Buee o v Sk fed Setting Cante
welcame screen it logon ] Bussicgn » defanihl demain for legon Mok confagured
. = 1] Bxctude credential providers et configured
[ Displey Eropartin: |2} Do ot process the legacy run list Mt configured
Requirerents: || De mot process the run ence list Mat configured
Mlicrosoft Windows 2000 onfy 1] Taarms al Wrselowrs Sartup Sound Het cemlsqured
Descrigtion: L] Hide entry peants for Fast User Swatching Enzbled
Suprasies the weliams soren, k] Abways use classic logon Ensbled

Dien't display the Getting Stamed welcome screen ot legon

T:" ’mf.m‘u'":"‘"* ] Run these proguam ot uses logon Het cemlsqured
reen I m“ n
Wiredows 0D Professional each L] Abways wait for the network st computer statup and legon Mot confiquresd

e the user logs on,

| e Use il displuy the wik
[ Geoup Pelicy s ean still dirglay the wikiome
o [ brtemmel Communication Mang || #9740 By selecting it an the Jart
» i s o P ek b o
o Epibera
[0 Liocale Serices This uﬁﬂgj;pgu onkyto .
| Legen ‘el 0 Prode s l.
. _..I.L e = || does ::m.um%mm =
gl m | v [ Eended [ Standaed
Figure 28  Local Group Policy Editor Dialog
[OPTIONAL] a Recycle Bin Properties: (right-click on desktop icon Recycle Bin) Enable

the following options (See Figure 13 on page 23):

Configure and Maintain your Agilent ChemStation

Custom size; select a size corresponding to approximately 10% of the
complete disk space for the drive

Check Display delete confirmation dialog
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[OPTIONAL]

b Repeat these steps for all drives of your computer.

Recycle Bin Properties

General |

Recycle Bin Location  Space Awvailable
_h Daka (D) 192 GB
. Programs {iZ:) 40.5 B

Settings For selectked location
i@ Custom size:
Maximum size (MB): 11594

(7 Do niok move files to the Recycle Bin, Remove files
immediately when deleted.

Display delete confirmation dialog

[ (0 ] [ Cancel Apply

Figure 29  Recycle Bin Properties Dialog, General Tab

13 Screen layout: (right-click on desktop > View) Disable Align to grid.
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. o ¢ withAgilent ChemStation Rev. B.04.03
: or higher

Install Windows 7 46
Configure Windows 7 Settings 47

This chapter identifies and describes all parameters necessary to configure a
non-Agilent Windows 7 system for use with Agilent ChemStation Rev. B.04.03
or higher.

Agilent Technologies 45
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Install Windows 7

Keep your PC disconnected from the internet until you have installed the appropriate
security patches and hot fixes. It's strongly recommended to install the latest security fixes
as supported from Agilent Technologies and virus definitions prior to connecting to a
network.

1 Install Windows 7 from recovery DVD or Windows 7 Professional or
Enterprise DVD. During the setup of Windows 7 provide the Computer
Name, Administrator password and network settings. Select to either join
an existing domain or set up the system in workgroup mode.

2 To secure your system against viruses please install an AntiVirus program.
Running AntiVirus programs might influence the behavior and
performance of your computer. Agilent ChemStation was tested to run with
Symantecs Norton Antivirus. See “Scanning for Viruses” on page 94 for
more details.
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Configure Windows 7 Settings

Some changes within this document are mandatory for the ChemStation to
work properly on a Windows 7 system. Some changes will optimize application
performance. Other changes will have a graphical or minor impact.

To indicate the relative importance of individual settings, each item is categorized as:
MUST: These changes must be applied.
PERFORMANCE: These changes will improve system performance.

OPTIONAL: Most of these changes will affect the graphical display of the application.

If User Account Control (UAC) is switched on, some configuration steps will require active
confirmation to continue.

[OPTIONAL] 1 General Layout: (right-click Start > Properties)
a Start Menu Tab: In the Privacy section select both items
b Start Menu Tab > Customize button: In Customize Start Menu dialog:
Disable the following option:
Favorites menu
Enable in the following options:
Computer Display as a link
Connect To
Control Panel: Display as a menu
Default Programs
Devices and Printers
Documents: Display as a link
Enable context menus and dragging and dropping
Games: Don't display this item
Help
Highlight newly installed programs
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Customize S5tart Menu ﬂ

You can customize how links, icons, and menus look and behave on the
Start menu.
[ Control Panel ;I
(™) Display as a link
(@ Display as a menu
() Don't display this item
Default Programs
Devices and Printers
j Documents
() Display as a link
() Display as a menu
@ Don't display this item
8 Downloads
(7) Display as a link
(™) Display as a menu
(@ Don't display this item
Enable context menus and dragging and dropping
|:| Favorites menu
j Games

~Start menu size

=l
Mumber of recent programs to display: I 10 3:
I 10 E

Mumber of recent items to display in Jump Lists:

Use Default Settings 0K I Cancel |

Figure 30  Start Menu configuration

Music: Don't display this item

Network

Open submenue when | pause on them with the mouse pointer
Personal folder: Display as a link

Pictures: Display as a link

Run command

Search other files and libraries Search public folders
Search programs and Control Panel
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Sort All Programs menu by name

System administrative tools: Display on the All Programs menu and in
the Start menu

Use large icons

[MUST] 2 Folder Options: (right-click Start > Open Windows Explorer)
a Choose Organize > Layout
Enable Menu Bar
Enable Navigation Panel
b Set View to Details
¢ Choose Tools > Folder Options
View tab:
Disable the option: Hide extensions for known file types;
Enable the option: Display the full path in the title bar (classic theme only)
d Apply these settings to all folders by selecting the Apply to Folders button

[MUST] 3 Go to Start > Control Panel > Windows Update. Check for updates and apply all
critical security patches.

-.H'Control Panel\All Control Panel Items\Windows Update _ |D|i|
— : =
‘L)Ov |!‘_| + Control Panel = All Control Panel Items ~ Windows Update - m I Search Contral Panel [_.]1

Fle Edit WVew Tools Help
(7]
Control Panel Home Wind Update

Check for updates

Change settings - Check for updates for your computer

View update history I,@ Always install the latest updates to enhance your computer's security and
Restore hidden updates performance.

Updates: frequently asked Check for updates

gquestions
Maost recent check for updates:  Never
Updates were installed: Mever
‘You receive updates: For Windows only.
See also
Installed Updates Get updates for other Microsoft products. Find out more

l:; Windows Anytime Upgrade

[MUST] 4 Register Windows 7 with Microsoft.
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Configure Windows 7 Settings

[MUST] 5 Select Change Settings. Select Change Settings > Set the Important updates
selection to: Never check for updates. Deselect the other update options.

& Control Panel\All Control Panel Items\Windows Update\Change settings =]
@v |!i_|'r = All Control Panel Items - Windows Update = Change settings - m I Search Control Panel

File Edit View Tools Help

Choose how Windows can install updates

When your computer is online, Windows can automatically check for important updates and install them using these
settings. When new updates are available, you can also install them before shutting down the computer,

How does automatic updating help me?

Important updates
I@ INever chedk for updates (not recommended) j
Install new updates: IE'-.-'EI";' day j at |3:IIIIII AM j

Recommended updates

[ Give me recommended updates the same way I receive important updates

Who can install updates
[~ allow all users to install updates on this computer

Nate: Windows Update might update itself automatically first when checking for other updates. Read our privacy
statement online,

@ QK I Cancel

Figure 31  Windows Update Settings

Close the Update screen
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Configure Windows 7 Settings

[MUST] 6 Go to Start > Control Panel > Administrative Tools. Select Services. Right click on
the Desktop Window Manager Session Manager. In the context menu select
Properties. Set the startup type to Disabled.

T fsiEis=]
File Action View Help

e[ EBc=HE > 8 0p

(_3 Services (Local) e

Desktop Window Manager Session  Name ‘ Description

Manager ":.5 DCOM Server Process Launcher The DCOM...
. i i

Deschptioe ’.q, Desktop P\ﬁndaw Manager Session Manager rm:ndes De...

Provides Desktop Window Manager A DHCR -

startup and maintenance services ", Diagn| | i g nags
£, Diagn|
;Iﬂ_g General | Log On | Recovery | Dependencies |
L. Diagn
:J'S: Disk [ Service name: L Sms| 8
"’ Dfsnt Display name: Desktop Window Manager Session Manager I
2 Distril es...
<_“.J DMS Description: [Pr;:&ii;?c?lsﬁeﬁ:::ldow Manager startup and - Cli
’,q Encry| m - ; h...
:" Exten Path to executable: Fi-.
4 Fax C:AWindows'System 32\svchost .exe 4 Local SystemNetwork Restricted U
., Funct] - ki
Cirunc] | Setuptee  [Dusbld i
'*J Groug Help me configure service startup options. E
4 Healt i
Cﬂ Homq Service status:  Stopped el...
4 Hom he...
£ 1 | Start | | Stop | | Pause | | Resume
S Hum Er.
4‘“ = " “You can specify the start parameters that apply when you start the service G

i from here.
Extended /(Siandard/ e
Stant parameters: | |
[ ok ][ Gamed || ooty |

Figure 32  Disable Desktop Service

Confirm by clicking OK and close the Services window. Close Administrative
Tools.
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[MUST]

How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or higher

7 Go to Start > Control Panel > Indexing Options. Click the Modify button. Deselect

all drives and locations. Click OK. Click Close.

=

e Indeving Ohptinns

1 iterres indle e
.& Indeying completr.

Index these loatons:

Induded Locatons

Mody iy advanced i Fause
Lo does indesong affect searches?
[roaubleshoot saarch and ndexing

Figure 33  Disable file indexing

[MUST]

i Inclesed Lpcationg
Chonge seircted lecatiser
] s DATA D)

B Offine Files
7] el PROGRAMS ()

Summany of selected lacabons

Included LocaBons Exrhude

B ) (o) e ) |

8 Navigate to Local Computer Policy > Computer Configuration > Administrative

Templates > System > Logon. Enable Hide entry points for Fast User Switching and

Always use classic logon.
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[MUST] 9 Power Options: Start > Control Panel > Power Options. See

a

b
c
d

€

- Power Options

Enable power plan High performance (Show additional plans)
Click Change Plan settings (see Figure F on page 28)
Set the option Put the computer to sleep to Never

Click Change advanced power settings (see Figure 19 on page 29) Open the

nodes for Hard disk, Turn off hard disk after and set the Minutes to 0
(=Never). Click OK

Save the changes.

=101x]

|OO lﬁ - Control Panel = All Control Panel Items ~ Power Options - m” Search Control Panel

@l

Eile Edit View Tools Help

Control Panel Home Select a power plan
_ Power plans can help you maximize your computer's performance or conserve energy. Make a plan active by
Require a password on wakeup selecting it, or choose & plan and customize it by changing its power settings. Tell me more about power plans
Choose what the power button
does P Preferred plans
Create a power plan " Balanced {recommended) Change plan settings
€] g_hﬂlﬂse when to turn off the Autormatically balances performance with energy consumption on capable hardware,
isplay
W Change when the computer sleeps % High performance Change plan settings
Favors performance, but may use more energy.
Hide additional plans d
See also
Personalization ™ Power saver Change plan settings
User Accounts Saves energy by reducing your computer's performance where possible,
Figure 34  Selecting a power plan
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Configure Windows 7 Settings

=101 ]
‘%v @ ~ Power Options ~ Edit Plan Settings - m I Search Control Panel @1

File Edit View Tools Help

Change settings for the plan: High performance
Choose the sleep and display settings that you want your computer to use.

@ Turn off the display: |1 hour j

’ Put the computer to sleep: INever j

Change advanced power settings

Restore default settings for this plan

Save chanmes Cancel

Figure 35  Edit Plan Settings: High Performance
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-5 Power Options

Advanced settings |

then choose settings that reflect how you want your

\[- i Select the power plan that you want to customize, and
computer to manage power.

@" Change settings that are currently unavailable

IHigh performance [Active] j

=1 High performance

= Require a password on wakeup

Setting: Yes

= Hard disk

= Turn off hard disk after
Desktop background settings
Wireless Adapter Settings
Sleep
1 1I5R =ettinns

Setting (Minutes):

Restore plan defaults

[

How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or higher

ok | cancel | Aopy

Figure 36  Power Options

10 Local Security Policy: (Start > Control Panel > Administrative Tools > Local

Security Policy)

a Navigate to Security Settings > Local Policies > Security Options

3

b Double-click the following policy listed in the right hand panel: Network

Access: Sharing and security model for local accounts
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¢ In the displayed dialog select the following item from the drop down list:
Classical - local users authenticate as themselves

=]

HEEH #H

e

fg Security Settings

"5 Account Policies

‘& Local Polides

“a Audit Policy

“a User Rights Assignment

5 Security Options

| Windows Firewall with Advanced Security
| Metwork List Manager Policies

| Public Key Polidies

| Software Restriction Polidies

| Application Control Policies

,g IP Security Policies on Local Computer

| Advanced Audit Policy Configuration

[

Policy =~

l51s| Microsoft network dlient: Digitally sign comi
l55| Microsoft network dient: Send unencrypte
lz5| Microsoft network server: Amount of idle t
l2s| Microsoft network server: Digitally sign cor
lt5| Microsoft network server: Digitally sign cor
l51s| Microsoft network server: Disconnect dien
1215 Microsoft network server: Server SPN targ
125 Network access: Allow anonymous SID/Mal
l2s| Network access: Do not allow anonymous «
lzls) Network access: Do not allow anonymous «
l21s| Network access: Do not allow storage of p
ltls| Network access: Let Everyone permissions
l2s| Network access: Named Pipes that can be
1115 Network access: Remotely accessible regis
125 Network access: Remotely accessible regis
l2s| Network access: Restrict anonymous acce:
lzls| Network access: Shares that can be acces
Metwork access: Sharing and security mod
lts| Network security: Allow Local System to us
l5s| Network security: Allow LocalSystem MULL
lt15| Network Security: Allow PKU2U authentica
l2s| Network security: Configure encryption ty
l21s| Network security: Do not store LAN Manag
125 Network security: Force logoff when logon
l5s| Network security: LAN Manager authenticz
lts| Network security: LDAP dient signing requi

Rlahunrl cam it Minirom caccinn eam it

=iaix]
File Action WView Help
€= 7= RE = @

Network access: Sharing and security model for local

Local Securiy Setting | Explain |

%%

Network access: Sharing and security model for local accounts

21X

o]

Cancel

Apply

56

Figure 37

[MUST]

Options)

Local Security Policy Dialog: Network

11 Regional and Language Options: (Start > Control Panel > Regional and Language
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How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or higher 3

a Regional options should be set to English (United States) from the drop
down list.

‘_;"' Region and Language |

Formats | Location I Keyboards and Languages | Administrative I

Format:

 Date and time formats

Short date; [M/dryyyy =l
Long date: | dddld, MMMM dd, yyyy |
Short time: | hzmm =
Leng time: | hemmiss tt =l
First day of week: | Sunday |

What does the notation mean?

~ Examples
Short date: 8/5/2010
Long date: Thursday, August 05, 2010
Short time: 343 PM
Long time: 3:43:36 PM

Additional settings... |

Go online to learn about changing languages and regional formats

ok | cance | ey |

Figure 38 Regional and Language Options Dialog
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b If regional format other than English (United States) is used, the following
settings are mandatory. The settings can be defined by clicking the
Customize this format button:

Decimal symbol = . (point)
Digit grouping symbol =, (comma)

List separator =, (comma)

@ Customize Format x|

Mumbers |Currer1q" | Tme | Date |

Example
Positive: | 123,456,789.00 Negative: | -123,456,789.00

Decimal symbal: I

Mo. of digits after decimal: |2

Digit grouping symbaol: Ir

Digit grouping: 123,456,789

Megative sign symbal: I -

Megative number format: I -11

Display leading zeros: IU.?

List separator: I .

Beasurement systern: IU.S.
Standard digits: |0123456?89
Use native digits: INever

Click Reset to restore the systemn default settings for

numkbers, currency, time, and date,
QK I Cancel | Apply |

Figure 39  Customize Regional Dialog

EI;I;I;I;I;I;I;I;I;I;I;
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How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or higher 3

¢ Language for non-Unicode programs: On the Administrative Tab click
Change system locale.... From the drop down list, select English (United
States)

¢ Region and Language x|

Fnrrnats*l IJ:cationl Keyboards and Languages ~ Administrative I

 Welcome screen and new user accounts

View and copy your international settings to the welcome screen, system
accounts and new user accounts,

'.5' Copy settings... |

Tell me more about these accounts

i~ Language for non-Unicode programs

This setting (system locale) controls the language used when displaying
text in programs that do not support Unicode.

Current language for non-Unicode programs: e ———— ]

English (United States)

= Select which language (system locale) to use when displaying text in programs
%/ Change system locale... | that do not support Unicode. This setting affects all user accounts on the
computer.

What is systern locale?

Current systemn locale:

OK I Cancel

oK | Cancel | g ﬂ

Figure 40  Regional and Language Options Dialog, AdministrativeTab
[MUST] 12 Power Management for network devices (From Start > Control Panel >

Network and Sharing Center) Select Change adapter settings. Right-click Local
Area Connection > Properties > Configure)
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a On the Power Management tab, disable all items

Intel(R) 82566DM Gigabit Network Connection Pra x|

General | Advanced | Driver | Details Power Management |

ﬂ. Irtel{R) 825660M Gigabit Metwork Connection
=

r {Allow the computer to tum off this device to save power

™| Allows thiz device to wake the computer

[T Oly allaw & magic packet towake the computer

Waming: If this is a laptop computer and you run it using battery power,
allowing the network adapter to wake the computer could drain the battery
more quickly. it might also cause the laptop to become very hot f it wakes
up while packed in a canying case.

0] I Cancel

[PERFORMANCE] 13 Screen layout: (right-click on desktop > Personalize):
a Click on Window Color and Appearance

b Click on Open classic appearance properties for more color option.
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¢ Press Effects. Disable all three items.

P

& Effects ==

[|se the following method to smooth edges of screen fonts:|

ClearTur
Llear | ype

[] show shadows under menus

[] Show window contents while dragging

Ok ] [ Cancel

Figure 41  Effects Dialog

[PERFORMANCE] 14 System Properties: Start > Control Panel > System: click Advanced system
settings.

a On the Advanced tab > Performance hit the Settings button

Advanced tab > Virtual Memory: For optimum performance use the

Change button to adjust the paging file size to a value of 2 to 3 times of
the physical RAM on the PC.

Data Execution Prevention tab: Enable Turn on DEP for essential Windows
programs and services only.
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3 How to configure Windows 7 for use with Agilent ChemStation Rev. B.04.03 or higher

b Advanced > Startup and Recovery > Settings button:

System startup section: Change both Time to display ... fields from 30 to 3
sec.
System failure section: Set Write debugging information to none

Startup and Recovery |

~System startup
Default operating system:
I'l."l.n'indows 7 j
I Time to display list of operating systems: I 3 3: seconds

[~ Time to display recovery options when nesded: I 30 3: seconds

System failure

—Write debugging information
I{nnne} j

Durnp File:
| %SystemRoot%\MEMORY.DMP

¥ Guwerwrite amy existing File

oK I Cancel

Figure 42  Startup and Recovery Dialog
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¢ Remote tab

In the Remote Assistance section, disable Allow Remote Assistance
connections to this computer.

In the Remote Desktop section, enable Don't allow connections to this
computer.

System Properties x|

.Ccmputer Name I Hardware I Advanced I System Protection Remate |

— Remote Assistance

[~ Allow Remote Assistance connections to this computer

What happens when | enable Remote Assistance?

Adyaneed.. |

— Remote Desktop

Click an option, and then specify who can connect, if needed.

i {Dont allow connections to this computer

= Allow connections from computers running any version of
Remote Desktop {less secure)

" AMlow connections only from computers running Femate
Desktop with Network Level Authentication imore secure)

Help me choose Select Users.. |
ok | caneel | mopy |
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15 Welcome Center (Start > search for 'gpedit.msc’ )

Navigate to Local Computer Policy > Computer Configuration > Administrative
Templates > System > Logon

Enable Don't display the Getting Started welcome screen at logon.

B Local Group Policy Editor 1Ol =
File  Action View Help
e | 2ml=HE T
| Windows Settin;l B Logon
Bl [ Administrative 1
= CD”“': @ | | Don't display the Getting Started ~_Setting | State |
<l Ngtmr welcome screen at logon 2] Assign a default domain for logon Mot configured
- Zrln:srs ) ) ) | == Exdude credential providers Mot configured
= .3..rs Cmd | Edit policy setting. iz Do not process the legacy run list Mot configured
= Dreii:en' Requirements: |i=] Do not process the run once list Mot configured
= Device | Windows 2000 only |i=] Turn off Windows Startup Sound Not configured
: Disk MV Description: ‘—f' Hide entry points_ for Fast User Switching Enabled
“| Disk Qu Supresses the welcome screen. \i=| Always use dassic logon Enabled
“| Distribu_| _ o n't display the Getting Started w n at logon Enabled
“ Driver I This setting hides the welcome screen 2| Run these programs at user logon Mot configured
- that is displayed on Windows 2000 | Alwave wait for th ork dl f d
| Enhanc Professional each time the user logs | = Always wait for the network at computer startup and logon Mot configure:
| Filesyst on. |i=| Always use custom legon badkground Mot configured
| Folder F
“ Groun F Users can still display the welcome
= R screen by selecting it on the Start
_| Interne menu or by typing "Welcome™ in the
| isCsI Run dialog box.
| Kerberc
= Locale € This setting applies only to Windows
= i 2000 Professional. It does not affect
I Logon | _ 1| the "Configure Your Server on a ~|4] | |
1] i 4 Extended A Standard /
Figure 43  Local Group Policy Editor Dialog

[OPTIONAL]

following options

16 Recycle Bin Properties: (right-click on desktop icon Recycle Bin) Enable the

Custom size; select a size corresponding to approximately 10% of the
complete disk space for the drive

Check Display delete confirmation dialog
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a Repeat these steps for all drives of your computer.

L. Recycle Bin Properties x|

General |

Recyde Bin Location | Space Available |
| DATA (D:) 129 GB

PROGRAMS (C:) 19.5GEB

—Settings for selected location
o Custom size:
Maximum size (MB): 2000

" Don't move files to the Recyde Bin. Remove files
immediately when deleted.

¥ Display delete confirmation dislog

| QK I Cancel Apply

[OPTIONAL] 17 Screen layout: (right-click on desktop > View). Disable Align Icons to grid.
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Configure Windows 7 Settings
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4
Security Settings

Security Settings for LC-MSD and CE-MSD Systems 68
Security Settings for LC-MSD Trap Systems 72

Security Settings for GC 7890A Systems 77

Security Settings for IO Library Suite 15.5 80

Security Settings for Systems using Agilent Bootp Service 84

This chapter summarizes all security settings for LC/MSD, CE/MSD, LC/MSD
Trap, GC 7890A, 10 Library Suite 15.5, and Agilent Bootp Service.
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4 Security Settings

Security Settings for LC-MSD and CE-MSD Systems

Security Settings for LC/MSD and CE/MSD Systems

The MSD part of LC/MSD and CE/MSD systems requires exceptions for the
Windows Firewall in case the firewall is enabled. Additionally, the
communication with the MSD is sensitive to the order NICs in the Adapters and
Bindings dialog. These settings are described in the following passages.

These settings should only be applied on PCs controlling LC/MSD or CE/MSD systems.

Internet Security Settings:

Start > Settings > Control Panel > Security Center
1 Click Manage security settings for Windows Firewall
2 General tab (See Figure 44 on page 69)

a Select option On (recommended)
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b Disable option Don’t allow exceptions

%= Windows Firewall B x|

General | E xceplions | Advanced |

“windows Firewall helpz protect pour computer by preventing unauthorized users
fram gaining access bo pour computer through the Internet or a network:.

© -t

Thiz zetting blocks all outzide zources from connecting ta thiz
computer, with the exception of those selected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when you connect to public netwarks in lezs zecure
locations. such as airports. *vou will not be notified when Windows
Firewall blocks programs. Selections on the E kceptions tab will be
ighored.

@ " Off [not recommended]

Axvoid using this setting. Turhing off *indows Firewall may make this
computer more vulherable to viruzes and intruders.

Wwhat elee should | know about Windows Firewall?

0k I Cancel

Figure 44  Windows Firewall Dialog, General Tab

3 Exceptions tab (See Figure 45 on page 70)

4

a Select option Display a notification when Windows Firewall blocks a program.

b Add ChemMain.exe to the list of Programs and Services

¢ Enable an exception for this program.

Configure and Maintain your Agilent ChemStation
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d Disable exceptions for all other programs listed by default.

B Windows Firewall x|

Gereral Exceptions |.-'1‘-.|:Ivan|:eu:|

Windows Firewall iz blocking incoming netwark connections including the
programz and services zelected below,

Programs and Services:

I ame M
Chermbd ain. exe
[ File and Printer Sharing
[ Remate Assistance
[ Remate Dezktop
I UPHP Framework.

Add Program. .. Add Fart.... Edit... Delete

¥ Dizplay a notification when ‘Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions?

k. I Cancel

Figure 45  Windows Firewall Dialog, Exceptions Tab
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Advanced Network Settings:

Start > Settings > Control Panel > Network Connections
1 Select menu Advanced > Advanced Settings
2 Adapters and Bindings tab (see Figure 46 on page 71)

a Make sure that the Local Area Connection pertaining to the LC/MS or
CE/MS NIC is the first item in the list of connections

The names of your LAN cards may differ from those shown in the example. You can tell
which LAN card is the Instrument LAN by comparing the IP addresses assigned to the LAN
cards.

The LAN pertaining to the company intranet > internet will typically have an IP address
assigned by organizations Static IP policy or by a DHCP server. Check with your network
administrator.

Advanced Settings ﬂﬂ

Adapterz and Bindings | Praovider Order I

Connectionz are listed in the order in which they are accezzed by
DS and other network services.

LConnections:

== Laocal Area Connection
@ [Remote Access connections]

[= 15

Bindings for Local Area Connection 2

B File and Printer Sharing for Microsoft Network s
W™ Intemet Protocol [TCPAR)

Clignt for Microzoft Metwoarks

W] F Internet Pratocal (TCRAR)

I

akK I Cancel |

Figure 46  Advanced Settings Dialog, Adapters and Bindings Tab
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4 Security Settings

Security Settings for LC-MSD Trap Systems

Security Settings for LC/MSD Trap Systems

The MSD part of LC/MSD Trap systems requires exceptions for the Windows
Firewall in case the firewall is enabled. These settings are described in the
following passages.

These settings should only be applied on PCs controlling LC/MSD Trap systems.

Internet Security Settings

Start > Settings > Control Panel > Security Center
1 Click Manage security settings for Windows Firewall

72 Configure and Maintain your Agilent ChemStation



Security Settings 4

2 On the General tab (See below):
Select option On (recommended)
Disable option Don’t allow exceptions

%= Windows Firewall ) x|

General | Exceptions | Advanced |

Windows Firewall helps protect pour computer by preventing unauthonized uzers
fram gaining access ta vour computer through the Intermet ar a nebwark.

@ % ‘0n [recommendedf

Thiz zetting blocks all outzide zources from connecting to thiz
computer, with the exception of thoge zelected on the Excephions tab.

[~ Don't allow exceptions

Select thiz when you connect o public netwarkz in less secure
locationz, such az airportz. v'ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ighored.

@ " Off [not recommended)

Avoid Lzing thiz setting. Turning off Windows Firewall may make this
computer more vulherable to viruses and intruders.

W'hat elee should | know about Windows Firewall ?

4 I Cancel
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3 On the Exceptions tab (See below):

Select option Display a notification when Windows Firewall blocks a program.

®: windows Firewall . x|

Gereral Exceptions | Advanced I

Windows Firewall iz blocking incoming network connections, except far the
programs and services selected below. Adding exceptions allows some programs
ko wark. better buk might increase your securnby rizk.

Programs and Services:

Mame

[ File and Printer Sharing

[ Microzoft Management Console
[ Remate Azsistarnce

[ Remate Desklop

[ UPAP Framewark,

Add Program... &dd Paort... Edit... Lrelete

¥ Display a notification when ‘Windows Firewall blocks a program

What are the nzks of allowing excephons?

Cancel |
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4 On the Advanced tab (see below): In the Network Connection Settings section,
de-select the Local Area Connection pertaining to the LC/MS NIC.
Typically, this is Local Area Connection 2.

B Windows Firewall _ x|

Gereral I Exception: Advanced

~ Metwork Connection Settings

whindowes Firewall iz enabled for the connections zelected below. To add
exceptions for an individual connection, select it, and then click Settings:

Local Area Connection
[ Local &rea Connection 2

— Secunty Logging

Y'ou can create a log file for troubleshooting purposes. Settings. . |

—ICMP
With [nternet Control Mezsage Protocol [ICMP), the Settings... |
computers on a network, can share ermor and status i
inforrnatiorn,

— Default Settings

To restare all VWindows Fireweall sethings to & default state,  poctae Defaults |
click Restare Defaults. e

] | Cancel |
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Security Settings

5 From the list of Resources select Change the way Security Center alerts me (See
below)

Disable Automatic Updates
Disable Firewall
Enable Virus Protection

} Alert Settings N

® Security Center

—Alert Settings

Alert me if my computer might be at risk because of myw Firewall
settings

[T aukomatic Updates

Alert me if my compuker might be at risk because of my Automatic
pdates settings

"2 Yirus Prokeckion
Alert me if my compuker might be at risk because of my virus
protection software setkings

2K I Zancel

With these settings, you will not receive any alerts regarding the state of Windows
Firewall. Be sure that you monitor the state of Windows Firewall yourself
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Security Settings for GC 7890A Systems

Security Settings for GC 7890A Systems

GC 7890A systems require exceptions for the Windows Firewall in case the
firewall is enabled. These settings are described in the following sections.

These settings should only be applied on PCs controlling GC 7890A systems.

Internet Security Settings

Start > Settings > Control Panel > Security Center
1 Click Manage security settings for Windows Firewall
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2 On the General tab (See below):
Select option On (recommended)
Disable option Don’t allow exceptions

%= Windows Firewall ¥ x|

General | Exceptions | Advanced |

Windows Firewall helps protect pour computer by preventing unautharized users
fram gaining access to pour computer through the Intermet or a netwark.

Thiz zetting blocks all outzide sources from connecting to this
computer, with the exception of thoze selected on the Exceptions tab.

[ Don't allow exceptions

Select thiz when vou connect to public networks in less zecue
lozations, such az airports, vou will not be notified when Windows
Firewall blocks programs. Selectionz on the Exceptions tab will be
ighared.

@ {” D [not recommended]

Ayoid uzing thiz zetting. Turning off Windows Fireseall may make thiz
computer more vulnerable bo vinges and intuders.

What else should | know about Windows Firewall?

QK I Canhicel
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3 On the Exceptions tab (See below):
Select option Display a notification when Windows Firewall blocks a program.

Add AgtCSRCAModuleDrv.exe to the list of Programs and Services and
enable an exception for this program.

Disable exceptions for all other programs listed by default.

%= Windows Firewall ] x|

Gereral Exceptions | Advanced

Windows Firewall iz blocking incoming netwark. connections including the
programz and services zelected below,

Programs and Services:

I ame e

AgtCSRCAModuleDiry. exe

[ File and Printer Sharing

[ Mebwark Diagniostics for Windows ¥P
] Remate Assistance

] Remate Desktop

O UPAF Framewark,

Add Program. .. Add Fart.... Edit... Delete

¥ Dizplay a notification when ‘Windows Firewall blocks a program

Wwhat are the risks of allowing exceptions ¥

k. I Cancel
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Security Settings for 10 Library Suite 15.5

Security Settings for |0 Library Suite 15.5

Using the 10 Library Suite 15.0 requires exceptions for the Windows Firewall
in case the firewall is enabled. These settings are described in the following
sections.

These settings should only be applied on PCs having the 10 Library Suite 15.0 installed.

Internet Security Settings

Start > Settings > Control Panel > Security Center
1 Click Manage security settings for Windows Firewall
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2 On the General tab (See below):
Select option On (recommended)

Disable option Don’t allow exceptions

%= Windows Firewall ) ﬁl

General | Exceptions | Advanced |

I'|Ee||:-ir'|g ko

“windows Firewvsall helps pratect your computer by preventing unauthaorized users
fram gaining access o your computer thraugh the Internet or a nebwark.

@ -«

Thiz zetting blocks all outside zources from connecting to this
computer. with the exception of those selected on the Exceptions tab.

[~ Don't allow exceptions

Select thiz when you connect to public networks in less secure
locations, such az airports. “ou will not be notified when Windows
Firewall blocks programs. Selections on the Exceptions tab will be
ignored.

@ " Off [not recommended)

Avoid uzing thiz zetting. Turning off “Windows Firewall may make this
camputer mare vulherable to viluzes and intruders.

whhat elze should | know about Windows Firewall?

ok I Cancel
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3 Exceptions tab (See below)
Select option Display a notification when Windows Firewall blocks a program.
Add Siclland.exe to the list of Programs and Services
Enable an exception for this program.
Add the following ports to the list of Programs and Services:
LxiAllow: 5044 (UDP)
LxiAllow: 5044 (TCP)
LxiAllow: 320 (UDP)
LxiAllow: 319 (UDP)
SunRpcAllow: 111 (UDP)
SunRpcAllow: 111 (UPD)
Enable exceptions for these ports.

Disable exceptions for all other programs listed by default.

The above listed programs and ports are added to the list of exceptions for the firewall
during installation of the 10 Library Suite 15.5 per default.
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®= Windows Firewall EI

Geperal  Exceptions | Advanced

Windows Firewall iz blocking incoming network. connections including the
programs and services zelected below.

Programs and Services:

Hame |ﬂ

Lxitallaw

Lids

Lids

Lids s

[ Metwark Diagrostics for Windows #P
[ Remate Assistance

[ Remate Desklop

Siclland

SunP podlow

[ UPhF Framewark, ﬂ

AddProgram... | AddPat. | Edt. | Dekte |

v Display a notification when ‘Windows Firewall blocks a program

Wwhat are the rizks of allowing exceptiong?

]S I Cancel
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Security Settings for Systems using Agilent Bootp Service

If you use Agilent Bootp Service for administration of IP addresses for Agilent
instruments on a LAN, your system requires exceptions for the Windows
Firewall in case the firewall is enabled. These settings are described in the
following passages.

These settings should only be applied on PCs using Agilent Bootp Service.

84 Configure and Maintain your Agilent ChemStation



Configure and Maintain your Agilent ChemStation

°
@oee-5
® Additional Modifications

¢ Install ChemStation 86
Profiles and Group Policies to run ChemStation as PowerUser/User

These modifications can only be performed using an Administrator user

account
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5  Additional Modifications

Install ChemStation

1 Install the ChemStation Software to C:\Chem32 (logged on with Administrator
user account).
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Profiles and Group Policies to run ChemStation as
PowerUser/User

The ChemStation system needs to be installed using an operating system
Administrator user account. To run the system with the configured options
outlined in this document, all Users and PowerUsers should use the same
settings.

Some of the outlined settings can be simplified by using the Windows Group
Policy or by copying user profiles in order to simplify the User/PowerUser
setup. But some changes (e.g. performance settings) can only be set manually
using the Administrator account.
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5  Additional Modifications
Profiles and Group Policies to run ChemStation as PowerUser/User
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6
Maintaining the PC’s File System

Scanning and Repairing NTFS Volumes 90
Defragmenting an NTFS Volume 92
Scanning for Viruses 94
Cleaning up Left-Over Temporary Files 95
Performing Backups 97
Windows XP Backup 97
Automating and Scheduling Windows XP Backup 97
Travan Tape Drives 98
Digital Audio Tape (DAT) Drives 98
Magneto-Optical (MO) Disk Drives 98
Recordable CD-ROM 99
Recordable DVD 99
Network Servers 99

To help to optimize the performance of your ChemStation system it is important
that you schedule routine maintenance (e.g. deleting unnecessary files). The
following instructions should be used as a part of your routine maintenance

schedule.

You will need Administrator capabilities to perform these tasks.
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Maintaining the PC’s File System

Scanning and Repairing NTFS Volumes

90

1 Double-click My Computer on the desktop.
2 Select the C: drive.
3 Select File > Properties.

4 From the Tools tab, click Check Now in the Error-checking section.

Local Disk (C:) Properties )

General Tools |Hardware| Sharingl Securit}l' Guntal

2 x|

— Ermrar-checking

Thiz option will check the wolume for
ENars.

— Defragmentation

wﬁ* Thiz option will defragment files on the valume.

Diefragment Maw... |

~ Backup

@ Thiz aption will back up fles on the volume.

Backup Mow... |

(] 4 Cancel

Apply

5 Select both Check disk options Automatically fix file system errors and Scan for

and attempt recovery of bad sectors.
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6 Click the Start button.

Check Disk Local Disk (C:) ] 7] x|

Check disk options

¥ automatically fix file svstem errors
¥ Scan For and attempt recovery of bad seckars:

Skart I Cancel

7 The warning message The disk check could not be performed because the disk
check utility needs exclusive access to some Windows files on the disk. These files
can be accessed only by restarting Windows. Do you want to schedule this disk
check to occur the next time you restart the computer? is displayed. Press Yes.

Checking Disk Local Disk {C:} =]
= The disk check could not be performed because the disk check utilicy needs exclusive access to some Windows files on.

\\‘) the disk. These filles can be accessed only by restarting Windows, Do you want to schedule this disk check to occur
the next time wou restart the computer? o '

8 Restart the computer. During startup, Check Disk will be performed.

Repeat the steps outlined above for the other drives on your computer.
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Defragmenting an NTFS Volume

Defragmenting an NTFS Volume

92

Compared to the FAT file system, fragmentation of files on an NTFS volume is
greatly reduced. By design, fragmentation only occurs on an NTFS volume if a
file increases in size after it is on the drive. This means that backing up a
volume to tape and restoring it from tape will result in an unfragmented
volume.

Windows XP Professional includes a defragmentation utility.

Perform the following steps to use the defragmentation utility provided by
Microsoft Windows:

1 Select Start > Programs > Accessories > System Tools > Disk Defragmenter.

2 Select the drive (e.g. C:) you want to analyze and click the Analyze button.

*: Disk Defragmenter =100 %]

File  Action ‘Wiew Help

= |m 2

Yolume I Session Skatus | File Svystem Zapacit Free Space % Free Space
=) MTFS 3.99 GB 1.24 GB 31 %
=MED MTFS 4,00 GB 3.98 GB 99 %

Estimated disk usage before defragmentation:

Estimated disk usage after defragmentation:

......... .C\ nalyze .......... | Defragment | Pause | Stop | Wiew Reportl

M Fragmerted files [ Contiguous files [ Unmovable files [ Free space
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3 If the result of the analysis indicates that the drive needs defragmentation,
click Defragment. Otherwise, defragmentation is not necessary at this time,
and you can click Close.

Disk Defragmenter i 2 x|

Analysis is complete Fory (C:)

‘fou do nok need to defragment this volume,

Cefragment Close

Defragmentation of your harddisk while ChemStation is acquiring data can cause loss
of data.

-> Never defragment your hard disk drive during data acquisition

4 Repeat these steps for the other drives on your system.
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Scanning for Viruses

94

If the Agilent ChemStation computer is connected to the network in order to
communicate with other systems (LAN, modem, BBS, etc.) or if you share files
with other computer users, we recommend scanning the drives for computer
viruses. If you download programs from the internet or exchange documents
or programs through e-mail or flexible disks, a virus-check utility is
mandatory.

Many different utilities are available for virus scanning. Many of these utilities
also come with periodic updates as new viruses are discovered. You have to be
aware that these utilities will degrade the performance of the hard disk when
scanning for viruses. Additionally, other side effects may influence the
behavior of your system.

Agilent ChemStation was tested to work together with Symantecs Norton
Antivirus. We recommend that you scan all disks of your ChemStation
computer at least once per week for viruses. It is essential that you perform
the LiveUpdate to obtain the latest virus definitions as provided by Symantec
as reaction on new viruses.

Never perform a virus scan during data acquisition, as this will degrade the performance of
the hard disk and the acquired data might not be written to the hard disk fast enough,
causing a power fail or buffer overrun message in the instrument log book and possible loss
of data.

With Norton AntiVirus versions prior to Norton Antivirus 2005, Windows Security Center
will be aware that you have Norton AntiVirus installed, but it will not be able to determine
its working status. Please either refer to Windows for help on how to disable the Security
Alert for Virus Protection and monitor Norton AntiVirus yourself or refer to Symantec
support to obtain an update which adds compatibility to Windows Security Center.

Configure and Maintain your Agilent ChemStation



Maintaining the PC’s File System 6

Cleaning up Left-Over Temporary Files

Occasionally, temporary files may accumulate in the directory specified by the
TEMP environment variable. These files generally are left open when Windows
is abnormally terminated, for example, by powering your computer down
without closing Windows first. The Windows temporary files are named
~XXXXXXXTMP, where XXXXXXX are characters and numbers produced by the
program that created the temporary file. To recover the temporary space, you
should delete these files after closing all currently running applications.

To determine which directory is currently being used for temporary files, type
SET at the command prompt. This will echo back the current settings for all
user and system environmental variables.

1 Select Start > Programs > Accessories > System Tools > Disk Cleanup.

2 Select the drive (e.g. C:) you want to clean up.

Select the drive you want to clean up.

Crives:

[~ © E
E it |

3 Select Temporary Files and Temporary Internet Files. You may select other types
of files to delete, depending on your understanding of these file types and
the way you use your PC. It is possible to delete vital files with the Disk
Cleanup utility, so do not delete file types that you do not understand. Do

Configure and Maintain your Agilent ChemStation 95



6  Maintaining the PC’s File System

not select the option Compress old files on a ChemStation computer. Press
OK.

& Disk Cleanup for {C:) ] 21|
Diigk Cleanup | tdare Options I

5 Yo can uze Dizk Cleanup to free up to 440 642 KB of disk

“g®  spaceon (O

Filez to delete:

O [ Dawnloaded Frogram Files

é Temparary ntermet Files 9,037 KB

O :# Fecycle Bin NKB

[ [#] Setup Lag Files 746 KB

Temporary files 42 KB ;I
T otal amount of disk zpace pou gain; 9.030 KB
— Description

Downloaded Program Files are Activel controls and Java applets
downloaded automatically from the [nternet when pou view certain
pages. They are temporanily stored in the Downloaded Program
Filez folder on paur hard disk.

Wiew Files |
k. i Cancel |

4 Repeat these steps for the other drives on your system.
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Performing Backups

In order to protect your valuable data, an appropriate backup strategy is
mandatory. We recommend to archive your data files in regular intervals. If
your data is no longer required to be available online, you should also archive
them and remove them from your hard disk. This will free up valuable storage
space on your computers hard disk as data acquired from a diode array or
mass spectrometer detector may easily exceed several megabytes in size.

Windows XP Backup

Windows XP Professional includes compatible backup programs that support
many standard tape devices. The backup utility also allows for backing up to a
single file, which can then be placed on an offline medium. Both backup
utilities allow the Windows Registry to be backed up as well as data.

Automating and Scheduling Windows XP Backup

Windows XP allows automation and scheduling of Backup jobs through the
use of batch files and the Scheduler service. The Scheduler is available by
default for Windows XP.

Do not perform a backup while ChemStation is acquiring data.

This will degrade the performance of the hard disk and the acquired data might not be
written to the hard disk fast enough, causing a power fail or buffer overrun message in
the instrument log book and possible loss of data. It may also result in inconsistencies
in the file structure stored on the backup medium.

- Be sure to perform any backup with a Windows-based backup utility during times
where no data acquisition is scheduled.
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Travan Tape Drives

Tape drives are the most common backup devices available today. The IDE
tape drives combine lowest initial hardware cost with acceptable performance
(up to 4 GB > hour). Travan tapes are a reasonable backup solution for most
laboratories that run their Agilent ChemStation on single workstation PCs.
The minimum storage capacity per tape is currently around 2.5 GB of
uncompressed data.

You will need an appropriate backup utility that supports the drive.

Never run an MS-DOS-based tape backup utility from Windows. This may result in corrupt
file information on the tape.

Digital Audio Tape (DAT) Drives

Digital audio tape (DAT) drives are suited to handle large amounts of data
(storage capacity is typically 2 to 6 GB or more), but require a SCSI interface
installed in the PC.

Magneto-Optical (MO) Disk Drives

MO disk drives are high storage capacity devices (at least 1.3 GB) connected
externally to a SCSI interface that must be installed in your PC. MO disk
drives are capable of reading and writingwrite-once media and rewritable
disks.

No specific backup software is required. The supporting drivers are shipped
with the operating system or the device and allow for accessing the additional
MO disk as if it was a floppy disk.

If the rewritable disk is formatted with NTFS, it cannot be hot-swapped, i.e. ejected and
exchanged while the system is running. To change disks, you need to shut down Windows.
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Recordable CD-ROM

CD-R (CD-Recordable) systems allow you to record up to 700 > 800 MB of data
on a single CD-R disk. The CD reader > recorder is usually connected to your
PC the IDE interface. The CD-R media have a very long life, making them
ideally suited to archiving. The CD-R disks can be read by other computers
fitted with CD-ROM drives and appropriate software.

Recordable DVD

Recordable DVDs are available in several formats, e.g. DVD+R and DVD-R. They
allow you to record up to 4.7 GB (Single Layer) > 8.5 GB (Double Layer) of data
on a single DVD. The DVD reader > recorder is usually connected to your PC
the IDE interface. DVD£R disks have life times comparable to CD-ROM disks.
In contrast to some other DVD formats, DVD+R disks are not rewritable and
thus are especially suited for long-term archiving. The DVD+R disks can be
read by other computers fitted with DVD drives and appropriate software.

Network Servers

Network servers can also be used for data backup purposes, provided that the
network system administrator has implemented an appropriate backup
strategy for data stored on the servers disk. One strategy is to allocate a
portion of the servers hard disk space for your Agilent ChemStation. This
portion on the server is called a share which you can use for your standard file
operations (access, copy, evaluate files) within Windows.

The advantage of this approach is that backup will be performed centrally by a
system administrator for all users that have accounts (logon capabilities) on
the system.

Using a 3.5-inch floppy disk drive is not a reasonable backup solution for the
Agilent ChemStation.
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In This Book

This manual describes how to configure a
non-Agilent PC Bundle system.

The first three chapters of this document,
identify and describe all parameters necessary
to configure a non-Agilent PC Bundle system as
well as important settings such as Internet
Security.

The forth and fifth chapter, describe
instrument specific security settings and
additional configuration tasks, respectively.

The last chapter, describes how to maintain
your computer to keep its performance in an
optimal status.
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