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In This Guide...

Effective August 20, 1997, the U.S. Food and Drug Administration (FDA)
released and published a new rule to enable pharmaceutical companies to
approve their results with electronic signatures and to transfer paper-trail
documentation into electronic records. This rule is known as 21 Code of
Federal Regulations, Part 11 (referred to as 21 CFR Part 11) and applies to all
industry segments regulated by the FDA. 21 CFR Part 11 places high emphasis
on the implementation of all measures to protect and secure electronic
records. In addition to this rule on electronic records, other general
requirements for computerized systems are brought to the auditor’s attention.
These rules cover the basic requirements of validation, limiting data access,
and ensuring data integrity and data traceability.

This book describes how the Agilent Security Pack for UV-visible ChemStation
in combination with the advanced or dissolution mode fulfills all demands of
CFR 21 Part 11 on access security, data integrity, audit-trail and electronic
signature. However, the ChemStation solution for compliance with 21 CFR
Part 11 is designed for and supported in closed systems only.

Moreover, this manual will guide you through the installation and
configuration of the security pack software. This manual is organized in four
chapters which lead you from the installation and configuration of the
software through the general concepts behind Security Pack to detailed
information about security aspects of the advanced and dissolution testing
software.

1 Local Installation and Configuration on Windows 2000

This chapter describes how to install and configure the Agilent ChemStation
Security Pack for UV-visible spectroscopy on PCs running Windows 2000 as
operating system.

2 Local Installation and Configuration Windows XP

This chapter describes how to install and configure the Agilent ChemStation
Security Pack for UV-visible spectroscopy on PCs running Windows XP as
operating system.
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Server/Workstation Installation

This chapter describes how to install and configure the Agilent ChemStation
Security Pack for UV-visible spectroscopy on a network with a Server share for
data storage and multiple Workstations for instrument control.

Updating and Uninstalling the Security Pack

This chapter describes how to update and uninstall Agilent UV- Visible
ChemStation that has been protected by the Security Pack for UV-visible
spectroscopy.

Introduction

This chapter describes the concepts behind the Agilent Security Pack for
UV-Visible ChemStation. The user will be introduced to the different aspects of
CFR 21 Part 11 and how they are implemented in software.

Advanced Software

Advanced result concepts and active menus for managers and operators using
the Agilent ChemStation advanced software

Dissolution Testing Software

This chapter describes the security aspects of the dissolution testing software.
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Agilent ChemStation Security Pack for UV-visible Spectroscopy
User's Guide

1
Local Installation and Configuration on
Windows 2000

Installing Security Pack 10
Configuring Security Pack 13

This chapter describes how to install and configure the Agilent ChemStation
Security Pack for UV-visible spectroscopy on PCs running Windows 2000 as
operating system.

Security Pack is an add-on software module that modifies the advanced
(G1116AA) and dissolution testing (G1118AA) software to support the
requirements for electronic records and signatures (21 CFR Part 11).

The general purpose (G1115AA) software is not fully compliant with 21 CFR Part 11 since it
does not support electronic signatures. But the access to the general purpose software can
be configured by a user with manager rights.

Furthermore, the biochemical analysis (G1117AA) software is not supported in combination
with the Security Pack.
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1 Local Installation and Configuration on Windows 2000

Installing Security Pack

Installation of Security Pack comprises two steps.
1 Installing the ChemStation software for UV-visible spectroscopy
2 Installing Security Pack

Installing the ChemStation Software

Before you can install Security Pack you have to install and configure the
ChemStation software and the Agilent 8453 spectrophotometer as described
in the Installing Your UV-visible Spectroscopy System manual.

If you are adding the Security Pack to an Agilent UV-visible Spectroscopy System that has
already been in use before, you might have already saved a customized configuration, that
is incompatible with the Security Pack. Delete the files configon.reg and configof.reg
under C:\hpchem\n\ (n: instrument number 1 to 4), if they exist.

Make sure that the ChemStation software is installed on a NTFS partition and
that the ChemStation software revision is A.10.01 or higher.

1 Start Windows Explorer and right-click the drive where the ChemStation
software is installed. By default the ChemStation software is installed on
the C: drive under C:\Hpchem. Select Properties, choose the General tab
and check for the string File System: NTFS.

[D:] Properties HE
Geneial I Tools | Shaing| Secuity |

= Labet: i

Tupe: Laozal Disk:
File spstem: NTES
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Local Installation and Configuration on Windows 2000 1

If the file system is not NTFS, it must be converted. Select Start > Programs
> Command Prompt, then type

convert <drive>: /fs:ntfs /v

where <drive> is the drive where the ChemStation software is installed, and
press Enter.

nmand Prompt

Microsoft Windows 2888 [Version 5.88.21951]
{C> Copyright 1985-2888 Microsoft Corp.

C:v>convert c: sfsintfs sv

At the end of the file conversion the message Conver si on conpl ete
appears in the Command Prompt window.

2 Start the ChemStation software, choose About from the Help menu and
check that the revision is A.10.01 or higher. If the revision is A.09.0x the
ChemStation software needs to be updated first.

If the revision is A.08.0x or lower, the operating system of the PC must be
upgraded to Windows 2000 first.

Installing the Security Pack
After ensuring that the Chemstation software is installed on a NTFS partition
and the revision is A.10.01 or higher, the security pack can be installed.
1 Reboot the PC and logon as Administrator.

2 Insert the Agilent UV-Visible ChemStation CD-ROM, open the G1813 folder
and start setup.exe.

3 Follow the instructions on screen. Choose the Local setup for an
installation on a standalone system. The installation on server and
workstation is described in the Chapter “Installation and Configuration on
Networks”.

4 Enter your license number.
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1 Local Installation and Configuration on Windows 2000

b5 After the installation is completed, run the Installation Verification by
selecting Start > Programs > UV-Visible ChemStations > Installation
Qualification.

Security Pack has been installed without errors when the message line
Installation Verification completed successfully
is displayed at the bottom of the ChemStation Installation Verification

dialog.
[ Chemstation Installation Yerification 1Ol x|
File Help
File Version FileDescription
Identical files =]
[452.hip (Help) —
apy_top.exe 5041 CAG Server executs:
apgdde. dil 3.27.00 Analytical Product ¢
d5452a.dll 0.0.1.76 HF 54524 Runbuffe
editor.hip (Help)
hip-uy.ini {Initialization)
hpcedd2 exe 1.7.05 APG Configuration £
hpfabs00. dll 1.0.3.11 support functions
hpgthkO0. dll 0.00.0 Generic Thunk Mod
hpib. dil 21.00 HP-IB Command Lit
hpib_gt.dll (MO WERSION INFC
hpib_sre.dll 4000 CAG DataComm Se
hpib2tsk.exe (MO WERSION INFC
hpnlsO1.dil 0.4.00 NLS Module
hpoety01.dll (MO WERSION INFC
hputil02, dil 2302 Agilent Ltility Librar
hsiclt32. exe (MO WERSION INFC
hsicltsk. exe 4000 CAG HFIB Server lix|
|Insta||ation Verification completed successfully.

6 Reboot your PC.
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Local Installation and Configuration on Windows 2000 1

Configuring Security Pack

After installation of Security Pack the Chemstation software can only be
accessed by members of following local Windows user groups, which are
subsequently called ChemStation user groups:

¢ ChemStationManagers

¢ ChemStationOperators

The SharedChemManagers and SharedChemQOperators groups are local Windows user
groups only. Members of these groups must also be in the ChemStationManagers or
ChemStationOperators group in order to obtain access to the UV-Visible ChemStation.

For more information about the ChemStation user groups refer to “Access
Security” on page 76. A detailed description of the permissions of
ChemStation Managers and Operators is given in Chapter 6, “Advanced
Software” and Chapter 7, “Dissolution Testing Software”.

Configuration of Security Pack comprises three steps.

1 Windows 2000 security policies have to be configured.

2 New ChemStation users have to be created and/or managed.

3 The Agilent Security Service has to be configured and activated.

A detailed description how to perform these three tasks is given in the
following sections.

The example screens shown in this chapter were created on a computer with the name
AGILENT-YO8TF5Z. On the corresponding screens of your computer AGILENT-YO8TF5Z will
be replaced by your computer name. There is no need to change the name of your computer
to AGILENT-YO8TF5Z.
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Local Installation and Configuration on Windows 2000

Configuring Security Policies

Configuring the Account Policy

The account policy dialog is used to control how passwords must be used by all
user accounts, and whether user accounts are automatically locked out after a
series of incorrect logon attempts. To manage the account policy following
configuration is necessary:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Account Policies folder.

3 Open the Password Policies folder. Specify all password policies in
accordance with your local policies. Contact your IT department if
necessary. In order to change a password policy double click on the item in
the right list, e.g. Maximum Password Age. In the upcoming dialog box
specify the account policy setting and click OK.

=101 x]
|J Action  iew |J<:= > |Em| X B2 |

Tree I

Policy  # | Local Setting | Effective Setting

EnForce password hiskory 5 passwords remembered 5 passwords remembered
Maximum password age 90 days 90 days

Minimum password age 7 days 7 days

Minimum password length 8 characters 8 characters
Passwords must meet complexity r.., Disabled Disabled

Store password using reversible e, Disabled Disabled

@ Security Settings
-8 Account Policies
[ BEEICcsword Policy
[-{Z8 Account Lockout Policy
{28 Local Policies

D Public Key Policies

.g IP Security Policies on Local

1 | B

L« |

4 Open the Account Lockout Policies folder. Specify all account lockout
policies in accordance with your local policies. Contact your IT department
if necessary. In order to change a account lockout policy double click on the
item in the right list, e.g. Lockout duration. In the upcoming dialog box
specify the account lockout policy setting and click OK.

5 Close the all windows and leave the Windows Control Panel.
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Local Installation and Configuration on Windows 2000 1

Configuring the User Rights Policies
—Act As Part of Operating System
—Take Ownership of files or other objects

Following configuration is necessary to grant the user right, Act as part of the
operating system, to the ChemStation user groups and to grant the
ChemStationAdmins group the right, Take ownership of files or other objects:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Local Policies folder.

3 Select User Rights Assignment and double click on the item “Act as part of
the operating system” in the right list.

4 Click on the Add... button and select your computer name from the
drop-down list box Look In.

5 From the Names: list select the groups ChemStationAdmins,
ChemStationManagers, ChemStationOperators, SharedChemManagers and
SharedChemOperators, and click Add.

6 Click OK and check if all ChemStation groups show up in the “Assigned To”

list.
Local Security Policy Setting 2=l
5: Act az part of the operating system
=
Local Effective

Aszszigned To Policy Setting Policy Setting

AGILENT-vY08TFEZNChemStationtd an
agers

AGILEMNT-YOBTFEN\ChemStationOpe
rators
AGILENT-YDETFE2MSharedChemibd an
agers
AGILENT-YOETFE2MSharedChemOpe

rators

Add...

If domain-level policy settings are defined, they override local policy settings.

()8 I Cancel
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1 Local Installation and Configuration on Windows 2000

Click OK to leave the Local Security Policy Setting dialog box.

In the Local Security Settings double click on the item “Take ownership of
files or other objects” in the right list.

9 Click on the Add... button and select your computer name from the
drop-down list box Look In.

10 From the Names: list select the group ChemStationAdmins and click Add

11 Click OK and check if the ChemStationAdmins group shows up in the
“Assigned To” list.

5: Take ownership of files or other objects
=
Local Effective
Agzzigned To Policy Setting Policy Setting
Adminigtrators
AGILENT-YO8TFEZ SChemStationddm O

ing

Add...

If domain-level policy settings are defined, they override local policy settings.

()8 I Cancel

12 Click OK, close the all windows and leave the Windows Control Panel.
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Local Installation and Configuration on Windows 2000 1

Configuring the Audit Policy

Selected activities of users can be tracked by auditing security events and then
placing entries in a computer's security log. The Audit policy dialog can be
used to determine the types of security events that will be logged for the
computer. Following configuration is necessary to track all security violations
during logon and logoff to the system:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Local Policies folder.

3 Open the Audit Policy subfolder and double click on Audit account logon
events. Check both Success and Failure for the Logon Events and Click OK.
Specify further types of security events in accordance with your local
policies. Contact your IT department if necessary.

=10ix]
|J Action  Yiew |J¢' -D||><|@ |

Tree I I

@ Security Settings udit account logon events Success, Failure Success, Failure
-8 Account Palicies Audit account management Mo auditing Mo auditing
E@ Local Policies Audit directory service access Mo auditing Mo auditing
: {28 audit Policy Audit logon events Mo auditing Mo auditing
{28 User Rights Assignment Audit ohject access Mo auditing Mo auditing
; {28 security Options Audit policy change Mo auditing Mo auditing
B[] Public Key Policies [R¥] swudit privilege use Mo auditing Mo auditing
lg IP Security Policies on Local | Audit process bracking Mo auditing Mo auditing
Audit system events Mo auditing Mo auditing

Hi—

4 Close the all windows and leave the Windows Control Panel.

To view entries in the security log select Start > Settings > Control Panel > Administrative
Tools > Event Viewer and choose the Security Log. To specify maximum size of the security
log select Log > Log Setting. See also “Logging Security Violations” on page 80.
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Local Installation and Configuration on Windows 2000

Creating and Managing New ChemStation Users

The ChemStation software can be used by members of the
ChemStationManagers and ChemStationOperators groups only. Table 1 shows
the ChemStation user groups and the default users, which are automatically
created during installation of Security Pack.

Table1  Default Members of ChemStation User Groups

ChemStation User Group Default Members

ChemStationAdmins ChemStationAdmin
ChemStationManagers ChemStationManager, ChemStationAdmin
ChemStationOperators ChemStationOperator
SharedChemManagers none

SharedChemQperatos none

The SharedChemManagers and SharedChemQOperators groups are Windows user groups
only. Members of these groups must also be in the ChemStationManagers or
ChemStationOperators group in order to obtain access to the UV-Visible ChemStation.

This section describes how you can use the Windows 2000 Control Panel to
* create new local ChemStation user accounts
¢ add existing local user accounts to a ChemStation user group

¢ add existing domain accounts to a ChemStation user group.

Creating New Local ChemStation User Accounts
The following procedure describes how to create new ChemStation user
accounts on your local computer.

1 Logon as Administrator and select Start > Settings > Control Panel > Users
and Passwords.

Click on Add....

3 In the Add New User dialog enter the User Name, the Full Name and a
description. Click on Next.
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Local Installation and Configuration on Windows 2000 1

4 Specify password and confirm the password. Click on Next.

5 In the new dialog select Other and then choose ChemStationManager
(Operator) from the dropdown list. Click on Finish.

6 Check that the new user and the correct group membership is added to the
list of users shown in the Users and Passwords window.

7 Repeat steps 2 through 7 to create further ChemStation users
(ChemStationManagers, ChemStationOperators, SharedChemManagers or
SharedChemOperators, respectively).

8 Click OK to leave the Users and Passwords dialog box.

9 Close all windows and leave the Windows Control panel.

After the first Windows 2000 login of a new user a profile will be generated in the Windows
Profiles directory (C:\Documents and Settings).

Adding Existing Local Accounts to ChemStation User Groups

1 Logon as Administrator and select Start > Settings > Control Panel > Users
and Passwords.
2 Click on the Advanced Tab and choose Advanced User Management

3 Open the Groups folder and double click on the ChemStation user group
where you want to add an existing user account.

4 In the upcoming dialog box click on Add....

5 In the Select Users or Groups dialog box select your computer name from
the Look In: drop-down list box.

6 In the Names list select all users you want to add to the group and click
Add.

7 Click OK to leave the ChemStationManagers(Operators) dialog box.
8 Check that all selected users appear in the Members list of the Local Group.

9 Close all windows and leave the Windows Control Panel.
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Local Installation and Configuration on Windows 2000

Adding Domain Accounts to ChemStation User Groups

1

Logon as Administrator and select Start > Settings > Control Panel > Users
and Passwords.

2 Click on the Advanced Tab and choose Advanced User Management

3 Open the Groups folder and double click on the ChemStation user group

where you want to add an existing user account.

In the upcoming dialog box click on Add....

5 In the Select Users or Groups dialog box select the domain name of the

account you want to add from the List Names From drop-down list box.

In the Names list select all users you want to add to the group and click
Add.

7 Click OK to leave the ChemStationManagers(Operators) dialog box.

8 Check that all selected users appear in the Members list of the Local Group.

9 Close all windows and leave the Windows Control Panel.
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Local Installation and Configuration on Windows 2000 1

Configuring the Agilent Security Service

The Agilent Security Service ensures that all ChemStation files are owned by
the account ChemStationAdmin. That is, whenever a ChemStation user
generates a new result file the ChemStationAdmin takes automatically the
ownership of this file. This data access security feature is necessary to prevent
that, for instance, a ChemStationOperator takes the ownership of a file and
hence the permission to delete this file.

Changing the ChemStationAdmin Password
Before starting the Agilent Security Service the password for the
ChemStationAdmin account has to be changed.

1 Logon as Administrator and select Start > Settings > Control Panel > Users
and Passwords.

2 In the list of the Users select ChemStationAdmin and click on Set
Password....

3 Enter and confirm a new password for the ChemStationAdmin in Set
Password dialog box.

4 Click OK to activate the new password and to leave the New Password
dialog box.

5 Click OK to leave the Users and Passwords dialog box
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1 Local Installation and Configuration on Windows 2000

Configuring and Starting the Agilent Security Service
After changing the password of the ChemStationAdmin the security service
must be configured and started.

1 Logon as Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 Double-click Services.

= _|o] x|
Jﬂct\on Yiew |Jﬁ-’|@|‘@“’lll | 3 |
Tree I Mame | Diescription | Status Startup Type Log Cn As o
Services (Lacal) %Agilent Securiby Service L-Yis ChemStation Security TMarual LocalSystem
%Alerter Notifies selected users and co.., Started  Aukomatic Local3ystem
%App\ication Management Provides software installation ... Started TMarual LocalSystem
%Clwaook Supports ClipBook Yiewer, whi, ., TMarual LocalSystem
%COM#— Event System Provides automatic distributio,..  Started TMarual LocalSystem
Computer Browser Maintains an up-to-date list of .. Started Aukomatic LocalSystem
%DHCP Client Manages netwoark configuratio...  Started Aukomatic LocalSystem j

3 Double click on Agilent Security Service to open the Agilent Security
Service Properties dialog box.

Choose Automatic as Startup Type.
Select the Log On Tab and select Log on as: This account.
Click the Browse button.

N oo o A

In the upcoming Add User dialog box select your computer name from the
drop-down list box Look In.

8 From the names list select ChemStationAdmin and click Apply.
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Local Installation and Configuration on Windows 2000 1

9 In the Agilent Security Service Properties dialog box enter and confirm the
ChemStationAdmin password you have specified in “Changing the
ChemStationAdmin Password” on page 21.

Agilent Security Service Properties {Local Compuks 2lx| Agilent Security Service Properties {Local Computs 2=l
General | Lag Dnl Hecoveryl Dependenc\es| Genersl LogOn | Hecovelyl Dependenc\esl
Service name:  Agilent Secuity Service Logon a3

€ Local System account

Display name: IAg\\Ent Seculy Gervice
I | Allaw service to interact with desktop

Description: LIz ChemStation Security -
¥ I % This accaunt \ChemStationddmin Browse. ..
Path to evecutable: —

D:AHPCHEMNS YSAAGT SYC3Z EXE Fassword

Confirm password: |

Startup type: Automatic =l
Yo can encble or disable tis service for the hardware prcfles lnted below
Service stalus.  Stated Hardware Frofil [ Senice I
Profie 1 Enabled

Start | Stop I Pauge: Resume |

Yau can specify the start parameters that apply when you stat the service
from here.

Start parameters:
I Enztle Disable
0K Cancel Apply ok I Cancel | Apply |

10 Select the General Tab.

11 In the General Tab of the Agilent Security Service Properties dialog box
click on Start.

12 Click on OK and check that the Agilent Security Status is started.

; =10 x|
| action  wiew |J<:=-b| ||@|J> m I m |
Tree I Mame  / | Descri, .. | Status | Startup Type | Log On As ;l
Services (Local) %Agilent Security Service Started Autornatic Mgilent‘l,ChemStatin:un.ﬂu:lmin_I
%Alerter Motifie... Manual LocalSystem
%Application Management Provid..,  Started Manual Local3ystem
% ClipBaak. SUppa... Manual Lacalsysteri
%COI\‘H Evenk System Provid...  Started Manual Local3ystem -
- R PR - - . ' -
1 | _'I_I

13 Close all dialogs and exit the Windows Control Panel

14 Reboot your computer.
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1 Local Installation and Configuration on Windows 2000

15 After rebooting your computer the Security Pack is ready to use.

In order to start the secured UV-Visible ChemStation you have to be member of the
ChemStationManagers(Operators) group. If you are logged on as Windows 2000
Administrator you are not allowed to start the ChemStation unless the Administrator
account is added the ChemStation user groups.
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Agilent ChemStation Security Pack for UV-visible Spectroscopy
User's Guide

2
Local Installation and Configuration
Windows XP

Installing Security Pack 26
Configuring Security Pack 29

This chapter describes how to install and configure the Agilent ChemStation
Security Pack for UV-visible spectroscopy on PCs running Windows XP as
operating system.

Security Pack is an add-on software module that modifies the advanced
(G1116AA) and dissolution testing (G1118AA) software to support the
requirements for electronic records and signatures (21 CFR Part 11).

The general purpose (G1115AA) software is not fully compliant with 21 CFR Part 11 since it
does not support electronically signatures. But the access to the general purpose software
can be configured by a user with manager rights

Furthermore, the biochemical analysis (G1117AA) software is not supported in combination
with the Security Pack.

g Agilent Technologies 25



2

Local Installation and Configuration Windows XP

Installing Security Pack

26

Installation of Security Pack comprises two steps.
1 Installing the ChemStation software for UV-visible spectroscopy
2 Installing Security Pack

The description for the Windows XP setup is described for “classic Start Menu“and the
“Windows classic” appearance.

The Windows XP user interface can be changed by adjusting the properties for the “Start”
menu and the desktop by means of a right mouse click.

Installing the ChemStation Software

Before you can install Security Pack you have to install and configure the
ChemStation software and the Agilent 8453 spectrophotometer as described
in the Installing Your UV-visible Spectroscopy System manual.

If you are adding the Security Pack to an Agilent UV-visible Spectroscopy System that has
already been in use before, you might have already saved a customized configuration, that
is incompatible with the Security Pack. Delete the files configon.reg and configof.reg
under C:\hpchem\n\ (n: instrument number 1 to 4), if they exist.

Make sure that the ChemStation software is installed on a NTFS partition and
that the ChemStation software revision is A.10.01 or higher.

1 Start Windows Explorer and right-click the drive where the ChemStation
software is installed. By default the ChemStation software is installed on
the C: drive under C:\Hpchem. Select Properties, choose the General tab
and check for the string File System: NTFS.
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(D:] Properties EHE|
General I Tools ] Sharing1 Securit}li

= Lahat: !

Tepe: Lozal Disk:
File spsterm: MNTFS

If the file system is not NTFS, it must be converted. Select Start > Programs
> Command Prompt, then type

convert <drive>: [fs:ntfs /v

where <drive> is the drive where the ChemStation software is installed, and
press Enter.

soft Windows P [Version 5.1.26881
{C> Copyright 1985-2801 Microsoft Corp.

C:~>convert c: Afs:intfs su_

At the end of the file conversion the message Conver si on conpl ete
appears in the Command Prompt window.

2 Start the ChemStation software, choose About from the Help menu and
check that the revision is A.10.01 or higher. If the revision is A.08.0x or
lower, the ChemStation software needs to be updated first. UV-Visible
ChemStation A.08.0x is supported the on Windows NT only.

Installing the Security Pack
After ensuring that the Chemstation software is installed on a NTFS partition
and the revision is A.10.01 or higher, the security pack can be installed.
1 Reboot the PC and logon as Administrator.

2 Insert the Agilent UV-Visible ChemStation CD-ROM, open the G1813 folder
and start setup.exe.
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3 Follow the instructions on screen. Choose the Local setup for an
installation on a standalone system. The installation on server and
workstation is described in the Chapter “Installation and Configuration on
Networks”.

4 Enter your license number.

After the installation is completed, run the Installation Verification by
selecting Start > Programs > UV-Visible ChemStations > Installation
Qualification.

Security Pack has been installed without errors when the message line
Installation Verification completed successfully
is displayed at the bottom of the ChemStation Installation Verification

dialog.
[ Chemstation Installation Yerification 1Ol x|
File Help
File Version FileDescription
Identical files =]
[452.hip (Help) —
apy_top.exe 5041 CAG Server executs:
apgdde. dil 3.27.00 Analytical Product ¢
d5452a.dll 0.0.1.76 HF 54524 Runbuffe
editor.hip (Help)
hip-uy.ini {Initialization)
hpcedd2 exe 1.7.05 APG Configuration £
hpfabs00. dll 1.0.3.11 support functions
hpgthkO0. dll 0.00.0 Generic Thunk Mod
hpib. dil 21.00 HP-IB Command Lit
hpib_gt.dll (MO WERSION INFC
hpib_sre.dll 4000 CAG DataComm Se
hpib2tsk.exe (MO WERSION INFC
hpnlsO1.dil 0.4.00 NLS Module
hpoety01.dll (MO WERSION INFC
hputil02, dil 2302 Agilent Ltility Librar
hsiclt32. exe (MO WERSION INFC
hsicltsk. exe 4000 CAG HFIB Server lix|
|Insta||ation Verification completed successfully.

6 Reboot your PC.
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Configuring Security Pack

After installation of Security Pack the Chemstation software can only be
accessed by members of following local Windows user groups, which are
subsequently called ChemStation user groups:

¢ ChemStationManagers

¢ ChemStationOperators

The SharedChemManagers and SharedChemQOperators groups are local Windows user
groups only. Members of these groups must also be in the ChemStationManagers or
ChemStationOperators group in order to obtain access to the UV-Visible ChemStation.

For more information about the ChemStation user groups refer to “Access
Security” on page 76. A detailed description of the permissions of
ChemStation Managers and Operators is given in Chapter 6, “Advanced
Software” and Chapter 7, “Dissolution Testing Software”.

Configuration of Security Pack comprises three steps.

1 Windows XP security policies have to be configured.

2 New ChemStation users have to be created and/or managed.

3 The Agilent Security Service has to be configured and activated.

A detailed description how to perform these three tasks is given in the
following sections.

The example screens shown in this chapter were created on a computer with the name
WADC2115. On the corresponding screens of your computer WADC2115 will be replaced by
your computer name. There is no need to change the name of your computer to WADC2115.
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Configuring Security Policies

Configuring the Account Policy

The account policy dialog is used to control how passwords must be used by all
user accounts, and whether user accounts are automatically locked out after a
series of incorrect logon attempts. To manage the account policy following
configuration is necessary:

1

Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

In the Administrative Tools menu select Local Security Policy and open the
Account Policies folder.

Open the Password Policies folder. Specify all password policies in
accordance with your local policies. Contact your IT department if
necessary. In order to change a password policy double click on the item in
the right list, e.g. Maximum Password Age. In the upcoming dialog box
specify the account policy setting and click OK.

Eﬁ Local Security Settings [ 10] ]
File  Action Yiew Help
&= B xE|2

@ Security Settings

Policy  # | Security Setting |
& @ Account Policies " EnForce password history 5 passwords remembered
Password Policy ) [R¥]Maximum password age 90 days
@@ .chol.uiﬂt Lockaut Palicy Minimum password age 7 days
Loca_ Folicies - Minimum password length 8 characters
(2 Public Key Palicies x . . .
Password must meet complexity requirements Disabled

Software Restriction Policie |25
% IP Security Policies on Loca Store password using reversible encryption for all users in the... Disabled

EIES— O

Open the Account Lockout Policies folder. Specify all account lockout
policies in accordance with your local policies. Contact your IT department
if necessary. In order to change a account lockout policy double click on the
item in the right list, e.g. Lockout duration. In the upcoming dialog box
specify the account lockout policy setting and click OK.

5 Close the all windows and leave the Windows Control Panel.
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Configuring the User Rights Policy
—Act As Part of Operating System
—Take Ownership of files or other objects

Following configuration is necessary to grant the user right, Act as part of the
operating system, to the ChemStation user groups and to grant the
ChemStationAdmins group the right, Take ownership of files or other objects:

-—

Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Local Policies folder.

3 Select User Rights Assignment and double click on the item “Act as part of
the operating system” in the right list.

Click on the Add User or Group... button.

(L N

In the Select Users and Groups dialog press the Advanced button.

Select thiz object type:

IUsers or Built-in security principals Object Types... |

FEram this location:

IWADE21 15 Locations... |

Enter the object names to select [examples):

[ Lheck Hames |

Advanced... | [k I Cancel |

4

6 Press the Object Types... button, check Groups and press OK

7 Press the Locations... button and select your computer from the list and
press OK.
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8 Press the Find Now button and select groups ChemStationManagers,

ChemStationOperators, SharedChemManagers and SharedChemOperators,
and click OK.

eoeivsesoaoms ]
Gl thiz chyect typm
[Rraqee Obgect Typer... |
From this lacshion:
Locamra_ |
Commen Oueries |
[ ] | | =S
) [ _pram |
r |
[
I
Hae RO T Fak |
' WABE2115
ChemiStatonpeishon WADCIS
Gl WADCS
0 Heloervicaslious WADCZI1S
|| € etwerk Confprston Dpmikorr—— WiADC2115
| WapCIS
| FRemde Deshlog Users WADCS
£l Rrepicacs WHROCHIS
Sharsdharbansger: WADC2I1S
1| €2 Sherehenticessices WABE2115 B
Ui wancnse =

9 Click OK again.

Act as part of the operating system Properties ﬂ E
Local Security Setting |

ag Act az part of the operating system
=

ChemStationtd anagers
ChemStationOperators
SharedChemtd anagers
SharedChemOperators

Add Uszer or Group...

{Hemove |

QK | Cancel | Apply |

10 Click OK and check if all ChemStation groups show up in the “Security
Setting” list of the user right Act as part of the operating system.

11 Click OK to leave the Act as part of the operating system Properties dialog
box.
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12 In the Local Security Settings double click on the item “Take ownership of
files or other objects” in the right list.

13 Click on the Add User or Group... button
14 In the Select Users and Groups dialog press the Advanced button.
15 Press the Object Types... button, check Groups and press OK.

16 Press the Locations... button and select your computer from the list and

press OK.
17 Press the Find Now button and select the group ChemStationAdmins and
click OK.
18 Click OK again.
Take ownership of files or other objects Properties KB

Local Security Setting |

.4 Take ownership of files or other objects

:gi

Adminizgtrators
ChemS tationddrming

Add Uszer or Group... Bemove

QK | Cancel | Apply |

19 Check if the ChemStationAdmins group shows up in the “Security Setting”
list of the user right Take ownership of files or other objects.

20 Click OK and close the all windows and leave the Windows Control Panel.
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Configuring the Audit Policy

Selected activities of users can be tracked by auditing security events and then
placing entries in a computer's security log. The Audit policy dialog can be
used to determine the types of security events that will be logged for the
computer. Following configuration is necessary to track all security violations
during logon and logoff to the system:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Local Policies folder.

3 Open the Audit Policy subfolder and double click on Audit account logon
events. Check both Success and Failure for the Logon Events and Click OK.
Specify further types of security events in accordance with your local
policies. Contact your IT department if necessary.

ocal Se = g _ (O X

File  Action Yiew Help

e BB @

Policy  # | Security Setting |
Audit account logon events Success, Failure

Audit account management Mo auditing

Audit directory service access Mo auditing

Audit logon events Mo auditing

Audit ohject access Mo auditing

@ Security Settings

-8 Account Policies

B8 Local Policies

{8 Audit Palicy

{28 User Rights Assignmen
@ Security Options

(2 Public Key Palicies

D Software Restriction Policie AUd?t DD_"C_Y change Mo aud?t?ng
.g IP Security Policies on Loca AUdlt privilege use Mo auditing
Audit process tracking Mo auditing
Eﬂ Audit system events Mo auditing
ey wf®

4 Close the all windows and leave the Windows Control Panel.

To view entries in the security log select Start > Settings > Control Panel > Administrative
Tools > Event Viewer and choose the Security Log. To specify maximum size of the security
log select Log > Log Setting. See also “Logging Security Violations” on page 80.
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Creating and Managing New ChemStation Users

The ChemStation software can be used by members of the
ChemStationManagers and ChemStationOperators groups only. Table 2 shows
the ChemStation user groups and the default users, which are automatically
created during installation of Security Pack.

Table2  Default Members of ChemStation User Groups

ChemStation User Group Default Members

ChemStationAdmins ChemStationAdmin
ChemStationManagers ChemStationManager, ChemStationAdmin
ChemStationOperators ChemStationOperator
SharedChemManagers none

SharedChemQperatos none

The SharedChemManagers and SharedChemQOperators groups are Windows user groups
only. Members of these groups must also be in the ChemStationManagers or
ChemStationOperators group in order to obtain access to the UV-Visible ChemStation.

This section describes how you can use the Windows XP Control Panel to
* create new local ChemStation user accounts
¢ add existing local user accounts to a ChemStation user group

¢ add existing domain accounts to a ChemStation user group.

Creating New Local ChemStation User Accounts
The following procedure describes how to create new ChemStation user
accounts on your local computer.

1 Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

2 Open the Local Users and Groups folder and select the Users folder. From
the menu select Action, New User...
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3 In the New User dialog enter the User Name, the Full Name and a
description.

4 Specify password and confirm the password.

Make sure the option User must change password at next logon is checked
and the account is enabled.

6 Press Create to add the new user.

7 Repeat steps 2 through 6 to create further ChemStation users
(ChemStationManagers, ChemStationOperators, SharedChemManagers or
SharedChemOperators, respectively).

8 Click Close to leave the New User dialog box.

9 Open the Groups folder and double click on one of the ChemStation user
groups to add the new user to the respective group.

10 In the upcoming dialog box click on Add.....

11 In the next upcoming dialog box click on Advanced.....

12 Press the Object Types... button, check only Users and press OK.

13 Press the Locations... button, select your computer and press OK.

14 Press the Find Now button and select the users, press OK and OK again.
15 Repeat steps 9 to 13 to other ChemStation groups.

16 Close all windows and leave the Windows Control panel.

After the first Windows XP login of a new user a profile will be generated in the Windows
Profiles directory (C:\Documents and Settings).

Adding Existing Local Accounts to ChemStation User Groups

1 Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

2 Open the Local Users and Groups folder.

3 Open the Groups folder and double click on the ChemStation user group
where you want to add an existing user account.

4 In the upcoming dialog box click on Add....
5 In the next upcoming dialog box click on Advanced.....

6 Press the Object Types... button, check only Users and press OK.
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7 Press the Locations... button, select your computer and press OK.
8 Press the Find Now button and select the users, press OK and OK again.

9 Check that all selected users appear in the Members list of the Local Group
and press OK.

10 Close all windows and leave the Windows Control Panel.
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Adding Domain Accounts to ChemStation User Groups

1

Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

2 Open the Local Users and Groups folder.

w

© 00 N o 1 A

Open the Groups folder and double click on the ChemStation user group
where you want to add an existing user account.

In the upcoming dialog box click on Add....

In the next upcoming dialog box click on Advanced.....

Press the Object Types... button, check only Users and press OK.

Press the Locations... button, select the domain and press OK.

Press the Find Now button and select the users, press OK and OK again.

Check that all selected users appear in the Members list of the Local Group
and press OK.

10 Close all windows and leave the Windows Control Panel.
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Configuring the Agilent Security Service

The Agilent Security Service ensures that all ChemStation files are owned by
the account ChemStationAdmin. That is, whenever a ChemStation user
generates a new result file the ChemStationAdmin takes automatically the
ownership of this file. This data access security feature is necessary to prevent
that, for instance, a ChemStationOperator takes the ownership of a file and
hence the permission to delete this file.

Changing the ChemStationAdmin Password
Before starting the Agilent Security Service the password for the
ChemStationAdmin account has to be changed.

1 Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

2 Open the Local Users and Groups folder and then open the Users folder.

3 In the name list of the Users select ChemStationAdmin and from the Action
menu run Set Password....

4 In the Set Password for ChemStationAdmin warning dialog press the
Proceed button. Enter and confirm a new password for the
ChemStationAdmin in Set Password dialog box.

5 Click OK to activate the new password and to leave the New Password
dialog box.

6 Click OK to close the Local Users and Groups information box.

7 Close all windows and leave the Windows Control Panel.

Agilent ChemStation Security Pack for UV-visible Spectroscopy 39



2

40

Local Installation and Configuration Windows XP

Configuring and Starting the Agilent Security Service
After changing the password of the ChemStationAdmin the security service
must be configured and started.

1 Logon as Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 Double-click Services.

5, Services [_ (O] %] I
File  Action Yiew Help
&= | H BB|(@2]r »r = 0 =2
) Mame 7/ | Descripkion | Skakus | Starktup Type | Log On &s | ;I
= |
%Agilent Security Ser... Manual Local System
%Alerter Motifies sel...  Started Aukomatic Local Service
%Application Layer G... Providess,., Manual Local Service
%Application Manage... Providess,., Manual Local System
%Automatic Updates Enables th... Disabled Local System
a0 oclavenind Trkallin eac idla n Manuisl | neal Suckarn LI
Extended A, Standard

3 Double click on Agilent Security Service to open the Agilent Security
Service Properties dialog box.

4 Choose Automatic as Startup Type.

5 Select the Log On Tab and select Log on as: This account.

6 Click the Browse button.

7 In the next upcoming dialog box click on Advanced.....

8 Press the Object Types... button, check only Users and press OK.
9 Press the Locations... button, select your computer and press OK.

10 Press the Find Now button and select ChemStationAdmin, press OK and OK
again.
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11 In the Agilent Security Service Properties (Local Computer) dialog box
enter and confirm the ChemStationAdmin password you have specified in
“Changing the ChemStationAdmin Password” on page 39 and click Apply.

Agilent Security Service Properties {Local Com 2lx| Agilent Security Service Properties {Local Comy 2=l

General | Lag Dnl Hecoveryl Dependenc\es| Genersl LogOn | Hecovelyl Dependenc\esl

Service name:  Agilent Secuity Service Logon a3

€ Local System account
I | Allaw service to interact with desktop

D tior: LIz ChemStation Security
escriptior | & This account “ChemStationddmin Browse...
Path to evecutable:

DAHPCHEN\SYS\ARTSVER2 EXE o =
Canfitm password l—

Display name: IAg\\Ent Seculy Gervice

Startup type: Automatic =l
Yo can encble or disable tis service for the hardware prcfles lnted below
Service stalus.  Stated Hardware Frofil [ Senice I
Profie 1 Enabled

Start | Stop I Pauge: Resume |

Yau can specify the start parameters that apply when you stat the service
from here.

Start parameters:
I Enztle Disable
0K Cancel Apply ok I Cancel | Apply |

12 Select the General Tab.

13 In the General Tab of the Agilent Security Service Properties dialog box
click on Start.

14 Click on OK and check that the Agilent Security Status is started.

File  Action Yiew Help
S ENEEY S
% Services (Local) | Name  # | Description | Skatus | Startup Type | Log On As ;I
%Agilent Security Service Started Automatic NChemsStationadmin
%Alerter Motifies selecte...  Started Aukomatic Local Service
%Application Layer Gate... Provides suppo... Manual Local Service
%Application Management  Provides softw, .. Manual Local System
%Automatic Updates Enables the do... Disabled Local System -
4 T
Extended #, Standard

15 Close all dialogs and exit the Windows Control Panel

16 Reboot your computer.
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17 After rebooting your computer the Security Pack is ready to use.

In order to start the secured UV-Visible ChemStation you have to be member of the
ChemStationManagers(Operators) group. If you are logged on as Windows XP
Administrator you are not allowed to start the ChemStation unless the Administrator
account is added the ChemStation user groups.
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Server/Workstation Installation

Prerequisites for the Server/Workstation Installation

a4

In order to perform the following tasks you need local administrator rights for the Server
and for the Workstation computer.

The Domain to be used in this installation must exist and the global groups to handle
ChemStation users with manager and operator rights must be available. In addition a global
account for the ChemStation administration is required. The target computers for the
installation must be members of the Domain.

The description for the Windows XP setup is described for “classic Start Menu“and the
“Windows classic” appearance.

The Windows XP user interface can be changed by adjusting the properties for the “Start”
menu and the desktop by means of a right mouse click.

The Server/Workstation Installation can be setup on Windows 2000 as well as Windows
XP. When different procedures are required, both of them are described in this section. The
example screens in this chapter are from Windows 2000. Windows XP screens are only
shown if needed.

In the following sections the terms Server and Workstation are used. A typical
system contains one common Server with a share where the data are stored
and multiple Workstations. The Workstation is the computer, where the
UV-Visible ChemStation software is installed. This Workstation will control
the Agilent 8453 UV-Visible Spectrophotometer and accessories.

The Server/Workstation Installation of the Security Pack is only supported
with UV-Visible ChemStation A.10.01 or higher. If the UV-Visible ChemStation
Software is already installed locally, start the ChemStation software, choose
About from the Help menu and check that the revision is A.10.01 or higher. If
the revision is A.09.0x, the ChemStation software needs to be updated first.
For revisions A.08.0x the workstation’s Window’s NT operating system has to
be upgraded to Windows 2000 or Windows XP first.
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Domain Requirements

Make sure that at least two global groups are available on the domain to
contain the ChemStation users with manager rights and ChemStation users
with operator rights.

A tool to assign members to these groups often referred to as “Global Group
manager” should be available. This tool should allow to add and remove
members to the above global groups.

3

User accounts must exist in the domain for all UV-visible ChemStation users.

A special global account for the administration of the ChemStation must be
available.

The Server used for the UV-Visible ChemStation data shares and the domain controller
must be different computer systems.
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Installing the Security Pack on the Server

5 i

S
B0 2
=0 3
=00 4

46

The installation of the UV-visible ChemStation Security Pack on the Server
will create the UV-visible instruments data structure for four instruments on
the shared ChemStation directory, as specified in step 6. Four subdirectories
named 1,2,3, and 4, are created as four instruments can be connected to one
ChemStation. On the next level you will find the directories for methods, data
etc., where the ChemStation data will be saved.

1
2

5
6
7
8

Logon to the Server as local Administrator.

Use an existing drive or create directory on the server to be shared for
storing the UV-Visible ChemStation files. During the installation the
subdirectories with the required special permissions for ChemStation
Managers and ChemStation Operators will be created.

Share the drive or directory, where the UV-Visible ChemStation data will be
saved.

Insert the Agilent UV-Visible ChemStation CD-ROM, open the G1813 folder
and start setup.exe.

Follow the instructions on screen. Choose the Ser ver setup and click Next.
Specify the path of the shared ChemStation drive or directory.
Enter your license number.

After the installation is completed click on Finish.

If you want to add another independent share to your Server/Workstation
systems, you have to start over at step 2 and use a different drive or create a
new directory name for that share.
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Configuring the Security Pack on the Server

After the installation of the UV-visible ChemStation Security Pack on the Server the
following tasks have to be performed:

1 the Agilent Security Service has to be configured and activated
2 the local security policies have to be configured
3 the ChemStation users have to be added.

Configuring the Agilent Security Service on the Server

The Agilent Security Service ensures that all ChemStation files are owned by
the account of the ChemStation administrator. That is, whenever a
ChemStation user generates a new result file the ChemStation administrator
takes automatically ownership of this file. This data access security feature is
necessary to prevent that, for instance, a ChemStationOperator takes the
ownership of a file and hence the permission to delete this file.

For a Server/Workstation System the ChemStation administrator must be a
global user. If a local ChemStationAdmin exists on the Server, it has to be
deleted.

In the following examples the ChemStation administrator “ChemStationAdmin” is setup in
the Domain named “AGILENT". In general the Security Pack can be installed in any domain.

Configuring and Starting the Agilent Security Service on Windows 2000 Server

1 Logon as Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 Double-click Services.
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%, Services - 01 =]
| action tiew |]<--D\@\|@Hblu " |
Tree I MName  / | Diescription | Skakus Startup Type I Log On As &
Services (Local) %Ag\lent Security Service LI-Yis Chem3tation Security Mariual LocalSystem
%Alerter MNotifies selected users and co... Started  Automatic LocalSystem
%Application IManagement Provides software installation ... Started Mariual Local3ystem
%CIipBDuk Supports ClipBook Yiewer, whi.,. Mariual Local3ystem
%COM+ Event System Provides automatic distributio,,.  Started Mariual Local3ystem
Computer Browser MMaintains an up-to-date list of ... Started Automatic Local3ystem
%DHCP Client IManages network configuratio, .. Started Automatic Local3ystem j

The Agilent Security Service has to be started only for the first share created on a server.
If the “Services” dialog displays the “Status” already as “Started” with the “Startup Type”
“Automatic”and the "Log on as” displays the ChemStation administrator account, no
configuration is required.

Restart the service by selecting the Agilent Security Service and choosing Restart from the
Action menu. Close the “Services” dialog and skip all following configuration steps.

N oo e A

Double click on Agilent Security Service to open the Agilent Security
Service Properties dialog box.

Choose Automatic as Startup Type.
Select the Log On Tab and select Log on as: This account.
Click the Browse button.

In the upcoming Select User dialog box select the domain name from the
drop-down list box “Look In” container.

In the upcoming Enter Network Password dialog, enter the ChemStation
administrator account along with the password to have access to the
domain.

From the names list select ChemStation Administrator account or enter the
account name and click OK.

10 In the Agilent Security Service Properties dialog box enter and confirm the

password of the global ChemStation administrator and click Apply.
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Agilent Security Service Properties {Local Compuks 2lx| Agilent Security Service Properties (Local Computer) HE

General | Log On | Resovery | Dependencies | General LoaOn | Recovery | Dependencies |

Service name:  Aglent Secuity Service Log an &

-
Displayriame:  [Aalent Secuily Service Local Spsten accaurt
I™ | &llow service to nteract with deskitop

Dy tior: LIV-\is ChemStation Security
e I @ This account AGILENTChemStationddmin Browse...

Path to evecutable:
D:AHPCHEMNSYSAAGT SYC3Z EXE

Password:

Confirm password:

Startup type: Automalic =l

“fou can enable or disable this service for the hardware profiles listed below:

Started Hardware Frofils | Sewice |
Profile 1 Enabled

Service status:

Start | Stop I Fause. Resume |

‘ou can specify the start parameters tat apply when you start the service
from here.

Start parameters:
I Enatle Disable
oK Cancel Aol oK | camed | s |

11 Select the General Tab.

12 In the General Tab of the Agilent Security Service Properties dialog box
click on Start.

13 Click on OK and check that the Agilent Security Service is started.

IR
Tree I Mame 7/ | Descripkion | Skakus | Starktup Type | Log On &s | o

%Agilent Security Ser... Started Automatic AGILENTYChemStationadmin
%Alerter Motifies sel...  Started Automatic LocalSystem

J Action  Wiew |J L

Services (Local)

%Application Manage... Providess,., Manual LocalSystem
%ClipBook Supports C... Manual LocalSystem
%COM+ Event System  Provides a...  Started Manual LocalSystem

14 Close all dialogs and exit the Windows Control Panel.
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Configuring Security Policies

Configuring the User Rights Policies

—Act As Part of Operating System
—Take Ownership of files or other objects

Following configuration is necessary to grant the user right, Act as part of the
operating system, to the ChemStation user groups and to grant the
ChemStationAdmins group the right, Take ownership of files or other objects:

In the following examples the computer name is “WADC2240". In a specific installation the

name of the server in the domain is used.

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Local Security Policy and open the
Local Policies folder.

3 Select User Rights Assignment and double click on the item “Act as part of
the operating system” in the right list.

4 Click on the Add... button and select your computer name from the
drop-down list box “Look In” container.

5 From the Names: list select the groups ChemStationAdmins,
ChemStationManagers, ChemStationOperators and click Add.

6 Click OK and check if all ChemStation groups show up in the “Assigned To”
list.

Local Security Policy Setting EHE

4 Act as part of the operating system

=

Local Effective

Agzigned To Palicy Setting Palicy Setting
WAL 2240\ e tationtdming
WADCZ2240\ChemStationkd anagers
WD C2240M\ChemS tationD perators

Add
1F Arramin laual malicn sabbimas ara dafimad Hhen aoarrida lnssl malicn sabbimas
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Click OK to leave the Local Security Policy Setting dialog box.

In the Local Security Settings double click on the item “Take ownership of
files or other objects” in the right list.

9 Click on the Add... button and select your computer name from the
drop-down list box “Look In” container.

10 From the Names: list select the group ChemStationAdmins and click Add

11 Click OK and check if the ChemStationAdmins group shows up in the
“Assigned To” list.

Local Security Policy Setting KB

5: Take ownership of files or other objects

=

Local Effective

Agzzigned To Policy Setting Policy Setting
Adminigtrators
WADC22404ChemS tationddming O

Add...
If domain-level policy settings are defined, they override local policy settings.
()8 Cancel

12 Click OK, close the all windows and leave the Windows Control Panel.
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Adding ChemStation Users

The global groups in the domain for ChemStation managers and operators are
added to the local ChemStation groups.

The local groups shown in table 3, ‘Local ChemStation User Groups on Server’
are created during the installation. For the first setup no members are
assigned.

Table3  Local ChemStation User Groups on Server

ChemStation User Group Default Members
ChemStationAdmins none
ChemStationManagers none
ChemStationOperators none

If one or more UV-visible ChemStation shares for the Security Pack already exist, members
may already exist for the groups.

Add the Domain ChemStation Administrator account

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Computer Management and open
the Local Users and Groups folder.
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3 Select the Groups folder and double click on the ChemStationAdmins item
in the right list.

L) Comp anag _ (O X
| action  tiew |J<:= -D||><. % G | @2
Tree I Marne | Description I

gndministrators Administrators have complete and u...

@ Computer Management {Local) =
gBackup Operators Backup Operators can override secu, .,

Elm System Tools

[]..@ Event Yiewer Guests Guests have the same access as me..,
[]...% Syskem Information gpower Users Power Lsers possess most administr. ..
[]---ﬁ Performance Logs and Alerts gReplicator Supports file replication in a domain

[ Users Users are prevented from making ac...

ChemsSkationAdrmins
gchemstationManagers ChemStation Managers Group
gchemstationOperators ChemStation Operators Group
gDHCP Administrators Members who have administrative a...
gDHCP Users Members who have view-only acces. ..
WINS Users Members who have view-only acces...

- Storage
----- (2 Disk Management
----- E Disk Defragmenter
= Logical Drives

=2 =

4 Click on the Add... button and select the domain name from the drop-down
list box “Look In” container.
ChemStationAdmins Properties EHE

General |

@ ChemStationddrming

Description:

Members:

Add... | Eemove |

QK I Cancel Lpply
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5 Logon to the domain by use of the ChemStation administrator account.

Enter Network Password HE l

*Y'ou are logged on with an account that does not have access to:

AGILENT

Enter the name and password of an account with permizsions for this
domain and click OF.

For example:  domainbusermame

Cornect as: IAgiIent\EhemStationAdmin

Password: I

()8 I Cancel |

6 From the Names: list select the account name with the ChemStation
administrator and click Add.

Lookin: (G4 MYEITEIYS |
Mame | |n Folder |;|
ﬂ ChemStationddmin AGILEMT 1
€3 ChemStationtanager AGILENT
€3 ChemStationOperator AGILENT
€ chemview AGILENT
€, chenanan AGILENT
€ chenard AGILENT
€ cherce AGILENT Jd|

bdd | | EheckNames ,

<< Type names separated by semicolons or choose from ligt »»

)8 | Cancel |
4l

71 Click OK for the selection, click Apply to add the member and close the
dialog.

8 Add the domain ChemStation administrator account also to the local
ChemStationManagers group. (Repeat steps 3 to 7 with the local
ChemStationManagers group instead of the local ChemStationAdmins

group).
9 Close all windows and leave the Windows Control Panel.
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Add the Domain User Groups
1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Computer Management and open
the Local Users and Groups folder.

3 Select the Groups folder and double click on the ChemStationManagers
item in the right list

4 Click on the Add... button and select the domain name from the drop-down
list box “Look In” container.

5 If required, login to the domain by use of the ChemStation administrator
account.

6 From the Names: list select the global group name with the ChemStation
managers and click Add.

7 Click OK for the selection, click Apply to add the member and close the
dialog.

8 To add the ChemStation operators repeat steps 3 to 7 with the
ChemStationOperators group and add the respective global ChemStation
operators group name.

9 Close all windows and leave the Windows Control Panel.
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Installing the Security Pack on the Workstation

56

Installation of Security Pack on a Workstation comprises five steps.
“Installing the ChemStation Software”
“Installing Security Pack”

“Configuring Security Pack”

2O N —-

“Adding and Managing ChemStation Users”

b5 “Configuring the Agilent Security Service”

A detailed description how to perform these three tasks is given in the
following sections.

Installing the ChemStation Software

Before you can install Security Pack you have to install and configure the
ChemStation software and the Agilent 8453 spectrophotometer as described
in the Installing Your UV-visible Spectroscopy System manual.

If you are adding the Security Pack to an Agilent UV-visible Spectroscopy System that has
already been in use before, you might have already saved a customized configuration, that
is incompatible with the Security Pack. Delete the files configon.reg and configof.reg
under C:\hpchem\n\ (n: instrument number 1 to 4), if they exist.

Mapping the Shared Server Directory

1 Open Windows Explorer and select Map Network Drive... from the Tools
menu.
2 In the upcoming Map Network Drive dialog box select a free drive letter.

3 In the Path field specify the Server name and the name of the shared drive
or directory.

4 Select Reconnect at Logon and click OK.

Make sure that the above mapping of the shared server directory is available to all
UV-visible Security Pack users with the same drive letter for the server share.
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Installing Security Pack
After ensuring that the Chemstation software is installed on a NTFS partition
and the revision is A.10.01 or higher, the security pack can be installed.
1 Reboot the PC and logon as Administrator.

2 Insert the Agilent UV-Visible ChemStation CD-ROM, open the G1813 folder
and start setup.exe.

3 Follow the instructions on screen. Choose the Wr kst at i on setup and
click Next.

4 Enter your license number.
After the installation is completed click Finish.
Run the Installation Verification by selecting Start > Programs > UV-Visible

ChemStations > Installation Qualification.

Security Pack has been installed without errors when the message line
Installation Verification completed successfully
is displayed at the bottom of the ChemStation Installation Verification

dialog.

[ Chemstation Installation Yerification 1Ol x|

File Help

File Version FileDescription
Identical files =]

[452.hip (Help) —

apy_top.exe 5041 CAG Server executs:

apgdde. dil 3.27.00 Analytical Product ¢

d5452a.dll 0.0.1.76 HF 54524 Runbuffe

editor.hip (Help)

hip-uy.ini {Initialization)

hpcedd2 exe 1.7.05 APG Configuration £

hpfabs00. dll 1.0.3.11 support functions

hpgthkO0. dll 0.00.0 Generic Thunk Mod

hpib. dil 21.00 HP-IB Command Lit

hpib_gt.dll (MO WERSION INFC

hpib_sre.dll 4000 CAG DataComm Se

hpib2tsk.exe (MO WERSION INFC

hpnlsO1.dil 0.4.00 NLS Module

hpoety01.dll (MO WERSION INFC

hputil02, dil 2302 Agilent Ltility Librar

hsiclt32. exe (MO WERSION INFC

hsicltsk.exe 4.0.00 CAG HFIB Server lix|

Installation Verification completed successfully.
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Configuring Security Pack

After installation of Security Pack the Chemstation software can only be
accessed by members of the global ChemStation user groups for ChemStation
managers and ChemStation operators.

For more information about the ChemStation user groups refer to “Access
Security” on page 76. A detailed description of the permissions of
ChemStation Managers and Operators is given in Chapter 6, “Advanced
Software” and Chapter 7, “Dissolution Testing Software”.

In the workstation environment a server with the Security pack installed and configured
must be accessible through a network connection.

Configuring Security Policies

Configuring the Account Policy

For the configuration of the account policies please follow the instructions

given for the local installation on the respective operating system.

¢ For a workstation using Windows 2000 please follow steps 1 to 5
“Configuring the Account Policy” on page 14 of “Local Installation and
Configuration on Windows 2000”.

* For a workstation using Windows XP please follow steps 1 to 5 “Configuring
the Account Policy” on page 30 of “Local Installation and Configuration
Windows XP”.

Configuring the User Rights Policies
—Act As Part of Operating System
—Take Ownership of files or other objects

For the configuration of the user rights policies please follow the instructions
given for the local installation on the respective operating system.

¢ For a workstation using Windows 2000 please follow steps 1 to 12
“Configuring the User Rights Policies —Act As Part of Operating System
—Take Ownership of files or other objects” on page 15 of “Local Installation
and Configuration on Windows 2000”.
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¢ For a workstation using Windows XP please follow steps 1 to 20
“Configuring the User Rights Policy —Act As Part of Operating System
—Take Ownership of files or other objects” on page 31 of “Local Installation
and Configuration Windows XP”.

Configuring the Audit Policy

For the configuration of the audit policy please follow the instructions given
for the local installation on the respective operating system.

¢ For a workstation using Windows 2000 please follow steps 1 to 4
“Configuring the Audit Policy” on page 17 of “Local Installation and
Configuration on Windows 2000”.

¢ For a workstation using Windows XP please follow steps 1 to 4 “Configuring
the Audit Policy” on page 34 of “Local Installation and Configuration
Windows XP”.
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Adding and Managing ChemStation Users

The global ChemStation administrator account and the global groups in the
domain for ChemStation managers and operators are added to the respective
local ChemStation groups.

The local groups shown in table 4, ‘Local ChemStation User Groups on
Workstation’ are created during the installation. For the first setup no
members are assigned.

Table4  Local ChemStation User Groups on Workstation

ChemStation User Group Default Members
ChemStationAdmins none
ChemStationManagers none
ChemStationOperators none
SharedChemManagers none
SharedChemOperators none

Add the Domain ChemStation Administrator account

The account of the domain ChemStation manager has to be added to the local
ChemStationAdmins and the local ChemStationManagers group.

Please follow the instructions below according to your workstation operating
system.
On Windows 2000 please follow the steps 1to 9:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 In the Administrative Tools menu select Computer Management and open
the Local Users and Groups folder.
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3 Select the Groups folder and double click on the ChemStationAdmins item
in the right list.

L) Comp anag _ (O X
| action  tiew |J<:= -D||><. % G | @2
Tree I Marne | Description I

gndministrators Administrators have complete and u...

@ Computer Management {Local) =
gBackup Operators Backup Operators can override secu, .,

Elm System Tools

[]..@ Event Yiewer Guests Guests have the same access as me..,
[]...% Syskem Information gpower Users Power Lsers possess most administr. ..
[]---ﬁ Performance Logs and Alerts gReplicator Supports file replication in a domain

[ Users Users are prevented from making ac...

ChemsSkationAdrmins
gchemstationManagers ChemStation Managers Group
gchemstationOperators ChemStation Operators Group
gDHCP Administrators Members who have administrative a...
gDHCP Users Members who have view-only acces. ..
WINS Users Members who have view-only acces...

- Storage
----- (2 Disk Management
----- E Disk Defragmenter
= Logical Drives

=2 =

4 Click on the Add... button and select the domain name from the drop-down
list box “Look In” container.
ChemStationAdmins Properties EHE

General |

@ ChemStationddrming

Description:

Members:

Add... | Eemove |

QK I Cancel Lpply

Agilent ChemStation Security Pack for UV-visible Spectroscopy 61



3 Server/Workstation Installation

5 Logon to the domain by use of the ChemStation administrator account.

Enter Network Password HE l

*Y'ou are logged on with an account that does not have access to:

AGILENT

Enter the name and password of an account with permizsions for this
domain and click OF.

For example:  domainbusermame

Cornect as: IAgiIent\EhemStationAdmin

Password: I

()8 I Cancel |

6 From the Names: list select the account name with the ChemStation
administrator and click Add.

Lookin: (G4 MYEITEIYS |
Mame | |n Folder |;|
ﬂ ChemStationddmin AGILEMT 1
€3 ChemStationtanager AGILENT
€3 ChemStationOperator AGILENT
€ chemview AGILENT
€, chenanan AGILENT
€ chenard AGILENT
€ cherce AGILENT Jd|

bdd | | EheckNames ,

<< Type names separated by semicolons or choose from ligt »»

)8 | Cancel |
4l

71 Click OK for the selection, click Apply to add the member and close the
dialog.

8 Add the domain ChemStation administrator account also to the local
ChemStationManagers group. (Repeat steps 3 to 7 with the local
ChemStationManagers group instead of the local ChemStationAdmins

group).
9 Close all windows and leave the Windows Control Panel.

62 Agilent ChemStation Security Pack for UV-visible



Server/Workstation Installation 3

On Windows XP please follow the steps 1 to 10:

1

Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

2 Open the Local Users and Groups folder.

w

0 N o o1 &

Open the Groups folder and double click on the ChemStationAdmins user
group.

In the upcoming dialog box click on Add....

In the next upcoming dialog box click on Advanced.....

Press the Object Types... button, check only Users and press OK.
Press the Locations... button, select the domain and press OK.

Press the Find Now button and select the ChemStation administrator
account, press OK and OK again.

Check that all selected users appear in the Members list of the Local Group
and press OK.

10 Close all windows and leave the Windows Control Panel.
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Add the Domain ChemStation Groups to the Local ChemStation Groups

For the access rights to the local PC the members of the global ChemStation
user groups must be made available on the target workstation. This is done by
adding only the global user groups to the respective local groups.

No users must be created locally. The accounts and the membership of ChemStation users
is managed only on the domain level.

Make sure that no membership of the same account to both the local
ChemStationManagers and the local ChemStationOperators occurs.

Please follow the instructions below according to your workstation operating
system.

On Windows 2000 please follow the steps 1to 9:
Perform the steps below for the local ChemStationManagers and the local
ChemStationOperators groups.

1 Logon as Administrator and select Start > Settings > Control Panel > Users
and Passwords.

2 Click on the Advanced Tab and choose Advanced User Management

3 Open the Groups folder and double click on the ChemStation user group
where you want to add existing global groups.

4 In the upcoming dialog box click on Add....

5 In the Select Users or Groups dialog box select the domain name of the
group you want to add from the List Names From drop-down list box.

6 In the Names list select the global group(s) you want to add to the local
ChemStation group and click Add.

7 Click OK to leave the ChemStationManagers(Operators) dialog box.

8 Check that all selected groups appear in the Members list of the Local
Group.

9 Close all windows and leave the Windows Control Panel.
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On Windows XP please follow the steps 1 to 10:

Perform the steps below for the local ChemStationManagers and the local
ChemStationOperators groups: in the following steps referred to as
ChemStation user group.

1 Logon as Administrator and select Start > Settings > Control Panel >
Computer Management.

Open the Local Users and Groups folder.

w

Open the Groups folder and double click on the local ChemStation user
group.

In the upcoming dialog box click on Add....
In the next upcoming dialog box click on Advanced.....
Press the Object Types... button, check only Groups and press OK.

Press the Locations... button, select the domain and press OK.

0 N o o1 &

Press the Find Now button and select the global group(s), press OK and OK
again.

9 Check that all selected groups appear in the Members list of the Local
Group and press OK.

10 Close all windows and leave the Windows Control Panel.

After performing the user setup the local groups should contain the members
as indicated in Table 5.

Table5 Local ChemStation User Groups on Workstation after configuration

ChemStation User Group Default Members

ChemStationAdmins <Domain name>\<ChemStation administrator account name>
ChemStationManagers <Domain name>\<ChemStation managers group name>
ChemStationOperators <Domain name>\<ChemStation operators group name>
SharedChemManagers none

SharedChemOperators none
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The user management for ChemStation managers and ChemStation operators is done in
the domain groups by adding or removing members in these groups.
By this means it can be assured that the members are always present at the same time for
the server as well as for the workstation.

An example for the membership management is shown for the Agilent domain
in Figure 1 below. Typically this should be performed by the IT administrator
for the domain.

Global Group Manager

Please read the homepage https://globalgroups.it.agilent.com if you tered popup ing this page.

© Show all groups
@ Show DMLY these groups:

Global Group: LOC-WAD-CHEMOP
Created: 11/24/2000 Last madified: 8/13/2002
Members:

' group name matching LOC-WAD-CHEM™

" owned by account

© containing the account

Flease specify the group selection and press the Cet Groups button

Gt Groups Ston Helps Eramples

AGILENT\dirfulle [FULLE DIRK [&-GERMANY Ex1])
AGILENTAChemStationDperator [KUNZWEILER, PATRICK)

Add Member | Details Delate Member

LOCwAD-CHEM-5RY-C
] EMMGR

Description: IEhamSlatlnn Opsratars Set

DOwners:

AGILENT\dirfulle [FULLE DIRK [8-GERMANY ExT])
AGILENT haklink [KLINK. THOMAS (A-GERMANY EX1]]
AGILENTNsschuett [SCHUETTE STEFAN [4-GERMANT EX1])

Add Dwner Show HP/Agilent Details Delate Owner

Global Group Management tool (example)
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Configuring the Agilent Security Service

The Agilent Security Service ensures that all ChemStation files are owned by
the global ChemStation administrator account. That is, whenever a
ChemStation user generates a new result file the ChemStation administrator
account takes automatically the ownership of this file. This data access
security feature is necessary to prevent that, for instance, a ChemStation user
with operator privileges can take ownership of a file and hence the permission
to delete this file.

Configuring and Starting the Agilent Security Service

The security service must be configured and started. You need the global
ChemStation administrator account name and the account password to
perform the setup.

Please follow the instructions below according to your workstation operating
system.

On Windows 2000 please follow the steps 1 to 11:

1 Logon as local Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 Double-click Services.

4 Services -0 x|
Jﬂct\on Yiew |Jﬁ-’|@|‘@“’lll | 3 |
Tree I Name 7 | Description | Status Startup Type Log Cn As -
Services (Lacal) %Agilent Securiby Service L-Yis ChemStation Security TMarual LocalSystem
Alerter Notifies selected users and co..,  Started Aukomatic LocalSystem
%App\ication Management Provides software installation ... Started TMarual LocalSystem
%Clwaook Supports ClipBook Yiewer, whi, ., TMarual LocalSystem
%COM#— Event System Provides automatic distributio,..  Started TMarual LocalSystem
%Computer Browser Maintains an up-to-date list of .. Started Aukomatic LocalSystem
%DHCP Client Manages netwoark configuratio...  Started Aukomatic LocalSystem j
L S PR R T - e e e ea P . . PR

3 Double click on Agilent Security Service to open the Agilent Security
Service Properties dialog box.

4 Choose Automatic as Startup Type.
5 Select the Log On Tab and select Log on as: This account.
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6 Enter the global ChemStation Administrator account name and the
respective password twice and click Apply.
Select the General Tab.
In the General Tab of the Agilent Security Service Properties dialog box
click on Start.

9 Wait until the service is started, click OK and check that the Agilent
Security Status is started.

=lalx|
| action  yiew |J<:=-b ||@|J>lll n |
Tree I Mame 7/ | Descri,. . | Stakus | Startup Type | Log On As ;I
= |
Services (Local) %Agilent Security Service Started Automatic AgilenttChemstationadmin
%Alerter Motifie, .. Manual LocalSystem
%Application Management Provid...  Started Manual LocalSystem
%ClipBook Suppo... Manual LocalSystem
%COM+ Event System Provid,..  Started Manual LocalSystem -
- P PP P - .- . -
« | _>l_I

10 Close all dialogs and exit the Windows Control Panel

11 Reboot your computer.

On Windows XP please follow the steps 1to 11:

1 Logon as Administrator and select Start > Settings > Control Panel >
Administrative Tools.

2 Double-click Services.

M= |

Services

File  Action Yiew Help
S ENEEY S
] Mame / | Description | Status | Startup Tvpe | Log On As | ;I
%Agilent Security Ser... Manual Local System =
%Alerter Motifies sel...  Started Aukomatic Local Service
%Application Layer G... Providess,., Manual Local Service
%Application Manage... Providess,., Manual Local System
%Automatic Updates Enables th... Disabled Local System
Barlarannd Trkallia Ileac idla r Marnial | aral Suckar LI
Extended A, Standard
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3 Double click on Agilent Security Service to open the Agilent Security
Service Properties dialog box.

4 Choose Automatic as Startup Type.
Select the Log On Tab and select Log on as: This account.

Enter the global ChemStation Administrator account name and the
respective password twice and click Apply.

Select the General Tab.

In the General Tab of the Agilent Security Service Properties dialog box
click on Start.

9 Click on OK and check that the Agilent Security Status is started.

5, Services

File  Action Yiew Help
S ENEEY S
% Services (Local) | Name  # | Description | Status | Startup Tvpe | Log On As ;I
%Agilent Security Service Started Automatic NChemsStationadmin
%Alerter Motifies selecte...  Started Aukomatic Local Service
%Application Layer Gate... Provides suppo... Manual Local Service
Application Management  Provides softw, .. Manual Local System
%Automatic Updates Enables the do... Disabled Local System -
h T
Extended #, Standard

10 Close all dialogs and exit the Windows Control Panel

11 Reboot your computer.

Now your workstation is ready to use.

Before the first use of the ChemStation for operators, a manager has to configure the path
pointing to a secure share as installed by the Server installation and save this configuration
on exit.

The default values for the share access are invalid and cannot be changed by a user with
operator rights only.

In order to start the secured UV-Visible ChemStation you have to be a member of one of the
global groups for ChemStation managers or ChemStation operators.
If you are logged on as Administrator you are not allowed to start the ChemStation.
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Updating and Uninstalling the Security
Pack

Updating the ChemStation with Security Pack 72
Uninstalling the ChemStation with Security Pack 74

This chapter describes how to update and uninstall Agilent UV- Visible
ChemStation that has been protected by the Security Pack for UV-visible
spectroscopy.
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Updating and Uninstalling the Security Pack

Updating the ChemStation with Security Pack

72

The Update of ChemStation with Security Pack to a higher revision comprises
two steps.

1 Updating the ChemStation software for UV-visible spectroscopy
2 Updating the Security Pack

The Agilent UV-visible ChemStation Software and the Security Pack for
UV-visible ChemStation must always have the same revision. Hence, you have
to update the UV-visible ChemStation, before you can update the Security
Pack. In order to update your system follow this procedure:

1 Reboot the PC and logon as Administrator.
2 Insert the Agilent UV-Visible ChemStation CD-ROM and start setup.exe.

3 Follow the instructions on the screen. The installing shield will detect if the
UV- visible ChemStation is already installed. A pop-up window will appear
and you will be asked, if you want to update the ChemStation. Click on Yes.

4 Insert the Agilent UV-Visible ChemStation CD-ROM, open the G1813 folder
and start setup.exe.

5 Follow the instructions on the screen. The installing shield will detect if the
Security Pack for UV- visible ChemStation is already installed. A pop-up
window will appear and you will be asked, if you want to update the
ChemStation. Click on Yes.
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6 After the installation is completed, run the Installation Verification by
selecting Start > Programs > UV-Visible ChemStations > Installation

Qualification.

Security Pack has been installed without errors when the message line

Installation Verification completed successfully

is displayed at the bottom of the ChemStation Installation Verification

dialog.

[ Chemstation Installation Yerification 1Ol x|

File Help

File Version FileDescription
Identical files =]

[452.hip (Help) —

apy_top.exe 5041 CAG Server executs:

apgdde. dil 3.27.00 Analytical Product ¢

d5452a.dll 0.0.1.76 HF 54524 Runbuffe

editor.hip (Help)

hip-uy.ini {Initialization)

hpcedd2 exe 1.7.05 APG Configuration £

hpfabs00. dll 1.0.3.11 support functions

hpgthkO0. dll 0.00.0 Generic Thunk Mod

hpib. dil 21.00 HP-IB Command Lit

hpib_gt.dll (MO WERSION INFC

hpib_srv.dll 4000 CAG DataComm Sk

hpib2tsk.exe (MO WERSION INFC

hpnlsO1.dil 0.4.00 NLS Module

hpoety01.dll (MO WERSION INFC

hputil02, dil 2302 Agilent Ltility Librar

hsiclt32. exe (MO WERSION INFC

hsicltsk. exe 4000 CAG HFIB Server lix|

|Insta||ation Verification completed successfully.

7 Reboot your PC.
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4 Updating and Uninstalling the Security Pack

Uninstalling the ChemStation with Security Pack

The uninstallation process always comprises uninstallation of both, the core
ChemStation Software and the Security Pack. It is not possible to remove only
the features of the Security Pack.

1
2

74

Reboot the PC and log on as Administrator.

On Windows NT systems select Start > Settings > Control Panel and
double-click Services. In the Services window select 'Agilent Security
Service' and click 'Stop'. Close the Services window.

On Windows 2000 systems select Start > Settings > Control Panel >
Administrative Tools > Services and double-click 'Agilent Security Service'
In the upcoming dialog click 'Stop'. Close the Services window.

Select Start > Programs > Command Prompt (Windows NT) or Start >
Programs Accessories > Command Prompt (Windows 2000). In the
Command Prompt window type

agtsvc32.exe -u

and press ENTER to uninstall the Agilent Security Service.

Open the Windows Explorer and rename the existing ChemStation
directory, e.g. from \HPChem to \HPChem_old.

Use the Windows Explorer to open \Windows\win.ini and delete the
sections [HPChem], [PCS] and [PCS,n], where 'n' can be in the range 1 to 4.

In Windows Explorer right-click C:\Autoexec.bat and select Edit. Remove
all HPChem paths from the line starting with SET PATH=(C:\HPCHEM\SYS
and C:\HPCHEM by default). Save and exit Autoexec.bat.

Reboot the PC.
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This chapter describes the concepts behind the Agilent Security Pack for

UV-Visible ChemStation. The user will be introduced to the different aspects of

CFR 21 Part 11 and how they are implemented in software.
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Access Security
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Security Pack provides access security to fulfill the FDA rules and guidelines
for limited system access.

The example windows in this chapter refer to a system running Windows 2000. Some of the
corresponding example windows appear different on Windows XP systems.

ChemStation Access Control

The ChemStation access control is based on the Windows user administration.
To be allowed to logon to the ChemStation and to perform specific actions a
user has to be added to one of the local ChemStation user groups by the
Windows Administrator as described in “Creating and Managing New
ChemStation Users” on page 18 (“Local Installation and Configuration on
Windows 2000”) or on page 35 (“Local Installation and Configuration
Windows XP”) or by an IT professional as described in “Server/Workstation
Installation”, “Adding and Managing ChemStation Users” on page 60.

Members of the ChemStationManagers and SharedChemManagers group have
access to the Manager Mode of the ChemStation software, while members of
the ChemStationOperators and SharedChemOperators group can access the
Operator Mode. Following table gives a short overview about the major
permissions in Manager and Operator mode. For detailed information refer to
Chapter 6, “Advanced Software” and Chapter 7, “Dissolution Testing
Software”.

Table6  Permissions of ChemStation Managers and Operators

Menu Item Manager Mode Operator Mode
Load Method Yes Yes
Change Method Parameters / Meta Data Yes No
Save Method Yes No
Perform Measurements Yes Yes

Agilent ChemStation Security Pack for UV-visible
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Table 6  Permissions of ChemStation Managers and Operators (continued)

Menu Item Manager Mode Operator Mode
Save Result Yes Yes
Load Result Yes Yes
Sign Dissolution Result Yes No
Change Report Setup Yes No

In a local setup of the system all groups and users may exist local and can by
managed by the local administrator. In a distributed environment with a
workstation setup and server setup, all users and the respective ChemStation
user groups should be global. This has a lot of advantages for the user and
account administration. No more user and group management is required on
the target workstation and server system after the installation. All user
management and administration work can be performed in the user domain
by IT professionals.

The groups SharedChemManagers and SharedChemOperators can be used, for
example, in the following situation:

¢ A ChemStation is used by multiple users,

¢ these ChemStation users are using the ChemStation software sequentially
without shutting down the computer in between, and

¢ the Windows security lockout CRTL + ALT + DELETE (Lock Workstation) is
used to prevent the computer from unauthorized access during unattended
operation.

If the Windows security lockout is used, only the user who locked the session
or a Windows administrator can unlock the computer. In this case a different
ChemStation Manager or ChemStation Operator would not be able to unlock
the computer and finalize the analysis, e.g. the postrun tasks after an
automated 12-hour dissolution run.

In order to avoid such a situation a SharedChemManager/Operator account
can be setup by the administrator and used as shared Windows login account.
If the Windows session started by logon to SharedChemManager/Operator
account, all users will know the password of the shared user. They will be able
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to unlock the Windows Workstation.

In the distributed environment of the sever/workstation setup global accounts should be
used for the shared Manager and Operator accounts.

But in addition each Manager/Operator must use their personal account to log
on to the UV-visible ChemStation. This is required in order to assign all
actions (measurements) to the correct ChemStation User. Members of the
SharedChemManagers/Operator group cannot start the UV-visible

ChemStation. They must be members of the ChemStationManager/Operator
group as well.

The configuration of the SharedChemManager/Qperator accounts is not required, if the
ChemStation users are using the ChemStation lockout (Config > Lock Session).

All aspects of password handling like aging, length, session lockout or
uniqueness are controlled by the Windows Account Policy. The Account Policy
is specified by the administrator during installation of the security pack, see
“Configuring the Account Policy” on page 14 (“Local Installation and
Configuration on Windows 2000”) or page 30 (“Local Installation and
Configuration Windows XP”).

§ Local Security Settings 10l =|
|J Action  iew |J<:=-D|||@ |
Tree | Policy  / | Local setting | Effective Setting
@ Security Settings - EnForce password hiskory 24 passwords remembered 24 passwords remembered
E@ Account Policies Maximum password age o o
{8 password Policy @8] minimum password age 2 days 2 days
: {8 Account Lockout Policy Minimum password length 8 characters & characters
E@ Local Policies Passwords must meet complexity r.., Enabled Enabled
-8 Audit Policy Store password using reversible e,.,  Disabled Disabled
{8 User Rights Assignmer
: @ Security Options -
L s T Y R PO T
_>l_I « | ©

Figure 2

Local Windows Account Password Policy for all users

Agilent ChemStation Security Pack for UV-visible



Introduction

Eﬁ Local Security Settings ;Iglll

|J Action  Yiew |J¢' -D||><|@ |

Tree I Policy  # | Local Setting | Effective Setting
@ Security Settings = Account lockout duration 5 minutes 5 minutes
{28 Account Policies j Account lackaut threshald 5 invalid logon attempts 5 invalid logon attempts
{28 Password Palicy Reset account lockout counter after 5 minutes 5 minutes

=] occount Lockout Policy JES
| SRl | ©i

Figure 3 Local Windows Account Lockout Policy for all users

The administration below refers only to the local setup of the UV-visible ChemStation.

In the distributed environment users are managed on the domain level. No local user
administration is required.

Furthermore, the administrator defines the password settings for the
individual user when assigning a new account, refer to “Creating and
Managing New ChemStation Users” on page 18 (“Local Installation and
Configuration on Windows 2000”) or page 35 (“Local Installation and
Configuration Windows XP”) for details.

Copy of ChemStationM anager [ %]

Usemame: Isschuett 0K, I
Full M ame: IStefanSchuette Cancel |
Description: IEhemStation Manager Help |
Password: I xxxxxxxx

Confim

Password: I

| E\_Llser Must Change Password at Mest Logor

™ User Cannot Change Password
V¥ Password Never Expires
™ Account Disabled

e | o
Groups Frofile Dialiry

Figure 4 Password Settings for Individual Users
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During logon to the ChemStation software the system checks whether the user
is member of one of the local ChemStation user groups and whether the given
password is valid and in accordance with the defined account policies and

password settings.

U¥-Visible ChemStation

Operator Name: lsschuelt

Password: iuuu"

| 0K l | Cancel I | Change Password I

Figure 5 ChemStation Logon

Logging Security Violations

In accordance to the Audit Policies defined by the administrator during
configuration of the security pack, Windows automatically maintains a
logbook tracking all security violations such as failed attempts to logon to the
ChemStation or the computer. To check the security log of the Windows Event
Viewer select Start > Settings > Control Panel > Administrative Tools > Event
Viewer and choose Security from the Log menu.

H Event Yiewer

“ Action  Wiew |J G = |

BB e

Tree I

Security Log 36,683 event(s)

Event Viewer (Local)
Application Log
Security Log
Syskem Log

Type | Date | Time | Source | Categar: | Evenk | Liser | o

@‘ﬂSuccess Audic 7/14)2003 041:37 &AM Security Privilege Use 576 thoklink, W
@‘ﬂSuccess Audic 7/14)2003 041:37 &AM Security Logon Logoff 528 thoklink, W
@ Failure Audit  7/14/2003 041:29 AM Security Logon Logoff 529 SYSTEM W
@‘ﬂSuccess Audic 7/14)2003 D02:41 &AM Security Privilege Use 577 thoklink, W
@‘ﬂSuccess Audic 7/14)2003 W02:32 &AM Security Privilege Use 577 thoklink, W
& Success Audit 711412003 5:54:59 AM  Security Privileas Use 577 thaklink. Wi

Figure 6 Log of Security Violations using Windows Event Viewer
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When double clicking an event the Event Detail dialog pops up showing a
detailed description of the event.

Ewvent |

[rate: 741472003 Source:  Security

|
Time: 941 Category: Logon/Logoff
o + |

Type: Failure
User: MT AUTHOR
LComputer: ‘WADC2568

Description:
Logon Failure: -
Feaszon: Unknown uzer name or bad pazsword
User Mame: thoklink
Domair: AGILEWNT
Logon Type: 7
Logon Process: Usgerd2
Authentication Package: Meaotiate LI

Data: % Butes € Words

L

[
QK I Cancel | Lpply |

Session Lock for Unattended Operation

The Security Pack offers the possibility to lock the ChemStation even during
the execution of a sequence. This is to prevent the system from unauthorized
access during unattended operation. The ChemStation session lock is
activated by selecting Lock Session from the Config menu.

UV -¥isible ChemStation | Inactivity Lockout I

Operator Name: W
Password: |T

W ait: l 5 minutes
Change Password |

[ ok ]| cancet] | Help |

(. disabled

Figure 7 ChemStation Session Lock and Inactivity Lockout
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An automatic lock of the system after a specified time period can be enabled
by ChemStation managers by selecting Inactivity Lockout from the Config
menu. In any case the operator has to enter his user name and password to
unlock the system again.

Changing Operator and Password

The operator can either be changed by choosing Change Operator from the
Config menu, which brings up the ChemStation Logon dialog as shown in
Figure 5 on page 80, or by entering the new user name and password while the
ChemsStation is locked, see Figure 7 on page 81.

Operator passwords can be changed by

* using built-in Windows Security dialog
(Ctrl+Alt+Delete > Change Password)

¢ clicking Change Password during logon to the ChemStation (Figure 5 on
page 80).

¢ clicking Change Password while the ChemStation is locked (Figure 7 on
page 81).

When checking Autostart as NT User from the Config menu, the user name and password
of the current Windows user will be used during the next start of the ChemStation. In this
case no password is required to start the ChemStation.

Autostart as NT User can only be configured by ChemStation managers.

Agilent ChemStation Security Pack for UV-visible
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ChemStation files are protected against manipulations using Windows file
access permissions. For example, ChemStation operators must not be able to
delete result files and, to ensure audit traceability, even ChemStation
managers must not be allowed to delete methods.

5

To check the permissions do a right-click on the directory, select the Security
tab and press the Advanced button from the Security tab.

ARSIl ccos5 Cotrol sengsfor methods 21
Permigsions | Dwnerl Parmissions | Dwnerl
Permission Enfries: Peimission Enfries:

Type | Mame | Permission | Apply to ;I Type | Mame | Peimizsion | Apply to :I
%Allow ChemStationManagers...  Madify Files anly ?h Allows  ChemStationManagers...  Fead, 'write & Execute  This folder and subfale
%AIIUW SharedChemtdanagers...  Full Control Thiz folder and subfole ?& &llow  ChemStationtanagers... FRead & Execute Files only
?&Allow SharedChembdanagers...  Modify Filez only ?h Allow  SharedChembdanagers.. Read,'write & Execute  Thiz folder and subfal;
?&Allow ChemStationOperators...  Read, 'wfite & Execute  This folder and subfol ?h Allow  SharedChembdanagers.. Read & Execute Filez only
?h.t’-\llow ChemStationDperators...  Read & Execute Filez only ?h Allow  ChemStationOperators...  Read.'write & Execute  Thiz folder and subfal;
%Allnw SharedChemOperators Read, Wiite & Execute  This folder and subfalc ?h Allow  ChemStationOperatars. Read & Execute Filez only
%AIIDW SharedChemOperatars...  Fead & Execute Files anly - ?h Allaw  SharedChemOperators...  Read, 'Write & Execute  This folder and subfald +
< | 3 < | >

Add... Bemove Wigw/Ed... Add.. Femove iem...

This permizzion iz defined directly on thiz object. This permizzion iz inherited by child objects

[~ Allow inheritable permissions from parent to propagate to this object

-

Reget permizssions on all child objects and enable propagation of inheritable
pEMMmissions.

This permizzion iz defined directly on thiz object. This permission is inkherited by child objects

I™ &llaw inteitable permissions fom parent to prapagate bo this object

[ o |

Cancel | Lpply

o< ]

Cancel Lpply

Figure 8

Directory and File Access Permissions of the Data and Method Directory

Figure 8 shows the permissions that are applied to the data and method
directory during installation of the Security Pack software. In the Permission
Entries table for each user or group the associated permissions and their
usage are shown.

Agilent ChemStation Security Pack for UV-visible Spectroscopy
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As an example, Figure 9 shows the file access permissions for ChemStation
Operators in the data directory.

Permission Entry for data

Dbject |

Mame: IEhemStationDperators [wWADC22408Che

Apply onto:

Permizsions:

2|

List Folder / Fead Data
Read Attributes

Read Extended Attributes
Create Files / 'wiite Data

rite Attributes
wiite Extended Attributes

Delete
Read Permissions
Change Permizzions

Toalie Pl cealin

Apply theze permissions to objects and/or
containers within this container only

Traverse Folder / Execute File

Create Folders / Append Data

Delete Subfolders and Files

| v

4

Allow
O
O
O
O
O
O
O

Clear Al |

1000000000000 g

ok |

Cancel

Figure 9
tory

File Access Permission of the ChemStationOperators Group in the Data Direc-

For detailed informations about Windows file access permission refer to
Windows 2000 or the Windows XP documentation.

Table 7 gives an overview of the directory and file access permissions for all
subdirectories of a configured instrument, e.g. \Hpchem\1.

Table 7  Directory and File Permissions of ChemStation
User Group ChemStationOperators ChemStationManagers ChemStationAdmins
SharedChemOperators SharedChemManagers
Instrument Directory  File Directory  File Directory  File
Directory Access Access Access Access Access Access
Automat Read,Write  Read & Read,Write  Read & Full Control ~ Modify
& Execute Execute & Execute Execute
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Table 7  Directory and File Permissions of ChemStation (continued)
User Group ChemStationOperators ChemStationManagers ChemStationAdmins
SharedChemOperators SharedChemManagers
Instrument Directory  File Directory File Directory  File
Directory Access Access Access Access Access Access
Data Read,Write  Read & Full Control  Modify Full Control ~ Modify
& Execute Execute
Diagnose Full Control  Full Control  Full Control ~ Full Control  Full Control  Full Control
Method Read,Write  Read & Read.Write  Read & Full Control ~ Modify
& Execute Execute & Execute Execute
Reports Read,Write  Read & Full Control ~ Modify Full Control ~ Modify
& Execute Execute
Stds Full Control  Full Control  Full Control ~ Full Control  Full Control  Full Control
Temp Write & Full Control ~ Full Control ~ Modify Full Control  Modify
Execute
Agilent ChemStation Security Pack for UV-visible Spectroscopy 85



5

Introduction

Data Integrity

86

This section describes how the Security Pack follows the FDA rules and
guidelines for data integrity. The major aspects of data integrity that have
been implemented in the ChemStation software are as follows.

Operators can load predefined methods and run a sequence of
measurements but are not allowed to change any meta data.

If spectra are deleted during a measurement sequence they are not deleted
from the set of raw data but stored in a separated data block that is part of
the results and can be retrieved at any time.

The measurement sequence takes place in a closed loop and requires the
storage of the results on exit.

It is possible to retrieve the original data and results at any time. Raw and
meta data are linked by storing both to a single result file. The result file
includes logbooks documenting who did what during a sequence.

Raw and meta data are protected from unauthorized modification. An
operator is not allowed to modify, move, delete or rename a result.

Agilent ChemStation Security Pack for UV-visible
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Changing Methods

Within a sequence operators are able to measure blanks, samples, standards
and auxiliaries and to check all results through the View menu. However,
operators are not allowed to change any acquisition or evaluation parameters.
For this reason all method setup dialog boxes and the spectrophotometer
setup dialog are de-activated for ChemStation operators.

Method REEe R [ethod Méagyre: l_r]strum‘en_l Dizzolition Tl Diszolution’ Miew b
et Al Bt ErEputt nie snd Bt Eararnieten,. Select 5ampling System...
: i EvEushon Earameten : 3
Hepoit Setup ¥ = s=itlatitl] ,'_ il Setup Sampling Sustem. .
Ed b raEaiuh e E U Ear Siieten, .. . ;
Anialyze Setp S peatophictamieten..
Calibrate Deffetdeaarement Bisle . Lamplzl...

e et EEntal e easirement EuEe : :
St [efifie Eaptal arh easurementtusle Sresiophotometar Sialus
= Analyze [Fasalutior Eatatatus

LCalibrate

Figure 10  Advanced and Dissolution Method Setup Menus in Operator Mode

Chapter 6, “Advanced Software” and Chapter 7, “Dissolution Testing
Software” are giving a detailed overview of the active menus in Operator
mode.
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Deleting Spectra

If a user deletes an acquired spectrum from the sample or standard table it is
mandatory to enter a reason in the Delete Spectra dialog box, see Figure 11.

To delete a spectrum it has to be selected first by clicking the spectrum in the
Sample/Standard Spectra window or by clicking left to the number of the spectrum (#
column) in the Sample/Standard Spectra Table. You can select several spectra at the same
time by holding the Ctrl key while selecting.

_"S’al'nple Specira

Delete Spectra
25 Reason:

|Wmng Buffer

Absorbanoe (A0

ok | | Help |

&

ki + + +
e e e e O ————— ; :
200 225 280 275 200 \ 25 350 Wiavalength i m:|I
Configlab\ev...l AddAnalte .. | Bename Analpte | Dieleta Analyte. . Delete Samples | Hnalyze |
N———
# MName Dilut. Factor AS55{mg/ml] Solvent Path Unit Date Time  Operator
[ 1 [Control 503 [ 1.00000] 0.53800] Acatat Puffer [0100]em [ 2/23/93 | 153439 [Stefan Schuette

2 | Caontrol 1007% 1.00000 1.00600 | Acetat Puffer 0.100 | cm 2423499 15:29:13 | Stefan Schuette

0.100 em

Figure 11  Deleting Spectra

After a spectrum has been deleted an entry in the Run Logbook is generated,
documenting that the original result has been changed, see “The Run
Logbook” on page 90. Deleted spectra are not removed from the raw data but
moved into the Deleted Spectra register. The content of the deleted spectra

register can be checked at any time by selecting Deleted Spectra from the View
menu.
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To be able to recalculate the original results all deleted spectra can be restored
by selecting the spectra and clicking Restore, see Figure 12. Restoring deleted
spectra again generates an entry in the Run Logbook.

l'D'elate.d Specha | HEE
250
s
5 =
= e
& E
= 15~
5 .
2 |
e =
05—

o i + + + + 4

Sl F = — 15 e e P i b |

200! 200 400 500 500 700 500 ‘000 iavelzngth (nm)

@l Deleted Spectra T able [ |0 x]

Restore Spectra
# Reason for deletion.

11:45:50 PM Sample ‘Wrong Bufer

Figure 12  Restoring Spectra

Result Files

After finishing a sequence the result file is saved by selecting Save
Advanced/Dissolution Result As from the File menu. The result file (*.ar/dr)
comprises all raw spectra, deleted spectra a run logbook and a signature
logbook. For details refer to “The Advanced Software Result Concept” on
page 96 and “The Dissolution Testing Result Concept” on page 112. By saving
all information to a single file it is ensured that the original results can be
reproduced during an audit. Result files are protected against manipulation by
a checksum and against deletion by the Windows file access permissions, see
“Restricted File Access” on page 83 for details.
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The Method Changed Loghook

To ensure audit traceability it is not possible to overwrite an existing method.
If a manager wants to save a changed method to disk he has to save it to a new
file. Each method includes a Method Change Logbook with the history of the
method as well as a comment explaining the changes.

The Method Change Logbook is automatically attached to the method and
allows a tracing of all predecessors of a method by the name and location on
the filing system.

To display the Method Change Logbook on screen select View > Logbooks >
Method Change Logbook and click Display.

[l Method Change Logbook =]
Fririt I Save I

D ate Time Operator  Comment Saved Az

510400 075833 Stefan Schu | control for measurement cycle added E:AHPCHEMYSIAMETHOD SAERab 4. 1

5/10/00 075811 Stefan Schu | medium test added E:AHPCHEMATAMETHOD SAEXAM 3 M
510400 075752 Stefan Schu | background corection changed E:AHPCHERMYAE THOD SMERAM 2 1
5/10/00 07:57:30 Stefan Schu | wavelength changed 267 -» 268 E:AHPCHEMATAMETHOD SAEXAM 1. M
5410400 07:56:47 Stefan Schu | ass method E:AHPCHEMMIAMETHOD SAEXAM .M

Figure 13  The Method Change Loghook

The Run Loghook

A versioning based on the logbook is implemented for result files. Changing
raw and meta data by deleting a sample or changing a method parameter, for
instance, will automatically generate an entry in the Run Logbook.
Reprocessing the results with changed parameters by selecting Dissolution
Result > Calculate from the View menu will append the logbook with
information on the actions done during reprocessing.

If the result is signed and stored again, the result file now includes the
changed method and a copy of the actual Run Logbook.
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To display the Run Logbook select View > Logbooks > Run Logbook and click
Display. Figure 14 shows an example of a dissolution result run logbook where
the result has been recalculated and signed by the manager after method and
run parameters have been changed.

!_ Run Logbook H=1
Prinit j Save |
Date Time Meszage
5,/10/00 080641 Signature waz executed on result ile EAHPCHERMAYTADATAADISS_MAZ DR il
5,/10/00 08;06;05 --» Data dnalysiz Parameter
5410400 03:06:04 Method MODIFIED by Stefan Schuette
5/10/00 02: 0604 Method CALIBRATED
5,/10/00 080557 Run Parameter edited
5,/10/00 08:05:35 --» Changed Evaluation Parameters
5/10/00 080535 tdethod MODIFIED by Stefan Schuette
5,/10/00 070335 Signature waz executed on result ile EAHPCHEMYTADATANDISS MAZ DR
B/7/00 161231 Rezult was zsighed by Dirk Fullz
5/7/00 161013
547700 161013 End of Automation
5/7,/00 16:10:13
5/7/00 161013
54700 161013 End of run
5/7,/00 16:10:12
B/7/00 161012 PostRun Sequence ﬂ

Figure 14  Example of a Dissolution Result Run Loghook

Retrieving the Original Result
In case the manager has signed a result after changing raw and meta data, the
original result can be retrieved by applying following procedure:
¢ Load the result file.

* Load the original method by selecting File > Load Method and, if available,
restore deleted spectra, see “Deleting Spectra” on page 88 for details.

¢ Select View > Dissolution Result > Calculate to recalculate the result using
the original method parameters and raw data.
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After finishing a sequence the operator must sign and save the result file by
selecting File/Save Advanced(Dissolution) Result As. In the upcoming Sign

Result dialog box the operator has to enter his user name and password before
the result is saved.

Sign Result

Reason for Signature

|Hesull saved j|

Operator Name Idil[l-l"e

Paszzword I """"

| OK || Cancel Il Help I

Figure 15  Saving Results

Existing results can be reviewed and signed off by the manager. Selecting
File/Sign Advanced (Dissolution) Result opens the Sign Result dialog box

where the Manager has to specify the reason for the signature, his user name
and password.

ISign Resul: DISS_MA2 DR E3| [l Sion Result: DISS_MA2.DR |
Reason for Signature Reason for Signature
|!_Flesull reviewed j| |!_Flesu|l approved j|
Operator Name !“Ch“e“ Operator Name !“Chl‘e“
Pazzword I """" Pazzword I """"
[ ok ]| cancet |[ Hew | o0k || cancet || Hew |
Figure 16  Signing Results
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All signatures are saved with the result file and documented in the signature
logbook with date, time, reason and full name of the user who signed the
result. To review the signature logbook select View > Logbooks > Signatures
and click Display.

([ Signatures |_ O]
Fririt | Save _I
D ate Time Reazon Signed By
5/9,/00 17.08:51 Result approved Stefan Schuette
5/3/00 17.08:39 Result reviewed Stefan Schuette
5/3/00 181736 Result saved Drirk. Fulle

Figure 17  Signature Loghook
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ChemStation Modes and Support of 21 CFR Part 11

The different ChemStation modes offer different levels of support of CFR 21
Part 11. For full compliance with CFR 21 Part 11 the advanced or dissolution
testing mode are required. Table 8 gives an overview on the available features
of Security Pack for UV-visible ChemStation in dependence of the selected
mode.

Table 8  Security Features of ChemStation Software Modes

ChemStation Software Mode

Feature Standard Advanced Dissolution Kinetics/Thern]aI
Denaturation

Raw data protection Yes Yes Yes
Storage of raw and meta No Yes Yes
data

Mandatory log-in Yes Yes Yes
Electronic sign-off No Yes Yes
Application lock' Yes Yes Yes
Audit trail for methods Yes Yes Yes
Audit trail for raw/meta data No Yes Yes
Password policy part 11 Yes Yes Yes
Archiving built-in* No No No
Data recovery tools No No No

* Not supported

t Not mandatory for Part 11 compliance, but important to ensure access security during unattended
operation.

1 Not mandatory for Part 11 compliance, but recommended for data security and long-term data stor-
age. Interface to NuGenesis data base provided.
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Advanced Software

The Advanced Software Result Concept 96
The Dynamic Menu Structure/ User Interface 98

Advanced result concepts and active menus for managers and operators using
the Agilent ChemStation advanced software

To fulfill the requirements of 21 CFR Part 11 a new result concept and a
dynamic menu structure have been implemented in the advanced software.

The dynamic menu structure prevents an operator from certain actions during
an analysis. For instance, an operator must not be allowed to clear any
measured spectra before the result has been saved.

In this chapter the advanced result concept and the accessible menu items at
different states of an analysis are described.

Agilent Technologies 95
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The Advanced Software Result Concept

The result concept of the advanced software, for instance, doesn’t allow an
operator to clear spectra or to change the software mode before the results are
saved to disk. Such restrictions are implemented by means of a dynamic menu
structure, which guides the operator through an analysis, i.e. the actual
analysis state defines which menus are accessible and which are deactivated.

Table 9 on page 97 shows the analysis states, the possible actions at this state
and which state is reached next after a certain action. All these actions will be
added in the Run Logbook, which is saved with the result file. The section “The
Dynamic Menu Structure/ User Interface” on page 98, describes the active
menus in Manager and Operator mode, depending on the analysis state.

The advanced result file (*.ar) comprises all information that is necessary to
recover state 2 (Result Saved) when reloading the result. The following list
gives an overview of the information that is saved with a result file:

e Sample Spectra

¢ Method Parameters

* Run Logbook

¢ Signatures Logbook

¢ Standard Spectra (if available)

* Auxiliary Spectra (if available)

¢ Deleted Spectra (if available)

¢ Automation Table (if available)

¢ Method Change Logbook (if available)
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Table9  Advanced Result Concept—Analysis States
State # Analysis State Possible Actions / Active Menus Next State
0 Initial State Load Method... 0
Load Samples/Standards/Auxiliary... 0
Load Automation... 0
Measure Blank/Sample/Standard/Auxiliary 1
Run Automation 3
Load Advanced Result 4
1 Spectra Measured Measure Blank/Sample/Standard/Auxiliary 1
Save Advanced Result As... 2
2 Result Saved Print Report 2
Clear Standards/Auxiliary 2
Clear Samples 0
3 Automation Finished Save Advanced Result As... 2
Advanced Result saved during automation 2
Spectra cleared during automation 0
4 Result Loaded Print Reports 4
Sign Advanced Result... 4
Clear Standards/Auxiliary 4
Clear Samples 0
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The Dynamic Menu Structure/ User Interface

The following sections give a tabular overview of all menu items of the
advanced software and whether they are available in a certain analysis state
in Manager and Operator modes (compare Table 9 on page 97).

The column State 3 Automation Finished of Table 10 on page 99 through Table 17 on

page 106 reflects state 3 under the assumption that the advanced result file has not been
saved during the automation (switch to state 2) and that the samples have not been cleared
(switch to state 0).

The Main Menu Bar

Manager Mode

Operatar Mode

Figure 18 shows the accessible main menus in the Manager and Operator
mode. The main menu bar is independent from the analysis state.

File Edit Method Measure Instrument Autormat Math Optimize  Miew Mode Config Help

File Edit Method Meazure |nhstrument Automat  Wiew Mode Config Help

Figure 18  Menu Bar in Manager and Operator Mode

98

The Math and Optimize menus are used in Manager mode during method
development. For instance, it can be used to check for the wavelength of best
sensitivity or selectivity or to optimize the robustness of an analytical method.
However, in the Operator mode the Math and Optimize menu are not
accessible because operators are not supposed to perform any interactive
manipulation of acquired spectra.
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The File Menu

By means of the dynamic file menu the ChemStation software ensures that,
for instance, an operator cannot load an existing result file or a new method
before the actual result has been saved to disk (File > Save Advanced Result

Advanced Software

As) and the results are cleared (Edit > Clear > Samples).

Table 10 gives an overview about all items of the File menu and whether they
are available in a certain analysis state in Manager and Operator modes.

Table 10 The File Menu—Active Menus in Dependence of the Analysis State

6

Initial State Spectra Measured Result Saved Automation Finish. Result Loaded
Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item
Load Samples yes no yes no yes no yes no yes no
Load Standards yes no yes no yes no yes no yes no
Load Auxiliary yes no yes no yes no yes no yes no
Save Samples yes no yes yes yes no yes yes yes no
Save Standards yes no yes yes yes no yes yes yes no
Save selec. Spectra yes no yes yes yes no yes yes yes no
Import Samples yes no yes no yes no yes no yes no
Import Standards yes no yes no yes no yes no yes no
Import Auxiliary yes no yes no yes no yes no yes no
Export selec. Data yes no yes yes yes no yes yes yes no
New Method yes no yes no yes no yes no yes no
Load Method yes yes yes no yes no yes no yes no
Save Method As yes no yes no yes no yes no yes no
Set Method Passw. yes no yes no yes no yes no yes no
Load Automation yes yes yes no yes no yes no yes no
Save Automation yes no yes no yes no yes no yes no
Load Sample Table yes yes yes no yes no yes no yes no
Save Sample Table yes no yes no yes no yes no yes no
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Table 10 The File Menu—Active Menus in Dependence of the Analysis State (continued)

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Load Advanced Res. yes yes yes no yes no yes no yes no
Save Advanced Res. yes no yes yes yes no yes yes yes no
Sign Advanced Res. no no no no no no no no yes no
Print Results yes no yes no yes yes yes no yes yes
Report Setup yes no yes no yes no yes no yes no
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The Edit Menu

The Edit menu ensures that, for instance, an operator cannot clear any spectra
before the advanced result is saved to disk.

Table 11 gives an overview about all items of the Edit menu and whether they
are available in a certain analysis state in Manager and Operator modes.

Table 11 The Edit Menu—Active Menus in Dependence of the Analysis State

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Cut no no no no no no no no no no
Copy no no yes no yes no yes no yes no
Paste no no yes no yes no yes no yes no
Paste Append no no yes no yes no yes no yes no
Select All yes yes yes yes yes yes yes yes yes yes
Copy to Clipboard yes yes yes yes yes yes yes yes yes yes
Clear Samples yes yes yes no yes yes yes no yes yes
Clear Standards yes yes yes no yes yes yes no yes yes
Clear Auxiliary yes yes yes no yes yes yes no yes yes
Clear 0p./Math Res. yes yes yes no yes yes yes no yes yes
Annotate yes yes yes yes yes yes yes yes yes yes
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The Method Menu

According to CFR 21 Part 11 operators must acquire data in a controlled
mode, where it is not possible to change any method parameter. This
requirement is fulfilled by means of the method menu, which does not allow
the operator to access any method setup dialog box in any analysis state.

Table 12 shows that for both managers and operators the Method menu is
independent from the analysis state.

Table 12 The Method Menu

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Setup Analysis yes no yes no yes no yes no yes no
Report Setup yes no yes no yes no yes no yes no
Analyze yes yes yes yes yes yes yes yes yes yes
Calibrate yes yes yes yes yes yes yes yes yes yes
Options & Info yes no yes no yes no yes no yes no
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The Measure Menu

The measure menu ensures that, for instance, an operator cannot measure
further spectra after a result has been saved.

Table 13 gives an overview about all items of the Measure menu and whether
they are available in a certain analysis state in Manager and Operator modes.
In Manager mode the Measure menu is independent from the analysis state.

Table 13 The Measure Menu—Active Menus in Dependence of the Analysis State
State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded
Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item
Blank yes yes yes yes yes yes yes yes yes yes
Sample yes yes yes yes yes no yes no yes no
Standard yes yes yes yes yes no yes no yes no
Auxiliary yes yes yes yes yes no yes no yes no
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The Instrument Menu

The Instrument menu prevents that an operator can change any
spectrophotometer or pump setup parameter since both belong to the set of
method parameters.

Table 14 gives an overview about all items of the Instrument menu. For both
Manager and Operator mode the Instrument menu is independent from the
analysis state.

Table 14 The Instrument Menu

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Select Sampl. Syst. yes yes yes yes yes yes yes yes yes yes
Setup Sampl. Syst. yes yes yes yes yes yes yes yes yes yes
Setup Spectroph. yes no yes no yes no yes no yes no
Lamps yes yes yes yes yes yes yes yes yes yes
Spectroph. Status yes yes yes yes yes yes yes yes yes yes

When selected:

MCT Control yes yes yes yes yes yes yes yes yes yes
Pump Control yes yes yes yes yes yes yes yes yes yes
Setup Pump Param. yes no yes no yes no yes no yes no
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The Automat Menu

Table 15 gives an overview about all items of the Automat menu and whether
they are available in a certain analysis state in Manager and Operator modes.
For Manager mode the Automat menu is independent from the analysis state.

Table 15 The Automat Menu—Active Menus in Dependence of the Analysis State

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Run Automation yes yes yes no yes no yes no yes no

Information yes yes yes yes yes yes yes yes yes yes

Setup Autom. Table yes yes (read) yes yes (read) yes yes (read) yes yes (read) yes yes (read)

Setup Sample Table yes yes yes yes yes yes yes yes yes yes
The View Menu

The View menu gives a convenient access to spectra, logbooks and results.
However, in the view menu you cannot execute any action or change any
parameters such as method or instrument parameters. Hence, all items of the
View menu can be accessed in Manager and Operator modes at any analysis
State.

Agilent ChemStation Security Pack for UV-visible Spectroscopy 105



6 Advanced Software

The Mode Menu

Table 16 shows whether a mode switch is possible in a certain analysis state in
Manager and Operator modes.

Table 16 The Mode Menu—Active Menus in Dependence of the Analysis State

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator
Menu Item

Mode menu active yes yes yes no yes yes yes no yes yes

The Config Menu

Table 17 gives an overview about all items of the Config menu. For both
Manager and Operator modes the Config menu is independent from the
analysis state.

Table 17 The Config Menu

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator

Menu Item

Report yes yes yes yes yes yes yes yes yes yes
Path yes yes yes yes yes yes yes yes yes yes
Graphic Attributes yes yes yes yes yes yes yes yes yes yes
Show Graphical Ul yes yes yes yes yes yes yes yes yes yes
Show Sidebar yes yes yes yes yes yes yes yes yes yes
Lamp Time Table yes yes yes yes yes yes yes yes yes yes
Change Operator yes yes yes yes yes yes yes yes yes yes
Lock Session yes yes yes yes yes yes yes yes yes yes
Disable Standard M. yes no yes no yes no yes no yes no
Inactivity Lockout yes no yes no yes no yes no yes no
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Table 17 The Config Menu (continued)

State 0 State 1 State 2 State 3 State 4
Initial State Spectra Measured Result Saved Automation Finish. Result Loaded

Mode Manager Operator Manager Operator Manager Operator Manager Operator Manager Operator
Menu Item

Autostart as Nt user yes no yes no yes no yes no yes no

The Help Menu

All items of the Help menu can be accessed in Manager and Operator modes at
any analysis state.

Advanced Software Automation and Result Concept

To make the advanced software automation compliant with the result concept
of Security Pack the following changes have been implemented compared to
the non-security advanced software:

¢ The actions Save Samples, Save Standards and Save Auxiliary are removed.
¢ Save Result is added to the list of actions.

¢ For the action Save Result a mechanism has been implemented that
automatically creates a new filename. The auto-filename creation allows
specifying the beginning of the filename. The system then replaces the
remaining characters—up to eight—with digits representing the next free
number.

Example: In the automation table the string “arl_” is defined as parameter
for Save Result. When Save Result is executed the system searches the data
folder for all files starting with “arl_”, e.g. ar1_0000.ar, ar1_0001.ar and
arl_0002.ar. In this example the result filename will be bt1_0003.ar, since
“3” is the next available number.

¢ The consistency check makes sure that no spectrum is cleared before it is
saved with the result. Following rules have been implemented:

Clear spectra can be in the first row in the automation table.
Clear spectra can follow another clear.

Clear spectra is allowed after Save Result.
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Clear spectra can follow Result Report only if Result Report directly
follows Save Result. The figure below shows an example of an illicit
sequence. Exchanging lines 4 and 5 would lead to a valid sequence.

I Automation Table - TEST1.A

Run From Line: |

To Line: i

cooend | Delete

Source Sample Hame

Action Parameter

Measure Blank

sample_1

Measure Sample

zample_2

Meazure Sample

Save Result test

Method Repart

o|lo|la| ||

Fesult Report

Clear Samples

Cancel
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Restricted Data Path

To restrict the path where the result is saved to a protected area is essential
for data security. Paths can be changed with the Config/Path menu items. The
data path can be changed also when saving samples or results, the standards
path when saving standards, the method path when saving methods and the
automation path when saving the automation table. An operator is not allowed
to change to a folder that is closer to the root than the predefined settings.
These settings can be saved with the configuration at the end of a ChemStation
session.

Agilent ChemStation Security Pack for UV-visible Spectroscopy 109



6 Advanced Software

110 Agilent ChemStation Security Pack for UV-visible



Agilent ChemStation Security Pack for UV-visible Spectroscopy
User's Guide

7
Dissolution Testing Software

The Dissolution Testing Result Concept 112
The Dissolution Testing User Interface 113
The Dissolution Testing Menus 116

This chapter describes the security aspects of the dissolution testing software.

¢ “The Dissolution Testing Result Concept” on page 112 explains the
dissolution result concept.

e “The Dissolution Testing User Interface” on page 113 gives an overview
about the major changes of the dissolution user interface compared to the
standard dissolution testing software.

e “The Dissolution Testing Menus” on page 116 describes the security aspects
of the dissolution menus.
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Dissolution Testing Software

The Dissolution Testing Result Concept

112

Data integrity is one of the basic aspects, which has to be addressed to fulfill
FDA rules of secure data handling.

To ensure data integrity it must be possible to reproduce the original results at
any time. In the ChemStation dissolution testing software this is achieved by
saving all raw and meta data in one result file (*.dr) and by preventing this file
from unauthorized modification using Windows file access permission. After
Installation of the Security Pack the action “Save dissolution result” must be
added to the PostRun sequence in order to ensure data integrity. If this action
is missing, the automated consistency check will indicate an error and impede
the start of the dissolution run.

If the dissolution run is aborted, the operator has to enter a reason. The
ChemStation will stop the dissolution run and move on to the PostRun
sequence to ensure that the dissolution result file is saved.

Following list gives an overview about the raw and meta data saved with a
dissolution result file:

e Sample Spectra
¢ Method Parameters

¢ Actual Dissolution Parameters (from Edit Run Parameter and Edit Control
Parameter dialog box, see “The Dissolution Testing User Interface” on
page 113)

* Run Logbook

¢ Signatures Logbook

¢ Standard Spectra (if available)

e Auxiliary Spectra (if available)

¢ Deleted Spectra (if available)

¢ Automation Table (if available)

¢ Method Change Logbook (if available)

No calculated results are saved with the dissolution result file.
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The Dissolution Testing User Interface

To make the Dissolution Testing ChemStation software compliant with CFR 21
Part 11 three major changes have been implemented in the user interface:

* The item Sign Dissolution Result has been added to the File menu.

¢ Operators have no permission to change any method parameter via the
Method and Instrument menu.

¢ Operators are no longer able to specify the actual dissolution parameters
like vessel volume, tablet weights or control concentration after the run has
finished (via the Dissolution menu). To be able to enter the actual values,
the check box Prompt for information before run must be selected by the
manager during method development in the Product, Bath and Info Method
Parameters dialog box (select Method/Edit Product Info and Bath
Parameter/Options & Info).

Product, Bath and Info Method Parameters [ %]

Product I Bath ‘ Options & Info |

e Prompt for information before run

[™ Bath Parameters are controlled by Chemstation:

Weight Units: Img

Volume Units: | ml _ll

~Method Inf

(114 l Cancel Help |
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When Prompt for information before run has been selected the operator is
automatically prompted to enter the actual dissolution parameters during
the dissolution run. After the PreRun Sequence has finished the Edit Run
Parameter dialog pops up first. In this dialog the operator can enter the
Lot#, the Bath serial number, the actual conditions of the dissolution bath
and the weight of each tablet.

Edit Run Parameter

Comment: Lot#: [12345

Bath S/N:  [786940
S

Yariable Value Meaning

Dissolution Bath Conditions Sample weight
Set Actual Label Weight: 600 mg
' ' B Tablet Weight
Volume: 500  [509 ml 1 537.5
2 B96.5
pH-¥alue: 7 |7 1 3 BO25
4 589.4
Temperature: 37 36.9 * 5 B04.2
B BOE.6
Stin. Speed: 50 |5l] pm
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Second, the Edit Control Parameter dialog box pops up, if a Control has
been defined as one step of the measurement cycle in the Measure Cycle
Definition dialog box (Method/Define Measurement Cycle). In this dialog
the operator can specify the actual value of the control.

EEE—————————————————
| B athD: Edit Control Parameter

| Update Measurement Cycle’s Control Concentration! |
‘Re

Analyte Name Specified MNew Value Unit
[ Aceblsalioplsacurs [ Tooso00 [ [ROEEEE | mg/ml |
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The Dissolution Testing Menus

The following sections are giving a detailed overview about the menu items of
the dissolution testing software and whether they are available in Manager
and Operator modes.

The Main Menu Bar

Figure 19 shows the accessible main menus in Manager and Operator mode.

Manager Mode  Elle Edit Method Measue Instument Dissolufion Math Wiew Mode Config Help
Cperator Maode Eilg-. Edit Meth'n:ng:l Measure  Instrument  Dissolution Miew Mode Config Help
Figure 19  Menu Bar in Manager and Operator Mode
The Math menu can be used by managers for interactive spectral processing
during method development. However, in the Operator mode the Math menu is

not accessible since operators are not supposed to perform any interactive
manipulation of acquired spectra.
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The File Menu

Operators are not allowed to develop new methods, save methods, sign
dissolution results or change the format of reports (Report Setup). These
restrictions are reflected in Table 18, which gives an overview about all items
of the File menu and whether they are available in manager and operator
mode.

Table 18 The File Menu

Menu Item Manager Mode Operator Mode
Load Samples, Standards, Auxiliary Yes Yes
Save Samples, Standards, Selected Spectra Yes Yes
Import Samples, Standards, Auxiliary Yes Yes
Export Selected Data as Yes Yes
New Method Yes No
Load Method Yes Yes
Save Method As Yes No
Set Method Password Yes No
Load Dissolution Result Yes Yes
Save Dissolution Result As Yes Yes
Sign Dissolution Result Yes No
Print Results, Methods, Calibration Yes Yes
Report Setup Yes No
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Dissolution Testing Software

The Method Menu

Table 19 gives an overview about all items of the Method menu and whether
they are available in manager and operator mode. In Operator mode all
method setup dialog boxes are deactivated, because Operators must not be
allowed to change any method parameter.

However, the items Analyze and Calibrate are accessible in Operator mode
since they are only used for recalculating the Dissolution result and
calibration curve.

Table 19 The Method Menu

Menu Item Manager Mode Operator Mode
Edit Product Info and Bath Parameter Yes No
Edit Evaluation Parameter Yes No
Edit Dissolution Run Parameter Yes No
Define Measurement Cycle Yes No
Define Control for Measurement Cycle Yes No
Analyze Yes Yes
Calibrate Yes Yes
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The Instrument Menu

Operators are allowed to work interactively with the selected sampling system.
For instance, they can control the position of multicell transports, valves and
autosamplers and they can interactively start and stop the pump, if connected.

However, operators have no permission to change the spectrophotometer
parameters (wavelength range, integration time, interval) and pump
parameters (pump time, wait time, etc.). These acquisition parameters are
meta data and therefor saved with result and method files. Meta data can be
changed in Manager mode, only.

The limited access to the instrument menu for operators is summarized in
Table 20.

Table 20 The Instrument Menu

Menu Item Manager Mode Operator Mode
Select Sampling System Yes Yes
Setup Sampling System Yes Yes
Setup Pump Parameters (submenu of Setup Sampling Yes No

System if Online Multicell, Sipper, or Autosampler has
been selected)

Setup Spectrophotometer Yes No
Lamps Yes Yes
Spectrophotometer Status Yes Yes
Dissolution Bath Status Yes Yes

Depending on the selected sampling system:

Pump Yes Yes
Multicell Transport Position Yes Yes
Autosampler Yes Yes
Valve Position Yes Yes
Setup Cycle Time Yes No
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The Dissolution Menu

In manager mode the Dissolution menu can be used to

¢ start a dissolution run

¢ specify the actual dissolution parameters after the run has finished (Edit

Run Parameter and Edit Control Parameter dialog box)

¢ define which vessels will be used to calculate the dissolution result, e.g.
when two different batches have been measured in one run (Vessel Usage

dialog box).

Operators, however, are not allowed to change the actual dissolution
parameters after the dissolution run has finished, since these parameters are
meta data and therefor saved with the dissolution result file (see “The
Dissolution Testing User Interface” on page 113). Furthermore, operators are
not able to exclude any vessel from the calculation of the dissolution result.

The restricted access to the dissolution menu for operators is reflected in

Table 19 on page 118.

Table 21 The Dissolution Menu

Menu Item Manager Mode Operator Mode
Run Dissolution Yes Yes
Stop Yes Yes
Edit Run Parameter Yes No
Edit Control Parameter Yes No
Setup Vessel Usage Yes No
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