General Description

This document provides specifica-
tions for Agilent ChemStore C/S,
Agilent ChemStation Plus Security
Pack, Agilent ChemAccess C/S
Agilent ChemStation Plus Method
Validation Pack, which are part of
the Agilent ChemStation Plus family.
With the Agilent ChemStation Plus
family you need to purchase only
the features you require. This can
be the fully featured software
package for the most advanced
capabilities, or you can exclude
features that you may not want
now, and add them later as your
needs change.

Agilent ChemStation Plus

Specifications

The Agilent ChemStation Plus
software package currently con-
sists of the modules below.

Agilent ChemStation for

GC, LC, LC/MSD, CE, UV-visible
and A/D systems—instrument
control, data evaluation systems.
Detailed specifications are avail-
able in the Agilent ChemStation
Specifications (Agilent publication
number 5988-9925EN).

Agilent ChemStore C/S—

data organizing and storage mod-
ule that provides a scalable in-
process chromatographic data
organization system for Agilent
ChemStations (pages 2-20).

Agilent ChemAccess C/S—
remote access module that pro-
vides a laboratory-wide remote
status and control client/server
data system for networked Agilent
ChemStations (pages 21-23).

July 2004

Agilent ChemStation Plus
Security Pack—designed to sup-
port the requirements of 21 CFR
Part 11. It uses a relational data-
base based on the ChemStore C/S
database for secure result data
storage, data review and elec-
tronically signing off runs (pages
24-38).

Agilent ChemStation Plus
Method Validation Pack—
advanced statistics module to cal-
culate the quality of analytical
results including configuration,
design and execution of method
development and method valida-
tion experiments. It provides an
automated printout of a complete
method validation report as
requested by ICH and Pharma-
copoeia guidelines. All validation
data are stored with versions in a
built-in relational database for full
data security and data integrity
and to support FDAs 21 CFR

Part 11 (pages 39-67).

Agilent Technologies



u Agilent ChemStore C/S

What's New?

With the latest revision users can
benefit of new functionality in
many areas as listed below.

Workflow

Optional peak performance cal-
culation per-run or sequence
line (see ChemStore C/S —
Reporting on page 14)

Open system connectivity

File-less LIMS interface

satisfies the requirements for
data handling in a regulated
environment including the detailed
requirements of the U.S. food and
drug administration for electronic
records and electronic signatures,
known as 21 CFR Part 11.

Up to three configurable levels
of approval linked to separate
user privileges (see Agilent
ChemStation Plus Security
Pack — Electronic signatures
and password settings on
page 33)

Optional locking of runs after
approval to prevent them from
further modification (see Agilent
ChemStation Plus Security Pack
— Electronic signatures and
password settings on page 33)
New chromatogram viewer
providing dynamic zooming
and rescaling capabilities (see
Agilent ChemStore C/S — User
Interface on page 15)

Direct Read-access to
ChemStation Method (see
Agilent ChemStation Plus
Security Pack — Audit Trails
and Change Documentation
on page 36)

Variables in advanced queries
for operator names and dates
(see Agilent ChemStore C/S —
Working with Agilent ChemStore
C/S on page 10)

New database field for area%
results from ChemStation

Reporting

Powerful custom calculator for
advanced calculations, reporting
and charting of calculation
results, based on fully versioned
calculation templates (see
ChemStore C/S — Working with
Agilent ChemStore C/S, Custom
calculations on page 12)

(see ChemStore C/S — LIMS
Connectivity on page 18)

Administration

¢ Email notification enhancements
(see Agilent ChemStation Plus
Security Pack — E-Mail
Notification on page 37)

e Configurable command line
access (see ChemStation Plus
Security Pack — User
Management and Application
Security on page 28)

e Support for Windows XP
Professional Workstation

e Drop of support for Windows NT
Workstation

e Support for Oracle 9i

Product Description

Agilent ChemStore C/S is a scal-
able in-process chromatographic
database for Agilent ChemStations.
It provides a means to easily
organize, review and approve
analytical data based on study
and sample information. Agilent
ChemStore C/S supports the users
data review process offering
statistically result summaries,
flexible control charts, cross-
sample reports and documented
data archiving and restoring.
These services also aid users in
doing on-going system suitability
testing. The Agilent ChemStore
C/S server database can be used
as a single place for data storage
for all analytical data including
methods, sequences and the

raw data. This data storage also

Agilent ChemStore C/S is available
in two different configurations:

e Agilent ChemStore C/S

standalone database

This provides a low cost, easy-
to-use, entry-level database
module which integrates with a
single Agilent ChemStation
workstation.Very limited main-
tenance support is required and
any user with advanced know-
ledge of the Windows XP or
Windows 2000 operation system
functionality for backup and
administration can maintain it.
This entry-level database module
allows for storage of all raw
and meta data in single data-
base file to ensure full data
integrity. The file format adheres
to a common standard, which
is used by many other applica-
tions, for example, MS Access.

Agilent ChemStore C/S
server Oracle® database
client/server system

This client/server system is
based on an Oracle database
running on a Windows 2000
server together with multiple
Agilent ChemStations and/or
Agilent ChemStore C/S review
clients. It provides enhanced
data security and data integrity,
distributed processing, as well
as the ability to store raw data,
methods and sequence files
within the database. This
configuration reflects best the



regulatory needs for electronic
records and ensures full data
integrity and traceability.

Based on standard database
features, Agilent ChemStore C/S
offers functionality which focuses
on the user’s needs for fast, secure
and traceable handling of chro-
matographic data:

¢ User-defined or automated
transfer of selected data from
the Agilent ChemStation into
the Agilent ChemStore C/S data-
base.

¢ Define, edit and manage
“studies” as the underlying data
storage format.

e Manage or restrict data access
in studies by assigning study
access only to authorized users.

¢ Create database queries
graphically without the need for
any knowledge of the SQL lan-
guage.

* Review entire sets of data
across instruments and studies,
that several sequences in a fast
and easy manner.

¢ Create additional filters and
selection criteria to produce
adequate subsets of the study in
order to best sort the data and
optimize the performance.

¢ Complete audit traceability by
individual log-ins and complete
documentation within the data-
base including authorization
failures.

e Security check of all files that
have been transferred over the
network from the ChemStation
application to the ChemStore
database application and back.
Whenever a corruption of the

datafile is detected, the user
receives an error message and
the file is no longer available
for modifications.

Approve or reject runs after
reviewing, following the rules
for electronic signature.
Ability to flag an arbitary

set of samples for reprocessing,
and to initiate batch reprocess-
ing of those samples on any
Agilent ChemStation in a C/S
network.

Custom fields—User specified
additional information fields
with each set of results (“run”
to hold values not measured by
the Agilent ChemStation (for
example, weights, pH, etc.) that
can be used for later queries,
reports or charts.

Flexibility in scaling and
labeling control chart data.
Simple user-defined
calculations for control charts
and reports.

User-controlled fast and easy
data export to other applica-
tions such as MS Excel®.
Powerful and intuitive

report generator based on MS
Access runtime including most
commonly used report tem-
plates.

Architecture allows for off-line
review. Can be installed as a
data review client running on a
separate PC without needing
the Agilent ChemStation soft-
ware.

e Data from non-Agilent chroma-
tography systems may be
included via the Agilent Chem-
Station AIA import capability.

¢ Agilent ChemStore C/S offers
the possibility to start with an
entry level solution, and to then
upgrade when the data process-
ing needs increase.
Laboratories can easily upgrade
from one or more entry-level
standalone systems to an
Agilent ChemStore C/S server
Oracle database client/server
system. Previously stored data
in the entry-level databases can
be easily migrated to the new
server database. The user inter-
face does not change, except
that some additional items are
available for administrators.

¢ A built-in archive/delete tool
allows for easy data transfer to
other disks and or media to free
up database space while keep-
ing a complete audit-trail of all
archiving and delete
operations.

e Automatic archiving
based on a set of configurable
archive queries for easy data-
base maintenance and adminis-
tration.

¢ Open system connectivity
using XML (Extensible Markup
Language) for easy data
exchange with other applica-
tions.

e Advanced email notification
feature (C/S only). See page 37
for details.



Agilent ChemStore C/S—System Requirements

1. Agilent ChemStore C/S
standalone

Hardware requirements

The following list shows the mini-

mum hardware requirements for

this application:

¢ (600-MHz Pentium III (Pentium IV
recommend)

¢ 4 GByte of free hard disk space

e 128 MB RAM for single Chem-
Station instrument. 256 MB is
recommended for best perfor-
mance, for Windows XP the
minimum requirement is 256 MB.

e 256 MB RAM for two Chem-
Station instruments (512 MB or
more is recommended for best
performance)

e Display: 1024 = 768, small

fonts, 65-thousand col-

ors

Software requirements

The following list shows the

minimum software requirements

for this application:

e Windows 2000 Professional
with Service Pack 4 or
Windows XP Professional

Service Pack la

¢ Agilent ChemStation revision
A.10.01 or later

e Microsoft Internet Explorer
5.5 or later

e Microsoft data access compo-
nents (MDAC) 2.8 will be
installed on your system. If you
already use a later version of
MDAC, or for compatibility
reasons require a previous ver
sion, please contact your
Agilent support representative
for compatibility information.

¢ A local or network printer must
be installed and configured.

Hardware considerations

Disk space requirements depend

on several factors, such as:

e number of runs and compounds,

¢ technique (3D data requires
more disk space than 2D data)

e Agilent ChemStation report
style

e the “Store in Addition” settings
of the study to which the run is
assigned, (see table 4 on page 7),
and

* use of custom fields

e database backup requirements

Number of peaks

Agilent ChemStation report style Run length

Approximate size

(minutes) per run (KB)
4 short 6 10
4 short 30 40
4 extended performance 6 80
20 short 6 190
20 extended performance 6 300
Table 1

Client storage requirements for result only data storage

Typical runs use approximately
10 KB for a short report with four
peaks, and use up to 300 KB per
run for an extended performance
report with 20 peaks. Table 1
helps calculate the amount of
hard disk space requirements.
Additional information on this
topic may be found in the Agilent
ChemStore C/S Installation man-
ual and the Concepts Guide.

Note:

The standalone database size is
limited to 800 MB due to some
strict size limitations in the under-
lying file format. To ensure opti-
mum performance for later data
review Agilent strongly recom-
mends not to exceed this data-
base size limit. If a larger single
database is required, Agilent
recommends that the client/server
version of the product be pur-
chased. The client/server database
uses Oracle, which allows for a
much larger database. Additional
standalone databases can be cre-
ated via the Agilent ChemStore
C/S utility.



2. Agilent ChemStore C/S server

Oracle® database system

Client hardware requirements

The following list shows the mini-

mum requirements for the client

in a client/server installation.

¢ 600-MHz Pentium III (Pentium IV
recommend)

¢ 4 GByte of free hard disk space

e 128 MB RAM for single Chem-
Station instrument. 256 MB is
recommended for best perfor-
mance, for Windows XP the
minimum requirement is 128 MB.

e 256 MB RAM for two Chem-
Station instruments (512 MB or
more is recommended for best
performance)

e Display: 1024 x 768; small fonts;

65-thousand colors

Client software requirements

e Windows 2000 Professional with
Service Pack 4 or Windows XP
Profession Service Pack 1a

e Microsoft TCP/IP protocol

e Microsoft Internet Explorer
5.5 or later

e Microsoft data access compo-
nents (MDAC) 2.8 will be
installed on your system. If you
already use a later version of
MDAC, or require for compati-
bility reasons a previous ver-
sion, please contact your
Agilent support representative
for compatibility information.

e Oracle 9i client version 9.2.0.3.0.
(included with the ChemStore
C/S server software)

¢ Agilent ChemStation version
A.10.01 or higher (optional)

¢ Alocal or network printer must
be installed and configured.

Server hardware requirements

Agilent has optimized the perfor-
mance of a ChemStation Plus
client/server system to an average
of 30 “concurrent” Agilent
ChemStation/Agilent ChemStore
Review clients, where concurrent
clients are defined as clients con-
nected to the central ChemStore
C/S data organization system, that
actively either spool data to the
database or perform interactive
queries (review client). Due to the
nature of the application the
impact of data retrieval is higher as
this requires direct access to the
database, while during acquisition
the spooler is able to buffer data,
thus ensuring a secure transfer in
case of a network failure, for exam-
ple. So the optimum number of
concurrent clients might vary
depending on the work practice in
the laboratory. Depending on the
combination of 2D/3D instruments,
a typical high-end configuration
can thus grow to approximately 30
acquisition clients with a maximum
of 90 instruments. It is therefore

recommended to use a high speed
dual processor system with suffi-
cient RAM.

The minimum requirements for the
server in a Client/Server installa-
tion are the following:
e 600-MHz Pentium III processor
e 512 MB RAM
e RAID SCSI controller
e 6 disk drives - 9 GB or larger—
2 drives configured as a mirror
set and 4 drives configured as a
RAID-5 array
e Tape Device
e Uninterruptable Powersupply
(UPS)
Note:
The drive configuration yields one
mirrored partition for the operat-
ing system and application soft-
ware, and one large array for the
database files.

Server hardware
considerations

The hardware requirements of the
Agilent ChemStore C/S server will

Entry level Standard level Highend level
No. of concurrent review clients 1-5 1-15 > 15
Processor speed (GHz) 1 1 1
Number of processors 1 1 2
RAM (MB) 512 1024 2048
Number of RAID controllers 1 2 2
Disks for operating system 2x18GBRAID1T 2x18GBRAID1 2x18GBRAID1
(Controller 1) (Controller 1)
Disks for Oracle database 3x18GBRAID5 5x18GBRAID5 5x36GBRAIDS, (Oracle
RAID 5 (Controller 2) Data, Contoller 2)
2 x 18 GB RAID 1 (Index
Log Files, Rollback Seg-
ments, Controller 1)
Hot swappable drives yes yes yes
Backup device DAT/DLT tape drive DAT/DLT tape drive DAT/DLT tape drive
UPS yes yes yes
Table 2

Recommended server configurations for Agilent ChemStore C/S



vary based on the size of the data-
base selected at installation time
and the number of concurrent
connections (the number of active
instruments acquiring samples to
the database and Agilent Chem-
Store C/S review clients) and the
backup requirements for the serv-
er database. Table 2 shows three
recommended server configura-
tions. In a very small networked
installation with less than three
clients and no need for advanced
security using RAID, the Chem-
store C/S Oracle database can also
run on a high-end PC using
Microsoft Windows 2000 server
software as operating system.

Note:

Planning the server disk configu-
ration is very important:

12 GByte (for small database) to
54 GByte (for large database)
hard disk, RAID 5 configuration

is recommended. Using a RAID 5
hard disk configuration (redun-
dancy and striping) yields less free
hard disk space than RAID 0 (no
redundancy). For example, 3 disks
of 9 GByte each using RAID 5
yields 18 GBytes while using
RAID 0 yields 27 GByte. RAID 5

is recommended for maximum
performance and protection of
your data. For backup operation
of the database, the required disk
space must be duplicated, that is a
54 GByte RAID 5 configuration
should have an additional 54 GByte
of disk space available for database
backup. When calculating server
memory requirements, calculate

8 MB of additional memory for
each Agilent ChemStore C/S client.
For more details on setup and

General I Store in Addition I Custam fields T Azsign Study T Approval
- Store in Addition to Result
v Chiomatograms
¥ Spectra for Quantified Peaks
v RawData v Delete raw data from fils system
after kransfarring to database
¥ Sequence
v Method
0K I Cancel Help

Figure 1

Study setup for full data integrity in the server database

configuration of the server, please
refer to the Agilent ChemStore
C/S Installation manual.

Server software requirements

¢ Windows 2000 Server with
Service Pack 4

e Microsoft TCP/IP network
protocol

e Microsoft Internet Explorer 5.5
or later (for admin client only)

¢ Internet Information Server
version 3 or greater (IIS is
integrated into Windows 2000
Server

¢ Oracle 9i Standard Edition
version 9.2.0.3.0 (included with
ChemStore C/S server software)

Database size

The database size is selected at
installation time and should be
given careful consideration as this
will affect the total number of
runs which can be accessed online
and the frequency of
archive/dearchive operations.
Archive with delete (to recover
run space in the database) or
dearchive operations (to access
run data online). At installation
time you can either select from
the preconfigured databases con-
figurations listed in table 3, or
have a customized configuration.

Database Approx. Database
configuration no. of runs  size
small <7500 4 GByte
medium < 25000 10 GByte
large > 25000 40 GByte
Table 3

Database configurations



Note: The custom database con-
figuration must be planned as a
project with Agilent database con-
sulting specialists prior to system
installation. The size of the
Agilent ChemStore C/S database
is based on an Agilent ChemStore
C/S system which has an average
distribution of all Agilent
ChemStation 2D and 3D tech-
niques. Also, all Store in Addition
checkboxes are

enabled for all studies, as shown
in figure 1. The space require-
ments for runs stored in the
Agilent ChemStore C/S database
will vary depending on your envi-
ronment. A run is defined as a sin-
gle set of results produced from a
single sample acquisition or
reprocessed by an Agilent
ChemStation which has been
transferred and stored in the
Agilent ChemStore C/S database.

The actual amount of space con-

sumed by each run in an Agilent

ChemStore C/S database will vary

depending on:

e the Store in Addition
to Result settings of the study
to which the run is assigned
(table 4), and

¢ the technique and complexity
(numbers of peaks, Agilent
ChemStation reports, custom
fields, and so on) of your chro-
matography for that run.

e For details on the size of
raw data files by technique,
please refer to table 5.

Supported Agilent Chem-

Station software

Agilent ChemStore C/S can be
used with the following Agilent
ChemStation software:

e Agilent ChemStation for gas
chromatography, revision
A.10.01 or later,

Store in Addition Description

Chromatograms

Spectra for quantified

Stores all available chromatograms (from each detector and/or signal)

Stores spectra from all peaks that have been identified and quanti

peaks fied as compounds in the calibration table.

Raw data Stores the acquired data in addition to the calculated result.
Note:
This setting has a significant effect on the amount of storage space
required for each run in the ChemStore C/S database. For example
ChemStation data which is created from 3D techniques such as a
liquid chromatography diode array detector will require more
storage space than a 2D technique such as gas chromatography.

Sequence Stores the ChemStation sequence.

Method Stores the ChemStation method

Table 4

Store in Addition study settings

¢ Retention time locking
software, add-on module for
Agilent ChemStation for gas
chromatography,

e Agilent ChemStation for liquid
chromatography, revision
A.10.01 or later,

¢ Gel permeation chromatogra-
phy software add-on module
for the Agilent ChemStation for
LC,

e Agilent ChemStation for
capillary electrophoresis, revi-
sion A.10.01 or later,

e Agilent ChemStation for liquid
chromatography mass selective
detection, revision A.10.01 or
later.

e Agilent ChemStation for analog
signal acquisition, revision
A.10.01 or later,

e Agilent ChemStation for
capillary electrophoresis mass
selective detection, revision
A.10.01 or later,

e Agilent ChemAccess C/S
remote instrument control revi-
sion A.02.01, and

e Agilent ChemStation Plus
Method Validation Pack A.02.01.

Technique Average file size (kB)
2D GC/LC 50

3DLC 60

3D LC/MS 750

3D CE 600

Table 5

Average raw data file size by technique



Agilent ChemStore C/S — Working with Agilent ChemStore C/S

1. Data transfer

The Agilent ChemStation Plus
concept consists of different soft-
ware components designed for the
various tasks in the chromato-
graphic laboratory. The Agilent
ChemStation manages data acqui-
sition and data analysis, and the
Agilent ChemStore C/S database
offers advanced data and result
management along with additional
sample information management
such as data organization, advanced
result calculations, result approval,
and archiving. This concept allows
a clear separation of result rework
and advanced result review and
offers unmatched data integrity
and traceability by tracking the
data history — Results in
ChemStore can only be under
review or after review completion,
locked and pending for archival,
while results in ChemStation are
under rework. It is therefore very
important to have a secure and
documented data transfer
between the software application.
The specifications will offer a
detailed outline of the data transfer
including security measures for
both directions. To further manifest
this separation between rework
and review, results can be locked
from further modification when
giving an approval.

From Agilent ChemStation to
ChemStore database

Agilent ChemStore C/S offers two
modes of data transfer from the
Agilent ChemStation into the
Agilent ChemStore C/S database —
* interactive mode and

¢ automated mode.

Figure 2 shows the interactive
mode.

ChemsStore Single Run Setup: Instrument 1 x|

—Select Study

D atabase Name: demo

Study:

Method Yalidation |

Study Info:

- Precision of RT
- Precizion of Peak Area

Contains data for method validation: E

— Custom Fields

Hame: Unit: Type:

Required

— Stored in Addition to Result

¥ Chromatograms

[eH [ [Tent [No

| = Spectia for Quantified Peaks

Yalues . |

[V Raw Data
¥ Sequence
¥ Method

" Calculate Peak Perf

T fer Data
i+ after each Analysis

~ only on Manual Request

Cancel |

Help |

Figure 2

Data transfer setup screen in the Agilent ChemStation

Interactive mode

Users perform the transfer manu-
ally from the Agilent ChemStation
menu item in “Data Analysis View”
or use the batch review interface
of the Agilent ChemStation. This
mode of operation is useful for
analysts who wish to perform a
first pass data review from the
Agilent ChemStation data analysis
view before transferring the
approved results to the database.

Automated mode

Results are transferred automati-
cally to the database at the end of
each run. This mode ensures that
all analytical data are transferred
into the Agilent ChemStore C/S
server database and are protected
from unauthorized modification.
If the same sample injection is
reanalyzed and then transferred, a
new version of the result data is

created, together with an entry
in the audit trail of the Agilent
ChemStore C/S database, thus
ensuring a full history of the
injection.

File security during data
transfer

Each file that is transferred over
the network from the Chem-
Station to the ChemStore data-
base or back is protected with a
hash value. The application soft-
ware automatically calculates the
hash value prior to any data trans-
fer using a 24 character value
based on the RSA Data Security,
Inc, MD 5™ message digest algo-
rithm. The hash value is stored
with the data file. Whenever this
data file is transferred over the
network, e.g. for a reanalysis
cycle, the same message algo-
rithm calculates the hash value of



the current file and compares it
with the stored value. Any differ-
ence is reported as an error and
the data transfer is interrupted.

Assignment of studies and
custom field information

Runs are stored in studies which
form the top level hierarchical ele-
ment of the Agilent ChemStore
C/S database similar to a drawer
in a cabinet. Study access is
restricted to users that were
explicitly granted the permission
to access the data inside this
study. Users must be assigned to a
study in order to review study
data or spool data into the study.
The amount of result and meta
data that is stored in the Agilent
ChemStore C/S database is defined
on a per study basis. For example,
the transfer of a set of results may
also include chromatograms and
spectra, and the raw data, methods
and sequence file used to produce
those results.

Custom fields allow additional
information or result fields to be
linked to each set of results (“run”).
They are used to store additional
information that is not accessible
from the Agilent ChemStation
method or results, that is, informa-
tion which may reflect other mea-
surements (for example,

LIMS ID, sample pH, patient weight,
dosage, and so on) or may be used
to organize the data (for example,
the identification code of the test
patient from whom a serum sam-
ple was obtained). These custom
fields may be configured as
“required” or “optional”. For the
former, a value must be specified
before results can be transferred
to the database or a sequence can

be executed. Custom fields can
also be used in later queries for
reports, custom calculations or
charts.

Study and custom field
configuration

A custom field and its type are
defined globally per database as
shown in figure 3. The available
field types are:

e True/False selection

e Configurable selection list

e Integer value

e Real value

e Text field

e Date or Date/Time

Custom fields need to be assigned
to a study to activate them for use.
As part of the study setup the user
defines how the custom field is
populated and whether it is a
mandatory field or not. A custom
field can be filled by a ChemStation
function or manually. Manual
fields can be flagged as “required”

Create Field

| MyCustomField

Hame:

Data type: ﬂ

True / False
Selection list
Integer
Real
Text
Diate or Date & Time
Cancel I Help

o

Figure 3
Creating a custom field

or a default value as well upper
and lower limits can be specified.

Custom field values are entered

before the single sample or

sequence acquisition:

¢ Single sample/manual
operation: Study and custom
field values are entered by a
“single run” Agilent Chem-
Station menu item (figure 4).

e Sequence operation: Study
and custom field values are
specified per sequence line and
and stored with the sequence.

Using Agilent ChemStore C/S data
review capabilities, the lab manager
or a quality control person can
review data generated on multiple
instruments throughout the lab.
Samples can be approved, rejected,
excluded or assigned for rework
by the Agilent Chem-Station (see
below From database to the
Agilent ChemStation).

ChemStore spooler — Managing
data transfer from Agilent
ChemStation to Agilent
ChemStore C/S

To ensure optimum performance
of the Agilent ChemStation, a
background spooler takes care of
a secure result transfer from the
Agilent ChemStation data into the
Agilent ChemStore C/S database.

<& Instrument 1 [offline 1]: Data Analysis
File Graphice Integration Calibration Heport  Spectra  Batch s

Wiew Abort Help

| D ata Analysis 2]

Iplfe] |[=]=%

[ No Signals Loaded = | QI Ql 'El&l
Figure 4

Data transfer setup screen in the Agilent ChemStation



This approach has several advan-

tages, including

¢ releasing the Agilent Chem-
Station to go on with other
tasks quickly while the transfer
continues in the background
and

¢ guarding against data loss in
case the database insert opera-
tion fails or the network is
down.

From databhase to the
Agilent ChemStation

Runs which require further
rework, for example manual
integration, can be transferred
from the database to the Agilent
ChemStation. Agilent ChemStore
C/S creates an Agilent ChemStation
batch to ensure a consistent ease
of operation. The setup for this
batch submission is a two-step
approach:

1. Create the batch request from
the Agilent ChemStore C/S
review client by marking the
runs for transfer in the user
interface. An authorized user
configures the transfer details
in an interactive pop-up window
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L

Batch setup for data transfer from database to the Agilent ChemStation

menu item to select the desired
batch from the pool of pending
Agilent ChemStore C/S batches
to download the runs to the
Agilent ChemStation. The

(figure 5). These include
assigning the run data to one
or, in case of several runs, to
more than one user for reanaly-
sis on a per run basis,
optionally transferring the
method with the data (including
the choice between all versions
of the method), and

entering a comment with each
run transfer that will be dis-
played to the Agilent
ChemStation operator.

. Use the Agilent ChemStation

Load Batch from ChemsStore
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operator then reviews the data
in the ChemStation batch
review and makes the necessary
changes. After completion of the
review the modifications can be
transferred to the database as
new result versions.

2. Task flow in the review

client

Retrieve and review sample

data

The ChemStore C/S review client
provides two user interfaces for

data review - the sample-centric
Sample view and the compound-
centric Compound view. Both
views are further subdivided into
a tabular display, with or without
chromatograms and/or spectra,
and a chart display for plotting
sample- or compound-related data.

The task flow of Agilent
ChemStore C/S is designed to
support the laboratory’s workflow
and can be outlined as follows:

1. Select the database that
contains the data you want to
work with.

2. Extract the set of results you

will work with. This is done via

a database query and the

results become the “current set



of data”.
3. Perform any of the following

ments for electronic signatures.

The standard query builder of In addition, Regression Statistics

tasks, in any order:

Review the results “by sample”
or “by compound”. While
reviewing the results, you may
switch between any of several
different data presentations
(for example, a table, a chart, or
plots of the chromatograms and
or spectra). In addition, you
may specify additional statistical
computations to be done on
the results and included in the
tabular or graphical presenta-
tions.

Generate a report on the

data in the set of data. Any of a
set of report templates may be
used, and you may customize
those templates according to
your needs or create new ones.
Export selected data. Data may
be sent to an Excel 5.0 “*.x1s”
file or to an application that
supports cut-and-paste of the
appropriate format.

Execute custom calculations
such as cross-run or cross-com-
pound calculations or advanced
statistical calculations. Pre-
defined templates can be
modified or new ones can be
created. Modifications are
stored as new template version.
Calculation tables and charts
of calculated values can be
integrated into the report.

Set up a “batch” by marking
runs whose data and method
are to be transferred back to
the Agilent ChemStation for re-
analysis.

Filter or exclude any run in the
current data set.

Approve or reject runs based
on your result review. Both
steps follow the FDA require-

ChemStore C/S provides fast
access to the commonly used
database fields for fast and easy
data retrieval. For more sophisti-
cated queries the advanced query
builder provides for access to

all database fields, conditional
query capabilities as well as the
use of variables for the operator
name (“currently logged on user”)
and the date (for example “not
older than 2 days”).

Performing statistics
calculations

The user may optionally select to
have statistical calculations per-
formed on the (numerical) data

which is being reviewed, as shown

in figure 6. This can be achieved
using summary statistics that cal-

culates statistical values based on

a single column of numerical val-
ues. The calculated values are:

e number

e minimum

¢ maximum

* sum

* mean

e variance

e standard deviation

¢ relative standard deviation

can also be used to calculate
curves and statistics of two
numerical columns. Curve types
include:

linear

quadratic

cubic

logarithmic

exponential

power

The curve parameters for the
curves and the residuals will be
calculated and displayed. Residual
and curves can also be displayed
in a chart.

Custom expressions

Simple Mathematical calculations
may be performed on results using
the built-in expression definition
interface (figure 7).

This offers the basic expression
functions (addition, subtraction,
division and multiplication) plus
the following functions:

® exponential

natural logarithm

logarithm

square

square root

Bipheryl
Statigtics Armount AT Area Height
Count 15 15 15 15
Sum 014 3887 4074.03 559.70
Firirmurn 0.00536 | 256547 142.49| 2h.44
b ximum 0.01701 | 258024 452.50| 58.34
Mean 0.00955 | 257133 271.60| 37.31
Standard Deviation 0.0045| 0.0051 127.4384 | 139228
Rel Std. Dew. [%] 47 2374 | 0.1968 46,9210 3733
Y ariance 0.0000| 0.0000 162405492 | 193.8437
Figure 6

Summary statistics
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Custom calculations

The ChemStore C/S custom calcu-
lator provides all means to develop
custom calculations that cannot
be done with the simple expression
builder. The custom calculator
user interface for development of
calculation templates is shown in
figure 8. Calculation templates are
fully versioned. The modification
of an existing calculation template
is stored as a new template version.
Only users with the appropriate
permission have access to the
custom calculator.

For a fast and easy template
development the custom calculator
is equipped with eight wizards:

Create Table defines the data
items for the calculation

Create Subtable defines a sub-set
of data

Insert Column allows to define
columns that are populated
with calculation results and can
be used in further calculations
Define Variable allows to
specify variables (fixed values
or calculation results) that can
be used in further calculations
IF condition defines conditional
values, for example for limit
checking, resulting in a con-
figurable result output, such

as “pass” or “fail”.

Format defines the number
format and precision of data
items for reporting

Transpose allows to transpose a
table or subtable

12

— Data items Functions
Exponeriia 7] s]s| 7| -]
Height Matural logarithm
BT Logarithm 4 | 5 | & | _ | = |
Square
Amount Square root 1 | 2 | 3 |
Add to expression | 1] | 2 | [ | 1 |
L
Figure 7

Setup of custom expressions

57 Custom Calculator

File Edit Yiew Calculation Windows Help

[l == R N A Rt e 2

Vatiable [ Walue

Sample

=10l x|

Barhital |

Allobarkital |

Sample Name Sampls Type |
inture:
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1223 126024)
7913707

5.916951

1.0280071EEI2323| pass
1.02984905809629 | pass
1.05103929371732| tail

inture:

Pesk.fres

inture:

ixture:

ixture:

inture:
ixture:
inture:

1260 380859 Eo

isture:

262376221

inture:

Windows inture:

Calculation iture

- Emars inture:

18 Tadles sture

H table 1 iture
-FH table 2 inture

HH table 3 inture:
iwbure:

1223 926147)
226924927
226934751
13613} 179390747

1.02978505859145| pass

E
P
3
3
186058534

183612543 B
190 3458251 03105455707 466| fai
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1263446533

1170 614226375| 24 8806221168832

6218948

‘table 1'.'area ratio's'table 1'.Barbital.Peak.hrea/'table 1'.Allobarbital.Peak.Area
IF 'table 1'.'area ratio'<=1,03 THEN 'tahle 1'.check="pass” ELSE 'table 1'.check="fail"
FROM ‘taple 1' SELECT Sauple. 'Sample Name', !Peak.Area FOR Barbiral INTO 'tahle 2°

GROUF 'table 2' BY 'Sawple.Sauple Name' DO mean('Barbital.Pesk.Area') A% 'area mean', rstdev('
4 r

I H

| 6 | ColéE  [Ready

Line Error

5 [38] Overflow

4

GROUP 'table 2' BY 'Sample.Sauple Nawe' DO mean('Barbital. Peak.hrsa'j A% 'area mean', rsude

4

e Group allows to group by a
specific data item and do
statistical group calculations,
such as
— number of values (“count”),
— maximum value,

— mean value,

— minimum value,

— relative standard deviation,
— standard deviation,

— sum, and

— variance.




The expression wizard (figure 9)
is used for defining a calculation,
which can be either an expression
or condition. Calculations can be
defined for all available columns
or variables. It provides a set

of arithmetical and statistical
functions that can be used in
conditions or expressions, these
include:

e addition

e subtraction

e multiplication

e division

e absolute value

* count

e exponential

¢ logarithm

¢ natural logarithm

¢ mean value

* minimum

¢ maximum

¢ relative standard deviation

e square

® square root

e standard deviation

* sum

® variance

Multiple calculations can be
defined within a single template
based on any table or subtable.

All calculations are strictly column-
based operations and easily allow
any kind of cross-compound
calculation, for example for the
determination of relative retention
times as required in some regula-
tory methods for confirmation of
a successful identification or for
calculating relative responses. The
transpose wizard converts a table
for doing cross-run calculations
such as the comparison of results
to a reference run. The group wiz-
ard provides for the ability of
grouping a set of results by criteria

x
Table.Barbital.Feak. 'Eetention
Time'/Table.&llobarbital.Peak. 'Retention Time'
Info: I‘\Jalid expression!
— Diata ltems: r~ Functions:
R Available Data absl) Abzolute walue 7 | 8 | 3 | i | k |
- Tabl count]  Count
FEH ‘Tables expl] Exponential 4 | ] | G | - | + |
laal) Brigas logarithmn
Infl N atural logarithm ;I _2| _3| _[l _]l
mean(] Mean
min(] Iinimum i i \
max]  hdaximum :
retdev(]  Relative stdey
a1 Square
2qrtf) Square rook G | L | I |
stdev(] Standard deviation
sum(l  Column Sum TRUE | FALSE | MULL |
wal) Wariance
42 > < = {=
Addto Expression | Addito Erpression | _I _I _I _I _I
Sting compare LIKE'  ~ I = |

Clear [+ Cantinuos check Check |

ak I Cancel | Help |

Figure 9

The expression builder of the custom calculator

stored in any other database field
including custom fields. Groups of
data can be used in statistical cal-
culations, where the results may
serve as a data source for further
calculations. The IF condition wiz-
ard integrates with the expression
builder and can filter result data
based on virtually any condition.
The output can be reported
according to the specific laboratory
or regulatory requirements, for
example for limit checking — a
sample result lying outside of a
specified interval can be flagged as
“out of spec.”.

During the development the custom
calculation is documented in a
scripting window as shown in
figure 8. This protocol is stored in
the database as the calculation
template. Each new version of a
template is stored with version

information. Optionally it can be
included in the report to fully
document the calculation.

Any part of the calculation or the
complete template can be tested
on sample data obtained by a
database query. Any error or
inconsistency is identified and
documented in the error window.
The related calculation piece is
highlighted in the protocol for
convenient and simple trou-
bleshooting.

Calculation result tables as well as
charted calculation results can be
integrated into ChemStore reports.
The user may choose whether to
base a report on the latest version
of a calculation or any earlier one.
The reporting capabilities of
ChemStore C/S are outlined in the
following section.
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Agilent ChemStore C/S — Reporting

Agilent ChemStore C/S offers a
powerful report generator
enabling users to easily create and
generate final summary reports.
The preview function helps to
interactively develop the desired
report without requiring test print-
outs. Agilent ChemStore C/S
comes with a set of built-in tem-
plates to cover the most common
needs for summary reporting.
These templates can be used as a
starting point to build your own
customized reports.

Following is a list of built-in

reports

e Analysis Results reports.

e Audit Trails reports

e Compound Amounts reports
for individual results.

e Instrument and Run reports

e Peak Details reports

e Kinetic Decay reports.

e Sample Summary reports with
numeric tables of the result
information.

* Sequence summary report—

a complete report for GMP
requirements including summa-
ry statistics, graphics of chro-
matograms and spectra and
result charts with control limits
for each compound type
grouped by the sample type.

e System Suitability summary
reports including statistics over
replicate injections.

14

The following are key customizable

features of the reporting

¢ display of the selection criteria
of the query,

¢ display of all custom calculations
that have been used in the data
section of the report

¢ an overall report header
displayed on each page that
allows to include graphic items
such as a company logo,

¢ table information,

e configurable table contents and
table header.

¢ fonts and font attributes,

¢ individual sections with additi-
onal individual headers contain-
ing data tables, chromatogram
and spectra (if available from a
diode array detector) or data
charts,

¢ individual page breaks,

¢ additional sorting criteria within
one data section to group data
logically, for example, around a
vial number, a sample type or
any other item that the user
requires,

¢ restriction capabilities to focus
on an adequate subset of the
data, that is, one peak within a
chromatogram, and

e statistical calculations selected
interactively at any time during
the data review from the
ChemStore C/S user interface.

¢ inclusion of custom calculation
result tables, charts of calculated
values and full documentation
of the custom calculations,
including calculation formula
and calculation errors.

The ChemStore C/S application
offers an additional functionality to
print the current view. This func-
tion gives access to an immediate
printout of the actual screen
including all graphics without any
formatting or configuration tasks.

For system suitability reports the
calculation of system suitability
parameters can be triggered
independently of the ChemStation
method during sample or sequence
setup by enabling the “Calculate
Peak Performance” checkmark
per run or sequence line (see
figure 2).



Agilent ChemStore C/S — Data Export into Other Applications

Agilent ChemStore C/S allows an
easy export of selected database
information (selection by records
and data fields) to third party
applications (notably MS Excel).
The user has control over which
fields are included and in which
order. This can be done based on
queries or reports exporting data
into the native file format. Agilent
ChemStore C/S also offers clipboard
cut-and-paste for both tabular and
graphical data (figure 10). Report
outputs can be in a file format
allowing convenient publishing of
reports, for example, HTML for
internet and intranet publishing.

Epot

— Section:
* Compatind list
(" Chart

= M5 Excel

—— ~ Export result data to:

Ok

LCancel I
Help I

Figure 10

Interactive data export from Agilent ChemStore C/S into other applications

ChemStore C/S allows printing in

the following file formats:

e HTML format for review with
an Internet browser (excluding
graphics).

Agilent ChemStore C/S — User Interface

e (CSV format for spreadsheet
applications

¢ XML format as generic file-
interface (excluding graphics)

The Agilent ChemStore C/S review
client offers the user two main
“toolkits”: data review and database
administration. The latter will be
described in the next section.

Sample and compound review

Within the data review toolkit, the
user has a choice of whether to see
data organized by analysis (also
referred to as “run” or “sample”)
or by compound. In the table
layout view data is displayed in
configurable tables, either sample-
or compound-centric.

Chromatogram/spectrum
presentation

In the review layout view, the
display area can contain both
graphics and a table. The details
differ for sample and compound
review. The chromatogram viewer
provides for dynamic zooming and
rescaling capabilities, allowing a

detailed inspection of the baseline
to judge whether any rework of
the integration is required.

General chart presentation

In the chart layout view the chart
presentation is available only if no

summary or regression statistics
are in use. If regression statistics
are being calculated, the regres-
sion chart and residual chart pre-
sentations replace it. Figure 11 is
an example of a chart contained
in the display area.

Relentlon time reproducibility 100 runs/six days

F=— AT+ i

L i [R[F ne 1)

Uyt o vl line (RT[F oeare |
Lower warring line IRT[Procaine

e inng linne (P Frone J)
Linar ot i ¢ LRTL Pronne 1

RT
4.90

: P\ﬁmfmﬁ

vtk

=

P

4.40

0.0 100 20.0 .o 40.0 50.0 60.0
run numher

70.0 0.0 90.0 100.0

Figure 11

Chart for retention time reproducibility with warning and

critical limits
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Agilent ChemStore C/S — Security

Data acquisition, data analysis and
data review are password-protected.
Each user must have a valid user-id
and a password to log on to the
application, as shown in figure 12.
To be able to transfer data to the
database the user must be logged
on to the database. User validation
is done on a per database level and
always requires to enter a user
name and a password. Permissions
for several tasks like approval or
archival of runs, creation of custom
fields, report templates, calculation
templates or studies can be assigned
to each individual user. Four user
group templates for permission
rights are supplied with the review
client. They can be used as a
starting point for the assignment
of the permissions. Note that users
and their security permissions are
configured separately for each

Agilent ChemStore C/S database. Minimum length is the minimum
Users and their permissions can acceptable length (in characters)
be imported from an existing of a password. Password validity
database during creation of a is the length of time (in days) over
new standalone database. In a which the password remains valid.
client/server environment users Minimum password recycle is the
are centrally managed in the minimum number of new, unique
Oracle database. passwords that a user must use

before a password can be used
Electronic signatures and again.
password security Review Cients Locked by user ARG ONN |
Agilent ChemStore C/S uses elec- e x|
tronic signatures based on the fors —
application User-ID/password i
combination to uniquely identify PSPPI 1 i iolzation: Instrument 1 |
the users and their signatures. In der @ ChemStation
order to keep the password e

Copyright © Agilent Technologies 1990-2003

unique to the individual user an
additional security function is
implemented to periodically check
Figure 12

and revise passwords, and apply Password protection of the application
the company's password policy. software

Initializing: Startup Macros

Agilent ChemStore C/S — Database Administration, Backup and Recovery

Database administration

The review client provides the

graphical user interface (GUI)

through which the user can accom-

plish the following administrative

tasks. Although the capabilities of

the entry-level and client/server

versions are to some extent differ-

ent, the GUI is identical.

¢ Create a new database—(entry
level database only),

e Compact (defragment) a data
base—(entry level database only),

¢ Create or modify a study or
custom fields,

¢ Administer system settings,

¢ Administer users and security,

e Manual or automatic archive,
delete and de-archive data
(server-only),
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¢ Assign studies to users, Schedule archive, dearchive

¢ Email notification for example and delete operations.
on security violations (server- ¢ Modify scheduled operations.
only). e View reports detailing pending
operations.
The client/server version offers ® Review archive and dearchive
supplementary tools for administra- history.
tors in the Admin Client to per- ¢ View information about
form proper maintenance of the archives, runs and other
server database, archive/dearchive objects, including a list of all
or archive/delete functions and runs in the archive unit.
other setup tasks. The Agilent e Execute archive, dearchive and
ChemStore C/S Admin Client is a delete operations immediately.
web-based application that can be ¢ Keep an audit trail of all archive
run from any PC on the network. and archive delete operations.
The Admin Client performs the ¢ Add and modify database con-
following main tasks on the server nections to offer connection to
database using a service running a second Oracle database.

on the server.



Database backup and recovery

One of the most important IT
routines is the implementation of
a Backup and Restore concept.
Backups and — equally as important
— the ability to restore a backup
are important tasks in order to
protect business data and labo-
ratory investments.

Agilent Technologies can provide
assistance in creating, implement-

ing and testing a ChemStore C/S
Server Backup and Restore strategy.
This strategy should ideally be
planned before the implementation
but Agilent offers both, a service
prior to the installation as well as
a post implementation service.

For this purpose a ChemStore C/S
Backup & Recovery strategy paper
has been developed. With this
strategy paper and by working
with a customer’s ChemStore C/S

Agilent ChemStore C/S — Archiving Data

administrator Agilent provides a
consulting service to plan and
implement the right backup and
recovery strategy for your business.

With a working knowledge of
implementing solutions Agilent
uses software from Veritas called
Veritas Backup Exec™ for
Windows 2000, Backup Exec Agent
for Oracle™ and Backup Exec
Intelligent Disaster Recovery.

The client-server version provides
for manual or automatic archiving
of runs present in the database to
a separate file on disk or tape.

Manual archiving

Manual archiving is done from the
“Archive/Delete” view in the
ChemStore C/S review client and
is based on the selected data set.
Manual archiving requires the user
to have the permission for archival.
Individual runs or the whole set of
runs are marked interactively for
archival. These runs are then
scheduled for the next archival
operation on the server.

Automatic archival

An administrator with archival
permission can set up a list of
individual archive queries for
automatic archiving, which are
executed at predefined time inter-
vals. Each custom query is put
together from a set of criteria,
including for example, injection
time, sample name, instrument

name, operator name, sequence
name, method name, study name,
custom field values, approval status
and so on (figure 13). The available
operands depend on the data cate-
gory (text, numeric values, date)

. Create Archive Query N

including wildcards and relative
values (for example, runs “older
than x days”). For performance
reasons the number of clauses
that can be defined for automated
archival is restricted to 10.

=loix|

rAuchive Quer

Path s relative to G\
Hame: [iesiarchive!

Bath:  |serverpathtfolder]

Ele:  [lestarchive
[~ Delata runs alter archiving

Comment
Thiz is my first aichive queny =]

¥ Active

Buety Condiion

[ | Clause [i1oe ]
Study Name iz equal ‘Method Valdation® AND
Inskrument Name iz equal HP 1050 System 1"

AND OR
L RN SN -

Add clause
Modify clause
Delete clausz

Schedule

Frequancy [wake up interval iz 15.min}
evey | 1 [Weekls) -]

Faslstating date:  Day: [2211.2002  Time: [1C:00:00

. Automated Archive

Login Name ,\_

Mame Frequency

Scheduled At | Creator Status

Test Query archivequery 3 manthly

2003-04-01 | Adririistrator Active

archivequery2 1 daily

20021220 | Bemhard Ebich Active

archivequeryd 1 weekly

2003-03-01 | Administrator Inactive

archivequeryd 10 daily

2003-04-01 | Adririistrator Active

P | archivequery 3 weekly

2003-04-01 | Lte Bober Active

Figure 13
Setup of automatic archive queries
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Each archive query is stored
under a unique user-defined name
and can be executed based on a
configurable time interval (per
query), for example, daily, weekly,
monthly or in conjunction with a
counter such as every x days. A
test functions allows the user to
obtain information on the number
of runs that the query returns at
the moment with the given query
condition. For each archive query
the name and path for the archive
unit have to be specified. The

filename for the automatic archive
file is appended with the archival
date, resulting in a file name format
“<filename>-yyyy-mm-dd”. Each

archive query can be disabled when

not required permanently. After
successful completion of the
archive the data can be automati-
cally deleted to create free space
in the database.

Both manual and automatic
archival require re-identification
with user-ID and password.

Agilent ChemStore C/S — LIMS Connectivity

A checksum-protected archive
catalog file in XML format is gen-
erated with each archive unit,
which contains detailed informa-
tion about the content of the
binary archive file. A generic
archive interface provides a clos-
er linkage to other applications
for enhanced archive manage-
ment (for example, archive man-
agement or hierarchical storage
management systems).

ChemStation Plus can be easily
connected to a Laboratory
Information Management System
(LIMS). For this purpose the
Agilent ChemStation provides for
a sample list import function to
conveniently translate a work list
from the LIMS into a ChemStation
sequence. An instant, file-less
result transfer back to the LIMS
from the ChemStore C/S database
(server only) is achieved through
the integrated ChemStore C/S
LIMS interface.

Sample list import from LIMS

The sample list generated by

the LIMS can be imported to

the Agilent ChemStation as a
ChemStation sequence in XML-file
format. XML is a very portable
and flexible protocol for inter-
connectivity between systems.
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The sample list must contain a
LIMS ID for each sample. This
LIMS ID is mandatory for sample
tracking from and result transfer
to the LIMS. Optionally additional
two fields can be populated with
LIMS-specific data.

Result update to LIMS

ChemStore C/S provides for
file-less access to all result data
stored in the database as LIMS
data (identified by the LIMS ID).
This is achieved through a
combination of read-access to all
result data in the database as well
as a controlled write-access for

the LIMS. Prerequisite for results
to be accessible by LIMS is the

existence of a LIMS ID which is
assigned per sequence line. In
addition a LIMS notification may

be used, which is tied to the

approval of data as shown in
figure 14. The administrator may
decide which approval level is
appropriate to initiate the LIMS
transfer. In addition the LIMS
can acknowledge data that was
successfully transferred to LIMS
to exclude it from future updates.

Workflow

The workflow can be divided
into five sequential activities
shown below:

1 The sample list is generated
by the LIMS system in an XML
format

2 It is imported by the Agilent
ChemStation and translated
into a ChemStation sequence

3 Samples are analyzed, results
are calculated and stored in
the ChemStore C/S relational
Oracle database



4 Information typically required
by LIMS systems are instantly
made accessible in the
ChemStore C/S database (tied
to the existence of the LIMS ID)

5 If enabled on the system or
for a specific study, a LIMS
notification is triggered
upon the approval of data (as
configured in the approval
configuration console)

6 A program from the LIMS
systems can scan a table in the
database for a specific update
flag to see if any new records
are available for processing,
and can amend the flag so
that it is not scanned during
subsequent scans.

Approval configuration B

Default approval configuration T

Preconfigured approval comments

—Approval configuration

v Multi-level approval

—Run locking
Ruris will be locked ...
. never

~

.. on third-level approval

— Limsz notification
The Limz export will start ...
<o NEVED
... after first-level approval
.. after second-level approval

BRI

...after third-level approval

[ ox 1]

Cancel

Help

Figure 14

Configuration of approval levels and LIMS transfer

Agilent ChemStore C/S — Installation and Upgrading

The standalone version of Agilent
ChemStore C/S is user-installable
from the ChemStore C/S CD-ROM
and can be added to an existing
ChemStation installation (Agilent
ChemStation software family CD-
ROM version A.10.01 or higher).

The Agilent ChemStore C/S Oracle

client/server version includes :

¢ ChemStore C/S server
software (included on the
ChemStation Plus CD-ROM),

¢ Oracle 9i standard edition
version 9.2.0.3.0 (included in
ChemStore C/S server software
on a set of separate CD-ROMs),

e ChemStation Plus CD-ROM, and
e ChemStore C/S client software
(on ChemStation Plus CD-ROM).

Agilent ChemStore C/S data-
base migration

The Agilent ChemStore C/S sys-
tem includes a migration utility
which enables you to migrate your
Agilent ChemStore C/S data in the
following ways:

e Migrate Agilent ChemStore
A.01.03 or B.0x.0x data (stand-
alone) to Agilent ChemStore
C/S B.03.01 (standalone).

e Migrate Agilent ChemStore C/S
B.03.01 data to Agilent
ChemStore C/S server data.

If you are currently running

Agilent ChemStore A.01.03 on

your system, and you wish to

migrate your data to the Agilent

ChemStore C/S server Oracle data-

base, you will need to migrate in

two steps. First migrate to the

B.03.01 Agilent ChemStore C/S

standalone database, then migrate

from there to the Oracle database.
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Agilent ChemStore C/S — Product Options and Configurations

Standalone version

The complete Agilent ChemStore
C/S standalone software is provid-
ed on the Agilent ChemStation
Plus CD-ROM as described in
table 6a.

Agilent ChemStore C/S server

The Agilent ChemStore C/S server
product includes the ChemStation
Plus CD-ROM and Oracle 9i revi-
sion 9.2.0.3.0 software on a sepa-
rate CD-ROM offering one Oracle
standard edition license. In addi-
tion an application-specific full
user license is required and sold
from Agilent for each additional
user running a ChemStore review
client. Five application-specific
named user licenses are already
included with the Agilent
ChemStore C/S server software.
Refer to table 6b for details.
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Description Product No.
Software module to add Agilent ChemStore C/S to an existing

ChemStation for GC, LC, LC/MSD, CE, CE/MSD or A/D. G2181BA
License to use the ChemStore C/S database module on another computer. G2186BA
Must either be on the same order as G2181BA or the customer must supply

the license number for the original software. Does not require ChemStation.

ChemStation Plus client upgrade software, upgrades a single ChemStation G1657A

Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

Table 6a

Agilent ChemStore C/S standalone version

Description Product No.
ChemStore C/S client/server version. Includes ChemStore C/S server software  G1410A
Oracle standard editions, 5 Oracle application-specific named user licenses. Qty: 1 per server
Oracle named user license for Agilent NDS G1411A

Required for each additional named user
of the ChemStore C/S server database.

Qty: (number of
named users) -5

Software module to add Agilent ChemStore C/S to an existing G2181BA
ChemStation for GC, LC, LC/MSD, CE, CE/MSD or A/D. Qty: 1 per server
Licence to use the ChemStore C/S review client on another computer. (G2186BA

Qty: (number of
clients connected
to the server) -1

Includes one online ChemStore license for use with an online data acqui-
sition ChemStation plus an additional offline ChemStore license for
offline data review

ChemStation Plus client upgrade software, upgrades a single ChemStation G1657A
Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.
ChemStation Plus server upgrade software G1655BA

Upgrades ChemStation Plus server software to the latest revision.
Includes G1656A ChemStation software upgrade. Requires valid software license.

Table 6b
Agilent ChemStore C/S client/server version



. Agilent ChemAccess C/S

Product description

Agilent ChemAccess C/S is a
client/server application which
facilitates the secure and con-
trolled integration of Agilent
ChemStations into a networked
environment by enabling users to:

* monitor and control instru-
ments from any client on the
network, for the following
instrument modules:

2] chemAccess Rev. A.02.01 [423]

=] “___I:_'D Guests
e I:l harnlet

Diskspace: [0 1.70 GB

-

Istrument 1
il Swztem Statusz @ Ready
tethod : BATCH.M

WwADHOOAT
Dizkspace: [D:4] 18.01 GB

Iatrument 1

Method : DEF_GC.M

d: DEF_LC.M

WwWeDC2145
Diskspace:

ol

| System Statuz : Mot Ready

5. Runin Progress

HP 1090 Series and 1050 Series,
Agilent 1100 Series, Agilent CE
system, Agilent 5890, 6850, 6890
GC systems, Agilent 5972,
5973A and 5973N GC/MSD
system, Agilent 1100 LC/MSD
system, Agilent 35900 A/D
converter

provides flexible centralized
data organization features
which allows Agilent
ChemsStation files to be auto-

(=

IPress F1 for help!

Figure 15

Agilent ChemAccess C/S remote status and control user interface

matically and securely stored
onto the Agilent ChemAccess
C/S server. This functionality is
largely superceded when com-
bining or adding Agilent
ChemStore C/S to a Agilent
ChemAccess C/S system.

An Agilent ChemAccess C/S data
system contains Agilent
ChemStation clients, the Agilent
ChemAccess C/S software and a
Microsoft Windows NT server.
Agilent ChemAccess C/S is com-
patible with both the multi-tech-
nique Agilent ChemStation and
data analysis versions, enabling
flexible and cost effective remote
status monitoring control and
review from locations which are
situated away from the laborato-
ries instrumentation.

Remote status and monitoring
and control

From any Agilent ChemAccess C/S
client an authorized user can
remotely perform the following
tasks on a remote instrument:

e Start and stop the method or
sequence currently running.

* Assign a method or sequence

e Real time plot of the
instrument signals.

¢ Execute a remote Agilent
ChemStation command.

® Monitor the status of the
remote PC's resources (disk
space, memory and software
revisions).

® Monitor the status of the
Agilent ChemStation and
instrument modules. Details
are shown in figure 15.
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Working with Agilent ChemAccess C/S

Data storage and organization

Agilent ChemAccess C/S enables
the Agilent ChemStation results
(raw data, methods and
sequences) to be securely stored
on the Agilent ChemAccess
Windows NT server. The results
can be transferred automatically
at the end of each run or interac-
tively through the data analysis

view of the Agilent ChemStation.
If the same results are retrans-
ferred to the server, Agilent
ChemAccess C/S employs data
versioning to ensure that an entire
record of the analysis is recorded.

Agilent ChemAccess C/S — System Requirements

Client hardware requirements

Agilent ChemStation and
ChemAccess C/S

The PC client should conform to
the requirements as specified in
Agilent ChemStation Specifications
(Agilent publication number
5988-9925EN). In addition to
these requirements further 8 MB
memory is required for network
connectivity software and Agilent
ChemAccess C/S software.

Agilent ChemStation,
ChemAccess and ChemStore C/S

Configure the client using the
Agilent ChemStore C/S client
hardware requirements specified
in this document.

Client software requirements

The ChemAccess C/S client module
can be added to the Agilent
ChemStation. The ChemAccess
C/S module is supported with the
following ChemStation software
packages:
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¢ Agilent ChemStation for gas
chromatograhpy mass selective
detection revision C.00.xx,

¢ Agilent ChemStation for gas

chromatography, revision

A.08.04. to A.10.0x,

Retention time locking

software, add-on module for

Agilent ChemStation for gas

chromatography,

¢ Agilent ChemStation for liquid
chromatography, revision
A.08.04. to A.10.0x,

¢ Gel permeation chromatography
software add-on module for the
Agilent ChemStation for LC

¢ Agilent ChemStation for
capillary electrophoresis,
revision A.08.04. or later,

¢ Agilent ChemStation for liquid
chromatography mass selective
detection, revision A.08.04. to
A.10.0x,

¢ Agilent ChemStation for analog
signal acquisition, revision
A.08.04. to A.10.0x, and

¢ Agilent ChemStation for
capillary electrophoresis mass
selective detection, revision
A.08.04. or later.

Each Agilent ChemStation that is
integrated in an Agilent Chem-
Access C/S system should con-
form to the following Agilent
ChemStation and Windows soft-
ware revisions:

¢ ChemStation for GC, LC,
LC/MSD, CE and A/D revision
A.08.04 to A.10.0x, on Windows
NT 4.0 Service Pack 6a or
Windows 2000 Service Pack 2-4

e GC/MSD ChemStation revision
C.00.xx on Windows NT 4.0
Service Pack 6a.

e GC/MSD ChemStation revision
D.00.xx on Windows NT 4.0
Service Pack 6a or Windows
2000 Service Pack 2.

Note:

Agilent ChemAccess C/S currently
does not support the Agilent
ChemStation for UV-visible
systems.



Server hardware requirements

Agilent ChemAccess C/S supports
up to 15 “concurrent” Agilent
ChemAccess clients, where con-
current is defined as a client con-
nected to the Agilent ChemAccess
C/S server which either transfers
result data from the Agilent
ChemsStation to the server for data
storage or performs remote real
time plot. Recommended server
configurations are listed in table 7.

Note:

For a ChemStation Plus server
system which has both Agilent
ChemAccess and Agilent
ChemStore modules, use the
Agilent ChemStore C/S server
requirements. Disk configurations
may need to be customized to fit
to your laboratories online and to
long term storage needs.

Agilent ChemAccess C/S — Product Options and Configurations

Server software requirements

e Windows NT 4.0 with Service
Pack 6a or Windows 2000
Service Pack 2

e Microsoft TCP/IP networking
(supplied with Windows NT and
Windows 2000).

Entry level Hi-end
Number of clients supported 1-10 1-15
Agilent NetServer model or equivalient LC2000 LH3000
Processor speed (MHz) 933 1 GHz
Number of processors 1 1
RAM 384 MB 512 MB
Disk (number and size) 3x18GB 2x18GB,3x 18 GB
Raid level five one and five
Hot swappable drives yes yes
Network interface card 1 1

Table 7

Recommended server configurations for Agilent ChemAccess C/S

The complete Agilent ChemAccess
C/S software is provided on the
Agilent ChemStation Plus CD-
ROM. This includes the software
listed in table 8.

Description

Product No.

ChemAccess server software for remote status,
monitoring and control of 16-bit ChemStation.

Includes 10-user licenses for 3D data analysis software
and a 2-user license for the GC/MS data analysis software

ChemAccess client software, 5-user license
remote status, monitoring and control client
software for 16-bit ChemStation.

ChemStation Plus server upgrade software.

G1494A

G1495A

G1655BA

Upgrades ChemStation Plus server software to the latest revision. Includes
G1656A 16-bit ChemStation software upgrade. Requires valid software license.

Table 8
Agilent ChemAccess C/S software
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E Agilent ChemStation Plus Security Pack

What's new?

Please refer to the section on new
features in ChemStore C/S on page 2.

Product Description

The ChemStation Plus Security
Pack is a module of the Agilent
ChemsStation Plus Series designed
to support the requirements of

21 CFR Part 11. In the Agilent
ChemStation the ChemStation
Plus Security Pack modifies data
analysis and provides advanced
data management with regard to
supporting the requirements for
electronic records. It also offers a
procedure to sign off runs with an
electronic signature. To support
the typical approval workflow in a
regulated laboratory the Security
Pack optionally provides for three
levels of approval which can be
combined with run locking. It
offers an easy upgrade for an
existing ChemStation installation.

The Agilent ChemStation Plus

Security Pack is compatible with the

following ChemStation modules:

¢ Agilent ChemStation for GC,
LC, A/D, CE, CE/MS and LC/MS
for instrument control and data
analysis

¢ Agilent ChemAccess C/S
remote instrument control

¢ Agilent ChemStore C/S data
organization and data storage
module

¢ Agilent ChemStation Plus
Method Validation Pack

The UV-Vis as well as GC/MS
ChemStation offer separate solutions
for 21 CFR Part 11. Please refer

to the specifications of the UV
ChemStation Security Pack and the
MSD Security ChemStation included
in publication number 5980-0337E
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and 5989-0848EN, respectively.
The ChemStation Plus Security
Pack is available as a standalone
solution or in a fully integrated
client server network connected
to the ChemStore C/S server
Oracle database. It provides full
support of 21 CFR Part 11 by
offering advanced data security,
data integrity and full change
documentation in audit-trails.
Specifications of the ChemStore
C/S database module are available
in the ChemStore C/S section of
this document.

To achieve data security, the
ChemStation Security Pack utilizes
a combination of Windows user
accounts and file permissions and
auditing. In addition, it utilizes an
application-related second layer of
data security based on standard
database security features. The
application-related security
requires a valid ChemStation Plus
user account allowing the log-on
to the application. A user with
administrative priviledges can
assign appropriate user permis-
sions to other users within the
ChemStation Plus software.

The ChemStation Plus Security
Pack software allows to match user
tasks in the laboratory with user
roles in the software. It modifies
the ChemStation operator rights,
allowing to routinely operate the
ChemStation application in the
operator mode. For proper use and
to achieve the best data security
capabilities all users except those
with administrative functions
should utilize the ChemStation
operator mode.

To achieve data integrity, all users
are required to log on to a single

database. This database (determi-
nation of the database connection
requires the log-on to the Windows
operating system with a Windows
administrator account) will store
all raw, meta and result data. In
addition, any recalculation of
results in the ChemStation will
automatically be recognized as a
new result version and will be
transferred to the database as a
new version. This versioning
assures that no data is ever lost or
overwritten and that a complete
chain of events is documented. If
a new result version is generated
interactively, the user is forced to
enter a mandatory comment,
which is written to the audit trail.

To achieve data traceability, the
ChemStation Plus Security Pack
utilizes logbooks and audit trails
that document who did what, when
and why. These logbooks and audit
trails are user-independent and
cannot be modified or deleted.

All data is in electronic format
and capable of long-term storage
through archive/restore as well as
viewing and printing in human
readable format.

Key product features of the

ChemStation Plus Security Pack

include storage of all chromato-

graphic data in a relational data-
base, secured through

e password protection to access
the data,

e full data protection using
Windows security and data-
base security features,

e application protection with a
mandatory log-in, consisting of
both identification components
- user-id and password,



user management with individual
user profiles and privileges for
the application — independent
of the user privileges assigned
for the operating system,

an application-specific session
lock allowing to explicity lock
one ChemStation session while
leaving a second instance
running on the same PC, and

a configurable time-based
application lock to lock the
current ChemStation or
ChemStore session after a
specified time of inactivity and
thus avoids any unauthorized
access to the application.

e A completely revised
ChemStation operator access
level which allows operating
the entire application as
ChemStation operator.

® A configurable access to the
ChemStation commandline
independent of the ChemStation
user level, thus also preventing
access for ChemStation
managers.

* A modified batch review
interface providing an automat-
ed user-independent data ver-
sioning with detailed audit-
trails for all modifications.

e Complete change control
documentation for methods
and manual integration
changes.

¢ Four levels of audit-trails for
data acquisition, data analysis
application tasks and security
violations.

¢ Electronic signatures for each
result version following the
guidelines of 21 CFR Part 11.

¢ Three configurable levels of
approval.

e Optionally locking of runs upon
the approval to prevent them
from further modification.

ChemStation Plus Security Pack — System Requirements

strict size limitations in the under-
lying file format. To ensure opti-
mum performance for later data
review Agilent strongly recom-
mends not to exceed this database
size limit. A configurable size-
checking tool automatically
launches a warning message when
the specified size limit is reached.

Windows 2000 Professional with

Service Pack 4 or Windows XP

Profession Service Pack la

¢ Agilent ChemStation revision
A.10.01 or later

¢ Microsoft Internet Explorer
5.5 or later

¢ Microsoft data access components
(MDAC) 2.8 will be installed on
your system. If you already use
a later version of MDAC, or
require for compatibility reasons
a previous version, please
contact your Agilent support
representative for compatibility
information.

e A local or network printer must

be installed and configured.

¢ The hard disk partition that is
used for installation of Security
Pack must be formatted with
NTFS.

The standalone database size is

limited to 800 MB due to some

Client hardware requirements °

The following list shows the mini-
mum hardware requirements for
this application:

® 600-MHz Pentium III (Pentium IV
recommend)

e 4 GByte of free hard disk space

e 128 MB RAM for single Chem-
Station instrument. 256 MB is
recommended for best perfor-
mance, for Windows XP minimum
requirement is 256 MB.

e 256 MB RAM for two Chem-
Station instruments (512 MB or
more is recommended for best
performance)

e Display: 1024 - 768; small fonts;
65-thousand colors

If a larger single database is
required, Agilent recommends that
the client/server version of the
product be purchased. The client/
server database uses Oracle,
which allows for a much larger
database. Table 9 gives some data
on the time required for down-
loading data from the standalone
database into the active memory
of the client. The time mainly
depends on the size of the stand-
alone database, the number of
runs marked for download and

Client software requirements

The following list shows the mini-
mum software requirements for
this application:
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the performance charactistics of
the computer. All runs were stored
with raw data, methods, sequences,
and all result versions. The PC
used for the test was below the
recommended configuration
(Kayak PIII, 450 MHz, 128 MB, and
no data acquisition running in the
background).

Database Size  No. of peaks No. of runs  No. of runs loaded from database Time [s]
93986 2137 240 100 17
192048 4642 410 100 17
445826 22621 868 100 13

683 76
1048472 36710 2203 100 13

683 59
Table 9

Run download time depending on the number of runs selected for download and

the database size.

Working with ChemStation Plus Security Pack

Result management

The ChemStation Plus Security
Pack is designed to store
ChemStation data in a relational
database by transferring it as a
post-data analysis spooling job to
the database. Depending on the
laboratory workflow the data
analysis can also be separated
from the acquisition. In this case
only raw and meta data are
automatically spooled to the
database, without a first set of data
analysis results (data is acquired
in acquisition-only mode). The
ChemStore C/S ODBC spooler is
a proprietary tool managing the
transfer and protecting data
against loss, modification or
damage in case of transfer
problems or network errors.
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Data protection

Using the Security Pack in the
standalone version, all data is
stored in a single database file. The
subdirectory storing the database
files is protected with Windows
file security permissions and only
allows write access for members
of the Windows user group.

The application denies access to
data without a valid ChemStation
Plus user-id and password. Any
attempt to access the data in the
standalone database directly with
another application such as MS
Access fails as it requires a pass-
word/user-id combination that is
strictly confidential and only
known by Agilent. It is not known
by or given to any Agilent customer
or user of this product.

In client-server installations of
ChemStation Plus Security Pack
direct, uncontrolled access to data
in the Oracle database without
using the ChemStore user interface
is virtually impossible. This is
because users must have a valid
Oracle user account and they
must have access to the data dic-
tionary describing the meaning
and contents of the Oracle tables
and table columns. The dictionary
is only available from Agilent
Technologies against a written
Confidentiality Agreement and
should not be available for appli-
cation users. Overall the attempt
to falsify or delete data requires
the collaboration of the user and
the database administrator that
provides the direct database
access. Sufficient security
constraints need to be imposed
within the organisation to prevent
any uncontrolled modifications.



Data storage

By default the the database stores

the following data:

e calculation results of the
ChemStation,

e contents of the ChemStation data
directories; the *.d directories
including the chromatographic
raw data files,

e current method used for data
acquisition and data analysis,

e current sequence, if a sequence
was run to acquire or reprocess
data,

e sequence, run and method
logbooks,

e detector channel chromato-
grams as images according to
the report configuration of the
method, and

e apex spectra of all identified
peaks in a chromatogram, when
using a 3D detector.

e Optionally all peak performance
parameters independent of the
ChemStation method.

Protection of temporary data

files

The ChemStation uses a given
data directory structure to store
acquisition and result data. The
ChemStation Plus Security Pack
also protects this data. After com-
pletion of data acquisition and a
first result calculation, by default
the data transfer is immediately
initialized through the ChemStore
spooler and the *.d directory with
all its contents is deleted from the
local hard disk (these default
settings can only be modified by a
user with administrative rights in

the database). From then on, the
data security mechanisms of the
database itself secure the data.
The temporary directory where
the database spooler stores inter-
mediate data is protected using
Windows NTFS file and folder
security.

If a first pass review in the
ChemStore review client results
in the need for some reanalysis
work, for example reintegration,
the data is submitted as a batch
to ChemStation. This requires
restoring data files to a temporary
subdirectory. The Security Pack
protects this subdirectory
hpchem/x/data/chemstor where x
is the instrument session number
with read-only access for members
of the Windows users group thus
denying unauthorized access for
operators.

Configuration and data
protection using Windows
security features

For security reasons, a user must
be a member of the Windows user

group Administrators or Poweyr
Users to access the configuration
of the ChemStation Plus Security
Pack. It restricts access to all data
directories on the local PC with
important information using the
Windows users group privileges.
The default configuration automat-
ically sets all directory permis-
sions and access limitations as
part of the installation using the
Windows groups “Users”, “Power
Users” or “Administrators”. Each
ChemStation user has to be mem-
ber of either one of the groups.

Note:

Normal users must not be
members of the Windows
Administrators nor Power Users
groups. The membership to these
groups should be dedicated for
system administrators.

Table 10 gives an overview of the
permission rights that are limited
to members of the Windows
Adminstrators and Power Users
groups.

User task

Granted to members of
Windows User group

Granted to member of Power
Users or Administrators group

Create a new MS Access database

Configure database Alias

Access the ChemStore ODBC spooler to resume
interrupted data transfer

Access to the selection list of available databases no

no yes
no yes
yes yes

yes

Table 10

Tasks requiring membership in the Windows Administrators or Power Users group
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Local directories storing relevant
chromatographic data are also
protected with Windows file and
directory permissions. Table 11
gives an overview of the Windows
permission rights on the data
directories and files on the local
hard disk. The first item in brack-
ets displays the permission rights
on the folder; the second item
displays the individual file
permission rights.

Note:

Windows file security does not
give any access to a folder or
directory for users that do not
have access rights to the folder,
even if the user has control over
the files in the folder.

File path Permission Permission Windows Directory/file Data directory
Windows Administrators owner contents
Users or Power Users
\hpchem\chemstor  (W)(full) (full)(RWXD), All members of Contains
\database local Admini- database *.mdb file
strators or Power storing all raw and
Users group meta data
\hpchem\chemstor  (WX)(full) (full)(RWXD) All members of Spooler jobs and
\spool local Admini- data files
strators or Power
Users group
\hpchem\chemstor none (full) All members of Access to ChemStore
\hputil00.exe local Admini- utility tool to create/
strators or Power copy and manage
Users group local database files
\hpchem\X (instru-  (WX)(Full)  (ful(RWXD) All members of Stores data files re-

ment session num-
ber)\data\chemstor

local Admini-

strators or Power

Users group

loaded from Chem-
Store database to
ChemStation batch
review

Table 11

Directory and file permissions [(directory)(file)] set by the ChemStation Plus
Security Pack [W=write, R=read, X=execute, D=delete, full=all permissions]

ChemStation Plus Security Pack — User Management and Application Security

User management and
ChemStation Plus Security
Pack user access rights

Security Pack provides a fully
integrated user management that
is independent of the Windows
operating system. The user
management covers both the
ChemStation Plus data acquisition
and data analysis tasks and the
ChemStore C/S database data
review privileges. The entire user
administration itself is a user-
privilege granted to administrators
in the ChemStore C/S database. The
ChemStation Plus Security Pack
includes a modified ChemStation
operator level allowing operators to
perform all important acquisition
and data analysis tasks for daily
operations. Table 12 shows the
most important changes in user
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privileges compared to the standard
ChemStation for data acquisition.
The ChemStation Manager always
has access to all tasks within the
ChemStation with the exception
of access to the ChemStation
command line. Unlike the standard
ChemStation this privilege can be

assigned individually and is not
tied to any ChemStation user
level (see figure 16). A detailed
documentation of the data review
user privileges in the ChemStore
C/S database is in the ChemStore
C/S concept guide.

User privilege

Security pack operator ChemStation operator

Save acquisition method

Save data analysis method

Load/run/save sequence

Modify acquisition parameter

Re-Integrate chromatograms manually
Change integration events

Recalibrate overview and peak summing
Recalibrate other

Apply method to data and print report
User-independent automated result versioning
Access to tasks with manual result versioning

no
yes

yes

yes

only in batch review
only in batch review
only in batch review
no

yes

yes

no

no
no
yes
yes
no
no
no
no
yes
no
no

Table 12

Comparison of user privileges in the ChemStation Plus Security Pack and the

standalone ChemStation



Application security

The Security Pack only allows users
with a given user-ID to log on to
the ChemStation Plus application,
as shown in figure 12. Users need
to be set up by the administrator
to gain access. At initial login, users
must specify their initial password
in order to keep it unique to each
user. Protecting the application
software from unauthorized access
during operation is possible with a
separate session lock (figure 17).
This lock function offers
¢ an interactive session lock which
should be enabled manually
before leaving the computer
unattended, e.g. during a break
or shift change, and
¢ for enhanced security a time-
based automated lock of the
session for other periods of
short-term absence from the
computer.

The time-based session lock is
configured centrally through users
with administrative rights in the
ChemStore C/S database, and
is automatically applied on all
connected ChemStation Plus
clients. The session lock allows
to lock each instrument session
individually and independently, so
users sharing computers with two
or more instruments connected to
one computer can operate with a
clear user distinction and unique
user identification. The name of
the current user and the instrument
session are always shown in the
title bar. The instrument sessions
can be locked either
¢ privately, allowing only the user
who locked the session or an
administrator to unlock it, or
¢ non-privately allowing all users
with a valid user-ID in the data-
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Instrument session lock

base to unlock the session, for
example during shift changes
(figure 17). If a dialog is still
open the application will
automatically lock privately.
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ChemStation Plus Security Pack — Data Integrity, Automated Result Versioning

and Data Reanalysis

Data integrity

The Security Pack maintains full
data integrity by storing all results
along with the raw and meta data
in a relational database as shown
in figure 18.

Result revision management
Daily work in the analytical labo-
ratory often requires sample
reanalysis. The ChemStation Plus
Security Pack includes a result
versioning that stores all recalcu-
lation results from one original
injection as result versions. In
addition, the application software
includes a tool that automatically
detects new results during the
reanalysis process. This applica-
tion-controlled automated process
does not require any user interac-
tion such as Save Results or a
similar action. It is completely
user-independent and covers the
following reanalysis steps:

e All functions in the batch review
that calculate or change results
such as reintegration, recalibra-
tion, method modifications (for
example changing compound
names) execution of predefined
methods including manual
reintegration

¢ In the data analysis view:
Integrating, printing reports and
recalibration excluding manual
reintegration

Sequence reprocessing as well as
all initial review tasks (loading a
batch from disk, initial loading of
arun into the interactive data
analysis view) always create new
result versions. These reanalysis
tasks cover all activities of the
ChemStation operator thus ensur-
ing that all reanalysis steps at the
ChemStation operator level include
a user-independent versioning.
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In addition, ChemStation Plus
managers can perform manual
result manipulation interactively
in the Data Analysis view without
using the batch review user
interface. The user-independent
revision management does not
cover the manual reanalysis of
results in the standard ChemStation
data analysis view. The user creates
new result versions in this review
function using the manual Transfer
Data to Database command
(figure 19).

The following manual tasks in

the Data Analysis view, outside

of batch review, require a user
selected Transfer Data to Database

Create Study I

command to create a new result
version:

e drawing a manual baseline,
deleting a peak,

tangent skimming of one peak,
splitting a peak, and
integrating manually with a
negative baseline.

Access to tasks with a user-
dependent creation of new results
is the only difference in the

result management between

the ChemStation Security Pack
manager level and the ChemStation
Security Pack operator level.

The new result version in the
database is the same for both
automated and user-dependent
data transfer.

Custom fields

Genesl | Store in Addition |

T Assign Study

T Approval

- Store in Addition to Result

¥ Chiomatograms

¥ Spectia for Quantified Peaks

¥ Sequence

W Method

W RawData [ Delete raw data from file system
alter transfering to database

[ ]

Cancel Help

Figure 18

Default configuration of data storage in

database

@ Instrument 1 [offline 1): Data Analysis [cnickel]

File Graphicz Integration Calibration  Beport ﬁpeclra Batch gM

Wiew Abart Help

| D ata Analysis

| 005-0105.0

Setup ...
Custom Field Values ..

3

Jef e,

[DAD1 &, Sig=254.4 Ref= 5501DDJ|.

Figure 19
Manual revision management



User-independent, automated
result version management

The data storage includes an
application controlled version
management that is based on the
creation of a result reference file.
Prior to reprocessing, the applica-
tion software creates a binary
result registry file called
save_sec.req for each file. This
save_sec register is stored along
with the raw data. It includes all
numeric results of the current
result revision in a binary format,
such as amount, compound reten-
tion time and so on. Whenever a
new result is calculated, the soft-
ware automatically compares the
new run result with the original
result in the register file. If the
results changed, the software
detects the difference between the
most recent and the current result
and creates a new result version.

For proper documentation of the
changes, the application software
creates a second file in a human
readable format that stores the
results of the comparison and
documents the changes. The file is
named sec_trac.txt and is stored
along with the raw data in the *.d
subdirectory, as shown in figure 20.
Both the registry and the text file
are also stored in the database
along with the raw data and they
can be restored to disk with the
data file, if necessary. These
changes including manual
integration events are also docu-
mented in the Manual Integration
Events section of the ChemStore
audit-trail as shown in figure 21.
The audit trail as well as the
sec_trac.txt can be used in order
to regenerate the result from raw
and meta data at any time, for

Bl sec_Trac.tat - Notepad !EE
File Edit Search Help
Start of compare 6/8/88 12:29:24 PH _‘-_I
Operator : cnickel
Datafile : @85-8182.D
Conpare of Signal DAD1 A, Sig=254,4 Ref=550,180
Calib Peak Dimethylphthalate at ExpRT 8.7478 not found
Calib Peak Diethylphthalate at ExpRT 1.6219 not found
Peak with RT 3.4383 not found in previous results.
Modified data have been set as reference. ChemStore is updated
Calib Peak Dimethylphthalate at ExpRT B8.7478 not found
Calib Peak Diethylphthalate at ExpRT 1.8219 not found
List of 1ntegrat10n events history for signal DAD1 A, Sig=254,4 Ref=558,100
Event No. :
Time Start : 3 3764 min.
Abs. Start : -1.569827 mAl offset from chromatogram at begin peak
Time End : 3.519827 min.
Abs. End @ -1.449341 mAU offset from chromatogram at end peak
Conmand : Draw Baseline
Int.Hode : Done by drawing from point to point.
nllValleys : All Valleys OH
5
[ 47
Figure 20
Text file documenting result changes for the actual run revision
o Method Validation Help
[<cumitieds [Mo statistics Sequence Summary Report
mn : &
J AR I &] &
Sample | Compound |
T ;
= =
1| Status [ Modfiedby | Madified at [ Processed
— |Adm\msllelm | 3/15/2002 164231 | 3/15/2002 16:42:31
| e Nl in Mo, test
New Approval Pending 3/15/2002 164153 | 3/15/2002164163 |
Hew A pproval Pending 3/15/2002 16,4163 | 3/16/200Z 16,4153 \‘ ,27722@0“
| Loaded as part of Approval Pending IAEIN2 14145 | 3162007 16 7155 3 3.0000
Added to Batch Approval Pending Manual Integration Details ]
ew Approval Pending
ow Approval Pending [Start of compare 3/15/2002 5.37:46 PM -l
o Approval Pending | operaior Baa ol
Datafil : 005-0102.0
e Approval Pending operator2
ew Approval Pending | operatorl
1 Hew Appraval Pending cperator] CDmDa VSIgna‘ . Sig=264 4 Ref=550,100
ea Diference in Peak 1,02 min, Last vakie was +0.7 %
{amourt Difference in Compound 1.02 min. Last value was 0.032531 Curent value is 0.031328

Comment for selected enty:

Modiied data have been set as reference. ChemStore is updated
[Baseline drawn manualy
...Automatic ansfer from batch after detecting different results

List of integration events history for signal DAD1 A, Sig=254.4 Ref=550,100

Iorffied Custom field alues Lrchive defails | Man. Integ. Details | E vent No.
Time Start : 0942071 min g
sbs. Start - -0.116093 mlLl offset from chromatogram at begin peak
Time End : 1.191617 min,
bs. End : 0.000818 mAU affset from chromatogram at end peak
Command : Diaw Baseline
4 LIJ

11
Figure 21

Manual integration events documented in ChemStore run audit-trail

available under a confidentiality
agreement).

example in an audit situation

(see also the application note
“Handling of Electronic records
with ChemStation Plus” publication
number 5988-9643EN, which is
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ChemStation Plus Security Pack—Graphical Result Review and Calculation

Summary of version manage-
ment in the ChemStation Plus
Security Pack

Each time a new result is calculat-
ed in the ChemStation, the appli-
cation compares the values with
the result values of the last
reprocessed result copy. If it
detects a difference, it automati-
cally initializes the data storage in

the database. Each data transfer
of new results creates a new ver-
sion entry in the database so that
no data is ever overwritten. The
versioning also assures that no
“data” is lost and that a complete
“chain of events” is documented.

This ensures full data integrity and

traceability.

Agilent ChemStation Plus Security Pack—Graphical Result Review and Calculation

The graphical result review for
example inspecting the baseline
of the chromatogram or zooming
in to check the integration, is
done in the ChemStore review
client. If any further rework is
required the data is submitted to
the ChemStation batch review
user interface for data reanalysis.
In batch review the ChemStation
Plus Security Pack allows splitting
the review into a working and a

calculation section. The applica-
tion allows a graphical rework of
the chromatogram for each run
that was included in the batch.
This is done by setting new
integration events and applying
manual events such as baseline
drawings and others without an
immediate transfer to the data-
base. The transfer is initiated
automatically as soon as the user
has finished his work and decides

Inef

Time Arca Height
0748 6448 229
.05 5768 167.9
258 %73 553

5.878 556 3E.E

Width _ Symmetiy
0.0448 0.703
0.0521 0,693
1015 064
0.2253 0573

ESE B

| Integration Result Information !
{_'j . ) . . .
— The ChemStation is operaling in Security Mode
The integration results will not change if you
draw a new baseline or change integration events
LCFis
e To see the difference you have to transfer the new
O results to the ChemStore Database by using the
Sapi ||| integiate button in the batch tool bar
Gample Infa] |
e
o o
BATCH
LR

Sample  Vial SampleType Run DataFile i}
i 5 3| 005-0103.0
4[006-0201.0 |

500702010 |

* lsocraticStd| & |Samgle [
= |lsocratic S| 7 |Sample |

Results have been modified in datafile 005-0102.0 . New results wil be stored in ChemStare

Frear=r=1/=1

—:

Results are identical...

Figure 22

Result calculation and automated versioning
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to calculate the results with the
new settings by moving to the
next run or starting an automated
result recalculation (figure 22). As
soon as new results are created,
the result transfer to the database
is performed either for the single
run, or if starting an automated
result recalculation, for all
reprocessed runs. During the
transfer of manually integrated
data the user is prompted for a
mandatory comment that is written
to the results audit trail. The
comment can be either a selection
from a set of predefined comments
or a free text or a combination of
both. After finishing the data
reanalysis and closing the batch
review interface, the temporary
files will be deleted from the local
hard disk.



ChemStation Plus Security Pack—Electronic Signatures and Password Security

21 CFR Part 11 permits the use of

electronic signatures if the appli-

. . . Mumber of rung to be approved: 1
cation ensures data integrity, data

security and full audit-trail docu- Reenter your login name: |ubober
mentation. If an electronic signa- Rieenter your passwerd: |1
ture is supposed to be equivalent — T
to a handwritten signature it must Bpprove  Study: [
contain at least two distinct identi- _
fication components such as an Run time: |11f5f2003 2223 PM | SampleName:  [lsocratic Std. 1
identification code and a password. Original path: |3 HPCHEMAT\DATAYDEMOADOS-0103.0
Approval level:  First lavel &' Second level
Approval of results Fieason for appraving a rur:
The ChemStation Plus Security | Checked by DA, =
Pack protects all activities that Final &pprd =]
create, modify or delete electronic
records with user privileges and =
electronic signatures. Signing for
approval is a privilege that must spprove | Applytoal LR Hep |

be configured and granted by the - )

system administrator and is there- Silgiglfg gff results requires reentry of user-ID with password confirmation and a
fore limited to certain users. mandatory comment

Signing runs for approval or

rejection always prompts for a

re-identification and password
confirmation of the Signer for each Default approval configuration T Ereconfigured approval comments
run, plus a mandatory comment for
the sign off, as shown in figure 23.
The signer has to be the currently

—dpproval configuration

V¥ Multilzvel approval

logged—on user. ~Run locking

Runs will be locked ...
ChemStation Plus provides three . hever
levels of approval tied to two € .. onfirstlevel approval

separate user peImissions to % i on second-evel approvat

support the typical approval work-

.. on third-level approval

flow in an analytical laboratory. It R e e

can be configured on a study level The Lims export will start ..
whether multiple approval levels . never

should be applied or not. The . after first-level approval
approval configuration is part . after second-level approval

of the study settings. For new = after third-level approveal

studies the settings from the global
approval configuration template are ]—IDK = Help
copied to the study. The approval

configuration is shown in figure 24.

Figure 24
Global approval configuration template
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The operator will typically give
the first level approval when
reviewing his results. To allow for
peer reviews the application sup-
ports multiple first level
approvals. The second level
approval lies in the responsibility
of the laboratory manager when
signing off the results and pre-
vents a signed run from further
first level approvals, unless the
run is rejected. The third level
approval (equals a 2nd second
level approval) can serve as the
final sign-off by the quality control
department. It requires the signing
user to have the second level
approval permission. After the
third level approval no more sig-
natures can be applied unless the
run is rejected. Optionally runs
can be locked from reanalysis
after the approval (see figure 24).
Which level finally locks the run is
configurable. The administrator
assigns the permissions for the
different approval levels to the
users.

Preconfigured approval
comments

The ChemStation Plus Security
Pack provides the ability to globally
define approval comments.

These comments consist of two
components - a short fixed text that
cannot be modified nor deleted by
the signer and a pre-defined
default text that can be changed
during the signing. These two
components appear during the
approval. The signer has to
choose a fixed comment from the
dropdown list box containing the
pre-configured comments as shown
in figure 23 and can optionally enter
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or change the free-text comment.
The approval comments are
defined by the administrator in the
global approval configuration tem-
plate.

All other sensitive actions (for
example, changing run-related
custom field values such as the
batch ID) and the archival or
deletion of runs follow the same
process as described above and
are tied to distinct user permissions.
All electronic signatures are noted
in the individual sample audit-trail
and in the database logbook.

The ChemStation Security Pack
uses electronic signatures based on
the application User-ID/password
combination to uniquely identify
the user and his or her signature.
In order to keep the password
unique to the individual user an
additional security function is
implemented to periodically check
and revise passwords, and apply
the company's password policy
(figure 25). The administrator

can specify the values for these
conditions.

e Minimum length is the minimum
acceptable length (in characters)
of a password. Passwords
shorter than the minimum
length are invalid and rejected
by ChemStore C/S. The default
is eight characters with a valid
range between 0 and 30.

e Password expiry date is the
number of days over which the
password remains valid. The
password expires after the
specified validity, and a new
password must be provided.
The default is 90 days with a

valid range between 1 and 32000.

e Password uniqueness is the
minimum number of new,
unique passwords that a user
must use before a password can
be re-used. The default is 12,
which means that a user must
change the password at least 12
times before re-using the original
password. The range is between
0 and 32000.

e Account lockout after x’
attempts (where X’ is the
number of failed log-on attempts)
is the maximum number of
consecutive unsuccessful
attempts that a user can enter
before ChemStore rejects the
user. The default is three with
a valid range between 0 and
32000. If the maximum number
of re-entries is reached, the
current user is invalidated and
must be reactivated by a user
with the required permission.

Pazsword settings l
Minirum pasaword length IE! characters
Password expires in ISEI daps
Pazsword unigueness:  Remember |12 pazswords
Account Jock out after |4 attempts

Ok I Cancel | Help |
Figure 25

Password policy



ChemStation Plus Security Pack — Audit-trails and change documentation

The Agilent ChemStation Plus
Security Pack includes four audit-
trails:

¢ run logbooks,

¢ method revision history data,

e sample audit-trail, and

¢ database logbook.

Run and sequence loghook

During data acquisition, all events

are documented in the sequence

and run logbooks with date and

time stamp (figure 26). The

sequence and run logbook

documents all data acquisition

events such as

¢ start and execution of methods

¢ the actual sequence line in the
sequence table,

¢ any failure during method
execution, and

¢ any modification of method
parameters during the analysis,
such as manually extending the
run time

¢ initialization of data spooling to
the ChemStore C/S database.

Method changes

The method changes are stored
with each current method version
including a mandatory user

comment for the change (figure 27).

The method audit-trail stores

¢ the time of change and the
operator who performed the
change

¢ the current method revision in
the database, and

¢ a mandatory comment of at
least five characters each time
the method was changed.

Sample audit trail

The sample-related audit-trail,

shown in figure 28 documents

¢ all changes and modifications,
on one sample,

¢ all run versions,

¢ all user comments during
reanalysis cycles, and

¢ a detailed change documentation
of manual integration events.

¢ all approval events including
the name of the approver, date
& timestamp, approval com-
ment and the level of approval.

17:41:58 06/08/00
17:41:57 06/08/00
17:41:57 06/08/00
1.0 17:41:43 06/08/00
vial# 7 inj# 1 17:41:43 06/08/00

17:41:41 06/08/00
17:41:41 06/08/00

17:40°50 06/08/00

Figure 26
Run and sequence logbook

[ Method Change History

Operator Date Change Infi

W 4/25/97 4:28:18 PM Update to Enhanced Integrator

chickel 5/4/00 5:29:45 P report to file test

chnickel 5/11/00 B:05:01 P ho repart output

chickel 5/12/00 4:27:59 PM sighal B and C on

cnickel 5/18/00 12:24:48 P separated signals

support B/7/00 6:11:24 P changed integration events

chickel E/3/00 3:53:33 PM Added method comment
Figure 27

Method change audit-trail

Sample | Compaund |

All reanalysis events and result
versions are documented in the
sample audit-trail. The sample
audit-trail creates for each result
change one new line in the audit-
trail table. It displays both the
interactive manual changes and
the system generated entries each
in a separate line. Examples for

Added to Batch

[Manual Integration Details

Audit trail i — i
E ; L
=1 [ Status | Modfiedby | Modified at [ Processed JTy
— | Approval Pendng | Administrator 3/15/2002 164231 | 3/15/2002 16:42:31
| |8 New i a | Administiato il in No test
| New Approval Pending 3/15/200216:41:53 | 3/15/200216:41:53 |
| New Approvval Pending 3A5/002 164153 |3/16/2002184158 || (2 | 20000)
Loaded a3 part of Approval Pending AR 1R4T4R | ARG ARPTRS I 13 | 30000

\Area Difference in Peak 1,02 min. Last value was +0.7 %

Comment for selected enty.
Modiied data have besn set as eference. ChemStore is updaled

Baseline drawn manually
Automatic transfer from batch after detecting diferent results

Listof intgration events history for signal DAD &, 5ig=254 4 Fie<B50,100
cdeais | [ Man Ioteg Dtk | [Eventio 1

Tire Start - 0 942071 rin
s, Start: 0116093 mél) offse from chromatogram =t begin peak
Time End 1191817 mir
(s Erel 00000815 mal) offset fiom chiomatngrem ot end peak
Command - Draw Bassline

Kl

biodfied Custor fisld values | Arcf

Approval Pending

ow Approval Pending

1 ‘Approvel Pending tat of compare 3/15/2002 5:37-46 Fh =]
= = - Operator - admin

o porovel Pending | aperatar b s

ow Approval Pending | operatar

2w Approval Pending operatar

9 Approval Pending | operator Compare of Signal DADT 4, Sig=254.4 Fef=550100

Wmount Difference in Compound 1.02 min. Last value was 0032591 Curent value is 0.091928

of

Figure 28

Audit-trail table with manual change documentation in the comment field
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manual interactive changes are:

¢ change of custom field values

¢ manual reintegration during
reanalysis,

e approval, rejection and retransfer
to batch,

¢ reloading data to disk,

¢ archiving and dearchiving, and

¢ re-opening of read-only runs.

The automated entries in the

sample audit-trail are created when

¢ arun is transferred to the
database

e a new result version is created

e arun is reloaded in the
ChemStation batch review
interface for reanalysis.

Database loghook

The database logbook (figure 29)

stores all application related activ-

ities such as:

¢ log-on/log-off events and failed
logon attempts,

e archive/delete/reopen activities,

¢ session locks and unlocks,

e approval and rejection of runs,

¢ modification of custom fields
and custom field values,

¢ changes in user administration,

¢ modification of user
permissions,

e password resets and password
clearance, and

¢ database migration from
Access to Oracle.

¢ Account lockout events.
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Review of method parameters

Each result version is associated
with its ChemStation method that is
stored in the relational ChemStore
database. To inspect the differences
in method parameters between
result revisions or to review a
method that was used to generate
a specific result the application
provides direct access to the
method information from the
ChemStore user interface. All
method parameters, including
acquisition parameters, data
analysis parameters and calibration
information can be reviewed in

the associated result version,
method name,

method modification date,
study name,

database name,

sample name,

injection date and
acquisition instrument.

Changes to method parameters can
only be applied in the ChemStation.
For this purpose the method has
to be restored from the database.
New result versions generated
with the modified method are
spooled to the database along

. with the method.
read-only mode as well as printed.
The method report header con-
tains information on
=¢ Chemstore C/5 Logbook l
Number of selected entries: 264
# | User Created at Reason for entry Aftected user Client PLC name E
263 | aperator E/3/00 3:48:57 PM Logged off Review Client  |HPwEBM187
262 | aperator E/9/00 3:47:57 PM Successhully logged on Review Client  |HPwWEM187
261 | cnickel E/3/00 3:47:57 PM Logged off Review Client  |HPWwWBM187
260 | cnickel £/3/00 11:19:51 AM Successfully logged on as Manager Instrument 1 HPwEBM187
259 | chickel 6/8/00 £:33:53 PM Logged off Feview Client  |HPwWBM187
258 | chickel E/8/00 B:33:46 PM Logged off Instrument 1 HPwEBM187
257 | cnickel E/8/0012:21:53 PM Created batch Review Client | HPwEBM187
256 | chickel E/8/0012:13:01 PM Successfully logged on as Manager Instrument 1 HPwBM187
255 | operator 5/27/00 8:48:42 PM Logged off Review Client  |HPwEBM187
254 | operator 5/27/00 8:48:16 PM Successfully logged on Feview Client  |HPwWBM187
253 | support 5/27/00 8:48:16 PM Logged off Review Client  |HPwEBM187
252 | support Successhully logged on Review Client  |HPwWEM187
251 | operator 5/27/00 8:46:00 PM Logged off Review Client  |HPwEBM187
250 | operator 5/27/00 8:44:24 PM Successfully logged on Review Client  |HPwEBM187
243 | support 5/27/00 8:44:24 PM Logged off Feview Client  |HPwWBM187
248 | support 5/27/00 8:43:56 PM Modified permissions operator Review Client  |HPwEBM187
247 | support 5427700 PM Successhully logged on Review Client  |HPwWEM187
248 | aperator 5/26/00 4:01:29 PM Logged off Review Client  |HPwEBM187
245 | operator B/26/0012:2313 PM | Successhully logged on Review Client  |HPwEBM187
244 | cnickel 5/26/00 122313 PM | Logged off Feview Client  |HPwWBM187
243 | chickel B/26/0012:21:58 PM | Successfully lngged on Review Client  |HPwEBM187
242 | cnickel S/26/001220:77 PM | Successhully logged on Review Client  |HPwWEM187
241 | chickel 5/26/00 10:40:36 &M | Logoed off Review Client  |HPwEBM187
240 | cnickel 5/26/00 10.14:26 A | Archived uns Review Client | HPWEM187 z
RBermissions Print | Cloze Help
Figure 29

Database logbook



Agilent ChemStation Plus Security Pack — E-Mail Notification

The email notification feature
(client-server only) allows to send
an email to a configurable list of
recipients on the event of

e account lockout

¢ batch submission

® user permission change

® user creation

For each event the recipients can
be defined separately as well as a
user-defined message text and
subject.

This function requires an e-Mail
server to be running in the network.
The e-mail message can be trans-
ferred to the e-mail server through
Simple Mail Transfer Protocol
(SMTP). For example this can
serve for the purpose of instant
notification on unauthorized
attempts to access the database.
An e-mail message can be triggered
by account lockout events in the
ChemStore C/S database logbook.
(figure 30).

E-Mail Notification § etup Il

[ Mail server setup |

Maihost: [mai_host_01

Port: |25

Sender: [C5server <mail_csserver@company. com>

Aocountlocked |

¥ Enable

To |\on_adm|n@company.com

Ce: [linda_manager@sampany. com

Subject: [ALERT - Account lncked

User Text [CCOUNT OF THE USER ABOVE HAS BEEN LOCKED. PLEASE TAKE 4PPROPRIATE ACTION. <]

[ |

Send test mail

= ALERT - Account locked - Message (Plain Text).

=13l

| File Edit Wiew Insert Format Tools Actions Help

— | Boreply | Borentytoal | o Forard | S 5 | v ‘EETX|4 ""ﬁ‘ B

Figure 30

From: CSserver [mail_csserver@companty., com] Sent: Mon 11/18/2002 7:10 PM
Toi ‘jon_administrator@company. com*
co linds_manager@company.com

Subject: ALERT - Account locked

Initiated =
Date: 19 nov 02 09:21:00
Uszer: system (System)

affected
User: ubober (Ute Bober)

Client: Review Client
PC-MName: WADC1987|

ACCOUNT OF THE USER ABOYE HAS BEEN LOCKED, PLEASE TAKE APPROPRIATE ACTION.

This message was generated automatically by ChemStare C/S Server.
Please do not reply,

Setup of e-mail notification
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ChemStation Plus Security Pack—Product Options and Configuration

Standalone version

The standalone version provides
the ChemStation CD-ROM revision
A.10.01 or higher and the
ChemStation Plus CD-ROM
revision B.03.01 or higher as
described in the table next to

this text.

Client/server version

The client server/version of the
product consists of a set of
components that are required to
implement ChemStation Plus
Security Pack in a client/server
version. The product number are
listed in the table next to this text
along with the required quantities.
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Description Product No.
ChemStation Plus Security Pack. G2183AA
Adds the secure ChemStore C/S relational database add-on software 1 per PC

module to the ChemStation Plus SW for A/D, GC, CE, LC and CE/LC-MSD.

Supports 21 CFR Part 11. Includes user documentation, licenses and media.

License to use G2183AA on another PC.
Includes license and user information only. Supports 21 CFR Part 11. Must
be on same order as G2183AA or requires a valid license for G2183AA.

1 per laboratory

G2187AA
1 per PC be in the
same laboratory

ChemStation Plus client upgrade software. G1657A
Upgrades a single ChemStation Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

Description Product No.
ChemStore C/S server application software. G1410A

Includes:1 x ChemStore C/S and Oracle 9i standard edition software,
5 Oracle application-specific named user licenses are included.

Oracle named user license for Agilent NDS
Required for each named user of the ChemStore C/S server database.

ChemStation Plus Security Pack.

Adds the secure ChemStore relational database add-on software
module to the ChemStation Plus client server SW for A/D, GC, CE, LC and
CE/LC-MSD. Supports 21 CFR Part 11.

ChemStation Plus ChemStore client license.

Includes one online ChemStation Plus license for online data acquisition
and one ChemStore C/S offline data review license.

Includes license and user information only.

Requires but does not include ChemStation Plus software media.

License to use G2183AA on another PC.

Can be used as additonal copy for standalone installations or

as additional Security Pack client in ChemStation Plus Security Pack C/S
installations. Includes manual, 1 license for either online or offline use
and media. Supports 21 CFR Part 11 Must be on the same order as
G2183AA or requires a valid license for G2183AA.

ChemStation Plus client upgrade software.
Upgrades a single ChemStation Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

ChemStation Plus server upgrade software.
upgrades ChemStation Plus server software to the latest revision.

Qty: 1 per server

G1411A
Qty: (number of
clients connected
to server) -5

G2183AA
Qty: 1 per server

G2186BA

Qty: (number of
clients connected
to server —1

G2187AA
1 per PC in the
same laboratory.

G1657A

G1655BA

Includes G1656A ChemStation software upgrade. Requires valid software license.




u Agilent ChemStation Plus Method Validation Pack

Introduction

A comprehensive understanding
of the functionality of Agilent
ChemStation Plus Method
Validation Pack requires a brief
introduction to the general
aspects of method validation.

The goal of method validation is
“to provide documented evidence
that a specific process will consis-
tently provide results meeting the
predetermined specifications.”
This definition is taken from one
of the FDA's method validation
guidance documents. In other words
method validation is the process
of evaluating and documenting the
performance of an analytical
method to ensure that the method
is suitable for its intended use by
ensuring compliance with product
or method requirements. The
outcome should provide sufficient
confidence in the result produced
with a particular method.

The analytical purpose of the
method validation experiments is
to provide a master method with a
master chromatogram for all con-
secutive separations of this partic-
ular sample. Method validation
testing must compare results of
multiple runs (it is inter-chromato-
graphic) in order to answer the
question “is this method suitable
for the separation task?” The com-
parison must give a qualitative and
quantitative answer to this question
based on the analytical results. A
comparison typically involves a
human judgement, so how can a
comparison provide a user-inde-
pendent and quantitative result?
This is the most difficult task in
the method validation process,
because proper execution requires:

1. The definition of general good
quality criteria for a method to
address the qualitative require-
ments, and

2. The definition of specific
requirements for the individual
analytical problem to address
the quantitative question.

Eventually it requires an answer

to the question “does this method

provide good results based on
independent requirements?”

For step 1, ICH and FDA used the
definition of general good quality
criteria (along with many other
contributors). These organizations
defined a number of criteria that a
separation method must fulfill to
be classified as “good quality.”
These criteria are

accuracy

precision
robustness/ruggedness
selectivity

limit of detection/quantification
linearity

calibration function

Based on the compound type, all

or a subset of these criteria must

be met. Most common compound
types are

* main compound

® side compound

e known impurities

e unknown impurities

It is obvious that it is not necessary
to determine the limit of detection
for the main compound as the
amount of the main compound will
always be closer to saturation than
to limit of detection. A detailed list
of compound types and appropriate
test criteria can be found in ICH
and USP literature. Method
Validation Pack uses built-in tem-
plates to automatically

configure the method validation
according to the guideline under
consideration. The ICH has also
published a guidance on “Stability
Testing in New Drug Substances
and Products” to define the
required amount of information
and procedures for the submittal
in a registration application for
products (ICH Topic Q1A). The
purpose of stability testing is to
provide evidence on how the
quality of a substance varies with
time under the influence of a
variety of environmental factors
such as temperature, humidity,
and light, and to establish a re-test
period for the substance, and
recommended storage conditions.
Method Validation Pack does
include tests for short-term and
long-term stability testing according
to the ICH guideline.

Based on these test criteria, step 2
can be executed. This is an indi-
vidual definition of requirements
(quantitative limits) for the
statistical results of the tests by
the responsible validation person.
This step must be repeated for
each new validation and will
require different limits for each
validation experiment. Method
Validation Pack maps this step
with a set of advanced statistical
calculations. The calculations
offer simple summary statistics
(RSD, %RSD and linear regression
statistics) as well as a set of
advanced calculations for outlier
detection, trend tests and many
more. For each criterion, a different
set of statistical calculations on
the result values is performed
based on the test requirement. The
administrative user defines the
calculation limits, transferring
analytical requirements into
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quantitative result criteria. Method
Validation Pack offers tests such
as Neumann trend tests and
Outlier tests (e.g. according to
Dixon) and many more to provide
and document an assessment of the
quality of analytical separations.

Method validation is an iterative
process. Through the course of the
validation it might turn out that
some acceptance criteria need to
be revised or even that the whole
method of analysis is not suitable
for solving the analytical problem.
To support this approach Method
Validation Pack allows to generate
and manage multiple versions of
the same validation.

Step 3 is to construct the overall
validation report including the
validation data, results and
statistics, graphics and additional
information such as required
standard operating procedures for
sampling, analysis etc. Method
Validation Pack includes a variety
of different reporting functions.

What's New?

With the latest revision users can

benefit from new functionality in

many areas as listed below.

Validation planning

¢ Solution stability calculations
for short-term as well as
long-term stability studies
(see ChemStation Method
Validation Pack — Checkpoint
Planning on page 52)

¢ Enhanced handling of selectivity
data and calculation
(see ChemStation Method
Validation Pack — Checkpoint
Planning on page 57)

Validation execution

e Submission of custom validation
sequences (see Working with
ChemStation Plus Method
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Validation Pack — Level 3:
Checkpoint planning on page 49)

e Partial execution of validation
sequences (see ChemStation
Plus Method Validation Pack
— Interaction with other
ChemStation Plus modules
on page 58)

Validation report

e (alculation formula documented
in the report

¢ One-page summary report

e Optionally color-coded test
results in the reports

e Manual integration indicator in
the report

e Optional inclusion of audit trail
information in validation reports

e Development validations carry a
marker in the report
(see Working with
ChemStation Plus Method
Validation Pack — Level 1:
Reporting on page 51)

Export

e Export of validation reports in
pdf-Format (see ChemStation
Plus Method Validation Pack —
Data Security on page 62)

Administration

e Unlocking of locked validations
with an electronic signature
(see ChemStation Plus Method
Validation Pack — Data
Security on page 65)

User documentation

e Revised Method Validation Pack
User’s Guide and Online Help

Product description

Agilent ChemStation Plus Method
Validation Pack is a data
management system for all method
validation data. It includes advanced
statistical calculations and result
management in a relational database.
Method Validation Pack offers a
compound-centric design. For each

compound it allows to define a set
of tests (checkpoints) according
to ICH, Pharmacopoeia or DIN
guidelines. By default each test
requires results of at least six
repetitive injections in order to use
statistics for a quantitative result
evaluation. In some areas less than
six values can be used, but then
some statistical evaluation methods
are omitted. The statistical results
can visualize whether the analytical
results meet their specifications or
show any deviation. When all tests
are passed, the compound meets the
requirements. When all compounds
meet the requirements the method
can be seen as applicable or “vali-
dated” according to its well-defined
purpose and with the specified
limits. At this stage, the validation
can be locked, the full validation is
printed and the validation study for
this method can be archived.

Method Validation Pack provides
all required statistical functions
and calculations, stores all results
with their raw and meta data,
displays the statistical results
graphically, and captures all actions
in automatic user-independent audit-
trails. Further, it allows to map the
key steps in validation experi-
ments - planning and definition of
expected results, experiment exe-
cution and result evaluation - as
separate tasks tied to different
user permissions. All steps are
documented in audit-trails and are
fully traceable. Method Validation
Pack is equipped with a fully fea-
tured document management sys-
tem (DMS), that is used to retain
and manage all versions of a vali-
dation (including all attachments).
The DMS provides a powerful
search engine, further complement-
ed by the ability to tag validations
with additional keywords.



Agilent ChemStation Plus Method Validation Pack — Work Flow

Configuration

The configuration of validation
experiments is hierarchical (figure
31). The top level represents the
complete validation experiment.
This level may include standard
operating procedures (SOP) for
sampling, sample preparation,
description of quality and grades
of solvents, testing materials, a
description of the analytical method
and so on. Such information can
be directly added as validation
comments or enclosed as document
attachments to the validation.

The next level introduces a
compound-centric view of the
validation in the form of compo-
nents. This enables individual
calculations and validations for
each compound or peak in an
analytical separation. For further
structuring the validation, it is even
possible to define multiple compo-
nents for the same compound or
peak (for example if different
matrix effects are investigated).

For each component, additional
sub-levels offer a list of check-
points such as robustness, linearity
and others as defined in the various
regulatory guidelines. The planning
of checkpoints is the lowest level
because each checkpoint can have
a different planning configuration.
Within the planning dialog,

data is configured such as the
determination method, the
applicability of multiple injections,
or multiple determinations for one
result data point as well as the
number of result values and test
specifications such as nominal
(expected) values or limits.

Test execution

Having completed the validation
configuration, the experiments
can be executed on an Agilent
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Options for generation of Method Validation sequence

ChemsStation Plus system. Method
Validation Pack transfers the theo-
retical validation planning into a
list of analytical runs by creating
one or multiple ChemStation

method validation sequences
(MVS). The user has three options
during sequence generation.

As shown in figure 32 the validation
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can be transferred into
¢ a single sequence for the

complete validation
® one sequence per component
e or a set of user-defined

custom sequences.
The custom sequence option allows
to define as many sequences as
required in any combination of the
invididual checkpoints. During the
submission the sequence can be
assigned to a specific owner or
made available to all users.
To minimize the amount of
necessary data and analysis time
some checkpoints can share, if
suitable, the same result data.
This function can be enabled in
the MVS export options (figure 32).
For the ease of use Method
Validation Pack provides a wizard
that proposes which result data is
suitable for sharing. The user may
decide per checkpoint whether or
not to share the result data as
shown in figure 33. Method
Validation Pack transfers these
sequences to the ChemStation for
data acquisition and data analysis.
The sequences can load into an
Agilent Method Validation Pack
ChemStation system and run
similar to other sequences in the
Agilent ChemStation. The results
of the method validation sequences
are stored automatically in the
ChemStore database. Each
validation corresponds to a
separate ChemStore study. If a
validation sequence failed it can
be resubmitted and rerun. Or if
only parts of a validation sequence
need to be repeated, for example
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Wizard for multiple usage of checkpoint results

due to an instrument error
towards the end, it can be loaded
into ChemStation and modified
accordingly.

Result data entry and statistical
calculations

After completion of the analytical
experiments the results can be
uploaded from the ChemStore
database into Method Validation
Pack. The upload from ChemStore
is an automated direct database
data access invoked by the user.
The transfer is executed as
defined in the planning of the
validation experiments. The data
wizard helps to find and complete
data sections, that require manual
entries. The analytical results are
contained in the ChemStore data-

base whereas the validation results
are contained in Method Validation
Pack. Traceability of results is
achieved with unique run-IDs in
ChemStore for each result version.
The ChemStore run-IDs are also
transferred and displayed along
with the analytical results in the
Method Validation Pack.

When all result data is imported, the
validation report can be printed.
This report displays all data related
to the validation as defined in the
top-level validation configuration.
This includes the components, their
planning and result data as well as
the calculation results, statistical
data and conclusions, for example,
“outliers [not] detected” along with
a graphical representation of the
results in charts.




Data management and audit-
trails

All configuration and result data
along with the MVS files and vali-
dation reports form the “valida-
tion”. It is stored in a relational
database for full data integrity and
to ensure data security. Every vali-
dation modification or configura-
tion change is stored in the DMS

database as a new version of the
existing validation. All changes
and modifications are documented
either in the program audit-trail
(for program related events such
as logon) or in the validation
audit-trail. In a server-based instal-
lation all validation data is stored
in additional Oracle tables of the
same database instance as used by
the ChemStore database. In the

entry-level system each validation
is stored in a separate validation
database on the local hard disk
(file extension .VDB).

ChemStation Plus Method Validation — System Requirements

Compatibility with
ChemStation Plus modules

Agilent ChemStation Plus Method
Validation Pack A.02.01 is
compatible with the following
ChemStation Plus modules:

e Agilent ChemStation for GC,
LC, A/D, CE, CE/MS and LC/MS
for instrument control and data
analysis

e Agilent ChemAccess remote
access and module

e Agilent ChemStore data organi-
zation and data storage module

For result management in a rela-

tional database, Method Validation
Pack requires the ChemStore data-
base or ChemStation Plus Security

Pack. Method Validation Pack is
available in a standalone PC-based
version or as full client-server
application. The standalone data-
base file format adheres to a
common standard, which is used
by many other applications, for
example, MS Access. The client-
server version is based on an
Oracle relational database.

Hardware requirements
The following list shows the mini-

mum hardware requirements for
the client application:

e 600-MHz Pentium II (Pentium IV
recommend)
e 4 GByte of free hard disk space

e 128 MB RAM for single Chem-
Station instrument. 256 MB is
recommended for best perfor-
mance, for Windows XP the
minimum requirement is 256 MB.

e 256 MB RAM for two Chem-
Station instruments (512 MB or
more is recommended for best
performance)

e Display: 1024 « 768, small

fonts, 65-thousand col-

ors

Method Validation Pack installs and
runs on the same instance of the
Oracle database as ChemStore C/S
and thus does not require a separate
Oracle licence. For server hard-
ware requirements, please refer to
the server hardware requirements
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for ChemStore on page 5.
Software requirements

e Windows 2000 Professional with
Service Pack 4 or Windows XP
Professional Service Pack la

¢ Agilent ChemStation revision
A.10.01 or later

e Agilent ChemStore C/S B.03.01
or higher

e Microsoft Internet Explorer 5.5
or later

¢ Microsoft data access
components (MDAC) 2.8 will be
installed on your system. If you
already use a later version of
MDAC, or require for compati-
bility reasons a previous version,
please contact your Agilent
support representative for
compatibility information.

¢ A printer must be installed and
configured in Windows.

¢ The hard disk partition
that is used for installation of
Method Validation Pack must
be formatted with NTFS.

Hard disk space

Standalone installation

Method Validation Pack needs
approximately 40 MB hard disk
space for the installation files. The
validation database files (VDB)
typically require 250-1000 KB
each. The exact size strongly
depends on the size of embedded
graphics. If possible, use vector
graphics (WMF-format) rather
than bitmap graphics (BMP) to
reduce the validation file size.
Using large bitmap graphics in
validation comments also has an
impact on the DMS size. Hard disk
requirements for the Oracle data-
base are discussed in the following
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paragraph.
Client-server installation

The client-server version of
Method Validation Pack is based
on an Oracle relational database.
The application supplies three
pre-defined schemes for the data-
base installation: small, medium
and large. The databases are
separated into multiple tablespaces
for better performance and
administration. In particular, the
tables storing the validation data
(comments can contain large
graphics) and those reserved for
the document management system
(DMS) reside in larger tablespaces,
optimized for the management of
BLOB data (binary large objects).
Table 13 shows the database sizes
according to the configuration.
VDB files are validation data files,
the DMS stores all VDB file

versions; changes to one VDB file
are stored as a new version, new
VDB files create a new entry in the
DMS system. The required space
for an individual VDB file was
discussed in the previous section.

Database parameter have been
chosen for unattended operation;
tablespaces and datafiles extend
automatically until their maximum
file size has been reached.
Nevertheless, you should keep

in mind that frequent database
maintenance and administration is
necessary to ensure optimum
performance and correct and
secure operation (backup tasks,
size checks etc.). Your database
administrator may manually
expand your database if necessary.
There is no known database size
limitation in Method Validation
Pack.

Small Medium Large
VDB data Database MB Database MB Database MB
Initial size 30 Initial size 600 Initial size 1200
Maximal size 300 Maximal size 1200 Maximal size 2400
File growth 15 File growth 30 File growth 60
Comments Comments Comments
Initial size 100 Initial size 1400 Initial size 2800
Maximal size 700 Maximal size 2800 Maximal size 5600
File growth 40 File growth 70 File growth 140
DMS data Database MB Database MB Database MB
Initial size 20 Initial size 500 Initial size 2000
Maximal size 200 Maximal size 1000 Maximal size 4000
File growth 5 File growth 25 File growth 100
BLOBS BLOBS
Initial size 180 Initial size 4500 Initial size 18000
Maximal size 1800 Maximal size 9000 Maximal size 36000
File growth 45 File growth 225 File growth 900
Table 13

Preconfigured database sizes for Method Validation Pack in a client-server
configuration using an Oracle relational database



Working with ChemStation Plus Method Validation Pack

General software operation

Compatibility with Microsoft
functionality

Method Validation Pack is a
Microsoft Windows program and
can be operated via mouse and
keyboard in accordance with the
Microsoft Windows standard. Users
of Microsoft Windows programs
should easily become familiar with
operating Method Validation Pack.

Context menu

When working with Method
Validation Pack, the right mouse
button opens the context menu
displaying your current program
options. The context menu can
consist of functions concerning

a selected component, or the
attributes of a graphic or a report.
All functions of the context menu
are also accessible via the main
menu bar.

User interface settings

All settings that are changed in the
menus or tool bars are recorded
for the user and saved at the end
of a session. They are automatically
loaded during the users next login.

Navigation bar

On the left side of the screen, the

navigation bar presents the most

important top-level functions of

Method Validation Pack. You can

use this bar for directly selecting the

e program, default validation or
current validation audit

¢ Document Management System
(DMS),

e export dialog,

e import wizard for templates,

e new validation wizard,

¢ planning wizard,

e report settings (output
formats, etc.), and
® security settings

Ease of operation

All important tasks in Method
Validation Pack are accompanied
by wizards to make it easier for
the novice user to become familar
with the main tasks.

Validation assistant

Method Validation Pack comes with
an additional validation assistant
that helps to configure and setup
Method Validation Pack function-
ality. An administrator can configure
the assistant to automatically start
after each user logon. In addition,
the wizard can be started inter-
actively at any time. The assistant
helps speeding up the operation of
the software, and offers a quick
and easy way to resume your
work. The assistant offers the fol-
lowing options when started
e Creation of a new Validation
¢ Opening an existing Validation
e Opening the last Validation

(per user)

The validation assistant guides the
user through all configuration and
planning steps in Method Validation
Pack. It can be used either to
create a new validation or to add
anew component to an existing
validation. It is accessible from
the validation or help menu or via
the context as described earlier.

Data completion wizard

Some checkpoint information
(such as the concentrations for
linearity) can only be added after
data acquisition. It is not available
during checkpoint planning.
Method Validation Pack therefore

has an integrated data completion
wizard. As long as a checkpoint

is not complete, the related report
cannot be generated and is flagged
incomplete with an invalid-data
entry in the table of contents.

The Data Wizard points the user
to all incomplete checkpoints
prompting him for completion.
Double-clicking it opens the data
input grids. Input fields with a
dark background are locked and
supposed to be automatically
populated with data from the
ChemStore study. Input fields with
normal background color require
manual entries.

Application structure

ChemStation Plus Method
Validation Pack translates the
validation requirements into a
structured workflow following a
stepwise approach to analytical
method validation. It requires the
user to thoroughly configure and
plan a validation before executing
the actual experiment. By design it
forces the user to separate method
validation testing into three steps:
* planning and design,
e test execution (run samples), and
e result calculation based on the
experimental result data.
All of these tasks are managed
within ChemStation Plus. All
ChemStation Plus modules support
data security, data integrity and
audit-trails for comprehensive
support of FDA's requirements for
electronic records and electronic
signatures (21 CFR Part 11). The
combination of audit-trails in all
ChemStation Plus modules with the
advanced data security features built
into the relational database offers
full traceability and complete
documentation of all steps during
the method validation experiments.
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Method Validation Pack

hierarchy

The Method Validation Pack soft-
ware structure is strictly hierarchical,
divided into five levels. These levels
also correspond to user-access
levels. The list below outlines

the step-by-step execution of the
method validation experiments
with the hierarchical structure

and the user access levels.

Before acquisition — creating a
validation template

1) Setup and configuration
(User levels 5 and 4)
Overall validation planning,
definition of program defaults
and component configuration
in the Method Validation Pack
software

2) Checkpoint planning
(User level 3)
Each checkpoint can use
different calculation methods
depending on the applied
guidelines. The checkpoint
configuration step is either
repeated for each checkpoint
or it is copied from another
component using drag and
drop functionality.

Data acquisition — the validation
experiment
3) Experiment preparation,
data management and
execution (User level 3)
This step consists of:
¢ Creation of new or update of
existing ChemStore study for
the analytical result data
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e Automatic translation of the
validation into one or more
system-generated ChemStation
sequences based on the vali-
dation configuration and

e Submission of the sequence(s)
to the ChemStation for data
acquisition

After acquisition — the validation
report
4) Data completion and result

calculation (User level 2)

e Review of the data, that was
acquired and stored in the
corresponding study in the
ChemStore database,

¢ Loading of the result data
from the database into the
Method Validation Pack, and

e Completing the necessary
manual entries with the data
completion wizard.

5) Creating the method
validation report

(User level 1)

e After data completion, the
method validation report is
compiled according to the
report configuration in step 1
(style and level of detail, for
example charts, statistical
details, calculation formula)

Figure 34 again illustrates the steps
outlined above. All configuration
and transfer steps are fully auto-
mated and integrated with the
other ChemStation Plus modules.
All data transfers are automatic
and documented in audit trails thus
avoiding any accidental transfer or
transcription error.

Create

validation

Run sequence
to acquire data

template
Integrated
Me_thDd_ sequence .
Validation —] generation [r—fp- ChemStation
Pack
Create Dynamic
validation 2bidy crestion /
and update Compliant
report from storage of
database \ / raw and
meta data
ChemStore
Database

Figure 34

Interaction of ChemStation Plus software modules and their mapping of the
key steps of method validation experiments



User levels

Top-level (Level 4 and 5):
Validation setup and configu-
ration

Setup

Method Validation Pack organizes

data in method validation databases.

A method validation database is the

top-level container for all data that

relate to one validation. All settings

are linked to one validation data-

base. For new validations the soft-

ware offers a master validation

template that allows building new

validations based on the template.

The following settings or properties

are configured per validation

(figure 35) and can be preconfigured

in a template:

¢ validation configuration,

® output settings,

¢ default reporting header data,

¢ storage of external documents
and,

¢ storage of method in text format.

Validation configuration

The validation configuration
defines the parameters for the
statistical calculations in the report.
Each checkpoint offers different
calculation options and is config-
ured individually. For example the
user may decide which level of
significance should be applied for
the t-values for the t-test as part of
the selectivity checkpoint (default
is “b% two-sided”). In addition, the
configuration task defines overall
calculations that are common for
all checkpoints. These include
outlier tests, trend test, homogeneity
tests and systematic error detection.
Other settings allow specifying the
minimum sample size for each
test, handling of zero as input value
and handling of missing values.

Properties of validation E2 k
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Figure 35

i 21 CFR part 11

Configuration

Output zettings

Default header data

Extemal documents |

Store method |

Lancel |

Validation properties menu for validation setup and configuration

For non-Part 11 validations
(“development validation”), the
user may also specify the audit-
level in the configuration.

Output settings

The method validation output
settings define the output format
and content of the validation
report. For each checkpoint the
extent of statistical information
contained in the report can be
configured separately. For details
on the checkpoint content, please
see the checkpoint section lateron.
Further, output settings define the
decimal precision for the result
data shown in the report as well
as graphic settings, text elements,
and whether or not to document the
configuration values in the report
or include audit trail information.

For text elements the output

settings define:

¢ the report title page,

e an additional general report
comment page,

e the report header

additional footer text, and

e default comments for
validation planning and
validation configuration

In addition, the text configuration
defines the checkpoint table head-
ers. Each checkpoint can have up
to ten freely configurable header
data items with different user-
defined content. The header infor-
mation is used to describe general
validation information that is
necessary to uniquely identify and
characterize the method validation
experiment. Examples for useful
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table header are the product
name, the analytical equipment,
QS or internal ID number, test
method and others. Default entries
for the header data can be defined
when selecting the default header
data button in the validation
properties. Figure 36 shows table
headers and default header data.

Default header data [x]
Heades
Product Wonderdug
Testmethod | WDG_rev.4.1
Test criterian
#-Dimension | nun number
Meas, sys. HPLC with MSD
05-Humber ABK_2306EE
Device type | Agilent 1100 series
Device-Mo. Systern 3
Comment No comment
oK | Cancel
Figure 36

Default headers (grey) and header data

Table headers can only be changed
or overwritten by changing the
complete validation configuration
while the default header data can
be overwritten for every checkpoint.

The graphics section defines the
checkpoints that will have graphic
result visualization in the final
report.

Default (checkpoint) header data
This section defines the header
data section of the checkpoint
report as defined in the output set-
tings. It provides a single entry
point for common data for all
checkpoints e.g. the method name
or an internal code for the tests.
All data that are entered as default
reporting header data are copied
to all checkpoint headers. The
default checkpoint header data
can be manually modified for each
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individual checkpoint if the actual
information are different from the
preconfigured header data. Using
default header data speeds up the
checkpoint configuration as it
allows skipping multiple data
entries for the checkpoint headers.
One example that might outline
the usage of default data for the
checkpoint header is the definition
of the analytical system as check-
point header. The system will
remain the same for all check-
points except for the ruggedness
testing where another system
from a different vendor might be
used. The user now enters the
analytical system by default in the
default header data and applies
this to all checkpoints. For the
ruggedness checkpoint the default
header data for the instrument
will be manually overwritten, for
all other checkpoints the default
header data are copied and do not
need a manual entry.

Storage of external documents
Users can store any external
document with the validation. The
document must be available as a
file with an extension that allows
direct read-out and data display.
This is particularly useful for
adding master methods, sample
preparation and other method
related information to the
validation. During printing all
external documents can be
integrated into the final validation
report. The storage capability of
external documents in the method
validation database allows using
the Method Validation Pack soft-
ware as a container for all method
validation related data (see also the
section on the DMS on page 62).

Store method

Store method allows adding

the method as a text file to the
validation database. The method
must be in file format and can not
be a folder or anything else that
can not be opened with a standard
editor.

Level 4: Component configuration
and checkpoint configuration

The next level under the top-level

is the component level. The

component typically relates

to a peak (or in ChemsStation

terminology to a compound) in a

separation but it allows having

multiple components for one peak

e.g. to perform result comparison

or result copies. Usage of multiple

components per peak is mainly
used during method development.

During component configuration

the user may specify a unique

name for the component along
with the checkpoints that will be
executed for this component.

Checkpoints are either created

according to a user selection or

can be based on predefined
templates. The templates include:

e Complete range (all check
points will be selected),

e Trace method (selecting preci-
sion, calibration function and
limit of detection/quantification),

* Trace method with demand
(above plus lab capability)

e Non-trace method (precision
only), and

¢ Non-trace method with demand
(above plus lab capability)

Each component typically
includes one or multiple check-
points from the following list:



¢ Precision - used to monitor
random errors

¢ Robustness/Ruggedness

e Lab capability (mainly used in
non-pharmaceutical applications)

e (Calibration function

¢ Limit of detection/quantification

e Accuracy

¢ Selectivity

¢ Ring experiment (used to com-
pare results among multiple lab-
oratories)

e Linearity

The checkpoint configuration will
typically depend on the compound
type, and hardly any component
requires execution of all check-
points. The system therefore
requires running the checkpoint
configuration for each component
individually.

Level 3: Checkpoint planning

Each checkpoint must be config-
ured. The configuration defines
the test and calculation methods,
data sources and data types for
x- and y values (e.g. for linearity
x-value is amount in mg/mL and
the y-value is peak height). A typi-
cal planning dialog, in this case for
accuracy is shown in figure 37.
The following sections are
configurable for all checkpoints:
e Headers
These data sections will show
the default data if configured in
the validation properties and
allow individual data entry for
each header line
¢ Planning data
Selects the calculation method
from a pool of possible calcula-
tions available for this check-
point

Number of samples and y-unit
Defines the number of
independent samples used for
calculations (Note: By default,
minimum number must be six
and the system will show missing
values either as Zero or as MV
in case the configuration allows
0 as valid data input). Each
sample translates into a
separate sequence line and

thus sample vial.

e Multiple injections or

determinations

“Multiple injections” means
repetitive injections from the
same vial and averaging the
results before applying statistics;
the number of injections can
vary between 2 and 10. “Multiple
determinations” allow using data
from two or more different vials
for the same checkpoint. Number

ChemStation Plus Method
Validation Pack — Planning
In this planning area the user
configures the ChemStation
result data type for the check-
point calculations. For example
for precision data the calculation
can be either based on peak area
or peak height as determined
by the ChemStation. Additional
header information can be
imported from ChemStore
along with the result values.
Available result values are peak
area, peak height, peak width,
retention time, and amount.

For the selectivity checkpoint,
resolution data is obtained with
different calculation methods as
provided by the ChemStation
(tangent method according

to USP/EP/ASTM, halfwidth
method, sigma method, statistical

of multiple determinations
allows for values from 2 to 10

method). Additional header
information can be:

& Accuracy h
i~ Header - ChemStation Plus Method Yalidation Pack - Flanning
Product |ate night wake up drug :
Test method | batch Datline |He|ghl ﬂ
Test criterion | According to ICH
#-Dimension | Run number Additional header info
Meas. sys. HPLC
05 -Number fantasy GEadic | j
Device type | Agielnt 1100 Header line 2 | ﬂ
Device-Na. far serial numbers see checkpaint header i g
Comment ho comment | J
Headerlna 4 | =l
i~ Plarining data Header line 5 | j
i~ Determination method
@ Comparigon with nominal value Nominal value p [1.2 Bccura =
' Methad comparison with joined sample
T Methad Sermeitse X " ccuracy is a gualitative concept. It describes the extent
oo H Rl R of correspondence between the expected value and the
€ Standard addition Mumber of walues with matix |0 conventional value. Accuracy is influenced by the -
- . '— systematic error. The systematic error i_s divided into a
Extented spliaimetad EELiEGE D constant systematic error and a propartional systematic
" Recovery error. A constant systematic error is not influenced by
T hictles b recivar Nominal valus v [0 the concentration of the substance to be determined. If
e ’ = the error is influenced by the concentration it is a
proportional systematic error.
Nurberof samples— [E A gualitative measurament for accuracy is the
-Urits | systematic deviation of the result
e e Comparison with the nominal value
B i There are two tests to compare the results of the
™ Multiple injection Humber per value 1 analysis with the nominal value: the nominal value t-test
and the Wilcoxon-Matched-Pairs-Signed-Rank-Test
SEmpe 2 g o
Lol detatilatin Hinkrpos ! IThe t-test tells you whether the nominal value lies within
ithe range of confidence of an analytical result. The
T | oK. ] (Wilcoxon test checks whether the distribution of values
— — — nf nhe mAasiring rw is svmmetrical amind a nnminal LI
Figure 37

Checkpoint planning window (example for accuracy) with sections for check-
point header data, test planning data, number of results y-units and multiple
determination.
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study name,
method name,
method text,
instrument name,
instrument module with
serial numbers,
run Ids (database Ids),
run Id with version number,
run Ids and approval status,
run Ids and raw data file
path, and

¢ all custom fields with data

entries.

The system allows a maximum of
5 additional header items providing
information from the ChemStore
database.

After the planning phase is
completed the planned validation
procedure can be automatically
translated into one or more
ChemStation sequences. Method
Validation Pack provides the
ability to submit a sequence
e per validation,
e per component, or
® as a number of custom
sequences
to the ChemStation.
When choosing to create a
sequence per validation, the
software generates a single
sequence containing all necessary
sequence lines to complete all
tests in one sequence. This will
be the most suitable and efficient
way in case the method will
not be transferred between
instruments and thus no
ruggedness testing is required,
or if no time-consuming tests are
involved such as long-term stability.
If a validation is structured per
component in a way that each
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component can be validated in a
separate sequence either on the
same or a different instrument,
sequences can be submitted per
component. Method Validation
Pack then creates a sequence for
every component.

Depending on the number of
compounds and the extent of
validation it might be useful to
define your own set of validation
sequences. For this purpose the
custom sequence submission
provides the user with the
capability to freely combine
tests into as many sequences as
required. For this purpose all
tests are displayed in a tree-like
structure, where checkpoints that
include several data series are
already divided into separate
sub-items. The user can choose
from the tree, which tests are to
be combined in a sequence and
submit the sequence. To make it
transparent to the user, which
checkpoints were already
submitted, these are immediately
highlighted in green.

The number of necessary
experiments can be further
reduced by the ability to share
data between checkpoints, for
example by using the same data
set for more that one test, like
for example reusing linearity data
for the calibration function check-
point. Data sharing is defined
during sequence submission,
where the software automatically
offers all available choices that
would allow data sharing due to
the same data structure.

Level 2: Data input

After checkpoint configuration
and planning is completed, users
can start with the data entry.
This is the first step involving
experimental result data and
following the planning phase.

Method Validation Pack offers

three types of data input:

1. Automated data upload from
the ChemStore database. Users
select to load study data from
the ChemStore study created
for the validation and all data
are automatically imported as
configured in the planning
phase and described in the
previous section

2. Data import for all result data
that is not created by the
ChemStation and managed in
the ChemStore database e.g.
data from non-Agilent instru-
ments generated during rugged-
ness testing. The system comes
with an import filter function
allowing for an automated data
import. For details see the
separate section on data import
below

3. Manual data entry - for all data
that are not created on a
computer system, e.g. pH
values, the system allows for a
manual data entry

Data import

Data import uses an import assis-
tant, which helps users to import
data from external result summary
files, typically in spreadsheet
formats. It imports various file
formats such as CSV, TXT, Microsoft
Excel and any other ASCII formats



where the file extension has to be

specified if it differs from ASC or

TXT. The import assistant displays

a definition dialog enabling Method

Validation Pack to automatically

load this summary data to its

data input grids. The following

definitions can be made:

¢ name and description of the
import mask,

e source type (file extension) and
path,

¢ field separator (delimiter),

* row options,

¢ data positions allowing to
exclude header and text data
(with optional transposition of
the data), and

e column information (X-Y data,
information for multiple injec-
tions and determinations).

The import settings can be saved

as import mask and applied at any

later time to import data. The

system can handle multiple data

import masks allowing to quickly

import results from various data

sources.

Level 1: Reporting

Method Validation Pack software
offers multiple reports. Users can
have

¢ planning reports—print all
data from the planning dialog,

¢ graphics report for each
checkpoint-prints only results
in graphic representation,

e complete reports on check-
point level, component level,
and

e complete validation reports
with all validation settings and
all component and checkpoint
results.

The validation report includes the

following parts:

e Page header and page
footer (Footer includes printed
user name, date, page # of # and
a signature placeholder for
manual report sign-off.)

e Report title page

e Default comment page

e Table of contents with page
numbers

e Checkpoint sections for each
checkpoint consisting of header
data, planning comment,
experimental results, graphics
and statistical results, execution
comment and revision informa-
tion from the document
management system.

e Optional inclusion of the
calculation formula for each
checkpoint with a short
explanatory text and a complete
legend of the variables and
symbols. This function is enabled
on a global level via the report
options as part of the program
options.

e validation audit trail (optionally)
¢ a flag in the footer of the report
indicating that the validation
was done with a reduced level
of audit trail (development vali-

dation, see page 47)

Avazilable report styles

Method Validation Pack offers two

report types:

e Normal report - standard report
containing detailed information

e Short report - compact report
containing only the most
important sections and omitting
for example statistical details

Both reports can be compiled in

two different styles:

e (Classic report - standard report
look

e Modern report - different
appearance using color-coded
results (passed/fail)

Finally the software offers a
concise summary report providing
a one-page summary of the
complete validation results. It
contains only the checkpoint
names and the test result (passed/
fail statements).

Report customization

The following elements can be

configured within the Method

Validation Pack application:

e report language: German or
English,

e report fonts and sizes,

e graphics section: line style,
background color for data,
color of axis and display of
limits, axis annotations, and

* text sections: title page,
validation comment page,
report header and default
planning and execution
comment. All text sections can
also include graphics such as
company logos.

Method Validation Pack uses a
Microsoft-Word-based reporting
engine. If further customization is
required it allows to open the
entire method validation report as
a MS Word document. This allows
for easy data export of the
complete validation report and easy
modification and customization of
the report document.
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ChemStation Method Validation Pack — Checkpoint Planning

This section lists all checkpoints
with their planning options and a
short explanation of their meaning.

Precision

Precision describes the extent of
conformity between results
obtained during repeated use of a
set analytical method under recur-
rent and comparable conditions.
Monitoring the precision records
random errors. Precision can be
planned as precision in the true
sense, or as repeatability from
linearity. In both cases, the nominal
(expected) values of the variation
coefficient can be entered. Further
precision can be used to determine
the stability according to ICH Q1A
and Q2B. The purpose of stability
testing is to provide evidence on
how the quality of a substance
varies with time under the influence
of a variety of environmental factors
such as temperature, humidity,
and light, and to establish a re-test
period for the substance and
recommended storage conditions.
Stability according to Q1A is used
for proving long-term stability,

i.e. that an analytical substance

is stable within a given range,
normally for a period of 12-35
months. To do so, a linear regression
is calculated and the extrapolated
regression values as well as the
extrapolated values of the
confidence interval are compared
against the acceptance period.
Stability according to Q2B is used
for proving short-term stability,
i.e. stability of the analytical
substance (typically 24-48 hours).
In both cases the study duration,
the initial value (initial amount or
response of a freshly prepared
standard) and the specification
limit in percent (acceptance

52

interval) are entered. For long-
term stability a minimum storage
duration as acceptance period is
additionally specified. Precision
can be performed with multiple
injections as well as multiple
determinations. Figure 38 shows
the planning dialog for checkpoint
“precision”.

Planning data
¢ Determination method:
e Precision
e System precision from
linearity
e Stability test
e Other data
e Number of values ( change
default)
® Y-units
e Multiple injection possible
Output settings
e Repeatability limit
e T-value
e Confidence interval

e Error of result

* Trend test according to
Neumann

e Qutlier test according to
Dixon/Grubbs

e Normality check
(Sharpiro-Wilk-Test)

e Method standard deviation

e Mean value

e Correlation coefficient

Robustness/Ruggedness

Robustness is defined as the inde-
pendence of an analytical result
from changes in other parameters,
which could influence the result.
Ruggedness of an analytical
method is given if the deviation
of laboratory mean values is not
significantly different from the
deviation of all measured values.
Ruggedness should show the
reliability of an analysis with
respect to the influence of
transferring a method to another

Precision R X
i~ Header ~ ChemStation Plus Methad Y alidation Pack - Planning
Product Late night wake up diug o
Testmethod | batch Lt %
Test ciiterion | According ta ICH
#-Units Run Number Additional header info
Meas. sys. HPLC .
GS-Number fantasy et e I ﬂ
Device type | Agilent 1100 Header line 2 | j
Device-No, for serial numbers see futher header data Header ine 3 I ﬂ
Comnment ho comment
Header line 4 | |
—Test data Header line & I ﬂ
Determination method
" Precision iy
7 Precision =
Nominal value 0V I~
Systs i
,,gﬁﬁ,’n"e';’ﬁ}j's'“” 0 Precision: It describes the extent of canformity hetween
results obtained during repeated use of a set analytical
% Stahility test ™ ICH@1A  Study durat l_ method under recurrent and comparable conditions
SR Monitoring the precision will record random errors.
Initial value (standard] [0
L Repeatibility conditions: Repeated application of the
Speciication Valus [ 12 [o same analtical method to the same sample, by the
Minimum storage duration [ sarme opetator, with the same instruments, in the same
|aharatary, within @ short period of time. (DIM 51848,
Mumber of values & LA
-Urits Reproducibility conditions: Repeated application ofthe
Multiple det o same analylical method to the same samople | by fone
AP S different operators, with different instruments, in
[ Multiple injection MNumber per valug 1 different labarataries {interlaboratory tests) (DIM 51848,
IS0 6725
™ Multiple determination MNumber per value 1 )
+ Calculated parameters are hut not limited to:
Comment oK Cancel i =l
Figure 38

Planning dialog for checkpoint “Precision”



instrument. Sometimes both
terms, robustness and ruggedness,
are used interchangeable. Whether
or not a method is considered as
robust/rugged is distinguished by
the fact that a change of parameters
(method setpoints, environmental
conditions, instrument etc.) within a
reasonable range has no significant
influence on the result. The F-test
and the t-test can be applied as
statistical criteria for the evaluation.
As a measure for ruggedness,

the comparative standard
deviation is calculated and listed.
Figure 39 shows the planning
dialog of the checkpoint
“ruggedness/robustness”.

Planning data
¢ Determination method:
e Comparison of results
e Comparison with reference
e Other data:
e Number of series ( from 2-50)
® Y-units
e Multiple injections possible
¢ Nominal value for the standard
deviation

Output settings for calculations

e Comparison of results

¢ Neumann trend test

¢ Dixon or Grubbs test for
outliers

e Variance homogeneity

e Repeatability limit

¢ Reproducibility limit

¢ Error of result

¢ Range of confidence
(repeatability conditions)

¢ Range of confidence
(reproducibility conditions)

e Test for robustness

e Comparison with reference
e Apply t-test
e Apply F-test

B Robustness

[T Same rumber of values per series

[~ Header
Product late night wake up drug
Test methad | batch
Test criterion | Accarding to ICH
#Dimension | Run number
Meas. sys. HFLC
G5 -Number fantasy
Device lype Agielnt 1100
Device-No. for serial numbers see checkpoint header
Comment no comment
i~ Plarning data
;- Determination method
* Comparison of results
€ Comparison with reference Maominal walue & lU
Series
Mumber of series |2 Series Number of values
1 E
-Units —
lrnAU 3 6

Multiple determination

[ Multiple injection

[~ | Multinle determination

Mumber per valug

Number per value

—
—

ChemStation Plus Method Validation Pack - Planning

Data tupe IHs\ghl j
Additional header info

Header line 1 I j

Header line 2 I =l

Header line 3 I =l

Header line 4 I =l

| Header line 5 I j

Ruggedness

» Result-comparison: Ruggedness is defined as the
independence of an analytical result from changes in
other parameters, which could influence the result.
Ruggedness is given if the spread of the lab mean
values has no significant influence on the total spread
of all measured values

» Comparison to a reference: Here the ruggedness is
tested with the help of t-test, F-test and the nominal
valug standard deviation (typically the result of
pracision)

Comment

Figure 39

oK | LCancel |

Planning dialog of checkpoint “Robustness/Ruggedness”

Lab Capability

i~ ChemStation Plus Method Validation Pack - Planning

Lower specification

Upper Specification

[~ Caculateh  %b [0
Same nurmber of walues per
r 10w

Multiple determination
™ Multiple injection MHumber per value

™| Multiple determination Mumber per value

—
—

Comment |

Figure 40

aK LCancel |

~Headers
Product late night wake up drug Data type lHeighl LI
Test method | batch
Test criterion | According ta ICH e el
#-Dimenzion | Run number
Meas. sps. HPLC Header line 1 | LI
G5-Humber faritasy Header line 2 | LI
Device type Agielnt 1100
DeviceNa far zerial numbers see checkpoint header Header line 3 | LI
Comment ha camment ¥
Header line 4 | =1
Headerline & | =l
i~ Flanning data
Sample data
Number of samples [y Sample|  Mumber of values Lab Capabili
‘f-Units l— d

* Lab capability is concerned with the relationship
between the dispersion of values caused by the
measuring process and the requirement, such as
specification. Lab capability occupies a special
position among validation concepts because it does not
exclusively refer to the analytical method.

Planning dialog of checkpoint “Lab Capability”
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The following results are always
calculated for robustness/
ruggedness testing:

e standard statistics such as mean
value, RSD, repeatbility and
reproducibility along with
confidence intervals for repeata-
bility and reproducibility, and

¢ variance homogenity according
to Bartlett.

Lab capability

Knowledge of lab capability is
necessary for accurate estimates of
process capability (see DIN 55350
parts 33 and 11). Lab capability is
not required by the FDA nor ICH.
It checks for the ratio of result
dispersion versus specifications.
Lab capability occupies a special
position among Validation concepts
because it does not exclusively
refer to the analytical method.
Figure 40 shows the planning
dialog of checkpoint “linearity”

Planning data

e Number of samples

¢ Y-units

e Lower specification

e Upper specification

e Calculation of Xb, where Xb is
the reference value (expected
analytical result value)

e Multiple injections possible

Output settings for calculations
No output settings can be
configured by the user. For lab
capability, the lab capability index
Cm and lab performance index
Pm are determined, as well as the
corrected values Cmk and Pmk.
The result includes all indices
along with the specification limits
and a judgement if lab capability
is low, medium or high.
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Linearity

Linearity calculates a linear
regression using the least square
error for the model y = a + bx.
Linearity calculations can be
carried out for multiple injections
and multiple determinations.
Figure 41 shows the planning
dialog of the checkpoint “linearity”.
Planning data
¢ Determination method:
¢ Regression weighting:
unweighted, weighted 1/x,
weighted 1/x2 or
¢ Proportionality ( test for
validity of one point
calibrations)
e Other data:
e Number of levels
® Y-units
e Multiple injections possible
e Multiple determinations
possible
Output settings for calculations
¢ Residual standard deviation
e Method standard deviation

For proportionality the following

entries need to be specified: the

nominal value d, which describes

the maximum deviation of the

one-point calibration from the

linear regression, the niveau

specification limit g, which is the

minimum concentration where

the one-point calibration has

to be valid, and the number of

measurements to be executed at

the limit g. Calculated parameters

are:

Sum of the x- and y values

Slope

y-intercept

Linear equation

Residual standard deviation

Absolute method standard

deviation

¢ Relative method standard
deviation

e Confidence interval of the slope
and y-intercept

e Coefficient of correlation (r)

e Coefficient of determination (r2)

f& Linearity i l
~ ChemStation Plus Method Walidation Pack. - Planning
~Header
Product late night wake up diug Data type IHaight LI
Test method | batch
Tes.l cnler.mn According to ICH ek ohal beaterirlo
#-Dimension | Run number
Meas sps HPLC Header line 1 | LI
QS5-Number fantasy
Device type | Agielnt 1100 cleadeilics I LI
Device-No. for senal numbers see checkpoint header Header line 3 I LI
Comment ho comment Header fine 4 I LI
Header line & -
i~ Planning data I _I
Determination method
Regression Weighling unweighted | Linearity
™ Proportionality — Hominal value d d o Linearity calculates a linear regression using the least
Miveau Spee, limit (] ] sguare eror method for the model y=a+hx. With the
l— optional test on proportionality is checked, whether a
Mundesaliedimtodes: | one-paint-calibration is valid. For this it is revised at a
given concentration by means of real multiple
Humber of levels 5 determinations, how the deviation influences the
Y lpits l— deterrination of the content by a one-paint-calibration
Multiple determination
™ Multiple injection Mumber per value Fi
I~ Multiple determination MNumber per value il
Comment oK | Cancel
Figure 41

Planning dialog of checkpoint “Linearity”




Calibration function

The calibration function is the

correlation between the expected

value of the test characteristic,

e.g. the UV absorbance (see DIN

55350 part 13), and the content,

e.g. a concentration. The user can

specify the maximum degree of

curve fit for the calibration curve.

1st order is standard and 3rd order

is the maximum (cubic curve).

Figure 42 shows the planning dialog

of the checkpoint “calibration

function”

Planning data

¢ Number of levels

¢ Unit of values

e Curve fit display 1-3

e Multiple injections possible

e Multiple determinations
possible

Output settings for calculations

e Vector y=ax+b - curve equation
in the case of linearity

e Square sum of the residuals
(only calibration function)

¢ Residual standard deviation

¢ Mean value and standard
deviation of y

e Multiple correlation coefficient

¢ Results of F- and t-tests

¢ Method standard deviation

Limit of detection and limit of
quantitation

The detection limit (LOD) is the
smallest amount of substance that
can be detected qualitatively
during one analysis with a defined
statistical certainty. The quantitation
limit (LOQ) is the smallest amount
of a substance that can be detected
quantitatively during one analysis
with a statistical certainty to be
determined. The quantitation limit

is higher than the detection limit.
The relative error of results

is requied to calculate the
quantitation limit. Both the d
etection limit and the quantitation
limit can be calculated by the
standard deviation of blank values
(blank value method) or the
residual standard deviation of
regression data (calibration curve
method). Only one of the two
methods may be suitable for
practical purposes. Both methods,
however, are almost equal with
respect to the detection limit. The
calibration curve method is suited
to determine the quantitation limit.
For this method the concentration
and the slope values need to be
entered during data entry. If the
blank value method is chosen, the
user must enter or import the
measured values and the value of
the slope of the calibration function.
Further the ICH-guideline describes

Calibration function

— ChemStation Plus Method Y alidation Pack - Planning

i~ Header
Product
Test method

|ate night wake up drug
batch

According to ICH

Fiun number

HPLC

fantasy

Test criterion
#-Dimension
Meas. sz,
Q5-Humber

Device type | Agielnt 1100
Device-Ma, far serial numbers see checkpaint header
Comment na comment
i~ Flanning data
Mumber of levels 6
Unit of walues
Curve fit digplay 1
1: linear
2:quadratic

3: cubic

Multiple determination

a calculation of LOD and LOQ
based on the standard deviation of
the signal and the calibration curve
(slope). This is referred to as
“according to ICH” in the planning
dialog. Finally LOD and LOQ
can be determined by “visual
inspection” based on the signal-to-
noise-ratio. In this case no
calculations are performed and
the chromatogram is attached to
the validation as a bitmap (BMP
format) or windows meta file
(WMF format) and included in
the overall report. Figure 43 shows
the planning dialog of the check-
point “limit of detection/quantifi-
cation”
Planning data
e Determination method:

¢ Blank value method

according ICH
e Calibration line method
according to ICH
e ICH method

]
=

Data type [Height

Ll

Additional header infio

Heade fine 1 I

Header line 2

Header line 3

Header line 4

Header line 5

L L Lef Ll L]

™ Multiple injection Mumber per value q

I Multiple determination Mumber per value q

Lomment | oK | Lancel
Figure 42

Calibration Function

|»

The calibration function is the correlation between the
expected value of the test characteristic, e.g. the
extinction (see DIN 55350 part 13), and the content, e.g
2 mass concentration

Calibration

Calibration is the process of analysis of calibrator -
solutions, which are solid or gaseous standards of
known content. It serves to define the calibration
function

The dependence of the signal y on the unknown variable
w can be described by the general curve equation
=&+ bx

ifor the linear case. This curve equation contains two

narameters first the mathnd hlank valiie & determined ;I

Planning dialog of checkpoint “Calibration Function”
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¢ Signal/noise ratio according

imit of detection / quantification

tO ICH ~ Headst — ChemStation Plus Method Validation Pack - Planning
Product late night wake up diug Diata type [Height =]
° Other data Testmethod | batch
° Nominal ValueS for the Tas.t cmler.inn According to ICH Additional header info
#-Dimension | Run number
detection limit d and lis e I L el | |
. . .. G5-Humber faritasy S j
quantltatlon limit q Devicelype | Agielnt 1100 |
Device-No. for serial numbers see checkpaint header Header line 3 I j
e Number of samples Comment__| no comment .
eader line 4 I j
o Y'unlts Hesderline5 | =l
. . . . i~ Planning data
e Multiple injections possible et aette et |
& Blank value method Limit of Detection and Determination =
Output Settings fOT' calculations ' ot izl R The detection limit is the smallest amount of substance
N € according to |CH Nominal value q |0 which can be detected qualitatively during one analysis
e Standard deviation e q EEEEEE— with 2 defined statistical cenainty
P ZHCEARES —I The determination limit is the smallest amount of a
b Procedure Standard deVlatlon substance which can be detected quantatively during
sis one analysis with a statistical certainty to be
L] Crlt]cal Value yk Mumber of samples !5 delerminid L
° 3 3 3 *r-units I
ReSIdual Standard deVlathH + Calibration curve method: For the calculation of
(addltlonal for calibration curve those twa values, the concentration and the slope
method) tultiple determination [ustueien 2z
I Multiple injection Nursber per valug 1 + Blank value method: If you select the blank value _|
- o - method you must enter the measured values and the
= Hultiple determination Nurmber per valug 1 slope of the calibration function

Accuracy o :
ICH: According to the ICH-guideline the detection-

Accuracy isa qualitative Lornment | oK Cancel ﬁnd I:!etEfm\paltin_n lI_\mit can he_caleu\atle.dl based on =

measure describing the extent Figure 43

of correspondence between Planning dialog of checkpoint “Limit of Detection/Quantification”
the expected value and the

conventional value. Accuracy is

influenced by systematic errors. |

. . .« . i~ Header i~ ChemStation Plus Method Validation Pack - Planning

The systematic error is divided B cto nigh wako v dig e r
. . il o
into a constant systematic error E T
and a proportional systematic error. ¢ Dinersion__{Fun umber AR

. . B Header line 1 I j
A constant systematic error is not Dfbmber _jfarteny_ N 3
. . evice type gielnt eader ing -
lnﬂuenced by the concentratlon Of Eewce-No. for serial numbers see checkpoint header Header ine 3 I ﬂ

. amment no comment
the substance to be determined. If Hesderine 4 | =
the error is influenced by the ~Flonring deta Headerline 5 | =
. P . i~ Determination method

concentration, it is a proportional : _

. . . ' Comparison with nominal valus Nominal value |1 |1_2 Reeuta =
SyStematlc error. A qua'lltatlve ' Methad comparison with jained sample : : :
measure for accuracy of a result is S e e “;fﬁgn“;;g{]; daej]ﬁj‘Laeg'vfeggfgﬁgpe‘xge'ﬁ;sgfﬁfje‘:; it
its systematic deviation. Figure 44 " Standard addition Murnber of values with matrix [0 conventional value. Accuracy is influenced by the i

B . e e Addition = !u_ systematic error. The systematic arror is divided into a
ShOWS the plan_nlng d.la.lOg Of the e constant systematic error e_md a pr_opomo_nal systematic
. « » " Recovery error. A constant systernatic erraris not influenced by
Checkpomt accuracy . Method e e Tiaemeli the concentration of the substance to be determined. If
fea : the error is influenced by th tration it
. . . ¥ e concentration it 1s a
Validation Pack prOVldeS a set of hearame proportional systematic error. )
dj.fferent detemaﬁon methOdS, = qualltat_\ve measurament for accuracy is the
*-Units l— systematic deviation of the result.
3 3 : J . Compatison with the norminal value
some anO].Vlng a Compa'nson Wlt‘h a R There are two tests to compare the results of the
second method. The standard addition ™ Multiple injection Nurnber per value 1 analysis with the nominal value; the nominal value t-test
. N — ‘ T and the Yilcoxon-Matched-Pairs-Signed-Rank-Test.
method is used in trace analySIS and ) ifipl i Al J The t-test tells you whether the nominal value lies within
. .. the range of confidence of an analytical result. The
determines the matrix influence. The Comment ok | Cancel | Wilcoxon test checks whether the distribution of values
— - — nf nne measing mw is sernmetrical armind @ nnminal -

extended spiking method allows

constant and proportional systematic  Figure 44

errors to be determined, even when Planning dialog for checkpoint “Accuracy”
there are no samples with known
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content. It is suitable for

analytical methods which consist of
weighing, diluting and measuring
steps. For the recovery method
linearity must be given for a number
of samples with different content.

A nominal value for the variation
coefficient VC can be entered for
method comparison and for accuracy
by recovery.

Planning data
¢ Determination method:

e Comparison with nominal
value p for the t-test

e Method comparison with
joined samples (two sample
sets determined with two
different methods)

e Method comparison with a
validated method (according
to ICH)

e Standard addition

¢ Extended spiking method

* Recovery

¢ Accuracy by recovery
(according to ICH)

e Other data:

e Number of samples

® Y-units

e Multiple injections possible

Output settings for calculations
e General:
Result t-Test
¢ Joined samples:
¢ Difference of value pairs
® Mean value and standard
deviation of differences
¢ Nominal value comparison:
¢ Result of Wilcoxon test
(additional for nominal value
comparison)
¢ Extended spiking method:
e Test quantity for a and b
¢ Threshold quantity t division
e Standard additional method:
¢ Result F-test
¢ Result t-test

e Recovery
e Standard deviation for a, b
¢ Residual standard deviation
e Method standard deviation
e Test quantities ta and tb
e t-distribution

e Method comparison
e comparison of mean values

Selectivity/Specificity
Selectivity means that an analytical
method can distinguish the
substance to be determined from
other substances in the sample.
Specificity is a synonym for selec-
tivity, selectivity in chromatography
describes the separation capability
of the chromatographic system for
two components. Figure 45 shows
the planning dialog of the check-

ey x

i~ Header

Product Late night wake up diug

Testmethod | batch

Test eriterion | According to ICH

A-Units Fiun Mumber

Meas. svs HFLC

35-Mumber fartasy

Device type Agilent 1100

Deviceto for serial numbers see further header data

Comment no comment

i~ Planning data

Murnber of valuss |5
r-Units I
Maminal walug resolution B |1
Chromatogram | i
Multiple determination
[~ Multiple injection MNumber per value I‘\
™| Multiple determination Mumber per valus |1
Comment | 0K | Cancel |

point “selectivity”. The selectivity
is determined from the resolution
values calculated by the
ChemStation. Available calculation
methods are tangent (according

to USP, EP and ASTM), sigma,
halfwidth and statistical.

Planning data

e Number of values

® Y-units

e Nominal value for the
resolution R

e Add chromatogram bitmap

e Multiple injections possible

Output settings

All available data including the
obtained resolution values are
shown.

r— ChemStation Pluz Methn a‘\‘i;.‘at‘inn ﬁack - Planning

Resolution method

Additional header in

Header ling 1

Header line 2

Header line 3

Header ling 4

Header line 5

Selectivity

|»

Selectivity means that an anahtical method can
distinguish the substance to be determiend from
other substances in the sample. Selectivity in
chromatography can be described by the relative
retention of analyte and interfering substance(s)
Optional a chromatograrn (BMP-MMF-fatrmat) can
be imported).

Calculated value: Resolution R

Figure 45

Planning dialog of checkpoint “Selectivity”
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Ring experiment

Ring experiments are used to
prove that a method can be
successfully transferred to an
entirely different location (other
site, company etc.) and that it
delivers appropriate results. A ring
experiment can be seen as a more
general ruggedness test. Figure 46
shows the planning dialog of the
checkpoint “Ring experiment”.

Planning data

e Number of rows ( one row for
one lab)

¢ Y-units

¢ Checkmark for same number of
values per lab

e Multiple injections possible

Output settings

¢ Neumann trend test

¢ Dixon or Grubbs test for
outliers

® Variance homogeneity

e Repeatability limit

¢ Reproducibility limit

Ring experiment
~Header

Product late might wake up drug

Test method | batch

Test criterion | According to ICH

#Dimension | Run number

Meas. ays. HFLC

G5-Nurmber fatasy

Device ype Agielnt 1100

Device-Mo, for serial numbers see checkpoint header

Comment ho comment

i~ Planning data

i~ ChemStation Plus Method ' alidation Pack - Planning

[ratatype |He|ght

L

Additional header infa

Header line 1 |
Header line 2 I
Header line 3 I
Header line 4 I
Header line 5 I

Ll Lef L L e

Number of rows

!Q Lab

Number of values

r-Units | 3
[

Same number of values
per lsb

Multiple determination
IT_
|1

™ Multiple injection Mumber per value

[T ffultiple determination Nurnber per value

LComment OK |

Ring Experiment

Here is tested wether the deviation of the values from the
lab mean values is coincidentally and therefore there is
delimitation between coincident deviations and not-
coincident deviations possible

Cancel |

Figure 46

Planning dialog of checkpoint “Ring Experiment”.

e Error of result

e Range of confidence
(repeatability conditions)

e Range of confidence
(reproducibility conditions)

All output settings are preconfigured
during installation to useful defaults.
As long as you do not have the
need to enable special settings,
there is no need to change anything.

ChemStation Plus Method Validation Pack — Interaction with other ChemStation

Plus modules

As described in previous sections
Method Validation Pack interacts
with ChemStation for data acquisi-
tion and ChemStore for result and
data management.

Interaction with ChemStation
for data acquisition

If Method Validation Pack is
installed in a ChemStation Plus
data system ChemStation will

offer additional functionality to
run and execute method valida-
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tion sequences. It includes two
additional Method Validation menu
items in the ChemStore menu
(figure 47), as well as new buttons
in the graphical user interface. The
first button switches ChemStation
into method validation mode and
back to the standard mode. The
second button opens the sequence
import dialog.

If method validation mode is
enabled, the user has access to the

method validation sequence import
menu. The import window displays
a list of all pending method
validation sequences (MVS files)
the user should have access to.
The list includes status information
and user assignment of the MVS
files. In a client-server installation
the list of method validation
sequences is accessible from any
ChemStation in the cluster that has
Method Validation Pack installed.
This means that validation planning



and data acquistion do not need to
be done on the same system. Users
can now select the MVS files they
want to download from the list of
pending files. An MVS file has an
assignment to one specific user or
it has no user assignment and is
thereby an all-user job for all

users with a valid logon an the
appropriate access privileges to
Method Validation Pack. As soon
as a user has loaded a pending
validation sequence for execution
in the ChemStation, it is blocked
for other users. Before running
the sequence the user can add
additional sequences lines, for
example calibration runs, blank
runs or system suitability checks.
Partially completed MVS sequences
can be set to Finalize which skips
the remaining acquisition runs and
deletes the file from the list of
pending MVS files. The missing
runs can be executed at a later
point in time by submitted them
again in a custom sequence.
Alternatively partially executed
and not finalized MVS sequences
can be reloaded and re-run after
the already executed sequence
lines have been manually deleted.
Finalizing a MVS sequence will also
lock the validation and prevent

it from further modification.

A validation can only be unlocked
by an authorized user and requires
an electronic signature.

MVS sequences are created with a
specific command (Create Study
and MVS for ChemStation Plus)
in the Method Validation Pack
software. They are automatically
built according to the validation
configuration in the Method
Validation Pack software - no user
interaction is required. The MVS

sequence template is stored as a
text document with the validation
in the Document Management
System (DMS) of the Method
Validation Pack software. Each
injection translates into one line
in the sequence table; repetitive
injections of the same sample
receive only one sequence line but
write the number of injections in
the related sequence column. The
MVS files automatically include
information on the sample type,
number of injections and sample
name. The sample name references
the related checkpoint, the sample
comment contains more detailed
information. By default the method
name in the method column of the
sequence table is populated with
the validation name. It will have to
be replaced with the real name -
especially when several methods
are required, for example during

. Instrument 1 [offline 1): Method & Run Control [chr. nickel]

Fie BunCoriral [nstument Method  Sequence
| Method and un Contiol (%] | | BATCH,  Single Bun

View fbort Help

D
=
0

L 60

Ready
Reprocess Data Mode

robustness testing. A convenient
way to quickly fill in the method
name is the sequence filldown
wizard of the ChemStation.
Additional information is stored
in protected custom fields. This
information displays the check-
point name, the component name
and a unique run-ID for easy
identification in the sample
information text dialog. These
fields can only be configured and
edited by the Method Validation
Pack software.

To run MVS sequences the opera-
tor only fills in the vial position
for the samples and starts the
sequence. For further details on
ChemStation functionality, please
refer to ChemStation specifica-
tions, Agilent Technologies publi-
cation number 5988-5314EN.

Sseusiinsy
W«M thod Validat

JHm ekl MTHVAL S

Sequence

e = 0 2

f@a Sequence:

sEmofioro) A2 |
==
20 40 B0 &0 00|
O O OO

RV b )
Rt el

, Moy MEBE ©

M BT A1

Done sample runs:

ﬁ Dof 1

80—

_ i Cumrent Logbook File INSTR1.LOG
CP Macro Saving Sequence MTHVAL 5
CP Macro Saving Sequence MTHVAL.S
CP Hacro Saving Sequence MTHVAL.S
C: \data\Dema CP Macro
HMethod
@ T MBfes | Toopon)
| Toghook
ChenStore
Hethod
ChenStore
HMethod

I

Loading Method BATCH. M
Welcome to ChenStation
Closing ChenStation

Data spooled to 'deno’
Loading Method BATCH. M
Data spooled to 'demc’
Loading Method BATCH M

Figure 47

Loading Sequence NTHVAL.S

no Details =

_[Ofx]
10:50:33 03-13-02 -
10:50:23 03-13-02
10:50:13 03-13-02
10:50:12 03-13-02
10:50:11 03-13-02
10:49:38 03-13-02
01:34:23 03-08-02
01:06:30 03-08-02
01:05:43 03-08-02
00:54:08 03-08-02
00:53:09 03-08-02

H 4

Additional Method Validation menu item in the Data Acquisition ChemStation

software module



Agilent ChemStation Plus Method Validation Pack — Interaction with other

ChemStation Plus modules

Data management

ChemStore manages the analytical
results along with the raw and meta
data of the samples in a relational
database. This also includes all
analytical data of the method
validation sequences that have
been acquired in the ChemStation.
The method validation data are
stored in method validation-specific
studies. Method validation studies
are similar to standard ChemStore
studies except that they can only be
created and modified through the
Method Validation Pack software.
All method validation study data
are visible in ChemStore, but they
can not be changed or modified
except for reanalysis. As part of
the data transfer from Method
Validation Pack to ChemStation the
Method Validation Pack software
creates and, when revising data,
updates a method validation study
in ChemStore. The study name
corresponds to the validation name.
It is recommended to use short
validation names as a study name
is limited to 12 characters. Method
Validation studies have three
custom fields automatically
configured with the studies. These
fields are

e MV_checkpoint - storing the
Method Validation Pack check
point information (which test
was used with this run)

e MV_component - the name of
the Method Validation Pack
component in the validation -
comparable to the ChemStation
Plus compound.

60

e MV_runID - storing a unique
run identifier that allows full
traceability from method
validation pack results to
ChemStation Plus result man-
agement. This is particularly
useful for example, if you
notice outliers in your method
validation. In order to check the
integration and decide whether
to reanalyze this run, you only
have to query for the run-ID
to immediately obtain the run
that is under investigation with
its result.

Data review

A first pass review of the data is
done in the ChemStore review
client. Here the user can inspect
the results and the quality of the
integration. The graphical result
review such as inspecting the
baseline of the chromatogram or
zooming in to check the integration
is done in the chromatogram view
of the review client. If any rework
is required the data can be sub-
mitted to the ChemStation batch
review user interface for graphical
rework and data reanalysis as
described in the section Agilent
ChemStation Plus Security Pack -
Graphical Result Review and
Calculation. These steps generate
a new result version that is then
used for the validation instead of
the initial version. If a result was
obtained by applying manual inte-
gration events it will be marked as
such in the validation report. The
result is transferred to the data-

base and the change is document-
ed in the run-related audit trail.

The user decides if the validation

is a development validation or a

final validation that must run under

full 21 CFR Part 11 conditions.

In the former case, users with

administrative rights can configure

the level of audit trail for the

validation and the study settings

of the ChemStore study. This is

done within the Method Validation

Pack and is similar to the study

configuration in ChemStore. They

can select to

e Save raw data with results

e Delete raw data on the local
hard disk after transfer to the
database

e Save method and sequence
along with results

e Save chromatogram and spectra
pictures with the result

In a 21 CFR Part 11 validation, all
these functions are enabled for
the data management options and
cannot be disabled. The validation
report includes a marker which
clearly indicates whether the
validation was a carried out unter
21 CFR Part 11 conditions or,
under less stringent conditions,

as a development validation.

If the decision was made to run a
validation in development status
in order to reduce the amount of
information stored in the database
and logged in audit trails, this
decision cannot be revised at

a later stage. A development
validation cannot be promoted

to a 21 CFR Part 11 validation.



ChemStation Plus Method Validation Pack — User Management and Access Rights

Based on the hierarchical struc-
ture of the Method Validation

Pack software, the system has five

user levels. They are:

1) Reporting: Logging into the

system with a name and a pass-
word of level 1 (reporting) gives
the user access to report output
only. At this level, data changes
are impossible.

2) Data input: Logging into the

system with a name and a pass-
word of level 2 (data input)
gives the user access to all level 1
tasks and validation data input
(loading study data, manual input,
import) and the configuration
of the graphics/report output.

3) Planning: Logging into the

system with a name and a pass-
word of level 3 (planning) gives
the user access to all level 1
and level 2 tasks plus checkpoint
planning.

4) Configuration: level 4

(configuration) gives the user
access to configuration rights
and all level 1-3 tasks. The user
may change the configuration
on a validation level only.

5) Administration: Logging into

the system with a name and a
password of administrator

level 5 gives the user access

to all functions of Method
Validation Pack including the
program configuration (global
settings such as the default
validation settings for new vali-
dations).

The user levels are part of the
ChemStation Plus user administra-
tion as shown in figure 48. They
are centrally configured and
administered in the ChemStore
database. All users have two
identification components, user 1D
and password. One user ID is valid
for all ChemStation Plus modules,
so a user only has to remember
one password for all tasks he is
assigned to in ChemStation Plus.
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Figure 48
Central user administration for ChemStation Plus including Method Validation
Pack user administration and user levels
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Agilent ChemStation Plus Method Validation Pack — Data Security

User authorization

As mentioned under “User
management”, only users with a
valid ChemStation Plus user ID
and password can log on to the
Method Validation Pack software.
The user management includes a
password policy for regular pass-
word renewal and user account
lockout after a specified number of
unsuccessful password entries. For
details, please refer to ChemStation
Plus Security Pack specifications.

Document management system

Method Validation Pack comes
with a fully featured document
management system (DMS) storing
all data in a relational Oracle
database. For standalone systems,
all data are stored in a VDB file,

a database file that adheres to a

common file format as used by MS

Access. The DMS is automatically

started with Method Validation

Pack and runs in the background.

It is used to store and maintain

validation data by providing full

versioning of validations and
storage of all important related
data such as configuration and
planning information, document
attachments, copies of reports and
validation sequences that were
generated for full traceability. It
stores all data under the validation
name as the highest hierarchical
element called “document”. It is
subdivided into four subsections

as shown in figure 49:

e VDB section for validation data
base—all data from planning,
configuration, setup and
analytical results.
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e MVS section for method
validation sequences—all
ChemStation method validation
sequences that have been created
from the validation database.

e DOC section for reports—all
reports are stored as doc files
that have been printed for the
validation database.

e PDF section for reports in pdf-
JSformat—all reports exported in
pdf-format for this validation
are stored in this section.

Each section offers a full
revisioning of the data. Whenever
a new entry in the DMS is made,
a new revision is created. The
revision is uniquely identified
through continuous version
numbers, the timestamp of creation
along with the user name, the
database name and the PC host
name. Each revision of each file
can be recreated and reopened

£ DMS-Server: local

for review. All DMS entries are
displayed in a hierarchical list.
Entries can be selected to view all
properties which are displayed on
the right window pane of the DMS.
Additional information that is
stored with each revision includes:
e name of entry,

original path,

label,

purpose of entry (manual
revision, automatic revision),
version,

document type,

size,

checksum,

status (normal, checked-out
and finalized),

login of user, user domain and
user computer,

real name of user (display name),
reason for check-in,

check-in date, and

date of parent entry (i.e. base
node entry).
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Figure 49

Method Validation Pack document management system DMS



A click in the checkbox of a
section offers review of any
document revision. Clicking a
version child node once displays
its properties. Double-clicking a
validation (VDB-file), or clicking
on its selection field, will restore
the selected version. Documents
and MVS files can be displayed in
a review window, allowing to
zoom, print, export or copy the
selected document. The actions
depend on the type of entry: docu-
ments are displayed in a review
window, validations are stored in
the file system.

DMS with standalone systems
Standalone systems will typically
require managing multiple data-
bases. The system will prompt the
user to create a new DMS database
file after the size limit of 800 MB
is exceeded. A DMS or validation
that has passed its size limit can
still be selected for review. If the
system has more than one DMS
database, the user is automatically
connected to the current DMS as
shown in figure 50. If there is a
need to review old data the user
has to select the DMS database
from the dropdown list of available
database to connect to it. The DMS
databases are sorted and named
by date.

DMS for client/server systems
Client/Server system using an Oracle
relational database will store all
validations in the same database.
A list of all available validations
displays when selecting to open
an existing validation. The user

Server

I Current DMS [local)

Figure 50
Selection dropdown window for database connection

selects the validation from the list
with a simple click on the actual
validation. If users open older
revisions of a validation the
validation is opened in a locked
status as read-only. Only saving it
as the latest revision removes the
read-only lock.

File security for the standalone
database

The local validation database must
be protected from unauthorized
access for example through
Explorer or MS-DOS. Method
Validation Pack software uses file
security settings to protect the
database file. All Method Validation
Pack data is stored under the
Method Validation Pack root
directory on the PC hard drive.
The Document Management
System is located in a separate
subfolder of the Method Validation
Pack program directory. The folder
name is DMS. This folder is
protected with Windows file and

Method Yalidation Pack - User: ‘Ute Bober® - [local login]
_|J File Edit Walidation Component Checkpaoint Beport View Security  Utilities  Window Help

folder permissions. It offers write-
only access to all authenticated
users and only an administrative
user has full access to the DMS
directory. Understanding and using
file security is particularly important
in standalone installations where
all data is stored in the local data-
base. In a client-server installation,
the default storage location should
be the Oracle database that is stored
on a separate server and that is not
accessible to any software operator.

Permanent display of current
user

Method Validation Pack always
displays the current user in the
title bar. The system displays the
current user name and the database
information. The database is either
displayed as local login for a
standalone database connection or
as the Oracle database alias if the
system is connected to an Oracle
database, as shown in figure 51.

”D = |l = &‘ ”W} e %@| e ) [ @” Ernglish report lanquage .

| il Owerview

Figure 51

Permanent display of current user name, and database connection with

Method Validation Pack software
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Agilent ChemStation Plus Method Validation Pack — Audit trails and change

documentation

Audit-trails

The Method Validation Pack audit-

trail tracks all actions that users

execute during program operation.

The audit-trail is user-independent,

can not be modified nor deleted and

it is completely system-generated.

Method Validation Pack has three

different audit-trail levels, as

shown in figure 52:

¢ program audit-trail,

e default validation audit-trail,
and

¢ validation audit-trail.

The default display size of the
audit-trail can be configured in the
audit-trail window. The number of
entries for display must be between
25 and 30000. All audit trails can be
printed to a printer. The validation
audit trail can also be included in
the overall validation report. This
is a global setting and has to be
enabled for generating the report.

For easier searching through the
audit trail, users can group the
audit-trail entries. All audit-trail
column headers are available as
grouping criteria. The grouping
functionality uses a simple drag-
and-drop functionality to enable
or disable grouping. The user only
drags the column header into the
grouping section and receives a
sorting of the complete audit-trail
according to the column entries.
As an example, the audit-trail
should be arranged by user name.
The system displays all user name
entries as parent nodes. A simple
click on the node expands the
audit trail to now display all audit-
trail entries for the selected user
as shown in figure 53.
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Figure 52

Three levels of audit-trail with Method Validation Pack software
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Figure 53

Grouping of audit-trails, in this example grouped by user

Audit-trail details

The validation and default validation
audit-trails display all actions that
are related to a validation or the
default validation template which
is applied when creating new
validations.

Both audit-trails offer the following
information where each item dis-
plays its data in a separate column:
e Date and time of action

¢ Printed user name

Level of action (e.g. level 4 for
configuration changes)

Status of the change ( saved
or unsaved

Affected component

Modified checkpoint

Action (the audit-trail lists the
menu if the user did only open
the menu without changes and
it lists any parameter change
with the old and the new value)
Display name of the signer and
signature comment



The program audit trail will be
described in more detail in the
following section.

Default validation audit-trail

The default validation audit-trail
refers to the general configuration
of validations. It covers all
changes that are not related to a
specific validation database but
apply to the validation template
that all new validations are based
on upon creation. These settings
are new validation properties and
new validation output settings.
Changes to these settings are
displayed in the default validation
audit-trail.

Validation audit-trail

The Validation audit-trail tracks all
actions on the actual validation.

Program audit-trail

The program audit-trail is designed

to track all actions that relate to

the general program operation

such as save and logon actions.

The program audit-trail table

items are:

e Date and time

e User ID

e Validation name

e Storage location of the actual
validation snapshot copy

e Action (Program start and stop,
user logon and logoff, 1Q
execution, validation opening,
use of import mask for data
entry, and program options)

Validation locking and
electronic signatures

After completion of a single check-
point, an entire component or a
complete validation, a validation
can be locked to the same extent
to prevent further modification.
To avoid locking of incomplete
items, the application software
will display a warning message
and close the lock dialog without
changes if the locking procedure
was not completed by giving an
electronic signature.

Partial validation locking allows
locking a single checkpoint or a
complete component. After locking
the item, no changes are possible
to this particular item anymore,
unless it is explicitely unlocked. It
is in a review-only mode allowing
only printing reports and reviewing
the graphics. Every locking action
automatically creates a new
revision of the validation in the

Method Validation Pack - User: ‘Ute Bober" - [local login]

|| Ete Edt yalidetion Component Checkpont Report View Secunty Ubities Window Help

DMS system. Only users with an
access level 3 (planning) or
higher have access to the locking
functionality. Each locking action
requires an electronic signature.
The electronic signature uses the
password/ user ID combination as
defined by the FDA (figure 54).
The sign-off dialog comes with a
time limit of 45 seconds. If the
signature was not executed during
this period, the dialog will close
and the validation status remains
unchanged.

If an item was locked by mistake
or has to be modified due to late
changes in the test specifications
the lock status can be removed by
a user with sufficient privileges
(level 3 or higher). For unlocking
a validation, component or
checkpoint the same procedure is
followed as for locking. The user
has to give an electronic signature
to initiate unlocking.
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Figure 54

Executing electronic signatures with Method Validation Pack
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Agilent ChemStation Plus Method Validation Pack — Installation

Prerequisites

Method Validation Pack can
operate both PC-based in a
standalone installation or in a
networked system installation with
full client-server functionality. In
both scenarios, some prerequisites
must be met:

Software

ChemStation Plus standalone —
For a fully integrated installation
of Method Validation Pack it is
required to have the following
software installed:
¢ ChemStore standalone rev.
B.03.01 or higher or Security
Pack rev. B.03.01 or higher and
¢ Agilent ChemStation for GC,
LC, A/D, CE, CE-MS and LC-MS
rev. A.10.01 or higher for data
acquisition

ChemStation Plus

If the system should operate in
client-server mode, ChemStore
with Oracle 9i (version 9.2.0.3.0)
must be installed on the system.
In the client-server installation, all
ChemStation Plus modules can
operate from different PCs.

Their installation is completely
independent and the system is
fully functional as long as all
required modules (see above) are
installed within this cluster and
they can connect with each other.
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Non-Agilent software

e MDAC 2.8 (Microsoft Data
Access Components 2.8)
(installed by ChemStore)

e Adobe Acrobat Reader 5.0 (part
of standard bundle)

e Microsoft Internet Explorer 6.0

The Microsoft Data Access
Components install a layer to
access local databases or central
database servers. Method
Validation Pack uses Microsoft
JET database to save local data
(i.e. Microsoft Access format).
Adobe Acrobat Reader 5.0 is
required to display the online
manual.

Standalone installation

The standalone installation is

user installable from the Method
Validation Pack (rev. A02.01 or
higher) software CD-ROM. All
other ChemStation Plus modules
as outlined above are also user
installable for advanced users.
However, Agilent recommends the
installation of the ChemStation
Plus modules through an Agilent-
certified service engineer to
prevent from any potential
installation problems and for
inclusion of software familiarization
upon installation.

Client-server installation

The client-server installation must

include for the server

e installation of Oracle 9i server
software (version 9.2.0.3.0) ,

¢ installation of ChemStore
server software,

e creation of the Oracle database

¢ installation of Method
Validation Pack software, and

e creation of Method Validation
Pack tablespaces in ChemStore
Oracle instance (alias “HPCS”)

On every client the procedure

includes the installation of

e Oracle 9i client software ver-
sion 9.2.0.3.0

e ChemStation software for data
acquisition

e ChemStore or Security Pack
software for data management

e Method Validation Pack software

Please note that Method Validation
Pack software does not necessarily
need to be installed on every client
in a client-server system. If method
validation is carried out on a subset
of all networked ChemStation
Plus clients, only those clients
participating in the process of
validating analytical methods
must have the software installed.

Agilent offers the complete portfolio
of installation, validation and
training through its project services
organization. This will be handled
as one project where the complete
service delivery is managed
centrally based on the individual
customer requirements.



ChemStation Plus Method Validation Pack — Product Options and Configurations

Standalone version

The standalone version of Method
Validation Pack requires the
additional installation of the
ChemStation for data acquisition
and the ChemStation Plus database
module for data management of
analytical data. The database can
be ordered as G2181BA ChemStore
database or as G2183AA Security
Pack for full support of 21 CFR
Part 11. The installation only
requires one of these products.

Client/server version

Method Validation Pack
client/server installation runs on
Oracle 9i Rev. 9.2.0.3.0. A complete
system configuration requires
ChemStore C/S server software
(G1410A) for each server plus
Agilent NDS Oracle user licenses
(G1411A) for each named database
user, one full use copy of the
ChemStore client software (G2181BA)
and a ChemStation Plus client
license (G2186BA) for each
connected client as well as

copies of G2184AA for all Method
Validation Pack clients. For full
support of FDA's 21 CFR Part 11,
replace G2181BA with G2183AA.
Agilent provides all Agilent
ChemStation Plus software and
Oracle 9i software on Agilent
CD-Rom media.

Description

Product No.

ChemStation Plus Method Validation Pack
Requires but does not include ChemStore C/S or Security Pack. Allows
for method validation according to DIN/ICH/USP and EP guidelines.

G2184AA

Supports 21 CFR Part 11(only in conjunction with ChemStation Plus Security Pack).

Software module to add Agilent ChemStore C/S to an existing G2181BA
ChemStation for GC, LC, LC/MSD, CE or A/D.

ChemStation Plus Security Pack. G2183AA
Adds the secure ChemStore C/S relational database add-on software

module to the ChemStation Plus SW for A/D, GC, CE, LC and CE/LC-MSD.

Supports 21 CFR Part 11.

Description Product No.
ChemStation Plus Method Validation Pack G2184AA

Requires but does not include ChemStore C/S or Security Pack. Allows
for method validation according to DIN/ICH/USP and EP guidelines.
Supports 21 CFR Part 11.

Must have one copy of G2186BA or G2181BA per PC running Method
Validation Pack software. For full support of 21 CFR part 11 replace
G2181BA with G2183AA per server

NOTE: The number of Method Validation clients can be smaller than
the number of ChemStation plus clients in case method validation

will only execute on a subset of all networked ChemStation Plus clients

ChemStore C/S server application software
Includes ChemStore C/S server software, Oracle 8i standard edition
software, 5 Oracle application-specific named user licenses

Oracle named user license for Agilent NDS
Required for each named user of the ChemStore C/S
server database

ChemStore C/S client application software
Software module to add Agilent ChemStore C/S to an existing
ChemStation for GC, LC, LC/MSD, CE, CE/MSD or A/D.

ChemStation Plus ChemStore client license

Includes one online ChemStation Plus license for online data acquisition
and one ChemStore C/S offline data review license. Includes

license and user information only. Requires but does not include
ChemStation Plus software client media.

ChemStation Plus Security Pack.

Adds the secure ChemStore C/S relational database add-on software
module to the ChemStation Plus software for A/D, GC, CE, LC and
CE/LC-MSD. Supports 21 CFR Part 11.

Oty: number of method
validation systems in
ChemStation Plus C/S
networked data
systems

G1410A
Qty: one per server

G1411A

Qty: (Required for each
named user in the
ChemStation Plus
networked data
system) -5

G2181BA
Qty: one per server

G2186BA
Oty: Number of clients
-1

G2183AA
Qty: one per server
Replaces G2181BA
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Installation, Qualification Services and Training

Installation and familiarization

Agilent Technologies’ installation
and familiarization service ensures
that the Agilent ChemStation Plus
is installed correctly and in the
right environment.

In addition, Agilent offers a range

of on-going support services to

help:

¢ get your system up and running
fast,

¢ resolve problems quickly,

¢ keep productivity high,

¢ extend instrument life, and

¢ comply with regulatory quality
requirements.

Qualification services

¢ Agilent Technologies offers a
full range of qualification
services to provide the evidence
you need to satisfy the
requirements from agencies
such as the U.S. Food and
Drug Administration (FDA), the
U.S Environmental Protection
Agency (EPA), the International
Standardization Organization
(ISO), and the Organization for
Economic Cooperation and
Development (OECD).

¢ Installation qualification (IQ)
service

e Operational qualification/
performance verification
(OQ/PV) service

Training

Agilent’s ISO-registered trainings
can save you time, help keep your
laboratory operating costs low,
broaden your capabilities, and
ensure that your laboratory
complies fully with regulatory
and quality requirements.

For your convenience, standardized
courses are offered in selected
locations worldwide. Onsite
courses can be tailored to your
specific needs.

www.agilent.com/chem/cds
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