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General Description

This document provides specifications for Agilent ChemStore C/S and
Agilent ChemStation Plus Security Pack, which are part of the Agilent
ChemStation Plus family. With the Agilent ChemStation Plus family you
need to purchase only the features you require. This can be the fully fea-
tured software package for the most advanced capabilities, or you can
exclude features that you may not want now, and add them later as your
needs change. The Agilent ChemStation Plus software package currently
consists of the following modules:

Agilent ChemStation for GC, LC, LC/MSD, CE, and A/D systems
Instrument control, data evaluation systems. Detailed specifications are
available in the Agilent ChemStation Specifications (Agilent publication
number 5989-9795EN).

Agilent ChemStore C/S

Data organizing and storage module that provides a scalable in-process
chromatographic data organization system for Agilent ChemStations
(pages 2-20).

Agilent ChemStation Plus Security Pack

Support the requirements of 21 CFR Part 11. It uses a relational database
based on the ChemStore C/S database for secure result data storage,
data review and electronically signing off runs (pages 21-36).

Agilent Technologies



“ Agilent ChemStore C/S

What's New?

With revisions B.03.0x and B.04.0x
users can benefit of new function-
ality in many areas as listed below.

Workflow

¢ Up to three configurable levels
of approval linked to separate
user privileges (see Agilent
ChemStation Plus Security
Pack — Electronic signatures
and password settings on
page 30)

¢ Optional locking of runs after
approval to prevent them from
further modification (see Agilent
ChemStation Plus Security Pack
— Electronic signatures and
password settings on page 30)

* New chromatogram viewer
providing dynamic zooming
and rescaling capabilities (see
Agilent ChemStore C/S — User
Interface on page 15)

¢ Direct Read-access to
ChemStation Method (see
Agilent ChemStation Plus
Security Pack — Audit Trails
and Change Documentation
on page 32)

e Variables in advanced queries
for operator names and dates
(see Agilent ChemStore C/S —
Working with Agilent ChemStore
C/S on page 8)

¢ New database field for area%
results from ChemStation

Reporting

* Powerful custom calculator for
advanced calculations, reporting
and charting of calculation
results, based on fully versioned
calculation templates (see
ChemStore C/S — Working with
Agilent ChemStore C/S, Custom
calculations on page 12)

e Optional peak performance cal-
culation per-run or sequence
line (see ChemStore C/S —
Reporting on page 14)

Open system connectivity

¢ File-less LIMS interface
(see ChemStore C/S — LIMS
Connectivity on page 18)

Administration

¢ Email notification enhancements
(see Agilent ChemStation Plus
Security Pack — E-Mail
Notification on page 34)

¢ Configurable command line
access (see ChemStation Plus
Security Pack — User
Management and Application
Security on page 25)

e Support for Windows XP
Professional Workstation

e Support for Microsoft Vista and
Microsoft Access 2007

e Support for Oracle 10g

Product Description

Agilent ChemStore C/S is a scal-
able in-process chromatographic
database for Agilent ChemStations.
It provides a means to easily
organize, review and approve
analytical data based on study
and sample information. Agilent
ChemStore C/S supports the users
data review process offering
statistically result summaries,
flexible control charts, cross-
sample reports and documented
data archiving and restoring.
These services also aid users in
doing on-going system suitability
testing. The Agilent ChemStore
C/S server database can be used
as a single place for data storage
for all analytical data including
methods, sequences and the

raw data. This data storage also
satisfies the requirements for
data handling in a regulated
environment including the detailed
requirements of the U.S. food and
drug administration for electronic
records and electronic signatures,
known as 21 CFR Part 11.

Agilent ChemStore C/S is available
in two different configurations:

e Agilent ChemStore C/S
standalone database
This provides a low cost, easy-
to-use, entry-level database
module which integrates with a
single Agilent ChemStation
workstation.Very limited main-
tenance support is required and
any user with advanced know-
ledge of the Windows XP or
Windows Vista operation sys-
tem functionality for backup
and administration can main-
tain it. This entry-level database
module allows for storage of all
raw and meta data in single
database file to ensure full data
integrity. The file format adheres
to a common standard, which
is used by many other applica-
tions, for example, MS Access.

e Agilent ChemStore C/S
server Oracle® database
client/server system
This client/server system is
based on an Oracle database
running on a Windows 2000
server together with multiple
Agilent ChemStations and/or
Agilent ChemStore C/S review
clients. It provides enhanced
data security and data integrity,
distributed processing, as well
as the ability to store raw data,
methods and sequence files



within the database. This
configuration reflects best the
regulatory needs for electronic
records and ensures full data
integrity and traceability.

Based on standard database
features, Agilent ChemStore C/S

offers functionality which focuses
on the user’s needs for fast, secure

and traceable handling of chro-
matographic data:

User-defined or automated
transfer of selected data from
the Agilent ChemStation into
the Agilent ChemStore C/S data-
base.

Define, edit and manage
“studies” as the underlying data
storage format.

Manage or restrict data access
in studies by assigning study
access only to authorized users.
Create database queries
interactively or execute pre-
defined standard queries.
Review entire sets of data
across instruments and studies,
that several sequences in a fast
and easy manner.

Create additional filters and
selection criteria to produce
adequate subsets of the study in
order to best sort the data and
optimize the performance.
Complete audit traceability by
individual log-ins and complete
documentation within the data-
base including authorization
failures.

Security check of all files that
have been transferred over the
network from the ChemStation
application to the ChemStore
database application and back.

Whenever a corruption of the
datafile is detected, the user
receives an error message and
the file is no longer available
for modifications.

Approve or reject runs after
reviewing, following the rules
for electronic signature.
Ability to flag an arbitary

set of samples for reprocessing,
and to initiate batch reprocess-
ing of those samples on any
Agilent ChemStation in a C/S
network.

Custom fields—User specified
additional information fields
with each set of results (“run”
to hold values not measured by
the Agilent ChemStation (for
example, weights, pH, etc.) that
can be used for later queries,
reports or charts.

Flexibility in scaling and
labeling control chart data.
Simple user-defined
calculations for control charts
and reports.

User-controlled fast and easy
data export to other applica-
tions such as MS Excel®
Powerful and intuitive

report generator based on MS
Access runtime including most
commonly used report tem-
plates.

Architecture allows for off-line
review. Can be installed as a
data review client running on a
separate PC without needing
the Agilent ChemStation soft-
ware.

Data from non-Agilent chroma-
tography systems may be
included via the Agilent Chem-
Station AIA import capability.

Agilent ChemStore C/S offers
the possibility to start with an
entry level solution, and to then
upgrade when the data process-
ing needs increase.
Laboratories can easily upgrade
from one or more entry-level
standalone systems to an
Agilent ChemStore C/S server
Oracle database client/server
system. Previously stored data
in the entry-level databases can
be easily migrated to the new
server database. The user inter-
face does not change, except
that some additional items are
available for administrators.

A built-in archive/delete tool
allows for easy data transfer to
other disks and or media to free
up database space while keep-
ing a complete audit-trail of all
archiving and delete
operations.

Automatic archiving

based on a set of configurable
archive queries for easy data-
base maintenance and adminis-
tration.

Open system connectivity

using XML (Extensible Markup
Language) for easy data
exchange with other applica-
tions.

Advanced email notification
feature (C/S only). See page 34
for details.



Agilent ChemStore C/S—System Requirements

1. Agilent ChemStore C/S
standalone

Hardware requirements

The following list shows the mini-

mum hardware requirements for

this application:

e 1.5 GHz Pentium IV

¢ 4 GByte of free hard disk space

¢ 512 MB RAM for single Chem-
Station instrument.

¢ 1 GB RAM for two or more
instruments

e Display: 1280 x 1024, small
fonts, true color (32 bit)

e For Windows Vista the mini-

mum requirements for processor

speed and memory are:

3.4 GHz Pentium IV, 1 GB RAM

Software requirements

The following list shows the
minimum software requirements
for this application:

e Windows Vista Business Ed.
with Service Pack 1 or
Windows XP Professional
Service Pack 3

e Agilent ChemStation revision
B.04.01 or later

e Microsoft Internet Explorer
7.0 or later

¢ A local or network printer must
be installed and configured.

Hardware considerations

Disk space requirements depend

on several factors, such as:

e number of runs and compounds,

¢ technique (3D data requires
more disk space than 2D data)

¢ Agilent ChemStation report
style

¢ the “Store in Addition” settings
of the study to which the run is
assigned, (see table 4 on page 7),
and

* use of custom fields

¢ database backup requirements

Typical runs use approximately
10 KB for a short report with four
peaks, and use up to 300 KB per
run for an extended performance
report with 20 peaks. Table 1

Number of peaks

Agilent ChemStation report style Run length

Approximate size

(minutes) per run (KB)
4 short 6 10
4 short 30 40
4 extended performance 6 80
20 short 6 190
20 extended performance 6 300
Table 1

Client storage requirements for result only data storage

helps calculate the amount of
hard disk space requirements.
Additional information on this
topic may be found in the Agilent
ChemStore C/S Installation man-
ual and the Concepts Guide.

Note:

The standalone database size is
limited to 800 MB due to some
strict size limitations in the under-
lying file format. To ensure opti-
mum performance for later data
review Agilent strongly recom-
mends not to exceed this data-
base size limit. Additional stand-
alone databases can be created
via the Agilent ChemStore

C/S utility. If a larger single data-
base is required, Agilent
recommends that the client/server
version of the product be pur-
chased. The client/server database
uses Oracle 10g as a management
system, which allows for a much
larger database.



2. Agilent ChemStore server
Oracle® database system

Client hardware requirements

The following list shows the mini-

mum requirements for the client

in a client/server installation.

¢ 1.5-GHz Pentium IV
processor

¢ 4 GByte of free hard disk space

e 512 MB RAM for single Chem-
Station instrument.

¢ 1 GB RAM for two or more
instruments

e Display: 1280 x 1024, small
fonts, true color (32 bit)

¢ For Windows Vista operating
systems the minimum require
ments in respect to processor
speed and memory are:
3.4 GHz Pentium IV
1 GB RAM

Software requirements

The following list shows the

minimum software requirements

for this application:

¢ Windows Vista Business Ed.
with Service Pack 1 or Windows
XP Profession Service Pack 3

e Microsoft TCP/IP protocol

e Microsoft Internet Explorer
7.0 or later

e Oracle 10g client version
10.2.0.4.0.
(included with the ChemStore
C/S server software)

¢ Agilent ChemStation version.
B.04.01 or higher.

¢ A local or network printer must
be installed and configured.

Server hardware requirements

Agilent has optimized the perfor-
mance of a ChemStation Plus
client/server system to an average
of 30 “concurrent” Agilent
ChemStation/Agilent ChemStore
Review clients, where concurrent
clients are defined as clients con-
nected to the central ChemStore
C/S data organization system, that
actively either spool data to the
database or perform interactive
queries (review client). Due to the
nature of the application the
impact of data retrieval is higher as
this requires direct access to the
database, while during acquisition
the spooler is able to buffer data,
thus ensuring a secure transfer in
case of a network failure, for exam-
ple. So the optimum number of
concurrent clients might vary
depending on the work practice in
the laboratory. Depending on the
combination of 2D/3D instruments,
a typical high-end configuration
can thus grow to approximately 30
acquisition clients with a maximum
of 90 instruments. It is therefore

recommended to use a high speed
multi processor system with suffi-
cient RAM.

The minimum requirements for the

server in a Client/Server installa-

tion are the following:

¢ 1.5 GHz Pentium IV processor

e 1 GBRAM

e RAID SCSI controller

e 6 disk drives - 36 GB or larger—
2 drives configured as a mirror
set and 4 drives configured as a
RAID-5 array

e Backup tape device

e Uninterruptable power supply
(UPS)

Note:

The drive configuration yields one

mirrored partition for the operat-

ing system and application soft-

ware, and one large array for the

database files.

Server hardware
considerations

The hardware requirements of the
Agilent ChemStore C/S server will

Entry level Standard level Highend level
No. of concurrent review clients 1-5 1-15 >15
Processor speed (GHz) 1 3 3
Number of processors 1 2 2
RAM (GB) 1 4 32
Number of RAID controllers 1 2 2
Disks for operating system 2x36 GB RAID 1 2x36 GBRAID1 2x18GBRAID 1
(Controller 1) (Controller 1)
Disks for Oracle database 5x36 GBRAID5  5x146 GB RAID 5 5x36 GB RAID 5, (Oracle
RAID 5 (Controller 2) Data, Contoller 2)
2 x18 GB RAID 1 (Index
Log Files, Rollback Seg-
ments, Controller 1)
Hot swappable drives yes yes yes
Backup device Ultrium tape drive  Ultrium tape drive Ultrium tape drive
UPS yes yes yes
Table 2

Recommended server configurations for Agilent ChemStore C/S



vary based on the size of the data-
base selected at installation time
and the number of concurrent
connections (the number of active
instruments acquiring samples to
the database and Agilent Chem-
Store C/S review clients) and the
backup requirements for the serv-
er database. Table 2 shows three
recommended server configura-
tions. In a very small networked
installation with less than three
clients and no need for advanced
security using RAID, the Chem-
Store C/S Oracle database can
also run on a high-end PC using
Microsoft Windows 2003 server
software as operating system.

Note:

Planning the server disk configu-
ration is very important:

36 GByte (for small database) to
146 GByte (for large database)
hard disk, RAID 5 configuration

is recommended. Using a RAID 5
hard disk configuration (redun-
dancy and striping) yields less free
hard disk space than RAID 0 (no
redundancy). For example, 3 disks
of 9 GByte each using RAID 5
yields 18 GBytes while using
RAID 0 yields 27 GByte. RAID 5

is recommended for maximum
performance and protection of
your data. For backup operation
of the database, the required disk
space must be duplicated, that is a
54 GByte RAID 5 configuration
should have an additional 54 GByte
of disk space available for database
backup. When calculating server
memory requirements, calculate

8 MB of additional memory for
each Agilent ChemStore C/S client.
For more details on setup and

General | Store in Addition T Custam fields T Azsign Study T Approval
r Store in Addition to Fesult
v Chomatograms
¥ Spectra for Quantified Peaks
v RawData v Delete raw data from file system
after kransfarring to database
¥ Sequence
v Method
0K I Cancel Help

Figure 1

Study setup for full data integrity in the server database

configuration of the server, please
refer to the Agilent ChemStore
C/S Installation manual.

Server software requirements

¢ Windows 2003 R2 server with
Service Pack 2

e Microsoft Internet Explorer 7.0
or later (for admin client only)

¢ Internet Information Server
version 6 or greater (IIS is
installed as part of the applica-
tion server role.)

e Oracle 10g Standard or
Enterprise Edition
version 10.2.0.4.0.

Database size

The database size is selected at
installation time and should be
given careful consideration as this

will affect the total number of
runs which can be accessed online
and the frequency of
archive/dearchive operations.
Archive with delete (to recover
run space in the database) or
dearchive operations (to access
run data online). At installation
time you can either select from
the preconfigured databases con-
figurations listed in table 3, or
have a customized configuration.
Note: The custom database config-
uration must be planned as a pro-
ject with Agilent database consult-
ing specialists prior to system

Database Approx. Database
configuration no. of runs  size
small <7500 4 GByte
medium < 25000 10 GByte
large < 80000 40 GByte
Table 3

Database configurations



installation. The size of the
Agilent ChemStore C/S database
is based on an Agilent ChemStore
C/S system which has an average
distribution of all Agilent
ChemStation 2D and 3D tech-
niques. Also, all Store in Addition
checkboxes are

enabled for all studies, as shown
in figure 1. The space require-
ments for runs stored in the
Agilent ChemStore C/S database
will vary depending on your envi-
ronment. A run is defined as a sin-
gle set of results produced from a
single sample acquisition or
reprocessed by an Agilent
ChemStation which has been
transferred and stored in the
Agilent ChemStore C/S database.

The actual amount of space con-
sumed by each run in an Agilent
ChemStore C/S database will vary
depending on:

e the Store in Addition
to Result settings of the study
to which the run is assigned
(table 4), and

¢ the technique and complexity
(numbers of peaks, Agilent
ChemStation reports, custom
fields, and so on) of your chro-
matography for that run.

¢ For details on the size of
raw data files by technique,
please refer to table 5.

Supported Agilent Chem-

Station software

Agilent ChemStore C/S can be
used with the following Agilent
ChemStation software:

¢ Agilent ChemStation for gas
chromatography, revision
B.04.01 or later,

¢ Retention time locking
software, add-on module for
Agilent ChemStation for gas
chromatography,

e Agilent ChemStation for liquid
chromatography, revision
B.04.01 or later or later,

e Agilent Method Scouting Wizard
for method development
systems

e Agilent ChemStation for
capillary electrophoresis, revi-
sion B.04.01 or later,

e Agilent ChemStation for liquid
chromatography mass selective
detection, revision B.04.01 or
later.

e Agilent ChemStation for analog
signal acquisition, revision
B.04.01 or later,

e Agilent ChemStation for
capillary electrophoresis mass
selective detection, revision
B.04.01 or later,

Store in Addition Description Technique Average file size (kB)
Chromatograms Stores all available chromatograms (from each detector and/or signal) 2D GC/LC 50
3DLC 60
Spectra for quantified Stores spectra from all peaks that have been identified and quanti 3D LC/MS 750
peaks fied as compounds in the calibration table.
3D CE 600
Raw data Stores the acquired data in addition to the calculated result. Table 5
Note: . .
A data fil by tech
This setting has a significant effect on the amount of storage space verage raw data Ile size by techmique
required for each run in the ChemStore C/S database. For example
ChemStation data which is created from 3D techniques such as a
liquid chromatography diode array detector will require more
storage space than a 2D technique such as gas chromatography.
Sequence Stores the ChemStation sequence.
Method Stores the ChemStation method
Table 4

Store in Addition study settings



Agilent ChemStore C/S — Working with Agilent ChemStore C/S

1. Data transfer

The Agilent ChemStation Plus
concept consists of different soft-
ware components designed for the
various tasks in the chromato-
graphic laboratory. The Agilent
ChemStation manages data acqui-
sition and data analysis, and the
Agilent ChemStore C/S database
offers advanced data and result
management along with additional
sample information management
such as data organization, advanced
result calculations, result approval,
and archiving. This concept allows
a clear separation of result rework
and advanced result review and
offers unmatched data integrity
and traceability by tracking the
data history — Results in
ChemStore can only be under
review or after review completion,
locked and pending for archival,
while results in ChemStation are
under rework. It is therefore very
important to have a secure and
documented data transfer
between the software application.
The specifications will offer a
detailed outline of the data transfer
including security measures for
both directions. To further manifest
this separation between rework
and review, results can be locked
from further modification when
giving an approval.

From Agilent ChemStation to
ChemStore database

Agilent ChemStore C/S offers two
modes of data transfer from the
Agilent ChemStation into the
Agilent ChemStore C/S database —
* interactive mode and

* automated mode.

Figure 2 shows the interactive
mode.

ChemStore Single Run Setup: Instrument 1 x|

—5Select Study

D atabase Mame: demo

Study:

Method Validation 4

Study Info:

- Precizion of RT
- Precigion of Peak Area

Contains data for method validation: E

— Custom Fields

— Stored in Addition to Result

¥ Chromatograms

Yaluesz . |

Hame: Unit: Type: Required
[pH [ [Tent [Mo | I~ Spectra for Quantified Peaks
¥ Raw Data
¥ 5equence
¥ Method
[" Calculate Peak Perf
T fer Data

i+ after each Analysis

" only on Manual Request

Cancel |

Help |

Figure 2

Data transfer setup screen in the Agilent ChemStation

Interactive mode

Users perform the transfer manu-
ally from the Agilent ChemStation
menu item in “Data Analysis View”
or use the batch review interface
of the Agilent ChemStation. This
mode of operation is useful for
analysts who wish to perform a
first pass data review from the
Agilent ChemStation data analysis
view before transferring the
approved results to the database.

Automated mode

Results are transferred automati-
cally to the database at the end of
each run. This mode ensures that
all analytical data are transferred
into the Agilent ChemStore C/S
server database and are protected
from unauthorized modification.
If the same sample injection is
reanalyzed and then transferred, a
new version of the result data is

created, together with an entry
in the audit trail of the Agilent
ChemStore C/S database, thus
ensuring a full history of the
injection.

File security during data
transfer

Each file that is transferred over
the network from the Chem-
Station to the ChemStore data-
base or back is protected with a
hash value. The application soft-
ware automatically calculates the
hash value prior to any data trans-
fer using a 24 character value
based on the RSA Data Security,
Inc, MD 5™ message digest algo-
rithm. The hash value is stored
with the data file. Whenever this
data file is transferred over the
network, e.g. for a reanalysis
cycle, the same message algo-
rithm calculates the hash value of



the current file and compares it
with the stored value. Any differ-
ence is reported as an error and
the data transfer is interrupted.

Assignment of studies and
custom field information

Runs are stored in studies which
form the top level hierarchical ele-
ment of the Agilent ChemStore
C/S database similar to a drawer
in a cabinet. Study access is
restricted to users that were
explicitly granted the permission
to access the data inside this
study. Users must be assigned to a
study in order to review study
data or spool data into the study.
The amount of result and meta
data that is stored in the Agilent
ChemStore C/S database is defined
on a per study basis. For example,
the transfer of a set of results may
also include chromatograms and
spectra, and the raw data, methods
and sequence file used to produce
those results.

Custom fields allow additional
information or result fields to be
linked to each set of results (“run”).
They are used to store additional
information that is not accessible
from the Agilent ChemStation
method or results, that is, informa-
tion which may reflect other mea-
surements (for example,

LIMS ID, sample pH, patient weight,
dosage, and so on) or may be used
to organize the data (for example,
the identification code of the test
patient from whom a serum sam-
ple was obtained). These custom
fields may be configured as
“required” or “optional”. For the
former, a value must be specified
before results can be transferred
to the database or a sequence can

be executed. Custom fields can
also be used in later queries for
reports, custom calculations or
charts.

Study and custom field
configuration

A custom field and its type are
defined globally per database as
shown in figure 3. The available
field types are:

¢ True/False selection

¢ Configurable selection list

¢ Integer value

¢ Real value

e Text field

e Date or Date/Time

Custom fields need to be assigned
to a study to activate them for use.
As part of the study setup the user
defines how the custom field is
populated and whether it is a
mandatory field or not. A custom
field can be filled by a ChemStation
function or manually. Manual
fields can be flagged as “required”

Create Field

| My CustomField

Hame:

Data type: j

True / False
Selection list
Integer
Real
Text
Diate or Date & Time
Cancel I Help
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Figure 3
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or a default value as well upper
and lower limits can be specified.

Custom field values are entered

before the single sample or

sequence acquisition:

¢ Single sample/manual
operation: Study and custom
field values are entered by a
“single run” Agilent Chem-
Station menu item (figure 4).

¢ Sequence operation: Study
and custom field values are
specified per sequence line and
and stored with the sequence.

Using Agilent ChemStore C/S data
review capabilities, the lab manager
or a quality control person can
review data generated on multiple
instruments throughout the lab.
Samples can be approved, rejected,
excluded or assigned for rework
by the Agilent Chem-Station (see
below From database to the
Agilent ChemStation).

ChemStore spooler — Managing
data transfer from Agilent
ChemStation to Agilent
ChemStore C/S

To ensure optimum performance
of the Agilent ChemStation, a
background spooler takes care of
a secure result transfer from the
Agilent ChemStation data into the
Agilent ChemStore C/S database.

Single RBun #
Batch »

Setup ...
Custom Field Yalues ...
Data ko Datab,

Transl

H :JD DEMO H‘ J |AII Loaded Signals
H 11

B & &% AL &[T

i L paTH

Figure 4

Data transfer setup screen in the Agilent ChemStation



This approach has several advan-
tages, including

releasing the Agilent Chem-
Station to go on with other
tasks quickly while the transfer
continues in the background
and

guarding against data loss in
case the database insert opera-
tion fails or the network is
down.

From database to the
Agilent ChemStation
Runs which require further

rework, for example manual
integration, can be transferred

from the database to the Agilent
ChemStation. Agilent ChemStore
C/S creates an Agilent ChemStation
batch to ensure a consistent ease
of operation. The setup for this
batch submission is a two-step
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approach:

. Create the batch request from

the Agilent ChemStore C/S
review client by marking the
runs for transfer in the user
interface. An authorized user
configures the transfer details
in an interactive pop-up window
(figure 5). These include
assigning the run data to one

or, in case of several runs, to
more than one user for reanaly-
sis on a per run basis,
optionally transferring the
method with the data (including
the choice between all versions
of the method), and

entering a comment with each
run transfer that will be dis-
played to the Agilent
ChemStation operator.

. Use the Agilent ChemStation

Load Batch from ChemStore

10

AR e—

Figure 5

Batch setup for data transfer from database to the Agilent ChemStation

menu item to select the desired
batch from the pool of pending
Agilent ChemStore C/S batches
to download the runs to the
Agilent ChemStation. The
operator then reviews the data
in the ChemStation batch
review and makes the necessary
changes. After completion of the
review the modifications can be
transferred to the database as
new result versions.

2. Task flow in the review client

Retrieve and review sample
data
The ChemStore C/S review client

provides two user interfaces for
data review - the sample-centric

Sample view and the compound-
centric Compound view. Both
views are further subdivided into
a tabular display, with or without
chromatograms and/or spectra,
and a chart display for plotting
sample- or compound-related data.

The task flow of Agilent
ChemStore C/S is designed to
support the laboratory’s workflow
and can be outlined as follows:

1. Select the database that
contains the data you want to
work with.

2. Extract the set of results you

will work with. This is done via
a database query and the
results become the “current set
of data”.



3. Perform any of the following
tasks, in any order:

¢ Review the results “by sample”
or “by compound”. While
reviewing the results, you may
switch between any of several
different data presentations
(for example, a table, a chart, or
plots of the chromatograms and
or spectra). In addition, you
may specify additional statistical
computations to be done on
the results and included in the
tabular or graphical presenta-
tions.

¢ Generate a report on the
data in the set of data. Any of a
set of report templates may be
used, and you may customize
those templates according to
your needs or create new ones.

e Export selected data. Data may
be sent to an Excel 2007 “*.x1s”
file or to an application that
supports cut-and-paste of the
appropriate format.

¢ Execute custom calculations
such as cross-run or cross-com-
pound calculations or advanced
statistical calculations. Pre-
defined templates can be
modified or new ones can be
created. Modifications are
stored as new template version.
Calculation tables and charts
of calculated values can be
integrated into the report.

e Set up a “batch” by marking
runs whose data and method
are to be transferred back to
the Agilent ChemStation for re-
analysis.

¢ Filter or exclude any run in the
current data set.

e Approve or reject runs based
on your result review. Both
steps follow the FDA require-
ments for electronic signatures.

The standard query builder of
ChemStore C/S provides fast
access to the commonly used
database fields for fast and easy
data retrieval. For more sophisti-
cated queries the advanced query
builder provides for access to

all database fields, conditional
query capabilities as well as the
use of variables for the operator
name (“currently logged on user”)
and the date (for example “not
older than 2 days”).

Performing statistics
calculations

The user may optionally select to
have statistical calculations per-
formed on the (numerical) data
which is being reviewed, as shown
in figure 6. This can be achieved
using summary statistics that cal-
culates statistical values based on
a single column of numerical val-
ues. The calculated values are:

¢ number

* minimum

* maximum

e sum

* mean

® variance

¢ standard deviation

¢ relative standard deviation

In addition, Regression Statistics
can also be used to calculate
curves and statistics of two
numerical columns. Curve types
include:

e linear

e quadratic

cubic

logarithmic

exponential

power

The curve parameters for the
curves and the residuals will be
calculated and displayed. Residual
and curves can also be displayed
in a chart.

Custom expressions

Simple Mathematical calculations
may be performed on results using
the built-in expression definition
interface (figure 7).

This offers the basic expression
functions (addition, subtraction,
division and multiplication) plus
the following functions:

® exponential

natural logarithm

logarithm

square

square root

EBiphenyl
Statiztics Amnount RT Area Height
Count 15 15 15 15
Sum 014 3887 4074.03 559.70
Mirirnur 0.00536 2 56547 142 49 2544
b aimum 0.0170m 258024 452,50 58.34
Mean 0.00955 257133 271.60 37.31
Standard Deviation 0.0045 0.0051 127.4384 13,9228
Rel Std. Dew. [%) 472374 0.1968 46.9210 3733
Y ariance 0.0000 0.0000 162405492 193.8437
Figure 6

Summary statistics

1



Custom calculations

The ChemStore C/S custom calcu-
lator provides all means to develop
custom calculations that cannot
be done with the simple expression
builder. The custom calculator
user interface for development of
calculation templates is shown in
figure 8. Calculation templates are
fully versioned. The modification
of an existing calculation template
is stored as a new template version.
Only users with the appropriate
permission have access to the
custom calculator.

For a fast and easy template
development the custom calculator
is equipped with eight wizards:

e Create Table defines the data
items for the calculation

e Create Subtable defines a sub-set
of data

e Insert Column allows to define
columns that are populated
with calculation results and can
be used in further calculations

e Define Variable allows to
specify variables (fixed values
or calculation results) that can
be used in further calculations

e [F condition defines conditional
values, for example for limit
checking, resulting in a con-
figurable result output, such
as “pass” or “fail”.

e Format defines the number
format and precision of data
items for reporting

e Transpose allows to transpose a
table or subtable
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The custom calculator user interface

e Group allows to group by a
specific data item and do
statistical group calculations,
such as
— number of values (“count”),
— maximum value,

— mean value,

— minimum value,

—relative standard deviation,
— standard deviation,

— sum, and

— variance.




The expression wizard (figure 9)
is used for defining a calculation,
which can be either an expression
or condition. Calculations can be
defined for all available columns
or variables. It provides a set

of arithmetical and statistical
functions that can be used in
conditions or expressions, these
include:

e addition

e subtraction

e multiplication

e division

e absolute value

* count

e exponential

¢ logarithm

¢ natural logarithm

¢ mean value

* minimum

¢ maximum

¢ relative standard deviation

e square

® square root

e standard deviation

* sum

® variance

Multiple calculations can be
defined within a single template
based on any table or subtable.

All calculations are strictly column-
based operations and easily allow
any kind of cross-compound
calculation, for example for the
determination of relative retention
times as required in some regula-
tory methods for confirmation of
a successful identification or for
calculating relative responses. The
transpose wizard converts a table
for doing cross-run calculations
such as the comparison of results
to a reference run. The group wiz-
ard provides for the ability of
grouping a set of results by criteria

Set Expression

x

Table.Barbital.Peak. 'Retention

Time'/Table.&llobarbital.Peak. 'BEetention Time'
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Figure 9

The expression builder of the custom calculator

stored in any other database field
including custom fields. Groups of
data can be used in statistical cal-
culations, where the results may
serve as a data source for further
calculations. The IF condition wiz-
ard integrates with the expression
builder and can filter result data
based on virtually any condition.
The output can be reported
according to the specific laboratory
or regulatory requirements, for
example for limit checking — a
sample result lying outside of a
specified interval can be flagged as
“out of spec.”.

During the development the custom
calculation is documented in a
scripting window as shown in
figure 8. This protocol is stored in
the database as the calculation
template. Each new version of a
template is stored with version

information. Optionally it can be
included in the report to fully
document the calculation.

Any part of the calculation or the
complete template can be tested
on sample data obtained by a
database query. Any error or
inconsistency is identified and
documented in the error window.
The related calculation piece is
highlighted in the protocol for
convenient and simple trou-
bleshooting.

Calculation result tables as well as
charted calculation results can be
integrated into ChemStore reports.
The user may choose whether to
base a report on the latest version
of a calculation or any earlier one.
The reporting capabilities of
ChemStore C/S are outlined in the
following section.
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Agilent ChemStore C/S — Reporting

Agilent ChemStore C/S offers a
powerful report generator
enabling users to easily create and
generate final summary reports.
The preview function helps to
interactively develop the desired
report without requiring test print-
outs. Agilent ChemStore C/S
comes with a set of built-in tem-
plates to cover the most common
needs for summary reporting.
These templates can be used as a
starting point to build your own
customized reports.

Following is a list of built-in

reports

e Analysis Results reports.

e Audit Trails reports

e Compound Amounts reports
for individual results.

e Instrument and Run reports

e Peak Details reports

e Kinetic Decay reports.

e Sample Summary reports with
numeric tables of the result
information.

e Sequence summary report—

a complete report for GMP
requirements including summa-
ry statistics, graphics of chro-
matograms and spectra and
result charts with control limits
for each compound type
grouped by the sample type.

e System Suitability summary
reports including statistics over
replicate injections.
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The following are key customizable

features of the reporting

¢ display of the selection criteria
of the query,

¢ display of all custom calculations
that have been used in the data
section of the report

¢ an overall report header
displayed on each page that
allows to include graphic items
such as a company logo,

¢ table information,

¢ configurable table contents and
table header.

e fonts and font attributes,

¢ individual sections with additi-
onal individual headers contain-
ing data tables, chromatogram
and spectra (if available from a
diode array detector) or data
charts,

¢ individual page breaks,

¢ additional sorting criteria within
one data section to group data
logically, for example, around a
vial number, a sample type or
any other item that the user
requires,

¢ restriction capabilities to focus
on an adequate subset of the
data, that is, one peak within a
chromatogram, and

e statistical calculations selected
interactively at any time during
the data review from the
ChemStore C/S user interface.

¢ inclusion of custom calculation
result tables, charts of calculated
values and full documentation
of the custom calculations,
including calculation formula
and calculation errors.

The ChemStore C/S application
offers an additional functionality to
print the current view. This func-
tion gives access to an immediate
printout of the actual screen
including all graphics without any
formatting or configuration tasks.

For system suitability reports the
calculation of system suitability
parameters can be triggered
independently of the ChemStation
method during sample or sequence
setup by enabling the “Calculate
Peak Performance” checkmark
per run or sequence line (see
figure 2).



Agilent ChemStore C/S — Data Export into Other Applications

Agilent ChemStore C/S allows an
easy export of selected database
information (selection by records
and data fields) to third party
applications (notably MS Excel).
The user has control over which
fields are included and in which
order. This can be done based on
queries or reports exporting data
into the native file format. Agilent
ChemStore C/S also offers clipboard
cut-and-paste for both tabular and
graphical data (figure 10). Report
outputs can be in a file format
allowing convenient publishing of
reports, for example, HTML for
internet and intranet publishing.

Epot

Section: Expaort result data to: Ok |
* Compovnd list =
= Chart
r‘ M3 Excel Cancel |
Help |
Figure 10

Interactive data export from Agilent ChemStore C/S into other applications

ChemStore C/S allows printing in

the following file formats:

e HTML format for review with
an Internet browser (excluding
graphics).

Agilent ChemStore C/S — User Interface

e (CSV format for spreadsheet
applications

¢ XML format as generic file-
interface (excluding graphics)

The Agilent ChemStore C/S review
client offers the user two main
“toolkits™: data review and database
administration. The latter will be
described in the next section.

Sample and compound review

Within the data review toolkit, the
user has a choice of whether to see
data organized by analysis (also
referred to as “run” or “sample”)
or by compound. In the table
layout view data is displayed in
configurable tables, either sample-
or compound-centric.

Chromatogram/spectrum
presentation

In the review layout view, the
display area can contain both
graphics and a table. The details
differ for sample and compound
review. The chromatogram viewer
provides for dynamic zooming and
rescaling capabilities, allowing a

detailed inspection of the baseline
to judge whether any rework of
the integration is required.

General chart presentation

In the chart layout view the chart
presentation is available only if no

summary or regression statistics
are in use. If regression statistics
are being calculated, the regres-
sion chart and residual chart pre-
sentations replace it. Figure 11 is
an example of a chart contained
in the display area.

Relentlon time reproducibility 100 runs/six days
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Figure 11

Chart for retention time reproducibility with warning and

critical limits
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Agilent ChemStore C/S — Security

Data acquisition, data analysis and
data review are password-protected.
Each user must have a valid user-id
and a password to log on to the
application, as shown in figure 12.
To be able to transfer data to the
database the user must be logged
on to the database. User validation
is done on a per database level and
always requires to enter a user
name and a password. Permissions
for several tasks like approval or
archival of runs, creation of custom
fields, report templates, calculation
templates or studies can be assigned
to each individual user. Four user
group templates for permission
rights are supplied with the review
client. They can be used as a
starting point for the assignment
of the permissions. Note that users
and their security permissions are
configured separately for each

Agilent ChemStore C/S database.
Users and their permissions can
be imported from an existing
database during creation of a
new standalone database. In a
client/server environment users
are centrally managed in the
Oracle database.

Electronic signatures and
password security

Agilent ChemStore C/S uses elec-
tronic signatures based on the
application User-ID/password
combination to uniquely identify
the users and their signatures. In
order to keep the password
unique to the individual user an
additional security function is
implemented to periodically check
and revise passwords, and apply
the company's password policy.

Minimum length is the minimum
acceptable length (in characters)
of a password. Password validity
is the length of time (in days) over
which the password remains valid.
Minimum password recycle is the
minimum number of new, unique
passwords that a user must use
before a password can be used
again.

Agilent ChemStation
H g
e ————— | =)
; ™ P
Figure 12

Password protection of the application
software

Agilent ChemStore C/S — Database Administration, Backup and Recovery

Database administration

The review client provides the

graphical user interface (GUI)

through which the user can accom-

plish the following administrative

tasks. Although the capabilities of

the entry-level and client/server

versions are to some extent differ-

ent, the GUI is identical.

¢ Create a new database—(entry
level database only),

e Compact (defragment) a data
base—(entry level database only),

e Create or modify a study or
custom fields,

¢ Administer system settings,

¢ Administer users and security,

¢ Manual or automatic archive,
delete and de-archive data
(server-only),
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¢ Assign studies to users,

¢ Email notification for example
on security violations (server-
only).

The client/server version offers
supplementary tools for administra-
tors in the Admin Client to per-
form proper maintenance of the
server database, archive/dearchive
or archive/delete functions and
other setup tasks. The Agilent
ChemStore C/S Admin Client is a
web-based application that can be
run from any PC on the network.
The Admin Client performs the
following main tasks on the server
database using a service running
on the server.

Schedule archive, dearchive

and delete operations.

¢ Modify scheduled operations.

View reports detailing pending

operations.

e Review archive and dearchive
history.

¢ View information about
archives, runs and other
objects, including a list of all
runs in the archive unit.

e Execute archive, dearchive and
delete operations immediately.

e Keep an audit trail of all archive
and archive delete operations.

¢ Add and modify database con-

nections to offer connection to

a second Oracle database.



Database backup and recovery

One of the most important IT
routines is the implementation of
a Backup and Restore concept.
Backups and — equally as important
— the ability to restore a backup
are important tasks in order to
protect business data and labo-
ratory investments.

Agilent Technologies can provide
assistance in creating, implement-

ing and testing a ChemStore C/S
Server Backup and Restore strategy.
This strategy should ideally be
planned before the implementation
but Agilent offers both, a service
prior to the installation as well as
a post implementation service.

For this purpose a ChemStore C/S
Backup & Recovery strategy paper
has been developed. With this
strategy paper and by working
with a customer’s ChemStore C/S

Agilent ChemStore C/S — Archiving Data

administrator Agilent provides a
consulting service to plan and
implement the right backup and
recovery strategy for your business.

With a working knowledge of
implementing solutions Agilent
uses software from Symantec
called Veritas Backup Exec Agent
for Oracle™ and BrigthStor ©®
Arcserve® with Agent for Oracle,
or Recovery Manager

RMAN® from Oracle®.

The client-server version provides
for manual or automatic archiving
of runs present in the database to
a separate file on disk or tape.

Manual archiving

Manual archiving is done from the
“Archive/Delete” view in the
ChemStore C/S review client and
is based on the selected data set.
Manual archiving requires the user
to have the permission for archival.
Individual runs or the whole set of
runs are marked interactively for
archival. These runs are then
scheduled for the next archival
operation on the server.

Automatic archival

An administrator with archival
permission can set up a list of
individual archive queries for
automatic archiving, which are
executed at predefined time inter-
vals. Each custom query is put
together from a set of criteria,
including for example, injection
time, sample name, instrument

name, operator name, sequence
name, method name, study name,
custom field values, approval status
and so on (figure 13). The available
operands depend on the data cate-
gory (text, numeric values, date)

including wildcards and relative
values (for example, runs “older
than x days”). For performance
reasons the number of clauses
that can be defined for automated
archival is restricted to 10.

_leix]
- fuchive Quer
Pathis laive 1o £\ [ £
Hame: [iegiarchivel
Bath: [serveipathtfolder]
Ele: [iestarchive
[~ Delets runs after archiving
Comment
Thiz is my first aichive query =]
El
DBuety Condiian
([Crase Do ] AND | OR
Study Name iz equal ‘Method Valdation® AND Y ()X
Instrument Hame iz equal HP 1050 System 1' T ——
Add clause
Hodify clause.
Delete clauzz.
Schedule
Frequency (wake up interval iz 15.min}:
every | 1| [weeklz) | Fiststaring date:  Diay: [22.11.2002  Time: [10:00:00
w. Automated Archive
Loapllans r Mame Frequency Scheduled At | Creatar Status
e archivequeny 3 monthly 2003-04-01 | Adririistrator Active
archivequery? 1 daily 2002-12-20 | Bernhard Etich Active
archivequeryd 1 weekly 2003-03-01 | Administrator Inactive
archivequeryd 10 daily 2003-04-01 | Adminigtratar Active
P | archivequery 3 weekly 2003-04-0 Lte Baber Active
Figure 13

Setup of automatic archive queries
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Each archive query is stored
under a unique user-defined name
and can be executed based on a
configurable time interval (per
query), for example, daily, weekly,
monthly or in conjunction with a
counter such as every x days. A
test functions allows the user to
obtain information on the number
of runs that the query returns at
the moment with the given query
condition. For each archive query
the name and path for the archive
unit have to be specified. The

filename for the automatic archive
file is appended with the archival
date, resulting in a file name format
“<filename>-yyyy-mm-dd”. Each
archive query can be disabled when
not required permanently. After
successful completion of the
archive the data can be automati-
cally deleted to create free space
in the database.

Both manual and automatic
archival require re-identification
with user-ID and password.

Agilent ChemStore C/S — LIMS Connectivity

A checksum-protected archive
catalog file in XML format is gen-
erated with each archive unit,
which contains detailed informa-
tion about the content of the
binary archive file. A generic
archive interface provides a clos-
er linkage to other applications
for enhanced archive manage-
ment (for example, archive man-
agement or hierarchical storage
management systems).

ChemStation Plus can be easily
connected to a Laboratory
Information Management System
(LIMS). For this purpose the
Agilent ChemStation provides for
a sample list import function to
conveniently translate a work list
from the LIMS into a ChemStation
sequence. An instant, file-less
result transfer back to the LIMS
from the ChemStore C/S database
(server only) is achieved through
the integrated ChemStore C/S
LIMS interface.

Sample list import from LIMS

The sample list generated by

the LIMS can be imported to

the Agilent ChemStation as a
ChemStation sequence in XML-file
format. XML is a very portable
and flexible protocol for inter-
connectivity between systems.

The sample list must contain a
LIMS ID for each sample. This
LIMS ID is mandatory for sample
tracking from and result transfer
to the LIMS. Optionally additional
two fields can be populated with
LIMS-specific data.

Result update to LIMS

ChemStore C/S provides for
file-less access to all result data
stored in the database as LIMS
data (identified by the LIMS ID).
This is achieved through a
combination of read-access to all
result data in the database as well
as a controlled write-access for
the LIMS. Prerequisite for results
to be accessible by LIMS is the
existence of a LIMS ID which is
assigned per sequence line. In
addition a LIMS notification may
be used, which is tied to the

approval of data as shown in
figure 14. The administrator may
decide which approval level is
appropriate to initiate the LIMS
transfer. In addition the LIMS
can acknowledge data that was
successfully transferred to LIMS
to exclude it from future updates.

Workflow

The workflow can be divided
into five sequential activities
shown below:

1 The sample list is generated
by the LIMS system in an XML
format

2 Tt is imported by the Agilent
ChemStation and translated
into a ChemStation sequence

3 Samples are analyzed, results
are calculated and stored in
the ChemStore C/S relational
Oracle database



4 Information typically required
by LIMS systems are instantly
made accessible in the
ChemStore C/S database (tied
to the existence of the LIMS ID)

5 If enabled on the system or
for a specific study, a LIMS
notification is triggered
upon the approval of data (as
configured in the approval
configuration console)

6 A program from the LIMS
systems can scan a table in the
database for a specific update
flag to see if any new records
are available for processing,
and can amend the flag so
that it is not scanned during
subsequent scans.

Approval configuration

Default approval configuration T

Freconfigured approval comments

—Approval configuration

v Multi-level approval

— Run locking
Runs will be locked ...
. never

r

(.. on third-level approval

- Lims notification

The Limz export will start ...

.. NEVET

... after first-level approval

... after second-level approval

i IC Nia Nin |

...after third-level approval

[ ox 1]

Cancel Help

Figure 14

Configuration of approval levels and LIMS transfer

Agilent ChemStore C/S — Installation and Upgrading

The standalone version of Agilent
ChemStore C/S is user-installable
from the ChemStore C/S CD-ROM
and can be added to an existing

ChemStation installation (Agilent
ChemStation software family CD-
ROM version B.04.01 or higher).

The Agilent ChemStore C/S Oracle

client/server version includes :

e ChemStore C/S server
software (included on the
ChemStation Plus CD-ROM),

¢ Oracle 10g standard edition
version 10.2.0.4.0 (included in
ChemStore C/S server software
on a separate DVD),

e ChemStore C/S client software
(on ChemStation Plus CD-ROM).

Agilent ChemStore C/S data-
base migration

The Agilent ChemStore C/S sys-
tem includes a migration utility
which enables you to migrate your
Agilent ChemStore C/S data in the
following ways:
¢ Migrate Agilent ChemStore
B.0x.0x data (standalone) to
Agilent ChemStore C/S B.04.02
(standalone).
¢ Migrate Agilent ChemStore
B.0x.0x data (stand-alone)
to Agilent ChemStore
B.04.02 (standalone).
e Migrate Agilent ChemStore C/S
B.04.02 data to Agilent
ChemStore C/S server data.

If you are currently running
Agilent ChemStore B.01.0x,
B.02.0x, or B.03.0x on your sys-
tem, and you wish to migrate your
data to the Agilent ChemStore C/S
server Oracle database, you will
need to migrate in two steps.

First migrate to the B.04.02 Agilent
ChemStore C/S standalone data-
base, then migrate from there to
the Oracle database.
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Agilent ChemStore C/S — Product Options and Configurations

Standalone version

The complete Agilent ChemStore
C/S standalone software is provid-
ed on the Agilent ChemStation
Plus CD-ROM as described in
table 6a.

Agilent ChemStore C/S server

The Agilent ChemStore C/S server
product includes the ChemStation
Plus CD-ROM and Oraclel0g revi-
sion 10.2.0.4.0 software on a sepa-
rate DVD offering one Oracle stan-
dard edition license. In addition an
application-specific full user
license is required and sold from
Agilent for each additional user
running a ChemStore review
client. Five application-specific
named user licenses are already
included with the Agilent
ChemStore C/S server software.
Refer to table 6b for details.
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Description Product No.
Software module to add Agilent ChemStore C/S to an existing

ChemStation for GC, LC, LC/MSD, CE, CE/MSD or A/D. G2181BA
License to use the ChemStore C/S database module on another computer. G2186BA
Must either be on the same order as G2181BA or the customer must supply

the license number for the original software. Does not require ChemStation.

ChemStation Plus client upgrade software, upgrades a single ChemStation G1657A

Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

Table 6a

Agilent ChemStore C/S standalone version

Description Product No.
ChemStore C/S client/server version. Includes ChemStore C/S server software  G1410A
Oracle standard editions, 5 Oracle application-specific named user licenses. Qty: 1 per server
Oracle named user license for Agilent NDS G1411A

Required for each additional named user
of the ChemStore C/S server database.

Software module to add Agilent ChemStore C/S to an existing
ChemStation for GC, LC, LC/MSD, CE, CE/MSD or A/D.

Licence to use the ChemStore C/S review client on another computer.
Includes one online ChemStore license for use with an online data acqui-
sition ChemStation plus an additional offline ChemStore license for
offline data review

ChemStation Plus client upgrade software, upgrades a single ChemStation
Plus client to the latest software revision.
Requires valid software licenses and ChemStation upgrade software G1656A.

ChemStation Plus server upgrade software
Upgrades ChemStation Plus server software to the latest revision.

Qty: (number of
named users) -5

G2181BA
Qty: 1 per server

(G2186BA

Qty: (number of
clients connected
to the server) -1

G1657A

G1655BA

Includes G1656A ChemStation software upgrade. Requires valid software license

and can only be ordered along with a Software Maintenance Agreement.

Table 6b
Agilent ChemStore C/S client/server version



E Agilent ChemStation Plus Security Pack

Product Description

The ChemStation Plus Security
Pack is a module of the Agilent
ChemsStation Plus Series designed
to support the requirements of

21 CFR Part 11. In the Agilent
ChemStation the ChemStation
Plus Security Pack modifies data
analysis and provides advanced
data management with regard to
supporting the requirements for
electronic records. It also offers a
procedure to sign off runs with an
electronic signature. To support
the typical approval workflow in a
regulated laboratory the Security
Pack optionally provides for three
levels of approval which can be
combined with run locking. It
offers an easy upgrade for an
existing ChemStation installation.

The Agilent ChemStation Plus

Security Pack is compatible with the

following ChemStation modules:

¢ Agilent ChemStation for GC,
LC, A/D, CE, CE/MS and LC/MS
for instrument control and data
analysis

¢ Agilent ChemStore C/S data
organization and data storage
module

The UV-Vis as well as GC/MS
ChemStation offer separate solutions
for 21 CFR Part 11. Please refer

to the specifications of the UV
ChemStation Security Pack and the
MSD Security ChemStation included
in publication number
5989-9914EN and 5989-3015EN,
respectively.

The ChemStation Plus Security
Pack is available as a standalone
solution or in a fully integrated
client server network connected
to the ChemStore C/S server
Oracle database. It provides full

support of 21 CFR Part 11 by
offering advanced data security,
data integrity and full change
documentation in audit-trails.
Specifications of the ChemStore
C/S database module are available
in the ChemStore C/S section of
this document.

To achieve data security, the
ChemStation Security Pack utilizes
a combination of Windows user
accounts and file permissions and
auditing. In addition, it utilizes an
application-related second layer of
data security based on standard
database security features. The
application-related security
requires a valid ChemStation Plus
user account allowing the log-on
to the application. A user with
administrative priviledges can
assign appropriate user permis-
sions to other users within the
ChemStation Plus software.

The ChemStation Plus Security
Pack software allows to match user
tasks in the laboratory with user
roles in the software. It modifies
the ChemStation operator rights,
allowing to routinely operate the
ChemStation application in the
operator mode. For proper use and
to achieve the best data security
capabilities all users except those
with administrative functions
should utilize the ChemStation
operator mode.

To achieve data integrity, all users
are required to log on to a single
database. This database (determi-
nation of the database connection
requires the log-on to the Windows
operating system with a Windows
administrator account) will store
all raw, meta and result data. In

addition, any recalculation of
results in the ChemStation will
automatically be recognized as a
new result version and will be
transferred to the database as a
new version. This versioning
assures that no data is ever lost or
overwritten and that a complete
chain of events is documented. If
a new result version is generated
interactively, the user is forced to
enter a mandatory comment,
which is written to the audit trail.

To achieve data traceability, the
ChemStation Plus Security Pack
utilizes logbooks and audit trails
that document who did what, when
and why. These logbooks and audit
trails are user-independent and
cannot be modified or deleted.

All data is in electronic format
and capable of long-term storage
through archive/restore as well as
viewing and printing in human
readable format.

Key product features of the

ChemStation Plus Security Pack

include storage of all chromato-

graphic data in a relational data-
base, secured through

e password protection to access
the data,

e full data protection using
Windows security and data-
base security features,

e application protection with a
mandatory log-in, consisting of
both identification components
- user-id and password,

* user management with
individual user profiles and
privileges for the application —
independent of the user privi-
leges assigned for the operating
system,
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e an application-specific session
lock allowing to explicity lock
one ChemStation session while
leaving a second instance
running on the same PC, and

¢ a configurable time-based
application lock to lock the
current ChemStation or
ChemStore session after a
specified time of inactivity and
thus avoids any unauthorized
access to the application.

e A completely revised
ChemStation operator access
level which allows operating
the entire application as
ChemStation operator.

ChemStation Plus Security Pack — System Requirements

* A configurable access to the
ChemStation commandline
independent of the ChemStation
user level, thus also preventing
access for ChemStation
managers.

* A modified batch review
interface providing an automat-
ed user-independent data ver-
sioning with detailed audit-
trails for all modifications.

e Complete change control
documentation for methods and
manual integration changes.

¢ Four levels of audit-trails for
data acquisition, data analysis
application tasks and security
violations.

¢ Electronic signatures for each
result version following the
guidelines of 21 CFR Part 11.

¢ Three configurable levels of
approval.

e Optionally locking of runs upon
the approval to prevent them
from further modification.

Client hardware requirements

The following list shows the mini-
mum hardware requirements for
this application:
e 1.5 GHz Pentium IV processor
¢ 4 GByte of free hard disk space
e 512 MB RAM for single Chem-
Station instrument.
¢ 1 GB RAM for two Chem-
Station instruments
e Display: 1280 x 1024,
small fonts, true colors
¢ For Windows Vista operating
systems the minimum require-
ments in respect to processor
speed and memory are:
3.4 GHz Pentium IV
1 GB RAM
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Client software requirements

The following list shows the mini-
mum software requirements for
this application:

e Windows Vista Business Ed.
with Service Pack 1 or Windows
XP Professional Service Pack 2

¢ Agilent ChemStation revision
B.04.01 or later

e Microsoft Internet Explorer
7.0 or later

e A local or network printer must
be installed and configured.

e The hard disk partition that is
used for installation of Security
Pack must be formatted with
NTFS.

The standalone database size is
limited to 800 MB due to some
strict size limitations in the under-
lying file format. To ensure opti-
mum performance for later data

review Agilent strongly recom-
mends not to exceed this database
size limit. A configurable size-
checking tool automatically
launches a warning message when
the specified size limit is reached.

If a larger single database is
required, Agilent recommends that
the client/server version of the
product be purchased. The client/
server database uses Oracle,
which allows for a much larger
database. Table 9 gives some data
on the time required for down-
loading data from the standalone
database into the active memory
of the client. The time mainly
depends on the size of the stand-
alone database, the number of
runs marked for download and



the performance charactistics of
the computer. All runs were stored
with raw data, methods, sequences,
and all result versions. Tests were
performed on a PC with an Intel
Pentium IV Dual Core processor,

2 GHz, 2 GB RAM, and no data
acquisition running in the back-
ground).

Database Size  No. of peaks No. of runs  No. of runs loaded from database Time [s]
670 MB 71,000 5,200 100 4
1900 16
350 MB 26,000 1,300 100 3
500 6
120 GB 2,000,000 500,000 100 13
1700 36
Table 9

Run download time depending on the number of runs selected for download and

the database size.

Working with ChemStation Plus Security Pack

Result management

The ChemStation Plus Security
Pack is designed to store
ChemStation data in a relational
database by transferring it as a
post-data analysis spooling job to
the database. Depending on the
laboratory workflow the data
analysis can also be separated
from the acquisition. In this case
only raw and meta data are
automatically spooled to the
database, without a first set of data
analysis results (data is acquired
in acquisition-only mode). The
ChemStore C/S ODBC spooler is
a proprietary tool managing the
transfer and protecting data
against loss, modification or
damage in case of transfer
problems or network errors.

Data protection

Using the Security Pack in the
standalone version, all data is
stored in a single database file. The
subdirectory storing the database
files is protected with Windows
file security permissions and only
allows write access for members
of the Windows user group.

The application denies access to
data without a valid ChemStation
Plus user-id and password. Any
attempt to access the data in the
standalone database directly with
another application such as
MicrosoftAccess fails as it
requires a password/user-id com-
bination that is strictly confiden-
tial and only known by Agilent. It
is not known by or given to any
Agilent customer or user of this
product.

In client-server installations of
ChemStation Plus Security Pack
direct, uncontrolled access to data
in the Oracle database without
using the ChemStore user interface
is virtually impossible. This is
because users must have a valid
Oracle user account and they
must have access to the data dic-
tionary describing the meaning
and contents of the Oracle tables
and table columns. The dictionary
is only available from Agilent
Technologies against a written
Confidentiality Agreement and
should not be available for appli-
cation users. Overall the attempt
to falsify or delete data requires
the collaboration of the user and
the database administrator that
provides the direct database
access. Sufficient security
constraints need to be imposed
within the organisation to prevent
any uncontrolled modifications.
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Data storage

By default the the database stores

the following data:

¢ calculation results of the
ChemStation,

¢ contents of the ChemStation data
directories; the *.d directories
including the chromatographic
raw data files,

¢ current method used for data
acquisition and data analysis,

e current sequence, if a sequence
was run to acquire or reprocess
data,

e sequence, run and method
logbooks,

¢ detector channel chromato-
grams as images according to
the report configuration of the
method, and

e apex spectra of all identified
peaks in a chromatogram, when
using a 3D detector.

e Optionally all peak performance
parameters independent of the
ChemStation method.

Protection of temporary data

files

The ChemStation uses a given
data directory structure to store
acquisition and result data. The
ChemStation Plus Security Pack
also protects this data. After com-
pletion of data acquisition and a
first result calculation, by default
the data transfer is immediately
initialized through the ChemStore
spooler and the *.d directory with
all its contents is deleted from the
local hard disk (these default
settings can only be modified by a
user with administrative rights in
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the database). From then on, the
data security mechanisms of the
database itself secure the data.
The temporary directory where
the database spooler stores inter-
mediate data is protected using
Windows NTFS file and folder
security.

If a first pass review in the
ChemStore review client results
in the need for some reanalysis
work, for example reintegration,
the data is submitted as a batch
to ChemStation. This requires
restoring data files to a temporary
subdirectory. The Security Pack
protects this subdirectory
chem32/x/data/chemstor where x
is the instrument session number
with read-only access for members
of the Windows users group thus
denying unauthorized access for
operators.

Configuration and data
protection using Windows
security features

For security reasons, a user must
be a member of the Windows user

group Administrators or Power
Users to access the configuration
of the ChemStation Plus Security
Pack. It restricts access to all data
directories on the local PC with
important information using the
Windows users group privileges.
The default configuration automat-
ically sets all directory permis-
sions and access limitations as
part of the installation using the
Windows groups “Users”, “Power
Users” (on Windows XP only) or
“Administrators”. Each ChemStation
user has to be member of either
one of the groups.

Note:

Normal users must not be
members of the Windows
Administrators nor Power Users
groups. The membership to these
groups should be dedicated for
system administrators.

Table 10 gives an overview of the
permission rights that are limited
to members of the Windows
Adminstrators and Power Users
(XP only) groups.

User task

Granted to members of
Windows User group

Granted to member of Power
Users or Administrators group

Create a new MS Access database

Configure database Alias

Access the ChemStore ODBC spooler to resume
interrupted data transfer

Access to the selection list of available databases no

no yes
no yes
yes yes

yes

Table 10

Tasks requiring membership in the Windows Administrators or Power Users group



Local directories storing relevant
chromatographic data are also
protected with Windows file and
directory permissions. Table 11
gives an overview of the Windows
permission rights on the data
directories and files on the local
hard disk. The first item in brack-
ets displays the permission rights
on the folder; the second item
displays the individual file
permission rights.

Note:

Windows file security does not
give any access to a folder or
directory for users that do not
have access rights to the folder,
even if the user has control over
the files in the folder.

File path Permission Permission Windows Directory/file Data directory
Windows Administrators owner contents
Users or Power Users
\chem32\chemstor  (W)(full) (ful)(RWXD), All members of Contains
\database local Admini- database *.mdb file
strators or Power storing all raw and
Users group meta data
\chem32\chemstor  (WX)(full) (full)(RWXD) All members of Spooler jobs and
\spool local Admini- data files
strators or Power
Users group
\chem32\chemstor  none (full) All members of Access to ChemStore
\hputil00.exe local Admini- utility tool to create/
strators or Power copy and manage
Users group local database files
\chem32\X (instru-  (WX)(Full)  (full)(RWXD) All members of Stores data files re-

ment session num-
ber)\data\chemstor

local Admini-

strators or Power

Users group

loaded from Chem-
Store database to
ChemStation batch
review

Table 11

Directory and file permissions [(directory)(file)] set by the ChemStation Plus
Security Pack [W=write, R=read, X=execute, D=delete, full=all permissions]

ChemStation Plus Security Pack — User Management and Application Security

User management and
ChemStation Plus Security
Pack user access rights

Security Pack provides a fully
integrated user management that
is independent of the Windows
operating system. The user
management covers both the
ChemStation Plus data acquisition
and data analysis tasks and the
ChemStore C/S database data
review privileges. The entire user
administration itself is a user-
privilege granted to administrators
in the ChemStore C/S database. The
ChemStation Plus Security Pack
includes a modified ChemStation
operator level allowing operators to
perform all important acquisition
and data analysis tasks for daily
operations. Table 12 shows the
most important changes in user

privileges compared to the standard
ChemStation for data acquisition.
The ChemStation Manager always
has access to all tasks within the
ChemStation with the exception
of access to the ChemStation
command line. Unlike the standard
ChemStation this privilege can be

assigned individually and is not
tied to any ChemStation user
level (see figure 15). A detailed
documentation of the data review
user privileges in the ChemStore
C/S database is in the ChemStore
C/S concept guide.

User privilege

Security pack operator ChemStation operator

Save acquisition method

Save data analysis method

Load/run/save sequence

Modify acquisition parameter

Re-Integrate chromatograms manually
Change integration events

Recalibrate overview and peak summing
Recalibrate other

Apply method to data and print report
User-independent automated result versioning
Access to tasks with manual result versioning

no
yes

yes

yes

only in batch review
only in batch review
only in batch review
no

yes

yes

no

no
no
yes
yes
no
no
no
no
yes
no
no

Table 12

Comparison of user privileges in the ChemStation Plus Security Pack and the

standalone ChemStation
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Application security

The Security Pack only allows users
with a given user-ID to log on to
the ChemStation Plus application,
as shown in figure 12. Users need
to be set up by the administrator
to gain access. At initial login, users
must specify their initial password
in order to keep it unique to each
user. Protecting the application
software from unauthorized access
during operation is possible with a
separate session lock (figure 16).
This lock function offers
¢ an interactive session lock which
should be enabled manually
before leaving the computer
unattended, e.g. during a break
or shift change, and
¢ for enhanced security a time-
based automated lock of the
session for other periods of
short-term absence from the
computer.

The time-based session lock is
configured centrally through users
with administrative rights in the
ChemStore C/S database, and
is automatically applied on all
connected ChemStation Plus
clients. The session lock allows
to lock each instrument session
individually and independently, so
users sharing computers with two
or more instruments connected to
one computer can operate with a
clear user distinction and unique
user identification. The name of
the current user and the instrument
session are always shown in the
title bar. The instrument sessions
can be locked either
¢ privately, allowing only the user
who locked the session or an
administrator to unlock it, or
¢ non-privately allowing all users
with a valid user-ID in the data-
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Instrument session lock

base to unlock the session, for
example during shift changes
(figure 16). If a dialog is still
open the application will
automatically lock privately.



ChemStation Plus Security Pack — Data Integrity, Automated Result Versioning

and Data Reanalysis

Data integrity

The Security Pack maintains full
data integrity by storing all results
along with the raw and meta data
in a relational database as shown
in figure 17.

Result revision management
Daily work in the analytical labo-
ratory often requires sample
reanalysis. The ChemStation Plus
Security Pack includes a result
versioning that stores all recalcu-
lation results from one original
injection as result versions. In
addition, the application software
includes a tool that automatically
detects new results during the
reanalysis process. This applica-
tion-controlled automated process
does not require any user interac-
tion such as Save Results or a
similar action. It is completely
user-independent and covers the
following reanalysis steps:
¢ All functions in the batch review
that calculate or change results
such as reintegration, recalibra-
tion, method modifications (for
example changing compound
names) execution of predefined
methods including manual
reintegration
¢ In the data analysis view:
Integrating, printing reports and
recalibration excluding manual
reintegration

Sequence reprocessing as well as
all initial review tasks (loading a
batch from disk, initial loading of
a run into the interactive data
analysis view) always create new
result versions. These reanalysis
tasks cover all activities of the
ChemStation operator thus ensur-
ing that all reanalysis steps at the
ChemStation operator level include
a user-independent versioning.

In addition, ChemStation Plus
managers can perform manual
result manipulation interactively
in the Data Analysis view withou-
tusing the batch review user inter-
face. The user-independent revi-
sion management does not cover
the manual reanalysis of results in
the standard ChemStation data
analysis view. The user creates
new result versions in this review
function by generating a report
preview(figure 18).

The following manual tasks in

the Data Analysis view, outside

of batch review, require a user
selected Transfer Data to Database

Create Study

command to create a new result
version:

¢ drawing a manual baseline,
deleting a peak,

tangent skimming of one peak,
splitting a peak, and

integrating manually with a
negative baseline.

Access to tasks with a user-
dependent creation of new results
is the only difference in the

result management between

the ChemStation Security Pack
manager level and the ChemStation
Security Pack operator level.

The new result version in the
database is the same for both
automated and user-dependent
data transfer.
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Default configuration of data storage in

database
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Manual revision management
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User-independent, automated
result version management

The data storage includes an appli-
cation controlled version manage-
ment that is based on the creation
of a result reference file. Prior to
reprocessing, the application soft-
ware creates a binary result registry
file called save_sec.reqg for each file.
This save_sec register is stored
along with the raw data. It includes
all numeric results of the current
result revision in a binary format,
such as amount, compound reten-
tion time and so on. Whenever a
new result is calculated, the soft-
ware automatically compares the
new run result with the original
result in the register file. If the
results changed, the software
detects the difference between the
most recent and the current result
and creates a new result version.

For proper documentation of the
changes, the application software
creates a second file in a human
readable format that stores the
results of the comparison and
documents the changes. The file is
named sec_trac.txt and is stored
along with the raw data in the *.d
subdirectory, as shown in figure 19).
Both the registry and the text file
are also stored in the database
along with the raw data and they
can be restored to disk with the
data file, if necessary. These
changes including manual
integration events are also docu-
mented in the Manual Integration
Events section of the ChemStore
audit-trail as shown in figure 20.
The audit trail as well as the
sec_trac.txt can be used in order to
regenerate the result from raw and
meta data at any time, for example
in an audit situation (see also
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Text file documenting result changes for the actual run revision
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Manual integration events documented in ChemStore run audit-trail
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ChemStation Plus Security Pack—Graphical Result Review and Calculation

Summary of version manage-
ment in the ChemStation Plus
Security Pack

Each time a new result is calculat-
ed in the ChemStation, the appli-
cation compares the values with
the result values of the last
reprocessed result copy. If it
detects a difference, it automati-
cally initializes the data storage in

the database. Each data transfer
of new results creates a new ver-
sion entry in the database so that
no data is ever overwritten. The
versioning also assures that no
“data” is lost and that a complete
“chain of events” is documented.

This ensures full data integrity and

traceability.

Agilent ChemStation Plus Security Pack—Graphical Result Review and Calculation

The graphical result review for
example inspecting the baseline
of the chromatogram or zooming
in to check the integration, is
done in the ChemStore review
client. If any further rework is
required the data is submitted to
the ChemStation batch review
user interface for data reanalysis.
In batch review the ChemStation
Plus Security Pack allows splitting
the review into a working and a

| N
| —

calculation section. The applica-
tion allows a graphical rework of
the chromatogram for each run
that was included in the batch.
This is done by setting new
integration events and applying
manual events such as baseline
drawings and others without an
immediate transfer to the data-
base. The transfer is initiated
automatically as soon as the user
has finished his work and decides

The ChemStation is operating in Security Mode
The integration ot change if you rfa] i i i
diaw a new bast nge integration events il Time Area Height #idth Symmetry
LC-File 0.748 644.8 29 0443 0.703
Fie Pain [ To see the difference you have to tansfer the new 3 G 679 ] 069
Date tesults to the ChemStore Database by using the S53 TR %53 1075 Ood
Samle || integrate button in the batch taol bar 7 5075 56 5 2353 0673
Sample Infa] | il
T [ 5k |
Sort by
BATCHE ) [
Funindes 7]
Sample _ Vial SampleType Run DataFile @ Results have besn modfied in datafile 005.0102.0 . New resuls wil be stored in ChemStore 1
[ *Tisocratic Std] & [Contial [ 3[oos0103D | =~ [d
| Jisocratic Std| € [Sample | a[ooe0zm D | — [i
[ [Isocratic Std| 7 [Sample | s[oo7o3m oD | IS H
Results are identical.__
Figure 22

Result calculation and automated versioning

to calculate the results with the
new settings by moving to the
next run or starting an automated
result recalculation (figure 21). As
soon as new results are created,
the result transfer to the database
is performed either for the single
run, or if starting an automated
result recalculation, for all
reprocessed runs. During the
transfer of manually integrated
data the user is prompted for a
mandatory comment that is written
to the results audit trail. The
comment can be either a selection
from a set of predefined comments
or a free text or a combination of
both. After finishing the data
reanalysis and closing the batch
review interface, the temporary
files will be deleted from the local
hard disk.
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ChemStation Plus Security Pack—Electronic Signatures and Password Security

21 CFR Part 11 permits the use of

electronic signatures if the appli-

cation ensures data integrity, data Humber of runs to be spproved: 1

security and full audit-trail docu- Resnter your login name: |ubober

mentation. If an electronic signa- Rieenter your password: | 1

ture is supposed to be equivalent | E
to a handwritten signature it must hppove  Sudy ooy

contain at least two distinct identi-

e ] .
. . Run time: -7 Sample Marne: i
fication components such as an ur birme |11HEH2DDS 3223 PM arnple Marme: IIsocrahc 5td. 1

identification code and a password. Original path:  [C:\HPCHEMAT\DATANDEMOV005-0103.D

Approval level © First level & Second level

Approval of results

The ChemStation Plus Security [ Checked by 04,
Pack protects all activities that Final Apprd]
create, modify or delete electronic
records with user privileges and
electronic signatures. Signing for
approval is a privilege that must Approve | Apply to &l Ext Help |
be configured and granted by the
system administrator and is there- ~ Figure 22 . . .

Signing off results requires reentry of user-ID with password confirmation and a
fore limited to certain users. mandatory comment
Signing runs for approval or
rejection always prompts for a
re-identification and password
confirmation of the signer for each
run, plus a mandatory comment for
the sign off, as shown in figure 22.
The signer has to be the currently
logged-on user.

Reason for appraving a rur:

o1l

Default approval configuration T Preconfigured approval comments

— Approval configuration

[+ Multilevel approval

—Bun locking
Runs will be locked ...
ChemStation Plus provides three . never

levels of approval tied to two
separate user permissions to
support the typical approval work-
flow in an analytical laboratory. It i nofification

can be Conﬁgured on a study level The Lims export will start ..
whether multiple approval levels
should be applied or not. The
approval configuration is part

of the study settings. For new
studies the settings from the global
approval configuration template are ’—I
copied to the study. The approval o
configuration is shown in figure 23.

... on first-level approval

‘... on second-evel approvat

Wm0

... on thirdHevel approwal

<o NEVET
... after firzt-level approval
... after second-level approval

i ie Nie BiC

...after thind-level approval

Cancel Help

Figure 23
Global approval configuration template
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The operator will typically give
the first level approval when
reviewing his results. To allow for
peer reviews the application sup-
ports multiple first level
approvals. The second level
approval lies in the responsibility
of the laboratory manager when
signing off the results and pre-
vents a signed run from further
first level approvals, unless the
run is rejected. The third level
approval (equals a 2nd second
level approval) can serve as the
final sign-off by the quality control
department. It requires the signing
user to have the second level
approval permission. After the
third level approval no more sig-
natures can be applied unless the
run is rejected. Optionally runs
can be locked from reanalysis
after the approval (see figure 23).
Which level finally locks the run is
configurable. The administrator
assigns the permissions for the
different approval levels to the
users.

Preconfigured approval
comments

The ChemStation Plus Security
Pack provides the ability to globally
define approval comments.

These comments consist of two
components - a short fixed text that
cannot be modified nor deleted by
the signer and a pre-defined
default text that can be changed
during the signing. These two
components appear during the
approval. The signer has to

choose a fixed comment from the
dropdown list box containing the
pre-configured comments as shown
in figure 22 and can optionally enter

or change the free-text comment.
The approval comments are
defined by the administrator in the
global approval configuration tem-
plate.

All other sensitive actions (for
example, changing run-related
custom field values such as the
batch ID) and the archival or
deletion of runs follow the same
process as described above and
are tied to distinct user permissions.
All electronic signatures are noted
in the individual sample audit-trail
and in the database logbook.

The ChemStation Security Pack
uses electronic signatures based on
the application User-ID/password
combination to uniquely identify
the user and his or her signature.
In order to keep the password
unique to the individual user an
additional security function is
implemented to periodically check
and revise passwords, and apply
the company's password policy
(figure 24). The administrator

can specify the values for these
conditions.

® Minimum length is the minimum
acceptable length (in characters)
of a password. Passwords
shorter than the minimum
length are invalid and rejected
by ChemStore C/S. The default
is eight characters with a valid
range between 0 and 30.

e Password expiry date is the
number of days over which the
password remains valid. The
password expires after the
specified validity, and a new
password must be provided.
The default is 90 days with a

valid range between 1 and 32000.

e Password uniqueness is the
minimum number of new,
unique passwords that a user
must use before a password can
be re-used. The default is 12,
which means that a user must
change the password at least 12
times before re-using the original
password. The range is between
0 and 32000.

¢ Account lockout after x’
attempts (where X’ is the
number of failed log-on attempts)
is the maximum number of
consecutive unsuccessful
attempts that a user can enter
before ChemStore rejects the
user. The default is three with
a valid range between 0 and
32000. If the maximum number
of re-entries is reached, the
current user is invalidated and
must be reactivated by a user
with the required permission.

Password settings I

Minimum password length IE characters
Pazsword expires in ISD days
Pazsword uniqueness:  Remember |12 pazswords
Account Jock out after |4 attempts
ak. I Cancel | Help |
Figure 24

Password policy

31



ChemStation Plus Security Pack — Audit-trails and change documentation

The Agilent ChemStation Plus
Security Pack includes four audit-
trails:

¢ run logbooks,

¢ method revision history data,

e sample audit-trail, and

¢ database logbook.

Run and sequence loghook

During data acquisition, all events

are documented in the sequence

and run logbooks with date and

time stamp (figure 25). The

sequence and run logbook

documents all data acquisition

events such as

¢ start and execution of methods

¢ the actual sequence line in the
sequence table,

¢ any failure during method
execution, and

¢ any modification of method
parameters during the analysis,
such as manually extending the
run time

¢ initialization of data spooling to
the ChemStore C/S database.

Method changes

The method changes are stored
with each current method version
including a mandatory user

comment for the change (figure 26).

The method audit-trail stores

¢ the time of change and the
operator who performed the
change

¢ the current method revision in
the database, and

e a mandatory comment of at
least five characters each time
the method was saved to disk.

Sample audit trail

The sample-related audit-trail,

shown in figure 27 documents

¢ all changes and modifications,
on one sample,
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¢ all run versions,
¢ all user comments during
reanalysis cycles, and

¢ a detailed change documentation

of manual integration events.

¢ all approval events including
the name of the approver, date
& timestamp, approval com-
ment and the level of approval.

Hethod completed
dnslyzing ravdata 007-0301.0

t linef 5 vialf 7 anyf 1
“hpes”

ChesStore

Hethod np
CP Macro ing rawdata 006-0201.D
Hethod tarted lined 4 wial# & inj# 1
ChmaStore sled bo thpes'
Hethod apleted
CP Macro Analyzi ravdata 005-0103.D
Method Method started line# 3 wial# S inj# 1
ChenStore Data spooled to “hpcs
Hrrt et Methed completed
CP Macro Hethod BATCH M updated after recalibration
CP Macro Recalibration done
Figure 25

Run and sequence logbook

[ Method Change History

: Opened Logbook File BATCH LOG [ 1o]=]
E = BATCH 5 comapleted

All reanalysis events and result
versions are documented in the
sample audit-trail. The sample
audit-trail creates for each result
change one new line in the audit-
trail table. It displays both the
interactive manual changes and
the system generated entries each

17 4158 060800 =
17:41:57 060800

5 b 0
17:41:43 06-00-00

174141 060800
17:41:41 060800
17:41:27 06-08-00
17:41:27 06-00-00

17:41:13 06-00-00
17:41:12 06-08-00
1741111 06-08-00

11
17:40:55 06-00-00

1] Date Change Inf; i

il 4/25/97 4:28:18 PM Update to Enhanced Integiator

chickel 574400 5:23 45 P report to file test

chickel 5/11400 £:05:01 PM i repart output

chickel 571200 4:27-59 P signal B and C on

chickel 5/1840012:24:48 PM separated signals

support E/7/00 6:11:24 PM changed integration events

chickel E/3/00 35333 PM Added method comment
Figure 26

Method change audit-trail

Sampl | Compound |

b1

Frovssum I |

. [Versn | Reawon loeiy | Slalas [ Hodedly | Moded s |
- Herr Fipgauval Perrding INSANZ 16AZTT | 1IN 1EAZT
I 3/ 4231 3 Ne. teit
i Hre el Perwdang AWML EN S | H ;
4 M Appiowenl Panding ARG 154153 FRANER 1R 2 200
3 |Lomded s parl el | Appruval Permig p? LIRS w13 1000
3 |adiedinfoch | i Prndng
3 Here Al Perding
3 M Appurwal Prnding &;Lul: compars 37152002 5746 FM B
e | Appnieal Prrrdag F
[ |l iy Dalatie . IOE01020
1 Here Al Perdang
1 Mew Approval Pending Sigs264.4 RefeBE0.100

Comaraerd i sederciead riy

Ares Dilleserce: 102 min Last vahae was $07 %
pturcrt Dilleence in Compounsd 1,02 min Laat vabhoe veas 0092591 Cusert vaue i 0.091328

Baselne drawn marusly
Aukemane Banins kom hatch After delneing diterenl sl

| [ Mar it Dot |

List
Event Ny
Tisss Sl 01420077 smr —
by Start ;0116093 mAl) offpet from chromatodram st begin pesk:

Teme Erd | 1191617 ms
¢ End 0000918 mALl offret from chromatogram st end pesk
Command . D B avelne

Figure 27

Audit-trail table with manual change documentation in the comment field



in a separate line. Examples for

manual interactive changes are:

¢ change of custom field values

¢ manual reintegration during
reanalysis,

e approval, rejection and retransfer
to batch,

¢ reloading data to disk,

¢ archiving and dearchiving, and

¢ re-opening of read-only runs.

The automated entries in the

sample audit-trail are created when

¢ arun is transferred to the
database

e a new result version is created

e arun is reloaded in the
ChemStation batch review
interface for reanalysis.

Database loghook

The database logbook (figure 28)

stores all application related activ-

ities such as:

¢ log-on/log-off events and failed
logon attempts,

e archive/delete/reopen activities,

¢ session locks and unlocks,

e approval and rejection of runs,

¢ modification of custom fields
and custom field values,

¢ changes in user administration,

¢ modification of user
permissions,

e password resets and password
clearance, and

¢ database migration from
Access to Oracle.

¢ Account lockout events.

Review of method parameters

Each result version is associated
with its ChemStation method that is
stored in the relational ChemStore
database. To inspect the differences
in method parameters between
result revisions or to review a
method that was used to generate
a specific result the application
provides direct access to the
method information from the
ChemStore user interface. All
method parameters, including
acquisition parameters, data
analysis parameters and calibration
information can be reviewed in

the associated result version,
method name,

method modification date,
study name,

database name,

sample name,

injection date and
acquisition instrument.

Changes to method parameters can
only be applied in the ChemStation.
For this purpose the method has
to be restored from the database.
New result versions generated
with the modified method are
spooled to the database along

. with the method.
read-only mode as well as printed.
The method report header con-
tains information on
= Chemtoe 075 Loghone
Number of selected entiies: 264
# | User Created at Reason far entiy Affected user Client PC name -
263 | operatar 6/9/00 34857 PM Lagged aff Feview Client  |HPWEM187
262 | operatar 6/9/00 34757 PM Successfully lagged an Feview Client  |HPWEM187
261 | cnickel 6/9/00 34757 PM Lagged aff Feview Client  |HPWEM187
260 | cnickel 6/9/00 11:19:51 AM Successfully logged on &z Manager |nstrument 1 HPWEM1E7
259 | cnickel 6/8/00 6:33:53 PM Lagged aff Feview Client  |HPWEM187
258 | cnickel 6/8/00 6:33:46 PM Lagged aff |nstrument 1 HPWEM1E7
257 | cnickel 6/8/001221.53PM | Created batch Fieview Client | HPWEM187
256 | cnickel 6/8/00 121301 PM Successfully logged on &z Manager |nstrument 1 HPWEM1E7
255 | operatar 5/27/00 8:48:42 PM Lagged aff Feview Client  |HPWEM187
254 | operatar 5/27/00 8:48:16 PM Successfully lagged an Feview Client  |HPWEM187
253 | support 5/27/00 8:48:16 PM Lagged aff Feview Client  |HPWEM187
252 | support 5/27/00 8:46:00 PM Successfully lagged an Feview Client  |HPWEM187
251 | operatar 5/27/00 8:46:00 PM Lagged aff Feview Client  |HPWEM187
250 | operatar 5/27/00 8:44:24 PM Successfully lagged an Feview Client  |HPWEM187
249 | support 5/27/00 8:44:24 PM Lagged aff Feview Client  |HPWEM187
248 | support 5/27/00 8:43:56 PM Madified permissions operator Feview Client  |HPWEM187
247 | support 5/27/00 8:42:48 PM Successfully lagged an Feview Client  |HPWEM187
246 | operatar 5/26/00 4:01:29 PM Lagged aff Feview Client  |HPWEM187
245 | operatar 5/26/0012:2313PM | Successfully logged on Feview Client  |HPWEM187
244 | cnickel 5/26/0012:2313PM | Logged off Feview Client  |HPWEM187
243 | cnickel 5/26/0012:21:58 PM | Successfully logged on Feview Client  |HPWEM187
242 | cnickel 5/26/0012:20:17 PM | Successfully logged on Feview Client  |HPWEM187
241 | cnickel 5/26/0010:40:36 AM | Lagged off Feview Client  |HPWEM187
240 | cnickel 5/26/0010:14:26 AM | Archived rung Fieview Client | HPWEM187 hd
[BErmissions Print Close Help
Figure 28

Database logbook

33



Agilent ChemStation Plus Security Pack — E-Mail Notification

The email notification feature
(client-server only) allows to send
an email to a configurable list of
recipients on the event of

e account lockout

¢ batch submission

® user permission change

® user creation

For each event the recipients can
be defined separately as well as a
user-defined message text and
subject.

This function requires an e-Mail
server to be running in the network.
The e-mail message can be trans-
ferred to the e-mail server through
Simple Mail Transfer Protocol
(SMTP). For example this can
serve for the purpose of instant
notification on unauthorized
attempts to access the database.
An e-mail message can be triggered
by account lockout events in the
ChemStore C/S database logbook.
(figure 29).
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E-Mail Notification Setup |

[ tail server setup ]

Maihost, [mai_host_01 Port; |25

Sender; [CSserver <mail_csserver@company. com

Acoount locked |

[V Enable

To Iion_admin@company.com

Ce: |Imda_manager@company.com

Subieet: [ALERT - Account locked

JEIE Edit Wiew Insert Format Tools Actions Help

User Test: |ACCOUNT OF THE USER ABOVE HAS BEEN LOCKED. PLEASE TAKE APPROPRIATE ACTION ﬂ

] ALERT - Account locked - Message {Plain Text)

g [=[ 3|

— Jﬁéﬁeply|@ReplytnA[l|§§Forﬂard|§ | L4 ||E * | *> - ¥ - A°

2.

Fram: CSzerver [mail_csserver@company.com]
| EE ‘jon_administrator@company .com'
o linda_manager@company . com

Subject: ALERT - Account locked

Sent: Mon 11f18/2002 7:10 PM

Initiated
Date: 19 nov 02 09:21:00
User: system (System)

affected
User: ubober (Ute Baober)

Client: Review Client
PC-Marme: wWaDC1987]

Please do not reply.

ACCOUNT OF THE USER ABOYE HAS BEEN LOCKED. PLEASE TAKE APPROPRIATE ACTION,

This message was generated automatically by ChemStore C/5 Server,

Figure 29
Setup of e-mail notification




ChemStation Plus Security Pack—Product Options and Configuration

Standalone version

The standalone version provides
the ChemStation CD-ROM revision
B.04.01 or higher and the Chem-
Station Plus CD-ROM revision
B.04.02 or higher as described in
the table next to this text.

Client/server version

The client server/version of the
product consists of a set of
components that are required to
implement ChemStation Plus
Security Pack in a client/server
version. The product number are
listed in the table next to this text
along with the required quantities.

Description Product No.
ChemStation Plus Security Pack. G2183AA
Adds the secure ChemStore C/S relational database add-on software 1 per PC

module to the ChemStation Plus SW for A/D, GC, CE, LC and CE/LC-MSD.

Supports 21 CFR Part 11. Includes user documentation, licenses and media.

License to use G2183AA on another PC.
Includes license and user information only. Supports 21 CFR Part 11. Must
be on same order as G2183AA or requires a valid license for G2183AA.

1 per laboratory

G2187AA
1 per PC be in the
same laboratory

ChemStation Plus client upgrade software. G1657A
Upgrades a single ChemStation Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

Description Product No.
ChemStore C/S server application software. G1410A

Includes:1 x ChemStore C/S and Oracle 9i standard edition software,
5 Oracle application-specific named user licenses are included.

Oracle named user license for Agilent NDS
Required for each named user of the ChemStore C/S server database.

ChemStation Plus Security Pack.

Adds the secure ChemStore relational database add-on software
module to the ChemStation Plus client server SW for A/D, GC, CE, LC and
CE/LC-MSD. Supports 21 CFR Part 11.

ChemStation Plus ChemStore client license.

Includes one online ChemStation Plus license for online data acquisition
and one ChemStore C/S offline data review license.

Includes license and user information only.

Requires but does not include ChemStation Plus software media.

License to use G2183AA on another PC.

Can be used as additonal copy for standalone installations or

as additional Security Pack client in ChemStation Plus Security Pack C/S
installations. Includes manual, 1 license for either online or offline use
and media. Supports 21 CFR Part 11 Must be on the same order as
G2183AA or requires a valid license for G2183AA.

ChemStation Plus client upgrade software.
Upgrades a single ChemStation Plus client to the latest software revision.

Requires valid software licenses and ChemStation upgrade software G1656A.

ChemStation Plus server upgrade software.

upgrades ChemStation Plus server software to the latest revision.
Includes G1656A ChemStation software upgrade. Requires valid software
license,and can only be ordered together with a Software Maintenance
Agreement (SMA).

Qty: 1 per server

G1411A

Qty: (number of
clients connected
to server) -5

G2183AA
Qty: 1 per server

G2186BA

Qty: (number of
clients connected
to server — 1

G2187AA
1 per PC in the
same laboratory.

G1657A

G1655BA

35



Installation, Qualification Services and Training

Installation and familiarization

Agilent Technologies’ installation
and familiarization service ensures
that the Agilent ChemStation Plus
is installed correctly and in the
right environment.

In addition, Agilent offers a range

of on-going support services to

help:

* get your system up and running
fast,

¢ resolve problems quickly,

¢ keep productivity high,

¢ extend instrument life, and

e comply with regulatory quality
requirements.

Qualification services

¢ Agilent Technologies offers a
full range of qualification
services to provide the evidence
you need to satisfy the
requirements from agencies
such as the U.S. Food and
Drug Administration (FDA), the
U.S Environmental Protection
Agency (EPA), the International
Standardization Organization
(ISO), and the Organization for
Economic Cooperation and
Development (OECD).

¢ Installation qualification (IQ)
service

¢ Operational qualification/
performance verification
(OQ/PV) service

Training

Agilent’s ISO-registered trainings
can save you time, help keep your
laboratory operating costs low,
broaden your capabilities, and
ensure that your laboratory
complies fully with regulatory
and quality requirements.

For your convenience, standardized
courses are offered in selected
locations worldwide. Onsite
courses can be tailored to your
specific needs.

www.agilent.com/chem/cds

The information in this publication is subject to
change without notice.

Microsoft® and Microsoft Windows®are U.S.
registered trademarks of Microsoft Corp.

MDS™ is a trademark of RSA Data Security, Inc.
Oracle® and RMAN®are U.S. registered trademarks
of Oracle Corp. BrigthStor® and Arcserve ® are
U.S. registered trademarks of Computer Associates
International, Inc. (CA).
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