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About This User Guide

This user’s guide provides instructions on how to install the DSL-G604T ADSL 2+ Router and use it to provide
Internet access for an Ethernet/Wireless network or single computer.

If you are using a computer with a functioning Ethernet port, the quickest and easiest way to set up the DSL-
G604T is to follow the instructions provided in the Quick Installation Guide (QIG).

Before You Start

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have
all the necessary information and equipment on hand before beginning the installation.

Installation Overview

The procedure to install the Router can be described in general terms in the following steps:

1. Gather information and equipment needed to install the device. Before you begin the actual installation
make sure you have all the necessary information and equipment.

Install the hardware, connect the cables to the device, and connect the power adapter.

Check the IP settings on your computer and change them if necessary so the computer can access the web-
based software built into the Router.

4. Use the web-based management software to configure the device to suit the requirements of your ADSL
service and requirements of your local network.

Setup Wizard

Many users will be able to configure all the settings necessary to use the DSL-G604T with the Setup Wizard. For
ADSL connections that use PPPoOE or PPPOA connections, the simplest way to set up the DSL-G604T is to use
the Setup Wizard to configure the Internet connection. Once you access the web interface used to configure the
device, just launch the Setup Wizard to configure your Internet connection.

Packing List

Open the shipping carton and carefully remove all items. Make sure that you have the items listed here.
One DSL-G604T GENERATION 11 ADSL2+ Ethernet Router
One CD-ROM containing the User’s Guide, Quick Installation Guide and D-Link Click’'n Connect Utility
One twisted-pair telephone cable used for ADSL connection
One straight-through Ethernet cable
One DC power adapter suitable for your electrical service

One Quick Installation Guide
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Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the Router that
will be stored in its memory. For some users, only their account information (Username and Password) is
required. For others, various parameters that control and define the Internet connection will be required. You
can print out the two pages below and use the tables to list this information. This way you have a hard copy of
all the information needed to setup the Router. If it is necessary to reconfigure the device, all the necessary
information can be easily accessed. Be sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering
mechanism may be necessary to avoid mutual interference. A low pass filter device can be installed for each
telephone that shares the line with the ADSL line. These filters are easy to install passive devices that connect
to the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more
information about the use of low pass filters with your installation.

Operating Systems

The DSL-G604T uses an HTML-based web interface for setup and management. The web configuration manager
may be accessed using any operating system capable of running web browser software, including Windows 98
SE, Windows ME, Windows 2000, and Windows XP. The D-Link Click’'n Connect Utility will only work with a
Windows operating system.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management
software. The program is designed to work best with more recently released browsers such as Microsoft
Internet Explorer® version 6.0, Netscape Navigator® version 6.2.3, or later versions. The web browser must
have JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not
been disabled by other software (such as virus protection or web user security packages) that may be running
on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. The
easiest method of installation is via the Ethernet connection and therefore requires that your computer be
equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port already
installed. Likewise, most fully assembled desktop computers come with an Ethernet NIC adapter as standard
equipment. If your computer does not have an Ethernet port, you must install an Ethernet NIC adapter before
you can use the Router. If you must install an adapter, follow the installation instructions that come with the
Ethernet NIC adapter.

Additional Software

For a bridged connection, the information needed to make and maintain the Internet connection is stored on
another computer or gateway device using PPP client or similar third party client software, not in the Router
itself.

If your ADSL service is delivered through a PPPoE, PPPOA or Static IP connection, the information needed to
establish and maintain the Internet connection can be stored in the Router. In this case, it is not necessary to
install software on your computer. It may however be necessary to change some settings in the device,
including account information used to identify and verify the connection.
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Information you

will need from your ADSL service provider:

Username This is the Username used to log on to your ADSL service provider’'s Record info here
network. It is commonly in the form — user@isp.com.au Your ADSL
service provider uses this to identify your account.

Password This is the Password used, in conjunction with the Username above,

to log on to your ADSL service provider's network. This is used to
verify the identity of your account.

WAN Setting /

Connection Type

These settings describe the method your ADSL service provider uses
to transport data between the Internet and your computer. Most
users will use the default settings. You may need to specify one of
the following WAN Setting and Connection Type configurations
(Connection Type settings listed in parenthesis):

PPPOE/PPOA (PPPOE LLC, PPPOA LLC or PPPoA VC-Mux)
Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC-Mux)

Static IP Address (Bridged IP LLC, 1483 Bridged IP VC-Mux, 1483
Routed IP LLC, 1483 Routed IP VC-Mux or IPoA)

Dynamic IP Address (1483 Bridged IP LLC or 1483 Bridged IP VC-
Mux)

Default = PPPOE/PPPOA (PPPOE LLC)

VPI

Most users will not be required to change this setting. The Virtual
Path Identifier (VPI) is used in conjunction with the Virtual Channel
Identifier (VCI) to identify the data path between your ADSL service
provider's network and your computer. If you are setting up the
Router for multiple virtual connections, you will need to configure
the VPI and VCI as instructed by your ADSL service provider for the
additional connections. This setting can be changed in the WAN
Settings window of the web management interface. Default value =
8

VCI

Most users will not be required to change this setting. The Virtual
Channel Identifier (VCI) used in conjunction with the VPI to identify
the data path between your ADSL service provider’'s network and
your computer. If you are setting up the Router for multiple virtual
connections, you will need to configure the VPI and VCI as
instructed by your ADSL service provider for the additional
connections. This setting can be changed in the WAN Settings
window of the web management interface. Default value = 35

2 The Setup Wizard can be used to configure the Internet connection for most users.

Note
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Information you will need about your DSL-G604T ADSL 2+ Router:

Username This is the Username needed access the Router’'s management Record info here

interface. When you attempt to connect to the device through
a web browser you will be prompted to enter this Username.
The default Username for the Router is “admin.” The user
cannot change this.

Password This is the Password you will be prompted to enter when you
access the Router’'s management interface. The default
Password is “admin.” The user may change this.

LAN IP addresses for This is the IP address you will enter into the Address field of
the DSL-G604T your web browser to access the Router’s configuration
graphical user interface (GUI) using a web browser. The
default IP address is 10.1.1.1. This may be changed to suit
any IP address scheme the user desires. This address will be
the base IP address used for DHCP service on the LAN when
DHCP is enabled.

LAN Subnet Mask for This is the subnet mask used by the DSL-G604T, and will be
the DSL-G604T used throughout your LAN. The default subnet mask is
255.255.255.0. This can be changed later.

Information you will need about your LAN or computer:

Ethernet NIC If your computer has an Ethernet NIC, you can connect the Record info here

DSL-G604T to this Ethernet port using an Ethernet cable. You
can also use the Ethernet ports on the DSL-G604T to connect
to other computer or Ethernet devices.

DHCP Client status Your DSL-G604T ADSL 2+ Router is configured, by default, to
be a DHCP server. This means that it can assign an IP address,
subnet mask, and a default gateway address to computers on
your LAN. The default range of IP addresses the DSL-G604T
will assign are from 10.1.1.2 to 10.1.1.254. Your computer
(or computers) needs to be configured to Obtain an IP
address automatically (that is, they need to be configured
as DHCP clients.)

It is recommended that your collect and record this information here, or in some other secure place, in case
you have to re-configure your ADSL connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-G604T ADSL 2+ Router.
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1

Introduction

This section provides a brief description of the Router, its associated technologies, and a list of Router features.

Router Description and Operation

The DSL-G604T Wireless ADSL2+ Router is designed to provide connectivity for your private Ethernet LAN, and
802.119/802.11b wireless LAN to the Internet via an ADSL connection.

The Router is easy to install and use. Standard Ethernet ports are used to connect to computer or other
Ethernet devices. The 802.11g wireless interface provides connectivity to 802.11g or 802.11b wireless devices.

802.11g Wireless

The embedded 802.11g wireless access point provides Internet access and connectivity to the Ethernet for
802.11g and 802.11b wireless workstations. IEEE 802.11g is fully compatible with IEEE 802.11b wireless
devices. The 802.11g standard supports data transfer rates of up to 54 Mbps. The wireless Router supports 64-
bit and 128-bit WEP encryption, WiFi Protected Access (WPA) and WPA2.

ADSL

Asymmetric Digital Subscriber Line (ADSL) is a broadband network technology that utilises standard twisted-
pair copper wire telephone lines to enable broadband high-speed digital data transmission and bandwidth
hungry applications for business and residential customers.

ADSL routers and modems provide faster downloads and more reliable connectivity to the user without loss of
quality or disruption of voice/fax telephone capabilities.

ADSL2/2+ provides a dedicated service over a single telephone line operating at speeds of up to 24Mbps
downstream and up to 1Mbps upstream, depending on local telephone line conditions. A secure point-to-point
connection is established between the user and the central office of the service provider.

D-Link ADSL devices incorporate the recommendations of the ADSL Forum regarding framing, data format, and
upper layer protocols.
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Router Features

The DSL-G604T ADSL 2+ Router utilises the latest ADSL enhancements to provide a reliable Internet portal
suitable for most small to medium sized offices. DSL-G604T advantages include:

PPP (Point-to-Point Protocol) Security — The DSL-G604T ADSL 2+ Router supports PAP (Password
Authentication Protocol) and CHAP (Challenge Handshake Authentication Protocol) for PPP connections.

DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN IP
settings to each host on your network. This eliminates the need to reconfigure every host whenever changes in
network topology occur.

Network Address Translation (NAT) — For small office environments, the DSL-G604T allows multiple users
on the LAN to access the Internet concurrently through a single Internet account. This provides Internet access
to everyone in the office for the price of a single user.

NAT improves network security in effect by hiding the private network behind one global and visible IP address.
NAT address mapping can also be used to link two IP domains via a LAN-to-LAN connection.

TCP/IP (Transfer Control Protocol/Internet Protocol) — The DSL-G604T supports TCP/IP protocol, the
language used for the Internet. It is compatible with access servers manufactured by major vendors.

RIP-1/RIP-2 — The DSL-G604T supports both RIP-1 and RIP-2 exchanges with other routers. Using both
versions lets the Router to communicate with all RIP enabled devices.

Static Routing — This allows you to select a data path to a particular network destination that will remain in
the routing table and never “age out”. If you wish to define a specific route that will always be used for data
traffic from your LAN to a specific destination within your LAN (for example to another router or a server) or
outside your network (to an ISP defined default gateway for instance).

Default Routing — This allows you to choose a default path for incoming data packets for which the
destination address is unknown. This is particularly useful when/if the Router functions as the sole connection
to the Internet.

ATM (Asynchronous Transfer Mode) — The DSL-G604T supports Bridged Ethernet over ATM (RFC1483), IP
over ATM (RFC1577) and PPP over ATM (RFC 2364).

Precise ATM Traffic Shaping — Traffic shaping is a method of controlling the flow rate of ATM data cells. This
function helps to establish the Quality of Service for ATM data transfer.

G.hs (Auto-handshake) — This allows the Router to automatically choose either the G.lite or G.dmt ADSL
connection standards.

High Performance — Very high rates of data transfer are possible with the Router. Up to 8 Mbps downstream
bit rate using the G.dmt standard.

Full Network Management — The DSL-G604T incorporates SNMP (Simple Network Management Protocol)
support for web-based management and text-based network management via an RS-232 or Telnet connection.

Telnet Connection — The Telnet enables a network manager to access the Router’'s management software
remotely.

Easy Installation — The DSL-G604T uses a web-based graphical user interface program for convenient
management access and easy set up. Any common web browser software can be used to manage the Router.
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802.11g Wireless

In order to get the best performance from the wireless component of the Router, you should have some basic
understanding of how wireless networks operate. There are more factors to consider when setting up or
designing a wireless network than designing a wired network. If you are setting up a wireless network,
especially if you are using multiple access points and/or covering a large area, good planning from the outset
can ensure the best possible reliability, performance, coverage and effective security.

Radio Transmission

Wireless local network (also called WI-FI) devices such as notebook computers and wireless access points use
electromagnetic waves within a broad, unlicensed range of the radio spectrum (between 2.4GHz and 2.5GHz) to
transmit and receive radio signals. A wireless access point (AP) becomes a base station for the wireless nodes
(a notebook computer for example) in its broadcast range. Often a wireless access point such as the AP
embedded in the DSL-G604T will also provide a connection to a wired network - usually Ethernet - and
ultimately an Internet connection. The IEEE 802.11 standard precisely defines the encoding techniques used for
data transmission. The DSL-G604T can be used by IEEE 802.11g and 802.11b devices. These two standards are
compatible but use different encoding methods for data transmission.

802.11g uses a method called Orthogonal Frequency Division Multiplexing (OFDM) for transmitting data at
higher data rates. OFDM is a more efficient encoding method than Direct Sequence Spread Spectrum (DSSS)
transmission, the method used by 802.11b devices. However, in order to support different data transmission
rates while maintaining compatibility with 802.11b - 802.11g uses a combination of OFDM and DSSS when
802.11b devices are present.

Range

An access point will send and receive signals within a limited range. The actual effective range of the AP can
vary depending on operating conditions. Radio signals are emitted in all directions giving the access point a
spherical range. The physical environment in which the AP is operating can impact on its effectiveness and
range. If you experience low signal strength or slow throughput, consider positioning the Router in a different
location. See Installation Considerations below concerning the wireless environment and location of the AP
(DSL-G604T).

SSID

Wireless networks use an SSID (Service Set ldentifier) as means of identifying a group of wireless devices,
similar to a domain or subnet. This allows wireless devices to roam from one AP to another and remain
connected. Wireless devices that wish to communicate with each other must use the same SSID. Several
access points can be set up using the same SSID so that wireless stations can move from one location to
another without losing connection to the wireless network.

The embedded wireless access point of the Router operates in Infrastructure mode. It controls network access
on the wireless interface in its broadcast area. It will allow access to the wireless network to devices using the
correct SSID after a negotiation process takes place. By default, the DSL-G604T broadcasts its SSID so that
any wireless station in range can learn the SSID and ask permission to associate with it. Many wireless
adapters are able to survey or scan the wireless environment for access points. An access point in
Infrastructure mode allows wireless devices to survey that network and select an access point with which to
associate. You may disable SSID broadcasting in the web manager’s wireless menu.

Channel

The AP can operate on different channels (frequency bands). This is useful when multiple APs are used in order
to avoid unwanted overlap or interference between control zones of separate APs. Wireless nodes must use the
same SSID and the same channel as the AP with which it will associate. However, using the same channel on
two different APs can contribute wireless congestion under certain circumstances. If you are using multiple APs
on your network and are experiencing low throughput or significant transmission delay, carefully consider how
channels are assigned to the different APs.

Wireless Security
Various security options are available on the Router including open or WEP, WPA and WPAZ2.
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Installation Considerations

Many physical environmental factors can impact wireless networks. Radio waves are used to carry the encoded
data between devices. These radio transmissions can become degraded due to signal attenuation, multi-path
distortion and interference or noise. Attenuation simply means that the strength of the signal weakens with the
distance it travels, even if the transmission path is unobstructed. Multi-path distortion occurs when radio
signals bounce off objects like walls, ceilings, metal appliances, etc. This may cause a signal to be duplicated,
with each separate yet identical signal arriving at a receiver at different times. Interference and noise from
electrical devices such as microwave ovens, fluorescent lights, automobile engines and other radio emitting
devices can cause signal degradation. With all of this in mind, choose a location for all your access points
including the DSL-G604T.

The access point can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on
the front if you need to view them for troubleshooting.

Wireless networking lets you access your network from nearly anywhere you want. However, the number of
walls, ceilings, or other objects that the wireless signals must pass through can limit signal range. Typical
ranges vary depending on the types of materials and background RF noise in your home or business. To range
and signal strength, use these basic guidelines:

Keep the number of walls and ceilings between the DSL-G604T and other network devices to a minimum - each
wall or ceiling can reduce your D-Link wireless product’s range from 3-90 feet (1-30 metres.) Position your
devices so that the number of walls or ceilings is minimised.

Be aware of the direct line between network devices. A wall that is 1.5 feet thick (0.5 metres), at a 45-degree
angle appears to be almost 3 feet (1 metre) thick. At a 2-degree angle it looks over 42 feet (14 metres) thick!
Please position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for
better reception.

Materials can impede the wireless signal - a solid metal door or aluminum studs may have a negative effect on
range. Try to position wireless devices and computers with wireless adapters so that the signal passes through
drywall or open doorways and not dense, especially metallic, materials. Also, note that metal filing cabinets and
appliances can reflect radio signals. When these metal objects are moved around, your wireless network may
be affected.

Keep your product away (at least 3-6 feet or 1-2 metres) from electrical devices or appliances that generate
extreme RF noise such as microwave ovens, CRT monitors, motors, etc.
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Front Panel Display

Place the Router in a location that permits an easy view of the LED indicators on the front panel.

The LED indicators on the front panel include Power, Status, ADSL, WLAN and Ethernet. The ADSL, WLAN
and Ethernet indicators monitor link status and activity (Link/Act).

us ADSL WLAN

Link/Act Link/Act L—— Link/Act———

DSL-G604T

Laad

Power Steady green light indicates the unit is powered on. When the device is powered off this
remains dark.

Status Lights steady green during power on self-test (POST). Once the connection status has been
settled, the light will blink green. If the indicator lights steady green after the POST, the
system has failed and the device should be rebooted.

ADSL (Link/Act) Steady green light indicates a valid ADSL connection. This will light after the ADSL
negotiation process has been settled. A blinking green light indicates activity on the WAN
(ADSL) interface.

WLAN (Link/Act) Steady green light indicates a wireless connection. A blinking green light indicates activity on
the WLAN interface.

LAN 1-4 (Link/Act) A solid green light indicates a valid link on startup. This light will blink when there is activity
currently on any Ethernet port.
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Rear Panel Connections

All cable connections to the Router are made at the rear panel. Connect the power adapter here to power on
the Router. Use the Reset button to restore the settings to the factory default values in the next chapter for
instructions on using the reset button).

Connect network cables:

1. Insert the ADSL (telephone) cable included with the Router into the ADSL port and then connect the cable
to your telephone line.

2. Insert one end of the Ethernet cable into the Ethernet (LAN) port on the back panel of the Router and the
other end of the cable to an Ethernet Adapter or available Ethernet port on your computer.

Power Insert

ADSL Port Ethernet Port Use the adapter
Use the ADSL cable to connect to Use the Ethernet port to shipped with the
the your telephone line (RJ-11 connect the Router to Router to connect to
port) your Ethernet LAN or power source
computer
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Reset

To Reset the Router to factory default settings including the default IP address 10.1.1.1, depress the reset
button on the right side panel with a ballpoint pen, paper clip or similar object for a few seconds. The device

will restart with default settings.

Reset

To manually reset, depress button
with the power on for at least
seven seconds
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Hardware Installation

The DSL-G604T maintains two separate physical interfaces, an ADSL and an Ethernet interface. Place the
Router in a location where it can be connected to the various devices as well as to a power source. The Router
should not be located where it will be exposed to moisture or excessive heat. Make sure the cables and power
cord are placed safely out of the way so they do not create a tripping hazard. As with any electrical appliance,
observe common sense safety procedures.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the
front if you need to view them for troubleshooting.

Power on Router

CAUTION: The Router must be used with the power adapter included with the device.

To power on the Router:

1. Insert the DC Power Adapter cord into the power receptacle located on the rear panel of the Router and
plug the adapter into a suitable nearby power source.

2. You should see the Power LED indicator light up and remain lit. The Status LED should light solid green and
begin to blink after a few seconds.

3. If the Ethernet port is connected to a working device, check the Ethernet Link/Act LED indicators to make
sure the connection is valid. The Router will attempt to establish the ADSL connection, if the ADSL line is
connected and the Router is properly configured this should light up after several seconds. If this is the first
time installing the device, some settings may need to be changed before the Router can establish a
connection.

Factory Reset Button

The Router may be reset to the original factory default settings by depressing the reset button on the right side
panel (see illustration on page 14) for a few seconds while the device is powered on. Use a ballpoint or
paperclip to gently push down the reset button. Remember that this will wipe out any settings stored in flash
memory including user account information and LAN IP settings. The device settings will be restored to the
factory default IP address 10.1.1.1 and the subnet mask is 255.255.255.0, the default management Username
is “admin” and the default Password is “admin.”
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Network Connections

Network connections are provided through the ADSL port and Ethernet port on the back of the Router. See the
Rear Panel diagram above and the illustrations below for examples.

Connect ADSL Line

Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one
end of the cable into the ADSL port (RJ-11 receptacle) on the rear panel of the Router and insert the other end
into the RJ-11 wall socket. If you are using a low pass filter device, follow the instructions included with the
device or given to you by your service provider. The ADSL connection represents the WAN interface, the
connection to the Internet. It is the physical link to the service provider’s network backbone and ultimately to
the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10/100 BASE-TX Ethernet
port on the rear panel. Any connection to an Ethernet concentrating device such as a switch or hub must
operate at a speed of 10/100 Mbps only. When connecting the Router to any Ethernet device that is capable of
operating at speeds between 0—~100Mbps, be sure that the device has auto-negotiation (NWay) enabled for the
connecting port.

Use Category 5 or better twisted-pair Ethernet cable with RJ-45 connectors. The RJ-45 port on the Router is
auto MDI-X/MDI-11 meaning that is will link correctly with either MDI-I1 through or MDI-X crossed ports.

The rules governing Ethernet cable lengths apply to the LAN to Router connection. Be sure that the cable
connecting the LAN to the Router does not exceed 100 metres.
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Basic Router Configuration

The first time you setup the Router it is recommended that you configure the WAN connection using a single
computer connected directly to the Router. Once the WAN connection is functioning properly, you may continue
to make changes to Router configuration including IP settings and DHCP setup. For information on how to
configure advanced features such as port redirection, filtering and firewall, please skip ahead to the Advanced
Router Management section.

Configuration Summary

1. Connect to the Router To configure various settings used by the Router for Internet and access it is first
necessary to access the Router’s management HTML-based interface. This is done using an ordinary web
browser. Your computer must be able to “see” the Router before it can manage it using a browser. If the
Router is in the same “neighborhood” or subnet as the Router, you should be able to access the
management software. Therefore you must first make sure your computer has IP settings that place it in
the same subnet as the Router. The easiest way to make sure your computer has the correct IP settings is
to configure it to use the DHCP server in the Router. The DHCP server will automatically enable your
computer to use a browser to manage the Router. The next section describes how to change the IP
configuration for a computer running a Windows operating system to be a DHCP client. If you are running
another operating system, make sure your computer is configured as a DHCP client so it can automatically
obtain IP settings from the Router. Some operating systems will automatically select the best IP settings.
Consult the user manual for the operating system (OS) if you are unsure.

2. Configure the Internet (WAN) Connection Most users will be able to complete this process using the
Setup Wizard. The Setup Wizard can be launched once you have successfully connected with the Router’s
management software. There are different methods used to establish the WAN connection to the service
provider's network and ultimately to the Internet. Your Router may already have most of the settings
configured by default. However you will probably at least have to type in a user name and password given
to you by your ISP. You may also need to know the encapsulation and connection type required to use for
your ADSL service. Your service provider should provide all the information needed to configure the WAN
connection.

Computer IP Settings

In order to configure your system to receive IP settings from the Router your computer must first have the
TCP/IP protocol installed. If you have an Ethernet port on your computer, it probably already has TCP/IP
protocol installed. If you are using Windows XP the TCP/IP is enabled by default for standard installations.
Instructions for configuring your computer to receive IP settings from the Router are provided in Appendix B on
page 103.

For computers running non-Windows operating systems, follow the instructions for your OS that configure the
system to receive an IP address from the Router, that is, configure the system to be a DHCP client.

3 If you are not sure how to configure your Windows computer to be a DHCP client, see Configuring IP

Note Settings on Your Computer beginning on page 107.
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Access the Configuration Manager

In order to make sure your computer’s IP settings allow it to communicate with the Router, it is advisable to
configure your system be a DHCP client — that is, it will get IP settings from the Router. Appendix B describes
how to configure different Windows operating systems to “Obtain IP settings automatically”.

Be sure that the web browser on your computer is not configured to use a proxy server in the Internet settings. In Windows
Internet Explorer, you can check if a proxy server is enabled using the following procedure:
1. In Windows, click on the Start button and choose Control Panel.

In the Control Panel window, click on the Network and Internet Options icon.

In the Network and Internet Connections window, click the Internet Options icon.
Note In the Internet Properties window, click on the Connections tab and click on the LAN Settings button
Verify that the “Use a proxy server for your LAN (These settings will not apply to dial-up or VPN connections).” option is
NOT checked. If it is checked, click in the checked box to deselect the option and click OK.
Alternatively, you can access this Internet Options menu using the Tools pull-down menu in Internet Explorer.

ok wbd

Login to Home Page

To use the web-based management software, launch a suitable web browser and direct it to the IP address of
the Router. Type in http:// followed by the default IP address, 10.1.1.1 in the address bar of the browser.
The URL in the address bar should read: http://10.1.1.1.

A dialog box prompts for the User Name and Password. Type in the default User Name “admin” and the default
Password “admin” then click the OK button to access the web-based manager.

Connect to 10.1.1.1

Lser name: | 7 admin |

Password: | sesesl

[ 1remember my password

[ Ok, l [ Cancel

Enter Username and Password

You should change the web-based manager access user name and password once you have verified that a
connection can be established. The user name and password allows any PC within the same subnet as the
Router to access the web-based manger.

@ The user name and password used to access the web-based manager is NOT the same as the ADSL

S ote account user name and password needed for PPPoE/PPPOA connections to access the Internet.
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Configure the Router

When you successfully connect to the web manager, the Home directory tab will display the Setup Wizard
window. You can launch the Setup Wizard from this page or use the buttons located in the left panel of the web
page to view other windows used for basic configuration.

Click on a directory tab to
view the options available in
that directory

D-Link

Building Networks for People

SL-G604T

Wireless ADSL Router

Home Advan-ed Towls Status

S atbiim Whirard
Setup Wizard

Wizard

|

.
e ]
=l

The DSL-GEO4T is an ADSL Router ideal far home networking and small business
netwarking. The setup wizard will guide yvou to configure the DSL-GE04T to connect to your ISP
Wireless {Internet Service Provider). The DSL-GE04T's easy setup will allow you to have Internet access
within minutes. Please follow the setup wizard step by step to configure the DSL-GEO4T.

WA

e Click on a button to use or
LAN X .
view the window

DHCP

f

=
741

‘Dynamic DNS

Click the Run Wizard
button to launch the O
Logout Setup Wizard

DL

Help

Web Manager — First Time Log On

All configuration and management of the Router is done using the web-based management interface pictured in
the above example. The configuration windows are accessed by clicking on the directory tabs: Home,
Advanced, Tools, Status, and Help. Each tab has associated window buttons in the left hand panel of the
web interface. Basic setup of the Router can be completed in the windows accessed from the Home directory
including: (Setup) Wizard, Wireless (to configure the Wireless LAN), WAN (Internet), LAN (to configure the
IP address of the Router) DHCP, DNS and Dynamic DNS.
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Wizard

To use the Setup Wizard, click the Run Wizard button in the first browser window and follow the instructions in
the pop-up window that appears.

The initial window summarizes the setup process. Click the Next button to proceed. You may stop using the
Setup Wizard at any time by clicking the Exit button. If you exit the wizard you will return to the Setup
Wizard window without saving any of the settings changed during the process.

Welcome to the DSL-GE04T Setup Wizard. The Wizard will guide you
through these four quick steps. Beqin by clicking on Next.

Step 1. Choose your time zone
Step 2. Set Internet connection
Step 3. Setwireless configuration
Step 4. Restart

§C

? G

Done [# € Internet + 100% T

The first pop-up window of the Setup Wizard lists the basic steps in the process. These steps are as follows:
1. Set the system time.
2. Configure the connection to the Internet.
3. Save the new configuration settings and reboot the system.
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Using the Setup Wizard - Choose Time Zone

Choose the time zone you are in from the pull-down menu and click Next. This sets the system time used for
the Router. If you wish to return to the previous window during the setup process, click the Back button.

DSEE6U4 FADSE Routen
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Using the Setup Wizard - Choose Connection Type

Now select the Connection Type used for the Internet connection. Your ISP has given this information to you.
The connection types available for “Multi-User” Mode are PPPoE/PPPoOA, Dynamic IP Address, Static IP
Address, and Bridge Mode. Each connection type has different settings that are configured in the next Setup

Wizard pop-up window.

‘& DSL-GB04T - Microsoft Internet Explorer provided by D-... g ™ 1
D-Link DSIEEUAWADSH REUte:
Select Internet Connection Type (WAN)

Select the connection type to connect to your ISP, Click Next to continue

{(*) PPPOE/PPPOA Choose this option if your ISP uses
PPPoE/PPPoA. (For most DSL users)

Choose this option to obtain an IP address
automatically from your ISP,

Choose this option to set static IP
information provided to you by your ISP,

O Dynamic IP Address

() Static IP Address

() Bridge Mode Choose this option if your |1SP uses Bridge
KMode.
Qw0
Back Next Exit
Done [# € Internet * 100% -

Select the Connection Type specific to your service and click Next to go to the next Setup Wizard pop-up
window. Follow the instructions below for the type of connection you have selected.
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Using the Setup Wizard - For PPPoE/PPPOA connections:
1. Type in the Username and Password used to identify and verify your account to the ISP.

2. Select the specific Connection Type from the drop-down menu. The available PPP connection and
encapsulation types are PPPOE LLC, PPPoA LLC and PPPoA VC-Mux.

3. If you are instructed to change the VPI or VCI number, type in the correct setting in the available entry
fields. Most users will not need to change these settings. The Internet connection cannot function if these
values are incorrect.

4. Click Next to go to the next window and complete the Setup Wizard.

€ DSL-GB04T - Microsoft Internet Explorer provided by D-... g =
D-Link . - . .
DSEEGU4 WADS B ROUtet
Set PPPoE /| PPPoA
Enter the PPFoE/FPFoA information provided to you by your ISP Click
Next to continue.
Iser Mame .username
Fassword (TTT]
VPRI 8
vel 35
Connection Type PPPOELLC  |v|
Sd
Back Next Exit
[ € Internet *100% -
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Using the Setup Wizard - For Dynamic IP Address connections:

1. Select the specific Connection Type from the drop-down menu. The available Dynamic IP Address
connection and encapsulation types are 1483 Bridged IP LLC and 1483 Bridged IP VC-Mux.

2. If you are instructed to change the VPI or VCI number, type in the correct setting in the available entry
fields. Most users will not need to change these settings. The Internet connection cannot function if these
values are incorrect.

3. You may want to copy the MAC address of your Ethernet adapter to the Router. Some ISPs record the
unique MAC address of your computer’s Ethernet adapter when you first access their network. This can
prevent the Router (which has a different MAC address) from being allowed access to the ISPs network
(and the Internet). To clone the MAC address of your computer’s Ethernet adapter, type in the MAC address
in the Cloned MAC Address field and click the Clone MAC Address button. This will copy the information to
a file used by the Router to present to the ISP’s server used for DHCP.

4. Click Next to go to the next pop-up window and complete the Setup Wizard.

‘€ DSL-GBD4T - Microsoft Internet Explorer provided by D-...

D-Link

s s DSEEGU4 WADSE RoUtes
Set Dynamic IP Address

The Clone MAC Address is used to copy the MAC address of your
Ethernet adapter to the DSL-2640T. Click Next to continue.

VP 8
Wl 35
Connection Type }E?-_Ii'_rrdgedlp LI:@__V:
Cloned MAC Address |00:08:02:67:80:AF
Clone MAC Address |
N 1
Back Next Exit
[# € Internet + 100% -
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Using the Setup Wizard - For Static IP Address connections:

1. Select the specific Connection Type from the drop-down menu. The available Static IP Address connection
and encapsulation types are 1483 Bridged IP LLC, 1483 Bridged IP VC-Mux, 1483 Routed IP LLC, 1483
Routed IP VC-Mux and IPoA.

2. Change the IP Address, Subnet Mask, ISP Gateway Address, Primary DNS Address, and Secondary
DNS Server IP Address as instructed by your ISP. For IPOA connections it may also be necessary to
change the ARP Server Address. IPOA connection users who have not been given this information should
leave the field blank.

3. If you are instructed to change the VPI or VCI number, type in the correct setting in the available entry
fields. Most users will not need to change these settings. The Internet connection cannot function if these
values are incorrect.

4. Click Next to go to the next window and complete the Setup Wizard.

E6US WADS R ROUtEL
Set Static IP Address

Enter the static [P information provided to you by your ISF. Click Hext to

continue.
VP 8
Vil 35
IP Address 0.000
Subnet Mask

|SF Gateway Address
Primary DNS Address | 168.95.1.1

Secondary DNS
Address - — -
Connection Type | 1483Bridged P LLC  |v|
@ d
Back Next Exit
Done [# € Internet H100% T
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Using the Setup Wizard - For Bridge Mode connections:

1. Select the specific Connection Type from the drop-down menu. The available Bridge Mode connection and
encapsulation types are 1483 Bridged IP LLC and 1483 Bridged IP VC-Mux.

2. If you are instructed to change the VPI or VCI number, type in the correct setting in the available entry
fields. Most users will not need to change these settings. The Internet connection cannot function if these
values are incorrect.

3. Click Next to go to the next window and complete the Setup Wizard.

€ DSL-G604T - Microsoft Internet Explorer provided by D-... g mll >
D-Link B0 TVADS I RGtTet
Setting Bridge Mode

Enter the bridge information provided to you by your ISP, Click Mext to

continue.
VPl [
Wil 35
Connection Type | 1483 Bridged IP LLC |_1
Qod
Back Next Exit
[# € Internet # 100% -+
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Using the Setup Wizard - Wireless LAN Configuration

Configure the SSID and Channel for the Wireless LAN. You may also configure WEP security settings at this
time or configure them later using the web manager. Select None to configure WEP later. To disable the
wireless access point, click the Enable AP option box to remove the green check mark. To configure Wirless

LAN settings:

1. Enter the SSID for the Wireless LAN

2. Choose the wireless Channel to be used for your WLAN from the pull down menu.
3. Choose the wireless security setup. If WEP is used an additional step is required for configuration
4

Click Next

'€ DSL-GB0AT - Microsoft Internet Explorer provided by D-... g |

D"I.uil’lk DS wL:L':L!fﬂ E']'Ej |'£'I'H.;—I.'
Set Wireless LAN Connection

Enter the 5510 name and channel number to be used for the Wireless
LAM. Ifyou wish to use encryption, enable it below and enter the correct
values. Click Next to continue.

[]Enable AP
5510 |DLINE_WIRELESS
Channel: |_Ei_ E_vl
Security: (*)None ) WEP
1
Back Next Exit
Done [# € Internet * 100% -
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Using the Setup Wizard - WEP Configuration

If you are configuring WEP security, select the Authentication Type, Cipher rate and Encryption Key. Click
Next to continue to the final menu.

€ DSL-GB04T - Microsoft Internet Explorer provided by D-... [ | [

Set Wireless LAN Connection
Enter the 5510 name and channel number to be used for the Wireless

LAM. Ifyou wish to use encryption, enable it below and enter the correct
values. Click Next to continue.

[“] Enable AP

5310 !_DLINK_WIHELESS
Channel: E___V|

Security: () Mone () WEP
Authentication Type: |EI|:|th __v_ |
Cipher: |m:|

Encryption Key: | |

I 39

1
Exit

Done [B 0 Internet *100% -
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Using the Setup Wizard - Finish and Restart

Finally you can confirm that the setup process is completed. If you are satisfied that you have entered all the
necessary information correctly, click the Restart button to save the new configuration settings and restart the
Router. If you need to change settings from a previous window, click the Back button.

‘& DSL-GB0AT - Microsoft Internet Explorer provided by D-... g |
D-Link - - - .
DSEEGU4A WADS B ROUteT
Setup Completed
The Setup Wizard has completed. Click on Back to modify changes or
mistakes. Click Restart to save the current settings and reboot the DSL-
GE04T.
CRONN
Back Restart Exit
Done [# € Internet # 100% -

Do not turn the Router off while it is restarting. After the Router is finished restarting, you are now ready
to continue to configure the Router as desired. You may want to test the WAN connection by accessing the
Internet with your browser.
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Wireless

To configure the Router’s basic configuration settings without running the Setup Wizard, you can access the
windows used to configure Wireless, WAN, LAN, DHCP, DNS, and Dynamic DNS settings directly from the
Home directory. To access the Wireless Settings window, click on the Wireless link button on the left side of
the first window that appears when you successfully access the web manager.

Wizard

Wireless

il 8

——
WAN

LAN

DHCP

If

DNS

Dynamic DNS

i

Logout

Dp v

Buiiding Networks for People

Home

Advanced Tools

DSL-G604T
Wireless ADSL Router

Status

Help

These are the wireless settings far the AP{Access Pointy Portion.

551D

WLAMN 1D

Priority:

Channel:

Security:

[l Enatle aP

@ MNone OweEP Owra O802.1x

Please save and reboot the device to take effect !

9 OO0

Apply Cancel Help

Wireless Settings menu — No Security

For Basic Wireless LAN operation with no Securtiy settings, follow the steps:

1. Click the Enable AP box to allow the router to operate in the wireless environment.

2. The SSID identifies members of the Service Set. Accept the default name or change it to something else. If
the default SSID is changed, all other devices on the wireless network must use the same SSID.

3. What channels are available for use by the access point depends on the local regulatory environment.
Remember that all devices communicating with the device must use the same channel (and use the same
SSID). Use the drop-down menu to select the Channel used for your 802.11g wireless LAN. The wireless
channel number is available from your Internet Service Provider (ISP).

4. The VLAN ID and Priority settings are optional settings. If your network supports VLANs or QoS Priority
(IEEE 802.11p), type in the appropriate values here.

5. If network Security is not used, click to select None, then click Apply.

g VLAN ID and Priority settings do not need to be configured in order to use the Wireless Access Point.

Note
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Wireless Security

In the Wireless Settings window, select the type of security you want to configure. The window will change to
present the settings specific to the method being configured. The Router’s wireless security options include
three levels of WEP encryption, WPA for IEEE 802.1x network authentication, and WPA with a user-configured
Pre Shared Key (PSK).

WEP

WEP (Wired Equivalent Protocol) encryption can be enabled for security and privacy. WEP encrypts the data
portion of each frame transmitted from the wireless adapter using one of the predefined keys. The router offers
64-, 128-, or 256-bit encryption with four keys available.

To bring up the Wireless Settings window for WEP, click the WEP radio button.

P wDd PR

D_L- .»,

Building Networks for People Ds L-Gs°4.r
Wireless ADSL Router
\L‘ Home Advanced Tools Status Help
P 58 wetings
Wizard
These are the wireless settings for the AP{Access Point) Porion
Enable AP
Wireless = §
8510 [DUNK wRELESS |
; :
Ll YLAM ID! o |
Pririty: iD |
S —. re—
LAN Channel | aiﬂ
SecUrity O None @wep Owea O a02.1x
[U—
DHCP
Authentication Type: |_B_Dih :|
[———
DNS Select Encryption Key Cipher
® | | [64bits v
7
Dynamic DNS
(@) [ | |64 bits  +|
premmese—— "
@] | | [Bapits v/

Enter10, 26, 58 hexadecimal digits{0~3 A~F) for 64, 128, or 246 hit Encryption Keys

respectively. g.0., ARAAAAAAAN TOF 3 key length 0T 64 bits.

Please save and rebootthe device to take effect!

9 o

Apply Cancel

o

Help

Wireless Settings menu — WEP

Make sure the Enable AP checkbox at the top of the window has been checked.
Click the Enable WEP Wireless Security checkbox.
From the drop-down menu, select an Authentication Type: Open, Shared, or Both.

Select a key by clicking a radio button on the left, select an encryption level from the drop-down menu on

the right, and then enter the proper-length key. (Key length is outlined at the bottom of the window.)

5. Click Apply.

-

Notice If encryption of any kind, at any level is applied to the Wireless network, all devices on the network
must comply with all security measures.
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WPA (Wi-Fi Protected Access)

Wi-Fi Protected Access was designed to provide improved data encryption, perceived as weak in WEP, and to
provide user authentication, largely nonexistent in WEP. There are two versions of WPA, both are supported by
the Access Point. WPA includes the option of using a Pre-Shared Key similar to WEP, or a RADIUS server can be
used for varification.

N

D

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools Status Help 1

Wizard

These are the wireless settings for the AP{Access Poinf) Portion.

[l Enable AP

Wireless
. 85ID: |DLINK_\WIRELESS |
3

AT YLAN 1D 0
Priotity: [0 ]

'— £ =

LAN Channel:  |w
Security: O Mone OweEP ®wra O B021x
(ORI O wPaz O AP,

Enahle WPAZ Pre-authentication

Group Key Interval : {3600 | [Mote: Group ey Interval is shared by all WPA options.)
— s
‘Dynamic DNS
- & Radius Server IP Address: | |
e Port: 1812
Logout | |
Secret | |
(O Pre-Shared Key PSI String: | |

Flease save and reboot the device to take effect |

9 90O

Apply Cancel Help

Wireless Settings menu — WPA

Make sure the Enable AP checkbox at the top of the window has been checked.

Click to select the WPA radio button.

In the Group Key Interval entry field, enter a Time (in seconds) after which the Group Key is changed
automatically.

Select either Radius Server or Pre-Shared Key depending on the varification you are using for the
Wireless network.

If you are using a Radius Server for authentication, select the Radius Server button and enter the server
IP Address of the RADIUS server, a Port number (or accept the default), and a “Shared” Secret (1-63
characters).

If you are using a Pre-Shared Key, type an alphanumeric value of 1-63 characters in length used for
authentication.

Click Apply.
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802.1x

Some network-security experts now recommend that wireless networks use 802.1X security measures to
overcome some weaknesses in standard WEP applications. A RADIUS server is used to authenticate all potential

users. Configure the following:

Server IP Address: Enter the IP address of the Radius server.

Port: Enter a port number, or accept the default.

Secret: Enter a password (1-63 character).

Group Key Interval: Time (in seconds) after which the Group Key is changed automatically (1-99999).

D-Link

Building Networks for People

Home

Advanced

DSL-G604T

Wireless ADSL Router

Tools Status

Wireless Settings
Wizard

1 |Ele-

Wireless
55ID:
WAN WLAN (D,
Priority:
——
LAN Channel:
Security;

DHCP

Group Key Interval

Il

=2
=
%51

Server IP Address:

Part:
‘Dynamic DNS

Secret:

Logout

il

These are the wireless settings far the AP{Access Point) Porion.

[¥] Enahle AP

|DLINK_#WIRELESS |

o]

[

o
<

O Mone OweP O wPa & 8021

3600

[1812

Please save and rehoot the device to take effect !

9 ©0

Apply Cancel Help

Wireless Settings menu— 802.1x

In the Group Key Interval entry field, enter a Time (in seconds) after which the Group Key is changed

1. Make sure the Enable AP checkbox at the top of the window has been checked.
2. Click to select the 802.1x radio button.
3.
automatically.
4. Enter the Server IP Address of the RADIUS server.
5. Enter a Port number, or accept the default.
6. Enter a password or “Shared” Secret (1-63 characters).
7. Click Apply.
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WAN

To configure the Router’s basic configuration settings without running the Setup Wizard, you can access the
windows used to configure WAN, LAN, DHCP, and DNS settings directly from the Home directory. To access the
WAN Settings window, click on the WAN link button on the left side of the first window that appears when you
successfully access the web manager.

PPPOE/PPPOA D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools Status Help

Follow the instructions below to configure the Router
to use a PPPoOE or PPPOA for the Internet connection.
Make sure you have all the necessary information
before you configure the WAN connection. Weatd —
PvC Pl v
Most users will only need to change some or all of —
the settings listed under PPPOE/PPPoA and s vl 5

Connection Setting heading in the WAN settings
menu. This area is contained within the red square
in the example to the right. An enlarged view of this
section can be seen on the next page followed by
step-by-step instructions on how to configure WAN

wirual Cireuit |Enabled |

WAN

VAN Setting |PPRoE/PPRoA ¥]

- I
P
| :

User Mame username
settings for a PPPoE or PPPOA connection. Password
Authentication Type | Auto v:
[FereElic 9]
Most users with PPPoE/PPPoA A WU [1400 | yes

i

connections only need to configure wRU 1992 Jiptes
the settings caontained within the red e Defaull Route [Enabled |
square in this example menu.

PPPOE Pass Through D\;aingdv

NAT [Enatied +|

Firgwall Enabled :3

IF Control =-Dynaml: P v’

Static P 00

@ Abweays ON Recommended

O Connection On Demand Connection will close if idle for f y‘minules

O Manual :;':;r hutton in ice Info page
O

Server IFMame [

Route Target

Route Mask

PPTP Account

PPTP Password

MPPE Encryption

Senvice Category luer v

PCR L cellsis

80 | cellsis

CcOVT uSeconds

LR Cells
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WAN Settings menu — PPPoE/PPPoA
To configure a PPPOE or PPPoA type WAN connection, follow these steps:

1. If not already selected, choose the PPPoOE/PPPOA option from the WAN Settings pull-down menu.
PPPOE/PPPOA is selected by default if you are configuring the Router for the first time.

2. Under the ATM VC Settings at the top of the window should not be changed unless you have been
instructed to change them. However, if you are instructed to change the VPI or VCI values, type in the
values assigned for your account. Leave the PVC and Virtual Circuit setting at the default (PcvO and
Enabled) values for now. This can be used later if you are configuring multiple virtual circuits for your ADSL
service. For more information on ATM VC Settings, see the table on page 46 below.
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10.

11.

12.

13.

14.

15.

16.
17.

18.

19.

Under the PPPOE/PPPOA heading, type the User Name and Password used for your ADSL account. A
typical User Name will be in the form user1234@isp.com.au. The Password may be assigned to you by your
ISP or you may have selected it when you set up the account with your ISP.

Choose the correct Authentication Type from the drop-down menu. Most users will want to leave the
setting on Auto. PAP and CHAP are the other two options. The Auto setting will automatically detect the
correct type of authentication.

Choose the Connection Type from the pull-down menu located under the User Name and Password entry
fields. This defines both the connection protocol and encapsulation method used for your ADSL service. The
available options are PPPoA VC-Mux, PPPoA LLC and PPPoE LLC. If have not been provided specific
information for the Connection Type setting, leave the default setting.

Leave the MTU value at the default setting (default = 1400) unless you have specific reasons to change
this (see table below for more information).

Leave the MRU value at the default setting (default = 1492) unless you have specific reasons to change
this (see table below for more information).

Leave the Default Route enabled if you want to use the Router as the default route to the Internet for
your LAN. Whenever a computer on the LAN attempts to access the Internet, the Router becomes the
Internet gateway to the computer. If you have an alternative route for Internet traffic you may disable this
without effecting the Router’s connection.

Enable PPPoOE PassThrough if you want the Router to allow a “dial-up” or separate bridged PPP connection
to an individual PC (see table below for more information).

NAT should remain Enabled. If you disable NAT, you will not be able to use more than one computer for
Internet connections. If you are using multiple virtual connections, NAT functions system-wide, therefore if
it is disabled, NAT will be disabled on all connections.

The Firewall should remain enabled for most users. If you choose to disable this you will not be able to use
the features configured in the Firewall Configuration and Filters windows located in the Advanced
directory. The next chapter contains a separate section describing these Advanced features.

Typically the globally IP settings (i.e. IP address for the WAN interface) for a PPPOA or PPPOA connection
will use Dynamic IP assignment from the ISP. Some accounts may be assigned a specific global IP address.
If you have been give an IP address for you PPPOE/PPPOA connection, select the Static IP option from the
IP Control pull-down menu. This menu can be used to configure the WAN port as an Unnumbered IP
interface. (See table below for information on Unnumbered IP).

Choose the desired Connection Setting. Select from: Always ON, Connection On Demand, or Manual.
Most users will want to choose the default connection setting, Always ON.

Point-to-Point Tunneling Protocol is a pass-through mechanism that allows packets to pass through the
Router so that it effectively functions as a bridge. Check Enable PPTP and enter the required information
in the ServerlP/Name, Route Target, Route Mask, PPTP Account, PPTP Password, and MPPE
Encryption fields.

Most users will not need to change ATM settings. If this is the first time you are setting up the ADSL
connection it is recommended that you leave the Service Category settings at the default values until you
have established the connection. See the table on page 44 for a description of the parameters available for
ATM traffic shaping.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To save
and reboot the Router, click on the Tools directory tab and then click the System button. In the System
Settings window, click the Save and Reboot button under Save Settings and Reboot the System.

Click OK when the following “Save and restart?” dialog box opens.

Microsoft Internet Explorer E

?J/‘ Save and reskart?
H-‘-.

| kK, | [ Cancel

The Router will save the new settings and restart. Upon restarting the Router will automatically establish
the WAN connection.
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Additional settings for PPPOE/PPPOA connections:

PPPoE/PPPOA
Parameters

User Name

Password

Connection Type

MTU

MRU

Default Route

PPPoE PassThrough

NAT

Firewall

IP Control

Static IP

Connection Setting

Description

For PPP connections, a User Name and Password are used to identify and verify your
account to the ISP. Enter the User Name for your ADSL service account. User names and
passwords are case-sensitive, so enter this information exactly as given to you by your
ISP.

Together with the User Name, this is used to verify your account to the ISP. Enter the
Password exactly as given to you by your ISP.

This specifies the protocol (PPPoE or PPPoA) and the encapsulation method (LLC or VC-
Mux) used for your connection. The options available are PPPoE LLC, PPPoA LLC or PPPoA
VC-Mux.

The Maximum Transmission Unit size may be changed if you want to optimize efficiency
for uploading data through the WAN interface. The default setting (2400 bytes) should be
suitable for most users. Some user may want to adjust the setting to optimize
performance for wireless traffic or when low latency is desired (such as with Internet
gaming). It is highly recommended that the user research how adjusting the MTU may
effect network traffic for better or worse.

Similar to the MTU, except this applies to Maximum Received Unit size for downloading
data. Most users will be happy with the default setting (1492 bytes). However this may
also be optimized for fast downloads of general bulk Internet traffic, for low latency or for
downloading to computers on the Wireless LAN. As with the MTU setting, the user should
carefully consider how changing the MRU may affect Internet downloads for all systems
on your LAN.

When this is enabled, the Router will be considered to be the primary gateway to the
Internet and WAN for systems on your network. If you are using the Router on a network
with one or more alternative gateway routers, you may prefer to disable this if you will
use another router as the primary gateway.

This feature enables the Router to allow a “dial-up” or separate bridged PPP connection to
an individual PC. In this instance the Router will serve as a bridge.

Network Address Translation may be enabled or disabled with the pull-down menu. Keep
in mind that disabling NAT allows only a single computer to be used for Internet access
through the Router. NAT is enabled and disabled for the Router on all connections (i.e.
PvcO — Pvc7) if your Router is set up for multiple virtual connections.

Use this to universally enable or disable the Firewall and Filter features available in the
Router. If you disable this you will not be able to configure settings in the Firewall
Configuration window or Filters window in the Advanced directory.

This is used to determine how global IP settings are handled for the WAN interface.
Typically PPPoE or PPPoA connections will use the default setting for Dynamic IP. Some
users will be given a specific IP address for the WAN interface. In this case you need to
change this setting to Static /P. When Static IP is selected in the IP Control menu, you
need to type in the global IP address provided to you by your ISP. The /P Unnumbered
option is used if you want to set up a non-TCP/IP port protocol link through the WAN
interface. An IP Unnumbered interface does not have an IP address and therefore cannot
be managed via Telnet or any other TCP/IP application.

If you have selected the Static /P option in the IP Control menu, type in the global IP
address used for your WAN interface. Your ISP should provide this IP address to you.

Select the desired option: Always ON, Connection On Demand, or Manual. Most users will
want to choose the default connection setting, Always ON.
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Dynamic IP Address

A Dynamic IP Address connection configures the Router to automatically obtain its global IP address from a
DHCP server on the ISP’s network. The service provider assigns a global IP address from a pool of addresses
available to the service provider. Typically the IP address assigned has a long lease time, so it will likely be the
same address each time the Router requests an IP address.

To configure a Dynamic IP Address connection, perform the steps listed below. Some of the settings do not
need to be changed the first time the device is set up, but can be changed later if you choose. See the table
below for a description of all the settings available in this window.
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WAN Settings window — Dynamic IP Address
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To configure a Dynamic IP Address connection for the WAN, follow these steps:

1.
2.

10.

11.

12.

Choose the Dynamic IP Address option from the WAN Settings pull-down menu.

Under the ATM VC Settings at the top of the window should not be changed unless you have been
instructed to change them. However, if you are instructed to change the VPI or VCI values, type in the
values assigned for your account. Leave the PVC and Virtual Circuit setting at the default (PcvO and
Enabled) values for now. This can be used later if you are configuring multiple virtual circuits for your ADSL
service. For more information on ATM VC Settings, see the table on page 46 below.

Under the Dynamic IP heading, choose the Connection Type from the pull-down menu. This defines both
the connection type and encapsulation method used for your ADSL service. The available options are 1483
Bridged IP LLC and 1483 Bridged IP VC-Mux. If have not been provided specific information for the
Connection Type setting, leave the default setting.

Some ISPs record the unique MAC address of your computer’s Ethernet adapter when you first access their
network. This can prevent the Router (which has a different MAC address) from being allowed access to the
ISPs network (and the Internet). To clone the MAC address of your computer’s Ethernet adapter, type in
the MAC address in the Cloned MAC Address field and click the Clone MAC Address button.

Leave the MTU value at the default setting (default = 1400) unless you have specific reasons to change
this (see table below).

NAT should remain Enabled. If you disable NAT, you will not be able to use more than one computer for
Internet connections. NAT is enabled and disabled system-wide, therefore if you are using multiple virtual
connections, NAT will disabled on all connections.

The Firewall should remain enabled for most users. If you choose to disable this you will not be able to use
the features configured in the Firewall Configuration and Filters windows located in the Advanced
directory. See the next chapter for more details on these windows.

Most users will not need to change ATM settings. If this is the first time you are setting up the ADSL
connection it is recommended that you leave the Service Category settings at the default values until you
have established the connection. See the table on page 44 for a description of the parameters available for
ATM traffic shaping.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To save
and reboot the Router, click on the Tools directory tab and then click the System button. In the System
Settings window, click the Save and Reboot button under Save Settings and Reboot the System.

Click OK when the following “Save and restart?” dialog box opens.

Microsoft Internet Explorer @

?J‘/‘ Save and reskart?
H-‘-.

| kK, | [ Cancel

The Router will save the new settings and restart. Upon restarting the Router will automatically establish
the WAN connection.
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Additional settings for Dynamic IP Address connections:

Dynamic IP Parameters

Connection Type

Cloned MAC Address

Cloned MAC Address

MTU

NAT

Firewall

Description

This specifies the connection type and encapsulation method used for your Dynamic IP
Address connection. The options available are Bridged IP LLC or Bridged IP VC-Mux.

This is not always necessary, but may be required for some ISPs. Type in the MAC address
of your computer’s Ethernet adapter in the Cloned MAC Address field and click the Clone
MAC Address button. This will copy the information to a file used by the Router to
present to the ISP’s server used for DHCP. Some ISPs record the unique MAC address of
your computer’s Ethernet adapter when you first access their network. If you want to later
replace the cloned MAC address with the factory default setting, type in all zeros -
00:00:00:00:00:00 - and click the Clone MAC Address button.

To clone the MAC address of your computer’s Ethernet adapter, type in the MAC address in
the Cloned MAC Address field and then click this Clone MAC Address button.

The Maximum Transmission Unit size may be changed if you want to optimize efficiency for
uploading data through the WAN interface. The default setting (1400 bytes) should be
suitable for most users. Some user may want to adjust the setting to optimize performance
for wireless traffic or when low latency is desired (such as with Internet gaming). It is
highly recommended that the user research how adjusting the MTU may affect network
traffic for better or worse.

Network Address Translation may be enabled or disabled with the pull-down menu. Keep in
mind that disabling NAT allows only a single computer to be used for Internet access
through the Router. NAT is enabled and disabled for the Router on all connections (i.e.
PvcO — Pvc7) if your Router is set up for multiple virtual connections.

Use this to universally enable or disable the Firewall and Filter features available in the
Router. If you disable this you will not be able to configure settings in the Firewall
Configuration window or Filters windows in the Advanced directory.
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Static IP Address

When the Router is configured to use Static IP Address assignment for the WAN connection, you must manually
assign a global IP Address, Subnet Mask and Gateway IP Address used for the WAN connection. Most users will
also need to configure DNS server IP settings in the DNS Configuration window (see below). Follow the
instruction below to configure the Router to use Static IP Address assignment for the WAN connection.

To configure a Static IP Address connection, perform the steps listed below. Some of the settings do not need
to be changed the first time the device is set up, but can be changed later if you choose. See the table below
for a description of all the settings available in this window.
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Please save and reboot the device to take effect !
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WAN Settings window - Static IP
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To configure a Static IP type connection for the WAN, follow these steps:

1.
2.

10.

11.

12.

Choose the Static 1P Address option from the WAN Settings pull-down menu.

Under the ATM VC Settings at the top of the window should not be changed unless you have been
instructed to change them. However, if you are instructed to change the VPI or VCI values, type in the
values assigned for your account. Leave the PVC and Virtual Circuit setting at the default (PcvO and
Enabled) values for now. This can be used later if you are configuring multiple virtual circuits for your ADSL
service. For more information on ATM VC Settings, see the table on page 46 below.

Under the Static IP heading, choose the Connection Type from the pull-down menu. This defines both
the connection type and encapsulation method used for your ADSL service. The available options are
Bridged IP LLC, Bridged IP VC-Mux, Routed IP LLC, Routed IP VC-Mux or IPoA. If have not been provided
specific information for the Connection Type setting, leave the default setting.

Change the IP Address, Subnet Mask, Gateway Address and (if available) Secondary DNS Server IP
address as instructed by your ISP. These are the global IP settings for the WAN interface. This is the
“visible” IP address of your account. Your ISP should have provided these IP settings to you. For IPOA
(Classic IP over ATM) connections you may need to type in an additional IP address for a ARP Server
Address. If you are using an IPOA connection, ask your ISP if it is necessary to use an ARP (Address
Resolution Protocol) server.

Leave the MTU value at the default setting (default = 1400) unless you have specific reasons to change
this (see table below).

NAT should remain Enabled. If you disable NAT, you will not be able to use more than one computer for
Internet connections. NAT is enabled and disabled system-wide, therefore if you are using multiple virtual
connections, NAT will be disabled on all connections.

The Firewall should remain enabled for most users. If you choose to disable this you will not be able to use
the features configured in the Firewall Configuration and Filters window located in the Advanced
directory. See the next chapter for more details on these windows.

Most users will not need to change ATM settings. If this is the first time you are setting up the ADSL
connection it is recommended that you leave the Service Category settings at the default values until you
have established the connection. See the table on page 44 for a description of the parameters available for
ATM traffic shaping.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To save
and reboot the Router, click on the Tools directory tab and then click the System button. In the System
Settings window, click the Save and Reboot button under Save Settings and Reboot the System.

Click OK when the following “Save and restart?” dialog box opens.

Microsoft Internet Explorer, @

?/ Save and restart?
H.‘-.

[ oK | [ Cancel

The Router will save the new settings and restart. Upon restarting the Router will automatically establish
the WAN connection.
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Additional settings for Static IP Address connections:

Static IP Parameters

Connection Type

IP Address

Subnet Mask

Gateway Address

ARP Server Address

(IPoA connection only)

Primary DNS Address

Secondary DNS Address

MTU

NAT

Firewall

Description

This specifies the connection type and the encapsulation method used for your Static IP
Address connection. The options available are Bridged IP LLC, Bridged IP VC-Mux, Routed
IP LLC, Routed IP VC-Mux or IPOA.

This is the permanent global IP address for your account. This is the address that is visible
outside your private network. Get this from your ISP.

This is the Subnet mask for the WAN interface. Get this from your ISP.

This is the IP address of your ISP’s Gateway router. It provides the connection to the
Router for IP routed traffic that is outside your ISP’s network. That is, this will be the
primary connection from the Router to most of the Internet. Get this IP address from your
ISP.

This is not required for all IPoA connections. Check with your ISP for an ARP server IP
address if this is necessary for your IPoA connection.

This is the IP address of the first choice for Domain Name Service (DNS) used to match the
named URL web address used by most browsers with the actual global IP address used for
a web server. Usually this will be a server owned by the ISP. Get this IP address from your
ISP.

This is the second choice for a DNS server. Get this IP address from your ISP.

The Maximum Transmission Unit size may be changed if you want to optimize efficiency for
uploading data through the WAN interface. The default setting (2400 bytes) should be
suitable for most users. Some user may want to adjust the setting to optimize performance
for wireless traffic or when low latency is desired (such as with Internet gaming). It is
highly recommended that the user research how adjusting the MTU may affect network
traffic for better or worse.

Network Address Translation may be enabled or disabled with the pull-down menu. Keep in
mind that disabling NAT allows on a single computer to be used for Internet access
through the Router. NAT is enabled and disabled for the Router on all connections (i.e.
PvcO — Pvc7) if your Router is set up for multiple virtual connections.

Use this to universally enable or disable the Firewall and Filter features available in the
Router. If you disable this you will not be able to configure settings in the Firewall
Configuration window or the Filters window in the Advanced directory.
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Bridge Mode

The WAN Settings window is also used to configure the Router for multiple virtual connections (Multiple PVCs).
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WAN Settings window — Bridge Mode

Select the connection type used for your account. The window will display settings that are appropriate for the
connection type you select. Follow the instruction below according to the type of connection you select in the
WAN Settings window.

For Bridged connections it will be necessary for most users to install additional software on any computer that
will the Router for Internet access. The additional software is used for the purpose of identifying and verifying
your account, and then granting Internet access to the computer requesting the connection. The connection
software requires the user to enter the User Name and Password for the ISP account. This information is stored
on the computer, not in the Router.

Follow the instructions below to configure a Bridged connection for the WAN interface.

To configure a Dynamic IP Address connection, perform the steps listed below. Some of the settings do not
need to be changed the first time the device is set up, but can be changed later if you choose. See the table
below for a description of all the settings available in this window.
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Choose the Bridge Mode option from the WAN Settings pull-down menu.

Under the ATM VC Settings at the top of the window should not be changed unless you have been
instructed to change them. However, if you are instructed to change the VPI or VCI values, type in the
values assigned for your account. Leave the PVC and Virtual Circuit setting at the default (PvcO and
Enabled) values for now. This can be used later if you are configuring multiple virtual circuits for your ADSL
service. For more information on ATM VC Settings, see the table on the page below.

Under the Bridge Mode heading, choose the Connection Type from the pull-down menu. This defines
both the connection type and encapsulation method used for your ADSL service. The available options are
1483 Bridged IP LLC and 1483 Bridged IP VC-Mux. If have not been provided specific information for the
Connection Type setting, leave the default setting.

Most users will not need to change ATM settings. If this is the first time you are setting up the ADSL
connection it is recommended that you leave the Service Category settings at the default values until you
have established the connection. See the table on the below page for a description of the parameters
available for ATM traffic shaping.

When you are satisfied that all the WAN settings are configured correctly, click on the Apply button.

The new settings must be saved and the Router must be restarted for the settings to go into effect. To save
and reboot the Router, click on the Tools directory tab and then click the System button. In the System
Settings window, click the Save and Reboot button under Save Settings and Reboot the System.

Click OK when the following “Save and restart?” dialog box opens.

Microsoft Internet Explorer E]

?J/‘ Save and reskart?
H-‘-.

| kK, | [ Cancel

8. The Router will save the new settings and restart. Upon restarting the Router will automatically establish

the WAN connection.

ATM Settings - Traffic Shaping

The ATM settings in the WAN Settings windows for the different connection types can be used to adjust QoS
parameters for ADSL clients. This may not be available to all ADSL accounts.

Service Category IJBR b

FCR kbps
SCR kbps
COWT uSeconds
MBS Cells

2 O 0O

Apply Cancel Help

ATM Settings for WAN connection
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The table below provides a description of the ATM settings for traffic shaping.

ATM Parameters

Service Category

PCR

SCR

CDVT

MBS

Description

The ATM settings allow the user to adjust ATM Quality of Service (QoS) or traffic parameters to suit
specific traffic requirements. For applications or circumstances where packet loss or packet delay is
a concern, ATM QoS can be adjusted to minimize problems. For most accounts, it will not be
necessary to change these settings. Altering QoS settings can adversely affect performance of some
commonly used Internet applications.

If you plan to change QoS or traffic parameters, contact your ISP or network services provider for
information on what types of adjustment are available or possible for your account. Your ISP may
not support the class of service you want to use.

To adjust ATM QoS parameters, select one of the Service Categories listed here and type in the PCR
value in the entry field below. For the VBR service category, an additional parametre (SCR) must
also be defined.

UBR — Unspecified Bit Rate, this is the default category used for general-purpose Internet traffic
where normal levels of packet loss and delay are acceptable. For some applications or for multiple
connection accounts, it may be desirable to specify the PCR.

CBR — Constant Bit Rate, usually used in circumstances where very low packet loss and very low Cell
Delay Variable (CDV) are desirable.

VBR-nt — Real-time Variable Bit Rate. This models bursty traffic with specified peak and sustainable
rates. Please note that when VBR-rt is specified, both PCR and SCR are required (by ATM
standards).

VBR-nrt — Non-real-time Variable Bit Rate, usually used when network traffic is characterized by
bursts of packets at variable intervals, and some moderate packet loss and delay is acceptable. This
category is typically used for audio and video applications such as teleconferencing. The network
must support QoS Class 2 to use VBR-nrt.

Peak Cell Rate — The PCR is inversely related to the time interval between ATM cells. It is
specified for all three service categories (UBR, CBR and VBR) in Kbps.

Sustainable Cell Rate — The SCR is defined for the VBR service category. This is the rate that
can be sustained for “bursty”, on-off traffic sources. It is a function of Maximum Burst Size
(MBS) and the time interval (between cells).

Cell Delay Variation Tolerance — CDVT is a measure of the cell clumping phenomenon by which
cells are delayed in the network and are

clumped together and arrive at a system at a faster rate than negotiated.

Increasing the CDVT creates greater bucket depth.

Maximum Burst Size — The MBS is the maximum number of bytes that can be sent
continuously from the source to the destination dropping any packets. Some ATM providers set
the MBS and CDVT very low and adjust up if problems occur.
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ATM VC Settings

ATM VC settings can be configured for all connection types in the WAN configuration menu of the Home

directory.

Home

PG
WP
W

Yirtual Circuit

WYiAR Setting

Advanced Tools Status Help

[Pved =]
)
—_
[Enabled ]

|E|ridge Mode j

The table below describes the

account.

ATM VC Settings in WAN Settings menu
ATM VC settings used to configure a PPPOE or PPPoA connection for an ADSL

ATM VC Parameters

PVvC

VPI

VCI

Virtual Circuit

Description

The Router supports using up to eight multiple virtual connections. This window allows
the user to configure WAN settings for all the available connections (see instructions
below on how to set up Multiple Virtual Connections). Use the PVC drop-down menu
to select the connection (PvcO to Pvc7) you want to configure. Since most users will
use only a single connection, the default setting PvcO can be used for any changes
made to the WAN settings.

The Virtual Path Identifier is used with the VCI to define a dedicated circuit on the
ATM network portion of the connection to the Internet and WAN. Most users will not
need to change this setting.

The Virtual Channel Identifier is used with the VPI to define a dedicated circuit on the
ATM network portion of the connection to the Internet and WAN. Most users will not
need to change this setting.

As with the PVC setting, this is mainly for use by clients who are configuring the
Router for multiple virtual connections. Use this to enable or disable the PVC you are
currently configuring. By default, the PvcO is Enabled and the remaining PVCs are
disabled.
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LAN

You can configure the LAN IP address to suit your preference. Many users will find it convenient to use the
default settings together with DHCP service to manage the IP settings for their private network. The IP address
of the Router is the base address used for DHCP. In order to use the Router for DHCP on your LAN, the IP
address pool used for DHCP must be compatible with the IP address of the Router. The IP addresses available
in the DHCP IP address pool will change automatically if you change the IP address of the Router. See the next
section for information on DHCP setup.

To access the Management IP window, click the LAN button in the Home directory.

Wizard

|
e
-

Wireless

WA

LAN

DHCP

‘Dynamic DHS

Logout

D-Link

Building Networks for Pecple

If

=
=
w

i

DSL-G604T
Wireless ADSL Router
Home Advanced Tools Status Help |
Management IP

These are the IP settings ofthe LAN interface for the DSL-GE04T These setting may he referred to

as Private settings. You may change the LAN IP address if needed.

IP Address

Subnet Mask

(10111 |

[2565.000 |

9 QO 0

Apply Cancel Help

Management IP window

To change the LAN IP Address or Subnet Mask, type in the desired values and click the Apply button. Your
web browser should automatically be redirected to the new IP address. You will asked to login again to the

Router’s web manager.
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DHCP

The DHCP server is enabled by default for the Router’s Ethernet LAN interface. DHCP service will supply IP
settings to workstations configured to automatically obtain IP settings that are connected to the Router though
the Ethernet port. When the Router is used for DHCP it becomes the default gateway for DHCP client connected
to it. Keep in mind that if you change the IP address of the Router the range of IP addresses in the pool used
for DHCP on the LAN will also be changed. The IP address pool can be up to 253 IP addresses.

D

Building Networks for People Ds L-GG°4T
Wireless ADSL Router

s z

‘ Home Advanced Tools Status ~ Help

Wizard

The device can he setup as a DHCP Server to distribute IP addresses to the LAN netwark,

1B Er

Wireless
Chaose this option. The IP address must be manually assigned at
Ot DHCP each device connected to DSL-GB04T.
Choose this option to setup as a DHCP server to distribute IP
© DHCP Server addresses to the LAN netwark.

NHCP Server

Starting IP Address 10111 [
HHEE | Ending IF Address 10.1.1.254 [
'T Lease Time 3600 seconds
DNS Mode ® auto O Manual
Frimary DME
g Secondary DNS .

Logout

Static IP Assignment

MAC Address IP Address
A — e ——
Static IP2: |—| [
swoes || ]
Static IP4: |—| ]

Enter MAC Address format as weeeeeeeeen e 00-0C-6E-Da-11-22, and IP Address format as

WYY, e 192 168.1.2
9 © O

Apply Cancel Help

Mo DHCP Clients Available

DHCP Settings window

To display the DHCP Settings window, click the DHCP button in the Home directory. Any active DHCP Clients
appear at the bottom of the window in the DHCP Clients List. The IP address and MAC address for active DHCP
clients are displayed in the list.

The two options for DHCP service are as follows:

= You may use the Router as a DHCP server for your LAN.

= You can disable DHCP service and manually configure IP settings for workstations.

You may also configure DNS settings for the LAN when using the Router in DHCP mode. In Auto DNS Mode,
the Router will automatically relay DNS settings to properly configured DHCP clients. To manually enter DNS IP
addresses, select the Manual DNS Mode option and type in a Primary and Secondary DNS IP Address in the

field provided. The manually configured DNS settings will be supplied to clients that are configured to request
them from the Router.
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Follow the instructions below according to which of the above DHCP options you want to use. When you have
configured the DHCP Settings as you want them, click the Apply button to commit the new settings.

Use the Router for DHCP

To use the built-in DHCP server, click to select the DHCP Server option if it is not already selected. The IP
Address Pool settings can be adjusted. The Starting IP Address is the lowest available IP address (default =
10.1.1.2). If you change the IP address of the Router this will change automatically to be 1 more that the IP
address of the Router.

The Ending IP Address is the highest IP address number in the pool. Type in the Lease Time in the entry
field provided. This is the amount of time in seconds that a workstation is allowed to reserve an IP address in
the pool if the workstation is disconnected from the network or powered off.

Disable the DHCP Server

To disable DHCP, click to select the No DHCP option and click on the Apply button. Choosing this option
requires that workstations on the local network must be configured manually or use another DHCP server to
obtain IP settings.

If you configure IP settings manually, make sure to use IP addresses in the subnet of the Router. You will need
to use the Router’s IP address as the Default Gateway for the workstation in order to provide Internet access.

DSL-G604T
Wireless ADSL Router

Buliding Networks for Pecple

Home Advanced Tools Status Help

Wizard

|
e |
—

The device can be setup as a DHCP Server to distribute IP addresses to the LAN netwoark.

Wireless
Choose this option. The IP address must be manually agsigned at
© Mo DHCP each device connected to DSL-GEO4T.
Choose this option to setup as a DHCP server to distribute 1P
O DHCP Server addrasses to the LAN netwark.
| DHCP |
——
I .
Dynamic DNS
9 O 0
[——
Logout Apply Cancel Help

DHCP Settings window with DHCP disabled
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To manually configure IP settings on
Windows workstations, open the TCP/IP
Properties menu and select the “Use the
following IP address” option. You will need
to supply the IP addres, Subnet mask and
Defualt gateway (use IP address of DSL-
G604T) for each workstation. The example
here also uses manually configured DNS
settings.

Static IP on LAN

Internet Protocol (TCP/IP) Properties

General

You can get |P settings assigned automatically if your network supports
this capabilty. Otherwise, you need to ask your network administrator for

the appropriate |P settings.

(") Obtain an IP address automatically
(#) Use the fallowing IP address:

IP address:
Subnet mask:

Default gateway:

0.

285 .

m .

(%) Use the following DNS server addresses:
0 .

Prefemed DMS server:

Altemate DNS server:

4 .

[

1 .96
0.0
1
1.1
2 .2
OK H Cancel ]

If the Router has the DHCP server enabled it is possible to permanently assign IP addresses to workstations
specified by their MAC address. Up to five IP addresses may be assigned to five different devices. This will take
the chosen IP address used out of the available addresses in the dynamic IP address pool and give a permanent

lease time for the IP address to the selected device.

To assign an IP address that will not age out, type in the MAC Address of the device and its static IP Address
in the spaces provided. Use the format: 00-00-00-00-00-00 for the MAC address and the standard format:
10.1.1.xxx for the IP address. A Static DHCP Client List will appear below the DHCP Client list with any clients
that have been configured for static IP address assignment.
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DNS

The Router can be configured to relay DNS settings from your ISP or another available service to workstations
on your LAN. When using DNS relay, the Router will accept DNS requests from hosts on the LAN and forward
them to the ISP’s, or alternative DNS servers. DNS relay can use auto discovery or the DNS IP address can be
manually entered by the user. Alternatively, you may also disable the DNS relay and configure hosts on your
LAN to use DNS servers directly. Most users, who are using the Router for DHCP service on the LAN and are
using DNS servers on the ISP’s network, will leave DNS relay enabled (either auto discovery or user

configured).
D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools Status Help !

Wizard UNS Cot

l
-
i
pa—

The DNS Configuration allows the user to set the configuration of DMNS relay.

Wireless

DME Relay Selection i llze Auta Discovered DMNS Server Only_v_

User Configuration:

| LAN Praferred DNS Server i 21015254240 |

Alternate DMNE Sarvar | 210.16.254.297 |

DHCP

i

9 9 0

Apply Cancel Help

Dynamic DNS

il

Logout

DNS Configuration window

In the DNS Relay Selection pull-down menu, choose to Use Auto Discovered DNS Server Only, Use User
Discovered DNS ServerOnly or Disable DNS Relay.

If you have not been given specific DNS server IP addresses or if the Router is not pre-configured with DNS
server information, select the Use Auto Discovered DNS ServerOnly option. Auto discovery DNS instructs the
Router to automatically obtain the DNS IP address from the ISP through DHCP. If your WAN connection uses a
Static IP address, auto discovery for DNS cannot be used.

If you have DNS IP addresses provided by your ISP, enter these IP addresses in the available entry fields for
the Preferred DNS Server and the Alternative DNS Server.

If you choose to Disable DNS Relay, it will be necessary to configure DNS settings for hosts on the LAN since
they will not be depending on the Router to forward the DNS requests.

When you have configured the DNS settings as desired, click the Apply button.

@ To use DNS Relay for computers on your local network, DNS Service Filtering must be disabled. See

the Firewall section in the next chapter.
Note
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Dynamic DNS

The Router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public
IP address to be associated with a static host name in any of the many domains, allowing access to a specified
host from various locations on the Internet. This is enabled to allow remote access to a host by clicking a
hyperlinked URL in the form hostname.dyndns.org, Many ISPs assign public IP addresses using DHCP, and this
can make it difficult to locate a specific host on the LAN using standard DNS. If for example you are running a
public web server or VPN server on your LAN, this ensures that the host can be located from the Internet if the
public IP address changes. DDNS requires that an account be setup with one of the supported DDNS providers.

Do »

Buliding Netwaorks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools Status Help i

Wizard

The DDME Configuration allows the user to setthe configuration of DDMS.
Wireless

DDMS Server Disable DOMS Server ¥

1EE-

WA
User Configuration:

=
7]

N

[ LAN Userhlarme |UserName |
Passiiard |........ |
EEE—
i HostMame !HDStName |
e 2 9 O

Apply Cancel Help

Dynamic DNS

Logout

i

Dynamic DNS Configuration window

Note: DDNS requires that an account be setup with one of the supported DDNS servers prior to engaging it on
the router. This function will not work without an accepted account with a DDNS server.

Enter the required DDNS information and click Apply to set this information in the Router.

DDNS Parameters Description

DDNS Server Select one of the DDNS registration organizations form those listed in the pull-down menu.
Available servers include DynDns.org and No-IP.com.

Username (or Key) Enter the username given to you by your DDNS server.
Password (or Key) Enter the password or key given to you by your DDNS server
Host Name Enter the host name of the DDNS server.
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Save Settings and Reboot

When you have configured the DSL-G604T with the settings you desire, make sure you save those settings. To
save the system configuration settings, click the Tools tab. You will be presented first with the Administrator
Settings window. This window is described in the next chapter. To save the current configuration, click the
System button to view the System Settings window pictured here.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools _ Status Help

.

P STy
Cuatarm Satinge
SySiem «enings

Admin
The current system settings can be saved as a file anto the local hard drive.

© Time Save Settings To Local Hard Drive

Save

Load Settings From Local Hard Drive
i [[ Browse.. |

Mote: The system has to be restarted after the configuration is restared.

Remote Loy

System
Firmware

m Save Settings and Reboot the System.
[ Sawve and Reboot ]

Restore To Factory Default Settings

" Logout Force the DSL-G604T Wireless LAN to restart.

LENEEEE-

&

Help

System Settings window

To save the settings you have configured, click the Save and Reboot button under Save Settings and Reboot
the System.
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Multiple Virtual Connections

The Router supports multiple virtual connections. Up to eight PVCs to eight separate destinations can be
created and operated simultaneously utilizing the same bandwidth. Additional PVC connections can be added for
various purposes. For example, you may want to establish a private connection to remote office in order to
create an extended LAN, or setup a server on a separate connection. Provisioning for additional PVC profiles
must be done through your telecommunications services provider. Extended LAN operations employing multiple
virtual connections require ADSL2+ routers or modems at the remote site for a successful connection. Contact
your ISP or telecommunications service provider if you are interested in setting up multiple virtual connections.

After the necessary arrangements have been made to use the Router with multiple virtual connections, follow
the instructions below to setup the Router using the VPI/VCI settings given to you by your server provider.

Configure Multiple PVCs

Additional PVCs can be configured by first accessing the WAN configuration window in the Home directory.

Home Advanced Tools Status Help
— — S — —— - -
Py L
VP
Y|
Virtual Circuit |
Pvcs |
Pwch
WAN Setting e erinde v
Connection Type l1 483 Bridged IP LLC V
Service Categary E_L_JE:F{ i~
PCR ' :prs
SCR | jkbpg
Apply Cancel Help

Select new PVC to configure in the WAN Settings window

The PVC pull-down menu offers eight virtual connections available for configuration. The default PVC used by
the Router is labeled PvcO. Any additional connections that are configured must have a VPI/VCI combination
that is unique to the Router. These numbers will have been already been established by your service provider
on their network.
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To add a new virtual connection:
1. Select the new PVC to configure from the pull-down menu.
Enter the values for the VPI and VCI given to you by your service provider.

3. To activate the VC, select Enabled from the Virtual Circuit pull-down menu.
4. Configure the WAN Settings and Connection Type as desired.
5. To save the new settings, click the Save and Reboot button (Tools = System). The new connection will

activate upon restarting.

In the example below, a new PVC (Pvcl) has been added using the WAN Settings window. The connection is
setup as a bridged connection.

Hom Advanced Tools Status Help

ATRA VT Ok

Al VYL setling

PYC [Pvel v

VI 4

Vel 33

Virtual Circuit 'Disabled v|

WWAM Setting | Bridge Mode ‘V|
Bridge Mode

Connection Type 1483 Bridged IF LLC b

Service Category LUBR %

1
PCR | [khps
SCR Ikbpg

9 © 0

Apply Cancel Help

Configure new PVC

The new PVC that appears can be configured separately in other windows availailable in the Advanced section.
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Advanced Router Management

This chapter introduces and describes the management DLi

features that have not been presented in the previous Buking Networks for People
chapter. These include the more advanced features L
used for network management and security as well as
administrative tools to manage the Router, view
statistics and other information used to examine

DSL-G604T
Wireless ADSL Router

[__tHome [WEVIEVIN Tools  Status _ Help |

UPnP To enable UPNP, check Enabile UPAP and then select a connection

[“1Enable UPHP

performance and for troubleshooting. Rvtaot Sorver Seloct  Available Connections
Use your mouse to click the directory tabs and window PETEe -
buttons in order to display the various configuration o Pz
and read-only windows discussed below. The table ™ swp S
below summarizes again the directories and menus — s =
available in the management web interface. In this Pis
chapter you will find descriptions for the windows Toridge Fittors o

located in the Advanced, Tools and Status directories.

Routing

IR R -

=
g
g
2
<
g
a
2

Help

| SR——

—

Firewall

| 0H

RIP

3
o

ADSL

—
ATM VCC

EEER

™ Wireless

Management

[ Wireless

Performance

pr—
Logout

Directory Configuration and Read-only Windows

Home Click the Home tab to access the Setup Wizard, WAN Settings, LAN Management IP
Configuration, DHCP Settings for LAN Setup, DNS Configuration, and Dynamic DNS
Configuration windows. See the previous chapter for a description of the Home directory
windows.

Advanced Click the Advanced tab to access the UPnP, Virtual Server, LAN Clients, SNMP
Management, Filters, Bridge Filters, (Static) Routing Table, DMZ, Firewall Configuration,
RIP Systemwide Configuration, PPP Connection, ADSL Configuration, and ATM VC Setting
windows.

Tools Click the Tools tab to access the Administrator Settings (used to set the system user name
and password, backup and load settings), Time, Remote Log Settings, System Settings,
Firmware Upgrade, Miscellaneous Configuration, and Diagnostic Test windows.

Status Click the Status tab to view the Device Information, DHCP Clients, View Log, Traffic
Statistics, and ADSL Status windows.

Help The Help window presents links to pages that explain various functions and services
provided by the Router.
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UPnP

UPNP supports zero-configuration networking and automatic discovery for many types of networked devices.
When enabled, it allows other devices that support UPnP to dynamically join a network, obtain an IP address,
convey its capabilities, and learn about the presence and capabilities of other devices. DHCP and DNS service
can also be used if available on the network. UPnP also allows supported devices to leave a network
automatically without adverse effects to the device or other devices on the network.

UPNP is a protocol supported by diverse networking media including Ethernet, Firewire, phone line, and power
line networking.

D-Link

Building Networks for People
E UPnP

| UPnP To enable UPhP, check Enable UPnP and then select a connection.

[“] Enable UPnP

DSL-G604T
Wireless ADSL Router

[ Home INTYCBR Tools Status Help

l; Select Available Connections
— O Pyl
() P2
) Pycd
o Pych
‘Bridge Filters
P

— 9 @ O
Apply  Cancel Help

UPnP window

To enable UPnP for any available connection, click to check the Enable UPNP selection box, select the
connection or connections on which you will enable UPnP listed under Available Connections and click the Apply
button.
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Virtual Server

Use the Virtual Server window to set up single-port, trigger port or static-port range forwarding rules applied
to inbound (WAN-to-LAN) traffic. The Virtual Server function allows remote users to access services on your
LAN such as FTP for file transfers or SMTP and POP3 for e-mail. The DSL-G604T will accept remote requests for
these services at your Global IP Address, using the specified TCP or UDP protocol and port number, and then
redirect these requests to the server on your LAN with the LAN IP address you specify. Remember that the
specified Private IP Address must be within the useable range of the subnet occupied by the Router.

UDP/TCP port redirection is used to direct inbound traffic to the specified servers or workstations on your
private network. Port redirection can also be used to direct potentially hazardous packets to a proxy server
outside your firewall. For example, you can configure the Router to direct HTTP packets to a designated HTTP
server in the DMZ. You can define a set of instructions for a specific incoming port or for a range of incoming
ports. Each set of instructions or rule is indexed and can be modified or deleted later as needed.

The Virtual Server options include a list of preconfigured rules (listed below) for commonly used protocols in the
Virtual Server List. To enable a preconfigured rule, click the selection box for the rule you want to enable and
click the Apply button.

? Use the LAN Clients window to select eligible IP addresses before configuring forwarding rules. See LAN
Clients below.

Note

D -
Building Networks for People Ds L-GGO4T
Wireless ADSL Router

[ Home BT BB Tools Status Help

vItUdl oelfvel

UPnP —
= Connection: | Pwcl w
LAMN IP 101156 | Hew P

Virtual Server

Category Available Rules Applied Rules
Web Server - Dark Rein 2
Lan Clients O Games FTF Server FFTF
) WP TELMET Server YWinZk Terminal
o DMNS Server Add> J¥eb Server
O Audionideo || DaP Serser
SHMP O A MMTP Serser
pps
SMTP Server R
© Sereers PP 2 Senver
; ) User FOF 3 Senrser
Filters IMAF Saner v
View |

Bridge Filters _
Please save and reboot the dewice to tale effect |

9 ©0

Routing Apply Cancel Help

=

L LI

Pl

=
1
o
=
-
=]
=
e
=

Virtual Server window
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There are many different pre-configured rules available for specific functions such as Internet gaming, VPN,
streaming and interactive multi-media, standard TCP/IP protocols, reserved ports, p2p, network management
applications, and so on.

You may also create customized rules to manage TCP/UDP ports. The pre-configured rules include those listed
in the table here:

Category Available Rules

Games Alien vs. Predator, Asheron’s Call, Dark Rein 2, Delta Force, Doom, Dune 2000, DirectX

(7.8) Games, EliteForce, EverQuest, Fighter Ace I, Half Life, Heretic 11, Hexen 11, Kali,
Motorhead, MSN Gaming Zone, Myth: The Fallen Lords, Need for Speed Porsche, Need for
Speed 3, Outlaws, Rainbow 6, Rogue Spear, Starcraft, Tiberian Sun, Ultima, Unreal
Tournament, Quake 3 Server, Quake 2 Server, and Unreal Server.

VPN IPSec (L2TP) and PPTP
Audio/Video Net2Phone, Netmeeting, and QuickTime 4 Server
Applications VNC, Win2k Terminal, PC Anywhere, Netbios, RemoteAnything, Radmin, LapLink,

CarbonCopy, and Gnutella.

Servers Web, FTP, Telnet, DNS, LDAP, NNTP, SMTP, POP 2, POP 3, IMAP, IRC, Lotus, and

Remotely Possible.

User Use this to set up custom TCP/UDP port rules.

To configure a new port-forwarding rule for any of the pre-configured rules, follow these steps:

1.
2.

3.
4.
5.

Select the WAN connection you want to use for the new rule from the Connection pull-down menu.

Select a LAN IP from the available client IP addresses listed in the pull-down menu; or, create a New IP
by clicking the button. This brings up the LAN Clients window (see next section).

Select the Category of the rule you are creating. The Available Rules for the category appear in a list.
Highlight to select the Available Rule you want to apply.

Click on the Add> button to place the rule in the Applied Rules list of port forwarding that are actively
applied to the client

The Available Rules can be applied to a single client IP address. That is, it is not possible to use an applied rule
for multiple IP addresses on the LAN.
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Custom Forwarding Rules

The User category for port forwarding is used to set up customized port forwarding rules.
To set up custom TCP or UDP port forwarding rules, follow these steps:

1. Select the User category and click the Add button located below the Available Rules list. This will change
the window to look like the window below.

m Advanced |_Tools Status Help

Rule Namei_- -
Protocol -_TCP i
Port Start | Port End|
Port Map [ |
9 O
Apply Cancel
Protocol Port Start Port End Port Map Delete

2. Type a Rule Name in the space provided.
3. Select the port Protocol from the pull-down menu - you may select TCP, UDP or both (TCP/UDP).

4. Configure a range of ports for forwarding. Type the lowest numbered port in the range in the Port Start
space. Type the highest numbered port in the Port End space. For a single port, just enter the same
number in both spaces.

5. Type a number for the Port Map in the space provided.

6. Click the Apply button to create the new rule. The new rule will appear listed in the table of custom port
forwarding rules.
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LAN Clients

The LAN Clients window is used when establishing port forwarding rules in the Virtual Server and Filters
windows. This window can be accessed directly by clicking on the LAN Clients button in the Advanced tab. In
order to use these advanced features it is necessary to have IP addresses available for configuration. If there
are no IP addresses listed in the LAN Clients window, you will not be able to access the Virtual Server
window.

Use the LAN Clients window to add or delete static IP addresses for the advanced functions mentioned above,
or to Reserve a Dynamically assigned IP address for an advanced function. Dynamically assigned IP addresses
will only be listed if DHCP is enabled on the Router.

Buiiding Networks for People DSL.GEO4T
Wireless ADSL Router
“l’/ BT  Advanced BPTE Status Help
————— AN Clients
i UPnP
IP Address | !
h Host Mame | |
irtual Server —_———
Add
| Lan Clients
— Valid IP Range:  10.0.0.2 - 10.255.255.254
' SHMP P
Static Addresses
Delete IP Address Host Mames Type
I Filters El 10.1.1.56 Scotty Static
E—— Dynamic Addresses
‘Bridge Filters Reserve IP Address Host Mames Type
I :
® Q0O
J DMZ Apply Cancel Help
arent Control

LAN Clients window

To add a static IP address to the list of available IP addresses, type an IP address that falls within the range a
available IP addresses and click on the Add button. In the example above, available addresses range from
1.0.0.1 to 223.255.255.254. Any addresses added will appear in the list of Static Addresses available for
advanced configuration.

To delete an IP address from the list of Static Addresses, click the Delete box for the address or addresses you
want to eliminate and click on the Apply button.

Dynamically assigned IP addresses may be reserved so that the lease does not expire for the LAN IP address.
Click the Reserve box for the address or addresses you want to reserve and click the Apply button. These
addresses will become Static IP addresses and will no longer be available for DHCP assignment.
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SNMP

Simple Network Management Protocol is a standard for internetwork and intranetwork management.

" Lan

D-Link

Building Networks for People

irtual Server

|
i
ied
el
o
pu—
PENE |

3 Filters

Bridge Filters

" Routing

arent Control

" Firewall

DSL-G604T
Wireless ADSL Router
| Home BT BB Tools Status Help
SNMP Management
| Enable SNMP Agent
|| Enable SNMP Traps
Mame:  |DGL-GEO4T |
Location: |DLink |
Contact: support@dlink.com.au
Wendor 0100 1.3.6.1.4.1.284
Community
Mame Access Right
!public | |Read0n|y V|
| | | 8
| || ]
Traps
Destination [P Trap Cormrmunity Trap Wersion
| | | || 8
| | | | ~|
| | || |
Apply Cancel Help

SNMP Management window

Configure these parameters for SNMP on the Router:

SNMP Category

SNMP Management

Community

Traps

Parameters

This is used to enable or disable SNMP Agent and SNMP Traps or edit client SNMP Name,
Location and Contact.

Enable SNMP Agent: Click to select enable or disable SNMP Agent.
Enable SNMP Traps: Click to select enable or disable SNMP Traps.
Use this edit client community for server SNMP access.

Name: Edit community Name.

Access Right: Access Right may choose ReadOnly or ReadWrite.

The management agent can send an event notification to the management system to identify
the occurrence of conditions such as threshold that exceeds a predetermined value.

Destination IP: Insert destination IP address to launch trap message.
Trap Community: Insert Trap Community name.
Trap Version: Drop-down menu allows you to select SNMP v1 or SNMP v2c.
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Filters

Filter rules in the Router are put in place to allow or block specified traffic. The Filter Rules however can be used
in a single direction to examine and then Allow or Deny traffic for Inbound (WAN to LAN) or Outbound (LAN to
WAN) routed data. The rules are based on IP address and TCP/UDP port.

Configure the filter rules as desired and click the Apply button to create the rule. The newly created rule
appears listed in the Outbound Filter List at the bottom of the window. The table below describes the various
parameters that are configured for the filter rules.
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Apply Cancel Help
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Filters window

To modify any previously created filter rule, click on the note pad icon in the right hand column of the Filter List
for the set you want to configure. Adjust the settings as desired and click the Apply button to put the new

settings into effect.

First determine the direction of the traffic you want the rule to filter. To filter WAN to LAN traffic, select the
Inbound Filter option. Any new Inbound Filter rules created will appear in the list. Likewise, should you to
filter LAN to WAN traffic, create an Outbound Filter rule.

The Service Filtering feature of the Firewall may interfere with ules configured in the Filters
window. For example, FTP packets are not allowed through from the external network by

Note

default. See the Firewall section below for details.
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The parameters described in the table below are used to set up filter rules.

Click the Apply button to put the new rule into effect. Any filter rule configured in the menu will appear in the
Filters List with the new settings. The Router must save the new settings and reboot before the new rules are
applied.

Filters Parameters Description

Source IP For an Outbound Filter, this is the IP address or IP addresses on your LAN for which you
are creating the filter rule. For an Inbound Filter, this is the IP address or IP addresses for
which you are creating the filter rule. You can opt to indicate a Sing/e IP, an IP Range or
Any IP from the pull-down menu. Choosing Any IP will apply the rule to all WAN or all LAN
IP addresses depending on which type of rule (Inbound or Outbound) is being configured.

Destination IP Where the Destination IP address resides also depends on if you are configuring an
Inbound or Outbound filter rule. You can opt to indicate a Single /P, an IP Range or Any IP
from the pull-down menu.

Source Port The Source Port is the TCP/UDP port on either the LAN or WAN depending on if you are
configuring an Outbound or Inbound Filter rule. Select one of the following options from
the pull-down menu to define Any Port, Single Port, Port Range or Safe Range (ports above
1024).

Destination Port The Destination Port is the TCP/UDP port on either the LAN or WAN depending on if you
are configuring an Outbound or Inbound Filter rule. Select one of the following options
from the pull-down menu to define a Any Port, Single Port, Port Range or Safe Range
(ports above 1024).

Protocol Select the transport protocol (7CP, UDP or TCP/UDP) that will be used for the filter rule.

Action Select to Allow or Deny transport of the data packets according to the criteria defined in
the rule. Packets that are allowed are routed to their destination; packets that are denied
are blocked.
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Bridge Filters

Bridge filters are used to block or allow various types of packets through the WAN interface. This may be done
for security or to improve network efficiency. The rules are configured for individual devices based on MAC
address. Filter rules can be set up for source, destination or both. You can set up filter rules and disable the
entire set of rules without loosing the rules that have been configured.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

| Home BTV ER Tools Status __ Help

Bridge Filters
UPnP

Enable Bridge Filters

R s
\00-00-00-00-00-01
Src MAC  |00-00-00-00-00-01 SrcFPort | ANY v
T
T —

A A
DestMAC | 00-00-00-00-00-01 DestPort |ANY |
Lan Clients . e
Protocal | FPFoE Session V|
e Mode Deny v
— 2 9O
| Bridge Filters | Src MAC Src Port Dest MAC Dest Port Protocol Mode Delete
—_—

|

E trol

Bridge Filters window

To add a bridge filter rule, check Enable Bridge Filters, type in a Source MAC, a Destination MAC or both in
the entry fields, you may opt to limit filtering to only the Ethernet, and click the Apply button. To remove a
bridge filter from the table in the bottom half of the window, click the corresponding trashcan icon. Remember
to save the configuration changes.

The protocols that may be specifically allowed or denied to pass through the WAN interface are the following:
IPv4, IPv6, RARP, PPPoOE Discovery and PPPOE Session.
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Static Routing

Use Static Routing to specify a route used for data traffic within your Ethernet LAN or to route data on the
WAN. This is used to specify that all packets destined for a particular network or subnet use a predetermined
gateway.

D-Link
Building Networks for People
— Routing Table
z UPnP
IP Routes are used to define gateways and hops used to route data traffic. Most users will not

need to use this feature as the previous gatewsay and LAKN IP settings on your host computers

should he sufficient.
irtu-al Server

Destination | |

DSL-G604T
Wireless ADSL Router

BT Advanced EE Status Help

Metmask |255,255.255.0 |

R
' Lan Clients

—
—— ® Gateway | |
O Connection Fcl

—_—
9 9
DO
Apply Cancel Help
I :
Bridge Filters
DMZ

1D Destination Netmask Gateway Interface
| Routing |
-

To add a static route to a specific destination IP on the local network, enter a Destination IP address,
Netmask, then click the Gateway radio button and type in the Gateway’s IP address. Click Apply to enter the
new static route in the table below. The route becomes active immediately upon creation.

Routing Table window

To add a static route to a specific destination IP on the WAN, click the Connection radio button and choose a
connection from the pull-down menu, then enter a Destination IP address and Netmask. Click Apply to enter
the new static route in the table below. The route becomes active immediately upon creation

To remove a static route from the table in the bottom half of the window, choose to Delete it from the table and
click the Apply button. Remember to save the configuration changes.
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DMZ

Firewalls may conflict with certain interactive applications such as video conferencing or playing Internet video
games. For these applications, a firewall bypass can be set up using a DMZ IP address. The DMZ IP address is a
“visible” address and does not benefit from the full protection of the firewall function. Therefore it is advisable
that other security precautions be enabled to protect the other computers and devices on the LAN. It may be
wise to use isolate the device with the DMZ IP address from the rest of the LAN.

For example, if you want to use video conferencing and still use a firewall, you can use the DMZ IP address
function. In this case, you must have a PC or server through which video conferencing will take place. The IP
address of this PC or server will then be the DMZ IP address. You can designate the server’s IP address as the
DMZ by typing in the IP address in the IP Address space provided and then enabling its status by clicking the
Enabled radio button and then click Apply.

For the system that uses the DMZ IP address, you may want to manually assign an IP address to it and adjust
your DHCP server addresses so that the DMZ IP address is not included in the DHCP server range. This way you
avoid possible IP address problems if you reboot the DMZ system.

D

Building Networks for People

|

DSL-G604T
Wireless ADSL Router

- BT Advanced EITE Status Help
—

DMZ (Demilitarized Zone) is used to allow a single computer on the LAMN to be exposed to the
irtual Server Internet.

JEnabled (& Disabled

[R—
Lan Clients _
IP Address: | J.L

222
Apply Cfliel Help
=

To designate a DMZ IP address, select the Enabled radio button, type in the IP Address of the server or
device on your LAN, and click the Apply button. To remove DMZ status from the designated IP address, select
the Disabled radio button and click Apply. It will be necessary to save the settings and reboot the Router before
the DMZ is activated.

DMZ menu
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Parental Control

Use Parental Controls to deny access to specified websites or websites containing specified words in the URL.
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Parental Control menu
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URL Blocking

URL or Uniform Resource Locator is a specially formatted text string that uniquely defines an Internet website.
This window will allow users to block computers on the LAN from accessing certain URLs. This may be
accomplished by simply entering the URL to be blocked in the URL Address field. The user may also use this
field to block certain websites by entering a keyword into the URL Address field. So, if any website’s URL
contains this word, it will automatically be denied access to users on the LAN.

For example, if you wish to block users from accessing shopping websites, enter the keyword “shopping into the
URL Address field. Then website having “shopping” in their URL (such as
http://www.yahoo.com/shopping/stores.html or http://www.msn/search/shopping-spree.html) will be denied
from computers on the LAN. This feature may be beneficial to parents wanting to stop their kids from accessing
certain websites or for companies who want their employees to stop surfing the Internet on company time.

To configure this screen for URL blocking, enter the website’s address or a keyword into the URL field and click
Add button, then click Apply to save this configuration into the Routers memory. Configured URL blocking
entries will be displayed in the Blocked URLs List at the bottom of the screen. To remove a Blocked URL entry
in the list, click on the entry and click the Delete button.

Domain Blocking

Domain blocking is a method of denying computers on the LAN access to specific domains on the Internet.

To configure this screen for URL blocking, enter the website’s address into the Domain field and click Add
button, then click Apply to save this configuration into the Routers memory. Configured Domain blocking
entries will be displayed in the Blocked Domains List at the bottom of the screen. To remove a Blocked
Domain entry in the list, click on the entry and click the Delete button.
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Firewall

The Firewall Configuration window
allows the Router to enforce specific
predefined policies intended to protect
against certain common types of attacks.
There are two general types of protection
(DoS, Port Scan) that can be enabled on
the Router, as well as filtering for specific
packet types sometimes used by hackers.

You can choose to enable or disable
protection against a customized basket of
attack and scan types. To use DoS
Protection or Port Scan Protection,
select the State Enabled radio button for
the protection type and click in the
selection boxes for the various types of
protection listed under each.
interfere with other

g configurations such as

Note DHCP Relay or Remote
Management via Telnet.

Service Filtering may

When DoS, Port Scan, or Service Filtering Protection is enabled, it will create a firewall policy to protect your

network against the following:

D. ]

Building Networks for People

JE—
[ —
SHMP

JE—

——

Bridge Filters
g

-
RIP
A
QoS

1
| -
—

| Firewsall
-
JE—
ADSL
-
-
Wireless
Management

Wireless

Performance

i

DSL-G604T

Wireless ADSL Router
| Home BWYTICLZEE Tools Status Help
DoS attacks can be checked based on your specific need,
State.  OEnabled @ Disabled
SYN Flooding checking
ICMP Redirection checking
Port Scan aftacks can be checked hased on your specific need
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Telnet from External Metwork
FTP from External Metwark
DMS from External Network
[] IKE from External Network
RIP fram External Metwark
DHGF fram External Network
[ ICMP from LAN

Apply Cancel Help

Firewall Configuration menu

Dos Protection

Port Scan Protection

Service Filtering

SYN Flood check
ICMP Redirection check

FIN/JURG/PSH attack
Xmas Tree Scan

Null Scan attack
SYN/RST attack
SYN/FIN Scan

Ping from WAN
Telnet from WAN
FTP from WAN
DNS from WAN
IKE from WAN
RIP from WAN
DHCP from WAN
ICMP from LAN
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A DoS "denial-of-service" attack is characterised by an explicit attempt by attackers to prevent legitimate users
of a service from using that service. Examples include: attempts to "flood" a network, thereby preventing
legitimate network traffic, attempts to disrupt connections between two machines, thereby preventing access to
a service, attempts to prevent a particular individual from accessing a service, or, attempts to disrupt service to
a specific system or person.

Port scan protection is designed to block attempts to discover vulnerable ports or services that might be
exploited in an attack from the WAN.

The Service Filtering options allow you to block FTP, Telnet response, Pings, etc, from the external network.
Check the category you want to block to enable filtering of that type of packet.

When you have selected the desired Firewall policies, click the Apply button to enforce the policies. Remember
to save any configuration changes.

RIP

The Router supports RIP v1 and RIP v2 used to share routing tables with other Layer 3 routing devices on your
local network or remote LAN.
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RIP System Wide Configuration menu

To enable RIP, select Enabled from the RIP pull-down menu, select the Protocol (RIPvl and RIPv1
Compatible) and Direction (In, Out, or Both), and click Apply.

The RIPvl Compatible option will transmit RIPv2 broadcast packets and receive both RIP vl and RIP v2
packets.

The direction configuration refers to the RIP request. Select In to allow RIP requests from other devices. Select
Out to instruct the Router to make RIP requests for routing tables from other devices. Select Both to share
routing tables in both directions.
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ADSL

The ADSL Configuration window allows the user to set the configuration for ADSL protocols. For most ADSL
accounts the default settings ADSL2+ (Multi-Mode) will work. This configuration works with all ADSL
implementations. If you have been given instructions to change the Modulation method used, select the desired
option from the Modulation Type drop-down menu and click the Apply button.
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ATM VCC

The ATM VC Setting window is used to configure the WAN connection. If you are using multiple PVCs, you can
change the configuration of any PVC in this window. To create new or additional PVCs, read the section on
Multiple PVCs.

This window can be used as an alternative to configure the same settings found on the WAN Settings window in
the Home directory.
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ATM VC Settings menu

To configure an existing PVC configuration set, click the corresponding notepad icon in the right-hand column of
the ATM VCs List. The PVCs current settings appear above in the entry fields of the ATM VC Setting window.
Configure the appropriate settings and click the Apply button to put the new settings into effect.
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QoS

QoS or Quality of Service is used to assign priority for qualified traffic that passes through the Router’s wired
interfaces (LAN and WAN). The Router uses four priority levels with “1” being the highest priority while “4” is
the lowest.

The IGMP Proxy/Snooping is disabled by default. This setting will not allow IGMP (Internet Group
Management Protocol) packets to be forwarded from the WAN to the LAN for the purpose of IGMP snooping, or
from the LAN to the WAN to request multicast group membership (IGMP Proxy). IGMP is used to manage
multicasting (streaming radio for example is a multicast), most users will not need to enable this. Some ISPs
use IGMP to perform remote configuration for client devices, such as the Router. If unsure, check with the
service provider. To enable IGMP service to the LAN interface, select Enabled and click the Apply button

- =
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QoS Configuration menu

To set QoS for the router, first click the PortMapping QoS check box in the middle of the window. This will
open the following window. Then select the PVC to associate with the corresponding port and choose a priority
for this combination. The user may also enable IGMP Proxy/Snooping for any PVC at the top of the window by
choosing the PVC from the pull-down menu and clicking the Enabled radio button and set a maximum
Bandwidth in kbps from Auto to 64 using the drop-down menu. Click Apply to set the configuration.

g QoS configured in the QoS menu applies only to data traffic on the Ethernet LAN and the WAN (ADSL)

orts.
Note P
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QoS Configuration window for Port Mapping QoS

The Router can also be configured to use the QoS infomation contained in the header of IP packets. This will
open the following window. To set IP QoS for the router, first click the 1P QoS check box in the middle of the
window. Then select the PVC to associate with the corresponding action and choose a maximum bandwidth and
classification for this combination. Then select the classification type using the Classified by pull-down menu.
The choices are Disable, ToS, Application, and User Define. Each choice will open the corresponding windows,
shown following. The user may also enable IGMP Proxy/Snooping for each PVC at the top of the window by
choosing the PVC from the pull-down menu and clicking the Enabled radio button and set a maximum
Bandwidth in kbps from Auto to 64 using the drop-down menu. Click Apply to set the configuration.
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QoS Configuration window IP QoS

If you select Disable in the Classified by drop-down menu, you can assign a maximum allowed bandwidth of
between 64 kbps and Auto to each of the PVCs configured on the router.
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Additional options become available when you select either ToS, Application, or User Define from the Classified
by drop-down menu. Selecting ToS will display the following window.
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QoS Configuration window IP QoS for ToS

From this window you can input a Weight in percentage and a priority range that will determine the mechanism
by which the four priority levels are “mapped”. For example, if you assign 100% and a range of O to 7 to
priority level 1, then the remaining priority levels (2 to 4) will only forward packets when priority level 1 is
empty (when there are no packets to forward). Some experimentation may be necessary to achieve the
optimum results with your particular ISP’s connection.
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If you select Application from the Classified by drop-down menu, the following window appears.
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QiR

On this window, you can select the mechanism by which the four priority queues are emptied by assigning a
weight, in percentage terms, to each priority queue, and then assigning a packet type that can be associated
with an application type. For example, if you assign a weight of 100% to Priority 1, with an application type of
Voice, then the other 3 priority queues (2 to 4) will not be allowed to forward packets until all of the Voice
packets have been sent from the priority 1 queue.
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If you select User Define in the Classified by drop-down menu, the following window appears.
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QoS Configuration window IP QoS for User Define
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On this window, you can assign a weight, on a percentage basis, to each of the four priority queues. In
addition, you can specify the number of bytes from the beginning of a given packet’s IP header to set a pointer.
From this pointer, you can then specify a Value (in hexadecimal) and a Mask (in hexadecimal) for the router to
match when examining packets crossing the specified priority queue. It is recommended that you not enter a
QoS scheme of this type unless you fully understand Offsets, pointers, masks, and IP headers or you are
instructed to do so by your ISP.
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Wireless Management

The Wireless Management menu includes separate menus for Access List, Associated Stations display and
Multiple SSID operation. Click the appropriate radio button to view the menu for any of these Wireless
Management menus.
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Wireless Management - Access List menu

Access List

All computers are uniquely identified by their MAC (Media Access Control) address. The Access List menu is
used to allow or deny computers access to the Router’s Wireless interface based on their MAC address.

To enable the Access List, click to select the Enable Access List box and add MAC addresses to the list that
will be allowed or denied access.

To add a MAC address to the list, enter the MAC Address in the entry field provided using the format
00-00-00-00-00-00, select the radio button option to Allow or Deny access to the MAC address and click the
Add button. The MAC address will appear listed below. To remove a MAC Address from the list, click the Delete
radio button next to the MAC address.

All changes must be saved and the Router restarted for the Access List to be in effect.

The Associated Stations list can also be used to block access of any MAC address currently associated with
the Acess Point (see next section).
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Associated Stations

Use the Associated Stations list to view wireless stations currently associated with the access point.

DSL-G604T
Wireless ADSL Router

Tools Status Help

‘l,/ AT Advanced
J—— Wireless Management
’ UPnP

() Access List @ Associated Stations ) Multiple SSID

irtual Server Associated Staticns
e e There are no Associated Stations at this time.
* Lan Clients

Pleasze save and reboot the device to take effect !

9 90O

Apply Cancel Help

Wireless Management — Associated Stations display

The Associated Stations list displays the MAC address of stations currently associated with the Access Point.
Any station on the list can be banned and have the MAC address added to the Access List of MAC addresses
denied access. To deny access to any associated stations click the radio button for the MAC address you want to
ban in the Ban Station column. Click Apply to add the banned station to the Access List (Denied) list. The
change must be saved and the Router restarted before the banned station appears in the list of Denied stations
on the Access List.
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Multiple SSID

The access point in the Router supports use of multiple SSIDs. Up to 4 SSIDs may be used. Use the Multiple
SSID menu to enable, create and configure additional SSIDs for your wireless network.

DSL-G604T
Wireless ADSL Router

BT Advanced EITYE Status Help

Wireless Management

i UPnP

po—
—

(71 Access List (71 Associated Stations @ Multiple SSID

irlual Server Multiple S5ID

[T Enable Multiple 51D

- Lan Clients Secondary 3310:

VLAN ID:
y SNMP

Priority: ) Add
7 Filters

Security can be changed by the "Modify” radio.

Bridge Filters

5 Please save and reboot the device to take effect!
" Routing

Mz ac

Cancel Help

=)

arent Control

Wireless Management — Multiple SSID menu

To use multiple SSID operation, click to select the Enable Multiple SSID box. Multiple SSID must be enabled
to create a new SSID configuration. After creating a secondary SSID, multiple SSID can be disabled by
deselecting the Enable Multiple SSID box.

To add security settings to an existing secondary SSID, click the Modify radio button for that SSID and
configure the security the same as configured in the general Wireless Settings menu (see page 31 for more
information). To remove a secondary SSID, click the Delete radio button for the SSID to be removed.
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Wireless Performance

The Wireless Performance window is used to configure settings for the Access Point feature of this device.
Configuring these settings may increase the performance of your router but if you are not familiar with
networking devices and protocols, this section should be left at its default settings. Below is a list of the
functions associated with the Access Point feature of the router. Click Apply when you have completed your
changes.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

| [ Home T TIOEE e iatus | Help

— Wireless Performance
; UPnP ] ] )
These are the Wireless Performance feature for the AP{Access Point) portion.

Beacon interval: 200 I(msec, range:1~1000,default 200
DTIM Period: 2 [range:1~28 default:)

Hidden SSI0: [lEnakled

irtu-al Server

——
* Lan Clients

Antenna transmit power: |EII v|

e .
’ SHMP RTS Threshold: 2347

Frag Threshald: ﬁﬁ |
| 3

User Isalation: [lEnakled
Lo 7
‘Bridge Filters

QoS Support; [ 1Enabled

*  Bouting
Please save and reboot the device to take effect !

9 90

Apply Cancel Help

Wireless Performance menu

See the table below for a description of Wireless Performance menu parameters.
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Performance Description
Parameters
Beacon Interval Beacons are emitted from the router in order to synchronize the wireless network. You

may set the Beacon Interval range between 20-100 microseconds per beacon sent. The
default is 100.

DTIM Period DTIM (Delivery Traffic Indication Message) Period is a countdown informing clients of the
next window for listening to broadcast and multicast messages. The default setting is 3.

Hidden SSID Choose Enabled to STOP broadcasting the SSID across the network. When this is
enabled, the SSID willl be hidden from roaming devices. Choose Disabled if you want to
broadcast the SSID over the network.

Antenna transmit power Allows the user to adjust the transmit power of the router. A high transmit power allows
a greater area range of accessibility to the router. When multiple overlapping access
points are present, it may be desirable to reduce transmition power.

RTS Threshold The RTS (Request to Send) Threshold controls the size of data packets issued to a RTS
packet. A lower level will send packets more frequently which may consume a great
amount of the available bandwidth. A high threshold will allow the router to recover from
interference or collisions which is more prevalent in a network with high traffic or high
electromagnetic interference. The default setting is 2347.

Frag Threshold The fragmentation threshold will determine if packets are to be fragmented. Packets over
the 2346 byte limit will be fragmented before transmission. 2346 is the default setting.

b/g Mode The access point can be forced to operate in g mode or b mode to associate with
exclusively 802.11b or 802.11g devices. Additional options include b+ and g+, these are
enhanced higher speed operation modes for 802.11b and 802.11g devices that support it.

User Isolation When User Isolation is enabled, peer-to-peer communication is disabled. This prevents
unicasts from one wirless station to another in the same BSS.

QoS Support Select to enable wireless QoS priority (IEEE 802.11e) support.
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Tools

Click the Tools tab to reveal the window buttons for various functions located in this directory. The
Administrator Settings window is the first item in the Tools directory. This window is used to change the
system password used to access the web manager, to save or load Router configuration settings and to restore

default settings. The functions in this and the other Tools windows are described below.

Admin

if?

i Time

"Remote Log

' System

" Firmware

iscellaneous

3 Test

" Logout

ECODEE

D-Link

Building Networks for Pecple

DSL-G604T
Wireless ADSL Router

Home Advanced Tools

There are two accounts that can access the DSL-GE04T's YWeb-Management interface.
Adrinistrator (The Login Mame is "admin”)

Select @) Modify admin password O Modify user passwaord
Modify admin password

Mew Passward | |

Canfirm Password |

WebPort &0 |(Changethe port number of login wek)
Please save and reboot the device to take effect !

Modify user password

Mewyt Passwaord |

Confirm Password |

lanagement
State Enabled & Disabled
IF Address [z777 |
hetrnask | 1.0.0 |

et Management

State (JEnabled @ Disabled
IF Address [7.7.2.7
Metmask | 0.0 i
Remote SSH Management
State (JEnabled @ Disabled
IP Address Pt

Metmask

9 OO

Apply Cancel Help

Administrator Settings window

Page 85 of 110

www.dlink.com.au




DSL-G604T Generation Il ADSL2+ Wireless Modem Router

Admin

Click the Admin button in the Tools directory to view the the Administrator Settings menu.

Change System Password

Click the Admin button in the Tools directory to view the the Administrator Settings menu. Select the
password level being changed; click the Modify admin password option to change Admistrator level password
or Modify user password option to change the user level password. If you are changing the Administrator’s
password, type the New Password and Confirm Password to be certain you have typed it correctly in the
Modify admin password. If you are changing the User’s password, type the New Password and Confirm
Password to be certain you have typed it correctly in the Modify user password. Click the Apply button to
activate the new password. The System User Name remains “admin”, this cannot be changed using the web
manager interface.

You may also use this menu to change the TCP WebPort used to access the web manager. This will not change
the port used by computers to access the Internet.

Home Advanced Tools | Help

There are two accounts that can access the DSL-GE04Ts Web-Management interface.
Administrator (The Login Name is "admin”)

Select (% Modify admin password O Modify user password
Modify admin password

Mew Password

Confirm Password

WebPort |60 (Change the port number of login wehb)

Modify user password
Mew Password

Confirm Password

Administrator Settings menu (top portion of Tools>Admin menu)

g The User level password allows limited access to status displays of the Router.
Note
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Remote Web Management and Remote Telnet Access

The Administrator Settings window is also used to enable remote Telnet management, remote SSH
management and remote web management access to the Router.

In each case, the procedure to enable remote management of the Router is the same. First, select the State
Enabled radio button for Remote Web Management, Remote Telnet Management, or Remote SSH
Management, and then type the IP Address and Netmask of the remote network or system used for
management. Finally, click the Apply button to activate remote management from the chosen IP address. Be
sure to save the new setting.

State " Enabled & Disabled

IP Address |

Metmask I

State " Enabled & Disabled

IP Address |

Metmask I

State & Enabled " Disabled

IP Address [7777

Metmask IIZI.III.III.EI
9 90O
Apply Cancel Help

Remote Management (lower portion of Tools>Admin menu)
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Time

The Router provides a number of options to maintain current date and time including SNTP.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

‘/ Home Advanced Tools tutus HEl 1

o Time
Admin t
Setthe DSL-GEOAT system time.
Time :
Local Time  12/05/2006 10:00:58

R te L
i Synchronize the ADSL Router's clock with:

@] Autormatic (Simple Metwark Time Protacol)
System (O] Your computer's clock
O mManual (Enter your own settings)
Firmware Date:

Tifme: |5:_'; |: |:_‘sa‘_; : |:;.::. |
iscellanenus

9 90O

Apply Cancel Help

g

Logout

Time menu

To configure system time on the Router, select the method used to maintain time. The options available include
SNTP, using your computer’s system clock (default) or set the time and date manually. If you opt to use SNTP,
you must enter the SNTP server URL or IP address. Click the Apply button to set the system time.
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Remote Log

Use the Remote Log Settings window to set up logging to servers or computers that are located outside the
LAN or subnet of the Router.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools ' tatus ' Help

-

Admin

Remote Log Settings

; Time Log Level | Motice v|

Add an IP Address | | -
Remote Log
Mone
" System Select a logging destination Remove

Firmware

9 9 ©
iscellanenus Apply Cancel Help

Test

LEOETRE

" Logout

Remote Log Settings window

Select the Log Level from the pull-down menu. The levels available are: Alert, Critical, Debug, Error, Info,
Notice, Panic and Warning. Type in the IP address of a receiver for the log message in the Add an IP Address
field and click on the Add button. Log message receivers that are added appear listed in the Select a logging
destination pull-down menu. These may be used at any time for other types of log messages. To remove a log
message receiver from the list, select it and click on the Remove button. Click the Apply button when you
have configured the log message receivers. Remember to save the settings to non-volatile memory.
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System

Once you have configured the Router to your satisfaction, it is a good idea to back up the configuration file to
your computer. To save the current configuration settings to your computer, click the System button in the
Tools directory to display the System Settings window.

Save or Load Configuration File

Click the Save button to Save Settings to Local Hard Drive. You will be prompted to select a location on your
computer to put the file. The file type is .bin (encrypted binary) and may be named anything you wish.

To load a previously saved configuration file, click the Browse button and locate the file on your computer.
Click the Load button to Load Settings from Local Hard Drive. Confirm that you want to load the file when
prompted and the process is completed automatically. The Router will reboot and begin operating with the
configuration settings that have just been loaded.

Do -g

Building Networks for Peaple

DSL-G604T
Wireless ADSL Router

l Home  Advanced Tools Status : Help

Admin
The current systern settings can be saved as a file onto the local hard drive

Time Save Settings To Local Hard Drive

Save

Load Settings From Local Hard Drive
| /[ Browse...

Remote Log

AL

System
U it Mote: The Systern has to be restarted sfter the configuration is restored
1 iscellanenus Save Settings and Rehoot the System.
Save and Rehoot
Test Restore To Factory Default Settings
Logout Force the DSL-G604T Wireless LAN to restart.

Help

System Settings window

Save Settings and Reboot System

To save the settings you have configured, click the Save and Reboot button under Save Settings and Reboot
the System.

Restore Factory Default Settings

To reset the Router to its factory default settings, click the Restore button. You will be prompted to confirm
your decision to reset the Router. The Router will reboot with the factory default settings including IP settings
(10.1.1.1) and Administrator password (admin).

Force the Wireless LAN to Restart

To restart the Wireless LAN component, click the Restart AP button. This will allow you to restart the Wireless
LAN component without kicking off any wired users that may be connected at the time.
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Firmware
g Performing a Firmware Upgrade can sometimes change the configuration settings. Be sure to back-
up the Router’s configuration settings before upgrading the firmware.

Note

Use the Firmware Upgrade window to load the latest firmware for the device. Note that the device
configuration settings may return to the factory default settings, so make sure you save the configuration
settings with the System Settings window described above.

DSL-G604T
Wireless ADSL Router

Home Advanced Tools 'tutus Help

il

Building Networks for Peopla

Firmware Upgrade
Admin o

There may be new firmware foryour DSL-2640T to improve functionality and performance. Ta
upgrade the firmware,locate the uparade file on the local hard drive with the Brovwse button . Once

you have found the file to be used,click the Apply button below to start the firmweare upgrade.

1Bl

Time

—_—
"Remote Log

System Current Firrmware Yersion © %3.02B01T01. EU-C. 20061107

| |[ Browse.. |

Firmware

Mote: The systermn has to be restarted atter the firmware uparade.

iscellanenus a a 0

Apply Cancel Help

160 |

Logout

Firmware Upgrade menu

To upgrade firmware, type in the name and path of the file or click on the Browse button to search for the file.
Click the Apply button to begin copying the file. The file will load and restart the Router automatically.
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Miscellaneous

To perform a statndard Ping test for network connectivity, click the Misc. window button in the Tools directory
to view the Miscellaneous Configuration window.

DSL-G604T
Wireless ADSL Router

l Home Advanced Tools ' Status : Help
q

Building Networks for People

Miscellaneous Configuration
Admin
There are additional tools and features of the DSL-GEO4T.

| —
Ping Test
P
Time
Ping IP Address R
| e
A
BT

Ping Result :
Miscellaneous |
290

Apply Cancel Help
re——
Logout

Miscellaneous Configuration window

Other functions available in Miscellaneous Configuration menu are a Ping test and IGMP enable/disable.

Ping Test

The Ping test functions on the WAN and LAN interfaces. Type the IP address you want to check in the space
provided and click the Ping button. Read the Ping test result in the space immediately below.
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Test

The Diagnostic Test window is used to test connectivity of the Router. A Ping test may be done through the
local or external interface to test connectivity to known IP addresses. The diagnostics feature executes a series
of test of your system software and hardware connections. Use this window when working with your ISP to
troubleshoot problems.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced R U Status Helg

-

Diagnostic Test
Admin

The diagnostics feature executes a series oftest of your system software and hardware
cannections. Use the feature when warking with your ISP to troubleshoaot problems.

' Time Wirtual Circuits - iP‘VCU V|

OAM Type | F4

This Fage is used for performing diagnostics on the system.

/i

———
Remote Log

Testing Connectivity to modem
Testing Ethernet LAN connection PASS
 Testing ADSL Connection -
- Testing ADSL Synchronization FAIL
'. Testing Network Connection
[Testing ATh OAM segment ping SKIPPED
Testing AT OAM end to end ping SKIPPED
e S TR SHIFFEL
Ping Primary Domain Names Server ~ |SKIPPED

Test

" Logout

o

Help

Diagnostic Test window
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Status

Use the various read-only windows to view system information and monitor performance.

Device Info

Use the Device Information window to quickly view basic current information about the LAN and WAN
interfaces and device information including Firmware Version and MAC address.

Building Networks for People

Device Info

‘DHCP Clients

Loy

Statistics

.-
| e

Logout

Home

Advanced Tools

DSL-G604T
Wireless ADSL Router

Status

tavieca lnfarmating
C.'T.' Vice [ntormation

Firrreware Wersion - W3.02B01T01.EU-C.20061107

LAN
MAC Address

IP Address
Subnet Mask
DHCP Server

HAT
WAN
Virtual Circuit

Status
Connection Type
IP Address
Subnet Mask
Default Gateway

DNS Server

ooobega:cBB21Y
10.1.1.1

255.0.0.0

Enabled

Enahled

Pucl v |

Mot Connected
FPFPOE

[iA

A,

[iA

IR

Help

Device Information window
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DHCP Clients

This window will display all of the current DHCP clients that are connected to the router.

D-Link

DHCP Clients

Log

Statistics

R

Logout

Building Networks for People Ds L.GGD4T
Wireless ADSL Router
Home Advanced Tools Status m
DHCP Clients
Device It DHCP Clients
MAC Address IP Address Host Mame
10.1.1.86 Scothy

Help

DHCP Clients window

Page 95 of 110

www.dlink.com.au




DSL-G604T Generation Il ADSL2+ Wireless Modem Router

Log

The system log displays chronological event log data. Use the navigation buttons to view or scroll log pages.
You may also save a simple text file containing the log to your computer. Click the Save Log button and follow
the prompts to save the file.

DSL-G604T
Wireless ADSL Router

Building Networks for People

Home Advanced Tools Status m

View Log
View Log displays the activities occurring on the DSL-GEO4T

DHCP Clients [ First Page ” Last Page ” Frevious ][Next” Clear Log ][ Sawe Log l

-

Help
page 1 of 5
Time Message
[ e
Statistics Jan 1 12:00:10> AP Acquiring Lok

Jan 1 12:00:11= NTP Palling Timer for DHCP Started succesfully.
Jan 1 12:00:141= DSL Polling Timer Startted succesfully.
dan 1 12:00:11 = Firewall MAT service started
Jdan 1 12:00:11> AP REFORT LOCK ACQUIRED
Jdan 1 12:00:11= wlan_handle_load_ewvent - Acquired Lok
dan 1 12:00:12= MAC address is: 00:0d:88:cb:b2:13
Jan 1 12:00:15= statting on port 80
,— Jdan 1 12:00:15= (2000 Metfilter core team
Luguut Jdan 1 12:00:15> netfilter PSD loaded - () astaro AG
Jan 1 12:00:15= |nitializing the WAN Bridge.
Jan 1 1200:15= Please set the MAC Address for the WAN Bridge.
Jdan 1 12:00:15= Set the Environment wariable 'wan_br_mad'.
dan 1 1200015 w0 w000 w0 3030
Jdan 1 120015 Mounted root (squashfs filesystem) readonly.
dan 1 12:00:15= Mounted devts on Sfdew
Jdan 1 12:00:15> Gk freed
Jan 1 12:00:15= Algorithmics/hIPS FPU Emulator v1.5
Jan 1 12:00:15= registered device Tl Avalanche SAR
Jdan 1 12:00:15% OhioZ50(7 20007 10042) detected

View Log window

Click Clear Log to delete the current log information.
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Statistics

Use the Traffic Statistics window to monitor traffic on the Ethernet, Wireless or ADSL connection. Select the
interface for which you want to view packet statistics and the information will appear below.

D' . ]

Builging Networks for People

DSL-G604T
Wireless ADSL Router

‘ Home Advanced Tools Status m

P — Traffic Statistics
" Device Info
Traffic Statistics display Receive and Transmit packets passing through the DSL-2640T.
I -
e —

DHCF Clients Choose an interface to view your network status:

(&) Ethernet Dizplay Receive and Transmit packages through Ethernet
yADSL Display Receive and Transmit packades through ADSL
i Log O wireless Display Receive and Transmit packages through wireless connhection
Statistics o

Help

—_—
Good Tx Frames 14526

Good Tx Broadeast Frames 13

I Logout Good Tx Multicast Frames 1]

Tx Total Bytes 4345741

Collisions a
Error Frames a
Carrier Sense Errors a
Receive

Good Ry Frames 1554949
Good Ry Broadeast Frames TTar3
Good Ty Multicast Frames G5181
R Total Bytes 16451202
CRC Errors a
Undersized Frames a
Owerruns a

Traffic Statistics window

Click Refresh to view traffic information.
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ADSL Status

Use the ADSL Status window for troubleshooting the ADSL connection.

D-Link

Building Networks for People

DSL-G604T
Wireless ADSL Router

Home Advanced Tools Status IIE]-

|
\ il

— ADSL Status
Device Info

ADSL status shows the ADSL physical laver status.

I :
DHCP Clients

ADSL Firrware Wersion: F.00.01.00-7.00.01.00-7.00.04.00AnnexA-01.072c-0.54
ADSL Software Yersion: “3.02B01T01.EU-C.20061107

Line State Disconnected

Maodulation MO_MODE

Annex Mode Annex A

Max Ty Power -38 dBmiHz

[term Downstream Upstream Unit

SMR Margin 0 a dB

Line Attenuation 0 ] dB

[Data Rate 0 0 khps

L

ogout

Help

ADSL Status information
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Help

Click the desired hyperlink to access help files.

D

Building Networks for People

DSL-G604T

Wireless ADSL Router
%L’ Home Advanced Tools Status Help
Home
« Setup Wizard
« Wireless

« WAN Settings
+ LAN Settings
e DHCP Server

+ DHS Settings
o Dynamic DNS Settings

Advanced
= UPNP
+ Yirtual Server
= SNMP
+ Filters
« Bridge Filters
+ Lan Clients
+ Routing
» DMZ
« Parent Control
+ Firewall Rules
+ RIP Confiquration
« ADSL Configuration
« ATM VCC Configuration
» QoS
+ Wireless management
¢ Wireless Pedformance

Tools
+ Administrator Settings

e System Time

+ Remote Log

e System Settings

+ Firmware Upgrade
+« Miscellaneous items
» Test

Status

Device Information
Log

Statistics

ADSL Status

Help window
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Technical Specifications

General

ADSL Standards:

ADSL Standards

ANSI T1.413 Issue 2

ITU G.992.1 (G.dmt) Annex A
ITU G.992.2 (G.lite) Annex A
ITU G.994.1 (G.hs)

ITU G.992.5 Annex A

ADSL2 Standards

ITU G.992.3 (G.dmt.bis) Annex A

ITU G.992.4 (G.lite.bis) Annex A
ADSL2+ Standards

ITU G.992.5 (G.dmt.bisplus) Annex A

Protocols:

IEEE 802.1d Spanning Tree
TCP/UDP

ARP

RARP

ICMP

RFC1058 RIP v1

RFC1213 SNMP v1 & v2c
RFC1334 PAP

RFC1389 RIP v2

RFC1483/2684 Multiprotocol Encapsulation over
ATM Adaptation Layer 5 (AAL5)

RFC1577 Classical IP over ATM
RFC1661 Point to Point Protocol
RFC1994 CHAP

RFC2131 DHCP Client / DHCP Server
RFC2364 PPP over ATM

RFC2516 PPP over Ethernet

Data Transfer
Rate:

G.dmt full rate downstream: up to 8 Mbps / upstream: up to 1 Mbps

G.lite: ADSL downstream up to 1.5 Mbps / upstream up to 512 Kbps

G.dmt.bis full rate downstream: up to 12 Mbps / upstream: up to 1 Mbps

G.dmt.bisplus full rate downstream: up to 24 Mbps / upstream: up to 1 Mbps

Media Interface:

ADSL interface: RJ-11 connector for connection to 24/26 AWG twisted pair

telephone line

LAN interface: RJ-45 port for 10/100BASE-T Ethernet connection
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Physical and Environmental

DC Inputs:

Power Adapter:

Input: 120V AC 60Hz
Output: 12V DC, 1200mA

Power

Consumption:

10 Watts (max)

Operating 0° to 40°C
Temperature:

Storage -20° to 70°C
Temperature

Humidity: 5% to 95% (non-condensing)

Dimensions:

109 mm x 142.8 mm x 32.1 mm

Weight: 250 g

EMI: CE Class B, FCC Class B (Part 15)

Safety: CSA 950, UL 1950, IEC 60950, EN 60950
Reliability: Mean Time Between Failure (MTBF) min. 4 years
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Wireless
Standards IEEE 802.11g, IEEE 802.11b
Modulation IEEE 802.11b: DQPSK, DBPSK, DSSS, and CCK
IEEE 802.119g: BPSK, QPSK, 16QAM, 64QAM, OFDM
Frequency 2.4 GHz to 2.46 GHz (2400 ~ 2484.5MHz I1SM band)

Operating Range

Indoors — up to 328 feet (100 metres)
Outdoors — up to 1312 feet (400 metres)

Transmit Power

11g: 16dBm Typical
11b: 18dBm Typical

Antenna

Built-in Diversity Antenna

(One external Dipole Antenna with RG178 cable assembly)
1) 2.4~2.5Ghz operation mode

2) Peak Gain 2.0 dBi Typical

3) Impedance 50 Ohm nominal

4) V.S.W.R. 2.0:1 Max.

5) Connector SMA Reverse Connector

Channels

13 channels

Wireless Data
Rates

IEEE 802.11b: 11, 5.5, 2, and 1Mbps
IEEE 802.119: 6, 9, 12, 18, 24, 36, 48, 54Mbps

Media Access

CSMA/CA with ACK

Certification

Protocol
WEP 64/128/256 bits
Wireless Wi-Fi Protected Access (WPA), WPA2
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Configuring IP Settings on Your Computer

In order to configure your system to receive IP settings from the Router it must first have the TCP/IP protocol
installed. If you have an Ethernet port on your computer, it probably already has TCP/IP protocol installed. If
you are using Windows XP the TCP/IP is enabled by default for standard installations. Below is an illustrated
example of how to configure a Windows XP system to automatically obtain IP settings from the Router.
Following this example is a step-by-step description of the procedures used on the other Windows operating
systems to first check if the TCP/IP protocol has been installed; if it is not, instructions are provided for
installing it. Once the protocol has been installed you can configure the system to receive IP settings from the
Router.

For computers running non-Windows operating systems, follow the instructions for your OS that configure the
system to receive an IP address from the Router, that is, configure the system to be a DHCP client.

If you are using this Router to provide Internet access for more than one computer, you can use these
instructions later to change the IP settings for the other computers. However, you cannot use the same IP
Note address since every computer must have its own IP address that is unique on the local network.

Configure Windows XP for DHCP

Use the following steps to configure a computer running Windows XP to be a DHCP client.
1. From the Start menu on your desktop, go to Control Panel.

® w
Uit SLSAL IS

CT Snow.

é Internet
Internes Explorer
‘# pant

e B

B oo
& Hypertermina

(7] s

From the Start menu, go to Control
Panel.

2. In the Control Panel window, click Network and Internet Connections.
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B Control Panel

File Edt View Favorites Tooks Help

Qe - @ - I Pach [y [

address | Cantrol Panel

-ﬂ’ Control Panel Pick a category

@ Switch to Classic ¥iew
-
Appearance and Themes Printers and Other Hardware

Tﬁ -«
CIICk NetWOfk and |nternet DE 3 Metwork and Internet Conne: jons . User Accounts

Connections.
d o Rerave Péaarane ™ bate, Time, Language, and Regional
9 9 Options

|2 ) Sounds, Speech, and Audio Devices Accessibility Options
) 2 ¥ Op!

v Performance and Maintenance

3. In the Network and Internet Connections window, click Network Connections.

B Network and Internet Connections

file Edt View Favorites TIook Help

Qo - @ - (T D ek [ rolders | [

Address | [ etwork and Internet Connections

See Also :"" Network and Internet Connections
& My Network Places

3 pri A

& et Pick a task...

@ Remote Desktop .
!. Phene and Moder Options [3) Set up or change your Internet connection

[3)] Create a connection to the network at your workplace

Troubleshooters 3 E\ Set up or change your home or small office network

[2) Home or Small Office
Networking

| I gt or pick a Control Panel icon

Network Diagnostics

[ Click Network Connections. " T AP

4. In the Network Connections window, right-click on Local Area Connection, then click Properties.

" Network Connections

File Edit View Favortes Tools Advanced Help

Qe - Q piear[h [ Foiders | [+

Adiress [ @) Network Connections v B
Narne Type Status Device i
Network Tasks LAN or High-Speed Internet

or High-Speed Inter..,  Enabled D-Link DF

Disable
Status
Repair

Other Places

[ contral Panel
) My Nebwork Places

Bridge Connections

Create Shortcut
Delete
Rename

Right-click on the Local Area Connection
icon and select the Properties option from
the pull-down menu.

I =

5. In the General tab of the Local Area Connection Properties window, highlight Internet Protocol
(TCP/1P) under “This connection uses the following items:” by clicking on it once. Click on the Properties
button.
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- Local Area Connection 2 Properties [z|
General |Authenticatiun Advanced
Connect using:
H8 D-Link DFE-S50Tx 10100 Adapter
Thiz connechion uses the following items:
[ %= MNwiLink NetBIOS -~
T MW Link [F/5F/NetBI0S Compatible Transport Praot
Internet Protocal [TCPAF] =
b
< | =
. .
Click Properties. Lnsbal i TOPETEs
) )
Dezcriphian
Tranzmizzion Contral Protocol/lntermet Pratocal. The default
wide area netwark protocol that provides communication
acrozs diverze interconnected nebwaorks.
Shaow icon in notification area when connected
[ (]4 ] [ Cancel l

6. Select “Obtain an IP address automatically” by clicking once in the circle. Click the OK button

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

Y'ou can get [P gettings azzigned autarmatically if pour network, supports
thiz capability. Othenwize, pau need ta azk your netwark, adrministratar far

the appropriate IP zettings.

M n
l {+) Obtain an IP address automatigall the Internet Protocol
3& the following IF address: window.

(TCP/IP)

Select Obtain an IP address automatically in

Properties

{(#)i0btain DNS server address autoratically
{0) Usze the following DNS server addresses:

[ ()8 H Cancel ]

Your computer is now ready to use the Router’s DHCP server.
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Windows 2000

First, check for the IP protocol and, if necessary, install it:

1. In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.

2. Double-click the Network and Dial-up Connections icon.

3. In the Network and Dial-up Connections window, right-click the Local Area Connection icon, and then
select Properties.

4. The Local Area Connection Properties dialog box displays with a list of currently installed network
components. If the list includes Internet Protocol (TCP/IP), then the protocol has already been enabled, skip
ahead to Configure Windows 2000 for DHCP.

5. If Internet Protocol (TCP/IP) does not display as an installed component, click Install.

6. In the Select Network Component Type dialog box, select Protocol, and then click Add.

7. Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

8. You may be prompted to install files from your Windows 2000 installation CD or other media. Follow the
instructions to install the files.

9. If prompted, click OK to restart your computer with the new settings.

Configure Windows 2000 for DHCP

1. In the Control Panel, double-click the Network and Dial-up Connections icon.

2. In Network and Dial-up Connections window, right-click the Local Area Connection icon, and then
select Properties.

3. In the Local Area Connection Properties dialog box, select Internet Protocol (TCP/IP), and then click
Properties.

4. In the Internet Protocol (TCP/IP) Properties dialog box, click the button labeled Obtain an IP
address automatically.

5. Double-click OK to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Windows 95 and Windows 98

First, check for the IP protocol and, if necessary, install it:
1.

2.

7.
Configure Windows 95 and Windows 98 for DHCP

No o s wNE

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel. Double-
click the Network icon.

The Network dialog box displays with a list of currently installed network components. If the list includes
TCP/IP, and then the protocol has already been enabled, skip to Configure IP Information Windows 95, 98.

If TCP/IP does not display as an installed component, click Add. The Select Network Component Type
dialog box displays.

Select Protocol, and then click Add. The Select Network Protocol dialog box displays.

Click on Microsoft in the Manufacturers list box, and then click TCP/ZI1P in the Network Protocols list box.

Click OK to return to the Network dialog box, and then click OK again. You may be prompted to install files
from your Windows 95/98 installation CD. Follow the instructions to install the files.

Click OK to restart the PC and complete the TCP/IP installation.

Open the Control Panel window, and then click the Network icon.

Select the network component labeled TCP/IP, and then click Properties.

If you have multiple TCP/IP listings, select the listing associated with your network card or adapter.
In the TCP/IP Properties dialog box, click the IP Address tab.

Click the Obtain an IP address automatically option.

Double-click OK to confirm and save your changes. You will be prompted to restart Windows.

Click Yes.

When it has restarted, your computer is ready to use the Router’s DHCP server.

Page 106 of 110 www.dlink.com.au



DSL-G604T Generation Il ADSL2+ Wireless Modem Router

Windows ME

First, check for the IP protocol and, if necessary, install it:

1.
2.
3.

© NG

In the Windows task bar, click the Start button, point to Settings, and then click Control Panel.
Double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

The Network Properties dialog box displays with a list of currently installed network components. If the
list includes Internet Protocol (TCP/IP), then the protocol has already been enabled. Skip ahead to
Configure Windows ME for DHCP.

If Internet Protocol (TCP/IP) does not display as an installed component, click Add.

In the Select Network Component Type dialog box, select Protocol, and then click Add.
Select Microsoft in the Manufacturers box.

Select Internet Protocol (TCP/IP) in the Network Protocols list, and then click OK.

You may be prompted to install files from your Windows Me installation CD or other media. Follow the
instructions to install the files.

10. If prompted, click OK to restart your computer with the new settings.

Configure Windows ME for DHCP

1.
2.

3.
4.
5.

In the Control Panel window, double-click the Network and Dial-up Connections icon.

In the Network and Dial-up Connections window, right-click the Network icon, and then select
Properties.

In the Network Properties dialog box, select TCP/I1P, and then click Properties.

In the TCP/IP Settings dialog box, click the Obtain and IP address automatically option.

Double-click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.

Windows NT 4.0 Workstations
First, check for the IP protocol and, if necessary, install it:

1.

2.
3.
4

o ;o

8.

In the Windows NT task bar, click the Start button, point to Settings, and then click Control Panel.
In the Control Panel window, double-click the Network icon.
In the Network dialog box, click the Protocols tab.

The Protocols tab displays a list of currently installed network protocols. If the list includes TCP/IP, then
the protocol has already been enabled. Skip to “Configure IP Information”

If TCP/IP does not display as an installed component, click Add.

In the Select Network Protocol dialog box, select TCP/IP, and then click OK. You may be prompted to
install files from your Windows NT installation CD or other media. Follow the instructions to install the files.

After all files are installed, a window displays to inform you that a TCP/IP service called DHCP can be set up
to dynamically assign IP information.

Click Yes to continue, and then click OK if prompted to restart your computer.

Configure Windows NT 4.0 for DHCP

1
2.
3.
4
5

Open the Control Panel window, and then double-click the Network icon.

In the Network dialog box, click the Protocols tab.

In the Protocols tab, select TCP/IP, and then click Properties.

In the Microsoft TCP/IP Properties dialog box, click the Obtain an IP address automatically option.
Click OK twice to confirm and save your changes, and then close the Control Panel.

Your computer is now ready to use the Router’s DHCP server.
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C

Low Pass Filters for DSL

Most ADSL clients will be required to install a simple device that prevents the ADSL line from interfering with
regular telephone services. These devices are commonly referred to as microfilters or low pass filters. The two
basic styles of low pass filters commonly used are described below.

In-Line Filter

In line low pass filters are used for each telephone or telephone device (answering machines, Faxes etc.) that
shares the line with the ADSL service. These devices are attached to the telephone cable between the telephone
and wall jack. Filters that install behind the wall plate hidden from view are also available. A typical in-line filter

installation is shown in the diagram below.

Phone
Jack

ADSL
Microfilter

Phone

In-line low pass filter
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Three Port Filter

Another style of filter is installed at the same point where the Router connects to the telephone line. Only a
single filter is required. The connection ports are typically labeled as follows:

Line - This port connects to the wall jack.
ADSL — This port connects to the Router.
Phone — This port connects to a telephone or other telephone device.

The diagram below illustrates the proper use of this style of filter. Make certain the lines are properly
connected. If you are unable to hear a dial tone with the telephone, check the connections to make sure they
are securely attached and connected to the correct port.

Phone
} Jack

‘/Line Splitter

/

hone

ADSL Device

3-port Filter
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Technical Support

You can find software updates and user
documentation on the D-Link website.

D-Link Australia
1 Giffnock Avenue
North Ryde, NSW 2113
Sydney, Australia

TEL: +61-2-8899-1800
FAX: +61-2-8899-1868
Australia: 1300-766-868
New Zealand: 0800-900-900

URL:
www.dlink.com.au
www.dlink.co.nz

E-MAIL:
support@dlink.com.au

D-Link

Building Networks for People

V1.11 AU
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