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APC  MasterSwitch PCU
Web MasterSwitch Web
SNMP MasterSwitch PowerNet™ MIB-

MIB(APC MasterSwitch-MIB) SNMP MasterSwitch

MasterSwitch

MasterSwitch
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M aster Switch Web M aster Switch /
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MasterSwitch Web SNMP telnet
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Web telnet SNMP MasterSwitch MasterSwitch
telnet  SNMP Web
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LED LED
LED —Status  Link-T X/RX LED
MasterSwitch

230V Master Switch
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MasterSwitch SNMP telnet Web

MasterSwitch  IP

IP
HTTP telnet Web telnet
MasterSwitch BOOTP
MasterSwitch Bootstrap BOOTP BOOTP
IP
1) MasterSwitch  MAC MasterSwitch
2) BOOTP MasterSwitch
BOOTP MasterSwitch

1) MasterSwitch MasterSwitch “ Serial Port”
2)
3) 19200 8 1
4) User Name (apc)
5) Password (apc)
6)

MasterSwitch Passwords

telnet  Web telnet  Web

Network TCP/IP BOOTP
a) MasterSwitch IP
b) IP
c)

Logout
MasterSwitch 6
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MasterSwitch Web telnet SNMP
113 ” ” W&
SNMP MasterSwitch
Web / apc
SNMP NMS SNMP NMS SNMP
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MasterSwitch
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Web SNMP
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HAREERF
Telnet
1) MasterSwitch MasterSwitch “ Seria port”
2)
3) 19200
telnet
1) telnet<ip> <ip> MasterSwitch  IP Telnet
Master Switch 1P BOOTP
User Name (apc) Password
(apc)
Ry
/
MasterSwitch “ 7 OQutlet
Manager Network
IP Address MasterSwitch
MasterSwitch >
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M aster Switch
M aster Switch

mOFEEA

Outlets Manager

--- Outlet Manager -----—-—————=——=——-—~-—o-————
1- OQutlet 1 Novell Server
2- Outlet 2 Device 2
3- Outlet 3 Device 3
4- Outlet 4 Device 4
5- Outlet 5 Device 5
6- Outlet 6 Device 6
7- Outlet 7 : Device 7
8- Outlet 8 : Monitor
9- Master PDU
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu
Outlet Manager
---- Outlet 1 Device 1 ——------—------r-mmm
1- Control of Outlet 1
2- Configuration of Outlet 1
?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

Guo Xiaoping

Outlet

18

2003-6-17



ArC

Lo R Ryl ] Master SWItCh 230V—FHF'EFH %ﬂﬂ-

——-- Control of Outlet 1l —-—-—-—mmmm oo

Outlet Device Name Auto Power On Reboot Duration
1:0N Device 1 With Master Same as Master
2: 0N Device 2 With Master Same as Master
3:0N Device 3 With Master Same as Master
4:0N Device 4 With Master Same as Master
5:0N Device 5 With Master Same as Master
6: 0N Device 6 With Master Same as Master
7:0N Device 7 With Master Same as Master
8: ON Device 8 With Master Same as Master
Master PDU Immediate 5 Seconds

1- Turn Outlet On
2- Turn Outlet Off
3- Reboot Outlet

?- Help

Outlet Control

Outlets 2
—-- Configuration of Outlet 1 ---------------mo-m-mm o m o oo oo
Outlet Device Name Auto Power On Reboot Duration
1:0N Device 1 With Master Same as Master
2:0N Device 2 With Master Same as Master
3:0N Device 3 With Master Same as Master
4:0N Device 4 With Master Same as Master
5:0N Device 5 With Master Same as Master
6:ON Device 6 With Master Same as Master
7:0N Device 7 With Master Same as Master
8:0N Device 8 With Master Same as Master
Master PDU Immediate 5 Seconds
1- Device Name : Novell Server
2- Auto Power On : With Master
3- Accept Changes :
?7- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu
J

Outlet Configuration

Auto Power On

Auto Power On
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8-~ Never

--- Auto Power On

1- With Master
2- 15 Sec After Master
3- 30 Sec After Master
4- 45 Sec After Master
5- 1 Min After Master
6- 2 Min After Master
7- 5 Min After Master

<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

Auto Power On

“ with Master”
Outlet Manager 3 9 Auto Power
On “ With Master”
3 Outlets Manager Option 1
---- Control of Master Outlet ----=--coommm e

Outlet Device Name Auto Power On Reboot Duration
1:0N Device 1 With Master Same as Master
2:0N Device 2 With Master Same as Master
3:0N Device 3 With Master Same as Master
4:0N Device 4 With Master Same as Master
5:0N Device 5 With Master Same as Master
6: 0N Device 6§ With Master Same as Master
7:0N Device 7 With Master Same as Master
8:0N Device 8 With Master Same as Master
Master PDU Immediate 5 Seconds

1- Immediate All On

2~ Immediate All Off

3- Sequence All On

4~ Immediate Reboot

5- Sequenced Reboot

?- Help

<ENTER> Redisplay Menu
<ESC> Return To Previous Menu
Master Control
Outlets Manager 2
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------ Configuration of Master DULlal --cccscsssmmesmmm e mmmmmmmm e ————

Cutlet Davice MHNane Aubto Power On Beboot Duicakion
1:0M Davice 1 With Mastar Same as Magrar
20 Davica 2 With Master Same= as Mastar
3:0H Devloa 3 With Master Same as Master
q;aH Device 4 With Hastaer Sam= az Haster
& O Device 5 With Master Sams ag Haatar
&+ O Device & With Master Lame ag Mastar
T OH Davica 7 With Master Same ap Hasatar
B0 Device 8 With Master Eame g Hastar
Hast=r PODD Ihmediate § Seconds

1- PO Mame : Mailn PCO

I- Auto Power Cm i Immediate

1- Rebook Duratiom : 5 Saconds
4- hooepk Changes

- Helgp
<ENTER=> HRedisplay Mems
<ESC» Reburn To Previoua banu

Master Configuration
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M &1 3K

2 Network MasterSwitch
ping 10
Network
== NetWOrK === oo s o s e e e
1- TCR/IP
2- Ping Utility
3- Access Control
4~ HTTP
5~ Telnet
6- SNMP
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu
Networ k
TCP/IP
TCPIP BOOTP MAC
————— PP/ I —— == m s m oo
The Network Service has started with the following settings
Adapter IP 159.215.87.62
Subnet Mask ¢ 255.255.255.0
Default Gateway 0.0.0.0
MAC Address 00 CO B7 B2 3A EB
1- MasterSwitch IP 159.215.87.62
2- Subnet Mask : 255.255.255.0
3- Default Gateway 0.0.0.0
4~ BOOTP Disabled
5- Accept Changes
?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu
TCP\IP
TCP/IP SNMP Web Tednet MasterSwitch
: 0.0.0.0
Telnet
MasterSwitch telnet Network Telnet

Fort

7- Help

<ENTER» Radisplay Henu

2 hocept Changss

ESC» Raturn To Fravious Hanu
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:Telnet Configuration

Telnet Telnet

HTTP

HTTP MasterSwitch MasterSwitch
Network HTTP

1- HTTP Net Config : Enabled
2- HTTP Port : 80
3- Accept Changes

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

:HTTP Configuration

HTTP MasterSwitch

CTRL-C
CTRL-D

Network SNMP 4

1- Access Control 1
2~ Access Control 2
3- Access Control 3
4- Access Control 4
5- Trap Receiver
6- Trap Receiver
7- Trap Receiver
8- Trap Receiver
9- System

10- Summary

W N

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

: SNMP
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SNMP

MasterSwitch  SNMP

SNMP SNMP

SNMP Configuration Summary

sysName : Unknown
sysLocation : Unknown
sysContact : Unknown

Access Control Summary

# Community Access NMS IP
1 public Read 0.0.0.0
2 public Read 0.0.0.0
3 public Read 0.0.0.0
4 public Read 0.0.0.0
Trap Receiver Summary
# Community Generation Authentication Receiver NMS IP
1 public Disabled Enabled 0.0.0.0
2 public Disabled Enabled 0.0.0.0
3 public Disabled Enabled 0.0.0.0
4 public Disabled Enabled 0.0.0.0
: SNMP
SNMP Access Control( )

---- Access Control 1 ------------—-————- - -

Access Control Summary

# Community Access NMS IP
1 public Read 0.0.0.0
2 public Read 0.0.0.0
3 public Read 0.0.0.0
4 public Read 0.0.0.0
1- Community : public
2- Access Type : Read

3- NMS IP Address : 0.0.0.0
4- Accept Changes

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

:Access Control ( )
SNMP / NMS IP
Master Switch NMS gets sets
0.0.0.0 NMS

M aster Switch F3E &

Guo Xiaoping 24 2003-6-17
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3 MasterSwitch

——-~ MasterSwitch —--mememmmmme

1- Passwords

2- Tools

3- Control Console

4- About MasterSwitch

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

M aster Switch

———= PasSsSWOIrdS oo -

1- Auto Logout : 3 Minutes
2- New User Name : apcuser
3- New Password :

4- Current Password :

5~ Accept Changes

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

Password

Password /
HTTP telnet

TOOLS

——== TOOlS —mmmmmm

1- Restart The MasterSwitch
2- Reset MasterSwitch To Defaults

?- Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

TOOLS

18 MasterSwitch

Control Console

MasterSwitch 3

Guo Xiaoping 25 2003-6-17
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Master Switch

--- Control Console —--=-----mmmm e

1- Baud Rate : 19200
2- Accept Changes

?~ Help
<ENTER> Redisplay Menu
<ESC> Return To Previous Menu

Control Console

About

About MasterSwitch

About MasterSwitch

Model Number : AP9210 Serial Number : WA9714663445

Firmware Revision : v1.1.0.a Hardware Revision : B2

Manufacture Date : 04/11/1997 MAC Address : 00 CO B7 B2 3A EB
About

Guo Xiaoping 26 2003-6-17
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EBT7TE FHSNMP

APC MasterSwitch-MIB MasterSwitch PDU.MIB
MIB MasterSwitch
MasterSwitch
MasterSwitch-MIB ~ MIB —l|

SNMP NMS MIB
SNMP MIB NMS
Master Switch-MI1B SNMP OID
PDU.MIB
Ihek -
SNMP
o SNMP NMS apcmgmt OIDs
° MasterSwitch SNMP agent apcmgmt OIDs
o MasterSwitch SPDUM aster Control
OIDs
o SPDUMaster Config OID
o MasterSwitch
SPDUoutlet Config OIDs
o SPDUOUL let Control OIDs
o MasterSwitch SPDUMaster Config OID
o SPDUout let Control OIDs
o SPDUM aster Config OID
° SPDUIdent OIDs
SNMP
[ MasterSwitch
BOOTP 2
BOOTP Web
o MasterSwitch Web URL

Guo Xiaoping 27 2003-6-17



ArC

WA PEE.Eom Master Switch 230v——FH F 5 F it
PDF APC MasterSwitch-MIB PDU.MIB
MIB APC PowerNet™ MIB MIB- NMS
MasterSwitch-MI1B NMS SNMP MasterSwitch
1) NMS NMS SNMP MasterSwitch
2) SNMP MIB enterprises apc
a) MasterSwitch
apcmgmt
b) MasterSwitch -MIB products hardware
MasterSwitch V1

apcmgmt OIDs

apcmgmt SNMP OIDs
APC (mcontrol)OIDs  APC mconfig OIDs

mcontrol  OIDs

mcontrol OIDs SNMP agent
o MasterSwitch SNMP agent restartCurrentAgent
MasterSwitch
o Continue CurrentAgent SNMP agent
SNMP agent M aster Switch loadAnd

ExecueNewAgent mcontrol OID
(mconfig)OIDs

mconfig OIDs 4 NMS

M aster Switch Master Switch-M 1B Traps

mconfigNum TrapReceivers, OID manager
mconfigTrapReceiver Entry OIDs

traplndex
NMS IP (receiverAddr)
NMS (commuityString)
NMS (acceptThisReceiver)

Guo Xiaoping 28 2003-6-17
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M aster Switch VI OIDs

MasterSwitch VI SNMP
- MasterSwitch-MIB (SPDUIdent)OIDs
- MasterSwitch-MIB
- MasterSwitch-MIB
- MasterSwitch-MIB
- MasterSwitch-MIB

(SPDUIdent)OIDs
5 SPDUldent OIDs
- SPDUHardwareRev
- SPDUFirmwareRev
- SPDUDateOfManufacture
- SPDUIldentM odel Number
- SPDUIldentSevialNumber

sPDUMaster Control OIDs
sPDUMaster Control OIDs

- sPDUMaster State OID

- sPDUMaster Pending OID

- sPDUMaster Control Switch OID
- turnAllOnNew

- turnAllOnSequence
- turnAllOffNow

- rebootAllINow

- rebootAllSequence

(sPDUMasterConfig)OIDs

sPDUMasterConfig OIDs

® SPDUMasterConfig PowerOn

® -1 )
® 15¢( 15 )

® 30( 30 )

® 45( 45 )

® 60( )

Guo Xiaoping 29
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® 120( )
® 300 ( )
® PDUMasterConfigReboot,

5
10
15
20
30
45
60
® sPDUMaster ConfigPDUName MasterSwitch
SPDUOutlet Control OIDs
SPDUOutlet Control OIDs 8
OoID OIDs OlIDs
o SPDUOutlet Control oD
o commandPending
SPDUOQutletPending OID
® SPDUOutlet CtIOID SNMP SET
(outletOn), (outletOff) SNMP GET
° SPDUOQutletCtl OID

SPDUOutletConfi g OID

Guo Xiaoping 30
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sPDUOutlet Config OIDs

sPDUOutletConfig OIDs

8 sPDUOutletConfig Table Size

OID OIDs OIDs

o sPDUOutlet Configindex OID
® sPDUOQutlet Power On Time OID

-1

0

15 15

30 30

45 45

60

120

300
° sPDUOutlet Name OID 20
MasterSwitch 8 MasterSwitch-MIB 3  MiIB-
MasterSwitch-M 1B

8 MasterSwitch-MIB
Master Switch-MIB —
OutletOn 41-
OutletOff 42-
OutletReboot 43-
ConfigChargeSNMP 44-SNMP
ConfigChangeOut let 45-
0

AccessViolationConsole 46-
ConfigViolationHTTP 47- HTTP
PasswordChange 48-MasterSwitch
MIB-

Guo Xiaoping 31
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3  MIB-
MIB- —
ColdStart 0- MasterSwitch
WarmStart 1- MasterSwitc
SnmpA uthenticationFailure 4-
SNMP MasterSwitch
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BNE FERAHBA Web 25

Web

B A Web #2240

Web
BOOTP
BOOTP
DNS
Web

BOOTP

IhEE :

Web
Master Configuration
MasterSwitch

Master

Outlet Configuration

URL
(Auto Power On
Configuration )
- Status
URL

- System Configuration

Guo Xiaoping

Web MasterSwitch
M aster Switch
MasterSwitch
MasterSwitch
MasterSwitch  IP Web
Web
MasterSwitch
20 (PDU Name )
(Auto Power On )
MasterSwitch
(Reboot Duration )
MasterSwitch
(Device URL )
20 (Device Name )
MasterSwitch
)
(Outlet 1 Outlet 8 Outlet
URL
Web
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BOOTP MasterSwitch
- MasterSwitch IP
- HTTP
- IP

Web BOOTP BOOTP
BOOTP
Network HTTP Net Config
Web
/ Web /
telnet  Web telnet, Web
/ SNMP SNMP MIB- OID
Web Web APC
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FoE RAPREARK

MasterSwitch
LED
LED
Sizd
MasterSwitch

MO LED ERIT

MasterSwitch LED LED
LED LED

Network LED xR4T

MasterSwitch LED LED

° LED
OK

BOOTP

® Link-RX/TX LED
MasterSwitch
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]
A
Abbreviations 6
About submenu 26
about this guide 6-7
accessing Console Program 17 Console Program
access VilationConsole trap 31 ViolationConsole

apcmgmt OIDs
associated documents 6
auto power on 19

B

Baud rate,serial port 16
BOOP,enabling and disabling21  BOOTP /

C

canceling commands,outstanding 16

changing output settings 19

coldStart trap 31 coldStart

configChangeOutlet trap 31configChangeOutlet
configChangeSNMP 31

configuration and control functions 16
configViolationHTTP trap 31 configViolationHTTP
Console Program 16

Accessing 17

ContinueCurrentAgent 28 Agent
Control Console submenu 25 Control Console

E
EEPROM default settings 16 EEPROM
Embedded Web control 32 Web

accessing 32

functions 32

master configuration page 32
auto power on: 32
master power control 32
PDU name:32 PDU
reboot duration:32

outlet configuration page 32

Guo Xiaoping 36
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auto power on 32

device Name: 32

device URL: 32 URL
outlet power control : 32

status page 33
F
factory preset 16
features 9
front panel 9
10-Base-T network connector 9 10-Base-T
network status LED s 9,34 LED
link-TX/RX LED 34 - link-TX/RX
status LED 34 LED
receptacle (outlet) LED $9,34
reset button 9,34
serial port 9
functions 12
functions, configuration and control 16
H

HTTP submenu 22 HTTP

|

identification OIDs 29 OIDs
initial setup 10

introduction 8-9

L

login control 11

M
MAC address 10 MAC
Main menu 17
master outlet ,configuration and control 20
master power
configuration OIDs 30 OIDs
control OIDs 29 OIDs
device name 14
power on delay values 13

Guo Xiaoping 37
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Web control page 32 Web
MasterSwitch
Submenu 24
MasterSwitch-MIB

apcmgmt OIDs 28

MasterSwitchV1 OIDs 29
sPDUDateOfManufacture 29
sPDUFirmwareRev 29
sPDUHardwareRev 29
sPDUIdent 29
sPDUIdentM odeNumber 29
sPDUIdentSerial Number 29
sPDUMasterConfig 29
sPDUMasterControl 29
sPDUOutletConfig 29
sPDUOutletControl 29

mconfig OIDs 28
mconfigNumTrapReceivers 28
mconfigTrapReceiverEntry 28

mcontrol OIDs 28
continueCurrentAgent 28
restartCurrentAgent 28

sPDUMasterConfig OIDs
sPDUMasterConfigPDUName 30
sPDUMasterConfigPowerOn 30
sPDUMasterConfigReboot 30

sPDUMasterControl OIDs
sPDUMasterControl Switch 29
sPDUMasterPending 29
sPDUMasterState 29

sPDUOQutletConfig OIDs
sPDUOutletConfigindex 31
sPDUOutletCongfigTableSize 31
sPDUOutletName 31
sPDUOutletPowerOnTime 31

sPDUOutletControl OIDs
sPDUOutletControlIndex 30
sPDUOQutletControl TableSize 30
sPDUOQutletCtl 29
sPDUOutletCtIName 30
sPDUOQutletPending 30

Traps. See traps.

MasterSwitchVI OIDs. See MasterSwitch-MIB  MasterSwitchV1 OIDs.  MasterSwitch-MIB

mconfig OIDs 28

mconfigNumTrapReceivers 28
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mconfigTrapReceiverEntry 28
acceptThisReceivers 28
communityString 28
receiverAddr 28
traplndex 28

mcontrol OIDs 28
continueCurrentAgent 28
restartCurrentAgent 28

MIB-

Traps
coldStart 31
snmpA uthenticationFailure 31 SNMP

warmStart 31

navigating 18
navigating though menus 18
NetShelter
MasterSwitch usage with 8
network
communication values 10
BOOP used to define 10 BOOTP
default gateway 1P address 10 IP
HTTP port 10 HTTP
IPaddress 10 IP
subnet mask 10
terminal console used to define 10
status
LED s34
link-TX/RX LED

@)
outlet
off trap 31
ontrap 31
reboot trap 31
Ouitlet Configuration submenu 19
outlet power
configuration OIDs 18 OIDs
control OIDs 30 OIDs
device name 14
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power on delay values 13
receptacle(outlet)LED 34
URL links 14 URL
Web control page 18 Web
outlet settings,changing19
outlets
turning on and off 19 /

P

password 16,24
passwordChange trap 31passwordChange
ping utility 16,21ping
power
input 8
output 8
power, sequence 16
programmable control overview 8

R

reboot off cycle, delay value 14
registering your product 6
reinitializing MasterSwitch 16
reset button 34
restartCurrentAgent

S

scheduling areboot 19

sequence of power 16

serial port
accessing terminal console viatelnet 17
baud rate 10,16

setup information 17

shortcut keys 23

SNMP
access control submenu 24
functions 27

LED

MasterSwitch

telnet

MasterSwitch-MIB traps. See traps. MasterSwitch-MIB . traps

OIDs See MasterSwitch-MIB  OIDs

summary page 23
traps 16
snmpAuthenticationFailure trap
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sPDUDateOfManufacture
sPDUFirmwareRev
sPDUHardwareRev
sPDUldent

sPDUIdentM odel Number
sPDUIdentSerial Number
sPDUMasterConfig
sPDUMaasterConfigPDUName
sPDUM aaster ConfigPowerOn
sPDUM aaster ConfigReboot
sPDUMaasterControl
sPDUMaasterControl Switch
sPDUM aasterPending
sPDUMaasterState
sPDUOutletConfig
sPDUOutletConfiglndex
sPDUOutletConfigTableSize
sPDUOQutletControl
sPDUOQutletControl Index
sPDUOutletControl TableSize
sPDUOutletCtl
sPDUOQutletCtIName
sPDUOQutletName
sPDUOutletPending
sPDUOutletPowerOnTime
standalone usage 8

status Web control page 33 Web

T

TCP/IP menu 21 TCP/IP
telnet 17,22
Tools submenu 25 Tools
traps
MasterSwitch-M 1B
accessViolationConsole
configChangeOutl et
configChangeSNMP
configViolationHTTP
outletOff
outletOn
outletReboot
passwordChange
MIB-

PasswordChange 31
SnmpA uthenticationFailure 31 SNMP
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WarmStart 31
turning on(off)outlets /

U
UPS
Acronym definition
URL links 14 URL
user-interface components 34

network status LED s34 LED
link-TX/RX LED 34 link--TX/RX LED
status LED 34 LED
receptacle (outlet) LED s34 LED
reset button 34
W
warmStart trap 31
Web control. See enabedded web control. Web Web

Who should read this guide 6
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REERRE
APC 90
APC
APC RMA
APC
APC
BT AIHE MR
APC™, Back-

UPS® |, Back-UPS® Pro, MasterSwitch, Matrix-UPS™ , Measure-UPS™, NetShelter™ , PowerChute® ,

PowerChute® plus, PowerNet™, SNMP Adaper™ , Smart-UPS  Smart-UPS” v/s™

(© 1998

APC APC APC APC

132 Fairground Road Omodaka Nldg 5G
1-9-7 Shibaura

P.O. Box 278 4Rue St Claire Deville Ballybrit Industrial Esales  Minato-ku

West Kingston, Rl 02892 Lognes F-77185 Gaway Tokyo ,105

United States of America France Ireland Japan

Toll Free: 800 800 4APC  Tel: 33164625900 Toll Free: 1800702000  Toll Free:0120-80-60-90

Tel: 401 789 5735 Tel: 01 64 62 59 00 Tel: 353 91 702000 Tel: 81 03 3798-3888

Fax: 401 789 3180 Fax: 33160178029 Fax: 353 91 756909 Fax: 81 03 3798-3880

Guo Xiaoping 43 2003-6-17



