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FCC STATEMENT

FS

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses and can
radiate radio frequency energy and, if not installed and used in accordance with the instructions,
may cause harmful interference to radio communications. However, there is no guarantee that
interference will not occur in a particular installation. If this equipment does cause harmful
interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one or more of the following
measures:

e Reorient or relocate the receiving antenna.

e Increase the separation between the equipment and receiver.

e Connect the equipment into an outlet on a circuit different from that to which the

receiver is connected.

e Consult the dealer or an experienced radio/ TV technician for help.
This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1) This device may not cause harmful interference.

2) This device must accept any interference received, including interference that may

cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance
could void the user’s authority to operate the equipment.

Note: The manufacturer is not responsible for any radio or tv interference caused by unauthorized
modifications to this equipment. Such modifications could void the user’s authority to operate the
equipment.


http://www.tp-link.com/

FCC RF Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. End users must follow the specific operating instructions for satisfying RF exposure
compliance. This transmitter must not be co-located or operating in conjunction with any other
antenna or transmitter. This equipment has been SAR-evaluated for use in hand. SAR
measurements are based on a 5mm spacing from the body and that compliance is achieved at

that distance.

CE Mark Warning

C€15880

This is a class B product. In a domestic environment, this product may cause radio interference, in
which case the user may be required to take adequate measures.

National Restrictions
2400.0-2483.5 MHz

Country Restriction Reason/remark
General authorization required for outdoor use and
Bulgaria
public service
Outdoor use limited to 10 Military Radiolocation use. Refarming of the 2.4 GHz
France mW e.i.r.p. within the band band has been ongoing in recent years to allow current
2454-2483.5 MHz relaxed regulation. Full implementation planned 2012
If used outside of own premises, general authorization is
Italy
required
General authorization required for network and service
Luxembourg None
supply(not for spectrum)
This subsection does not apply for the geographical area
Norway Implemented
within a radius of 20 km from the centre of Ny-Alesund
Russian Federation Only for indoor applications

Note: Please don'’t use the product outdoors in France.
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DECLARATION OF CONFORMITY

For the following equipment:

Product Description: 54Mbps Wireless USB Adapter
Model No.: TL-WN321G

Trademark: TP-LINK

We declare under our own responsibility that the above products satisfy all the technical
regulations applicable to the product within the scope of Council Directives:

Directives 1999/5/EC

The above product is in conformity with the following standards or other normative documents:
ETSI EN 300 328 V1.7.1: 2006

ETSI EN 301 489-1 V1.8.1:2008 & ETSI EN 301 489-17 V1.3.2:2008

EN60950-1:2006

EN62311:2008

Recommendation 1999/519/EC

Person is responsible for marking this declaration:

Yang Hongliang
Product Manager of International Business

TP-LINK TECHNOLOGIES CO., LTD.

South Building, No.5 Keyuan Road, Central Zone, Science & Technology Park, Nanshan,
Shenzhen, P. R. China
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Package Contents

The following items should be found in your package:

» One TL-WN321G 54Mbps Wireless USB Adapter
» One USB extension cable
» One Resource CD for TL-WN321G 54Mbps Wireless USB Adapter, including:

e Drivers and Utility
e User Guide
e  Other Helpful Information

& Note:
Make sure that the package contains the above items. If any of the listed items are damaged or

missing, please contact with your distributor.
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Chapter 1 Introduction

1.1 Product Overview

The adapter is a USB 2.0 pen-size wireless adapter supporting IEEE 802.11b/g 2.4GHz radio

operation. It provides high-speed wireless connection with data rate up to 54Mbps, and wireless

roaming allows the user to move among different AP without losing the current connection. The

adapter provides excellent security features, including TKIP, AES, WPA, and up to 128 bit WEP

encryption security, which makes the network almost impenetrable.

Featuring high performance of fast transmission rates, simple installation and adaptability, as well
as strong security the TL-WN321G 54Mbps Wireless USB Adapter is the perfect solution for

personal and small business use.

1.2 Main Features

»

>

>

Complies with IEEE802.11g, IEEE802.11b standards

Supports WPA data security, IEEE802.1x authentication, TKIP/AES encryption, 64/128-bit
WEP encryption

Supports 54/48/36/24/18/12/9/6Mbps or 11/5.5/2/1Mbps wireless LAN data transfer rates
Provides USB interface

Supports Ad-Hoc and Infrastructure modes

Supports roaming between access points when configured in Infrastructure mode

Eases configuration and provides monitoring information

Supports Windows 2000/ XP/ Vista/ 7

Internal Antenna

1.3 LED Status

The LED on the top of this card indicates Link/Act status. It blinks on green light when sending

and receiving data.
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Chapter 2 Installation Guide

2.1 Hardware Installation
1. Connect one end of the USB cable to the Adapter.

2. Connect the other end of the USB cable to the USB port on your computer. Because the
Adapter gets its power from the host, there is no external power supply. The LED should light
up when the Adapter is plugged in and the PC is on.

&= Note:

The Adapter can also be plugged into the USB port on your computer directly.

2.2 Software Installation

2.2.1 Overview
The Adapter’'s Setup Wizard will guide you through the installation of the Utility and drivers for
Windows 2000/ XP/ Vista/ 7.

Before you install the software, please plug the adapter into your PC. For Windows 2000/ XP/
Vista, you will be prompted “Found New Hardware Wizard”, click the Cancel button, and run the
Setup Wizard program on the CD-ROM.

The Setup steps for Windows 2000/ XP/ Vista/ 7 are very similar, so the following installation

guide takes Windows XP for example.

2.2.2 Installation Guide

1. Insert the Resource CD into your CD-ROM drive, Double-click Autorun.exe to start the

installation. The following screen for preparing setup will appear.
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TP-LINK Setup Wizard

The Reliable Choice : Wirelass G Adapter

Vi

\("\
(
\‘\‘/

. T e D G

Install DrivergUtillty
User Guide

MNote : Please select the model of your network adapter and install driver according to your operating system

Browse CD EXIT

Figure 2-1
2. Click TL-WN321G to display the drop-down menu. Click User Guide for more detailed
configuration. Click Browse CD to read the files on the CD. Click Exit to quit the setup wizard.
Select Install Driver&Utility and then the following screen will pop up.

TE-LINE Wireless Utility — InstallShield Wizard

Preparing Setup

Ple. it while the Installs hiel

InsraaliBhield Cancel

Figure 2-2 Preparing Setup

3. Then you'll see the screen as follow, you can choose what to be installed.
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TE-LINE Wireless Otility — InstallShield Wizard

Setup Type

Il driver only

InustallShigld ’ < Back ” Mext » ] Cancel

Figure 2-3 Setup Type

4. As next screen shown, you can select the configuration tool here.
TE-LINE Wireless Utility — InstallShield Wizard

Setup Type
g setup type th

onfiguration Tool.

guration T ool

rfiguration Tool

InstealiBhield l < Back ” Mext > ] Cancel

Figure 2-4 Setup Type

. If you want to install the TP-LINK Wireless Utility, please select the TP-LINK
Configuration Tool and click Next.

II. If you only want to use the Microsoft Zero Configuration Tool to configure the wireless
connection, please select Microsoft Zero Configuration Tool and click Next.

-5-
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5. Then, choose the destination location.

TE—LINE Wireless Otility — InstallShield Wizard

Choose Destination Location

| -

Figure 2-5 Choose Destination Location

InsraaliBhield [ < Back ”

6. After that, you will see the next screen as below. Click Install to continue.

TE—LINE Wireless Otility — InstallShield Wizard

Ready to Install the Program

jan.

change any of

anner program wi

| -

Figure 2-6 Ready to Install the Program

InsraaliBhield [ < Back ”

7. The following screen for installing will appear.
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TP-LINK Wireless Utility - InstallShield Wizard
Setup Status

The Ir

Installing

EENNNNNNNNNNNNNNNNNNNENNNNNNNNRREEE]

Figure 2-7 Setup Status

8. After the files have been successfully copied, the screen in Figure 2-8 will appear. Click the
Finish button to finish the wizard.

TE-LINE Wireless Dtility — InstallShield Wizard

InztallS hield Wizard Complete

lity. Click Firish to exit the

| e

Figure 2-8 InstallShield Wizard Complete

InstallShield [ < Back ”

After installing the driver successfully, you should see an icon all or aill appear in your
system tray.
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2.3 Uninstall Software

2.3.1 Uninstall the driver software from your PC

1.  On the Windows taskbar, click the Start button, and then click Control Panel.
2. Double-click the System icon, click on the Hardware tab in the System window.

3. Click on the Device Manager button, double-click Network Adapters, and then right-click
TP-LINK Wireless USB Adapter.

L Device Manager B@@

File Action Yiew Help
& @ =Ra

- =) TEST-1
+1- i Computer
+| e» Disk drives
+ § Display adapters
+| =) Floppy disk controllers
+ M, Floppy disk drives
+ (=) IDE ATAJATAPI controllers
+ ,ﬁg Infrared devices
+ » Kevboards
+- ") Mice and other pointing devices
+ % Monitors
-| B8 Network adapters
H® Realtek RTL8139/810x Family Fast Ethernet NIC

| " JTP-LINK Wireless USB Agaata ‘
= &} Other devices Update Driver...

&3 Ethernet Controller Disable
+ 5 Ports (COM & LPT) Uninstall
+ %% Processors
+ @ Sound, video and game con
+ % System devices Properties
+ % Universal Serial Bus controllers

Scan for hardware changes

|Launches the Hardware Update Wizard For the selected device,

Figure 2-9 Device Manager
4. Click Uninstall shown in above Figure 2-9, the system will uninstall the driver software of the
adapter from your PC.

2.3.2 Uninstall the utility software from your PC

1. On the Windows taskbar, click the Start button, point to All programs->TP-LINK, and then
click Uninstall-TP-LINK Wireless Utility.

Microsoft Office

IxChariok B Tr-Link wirslass Utiliey

All Programs B | M TR-LINK & Uninstal-TP-LINK ! 55 Lty

‘| Log OFF  |ID) | Turn OFF Compter

Figure 2-10 Uninstall the utility
2. Following the Install Shield Wizard to uninstall the utility software from your PC.
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Chapter 3 Configuration

3.1 Configuration of Utility

TL-WN321G Wireless USB Adapter can be configured by its utility for Windows 2000/ XP/ Vista/ 7.
This section will take the configuration in Windows XP for example and guide you to configure
your wireless adapter for wireless connectivity with trustable data security encryption features.

The configuration steps in Windows 2000/ XP/ Vista/ 7 are similar. For the configurations in

Windows 2000/ Vista/ 7, please refer to the instructions in Windows XP.

After the Adapter's driver and utility has been installed, the adapter’s tray icon, all or aill , will

appear in your system tray. It means the utility is running on your system. If the utility does not run,
you can run the utility by clicking: Start> All programs> TP-LINK> TP-LINK Wireless Utility. If
the icon still does not appear, the driver or utility may be installed incorrectly or the adapter is
unplugged, please try again.

Icon JJ]] means the connection has been established. Icon JJJ] means there is no connection.

Double-click the aill icon and the configuration screen of the utility will appear. You can also run
the utility by clicking: Start> All programs> TP-LINK> TP-LINK Wireless Utility. The utility
provides a complete and easy manage tools to:

» Display current status information
» Edit and add configured profiles
» Display current diagnostics information

& Note:

If your OS is Windows XP, you can use Windows XP to configure the wireless network settings.
(To use this function, you must upgrade the OS with sp2).

If you want to use Windows XP to configure wireless network settings, just right-click the icon

all at the bottom of the screen, and click Use Zero Configuration as Configuration utility to

switch the utility.
3.1.1 Profile

Click the Profile tab of the utility and the Profile screen will appear as Figure 3-1. The Profile
screen provides tools to:

> Add a Profile

>  Edit a profile

> Delete a profile
>

Import a profile
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Export a profile
Activate a profile
= TP-LINK Wireless Utility

E w o & @9 9

Profile Metwork Advanced Statistics Qss Radiu.um‘uff About

Profile List
Profile Mame ==
5510 =»
Metwork Type =3
Authentication ==
Encryption =»
Usze 802, 1x =»
Tx Power =»
Channel ==
Power Save Mode ==
RTS Threshold ==
Add [ Import poit L Fragment Threshold ==

Figure 3-1 Profile Tab
To Add a new profile: Click the Add button on the Profile tab, the Profile configuration
screen will appear as shown in Figure 3-2. Enter the Profile Name and choose the SSID

from the pull-down list, then click OK to add it.

# TP-LINK Wireless Utility 53
B 23 =
I ikl & %
Profile MNetwark Advanced Statistics Qss Radio on/off  About
Profile List
Profile Mame ==
SSI0 ==
Metwark Type ==
Authentication ==
Encryption ==
Use 802, 1x ==
Tx Pawer ==
Channel ==
Pawer Save Made ==
RTS Threshold ==
Add [ Import poit L Fragment Threshold ==
S
System Config Auth, VEncry.
Profile Name == |PROF1 Metwork Type »» Infrastructure e
ssiD > | | TR aERE Auto v
Pawer Save Mode == () CAM @ rom
] RTS Threshold —— i
I:‘ Fragment Threshold 2 _— D Driagnosis Capable
Ok Cancel

Figure 3-2 Add a new profile

Profile Name - Identifies the configuration profile. This name must be unique. Profile names
are not case-sensitive.

SSID - The IEEE 802.11 wireless network name. This field has a maximum limit of 32
characters.

-10 -
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RTS Threshold - Here you can specify the RTS (Request to Send) Threshold. The default

value is 2347.

Fragmentation Threshold - This value is the maximum size determining whether packets
will be fragmented. Setting the Fragmentation Threshold too low may result in poor network
performance since excessive packages. 2346 is the default setting and is recommended.

To edit a profile: Highlight the desired profile name on Profile List, and click the Edit button,

the Profile configuration screen will appear shown in Figure 3-3.

“ TP-LINK Wireless Utility

[E=] i &= .
Profile Metwork Advanced Statistics Qss Radio On/Off  About
Profile List
PROFA @, Profile Mame == PROF1
S5I0 ==
Metwork Type == Infrastructure
Aduthentication == Open
Encryption =» Mone
Use 802, 1% == NO
Tx Power == huto
Channel =» Auta
Power Save Mode == Cam
RTS Threshold == nfa
Add Edlit Delete Import Export Activate Fragment Threshold == nfa
S
System Config Auth, VEncry,
Profile Mame == |PROF1 Metwork Type =» Infrastructure 2
Tx Power == -
S0 s | j huta
Pawer Save Mode == (Z) CAM @ P
[] RTs Threshald —_
I:‘ Fragment Threshold _—
O Cancel

Figure 3-3 Edit a Profile-System Configuration

» System Config: Here you can change the Profile Name and SSID.

» Auth.\Encry.: Click the Auth.\Encry., you can skip to the following screen.

11 -
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e F O §

ile Metwark Advanced Statistics 055 Fadio OnfOff About

“ TP-LINK Wireless Utility

!

Prof
Profile List
PROFA @, Profile Mame == PROF1
S5I0 ==
Metwork Type == Infrastructure
Aduthentication == Open
Encryption =» Mone
Use 802, 1% == NO
Tx Power == huto
Channel =» Auta
Power Save Mode == Cam
RTS Threshold == nfa
Add Edit Delete Import Export Activate Fragment Threshold == nfa
S
System Config Auth, YEncry,

Authentication == Cpen - Encryption == Mone - [ use soz.1x

WPA Preshared Key =»

Wep Key

I:‘ Show Pazsword

O Cancel

Figure 3-4 Edit a Profile-Auth.\Encry.

Authentication — You can choose the Authentication Type from the pull-down list with

three options, Open System, Shared-Key System or LEAP.
802.1X — It enables when Authentication Type is setting to WPA.

Encryption — Displays which encryption type that the driver is using. When you select Open
System, Shared-Key System as Network Authentication, there are two options: WEP and
Disabled. If you select WPA-PSK as Network Authentication, there are TKIP and AES
options instead of WEP and Disabled.

Wep Key — Key #1, Key #2, Key #3, Key #4, the Key groups. You can enter 10 hexadecimal
digits (any combination of 0-9, a-f, A-F) or 5 ASCII characters for 64-bit (also called 40bits)
encryption. You can enter 26 hexadecimal digits (any combination of 0-9, a-f, A-F) or 13
ASCII characters for 128-bit (also called 104bits) encryption.

To delete a profile: Highlight the desired profile name on Profile List, and click the Delete

button.

To switch to another profile: Highlight the desired profile name on Profile List, and click

the Activate button.

-12-
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3.1.2 Network

Click the Network tab of the Utility and the Network screen with many available wireless network

choices will appear as Figure 3-5.

= TP-LINK Wireless Utility

E = F O ?
Frofile Metwork Advanced Statistics Q55 Radio On/fOff About
Sorted by »» @ o @ channel @ sicnal [] Show dém

AP List »»
001601E626E4 b g 9 0% 5
apai_test i @ nks Eo T |
for_743_test_0128 (20 g .‘j‘ 7% Wl
mafei b @ 4 2 |
Metwork-002586b7 3272 b g .‘j‘ 0%
Metwork-17431463 s g .‘j‘ 0%
CrvisLink_198789 @ 12 g .‘j‘ 3% =

Rezcan 4dd to Profile Connect
b 4

Figure 3-5 Network tab
» Rescan: Click the Rescan button to refresh the list at any time.

» Add to Profile: Highlight an SSID and click the Add to Profile button to add the network to
the profile. The continued steps are similar to add a new profile, please refer to the 3.1.1

Profile: To Add a new profile.

» Connect: Highlight an SSID and double-click or click the Connect button to connect to an

available network without adding it to the profile.

3.1.3 Advanced

Click the Advanced tab of the Utility and then you can choose the wireless mode on the following
screen.

= TP-LINK Wireless Utility

[k

il F O ?

P.rufile Metwiork Advanced Statistics Q55 Radiu.um‘uff About

[@] Enable T Burst Wireless Protection =» Auto e

[@] Enable TCP Window Size

D Fast Roaming at dBm TxRate =>4t -

Apply

|:| Show Authentication Status Dialog

Figure 3-6 Advanced
> Enable TX Burst - It can translate more data when it enable.
» Fast Roaming at — Roaming will disable when Transmit Power is below some dBm if the
function is selected.

13-
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» Show Authentication Status Dialog- Click the checkbox to show the Authentication Status

Dialog.
» Apply - Click the Apply button to save the current setting.

3.1.4 Statistics

Click the Statistics tab of the Utility and you will see the following screen displaying the receiving
and transmitting statistical information. Click the Reset Counter button to reset the count of the

statistics information.

= TP-LINK Wireless Utility

= iy &F & %

P.rufile Metwork Advanced Statistics Qss Radiu.um‘uff About

Transmit Recelve
Frames Transmitted Successfully = 2170
Frames Retransmitted Successfully = 1599
Frames Fail To Receive ACK After All Retries = i}

Fesat Counter

Figure 3-7 Statistics tab

3.1.5 QSS

Click the QSS tab of the Utility and you can configure the QSS function to joint an existing network

quickly in the following screen.

= TP-LINK Wireless Utility

i} F O ®

Profile Metwork Advanced Statistics Qss Radio OnfOff  About
Config Mode Q55 AP List
’—_] Qss
PSBUTTON [k < Metmark-17431463 00-14-78-94-14-63 3 Sizs
1D TP-LINK_BAOWENPING 00-1D-0F-01-06- ¥
< >
Rx_asc:an Infarmation

Press the "Q55" button of the AP, and then
press the "0QS55" button above, Q55 Profile List

—

| £

Progress == 0% —
Dizconnect

Figure 3-8 QSS tab

» The QSS connection will be automatically displayed on the QSS Profile List. Pitch on the
Profile and click Export Profile to add a Profile to the Profile List (Section 3.1.1).

» The Auto function is default to enable that the adapter will automatically try to build the
connection with the Access Point devices shown in the QSS AP List one by one.

-14 -
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» You can also establish a wireless connection by using either Push QSS Button method or

PIN method. It is recommended that you choose the simplest method that your AP device
supports.

&= Note:
To build a successful connection by QSS, you should also do the corresponding configuration of

the Access Point for QSS or WPS function meanwhile.
l. PBC Method

If your Access Point is equipped with a push-button for Wi-Fi Protected Seti.. an connect
the adapter to the Access Point by Push QSS Button method.

Step 1 Press the QSS button on your Access Point device.

Step 2 Click the @SS button (marked by the red circle) on the screen as Figure 3-9.

= TP-LINK Wireless Utility

B 4 = s
Profile Metwork Advanced Statistics Qss Radio On/Off  About
Config Mode Q55 AP List
55 BUTTON
© Bt 1D Metwork-174531463 00-14-75-94-14-63 2 Sa
D TP-LIMK_ 154474 00-27-19-15-44-74 5 it
£ ?
Infarmation
Press the "0Q85" button of the &P, and then
press the "0Q58" button above, 55 Profile List
@ Auto
£ >
Progress == 10% —
Dizconnect
PBC - Scanning AP
.

Figure 3-9 QSS- QSS BUTTON mode

Il. PIN Method

If your Access Point supports Wi-Fi Protected Setup and the PIN method, you can add the
adapter to the network by the following two ways:

1) Enter a PIN from my Access Point

Choose the Config Mode as Registrar and enter the PIN of AP into the field under the Pin Code
as Figure 3-10 shown. And then click PIN button to start the wireless connection without doing
any configuration for AP.

-15-
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* TP-LINK Wireless Utility

T =
—_ T ® 4
Profile Metwork Advanced Statistics Qss Radio On/Off  About
Config Mode Q55 AP List
fegistran jv | D TP-LIMK_154474 00-27-19-15-hds-7dh 5 5
Pin Code D TP-LINK_BACWENPING 00-10-0F-01-06-30 13 v
61028906 =0 < >
Rezcan Infarmation
Input the pin code of the 4P, and then press .
the "PIN" button abowe, Q55 Profile List
ExReghii307005 9
@ Auto
- £ |
Progress == 0% — _
) Dizconnect Export Profile
¥
Figure 3-10 QSS - Registrar mode
Note:

The default PIN code of the AP always can be found in its label or User Guide.

2) Enter the PIN into my Access Point
Choose the Config Mode as Enrollee and click the PIN button on the screen as Figure 3-11.

Meanwhile, enter the PIN code of the adapter into the configuration utility of the AP. For the

detailed instructions of the AP configuration, please refer to the User Guide of the AP.

= TP-LINK Wireless Utility

i bl & @
Frofile Metwork Advanced Statistics QS5 Radio On/Off About
Config Mode Q55 AP List
Ehrolea jv | 1D TP-LIMK_154474 00-27-19-15-44-F4 i &
Pin Code D TP-LINK_BAOWENPING 00-10-0F-01-06-30 13 ¥
161028906 Renew £ >
Rescan Information
Input the pin code generated by "Renew” .
button in the AP, and then press the "PIN" 055 Profile List
button above.
@ éuto
- < | (¥
Progress == 0% . 7
) Dizconnect
b 4
Figure 3-11 QSS - enrollee mode
& Note:

The PIN code of the adapter is displayed on the QSS configuration screen as Figure 3-11 (the
default PIN code for this adapter is 08781949 as Figure 3-11 shown).

3.1.6 Radio On/Off

You can turn on/off the wireless radio by clicking the icon ¥ of the Utility. The green icon will turn

[ ]
to red F when the wireless radio is turned off.

-16 -
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3.1.7 About

Click the About tab of the Utility and you will see the following screen with some information about
this adapter.

= TP-LINK Wireless Utility

[
il

B = F O ¢

P.rufile Metwork Advanced Statistics Qss Fadio ﬁm‘uff About

Copyright (¢) 2010, TP-LINK TECHNOLOGIES CO., LTD, &ll Rights Reserved.

Utility Wersion == 3.1.4.0 Date == 04-16-2010
Driver Version == 3.1.1.0 Date == 04-14-2010
DLL Wersion == 1.0,4.0 Date == 04-16-2010
EEPROM Version == i Firmware Version = 0.23
Phy_fddress == 00-56-25-33-44-54

http: £ fwa, tp-link com.cn

Figure 3-12 About
Utility Version - The version of this utility.
Utility Date - The creation date of this utility.
Driver Version - The version of the wireless network adapter driver.
Driver Date - The creation date of the wireless network adapter driver.
Firmware Version -The version of the adapter firmware.

EEPROM Version - The version of this EEPROM.

vV V ¥V V VYV VY V

Phy_Address - The MAC address of the wireless network adapter.

& Note:

For more help information, you can click the http://www.tp-link.com button on the screen to

connect to website of our company.

3.1.8 An example for application

Suppose you have an installed and active AP, the SSID is TPLINK and it adopts 64-bit encryption
with the key 0123456789. To establish a connection with this AP, please follow these steps

below:
1. Launch TP-LINK Wireless Utility.
2. Click the Profile tab of the utility and click the Add button on the screen that appears.

3. The Profile configuration screen will appear, please enter Test for the Profile Name, TPLINK
for the SSID, select Infrastructure for the Network Mode, select WEP for the Data Encryption
and enter 0123456789 for Network key.

4. Click OK to save this profile.
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5. Highlight the profile named Test on the profile list and click Activate on the Profile screen.

The utility will establish a connection with this AP by configured profile.

3.2 Configure with Windows XP Wireless Zero Configuration

1. Right click the icon 111l on the bottom of the desktop first and you will see Figure 3-13.
Double click the Use Zero Configuration as Configuration utility option to enable Wireless

Zero Configuration function.

Launch Config Ukiity

IUse fera Configuration as Configuration Ukility
Switch ko AP Made

Open Dlagnostic Testing Made
Ezit

Figure 3-13 Use Zero Configuration as Configuration utility

2. After that, double click the icon , and the following Figure 3-14 will appear with some
available wireless network choices. You can highlight a network and then click Connect to

add to a network.

"'-, Refresh netwark list

<2 Setup a wireless netw_ork
for a home or small office

Related Tasks

».,ilJ Learn about wireless
nietworking

fg Change the order of
preferred networks

"333' Change advanced
setkings

Figure 3-14 Choose a wireless network

& Note:

(i1 Wireless Network Connection

| Network Tasks | Choose a wireless network

Click an item in the list below to connect to a wireless netwark in range or o get more

information,

x|

(iﬁ?)
((ﬁ))
((ﬁ))
(iﬁl‘)
((ﬁ))
((ﬁ))

TP-LINK

Unsecured wireless netwark

TP-LINK

Unsecured wireless netwark

TP-LINK

'i Security-enabled wireless network

wsp

Unsecured wireless netwark
123

Unsecured wireless netwark

Wireless

Unsecured wireless netwark.

il
aalll
aatl]
aalll
aall]

unll]

|>

v

Connect

If you have not installed SP2 for Windows XP, the screen above will not be available.

3. During the connection, you will see the screen as Figure 3-15 shown.
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11 Wireless Metwork Connection |X|

Nibwailor ssis Choose a wireless network
g Refresh network list Click an item in the list below to connect ko a wireless network in range or ko get more
information,
<2 Set up a wireless netwark (@) TP-LINK Acquiring network %’:f 2'
for a home or small office ﬁ address
Unsecured wireless netwaork IIII
Related Tasks ([ﬁ)) TRLTNE
(i) Learn about wireless Unsecured wireless netwark IIII!
networking
(( )) TP-LINK |
Change the order of : [I =|
preferred networks ' Security-enabled wireless network IIII
9& Change advanced ([ )) el
setkings |
Unsecured wireless netwark II[I[I[I
123
(i‘ﬁ))
Unsecured wirgless network IIII[I _|
Wireless
(i‘ﬁ))
Unsecured wirgless network IIII[I o
Connect

Figure 3-15 Acquiring network address
If the connection is finished, the icon will display like the next screen shown.

TP-LIME USE Wireless Adapter Status @ Good (TP-LINK)
EN R e ] e BR e, B0 4 4032 AM

Figure 3-16 Finish
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Chapter 4 AP Mode

4.1 For Windows 2000/ XP/ Vista

The configuration steps for AP Mode in Windows 2000/ XP/ Vista are similar. This section will take
the configuration in Windows XP for example. For the configurations in Windows 2000/ Vista,

please refer to the instructions in Windows XP.

Clickthe jj]] icon to switch to AP Mode. In this mode you can use the TL-WN321G as a soft AP.

Launch Config Utility
Use Zero Configuration as Configuration Ukility
Open Diagnostic Testing Mode
Exit

Figure 4-1

& Note:

At this time, if your PC have Installed other network card (wireless or wire), you will be prompted
“ICS Select WAN Adapter” to select one of them to be “WAN”. With this function TL-WN321G can
serve as wireless router based on the selected card connecting to the Internet, which will make
the APs of the LAN share the Internet.

ICS Select WAN Adatpter [X|

WAN Adapter Name: |Realtek RTL8139/810x Family Fast Ett ~|

LAN Adapter Name: |TP—LINK Wireless USB Adapter

..............................................

Figure 4-2
4.1.1 Config

Here you can do some basic configurations.
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A TPLINK Wireless Utility

Config l.t'-‘«c:cess Contiol | Mac Table | Event Lo | Statistics | &bout |

5310 [SaheF-n ¢- Use Mac Address |
Channel 1 - Security Setting |

[ No forwarding among wireless clients

Beacon [mz) 100
T Power 100 % -

Idle time(&0 - 3600](z) 300
WWireless Protection Auto -
T Rate: Auto -

Detault

Cancel |

3

Apply |

Help

Figure 4-3 Config Setting Page
» S8SID - Enter the SSID of your soft AP, or you can press “<- Use Mac Address” button to

keep the Mac Address as your SSID.

» Channel — Select the channel from the drop-down list. This field determines which operating

frequency will be used.

> Beacon - Enter a value between 20-1000 milliseconds for Beacon Interval here. The

beacons are the packets sent by the router to synchronize a wireless network. Beacon

Interval value determines the time interval of the beacons. The default value is 100.

» TX Power —Manually force the AP’s transmitting power. System default is 100%.

» Idle Time - Manually force the Idle Time using a selected value. The default is 300.

4.1.2 Access Control

Click the Access Control tab of the utility and the Access Control screen will appear as Figure

4-4. In this page, you can enable/disable the AP to connect with the specified Mac address.
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/ TP-LINK Wireless Utility X]

Config  Access Control lMau: Table] Ewent Lng] Statisticsl Ahbout ]

Access Policy ﬂ

MAL Address |

Apply

Help

Figure 4-4 Access Control Function
» Access Policy — This field allows you to start the function or not. System default is disabled.
¢ Disable - Disable the Access Policy feature.
e Allow All - Allow all the MAC addresses in the Access List to access the AP.
¢ Reject All - Disable all the MAC addresses in the Access List to access the AP.
» Mac Address — Manually force the Mac address using the function, and press Add to
Access List.
» Access List — Display all Mac Addresses that the user has set.

4.1.3 Mac Table

Figure 4-5 shows the link status page. It displays detailed station information of current

connection.
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£ TP-LINK Wireless Utility X
Corfia | Access Contral  Mac Table ] Event Log | Statistics | About |
MAL Address | 41D | Pawer 5... | Status
< *
Help

Figure 4-5 Mac Table Function
MAC Address — The station’s Mac address of the current connection.

AID - Raise value by current connection.
Power Saving Mode — Support Power Saving Mode on the currently connected station.

Status — The link status of the current connection.

vV V V V

4.1.4 Event Log

A record of all event times and messages, shown as below.
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/£ TP-LINK Wireless Utility X

Corfia | Access Control | Mac Table  Event Log ] Statistics | About |

Ewent Time [wy/mm/dd- hh:mm:ss) | teszage |

200070841907 2237 Restart Access Point
2000 /05 419-07: 22 37 Restart Access Point

Clear

Help

Figure 4-6 Event Log Page
» Event Time (yy/mm/dd-hh:mm:ss) — Displays the event time recorded.

» Message — Displays all event messages.

4.1.5 Statistics

The statistics page displays detailed counter information based on the 802.11 MIB counters. The

information is translated into a format easier for the user to understand.
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/£ TP-LINK Wireless Utility X]

Confia | Access Control | Mac Table | EventLog  Staistics l.t'l'n.bu:uut |

Tranzmit Statistics

Framesz Tranzmitted Succeszfully = 2494
Frames Fail To Receive ACK After All Reties = 0
RTS Frames Successfully Receive CTS = 1]
RTS Frames Fail To Receive CTS = 0
Frames Transmitted Successfully After Retm = 1

Receive Statistics

Frames Received Successfully = 0 q
Frames Received With CRC Emor = 85045
Frames Dropped Due To Out-of-Resource = 1]
Duplicate Frames Received = i

Help

Figure 4-7 Transmit and Receive statistics
4.1.6 About

The About page displays the wireless card and driver version information as shown in Figure 4-8.
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£ TP-LINK Wireless Utility X

Confia | Access Control | Mac Table | Event Log | Statistics  About l

hittp: £ Avanantp-link. com

LItility Wersion ; 2060

Drriver Yersion : 31.1.0

EEPROM Wersion : 1.2

IP Address 0ooon

Sub Mask : 0.0.00

Copyright [c] 2010, TR-LIME TECHHOLOGIES CO., LTD. All Rights Reserved.

[ate

[rate

Firmwware “ersion :

Fhy_Address :

Default Gateway :

04-16-2010

04-14-2010

023

00-86-25-33-44-54,

Help

Figure 4-8 About Page

4.2 For Windows 7

Right click the ]l icon to switch to STA+AP Mode. In this mode you can use the TL-WN321G

as a soft AP.

Exit

& Note:

TS

Launch Config Utilities
Switch to STA+AP Mode
Open Diagnostic Testing Mode

Figure 4-9

At this time, if your PC have Installed other network card (wireless or wire), you will be prompted
“ICS Select WAN Adapter” to select one of them to be “WAN”. With this function TL-WN321G can
serve as wireless router based on the selected card connecting to the Internet, which will make
the APs of the LAN share the Internet. Select the Adapter and click OK to continue.
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ICS Select WAN Adatpter ==

WAN Adapter Name: |Tp INK Wireless USB Adapter |

LAN Adapter Name: |Micrusuft Yirtual WiFi Miniport Adapter

oK
Figure 4-10
The following screen for basic configuration will appear.
B TP-LINK Wireless Utility (23]

B o =

E - @ & @O 7

Profile AP Netwaork Advanced Statistics Qss Radio on/off About

551D == |SoftAP-5B

Max Number of Peers =» | 20
Authentication »» |WPA2Z-PSK Encryption > |AES

ffffffff

Key Material »»

IP Address => 192.168.123.1

Apply

B55ID == | 00-86-25-33-44-56

MAC Table

Figure 4-11
» SSID - Enter the SSID of your soft AP.

» Max Number of Peers — Configure the max number of Adapters can be connected to the
network.

» Authentication — Display which Authentication type that your soft AP is using.

A\

Encryption — Display which Encryption type that your soft AP is using.
» Key Material — Enter 8 to 63 ASCII characters or 8 to 64 Hexadecimal characters as the key
material.
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Chapter 5 Example for Application

5.1 Configuration of PSP XLink Online game

Please ensure the software and hardware environments are well established before configuring.
For hardware, at least a PC, a TL-WN321G 54Mbps Wireless USB Adapter and a PSP device are
needed. For software, the TL-WN321G Adapter driver should be properly installed.

Please operate as follows:

Step 1. Connect the website of X-LINK http://www.teamxlink.co.uk to register, and download the
latest software of X-LINK Kai.

Step 2. Install the X-LINK Kai software, click Start > All programs > XLink Kai > Configure Kai,
then set as Figure 5-1.

"5_ XLink Eai Configuration Tool

]l Drefault Prafiles

kalll. exe Select a profile, the template will be

applied over vour zettings.
v Launch Ul PP ¥ d

Character Set |Seleu:t a profile.. j

System Defz =

Configuration [tems
- {+ PS50K .
K.ai Port

|3|:||:||:||:| Metwork, Adapter

]

TP-LINE Wireless USE Adapter Jid
v Show dangerous MICs

K.ai Deep Port
130000

[v Enable PAT
[ =Box Homebrew
Default Password

[ Follow PSP 551D l— [ Auto Login

[ Auto Open Chat

Default #Tag [ zername]

Cloze Engine After
| Mewver ﬂ

v Cloze Engine when Ul Closes

[ Ao Fremate Ul Connections

Figure 5-1

Step 3. After completing the settings, please click Start > All programs > XLink Kai > Start Kai
to connect to XLink Kai.

Step 4. Open the wireless mode of the PSP device, then start an internet game.
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Step 5. Right-click “My Computer” and select Management. In the prompt page, click Device
Manager, then right-click “TP-LINK Wireless USB Adapter “and select Properties. Then

set the value of “PSP Xlink Mode” as Enable following the red marked instruction in the
figure.

L

TP-LINK 150Mbps Wireless Lite N Adapter,

=) Fie Action View ‘Window Help General | Advanced |Driver Details

e AEEFS 2 8 =Ra

The follawing properties are available for thiz network, adapter. Click

the property you want to change on the left, and then select its value
Computer Management (Local) = “;; TESTZ & tﬁe ﬁghf 4 e
] m Syskem Tools + :-J Computer
+ Event Yiewer +|-ag Disk drives Property:
+ Shared Folders + § Display adapters Country Region 116G ~ nable -
+ % Local Users and Groups +1-i=y Floppy disk controllers DLS Capable 0
+-&% Performance Logs and Alerts + g Floppy disk drives Eragm?t Threshold
| 4 IDE ATAJATAPT controllers fame /ggragation
S IEEEB0Z211h
= & Skorage +] % Infrared devices Local Adrministration MAC Netwark,
+ Remaovable Storage +-iz» Keyboards Maw Service Period Length
Disk Defragrenter +-1") Mice and other pointing devices anoﬂé T-".'De Mok
Disk Management +-- & Monitors = = fos
¥ @ Services and Applications —|- B8 Metwoark adapters
B8 Atheros ARSO0S Wirelass Metwor RDG L
Realtek RTLE139 Family PCIFast g | |FTS Threshold
(g TP-LINK Wireless USB Adapter SmarScan e

= @ Other devices
@ Ethernet Controller
+- 4 Parts (COM &LPT)
+ ﬂ Processars
+-@, sound, video and game controllers

I a4l |3 + ;} Syskem c!evices.

QK. H Cancel ]

Figure 5-2
Step 6. Click Start > Control Panel > Network.

"= Network Connections

File Edit Miew Favorites Tools  Advanced Help

\_ﬂ,:' \_/I lﬁ /:\’ search H Folders v

Address t}_ Mebwark Connections

LAN or High-Speed Internet

Network Tasks
. wireless Nebwork Connection 17 Local Area Connection
[5] Create anew connection Connected Connected
¥ setup ahome or small T () TP-LIMK “Wireless USE Adapter | T /M Realkek RTL31390810:x Family ...

office network

& Change Windows Firewal
setkings

Figure 5-3

Y
-}

Step 7. Right-click Wireless Network Connection icon —, and select Properties. In the
following prompt page, highlight Internet Protocol(TCP/IP) and click Properties.
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Thiz connection wges the following items:

S Realtek EAPPKE Praotocal A
S AEGIS Protocol (IEEE 802.1x) +2.4.5.0
¥ Internet Protacal [TCPAP) )
L

< »
[ [nztall... ] [ Uninztall ] [[ Froperties

Drezcription

Allows your computer bo access resources o a Microzoft

nietwork.

Figure 5-4
Step 8. In the prompt page shown below, select Use the Following IP Address, and set the IP
and Subnet mask. After completing setting, click OK.
Internet Protocol (TCP/IP) Properties
General
'ou can get P zettings aszigned automatically if pour nebwork, supports
thiz capability. Othenwize, you need to agk pour nebwork, administrator for
the appropriate [P settings.
("3 Obtain an IP address autamatically
(%) Uze the follawing IP address:
|P address:; 192 . 168 @ a6
Subnet maszk: 28R 2RE 2850
Default gateway:
(%) Usze the follawing DMS server addresses:
Preferred DMNS server:
Alternate DMS zerver:
| k., | [ Cancel ]
Figure 5-5
& Note:

Please set the IP address in different network segment with the other network card to avoid

conflict.

Step 9. Launch TP-LINK Wireless Utility, then highlight the Network Name (SSID) beginning
with “PSP” in the “Network” page, and click Connect.
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= TP-LINK Wireless Utility

& . S @ ®
Profile Network Advanced Statistics WPS Radio On/Off  About

Sorted by >> @ ssio @ channel @ sienal [ Show dBm

AP List »»
chenyanchenyan @3 g .‘, % e
TP-LINK e g S %
} PSP_AULIMO5500_L MHP2QO00 e g © oo a
Rescan Add to Profile Connect
¥
Figure 5-6

Step 10. Check whether your PSP device is detected in the Diagnostics mode of Kai as Figure

5-7 shown: Click the icon # : first and then click the folder 'ﬂ

®a XLink Kai Evolution Y11

Diagnostics Mode m 0}

“Link Kai is Online.,

0014A88C934

Sony PSH, configured
successftyl

Your PSP MAC Address

Figure 5-7

Step 11. Click the icono on the right top corner to enter the Arena Mode, highlight the arena of

your wanted game, and then join or start a new game.
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¥ XLk Kai Evolution VII

Arena Mode m (¥ I.’- Q}
#Llink Kai is Online..
- B A
- eemE e
= | Player 4 FEOX
- Establishing Link..
idle G Establishing. ..
Player B LEIOX
™ 0 Microsaft
| 0 Mintendo =y
host | 0 Sony - 1 RPlayers. 2 JU L

.“Q Player C PEOX
~ 0 Microsoft

3 0 Nintendo = i
itle 0 Sony - 1 Players, r:'.? Ene
=1 Player D SEO X’
m,. 0 Microsoft >
( 0 Nimtendo ;
| idle 0 Sony - 1 Players, ?.'f:.mm
Figure 5-8
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Appendix A: Glossary

802.11b - The 802.11b standard specifies a wireless networking at 11 Mbps using
direct-sequence spread-spectrum (DSSS) technology and operating in the unlicensed radio
spectrum at 2.4GHz, and WEP encryption for security. 802.11b networks are also referred to as
Wi-Fi networks.

802.11g - Specification for wireless networking at 54 Mbps using direct-sequence
spread-spectrum (DSSS) technology, using OFDM modulation and operating in the unlicensed
radio spectrum at 2.4GHz, and backward compatibility with IEEE 802.11b devices, and WEP
encryption for security.

Ad-hoc Network - An ad-hoc network is a group of computers, each with a wireless adapter,
connected as an independent 802.11 wireless LAN. Ad-hoc wireless computers operate on a
peer-to-peer basis, communicating directly with each other without the use of an access point.
Ad-hoc mode is also referred to as an Independent Basic Service Set (IBSS) or as peer-to-peer
mode, and is useful at a departmental scale or SOHO operation.

DSSS (Direct-Sequence Spread Spectrum) - DSSS generates a redundant bit pattern for all data
transmitted. This bit pattern is called a chip (or chipping code). Even if one or more bits in the chip
are damaged during transmission, statistical techniques embedded in the receiver can recover
the original data without the need for retransmission. To an unintended receiver, DSSS appears
as low power wideband noise and is rejected (ignored) by most narrowband receivers. However,
to an intended receiver (i.e. another wireless LAN endpoint), the DSSS signal is recognized as the
only valid signal, and interference is inherently rejected (ignored).

FHSS (Frequency Hopping Spread Spectrum) - FHSS continuously changes (hops) the carrier
frequency of a conventional carrier several times per second according to a pseudo-random set of
channels. Because a fixed frequency is not used, and only the transmitter and receiver know the
hop patterns, interception of FHSS is extremely difficult.

Infrastructure Network - An infrastructure network is a group of computers or other devices,
each with a wireless adapter, connected as an 802.11 wireless LAN. In infrastructure mode, the
wireless devices communicate with each other and to a wired network by first going through an
access point. An infrastructure wireless network connected to a wired network is referred to as a
Basic Service Set (BSS). A set of two or more BSS in a single network is referred to as an
Extended Service Set (ESS). Infrastructure mode is useful at a corporation scale, or when it is
necessary to connect the wired and wireless networks.

Spread Spectrum - Spread Spectrum technology is a wideband radio frequency technique
developed by the military for use in reliable, secure, mission-critical communications systems. It is
designed to trade off bandwidth efficiency for reliability, integrity, and security. In other words,
more bandwidth is consumed than in the case of narrowband transmission, but the trade off
produces a signal that is, in effect, louder and thus easier to detect, provided that the receiver
knows the parameters of the spread-spectrum signal being broadcast. If a receiver is not tuned to
the right frequency, a spread-spectrum signal looks like background noise. There are two main
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alternatives, Direct Sequence Spread Spectrum (DSSS) and Frequency Hopping Spread
Spectrum (FHSS).

SSID - A Service Set ldentification is a thirty-two character (maximum) alphanumeric key
identifying a wireless local area network. For the wireless devices in a network to communicate
with each other, all devices must be configured with the same SSID. This is typically the
configuration parameter for a wireless PC card. It corresponds to the ESSID in the wireless
Access Point and to the wireless network name.

WEP (Wired Equivalent Privacy) - A data privacy mechanism based on a 64-bit or 128-bit shared
key algorithm, as described in the IEEE 802.11 standard.

Wi-Fi - A trade name for the 802.11b wireless networking standard, given by the Wireless
Ethernet Compatibility Alliance (WECA, see http://www.wi-fi.net), an industry standards group
promoting interoperability among 802.11b devices.

WLAN (Wireless Local Area Network) - A group of computers and associated devices
communicate with each other wirelessly, which network serving users are limited in a local area.

WPA (Wi-Fi Protected Access) - A wireless security protocol use TKIP (Temporal Key Integrity
Protocol) encryption, which can be used in conjunction with a RADIUS server.
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Appendix B: Specifications

Interface USB 2.0 Connector
Standards IEEE 802.11g, IEEE 802.11b
Operating System Windows 2000/ XP/ Vista/ 7
Safety & Emission FCC, CE

Frequency 2.4 ~2.4835 GHz
54M: -70dBm
Sensitivity
11M: -87dBm

Spread Spectrum

Radio Data Rate

Direct Sequence Spread Spectrum (DSSS)

Up to 54Mbps

Modulation

11g OFDM, 11b CCK/DSSS

Media Access Protocol

CSMA/CA with ACK

Data Security

WPA, 64/128 bit WEP, TKIP/AES, IEEE 802.1X authentication

Working Temperature

0°C~40°C (32°F ~104°F)

Storage Temperature

-40°C~70°C (-40°F ~158°F)

Humidity

10%~90% RH, Non-condensing
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